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Security
informa-
tion

This entry is from the Siemens Industry Online Support. The general terms of use
(http://www.siemens.com/terms_of use) apply.

Siemens provides products and solutions with industrial security functions that
support the secure operation of plants, systems, machines and networks.

In order to protect plants, systems, machines and networks against cyber
threats, it is necessary to implement — and continuously maintain — a holistic,
state-of-the-art industrial security concept. Siemens’ products and solutions only
form one element of such a concept.

Customer is responsible to prevent unauthorized access to its plants, systems,
machines and networks. Systems, machines and components should only be
connected to the enterprise network or the internet if and to the extent necessary
and with appropriate security measures (e.g. use of firewalls and network
segmentation) in place.

Additionally, Siemens’ guidance on appropriate security measures should be
taken into account. For more information about industrial security, please visit
http://www.siemens.com/industrialsecurity.

Siemens’ products and solutions undergo continuous development to make them
more secure. Siemens strongly recommends to apply product updates as soon
as available and to always use the latest product versions. Use of product
versions that are no longer supported, and failure to apply latest updates may
increase customer’s exposure to cyber threats.

To stay informed about product updates, subscribe to the Siemens Industrial
Security RSS Feed under http://www.siemens.com/industrialsecurity.
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1 Operating system for S7-41x CPUs

1 Operating system for S7-41x CPUs

1.1 PCS 7 CPU 410-5H

PCS 7 Order no. Operating system firmware STEP 7 Version Link zur
CPU 410-5H version Downloadseite
CPU 410-5H 6ES7 410-5HX08-0AB0O Vv8.0.2 PCS 7 V8.0 SP1 + Entry ID: 109476571
HUP CPU 410-5H
v8.1.2 *

*The CPU 410-5H firmware V8.1.x can be used independently of SIMATIC PCS 7 V8.1. In this way you can also benefit from the corrections for the CPU410-
5H listed below if you are using SIMATIC PCS 7 V8.0.
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1 Operating system for S7-41x CPUs

1.2 CPU 412

CPU 412

CPU 412-1 MPI

CPU 412-1 MPI/DP

CPU 412-2 MPI/DP

CPU 412-2 PN

CPU 412-3H

CPU 412-5H

Order no.

6ES7 412-1XF00-0ABO
6ES7 412-1XF01-0ABO
6ES7 412-1XF02-0AB0O
6ES7 412-1XF03-0ABO
6ES7 412-1XF04-0ABO
6ES7 412-1XJ05-0AB0O
6ES7 412-1XJ07-0ABO

6ES7 412-2XG00-0ABO
6ES7 412-2XG04-0AB0O
6ES7 412-2XJ05-0AB0O
6ES7 412-2XK07-0AB0O

6ES7 412-2EK06-0AB0O
6ES7 412-2EK07-0ABO

6ES7 412-3HJ14-0ABO

6ES7 412-5HK06-0ABO
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Entry-ID: 40945038, V 1.0,

07/2016

Operating system firmware STEP 7 Version

version
A3

A9

A9
V3.1.4
v4.1.1
V5.3.5
V7.0.0

V3.1l.4
V4.1.1
V5.3.5
V7.0.0

V6.0.4
V7.0.0

V4.5.7

V6.0.6

STEP 7 V5.2 SP1 HF3
STEP 7 V5.3 SP2

STEP 7 V5.4 + HSP261 V2.0/
S7 Distributed Safety V5.4 + SP5

STEP 7 V5.2 SP1 HF3
STEP 7 V5.3 SP2

STEP 7 V5.4 + HSP261 V2.0/
S7 Distributed Safety V5.4 + SP5

STEP 7 V5.5
STEP 7 V5.5 + HSP262/

S7 Distributed Safety V5.4 + SP5

STEP 7 V5.3 SP2/
F-Systems

STEP 7 V5.5 SP2 HF1/
F-Systems

Link to the
download page

Entry ID:

Entry ID:
Entry ID:

Entry ID:
Entry ID:
Entry ID:

Entry ID:

Entry ID:

Entry ID:

109475012

109474988
109474827

109475012
109474988
109474827

109474874

109474703

109474550


https://support.industry.siemens.com/cs/ww/en/view/109475012
https://support.industry.siemens.com/cs/ww/en/view/109474988
https://support.industry.siemens.com/cs/ww/en/view/109474827
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1 Operating system for S7-41x CPUs

1.3 CPU 413

CPU 413

CPU 413-1

CPU 413-2

Order no.

6ES7 413-1XG00-0ABO
6ES7 413-1XG01-0AB0O
6ES7 413-1XG02-0AB0
6ES7 413-2XG00-0ABO
6ES7 413-2XG01-0AB0O
6ES7 413-2XG02-0AB0
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07/2016

Operating system firmware
version

A3
A9
A9
A4
A9
A9

STEP 7 Version

Link to the

download page

Entry ID: 109475012

Entry ID: 109475012
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1 Operating system for S7-41x CPUs

1.4 CPU 414

CPU 414

CPU 414-1

CPU 414-2, MPI/DP

CPU 414-3

CPU 414-3 PN/DP

Order no.

6ES7 414-1XG00-0ABO
6ES7 414-1XG01-0AB0O
6ES7 414-1XG02-0AB0O
6ES7 414-2XG00-0AB0O
6ES7 414-2XG01-0AB0O
6ES7 414-2XG02-0AB0O
6ES7 414-2XG03-0AB0
6ES7 414-2XG04-0AB0
6ES7 414-2XJ00-0ABO
6ES7 414-2XJ01-0ABO
6ES7 414-2XK05-0AB0O
6ES7 414-2XL07-0ABO

6ES7 414-3XJ00-0ABO
6ES7 414-3XJ04-0AB0O
6ES7 414-3XM05-0AB0O
6ES7 414-3XMO07-0ABO

6ES7 414-3EM05-0ABO

6ES7 414-3EM06-0ABO
6ES7 414-3EMO7-0ABO
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Operating system firmware STEP 7 Version

version
A3

A9

A9

A4

A9

A9
V3.1.4
V4.1.1
A9

A9
V5.3.5
V7.0.0

V3.1.4
V4.1.1
V5.3.5
V7.0.0

V5.3.2

V6.0.4
V7.0.0

STEP 7 V5.3 SP2

STEP 7 V5.4 + HSP261 V2.0/
S7 Distributed Safety V5.4 + SP5

STEP 7 V5.2 SP1 HF3
STEP 7 V5.3 SP2

STEP 7 V5.4 + HSP261 V2.0/
S7 Distributed Safety V5.4 + SP5

STEP 7 V5.4 SP4

STEP 7 V5.5

STEP 7 V5.5 + HSP262/
S7 Distributed Safety V5.4 + SP5

Link to the
download page

Entry ID:

Entry ID:

Entry ID:
Entry ID:

Entry ID:

Entry ID:
Entry ID:
Entry ID:

Entry ID:

Entry ID:

109475012

109475012

109474988
109475012

109474827

109475012
109474988
109474827

109474827

109474874


https://support.industry.siemens.com/cs/ww/en/view/109475012
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1 Operating system for S7-41x CPUs

CPU 414

CPU 414F-3 PN/DP

CPU 414-4H

CPU 414-5H

Order no.

6ES7 414-3FM06-0ABO

6ES7 414-3FMO7-0ABO

6ES7 414-4HJ00-0ABO

6ES7 414-4HJ04-0ABO

6ES7 414-4HM14-0ABO

6ES7 414-4HR14-0AB0O

6ES7 414-5HM06-0AB0O
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07/2016

Operating system firmware STEP 7 Version

version
V6.0.4

V7.0.0

V3.1.5

V4.0.12

V4.5.7

V4.5.7

V6.0.6

STEP 7 V5.5/

S7 Distributed Safety V5.4

STEP 7 V5.5 + HSP262/

S7 Distributed Safety V5.4 + SP5

STEP 7 V5.0 SP2/
F-Systems
STEP 7 V5.0 SP2/
F-Systems
STEP 7 V5.3 SP2/
F-Systems
STEP 7 V5.3 SP2/
F-Systems

STEP 7 V5.5 SP2 HF 1/
F-Systems

Link to the
download page

Entry ID: 109474874

Entry ID: 6741018

Entry ID: 109474747
Entry ID: 109474703

Entry ID: 109474703
Entry ID: 109474550


https://support.industry.siemens.com/cs/ww/en/view/109474874
https://support.industry.siemens.com/cs/ww/en/view/6741018
https://support.industry.siemens.com/cs/ww/en/view/109474747
https://support.industry.siemens.com/cs/ww/en/view/109474703
https://support.industry.siemens.com/cs/ww/en/view/109474703
https://support.industry.siemens.com/cs/ww/en/view/109474550
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1 Operating system for S7-41x CPUs

1.5 CPU 416

CPU 416

CPU 416-1

CPU 416-2

CPU 416F-2

CPU 416-3

Order no.

6ES7 416-1XJ00-0AB0O
6ES7 416-1XJ01-0AB0O
6ES7 416-1XJ02-0AB0O
6ES7 416-2XK00-0AB0O
6ES7 416-2XK01-0AB0O
6ES7 416-2XK02-0AB0
6ES7 416-2XK04-0AB0O
6ES7 416-2XL00-0ABO
6ES7 416-2XL01-0ABO
6ES7 416-2XN05-0AB0O
6ES7 416-2XP07-0ABO

6ES7 416-2FK02-0AB0O
6ES7 416-2FK04-0ABO
6ES7 416-2FN05-0ABO

6ES7 416-2FP07-0ABO

6ES7 416-3ER05-0ABO
6ES7 416-3XL00-0ABO
6ES7 416-3XL04-0ABO
6ES7 416-3XR05-0AB0O
6ES7 416-3XS07-0AB0O
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Entry-ID: 40945038, V 1.0,

07/2016

Operating system firmware
version

A3
A9
A9
A9
A9
V3.1.4
V4.1.1
A9
A9
V5.3.5
V7.0.0

V3.1.4
V4.1.1
V5.3.5

V7.0.0

V5.3.2
V3.1.4
V4.1.1
V5.3.5
V7.0.0

STEP 7 Version

STEP 7 V5.2 SP1 HF3

STEP 7 V5.3 SP2

STEP 7 V5.4 + HSP261 V2.0/
S7 Distributed Safety V5.4 + SP5

STEP 7 V5.2 SP1 HF3
Step 7 V5.3 SP2/

S7 Distributed Safety V5.4

STEP 7 V5.4 + HSP261 V2.0/
S7 Distributed Safety V5.4 + SP5

STEP 7 V5.4 SP4

STEP 7 V5.2 SP1 HF3
STEP 7 V5.3 SP2

STEP 7 V5.4 + HSP261 V2.0/
S7 Distributed Safety V5.4 SP5

Link to the

download page

Entry ID:

Entry ID:

Entry ID:
Entry ID:

Entry ID:

Entry ID:
Entry ID:

Entry ID:

Entry ID:
Entry ID:
Entry ID:
Entry ID:

109475012

109475012

109474988
109475012

109474827

109475012
109474988

109474827

109474827
109475012
109474988
109474827


https://support.industry.siemens.com/cs/ww/en/view/109475012
https://support.industry.siemens.com/cs/ww/en/view/109475012
https://support.industry.siemens.com/cs/ww/en/view/109474988
https://support.industry.siemens.com/cs/ww/en/view/109475012
https://support.industry.siemens.com/cs/ww/en/view/109474827
https://support.industry.siemens.com/cs/ww/en/view/109475012
https://support.industry.siemens.com/cs/ww/en/view/109474988
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https://support.industry.siemens.com/cs/ww/en/view/109474827
https://support.industry.siemens.com/cs/ww/en/view/109475012
https://support.industry.siemens.com/cs/ww/en/view/109474988
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1 Operating system for S7-41x CPUs

CPU 416

CPU 416-3 PN/DP

CPU 416F-3 PN/DP

CPU 416-5H

Order no.

6ES7 416-3ES06-0ABO
6ES7 416-3ESO07-0ABO

6ES7 416-3FR0O5-0AB0

6ES7 416-3FS06-0ABO

6ES7 416-3FS07-0ABO

6ES7 416-5HS06-0ABO
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Operating system firmware STEP 7 Version

version
V6.0.4
V7.0.0

V5.3.2

V6.0.4

V7.0.0

V6.0.6

STEP 7 V5.5

STEP 7 V5.5 + HSP262/
S7 Distributed Safety V5.4 + SP5

STEP 7 V5.4 SP4/
S7 Distributed Safety V5.4

STEP 7 V5.5/
S7 Distributed Safety V5.4 SP1

STEP 7 V5.5 + HSP262/
S7 Distributed Safety V5.4 + SP5

STEP 7 V5.5 SP2 HF1

Link to the
download page

Entry ID: 109474874

Entry ID: 109474827

Entry ID: 109474874

Entry ID: 109474550


https://support.industry.siemens.com/cs/ww/en/view/109474874
https://support.industry.siemens.com/cs/ww/en/view/109474827
https://support.industry.siemens.com/cs/ww/en/view/109474874
https://support.industry.siemens.com/cs/ww/en/view/109474550
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1.6 CPU 417
CPU 417 Bestell-Nr.

CPU 4174

CPU 417-4H

6ES7 417-4HT14-0ABO

CPU 417-5H

Operating systems of S7-41x CPUs
Entry-ID: 40945038, V 1.0, 07/2016

6ES7 417-4XL00-0ABO
6ES7 417-4XL04-0ABO
6ES7 417-4XT05-0ABO
6ES7 417-4XT0O7-0ABO

6ES7 417-4HLO0-0ABO
6ES7 417-4HLO01-0ABO
6ES7 417-4HL04-0ABO

6ES7 417-5HT06-0ABO

Operating system firmware
version

V3.1.4
V4.1.1
V5.3.5
V7.0.0

V2.1.5
V3.1.5
V4.0.12

V4.5.7

V6.0.6

STEP 7 Version

Link to the

download page

- Entry ID:
STEP 7 V5.2 SP1 HF3 Entry ID:
STEP 7 V5.3 SP2 Entry ID:
STEP 7 V5.4 + HSP261/
S7 Distributed Safety V5.4 + SP5
Entry ID:
STEP 7 V5.2 SP1 HF3/ Entry ID:
F-Systems
STEP 7 V5.3 SP2/ Entry ID:
F-Systems
STEP 7 V5.5 SP2 HF1/ Entry ID:
F-Systems
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109474988
109474827

6741018

109474747
109474703

109474550


https://support.industry.siemens.com/cs/ww/en/view/109475012
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