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Legal information

Use of application examples
Application examples illustrate the solution of automation tasks through an interaction of several
components in the form of text, graphics and/or software modules. The application examples are
a free service by Siemens AG and/or a subsidiary of Siemens AG ("Siemens"). They are
non-binding and make no claim to completeness or functionality regarding configuration and
equipment. The application examples merely offer help with typical tasks; they do not constitute
customer-specific solutions. You yourself are responsible for the proper and safe operation of the
products in accordance with applicable regulations and must also check the function of the
respective application example and customize it for your system.
Siemens grants you the non-exclusive, non-sublicensable and non-transferable right to have the
application examples used by technically trained personnel. Any change to the application
examples is your responsibility. Sharing the application examples with third parties or copying the
application examples or excerpts thereof is permitted only in combination with your own products.
The application examples are not required to undergo the customary tests and quality inspections
of a chargeable product; they may have functional and performance defects as well as errors. It is
your responsibility to use them in such a manner that any malfunctions that may occur do not
result in property damage or injury to persons.

Disclaimer of liability
Siemens shall not assume any liability, for any legal reason whatsoever, including, without
limitation, liability for the usability, availability, completeness and freedom from defects of the
application examples as well as for related information, configuration and performance data and
any damage caused thereby. This shall not apply in cases of mandatory liability, for example
under the German Product Liability Act, or in cases of intent, gross negligence, or culpable loss of
life, bodily injury or damage to health, non-compliance with a guarantee, fraudulent
non-disclosure of a defect, or culpable breach of material contractual obligations. Claims for
damages arising from a breach of material contractual obligations shall however be limited to the
foreseeable damage typical of the type of agreement, unless liability arises from intent or gross
negligence or is based on loss of life, bodily injury or damage to health. The foregoing provisions
do not imply any change in the burden of proof to your detriment. You shall indemnify Siemens
against existing or future claims of third parties in this connection except where Siemens is
mandatorily liable.
By using the application examples you acknowledge that Siemens cannot be held liable for any
damage beyond the liability provisions described.

Other information
Siemens reserves the right to make changes to the application examples at any time without
notice. In case of discrepancies between the suggestions in the application examples and other
Siemens publications such as catalogs, the content of the other documentation shall have
precedence.
The Siemens terms of use (https://support.industry.siemens.com) shall also apply.

Security information
Siemens provides products and solutions with Industrial Security functions that support the secure
operation of plants, systems, machines and networks.
In order to protect plants, systems, machines and networks against cyber threats, it is necessary
to implement — and continuously maintain — a holistic, state-of-the-art industrial security concept.
Siemens’ products and solutions constitute one element of such a concept.
Customers are responsible for preventing unauthorized access to their plants, systems, machines
and networks. Such systems, machines and components should only be connected to an
enterprise network or the Internet if and to the extent such a connection is necessary and only
when appropriate security measures (e.g. firewalls and/or network segmentation) are in place.
For additional information on industrial security measures that may be implemented, please visit
Fehler! Linkreferenz ungdltig.
Siemens’ products and solutions undergo continuous development to make them more secure.
Siemens strongly recommends that product updates are applied as soon as they are available
and that the latest product versions are used. Use of product versions that are no longer
supported, and failure to apply the latest updates may increase customer’s exposure to cyber
threats.
To stay informed about product updates, subscribe to the Siemens Industrial Security RSS Feed
at: https://www.siemens.com/industrialsecurity.
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1 Introduction

1.1 The task

Introduction

In modern production plants, engineering processes are generally monitored and
controlled from the control room. There is also a requirement for in-process

operation and monitoring of system sections.

Different alarm systems, operating philosophies, and different configuration
software must be taken into account when integrating operator panels into the

higher level process control system.

Description of the automation task

The system engineer will be shown how to integrate operator panels into a PCS 7
project in order to operate and visualize PCS 7 system sections. Configuration
should match the PCS 7 standard as closely as possible.

Figure 1-1

PCS5 7 Plant

||
== i
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1.2 Solution

Using the SIMATIC PCS 7 Industry Library

The components of the SIMATIC PCS 7 Industry Library provide the basis for using
Comfort Panels. The "IL for PCS 7" library includes interface blocks for this
purpose, which interact with the blocks of the PCS 7 APL (Advanced Process
Library) and provide the necessary data for representation on the Comfort Panel.

A WiInCC Comfort V14 library ("IL for WinCC Comfort") is supplied in addition to the
interface blocks; this contains preconfigured block icons and faceplates for display
on the Comfort Panel.

Advantages of the solution using SIMATIC PCS 7 Industry Library

Delimitation

Harmonic overall solutions for control system tasks, and as a result, optimum
operation of the overall process by avoiding operation faults

Number of functions created by the user is reduced. This leads to a cost saving
over the entire life cycle

Synergy effects related to training and knowledge transfer

The following topics are not covered in this document:

Connection of S7-200, S7-1200, S7-1500

Integration of third-party controls

The following article already includes one way of achieving this automation
task:

http://support.automation.siemens.com/WW/view/en/49740087

PROFIBUS interface

In this documentation, reference is only made to the use of Ethernet
connections, but it is also possible to use PROFIBUS DP. The only difference
lies in configuring the connection. In the case of a redundant PROFIBUS
system, the following article may be of assistance.
http://support.automation.siemens.com/WW/view/en/19951154

Programming S7 function blocks

Creating faceplates on the OS and on the Comfort Panel
(You can find related information in the SIMATIC PCS 7 and TIA Portal V14
documentation.)

Required knowledge

Basic knowledge of configuration using SIMATIC PCS 7 and knowledge of
configuration using WinCC Comfort V14 (TIA Portal) are required.

SIMATIC PCS 7 panel integration
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Alternatives

1.2.1

Instead of Industry Library, you could also use custom-made programmed interface
blocks. However, this solution entails additional effort in creating the control
program and configuring the Comfort Panel.

The PCS 7 OS Web option represents a further means of operating the PCS 7
system from the operator panel. Here, the panel operates as a PCS 7 Web client,
launched in Internet Explorer. This solution requires additional licenses for the PCS
7 OS Web option. You also have the option of using complete Panel PCs instead
of operator panels. Once the OS client software is installed, these panel PCs can
be used as complete PCS 7 OS clients. It is then unnecessary to adapt the control
program, but in addition to the expensive hardware you will need additional
licenses for the OS client software.

Overview
The "IL for PCS 7" interface blocks are integrated into the PCS 7 project and

connected with the technological blocks of the PCS 7 APL. The Comfort Panels are
configured in WinCC Comfort V14 (TIA) by means of "IL for WinCC Comfort".

Figure 1-2
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Core functionality

The block library "IL for PCS 7" includes a suitable interface block for some of the
technological blocks of the APL (e.g., motor, valve, analog value monitoring, etc.).
The role of the interface blocks is to evaluate the status signals of the APL blocks
and provide these to the Comfort Panel. Furthermore, the IL blocks should be
connected to the APL blocks in such a way that they issue the switching
commands for the APL block. This switches the technological block to "Local"
operating mode.

SIMATIC PCS 7 panel integration
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Figure 1-3
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1.2.2 Hardware and software components

The following hardware and software components were used to create this

application example:

Hardware components

Table 1-1
Components Quantity Article number Note

CPU 417-4H 2 6ES7 417-4HT14-0ABO Redundant for
Section "3. Panel
connection to an H-
CcPU"

CP 443-1 2 6GK7 443-1EX30-0XEO Redundant for
Section "3. Panel
connection to an H-
cpU"

MP 377 6AV6 644-0AA01-2AX0 R

TP 1200 6AV2 124-0MCO01-0AX0 -

Software components

Table 1-2
Components Article number Note
PCS V9.0 SP1 6ES7 658-5AX58-0YAS5 -
WinCC Comfort V14 SP1 6AV2 101-0AA04-0AA5 -
Upd 6
PCS 7 Industry Library V9.0 | 6DL5 410-8AX58-0YAQ -
Updl

SIMATIC PCS 7 panel integration
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Note

1.3

13.1

Compatibility:

e To avoid problems with the "Device Proxy Import" in Section
2.5.1, WinCC Comfort (TIA portal) must be installed together
with PCS 7 on a PC.

e SIMATIC PCS 7 V9.0 SP1 is only compatible with WinCC
Comfort V14 SP1 if Update 4 or Update 6 for WinCC Comfort
V14 SP1 is installed.

e The PCS 7 Industry Library V9.0 is only compatible with WinCC
Comfort V14 SP1 in combination with Update 1.

e The older multipanels (MP series) can no longer be configured
from TIA Portal V15.

Basics

SIMATIC PCS 7 Industry Library V9.0

The "IL for PCS 7" block library used in this application example includes interface
blocks which interact with the blocks of the PCS 7 APL (Advanced Process Library)
and provide the necessary data for operation, monitoring and reporting on the
Comfort Panel.

WinCC V14 conforming block icons and faceplates ("IL for WinCC Comfort") are
supplied in addition to the interface blocks; these are used for configuration on the
operator panel.

In order to avoid inconsistencies resulting from operation at different stations, the
Industry Library contains blocks to enable multiple control room operation.

The following libraries are used for integrating Comfort Panels into the PCS 7
environment:

Table 1-3

Library Description

PCS 7 APL V9.0 The function blocks of the APL model the processing apparatus, such
as valves or motors, in the controller. They form the software-based
starting point for controlling your system.

IL for PCS 7 The Industry Library includes interface blocks for operation and
monitoring of the process with the help of panels. The interface
blocks interact with the technological functions of the APL.

IL for WIinCC The Industry Library for WinCC Comfort (TIA Portal) includes all the
Comfort necessary components (tags, connections, picture elements) for
displaying on the Comfort Panel.

SIMATIC PCS 7 panel integration
Entry ID 50708061, V1.0, 01/2019 9



© Siemens AG 2019 All rights reserved

lintroduction

The following figure shows an exemplary PCS 7 system configuration with
integrated panels:

Figure 1-4

PCST7ES PCS 7 0S-Client

WinCC Comfort V14

ILV9.0
A4 s, APLV9.0

-\ Panels
B Industrial Ethernet (Terminal Bus)
“‘ 'l PCS 7 OS-Server
[ ndustrial Ethemet (Plant Bus)
PCS 7 AS PCS7AS

Reasons for using Industry Library
e Risk minimization thanks to standardization
e Uniform look and feel with PCS 7 APL
e Easy integration of S7-300 controllers, multi panels and Comfort Panels
¢ Reduction in the time and costs for development
e The best setup for upgrading to newer PCS 7 versions

System requirements for using PCS 7 Industry Library

The PCS 7 Industry Library V9.0 Upd1 can be used with the following
configuration software:

Table 1-4
Library Configuration software

IL for S7 SIMATIC STEP 7 V5.6
SIMATIC S7 CFC V9.0
AS-OS Engineering V9.0
SIMATIC WinCC V7.4 SP1 Updl
Installed Industry Library V9.0
or
SIMATIC PCS 7 V9.0 SP1 with installed Industry Library
V9.0

IL for PCS 7 SIMATIC PCS 7 V9.0 SP1
SIMATIC PCS 7 APL V9.0

IL for WinCC Comfort SIMATIC Step7 Professional V14 SP1 Upd4

The following hardware is considered to be the minimum requirement:

SIMATIC PCS 7 panel integration
Entry ID 50708061, V1.0, 01/2019
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Note

Table 1-5
Library Hardware
IL for S7 S7-315 PN/DP and from Firmware V3.1
IL for PCS 7 The system requirements for Advanced Process Library
V9.0 apply
IL for WinCC Comfort Comfort / Multi Panels (display size = 12 inch)

Update 1 for the Industry Library is mandatory for use with PCS 7 V9.0 SP1 and
the TIA Portal V14 SP1.

The update is available for download at the following entry:
https://support.industry.siemens.com/cs/ww/en/view/109480136

Multi-Panels and Comfort-Panels

Note

1.3.2

The Comfort Panels of the TP series are the successor panels for the Multi Panels
of the MP series. The Multi-Panels can still be planned as shown in this application
example, but it is recommended to switch to Comfort-Panels as they offer a
considerably higher screen resolution, functionality and performance.

From the TIA Portal V15 onwards, Multi-Panels can no longer be configured.

You can find the corresponding successor products in the following entry:
https://support.industry.siemens.com/cs/ww/en/view/109486162

Time synchronization

In PCS 7 systems, it is necessary for the clock times of all components, including
PC stations, automation systems and other peripherals, to be synchronized. This is
important in ensuring the chronological sequence of processes or the correct
chronological order for archiving messages.

You can find detailed information on time synchronization in the following manual:
https://support.industry.siemens.com/cs/ww/en/view/109754988

Integrating Comfort Panels

The Comfort Panels should also be synchronized in order to prevent time
inconsistencies, e.g. when using the bit message procedure. However, these
cannot be synchronized using the SIMATIC or NTP processes.

Area pointers are set up in the project of the panel; these synchronize the system
time in the controller with the system time in the panel. The control program has to
make the current system time available to the area pointer using the system
function "SFC1 - READ_CLK".

You can find further information about time synchronization of operator panels in
the article "Clock synchronization between a HMI operator panel and a SIMATIC
PLC".

Configuring the time synchronization will be explained in the remainder of the
documentation.

SIMATIC PCS 7 panel integration
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1.3.3 Hierarchical operating concept

In order to avoid inconsistencies caused by operation from different locations, the
local operator authorization for the APL has been extended for multiple control
room operation. The concept envisages, for instance, 2-stage hierarchical
operation. Levels 1 and 2 are intended for operation at the OS in the central control
room, while Levels 3 to 8 are for operation at the Comfort Panel locally in the plant.
However you can also configure the 8 available input levels individually.

Figure 1-6

Operating Level 1

Control Room
oS

Operating Level 2

Local OS

Operating Level 3-8

»

The "UsrM" block (= User Manager) is built into the control program in order to
manage the input levels, and is connected to the interface blocks of the IL for PCS
7 library. The interface blocks pass the signal on to the associated APL block.

The input level is selected using the faceplate on the OS or via the connection to
the input "KeySwLvI" (= Key Switch Level). When the user administration is
activated, a logged-in user with "higher order process operation" access rights is
required for operator input at the faceplate.

An alternative control of the operating direction via the Comfort Panel can be found
in Section 5.

SIMATIC PCS 7 panel integration
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Figure 1-7
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The input level is set at the OS using the internal tag "@APLOpStation”. The input
level for the Comfort Panels is predefined at the interface blocks with the input
parameter "PanelPerm".

Configuration of the multiple control room operation will be explained in the
remainder of the documentation.

134 Operator authorization and user configuration

PCS 7 uses three authorization levels as standard for process operation. These
are:

e Level 5: Operator inputs
Simple operations can be carried out (e.g. switchover from manual to
automatic).

e Level 6: Higher order operator inputs
It is possible to carry out operations that have long-term effects on the process
(e.g. adapting the limit values for a closed-loop controller).

e Level 1100: Highest order operator inputs
Process values can be simulated and equipment can be released for servicing.

SIMATIC PCS 7 panel integration
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1.3.5

Figure 1-8
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Further information about user hierarchies in PCS 7 can be found in the manual
"PCS 7 OS Process Control".
https://support.industry.siemens.com/cs/ww/en/view/109754981

The faceplates on the operator panel are configured in such a way that only level 5
operations are available. Higher and highest order operator inputs can only be
performed on the OS.

If you want to further restrict access to the operator panel, you have the following
options for setting up a user administration system:

¢ in the project of the operator panel or
e using SIMATIC Logon.

The procedure for configuring user administration can be found in the
documentation for PCS 7 WinCC Comfort and SIMATIC Logon.

Process fault diagnostics

The interface blocks of the "IL for PCS 7" library are configured with the alarm
signaling function "ALARM_DQ".

For the bit message procedure, the non-message-type variants are set up to show
messages on the operator panel. However, more configuration effort is required for
the panel project.

The message-type variant has the advantage that the operator can display and
acknowledge the messages from both the OS and the operator panel. The APL
block messages are then suppressed. However, the message-type blocks each
reserve a further process object in addition to the APL blocks, and require more
system resources. All messages of the APL block should always also exist on the
associated interface block.

The standard version does not provide for operation messages to be generated on
the operator panel. However, this kind of operation messaging can be configured

SIMATIC PCS 7 panel integration
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by connecting the control signals of the interface block to the inputs for external
messages.

In contrast to the PCS 7 standard signaling block "Alarm_8P", the signaling
function "Alarm_DQ" is also available on HMI devices based on S7-300 and on
WinCC Comfort V14. However, "Alarm_DQ" can only generate one message per
call.

Quantity structure for alarms and messages:

Table 1-6
PCS 7 with S7-400 PCS 7 with S7-300
Message block ALARM_8P/ALARM_DQ ALARM_DQ
Number of messages Up to 1000 Up to 300

Further information on the alarm blocks can be found in the manual "System
Software and Standard Functions for S7-300/400".

http://support.automation.siemens.com/WW/view/en/44240604

SIMATIC PCS 7 panel integration
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2Configuration and project planning

211

21.2

Configuration and project planning

Configuring the control program

The hardware configuration of the S7 program and the project engineering of APL
blocks are assumed. A PCS 7 project with already three configured motors is used
as an example project below. The technological function is configured in the usual
way using the APL blocks.

The configuration steps in the S7 program described below are necessary for the
Comfort Panel to operate.

Creating/extending a panel data block

Panels need the instance DB number for the interface block of the

technological function which is to be operated on the panel. For this, there is a
static data block in the S7 program

with a separate integer variable for
each configured panel block. The integer variables are described using
the value of the IDB number. Proceed as follows:

1. Create a new data block or open an existing one using the panel IDB numbers
in the S7 program. For example, use the DB number "DB25". This number is
already preconfigured in the case of the panel blocks in the TIA Portal. This
means you then need to make fewer adjustments during the panel
configuration.

2. For each new interface block, create a parameter of type "INT" in the data
block.

Figure 2-1
%% LAD/STL/FBD - [DE25 -- "PANELDB" -- PlantA_AS_Prj\ASO1\CPU 410-5H\..\DB25] o= [=3e]
L} File Edit Inset PLC Debug View Options Window Help - |5 %
D= HJd S a | 25 6 = 82
Addresas (Hame Type Initial walue |Comment
[} STRUCT
+0_0( |DB_M401 INT a Motor M401 IDB-Nr.
+2_.0| |oB_ML401 |INT ] Analog ML401 IDB-Nr.
+4_0( |DB_MOTOR |INT [u] Motor for demonstration
=&_0 END STRUCT
Press F1 to get Help. 2 |offline Abs < 5.2 |Insert

Configuring the APL block

A few preparations are necessary before you can configure the IL interface blocks
for panels with the APL blocks. Proceed as follows:

1. Insert the APL block "MotL" in the CFC.

2. Open the properties of the block. In the "I/Os" tab, switch the following
connections to visible:

- "MsgLock"
- "OpSt_In"

SIMATIC PCS 7 panel integration
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"ErrorNum" or any other output of your choice (except "ENO"), in order to
link the block to the "BlockConnector" connection of the panel block.

3. Enable the block functions "Local authorization" and "Suppress messages".
Set the following feature bits to TRUE:

- Feature.Bit24 — local operator authorization
- Feature.Bit25 — suppress all messages if MsgLock = 1

Figure 2-2
Properties - Block -- Demo\Motor @I
' General 1/0s ]
#/ [ Name /O | Type |Value| Inte..|A| F 5.| T | Comment Invisible|
86 | Msglock IN | STRUCT Aut. [Tl ||| Inhibit process message O
87 |MsglockValue| IN| BOOL O O] value
88 | Msglock.ST IN| BYTE OOl [ Signal Status
171 | OpSt_In N |DWORD Aut.. ||| [[J|[]| Enabled operator stations O
320 | ErrorMNum OUT|INT -1 ) |31 Errer Mumber [l
196 | Feature.Bit23 IN| BOOL [0 <ca. I [J][]] Reserved
197 | Feature.Bit24 IN| BOOL |1 <ca.. || |[JI[]/1 = Local autherizaticn active
198 | Feature.Bit25 IN| BOOL |1 <ca. I |[OIE[L = Suppress all messages if Msgloc..
199 | Feature.Bit26 IN| BOOL |0 <ca.. [l ||| = Reset switching points if switchi...
4 n 2
oK | | Prirt Carcel | Hep |
Note Further information on feature bits is available in the APL documentation.
2.1.3 Configuring the panel block of the Industry Library

Insert the panel block "PMotL" of the IL in the CFC. Connect the following
connections with each other:

e PMotL.MsgLock Out » MotL.MsgLock
e PMotL.IDBNo P Integer parameter of the panel data block

e MotL.ErrorNum (or any connection apart from ENO)
» PMotL.BlockConnector

e MotL.ErrorNum (or any connection apart from ENO) » PMotL.SelFp1

Note The "BlockConnector" input of the panel interface block must be connected to
any output (except "ENO") of the associated APL block. The relevant data for the
panel block (for example, status information or messages) are then automatically
processed via the panel block and displayed accordingly.

If any connection of the associated APL block is connected to the "SelFpl1" or
"SelFp2" input, a button will be displayed on the faceplate of the panel interface
at execution time; this button opens the associated faceplate of the APL function.

SIMATIC PCS 7 panel integration
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Figure 2-3

"PANEL DB".DB MotorDemo DB25
P _DemoMotor DemoMotor
PMOtL 5 MotL .
Panel in 51 Motor - &2
witchee SwitchPe |— —|starcaut M5_Relea|—
anelPer 0SStat_0|— 0— stophut GrpErr|—
BlockCon 0SStatAl|— 0—{ModLiop RdyToSta|—
AS Nr Panelact |— 0— Autkodop RdyToRes|—
1Fpl MsgLock 0— AucModLi Warnhet |—
Selfp2 IDBNG 0—|ManModLi Start|—
CmpID DB_ConnE [— 0— Localli Localdct |—
AVL MagSup |— 01— o=0p Autdct |—
vz 01— cosLi ManRct |—
a3 0— startiec OosAct|—
avs 01— stopLeca Errorfun
AV — FokRun
ave 1—{Monitor

2.2

221

MonTiSta

10.0—

0—|MonTiDys
0—|RatLi
Trip

Permit
Intlock
Protect
StartChn
MsgLock
0— FaultExt

Configuring the multiple control roomoperation in the
control program

In order to ensure that production goes smoothly despite there being several
distributed control units (OS, panels), it is essential that operator input is only
permitted from one location at any time. To this end, we introduced the multiple
control room concept, which is designed around the existing local operator
authorization in the APL. The concept provides for hierarchical control room and
panel operation with 1 to 8 levels. Each of these 8 levels can be assigned operator
authorization from the OS faceplate. These input levels are given user-specific
names using an enumeration in PCS 7 or a text list on the Comfort Panel.

Configuring the names of the input levels

You can assign distinct names for the 8 possible input levels. To do this, you will
need the enumerations "IL_OpLong" and "IL_OpShort". You can find the
enumerations as copy templates in the "IL for PCS 7" library.

Copy both of these enumerations into the AS project and assign dedicated names
to the values according to your preferences.

SIMATIC PCS 7 panel integration
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Figure 2-4

Lol O /s

SewagePlant_MP (Component view) -- D:\Projects\SewagePlant\Sewa_MP

=28 SewagePlant_MP Object name | Display name | Value | Type | Comment |
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B0 Shared Decla.ratlons £ Panell Parel 4 “Walug

Enumerafions £ Panel? Panel2 8 Walug

ol A=l

- Plants_05
- SewagePls

g b T ] =]

SewagePlant_MP (Component view) -- D:\Projects\SewagePlant\5ewa_MP

Lo/ O]

EI@ SewagePlant_tMP
2B Planth_AS_Fi
i SO

EID Shared Declarations
E-{#] Enumerations

----- {1‘| Equipment Properties
[]--% Platté,_05_Pr
-6 SewagePlant_Lib

Ohject narme

| Dizplay name | Value| Type | Comment |

£ Noperation  NOP
! ControlRoom  CR

£ Locals
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£ Panel2
£ Panell
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£ Panel
£ Parelf

0s

PaN1
PANZ
PAN3
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Walue
Walue
Walue
Walue
Walue
Walue
Value
Walue
Walue

The permitted values for the enumerations are 0, 1, 2, 4, 8, 16, 32, 64 and 128 and

correspond to the bits 0..7 of a binary number.

222

The "UsrM" block manages the control command acceptance of up to 8 input
levels. During runtime, the block can either be operated from the faceplate of the
OS ("KeySwitch.Value = FALSE"), or controlled by the process using the input
"KeySwLvI" ("KeySwitch.Value = TRUE"). The availability of the level can be

Configuring the "UsrM" block

defined flexibly using the inputs "Dev01Act" to "Dev08Act".

4. Insert the "UsrM" function block from the "IL for PCS 7" library into a CFC.
5. Assign parameters to the following inputs:
"Dev01Act" to "Dev08Act" — FALSE = level not available, TRUE = level

available

"KeySwitch.Value" — FALSE = operation from the OS, TRUE = process

mode (KeySwitchLvl = 1 to 8)
"MaxLevel" — 1 to 8 = maximum usable input levels
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The connection of the "UsrM" block is demonstrated using the motor block of the

Figure 2-5
Operatinglevel
e ohag
T=er Man 5/
1—| D= foLewel
1 — D= 1t
1—| D= {sgiup
41— D=
1—De
1—| D=
1—] D
1— D=
— E=
1—E=
1— Backlpl

Connecting the "UsrM" block

APL and the associated interface block of the IL, which was already configured in
the section "Configuring the APL block".

2.2.3
6.
7.
Figure 2-6

Connect the "Out" output of the "UsrM" block to the "SwitchPerm™ input of the

panel interface block.

Connect the "Out" output of the "UsrM" block to the "OpSt_In" input of the APL

block. The "OpSt_In" input for the APL block is not usually visible. This
connection allows you to jump from motor faceplate to the faceplate of the
"UsrM" block on the OS.
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2.2.4 Setting the input level for the interface blocks for panels

In order for the faceplate on the Comfort Panel to be operational, the value at the

"SwitchPerm" input must match the "PanelPerm" input on the panel interface block.

8. Open the CFC that contains the interface block for the comfort panel.

9. Atthe "PanelPerm" parameter, select the desired input level at which this block
should have control command acceptance.

I Irverted
™ Invisible

I~ watched

Figure 2-7
Block: Pratl.P_Demotd atar
140: PanelPerm - [N[DWwORD)
Walue: F'ar'weﬂ >
Panell -
Panel2 [

Enurneration:

Camment:

Panel3
Paneld
Panels d

Farnel Permission

Archive v
Operator authorization lewvel IU 05 additional text:
Force Process object view
™| Aidd farcing ¥ Parameter
I~ | Forcing active I Signal
Force value: 'I
= MES-elevant

P DemoMotor
EMotL
Panel in

Cancel | Help
Note The values for the input levels are parameterized in the "IL_OpLong"
enumeration.

2.3 Compiling and loading the S7 program

If all the configurations to the S7 program are complete, you can compile the

control program in the usual way and load it into the automation system, e.g., with

the function "Target system > Compile and load objects...".
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2.4

241

Configuring the OS

Creation of the operating image

Configuring the Operator Station largely follows the standard PCS 7 procedure,
and will therefore not be described in detail. The following steps provide a brief
overview of how the block icons of the IL are generated in the process screen of
the OS. To illustrate this, the "Demo" CFC has been configured with the blocks
"UsrM", "PMotL" and "MotL".

10. Create a process screen in the same folder of the plant hierarchy, where the

CFC is located.
Figure 2-8

SewagePlant_MP (Plant View) -- D:\Projects\SewagePlant\5ewa_MP

Lo ]

EI@ SewagePlant_MP
B8 Plantd_AS_Pi

@ Authority

{53 Compressor
@ Precipitation
Purnp Station

@ Sewage

&8P Plantd_05_Fri

Authority
Compressor
Pumnp Station
Precipitation
Sewage

@ SewageFlant_Lib

[+ Shared Declarations

| Obiject name

| AS Agsignment

| 035 Asgsignment

@ Demo
[B% PumpStation

ASONMCPU 410-8HAST Program(14Charts
ASOTMCPU 410-8HAS7 Program(1)4Charts

SewagePlant_MP (Plant View) -- D:\Projects\SewagePlant\Sewa_MP

o5 ]

]@ Sludge Digpozal

{7 Shared Declarations

Sludge Disposal

=28 SewagePlant_MP
B2 Plarté_AS_Pri

-7 Shared Declarations
[]--@ Autharity

(- {§] Compressor

[]--@ Precipitation

(B Pump Station
[]--@ Sewage

[]--@ Sludge Dizposal

£ Plartd_05_Frj

-] Shared Declarations

£

H-@ SewageFlant_Lib

Obiject name | A5 Assignment |

05 Aszighment

P PumpStation

ESOPCS PwinCC Appl s0S(1)

11. Compile the Operator Station with the menu function "Edit > Compile...". Select
the option "Entire OS".

12. Open the OS process screen. You can now add all the necessary graphic
elements and position the block icons as desired.
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Figure 2-9

(1) Newly created block icons (UsrM, PMotL, MotL) from the "Demo" CFC

(2) Example process image of a pumping station in a sewage treatment plant,
consisting of 2 pumps and a level indicator, which were configured as in the
previous sections.

Note The time synchronization of the OS values is described in Section 4.

2.4.2 Defining the input level for the OS

The input level for the OS is predefined using the internal tag "@APLOpStation".
This tag is generated as standard for every OS project. The faceplate of the OS is
then operational if the value at "OpSt_In" matches the value of the tag
"@APLOpStation". In other words, the input level set at the "UsrM" block must
match the predefined operating level in the OS.

13. Open the OS tag management.

14. Select the tag "@APLOpStation" from the folder "Internal tags > Split Screen
Manager".

15. Enter the value of the input level to be used in the "Start value" property for the
tag. Note that only these values: 1, 2, 4, 8, 16, 32, 64 and 128 are permitted.

SIMATIC PCS 7 panel integration
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Note

2.5

251

Figure 2-10

# Properties - Tag »
Bl | Selection
Ohject type Tag
Object name @APLOpStation
General
= |Assignment
Communication driver
Channel unit
Connection Internal tags
Group Split Screen Manager
Linear scaling
Bl Limit Values
Low limit
Hiah lirmit:
@rt value 1 |
Substitute value
Use Substitute Value
Options
Various
Structure tag element

Defines the limits, the start value and the subsiitute value.

The start value must match the value of the respective input level in the
enumeration "IL_OpLong", or match "IL_OpShort".

Hardware configuration in the TIA Portal

The Comfort Panels are configured using the engineering software "SIMATIC
WinCC Comfort (TIA Portal)". In this section, you will be guided through the
following steps for configuring in the TIA Portal:

e Import the AS data using a device proxy
e Configure the hardware for the Comfort Panel
e Configure the communication connection

Importing AS data

The AS program has been created with PCS 7. To access the data blocks in the
AS with a panel, the AS data is imported using a proxy device in STEP 7 V14.
Follow these steps to configure the controller in the TIA Portal as a device proxy:

16. Create a new project in the TIA Portal.

17. Insert a new controller in the project. Select "Device Proxy" (1) as the device
and assign an appropriate name.

SIMATIC PCS 7 panel integration
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Figure 2-11
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18. In the project view of the TIA Portal, select the command "Initialize device

proxy..." from the

controller shortcut menu (2).

19. Navigate to the project folder for the PCS 7 project and select the S7 project
(3) in which the automation system is configured.

Figure 2-12
e o 4 Open device prowy data source @
Devices @U'| . <« SewagePlant » PlantA_P » =~ |i’v?| S Pl
OO 2
Organize - MNew folder = - [0 @
- r
= _7] PumpStation e i RecentPlaces 4 MName Date modified Type i
B Add new device | omgd 11.09.2014 06:18 File folder
Iqﬁ?: Devices & networks ﬁ_\L'b'E”ES | pgs 11.09.2014 06:18 File folder
2 -!lé Open ment | sTasrcom 15.00.2014 08:06 File folder
Devi figura| .. :
OY Device configura) ic | STextref 110020140633 File folder
~ @l Local modules - e )
| Bz Update device proxydata pres | STNetze 22.00.2014 10:08 File folder
M. AS01 [Device s = )
Sl T e ¥ cu Crrl+x | STNFREMX 22.00.2014 10:08 File folder
b [5]) Documentation setl 5| Copy Crrl+C . sdb 18.09.2014 13:47 File folder L
» [T Languages & resou| -2 2°°F CirleV juter | winccom 11.09.2014 06:18 File folder
» i Online access % Delete Del EM(C) [ | YDBs 15.09.2014 08:05 File folder
» [ Card ReaderlUsB mem|  Rename Fz nl (D) []PlantA PsTp  22.00.2014 10:41 S7P File -
Cornpile » Sl < " ’
Download to device » ) = =
B L File name: Planta_P.sTp - ’AII supported files (*.ipe*.apl3; vl
e [ Open l [ Cancel ]
[g Properties... Alt+Enter

20. If more than one controller is configured in the S7 project, you can select which

controller (4) you
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Figure 2-13
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21. Following successful import, you will be able to find all the data blocks of the
PLC, such as the panel DB (5) required for configuring the panel, in the TIA
project.

22. Mark the Ethernet interface (6) for the PLC and select an available subnet in
the properties window or create a new subnet (7).
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Figure 2-14
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25.2 Configuring the panel
Follow these steps to add a panel to the project:
23. Select "Add new device" from the project navigation.
24. Select the multi panel or comfort panel to be configured (1) and assign a
device name (2). In this example a Comfort Panel TP1200 was used.
If you have enabled the option "Start device wizard" (3), you can create the
panel with a few default settings.
SIMATIC PCS 7 panel integration
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Figure 2-11
Add new device B
Device name: e
|HMIOT / |
'Tj Hl Device:
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25. Run the device wizard with the default settings. The following settings are
possible using the wizard:
- PLC connections: Configure connections
- Screen layout: Color, header, logo, etc.
- Messages: Alarm window, alarm line, system alarms, etc.
- Pictures: Root screen, create your own screens, etc.
- System screens: PLC status, project information, system settings, etc.
- Buttons: System buttons, button areas
SIMATIC PCS 7 panel integration
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Figure 2-16

HMI Device Wizard: TP1200 Comfort

Buttons

26. After the wizard completes, you will find the Comfort Panel in the project
navigator.
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27. In the device view, select the Ethernet interface (1) and set the subnet (2) and
the IP address (3) for your device.

Figure 2-17
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2.5.3 Configuring HMI connection

If not yet available, configure an HM
steps:

| connection to the panel with the following

28. Switch to the Network view (1) in the device configuration.

29. Select the option "Connections"
type (3).

(2) and select "HMI connection™" as connection

30. Using the mouse, draw a line between the two Ethernet interfaces (4).

31. You can check all the relevant ¢
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Figure 2-18
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Name: |HM_Connection_1
Connection path

Local e Partner

| AS01 [Device Proxy]
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\ \
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Configuring the panel project

This section will explain how to create the panel project:
e Setting up the project library

e Configuring the variables

e Configuring the icons and faceplates

e Adjusting the text lists

e Configuring the operating level on the panel

The time synchronization of the panel project is described in Section 4.2

Retrieving the library

After the "SIMATIC Industry Library WinCC Comfort" package has been installed
using the general setup of IL V9.0, you will still have to retrieve the installed WinCC
Comfort V14 library. The default location for the "IL_PCS7_V14.ZAL14" library file
is in the

"C:\Program Files (x86)\SIEMENS\Industry Library" folder.

In the TIA portal, select the menu command "Extras > Global libraries > Retrieve
library..." to retrieve the library.
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Figure 2-19
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2.6.2

Setting up the project library

¥ Open library...

Retrieve library...

Before you make a start on configuration, copy all the necessary functions from the
"IL_PCS7_V14" library into the project library. As a prerequisite for this, you must
have completed the installation of the IL for the TIA Portal and have retrieved the
"IL_PCS7_V14" library. Proceed as follows:

32. Using drag-and-drop, move the "_General" folder into the "Master copies"
folder in the project library (1). The objects in the "_General" folder are always

necessary.

33. Drag-and-drop all the necessary functions (2) from the IL library into the
"Master copies"” folder in the project library.

Figure 2-20
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2.6.3

Configuring block icons and faceplates

Each block container of the IL library contains all the necessary objects for the
respective technological function (e.g. motor, valve, etc.). These are:

e Block icon for the technological function
e Faceplate for the technological function
e Variable table for the icon

e Variable table for the faceplate

In order to connect the icons and faceplates to the process, you need the variables
contained in the variable table. Each configured icon and each faceplate needs its
own associated variable table. However, several block icons of the same type can
use the same faceplate with just one variable table to display the process data.

If several icons use the same faceplate during configuration, it is necessary to
observe the sequence, as shown in Figure 2-21.
This is important in order to keep the configuration effort to a minimum. If the

sequence is not followed, it can result in the picture objects being connected with
the wrong variables, and these assignments then need to be corrected manually.

Figure 2-21
Start
; Bevor Sie die Variablen
Varllablentab.el‘lle ) Umbenennen der Bildbausteine um-
»Bildbaustein® |« _der 1 _ | penennen, miissen alle
hinzufiigen »Bildbaustein zugehérigen Symbole
Variablen

projektiert sein.

v

Bildbaustein
hinzuftigen

v

Variablentabelle
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v

Weiterer
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?
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Weiteres
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Each panel project that is to be configured using the IL blocks, needs one copy of
the internal tags "VisibleST" and "VisibleTag" in order to display the faceplates.

34. Copy the tags "VisibleST" and "VisibleTag" (1) from the project library (Master
copies > General > Global Variables) into the panel project. You can use the
default tag table for the project, which has already been created, as the target.

Figure 2-22
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Follow these steps to configure the motor from the previous section on the panel:

35. Copy the variable tables "Mot_Faceplate" and "Mot_lcon" (2) from the project
library to the project folder "HMI tags".
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Figure 2-23
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36. Open the newly created variable tables.

37. Select the HMI connection (3) to the AS required for the process tags. As in
Excel, you can use the handle to drag the selected connection and copy it to

the remaining tags.

Figure 2-24
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PumpStation » HMIO1 [TP1200 Comfort] » HMI tags *» Mot _Icon [3]
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Name Data type  Connection PLC name | PLC tag Address
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< MotliconlOSState Dword Connection <Multiplex tag> %DE[Motlicen\Painter] DED
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Mot_Faceplate [30] -l X
T =
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8| MotiFaceplatelAux] Real HM_Connection_1  ASO1 <Multiple
< MotiFaceplatelAux2 Real HMI_Connection_1  ASO01 <Multiple
<4 MotlFaceplatelAuxa Real HM_Connection_1  ASO1 <Multiple
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<
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38. Set the address of the tag "*\Pointer" in the variable table "Mot_Icon" to the
parameter (4) in the panel DB intended for this block.

Figure 2-25

PumpStation » HMIO1 [TP1200 Comfort] » HMI tags » Mot_lcon [3]

= =
Mot_lcon
Name a Connection PLC name FLC tag
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[]show all

39. Open a new or existing process screen, e.g. the root screen created using the

wizard and defined as the start screen.

40. Drag the blocks "Mot" (5) and "PCS7_MotL_Icon" (6) into the process screen.
The previously created tags will be automatically linked to these picture

objects.
Figure 2-26
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41. In order to add further block icons of the same type, you must first change the
prefix of the tag name for the icons. You can do this using the "Find and
replace" function. Change the name of the associated variable table (7) too.

PumpStation » HMIO1 [TP1200 Comfort] » HM tags » Mot_lcon [3]

Data type Conr|

D'Word
Do
Int

Figure 2-27
= B H %
Mot lcon
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< MotliconlOP_Visibility
a1 MotliconlOS5State
1 Motlicon|Pointer
<Add news |
<

Address
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Tasks 1=
Options l;_

=N

=h

v | Fi =
HM | Find and replace =
s | _Find: —
Hi Iﬂ'ﬁ“m” B3] | =
7 {
[whele werds only o
[#Match case B

= T [1-]

Find in T o
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EEE
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Mame a

a DemaohotoriiconlOF_Visibility
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a1 Demohotoriicon\Pointer
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Data type Conr|

&.ord HMIL_|
DWord ]

@
O
|

Find |

Replace with:
N |Dem0|\-10tor'.lcnn |v|

HMI_

| Replace H Replace all !

> | Languages & resources

Addresz
%DB[DemoMot]
%DB[DemolMot] =

%DB25.DBWS

Bl

NOTICE

It is possible to make unintended changes to variables

The "Find and replace” function makes it easy to alter the tag names throughout
the project. Make sure that you always include a static component in the Find
box, which you must also enter in the Replace box.
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42. In the Properties box for the block icon, you can check that the relationship
between the interface and tag has been retained, in spite of the change to the

tag name.
Figure 2-28
= B+ % =
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Figure 2-29
Project tree m 4
Devices
EHOQ 4 |
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4 p_m 5creen management
vhﬂ HMl tags
% Show all tags
K Add new tag table
B w01 [3]
Bl w0z 3]
Eg mio3 3]
% Mot_Faceplate [30]
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You can now add additional block icons and faceplates with the associated
variable table, but make sure to always follow the editing sequence shown in
Figure 2-20.

The image below shows, by way of example, the configuration of three motors; the
data for these motors will be represented in a faceplate at execution time.

4 HMI alarms
i) Recipes
<] I [>] ¢ i 75% | —g—— @
264 Adjusting the texts for the block icons

In order to identify the configured blocks at execution time, it is necessary to make
adjustments to some properties of the block icon. The texts for the icon are static.
The dynamic texts on the faceplate are written into the corresponding tags at the
icon by means of an event.

Taking the analog block as an example, this section will demonstrate how to adjust
the names of process tags and the entity. Proceed as follows:

1. Select the block icon and switch to the "Interface" tab in the Properties window.

Change the value (1) at "Label > Blockname" to the name of the process tag to
which the icon is connected.

3. Change the value (2) at "Unit > Unit" to the measurement unit for the process
value displayed on the icon.

SIMATIC PCS 7 panel integration
Entry ID 50708061, V1.0, 01/2019 39



2Configuration and project planning

© Siemens AG 2019 All rights reserved

Figure 2-30
PumpStation » HMIO1 [TP1200 Comfort] » Screens » PumpStation
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In order to also display the texts on the faceplate, click on the icon to write the
values in the faceplate tags.

4. Switch to the "Events" tab.

5. For the tag "Blockname" (3), change the text to the name of the process tag to
which the icon is connected.

6. Change the text for the tag "UnitPV" (4) to the measurement unit for the
process value displayed on the icon.

7. If additional external process values are configured on the panel block in the
S7 program, you can adjust the units of these process values for the tags
"Unit_Aux1" to "Unit_Aux4" (5).
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Figure 2-31
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2.6.5 Adjusting the texts for the input levels

The faceplates of the "IL for WinCC Comfort" are linked with text lists which are
generated by insertion into a panel display. The text lists are used to display the
currently selected input levels on the faceplate.
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Note

2.6.6

The text lists are already configured with standard texts. If you have chosen
different names for the input levels in the enumerations of the PCS 7 project, you
will need to adjust the text lists in the panel project likewise.

The text fields inserted in the faceplates for the selected input level are connected
to the "Permission_PCS7" text list. If you insert additional faceplates into a process
screen after the change to the text list, a further text list which is assigned to the
new block will be created.

Proceed as follows:
1. Open the editor for text and graphics lists from the project navigation.
2. Select the text list "Permission_PCS7".

3. Adjust the texts for bits 0-7 to match the configuration of the enumeration
"IL_OpLong" in the SIMATIC Manager.

Figure 2-32
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<Add news

Further information on the subject of the "Multiple control room concept" can be
found in the section "Multiple control room concept"

You have now finished configuring the technological functions for the Comfort
Panel.

Creating graphics

You can complete the process pictures with the remaining graphic objects.

Using the layer function in the configuration software makes it easier to create the
process pictures.

In the "Layout" tab, you can easily assign all the graphic objects to the different
layers. Move all the block icons and faceplates to a higher layer (1). To draw the
process screen, you can then hide this layer using the eye icon (2).
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Figure 2-33
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Once you have finished the process screen, move the icons and faceplates back to
their intended position.

Figure 2-34
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2.6.7

PLC connections )

Screen layout )

J

Screens

Buttons

*
System screens )
9

[¥] save settings

If a message is triggered by an AS block at execution time, the corresponding
message control appears above the current process screen and is displayed until
the operator closes the Control.

To assign parameters to the message controls, open the global screen of the panel
project.
Figure 2-36
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When creating the Comfort Panel, the HMI device wizard starts by default. If you
leave the proposed options selected in the step "messages", the corresponding
message controls are created in the global screen of the panel project.

Figure 2-35
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Figure 2-37

ComfortPanellntegrationDemo » HMI_1 [TP1200 Comfort] » Screen management » Global screen

The properties of the message controls are shown if you select one of the controls.

Datum Status  Text Gruppe quittieren | o

J Properties ” Animations || Events ” Texts

e Properypagss - {8 B9 B

Name a Static value Dynamization

Alarm filter
Alarm line
Appearance
Button border
Burton fill pattern
Column headers
Columns

{v v vwwwww-~

Note

2.6.8

Display
Flashing
General
Alarm classes System |v|
Alarm log Alarm class Enable
Pending alarms D‘ @]
Source ofalarms Warnings 1 D
E Unacknowledged alarms ( System =l
o b Layout Diagnosis events B
» Miscellaneous |
P Security
b StylesiDesigns
» Table header border E
» Table headerfill pattern < " I | £ |
»
»
»

Text format
Toolbar
Window

Panels always display the UTC timestamp generated by S7-300/400 controllers
for messages. They therefore do not contain any possibility of distinguishing
between UTC (system time) and local time.

WinCC Comfort or Advanced also use the UTC timestamp generated by the PLC
and do not distinguish between system time and local time.

Critical messages caused by multiplex tags

The faceplates on the Comfort Panel work with a dynamic pointer tag. When the
faceplates are opened by clicking on an icon, this tag is provided with the correct
IDB number. The value of the pointer tag is reset to "0" by closing the faceplate. All
multiplex tags of the faceplate now show an invalid address range in the AS
(DBO0.<tags>). This status is displayed on the Comfort Panel by means of a system
alarm.
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Figure 2-38
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Every time you switch to a display with a faceplate, or when opening/closing a
faceplate, an alarm window with the system alarm "Address error received/sent” is
shown for a short duration in front of the process screen.

If you do not want this alarm window to appear over and over again, you can delete
the alarm message control for system system alarms from the global screen ("... >
Display management > Global screen") and re-insert it into another screen that can
be called up manually.

NOTICE

System alarms will no longer be displayed automatically

If you remove the system diagnostics window from the global screen, you will
need to configure a separate display to show the system alarms. At execution
time you will then need to invoke this display manually to view the system
alarms.

2.6.9

Note

User-configurable message classes

Since the launch of PCS 7 V8.0 SP1, it has been possible to customize the colors,
names and texts of message classes in PCS 7.

You can find further information about "User-configurable message classes"
(APMK) in PCS 7 at:

http://support.automation.siemens.com/WW/view/en/67373865

If you use this function in your PCS7 project, you can configure the messages on
the panel in such way that alarms and messages are displayed with the same texts
and colors as in the OS. To this end, other icons and faceplates are used on the
panel.
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These panel interface blocks of IL for PCS 7 can be configured with user-defined
displays for the message classes:

¢ MonAnL

e MonAnO8 Options

e MonAnDi # Library view

. MOI’]D!L Project library

e MonDi08 EHEIE [+]
e MotSpdCL ~ L[] Project library

e PIDL v (S Types

™~ -
* _[ | Master copies

LI

b

2]

« [&2] MonAn
5@ MonAn_Faceplate
Za MonAn_lcon
= monAnL
= MonAnL_APMK =
EX prs7_MonAnL_lcon
B pcs7_MonAnl_lcon_APMK
¥ [Zz] MonAnos
¥ [Zz] MonAnDi
¥ [Zz] MonDi
¥ [Zz] MonDiog
¥ [£2] MotspdC

b [z] FID

The IL V14 includes additional block icons and faceplates for each of these
technological components. Alongside their actual label, these have the suffix
"APMK" (1). With these blocks, the following properties can be configured for each
message type (e.g.: HHH, HH, H, L, LL, LLL):

e <Message type>_Backcolor

e <Message type>_Fontcolor

e <Message type>_Sign

e <Message type>_Text (faceplate only)
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Follow these steps to change the representation of the messages:

4. When configuring the technological functions, use the block icons and
faceplates with the suffix "_APMK".

5. Select the block to be changed.

6. In Properties, in the "Interface" tab, you will find the "Messages" record. Here,
you can change the background color, text color, sign and text for every
available message type (2).

Figure 2-12

PumpStation » HMIO1 [TP mfort] » Screens » Screen_1

| I[L[-]B T USAK:E: Az bz 3 52—z s’

0000000000000000 | )O000000000000,00] 00000
0000000000000000 | )OO00000000000,00] 00000
0000000000000000 | 0OOO0000000000,00] 00000
0000000000000000 | )ODOO0OOOD0000,00] 00000

Properties

|§. Properties ||"l.'. Info y"ﬂ Diagnostics

| No. |TM Interface | Animations | Events | Texts |

HE=F—
Name Static value Dynamization
[+ Messages e E‘

AbsGrad_Backcolor ™~ - 255,0.0 @
AbsGrad_Fontcolor I~ [ ]2s55.255,255

- AbsGrad_Sign ™~ A

< 1 AbsGrad_Text ™~ Grenawert (unten) fiir den absoluten Gradienten IE‘
H_Backcolaor | i 0,0, 255
H_Fontcolar ~ [ ]255,255,255
H_sign R T
H_Text 4 Obere Toleranzrenze
HH_Backeolor N [ ]255.255.0
HH_Fontcolor ™~ - 0,0,0
HH_Sign ™~ w
HH_Text ™~ Chbere Warngrenze
HHH_Backeolor I~ Il 255.0.0
HHH_Fontcolor H |:| 255, 255, 255
HHH_Sign ™~ A
HHH_Text ™~ Chbere Alarmgrenze
L_Backcolor ~ o o255
L_Fontcolor ™ [ ]2s5.255,255
L_sign ~ T
™

L_Text Untere Talera nagrenze
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2.6.10 Loading the panel

To load the Comfort Panel, select the command "Load to device > Software (load
completely)" in the shortcut menu for the HMI station. For the initial loading of the
Comfort Panel, the "Extended download" dialog is displayed.

Note The communication or transmission of project data from the ES to the Comfort
Panel only operates via the standard network adapter, not via the CP1613 or the
CP1623.
Figure 2-13

Extended download to device X

Configured access nodes of "HMIOT®

Device Device type slot Type Address Subnet
HKI0T TP1200 Comfort Ethernet 10.0.8.10
HMI_RT_1 57USB =
HMIOTIE_CP_1 PROFINET Interface 51 PMIIE 10.0.8.10 PMIE_1
HMIOT MPIIDP_CP_1 MFIDF Interface 7 X2 A1 1
Type ofthe FGIFC interface: B PHIE -
o FGIFCinterface: [l Intel(R} FRO/1000 MT Netwerk Connection || )
Connection to interface/subnet: PMIIE_1 = @
Istgateway | |'|®
Compatible devices in target subnet: [W]5how all compatible devices
Device Device type Type Address Target device
advanced SIMATICHMI PMIIE 10.0.8.10 =

[ |Flash LED e
Online status information:

+f7 Retrieving device infermation...
Scan and information retrieval completed. —

["|Display cnly problem reports e

Make the following settings:
(1) Select the settings according to your configuration.

(2) Start the search for the Panel on the network and wait until the scan is
complete.

(3) Click the "Load" button.
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Note

Figure 2-14

Load preview X

9 Compiling before downloading to device

Status ! Target Message Action
H & ~ Hao Ready for loading. e
0 b COvenwrite Owverwrite if object exists online? E Overwrite all
(] » HMI Runtime Device informations

<] )

5)

Finish | r Load l Cancel

-]

(4) Check the "Overwrite all" option.
(5) Start the transfer by clicking the "Load" button.

If problems occur when loading multi-panels, make sure to activate the transfer
mode on the panel and change the transfer mode to "Ethernet" if necessary.
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3Panel connection to an H-CPU

3

3.1

Panel connection to an H-CPU

In general the configuration of the actual control program with an H-system is
identical to configuration with a single CPU. However to configure the Operator
Panel on an H-system, a dedicated connection is needed to each CPU. A
connection is additionally configured on the Operator Panel to receive the
connection to the active CPU (Master) at execution time.

The "H_STATUS" function block is built into the S7 program and provides the
panel with the information as to which CPU is Master or Standby.

You can obtain the function block "H_STATUS" at the following article:
http://support.automation.siemens.com/WW/view/en/19537149

The following sections show you how the connection is switched by means of the
"ChangeConnection" function on the Comfort Panel.

How do you read out the operating state and status of
an H system?

To read out the status of the H-CPU, configure the "H_STATUS" block in a CFC
and connect the output signals to a user-defined data block.

1 Create a data block (e.g., DB24) in the user area with the following parameters:
- RO_CPU_STATE - BOOL
- ReserveO - BYTE
- R1_CPU_STATE — BOOL
- Reservel - BYTE

The reserve bytes are created so that the second status bit receives the next
address to the word limit. In WinCC Comfort, at least one byte per status is
required for configuration.

Figure 3-1
%5, LAD/STL/FED - [DB24 - "HCPU_STATE" - PlantA_AS_Prj\AS02_H\CPU 417-4 HILM..\DB24] [ = || & |34
3 File Edit Insert PLC Debug View Options Window Help =
D= H & | B b O & k2
Address |Hame Type Initial walue |Comment
0. STRUCT
+0.0| (RO_CPU_STRIE (BOOL FRLSE State of H-CEU Rack 0
+1.0 BEeservel BYTE Bf1l&g0 Peserve
+2 0| (R1_CPU_STATE (BOOL FALSE State of H-CEU Rack 1
+3.0| |Reservel BYTE BEle#0 Reserve
=4.0 END_STRUCT
Press F1 to get Help. % |offline Abs < 5.2 |Insert

7. Insert the "H_STATUS" block in a CFC and connect the following outputs to
the parameters of the DB:

- RO_MSTR » RO_CPU_STATE
- R1_MSTR » R1_CPU_STATE

The block can be built into a watchdog alarm OB with a long cycle time (e.g.
OB33 with 500ms).
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3.2

3.3

Figure 3-3-1

CED_STATE
[HITATE

CE235|
H3ITATE -

ERR[—
ERR_CODE(—
RO_RUK([—
RO_MITR "HCET_STATE™ .R0_CET_STATE DEZ24.R0_CET_STATE

R1_RUN[—
R1_MITR "HCET_STATE™.R1_CET_STATE DE24.R1_CET_STATE

SYNCLINE(—
HO_CoHD|—

H1 COMD|—

Configuring hardware in the TIA portal

Configure the hardware as described in Section "2.5 Hardware configuration in the
TIA Portal". Consider the H-CPU as a single CPU.

In the Network view, configure an HMI connection with the name "RedConn" (1).

Figure 3-2

TimeSyncH » Devices & networks

|5'? Topology view ||,-_1-E-,rJ Network view |||]'|‘ Device view |
M RE | 5

1 Highlighted: Connection E

[ - -
1: Connections |Hr\.-1lcc|nnect|0r1

EE MNetwork

HMI_1 H-CPU

TF1200 Comfort D Device Proxy
10 '

| v | | =

HMI_Connection_1

Highlight connection:
RedConn e

[Fl —%— @

L

B [100%

Configuring connections in WinCC Comfort

In order to use an H-system with a Panel, you require 3 connections. These are:
e Connection 1: "RedConn" change connection

e Connection 2: Connection to H-CPU Rack 0

e Connection 3: Connection to H-CPU Rack 1

A tag is configured for each of connections 2 and 3 to monitor the status of the H-
CPU. These monitoring tags are configured so that if the value changes, the
change connection is switched over to the active Master of the H-system.

All other tags in the panel project are configured with the change connection.

In this case, the "ReConn" connection, which has been configured from the HMI
device to the proxy PLC, is used as a change connection.
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Manually configure two further connections to the H CPU with the "Add" (1)
function:

- Conn_HO (connection to the H-CPU rack 0)
- Conn_H1 (connection to the H-CPU rack 1)

Figure 3-4
TimeSyncH » HML_1 [TP1200 Comfort] » Connections
Eg—?' Connections to 57 PLCs in Devices & Metworks :_"’-
Connections
Marme Communication driver HMI ... | Staticn Fartner  Mode Online
EE'h RedConn SIMATIC 57 300/400 DeviceProxy-Station_1 H-CPU  Device proxy, PN interface (R0/S3}) E
%2 Conn_HO SIMATIC 57 300/400 =
%2e Conn_H1 SIMATIC 57 3001400 [ ]
<Add news=
[<] i [»
La T w
J Parameter || Area pointer |
TP1200 Comfort Station
Interface:
ETHERNET B n
HMI device PLC
Address: | 10 . o .8 10 | Address: | 10 . 0 . 8 .36
Access point: |S?ONLINE | Expansion slot:
Reck
Cytlic operation: @

3.4 Configuring monitoring tags
8. Create two tags with the following properties:

Tag 1:

- Name: ChangeConn_HO

- Datatype: BYTE

- Connection: Conn_HO0

- Address: DB24.DBB0

- Acquisition mode: Cyclic continuous
- Area:Bottom2=0/Top2=0

Tag 2:

- Name: ChangeConn_H1

- Datatype: BYTE

- Connection: Conn_H1

- Address: DB24.DBB2

- Acquisition mode: Cyclic continuous
- Area:Bottom2=0/Top2=0
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Figure 3-5

ComfortPanelintegrationDemo * HMIO1 [TP1200 Comfort] * HMI tags » RedMonitoring [2]

YR E
RedMonitoring
Name & Data type Connecticn PLC name PLC tag Address
a ChangeConn_HO Byte HM\_CDnnE...E AS_REDO1 1 E %DB24.DBBO
a ChangeConn_H1 Byte HMI_Connectio... AS_REDD1 %DB24.DBB2

4 properties

J Properties || Events H Texts

Settings

Settings

Acquisition mode: | Cyclic continuaus

Acquisition cycle: [1s

' Properties '} Info i) | & Diagnostics

General

Range

Linear scaling i

Values

Comment

Multiplexin|

Good Man

i
[<] 1i

General
Settings
Linear scaling
Values
Comment
Multiplexing

Properties H Events H Texts |

Good Manufacturing Pr...

[E3 TR Y

Range
Settings
o Upper2- [0 Jnd+|
.
i Upper1 (@
f Lower 1 m
Lower2: [0 -]
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9. Configure the event on the tags:

Tag 1:
- Trigger: If exceeded

- Event: ChangeConnection
- Target connection: RedConn
- Address, Slot and Rack: (like "Conn_HOQ" connection)

Tag 2:
- Trigger: If exceeded

- Event: ChangeConnection
- Target connection: RedConn
- Address, Slot and Rack: (like "Conn_H1" connection)

Figure 3-6

|§ Properties

||"_i.'.lnfo y"ﬂ Diagnostics

i s

Value change
fi&l on exceeding

Properties Events || Texts |

BE X

ChangeConnection

Value change
& on exceeding
On falling below

a
On falling below o Connection RedConn
A Address 10.0.835
il Slot 3
Rack 0
|§ Properties ||"i.'. Info y|| [ Diagnostics
Properties Events || Texts |
T T AEE X

+ ChangeConnection

: Connection RedConn
N Address 10.0.836
ul Slot 3

Rack 1

<Add functions

3.5 Configuring the technological blocks

Proceed as described in section "2.6 Configuring the panel project”. However for all
process tags, use the change connection instead of the direct connection to the

CPU.
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Figure 3-7
...pStation » HMIO1 [TP1200 Comfort] » HMI tags » Mot _HCPU [3] - X
= = % 5 =
Mot_HCPU
Mame Data type Connection FLC name
< Mot_HCPUlIconlOP_Visibility Word RedConn
a1l Mot_HCPUlIlconlDS5tate DWaord RedCaonn
a1l Mot_HCPUlIcon\Pointer Int RedCaonn
<Add news
| s W L

The HMI tags for the technological blocks will then always maintain a connection to
the Master CPU of the H-system.

Figure 3-8

SIEMENS SIMATIC HMI

SIEMENS I
SIMATIC HMI

Status H-CPU Rack 0 (Connection: Conn_HO0)
Status H-CPU Rack 0 (Connection: Conn_H1)

Status H-CPU Rack 0 (Connection: RedConn)
Status H-CPU Rack 1 (Connection: RedConn)

SIEMENS SIMATIC HMI

SIEMENS I
SIMATIC HMI

Status H-CPU Rack 0 (Connection: Conn_H0)
Status H-CPU Rack 0 (Connection: Conn_H1)

Status H-CPU Rack 0 (Connection: RedConn)
Status H-CPU Rack 1 (Connection: RedConn)

L, wTmE

’—‘ Reset
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4 Ti

4.1 Time synchronization of AS and OS

me synchronization

41.1 Synchronization using the SIMATIC process

The OS server is the time-of-day master. OS clients and automation systems are
slave clocks. The time should be set to Coordinated Universal Time (UTC)
throughout the entire system.

Note Depending on the CPU used, only the NTP method may be used for clock
synchronization. You can find information about available methods of clock

synchronization of your CPU in the relevant manuals.

Configuring the OS server as time-of-day master
Open the OS project for the server that is to be configured as time-of-day

10.

11.
12.
13.

14.
15.

Fig

master.
Open the "Time Synchronizatin” editor.

Select the option "Synchronization via System Bus".

Set an Access point (1) and define this as "Master". Here, select the CP for

your system bus.

If necessary, you can configure a further access point as "Master".

Save the changes and load the OS.

ure 4-4-1

L

Tirme Synchronization - [O5(1).mcp]

(-5 fmesal
General Settings
Use time recepltion service

Cancel

Deactivate time synchronization

Synchronization via Terminal Bus (Slave)

Use the time from a specific computer:

Permit time set by external (3rd - party) components

| Synchronization via System Bus (Master, Slave)
Access point 1

@) Master

|Intel(R) PRO/1000 MT Network Connectior | ;
ave

Access point 2
Master
<Mone >
Slave

Display symbaolic name of the access points

®

Process Control Messages Project Documentation

| 5end once Print
: Preview
Setup

as

slave clock
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16.
17.
18.
19.

20.

Open the OS client projects in succession.

Open the "Time Synchronization" editor.

Select the option "Synchronization via Terminal Bus" (2).

Select the option "Use the time from a connected WinCC server".
Save the changes and load the OS.

Figure 4-4-2

Ly

Tirme Synchronization - [O5(1).mcp] @
General Settings

QK
|:| Use time recepltion service -
["| Deactivate time synchronization Cancel
Synchronization via Terminal Bus (Slave)

@) Use the time from a connected WinCC server

) Use the time from a specific computer:

_I Permit time set by external (3rd - party) components

Synchronization via System Bus (Master, Slave)
Access point 1
Master

Slave

Access point 2
Master

Slave
Display symbaolic name of the access points

Process Control Messages Project Documentation

Send once Print
: Preview
Setup

Configuring th

21.
22.

23.
24,
25.
26.

e automation system as slave clock
Open the hardware configuration for the AS.

Open the properties for the CP and switch to the "Time-of-Day
synchronization" tab.

Select the option "Forward time of day" in the "SIMATIC Mode" group box (3).
Open the properties for the CPU and switch to the "Diagnostics/Clock” tab.
Select the synchronization type "As slave" in the AS (4).

Save and compile the changes and load the hardware configuration.
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Figure 4-4-3
Properties - CP 443-1 - (R0/55) =5

' General ] Addresses ] Options ~ Time-of-Day Synchronization | 1P Access Protection | Diagnostics |

SIMATIC Mode
[+ Forward time of day

[ Use comected time

NTF Mc| Properties - CPU 416-3 PN/DP - (R0/S3) 23]
u : : : . .
- General I Startup I Synchronous Cycle Intermupts | Cycle/Clock Memory | Retentive I"-"Iemor:.f| Memor:.f|
r Intemupts | Time-of-Day Intemupts | Cyclic Interupts ~~ Diagnostics,/Clock | Protection | Web |
Systemn Diagnostics
-

¥ Report cause of STOP
™ Acknowledgmenttriggered reporting of SFB33-35

MNumber of messages in the diagnostics buffer: IW
Clock
Synchranization Synchronization Type Time Interval
@ In the PLC: |;’-‘\s slave j |Hc-ne J
E On the MPI: [None I . =l
| None J | None J
Comection factor: ’I}i ms

Cancel | Help |

Note You can find further information about time synchronization in the PCS 7
environment in the following manual:

https://support.industry.siemens.com/cs/ww/en/view/109754988

4.1.2 Synchronization in the NTP process

In the NTP process, the clock time is provided by a Windows PC which is
connected both to the system bus and to the terminal bus. The NTP server is
configured from the management console of the operating system.

You can find a detailed description of how to configure the time synchronization
using the NTP procedure in the following article:

http://support.automation.siemens.com/WW/view/en/61931975

Alternatively, a central system clock can be configured as NTP server.

Note You can find further information about time synchronization in the PCS 7
environment in the following manual:

https://support.industry.siemens.com/cs/ww/en/view/109754988
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4.2 Time synchronization panel

The Comfort Panels are synchronized with the AS. In order to configure the control
program and the panel, you need the following components:

e 12-byte data block (AS)
e System function block "READ_CLK" (AS)
e Global area pointer "Date/Time PLC" (panel)

Creating a data block

The area pointer in the panel requires a 12-byte data storage area in the AS. Since
the data type "DATE_AND_TIME" only occupies 8 bytes, you need to add 4 more
unused bytes to the DB.

Create a data block with one DB no. in the area reserved for other applications, by
using the following parameters:

e Name: "SPS_TIME", type: "DATE_AND_TIME"
e Name: "RESERVE", type: "ARRAY [0..3] OF BYTE"

Figure 4-4-4

K

Type

m‘; LAD/STL/FED - [DB10 -- "PLCTime" -- PlantA_AS_Pr\ASDINCPU 410-5H..\DE10]
{F File Edit Inset PLC Debug View Options Window Help

DExd &

a | 25 O & x?

Initial walue

=N B ==

- ||

o.o

STRUCT

+0.0( |SPS_TIME

DATE_AND TIME

DT§50-1-1-0:0|Time for Comfocrt Panels

+8_0| |RESERVE

ARBAY[O0._3]

Placeholder

Silo

BYIE

Press F1 to get Help.

END STRUCT

=]

offline Abs < 5.2 |Insert |Chg

Reading out PLC time

You can read out the system time of the AS from the IL using the system function

SFC1 - READ_CLK or with the function block FB60 - LOC_TIME (FB60).

Proceed as follows:

27. Create a new CFC.

28. Add the system function READ_CLK (1) for the UTC time or the function block
LOC_TIME (2) of the Industry Library for the local time in the chart.

29. Connect the output CDT or LT to the SPS_TIME parameter you created
previously in the DB.

30. Compile and load the control program.
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Figure 4-4-5
Set Time of Day @I

Path: |S ewagePlant_PrivSIMATIC 40001)

Online: @ Order Mo.:  BEST 841-0CC0O5-0vAR

Date: Time of Diay:
3P3 TIME UIC
PG AP time: [12/01/2015 [01:21:01 PM READ CLE =
Read 3y= i
RET_WAL|— 0O
Modue tme:  [12701/2015  [1221:01 PM o > oo |-fssizesisisvsisi W ["sicTime- 355 ToE Doin.as ToE

¥ Take from PG/PC

3PS_TIME_LOC

L Loc_TIME

RET_WAL[— o
Local tirme: |12£D1 /205 |D1:21:D1 Ftd 9 » _T|—15-12-01-13:21:01— "FLCTime® 3PS _TIME DE10.3F3_TIME
SMMER|—0

Time difference compared ta
time an the module: - x|l h

I™ Indicate as daylight saving time
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Apply Close Help

Configuring the panel area pointer

The area pointer is configured in the TIA Portal with an existing connection to the
controller, which should be the time-of-day master for the panel.

Carry out the following steps:
31. In the TIA portal, open the panel connections.
32. Switch to the "Area pointer" tab.

33. Configure the global area pointer as "Date/Time PLC". For the address, enter
the DB with the parameter "SPS_TIME".

34. Compile and load the panel project.

Figure 4-4-6
PumpStation * HM_1 [TP1200 Comfort] *» Connections
#¥ Connections to 57 PLCs in Devices & Netwarks =}
Connections
Name Communication driver  HMI times.. Station Fartner | Mode Online Comment
EE,] HMI_Connection_1 SIMATIC 57 300/400 DeviceProxy-Station_1 ASO01 FLC_Proxy, PN interface (ROIS3) @
<Add new=
[<] il 3
el e
Parameter Area pointer
Active Display name PLC tag Access mode Address Length Acquisition mode | Acquisition cycle Comment
D Coordination <Undefined> <symbolic access> 1 Cyclic continuous  <Undefined:
D Dateltime <Und = «symbolic access> 6 Cyclic continuous  <Undefined=
[ ' Jobmailbox  <Unc = «<symbolic access> 4 Cyclic continuous  <Undefined:
[] Datarecord <Undefined= <symbolic access> 5 Cyclic continuous  <Undefined:
[«] I I[»
e
Global area pointer of HMI device
Connection Display name PLC tag Access mode Address Length | Acquisition mode | Acquisition cycle | Co...
<lnd Project ID <lnd <symbolic access> 1 Cyclic continuous =
<lind - Screen number <Unde > <symbolic access> 5 Cyclic continuous =
HMI_Connection_1 B Dateltime FLC PLCTime 5P5_TIME B <absolute access>  %DE10.DEX0.0 B & Cyclic continuous D
[«] i BB
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4.3 Time synchronization with an H-system

The time synchronization of a Comfort Panel with an H-system is no different to
that of a single system. However, the parameters of the global area pointer
"Date/Time PLC" are assigned with the AC Connection "RedConn" (1). Configure
the time synchronization, as described in section "4.2 Time synchronization".

Figure 4-4-7

PumpStation » HMIO1 [TP1200 Comfort] » Connections

Eﬂ' Connections to 57 PLCs in Devices & MNetworks :_”.

Connections

Name Communication driver H... | Station Partner | Node Online | Comment
s RedConn SIMATIC 57 300/400 DeviceProxyStation_1  HLCPU  Device proxy, PM interface (ROIS3) [+
*2¢ Conn_HO SIMATIC 57 300/400 )]
*2e Conn_H1 SIMATIC 57 3001400 =)
<Add news
L .
Parameter Area pointer
Active Display name PLC tag Access mode Address | Length Acquisition mode AL
0 Coordinaticn <Undefined= <symbolic access> 1 Cyclic continuous <.
0 Dateltime <Undefined= <symbolic access> 6 Cyclic continuous <.
0 Job mailbox <Undefined= <symbolic access> 4 Cyclic continuous <.
0 Data record <Undefined= <symbolic access> 5 Cyclic continuous <.
[<] i | »

Global area pointer of HMI device
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Connection Display name | FLC tag Access mode Address Length| Acquisition mode |Acquisition...  Commen|
<Undefined Froject ID <Undefined= «<symbolic access> 1 Cyclic continuous  <Undefined=
<lnd 5"|ns:/ Screen number <Undefined=> «<symbolic access> 5 Cyclic continuous  <Undefined=
Redconn / B Dateftime PLC PLCI’lme.PLC_TIMEB <absolute access> %DB10.0DBX0.0 E 6 Cyclic continuous  1h B
[<] i E
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5 Alternative configurations

5.1 Assigning operator authorization on the panel

As an alternative to the principle shown in the Section "Hierarchical operating
concept" for the assignment of operating authorizations, since the Industry Library
V8.2 there is also the possibility to control the operating authorizations via a panel.

Note However, it is recommended that operating authorizations only be allowed from
one location at a time in order to avoid inconsistencies during operation. This
means that the user authorizations should be controlled either by a single panel
or by the OS.

The configuration of the operator control via the panel is similar to that of a motor,
as described in the section "Configuration and project planning". To control the
operating authorization via the panel, the "UsrM" block is connected with the
equivalent "PUsrM" block for the panel. The WinCC Comfort V14 library ("IL for
WinCC Comfort") provides corresponding image blocks and symbols for operation
on the panel.

5.1.1 Configuration of "PUsrM" in the S7 program

35. Create a new data block or open an existing one using the panel IDB numbers
in the S7 program. For example, use the DB number "DB25". This number is
already preconfigured in the case of the panel blocks in the TIA Portal. This
means you then need to make fewer adjustments during the panel
configuration.

36. For each new interface block, create a parameter of type "INT" in the data

block.
Figure 5-1
W DB25 -- "PANEL_DB" - Panel_Integration_Prj\SIMATIC H Station(1)\CPU 417-4 H\..\DB25
Addreas Hame Type Initial waliComment
0_ STRUCT
+0.0( (DB Pumpl INT 4] Pumpl
+2_0( [DB_PumpZ INT 4] Pump2
+4_0( |DB_MotorDemo |(INT 1] Motor for demonstration
+6.0( |DB_Lewvel INT 4] Lewel
+8.0( (DB_P_USREM INT 4] User Management comn Panel
=10.0 END_STRUCT

37. Open the properties of the already configured "UsrM" block. In the "I/Os" tab,
switch the following connections to visible:

- "MsgLock"

- "ErrorCode" or any other output of your choice (except "ENO"), in order to
link the block to the "BlockConnector" connection of the panel block.

38. Enable the block functions "Local authorization" and "Suppress messages".
Set the following feature bits to TRUE:

- Feature.Bit24 — local operator authorization
- Feature.Bit25 — suppress all messages if MsgLock = 1

39. Set the input KeySwitch.Value = TRUE to avoid operator authorizations being
granted from the OS.
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5Alternative configurations

40. Insert the panel block "PUsrM" of the IL in the CFC. Connect the following
connections with each other:

e PUsrM.MsglLock Out » UsrM.MsglLock
e PUsrM.IDBNo P Integer parameter of the panel data block

e UsrM.ErrorCode (or any connection apart from ENO)
» PUsrM.BlockConnector

41. The output UsrM.Out can be connected as before with the corresponding
inputs SwitchPerm or OpSt_In of the APL and IL blocks.

Figure 5-2

E_Operatinglevel OpertingLevel

FUsry oo = o=
1/1

Panel In 2 [Usez Man

1 [op_swizc SwitchPe|— 1~ DevOlAct NoLevel|—
r Osstat_O— 1—|DevO2Ret ErrCe
osstatal|— 1—|Devo3act o

BlockCon

25 Nr MsgLock_| 1—|DevO4Act MagSup(—
Selfpl 1 1— Devashet

)\PanInt_M2

SelFp2 DB_ConnE [— 1—{DevOGAct =
MsgLock MagSup[— 1—{Dev0TAct

1—{Devoghct ¢—

MsgLock

HeySwitc ¢
KeySwLvl

BackUpl ¢
Backup2

lopst_In Enabled
MaxLevel = 5
1 |SwitchPe

e plant\Purp
In Enabled o

42. Compile and download the S7 program as usual.
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5.1.2 Configuration of the panel operator authorization in the TIA Portal

The configuration of

the panel authorization in the TIA portal is similar to the

configuration of a motor, as described in the section "Configuring the panel

project".

However, the panel project requires the internal tag "@ILPanelStation" in addition
to the two internal tags "VisibleST" and "VisibleTag" to operate the user

authorization.

1. Copy the tag "@ILPanelStation" (1) from the project library (Master copies >
General > Global Variables) into the panel project. You can use the default tag
table for the project, which has already been created, as the target.

Figure 5-3
Devices
o H EEEE
Default tag table
» [ Local modules Name & Data type Connection PLC name PLCtag
~ [ HMI01 [TP1200 Comfort] @  @lLFanelstation nt anternal tag>[w] ndet
IIY pevice configuration @ VisiblesT Baol <nternal tag>
%/ Online & diagnostics @ VisibleTag Bool dnternal tag>
¥ Runtime settings <Add new>

~ |5 screens
B¢ Add new screen
¥ Grundbild
[] Messages
» [[§] screen management
~ [ HM tags
%5 showsll tags
B Add new tag table
2% Defaulttag table [4]

Options
E| Library view [E=4) ;I
~ | Project library
= L Project library

» E Types
~ [ Master copies

[2]

= r-:J _General
» [&] Global Lists
¥ [t Global Variables
<@ @ILPanelStation I
<4 VisibleST
<@ VvisibleTag
b [Ez] UserAdministration
» [i] CalcwatP
b [52] HafFct

2. Copy the tag tables "MUsrM_Faceplate" and "UsrM_Icon" (2) from the project
library to the project folder "HMI tags".
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Figure 5-4
e
n'f Device configuration i
%] online & diagnostics Options
T Runtime settings ) « Library view £l =
» [ screens 3 - -
» [[§ screen management ~ | Project library
- [ M tags CiElN 2
% showall tags » [E2] Mot
‘b'r\dd new tag table » [iz] MotRev
_% Default tag table [4] L || » r.:j Motspd
% DemaoNotor [3] » [Ez] MotSpdC
% MonAn_Faceplate [31] » [fz] Opa
55 MonAn_lcen [4] » [Ez] OpD
% Mot_Faceplate [30] » [z PID
g Pump1 [3] > [i] Usr
% Fumnpl1_2_Faceplate [30] E% PCS7_UsrM_lcon
% Pumnp2 [3] Y
5 RedMonitoring [2] UsrM_Faceplate
(2l o soble Pectonnls F31 st lcon
% Usrid Faceplate [31] b (g2 Vi
% Usrld_lcon [5] » r';j ViviMot
l’ZG Connections » r.;j VivPosL =
=4 HMI Alarms
3. Open the newly created variable tables.
4. Select the HMI connection (3) to the AS required for the process tags. As in
Excel, you can use the handle to drag the selected connection and copy it to
the remaining tags.
5. Set the address of the tag "*\Pointer" in the variable table "UsrM_Icon" to the
parameter (4) in the panel DB intended for this block.
Figure 5-5
ComfortPanellntegrationDemo * HMIO1 [TP1200 Comfort] » HMI tags » UsrM lcon [5]
= g
UsrM _lcon
Name a Data type Connection FLC name PLC tag Address
@ UstMilconlOp_Visibility DWord [z HM_Conne... . | AS_REDOT <Multi [ -] DB[UsrMiconlPainter] DED46 [~ ]
- UsriMiiconlOS5tate DWord HMI_Connectio..§ AS_REDO1 %DE[UsrMicon|Pointer] DBD30
< Usrilicon\PanelPerm_PCS7 Dword HMI_Connectio.. § AS_REDO1 %DB[UsrMiconlPointer] DBD50
S | Usrilicon\Fermission_PCS7 Dword HMI_Connectio.. | AS_REDO1 P — sy ] DEDS
L | Usrilicon|Fointer Int HMI_Connectio.. | AS_REDO1 I PAMEL_DB.DE_P_USRM 2%DB25.DEWS
<Add news O
® :

6. Open a new or existing process image.

7. Drag the blocks "UsrM" (5) and "PCS7_UsrM_lcon" (5) into the process
screen. The previously created tags will be automatically linked to these picture

objects.
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Figure 5-6

PCS 7 Industry Library

g | B op
0000000000000000

4

Bedienebens Lokaleos :

MV Libraries w M p

Options

Ausfihrung 0K

Abbrechen

El Library view 2] ;I

b

Project library

% &= [a

{ v vvw v~

Mot
IMotRew

Motspd

MotSpdC

OpA

[J

&7 a7

)

5
3
2

55 PCS7_Usrh Icon

= Usrid
% UsrM Faceplate l_

qh Usrh_lcon
» [E] Viv
» [E2] Vivlot

8. Adjust the input levels as described in the section "Adjusting the texts for the

input levels".

9. Compile and load the panel.
10. The operator authorizations can now be controlled via the panel.
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Operation at execution time

Setting the authorized input level during runtime

During runtime, you can select the input level at the OS, or control it via the
process at the "KeySwLvl" input of the "UsrM" block.

Specifying the authorized level via the process

The level which is to receive control command acceptance is defined using the
"KeySwLvl" input. The input is of type "INT" and processes the values 1 to 8. The
default input level using the process becomes active when the "Keyswitch" input is
set.

Figure 6-1

Cperatinglevel

=z
== oBag

T=e=r Man 5/1

1—|Devllict NoLewvel[—

1—|DevlZ2Act Cut [—Localdd _@
1—| Dev03Act M=giup—

1—] Devldict
00— Dev05Act
g—] DevlEhct
00— Dev0TAct
g0—] Dewl8Act
Fey3witc 1ority/ Cperati lgLevel
Eeydwlwl | | F |
1—|BackTpl LocalOs

1— Backlp2

E—|MaxLevel

19

2 witchPe

(1) Selectable input level

(2) Non-selectable input level

(38) Operation mode: KeySwitch = FALSE (0S), KeySwitch = TRUE (process)
(4) Specification of the input level using the process

(5) Maximum usable input levels

(6) Selected input level

(7) Display of KeySwitch = TRUE on the OS — the block is not operational

The block has the following behavior:
e Only selectable levels can be set.

e If anon-selectable level is set at the "KeySwLVI" input, the next highest level is
used.

e If the value at "KeySwLvl" is greater than "MaxLevel" or smaller than 1, the
highest selectable level is used.
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Specifying the authorized level on the OS by the operator

In the case of operator input at the OS with user administration activated, the
logged-in user must have "Higher process controlling" rights.

The faceplate of "UsrM" is only operational if the value '0' is present at the
"KeySwitch" input of the AS block.

Figure 6-2

hority/Operatingl evell
T i ) o

(1) Display of the active level on the "UsrM" block icon
(2) Display of the active level on the block icon for the panel interface block on the

(3) Selectable level
(4) Selection button for changing the input level

The levels that can be displayed and selected are only the ones set as active on
the block (inputs "Dev01Act" to "Dev08Act").

The texts on the block icon and on the faceplate are defined using the "IL_OpLong"
enumeration.

SIMATIC PCS 7 panel integration
Entry ID 50708061, V1.0, 01/2019 69



© Siemens AG 2019 All rights reserved

60peration at execution time

6.2 Operation on the OS and on the Operator Panel

Depending on the configuration effort, the process screen will have a similar
appearance for both operating stations (Operator Station and Comfort Panel).

Figure 6-3
A 06/10/14 [09:14:17.334 [0 |PumpStation/P_ANL601 PV - High alarm limit violated (PMonAnL: #1390001) [BA_ID: 0] [Auxil|® ¢ NS | EEEEEIE LS
[ Sewage fdvl |10 compressor | | [ [ [ |00 awmoity | | | || 71| Precpitaion | | | | | |7 SIEMENS
Sludge Disposal | | | | | [l Pump Station Ew[ || a0
L [=] OPAdmin
Authority Level —

/- PumpStation/ANLG01 ==
alog lage |- ] [
= REST) F anmmm QB e
5

External Pumpstation Mode .__on [N
Process value m‘
s e L]
—+2000,00
Gradient m=/:
i rader [_000ss
+7000,00 =IIIIII | Ladpani 8 Gradient 4] 2857 14]mes
[ Gradient $[ 000ms
o
=000 [ ] | T—
[ oo L ]
[~+2000.00

[+2000,00

[+1000,00

on/P_1801|mpSiation/MB01 | pStation/B0Zion/F_WME0Z
Sewage Plant @ — e @ Cleanad Sewage Disposal

SIEMENS SIMATIC HMI

Y |Pump Station

External Pumpstation

Tags On

Prozesswert 781 !!ﬁ m3 . |
P &

I
A NN
7811,6m

The following special features will result from operating the system using the
Industry Library blocks:

e The station authorized for operation can be set at the OS (1), depending on the
configuration, on a panel or via the process.

e Pending alarms and messages and the input level (2) set are displayed on the
OS block icon of the interface block.

e The symbol "OP" on the panel block icon indicates whether this block is
currently operational (3).
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7 Appendix

7.1 Service and support

Industry Online Support
Do you have any questions or need assistance?

Siemens Industry Online Support offers round the clock access to our entire
service and support know-how and portfolio.

The Industry Online Support is the central address for information about our
products, solutions and services.

Product information, manuals, downloads, FAQs, application examples and videos
— all information is accessible with just a few mouse clicks:
https://support.industry.siemens.com/

Technical Support

The Technical Support of Siemens Industry provides you fast and competent
support regarding all technical queries with numerous tailor-made offers

— ranging from basic support to individual support contracts. Please send queries
to Technical Support via Web form:
https://www.siemens.com/industry/supportrequest

SITRAIN - Training for Industry

We support you with our globally available training courses for industry with
practical experience, innovative learning methods and a concept that’s tailored to
the customer’s specific needs.

For more information on our offered trainings and courses, as well as their
locations and dates, refer to our web page:
https://www.siemens.com/sitrain

Service offer
Our range of services includes the following:
e Plant data services
e Spare parts services
e Repair services
e On-site and maintenance services
e Retrofitting and modernization services
e Service programs and contracts

You can find detailed information on our range of services in the service catalog
web page:
https://support.industry.siemens.com/cs/sc

Industry Online Support app

You will receive optimum support wherever you are with the "Siemens Industry
Online Support" app. The app is available for Apple iOS, Android and Windows
Phone:

https://support.industry.siemens.com/cs/ww/en/sc/2067
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7.2 Links and literature

Table 7-1

No.

Topic

\1\ Siemens Industry Online Support
https://support.industry.siemens.com

\2\ Link to this entry page of this application example
https://support.industry.siemens.com/cs/ww/en/view/50708061

7.3 Change documentation
Table 7-2
Version Date Modifications
V1.0 01/2019 First version
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