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Legal information

Use of application examples
Application examples illustrate the solution of automation tasks through an interaction of several
components in the form of text, graphics and/or software modules. The application examples are
a free service by Siemens AG and/or a subsidiary of Siemens AG ("Siemens"). They are
non-binding and make no claim to completeness or functionality regarding configuration and
equipment. The application examples merely offer help with typical tasks; they do not constitute
customer-specific solutions. You yourself are responsible for the proper and safe operation of the
products in accordance with applicable regulations and must also check the function of the
respective application example and customize it for your system.

Siemens grants you the non-exclusive, non-sublicensable and non-transferable right to have the
application examples used by technically trained personnel. Any change to the application
examples is your responsibility. Sharing the application examples with third parties or copying the
application examples or excerpts thereof is permitted only in combination with your own products.
The application examples are not required to undergo the customary tests and quality inspections
of a chargeable product; they may have functional and performance defects as well as errors. It is
your responsibility to use them in such a manner that any malfunctions that may occur do not
result in property damage or injury to persons.

Disclaimer of liability
Siemens shall not assume any liability, for any legal reason whatsoever, including, without
limitation, liability for the usability, availability, completeness and freedom from defects of the
application examples as well as for related information, configuration and performance data and
any damage caused thereby. This shall not apply in cases of mandatory liability, for example
under the German Product Liability Act, or in cases of intent, gross negligence, or culpable loss of
life, bodily injury or damage to health, non-compliance with a guarantee, fraudulent
non-disclosure of a defect, or culpable breach of material contractual obligations. Claims for
damages arising from a breach of material contractual obligations shall however be limited to the
foreseeable damage typical of the type of agreement, unless liability arises from intent or gross
negligence or is based on loss of life, bodily injury or damage to health. The foregoing provisions
do not imply any change in the burden of proof to your detriment. You shall indemnify Siemens
against existing or future claims of third parties in this connection except where Siemens is
mandatorily liable.

By using the application examples you acknowledge that Siemens cannot be held liable for any
damage beyond the liability provisions described.

Other information
Siemens reserves the right to make changes to the application examples at any time without
notice. In case of discrepancies between the suggestions in the application examples and other
Siemens publications such as catalogs, the content of the other documentation shall have
precedence.

The Siemens terms of use (https://support.industry.siemens.com) shall also apply.

Security information
Siemens provides products and solutions with Industrial Security functions that support the secure
operation of plants, systems, machines and networks.

In order to protect plants, systems, machines and networks against cyber threats, it is necessary
to implement — and continuously maintain — a holistic, state-of-the-art industrial security concept.
Siemens’ products and solutions constitute one element of such a concept.

Customers are responsible for preventing unauthorized access to their plants, systems, machines
and networks. Such systems, machines and components should only be connected to an
enterprise network or the Internet if and to the extent such a connection is necessary and only
when appropriate security measures (e.g. firewalls and/or network segmentation) are in place.

For additional information on industrial security measures that may be implemented, please visit
https://www.siemens.com/industrialsecurity.

Siemens’ products and solutions undergo continuous development to make them more secure.
Siemens strongly recommends that product updates are applied as soon as they are available
and that the latest product versions are used. Use of product versions that are no longer
supported, and failure to apply the latest updates may increase customer’s exposure to cyber
threats.

To stay informed about product updates, subscribe to the Siemens Industrial Security RSS Feed
at: https://www.siemens.com/industrialsecurity.
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1 Task

1 Task

The Process Historian (PH) machine is because of some reason broken. The
server hardware must be exchanged and new installed. The already existing
database should be used for the new installation. Therefore a full database backup
is needed which can be restored to a Process Historian after exchanging the
machine.

PH Backup & Recovery
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2 Solution

2

Solution

This document offers a guideline for the following Scenarios.
1. New installation of PH software on the existing hardware
2. PH hardware exchange due to hardware defect

During PH is offline the process data will be buffered on the OS servers in the
Store and Forward cache. After PH is running properly again these data will be
recovered to Process Historian. Since the data will be buffered on C drive of the
OS servers make sure that there is enough free disk space available. If free disk
space is less than 5 GB or less than 10% of the C drive disk space no more data
will be written into the Store and Forward Cache. To avoid data loss make sure that
the OS archives contain all data from the time while PH is offline. If the data are still
in the OS archives they can be recovered to the Process Historian.

Prerequisite

e The computer name doesn't change.

Additional reasons to create a full data backup of the Process Historian database

e All"runtime" database segments, which are visible inside of the
"Segmentation” menu of the PH Management Console, must be backed up
with a full database backup.

e Segment backups created with help of the PH Management Console
dashboard "Backup and Restore" can only be restored into the same PH
database they were created from. It is not possible to restore a PH segment
backup into an empty PH database.

PH Backup & Recovery
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3 Backing up and restoring a PH Database

3 Backing up and restoring a PH Database

3.1 Creating a Full PH Database Backup

The following instruction describes step by step how to create a full PH database
backup.

1. Deactivate the PH with help of the PH Management Console. Use the drop
down menu and choose "Shutdown" and click on the "Go" button.

& ProcessHistorian - [Console Root\Siemens Application Management Center\Process Historian Management] == -
& Fle Acion View Window Help
@5 =B
(1 Console Root ] Cy e A
4 & Siemens fpplication Manageme|
4 83 Pracess Historian Managem “7- Welcome to the management system for Process Historian

b "l Plant Structure 5 @ This dashboaid is the starting point for configuration and diagnostics of the Process Historian server system. Lse the other dashboards ta manage

b Fly Data sources \,: licenising, segmentation, backup/restore and more.

b £ 1O systerns

b 18 Diagnastics Basic hardnare perfarmance indicators xa

1 #] Backup/Restore
3 _’_ Campression 100 %7 Memory 4096 MBylesy Disk 110
I ‘= Segmentation

b i Redundancy

b [ Licensing

I+ B Database backup

1 & Simatic Batch Backup/Re

0 MByte

Basic Prosess Historian indicators > A

Sources 1 Clients7 Stored values 100 Values/sy Stared messages 100 Messages/!

0 Clent 0Valkues!/ 0 Messages/
Process Hisorisn status A Redundancy status & A Licensing status ¥ A Database backup status A
Stand-alone system | alid license Autormnatic
Unknown Complete

N[ G (L Gotoredundsnsy dsshiscsd Gt liserising dshbosrd o to datshase hickup dsshboad
3
Shtdonm
Statt vacnv

2. Click "Yes".
Process Historian X

Do wou really want to shutdown the Process Historian server?

Wes | Mo

PH Backup & Recovery
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3. Wait until the PH is in state idle.

Procezs Histarian status Y

© Siemens AG 2018 All rights reserved

v Idle

Switch state to

| Shutdovn

v|| Go

4. Close the Process Historian Management Console.

@ PracessHistorian - [Console Root\Siemens Application Management Center\Process Historian Management]

& File Action View Window Help

@ #n| |

(3 Console Root
4 & Siemens Applicstion Manageme|
4 42 Process Historian Managern
b "lo Plant Structure
b "y Data sources
b = 10 systemns
b i8 Disgnostics
1 &) Backup/Restore
b [ Compression
b = Segmentation
I b Redundancy
b [f Licensing
| I8 Database backup
1 ] Simatic Batch Backup/Re!

‘Welcome

"~ Welcome to the management system for Process Historian

.\ This dashbostd is the staring point for configuiation and diagnostics of the Pracsss Histarian server system, Lss the other dashbaards to manage
licensing, seqmentation, backuprestore and mare

Basic hardware perfoimanca indicatars

100 % Memory 4096 MButesy Disk /0

RAERAA!
I ‘

i
Jt.w LJ)-J-.‘.‘J ,«‘dlh'jh w'u"’ t‘“.ﬂh.‘.'wﬂ:' ‘f ‘

0 MByte:

5. Run the SQL Server Management Studio as administrator.

Word 2013

Report Builder 3.0

Report Builder 3.0 Help

Deployment Wizard

PH Backup & Recovery
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5QL Server 2014 Execute Packag...

SQL Server 2014 Import and Exp...

SQL Server 2014 Import and Exp...

SQL Server 2014 Installation Cen...

Finto Start

Unpin from taskbar
Uninstall

Cpen new wind o
Run as administrator
Run as different user

Open file location

5QL Server 2014 Management 5.
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3 Backing up and restoring a PH Database

6. Connect to the Process Historian SQL Server. The server name is "<PH
computer name>\HISTORIAN".

all Connect to Server -

Microsoft SQL Server 2014

Server type: | Databaze Engine W |

Server name: W |

Buathentication: |'windows Authentication v
PHOT VW S dmin

| Connect | | Cancel | | Help | | Options > |

7. Expand the folder "Databases” > perform a right mouse click on the database
"HistorianStorage™ > click on the menu "Tasks" > click on the function "Back
Up "
B
File Edit ‘iew Debug Tools Window Help
P i S @ A NewQuey BB 4 a@B[9-0-8-5(5r
Object Explarer > 0 x
Connect~ @ @ @ 7 g;
= [B PHOTWHISTORIAMN (SOL Server 12.0.5000.0 - PHOTWYSAD min)
= [ Databases

+ [ Systern Databases
+ [ Database Shapshots

Mew Database..,

Newr Query
Script Database as 2
(I Reps Tasks » Detach..,
+# | J| Rep
# | Wek Policies @ 3 Take Offline
# [ Security Facets Bring Online
¥ [ Server C
% [ Replicat Start PowverShell Shrink
+ [ Always Reports » Back Up...
+ [ Manage
+ [ Integrat Rename Resaie @ Y
+ [ SOL Ser Delete tdirrar... \\/
Refresh Launch Database Mirroring Monitor..,
Praperties Ship Transaction Logs...

Generate Scripts..,

PH Backup & Recovery
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3 Backing up and restoring a PH Database

8. Remove all default destinations by selecting and clicking the button "Remove".

T Back Up Database - HistorianStorage ILIE-
Select apage G . Z
Seript + Hel
2 General ;S F Lj "
2 Media Options
% Backup Options Source
Database [Historianstorage v
Recovery model: FULL
Backup type: | Full hd |

[ Copy-only backup

Backup component:

® Database

() Files and flegroups: ‘

Destination

Back up to: | Disk

.

s
o
; H

@]

Connection Remove

Server
PHOTYHISTORIAN

Connection:
PHOTYWS Admin

2 View connection properties

Progress

Ready

NOTICE

If there is a "NUL" destination, it is essential to remove it and define a proper
backup destination.

If the destination path is "NUL" the SQL Server will create a corrupt backup file.

If you create a corrupt backup file and delete the existing Process Historian
Database, you will lose all historical data.

PH Backup & Recovery
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© Siemens AG 2018 All rights reserved

3 Backing up and restoring a PH Database

9. Click the "Add" button.

EEIEEEApRoS ES Scipt ~ IE Help

2 General

8 Media Dptiors
2 Backup Optiors

Connection
Server
PHOTHISTORIAN
Connection:
PHOTYW/ Shdmin

3. iew connection praperties

Progress

Ready

Source

Database:
Recowery madel:
Backup type:

[[] Copy-anly backup
Backup component:

® Database

) Files and filegroups:

| HistorianStorage

[Fuc

[Fun

Destination

Back up to:

|D\sk

g |

Select the file or backup device for the backup destination. 'ou can create
backup devices far frequently uzed files.

Destinations on disk

® File name:

10. Click the "..." button, to define a backup destination.

() Backup device:

PH Backup & Recovery
Entry-ID: 66579062, V2.3, 04/2018
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11. Define the backup destination and the backup file name and click the "OK"
button.
It is advisable to define a file name that includes the date of the backup
creation.

[J Locate Database Files - PHOTYHISTORIAN | = | B -

Select the file:

j {1 DatabaseBackups :
+-{_J Energieverbrauchsr 4

1 HistorianDatabase
- 15 Databasze

- MSDE umziehen und verklainem
- PHCheck

-1 PHD ataviewer

-1 Redwater

-+ Report Templates

- 50L Code

-1 Syatem Yolumne Infarmation

4 TrueCrypt

e ] 2017_07_04.bak

o[ [ [ [ - - - - -

Selected path: | D:\DatabaseBackups |
Files of type: | Backup Files(" bak;" m] v |
File name: | 2018_03_01_HistorianS torage. bak] J

PH Backup & Recovery
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3 Backing up and restoring a PH Database

12. Click the "OK" button.

Select the file or backup device for the backup destination, vou can create
backup devices for frequently used files.

Destinations on digk

® File name:

| [\ atabaseBackups'2018_03_01_HistorianStorage.bak,

(O Backup device:

Result:
Sjgle;;r‘::m g Script - E Help
2 Media Options
2 Backup Opfions Source
Database: ‘ HistorianStorage hd |
Recovery model ‘FULL |
Backup type: [Fun v

["] Copy-orly backup

Backup component;

® Database

O Files and filegroups [

Destination

Back up to ‘ Disk

[ |
I| D:\DatabaseBackups\2018_03_01_HistorianStorage.bak

Connection

Server
PHOTYHISTORIAN

Add..

Connection:
PHO1 AW S Admin

!E Wiew connection properties

Progress

Ready

= |

PH Backup & Recovery
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3 Backing up and restoring a PH Database

13. Choose the "Media Options" tab and check the radio button "Backup to new
media set, and erase all existing backup sets". Choose the checkbox "Verify
backup when finished".

T Back Up Database - HistorianStorage ILIE-
Select apage c . =

Script = Hel
2 General ;S o BHer

& [N
2 Back) , Ovenwite media
\J (O Back up ta the existing media set

® Back up to a new media set, swed erase all existing backup sets

New media set name:

New media set description:

<[>

Reliabilty
[WiWerify backup when firished

3 sum before wiiting to media
@ rar
Trans:

Connection: Tape diive
PHO1 YW S Admin

Connection

Server:
PHOTYHISTORIAN

2 View connection properties

Progress

Feady

S

NOTE It is recommended verifying the backup with help of the radio button "Verify
backup when finished". The backup creation takes more time if you verify the
backup, especially for big databases.

PH Backup & Recovery
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3 Backing up and restoring a PH Database

14. Choose the "Backup Options" tab and select "Compress backup". This will
reduce the size of the database backup file.

5_;'95”;;"’;99 5 Soript + [ Hep

2 Media Options

% Backup Qotions Backup set
Marme: ‘H\slnnanSlnrage—Fu\l Database Backup ‘
Description: ‘ ‘

Backup set will expire

[~
® Aler days
O on 242242018

Compression

Set backup compression: ‘Use the: default server setting v‘

Use the default server setlini
Encrpption ———+—————————— |

Da not compress ba

[] Enciypt backup

Connection Hlgorth SES V]
Server Certificate o Asprmetric key: | vl
FHOT\HISTORIAN
Connestion
FHOTVWS Adrin

3 View connection properties

Progress

Ready

Result: The backup is being created

Select a page
Script Hel
o General Seent ~ e
# Media Optiors
%+ Backup Dplions Backup set
e |Histoman8tolage—FuH Database Backup |
Description; | |

Backup set will expire:

-
® b oy

O 0On 2/22/2018
Compression
Gt hackup compression | Compress backup v
Encryption

[] Encrupt backup

Gt Algorithim: [4E5 128 v]
Server Certificate or Asymmetric keyw: ‘ v ‘
PHOTWHISTORISN
Connection, Encryption is available only when Back up to a new media set is selected in Media Options.

PHOT WS Admin

B Wiew connection properties

Progress

#  Eweculing

Stop sction now

= |

PH Backup & Recovery
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3 Backing up and restoring a PH Database

15. Click on the "OK" button.

NOTE

Microsoft QL Server Management Studio

backup file can take a long time.

NOTE

The backup of database 'HistorianStorage' completed successfully,

A file of a full database backup can be big, if the database is big! Creating a big

There are different reasons why a full database backup could fail, for instance

active database connections. If a full database backup on a running PH fails, the
PH Services must be stopped before creating a full database backup.

The following instruction shows the steps which have to be executed if a full

backup fails:

1. Open the "Computer Management" on the PH server. Go to "Services" and
stop the "Process Historian Discovery Service".

File Action View Help

I EEEE TR

Computer Management

—I:I-

& Computer Management (Local
a [ System Tools
b (7) Task Scheduler
b 2] EventViewer
I a2l Shared Folders
[ #_ Local Users and Groups
p () Performance
A Device Manager
4 22 Storage
b Ul Windows Server Backug]
=2 Disk Management
4y Services and Applications
b M) Internet Information Sel
b [ Routing and Remate Ac
Seryices
i )
b saL uratic
(=4 Mes@
< ] >

' Semvices
Process Historian Discovery Service

Stop the service
Restart the service

Description:
Provides services to discover Siemens
SIMATIC Process Historian Server

Marne
& Metwork Location Avareness
G Network Store Interface Ser..,
Office Source Engine
% Optimize drives
< Performance Counter DLL ..
& Performance Logs & Alerts
% Plug and Play
Portable Device Enurmeratar...
G Powier
+ Print Spooler
. Printer Extensions and Motif...
G Problern Reparts and Soluti...
3 Pr storian Dis 2
G Process Historian GIES

Process Historian GIES|

% Process Historian Mair) @ )\desser.‘.
3 Process Historian Reduname=rovides ser..

Rernote Access Auto Conne...
& Remote Access Connection..,
% Rervote Desktop Configurat...

Remote Desktop Services
G Remote Desktop Services L.,

Rermate Procedure Call (RPC)
% Remote Procedure Call {(RP...
% Rervote Registry

Resultant Set of Policy Provi...
% Routing and Remote Access

Description
Collects an..,

This service ...
Sawes install...

Helps the c...

Enables rermu.,
Perfarmanc..,

Enablesac.
Enforces gr.
Manages p..

This service ..
This service ...

This servic

Creates a co..
Manages di..
Rernote Des...

Allows user..,

Allows the r..,

The RPCSS ..,

In Windows..,
Enables rern..,

Provides a n...,

Offers routi...
n

Status
Running
Rurining

Running

Running
Running

Running
Running
Runining
Running
Rurining

Running

Actions

Startup Type  LegC~ | | Services
Automatic Metw

utornatic  Locsl || DTOCESS
Manual Lacal More ...
Manual Local

Manual Lacal

Manual Local

Manual Lacal

Manual (Trig.. Local

Autormatic
Autarmatic
Manual
Manual

Local
Lacal
Local
Lacal

Start

Autor

futag P

Autor Pause

Autor Resum

Many Restart

Man|

Man All Tasks 3

Many Refresh

Manu properties

Autor

Man_ HelP

Automatic (T, Local

Manual Local

Disabled Lacal .,
>

Y Extended { Standard

Pause service Pracess Histarian Discovery Service on Lacal Computer

PH Backup & Recovery
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2. Click "Yes" to also stop the other PH services.
Stop Other Services -

When Process Historian Discowvery Service stops, these
' l W other services will also stop.

Process Historian Maintenance Service

SIMATIC Process Historian

Process Historian GIES Windows Service Host
Process Historian GIES DataTransfer Schedule Service

Do pou want to stop these services?

3. Stop the "Process Historian Redundancy Service".

L Process Histarian GIES Win.., Autormatic Local
L Process Historian Maintena... Provides ser., Autormatic Local

®4[yncess Histarian Redunda.., e
# Start
L Remote Access Auto Conne.., Creates a co.,
S0 Remote Access Connection.., Manages di.. Ma Stop 2
i Rermote Desktop Configurat., Rermote Des.., Ml Pause @
L Remote Desktop Services Allows user... Ma Resum
Lo Remote Desktop Services U, Allows the r.., ta Restart
L Remote Procedure Call (RPC) The RPCSS..  Running  Aut
L Remote Procedure Call (RP..  In'Windows.., ta Al T g
L Remote Registry Enables rerm... At Refresh
L Resultant Set of Palicy Provi.,. Provides an.. ta P q
i roperties
L Routing and Remote Access  Offers routi.. Disz
< m rtllp

4. Close the "Computer Management" and start the backup creation again.

PH Backup & Recovery
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3 Backing up and restoring a PH Database

3.2

NOTE

Process Historian installation

Before restoring the existing PH database you need to install the new Process
Historian.

In the FAQ "Installation, Operation and Maintenance of Process
Historian/Information Server in a PCS 7 Environment" you can find a description
how to install a Process Historian.

In case the PH database should be distributed to several disks due to a hardware
exchange, a description for that can be found in the same FAQ.

https://support.industry.siemens.com/cs/ww/de/view/66579062

In order to restore a database to a new installed Process Historian you need to
take care about the following:

1. |If possible use the same computer name for the new Process Historian
2. Install the new Process Historian with the same user name and password than
the old one.

3. Atthe end of the installation you need to create a new PH database with help
of the DatabaselnstallationWizard.

The DatabaselnstallationWizard creates for instance user settings for the SQL
server. Therefore it is necessary to run the DatabaselnstallationWizard before
restoring the existing HistorianStorage database.

PH Backup & Recovery
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3.3 Deleting the empty "HistorianStorage" database

Before restoring the existing PH database, delete the new created PH database
"HistorianStorage":

1. Shutdown the PH with help of the PH Management Console.
Stop the PH Services

Open the SQL Server Management Studio.

Connect to the SQL server "HISTORIAN".

Perform a right mouse click on the "HistorianStorage" database.
Click on "Delete" in the context menu.

I

Object Explorer > 3 X

Connect~ 3 &) m EI:S
= lﬂ PHO\HISTORIAN {SOL Server 12.0.5000.0 - PHOTYWSAdmin)

= [_J Databases
+ [ Systern Databases
4 [ Database Snapshots

. j lHﬁm,- l D) Mew Database...
| ISPy @ MNew Query
[ 15Pr

0
3
+ L Script Database as
5
o

| ReportSer
J ReportSer:
# | Webframe

Tasks b

Policies 3

+ [ Security

+ [ Server Object:
+ [ Replication

+ [ AhwaysOn Hie
# [ Management
# [ Integration Se

Facets
Start PowerShell
Reports »

Rename

© Siemens AG 2018 All rights reserved

+ [fh SQL Server Ag Delete

2
Refresh
Properti

If you delete a database, all data are deleted.

NOTE

PH Backup & Recovery
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3 Backing up and restoring a PH Database

7. Check the option "Close existing connections" and click on "OK".

> Delete Object

Select apage [ . 3
& Script ~ Hel
% General ';g F (B e

Object to be deleted

Object Mame Object Type Owner  Status
HistorianStorage Databaze 2a

Connection

Server:

PHOTAHISTORIAN

Connection:
PHO1Nw Sadmmin

2 View connection properties

Progress

Ready Delete backup and restore higtory information for databases

Cloge exizting connections
1

Result: The new created empty "HistorianStorage" database is being deleted.

PH Backup & Recovery
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3 Backing up and restoring a PH Database

3.4

Restore Historian Storage Database

To restore a Process Historian Storage Database following prerequisites must be
fulfilled:

The Process Historian must be deactivated with help of the PH Management

Console.

The PH services must be stopped like described above.

An existing Historian Storage database must be detached if there is one
attached or deleted.

There is enough disc space available to store also the existing Historian
Storage database.

External PH segments must be set offline before the restore. They can be set
online afterwards again

The following instruction describes step by step how to restore a Historian Storage
Database.

1. Check if a full database backup file is available.

2. Deactivate the PH with help of the PH Management Console. Use the drop
down menu and choose "shutdown" and click on the "Go" button.

= PracessHistorian - [Console Root\Siemens Application Management Center\Process Historian Management] \;li-
& File Action View Window Help
@ 7|

(20 Console Root \Weleome ~

4 & Siemens Applicstion Manageme|
4 32 Pracess Historian Managem
b "lo Plant Structure
b "y Data sources
b £ 170 systemns
b i8 Disgnostics
1 ¥ Backup/Restore
b [ Compression
b = Segmentation
I b Redundancy
b [ Licensing
I @ Database backup
1 ] Simatic Batch Backup/Re
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~ - wWelcome to the management system for Process Historian
N This deshboaid is the staing point or configuration and diagnstis of the Frocass Histrian server system, Lise the ofher dashbossds ta manage

B
\J lizensing, segmentation, backup/restore and mare.

Basic hardware perfoimanca indicatars > A

i

|
i.m‘lll ‘/Uu\ﬁil’ll'udlﬂ LJ{JM_,V..‘-;,JIHJ ‘u\,‘.'\ﬂjjln\,h\jul Hl.u‘q Ln

0%

100 % Memory 4096 MButesy Disk /0

0 MByte:
Basic Process Histarian indicatars A

Sources 1 Clients7 Stored values 100 Vales/sy Stored messages 100 Messages/

0 Client; 0Vales/ 0 Messages/!
Process His=isn status A PAedundancy status X A Licensing status 2 A | Database backup status > A
Stand-alone systern | Valid license Automnatic
Unknawn Complete

Goto licensing dashboard

Go to database backup dashboad

\ Go ia to redundancy dashbaad
3
S hutdown
Start vecuw‘: >
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3 Backing up and restoring a PH Database

3. Click "Yes".

Process Historian

[ x|

Do wou really want to shutdown the Process Historian sereer?

4. Wait until the PH is in state idle.

Proceszs Historian status Y

2 Idle

Switch state to

| Shutdovn

v|| Go

5. Close the Process Historian Management Console.

=1 ProcessHistorian - [Console Root\Siemens Application Management Center\Process Historian Management]

& File Action View Window Help

e x| |

(1 Console Raot
4 & Siemens fpplication Manageme|
4 4 Process Historian Managerng
b "= Plant Structure
b Flg Data sources
b = 1O systerns
b 48 Disgnostics
b ) Backup/Restors
b [{ Compression
b = Segmentation
I+ jm Redundancy
b [ Licensing
I b Database backup
1 &) Simatic Batch Backup/Re
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‘Welcome

~ 7~ Welcome to the management system for Process Historian

} This dashboard is the starting point for configuiation and diagnostics of the Pracsss Historian server system. Lss the other dashboards to manage
licensing, segmentation, backupestore and more

Basic hardware perfomance indicators

100 %7 Memory 4096 MBytesy Disk /0

Hifid
JSSR

0 Myt

1
it.u‘u LJWJ .‘-‘JW#L w'u'f’ “'l'w.ﬁihk‘t’lﬁ‘ﬂl| ‘fu'\‘u'-fu'uh‘»’m
0%
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3 Backing up and restoring a PH Database

6. Open the "Computer Management" on the PH server. Go to "Services" and

stop the "Process Historian Discovery Service".

A Computer Management

File  Action ‘\iew Help

n

[- 1=

S l;frgpiterh:an:gement (Local < Sanices Actions
A yitem Too Process Historian Discovery Service Mame - Description  Status  Startup Type  logC~ | Services v
b (5 Task Scheduler -
= - % Network Location Awareness Collectsan..  Running  Automatic Metw
b {3 Bvent Yiewer . Process . ~
b 3] Shared Folders Stop the service + Metwork Store Interface Ser...  This service .. Running  Automatic Local
= Bestart the service % Office Source Engine Sawes install.. Manual Local Mare .. b
b & Local Users and Groups
b @J Performance ptirnize drives Helps the ... Manual Local
2 Device Manager Description: & Performance Counter DLL..  Enables rem.., Manual Lacal
4 2 Sorage Provides services to discover Siemens 7 Performance Logs & Alerts  Perfarmant... Manual Local
s SIMATIC Process Historian Server 2
b s Windows Server Backuy % Plug and Play Enablesac.. Running  Manual Local
(=9 Disk Managernent % Portable Device Enumerator... Enforces gr.. Manual (Trig... Local
s Services and Applications £ Powwer Manages p..  Running  Automatic Local
b M Internet Information Se % Print Spooler This service .. Running  Automatic Local
b [® Routing and Remaote Ag % Printer Extensions and Motif... This service .. Manual Local
G Sy Problem Reports and Saluti... This service Manual Local
W 1
Start
v i sal uratic £ Process Historian GIES Running  Autar :
b E Mes Pracess Histarian GIES Running  Autay  STOR 7
% Process Historian Mai ides ser.. Running  Auto) Pause
< Process Historian Redun ovides ser..  Running  Autof Resurn @
i Remote Access Auto Conne... Creates 3 co.. Man] Restart
5 Rernote Access Connection., Manages di.. Many
2 . Al Tasks ’
% Remnate Desktop Configurat.. Remote Des... Man]
C5 Rernote Desktop Services Allows user... Many Refresh
4 Rernote Desktop Services L., Allows the r.., Many Properties
 Remote Procedure Call (RRC) The RPCSS... Running  Autol
+ Remaote Procedure Call (RP..,  In WWindaws.., Many Help
% Remote Registry Enables rem... Automatic (T Local
CJ Resultant Set of Policy Provi... Provides 3 n.. Manual Local
“ Routing and Remote Access  Offers routi.. Disabled Local o
< n >
< [ > |\ Extended A Standard
Pause service Process Historian Discovery Service on Local Computer
H n n H
7. Click "Yes" to also stop the other PH services.
Stop Other Services -
When Process Historian Discovery Service stops, these
F l . other services will also stop.
Process Historian Maintenance Service
SIMATIC Process Historian
Process Historian GIES Windows Service Host
Process Historian GIES DataTransfer Schedule Service
Do pou want to stop these services?
Yes | | MNa
n H H . n
8. Stop the "Process Historian Redundancy Service".
% Process Historian GIESWin... Autormatic Local
% Process Historian Mainten Provides ser Autormatic Local
5 :
. Start
. Remote Access Auto Conne., Creates a co..,
i Remote Access Connection... Manages di.., [SET Stop 2
i Remote Desktop Configurat.,, Remote Des.. ET Pause @
i Remote Desktop Services Allows user... [SET Resum
o Remote Desktop Services U, Allows the .. ET Restart
i Remote Procedure Call (RPC) The RPCSS..  Running  Aut
. . All Tasks 3
. Rermote Pracedure Call (RP...  InWfindows... [EET
% Rermote Registry Enables rerm... At Refresh
% Resultant Set of Policy Provi.. Provides an.. [ET q
) ) ) Properties
% Routing and Remote Access  Offers routi.., Disz
< m Irid}p
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3 Backing up and restoring a PH Database

9. Run the SQL Server Management Studio as administrator.

Word 2013 SQL Server 2014 Execute Packag...

SQL Server 2014 Import and Exp...

SQL Server Installation Center (6... SQL Server 2014 Import and Exp...

SQL Server 2014 Installation Cen...

Report Builder 3.0 . QL Server 2014 Management S"

Fin to Start
Report Builder 3.0 Help Unpin frarm taskbar
Uninstall
Open re wind o
' Run as administrator
Run as different user

Open file location

10. Connect to the Process Historian SQL Server. The server name is "<PH
computer name>\HISTORIAN".

all Connect to Server -

Microsoft SQL Server 2014

Server lype: | Database Enaine W |
Server hame: | PHOT4HISTOR W |
Awthentication; | 'wfindows Authentication v
PHOT 4w S A drmin
Connect | | Cancel | | Help | | Optiong ¥

PH Backup & Recovery
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3 Backing up and restoring a PH Database

11. Expand the folder "Databases" > execute a right mouse click on the database
"Historian Storage"> click on the menu "Tasks" > choose "Detach...". In case
there is no "HistorianStorage" Database present because it was deleted

before, you can skip this step.

Object Explorer

Connect~ 3 4 m T (2] §

- LB PHOTHISTORIAM (SOL Server 12.0.5000.0 - PHOTWYSAdmin)

= [ Databases
# [ System Databases

# [ Database Snapshots

= (&

# | Histor Mew Database..,

= ISProx_J Mews Query

% [ 1590 Script Database as

# | RepartServer$Hl

# | J ReportServer§HI Tasks 4 Detach...

# | Webframe . -

Pal 4

= 3 Security GUEES @ Take Offline @
# [ Server Objects Facets Bring Online
# O3 Replication Start PowerShell Shrink »
+ [ AlwaysOn High Awva
# [ Management Reports 4 Back Up...

12. Choose the option "Drop Connections” and click on "OK". Wait until the

database is detached.

L Detach Database
Select a page P S 3

. b Hel
47 General s b Lj eF

Databases to detach:

D atabaze Mame Drop Updat... Status  Meszage
HistarianStar. .. : Mot... 4 Active connection(s

Connection

Server:
PHISHISTORIAN

Connection:
PHOTYw Sédmin

2 View connechion propertiss

Progress

Ready

_I:I-

PH Backup & Recovery
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3 Backing up and restoring a PH Database

13. Rename the original storage location for the existing Historian Storage
database with help of the Microsoft Explorer, to avoid overwriting. Create a
new, empty folder structure with the original naming for restore purpose.

4 ), PHDB
' BatchData New folder for
| TagsAndAlarms restore purpose
| TlLogs
4 | PHDB_OldDataBase
| BatchData .
Old folder to avoid
| TagsAndAlarms overwritting
| TLogs

14. Use the SQL Server Management Studio and execute a right mouse click on
the "Database" folder. Click on "Restore Database..." function.

Object Explorer * I x
Connect= 3 3 @ “F E Q
= Lb PHOT\HIETORIAMN (SOL Sereer 12.0.5000.0 - PHOTWY SADmin)

Sf=] Datab e B9
3 S-_-,rsfj Mewe Database..,
+ [ Dat

F

S Attach...
+ | | Histori
Restore Database..

# |l 15Proz,

2 | ] 15Prox, Restare Files and Fil @}s

B Repory Ceploy Data-tier Application...

+ | Report ) o

% | Webfr Import Data-tier Application...
+# [ Security Start PowverShell
+ [ Sereer Ohj
+ [ Replicatior Reports %
+ [ AlwaysOn Fefresh

+ [ Managermco.

15. Choose the radio button "Device" and click on the "..." button to choose a
backup file.

Restore Database - - | o [

ared,

Script L’j Help

Source

(O Database:

® I | D\@j

Destination

—

PH Backup & Recovery
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16. Click on the "Add" button and select the database backup file. If there is no
backup file displayed change file type to "All Files(*)".

rcted to be rgE Select backup devices =

Specify the backup media and itz location for your restore operation.

B ackup media bvpe: File W |

B ackup media:

I&%
=

Ul Locate Backup File - PHOTVHISTCRIAN
Backup File location: |D:'\DatabaseBackups | | | 3
+-{ C

2018_03_01_HistorianS NSzl 3
;"LJ o
+-[3 $RECYCLE.EIN
+-C0 O1_PHIS_wS

-1 DatabaseBackups

+1_j Energieverbrauchsreport
+1_:| HiztorianD atabase

+1_:| 15 Databasze

+1_:| MSDB umziehen und verkleinem
+1_:| PHCheck

+1_:| PHD ataviewer

+1_:| Redwater

+1_:| Repart Templates

+-(3 50L Code

+1_:| Swestemn Valume Information
i--Lj TrueCrypt

File name: | 2018_03_01_HistorianStorage. bak. | | Backup Files(" balk:" tm;" log]

oK | JE—
— ¥

=/

@Z_

PH Backup & Recovery
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3 Backing up and restoring a PH Database

17. Choose in the drop down menu Database = "HistorianStorage" and select the

backup set to restore via checkbox "Restore".
2] Restore Database - HistorianStorage = | = -

0 Ready
Select a page Fseript - [FHelp
A2 General
e Files Source
## Options
O Database:
® Device: DiADatabaseBackups\2015 03 01_HistorianStorage.bak | E
Database: HistorianStorage v|
Destination
Database: [HistarianStorage i
Restare to: ‘The last backup taken (Thursday, Februany 22, 2018 9:04:51| | Timeline.. ‘> @ "
Restare plan \)
Backup sets to restore:
Restare  MName Component  Type  Server Database Po
HistorianStorage-Full Database Backup  Database Full  PHOTNHISTORIAM  HistarianStorage 1
3
\j
Connection

B4 PHONHISTORIAN
[PHOTNWYS&drnin]

Wiew connection properties

Progress

@ Done

PH Backup & Recovery
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3 Backing up and restoring a PH Database

18. Choose the tab "Files". Here it is shown where the original database files will

be restored to. In case the original folders are not present, the according files

will be restored to the installation path of the SQL Server on drive C per
default. Check if all database files will be restored to the same folder as the
where before. Click "OK".

ity

U Ready
Select a page
5 General
2 Files

& Optig

Connection

1

©

21 PHOTHISTORIAN
[PHOTYWHSAdmmin]

Wiew conhection properties

Progress

.@ Done

PH Backup & Recovery
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Restore Database - HistorianStorage

,':T)Script - LjHeIp

Restore database files as

[ Relocate all files to folder

Data file falder !

Log file folder:

Logical File Mame
PH_Prirnary
PH BstchData
PH_SimaticBat...
PH_SimaticBat..,
PH_SimaticBat...
PH_SimaticBat...
PH_SimaticBat..,
PH_TLGCFGD..,
PH_ALGData
PH_GenericData
PH_ConfigData
PH_Diagnastic...
PH_Commat...
PH_MediaData
PH_Migration
PH_tirraring

PH_TIgRTData..
<

File Type

Rowws Data
Rowvs Data
Rowes Data
Rowes Data
Rowvs Data
Rowes Data
Rowes Data
Rowws Data
Rowes Data
Rowes Data
Rowws Data
Rowvs Data
Rowes Data
Rowws Data
Rowvs Data
Rowes Data

Rows Data

_I:I-

ChPrograrn FilestMicrosaft SQL ServeryMSSOLT2HISTORIA,

ChPrograrm Filesihicrosoft SOL ServeriMSSOLT12.HISTORIA

COriginal File Mame

DiiHistorianDatabase\DEVHis..,
D:yHistorianDatabase\DBYHis...
D:vHistorianDatabase\DE\HIs..
DiyHistorianDatabase\DBYHis..
D:yHistorianDatabase\DBYHis...
D:vHistorianDatabase\DE\HIs..
DiyHistorianDatabase\DBYHis..
DiHistorianDatabase\DEYHis..,
D:vHistorianDatabase\DE\HIs..
DiyHistorianDatabase\DBYHis..
DiHistorianDatabase\DEYHis..,
D:yHistorianDatabase\DEYHis...
DiyHistorianDatabase\DBYHis..
DiHistorianDatabase\DEYHis..,
D:yHistorianDatabase\DBYHis...
DiyHistorianDatabase\DBYHis..
DiHistorianD atabase\DEYHis..,

Restore As

DiiHistorianDatabase\DE\His..,
D:\HistorianDatabase\DBYHis...
D:yHistorianDatabase\DE\His...
D:HistorianDatabase\DBYHis...
D:\HistorianDatabase\DBYHis...
D:yHistorianDatabase\DE\His...
D:HistorianDatabase\DBYHis...
DiHistorianDatabase\DEVHis..,
D:yHistorianDatabase\DE\His...
D:HistorianDatabase\DBYHis...
DiHistorianDatabase\DEVHis..,
D:yHistorianDatabase\DEYHis...
D:HistorianDatabase\DBYHis...
DiHistorianDatabase\DEVHis..,
D:\HistorianDatabase\DBYHis...
D:HistorianDatabase\DBYHis...
DiHistorianDatabase\DEYHis..,

~FEIE EIEIE I E I EE I EIEIEE]

m| >

<

QK ‘ | Cance| | ‘

Help

g

28



© Siemens AG 2018 All rights reserved

3 Backing up and restoring a PH Database

19. The restore function is being executed. Wait until the restore process has
finished. Click on the "OK" button.

Microsoft QL Server Management Studio -

o Database 'HistonanStorage' restored successfully

Result: The Historian Storage database has been successfully restored.
Oibject Explorer * 0 x

Connect> 3 & g F EI‘E

= [_b PHOTVHISTORIAM (S0L Sereer 12,0,5000.0 - PHOTYWYSAdming
=N Catabaszes

+ [ Fystern Databases

+ [ Database Shapshots

+ | 15Prowe 1004

# | | 15Prowye 4

+ | | ReportServerfHISTORIAN

# | | ReportServer$HISTORIANTempDE

# | | “ebframe

+ | | HistorianStorage

[0 Security

[0 Sereer Ohjects

[ Replication

[ AlwaysOn High Sevailability

+ [ Managernent

[ Integration Services Catalogs

I_% SOL Server Agent

+

+

¥

+

¥

+

20. Reboot the PH System. The PH will automatically change into state "Active".

If necessary, PH segment backups can now be set online again.

PH Backup & Recovery
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4 Backing up and restoring a Process Historian database in redundant operation

4 Backing up and restoring a Process
Historian database in redundant operation

4.1 Disconnecting the redundancy

The following instruction describes step by step how to disconnect the redundancy
of the Process Historian.

1. Open the Process Historian Management Console.
2. Select the "Redundancy" dashboard.

= ProcessHistorian - [Console Root\Siemens Application Management Center\Process Historian

Eile

Action  View  Window Help

=7 H

(1 console Root
= ﬁ Siemens Application Management Ci
= Qg Process Historian Management

" o Plant Structure
F—, Data sources
Eaml 1j0) systems
& Diagnostics
‘l Backup/Restore
!1' - Compression
;= Segmentation
Redundancy

:ﬂ‘ Licensing )
@ Database bat @
‘l Simatic Batch By AResto

3. Click the "Remove" button.

Remove Redundancy

Remove redundancy

Only executable on the principal. Removes the redundant partner and
disables redundancy.
Only authorized system administrators should do this.

Redundancy

__! Welcome to the redundancy dashboard
E— Use this dashboard to configure the Process Historian redundancy.

Redundancy status

Redundancy status o

Master (Principal)

Synchronized

Switch redundancy state between principal and mimored server

Failover |

Remove
| \\._./
PH Backup & Recovery
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4 Backing up and restoring a Process Historian database in redundant operation

4. Confirm the warning message by clicking the "Yes" button.

waming X

l _ Removing redundancy may affect the availabilty of the system,

Do you really want to proceed?

4.2 Creating a Full PH Database Backup

The backup is created in the same way as on a non-redundant Process Historian.

Follow the instructions in Section 3.1 of this document.

4.3 Re-establishing redundancy

After creating the backup, redundancy can be re-established. The following
instruction describes step by step how to re-establishing the redundancy of the

Process Historian.

1. Open the Process Historian Management Console.
2. Switch to the "Redundancy" dashboard.

= ProcessHistorian - [Consale RootiSiemens 2
File Action View ‘Window Help

ez @

[ Console Root
A ﬁ Siernens &pplication Managerne
A Q_; Process Historian Managerng
I+ " & Plant Structure
Is F—n Data sources
[ ﬂ 10 systerns
[ %ﬁ. Diagnostics
[ Jl Backup/Restare
[ T- - Compression
[ F,: Segmentation

I @ Redundancy
[ :i Licensing @
I» Eg Database back\_)

i ¥ Simatic Batch Backup,/Re

PH Backup & Recovery
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Stand-alone system
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4 Backing up and restoring a Process Historian database in redundant operation

3. Click the "Start Redundancy Configuration Wizard" button.

R edundancy

To create a new redundant system, start the Redundancy Configuration *izard.

Start Bedundancy Configuration “wizard...

Result: The Process Historian Redundancy Wizard opens

! Process Historian Redundancy Wizard - |EI|5|

Host configuration
Configure the hosts for Principal, Miror and Witness.

r— Principal

SIMATIC SQL Server instance Iﬁ

Process Historian

Metwork adapter
Pl o
SQL Server instance I j e |
Metwork adapter I j e |
— Witness
SQL Server instance I j z |
Metwork adapter I j e |

Cancel | Frevious | Mext I Firish |

4. Choose the right network adapter for the redundancy bus (principal and
mirror).
5. Select the SQL Server instance for the mirror.

6. Confirm the warning message that says that the current database on the mirror
will be deleted by clicking the "Yes" button.

Select Mirror Server: x|

0n selected server(PHSTAMDEY\HISTORIAN") exist a database
with the same name{PHSTANDEY\HISTORIAN') that must be
deleted, Press OK when deleting of the database is allowed.

7. Select the SQL Server instance and network adapter (Terminal bus) for the
Witness.

PH Backup & Recovery
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4 Backing up and restoring a Process Historian database in redundant operation

8. Click the "Next" button.

— Principal
SQL Server instance

MNetwork adapter

Redundancy Bus

— Mimmor
SQL Server instance

MNetwor adapter

IPHSTA.N DETHISTORIAN

| Fedundancy Bus

— Witness

SGL Server instance

Network adapter

IWIN?ENTE-#EITSP'IRINFS ERVER

I Local Area Connection 3

Cancel Previous |

Eirist |

m

b
®

9. After the Process Historian Redundancy Wizard has ended the process, the
mirror is again in state "Suspended".

PH Backup & Recovery
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4 Backing up and restoring a Process Historian database in redundant operation

4.4 Restoring a database in a redundant Process Historian

The following table describes how to restore a Database in redundant Process
Historian.

1. Remove the redundancy as described in Section 4.1.
2. Restore the database as described in Section 3.4.
3. Re-establish the redundancy as described in Section 4.3.

PH Backup & Recovery
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5 Appendix

5
5.1

Appendix

Service and support

Industry Online Support

Do you have any questions or need assistance?

Siemens Industry Online Support offers round the clock access to our entire
service and support know-how and portfolio.

The Industry Online Support is the central address for information about our
products, solutions and services.

Product information, manuals, downloads, FAQs, application examples and videos
— all information is accessible with just a few mouse clicks:
https://support.industry.siemens.com

Technical Support

The Technical Support of Siemens Industry provides you fast and competent
support regarding all technical queries with numerous tailor-made offers

— ranging from basic support to individual support contracts. Please send queries
to Technical Support via Web form:

www.siemens.com/industry/supportrequest

SITRAIN - Training for Industry

We support you with our globally available training courses for industry with
practical experience, innovative learning methods and a concept that’s tailored to
the customer’s specific needs.

For more information on our offered trainings and courses, as well as their
locations and dates, refer to our web page:
Www.siemens.com/sitrain

Service offer

Our range of services includes the following:
e Plant data services

e Spare parts services

e Repair services

e On-site and maintenance services

e Retrofitting and modernization services
e Service programs and contracts

You can find detailed information on our range of services in the service catalog
web page:
https://support.industry.siemens.com/cs/sc

Industry Online Support app

You will receive optimum support wherever you are with the "Siemens Industry
Online Support" app. The app is available for Apple iOS, Android and Windows
Phone:

https://support.industry.siemens.com/cs/ww/en/sc/2067
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5 Appendix

5.2 Links and literature

No.

Topic

\1\ Siemens Industry Online Support
https://support.industry.siemens.com

\2\ Download page of this entry
https://support.industry.siemens.com/cs/ww/en/view/66579062

\3\ Creating Report Templates for the Information Server on the Process Historian
Database in the PCS 7 Environment

https://support.industry.siemens.com/cs/ww/en/view/64906050

5.3 Change documentation
Version Date Modifications
V1.0 01/2014 First version
V2.0 08/2016 Update to PH 2013/2014
V2.1 11/2016 Update pictures to new design and SQL Server 2014
V2.2 11/2016 Add instruction for backing up and restoring a PH Database
in redundant operation
V2.3 04/2018 Update pictures to new design and Windows Server 2016
PH Backup & Recovery
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