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Legal information 
Use of application examples 

Application examples illustrate the solution of automation tasks through an interaction of several 
components in the form of text, graphics and/or software modules. The application examples are 
a free service by Siemens AG and/or a subsidiary of Siemens AG ("Siemens"). They are 
non-binding and make no claim to completeness or functionality regarding configuration and 
equipment. The application examples merely offer help with typical tasks; they do not constitute 
customer-specific solutions. You yourself are responsible for the proper and safe operation of the 
products in accordance with applicable regulations and must also check the function of the 
respective application example and customize it for your system. 

Siemens grants you the non-exclusive, non-sublicensable and non-transferable right to have the 
application examples used by technically trained personnel. Any change to the application 
examples is your responsibility. Sharing the application examples with third parties or copying the 
application examples or excerpts thereof is permitted only in combination with your own products. 
The application examples are not required to undergo the customary tests and quality inspections 
of a chargeable product; they may have functional and performance defects as well as errors. It is 
your responsibility to use them in such a manner that any malfunctions that may occur do not 
result in property damage or injury to persons. 
 

Disclaimer of liability 
Siemens shall not assume any liability, for any legal reason whatsoever, including, without 
limitation, liability for the usability, availability, completeness and freedom from defects of the 
application examples as well as for related information, configuration and performance data and 
any damage caused thereby. This shall not apply in cases of mandatory liability, for example 
under the German Product Liability Act, or in cases of intent, gross negligence, or culpable loss of 
life, bodily injury or damage to health, non-compliance with a guarantee, fraudulent 
non-disclosure of a defect, or culpable breach of material contractual obligations. Claims for 
damages arising from a breach of material contractual obligations shall however be limited to the 
foreseeable damage typical of the type of agreement, unless liability arises from intent or gross 
negligence or is based on loss of life, bodily injury or damage to health. The foregoing provisions 
do not imply any change in the burden of proof to your detriment. You shall indemnify Siemens 
against existing or future claims of third parties in this connection except where Siemens is 
mandatorily liable. 

By using the application examples you acknowledge that Siemens cannot be held liable for any 
damage beyond the liability provisions described. 
 

Other information 
Siemens reserves the right to make changes to the application examples at any time without 
notice. In case of discrepancies between the suggestions in the application examples and other 
Siemens publications such as catalogs, the content of the other documentation shall have 
precedence.  

The Siemens terms of use (https://support.industry.siemens.com) shall also apply.  
 

Security information 
Siemens provides products and solutions with Industrial Security functions that support the secure 
operation of plants, systems, machines and networks. 

In order to protect plants, systems, machines and networks against cyber threats, it is necessary 
to implement – and continuously maintain – a holistic, state-of-the-art industrial security concept. 
Siemens’ products and solutions constitute one element of such a concept. 

Customers are responsible for preventing unauthorized access to their plants, systems, machines 
and networks. Such systems, machines and components should only be connected to an 
enterprise network or the Internet if and to the extent such a connection is necessary and only 
when appropriate security measures (e.g. firewalls and/or network segmentation) are in place.  

For additional information on industrial security measures that may be implemented, please visit 
https://www.siemens.com/industrialsecurity. 

Siemens’ products and solutions undergo continuous development to make them more secure. 
Siemens strongly recommends that product updates are applied as soon as they are available 
and that the latest product versions are used. Use of product versions that are no longer 
supported, and failure to apply the latest updates may increase customer’s exposure to cyber 
threats. 

To stay informed about product updates, subscribe to the Siemens Industrial Security RSS Feed 
at: https://www.siemens.com/industrialsecurity. 

 

https://support.industry.siemens.com/
https://www.siemens.com/industrialsecurity
https://www.siemens.com/industrialsecurity
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1 Task 
The Process Historian (PH) machine is because of some reason broken. The 
server hardware must be exchanged and new installed. The already existing 
database should be used for the new installation. Therefore a full database backup 
is needed which can be restored to a Process Historian after exchanging the 
machine. 
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2 Solution 
This document offers a guideline for the following Scenarios. 

1. New installation of PH software on the existing hardware 

2. PH hardware exchange due to hardware defect 

During PH is offline the process data will be buffered on the OS servers in the 
Store and Forward cache. After PH is running properly again these data will be 
recovered to Process Historian. Since the data will be buffered on C drive of the 
OS servers make sure that there is enough free disk space available. If free disk 
space is less than 5 GB or less than 10% of the C drive disk space no more data 
will be written into the Store and Forward Cache. To avoid data loss make sure that 
the OS archives contain all data from the time while PH is offline. If the data are still 
in the OS archives they can be recovered to the Process Historian. 

Prerequisite 

 The computer name doesn't change. 

Additional reasons to create a full data backup of the Process Historian database 

 All "runtime" database segments, which are visible inside of the 
"Segmentation" menu of the PH Management Console, must be backed up 
with a full database backup. 

 Segment backups created with help of the PH Management Console 
dashboard "Backup and Restore" can only be restored into the same PH 
database they were created from. It is not possible to restore a PH segment 
backup into an empty PH database. 
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3 Backing up and restoring a PH Database 

3.1 Creating a Full PH Database Backup 

The following instruction describes step by step how to create a full PH database 
backup. 

1. Deactivate the PH with help of the PH Management Console. Use the drop 
down menu and choose "Shutdown" and click on the "Go" button. 

 

2. Click "Yes". 
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3. Wait until the PH is in state idle. 

 

 

4. Close the Process Historian Management Console. 

 

5. Run the SQL Server Management Studio as administrator. 
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6. Connect to the Process Historian SQL Server. The server name is "<PH 
computer name>\HISTORIAN". 

 

 

7. Expand the folder "Databases" > perform a right mouse click on the database 
"HistorianStorage" > click on the menu "Tasks" > click on the function "Back 
Up…". 
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8. Remove all default destinations by selecting and clicking the button "Remove". 

 

NOTICE If there is a "NUL" destination, it is essential to remove it and define a proper 
backup destination. 

If the destination path is "NUL" the SQL Server will create a corrupt backup file.  

If you create a corrupt backup file and delete the existing Process Historian 
Database, you will lose all historical data. 
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9. Click the "Add" button. 

 

10. Click the "…" button, to define a backup destination. 
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11. Define the backup destination and the backup file name and click the "OK" 
button.  
It is advisable to define a file name that includes the date of the backup 
creation. 
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12. Click the "OK" button. 

 

Result: 
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13. Choose the "Media Options" tab and check the radio button "Backup to new 
media set, and erase all existing backup sets". Choose the checkbox "Verify 
backup when finished". 

 

NOTE It is recommended verifying the backup with help of the radio button "Verify 
backup when finished". The backup creation takes more time if you verify the 
backup, especially for big databases. 
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14. Choose the "Backup Options" tab and select "Compress backup". This will 
reduce the size of the database backup file. 

 

Result: The backup is being created 
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15. Click on the "OK" button. 

 

 

NOTE A file of a full database backup can be big, if the database is big! Creating a big 
backup file can take a long time. 

 

NOTE There are different reasons why a full database backup could fail, for instance 
active database connections. If a full database backup on a running PH fails, the 
PH Services must be stopped before creating a full database backup. 

 

The following instruction shows the steps which have to be executed if a full 
backup fails: 

1. Open the "Computer Management" on the PH server. Go to "Services" and 
stop the "Process Historian Discovery Service". 
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2. Click "Yes" to also stop the other PH services. 

 

 

3. Stop the "Process Historian Redundancy Service". 

 

 

 

4. Close the "Computer Management" and start the backup creation again. 
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3.2 Process Historian installation 

Before restoring the existing PH database you need to install the new Process 
Historian. 

In the FAQ "Installation, Operation and Maintenance of Process 
Historian/Information Server in a PCS 7 Environment" you can find a description 
how to install a Process Historian. 

In case the PH database should be distributed to several disks due to a hardware 
exchange, a description for that can be found in the same FAQ. 

https://support.industry.siemens.com/cs/ww/de/view/66579062 

 

In order to restore a database to a new installed Process Historian you need to 
take care about the following: 

1. If possible use the same computer name for the new Process Historian 

2. Install the new Process Historian with the same user name and password than 
the old one. 

3. At the end of the installation you need to create a new PH database with help 
of the DatabaseInstallationWizard. 

 

NOTE The DatabaseInstallationWizard creates for instance user settings for the SQL 
server. Therefore it is necessary to run the DatabaseInstallationWizard before 
restoring the existing HistorianStorage database. 

 

https://support.industry.siemens.com/cs/ww/de/view/66579062
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3.3 Deleting the empty "HistorianStorage" database 

Before restoring the existing PH database, delete the new created PH database 
"HistorianStorage": 

1. Shutdown the PH with help of the PH Management Console. 

2. Stop the PH Services 

3. Open the SQL Server Management Studio. 

4. Connect to the SQL server "HISTORIAN". 

5. Perform a right mouse click on the "HistorianStorage" database. 

6. Click on "Delete" in the context menu. 

 

 

NOTE If you delete a database, all data are deleted. 
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7. Check the option "Close existing connections" and click on "OK". 

 

Result: The new created empty "HistorianStorage" database is being deleted. 
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3.4 Restore Historian Storage Database 

To restore a Process Historian Storage Database following prerequisites must be 
fulfilled: 

 The Process Historian must be deactivated with help of the PH Management 
Console. 

 The PH services must be stopped like described above. 

 An existing Historian Storage database must be detached if there is one 
attached or deleted.  

 There is enough disc space available to store also the existing Historian 
Storage database.  

 External PH segments must be set offline before the restore. They can be set 
online afterwards again 

The following instruction describes step by step how to restore a Historian Storage 
Database. 

1. Check if a full database backup file is available. 

2. Deactivate the PH with help of the PH Management Console. Use the drop 
down menu and choose "shutdown" and click on the "Go" button. 
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3. Click "Yes". 

 

 

4. Wait until the PH is in state idle. 

 

 

5. Close the Process Historian Management Console. 
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6. Open the "Computer Management" on the PH server. Go to "Services" and 
stop the "Process Historian Discovery Service". 

 

7. Click "Yes" to also stop the other PH services. 

 

 

8. Stop the "Process Historian Redundancy Service". 
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9. Run the SQL Server Management Studio as administrator. 

 

10. Connect to the Process Historian SQL Server. The server name is "<PH 
computer name>\HISTORIAN". 
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11. Expand the folder "Databases" > execute a right mouse click on the database 
"Historian Storage"> click on the menu "Tasks" > choose "Detach…". In case 
there is no "HistorianStorage" Database present because it was deleted 
before, you can skip this step. 

 

12. Choose the option "Drop Connections" and click on "OK". Wait until the 
database is detached. 
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13. Rename the original storage location for the existing Historian Storage 
database with help of the Microsoft Explorer, to avoid overwriting. Create a 
new, empty folder structure with the original naming for restore purpose. 

New folder for 

restore purpose

Old folder to avoid 

overwritting

 

 

14. Use the SQL Server Management Studio and execute a right mouse click on 
the "Database" folder. Click on "Restore Database…" function. 

 

 

15. Choose the radio button "Device" and click on the "…" button to choose a 
backup file. 
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16. Click on the "Add" button and select the database backup file. If there is no 
backup file displayed change file type to "All Files(*)". 
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17. Choose in the drop down menu Database = "HistorianStorage" and select the 
backup set to restore via checkbox "Restore". 
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18. Choose the tab "Files". Here it is shown where the original database files will 
be restored to. In case the original folders are not present, the according files 
will be restored to the installation path of the SQL Server on drive C per 
default. Check if all database files will be restored to the same folder as the 
where before. Click "OK". 
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19. The restore function is being executed. Wait until the restore process has 
finished. Click on the "OK" button. 

 

Result: The Historian Storage database has been successfully restored. 

 

 

20. Reboot the PH System. The PH will automatically change into state "Active". 
If necessary, PH segment backups can now be set online again. 



4 Backing up and restoring a Process Historian database in redundant operation 

 

PH Backup & Recovery 
Entry-ID: 66579062,    V2.3,    04/2018   30 
 


 S

ie
m

e
n

s
 A

G
 2

0
1

8
 A

ll 
ri

g
h

ts
 r

e
s
e

rv
e

d
 

4 Backing up and restoring a Process 
Historian database in redundant operation 

4.1 Disconnecting the redundancy 

The following instruction describes step by step how to disconnect the redundancy 
of the Process Historian. 

1. Open the Process Historian Management Console. 

2. Select the "Redundancy" dashboard. 

 

 

3. Click the "Remove" button. 
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4. Confirm the warning message by clicking the "Yes" button. 

 

 

4.2 Creating a Full PH Database Backup 

The backup is created in the same way as on a non-redundant Process Historian. 
 

Follow the instructions in Section 3.1 of this document. 

 

4.3 Re-establishing redundancy 

After creating the backup, redundancy can be re-established. The following 
instruction describes step by step how to re-establishing the redundancy of the 
Process Historian. 

1. Open the Process Historian Management Console. 

2. Switch to the "Redundancy" dashboard. 
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3. Click the "Start Redundancy Configuration Wizard" button. 

 

Result: The Process Historian Redundancy Wizard opens 

 

4. Choose the right network adapter for the redundancy bus (principal and 
mirror). 

5. Select the SQL Server instance for the mirror. 

6. Confirm the warning message that says that the current database on the mirror 
will be deleted by clicking the "Yes" button. 

 

7. Select the SQL Server instance and network adapter (Terminal bus) for the 
Witness. 
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8. Click the "Next" button. 

 

9. After the Process Historian Redundancy Wizard has ended the process, the 
mirror is again in state "Suspended". 
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4.4 Restoring a database in a redundant Process Historian 

The following table describes how to restore a Database in redundant Process 
Historian. 

 

1. Remove the redundancy as described in Section 4.1. 

2. Restore the database as described in Section 3.4. 

3. Re-establish the redundancy as described in Section 4.3. 
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5 Appendix 

5.1 Service and support 

Industry Online Support 

Do you have any questions or need assistance?  

Siemens Industry Online Support offers round the clock access to our entire 
service and support know-how and portfolio. 

The Industry Online Support is the central address for information about our 
products, solutions and services.  

Product information, manuals, downloads, FAQs, application examples and videos 
– all information is accessible with just a few mouse clicks: 
https://support.industry.siemens.com 
 

Technical Support 

The Technical Support of Siemens Industry provides you fast and competent 
support regarding all technical queries with numerous tailor-made offers  
– ranging from basic support to individual support contracts. Please send queries 
to Technical Support via Web form: 
www.siemens.com/industry/supportrequest 
 

SITRAIN – Training for Industry  

We support you with our globally available training courses for industry with 
practical experience, innovative learning methods and a concept that’s tailored to 
the customer’s specific needs. 

For more information on our offered trainings and courses, as well as their 
locations and dates, refer to our web page: 
www.siemens.com/sitrain  
 

Service offer 

Our range of services includes the following:  

 Plant data services 

 Spare parts services 

 Repair services 

 On-site and maintenance services 

 Retrofitting and modernization services 

 Service programs and contracts 

You can find detailed information on our range of services in the service catalog 
web page: 
https://support.industry.siemens.com/cs/sc 
 

Industry Online Support app 

You will receive optimum support wherever you are with the "Siemens Industry 
Online Support" app. The app is available for Apple iOS, Android and Windows 
Phone:  
https://support.industry.siemens.com/cs/ww/en/sc/2067 

https://support.industry.siemens.com/
http://www.siemens.com/industry/supportrequest
http://www.siemens.com/sitrain
https://support.industry.siemens.com/cs/sc
https://support.industry.siemens.com/cs/ww/en/sc/2067
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5.2 Links and literature 

No. Topic 

\1\ Siemens Industry Online Support 

https://support.industry.siemens.com 

\2\ Download page of this entry 

https://support.industry.siemens.com/cs/ww/en/view/66579062 

\3\ Creating Report Templates for the Information Server on the Process Historian 
Database in the PCS 7 Environment 

https://support.industry.siemens.com/cs/ww/en/view/64906050 

 

 

5.3 Change documentation 

Version Date Modifications 

V1.0 01/2014 First version 

V2.0 08/2016 Update to PH 2013/2014 

V2.1 11/2016 Update pictures to new design and SQL Server 2014 

V2.2 11/2016 Add instruction for backing up and restoring a PH Database 
in redundant operation 

V2.3 04/2018 Update pictures to new design and Windows Server 2016 

 

 

https://support.industry.siemens.com/
https://support.industry.siemens.com/cs/ww/en/view/66579062
https://support.industry.siemens.com/cs/ww/en/view/64906050
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