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Warranty and liability

Warranty and liability

Note

Security
informa-
tion

The Application Examples are not binding and do not claim to be complete
regarding the circuits shown, equipping and any eventuality. The Application
Examples do not represent customer-specific solutions. They are only intended
to provide support for typical applications. You are responsible for ensuring that
the described products are used correctly. These application examples do not
relieve you of the responsibility to use safe practices in application, installation,
operation and maintenance. When using these Application Examples, you
recognize that we cannot be made liable for any damage/claims beyond the
liability clause described. We reserve the right to make changes to these
Application Examples at any time without prior notice.

If there are any deviations between the recommendations provided in these
application examples and other Siemens publications — e.g. Catalogs - the
contents of the other documents have priority.

We do not accept any liability for the information contained in this document.

Any claims against us — based on whatever legal reason — resulting from the use of
the examples, information, programs, engineering and performance data etc.,
described in this Application Example shall be excluded. Such an exclusion shall
not apply in the case of mandatory liability, e.g. under the German Product Liability
Act (“Produkthaftungsgesetz’), in case of intent, gross negligence, or injury of life,
body or health, guarantee for the quality of a product, fraudulent concealment of a
deficiency or breach of a condition which goes to the root of the contract
(“wesentliche Vertragspflichten”). The damages for a breach of a substantial
contractual obligation are, however, limited to the foreseeable damage, typical for
the type of contract, except in the event of intent or gross negligence or injury to
life, body or health. The above provisions do not imply a change of the burden of
proof to your detriment.

Any form of duplication or distribution of these Application Examples or excerpts
hereof is prohibited without the expressed consent of Siemens Industry Sector.

Siemens provides products and solutions with industrial security functions that
support the secure operation of plants, solutions, machines, equipment and/or
networks. They are important components in a holistic industrial security
concept. With this in mind, Siemens’ products and solutions undergo continuous
development. Siemens recommends strongly that you regularly check for
product updates.

For the secure operation of Siemens products and solutions, it is necessary to
take suitable preventive action (e.g. cell protection concept) and integrate each
component into a holistic, state-of-the-art industrial security concept. Third-party
products that may be in use should also be considered. For more information
about industrial security, visit http://www.siemens.com/industrialsecurity.

To stay informed about product updates as they occur, sign up for a product-
specific newsletter. For more information, visit
http://support.automation.siemens.com.
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Preface

Preface

Objective

This document describes how to configure access protection for a Process
Historian database and which rights are required to do this.

Key content
The following topics will be discussed in detail:
e Setting up a new Process Historian user
e Giving the user the necessary rights

System environment

For the procedure below, it is assumed that the PH is located in a workgroup. If the
PH is located in a domain, the procedure described can be applied to this situation
too.

Note The application description "Integration of Process Historian/Information Server
in the PCS 7 Environment" describes how a Process Historian installed in the
workgroup is added to a domain and the configuration steps that need to be
carried out. You can find the description at:
http://support.automation.siemens.com/\WW/view/en/66579062

Scope
The instructions were generated using Process Historian 2013 / PCS 7 V8.0 SP1.

Note In the configuration example, the Process Historian is running on a Windows
Server 2008 R2.
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1 Introduction

1 Introduction

A user account with administrator rights is required for the installation of a Process
Historian. Following the installation, this user is assigned the roles "sysadmin" for
the SQL server and "db_owner" for the database. The user thus has unrestricted
access to SQL Server Management Studio and the "Historian Storage" database.
Using SQL Server Management Studio, the user can change data in the Process
Historian database with the aid of SQL queries.

In order to protect the database from tampering, the user logged into the operating
system must not have unrestricted rights to the "Historian Storage" database.

The instructions below describe how to configure a user account with restricted
rights.

Note The PH is a service-based application. This means that data from the OS
systems will continue to be stored on the PH after deactivating the computer or
logging out a user account.
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2 PH database access protection

2 PH database access protection

Requirements

A new user account will be required for authorized maintenance personnel in order
to carry out diagnostics and maintenance work on the PH. The user account must
have administrator rights to ensure unrestricted access to the Process Historian
Management Console.

In the text which follows, we will set up the following two user accounts:
¢ "PHMaintenanceUser" for maintenance personnel with administrator rights
¢ "PHMachineUser" for a standard user without administrator rights

2.1 "PHMaintenanceUser" user account

Below we will set up the user account "PHMaintenanceUser" for maintenance
personnel and allocate it to the Local Administrators group. This user account has
no access to the PH database.

Operating instruction

1. Open the Windows Start menu and type "Computer Management" into the
search box. Click on "Computer Management" to open it.

Figure 2—1

Programs (1)

B8 Computer Management

Control Panel (&)

B personalize vour computer

14 llow, remote access to your computer
'8 Change when the computer sleeps
155 View devices and prinkers

14 view advanced system settings

% Change system sounds

£ See more resuls

|CumuuterManagement\ I B4 Logoff |»

(’starti & = éil

2. Navigate to "Local Users and Groups > Users". Select the "Users" folder and
then select "New User..." from the context menu.

Figure 2-2
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3. Enter the user name "PHMaintenanceUser" and create a password for the user

account.
Figure 2-3
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4. To set up the user account, click the "Create" button and close the input
window.

5.  Within "Computer Management”, navigate to "PHMaintenanceUser" and select
"Properties” from the context menu.

Figure 2—4
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6. Select the "Member Of" tab and click the "Add..." button.
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Figure 2-5
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7. Enter "Administrators" and click "OK".
Figure 2—6
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8. Click "Apply" to accept the changes and then close the window.
Figure 2-7
PHMaintenanceUser Properties [ 7]
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Note A new user account "PHMaintenanceUser" with local administrator rights has
been set up.
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Checking authorizations

9. Log in to the PH computer as "PHMaintenanceUser" to check the settings.

10. Open the Windows Start menu and open the path to the application "Siemens
Automation > SIMATIC > Process Historian > Process Historian Management

Console".
Figure 2-8
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Note

The new user "PHMaintenanceUser" will be able to open and operate the

Process Historian Management Console.

11. Open the Windows Start menu and start the application via "Microsoft SQL

Server 2008 R2 > SQL Server Management Studio".
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12. Connect to the SQL instance "HISTORIAN" by clicking the "Connect" button.

Figure 2-9
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2.2 "PHMachineUser" user account

Below we will set up the user account "PHMachineUser" with local user rights for
standard access. This user account has no access to the PH database and does
not have complete support for Process Historian Management Console (PH MMC).

Operating instruction

13. Following steps 1 and 2 in Chapter 2.1, set up a new user with the user name
"PHMachineUser". The user must be a member of the "Users" group.

14. Create a password for the user and click "Create" to set up the user account.

Figure 2-10
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15. Within "Computer Management", navigate to "PHMachineUser" and select
"Properties" from the context menu.
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16. Select the "Member Of" tab.

Figure 2-11
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Note "PHMachineUser" is a member of the "Users" group and has local user rights.
For unrestricted access to the PH MMC, the logged in user requires
administrator rights.
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Table 3—1
Subject area Title
\\ Siemens Industry Online Support http://support.automation.siemens.com
\2\ Download page of the item with: http://support.automation.siemens.com/
"Installing and Commissioning of WW/view/en/66579062
Process Historian/Information Server
in the PCS 7 Environment"
“Setup a new Process Historian with an
existing Historian Storage Database”
"Integration of Process Historian /
Information Server in a Domain"
\3\ Process Historian 2013 - Administration | http://support.automation.siemens.com/
WW/view/en/68099510
\4\ Information Server 2013 - Operating http://support.automation.siemens.com/
Manual WW/view/en/68099543
\5\ Information Server 2013 - http://support.automation.siemens.com/
Administration WW/view/en/68099525
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