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Warranty and liability 
 

Note The Application Examples are not binding and do not claim to be complete regarding the 
circuits shown, equipping and any eventuality. The Application Examples do not represent 
customer-specific solutions. They are only intended to provide support for typical 
applications. You are responsible for ensuring that the described products are used 
correctly. These Application Examples do not relieve you of the responsibility to use safe 
practices in application, installation, operation and maintenance. When using these 
Application Examples, you recognize that we cannot be made liable for any 
damage/claims beyond the liability clause described. We reserve the right to make 
changes to these Application Examples at any time without prior notice. If there are any 
deviations between the recommendations provided in these Application Examples and 
other Siemens publications – e.g. Catalogs – the contents of the other documents have 
priority. 

We do not accept any liability for the information contained in this document. 
Any claims against us – based on whatever legal reason – resulting from the use of 
the examples, information, programs, engineering and performance data etc., 
described in this Application Example shall be excluded. Such an exclusion shall 
not apply in the case of mandatory liability, e.g. under the German Product Liability 
Act (“Produkthaftungsgesetz”), in case of intent, gross negligence, or injury of life, 
body or health, guarantee for the quality of a product, fraudulent concealment of a 
deficiency or breach of a condition which goes to the root of the contract 
(“wesentliche Vertragspflichten”). The damages for a breach of a substantial 
contractual obligation are, however, limited to the foreseeable damage, typical for 
the type of contract, except in the event of intent or gross negligence or injury to 
life, body or health. The above provisions do not imply a change of the burden of 
proof to your detriment. 

Any form of duplication or distribution of these Application Examples or excerpts 
hereof is prohibited without the expressed consent of the Siemens AG. 

 

Security 
informati

on 

Siemens provides products and solutions with industrial security functions that support the 
secure operation of plants, systems, machines and networks. 

In order to protect plants, systems, machines and networks against cyber threats, it is 
necessary to implement – and continuously maintain – a holistic, state-of-the-art industrial 
security concept. Siemens’ products and solutions only form one element of such a 
concept. 

Customer is responsible to prevent unauthorized access to its plants, systems, machines 
and networks. Systems, machines and components should only be connected to the 
enterprise network or the internet if and to the extent necessary and with appropriate 
security measures (e.g. use of firewalls and network segmentation) in place.  

Additionally, Siemens’ guidance on appropriate security measures should be taken into 
account. For more information about industrial security, please visit 
http://www.siemens.com/industrialsecurity.  

Siemens’ products and solutions undergo continuous development to make them more 
secure. Siemens strongly recommends to apply product updates as soon as available and 
to always use the latest product versions. Use of product versions that are no longer 
supported, and failure to apply latest updates may increase customer’s exposure to cyber 
threats.  

To stay informed about product updates, subscribe to the Siemens Industrial Security 
RSS Feed under http://www.siemens.com/industrialsecurity. 

http://www.siemens.com/industrialsecurity
http://www.siemens.com/industrialsecurity
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Preface 
 

Objectives 

This document describes the steps that are to be carried out during the integration 
of a combined Process Historian (PH) and Information Server (IS) in a PCS 7 
environment.  

Core contents 

The following topics will be discussed in detail: 

 Including an ES/OS Single Station in a domain 

 Including an OS server in a domain 

 Including a combined Process Historian / Information Server in a domain 

Validity 

The instructions were generated using: 

 SIMATIC PCS 7 V8.0 SP1 

 Process Historian 2013 

 Information Server 2013 

 

The contents of this document also apply for Process Historian 2014. 

 

Note The configuration example for the ES/OS Single Station is carried out using the 
Windows 7 (64 bit) operating system. Windows Server 2008 R2 (64 bit) was 
used for the combined Process Historian / Information Servers. 
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1 Introduction 
In general, the recommendation to install a Process Historian (PH) in the 
environment provided, e.g. a workgroup or domain, should be followed. This 
procedure reduces the complexity of integration into the productive PCS 7 
environment. 

PCS 7 systems are frequently pre-installed in another environment or computer 
network and prepared as they are operated.  

A typical example here is the installation and configuration of a PCS 7 system 
including Process Historian in a system integrator. Following a successful FAT 
(Factory Acceptance Test), the system is transported to the end customer and 
integrated into the customer environment.  

The instructions below describe how a Process Historian installed in the workgroup 
is added to a domain and which configuration steps need to be carried out.  

For a hands on approach, the following PCS 7 configuration is implemented as an 
example: 

 

Figure 1-1 

 

 

Note The operator stations and the Process Historian must be either operated 
together in a domain or together in a workgroup. It is not permitted to have a 
mixed configuration of domains and workgroups. 

 

Note In case of a workgroup, the users of that particular workgroup should be used. 

In case of a domain, the domain users should be used. 
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2 Installation 
 

Note In the description below, the term 'workgroup' will be used. 

 

Carry out the installation in the environment provided.  

 

Table 2-1 

Environment Note 

Workgroup Install the Process Historian with a user account with administrator 
rights 

Domain Install the Process Historian with a domain user that has local 
administrator rights 

If you would like to operate a Process Historian within a workgroup, the simplest 
method is to install and operate the Process Historian in this workgroup together 
with the workgroup administrator. 

 

Note The description "Installation and commissioning of Process Historian / 
Information Server in the PCS 7 environment" describes all the necessary steps 
for the installation and setup of Process Historian. You can find the description at 
the following link: 

https://support.industry.siemens.com/cs/ww/en/view/66579062 

 

 

https://support.industry.siemens.com/cs/ww/de/view/66579062
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3 Inclusion in the domain 
This section describes how an OS Single Station, an OS server and a combined 
Process Historian / Information Server are included in the domain. 

The following names are predefined for the configuration: 

 Domain name = pcs7sv.local 

 Computer name OS = ESOS03 

 Computer name PH / IS = PH03 

The following users have been created for the domain: 

 User login with local authorizations on the OS server and Process Historian = 
pcs7sv\OSUserDom 

 CCCAPHServer login with local administrator authorizations on the OS server 
= pcs7sv\PHReadyUserETest 

 

Note Knowledge about managing and adding domain users (in the domain controller) 
is taken for granted and is therefore not described in this document.  

 

3.1 ES/OS Single Station 

3.1.1 Including an ES/OS Single Station in the domain 

Operating instruction 

1. Open the Windows Start menu. Right-click on "Computer" and select 
"Properties" from the shortcut menu. 

Figure 3-1 
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2. Click on "Change settings". 

Figure 3-2 

 

 

3. Click the "Change" button. 

Figure 3-3 
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4. Enter the domain and click the "OK" button. 

Figure 3-4 

 

 

5. Restart the computer. 

3.1.2 Extending the local user groups 

In this chapter, the domain user "OSUserDom" is included into the following user 
groups: 

 SIMATIC HMI 

 Users 

 Siemens TIA Engineer 

 SIMATIC NET 

The instruction below describes the inclusion in the user group SIMATIC HMI. The 
procedure is identical for the other user groups. 

Operating instruction 

1. Open the Start menu. Right-click on "Computer" and select "Manage" from the 
shortcut menu. 
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Figure 3-5 

 

 

2. Navigate to "Local Users and Groups > Groups". In the central area, select the 
group "SIMATIC HMI" and select "Properties" from the shortcut menu. 

Figure 3-6 
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3. Click the "Add..." button to add. 

Figure 3-7 

 

 

4. Click the "Locations..." button. You will need to be logged on to the domain for 
authentication. 

Figure 3-8 

 

 

5. Select a domain location and click "OK" to confirm. 

Figure 3-9 
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6. Enter the domain user ("OSUserDom" in the example) that will be logged on to 
the PC at the execution time and click the "OK" button. 

Figure 3-10 

 

 

7. To extend the user group click "Apply" followed by the "OK" button. 

Figure 3-11 

 

 

8. Repeat steps 2 to 7 for the remaining user groups and, once finished, restart 
the ES/OS Single Station. 
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3.1.3 Configuring the "CCCAPHServer" service 

The "CCCAPHServer" service required for Process Historian is started with a 
domain user. Follow the configuration steps in the following operating instruction. 

Operating instruction 

9. Open the configuration wizard from the Start menu "Siemens Automation > 
SIMATIC > PH-Ready > PH-Ready Configuration". 

Figure 3-12 

 

 

10. Click the "Next" button. 

Figure 3-13 
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11. Use the "CCCAPHServer" user (local administrator) in the form "domain\user 
name" and click the "Next" button. 

Figure 3-14 

 

 

12. To finish, click the "Finish" button. 

Figure 3-15 

 

 

13. After completing the configuration, click the "Close" button. 

Figure 3-16 

 

Result 

The domain user "PHReadyUserETest" has been configured as logon user for the 
"CCCAPHServer" service. 
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Figure 3-17 

 

3.1.4 Extending the administrator group to include the "CCCAPHServer" 
user 

1. Open Computer Management. 

2. Navigate to the "Local Users and Groups > Groups" folder. 

3. In the central area, select the group "Administrators" and select "Properties" 
from the shortcut menu. 

4. Add the "CCCAPHServer" user (in this example, "PHReadyUserETest") to the 
local administrators group. 

Figure 3-18 

 

 Note 

The "CCCAPHServer" user must not be logged on when the visualization is 
propagated to the OS system. 

 

3.1.5 Extending the local user group "SIMATIC HMI" to include the 
"CCCAPHServer" user 

1. Open Computer Management. 

2. Navigate to the "Local Users and Groups > Groups" folder. 

3. In the central area, select the group "SIMATIC HMI" and select "Properties" 
from the shortcut menu. 

4. Add the "CCCAPHServer" user (in this example, "PHReadyUserETest") to the 
local "SIMATIC HMI" group. 
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3.2 OS server 

The procedure for including an OS server in a domain is identical to the procedure 
for the ES/OS Single Station. In contrast to the ES/OS Single Station, the domain 
user for the OS server is inserted into the following user groups: 

 Users 

 SIMATIC HMI 

 SIMATIC NET 

 

3.3 Combined Process Historian / Information Server 

3.3.1 Configuration as a domain user 

Operating instruction 

1. Open the Windows Start menu. Right-click on "Computer" and select 
"Properties" from the shortcut menu. 

Figure 3-19 
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2. Click on "Change settings".  

Figure 3-20 

 

3. Click the "Change" button. 

Figure 3-21 
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4. Enter the domain and click the "OK" button. 

Figure 3-22 

 

 

5. Restart the computer. 
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3.3.2 Creating an SQL server login with authorizations 

In the following section, the domain user "PHReadyUserETest" will be added to the 
SQL server. The domain user starts the "CCCAPHServer" service on the OS. 

 

Note The domain user that is added to the OS server for the "CCCAPHServer" service 
does not need sysadmin / DB_Owner authorization in the SQL database. 

 

Creating a user ID 

1. Open the Windows Start menu and start the application via "Microsoft SQL 
Server 2008 R2 > SQL Server Management Studio". 

Figure 3-23 

 

  

2. Connect to the SQL instance "HISTORIAN" by clicking the "Connect" button. 

Figure 3-24 
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3. Within the SQL server, navigate to the "Security > Logins" folder. 

Figure 3-25 

 

 

4. To create a new user ID (login) select "New Login..." from the shortcut menu. 

Figure 3-26 
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5. Click the "Search..." button. 

Figure 3-27 

 

6. Click the "Locations..." button. You will need to be logged on to the domain for 
authentication. 

Figure 3-28 

 

 

7. Select the appropriate domain. 

Figure 3-29 
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8. Enter the user and accept the changes with "OK". 

Figure 3-30 

 

 

9. Click "OK" to create a new login. 

Figure 3-31 

 

Result 

A new SQL server login (user ID) has been created. 
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Assigning authorizations 

The following section includes the necessary steps for assigning the necessary 
authorizations to the SQL server login (user ID).  

10. In "Microsoft SQL Server Management Studio" select the new login and select 
"Properties" from the shortcut menu. 

Figure 3-32 

 

 

11. Select "Server Roles" from the index and check "Server roles:" "public". 

Figure 3-33 
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12. Select "User Mapping" from the index. Map all project databases (typical 
structure is DB_Master_XY) to the new login. Additionally, in the field 
"Database role membership for: ReportServers$HISTORIANTempDB", check 
"public". 

Figure 3-34 

 

 

13. Do the same for the databases "HistorianStorage", 
"ReportServer$HISTORIAN" and "ReportServer$HISTORIANTempDB". 

Figure 3-35 
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14. The PH Services will be started as "Local System". 

Figure 3-36 

 

 

Note 
Carry out the following actions if you require a domain user with full access rights 
to the databases: 

- In the "Server Roles" index (step 11) check "Server roles:" "sysadmin" 
- In the "User Mapping" index (step 12), in the field "Database role 

membership for: ReportServers$HISTORIANTempDB", check 
"db_owner"  

 

3.3.3 Redundant Process Historian 

For a redundant installation, PH Master (Principal), PH Standby (Mirror) and, to 
control availability, the Information Server (Witness) are required. The necessary 
actions are set out below. 

1. The Process Historian Redundancy Service must be started with the new 
domain user on the redundant PH. This service implements functions that are 
necessary for data exchange between two redundant server systems. 

Figure 3-37 

 

 

2. An SQL server login with the necessary user mapping should be applied to all 
systems (PH and IS/Witness). 

3.3.4 Authorizations on the Process Historian 

The domain user "OSUserDom" only has local user rights on the PH, which do not 
allow it to open SQL Server Management Studio. This prevents the local user from 
accessing SQL Server Management Studio and protects the database from 
tampering. 

The figure below shows the message that appears if login is attempted using local 
user rights. 

Figure 3-38 
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If the domain user logs in to the PH with local user rights after a restart (operating 
system login), the Process Historian Management Console (PH MMC) does not 
start automatically. In this case, the application must be executed with 
administrator authorization. The operating instruction below describes the 
necessary steps. 

Operating instruction 

1. Open the Windows Start menu and open the path to the application "Siemens 
Automation > SIMATIC > Process Historian > Process Historian Management 
Console". 

Figure 3-39 

 

 

2. Right-click on "Process Historian Management Console" and select "Run as 
administrator" from the shortcut menu. For authentication, you have to be 
logged in as an administrator. 

Figure 3-40 

 

 

Note If you want PH MMC to start automatically after restarting the PC, the domain 
user must be included in the local group "Administrators". 
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4 Further notes, tips and tricks, etc. 

Domain users and passwords 

Passwords of domain users which are used to execute the "CCCAPHServer" 
service should not be changed. In the event of a change, the logon information for 
the "CCCAPHServer" service on the OS servers must be updated after changing 
the password. The systems must also be restarted. 

The same applies for the "Process Historian Redundancy Service" on the 
redundant Process Historian and the Information Server (Witness).  

Domain users and authorizations 

For security reasons, the operating system login for the OS server and the Process 
Historian should only have local user authorizations. 

If an OS system is operated in a domain, the user who is entered for the 
"CCCAPHServer" service must be a domain user. This domain user must also be 
included in the local user group "SIMATIC HMI" on the OS system. 

If an OS system is included in a domain, the domain user should be included in 
different local user groups. 

Domain users and services 

The logged-in domain user may differ from the domain user with which the 
"CCCAPHServer" service is started. 

The domain user which starts the "CCCAPHServer" service must have 
corresponding authorizations in the SQL Server for the Process Historian and must 
be a member of the local group "Administrators". 

For the purpose of administration and installation, a domain user should be applied 
to the OS and PH as local administrator.  
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5 Appendix 

5.1 Service and Support  

Industry Online Support 

Do you have any questions or need assistance?  

Siemens Industry Online Support offers round the clock access to our entire 
service and support know-how and portfolio.  

The Industry Online Support is the central address for information about our 
products, solutions and services.  

Product information, manuals, downloads, FAQs, application examples and videos 
– all information is accessible with just a few mouse clicks at:  
https://support.industry.siemens.com/ . 

Technical Support 

The Technical Support of Siemens Industry provides you fast and competent 
support regarding all technical queries with numerous tailor-made offers   – ranging 
from basic support to individual support contracts. 

You send queries to Technical Support via Web form:  
www.siemens.com/industry/supportrequest. 

Service offer 

Our range of services includes, inter alia, the following:  

 Product trainings 

 Plant data services 

 Spare parts services 

 Repair services  

 On-site and maintenance services 

 Retrofitting and modernization services 

 Service programs and contracts  

You can find detailed information on our range of services in the service catalog: 
https://support.industry.siemens.com/cs/sc 

Industry Online Support app 

You will receive optimum support wherever you are with the "Siemens Industry 
Online Support" app. The app is available for Apple iOS, Android and Windows 
Phone: 
https://support.industry.siemens.com/cs/ww/en/sc/2067 

 
 

https://support.industry.siemens.com/
http://www.siemens.de/industry/supportrequest
https://support.industry.siemens.com/cs/sc
https://support.industry.siemens.com/cs/ww/en/sc/2067
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5.2 Links and Literature 

Table 5-1  

 Topic Title 

\1\ Siemens Industry Online Support https://support.industry.siemens.com 

\2\ Download page of the item with: 
"Installation, Operation and 
Maintenance of Process 
Historian/Information Server in a PCS 7 
Environment" 
"Setup a new Process Historian with an 
existing Historian Storage Database" 
"Configuring access protection for a 
Process Historian database" 

https://support.industry.siemens.com/cs/
ww/de/view/66579062 

\3\ Process Historian 2013 - Administration https://support.industry.siemens.com/cs/
ww/en/view/68099510 

\4\ Information Server 2013 - 
Administration 

https://support.industry.siemens.com/cs/
ww/en/view/68099525 

\5\ Information Server 2014:Operating 
Instructions 

https://support.industry.siemens.com/cs/
ww/en/view/68099543 

 

5.3 Change documentation 

Table 5-2  

Version Date Modifications  

V1.0 01/2014 First version 

V1.1 10/2016 notes on user rights administration, chapter 3.1.5 

   

 

https://support.industry.siemens.com/
https://support.industry.siemens.com/cs/ww/de/view/66579062
https://support.industry.siemens.com/cs/ww/de/view/66579062
https://support.industry.siemens.com/cs/ww/en/view/68099510
https://support.industry.siemens.com/cs/ww/en/view/68099510
https://support.industry.siemens.com/cs/ww/en/view/68099525
https://support.industry.siemens.com/cs/ww/en/view/68099525
https://support.industry.siemens.com/cs/ww/en/view/68099543
https://support.industry.siemens.com/cs/ww/en/view/68099543
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