et =2
" SIEMENS _E 2
e e L
:-_-i"- B '&...
- A

- ———

Application Description * 11/2016

Integration of Process Historian /

Information Server in a Domain
SIMATIC PCS 7

https://[support.industry.siemens.com/cs/ww/de/view/66579062



https://support.industry.siemens.com/cs/ww/de/view/66579062

Warranty and liability

Copyright © Siemens AG 2016 All rights reserved

Warranty and liability

Note The Application Examples are not binding and do not claim to be complete regarding the
circuits shown, equipping and any eventuality. The Application Examples do not represent
customer-specific solutions. They are only intended to provide support for typical
applications. You are responsible for ensuring that the described products are used
correctly. These Application Examples do not relieve you of the responsibility to use safe
practices in application, installation, operation and maintenance. When using these
Application Examples, you recognize that we cannot be made liable for any
damage/claims beyond the liability clause described. We reserve the right to make
changes to these Application Examples at any time without prior notice. If there are any
deviations between the recommendations provided in these Application Examples and
other Siemens publications — e.g. Catalogs — the contents of the other documents have
priority.

We do not accept any liability for the information contained in this document.

Any claims against us — based on whatever legal reason — resulting from the use of
the examples, information, programs, engineering and performance data etc.,
described in this Application Example shall be excluded. Such an exclusion shall
not apply in the case of mandatory liability, e.g. under the German Product Liability
Act (“Produkthaftungsgesetz”), in case of intent, gross negligence, or injury of life,
body or health, guarantee for the quality of a product, fraudulent concealment of a
deficiency or breach of a condition which goes to the root of the contract
(“wesentliche Vertragspflichten”). The damages for a breach of a substantial
contractual obligation are, however, limited to the foreseeable damage, typical for
the type of contract, except in the event of intent or gross negligence or injury to
life, body or health. The above provisions do not imply a change of the burden of
proof to your detriment.

Any form of duplication or distribution of these Application Examples or excerpts
hereof is prohibited without the expressed consent of the Siemens AG.

Security Siemens provides products and solutions with industrial security functions that support the
informatj  Secure operation of plants, systems, machines and networks.

on In order to protect plants, systems, machines and networks against cyber threats, it is
necessary to implement — and continuously maintain — a holistic, state-of-the-art industrial
security concept. Siemens’ products and solutions only form one element of such a
concept.

Customer is responsible to prevent unauthorized access to its plants, systems, machines
and networks. Systems, machines and components should only be connected to the
enterprise network or the internet if and to the extent necessary and with appropriate
security measures (e.g. use of firewalls and network segmentation) in place.

Additionally, Siemens’ guidance on appropriate security measures should be taken into
account. For more information about industrial security, please visit
http://www.siemens.com/industrialsecurity.

Siemens’ products and solutions undergo continuous development to make them more
secure. Siemens strongly recommends to apply product updates as soon as available and
to always use the latest product versions. Use of product versions that are no longer
supported, and failure to apply latest updates may increase customer’s exposure to cyber
threats.

To stay informed about product updates, subscribe to the Siemens Industrial Security
RSS Feed under http://www.siemens.com/industrialsecurity.

PH Domain Integration
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Preface

Preface

Objectives

This document describes the steps that are to be carried out during the integration
of a combined Process Historian (PH) and Information Server (IS) ina PCS 7
environment.

Core contents
The following topics will be discussed in detail:
¢ Including an ES/OS Single Station in a domain

¢ Including an OS server in a domain

¢ Including a combined Process Historian / Information Server in a domain

Validity
The instructions were generated using:
e SIMATIC PCS 7 V8.0 SP1
e Process Historian 2013
e Information Server 2013

The contents of this document also apply for Process Historian 2014.

Note The configuration example for the ES/OS Single Station is carried out using the
Windows 7 (64 bit) operating system. Windows Server 2008 R2 (64 bit) was
used for the combined Process Historian / Information Servers.

PH Domain Integration
Entry ID: 66579062, V1.1, 11/2016 3
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1 Introduction

In general, the recommendation to install a Process Historian (PH) in the
environment provided, e.g. a workgroup or domain, should be followed. This
procedure reduces the complexity of integration into the productive PCS 7
environment.

PCS 7 systems are frequently pre-installed in another environment or computer
network and prepared as they are operated.

A typical example here is the installation and configuration of a PCS 7 system
including Process Historian in a system integrator. Following a successful FAT
(Factory Acceptance Test), the system is transported to the end customer and
integrated into the customer environment.

The instructions below describe how a Process Historian installed in the workgroup
is added to a domain and which configuration steps need to be carried out.

For a hands on approach, the following PCS 7 configuration is implemented as an
example:

Figure 1-1

Process Historian,
Information Server,
Information Server Client
MS Server 2008 R2 64 Bit

Terminal Bus

OS Single Station

|
Windows 7, 64 Bit =
i; 'ESOS03 'M

Plant Bus

o

Note The operator stations and the Process Historian must be either operated
together in a domain or together in a workgroup. It is not permitted to have a
mixed configuration of domains and workgroups.

Note In case of a workgroup, the users of that particular workgroup should be used.
In case of a domain, the domain users should be used.

PH Domain Integration
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2 Installation

Note In the description below, the term 'workgroup' will be used.

Carry out the installation in the environment provided.

Table 2-1
Environment Note
Workgroup Install the Process Historian with a user account with administrator
rights
Domain Install the Process Historian with a domain user that has local
administrator rights
If you would like to operate a Process Historian within a workgroup, the simplest
method is to install and operate the Process Historian in this workgroup together
with the workgroup administrator.
Note The description "Installation and commissioning of Process Historian /

Information Server in the PCS 7 environment" describes all the necessary steps
for the installation and setup of Process Historian. You can find the description at
the following link:

https://support.industry.siemens.com/cs/ww/en/view/66579062

PH Domain Integration
Entry ID: 66579062, V1.1, 11/2016 6
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3 Inclusion in the domain

3

Note

3.1

3.1.1

Inclusion in the domain

This section describes how an OS Single Station, an OS server and a combined
Process Historian / Information Server are included in the domain.

The following names are predefined for the configuration:
e Domain name = pcs7sv.local

e Computer name OS = ESOS03

e Computer name PH /IS = PHO3

The following users have been created for the domain:

e User login with local authorizations on the OS server and Process Historian =
pcs7sviOSUserDom

e CCCAPHServer login with local administrator authorizations on the OS server
= pcs7sv\PHReadyUserETest

Knowledge about managing and adding domain users (in the domain controller)
is taken for granted and is therefore not described in this document.

ES/OS Single Station

Including an ES/OS Single Station in the domain

Operating instruction

1. Open the Windows Start menu. Right-click on "Computer" and select
"Properties" from the shortcut menu.

Figure 3-1

[ srcrene

& SIMATIC WinCC Explorer 4

* Computer Management
_;' Getting Started >
! Connect to a Projector
l«,‘(;. Remote Desktop Connection
< / Paint

Sticky Notes

S seping Tool

»  AlPrograms

|Seuchp'oqemsendfies (:) Log off >[

[ 7start ‘ e _" »

PH Domain Integration
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3 Inclusion in the domain

2. Click on "Change settings".
Figure 3-2

&3 [ searchc

fle Edt Uiew Tooks Help

@
Control Panel Home view basic information about your computer
18 Device Manager Windows ed
) Remote settings Windaws 7 Enterprise
B svstem pratecton Copyright @ 2008 Microsoft Corporation, Al rights reserved.
) Service Pack 1
18 Advanced system settings
[
Rating: System rating is nat available
Processor! Inkel(R) XeoniR) CPU ES-2660 0@ 2.20GHz 2,20 GHz (2
processors)
Installed memory (RAM): 4,00 GB
System type: &4-bit Operating System
Pen and Tauch: o Pen or Touch Input is available For this Display
Computer name, domain, and workaroup setting:
Computer name: ESOS03 | i Change settings |
Ful computer name; ES0503.pes7sv.local
Computer description: WISPIENEE4 Basis
Domain: pes7sv.local

Windows activati

Windows is activated b s
see also enuine -
Microsoft

Software

Product ID: 00392-918-5000002-85737  Change product key

Action Center
Windows Update Learn mare orline. ..

Performance Information and
Tools

3. Click the "Change" button.
Figure 3-3

Computer Mame | Hardwarel Advancedl Spstem Proteclionl Flemotel

Windows uzes the following information to identify pour computer
on the netwark.

Computer description;

Far example: "kitchen Computer” or "Mary's

Computer.
Full computer name: ESOS03 posdey.local
Dromain: poefay local

To uze a wizard to join a domain or workgroup, click Metwark 1D, |
Metwork 1D —

To rename this computer or change its domain or
workgroup. click Chahge.

Change. ..

]

(] 4 I Cancel Apply

PH Domain Integration
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4. Enter the domain and click the "OK" button.
Figure 3-4
Computer Mame,/Domain Changes

You can change the name and the membership of thiz
computer. Changes might affect access to nebwark resources.

e

Computer name:
|Esc|503

Full computer name:
ESOS03 poefav.local

More. |

~ Member of
¢ Domain:

Ipcs?sv.local

" workgroup:

] 4 | Cahcel |

5. Restart the computer.
3.1.2 Extending the local user groups

In this chapter, the domain user "OSUserDom" is included into the following user

groups:
e SIMATIC HMI
e Users

e Siemens TIA Engineer
e SIMATIC NET
The instruction below describes the inclusion in the user group SIMATIC HMI. The
procedure is identical for the other user groups.
Operating instruction

1. Open the Start menu. Right-click on "Computer" and select "Manage" from the
shortcut menu.

PH Domain Integration
Entry ID: 66579062, V1.1, 11/2016 9
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3 Inclusion in the domain

Figure 3-5

.' Gatting Started

! Connect to a Projectar

*;) FRemote Desktop Connection
Sticky Notes

u!ga Snipping Tool

EM&H‘UIB

» All Programs

[ earch programs and fies

2. Navigate to "Local Users and Groups > Groups". In the central area, select the
group "SIMATIC HMI" and select "Properties" from the shortcut menu.

Figure 3-6

L!Cumputer Management

File  Action Wiew Help

=100

e=|2E XRE = |

(3 Task Scheduler

2] Event viewer

2| Shared Folders

= ¥ Local Users and Groups
| Users

(%) Performance
&= Device Manager
= &5 storage
=5 Disk Management
4 Services and Applications

PElBackup Operators

% Cryptagraphic Operators
¥ pistributed COM Users
PelEvert Log Readers

_ﬁ Guests

Pelis_1usRs

:E Metwork Configuration Operators
% Performance Log Users

_\E Performance Monitor Users
e power Users

Remate Desktop Users

ﬂ‘_, Replicator

Pelusers

ﬂ‘ Siemens TIA Engineer

A Computer Management {Local) Marme: | Description Actions
=} System Tools & administrators Administrators have complete and u,.,

Backup Operators can override secu...
Members are authaorized ko perfarm ...
Members are allowed to launch, acti...
Members of this group can read eve. ..
Guests have the same access as me. .,
Built-in group used by Internet Infar...
Members in this group can have som,..
Members of this group may schedule. ..
Members of this group can access p...
Power Users are included For backw. ..
Members in this group are granted t...
Supports file replication in a domain
Users are prevented from making ac...
Administration of Siemens TIA products

Add to Group

Mare Actions

More Ackions »

% SIMATIC HML S rifiguration
*‘J SIMATIC HMI WIEWER All Tasks ¥ |ad only access
BelSTMATIC NET

. Delet:
%501 Server20055GL BrowserlsersEs., Ra £e have the requ...
/5QLServerMssQLServerADHelperUs. . iy have the requ...
_ﬁ 5CLServerM3SQLUser $ESOSO3HWIN, TN have the requ...

el sl serversqLagentUserbESOS035, have the requ...

PH Domain Integration
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3 Inclusion in the domain

3. Click the "Add..." button to add.
Figure 3-7
SIMATIC HMI Properties HE

General I

% SIMATIC Hil

Description: ISIMATIC HHI GROUP

embers:

A 2 drinistrator

Changes to a uzer's group membership

Add... Bemove | are not effective until the next time the

uzer logs on,

ak. I Cancel | Apply Help

4. Click the "Locations..." button. You will need to be logged on to the domain for
authentication.

Figure 3-8
Select Users, Computers, Service Accounts, or Groups [ 7] x] i E3

Enter Network Password

Select this object ype: Enter the name and passward of an accourt with permissions for pes7sv.local.
|U sers, Service Accounts, of Groups Dbject Types... | For example user, user@example. microsoft.com, or domain|user name:
Eram this location:

IPCXTW = B .

Enter the object names to select [examples) - Domain:

| Check Names |
\D Inserta smart card
Advanced... | 0K I Cancel e

£

5. Select a domain location and click "OK" to confirm.

Figure 3-9
Locations 7]
Select the location pou want ta search.
Location:
omain Contollers
PCE7-ETestva
PC57-5 S5UP PA
PCE7V7FISF2
PUSA-Projects
Saudi-Aramen
21 SW-Infrastruktur
e ‘ - |

4

PH Domain Integration
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3 Inclusion in the domain

6. Enter the domain user ("OSUserDom" in the example) that will be logged on to

the PC at the execution time and click the "OK" button.

Figure 3-10
Select Users, Computers, Service Accounts, or Groups ﬂ m
Select this object ype:
IUsers, Service Accounts, or Groups Object Types... |
FErom this location:
Ipcs?sv.local Locations... |
Enter the object names to select [examples]:
05UserDon| Check Mames |
Advanced... | QK | Cancel |
4

7. To extend the user group click "Apply" followed by the "OK" button.

Figure 3-11
SIMATIC HMI Properties

General |

‘k SIMATIC Hil

3

Descriptior: Ismmc HMI GROUP

M embers:

A s dministrator
& PCS7EV05UseDom

Changes to a uzer's group membership

Add... Hemave are not effective until the nest time the

user logs on.

0K I Cancel |

Help

8. Repeat steps 2 to 7 for the remaining user groups and, once finished, restart
the ES/OS Single Station.

PH Domain Integration
Entry ID: 66579062, V1.1, 11/2016
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3.1.3 Configuring the "CCCAPHServer" service

The "CCCAPHServer" service required for Process Historian is started with a
domain user. Follow the configuration steps in the following operating instruction.

Operating instruction

9. Open the configuration wizard from the Start menu "Siemens Automation >
SIMATIC > PH-Ready > PH-Ready Configuration”.

Figure 3-12

@ Windows Media Player ;I
£ windows Update
i KPS Viewer
. Accessories
. Games s
| Greenshot Administrator
. Maintenance et
| Microsoft SOL Server 2005
. Microsoft SQL Server 2008 R2 Pictures
. Microsoft Yisual Studio 2008
. PKZIP Server TMusic
(i Automation License Manager it
Q Komponenten Konfigurator
Security Controller Metwork
. Documentation S
Options and Tools Eriel Eeml
«F; SIMATIC Manager Devices and Printers
. Dokumentation
. PH-Ready Defaulk Programs
Y £ onfiguration
| Produkt-Hinweise Help and Suppart
. SIMATIC MET
| STEPT Bl
4 Back Windows Security
I Search programs and files lﬂ Log off >|

f}startJ Lfe _;:_@J E’"

10. Click the "Next" button.
Figure 3-13

8 Service Configuration Wizard [_ T[]

‘Welcome

Welcome ta the Service Configuration Wizard

This vwizard guides you through the confiuration of the CCCAPHS erver service.
SIMATIC The Service Configuration Wizard ensbles a Windows service to access

B networks. fles, databases, and other resources. which require special user
Process Historian St

Please ask your administrator for refevart user credentials.

e

Previos [ Nemt II Fiish

PH Domain Integration
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3 Inclusion in the domain

11. Use the "CCCAPHServer" user (local administrator) in the form "domain\user
name" and click the "Next" button.

Figure 3-14

& service Configuration wizard

Seryice configuration

SIMATIC
Process Historian

L e

[ O]

Please set up the service settings with the required credentials

- Service to conligurate
Name: CECAPHServer

Current state:  Aunning

New security sefting
€ Fun a5 lacal spstern

' Fun &z network service:

@ Run with user credentials

User [es7evlocahPHReadyUserE Test

Password [eessesne]

Previous |I Net || Firish

12. To finish, click the "Finish" button.

Figure 3-15

&% Service Configuration Wizard

Summary

Plesse veiify the settings.

SIMATIC
Process Historian

I

1= E3

Configuration summary:

The settings for the CCCAPHS erver service with the curtent state will be
changed. The following user credentials will be enabled for the service:

Login: pes?sv.localVPHReadyl serE Test
Passiord: *=7

The service CCCAPHS erver will be restarted

| Click "Finish'" to complete the Servics Configuration Wizard. Configuration

changes wil be applied and the service will sutorastically restart

Previous Nt || Finish ||

13. After completing the configuration, click the "Close" button.

Figure 3-16

Configurating service...

Configuration completed.

I

Result

The domain user "PHReadyUserETest" has been configured as logon user for the
"CCCAPHServer" service.

PH Domain Integration
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3 Inclusion in the domain

3.14

Note

3.15

Figure 3-17

8 Computer Management

File Action  View Help

B EEEEEDES
E3 Computer Management {Local)
= {7} System Tools

5) Task Scheduler
Evert Viewer

CCCAPHServer Mame_+ | Description | Status | StartupT... | Logonas |
5 BitLocker Drive Encryption Service  BDESWC ho... Manual Local System

[z Shared Folders Stop the service £}, Block Level Backup Engine Service  The WEEN... Manual Local System
=) & Local Users and Groups | Restart the service

| Users

£ Bluetooth Support Service The Elueto. Manual Local Service

S BranchCache This servic... Manual Metwork Service

. CCigent Started  Adtomatic  Local System
g Local System

5 Devics Manager
=l {5 Storage

[= Disk Management 5y CCDBUEIS Automatic Local System
1 Eh Crnicar amd e i S CCFClimnt Started Manial I nral Swstam

Extending the administrator group to include the "CCCAPHServer"
user

1. Open Computer Management.
Navigate to the "Local Users and Groups > Groups" folder.

3. Inthe central area, select the group "Administrators" and select "Properties"
from the shortcut menu.

4. Add the "CCCAPHServer" user (in this example, "PHReadyUserETest") to the
local administrators group.
Figure 3-18

Administrators Properties [ 7]

General |

& Administrators
Uy

Administrators have complete and unrestiicted access
to the computer/domain

Description:

Members:

A fdministrator
AIESAdmin
%2, PCS75WADomain Adming
| g% PCS 754 PHAmIn
&5 PCS75WPHReadyU serE Test

A SvAdmin

Changes ta a user's group membership

Add. Femove | are not effective until the next time the

user logs on.

QK I Cancel | Apply Help

The "CCCAPHServer" user must not be logged on when the visualization is
propagated to the OS system.

Extending the local user group "SIMATIC HMI" to include the
"CCCAPHServer" user

1. Open Computer Management.
Navigate to the "Local Users and Groups > Groups" folder.

3. Inthe central area, select the group "SIMATIC HMI" and select "Properties"
from the shortcut menu.

4. Add the "CCCAPHServer" user (in this example, "PHReadyUserETest") to the

local "SIMATIC HMI" group.

PH Domain Integration
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3 Inclusion in the domain

3.2

3.3

3.3.1

OS server

The procedure for including an OS server in a domain is identical to the procedure
for the ES/OS Single Station. In contrast to the ES/OS Single Station, the domain

user for the OS server is inserted into the following user groups:

e Users
e SIMATIC HMI
e SIMATIC NET

Combined Process Historian / Information Server

Configuration as a domain user

Operating instruction

1. Open the Windows Start menu. Right-click on "Computer" and select

"Properties” from the shortcut menu.

Figure 3-19

@ Internet Explorer
C

u

g i\u SQL Server Management Skudio

Process Historian Management
Console

—
- J Motepad

A Command Prompt

ICE

M l Automation License Manager
"“.‘.r Services

:';H Reporting Services Configuration
.'-E Manager

,_'.{f Paint

M Report Builder 3.0

» All Programs

Administrakor

Documents

Open
Network IEBI Manage

Map network drive. ..
Disconnect network drive. ..

Cantrol Pane!

Devices and Printers v Show on Deskbop

Rename

Administrative Tools r

Help and Suppork:

Run...

WWindows Security

I Search programs and files

=

Logoff | »

o] B &
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3 Inclusion in the domain

2. Click on "Change settings".
Figure 3-20

~ Contral Panel

= System and Security ~ System Lm

[ Search Control Panel

view Took Help

Control Panel Home

' Device Manager
! Remoe settings

B Advanced system settings

See also
Action Center
Windows Updste

View basic information about your computer

‘Windows edition

Windaows Server 2008 R2 Standard

Copytight © 2008 Micrasoft Corporation, Al fights
reserved,

Service Pack 1

e,

Processor: Inkel(R) Xeon(R) CPU ES-2660 0 @ 2.206Hz
2,20 GHz (2 processars)

Installed memory (RAM): 6,00 GB

System type: &4-bik Operating System

Pen and Touch: Mo Pen o Touch Input is available for this
Display

Computer name, domain, and workgroup settings

Computer name: PHO3

Full computer name: PHO3. pes7sv. local
Computer description: WZKERZSHd Basis
Domain: prs7sv.local

Windows activati

Windows is activated

Product ID: 00477-001-0000421-84732  Change
product key

Microsoft
software.

Learn more orline, ..

askior, o
lenuine

3. Click the "Change" button.

Figure 3-21

System Properties

Computer Name | Hardwarel Advanced' Hemota'

- b the network.

Computer description:

Full computer name:

D amain:

To rename this computer o change its domain or

wirkgroup, click Change.

L Ywindows uses the following information ta identify pour computer

For example: "115 Production Server'' or

“Accounting Server'
PHO3. pcsFav local

posTav local

PH Domain Integration

ok I Cancel Apply

Entry ID: 66579062, V1.1, 11/2016

17



Copyright © Siemens AG 2016 All rights reserved

3 Inclusion in the domain

4. Enter the domain and click the "OK" button.

Figure 3-22

“f'ou can change the name and the membership of this
noges might affect access to network resources.

3 I

LComputer name:
IPHDS

Full computer narne:
PHO3. pes s local

Hore... |

- Member of
& Domain:

Ipcs?sv. lazal

" Workaroup:

Cancel |

5. Restart the computer.
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3 Inclusion in the domain

3.3.2

Note

Creating an SQL server login with authorizations

In the following section, the domain user "PHReadyUserETest" will be added to the

SQL server. The domain user starts the "CCCAPHServer" service on the OS.

The domain user that is added to the OS server for the "CCCAPHServer" service

does not need sysadmin / DB_Owner authorization in the SQL database.

Creating a user ID

1. Open the Windows Start menu and start the application via "Microsoft SQL
Server 2008 R2 > SQL Server Management Studio”.

Figure 3-23

fé Internet Explarer (64-hit) -
(& Internet Explorer
1 windows Update

. Accessaries

. Administrative Tools

Administrakor

o] SOL Server Business Intelligence Develo

anagement Studio

| Greenshot
. Maintenance
Documents
. Microsoft SOL Server 2008
. Microsoft: SQL Server 2008 R2 I
Computer
| Import and Export Data (32-bit)
. Import and Export Data (&4-bit) Netwark

. Analysis Services
. Configuration Tools

. Performance Tools

. Inkeqgration Services

Control Panel

Devices and Printers

Administrative Tools 3
. Microsoft SQL Server 2008 R.2 Report: Builde_
. Microsoft visual Studio 2005 Help and Suppart:
. Siemens Automation
| SIMATIC x| Run.
4 Back ‘windows Security

I Search programs and files

@J Log off >|

If _'Starti

S & 3

2. Connect to the SQL instance "HISTORIAN" by clicking the "Connect" button.

Figure 3-24
g_!l:onnect to Server E
Microsoft*
Z SQL Server2008r2
Server type: IDatabase Engine j
Server name: j
Authentication: IW’\ndows Authentication j
User name: IPHDE\Administrator j
Pagsword: I
I™ | Bemember password
I| Connect i Cancel | Help Options >
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3 Inclusion in the domain

3. Within the SQL server, navigate to the "Security > Logins" folder.

Figure 3-25

!@Z Microsoft SQL Server Management Studio

File Edit Wiew Debug Tools ‘Window  Community  Help

Ll NewQuery | [y | wfy iy B | [y | 5 H .
E T

conect- 32 2w T [ 5
= | PHORHISTORIAN (SQL Server 10.50.2550 - PHOF\ Administrator)
Databases

=3

o1y ##MS_PolicyEventProcessingLoging #
«;?, ARMS_Policy TsqlExecutionLoging #
£ BUILTIN'Administrators
M CLRLogin
A historianbulkwriter
A, NT AUTHORITY\SYSTEM
£ MT SERVICEYMSSQLEHISTORIAN
5| NT SERVICE}SOLAGentHISTORIAN
H PHOZ Administratar
M PHOZ\MyDomainlser
5| PHOS\SIMATIC Report Administrators
5| PHOS\SIMATIC Report Database Users
fr5] PHOSIMATIC Report Publishers
7] PHOSVSIMATIC Report Users
&, sa

[ Server Roles

[ Credentials

1 Cryptographic Providers

[ Audits

[ Server Audit Specifications

[ Server Objects

4. To create a new user ID (login) select "New Login..." from the shortcut menu.

Figure 3-26

Bl |§ PHOSHISTORIAN (SCL Server 10,50,2550 - PHOZ\Administrator)
[ Databases
= [ Security

=23
Mew Login. .. ##
oy ¥ .
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%ﬁ ~1
’ Refresh
Eﬁ ok} i |
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£ PHOZ\SIMATIC Report Administrators
£ PHOZ\SIMATIC Report Database Users
£ PHOSSIMATIC Report Publishers
%) PHOZ\SIMATIC Repork Users
& 58

[ Server Rales

[ Credentials

3 Cryptographic Providers

3 Audits
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3 Inclusion in the domain

5. Click the "Search..." button.
Figure 3-27

B Lo

 Selecta 8 Seipt - U7 Help

27 General

|__search l

2 Server Roles

5 U Mapping Lagin pame: ]

4 Securables @ Wwindows authentication

]

' Status  50L Server authentication
Password |
Confirm password: [

™| Speciy old password

0ld passward: I
I | Enforce password poficy
I | Enforce password expiration

¥ | User must change password at nest login

Pravider |

Femave |

El

" Mapped to certificate |
" Mapped to asymmetric key |
™ Map ta Credential |
Mapped Credentials T
Server
PHO3WHISTORIAN
Connection:
PHO3 Administrator
S View connection properties
Default database: |master
Default language [t

=]

7

6. Click the "Locations..." button. You will need to be logged on to the domain for

authentication.
Figure 3-28

Select this abject type:
[ or B secuty pincipal Obect Types... |

[windows Sec

Enter Network Password
Enter the name and password of an accounk with permissions for ps7sv lacal

For example user, User@example.microsoft. com, o domainuser name

From this location

IPHE|3 I Locatians... I

Enter the obiect name to select (sxamples)

( Check Names

Advanced Cancel

4

B

Dom

==
\E Inserta smart card

7. Select the appropriate domain.
Figure 3-29

Locations
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Location:
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Computers
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ForeignSecurityFrincipals
LostandFound

Managed Service Accaunts
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Cancel
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8. Enter the user and accept the changes with "OK".

Figure 3-30
Select User or Group

Select this object type:

IUser or Built-in security principal

FErom thiz location:

Object Types... |

Ipcs?sv.local

Enter the object name to select [examples]:

Locations. .. |

PHR eadyl)zerE Tesy

Advanced... |

LCheck Mames |

ok | Cancel |

Result

o
H n " H
9. Click "OK" to create a new login.
Figure 3-31
E Lo Newr [_ o] =]
5 Seiipt - I Helo
2 General
2 Server Roles : T a—
5 User Mapping Login nare: PC575v\PHReaduseiE Test caidl
2 Secursbles & Windows authentication
=
B Status S0 Server authentication
Password [
Confiim password: [
I™ Spediy old password
Ol password [
¥ Enforce passuord policy
F Enforce password expiration,
¥ User must shange password &t nest login
€ Mapped to cetificate [ -
= Mapped to asymmetric key | j
™ Map to Credential [ =1 S
Mapped Credentials Cisdential Provider
Server
PHO3WHISTORIAN
Connection
PHO3 Admiristrator
2 View connection pioperiss
Renove
Feady Defaul datsbase: [master = |
Default language: [<defaus =]

| o || coee |¢

A new SQL server login (user ID) has been created.
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= [ Security
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r_'?| ##M3_PolicyEventProcessingLoging #
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= [ Server Roles
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3 Inclusion in the domain

Assigning authorizations

The following section includes the necessary steps for assigning the necessary

authorizations to the SQL server login (user ID).

10. In "Microsoft SQL Server Management Studio" select the new login and select

"Properties” from the shortcut menu.
Figure 3-32

I [ PHOSIHISTORIAN (SGL Server 10,50,2550 - PHO3\Administrator)
[ Databases
= [ Security
= [ Logins
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M sa
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[ Server Audit Specifications Facets
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Refresh
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11. Select "Server Roles" from the index and check "Server roles:

[ Login Properties - PC575¥\PHReadylserETest [_ o] =]
[ Select 5 Seript - [ Helo
A General
Server role is used to grant server-wide security privileges to a user.
Tser Mappig
' Seouiables
& Status Serverroles:
7] bulkadmin
[ dbereator
] diskadmin
rocessadmin
v
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] sysadmin
Conne
Server.
PHOZ\HIS TORIAN
Connectior:
PHOZ\Administiator
27 View connection properties
Fleady

4
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3 Inclusion in the domain

12. Select "User Mapping" from the index. Map all project databases (typical
structure is DB_Master_XY) to the new login. Additionally, in the field

"Database role membership for: ReportServers$HISTORIANTempDB", check

"public".

Figure 3-34
F Lot
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 Connecro
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[
|

ok C: |
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13. Do the same for the databases "HistorianStorage",
"ReportServer$HISTORIAN" and "ReportServer$HISTORIANTempDB".

Figure 3-35
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[ db_accessadmin
] db_backupoperator
[ db_datarcader
db_dataviter
ib_ddiadmin
b_denydatareader
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3 Inclusion in the domain

Note

3.3.3

3.34

14. The PH Services will be started as "Local System".

Figure 3-36

-E;?;Pmcess Histarian Discovery Service Prowides services.,.  Starbed Autamatic Local System
‘L1 Process Histarian Maintenance Service Prowides services...  Starbed  Aukomatic Local System
{ELSIMATIC Pracess Historian Provides Central ... Started  Automatic Local System

Carry out the following actions if you require a domain user with full access rights
to the databases:
- Inthe "Server Roles" index (step 11) check "Server roles:" "sysadmin"
- Inthe "User Mapping" index (step 12), in the field "Database role
membership for: ReportServers$HISTORIANTempDB", check
"db_owner"

Redundant Process Historian

For a redundant installation, PH Master (Principal), PH Standby (Mirror) and, to
control availability, the Information Server (Witness) are required. The necessary
actions are set out below.

1. The Process Historian Redundancy Service must be started with the new
domain user on the redundant PH. This service implements functions that are
necessary for data exchange between two redundant server systems.

Figure 3-37

{G}-Process Histarian Redundancy Service Provides services,., Started  Automatic | PHReadylserE Test@pesTsv. local |

2. An SQL server login with the necessary user mapping should be applied to all
systems (PH and IS/Witness).

Authorizations on the Process Historian

The domain user "OSUserDom" only has local user rights on the PH, which do not
allow it to open SQL Server Management Studio. This prevents the local user from
accessing SQL Server Management Studio and protects the database from
tampering.

The figure below shows the message that appears if login is attempted using local
user rights.

Figure 3-38

Microsoft*

Z SQLServer2003r2

Server lype: [Database Engine
Server name: [FROZRISTORIAN

Authentication: [windows Authentication

User name: [PEs7sviOsUseom

Password: [

I~ Femember password

Cornect |[ Cancel |  Hep | opions» |
Connect to Server [ ]

|@\ Cannot connect to PHOSIHISTORIAN,
@ additional information:
> Login Falled For user PCS7SVIOSUserDom’, (Microsaft SQL Server, Error: 18456)

oLy
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3 Inclusion in the domain

If the domain user logs in to the PH with local user rights after a restart (operating

system login), the Process Historian Management Console (PH MMC) does not
start automatically. In this case, the application must be executed with
administrator authorization. The operating instruction below describes the

necessary steps.

Operating instruction

Note

1. Open the Windows Start menu and open the path to the application "Siemens
Automation > SIMATIC > Process Historian > Process Historian Management

Console".
Figure 3-39

Greenshat ;I
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Microsoft visual Studio 2008
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L

1 Back.

O5UserDom
Documents
Computer

Metwiork

Control Panel
Devices and Printers
Administrative Tools
Help and Support:
Run...

Windows Security

I |5garch programs and files

i'LqJ Log off >|

2. Right-click on "Process Historian Management Console" and select "Run as
administrator" from the shortcut menu. For authentication, you have to be

logged in as an administrator.

Figure 3-40
Open
Author
Open File location

@F!_un as admini

Open with. ..
Fin to Taskbar
Pin to Stark Menu

Restare previous versions

Send ko 3

Cuk
Copy

' Delete
' Rename

] Properties

If you want PH MMC to start automatically after restarting the PC, the domain
user must be included in the local group "Administrators".
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4 Further notes, tips and tricks, etc.

4 Further notes, tips and tricks, etc.

Domain users and passwords

Passwords of domain users which are used to execute the "CCCAPHServer"
service should not be changed. In the event of a change, the logon information for
the "CCCAPHServer" service on the OS servers must be updated after changing
the password. The systems must also be restarted.

The same applies for the "Process Historian Redundancy Service" on the
redundant Process Historian and the Information Server (Witness).

Domain users and authorizations

For security reasons, the operating system login for the OS server and the Process
Historian should only have local user authorizations.

If an OS system is operated in a domain, the user who is entered for the
"CCCAPHServer" service must be a domain user. This domain user must also be
included in the local user group "SIMATIC HMI" on the OS system.

If an OS system is included in a domain, the domain user should be included in
different local user groups.

Domain users and services

The logged-in domain user may differ from the domain user with which the
"CCCAPHServer" service is started.

The domain user which starts the "CCCAPHServer" service must have
corresponding authorizations in the SQL Server for the Process Historian and must
be a member of the local group "Administrators".

For the purpose of administration and installation, a domain user should be applied
to the OS and PH as local administrator.

PH Domain Integration
Entry ID: 66579062, V1.1, 11/2016 27



5 Appendix

Copyright © Siemens AG 2016 All rights reserved

5 Appendix

5.1 Service and Support

Industry Online Support
Do you have any questions or need assistance?

Siemens Industry Online Support offers round the clock access to our entire
service and support know-how and portfolio.

The Industry Online Support is the central address for information about our
products, solutions and services.

Product information, manuals, downloads, FAQs, application examples and videos
—all information is accessible with just a few mouse clicks at:
https://support.industry.siemens.com/ .

Technical Support

The Technical Support of Siemens Industry provides you fast and competent
support regarding all technical queries with numerous tailor-made offers — ranging
from basic support to individual support contracts.

You send queries to Technical Support via Web form:
www.siemens.com/industry/supportrequest.

Service offer
Our range of services includes, inter alia, the following:
e Product trainings
e Plant data services
e Spare parts services
e Repair services
e On-site and maintenance services
e Retrofitting and modernization services
e Service programs and contracts

You can find detailed information on our range of services in the service catalog:
https://support.industry.siemens.com/cs/sc

Industry Online Support app

You will receive optimum support wherever you are with the "Siemens Industry
Online Support" app. The app is available for Apple iOS, Android and Windows
Phone:

https://support.industry.siemens.com/cs/ww/en/sc/2067

PH Domain Integration
Entry ID: 66579062, V1.1, 11/2016 28


https://support.industry.siemens.com/
http://www.siemens.de/industry/supportrequest
https://support.industry.siemens.com/cs/sc
https://support.industry.siemens.com/cs/ww/en/sc/2067

Copyright © Siemens AG 2016 All rights reserved

5 Appendix

5.2 Links and Literature
Table 5-1
Topic Title
\1\ Siemens Industry Online Support https://support.industry.siemens.com
\2\ Download page of the item with: https://support.industry.siemens.com/cs/
"Installation, Operation and ww/de/view/66579062
Maintenance of Process
Historian/Information Server in a PCS 7
Environment"
"Setup a new Process Historian with an
existing Historian Storage Database"
"Configuring access protection for a
Process Historian database"
\3\ Process Historian 2013 - Administration | https://support.industry.siemens.com/cs/
ww/en/view/68099510
\4\ Information Server 2013 - https://support.industry.siemens.com/cs/
Administration ww/en/view/68099525
\5\ Information Server 2014:Operating https://support.industry.siemens.com/cs/
Instructions ww/en/view/68099543
5.3 Change documentation
Table 5-2
Version Date Modifications
V1.0 01/2014 First version
Vi1 10/2016 notes on user rights administration, chapter 3.1.5
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