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Legal information

Use of application examples
Application examples illustrate the solution of automation tasks through an interaction of several
components in the form of text, graphics and/or software modules. The application examples are
a free service by Siemens AG and/or a subsidiary of Siemens AG ("Siemens"). They are
non-binding and make no claim to completeness or functionality regarding configuration and
equipment. The application examples merely offer help with typical tasks; they do not constitute
customer-specific solutions. You yourself are responsible for the proper and safe operation of the
products in accordance with applicable regulations and must also check the function of the
respective application example and customize it for your system.

Siemens grants you the non-exclusive, non-sublicensable and non-transferable right to have the
application examples used by technically trained personnel. Any change to the application
examples is your responsibility. Sharing the application examples with third parties or copying the
application examples or excerpts thereof is permitted only in combination with your own products.
The application examples are not required to undergo the customary tests and quality inspections
of a chargeable product; they may have functional and performance defects as well as errors. It is
your responsibility to use them in such a manner that any malfunctions that may occur do not
result in property damage or injury to persons.

Disclaimer of liability
Siemens shall not assume any liability, for any legal reason whatsoever, including, without
limitation, liability for the usability, availability, completeness and freedom from defects of the
application examples as well as for related information, configuration and performance data and
any damage caused thereby. This shall not apply in cases of mandatory liability, for example
under the German Product Liability Act, or in cases of intent, gross negligence, or culpable loss of
life, bodily injury or damage to health, non-compliance with a guarantee, fraudulent
non-disclosure of a defect, or culpable breach of material contractual obligations. Claims for
damages arising from a breach of material contractual obligations shall however be limited to the
foreseeable damage typical of the type of agreement, unless liability arises from intent or gross
negligence or is based on loss of life, bodily injury or damage to health. The foregoing provisions
do not imply any change in the burden of proof to your detriment. You shall indemnify Siemens
against existing or future claims of third parties in this connection except where Siemens is
mandatorily liable.

By using the application examples you acknowledge that Siemens cannot be held liable for any
damage beyond the liability provisions described.

Other information
Siemens reserves the right to make changes to the application examples at any time without
notice. In case of discrepancies between the suggestions in the application examples and other
Siemens publications such as catalogs, the content of the other documentation shall have
precedence.

The Siemens terms of use (https://support.industry.siemens.com) shall also apply.

Security information
Siemens provides products and solutions with Industrial Security functions that support the secure
operation of plants, systems, machines and networks.

In order to protect plants, systems, machines and networks against cyber threats, it is necessary
to implement — and continuously maintain — a holistic, state-of-the-art industrial security concept.
Siemens’ products and solutions constitute one element of such a concept.

Customers are responsible for preventing unauthorized access to their plants, systems, machines
and networks. Such systems, machines and components should only be connected to an
enterprise network or the Internet if and to the extent such a connection is necessary and only
when appropriate security measures (e.g. firewalls and/or network segmentation) are in place.

For additional information on industrial security measures that may be implemented, please visit
https://www.siemens.com/industrialsecurity.

Siemens’ products and solutions undergo continuous development to make them more secure.
Siemens strongly recommends that product updates are applied as soon as they are available
and that the latest product versions are used. Use of product versions that are no longer
supported, and failure to apply the latest updates may increase customer’s exposure to cyber
threats.

To stay informed about product updates, subscribe to the Siemens Industrial Security RSS Feed
at: http://www.siemens.com/industrialsecurity.
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1 Introduction

NTP time synchronization

The Network Time Protocol (NTP) is a standard for synchronizing clocks in
computer networks. The UDP port 123 is reserved for NTP. This example uses the
NTP functionality of the operating system.

Operator Station PC Station

In PCS 7, an Operator Station with the "WinCC Time Synchronization" application
has an integrated option of time synchronization. For clock synchronization of the
PC station, you must configure the "WinCC Timesynchronization" application.

Process Historian and Information Server

The Process Historian and Information Server do not have internal functionality for
time synchronization. This description assumes that the time synchronization in the
PCS 7 system, including the OS systems, is configured and functioning correctly.
With the help of Microsoft Windows, the time of the PH and IS is synchronized with
the OS Server.

Overview

The overview below shows the PH and IS computers in the PCS 7 environment
that are to be synchronized. The network is operated in a workgroup.

IS Client

_ Front-End Firewall

OS Clients
Information Server
" : JEE RS Back-End Firewall
OS-Serve: NTP S JIJ N I: m Process Historian

Plant
Bus

ol I

In this example, we will use the following computer names:
Process Historian = PHO1 = Windows Server 2012 R2
Information Server = 1S80 = Windows 10

OS Serverl = SVB0A = Windows Server 2016 = IP 172.80.0.2
OS Serverl = SV80B = Windows Server 2016 = IP 172.80.0.3

PH_IS_time_synchronisation
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lintroduction

In this document you will find instructions for clock synchronization in small PCS 7
systems without an external DCF77 time master and without a domain controller
(DC).

Note:

An IS client can also be time-synchronized using the NTP procedure. The
procedure is comparable to PH / IS time synchronization.

PH_IS_time_synchronisation
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2Time synchronization via the NTP method

2

2.1

Time synchronization via the NTP method

All PC stations of a PCS 7 system can be synchronized via the NTP process. With
the NTP procedure, the network components retrieve the time cyclically and
actively from an NTP server. In devices without central system clock it is
recommended to use a redundant OS server pair. An NTP server is configured
using the Group Policy Objects (GPOSs) settings at the appropriate PC station. This
procedure is described step by step in the following sections. If the NTP server,
which is configured on a non-redundant computer, fails, a project-specific solution
must be worked out (e.g. synchronization via the Internet or another NTP server).

Requirements

e The service "Windows Time" (service name "W32Time") must be started on all
computers to be synchronized.

The "Startup type" of the service must be "Automatic (Delayed Start)".
¢ Inthe Windows Firewall, create an incoming rule that
allows connections for the UDP port "123".

PH_IS_time_synchronisation
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3 Start the Windows time service

1. Click the "Find" icon in the taskbar.

2. Enter "Computer Management".

| Computer Management I
5 : —

3. Start "Computer Management".

Best match

' fg.'r' Computer Management
’ Desktop app

1:' Administrative Tools

Control panel

4. Navigate to the "Services and Applications > Services" folder.

5. Open the Properties object of the "Windows Time" service with a right mouse
click.

PH_IS_time_synchronisation
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3Start the Windows time service

6. Configure the "Startup type

& Computer Management

File Action View Help

e 2 Ec= HE » 0w

;g- Computer Management (Local)
v (i} System Tools
@ Task Scheduler
2] Event Viewer
[z| Shared Folders
#% Local Users and Groups
(&) Performance
o Device Manager
v &3 Storage
@ Windows Server Backup
7 Disk Management

= Services and Applications

i») Routing and Remote Access

Services

g WMI Control
& Message Queuing

. Services

Windows Time

Start the service

Description:

Maintains date and time
synchronization on all clients and
servers in the network, If this service
is stopped, date and time
synchronization will be unavailable. If
this service is disabled, any services
that explicitly depend on it will fail to
start.

Name Description Status
-.’.'é;User Data Storage 5db73 Handles sto...

-\,’,'\L’:User Experience Virtualizatio... Provides su...

-E\);User Manager
Q;User Profile Service

~

User Manag... Running

This service .. Running

Gk Virtual Disk Provides m...
-\,’,'\L?;\fnlume Shadow Copy Manages an...
£ WalletService Hosts objec...

Q;WmduwsAudlu Manages au... Running
-,f.‘\) Windows Audic Endpoint B... Manages au... Running
&} Windows Biometric Service  The Windo...
-\S\L’:Wmdﬂw; Camera Frame 5e...  Enables mul...
-&);Wmduws Connection Mana... Makes auto... Running
Q;Windows Driver Foundation... Creates and... Running
&k Windows Encryption Provid... Windows E...

&} Windows Error Reporting Se... Allows error...

£ Windows Event Collectar
&l Windows Event Log

) Windows Firewall
-J.'é;Windows Font Cache Service  Optimizes p...  Running
-\S\L’:Wmdﬂw;ImagaA{qulslt\n... Provides im...

This service ...
This service .. Running
Windows Fi... Running

-&);Wmduws Insider Service WISVC
-&}‘) Windows Installer Adds, modi..
&k Windows License Manager ... Provides inf.. Running
-&):Windﬂw; Management Inst... Providesac.. Running
£ Windows Mobile Hotspot 5... Provides th...
-&)zWinduws Modules Installer  Enables inst...
“ClWindows Presentation Fou... Optimizes p.. Running
-J.'é;Windows Push Notification.
-\S\L’:Wmdﬂw; Push Notification... This service ...
-E\‘)Wmduws Remote Manage.. Windows R... Running
Provides ¢

This service .. Running

\ Extended AStandard

Start

&k Windows Update

ELWinHTTP Web Proxy Auto Sioe

& Wired AutaConfig Pause

-\,‘.‘QEWMI Performance Adaptel Resume

-\,’,‘\L?;Wﬂrk;tat\nn Restart a

0. Xbox Live Auth Manager

" >

&) Xbox Live Game Save All Tasks

€L ¥R_CCOPCXMLWrapper Refresh v

< >
Properties

PH_IS_time_synchronisation
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3Start the Windows time service

Windows Tirne Properties (Local Computer)

Gereral LogOn Recovery Dependencies

Service name:  W32Time

Display name: Windows Time

Description: Maintains date and time synchronization on all ~
ients and servers in the networlc. If this service is w

Path to executable:

CWindows'\system32'evchost exe & LocalService

Startup type: Automatic (Delayed Start) ~

Service status:  Stopped
Start Stop Pause Resume

You can specify the start parameters that apply when you start the service
from here.

Start parameters: |

Cancel Foply

7. Open the context menu of the service "Windows Time" with a right mouse click

and click on "Start" to start the service.

C5 Windows Search Provides co...

Dizabled

Local Syste...

I nral Canvie

Windows Time Maintains d... e F
LhWindows Update Enables the ... Start
'-E:l;WinH'I_I'P Web Proxy Auto-.. WinHTTP i.. M Stop
'-.’il;Wired AutoCenfig The Wired ... I Pause
L’:&WMI Performance Adapter  Provides pe... Y P
.:n . .
%Workstatlon Creates and... Running A Restart
-E:ll}{box Live Auth Manager Provides au... M
C) Xbox Live Game Save This service ... M All Tasks ¥
" XR_CCOPC XMLW N
-:‘ll - raRREr Refresh
Properties
Help
Result:
The Windows Time service is started.
1 Windows Search Provides co... Disabled Local Syste..

Windows Time Maintains d... Running

PH_IS_time_synchronisation
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4

Configuring the NTP Master on the OS
Server SV80A (OS Master)

To configure a PC station (SV80A computer) as an NTP server and thus

to synchronize other PC stations with it, proceed

as follows:

1. Log in with a user with administrative rights.

2. Open the Windows command line by pressing the key combination "Windows

key + R".

3. Enter the command "gpedit.msc" in the input field "Open". This opens the

"Local Group Policy Editor" dialog.

=l Local Group Policy Editor
File Action View Help

e | EE HEE

'=[ Local Computer Policy
~ (il Computer Configuration

| Software Settings

| Windows Settings

| Administrative Templates
~ i User Configuration

| Software Settings

| Windows Settings

_| Administrative Templates

= Local Computer Palicy

Select an item to view its description.  Name

&l Computer Configuration
i User Cenfiguration

4. Inthe tree view, select the folder "Local Computer Policy > Computer
Configuration > Administrative Templates > System > Windows Time Service".

5. Double-click on the "Global Configuration Setting" object in the details window.

=/ Local Group Policy Editor
File Action View Help

e nEl=BEl T

Filesystem
Felder Redirection
Group Policy

7 iscsl
| KDC
7| Kerberos
_| Locale Services
7 Logon
_| Mitigatien Opticns
‘| Met Logon
_| Power Management
‘| Recovery
_| Remote Assistance
_| Remote Procedure Call
| Removable Storage Access
9 Scripts
| Server Manager
“| Shutdown
_| Shutdown Options
| System Restore
| Troubleshooting and Diagnostics
~| Trusted Platform Module Services
| User Profiles
Windows File Protection

| Time Providers

Internet Communication Management

 Windows Time Service

Select an item to view its description.

Setting

| Time Providers

\iz| Global Configuration Settings

The "Global Configuration Setting" dialog opens.

PH_IS_time_synchronisation
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4Configuring the NTP Master on the OS Server SV80A (OS Master)

A Global Configuration Settings

E‘ Global Configuration Settings

(® Not Configured Comment:
() Enabled
() Disabled

Supported cn:

At least Windows Server 2003 operating systems or Windows XP Professional

Opticns:

Help:

Cleck Discipline Parameters
FrequencyCorrectRate |1 S
HoldPeriod |1 =
LargePhaseOffset |0 =
MaxAllowedPhaseOffset |0 -

MaxMNegPhaseCorrection |0 -

=

MaxPosPhaseCorrection |0 -
PhaseCorrectRate |1
PollAdjustFactor |1

SpikeWatchPeriod |1 =

Updatelnterval |1 =

This policy setting allows you to specify Clock discipline and
General values for the Windows Time service (W32time) for
domain controllers including RODCs.

If you enable this policy setting, you can specify the following
Clock discipline, General and RODC parameters for this service.

If you disable or do not configure this policy setting, Windows
Time service uses the defaults of each of the following
parameters.

Several of the following values are scalar, which means that they
only have meaning in relation to one another and are not
defined by specific unit measurements.

FrequencyCorrectRate

This parameter controls the rate at which the W32time corrects
the local clock's frequency. Lower values cause slower
corrections; larger values cause more frequent corrections.
Values that are too low can lead to overcorrection and instability.
Values that are too high can lead to slow synchronization.

Cancel

9. Click the "Apply" button.

PH_IS_time_synchronisation
Entry ID 66579062, V1.0, 01/2019

Activate the option "Enabled".
Make the following settings:
Field Value
FrequencyCorrectRate 3
HoldPeriod 4
LargePhaseOffset 50000000
MaxAllowedPhaseOffset 3
MaxNegPhaseCorrection 4294967295 (max. value)
MaxPosPhaseCorrection 4294967295 (max. value)
PhaseCorrectRate 2
PollAdjustFactor 5
SpikeWatchPeriod 60
Updatelnterval 60
AnnounceFlags 5
EventLogFlags 2
LocalClockDispersion 10
MaxPollInterval 10
MinPollinterval 10
Leave all other values at the default setting.
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4Configuring the NTP Master on the OS Server SV80A (OS Master)

Clock Discipline Parameters

FrequencyCorrectRate |3

3

HeoldPericd |4 =

LargePhaseOffset 50000000 =

4

MaxallowedPhaseOffset |3
MaxMegPhaseCorrection 4294867295
MaxPosPhaseCorrection | 4294967295
PhaseCorrectRate |2 =
PollAdjustFactor |5 =
SpikeWatchPeriod |60 =

Updatelnterval |60 =

This policy setting allows you to specify Clock discipline and
General values for the Windows Time service (W32time) for
domain controllers including RODCs.

If you enable this policy setting, you can specify the following
Clock discipling, General and RODC parameters for this service,

If you disable or do not configure this policy setting, Windows
Time service uses the defaults of each of the following
parameters,

Several of the following values are scalar, which means that they
only have meaning in relation to one another and are not
defined by specific unit measurements,

FrequencyCorrectRate

This parameter controls the rate at which the W32time corrects
the local clock's frequency. Lower values cause slower
corrections; larger values cause more frequent corrections.
Values that are too low can lead to overcorrection and instability.
Values that are too high can lead to slow synchronization.

A Global Configuration Settings O x
E‘ Global Configuration Settings
(O Not Configured Comment:
(®) Enabled |
() Disabled

Supported oni [ At |east Windows Server 2003 operating systems or Windows XP Professional
Opticns: Help:

~

W

10. Click on the "OK" button.

11. In the tree view of the editor " Local Group Policy Editor " select the folder
"Local Computer Policy > Computer Configuration > Administrative Templates
> System > Windows Time Service > Time Provider". The corresponding
objects are displayed in the detail window.

12. Make the following settings:

Object

Setting

Activate Windows NTP Client

Double-click the object and
activate the option "Disabled".

Configuring the Windows NTP
Client

Double-click the object and
activate the option "Disabled".

Activate Windows NTP Server

Double-click the object and
activate the option "Enabled".

13. Close the "Local Group Policy Editor" dialog.

12. start the Windows command prompt as administrator.

To do this, click the "Find" icon in the taskbar and type

"ecmd". The search result now shows the "Command Prompt" program.

Start the program with a right click as "Run as administrator".

13. At the Windows command prompt, type the following commands

(replace "IP address Serverl" and "IP address Server2" with the

IP addresses of the two servers and note the space before the

second IP address):

w32tm /config /manualpeerlist:"<IP-Adresse Serverl>,0x1 <IP-Adresse

Server2>,0x1“/syncfromflags:manual /reliable: YES /update

PH_IS_time_synchronisation
Entry ID 66579062, V1.0, 01/2019
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Example:
w32tm /config /manualpeerlist:"172.80.0.2,0x1 172.80.0.3,0x1*
/syncfromflags:manual /reliable:YES /update

ministr: w32tm /config /manualpeerlist:"1 8.8.2 fsyncfromflags:manual /reliable:YES

completed s ssfully.

ministrator>_

14. after changes to the NTP service (W32time is the service, W32tm the
Application to Service) it must be restarted. You achieve this

via a computer restart.

Alternatively, you can run the following commands at the command prompt:
1. gpupdate /force

2. w32tm /config /update

Starting and stopping the service:

3. net stop w32time

4. net start w32time

Administrato

Computer Policy update has
User Policy update has completed s

Administr
The command completed su

shAdministr
The Windows Time serwvice is stoppin
The Windows Time serwv was stopped s

C:\Usersi\Administr
The Windows Time
The Windows Time

PH_IS_time_synchronisation
Entry ID 66579062, V1.0, 01/2019 13
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5 Configuring NTP Master on OS Server
SV80B (OS Standby)

To configure a PC station (computer SV80B) as a redundant NTP server,
proceed as follows:

1. Perform steps 1 to 6 described in section 1.4 "Configuring the NTP Master on
the OS Server SV80A (OS Master)".

2. Make the following settings in the "Global Configuration Settings" dialog:

Field Value
FrequencyCorrectRate 3
HoldPeriod 4
LargePhaseOffset 50000000
MaxAllowedPhaseOffset 3
MaxNegPhaseCorrection 4294967295 (max. value)
MaxPosPhaseCorrection 4294967295 (max. value)
PhaseCorrectRate 2
PollAdjustFactor 5
SpikeWatchPeriod 60
Updatelnterval 60
AnnounceFlags 10
EventLogFlags 2
LocalClockDispersion 10
MaxPollinterval 10
MinPollinterval 10

5. Leave all other values at the default setting.

PH_IS_time_synchronisation
Entry ID 66579062, V1.0, 01/2019
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& Global Configuration Settings

Ei Global Configuration Settings

At least Windows Server 2003 operating systems or Windows XP Professional

(O Not Cenfigured Comment;
(®) Enabled
() Disabled
Supported on:
Options:

Help:

Clock Discipline Parameters

MaxAllowedPhaseOffset |3
MaxMNegPhaseCorrection (4294967295

MaxPosPhaseCorrection 4294967295

PhaseCorrectRate |2 =
PollAdjustFactor |3
SpikeWatchPeriod B0 =
Updatelnterval |60

General Parameters

Anncunceflags |10
EventLogFlags |2 =
LocalClockDispersion (10 >
MaxPollinterval |10 =
MinPollinterval |10
RequireSecureTimeSyncRequests |0

UtilizeSsITimeData |1

ChainEntryTimeout |16 =
ChainMaxEntries 128 =
ChainMaxHostEntries |4 =
ChainDisable |0 =
ChainLoggingRate |30 =

FrequencyCorrectRate |3 =
HoldPeriod |4 =
LargePhaseOffset 50000000 =

4

This policy setting allows you to specify Clock discipline and General
values for the Windows Time service (W32time) for domain controllers
including RODCs.

If you enable this pelicy setting, you can specify the following Clock
discipline, General and RODC parameters for this service,

If you disable or do not configure this policy setting, Windows Time
service uses the defaults of each of the following parameters.

Several of the following values are scalar, which means that they only
have meaning in relation to one another and are not defined by specific
unit measurements,

FrequencyCorrectRate

This parameter controls the rate at which the W32time corrects the local
clock's frequency. Lower values cause slower corrections; larger values
cause more frequent corrections. Values that are too low can lead to
overcorrection and instability, Values that are too high can lead to slow
synchronization. Default: 4 (scalar).

HeldPeriod

This parameter indicates how many potentially accurate time samples
the client computer must receive in a series before subsequent time
samples are evaluated as potential spikes, After a period of not receiving
any usable time samples, a time client ceases to evaluate time samples
for spikes as soon as the first potentially accurate time sample is received.
When a series of time samples (as indicated by HoldPeriod) is received,
the time client evaluates subsequent time samples for spikes. A time
sample is considered to be a spike when the time difference between a
time sample and the client computer's local clock is greater than that of
the LargePhaseOffset value. Default: Five time samples.

LargePhaseOffset

This parameter specifies the time variation from the client computer's
local clock (phase offset) that a time sample must have to be considered
a spike. Time samples that have time variations larger than the
LargePhaseOffset value are considered spikes. Default: 50,000,000 100-
nanosecond units (ns), which is five seconds.

MaxAllowedPhaseOffset

This parameter contrels how W32time corrects the clock based on the
size of the calculated time variation between the time sample and the
client computer's local clock. If a response is received that has a time
variation that is larger than this valug, W32time sets the client computer's
local clock immediately to the time that is accepted as accurate from the
Metwork Time Protocol (NTP) server. If the time variation is less than this
value, the client computer's local clock is corrected gradually. Default:
300 seconds.

Corce

4. click on the "OK" button.

6. In the tree view of the editor " Local Group Policy Editor " select the folder
"Local Computer Policy > Computer Configuration > Administrative Templates
> System > Windows Time Service > Time Provider". The corresponding
objects are displayed in the detail window.

7. Make the following settings:

Object

Setting

Activate Windows NTP Client

Double-click the object and
activate the option "Enabled".

Configuring the Windows NTP
Client

Double-click the object and
activate the option "Enabled".

PH_IS_time_synchronisation
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Object Setting

Activate Windows NTP Server Double-click the object and
activate the option "Enabled".

. Time Providers

Enable Windows NTP Server Setting State Comment

i=| Configure Windows NTP Client Enabled No
Edit policy setfing. 2] Enable Windows NTP Client Enabled No
Requirements:

At least Windows Server 2003
operating systems or Windows XP

Drofeccinnal

7. Start the Windows command prompt as administrator (section 1.4,

Step 12).

8. At the Windows command prompt, type the following commands
(replace "IP-Address Serverl" and "IP-Address Server2" with the IP
Addresses of both servers):

w32tm /config /manualpeerlist:"<IP-Adresse Serverl>,0x1 <IP-Adresse
Server2>,0x1“/syncfromflags:manual /reliable: YES /update

Example:
w32tm /config /manualpeerlist:"172.80.0.2,0x1 172.80.0.3,0x1*
/syncfromflags:manual /reliable:YES /update
9. after changes to the NTP service (W32time is the service, W32tm the
Application to Service) it must be restarted. You achieve this
via a computer restart.
Alternatively, you can run the following commands at the command prompt:
1. gpupdate /force
2. w32tm /config /update
3. w32tm /resync
Starting and stopping the service:
4. net stop w32time
5. net start w32time

E¥ Administrator: Command Prompt

PH_IS_time_synchronisation
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6Configuring the NTP Client

6
6.1

Configuring the NTP Client

NTP Client on the PH configuration

1. Log in with a user with administrative rights.
2. Enter the command "gpedit.msc" into the Windows command line.

3. Inthe tree view of the editor " Local Group Policy Editor " select the folder
"Local Computer Policy > Computer Configuration > Administrative Templates
> System > Windows Time Service > Time Provider".

4. Double-click on the "Enable Windows NTP Client" object in the detail window
of the editor.

5. Activate the "Enable” option.
6. Click on the "Apply" button and then on the "OK" button.

7. Double-click on the "Configure Windows NTP Client" object in the details
window.

8. Activate the "Enable" option.

9. Select the following settings:

e Enter the IP address of the NTP server in the "NtpServer" input field.
as follows: "<IP-Adresse Serverl>,0x9" (e.g.

172.80.0.2,0x9).

e Forredundant servers, also enter the IP address of the
second NTP server, separated by spaces:

"<|P-Adresse Serverl>,0x9 <IP-Adresse Server2>,0x9"
(e.g.172.80.0.2,0x9 172.80.0.3,0x9).

e Select the entry "NTP" from the dropdown list "Type".

e Enter the value "60" in the input field "SpecialPollinterval”.
e For all other settings take the default values.

10. Click on the "Apply" button and then on the "OK" button.

PH_IS_time_synchronisation
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a Configure Windows NTP Client [ [ S|
5] Configure Windows NTP Client

O Not Configured ~ Comment: A

® Enabled

O Disabled -

Supported on: | At least Windows Server 2003 operating systems or Windows XP Professional A

Options: Help:

NtpServer I172.80.0.2,0x9 172.80.0.3,09 This policy setting specifies a set of parameters for controlling Al

the Windows NTP Client.

Type G : .
If you enable this policy setting, you can specify the following —

CrossSiteSyncFlags 2 o) parameters for the Windows NTP Client.

v

>

{ If you disable or do not configure this policy setting, the
Windows NTP Client uses the defaults of each of the following

ResolvePeerBackoffMinutes |15

<

ResolvePeerBackoffMaxTimes parameters.
(]
7 v NtpServer
- re The Domain Name System (DNS) name or IP address of an NTP
SpecialPollinterval 60 v time source. This value is in the form of ""dnsName,flags""

l

where "“flags"" is a hexadecimal bitmask of the flags for that
host. For more information, see the NTP Client Group Policy
Settings Associated with Windows Time section of the Windows
Time Service Group Policy Settings. The default value is
""time.windows.com,0x09"".

<>

EventLogFlags 0

Type
This value controls the authentication that W32time uses. The o

I oK Il Cancel “ Apply |

11. Start the Windows command prompt as administrator (section 1.4,

Step 12).

At the Windows command prompt, type the following commands

(replace "IP-Address Serverl" and "IP-Address Server2" with the IP
Addresses of both servers):

w32tm /config /manualpeerlist:"<IP-Adresse Server1>,0x1 <IP-Adresse
Server2>,0x1“ /syncfromflags:manual /update

Example:

w32tm /config /manualpeerlist:" 172.80.0.2,0x1 172.80.0.3,0x1*
/syncfromflags:manual /reliable:YES /update

12. after changes to the NTP service (W32time is the service, W32tm the
Application to Service) it must be restarted. You achieve this

via a computer restart.

Alternatively, you can run the following commands at the command prompt:
1. gpupdate /force

2. w32tm /config /update

3. w32tm /resync

Starting and stopping the service:

PH_IS_time_synchronisation
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4. net stop w32time
5. net start w32time

Note
If you want to configure the NTP client functionality on several computers, then it
makes sense to use the commands in a batch file.

6.2 NTP Client on the IS configuration

You can perform the NTP client configuration on the IS analogously to the
configuration in section 1.6.1.

PH_IS_time_synchronisation
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7 To check the time synchronization
7.1 Read out the computer time with the command "net
time"

You can determine the time of different computers in the network with the
command "net time Error! Link reference invalid.>".

Procedure:
1. Create a text file and name the file "NetTime.bat".
Copy the following code into the batch file:
rem get system time of PCs via network
net time \\PHO1
net time \\IS80
net time \\SV80A
net time \SV80B
pause

r

| NetTime.bat - Editor e d———

Datei Bearbeiten Format Ansicht 7

rem get system time of PCs via network

net time WPHO1
net time \S80
net time WSV80A
net time WSVE0B

pause|

2. Adapt the host names to your installation.
3. Double-click on "NetTime.bat".
4. Click on the "Run" button.
x

The publisher could not be verified. Are you sure you want to
mun this software?

Name: Z:\42_Zeitsynchronisation DCF77 Client\MNetTime.bat
Fublisher: Unknown Publisher
Type: Windows Batch File
From: Z:\42_Zeitsynchronisation DCF77 Client\NetTime.bat

l--"‘» This file does niot have a valid digital signature that verfies ts
\@) publisher. You should enty run software from publishers you trust.
= How can | decide what software to un?

PH_IS_time_synchronisation
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Result:

7.2

Procedure:

Result:

This allows you to judge whether the systems are working "to the second"
synchronously.

BEE )

o CAWindows\system32\cmd.exe

[P:%b66_MNIP Time Syncr>rem get system time of PCs via network

Py b KMTPR Tima Cunc“oat +Sma % PHGEA

Current time at “~SPHB1 is 1-18-2017 3:11:18 PM

he command completed successfully.

P-shbh NWTP Time Suncinet time S5 TSRA
Current time at “SISEA iz 1-.18-201% 3:11:18 PH

he command completed successfully.

P=+hh _HNTP Tims Rllnr-')nﬂf time S5 EIRAA
Furrent time at ~~5UBPA is 1-18-201% 3:11:180 PM

he command completed successfully.

P=“hh HNTP Time R'ynr-}npf time S5 EIRAR
Current time at “~SUBOB i= 1-18-201% 3:11:18 PM

he command completed successfully.

Querying a local computer with the command "w32tm
/query /status”

If you want to check a higher accuracy than one second, you can use the
command "w32tm /query /status".

1. Open the application "cmd" on the computer you want to check.
2. Type the command "w32tm /query /status".
3. Press the "Enter" button.

X Administrator: Command Prompt

icrosoft Windows [Version 6.3.96801
Cc» 2013 Microsoft Corporation. All rights reserved.

sUserssAdministrator>wd2tm Aquery Astatus
Leap Indicator: B<{no warning?
Btratum: 2 (secondary reference — syncd hy (SINIP>
Precision: —6 (15.625ms per tick>
Hoot Dispersion: 11.0068545s
Referenceld: BxACS58ABB2 (source IP: 172.8HA.0.2)
Last Successful Sync Time: 1-18-281% 1:31:81 PM
Bource: 172_.80.0.2.0x7?
Foll Interval: 11 <20848s)>

sUszerssAdministrator’

PH_IS_time_synchronisation
Entry ID 66579062, V1.0, 01/2019 21



© Siemens AG 2019 Al rights reserved

7To check the time synchronization

7.3 Query the NTP server with the command "w32tm
/stripchart”
Procedure:
1. Open the application "cmd" on a computer in the network.
Give the command "w32tm /stripchart /computer:<computername> /packetinfo
/samples:1".
Example:
w32tm /stripchart /computer:SV80A /packetinfo /samples:1
3. Press the "Enter" button.
Result:

o Administrator: Command Prompt

icrosoft Windows [Version 6.3.768081
Cc)> 2013 Microsoft Corporation. All rights reserved.

SUserssAdministratorw3d2tm sstripchart Ascomputer:SUBBA packetinfo ssamples:1
racking SUBGAA [172.880.8.2:1231.

ollecting 1 samples.

he current time is 1-18-201%7 1:44:87 PM.
13:44:87 d:—BB.B?BBBiES o:—@8.2585882: [

[NTP Packet]

Leap Indicator: B{no warning?

erzion Mumber: 3

ode: 4 (Serverd

Etratum: 1 (primary reference — syncd by radio clock?

Poll Interval: B C(unspecified)>

Precision: —23 {(119.20%ns per tick>

Root Delay: OxBPA0.8BPAB (unspecified>

Root Dispersion: BxB000.FD25 (18.988845%8=>

Referenceld: Bx4C4F434C (source name: "LOCL">

Pe{gr;nge Timestamp: @xDFEAGEDAGICADA44 (152679 13:A8:18_38194A5= — 192019 2:8
iginate Timestamp: @xDFE1BCY74DF5@92B (152688 12:44:87_3845282=: - 1,18-281% 1:

ransmit Timestamp: BxDFE1BCY?78DCFi221 (152680 12:44:87.853%48%s — 1182019 1:4
1:@7 PH>

Deztination Timestamp: Roundtrip Delay: -18680 (-PA.ABROAA18=>
lLocal Clock Offset: —2G5AS8@28@ (—AB_25A5882s)

sUserssAdministrator>
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8Appendix

8
8.1

Appendix

Service and support

Industry Online Support

Do you have any questions or need assistance?

Siemens Industry Online Support offers round the clock access to our entire
service and support know-how and portfolio.

The Industry Online Support is the central address for information about our
products, solutions and services.

Product information, manuals, downloads, FAQs, application examples and videos
—all information is accessible with just a few mouse clicks:
https://support.industry.siemens.com/

Technical Support

The Technical Support of Siemens Industry provides you fast and competent
support regarding all technical queries with numerous tailor-made offers

— ranging from basic support to individual support contracts. Please send queries
to Technical Support via Web form:

www.siemens.com/industry/supportrequest

SITRAIN - Training for Industry

We support you with our globally available training courses for industry with
practical experience, innovative learning methods and a concept that’s tailored to
the customer’s specific needs.

For more information on our offered trainings and courses, as well as their
locations and dates, refer to our web page:
www.siemens.com/sitrain

Service offer

Our range of services includes the following:
e Plant data services

e Spare parts services

e Repair services

e On-site and maintenance services

e Retrofitting and modernization services
e Service programs and contracts

You can find detailed information on our range of services in the service catalog
web page:
https://support.industry.siemens.com/cs/sc

Industry Online Support app

You will receive optimum support wherever you are with the "Siemens Industry
Online Support" app. The app is available for Apple iOS, Android and Windows
Phone:

https://support.industry.siemens.com/cs/ww/en/sc/2067.
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8.2 Links and literature

Table 8-1

No.

Topic

\1\ Siemens Industry Online Support
https://support.industry.siemens.com.

\2\ Link to this entry page of this application example
https://support.industry.siemens.com/cs/ww/en/view/66579062

\3\
8.3 Change documentation
Table 8-2
Version Date Modifications
V1.0 01/2019 First version
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