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Legal information

Use of application examples
Application examples illustrate the solution of automation tasks through an interaction of several
components in the form of text, graphics and/or software modules. The application examples are
a free service by Siemens AG and/or a subsidiary of Siemens AG (“Siemens”). They are non-
binding and make no claim to completeness or functionality regarding configuration and
equipment. The application examples merely offer help with typical tasks; they do not constitute
customer-specific solutions. You yourself are responsible for the proper and safe operation of the
products in accordance with applicable regulations and must also check the function of the
respective application example and customize it for your system.
Siemens grants you the non-exclusive, non-sublicensable and non-transferable right to have the
application examples used by technically trained personnel. Any change to the application
examples is your responsibility. Sharing the application examples with third parties or copying the
application examples or excerpts thereof is permitted only in combination with your own products.
The application examples are not required to undergo the customary tests and quality inspections
of a chargeable product; they may have functional and performance defects as well as errors. It is
your responsibility to use them in such a manner that any malfunctions that may occur do not
result in property damage or injury to persons.

Disclaimer of liability
Siemens shall not assume any liability, for any legal reason whatsoever, including, without
limitation, liability for the usability, availability, completeness and freedom from defects of the
application examples as well as for related information, configuration and performance data and
any damage caused thereby. This shall not apply in cases of mandatory liability, for example
under the German Product Liability Act, or in cases of intent, gross negligence, or culpable loss of
life, bodily injury or damage to health, non-compliance with a guarantee, fraudulent
non-disclosure of a defect, or culpable breach of material contractual obligations. Claims for
damages arising from a breach of material contractual obligations shall however be limited to the
foreseeable damage typical of the type of agreement, unless liability arises from intent or gross
negligence or is based on loss of life, bodily injury or damage to health. The foregoing provisions
do not imply any change in the burden of proof to your detriment. You shall indemnify Siemens
against existing or future claims of third parties in this connection except where Siemens is
mandatorily liable.
By using the application examples you acknowledge that Siemens cannot be held liable for any
damage beyond the liability provisions described.

Other information
Siemens reserves the right to make changes to the application examples at any time without
notice. In case of discrepancies between the suggestions in the application examples and other
Siemens publications such as catalogs, the content of the other documentation shall have
precedence.
The Siemens terms of use (https://support.industry.siemens.com) shall also apply.

Security information
Siemens provides products and solutions with industrial security functions that support the secure
operation of plants, systems, machines and networks.
In order to protect plants, systems, machines and networks against cyber threats, it is necessary
to implement — and continuously maintain — a holistic, state-of-the-art industrial security concept.
Siemens’ products and solutions constitute one element of such a concept.
Customers are responsible for preventing unauthorized access to their plants, systems, machines
and networks. Such systems, machines and components should only be connected to an
enterprise network or the Internet if and to the extent such a connection is necessary and only
when appropriate security measures (e.g. firewalls and/or network segmentation) are in place.
For additional information on industrial security measures that may be implemented, please visit
https://www.siemens.com/industrialsecurity.
Siemens’ products and solutions undergo continuous development to make them more secure.
Siemens strongly recommends that product updates are applied as soon as they are available
and that the latest product versions are used. Use of product versions that are no longer
supported, and failure to apply the latest updates may increase customer’s exposure to cyber
threats.
To stay informed about product updates, subscribe to the Siemens Industrial Security RSS Feed
at: https://www.siemens.com/industrialsecurity.
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1 Introduction

1.1 Overview

Document contents

This document describes the handling of web server and OPC UA certificates in
the PLC environment. You will learn what possibilities TIA Portal currently offers
and how it is handled.

You will receive instructions for the following points:

e Establishing a secure connection to the web server of a SIMATIC S7-1500
CPU.

e [Establishing a secure connection between the integrated OPC UA server of a
SIMATC S7-1500 CPU and an OPC UA client.

Requirements
The following software environment is required for a successful implementation:
e TIA Portal V15.1
e Windows 7 Prof. or Windows 10
¢ An https-enabled browser, e.g. Internet Explorer V11 or Google Chrome V75

e An OPC UA client that supports a secure connection, e.g. UaExpert from
Unified Automation

e One runtime license for the OPC UA server

A SIMATIC S7-1500 CPU from firmware V2.5 is required as hardware component,
which serves as OPC UA server.

Preparation

Create a new TIA Portal project with your used CPU. Assign a network address to
the CPU.

Make sure that the time of the CPU is set to the current time. A certificate always
contains a period of time in which it is valid. To be able to encrypt with the
certificate, the time of the S7 CPU must also be within this period of time. With a
brand new S7-CPU or after an overall reset of the S7-CPU, the internal clock is set
to a default value that lies outside the certificate runtime. The certificate is then
marked as invalid.

Using Certificates with TIA Portal
Entry ID: 109769068, V1.0, 09/2019 4
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1.2
1.2.1

Description

Principle of operation

General information on certificates

A device certificate (end-entity certificate) is required to establish a secure
connection to a SIMATIC S7-1500 CPU. A device certificate is, for example, a
server certificate for the Web or OPC server.

When the hardware configuration is loaded into the CPU, the device certificate
generated by TIA Portal or created by the user is also loaded automatically.

Creating certificates

Device certificates for the CPU can be obtained in the following ways:
e Manually created and generated by the user.

e Automatically generated by TIA Portal.
For S7-1500 CPUs with firmware V2.0 or higher, TIA Portal automatically
generates the device certificate for the CPU as soon as you activate the web
server of the CPU with the option "HTTPS" or the OPC UA server.

Certificate types

A distinction is made between the following certificate types:

e Self-signed certificate:
Each participant generates his own certificate and signs it. No new certificates
can be derived from a self-signed certificate. However, you must load all self-
signed certificates of the partner devices into the CPU (STOP required).

Application examples: Static configuration with limited number of
communication participants.

e Device certificate signed via a certification authority (short: CA (Certificate
Authority)) and its CA certificate:
All certificates are created and signed by a certification authority.
You only have to load the certificate of the certification authority into the CPU.
The certification authority may generate new certificates. The addition of
partner devices is possible without STOP of the CPU.

Application examples: Dynamically growing plants.

The automatically generated device certificates are issued and signed by the TIA
Portal internal certification authority.

If you manually create the device certificates in TIA Portal, you can select the
option "Self signed" or "Signed by certificate authority".

Figure 1-1
Create a new certificate
CA

Choose how the new certificate is to be signed:

() selfsigned
(8) Gigned by certificate avtharity

CAname: |2:Siemens TIA Project(SKO0VHS9IU-D9 1L v |
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1.2.2

Description

Note

Certificate manager of TIA Portal

You can use the TIA Portal project as a certification authority by selecting the
option "Use global security settings for certificate manager".

A certification authority is a trusted authority that confirms the identity of the
certificate and its creator.

The option decides whether you have access to all certificates in the project or not
and whether you can have the device certificates signed by the CA certificates of
the certification authority or not.

e If you do not use the certificate manager in the global security settings, then
you only have access to the local certificate store of the CPU. You have no
access, for example, to imported certificates or root certificates. Without these
certificates only a limited functionality is available. For example, you can only
generate self-signed certificates.

e If you use the certificate manager in the global security settings, you have
access to the global, project-wide certificate store. For example, you can
assign imported certificates to the CPU or create device certificates issued and
signed by the project's certification authority.

TIA Portal provides two root certificates (CA certificates) for the entire project.

In this example, the TIA Portal Global Certification Manager is activated and
used.

Properties of the certificate manager

If you use the certificate manager in the global security settings, you get an
overview of all certificates used in the project, such as CA certificates and device
certificates, with information about the certificate owner, issuer, validity, use, and
existence of a private key. With the appropriate authorization, you can also
manage certificates for the project there.

Figure 1-2

[l certificate authority (CA) |5} Device certificates [g]. Trusted certificates and root cert...

=2

Certificate authority (CA)

1D | Common name of subject Issuer Valid to Used as Frivate key
1 siemens TIA Project(sZugHXriGka... Siemens TIA Project(s... 06/27/2037 Certification autharit.. Yes

2 Siemens TA Project(SKOOVHSSIU-... Siemens TA Project(.. 0612712037 Centification authorit.. Yes

Using Certificates with TIA Portal
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Functions of the certificate manager

The following functions are available in the certificate manager of the global
security settings:

e Import new certificates and certification authorities.

e Export the certificates and certification bodies used in the project.
e Renewal of expired certificates and certification bodies.

e Replace existing certification bodies.

e Add trusted certificates and certificate authorities.

Figure 1-3
Certificate authority (CA)
ID | Commaon name of subject Issuer Valid to
1 Siemens TIA Project(sZugHXriGka... Siemens TIA Project(s.. 06/27/2037
2 Siemens TIA Project(SK0oWH59IU-... Siemens TIA Project(

Import _

Export
Assign
Show
Renew
Replace
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1.2.3 Self-signed device certificate

Description

Self-signed certificates are certificates whose signature originates from the
certificate holder and not from an independent certification authority.

If you use self-signed certificates, a device certificate is created in TIA Portal for
each CPU and then loaded into the CPU. You must also install this device
certificate in the PC that you are using to access the Web or Internet connection.
OPC server of the CPU.

Self-signed certificates cannot be verified with the CA certificates of the TIA Portal
project.

Manual acquisition

When creating device certificates in TIA Portal, you can select the "Self-signed"”
option. You can create self-signed certificates without being signed up for global
security settings.

Automatic generation

If you do not use the certificate manager in the global security settings, TIA Portal
generates the device certificate as a self-signed certificate.

Important note

If you address the Web or OPC server of the CPU via the IP address of the CPU, a
new device certificate must be created and loaded with each change of the IP
address of an Ethernet-interface of the CPU. The reason is that the identity of the
CPU changes with the IP address.

You can avoid this problem by addressing the CPU with a domain name instead of
its IP address, e.g. "myconveyer-cpu.rooml13.myfactory.com". To do this, you must
manage the domain names of the CPUs via a DNS server.

Using Certificates with TIA Portal
Entry ID: 109769068, V1.0, 09/2019 8
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Description

Certificate signed by a certification authority

Signed certificates are certificates whose signature comes from an independent
certification authority.

If you use certificates signed by a certification authority, one device certificate per
CPU is created in TIA Portal and then loaded into the CPU.

On the PC with which you want to access the web server or OPC server of the
CPU, you do not have to perform any action first.

Manual acquisition

If you use the certificate manager in the global security settings of the CPU, then
you can have the device certificates of the CPU signed by the certification authority
of the project (CA certificate).

You can determine which CA certificate you want to use yourself.

Automatic generation

If you use the certificate manager in the global security settings, TIA Portal
generates a device certificate signed using a CA certificate provided by TIA Portal.

When loading, the CA certificate of the project is also loaded automatically.

Important note

Note

You can access the web server of the CPU via HTTPS from a PC. However, your
web browser will warn you not to use this page, as the web server cannot be
considered trustworthy. To see the page, you must explicitly add the Web page as
an exception. The cause is the missing CA certificate with which the server
certificate of the CPU was signed.

For this reason, it is recommended that you install the CA certificate of the CPU.
Once the CA certificate is installed, your web browser will no longer display a
warning because the web server can be verified.

To install the CA certificate, you have the following options:

e You can download the valid CA certificate directly from the "Intro" homepage of
the web server under "Download certificate". (see section 3.2).

e You can export the CA certificate from TIA Portal and then import the CA
certificate into the browser (see section 2.3).

e You can install the CA certificate directly from TIA Portal (see section 2.2).

For more information, refer to the section 3.

Using Certificates with TIA Portal
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Decision-making aids

Whether it is better to use self-signed device certificates or device certificates that
have been signed by a certification authority depends, among other things, on the
number of CPUs to be reached and the number of accessing PCs.

Self-signed certificates

If you use self-signed device certificates, you must create a separate device
certificate for each CPU, self-sign it, and install this device certificate on your PC.

It becomes complicated if you use several CPUs or PCs:

e If you have several CPUs, you must install the device certificates of all CPUs
on the PC.

e If you want to reach multiple CPUs with multiple PCs, you must install the
device certificates of all CPUs on all PCs.

You must also note that the IP address of the CPU must not change, otherwise you
will have to generate, load and install new device certificates.

Device certificates signed by a CA

Summary

If you want to access different CPUs from different PCs or if you want to add more
CPUs later, then the use of certification authorities is preferred.

You must also create a separate device certificate for each CPU. However, since
all device certificates were signed with the same CA certificate, you only need to
install this one CA certificate on the PC(s).

Regardless of whether you want to reach only one CPU or several CPUs, it is
sufficient to install only one certificate (the CA certificate) on the PC.

You can easily install, export, or download the CA certificate directly from the
Global Certification Manager from the web server home page of the CPU.

Since only the CA certificate must be installed on the PC, you can also change the
IP address of the CPU afterwards without any consequences for the PC side.

The following table serves as an additional decision-making aid:
Table 1-1

Self-signed Certificate authority

1 CPU, 1PC/ Client, + -
no changes planned

n CPUs, m PC / Clients, - +
changes possible

Download the certificate via | - +
web server

Using Certificates with TIA Portal
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2

2.1

Using Certificate management

In TIA Portal, the certificates are managed in the certificate manager of the global
security settings. The certificate manager contains an overview of all certificates
used in the project. In the certificate manager, for example, you can import new
certificates and export, renew, or replace existing certificates. Each certificate is
assigned an ID that can be used to reference the certificate in the program
modules.

Activate and understand

Activate Certificate management

To activate the global security settings, proceed as follows:

1. Mark the CPU in the device or network view. The properties of the CPU are
displayed in the inspection window.

2. Inthe area navigation of the "Properties" tab, select "Protection & Security >
Certificate Manager". Activate the function "Use global security settings for
certificate manager".

Figure 2-1
J General " 10 tags || System constants " Texts |
» System diagnostics A
b g Certificate manager
PLC alarms
b Web server Global security settings

DNS configuration
» Display 1 The global security settings for the certificate manager are not enabled.

Multilingual support = Onlylimited functionality is available.

Time of day |D Use global security settings for certificate manager

~ Protection & Security

Access level

Connection mechanisms Device certificates

ECEm'ﬁcate rnanager’
ID Common name of subject  Issuer Walid until

Security event

3. Confirm the following message with the "OK" button.
Figure 2-2

Certificate manager X

|
The global security certificate manager is enabled, your current
certificate configuration will be lost:

-The private keys cannot be restored.

-The certificates can be exported and used in the global
security certificate manager. s

-You must update your configuration or your program,
since your IDs may have changed.

! oK ’| Cancel
|

Using Certificates with TIA Portal
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Result
The Global Certification Manager is enabled.

Figure 2-3
Certificate manager

Global security settings

The global security settings for the certificate manager are enabled.
You do not have sufficient user rights to make changes in the certificate manager.

@EUSE global security settings for certificate manager

Protect project

After you have activated the global security settings for the certificate manager, you
must protect the project from unauthorized access.

You protect the project by defining a project administrator and logging on with this
user later. You cannot access the certificate manager of the global security settings
without logging in.

Create a project administrator as described below:

1. Double-click on the entry "Settings" in the project navigation under "Security
settings".
Click the "Protect this project” button.

Figure 2-4

Devices

W
ES

Project protection

Password policies e
¥ ] Certificate
ﬁ Add new device
iy Devices & networks
[ PLC_1 [CPU 1516-3 PN/DP]
i3 ungrouped devices Protect this project I
v 55 Security settings

| §4 Settings |

b E=f Security features
[g§ Common data

Eﬂ] Documentation settings

Your project will be protected as soon as
removed again.

This setting cannot be undone.

-

-

k
k
-
» Q) Languages & resources
» p_m Online access
» p_w Card ReaderilUSE memory

2. Define a user name and password. Confirm the password. Click the "OK"
button.

Figure 2-5
Protect project X

Define credentials for the project administrator

User name: uperAdmin

e

Confirm password:

| |
Password: |********* |
| |
Comment: | |

I oK || Cancel |

Using Certificates with TIA Portal
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Result

You have protected the project and appointed a project administrator.

From now on, you can only open the project if you have previously logged on as
the project administrator.

If you have logged in, a line "Certificate manager" will appear under the entry
"Security settings > Security functions" ("Security settings > Security features").
Figure 2-6

i Ei Security settings

§4 Settings
% Users and roles
¥ 5=2 Securityfeatures

_uﬂl Certificate manager
» LG Log files (offline view)

Using Certificates with TIA Portal
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Understanding the Certificate manager

With a double click on the newly appeared line "Certificate manager" in the project
navigation you get access to all certificates in the project, divided into the registers

e Certification authority (CA),
e "Device certificates" and
e "Trusted certificates and root certificates".

TIA Portal provides two root certificates (CA certificates) for the entire project,
which differ in the encryption strength of the hash algorithms for the certificate
signature.:

e The CA certificate with the "ID: 1" contains the certificate signature encrypted
with SHAL.

e The CA certificate with the "ID: 2" contains the certificate signature encrypted
with SHA256.

Devices [§ll Certificate authority (CA)  [[§] Device certificates |, Trusted certificates and root cert...
'] g =
Certificate authority (CA)
¥ _] Certificate ID | Common name of subject a Issuer Valid 1o Used as Frivate key
B Add new device 2 Siemens TIA Project(SKOOVHSSIU-... Siemens TIA Project(.. 06/27/2037 Certification authorit.. Yes
iy Devices & networks 1 Siemens TIA Project(sZugHXriGka... Siemens TIA Project(s... 06/27/2037 Certification authorit.. Yes

» [ PLC_1 [CPU 1516-3 PN/DP]
» [id Ungrouped devices
= £ Security settings.
§9 settings
i Users and roles
- Security feature:

With the certificate manager in the global security settings, you now have the
option to view, export, or import the two root certificates into the TIA portal.
Figure 2-8

Certificate authority (CA)

.. a | Commaen name of subject Issuer Valid to

1 Siemens TIA Project{sZuqHXriGka... Siemens TIA Project(s... 06/27/2037
2 Siemens TIA Project(5K0 ens TIA Project(... 06/27/2037

Import
Export

Assign
Show
Renew

Replace
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2.2 Installing certificate directly

The certificates can also be installed directly on the local PC via the certificate
manager of the global security settings. In the following instructions, the CA
certificate is installed in the Windows certificate store.

Follow these steps for this purpose:

1. Inthe project navigation, open the "Security settings > Security features"
menu. Double-click on the "Certificate manager" line.

2. Select a certificate and use the right mouse button to open the context menu.

Select the "Show" entry.
Figure 2-9
Certificate authority (CA)
.. & | Comman name of subject Issuer

1 Siemens TIA Project(sZugHXriGka... Sieme
2 Siemens TIA Project{SKO

Import £

Export
Assign

Renew

Replace

3. The certificate is shown. To install the certificate locally on the PC, click the
"Install certificate" button.

Figure 2-10
Certificate @

General |Deiai|s | Certification Path

9 Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: Siemens TIA Project{MrFxEMxUIUuac 2nMg 2FCwA)

Issued by: Siemens TIA Project{MNrFxEMxUIUuac 2nMg 2FCyA)

valid from 7/ 3/ 2019 to 7/ 3/ 2037

Install Certificate... || | Issuer St

Learn more about £
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4. Follow the instructions of the Wizard.
- Select the local storage as the storage location.

- Select the certificate store yourself and locate the Trusted Root
Certification Authorities folder.

The "Finish" button imports the certificate into the selected folder. Before the
wizard issues a security warning, which must be acknowledged with "Yes".

Figure 2-11

Certificate Import Wizard @

Completing the Certificate Import
Wizard

The certificate will be imported after you dick Finish.

C.-:_:;‘?I You have specified the following settings:
(ol e o s e NS Trusted Root Certifice
Content Certificate
I T 3

< Back ][ Finish ]|[ Cancel

5. The wizard completes the successful import process with the following
message, which you can confirm with "OK".

Figure 2-12

F ™
Certificate Import Wizard @
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Note

Result

You have imported the certificate from TIA Portal into the Windows certificate store.
To check the import, you can use the Microsoft mmc management console. To do
this, add the Certificates snap-in to the console.

Figure 2-13

Consolel - [Console Root\Certificates - Current User\Trusted Root Certification Authorities\Certificates]
File Action View Favorites Window Help

dRIXED=E

= Console Root Issued To
4 (5 Certificates - Current User [ GTE CyberTrust Global Root
~ [ Personsl
Trusted Root Cerification Authorti Sliocshost
4 [ Trusted Reot Certification Authorities Lol Microsoft Authenticede(tm) Root Authority
| Certificates M ft Root Auth
+ [ Enterprise Trust albicrosoft Root Authority

5] Microsoft Root Certificate Authority
5] Microsoft Root Certificate Authority 2010
» T Trusted Publishers el Microsoft Reot Certificate Autherity 2011
» % Untrusted Certificates 5] Microsoft Root Certificate Authority 2011
] Third-Party Reot Certification Authoriies || 55/ NO LIABILITY ACCEPTED, (c)97 VeriSign, Inc.
5 QuoVadis Reot CA2 G3
[53) QuoVadis Root Certification Authority
5 SecureTrust CA
[ Siemens Automation CA 2016

» [ Intermediate Certification Authorities
> [ Active Directory User Object

> ] Trusted People
| Other People

> [ NemSecCertificates

» [ Centificate Enrollment Requests

» [ SCT_STORE

> [ SINEMA RC Client

Issued By
GTE CyberTrust Global Reot
Tocalhost

Microsoft Authenticode(tm) Root...
Microsoft Root Authority

Microsoft Root Certificate Authori...
Microsoft Root Certificate Authori...
Microseft Roet Certificate Autheri...
Microsoft Root Certificate Authori...

NO LIABILITY ACCEPTED, ()97 V.u.
QueVadis Root CA2 G3

QuoVadis Root Certification Auth,
SecureTrust CA

Siemens Automation CA 2016

» [ Smart Card Trusted Roots

L/ Starfield Class 2 Certification Autherity
55 Starfield Root Certificate Authority - G2
5 StartCom Certification Authority

5l SwissSign Geld CA - G2

5 Thawte Premium Server CA

[ thawte Primary Root CA

[ thawte Primary Root CA - G3

5 Thawte Timestamping CA
',\Uisr-Df-'ﬂAADMTN-‘.ViTFM

il siemens TIA CAVI2 Siemens TIA CA VL2
ISiemens TIA CA VI3 Siemens TIA CA V13
5] Siemens TIA Project(NrFEMxUIUuac2nMg2F CvA) Siemens TIA Project(NrFENUIU...
T ISiemens WinC.C AdHocSigner Siemens.WinCC.AdHocSigner
;] Siemens.WinCC.AdHocSigner Siemens WinCC.AdHocSigner
;] Siemens.WinCC.AdHocSigner Siemens WinCC.AdHocSigner
?;]Siemens.WinCC.AdHocSigner Siemens.WinCCAdHocSigner
;] Siemens.WinCC.AdHocSigner Siemens WinCC.AdHocSigner
;] Siemens.WinCC.AdHocSigner Siemens WinCC.AdHocSigner
;] Siemens.WinCC.AdHocSigner Siemens.WinCCAdHocSigner

Starfield Class 2 Certification Auth...

Starfield Root Certficate Authorit...
StartCom Certification Authority
SwissSign Gold CA - G2

Thawte Premium Server CA
thawte Primary Root CA

thawte Primary Root CA - G3
Thawte Timestamping CA
User-PC-TIAADMIN-SYSTEM

Expiration Date
8/14/2018
1/9/2028
1/1/2000
12/31/2020
5/10/2021
6/24/2035
3/23/2036
3/23/2036
1/8/2004
1/12/2042
3/17/2021
12/31/2029
3/3/2026
1/1/2016
1/1/2019
7/3/2037
12/31/9999
12/31/9999
12/31/9999
12/31/9999
12/31/9999
12/31/9999
12/31/9999
6/20/2034
1/1/2038
9/17/2036
10/25/2036
1/1/201
7/17/2036
12/2/2037
17172021
12/5/2071

m

Intended Purposes

Secure Email, Client..

<All>

Secure Email, Code ...

<All>
<Alls
<All>
<All
<All>
Time Stamping

Server Authenticati..
Server Authenticati...

Server Authenticati...

<All>
<All=
<All>
<All>
<All=
<All>
<All>
<All>
<All>
<All>
<All>

Server Authenticati..
Server Authenticati...

Server Authenticati...

Server Authentica

Server Authenticati...
Server Authenticati...
Server Authenticati..

Time Stamping
Server Authenticati

Friendly
DigiCert
umc
Microso
Microso
Microso
Microso
Microso
Microso
VeriSign
QuoVad
QuoVad
Trustwa
sNone>
<None>
<Nones
<None>
<None>
<None>

<Nones|

<Nones|_

<Nones|

<Nones|
<Nones
Starfield
Starfield
StartCor|
SwissSig
thawte

thawte

thawte |
Thawte

<None> ™
3

Trusted Root Certification Autharities store contains 65 certificates,

The MMC does not update the display automatically. The MMC does not update

the display automatically.

Using Certificates with TIA Portal
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2 Using Certificate management

2.3

Export certificate

In the project navigation, open the "Security settings > Security features"
menu. Double-click on the "Certificate manager" line.

Select a certificate and use the right mouse button to open the context menu.

Select the entry "Export" ("Export™).
Figure 2-14

Certificate » Security features » Certificate manager

Certificate authority (CA)

ID | Cormmon name of subject Issuer Walid to

1 Siemens TIA Project(sZugHXriGka... Siemens TIA Project(s... 06/27/2037
2 Siemens TIA Project(SKOoVHSSIU-— oject(... 06i27/2037

u Import
K 5|g

Show
Renew
Replace

A dialog box opens. Select the storage location of the certificate. Change the
file type if necessary. Click on the "Save" button.

Figure 2-15

JIA Siemens - C:\Users\Siemens\Documents\Automatisierung\CertificatelCertificate

The certificates can also be exported in various formats via the certificate manager
of the global security settings and installed at a later date or on another PC or
imported into another application, e.g. UaExpert. In the following instructions, the
CA certificate is exported.

Follow these steps for this purpose:

Using Certificates with TIA Portal
Entry ID: 109769068, V1.0, 09/2019

B Speichern unter Y
| 4 || « Benutzer » Siemens » Dokumente > Automatisierung » Certificate » ~ @ | "Certificate” durchsuchen o
Organisieren v Meuer Ordner - 0
~
B Videos " Name Typ Grabe
& OneDrive AdditionalFiles Dateiordner
— M Dateiordner
Dieser PC Logs Dateiordner
J 3D-Objekte System Dateiordner
&=] Bilder T™P Dateiordner
[ Deskiop UserFiles Dateiordner
[ Dokumente XRef Dateiordner
4 Downloads
B Musik
B Videos
‘i, Lokaler Datentra
=% Shared Folders [
v
P [5iemens TIA Project(SKDoVH39IU-D91-KLEZWPQ)_X.509 Certificate_1 ~
Dateityp: | Certificate - DER coded (*.der) ~
A Ordner aushlenden Abbrechen
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2 Using Certificate management

Note By default, the certificate is exported as file type "*.der".
If you need a different file type, you can change the default setting in the
selection list under "File type" ("Data type").

Result

You have exported the certificate from TIA Portal and saved it on the PC. You can
now transfer the certificate to another PC or import it into another application, e.g.

UaExpert.

To install the exported certificate directly, double-click the exported certificate. The
certificate is displayed and can be installed. (see step 2 in section 2.2).

Using Certificates with TIA Portal
Entry ID: 109769068, V1.0, 09/2019 19
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3 Safe Web server connection

3
3.1

Overview

Safe Web server connection

Web Server and Web Server Certificates

For a secure connection, the web server of the CPU is set up so that only one
connection via HTTPS is allowed. For this the CPU needs a device certificate
(server certificate).

For S7-1500 CPUs with firmware V2.0 or higher, TIA Portal automatically
generates the server certificate for the CPU as soon as you activate the web server
via HTTPS and translate the project.

You can view the server certificate

e in the properties of the CPU.
e Generate a new server certificate.
e Assign another server certificate to the Web server.

Activating Web Servers via HTTPS

To configure the Web server using HTTPS, proceed as follows:

1. Mark the CPU in the device or network view. The properties of the CPU are
displayed in the inspection window.

2. Inthe area navigation of the "Properties" tab, select the "Web Server" entry.
Activate the option "Activate web server on this module" and the option "Permit
access only with HTTPS".

Figure 3-1
J General || 10 tags || System constants || Texts
» Systemn diagnostics ~[
Web server
PLC alarms
- General

DNS configuration
» Display

Multilingual support [¥] Activate web server on this module

Time of day [ Permit access onlywith HTTPS
» Protection & Security ’7_
D (B [ Antarnatic nindata

3. Translate your TIA Portal project.

Result
You have activated the web server with the "HTTPS" option. The web server of the
CPU can be reached via the following address: "https://<IP address of the CPU>".

Using Certificates with TIA Portal
Entry ID: 109769068, V1.0, 09/2019 20
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3 Safe Web server connection

View Server Certificate

After you have enabled the "Permit access only with HTTPS" option and translated
the TIA Portal project, TIA Portal generates a server certificate.

You can find the server certificate in the properties of the Web server.

In the area navigation, select Web Server > Security. Under "Server certificate" you
can see that TIA Portal has already created a device certificate assigned to the

Note

web server.
Figure 3-2

J General ” 10 tags |

System constants

|| Texts

» System diagnostics
PLCalarms
~ Web server
General
Automatic update
User management

ExEHiy
Watch tables

-

User-defined pages
Entry page

Overview of interfaces
DNS configuration

Security

The global security settings for the certificate manager have been selected.
Full functionality is available.

The server certificate is used to verify the servers identitywhen it is accessed and to enable endpoint security.

Server certificate: | PLC-1iWebserver-3 -

TIA Portal stores the server certificate in the local certificate directory of the
CPU. You can view and manage this directory in the local certificate manager of
the CPU and also in the certificate manager of the global security settings
(export or delete certificates).

Using Certificates with TIA Portal
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3 Safe Web server connection

Creating a New Server Certificate

To generate a new server certificate, proceed as follows:

1.

2.

In the area navigation, select Web Server > Security.

To select another server certificate or to generate a new server certificate, click
on the button integrated in the "Server certificate" drop-down list.

Figure 3-3
J General ” 10 tags || System constants || Texts |
PLCalarms Ty

- Web server
General

The global security settings for the certificate manager have been selected.
Full functionality is available.

The server certificate is used to verifythe servers identity when it is accessed and to enable endpeint security.

Automatic update

User management

tables

» Userdefined pages
Entry page
Overview of interfaces

: =i
Server certificate: | pLC-1/Webserver-3 1|

Ei

DNS configuration

A dialog appears and lists all available server certificates. To create a new
server certificate, click the "Add new" button.

Figure 3-4
L |

Common name of subject | Issuer walid until
C-1/Webserver-3 O=5iemens, C=DE, CN=5i.. 6/27/2037

]
ghddnew il

<] i

Using Certificates with TIA Portal
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3 Safe Web server connection

4. The dialog "Create new certificate" appears. You have the following options in
this dialog:

You can choose between a self-signed certificate and a certificate signed
by a certification authority.

If necessary, you can select the CA certificate of the certification authority.
You can determine the certificate parameters.

Figure 3-5

Create a new certificate [X

CA
Choose how the new certificate is to be signed:

() selfsigned
(8 signed by certificate authority

CAname: |2: Siemens TIA Project(5K0oVHS9IU-DS 1L |

Certificate parameter

Enter the parameters for the new certificate:

Commeon name of subject: |PL(_-1 Webserver-6

Signature: | sha256R5A

Valid from: |.une 28, 2019 02:25:53 AM

Valid until: |‘une 28, 2037 12:00:00 AM

el

Usage: | Web server

Subject Alternative Name Type Value
(SAN):

P |=] 19216801

DNS 192.168.0.1

IF 192.168.1.1

DNS 192.168.1.1

Add nev

<] I =]

| OK. i cancel |

Using Certificates with TIA Portal
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3 Safe Web server connection

5. This example creates a server certificate with strong encryption "SHA256"
signed by a certification authority.
The CA certificate provided by TIA Portal with the "ID: 2".
Set the parameters. Use the screenshot as a guide. To generate the new
certificate, click on the "OK" button.

Figure 3-6

Create a new certificate %
CA
Choose how the new certificate is to be signed:

() selfsigned

(®) signed by certificate authority

| CAname: | 2:Siemens TA Project(SKOGVHSSIU-D91-KLE » \l

Certificate parameter

Enter the parameters for the new certificate:

Common name ofsubject: | PLC-1Miebserver-6

4

| Signature: | sha256RSA

Valid from: |June 28, 2019 02:25:53 AM

Valid until: |4ur|E 28, 2037 12:00:00 AM

1

| )

| Usage: |Web server

Subject Alternative Name Type Value
(SAN):

| =] 19216801
DNS 192.168.0.1
P 192.168.1.1
DNS 192.168.1.1
=] [ 3]
Note Coordinate the validity of the certificate with the plant operator.

6. You can now use the newly created device certificate as the web server's
server certificate.
Figure 3-7

Server certificate: | PLC-1/Webserver-6

7. Translate your TIA Portal project and load the CPU. During the load process,
the device certificate, the CA certificate, and the authorization for Web server
access, among other things, are loaded into the CPU.

Using Certificates with TIA Portal
Entry ID: 109769068, V1.0, 09/2019
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Result
The new device certificate is added to the existing device certificates in the "Device
certificates" tab of the certificate manager.

Figure 3-8

|,]|] Certificate authority (CA) || 'l Device certificates ||

Device certificates

ID | Common name of su.. | Issuer Valid to Used as Private key
3 FLC-1/Vebserver-3 Siemens TIA Projecti... 06/27/2037 S5L certificate of mo... Yes
I_G PLC-1/Webserver-6 Siemens TIA Project(... 06i28/2037 551 certificate of mo... Yes

At this point, you can view, export, delete or renew the new device certificate, for

example.
Figure 3-9
Device certificates
ID | Common name of su.. | Issuer Valid to Used as
3 PLC-1Webserver-3 Siemens TIA Project(... 06/27/2037 SSL certificate of mo..
] PLC-1Webserver6 Siemens TIA Project(... 06/28i2037 Delet “=—te of mo...
elete —
Impe
Expol
Assign
Show
Renew
Replace

Using Certificates with TIA Portal
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3 Safe Web server connection

3.2 Setting up and testing the browser

In the following instructions the following browsers are used:
e Internet Explorer

e Firefox

e Chrome

Description
With the addition "https" you achieve that the web server transfers its device

certificate to the browser. If the CA certificate used to sign the Web server's device
certificate is known to the browser, the Web page is considered trusted. Depending
on your browser, a padlock may appear in the address bar, which you can click to

get more information about the certificate and the issuing certificate company.

However, if you try to open the HTTPS version of a page that does not have a valid

certificate, a warning appears.

Note An activated virus scanner with additional browser or mail protection functions
can prevent the proper exchange of certificates. You may need to customize
these applications or replace them with another product.

Requirement

To establish a secure connection to the Web server, the CA certificate must be
present in the certificate store that the browser accesses.

To import the CA certificate into the certificate store, you have the following
options:

1. You install the CA certificate directly from TIA Portal. (see section 2.2).
However, the CA certificate is only stored in the Windows certificate store.

This procedure is not applicable for the Firefox browser, since Firefox uses its

own certificate store.
Note

2. You import and install the CA certificate directly into the browser's certificate
store. To import and install the CA certificate, you must have saved the CA
certificate on the local computer. You have the following options for this:

- You export the CA certificate from TIA Portal in the format "*.der".
("Certificate-DER coded") (see section 2.3).

- You download the CA certificate from the intro page of the web server.

Note In the following instructions, the CA certificate is loaded, imported and installed
from the intro page of the web server.

Using Certificates with TIA Portal
Entry ID: 109769068, V1.0, 09/2019
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3 Safe Web server connection

3.2.1 Internet Explorer or Edge

Note If you have already imported the CA certificate in the Windows central certificate
store (see section 2.2), then the website of the CPU is already classified as
trustworthy and you do not need to make any further adjustments.

Version
The instructions and screenshots were created with Internet Explorer version 11.

Certificate memory

Windows has a central certificate store. Many Windows programs can access the
central certificate store if they work with certificates. This has the advantage that
the certificates do not have to be imported into the certificate store of each software
separately, but only once centrally in the Windows system itself.

If you import and install the CA certificate using Internet Explorer, the CA certificate
is stored in the central certificate store. You can view and manage the central
certificate store with the management console "mmc".

Using Certificates with TIA Portal
Entry ID: 109769068, V1.0, 09/2019 27
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Download CA Certificate from Web Server and Install Directly

The CA certificate issued by the certification authority can simply be downloaded
via web browser and then installed directly.
Follow these steps for this purpose:

1. Open the intro page of the web server of the CPU via the address
"https://<IP address of the CPU>".

The web page is loading. Since the device certificate of the CPU cannot yet be
verified by the missing CA certificate, the web page is classified as insecure.
The following message is displayed: "There is a problem with this website's
security certificate".

If you know the operator of the web page and if you know that he has no bad
intentions, you can access the web page by clicking on the link "Continue to
this website (not recommended)") despite the warning.

Figure 3-10

(=& Certificate Error: Navigatio... | |
m Edit View Favorites Tools Help

@ hitps://192168.01/

a) There is a problem with this website’s security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server.

We recommend that you close this webpage and do not continue to this website.

@ Click here to close this webpage.

& Continue to this website (not recommended).

= More information

Using Certificates with TIA Portal
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2. The intro page of the web server is opened as an insecure page. Internet

Explorer colors the address bar red and reports the certificate error to the right

of the address bar.
To download the CA certificate, click on the "Download certificate" menu.

Figure 3-11

mall simatic-controller senvice&support download cerificate

3. You can choose whether you want to open or save the CA certificate directly.
To install the CA certificate directly, click "Open".

Figure 3-12
Do you want to open or save MiniWebCA_Cer.crt (1.47 KB) from 192.168.0.17 Save > Cancel
Note If you want to save the CA certificate and install it later or on a different

computer, follow the instructions in the next section.

4. The certificate is open. Click on "Install Certificate".
Figure 3-13
Certificate =

(4} Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: Siemens TIA Project{NrFxEMxUIULac2nMg2FCvA)

Issued by: Siemens TIA Project(MrFxEMxUIULac2nMg2FCvA)

valid from 7/ 3/ 2013 to 7/ 3/ 2037

Install Certificate... || | Issuer Statement

Learn mare about

Using Certificates with TIA Portal
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5. The wizard is started. Follow the instructions of the installation wizard.
- Select the local storage as the storage location.

- Select the certificate store yourself and locate the Trusted Root
Certification Authorities folder.

The "Finish" button imports the certificate into the selected folder. Before the
wizard issues a security warning, which must be acknowledged with "Yes".

Figure 3-14

Certificate Import Wizard @

Completing the Certificate Import
Wizard

The certificate will be imported after you dick Finish.

C.-:_;]? You have specified the following settings:
Certificate Store Selected by User IV eB2l+s1d # =il
Content Certificate
[ 1 ¥

< Back ][ Finish ]|[ Cancel

6. The wizard completes the successful import process with the following
message, which you must confirm with "OK".

Figure 3-15

Certificate Import Wizard ﬁ

7. Close all instances of Internet Explorer, and then restart the program.

Using Certificates with TIA Portal
Entry ID: 109769068, V1.0, 09/2019
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Result

You have imported the CA certificate into the Windows certificate store.
The web page of the CPU is now classified as trustworthy.

Figure 3-16
o = ]
@@l@ https://192.168.0.1/Portal/Intro.mwsl ~acd ‘ || Search... D~ | m 5,':? {‘é}
| 2 Intro X | |
File Edit View Favorites Tools Help
SIEMENS mall simatic-controller

SIMATIC S7-1

CPU 1513-1 PN

M skip Intro

#115%
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Importing and Installing a CA Certificate

If you have saved the CA certificate on the local computer, for example, by
exporting it from TIA Portal or downloading it and then saving it, you can import the
CA certificate into the central certificate store as follows:

1. On your computer, navigate to the directory with the CA certificate. Open the
CA certificate with a double-click and click on "Install Certificate".

Figure 3-17
Certificate @
General | Details | Certification Path

(4} Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: Siemens TIA Project(NrFxEMxUIULac2nMg2FCvA)

Issued by: Siemens TIA Project{NrFxEMxUIULac2nMg2FCvA)

valid from 7/ 3/ 2019 to 7/ 3/ 2037

Install Certificate... || | Issuer Statement

Learn mare about
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2. Follow the instructions of the Wizard.
- Select the local storage as the storage location.

- Select the certificate store yourself and locate the Trusted Root
Certification Authorities folder.

The "Finish" button imports the certificate into the selected folder. Before the
wizard issues a security warning, which must be acknowledged with "Yes".

Figure 3-18

Certificate Import Wizard @

Completing the Certificate Import
Wizard

The certificate will be imported after you dick Finish.

C.-:_;]? You have specified the following settings:
Certificate Store Selected by User IV eB2l+s1d # =il
Content Certificate
[ 1 ¥

< Back ][ Finish ]|[ Cancel

3. The wizard completes the successful import process with the following
message, which you must confirm with "OK".

Figure 3-19

Certificate Import Wizard ﬁ

4. Close all instances of Internet Explorer, and then restart the program.

Using Certificates with TIA Portal
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Result

You have imported the CA certificate into the Windows certificate store.
The web page of the CPU is now classified as trustworthy.

Figure 3-20
o = ]
@@l@ https://192.168.0.1/Portal/Intro.mwsl ~acd ‘ || Search... D~ | m 5,':? {‘é}
| 2 Intro X | |
File Edit View Favorites Tools Help
SIEMENS mall simatic-controller

SIMATIC S7-1

CPU 1513-1 PN

M skip Intro

#115%
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3.2.2 Google Chrome

Note If you have already imported the CA certificate in the central certificate store of
Windows (e.g. through section 2.2 or section 3.2.1), then the web page of the

CPU is already classified as trustworthy and you do not need to make any further

adjustments.

Version

The manual and the screenshots were created with Google Chrome Version
75.0.3770.100.

Certificate memory

The Google Chrome browser manages the certificates itself, but accesses the
central Windows certificate store.

To check whether the CA certificate is known to the browser, proceed as follows:

1. Open the settings in Chrome. Under "Advanced > Privacy and Security" you
will find the entry "Manage certificates". Click on the entry:

Figure 3-21

Q, Search settings

Privacy and security

Google Chrome may use web services to Improve your browsing experience. You may optionally disable these
services. Learn more

Use a web service to help resolve navigation errors
Use a prediction service to help complete searches and URLs typed in the address bar

Use a prediction service to load pages more quickly

Automatically send some system information and page content to Google to help detect dangerous
apps and sites

Protect you and your device from dangerous sites

Automatically send usage statistics and crash reports to Google

Send a "Do Not Track” request with your browsing traffic

Use a web service to help resolve spelling errors

checking by sending what you type in the browser to Google

Manage certificates

Aanage HTTPS/SSL certificates and settings

Using Certificates with TIA Portal
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2. The "Certificates" window opens. Switch to the "Trusted Root Certification
Authorities" tab. If you have already installed the CA certificate, it is displayed
in the list. Close the dialog with "Close".

Figure 3-22
Certificates
Intended purpose: [<Al|> Y]

| Intermediate Certification Authorities | Trusted Root Certification Authorities | Trusted Publ| * | *

-

Izsued To Izssued By Expiratio...  Friendly Name

@Quo\-‘adis RootCA ... QuoVadis RootCA 2G3  1/12/2042  QuoVadis Root C...
[ZQuovadis Root Cer... QuoVadis Root Certifi.,  3/17/2021  QuoVadis Root C...

[FlsecureTrust Ca SecureTrust CA 12/31§2028  Trustwave

@Siemens Automatio... Siemens Automation ...  3/3/2028 <Mone=

[Slsiemens TIA CA V12 Siemens TIA CA V12 11/2016  <Monex i
o ) a1

54 Siemens TIA Projec...  Siemens TIA Project(...  7/3/2037
—nlSiemens, WinCC.Ad... Siemens.WinCC.AdHo... 12/31/9999  <Monex
[ lsiemens. WinCC.Ad... Siemens.WinCC.AdHo... 12/319999  <None> -

Conporte ) [Eport ) [romne )

Certificate intended purposes

<All=

Learn mare about certificates |
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Download CA Certificate from Web Server and Install Directly

The CA certificate issued by the certification authority can simply be downloaded

via web browser and then installed directly.
Follow these steps for this purpose:

1. Open the intro page of the web server of the CPU via the address

"https://<IP address of the CPU>".
The web page is loading. Since the device certificate of the CPU cannot yet be

verified by the missing CA certificate, the web page is classified as insecure.
If you know the operator of the web page and if you know that he has no bad
intentions, you can access the web page by clicking on the link ("Go to <IP
address of CPU>(unsecure)") despite the warning. You can find the link by

clicking on the "Advanced" button.

Figure 3-23

Datenschutzienler

Using Certificates with TIA Portal
09/2019

Entry ID: 109769068,

x  +

X A Nichtsicher | hitps;//192.168.0.1/Default mws

V1.0,

A

Dies ist keine sichere Verbindung

Hacker kénnten versuchen, Ihre Daten von 192.168.0.1 zu stehlen, zum Beispiel
Passworter, Nachrichten oder Kreditkartendaten. Weitere Informationen

NET:ERR_CERT_AUTHORITY_INVALID

[] sie kannen uns dabei helfen, Safe Browsing weiter zu verbessern, indem Sie einige

Systeminformationen und Seiteninhalte an Goegle senden. Datenschutzerkldrung

Erweiterte Informationen ausblenden Zurtick 2u sicherer Website

Dieser Server konnte nicht beweisen, dass er 192.168.0.1 ist. Sein Sicherheitszertifikat wird
vom Betriebssystem Ihres Computers als nicht vertrauenswirdig eingestuft. Magliche
Griinde sind eine fehlerhafte Konfiguration oder ein Angreifer, der Ihre Verbindung

abfangt
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2.

The intro page of the web server is opened as an insecure page. Chrome
colors the "https" of the address red and reports the certificate error at the right
edge of the address bar.

To download the CA certificate, click on the "Download certificate" menu.
Confirm the safety instruction with "Keep".

Figure 3-24
|=|=] = |
L Intro x  +
C A Nichtsicher | hitps,//192.168.0.1/Portal/Intro.mwsl B & O
SIEMENS mall simatic-confroller servi

The file will be saved in the preferred download folder. The file is also
displayed in the lower left corner of the screen. Here you can choose whether
you want to open the CA certificate directly or open the storage folder.

To install the CA certificate directly, click on the displayed file and select
"Open".

Confirm the Windows security note with "Open".

The certificate is open. Click on "Install Certificate".
Fig. 3-25
Certificate =

(4} Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: Siemens TIA Project{MrExEMxUIULEC2nMg2FCvA)

Issued by: Siemens TIA Project(NrFxEMxUIUuac2nMg2FCyva)

valid from 7/ 3/ 2013 to 7/ 3/ 2037

Install Certificate... || | Issuer Statement

Learn more about £
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5. The wizard is started. Follow the instructions of the installation wizard.
- Select the local storage as the storage location.

- Select the certificate store yourself and locate the Trusted Root
Certification Authorities folder.

The "Finish" button imports the certificate into the selected folder. Before the
wizard issues a security warning, which must be acknowledged with "Yes".

Figure 3-26

Certificate Import Wizard @

Completing the Certificate Import
Wizard

The certificate will be imported after you dick Finish.

C.-:_;]? You have specified the following settings:
Certificate Store Selected by User IV eB2l+s1d # =il
Content Certificate
[ 1 ¥

< Back ][ Finish ]|[ Cancel

6. The wizard completes the successful import process with the following
message, which you must confirm with "OK".

Figure 3-27

Certificate Import Wizard ﬁ

7. Close all instances of Chrome and then restart the program.
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Result
You have imported the CA certificate into the Windows certificate store.
The web page of the CPU is now classified as trustworthy.

Figure 3-28
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*
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download certificate
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Importing and Installing a CA Certificate

If you have saved the CA certificate on the local computer, for example, by
exporting it from TIA Portal or downloading it and then saving it, you can import the
CA certificate into the central certificate store as follows:

1. Open the settings in Chrome. Under "Advanced > Privacy and Security" you
will find the entry "Manage certificates". Click on the entry:

Figure 3-29

Q, Search settings

Privacy and security

Google Chrome may use web services to Improve your browsing experience. You may optionally disable these
services. Learn more

Use 3 web service to help resolve navigation errors
Use a prediction service to help complete searches and URLs typed in the address bar

Use a prediction service to load pages more quickly

Automatically send some system information and page content to Google to help detect dangerous
apps and sites

Protect you and your device from dangerous sites

Automatically send usage statistics and crash reports to Google

Send a "Do Not Track” request with your browsing traffic

Use a web service to help resolve spelling errors

arter spell-checking by sending what you type in the browser to Google

Manage certificates

Manage HTTPS/SSL certificates and settings
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2. The "Certificates" window opens. Select the "Trusted Root Certification
Authorities" tab and click the "Import" button.

Figure 3-30
Certificates @
Intended purpose: ’(.ﬁdl) v]

| intermediate Certification Authorities | Trusted Root Certification Authorities | Trusted Publ ¢ | *

Issued To Issued By Expiratio...  Friendly Name
_EJAddTrust External ... AddTrustExternal CA... 5/30/2020  Sectigo (AddTrust) l—

-~

Slcertum CA

] AffirmTrust Comme, ..
S AffirmiTrust Networ. ..
[ZBaltimore CyberTru. ..

Scertum Trusted Ne...
=;]Class 3 Public Prima...
sl Copyright (c) 1997 ...

AffirmTrust Commerdal
AffirmTrust Networking

Baltimore CyberTrust ...

Certum CA

Certum Trusted MNetw. ..
Class 3 Public Primary ...
Copyright {c) 1997 Mi...

12/31/2030  AffirmTrust Com...
12/31/2030  AffirmTrust Net...
5/13/2025  DigiCert Baltimor. ..
§/11/2027  Certum
12/31/2029  Certum Trusted ...
&/2/2028 VeriSign Class 3 ...
12/311999  Microsoft Timest...

—s|Deutsche Telekom ...  Deutsche Telekom Ro...  7/10/2019  Deutsche Teleko.., =

Certificate intended purposes

Learn more about certificates

3. The wizard for importing the certificate is started. Use "Browse" to select the
storage location of the certificate.
Then click on the "Next" button.
Figure 3-31

Certificate Import Wizard @

File to Import
Specify the file you want to import.

File name:

C:\Users\User'\DownloadsMiniWebCA_Cer|art Browse...

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)

Microsoft Serialized Certificate Store (\55T)

Learn more about certificate file formats

< Back ][ Next = ]l[ Cancel
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4. The wizard selects the correct location using the register preselection in step 2.

Click on "Next".
Figure 3-32
i Certificate Import Wizard @

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
(@) Place all certificates in the following store

Certificate store:

Trusted Root Certification Authorities

Learn more about certificate stores

[ < Back ][ Next > ]l[ Cancel ]

5. The "Finish" button imports the certificate into the selected folder. Before the
wizard issues a security warning, which must be acknowledged with "Yes".

Figure 3-33
Certificate Import Wizard @
Completing the Certificate Import
Wizard
1
P I The certificate will be imported after you dick Finish.
i |
= -
c.—:_f:;/ ‘fou have spedified the following settings:
Certificate Store Selected by User [ Rl d o= gi)ite
Content Certificate
File Name C:\WUsers\UserDownl
] T b
< Back ][ Finish ] | [ Cancel
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6. The wizard completes the successful import process with the following
message, which you must confirm with "OK".

Figure 3-34

r — ™
Certificate Import Wizard u

:I The import was successful,

7. The CA certificate has been imported and can be viewed in the "Trusted Root
Certification Authorities" tab. Close the dialog with "Close".

Figure 3-35
Certificates
Intended purpose: <All= v]

| Intermediate Certification Autharities | Trusted Root Certification Authorities I Trusted Publ * | ¥

Issued To Issued By Expiratio...  Friendly Name

[lguovadis Root CA ... Quovadis RootCA2G3 1/12/2042  QuoVadis Root C..,
[ lQuovadis Root Cer... Quovadis Root Certifi...  3/17/2021  QuoVadis Root C...

@SecureTrust CA SecureTrust CA 12312029 Trustwave
@Siemens Automatio... Siemens Automation ...  3/3/2028 <Mone =
[ siemens TIA CA V12 Siemens TIA CA V12 1/1/2018 <Mone = A

14142015

ens TIA CA V1T Mone
emens TLA Project(...
gl Siemens, WinCC.Ad... Siemens,WinCC.AdHo... 12/31/999%  <None:

[Zlsiemens. WinCC.Ad... Siemens WinCC.AdHo... 12/31/9999  <MNones

[ Import... H Export... H Remaove l

Certificate intended purposes

<All=
Wiew
Learn more about certificates |

8. Close all instances of Chrome and then restart the program.
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Result

You have imported the CA certificate into the Windows certificate store.
The web page of the CPU is now classified as trustworthy.

Figure 3-36
T e TR
&% Intro x B+ e - —— — - - — -
&« C @ https//192.168.0.1/Portal/Intro.mws| * 0 &S
SIEMENS mall download certficate
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3.2.3 Firefox

Version

The instructions and screenshots were created with Firefox Quantum version
60.7.2.

Certificate memory

Unlike Internet Explorer or Google Chrome, Firefox uses its own certificate store by
default.

Loading a CA Certificate from the Web Server

The CA certificate issued by the certification authority can easily be downloaded
via web browser.
Follow these steps for this purpose:

1. Open the intro page of the web server of the CPU via the address
"https://<IP address of the CPU>".

On web pages that are actually considered secure, Firefox checks the validity
of the certificate issued by the web page. If the certificate cannot be verified,
Firefox rejects the connection to the web page and instead displays a page
with the error message "Warning: Potential Security Risk Ahead".

If the web page operator is known and if you know that he has no bad
intentions, you can add the web page as an exception by clicking on the
"Advanced" button and open it despite the warning.

Figure 3-37

Warning: Potential Security Risk Ahead

Firefox detected a potential security threat and did not continue to self-signed.badssl.com. If you visit this site,
attackers could try to steal nformation like your passwords, emails, or credit card details.

Go Back (Recommended)

Report errors like this to help Mozilla identify and block malicious sites
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2. The intro page of the web server is opened as an insecure page. Firefox

reports the certificate error at the right edge of the address bar.

To download the CA certificate, click on the "Download certificate" menu.

Figure 3-38
<« cC ® (D-mp;-‘/192.1ss,0.1 Portal/Intro.mwsl e @ 17| | Q Suchen ¥ N @ =
SIEMENS mall simatic-controller

SIMATIC S7-1500

CPU 1513-1 PN

M skip Intro

3. Save the CA certificate on the local computer.
Figure 3-39

MiniWebCA_Cer.crt
ﬁ Type: Security Certificate
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Importing and Installing a CA Certificate

If you have saved the CA certificate on the local machine, for example, by
exporting it from TIA Portal or downloading it and then saving it, you can import the
CA certificate into the Firefox certificate store as follows

Proceed as follows:

1. Open the settings in Firefox. Under "Privacy & Security" you will find the
"Certificates" tab. Click on the button "View Certificates...".

Figure 3-40
T e T e e e Y e
ﬁ General ;
v Block dangerous and deceptive content Learn r
Q Search v Warn you about unwanted and uncommon software
|B Privacy & Security
Certificates
.
K~ Firefox Account When a server requests your personal certificate

Select one automatically
A Languages
® Ask you every time

Query OCSP responder servers to confirm the current View Certificates...
v

validity of certificates
@ IceDragon Support L Security Devices..

2. The certificate administration of Firefox is opened. Go to the tab "Authorities
and click on the button "Import...". ("Import...").
Figure 3-41

Certificate Manager X

Your Centficates People Set\»ev'.hen

You have centificates on file that identify these centificate authorities:

Centificate Name Security Device ]
vAC Camerfirma SA o
Chambers of Commerce Root - 2008 Builtin Object Token
Global Chambersign Root - 2008 Busltin Object Token
vAC Camerfirma SA CIF AB2743287
Chambers of Commerce Root Builtin Object Token
Global Chambersign Root Builtin Object Token
vACCY
ACCVRAIZY Builtin Object Token

View Ednt Trust Export Qelete or Distrust
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3. The wizard is started. Follow the instructions of the installation wizard.
- Select the local storage as the storage location.

- In the "Download this certificate" dialog, select the entry "Trust this CA to
identify websites".
Confirm the dialog with "OK".

Figure 3-42

Downloading Certificate X
You have been asked to trust a new Certificate Authority (CA),
Do you want to trust " fortinet.com® for the following purposes?

(A Trust this CA to identify websites.
[_] Trust this CA to identify email users.

Before trusting this CA for any purpose, you should examine its certificate and its policy and
procedures (if available).

View Examine CA certificate

4. If the import process was successful, the CA certificate is listed in the
Certificate Manager in the "Authorities" tab. Close the dialog by clicking "OK".

5. Close all instances of Firefox and then restart the program.
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Result

You have imported the CA certificate into the Firefox certificate store.
The web page of the CPU is now classified as trustworthy.

Figure 3-43
[=]3] % ]
o Intro x  +
& (& | 8 https://192.168.0.1/Portal/Intro.mws! | B % e
SIEMENS mall simatic-controller service&support download certificate

English v

SIMATIC S7-1500

CPU 1513-1 PN

W Skip Intro
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3.24 Operating system Android

Version

The manual and screenshots were tested with a Samsung Tablet 2016 with
Android version 8.1.0. A lock screen type is not set up. Google Chrome version
75.0 was used.

Download CA Certificate from Web Server and Install Directly

The CA certificate issued by the certification authority can simply be downloaded
via web browser and then installed directly.
Follow these steps for this purpose:

1.

Open the intro page of the web server of the CPU via the address
"https://<IP address of the CPU>".

The web page is loading. Since the device certificate of the CPU cannot yet be
verified by the missing CA certificate, the web page is classified as insecure.

If the operator of the web page is known and if you know that he has no bad
intentions, you can access the web page by clicking on the link "Proceed to <IP
address of CPU>(unsafe)". You can find the link by clicking on the "Advanced"

Figure 3-44

N = 43% @ 13:32

@ Privacy error

C A Htps//192.168.178.197 w :

A

Your connection is not private

Attackers might be trying to steal your information from 192.168.178.197 (for example,
passwords, messages, or credit cards). Learn more

NET::ERR_CERT_AUTHORITY_INVALID

D Help improve Safe Browsing by sending some system information and page content to Google.

Privacy policy.

Hide advanced Back to safety

This server could not prove that it is 192.168.178.197; its security certificate is not trusted
by your device's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection.

Proceed to 192.168.178.197 (unsafe)
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2. The intro page of the web server is opened as an insecure page. Chrome
colors the "https" of the address red and reports the certificate error at the right
edge of the address bar.

To download the CA certificate, click on the "Download certificate” menu.

Figure 3-45

e Intro x

t € c w:na.qwaw.f i
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3. The file will be saved in the preferred download folder. The file is also
displayed in the lower left corner of the screen. Click on the link "Open".

Figure 3-46

¥  MinlWebCA_C |:r.L'rl

4. The CA certificate is stored in the download folder and can be viewed.

Figure 3-47
y & (D Searchortype web address o
Downloads - o q

oday -1 iIl2019

‘ MiniwebCA_Cer.crt
1,51 kB - 192.168.178.19
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5.

Note

MY FILES

Recent files

Images

Audio

Videos

Documents

Downloads

Installation files

Activate this setting with "OK".
Figure 3-49

Certificate name

;& Downloads

MiniWe...Cer.crt

Certificate name
Simatic

Used for
VPN and apps

Using Certificates with TIA Portal

Entry ID: 109769068,

V1.0, 09/2019

To install the CA certificate, press the "MiniwebCA_Cer" file.

You must define a certificate name (in this example "Simatic"). The name can
be chosen arbitrarily.

For purpose of use, leave the default setting "VPN and apps" ("VPN and

apps").

You cannot open the certificate directly in the download folder. Open the file
manager on your tablet.
Under "Downloads" you will find the CA certificate.

Figure 3-48

If you have already stored a lock screen type in the tablet, such as a password or
security pattern, you are prompted to enter it now.
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7. When you install certificates, you must set up a lock screen type.
Confirm the message with "OK".
Figure 3-50

Set secure screen lock type

To use credential storage, set the screen lock type pattem,
PIN, or password

!

8. Select the lock screen type. In this example, a PIN query is set up.

Note From now on, the security prompt will always be prompted when you activate
and switch on the tablet.

Figure 3-51

SCREEN LOCK TYPE

Pattern

FIM

Password
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9. Assign a PIN and then click on "Continue".
Figure 3-52

Set password

Tap Continue when finished.
“ere b

Remember this Password, If you forget it, you'll need to reset
your tablet and all data will be erased

10. Confirm the PIN and then click on the "OK" button.

Figure 3-53

Set password

Enter the password again to confirm it.

®

Remember this Password. If you forget it, you'll need to reset
your tablet and all data will be erased

CANCEL
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11. Specify the type of notifications on your lock screen. Finish the installation
process with "Done".

Figure 3-54

Motifications

ON
L TR e ——

[8 Setiimge 1336 ~
Lock screen
Hella!

Set display options for notifications on the Lock screen
Hide content

Notification icons only

Transparency

oW High

Autoreverse text colour

DONE

12. The CA certificate has been installed.
Figure 3-55

Simatic ingtalied
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13. The certificate can then be viewed under "Security > Other security settings >

View security cetificates" in the "Users" tab.
Figure 3-56

Iy~

SETTINGS

Connections

Sound

Motifications

Display

Wallpaper

Advanced features

Device maintenance

Apps

Lock screen

Security

VIEW SECURITY CERTIFICATES

Siemens

14. Close all instances of Chrome and then restart the program.
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Result

You have imported the CA certificate into the Android certificate store.
The web page of the CPU is now classified as trustworthy.

Figure 3-57
_
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3.25 Operating system iOS

Version

The manual and the screenshots were tested with an iPad with iOS version 12.1.4.
A lock screen is configured with PIN entry. Safari was used.

Download CA Certificate from Web Server and Install Directly

The CA certificate issued by the certification authority can simply be downloaded
via web browser and then installed directly.
Follow these steps for this purpose:

1. Open the intro page of the web server of the CPU via the address
"https://<IP address of the CPU>".

The web page is loading. Since the device certificate of the CPU cannot yet be
verified by the missing CA certificate, the Web page is classified as insecure
and the message "This Connection Is Not Private" is displayed.

By clicking on the button "Show details" you can get further information.

Figure 3-58

W32 Wed %0 M TLIue
192.168.178.197 ()

This Cen

W This Connection Is Not Private

This website may be impersonating “192.168.178.197" to steal your

personal or financial information. Yo

page.
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2. If the web page operator is known and you know that he has no bad intentions,

you can use the link "visit this website" to access the website despite the

warning.

Figure 3-59

1532 Wed 10 0l P
< ot 192.168.178.197 e M + O

W This Connection Is Not Private

This website may be impersonating “192,168.178.197" to steal your
personal or financial information. You should go back to the previous

page.
Go Back

Safari warns you when a website has a certificate that is not
valid. This may happen if the website is misconfigured or an
attacker has compromised your connection.

To learn more, you can view the certificate. If you understand
the risks involved, you ca

3. Confirm the security advice with "Visit Website".
Figure 3-60

Are you sure you want to visit
this website on a connection
that is not private?

Visit Website
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4,

The intro page of the web server opens.
To download the CA certificate, click on the "Download certificate" menu.

Figure 3-61

133 Wed 10, FLINE

< @ 192168178197 <

+

A 2 I
 wedetnacon
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The certificate is declared as a "Configuration profile" by iOS. To view the

certificate (profile), the web page must have access to your settings in iPad.

This requires your permission. Confirm the message with "Allow".
Figure 3-62

This website is trying to open Settings to show you

a configuration profile, Do you want to allow this?
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6. To view the certificate (profile), you must enter the security ID that protects
your iPad. In this example, the iPad is protected with a PIN entry.

Figure 3-63

Enter Passcode  Cancel

Enter your passcode

C O 0O

7. A security warning is displayed indicating that you must manually enable trust
for a certificate (profile) that you have downloaded from a Web page after
installation. The certificate trust administration addressed in the warning can be
found in the iPad settings under "General > About > Certificate Trust Settings".
Click "Install".

Figure 3-64
L %
Cancel Warning Install

UNMAMAGED ROOT CERTIFICATE

Installing the certificate “Slemens TIA Project (BKOsVHESIU-DE1-
KLAZWPG)" will add it to the list of trusted certificates on your iPad.
This certificate will not bae trusted for websites untid you enable it in
Certificate Trust Settings.

UNYERFIED FEOFLE

The authenticity of “Siemens TiA Propect(SK0oVHS9-DE1-
KLIZWPQ)" cannot be werified.
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8. Confirm the installation request again with "Install”.
Figure 3-65

9. The certificate has been installed and is trusted. Close the dialog by clicking
"Done".

Figure 3-66

-

Brofile Installed

ﬂ Siemens TIA Project(SKOoVHSSIU-DI-KLIZWPR)
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10. If you install a certificate (profile) that you downloaded from a Web page, you
must manually activate trust for the CA certificate. You were already informed
of this in the warning in step 7.
To activate the certificate, go to the iPad settings and go to the menu "General
> About > Certificate Trust Settings".
Figure 3-67
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Seltings £ About Certificate Trust Settings
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11. Under "Enable full trust for root certificates", enable the trust for the certificate.
Confirm the safety note with "Continue".

Figure 3-68

Root Certificate

‘Warning: enablng thes certificabe for
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iy Erheiti AL SN 1 Wkl .

Cancel

12. You can view and delete the certificate in the iPad settings under "General >
Profile".

Figure 3-69
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13. Close all instances of Safari and restart the application.

Using Certificates with TIA Portal
Entry ID: 109769068, V1.0, 09/2019 65



© Siemens AG 2019 All rights reserved

3 Safe Web server connection

Result
You have imported the CA certificate into the iOS certificate store.
The web page of the CPU is now classified as trustworthy.

Figure 3-70
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£ m Esz.mn?mw a M + O

- - - e —— — - e — [-

Alternative procedure

If security policies are installed to prevent unsecure access to the web server, the
certificate must be installed in another way to download the certificate. The easiest
way is to send the certificate via an encrypted e-mail. In iOS, the attachment of the
e-mail is then opened, the certificate is displayed and can be installed.
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3.3 Checking certificates

Note The verification of the certificates is shown by the browser "Internet Explorer".

Requirement

To establish a secure connection to the Web server and compare the certificates,
you must have imported and installed the CA certificate in the Windows certificate
store.

Testing certificates

Certificates are used to verify an identity or other security-critical applications. To
determine that this certificate is genuine and has not been forged by an attacker,
you should match the device certificate signature with the CA certificate signature.

To check the authenticity of the device certificate, proceed as follows:

1. Open the intro page of the web server of the CPU via the address
"https://<IP address of the CPU>".
When you connect to the web server, the browser pulls the device certificate of
the CPU and compares it with the CA certificate installed on the PC. If the
certificates match in the signature, the intro page is classified as trustworthy
and displayed without a security warning.

Figure 3-71

lf_‘,-\’ https://192168.0.1/Portal/Intro.mwsl 7 L~ac

2. For information about the device certificate, click the lock icon in the address
bar.

Figure 3-72

£ https://192.168.0.1/Portal/Tntro.mwsl P~

3. A window with Web page identification information appears. Click on the "Show
certificates" link.
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Figure 3-73

| & hitps://192.168.0.1/Portal/Intro.mws

P-ac

xrsonalprozesse@HR Siemens AG Sucherg

EMENS

E?g Websiteidentifizierung

Siemens TIA
Project{5K0oVH59IU-D91 -KLEZWP Q)
hat diese Site identifiziert als:

19216801

Diese Yerbindung mit dem Server ist
werschlisselt,

Ist diese Site vertrauenswirdig?

|Zertifi kate anzeigen

The device certificate is open. Switch to the "Details" tab and search for the
entry "Authority Key Identifier". Select the entry to display the contents.
To compare the key with the CA certificate, copy the key to a text file.

Figure 3-74

I |.n.llgemein| Details |Zerﬁﬁz’erungspfad|

a Schitsselverwendung

D Fingerabdruckalgorithmus shal

Anzeigen: [<Alle> V]
Feld Wert g
[=] 6ffentlicher Schiiissel RSA (2043 Bits)
@ Basiseinschrankungen Typ des Antragstellers=Endei...

5t schliisselkennung des Antra... db ff690d d4 3c 56 6fa20c...

Digitale Signatur, Zugelassen, ...

1-31 Stellenschliisselkennung Schiiissel-ID=c6 ab 0Ob b5 e3c...
@ Alternativer Antragstellerna... IP-Adresse=192.168.0.1, DN...

=] Finmarahir ke 3N 00 A1 5F AN 77 88 rh 27 &R

Fertifikataussteller:
Verzeichnisadresse:
Q=Ciemens
C=DE

Seriennummer des Zertifikats=00

Schllissel- ID=c6ab Obb5e3c2c2 3cbeddab 18 53el13ccScacdeb 3

CMN=Siemens TIA Project({5K0oVH59IU-DI 1-KLEZWPQ)

Eigenschaften bearbeiten...

Weitere Informationen dber Zertifikatdetails

In Datei kopieren. ..
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5. Open the CA certificate. You can find the CA certificate from the management

console, for example, or you have saved the CA certificate locally.
Switch to the "Details" tab and search for the entry "Authority Key Identifier".

Select the entry to display the contents.

Figure 3-75

| allgemein | Details | zertifizierungspfad |

*)

a Schlsselkennung

a MNetscape-Kommentar

B Fingerabdruck

Anzeigen: ’ <Allex
Feld
@ Basiseinschrankungen

3 Stellenschliisselkennung

@Nh&mah’ver Antragstellerna...
B Fingerabdruckalgarithmus

Wert

shal

Typ des Antragstellers=Zertifi. ..
coabObbSe3c2c23ctedd...
Schlissel-ID=c5 ab b b5e3 ...
"TIA Generated Certificate™ —
RFC822-Mame=I1D-c75288a49-...

0 fb 2b d% eB 4ada 9c 4403 ...

Zertifikataussteller:
Verzeichnisadresse:
O=5iemens
C=DE

Schitssel-ID=c6 ab Obb5e3 c2c2 3c6e ddab 18 53 el 3ccScacdeb fa

CM=Siemens TIA Project(5K0oYHSIU-DI 1-KLEZWPQ)
Seriennummer des Zertifikats =00

Eigenschaften bearbeiten. .. [

In Datei kopieren. ..

Weitere Informationen Uber Zertifikatdetails

6. Now you can compare the keys with each other. If both are identical, then the

certificates are genuine.

Figure 3-76
remm——— p— )
s = 3w o
Allgemein ‘ Details | Zertifizierungspfad | | Allgemein | Details ‘ Zertifizierungspfad
Anzeigen: [<Nle> v] Anzeigen: [<A|\e> hd
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[ii]stelenschiiisselkennung Schliissel-ID=c6 ab Ob b5 e3c... [ | 5| Netscape-+ommentar "TIA Generated Certificate” =
[ii|schiisselverwendung Digitale Signatur, Zugelassen, ... |= 51| Alternativer Antragstellerna... RFC822-Name=ID-c75288a4-... |
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[=lFinnarshedr e 2N 08 A1 2F AN 77 RA rhadaR S
Schiiissel-ID=c6 ab Ob b5 e3c2¢c2 3c6eddab 18 53e13ccScacdeb f9 Schlissel-ID=c6 ab Obb5e3 c2c23c e ddab 18 53e13cc5cacBeb fa
Zertifikataussteller: Zertifikataussteller:
Verzeichnisadresse: Verzeichnisadresse:
O=Siemens O=Siemens
C=DE C=DE
CN=Siemens TIA Project{SK0oVH59IU-DI1-KLEZWPQ) CN=Siemens TIA Project{5K0oVH53IU-DI1-KLIZWPQ)
iSeriennummer des Zertifikats=00 Seriennummer des Zertifikats =00
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4

Overview

Secure OPC UA connection

With OPC UA, one system works as a server and makes the existing information
available to other systems (clients).

OPC UA clients, for example, read and write data from an OPC UA server and call
methods in the OPC UA server.

As of firmware V2.0, an S7-1500 CPU is equipped with an OPC UA server. As of
firmware V2.6, an S7-1500 CPU also has an OPC UA client.

Security with OPC UA

OPC UA uses secure connections between client and server. OPC UA checks the
identity of the communication partners. OPC UA uses certificates according to
X.509-V3 of the ITU (International Telecommunication Union) for the authentication
of client and server.

OPC UA uses the following security policies to protect messages:
¢ No security: All messages are unsecured.

e Signing: All messages are signed. This allows the integrity of received
messages to be verified. Manipulations are detected.

e Sign & Encrypt: All messages are signed and encrypted. This allows the
integrity of received messages to be verified. Manipulations are detected. In
addition, no attacker can read the contents of the message (protection of
confidentiality).
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41.1 Security settings in the Server

OPC UA server

In this example, an S7-1500 CPU is set up as an OPC UA server.

Commissioning OPC UA servers

In the basic setting the OPC UA server of the CPU is not released for security
reasons. OPC UA clients can neither read nor write access to the S7-1500 CPU.

The OPC UA server of the S7-1500 CPU is accessible via all internal PROFINET
interfaces of the CPU (from firmware V2.0), but not via the PROFINET interfaces of

CP/CM.

To activate the OPC UA-Server of the CPU, proceed as follows:

1. Mark the CPU in the device or network view. The properties of the CPU are
displayed in the inspection window.

2. Select the entry "OPC UA > Server" ("OPC UA > Server") in the area
navigation of the "Properties” tab. Activate the OPC UA server of the CPU and
confirm the security message.

Figure 4-1

J General || 10 tags || System constants || Texts |

DNS configuration
b Display
Multilingual support
Time ofday
} Protection & Security
w QPCUA
General
b Client
» Systemn power supply
Configuration control
Connection resources

Overview of addresses
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Address
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3. Select the area "Runtime licenses" in the CPU properties and set the
purchased runtime license for the OPC UA server in the selection list "Type of

purchased license".

Figure 4-2
J General || 10 tags || System constants || Texts
b System diagnostics _
OPC UA
PLC alarms
b Web server Runtime licenses

DNS configuration

-

Display
Multilingual support
Time of day -

-

Protection & Security
OPCUA
System power supply

-

T = T <7

Configuraticn contrel
Connection resources

Overview of addresses
Isochronous mode

w Runtime licenses

Energy Suite

Type of required license: | SIMATIC OPC UA S7-1500 medium

Type of purchased license: | SIMATIC OPC UA S7-1500 medium |

4. Translate the project and load the project into the CPU.

Result

You have activated the OPC UA server of the CPU. In the section "Server
addresses" you can see which URLs can be used to establish connections to the

OPC UA server of the CPU.
Figure 4-3

Server addresses

Address
opcC.tcp:ii192.168.0.1:4840
opc.icp:192.168.1.1:4840
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View Server Certificate

If you have activated the OPC UA server and confirmed the security instructions,
TIA Portal automatically generates the certificate for the server. You can find the
server certificate in the properties of the OPC UA server.

Select the entry "OPC UA > Server > Security" in the area navigation. Under
"Server certificate” you can see that TIA Portal has already created a device
certificate assigned to the OPC UA server.
Figure 4-4

Server certificate

The global security settings for the certificate manager have been selected.
Full functionality is available.

The server certificate is used to verify the servers identity when it is accessed and to enable endpoint security.

Server certificate: |PLC-1|'OPCUP.-‘I-4 |

TIA Portal stores the server certificate in the local certificate directory of the CPU.
You can view and manage this directory in the local certificate manager of the CPU
and in the certificate manager of the global security settings (e.g. to export or
delete certificates).

You can find the device certificate in the certificate manager of the global security
settings in the "Device certificates" tab.

Fig. 4-5

|_,ﬂ| Certificate authority (CA) I_,j Device certificates ||

Device certificates
ID | Commaon name of su.. | lssuer Valid to Used as Private key
3 PLC-1Webserver3 Siemens TIA Project(... 06127/2037 S5L certificate of mo... Yes

4  PLCI/OPCUA-1-4 Ciarmanc A Project(... |07/02/2037 OPC UA client [ server... Yes
Delete

Import
Export
Assign
Show

Renew

Replace
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Creating a New Server Certificate

To generate a new server certificate, proceed as follows:
1.

Select the entry "OPC UA > Server > Security" in the area navigation.

To select another server certificate or to generate a new server certificate, click
on the button integrated in the "Server certificate" drop-down list.

Figure 4-6
J General || 10 tags ” System constants ” Texts |
» Display _ S .
Multilingual support ’ BEy
Ti fd
Nty » > Secure channel
» Protection & Security
~ OPCUA Server certificate
General
- Server The global security settings for the certificate manager have been selected.
Full functionality is available.
General L|
Options i The server certificate is used to verify the servers identity when it is accessed and to enable endpoint security.
:
Export "
» client Server certificate: | pLC-1/0PCUA-1-4 M|

System power supply

A dialog appears and lists all available server certificates. To create a new

server certificate, click the "Add new" button.

Figure 4-7
| |
lIn] Cormmeon name of subject Walid until
PLC-1iWebserver-3 O=Siemens, C=DE, CN=5i.. 6I27/2037
PLC-1/OPCUA-1-4 O=Siemens, C=DE, CN=Si.. 7i2/2037
<] i |
E;Add new é}
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4. The dialog "Create new certificate" appears. You have the following options in
this dialog:

You can choose between a self-signed certificate and a certificate signed
by a certification authority.

If necessary, you can select the CA certificate of the certification authority.

You can determine the certificate parameters.

Figure 4-8

Create a new certificate X

CA
Choose how the new certificate is to be signed:

() selfsigned
() signed by certificate authority

CAname: | 2:Siemens TIA Project(SKDoVHS9IU-DI1-KLY = |

Certificate parameter

Enter the parameters for the new certificate:

Common name of subject: |PLC-1 [OPCUA-1-S |

Signature: |5ha256RS}‘-. |V|
Valid from: [July 02, 2019 01 :44:54 AM [+]
Valid until: [July 02, 2037 12:00:00 AM [+]
Usage: |OPC UA server |V|
Subject Alternative Name Type value
(SAN):
URI [ =] umn:simamC ST
P 192.168.0.1
IF 192.168.1.1
Add new
<] i 2]
] Ok i | Cancel
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5. This example creates a server certificate with strong encryption "SHA256"

signed by a certification authority.

The CA certificate provided by TIA Portal with the "ID: 2".
Set the parameters. Use the screenshot as a guide. To generate the new

certificate, click on the "OK" button.
Figure 4-9

Create a new certificate X
CA
Choose how the new certificate is to be signed:
() selfsigned
() signed by certificate authority
CAname: |2:Siemens TIA Project(SKDoVH591U-D9 1KLY~ |
Certificate parameter
Enter the parameters for the new certificate:
Commaon name of subject: |PLC-1 IOPCUA-1-5 |
| Signature: |5ha256RS)‘-. I |V|
Valid from: |.u|)r 02, 2019 01 :44:54 AM |v|
Valid until: |July 02, 2037 12:00:00 AM |v|
| Usage: |OPCUAserver I |V|
Subject Alternative Name Type Value
(SAN):
URI [ =] um:simeamc s 71
IF 192.168.0.1
IF 192.168.1.1
Add new
(<] i 2]
] OK i” Cancel
u
Note Coordinate the validity of the certificate with the plant operator.

6. You can now use the newly created device certificate as the server certificate

of the OPC UA server.
Figure 4-10

Server certificate: |PLC-1/0PCUA-1-5

7. Translate your TIA Portal project and load the CPU. During the loading process
the device certificate, the CA certificate and the authorization for the OPC UA

server access are loaded into the CPU.
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Result

The new device certificate is added to the existing device certificates in the "Device
certificates" tab of the certificate manager.

Figure 4-11

Device certificates

ID | Common name of su.. | Issuer Valid to Used as Private key
3  PLC-liwebserver3 siemens TA Project(.. 06/27/2037 55L certificate of mo... Yes
PLC-1/0OPCUA-1-4 Siernens TA Project(... 07/02/2037 OPC UA client | server... Yes
| 5 PLC-1/OPCUA-1-5 Siemens TIA Project(.. 07i02i2037 OPC UAclient | server... Yes |

At this point, you can view, export, delete or renew the new device certificate, for

example.
Figure 4-12
Device certificates
ID | Common name of su.. |lssuer Valid to Used as
3 PLC-1MWebserver-3 Siemens TIA Project(... 06/27/2037 SSL certificate of mo...
4  PLC1IOPCUA-4 Siemens TIA Project(.. 07/02/2037 OPC UA client [ server...
= PLC-1/OPCUA-1-5 = Ta-fapject... 07/02(2037 OPC UAclient | server...
o Delete
Import
Export r\[b
Assign
Show
Renew
Replace
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Configure server security settings

The OPC UA server of the S7-1500 CPU provides multiple server security settings
for signing and encrypting messages. You can find the Security Policy at "OPC UA
> Server > Security > Secure Channel" in the section "Security policies".

The following security policies are released:

Table 4-1
Policy Description
None Unsecured endpoint.
Basic128Rsal5 - Secure endpoint; supports a number of algorithms that use
Signing the RSA15 hash-algorithm and 128-bit encryption. This
endpoint ensures the integrity of the data by signing it.
Basic128Rsal5 - Secure endpoint; supports a number of algorithms that use

Sign & Encrypt:

the RSA15 hash-algorithm and 128-bit encryption. This
endpoint ensures the integrity and confidentiality of the data
by signing and encrypting it.

Sign & Encrypt:

Basic256Rsal5 - Secure endpoint; supports a number of algorithms that use

Signing the RSA15 hash algorithm and 256-bit encryption. This
endpoint ensures the integrity of the data by signing it.

Basic256Rsal5 - Secure endpoint; supports a number of algorithms that use

the RSA15 hash algorithm and 256-bit encryption. This
endpoint ensures the integrity and confidentiality of the data
by signing and encrypting it.

Basic256Sha256 - Signing

Secure endpoint supports a range of algorithms for 256-bit
hashing and 256-bit encryption. This endpoint ensures the
integrity of the data by signing it.

Basic256Sha256 - Sign &
Encrypt:

Secure endpoint supports a range of algorithms for 256-bit
hashing and 256-bit encryption. This endpoint ensures the
integrity and confidentiality of the data by signing and
encrypting it.

Note If you use the settings "Basic256Sha256 Sign" and "Basic256Sha256 Sign &
Encrypt", then the OPC UA server and the OPC UA clients must use signed
certificates according to "SHA256".

In the Basic256Sha256 Signing and Basic256Sha256 Sign & Encrypt settings,
TIA Portal's Certificate Authority automatically signs certificates with "SHA256".
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The following security policies are set by default in TIA Portal:

Figure 4-13

Security policies

Note: |When the "No security’ security policy is activated, any OPC UA client can still connect using this setting, regardless ofany
security settings that follow.

Security policies available on the server:

Activate sec..

If you have activated all security policies in the secure channel settings of the

=]
a
a
=]
=]
=]
]

Marme

No security

Basic128Rsal5 -Sign
Basic128Rsal5 -Sign & Encrypt
Basic256 - 5ign
Basic256-5ign & Encrypt
Basic2565ha256 - Sign

E

I

sic2565ha256 -Sign & Encrypt

S7-1500 OPC UA server (default), including the policy "No Security", then the data

traffic between server and client is also possible unsecured (neither signed nor
encrypted). The identity of the client remains unknown. Each OPC UA client can
then connect to the server, regardless of any subsequent security settings.

When configuring the OPC UA server, make sure that only security policies that
are compatible with the protection concept for your machine or system are
activated. All other security policies must be deactivated.

To ensure a tap-proof connection, you should select "Basic256Sha256-Sign &
Encrypt" ("Basic256Sha256-Sign & Encrypt") as the only possible access point.

Figure 4-14

Security policies available on the server:

Activate sec..

a
a8
8
a8
a
a
~

Name

No secunty

Basic128Rsal5 -Sign
Basic128Rsal5 - Sign & Encrypt
Basic256 - Sign

Basic256 - Sign & Encrypt
Basic2565ha256 - Sign
Basic2565ha256 - Sign & Encrypt
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Making the Client Certificate Known to the Server

A secure connection between the OPC UA server and an OPC UA client is only
established if the server classifies the client's certificate as trustworthy.

If you use OPC UA clients from manufacturers or the OPC Foundation, a client
certificate is automatically generated during the installation or the first program call.

For a secure connection, you must make the client certificate known to the server
and add it to the Trusted Clients list. To add the client certificate to the Trusted
Clients list, the client certificate must be imported into the Certificate Manager of
TIA Portal's global security settings.

To make the client certificate available to the server, proceed as follows:

1. Inthe project navigation, open the "Security settings > Security features"
menu. Double-click on the "Certificate manager" line.

2. The global certificate manager opens. Switch to the "Trusted certificates and
root certification authorities" tab.

Figure 4-15
Devices ‘_,]II Certificate authority (CA) " 'l Device certificates ||,J, Trusted certificates and root cert..l.

Trusted certificates and root certification authorities
¥ | ] Centificate ID | Commen name of su.. | Issuer Valid to Used as Frivate key
B Add new device
iy Devices & netwarks
» (i PLC_1[CPU 1516-3 PN/DP]
» I Ungrouped devices
~ 53 Security settings
§9 settings
##f Users and roles
~ E22 security features
|5l Certificate manager |
» [5g Log files (offiine view)

3. Right-click on an empty table row in the tab and select "Import" from the
context menu.

Figure 4-16
Trusted certificates and root certification authorities

ID  Commaon name of su_. | Issuer Walid to

oy
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Note

The dialog for importing certificates is displayed. Select the client certificate
that you want the server to trust. Click the "Open" button to import the
certificate.

In this example, the certificate of UaExpert is added.

Figure 4-17

2

uaexpert

Alternatively, you can import the CA certificate that was used to sign the client's
device certificate.

By importing the CA certificate, all device certificates of the clients that were
signed via this certification authority would be classified as trustworthy from now
on.

The client's certificate is now included in the global security settings certificate
manager. Note the ID of the currently imported client certificate.

Figure 4-18

Trusted certificates and root certification authorities
ID | Common name of .. & lssuer Valid to Used as Private key

UaExpert@myPC UaExpert@myPC 07i07/2020 Certificate No

In the device or network view, mark the CPU that serves as OPC server. The
properties of the CPU are displayed in the inspection window.

In the area navigation of the Properties tab, select “OPC UA > Server >
Security > Secure channel”. Here you will find the "Trusted Clients" section. In
the table, double-click the empty row with "<Add new>".

Figure 4-19

DNS configuration Trusted clients
» Display

Multilingual support The global security settings for the certificate manager have been selected.

Time of day Full functionality is available.
To allow a connection to the server to be established for specific clients, their certificates can be added to the following
. list of trusted clients. To allow any client to establish a connection, you can enable the "Automatically accept all client
™ OPCUA certificates during runtime” option.

General

» Protection & Security

- Server
General

D C n name of subject  Issuer Valid until
Options —
w Security

User authentication
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8. A button with three dots is displayed in the line. Click this button. Select the
client certificate that you imported. Click on the button with the green
checkmark.

Figure 4-20

| |

D Cormmon name of subject | Issuer Walid until

1 Siemens TA Project(sZug.. O=Siemens, C=DE, CN=5i.. 6/27/2037
2 Siemens TA Project(SK0... O=Siemens, C=DE, CN=5i.. 6/27/2037
3 PLC-1Webserver-3 C=Siemens, C=DE, CN=5i.. 6I27/2037
4 FLC-1IOPCUA-T-4 O=Siemens, C=DE, CN=5i.. 7i2/2037
5 PLC-1/OPCUA-1-5 O=5Siemens, C=DE, CN=5i.. 7i2/2037
6 OPC-Client D=Siemens, C=DE, CN=Si.. 7i2/2037
7 PLC-3Webserver-7 C=Siemens, C=DE, CN=5i.. 7i2/2037
e {UaExpert@myPC { 0=Siemens, C=DE, CN=U__. 7/7/2020 |

(<] I |

9. Translate the project and load the configuration into the S7-1500 CPU.
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Result

You have classified the client certificate as trusted by the server. The server now
trusts the client. If the client now also classifies the server certificate as trustworthy,
then server and client can establish a secure connection (see also section 4.1.2).

Figure 4-21

Trusted clients

The global security settings for the certificate manager have been selected.

Full functionality is available.

To allow a connection to the server to be established for specific clients, their certificates can be added to the following
list of trusted clients. To allow any client to establish a connection, you can enable the "Automatically accept all client
certificates during runtime” option.

ID  Common name of subject | Issuer Valid until
2lis  UaExpert@myPc O=Siemens, C=DE, CN=U__. 7/7/2020
Note You can also configure the server to automatically accept the client certificates. If

you enable the option "Automatically accept client certificates during runtime",
the server will accept all client certificates. You will find this option below the
"Trusted clients" list.

To avoid security risks, deactivate the option again after commissioning.

[ ] Automnatically accept client certificates during runtime

User authentication

The security concept of the OPC UA connection is rounded off by user
authentication.

With the OPC UA server of the S7-1500, you can set how a user of the OPC UA
client must legitimize himself if he wants to access the server.

There are the following possibilities:

e Guest authentication:
The user does not have to prove his authorization (anonymous access). The
OPC UA server does not check the authorization of the client user.

e Authentication via user name and password:
The user must prove his authorization (no anonymous access). The OPC UA
server checks whether the client user is authorized to access the server. As
proof the user name with the correct password is valid.

e User management via the security settings of the project:
If you activate this option, the user administration of the opened project is also
used for the user authentication of the OPC UA server: With OPC UA, the
same user names and passwords are valid as in the current project.

Note To increase security, you should only allow access to the OPC UA server with
user authentication.
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To set up authentication using a user name and password, proceed as follows:

1. Inthe device or network view, mark the CPU that serves as OPC server. The
properties of the CPU are displayed in the inspection window.

2. Select "OPC UA > Server > Security > User authentication" in the area
navigation of the "Properties" tab. In the "Guest authentication" section, disable
guest authentication.

Figure 4-22

b Vieb server Guest authentication

DNS configuration

b Display Note: |The guest authentication allows access to the server without authentication by
usemameipassword.

Multilingual support

Time of day
b Protection & Security
- OPCUA
General n "] Enable guest authentication
~ Server i
General = User name and password authentication
Cptions
v Security Note: |Enabling this option allows users to authenticate themselves by providing s valid user name
and password.
Secure channel
User authentication|

3. Inthe "User name and password authentication" section, enable the "Enable
user name and password authentication" option.

Figure 4-23

User name and password authentication

Mote: |Enabling this option allows users to authenticate themselves by providing a valid user name
and password.

| [+ Enable user name and password authentication

4. You can define users in the "User management" section. Enter the users in the
table. To do this, click on the entry "<Add new user>".

Figure 4-24

User management

MName Password
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5. A new user with an automatically assigned name is created.
Figure 4-25

User management

MName Password
#lusert [ *rrraraarn =]

6. You can edit the user name and enter the password associated with the user

name.
To change the name, double-click in the line "userl" and change the name
according to your wishes.

Figure 4-26
Marne
i |LIP.E:-¢|:|EH: |

7. To define the password, click on the integrated button in the cell under
"Password" and set a password.
Close the dialog by clicking "OK".

Figure 4-27
Mame Passwoard
U;‘\E;(pe-rt EEkEEEERRRREESE I'I
Add new users
&= Enter a new password for the user
Password |-x-x--x-x-xttrr-x— | n
Confirm password |***ﬂ*ﬂn | g
I DK Il Cancel

Result

You have defined a user. If a client user wants to access the OPC UA server,
the OPC UA server checks whether the client user is authorized to access the
server. As proof, the user name just created with the correct password is valid.
You can add a maximum of 21 users.
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4.1.2 Security settings in the Client

OPC UA client

The following screenshots were taken with the free test client UaExpert Version
1.4.0 from UnifiedAutomation. The procedure for other clients may differ from the
one shown.

Certificate management

If you use OPC UA clients from manufacturers or the OPC Foundation, the OPC
UA clients have their own certificate manager. A client certificate is automatically
generated during installation or when the program is called for the first time.

You can open UaExpert's certificate manager under "Settings > Manage
Certificates".

Figure 4-28
u Unified Automation UaExpert - The OPC Unified Architectu

File Server Document @ Settings Help

L] E,/#;' IT] l_'] E Toolbars 3

Plugins...
Project .
*  Configure UaExpert...
v [0 Project - . i
0 Servers Manage Certificates...
w B Meacienante

The various certificates that are currently stored are displayed here.

Figure 4-29
B Manage Certificates ? x
Trusted Issuers  TLS Issuers
Certificates
Statu;’ Mame Valid From Valid To Organization OrganizationUr|
. Own ... UaExpert.. 08.07.2019 23:4... 07.07.2020... Siemens BU
< >
Certificate Revocation Lists
Numb\ér Valid From Mext Update Organization OrganizationUnit
< >
3 ICopy Application Certificate To...| Create new Application Certificate...| Open Certificate Location
0K
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Note

Here you will also find the OPC UA client certificate that must be imported into
the list of trusted clients in TIA Portal at the OPC UA server. (see_section 4.1.1).

Making the Server Certificate Known to the Server

Note

Note

A secure connection between OPC UA server and an OPC UA client is only

established if the client classifies the certificate of the server as trustworthy. To do
this, you must import the server certificate into the certificate manager of the client.
In this example, the CA certificate from TIA Portal is used as the server certificate.

When you import the CA certificate from TIA Portal, all server device certificates
signed with this CA are automatically trusted.

Alternatively, you can import only the server's device certificate. You can find the
device certificate in the global certificate manager of TIA Portal in the "Device
certification" tab (see also the "View server certificate" section of section 4.1.1)

To import the CA certificate, you must have saved the CA certificate on the local
host in the following file formats:

e with the data type "*.der" ("Certificate-DER coded")
Figure 4-30

Dateityp: | Certificate - DER coded (*.der)

e with the data type "*.crl" ("Certificate - Certificate Revocation List, DER coded")
Figure 4-31

Dateityp:  Certificate - Certificate revocation list, DER coded (*.crl)

Export the CA certificate in the required formats from TIA Portal (see section 2.3).

You can export the certificates from TIA Portal in DER and CRL format.

In addition to the certificate format "DER", UaExpert also requires the certificate
revocation list (CRL-Certificate Revocation List), which can also be exported
from theTIA portal via an export. For File type, select the "Certificate - Certificate
Revocation List, DER coded" instead of "Certificate-DER coded".
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To add CA certificates to the UaExpert Certificate Manager, they must be copied to
the UaExpert storage location.

Proceed as follows:
1. Open the certificate manager of UaExpert via "Settings > Manage Certificates".

2. To access the certificate manager's storage location, click on the "Open

Certificate Location" button.

Figure 4-32
B Manage Certificates ? ®
Trusted  Issuers  TLS Issuers
Certificates
Status MName Valid From Valid To Organization OrganizationUr
. Qwn ... UaExpert., 08.07.201923:4., 07.07.2020.. Siemens BU
£ >
Certificate Revocation Lists
Number Valid From MNext Update Organization OrganizationUnit
£ >

L) |Co|:u1|I Application Certificate To. I Create new Application Certificate... | |Open Certificate Location

O
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3. The directory "/unifiedautomation/uaexpert/PKl/trusted/certs" is opened. Copy
the CA certificate of the server in the format "DER" into this folder. All server
device certificates signed with this CA certificate are trusted by the client.

Figure 4-33

» Siemens » AppData » Roaming » unifiedautomation » uaexpert » PKl » trusted > certs

2

Siemens TIA
Project(3K00VHS
9IU-D91-KLtZWP
Q) _*.509 Certif...

4. Change to the "/unifiedautomation/uaexpert/PKl/trusted/crl" directory. Copy the
certificate revocation list in "CRL" format into this folder.

Figure 4-34

» Siemens » AppData » Roaming » unifiedautornation » uaexpert » PKl » trusted » crl

KX

Siemens TI4&
Project{3K0cVH5
9IU-D91-KLEZWP
0)_X.509 Certif...
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Result

You have imported the CA certificate and the certificate revocation list from TIA
Portal into the certificate manager of UaExpert and have therefore classified it as
trustworthy. Because this CA certificate signed the server's device certificate, the
server's device certificate is also automatically trusted.

You can view the certificates via the UaExpert interface.
Figure 4-35
B Manage Certificates 7 X

Trusted Issuers TLS Issuers

Certificates

Status Name Valid From Valid To Organization OrganizationUr
" Trusted Siemens.. 27.06.2019 00:1... 27.06.2037 .. Siemens

. Own .. UaExpert.. 08.07.2019 23:4... 07.07.2020.. Siemens BU

< >
Certificate Revocation Lists

Number Valid From MNext Update Organization OrganizationUnit
|-:/ 1256360... 27.06.2019 00:1... 27.06.2037 00:00:00 Siemens |

< >

3 ICopy Application Certificate To...| |Create new Application Certificate... | Open Certificate Location

OK
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Add server in the client

Before you can establish a connection with UaExpert, you must add a server.
Follow these steps for this purpose:

1. Gotothe "Server > Add..." menu.
Figure 4-36

. Unified Autornation UaExpert

File = Server Document  Setti

D| 4 Add.. ,
= HRemove 1
Project
” E Connect
>< Disconnect
w Properties...
®  Change User...

2. The "Add Server" window appears. Change to the "Advanced" tab.
Figure 4-37
B Add Server ? Ed

Configuration Mame ||

Server Information

Endpoint Url |

Security Settings

Security Palicy Mone -
Message Security Mode | None -

Authentication Settings

(® Anonymous
Username
Password Store
Certificate

Private Key

Session Settings

Session Name

[] Connect Automatically

Cancel
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3. Make the following settings:

In the "Configuration Name" section, define a display name for the server
in UaExpert. In this example, the display name is "S7-1500".

In the "Server Information" section, enter the URL of the OPC UA server.
You can find the URL in TIA Portal when configuring the server. (see

section 4.1.1).

In the "Security Settings" section, select "Basic256Sha256" as the security
policy.

In the "Security Settings" section, select "Sign & Encrypt" as the Message
Security Mode.

In the "Authentication Settings" section, activate the "Username /
Password" option and the "Store" option. Enter the user name and
password set in TIA Portal.

(see section 4.1.1).

Close the dialog by clicking "OK".
Figure 4-38

B 2dd Server ? *

|Conﬁguration Name |5?—ISDD |

[] connect Automatically

Discovery Advanced

Server Information

|EndpointUr| |0pc.b:p:,‘f192. 168.0.1:4840

Security Settings

Security Policy Basic2565ha2s6 -
Message Security Mode | Sign & Encrypt -

Authentication Settings

O Anonymous

Username |L|AExpert |

Password |.o..oo.o. | Store

Certificate

Private Key

Session Settings

Session Name

Conce
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Result
You have added the S7-1500 CPU as an OPC UA server in UaExpert.

Figure 4-39
v [0 Project
v [ Servers
T S7-1500
~ [ Documents
[0 Data Access View
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41.3 Test secure OPC UA connection

Once you have configured all security settings in the server and client, you can use

UaExpert to establish a secure connection to the OPA UA server of the S7-1500
CPU.

Figure 4-40

DgBBEQ # =|°
Iroject B X
v [0 Project

v [ Servers

2 57-1500

When establishing a connection, the certificates are exchanged and checked.

BadCertificateHostNamelnvalid

When connecting to the server, you are confronted with the following error
message:

Figure 4-41

. Connect Error hod

Error ‘BadCertificateHostMamelnvalid' was returned during CreateSession, press
! % 'lgnore' to suppress the error and continue connecting,
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This error is due to the fact that UaExpert checks both an IP address and the DNS

name of the server.

However, the S7-1500 does not return a DNS name or there is also no DNS name

entered in the device certificate under "Subject Alternative Name".

Figure 4-42

n | Zertifikat >

allgemein  Details  Zertifizierungspfad

Anzeigen: <Alle> w
Feld Wert =
BParameter firr gffentlichen ... 0500
Basiseinsdﬂr'ankungen Typ des Antragstellers=Endei...
@Sd‘llﬂsselkennung des Antra... e39bb3da77604e3877b8cb3c...
Stellensdﬂl[]sselkennung Schlissel-ID=coab0bb5e3c2c2. ..
5d‘||[lsseluerwendung Digitale Signatur, Zugelassen, ...
@Erweiterte Schliisselverwen... Serverauthentifizierung (1.3.6...
i Alternativer Antragstellerna URL=urn:SIMATIC.S7-1500.0...

W

=l Finnerahedr ik

f409=2N07f1 10 3= TRA 14fd 214

IP-Adresse=192. 168.0.1

LURL =urn:SIMATIC.57-1500,0PC-UA, Application:PLC _3

Eigenschaften bearbeiten... In Datei kopieren...

Ignore error

The error has no effect on the encryption functionality. You can ignore it by clicking

on the "Ignore" button.
Figure 4-43

. Connect Error

x

_ Error 'BadCertificateHostMamelnvalid' was returned during CreateSession, press
_l_}. ‘Ignore’ to suppress the error and continue connecting,

Abort
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Eliminate errors

You can permanently fix the error by creating your own device certificate for the
OPC UA server in TIA Portal and manually adding a DNS record (see section
"Creating a new server certificate" in section 4.1.1).

Figure 4-44
Create a new certificate %

CA
Choose how the new certificate is to be signed:

O Selfsigned
@ Signed by certificate authority

CAname: | 2:Siemens TA Projecti5K0oVH59IU-DO 1L |

Certificate parameter

Enter the parameters for the new certificate:

Commmaon name of subject: |F'LC-1|'DF'CUP.-1-1D |

Signature: | sha256RSA |v|
valid from: |July 10, 2019 12:06 : 21 AM [~]
valid until: [July 10, 2037 12 : 00 : 0D AM [+]
Usage: |DF‘C UAserver |V|
Subject Alternative Name Type Value
SAN):
¢ ) URI urn:sIMATICS7-1...
IF 192.168.0.1
IF 19216811

|DN5 PLC_1 |

AOd new

(<] M 2]

0K | | Cancel |
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On the OPC UA client computer you must then enter the IP address of the server.
To do this, you must add an entry with IP address and DNS name to the "hosts"
file. The Hosts file on Windows is an important Windows system file that is
responsible for resolving IP addresses into hostnames.

You will find the file in the directory "%Windir%\System32\drivers\etc".
Note To edit this file, you need administrator rights.

Figure 4-45
Copyright (c) 1993-28089 Microsoft Corp.

This is a sample HOSTS file used by Microsoft TCP/IP for Windows.

#

#

#

#

# This file contains the mappings of IP addresses to host names. Each
# entry should be kept on an individual line. The IP address should

# be placed in the first column followed by the corresponding host name.
# The IP address and the host name should be separated by at least one
# space.

#

# Additionally, comments (such as these) may be inserted on individual
# lines or following the machine name denoted by a "#' symbol.

#
#
#
#
#

For example:

182.54.94_97 rhino.acme.com # source serwver
38.25.63.18 X.acme.com # x client host

# localhost name resolution is handled within DNS itself.
# 127.8.8.1 localhost
# H | localhost

192.168.08.1 PLC_1

Then, in the UaExpert settings, you can use the DNS name as the endpoint URL
instead of the IP address and the error will no longer be displayed.

Figure 4-46

B Server Settings - 57-1500 ? X

Server Information

Endpaint Url |ope. tep: fjPLC_1:4840
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Checking in on a connection

If the connection was successfully established, you can use a network analysis
program, e.g. Wireshark, to check whether the security settings are working.

In the following screenshot, the connection between the server and client was

monitored without encryption. The data is available in plain text.
Figure 4-47
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Security Sequence Humber: 182
Security Requestld: 52
Encodeable Object
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4 Opclla Service

4 ReadResponst

e

ResponseHeader

4 Results: Array of DataValue
ArraySize: 1

4 [0]: Datavalue

EncodingMask: 8x89, has value, has server timestamp

4 Value: Variant

Variant Type

Int32: @
ServerTimestamp: May 13, 2012 21:34:45.742415100 Mitteleuropdische Sommerzeit
DiagnosticInfos: Array of DiagnosticInfa

0030 20 00

In the following screenshot, the connection between the server and client was

ResponseHeader

192.168.0.4

192.168.0.241

192.168.0.4

192.168.0.241

192.168.0.4
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192.168.0.4
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178 UA Secure Conversation
167 UA Secure Conversation
158 UA Secure Conversation
128 UA Secure Conversation
158 UA Secure Conversation
128 UA Secure Conversation
124 UA Secure Conversation
106 UA Secure Conversation
178 UA Secure Conversation
117 UA Secure Conversation
106 UA Secure Conversation

Message:
Message:
Message:
Message:
Message:
Message:
Message:
Message:
Message:
Message:
Message:

BrowseRequest
BrowseResponse

ReadRequest

ReadResponse

ReadRequest

ReadResponse
DeleteSubscriptionsRequest
ServicefFault
DeleteSubscriptionsResponse
CloseSessionRequest
ClosesessionResponse

111 CloseSecureChannel message: CloseSecureChannelRequest

monitored using encryption. The data can no longer be viewed with the encrypted
connection.

Figure 4-48
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Internet Protocol Version 4, Src: 192.168.0.4, Dst: 192.168.0.241

Transmission Control Protocol, Src Port: 4840, Dst Port: 61689, Seq: 865, Ack: 1025, Len:

4 OpcUa Binary Protocol

Message Type: MSG

Chunk Type:

F

Message Size: 256
SecureChannelld: 83649873
Security Token Id: 1

Security Sequence Number: 39681260

Security RequestId: 4206467601
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5
5.1

Appendix

Service and support

Industry Online Support

Do you have any questions or need assistance?

Siemens Industry Online Support offers round the clock access to our entire
service and support know-how and portfolio.

The Industry Online Support is the central address for information about our
products, solutions and services.

Product information, manuals, downloads, FAQs, application examples and videos
— all information is accessible with just a few mouse clicks:
https://support.industry.siemens.com

Technical Support

The Technical Support of Siemens Industry provides you fast and competent
support regarding all technical queries with numerous tailor-made offers

— ranging from basic support to individual support contracts. Please send queries
to Technical Support via Web form:

www.siemens.com/industry/supportrequest

SITRAIN - Training for Industry

We support you with our globally available training courses for industry with
practical experience, innovative learning methods and a concept that’s tailored to
the customer’s specific needs.

For more information on our offered trainings and courses, as well as their
locations and dates, refer to our web page:
www.siemens.com/sitrain

Service offer

Our range of services includes the following:
e Plant data services

e Spare parts services

e Repair services

e On-site and maintenance services

e Retrofitting and modernization services
e Service programs and contracts

You can find detailed information on our range of services in the service catalog
web page:
https://support.industry.siemens.com/cs/sc

Industry Online Support app

You will receive optimum support wherever you are with the "Siemens Industry
Online Support" app. The app is available for Apple iOS, Android and Windows
Phone:

https://support.industry.siemens.com/cs/ww/en/sc/2067
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5.2 Links and literature

Table 5-1

No.

Topic

\1\ Siemens Industry Online Support
https://support.industry.siemens.com

\2\ Link to the entry page of the application example
https://support.industry.siemens.com/cs/ww/en/view/109769068

5.3 Change documentation
Table 5-2
Version Date Change
V1.0 09/2019 First version
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