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Safety Guidelines

>

This manual contains notices which you should observe to ensure your own personal safety as well as to avoid
property damage. The notices referring to your personal safety are highlighted in the manual by a safety alert
symbol, notices referring to property damage only have no safety alert symbol.

Danger

indicates an imminently hazardous situation which, if not avoided, will result in death or serious injury.

Warning

indicates a potentially hazardous situation which, if not avoided, could result in death or serious injury.

Caution

used with the safety alert symbol indicates a potentially hazardous situation which, if not avoided, may
result in minor or moderate injury.

Caution

used without safety alert symbol indicates a potentially hazardous situation which, if not avoided, may
result in property damage.

Notice

used without the safety alert symbol indicates a potential situation which, if not avoided, may result in
an undesirable result or state.

Wehn several danger levels apply, the notices of the highest level (lower number) are always displayed. If a
notice refers to personal damages with the safety alert symbol, then another notice may be added warning of
property damage.

Qualified Personnel

The device/system may only be set up and operated in conjunction with this documentation. Only qualified
personnel should be allowed to install and work on the equipment. Qualified persons are defined as persons
who are authorized to commission, to earth, and to tag circuits, equipment and systems in accordance with
established safety practices and standards.



Intended Use
Please note the following:

A Warning

This device and its components may only be used for the applications described in the catalog or
technical description, and only in connection with devices or components from other manufacturers

approved or recommended by Siemens.

This product can only function correctly and safely if it is transported, stored, set up and installed
correctly, and operated and maintained as recommended.

Trademarks

All designations marked with ® are registered trademarks of Siemens AG. Other designations in this
documentation might be trademarks which, if used by third parties for their purposes, might infringe upon the

rights of the proprietors.

Copyright Siemens AG, 2006. All rights reserved

Reproduction, transmission or use of this document or its contents is not permitted without
express written authority. Offenders will be liable for damages. All rights, including rights
created by patent grant or registration of a utility model or design, are reserved.
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1 Welcome



Welcome to WIinCC flexible “Getting Started Options”. We shall show you what
additional configuration options are included in the WinCC flexible optional pack-
ages.

With the fruit juice mixing plant project in Getting Started Advanced, you became
familiar with only one unit of the filling station. The filling station consists of the
following units:

+ Cleaning station (CleaningStation)
* Fruit juice mixing station (MixingStation)

* Bottling station (BottlingStation)
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1 Welcome
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All stations are monitored and operated by the shift manager directly from his
place of work (1). Important user actions, such as editing recipes, must be con-
firmed by electronic signature and are logged to a separate log file. The sales
manager uses MS Excel to view selected production data (2). The field service
technician in charge is informed immediately of any faults, and takes immediate
service actions via the Internet (3). Production data acquisition ensures that all
essential process data are recorded and analyzed (4).

This Getting Started Options shows you how to use the following options to
implement the scenario described earlier:

+ Using Audit
* Using Sm@rtAccess
* Using Sm@rtService

» Production data acquisition with OPC
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Requirements

If you would like to perform the shown configuration steps yourself, you need a
PC that is connected to the OP 270 6" and MP 270B 10" HMI devices via
Ethernet. The Ethernet interface on the OP 270 6" is updated with an NE2000-
compatible CF card.

You use the PC as master control station, as office PC, service PC, and as BDE
PC.

The self-extracting archive Project_GettingStarted_Options_WinCC_flexible
2005.exe in the “Documents\[language]\Getting Started” folder on your

WinCC flexible CD3 contains the project, and is extracted to the default path:
“C:\Temp”). The project file with “Complete” suffix contains the entire configura-
tion. The project already contains the MasterControlStation, the OP 270 project
from the Getting Started Advanced (MixingStation), and the BottlingStation.

The following IP addresses are used in this Getting Started as an example:
» MasterControlStation (master control PC): 192.168.0.1

» CleaningStation: Ignored in this Getting Started.

+ MixingStation (OP 270 6"): 192.168.0.22

* BottlingStation (MP 270B 10” Key): 192.168.0.23
Subnet mask: 255.255.255.0.

You may also use HMI devices from the 177, 270-, 277 and 370 classes.
However, we advise you to use OP 270 6", because this allows you to reuse the
project from the Getting Started Advanced.

The TP 177B PN/DP, OP 177B PN/DP and Mobile Panel 177 PN/DP HMI
devices can only be used with the Sm@rtAccess and Sm@rtService options.
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2 Using Audit




FDA Directive “21 CFR Part
11" is available on the Internet
page “www.fda.gov.”

You can download the white
paper from the Internet:
http://www.siemens.de/wincc-
flexible-audit (German)
http://www.sie-
mens.com/wincc-flexible-audit
(International)

s
O

2.1 What is Audit?

User actions logging in the context of Tracking & Tracing is rapidly gaining
importance in the pharmaceuticals sector, in Food and Beverages industry and
in other industrial sectors. Electronic logging of any relevant operator actions,
mandatory confirmation by electronic signature and commenting of actions
represent appropriate measures to keep a full track on the production process.
Those features also allow tracking and tracing of errors, and the identification of
operators and operated components. On the same hand, however, it is of vital
interest that production data are forgery-proof and readable at all times.

User administration is a basic functionality in WinCC flexible, and offers an effec-
tive security system with password protection. This also allows explicit assign-
ment of restrictive user rights to specific tasks, such as editing recipes.

The electronic documentation of production data was thus defined in standards
for specific business sectors, and globally for all business sectors. The most
important of those regulations is the legislative text in 21 CFR Part 11 on “Elec-
tronic Data Recording and Electronic Signatures”, issued by the US Food and
Drug Administration FDA. In addition, various EC Directives apply to specific
business sectors.

Based on the FDA Directive “21 CFR Part 117, authorities have issued require-
ments which all production plants must satisfy for the “Good Manufacturing Prac-
tice” (GMP).

The basic functionality of WinCC flexible already covers a certain scope of those
requirements. The “Audit” option satisfies requirements of logging operator
actions on the HMI device, and the “ChangeControl” option ensures adequate
logging and tracking of any changes in the configuration.
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2 Using Audit

This Getting Started is focused on the “Audit” option. In order to satisfy require-
ments in accordance with the FDA Directive, the documentation of the produc-
tion process of our fruit juice mixing plant must be rendered more precisely. The
electronic signature and mandatory comment field features make sure the oper-
ator identifies himself, and properly substantiates his actions by comments
(editing of recipes, for example.)

The owner of the fruit juice mixing plant can thus trace and analyze the entire
production process.
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User administration is a com-
ponent of basic
WInCC flexible functionality.

s
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2.2 Planning a regulated project

To set up our “GettingStarted_Options” sample project as a regulated project, we
first need to give project planning some preliminary attention:

* Requirements of user administration

» Decision on which operator actions, such as changing values, or actions in the
context of recipe management, should be confirmed by signature, commented
and logged to a file.

» Special logging features

Extended requirements for the user administration

Prerequisite for tracking operator actions at the fruit juice mixing plant is the
unique identification of all operators of a production shift. For this reason, you
configured a user administration in “Getting Started Advanced,” consisting of the
assignment of users, passwords and user groups, which are assigned specific
access rights.

Additional requirements of user administration stipulated in FDA Directives:
» The password validity expires after a configurable period, and should then be

changed by the user. The operator receives a message informing him of the
expiry date/time of the password.

» Existing passwords may not be reused unless a configurable number of pass-
word generations have been completed.

Example: A “3 generations” setting does not allow reuse of the password
“001” unless the password has been changed three times:

Generation }
4 004

3 003

2 002

1 001 001
I I

Validity
» The operator will be logged off automatically if no actions are carried out
within a configurable period (inactivity time-out.)

» An operator is automatically assigned to the “unauthorized” group after having
entered the wrong password three times.
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2 Using Audit

Use the “Record user action”
system function to record the
operation of control elements,
such as buttons, and script-
ing actions.

e
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Important operator actions

In order to provide adequate and mandatory proof of events, you define which
operator actions you should record and comment, or confirm by electronic
signature. Appropriate evidence must be provided for all operator interventions
in the active production process, such as toggling from “auto” and “manual” plant
operating mode, or changing the mixing ratio of a recipe. Responsibilities for
operator actions are clearly defined by the electronic signature.

Operator actions which form part of the daily production process (screen
change, for example), and do not significantly contribute towards tracking opera-
tor activities, may be logged, but should not impair the overview of important
operator actions.

Based on the operator actions which require proof, you can determine which
objects you need to adapt in your project:

* GMP-relevant tags
+ Change of values by users
* GMP-relevant recipes
+ Creating, changing and saving recipe data records
» Transfer of recipe data records to the PLC and from the PLC

» For recipe tags: Changing the setting for the synchronization of tag values
with PLC data (offline/online)

Audit Trail automatically logs user actions with respect to messages
(acknowledgement and attempts to acknowledge), user administration (user
logon and logoff, and import of user administration data) log files (running and
closing a log file.)

“Audit Trail” log type

All operator actions requiring proof are logged centrally. The new “Audit Trail” log
type is available for such actions. In contrast to the alarm log, the Audit Trail rep-
resents an infinite log file.
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Alarms and acknowledge-
ments are saved to a sepa-
rate alarm log as usual. In
addition to the reference to
the action and message num-
ber, the name of the operator
who acknowledged the mes-
sage will be logged in the
Audit Trail.

e
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2.3 Creating a regulated project

All modifications of recipes or of the mixer speed are recorded in an Audit Trail
file according to FDA directives, in order to ensure tracking of the entire produc-
tion process of the fruit juice mixing plant.

1. Create the project as “Regulated project”:

S winCC flexible 2005 Advanced - GettingStarted_Options. himi

Project Edit Wiew Insert Format Faceplates Options Window Help

e New ~ B - ivgew 3 iE. iRnei T Tie

Enﬁlish [Lln.it.ed SIta.tes.]. v. o :T.aﬁoma W ag v: B 7 0

b4 _ IStation_Overview ﬁic .

Simpla Objacts

/" Line

@
12

neral

b Properties
Project Settings

Marme |GettingStarted_Options

File name |GettingStarted_Options

Print Selec

File path |D:'l,temp'l,PrUject_GettingStarted_Opziuni_WinCC_FIewaIe_E
%) Cross-Refs

GMP Settings
Rroperties ¥ Requiated project
<
= 4 Objects
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2 Using Audit

2. Configure the “Orange” recipe so that the operator has to confirm the
transfer and saving of all its recipe data records by means of electronic
signature:

laas EltingStartedl_Dptins
- yass BottlingStation(MP 270 10" Key)
E waas MasterContralStation[winCL flexible Funtime

D"’_" MisingStation[0F 270 €] Name |Orange Display name FrangeJ Number (1
E!% Screens

-2 Commurication
E!ﬁ Alarm Management

=] Recipes
%-ﬂ Elements | Data records

Add Recipe

i @ ._ Display name LED] Text list Defau
El% Histori et YWasser Litre Water Litre_Water <undefined> 0
-5 Sorpts 1
E!@_ Repor ket Konzenkrat !Litre Concentrate Litre_Concentrate <undefined > n]
E‘EE Tex lo Zucker Kilo Sugar Kilo_Sugar <undefined > o
E--ﬁ R tion 1 §

@5 Dev) ramm Aroma faram Aroma Gram_Aroma <undefined:> i}

-
[

EJ--E. Language |
EJ'-ﬁ Wersion Management |

a w

< I | >

Good Mu :

 General
) Properties
® Data Medium Settings

® Options | IV Log user actions in Audit Trail
m Transfer

B Infotext ¥ Sign transfer of recipe data records
PGP

¥ Sign saving of recips data records
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3. Configure the “Mixer_Speed” and “Operation_Mode” tags so that any
operator intervention in the production process, such as toggling the
plant operating mode, or setting the default mixer speed, must be con-

firmed by digital signature and substantiated by comment:

&
bt GettingStarted_Options ~

+ BottlingStation(MP 270 10" Key)
wes M asterControlStation(winCC flexible F
MizingStation[JP 270 6"

N

FillLevel_\ater

DB 1 DEW 2 L

 Screens Connection_1 Int
=45 Communication Gram_Aroma Connection_L Ink DB 1 DBW 18
Kilo_Sugar Connection_1 Ink DB L DEW 16
Litre_Concentrate Conneckion_1 Ink DB 1 DBW 14
Litre_Water Cannection_1 Int DB 1 DBW 12
Mixer_SetSpeed Connection_1 Ink DB 1 DBW 22
Mixet_Speed Connection_1 Int DB | DEW 10
Operating_M: Connection_1 Ink DB 1 DEW 24
- -
o Yalve_statu: nection_t Int DB | DEW 0
%= Text and Graphics Lists
é Runtime Llser Administration
#-, Device Seftings v 2
< > 2 i
===

=

Current_Dataset DB 1 DBW 20 Lo

Current_Langu... <Mo address>

FilLevel_Aroma DB 1DBW S
FillLevel_Conce... DB 1 DEW 4
FilLevel_Sugar DB 1 DEW &
FillLevel_‘water DB 1DEW 2
Granm_Arama DE 1 DBW 18
Kilo_sugar DE 1 DBW 16
Litre_Concentr,.. DB 1 DEW 14
Litre_Water DE 1 DBEW 12 ¥

m Genera
’ Properties

B Limits
[ ]

[ ]

[ ]

[ ]

| Logging
B Logging

’ Events

B Addressing

grp

GMP Settings
WV GMP relevant

Linear Scaling
Base Values
Comment
Multiplexing

[V Mandatory commenting

Limits
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2 Using Audit

4. Enter a file name for the Audit Trail:

—— -
1 a@l [ Statian_Overview I @Grange I == Tags | i@Audit Trail
luy GettingStarted_Options

seas BottingStation(MP 270 10" Kay) Name Log activation
; MasterControlStation(winCC flexible Runtime
=- ; MizingStation(0F 270 B ‘
£ T5 Screens

: Es Communication

W Enable logai

Storage Forci
f 5 Alarm Management i)
i 15, Recipes

- =g Historical data

cation: ‘FI\E

<]

W allowed i st

2 -ath: ‘\Storage Card2\auditTrail j I signing may

Low free storage space limit: (0,1 H: ME

’ Events
B Critical Low Free St!| W @

H
W Low Free Storage < |

I <No functionz

5. Finally, configure the security settings for the user password validity:

|eas GettingStarted_Options
; EattiingStation(MP 270 10" Key]
@; I azterControlStation(wWinCL flex
E!; MixingStation[OF 270 6]
- m T Screens
@-@ Communication
E!-A'i Alarm Management
El-ﬁa Recipes
3] !’ﬁ Histarical data
E!gf: Scripts
=] & Reports
EI-WE Text and Graphics Lists
E-l‘q Funtime Llser Administration
C ¥ Groups

Orange I <= Tags Iﬁ Audit Trail r’-ﬁ]..m e Security Settings
RITSECURITY SETTINGS
~

General

Password

¥ Password aging
Password walid for number of days a0 ﬁ |

Password generations 3 :::l

Warning days 7 i‘

Runtime Services

I Initial passwaord change

Users initially logging on to the HMI are requested to change the default pass-
word.
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6. Finally, configure a function key in the “PlantState” screen which the

operator may use to move the Audit Trail to the configuration computer.

This operation should be logged in the Audit Trail and confirmed by

electronic signature.

» Configure the system function that saves the operation to the Audit Trail
file, and requests the operator's confirmation by electronic signature:

Confirmation type
Mandatory commenting
Category

Object name
Descripkion

2 <MNo function>
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2 Using Audit

» Configure the system functions used to move the Audit Trail to the configu-
ration computer:

| EttingStarted_Dp;tions |
[ guag BottingStation[MP 270 10" Key]

S 127312000 10:59;59 AR DT DT T T

[ gung M asterControl5 tationwinCC fesible F [ - " 3 T .
= maas MikingSlation(OP 270 E7] Plantstate:  Hixer 1 i
B-% Screens Torgue: S I :
; -g ?:En;:[:en Tempe.raiuce |DDDD E 14
- Alarmstrchive Current o000 g
[ FilLevels
[ LanguageSelection
[ Messages . | Operation made Actual speed 0000 -
; | JAut:matlc 'I I_'Spev:lﬂed speed 0000 i i - 7
-] Selection u i | > P
<[ Trendview S

- @ ¥ Communication
- @5 Alarm Management

IR =DElEE Function list |

©5, Recipes ’ |
Events
H Ui Historical data
: =] 25? Scripts » :ﬂiss | 1 [El NotifyUserAction Rl B
| = u Release
- w5 Pepons Confirmation bype Electronic signature

| Mandatory commenting  True

as | Category Audit Trail

con Neme ——— fiofo | i ot I
Description Audit Trail copied ko the server
| 4 CloseAllLogs ==
| 3 [ ArchiveLogFile
| Log bype Audit trail log
| Lag Audit-Trail_MixingStation
| Direckary name \iarchiveServer\AuditTrail
| Mode Move
IE OpenAllLogs

£

Closing all archives is necessary, so that the Runtime does not access the Audit
Trail. The Audit Trail is renamed on the HMI device with a time stamp with the
following name: Name_Date Time_HMIdeviceName, e.g., “Audit-
Trail_MixingStation_20050524 122358 MixingStation”. When renaming, a new,
empty Audit Trail is created so that logging can be proceeded continuously.
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With the standard settings in
the Transfer dialog, the saved
passwords and recipe data
are overwritten with the pass-
words and recipe data in the
project.

Disable overwriting of pass-
words and recipe data if the
operator has already effected
changes on the HMI device.
You cannot restore overwrit-

ten data records and pass-
words.

2.4 Operating a regulated project in Runtime

As of now, the operator of the fruit juice mixing plant must confirm any modifica-
tion of recipe data and of the mixer speed with his electronic signature and com-
ment.

We will now download the project data to the HMI in order to apply the changes.

Creating a new recipe data record
1. Download the project to the “Mixing Station” HMI device:

WinCC flexible 2005 Advanced - GettingStarted_Options.hm Ll

Project Edit Wiew Insert Format Faceplates Options Window Help
e Mew - b i pe N ..o B9 o .:@7
English [United States] ™ .

@(x [ Station_Overview Orange % udit Trail

[
e 1
= BottlingStation (MP 27010 Settings for MikingStation (OP 270 B
MasterContralStation [win Transfer to
MiringStation [OP 270 B") % Flash " RAM
Mode | Ethemet S | Delta transfer
& On i
Computer
fharne o |P |182.188.D.22 | I Enable back tiansfer
Address

Iv Ovenanite password list

v Ovenanite recipe data records

Trarlsfer || Apply || Cancel |
=

O}
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2 Using Audit

2. Log on to the HMI device under the name “Miller”

S SIMATIC WinCC flexible Runtime
SIEMENS

User: IMiIIer

Passweord:

WinCC flexible Getting Started Options
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3. Change to the “Recipe view”, then create a new recipe data record.
BB

1 SIMATIC WinCC flexible Runtime
SIEMENS

6/3/2005 3:29:34 PM

Recips Mamne: Mo
|orange_t =l[t
Data Record Mame: Mo

i Bewverage Light

Litre Water

SIMATIC PANEL
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2 Using Audit

4. Save the new recipe data record (1), comment the change (2), and then
confirm this action with your electronic signature (3):

1 SIMATIC WinCC flexible Runtime
SIEMENS

(X

WinCC flexible 2005

Please sign the following action by signing / through
kignature,

User: Miller
Action Fata record Beverage Light: Save
i

iew to data medium,

Comment icreate new data record
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Adapting the mixer speed

1. Change to the “Plant state” screen, then toggle the plant operating

mode:

H{SIMATIC WinCC flexible Runtime
SIEMENS

6,/8/2005 11:47:17 AM

Plantstate:  Miker 1
<l Torgue 300
Terperature. a0
Current 10
Operation made Actual speed 400
]Wj Specified speed 400

(=13

SIMATIC PANEL

You are also requested to confirm your action when you toggle the plant oper-

ating mode.

2. Enter “500” as the new setpoint speed.
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2 Using Audit

Use the “password” as an 3. Cpmment the modification and confirm this action with your electronic
electronic signature. signature:

1 SIMATIC WinCC flexible Runtime
SIEMENS

WinCC flexible 2005

Iease sign the following action by signing / throug I

signature,

User; Miller

Action hanging the tag value from 'S00° to
‘400",

Cormrment lTest speed with new recipe

(Mandatary field)

Password:

Ok | Cancel |
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You can only operate a regu-
lated project on the HMI
device as long as audit-rele-
vant user actions can be
saved to the Audit trail file.

Hence, you should always
make allowances for sufficient
memory space, and ensure
that the server connection is
not down.

Operators require administra-
tor rights to force operation in
case of insufficient memory
space.

A
O

2.5 Backup of Audit Trails
The Audit Trail file is an important document, and should thus be backed up at
regular intervals. Available backup strategies:

* You save the Audit Trail file to the external memory medium of the HMI
device, and transfer a backup copy to a server at regular intervals via the net-
work.

» Save the Audit Trail file to the external memory medium of the HMI device,
and then read the Audit Trail from this medium on a PC.

* You backup the Audit Trail file directly to the server via the network.
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2 Using Audit

Moving Audit Trail to a server
When the system runs below the configured minimum storage space, it outputs

You can also assign the func-

tion list shown to the “Press” the event “Insufficient storage space.” Configure the following function list to
event of a button, for exam- move the Audit Trail file from the external storage medium of the HMI device to
ple. This always allows you to

create a backup copy of the the server:

Audit Trail file on the server.
Little available memaory, criti-
cal: = L it ies
Event occurs, if the minimum

l [ Station_Overview ]:fi\“‘i;t'-";i

sj001 gl

3 |AudithraiI_MixingStation ¥ Enable logging at runtime start
amount of configured memory |
has been reached. : S
Little available memory: Storas Forana
Event occurs, if the normal Storage location: |Fi|e j v Allowed if storage space has been exhaust
ﬁ?sogg(tagfrz%r:;ft;%%red MLy Path: |uArchiveServeriAuditTrail j I™ Signing may be bypassed
Low free storage space limit: ’m B
Events
[* E:egtrsitical Low Free St; | Xl *l b @ fu .ﬂC:r.] on ]jﬁt .
B Low Free Storage & | 1 Clodeni ogi ~
2 El ArchiveLogFile
Lag bype Audit trail lag
Log Audit-Trail_MixingStation
Direckory name ViarchiveServer|\AuditTrail T
Mode Move
3 | OpenallLogs 'I
4 <No function > v

e |
T.he function list shown will be processed as follows:
» All log files will be closed.

* The Audit Trail is renamed on the HMI device with a time stamp with the
following name: Name_Date Time HMIdeviceName, e.g., “Audit-
Trail_MixingStation_20050524_122358 MixingStation”. Next, the Audit Trail
file will be moved to the server.

+ All closed log files will be opened again.

You may also use this function list to create a long-term backup of the Audit Trail
file on the server. Create a task in the tasks scheduler that backs up the “Backup
Audit Trail” task which saves the Audit Trail to the server at regular intervals.
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What happens when the server connection is down? The system continues to
record user actions in the Audit Trail file, provided the storage medium of the
HMI still provides sufficient space. The Runtime system makes an attempt to
move the renamed Audit Trail file to the server at intervals of 300 s.

If it is no longer possible to write to the Audit Trail file as a result of insufficient
storage space, it is no longer possible to operate GMP-relevant objects (tags, for
example.)

Forcing operation

However, in order to avoid unnecessary down times, users of the “Administrator”
group, such as the shift manager, may force access. This operation interrupts
recording of the Audit Trail.

== = = = = =
Station_Overview Orange | == Tags : i il LanguageSelection [ Recipes Device Settings
2 g e LR S rail quag g

Name Log activation
|Audit-TraiI_MixingStation ¥ Enable logging at runtime stark
Storage Forcing
Storade location: |Datei j I Allowed if storage space has been exhausted.

Path: |uArchiveServerlAuditTrail j gay be bypassed

Lowi Free storage space limit: 64,0 3: MB
R [X[+]+]
x[+]+

W Critical Low Free Storage Space Limit
® Low Free Storage Space Limic

Function list

1 CloseallLogs

2 El ArchivelogFile

Log type audit trail log

Lag Audit-Trail_MixingStation

Directary name ViarchivesServerlAudit-Trail

Mode Copy
3 I DpenAI‘ILogs ; :J
4 I <No function
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2 Using Audit

Forced operation will be recorded in the Audit Trail file.

B Microsoft Excel - Audit-Trail MixingStation0.csy

|§] Fle Edit Yiew Insett Format Tools Data Window Help Type aquestion for help = o & X
INEE SS9 10% @ E;nria\ -1l «|F & U= [ & - A - _
Fg4 - #& Forced: Changing the tag value from ‘22" to ‘32"
A B [ I | E ! F o] 4 17
| 17.06.2005 12:07 +8:00  System  Application Startup of WinCC flexible RT 2005 on device MP3 OERDEH | —
17.06.2005 12:07 +3:00  Systern  Application Change to operating mode ‘online’. PCjvu
17.06.2005 12:07 +8:00  System  User administratio Pagsword list imported successfully. Wzt
17.06.2005 12:07 +3:00  Miller User administratio User Miller logged on with group 'Group (2). FgpdC+

: 17.06.2005 12:08 +5:00  Miller |Categary: Objectl Signed: Desc.: ConfirmationType(Electronic signa RkR+hY
17.06.2005 12:08 +3:00  Miller Logs: AuditTrail_fStart Audit Trail "Storage CardlogsiAoditTrailvio 717 zb1

| 17.06.2005 12:08 +5:00  Miller Logs Close all logs. | BPAYUR

| 17.06.2005 12:08 +8:00  System Logs Log files closed. | 11n36e

| 17.06.2005 12:09 +85:00 | System  Logs Loy files npen again | W3tkJD
17.06.2005 12:09 +5:00  |Miller Script: Button in £ Stant Change Values In Script fRiflf
17.06.2005 12:09 +5:00  Miller Tag: AuditTags\FLChanging the tag value from ‘255" to 123\ fbRxlo

| 17.06.2005 12:09 +53:00  Miller Tag: AuditTags\FI]Forced: Changing the tag value from 22" tal32", (daXoP0

<

ail_MixingStation0 1= | >/

Ready HF
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The Audit viewer is located on
the WinnCC flexible CD3 in
the “Support\Audit Viewer”
folder.

s
L2

2.6 Evaluating Audit Trails in AuditViewer

The Audit Trail file was saved to the memory card of the HMI in CSV format and
is read only. Each entry has a separate checksum. This checksum ensures that
the entry has not been modified at any later time.

There are two possibilities to evaluate the Audit Trail:

* Use the “Audit Viewer”:
With the help of the Audit viewer you can comfortably evaluate the Audit Trail
for external analysis on an Office PC.

» Use the “HmiCheckLoglIntegrity” DOS program:

With the help of the DOS program an automatic check of the Audit Trail in
Batch mode via the return values is possible.
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2 Using Audit

Then, copy the Audit Trail onto the configuration computer and show it in the
Audit Viewer.

1. Change to the “Plant state” screen on the HMI device, and then copy the
Audit trail file from the HMI device to the configuration computer.

2. Run Audit Viewer on the master control PC or on the configuration
computer:

| Communication 3

Uikilities

Dokumentation
License Managemenk
Froduct notes
FroSave
Programs | STEP 7
WinCC flexble 2005
Documents WinCC Flesdble 2005 Runtime
IR Component Merger
Settings ¥ | &, SIMATIC Manager

Search

Help and Support

Run...

Undock Cormputer

Shuk Down, .,

w
c
i
oy
o
L
o
o
a.
o
>
w
=
=]
-
E
4
’

y
L}
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In Audit Viewer, you comfort-
ably evaluate the Audit Trails
generated by WinCC flexible
Runtime. The checksum of
each Audit Trail verifies integ-
rity of the contents.

Under “Custom” you can indi-
vidually evaluate a loaded
Audit Trail with SQL com-
mands.

3. Load the Audit Trail:

! WinCC Audit Viewer 2005
File

Tool:  “iew Language ‘window Help

= SQL Server [ Audit Trail Browser

&&= CC_Stoie

To Date {2 config
2005-02-28 21: D Daten 14
1) Documents and S
Date Time il

5 Java

--@ Oracle
(-5 Pragram Files
-3 SIEMENS

ALL SOL Servers

|~

Talle = Type
3 Ko Microsoft Excel Com...

Local 50QL Servers

Fress F1 for Help
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2 Using Audit

The “Data Validity” LED is lit in green color to indicate that the loaded Audit Trail
has not been manipulated. Each entry in Audit Trail is time-stamped to allow pre-
cise tracking of operator actions. In addition to system alarms, such as the

attempt to import a password list, the system also records failed logon attempts:

WinCC Audit Viewer 2005 - [Audit View1 - Audit Trail_MixingStation0.csv] H=E3
= File  Tools “iew Language ‘Window Help Sl e
B BR =%
ToolBo: | ALL Audits| Custom | 4b
Data Yalidity Indicator meStamp | DeltaT | UsedD | ObjectiD | Deseription ~
. (DB2005 +&00  System  Anplication Mew Iog fle duiing un of WinCL flexible RT 2005 on d

+83:00  Miller Logs Exporting a log.

+3:00  Miller Logs Open all logs. o

+3:00  Miller Application Shutdown application,

+3:00  System  Application Stopping program run of "inCC flexible RT 2005 on de

+3:00  System  Application Startup of WinCC flexible BT 2005 on device MP370_jt
Change to operating mode 'onling’.

User administratio Password list imported successfully

User administratio  User Miller' logged on with gioup 'Group (9]

Categony: ObjectN  Desc.: ConfirmationType(Mone) || Mandatory comment

Categon: ObjectN  Desc.: ConfirmationT ppe(tcknowledgement] | Mandat

Categony: Objectl  Signed: Desc: ConfirmationType(Electronic signature]

Alaim; 32 Acknowledgement of alarm 32 of PLC SIMATIC 400 C

Alamrn; 31 Acknowledgemnent of alarm 31 of PLC SIMATIC 400 C

Alarrn; 30 Acknowledgement of alarm 30 of PLC SIMATIC 400 C

| Alarrn: 29 Acknowledgement of alarm 29 of PLC SIMATIC 400 C

_508.2005 +83:00  Miller Logs: AuditTrail M Stop Audit Trail “Storage Card\LogshAuditTrail\AuditT ra

EEIE.ZEIEIS +3:00  Miller Logs: AuditTrail_M  Start Audit Trail “Storage Card\LogshauditT rail\auditTr

0

[Drate Time Filter

From Date

~ |0B.2005 +E00  Miler Logs Close all lags.

|06.2005 +£:00 Spstem  Logs Log files closed.

_?08.2005 +3:00  System  Logs Log files open again.

(|DE2005 +2:00  Miller Logs Exporting a log.
_EDE 2005 +8:00  Miller Logs Open all logs

(05.2005 +8:00  Miller Scripk Buttonin 5S¢ Statt Change Values In Script

;DB.ZDDS +3:00  Miller Tag: AuditTags\FD'  Changing the tag value from ‘45 to ‘22", hd
< I »

Press F1 for Help 223 Records on current t:
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Verifying Audit Trail integrity

Each Audit Trail represents a vital document for your mandatory proof of actions.
It is therefore essential to ensure full integrity of the Audit Trail file. Operators
may attempt to conceal operating errors, or the automatic backup has failed due
to a transmission error, for example.

Use AuditViewer to check whether the Audit Trail has been manipulated.

1. Create a copy of the Audit Trail on your engineering computer, and then
remove the write protection:

W C:\Storage Card2VAuditTrail
File FEdit View Favorites Tools  Help

OBack - &4 |€f m x /.(\-' Search

Address [a C:\Storage Card2lAuditTrail

r
| IL' . y S =
| @ | Copie de Audit-Trail_MixingStationD.csv

Folders

Lﬁ} Deskton Tupe of file:  Microzoft Excel Comma Separated Walues File | E
[E:] D My Documents Opens with: Microsoft Excel for \indows | E
=1 Pc |

[# 5 {A:) 3% Floppy

) y Location C:\Storage Card2
= G (22 Syskem

I 8% NF ZZ Size 27.5 KB [28.165 bytes] ‘
- 2 CC Store 4 zondisk ZOKE (28672 bytes)
{3 config |
H {3 Corfig,Msi |
- ® Daten Created: Donnerstag, 9. Juni 2005, 16:04:43
(3 Documents and Ssttings Modiied:  Donnerstag, 9. Juri 2005, 22:50:47
-0 181 |
O Inkerwise Accessed: Mittwwach, 22 Juni 2005, 17:13:58 |

E-LD Java

£ Oracle Attibutes: Readonly [ Hidden
*-{3) Program Files
{5 Recycler |

- H-E) SIEMENS
=0 Storage Cardz ‘

12 AuditTrai ]
[ System Yalume Infarmatior 2
) temp 1 Ok Né [ Cancel ] [ Apply ]
= Tmp
L Tadle Y
| ¥ (s
Type: Microsaoft Excel Comma Separated Yalues File Date Modified: 09.06.2005 22:50 Size: 27,5 KB 2 ° “omputer

2. Open the Audit Trail file in MS Excel, and then make some random
changes.
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2 Using Audit

3. Save the Audit Trail in CSV format, and load it again in AuditViewer:

inCC Audit Viewer 2005 - [Audit View1 - Audit-Trail_MixingStation0.csv]

= File  Tools “iew Language ‘wWindow Help -8 X
Q5= EHE .,
ToolBox x| X : g , ~
D ata W alidity Indicator - "‘mul - __,MWII&S‘IG&IRHD £ap
& Audit Viewd - Copie de Audit-Trail MixingStation0.csv
7 ALL Audits| Custorn |
TimeStamp | DeltaT | UserD | ObjsctiD | Description
Date Time Filter P 17062005 +800 Sestem  Application Mew log file during run of WinCC flesible RT 2000
17.06.2005 +2:00  Miller Logs Expotting a log.
From Date ~ [17.082005 +800  Miller Logs Open all logs.
| 2005-02-28 21-13:33 | 17.06.2005 +2:00  Miller Application Shutdown application.
| |17.062005 +200 Spstem  Application Stopping program run of WinCC flesible RT 2008
To Date 17062005 +800 System  Application Startup of WinCC flexible BT 2005 on device MF
2005-07-28 7 | I 17062005 +200 System  Application Change to operating mode "online’.
= - — (17.062005 +5:00 Spstem  User administratio  Password list imported successfully.
(17.06.2005 +8:00  Millsr User administratio  User Miller' logged on with group 'Group (9]
Date Time Filter OFF 17062005 +2:00  Miller Category: ObjectN  Desc.: CorfirmationType(Mone] || Mandatory o
17.062005 +2:00  Miller Category: Objectt  Desc.: CorfirmationT ypelfcknowledgement] ||
17.06.2005 +8:00  Miller Category: Objectd  Signed: Desc.: ConfirmationTupe(Electronic sigr
(17.06.2005 +3:00  Miller Alam: 32 Acknowledgement of alamn 32 of PLC SIMATIC
117.06.2005 +800  Miller Alarm: 31 Acknowledgement of alam 31 of PLC SIMATIC
17.06.2005 +2:00  Miller Alarrn: 30 Acknowledgement of alam 30 of PLE SIMATIC
(17.06.2005 +2:00  Miller Alarm: 29 Acknowledgement of alam 29 of PLE SIMATIC
(17.062005 +300  Miller Logs: AuditTrail_M  Stop Audit Trail “Storage CardiLogsduditT railid
17.06.2005 +3:00  Miller Logs: AuditTrai_M  Start dudit Trail “Storage CardiLogshauditT rail'2
17.06.2005 +2:00  Miller Logs Close all logs.
17.06.2005 +500 System Logs Log files closed.
17.06.2005 +8:00 System Logs Log files open again. o |
17.06.2005 +2:00  Miller Logs Exporting a log. b
| 3
Press F1 for Help 223 Records on current t

“Data Validity” is lit in red color if the Audit Trail has been manipulated. The Audit
Trail is thus rendered invalid, and will no longer be accepted by an FDA inspector.
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2.7 Evaluating Audit Trails with DOS program

During long term archiving of Audit Trails on a server, it is generally possible to
automatically check the Audit Trails with return values in a script. In addition the
programmer can integrate the check using the DOS program “HmiCheckLoglIn-
tegrity” into the archiving process. “HmiCheckLoglntegrity” then provides the
following return values:

» < 0: Different errors for example, wrong file format or no file exists.
» 1: The checked Audit Trail is valid.

* > 0: Line numbers in which the checked Audit Trail was manipulated.

Archiving the Audit Trail is only continued with a new return value of “1”. In both
error cases, the administrator or the shift supervisor can be informed, for exam-
ple.
In this Getting Started the integrity of the Audit Trail is checked in the command
line.

1. Change to the “Plant state” screen on the HMI device, and then copy the
Audit trail file from the HMI device to the configuration computer.

2. Open the command line input on the configuration computer:
, Programs

/y  Documents

Type the name of a program, folder, dacument, or

. Internet resource, and \Windows will open it For you,
= Settings

Search

] Help and Support

©
=
2
B
@
2
o
2
o
o
>
w
=
)
°
-

r W 0\ Graphiken fi
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2 Using Audit

3. Check the integrity of the Audit Trail file:

:\Documents and Settings 03.WWO004\Application Data\Microsoft\internet Explorer\Q

Microsoft Windows XP [Uers L.1.26881
{C>» Copyright 19852801 Mi soft Corp.

C:\WINNT~systen32>cd

LHERN ]
C:%>cd C:“Program Files“S8iemens“SIMATIC WinCC flexibhle’WinCC flexible 2885 Runtime

C:“Program Files“Siemens“SIMATIC WinCC flexible“WinCC flexible 2885 Runtime*HmiCheckLogIntegri
ty.exe "C:»Storage CardZ2~AuditTrailAudit-Trail MixingStationB.csuv"

G

Checking file "C:“\Storage Card2-AuditTrailvAudit-Trail MixingStat For conzistency

Consistency check succeeded

C:“Program Files“Siemens“SIMATIC WinCC flexible“WinCC flexible 2885 Huntimel_

You have successfully completed the integrity check. We will now manipulate
the Audit Trail and then check it again.
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4. Create a copy of the Audit Trail on your engineering computer, and then

remove the write protection:

% C:\Storage Card2MuditTrail

= |‘_‘|

X

2] g

Copie de Audit-Trail_ MixingStation0.csv Prope...
File Edit View Favorites Toadls  Help
A - General ISecurily | Summary | Touch |
- 4 ) | F !
\,3 Back > 5. m x - search I[t__ .
o — I T - AT T 1
Feldyace ,h Ci\Starage Card2\AuditTrai @ |Cupla de Audit-Trail_MixingStationD.csv |
Falders - [ Mame - ] ] ; ]
[-f-‘l’} Desktop = | =y Audit-Trail_Mizingst Type of file:  Microsoft Excel Comma Separated Values File E
B2 My Documents Copie de Audit-Trail Opens with: Microsolt Excel for \windams E
= PC
5 {2} 3% Floppy | Location C:\Storage Card2
= a2 (1) System |
o ax MR 2z | Size: 27 5 KB [28.165 bytes]
G CC_Store ¥ 4 zondisk ZOKE 28672 bytes)
-0 config
{2 Config.Msi |
@ £ paten | Created: Donnerstag, 9 Juni 2005, 16:04:49
(3 Documents and Settings Modfied:  Donnerstag, 9. Juri 2005, 2250:47
#3181
-0 Interwise | Accessed: Mittwoch, 22 Juni 2005, 17:13.58
3 Java |
& 3 orade Attibutes: Rieadonly  [] Hidden
# ) Program Files
) Recycler
[# L) SIEMENS
(=0 Storage Cardz
-3 AudicTral |
{3 System Yolume Informatior z
: ) temp [ Cancel } [ Apply
2 Tmp
F-7 Tarle 2| |
&
Type: Microsaoft Excel Comma Separated Yalues File Date Modified: 09.06.2005 22:50 Size: 27,5 KB 2 " “omputer

5. Open the Audit Trail file in MS Excel, and then make some random

changes.
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2 Using Audit

6. Save the Audit Trail file in CSV format, and then repeat the integrity
check:

C:\Documents and Settings\rj2903. WWO0O4\Application Data\Microsoft\Iniernet Explo

G
C:~>cd C:“Program Files“Siemens“SIMATIC WinCC flexible“WinCC flexible 2885 Runtime

IC:“Program Files“\Siemens“"SIMATIC WinCC flexibhle“WinCC flexible 2885 Runtime>*HmiCheckLogIntegri
ty.exe C:“\Storage Card2-AuditTrail~Copy of Audit-Trail MixingStationB.csw

CheckLogIntegrity utility

CheckLoglntegrity MyFileToCheck.csv
C:“Program Files“Siemens~SIMATIC WinGCC flexibleWinCC flexible 2885 Runtime>*HmiCheckLogIntegri|
ty.exe "C::\Storage Card2™AuditTrail“Copy_of Audit-Trail MixingStationB.csu"
iCheckLogIntegrity utility
Checking file "C:“\Storage Card2-AuditTrail~Copy_of Audit-Trail MixingStaf for consist
ency

Consistency check failed. inconsistency detected at line 2

C:“Program Files“\Siemens“SIMATIC WinCC flexible“WinCC flexible 2885 Runtime>

The integrity check has failed. The Audit Trail is thus rendered invalid, and will
no longer be accepted by an FDA inspector.
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3 Using Sm@rtAccess



3.1 What is Sm@rtAccess?

Principle
Sm@rtAccess allows remote access to process data, and the implementation of
cost-effective client/server solutions in the machine-oriented domain:
+ Sm@rtClient concept
Remote control or monitoring of an HMI from another HMI system.
» Communication between HMI systems
Read/write access to tags of remote HMI systems, based on the “SIMATIC
HMI HTTP protocol.”
* Integration of panels into the MS Office World

Read/write access of MS Excel to tags of remote HMI systems, based on the
“Simple Object Access Protocol” (SOAP).

In our fruit juice mixing system example, the shift manager can thus access and
control essential process data of all stations remotely from his workplace (master
control station.) The marketing manager, on the other hand, uses MS Excel (on
his office PC) to obtain stock and production volume data.

Engineering tasks in particular:

» Configuring the MasterControlStation (master control PC)

» Setting up remote control of the the (DoNotTranslate[MixingStation (OP 270)
» Viewing process data of the MixingStation (OP 270)
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3 Using

Sm@rtAccess

3.2 Configuring the MasterControlStation (master
control PC)

We shall use the “GettingStarted_Options” project to configure the master con-
trol PC. The “MasterControlStation” master control PC has already been added
to this project, and a plant overview screen was configured.

The self-extracting archive Project_GettingStarted_Options_WinCC_flexible
2005.exe in the “Documents\[Language]\Getting Started” folder on your

WinCC flexible CD3 contains the project, and is extracted to the default path:
“C:\Temp”). The archive with “Complete” suffix contains the entire configuration.

1. Run WinCC flexible, and open the “ GettingStarted_Options” project.
@@! [ Station_
luss GettingStarted Options

& uaae BottingStation[MP 270 10" Key]

I [CIPlant_Overview

= E— _MasterEnntrnIStatinnMinEE flexible Run
=95 Screens
-a Add Screen

Alarm Management
Recipes

Historical data
Scripts

Reports

Text and Graphics Lists
Runtime Llser Administration
Device Settings

wene MikingStation[0F 270 6"

'3 Language Settings

5 Version Management

The shift manager uses the station overview screen to obtain information about
essential operational data of the MixingStation: the fill levels of the reservoirs
and the mixer speed.

The plant overview screen already contains space for operational data of the
cleaning and filling systems. Those operational data, however, are insignificant
for this Getting Started and are thus not configured.
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Setting up the connection between the master control PC and

the HMI

Data exchange between the “MasterControlStation” (master control PC) and the
“MixingStation” (OP 270) HMI device is based on the “SIMATIC HMI HTTP
Protocol.” The “MixingStation” HMI device is identified uniquely by its IP address

192.168.0.22.

1. Configure the “MixingStation” HMI device as an HTTP server:

les GettingStarted_Options
1ees BotlingStation(MP 270 10" K
[ MasterCantralS tationtinCC
= smen MixingStation[0F 270 6"
7 Screens
& Commurication
i Alarm Management
% Recipes
@ Historical data
2 Seripts
i Reports
% Text and Graphics Lists
-5 Rurtime L ser Administrat
. Device Settings

; Device Settings

0-8-8-E-E-8-8-8-8-8

@6(\. [ Station_Overview |g Plant_ov
tad

DEVICESEIRANG

=2

Blame |M|><|ng5tat|0n

Skart screen [LanguageSelection j

bope [op 706" 7.1.0.0

& | Screen resolution

thar |Siemens G, ARD AS Fi HMI

nent |

oard [
thing [

blkips v

<

¥

ames v

ients v

-HID (0 E[j

<

Runtime services

Sm@rtAccess o Service: Start up Sm@rtServer [
Smi@rtService: HTML pages |
Smi@rtAccess: Web service (SOAPY [

Smi@rtaccess: SIMATIC HMI HTTP Server [

Mame of SMTP server

Mame of SMTP sender %

SMTP Authentication

@M= (.

2. Change to the “MasterControlStation” HMI device.
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3 Using

Sm@rtAccess

3. Add a new “MixingStation” connection so that the master control PC
can display the operational data of the “MixingStation” :

ettingStarted_0 ptions

=) sue Master Control Station(winCC flewibl
5 Screens

B-’@' Communication

4= Tags

El-ﬁ Runtime Llser Administration
E'ﬁ Device Settings
] yae Miring Station|OP 270 E")
3'1:_- Packaging(MP 2708 10" Key)
J-ﬁ GettingStarted_O ptiors
5 % ‘Wersion Management

[Communication driver

SIMATIC 57 300/400

g | - — : : . _
n"l [ PlantOverview I"- Dievice Settings I.Stﬂﬂn!r.t CIE

CONNECTIONS

T —

on

|Parametﬂs | Area pointer

WinCC flexible Getting Started Options
Getting Started, Edition 04/2006, 6ZB5370-1CN02-0BA2




4. Configure the connection:

o oo T Scomections
CONNECTIONS
E_

[SIMATIC HMIHTTP Protoro j

Ipa.-amgbﬂ-s | Area pointer

A

WinCC flexible RT Skakion hadl
Interface —[
. EthErnEt M -

Device web server

Address hitpefl w | M

User name

Password

[ Allaws invalid computer names For certif

[ &llow expired certficates

[ &llow certificates signed by urknown a
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Sm@rtAccess

Output of mixer speed values on the plant overview screen

1. On the “MasterControlStation” master control PC, create the
“Client_MixerSpeed” tag to which the mixer speed of the
“MixingStation” is written:

Project @sl [ PlantOverview I; Device Settings I.S' Connections ILETE!F
leas GettingStarted_Options

e e | i
E|-... Master Control Station(winCL fexibh r \ ) G [l

= I I T N L |
= M;‘ Communication

i B = Connection Jlnt j J 'y

Text and Graphics Lists
Runtime Llser Administration
I Device Settings

m sna Mlmng Station[OP 270 6"

[ waas PaCkagingMP 2708 10" Key)
=] 3.'& GettingStarted Options

-7 Version Management

. ) . S

|

2. Select the “Mixer_Speed” tag from the “MixingStation” project as the
address:

- w -
I [ Plant_Overview I_S Connections ILETag;

O T ¢ T e S

Client_Mizerspeed Mlxmgstatlon JInt J

= law EettingStarted_Options
- wmsn BottlingStation
D wmsn MasterControlSkatiol

This configuration scenario is L 5&‘ C”“g::'catm” Fillevel Woter “SRMIECN
. . i TR ! =L

only feagli)let r|1f both HMIs_ar(te 51 o Mixingstation Kio_Sugar DE 1 DBW 16

assigned to the same project.

Litre_Concentrate DE 1 DEW 14
Litre_‘Water DE 1 DBW 12
Mixer_Speed DB 1 DEW 10
| Operating_Mode
Walve_Status

=% Communication

|ne

WinCC flexible Getting Started Options
Getting Started, Edition 04/2006, 6ZB5370-1CN02-0BA2



3. In the “PlantOverview” screen, interconnect the “MixerSpeed” 10 field
with the “Client_MixerSpeed” tag:

O Rectangle
TextFiald
19 Field

" Date-Tirne Field

[&] Graphic IO Field
= symbalic 10 Field
[ @raphics view

: [ Button
LYW [EE Switch
ol 4 e
— J ‘_J (i Enhanced Ohjects
i <Undefined = I R R B
» General. fent_Mixerspeed [E Ay controls
’ Properties - y
i Library
’ Anirnakions Type
P Events
Mode
Process
Tag 9999
Cycle Shift decimal paint

Field length + 1
2

The mixer speed of the “MixingStation” is displayed in the 10 field of the plant
overview screen. You can create further tags on the master control PC for
indicating filling levels and interconnect these with 1O fields.

» Client_FillLevelWater: FillLevel Water
» Client_FillLevelConcentrate: FillLevel Concentrate
» Client_FillLevelSugar: FillLevel _Sugar

» Client_FillLevelAroma: FillLevel _Aroma
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3.3 Setting up remote control of the Mixing Station
(OP 270)

Principle

To allow intervention of the shift manager in the production process at any time

from his master control station PC, we shall configure a remote control of the

“MixingStation”.

1. Create the “MixingStation” screen on the master control PC and add a
Sm@rtClient view:

[ PlantOverview ; Device Settings .S' Connections | == Tags

sirmple Objects
Enhanced Ohjacts

 Alarm View

2. Configure the Sm@rtClient view so that it automatically connects to the
OP 270 6" at the “MixingStation” (1) at the start of runtime. Enter “100”
as the password (2):

Sm@rtClient View_1 (Sm@rtClient View) ?x L
P General 3
) Properties

P animations Settings
) Events

Connection bype [V Corinect on start

Address for Sm@rtServer I~ wiew only

Address tag for Sm@rkSeryer ¥ Shared

Password ek V' Local cursor

Password tag ¥ Use cursor key scroll

Drop any object
here to delete
it.

Fort  |Tahoma, 12pE
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3. Adjust the Sm@rtClient view to the display size of the OP 270 6":

Library

Sm@rtClient View_1 (Sm@rtClient View)

m General
’ Properties
W Layout
m Misc
B Scaling
P animations
) Events

Drop any object
here to delete
it

Project

|es GettingStarted_Options
¥l paae BottingStation(MP 2708 10" Key]
=l : MasterControlStation[winCC flexible RT)
Screens

A Add Soreen
1 Template
[ MikingStation

I Comrmurication \
T Alarm Managemeri gl
W Recipes

Fig Historical Data

Text and Graphics Lis
q Runtime Llser Administration
E Device Settings

) waan MixingStation[OF 270 6")
=] ﬁ Language Settings

@ Project Languages
& Graphics

Project Texts
EE cht!o.nanes
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5. In the same way, create a screen change from the “PlantOverview”
screen to the “MixingStation” screen.

A @@ [E.’]ant Overview I S' Connections | == Tags | [ MixingStation
L El‘l\ng“SlarleEi_“Di:\liUns gt = —

[ gaas BottingStation[MP 2708 10" Key]
B-; MasterControlStation[winCC flexible RT)
. &% Screens

i -a Add Screen
[ Template
[ MixingStatio
] Plart_Over]
"% Communication

4 Tent and Graphics Lists
9 Runtime User Admiristration
rﬁ,-_; Device Settings
MizingStation[0F 270 6"
Language Settings

i Project Languages

] Graphics
= Project Tests

P R o P

S
O  Operate MiringSt.
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6. Finally, enable remote control at the “Mixing Station” (OP 270 6”) :

Jass GettingStarted_Options ~

145y Recipes
|- Y Historical data

@(;{\ [ sStation_Overview |g Plant_Ov
Botiling5tation[MP 270 10" K.
tasterCantralS tationtinCC
5 Screens

-a Add Screen

1 Template

1 MixingStation

1 Plant_Overview
% Commurication
& Alam Management

Blame |MixingStati0n

bye [oP 2706"7.1,0.0 L]

Start screen [LanguageSelection j

Screen resolution

thar |Siemens G, ARD AS Fi HMI

5 nEnt |
= Tent and Graphics Lists
é Runtime Uzer Administrat
-4~ Device Settings
= MixingStation[OF 270 6"
2 Language Settings Z poard [
;- = Wlarsion bl ananaman + il

A change of the IP address is
accepted only after a restart of
the HMI device.

s
O

blkips v

ames v

ients [

-HID (0 E[j

< sl<

Runtime services

Smi@rtaccess or Service: Start up Sm@rtServer I

SmirtService: HTML pages
Sm@rtACCess: Web service (S0AP)

Smi@rtAccess: SIMATIC HMI HTTP Sery

Mame of SMTF server

Mame of SMTP sender
SMTP Authentication

7. Verify the following ControlPanel settings for OP 270 6”:
+ The NE2000-compatible CF Card is assigned IP address 192.168.0.22.
« Subnet mask of the NE2000 compatible CF cards is 255.255.255.0.

Data transfer mode is set to Ethernet.

8. On the HMI device, call the loader menu to start the ControlPanel.
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Access control settings such
as passwords ensure that
only authorized persons are
granted access to the HMI
device.

9. In the WinCC flexible Internet Settings dialog, set autostart for remote

control (2), and enter the password “100” (4):

R S T T A

Backup/Re... Communic,,. Date/Time  InputPanel WIRCC Keyboard Mouse Network Password

9 4
Regional  Sg-Tran e i Vil ima 2
Settings 1

~ Incaoming connection:
V' Enable Connections
Pazsword 1 If"“‘ I Wiew only
Password 2; | I~ “iew only
: N
BT Y flexible Internet Settings
“ auto |
 display 4 “Web Server

" ports: [main]
Ehangeﬁettings | Change settings of the SmizintS erver

-~ Misc,

I~ Enable netwark packets tart the Smi@rserver

¥ Remove wallpaper

I™ Disable local keyboard

Initial screen scale: 1 4 |1_ 1cally after baoting

ze with Runtime

‘ ok Cancel |
2 |

N
@/
6
These are default settings on the HMI device. If you decide to enter a different
password in the project, you also need to change it on the HMI device accord-

ingly.

—Ywhen last client disconnect:
* Do nothing
" Lock workstation

™ Logoff warkstation
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10.Transfer the project to the “MixingStation” HMI device:

Project Edit Wiew Insert Format Faceplates Options ‘Window Help
= Mo - ho. voaw.

| English [United States) |

CH:

|

Select devices fon transfer

BotflingStation [MP 27010 | [ Settings for MixingStation [OF 270 6"
[~ Transfer to

tasterCantralStation [Win

" Flash " RaM
Mode |Elh'3"'1El Y4 ‘ [~ Delta transfer
& On  Of
Computer
e P [1821680.22 | I Enable back transfer
S W Ovenurite pasaword list
¥ Owenarite 1ecipe data records
=1
| Transfer | | Apply || Cancel |
i
™= vereion Managermert Lock task switching |
Smi@r

Displays limit tooltps W % Sm@rkAcce:
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3 Using
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The program code of the VBA
macros is open source. Select
“Options > Macro > Visual
Basic Editor” to view the pro-
gram code.

3.4 Displaying process data of the MixingStation
(OP 270) in MS Excel

We shall use the “SOAP_Access” Excel file to enable quick access to production
data for the sales department. The two VBA macros in this Excel file can be used
by the shift manager to read or set the current mixer speed of the MixingStation.
Those VBA macros represent basic implementations and are therefore not suit-
able for system operation.

The Excel file “SOAP_Access” is stored in the self-extracting file
Project_GettingStarted_Options_WinCC_flexible_2005.exe.
1. Verify that the following conditions are satisfied:

Microsoft SOAP Toolkit version < 3.0 is installed on the programming device
(office PC.)

You can download Microsoft SOAP Toolkit from the Internet at

“http://msdn.microsoft.com/webservices.” Later versions of Microsoft SOAP
Toolkit are not overwritten and may be used in parallel.
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Creating a macro

1. Launch MS Excel on the configuration computer and open the
“SOAP_Access” file:

E3 Microsoft Excel - SOAP_Access.xls

Bereit

Datei Bearbeiten  Ansicht  Einfigen Format Extras  Daten  Fenster 7 Frage hier elngebel .0 X
DSHE - B & 2 -1 [Flku =sE=s=B9<€ = -2-A- 2
Al A A Read and write data from a HMI device via WEB Services (S0AP)
A B | C | D | E | F | G lab=|

1 |Read and write data from a HMI device via WEB Services (SOAP) [
7

5

4 |Network name MixingStation

5

8 :Read Value

7 |Tag name "Mixer_Speed"

& |Mixer_Speed Update values

g

10 |Write Value

11 |Tag name Mixer_Speed S ‘

12 |Mixer_Speed

13]

14| e
15

16

17 e | | he
4 4 » m]Sheetl / Tabele2 / Tabele3 / |«1 | vl

SCRL

Click “Update values” to get and view the current value of the “Mixer_Speed” tag.
The shift manager may use “Set values” to change the mixer speed.
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2. In WinCC flexible, enable tag access for the “MixingStation” HMI device:

ﬁe [ Station_Overview I [ Flant_Overview [ﬁm ttings | 5" Connections
|es GettingStarted_Options ~
¥ e BotllingStation(MP 270 10" K.
=5 ; MasterControlS tation(w/inCC
=55 Screens
3 A dd Scieen
1 Template
1 MixingStation
“-[] Plant_Overview
@-%ﬂ Caommunication
2] 3" Alarm kanagement
- 15 Recipes
% Historical data
?{_— Seripts
-5 Reports ent |
% Text and Graphics Lists
Aﬁ Runtime Uzer Administrat

ame: |MixingStati0n

Start screen LanguageSelection j

o) IOP Z70E" 7.1.0.0 |_| Screen resolution

ther |Siemens 405, BRD A5 Fiy HMD

#-IZ; Device Settings Runtime services
[# gmen MivingStation[OP 270 6" — ar |
= : O
* P‘? hangua%j Setings v Smi@rtAccess or Service: Start up Sm@rkServer W
. P Warciom bd i anarnant adll S
hing T
b3 R4 Sm@rtService: HTML pages [

SmErtaccess! Web service (SOAP) M,

2 ltips v
Im m m' Smi@rtAccess: SIMATIC HMI HTTP Server

amnes IJ

ents v Mame of SMTF server
o |0 - ! Mame of SMTP sender

SMTP Authentication
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3. Finally, transfer the project to the “MixingStation” HMI device:

Project Edit Wiew Insert Format Faceplates Options ‘Window Help
M- hio. vyoan.
Englizh [United States] |

‘ ] MixingStation E[)eme Settings

x [ Station_Overview

BottlingStation [MP 27010 Settings for MikingStation [OF 270 ")

Transfer to

" Flash " RaM
Mode Ethemet Y4 Delta transfer

& On  Of
Computer
e P 192.168.0.22 I Enable back transfer
S W Ovenurite pasaword list

¥ Owenarite 1ecipe data records
| Transfer || Apply || Cancel |
i
-y Tersion M anageren Lock task switching |

Smi@r

Displays limit tooltps W % Sm@rkAcce:

4. Verify that the following conditions are satisfied:

* On the HMI device in the ControlPanel under “Communication”, the Device
name (network name) is set to “MixingStation”.

+ The HMI device is entered in the Imhosts file (e.g. under
c:\winnt\system32\drivers\etc).
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5. Show the current mixer speed in MS Excel:

Microsoft Excel - SOAP_Access.xls

Datei  Bearbeiten  Ansicht  Einfigen  Format  Extras  Daten  Fenster ¢
ODadlo-BlE@ 2|
5 &

=i A [ B | 5 | o] | E | F | G HZ
1 |Read and write data from a HMI device via WEB Services (SOAP)

2
3 |
4 |Network name \MixingStation

5
6 |Read Value
| 7 | Tag name “Mixer_Speed” iy
8 Mixer_Speed 180 SrEReles

g
‘I_ﬁ: Write Value
11 |Tag name Mixer_Speed

12 Mizer_Speed
13 |
14 =
15
16 . ,
[l el J he
M 4 » M]Sheetl  Tabele2 £ Taneles / 14 | _’ﬂ—l
Bereit SCRL ;.

6. Set a mixer speed between 400 and 800.

E3 Microsoft Excel - SOAP. Access.xls

@ Datei  Bearbeiten  Ansicht  Einflgen Formak  Extras  Daten  Fenster 2

T o B E 2 -0 - F K O
B12 > X/ A& 400

A | B [ c | D | E | F | G

1 Read and write data from a HMI device via WEB Services (SOAP)

=
3
| 4 |Metwork name MixingStation
5
| 6 |Read Value
7 |Tag name "Mixer_Speed” T |
| 8 Mixer_Speed 180 IJ. ate values .
ol

10 | Write Value

11 ' Tag name Mixer Speed

| 12 |Mixer_Speed

15

1 i
15 i

15 !

470 W\ Sheet1 { Tabelez { Tele3 /- g i
Bearbeiten =
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4 Using Sm@rtService




Use Internet Explorer for
remote maintenance and con-
trol of an HMI device.

s
O

4.1 What is Sm@rtService?

Sm@rtService supports remote control of HMIs via the Internet for purposes of
servicing:
» Remote control via Internet/Intranet

Remote control of an HMI system with the help of Internet Explorer

» Access to service and maintenance data
Standard HTML pages on the HMI system, providing service / maintenance
information and diagnostic functions

* E-mail support
Sending of e-mails on the basis of alarms and events

This reduces unscheduled shutdown periods and increases system productivity.

Using our fruit juice mixing plant as an example, that means the service techni-
cian in charge will receive important messages by e-mail at his workstation. On
the Internet, he can obtain status information from the diagnosis pages of the
HMIL.
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4.2 Notifying the field service technicians by e-mail

In order to reduce shutdown periods of the fruit juice (MixingStation) to a mini-
mum, messages of the “alarm” class should be made available to the responsi-
ble service technicians via e-mail.

An SMTP server is required for sending e-mail and is usually accessible on the
company network. A router can be used to establish the connection to the SMTP
server:

Internet Service

Provider

v v == \

g =B

Service-PC
Ethernet
Kommunikation tber HTTP
‘I
§¥r=—14 H’J X .]l l‘ =L
CleaningStation MtxmgStaﬂo BotlllngStatmn- |
p—n ataf w :

A==LF Ean I_:'; T

Lokale Bedienstationen

PROFIBUS
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Service event

The (MixingStation) HMI outputs an e-mail message if an error occurs (1). The

field service technician in charge receives this message (2). He then logs on to
the HMI from his service PC (3).

1. Enter the e-mail address of the service technician in the (MixingStation)

HMI for the “al

ls GettingStarted Options

Sl uses Miring Station[0F 270 6"
LB “F Screens
- " Commurication
= “a Alarm Management
i B4 Analog Alarms
B Discrete Alams
=5 Settings
o H, Alaim Settings
! % Alarm Classes
i r!_i Alarm Gr
15| Recipes
g Historical Data

159 Runtime User Ad
. Device Settings

e Flo ol o cfe kAR ATAR A

£ |

05 Scripts
“0 Reports
5 Text and Grapl 1

arm” message class:

r— —
@@ID FlantOverview ILa Device Settings 1.5' Connections l@ Tags J [ Mixing [%mchg
~ )

) pmm Master Contral StationfWinCC fle

On "activated"

Mo log=

Cff <Mo log=

Cff Mixer_Speed

b
o S

i

|~
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2. Enter the name of the SMTP server which will send the e-mail to the field
service technician:

—
ation_Overview ant_Overview Device i onnections
Station_Overvi Flant_Overyi ttings | 5" © ot
leas G‘attingStartad_Dptions ~

¥ yume BotllingStation[MP 270 10" K. [k ;;,' L i e JT I e K.
E;-; tdasterControlS tationwinCC —) — R J 4 ) J _J _
[ e MixingStation[OP 270 6")
FJ-"% Screens
E!-‘figﬂ Communication
= ﬁﬁ Alarm Management
@-Ez\d Recipes

lame |MixingStation

Start screen [LanguageSelection j

E"fﬁ H\st.Dnc:aI data vpe iOP 2706" 7.1.0.0 u Screen resolution 0.0
(-5 Seripts
@-}% Feports
-z Tewt and Graphics Lists  [Jthor [Siemens 4G, ABD A5 Fa HMI
) }.'ﬂ'i Funtime User Adminiztrat
B-fi Device Settings ent |
- g Device Settings
- Q Languages and Font:
2 ,-% Screen Mavigation Runtime services
f g:;;gdajz? oniel 5 = oard [ Smi@rticcess or Service: Start up Sm@rtServer W
éI' F5 1 aniians Q“"ET"" — Rhing I Sm@rtService; HTML pages [

Y
@ @ Smi@rtAccess: Web service (SOAP) W
[ floto )

‘altups Icd Smi@rtaccess: SIMATIC HMLHTTF Server W

hmes v

ents v Mame of SMTP server [mail@juice. com
cbID |0 = i Mame of SMTP sender |& i

SMTP Authentication

You can also define the

SMTP server and the name of
the sender directly on the HMI
device ControlPanel, under == ™ P
“WinCC Internet Settings > —
Email.”

Contact the plant owner if the
e-mail provider also needs an
email address for authentica-
tion. Enter the e-mail
address in the “name of the
SMTP transmitter” field.
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4.3 Viewing the HMI status

After the field service technician has received the e-mail, he should view the sta-
tus information on the service pages of the HMI device.

To do so, he runs Internet Explorer on his service PC and logs on to the HMI
homepage by entering the relevant IP address (http://192.168.0.22.)

On the start page, the field service technician can open further HTML pages for:
* Remote control of HMI systems

* Importing and exporting recipes

Viewing the HMI status

Performing a system diagnosis

Calling a file browser

Y —

R -
3 Q HEG P e P @ -5 B -

A wpdade 9 8 51 39 04 108

Q HEG Poen rreees @reae @ (3-5 B

PO 10§ ST Dot o

e I W T

System diagnoutics of MixingStatian

== sty staty g e {
Foemote Mainteriance over the intermet Explorer i ;”;2“ N Weckenl in che Baisis ba st Ouliny’.
0P g o 21 05 w Vet g shpesaut Caressctin_ 1, Smen 3, Bauges iz
mirm L L]

drsninas

31 0 30

o Eupsngen LK xter B gruggan pa T g fe e

B i b

Impest der D srvsIEE eoigeTh Drendet
Inkaaesienre) des AT bl ARE Sechie CH

Wikinbsienire e Archie prtartet

Fiermicts i e o B MATEC H Tysierms s pps b
TG (bguiws 4 Javs basa d o et Tl i Insase il €
4, atited ok 5 a5 i Fye—

For o acr
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1. Enable Sm@rtService functionality on the “MixingStation” HMI device:

@@EE”—I !EDem ttings l_s' Connections I 2= Tags |EI MixingStation ||:| E
|ass GettingStarted Options ~ ;

= = =R 1=l |
¥ en BottlingStationMP 270 10" Key) D = _/ [ C
Y MasterContralStationfwinCC flexi -
(= umem MixingStation(0F 270 B
-9 Screens
E'&%ﬂ Communication
[ sfﬁ Alam M anagement

-2 R e |MixingStatinn Start screen |LanguageSelertion j
ol eripes

iU Historical data

-E SETTINGS

o b Shts oE IOP 270 6" 7.1.0.0 |_| Screen resolution
@%fp_ Feparts

E!-%‘e'q?:' Text and Graphics Lists or |

# % Funtime User Administration

E‘.@f; Dievice Settings nk |

Q Device Settings
& Languages and Fonts
,_.-% Screen Navigation

Runtime services
% Mavigation Cantral Settin

= Scheduler —Rard [ | Sm@rkaccess or Service: Start up Sm@rtServer [V
[ 9'@ Lang_uage Settings i A
.3 s Smi@rtaccess: Web service (SOAR)
i ps v Sm@rtAccess: SIMATIC HMI HTTP Server
 Jicon [vam o 7
ts v

Mame of SMTP server |[mail

D0 z Mame of SMTP sender [MixingStation
SMTP Authentication

il

< | *
The service pages of the HMI — - > . .
are enabled with 2. Verify the following ControlPanel settings for the OP 270 6" HMI device:
“Sm@rtServer HMTL pages.” . . .
Remote control of the HMI » The NE2000-compatible CF Card is assigned IP address 192.168.0.22.
using Internet Explorer is - Subnet mask of the NE2000 compatible CF cards is 255.255.255.0.
Sma@rtServer.” ) + Data transfer mode is set to Ethernet.
You can enable those settings
separately. A change of the IP address is accepted only after a restart of the HMI

device.
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You can assign various
access privileges ("User
Administration > Authoriza-
tions”) to control user access
to the functions of the HTML
pages of an HMI device.

Passwords offer additional
protection.

s
O

3. Confirm that the “Administrator” password is set to “100” in the Control-

Panel of the HMI device under “WinCC flexible Internet Settings/Web

Server”:

@ 8

Backup/Re... Communic,..

¢ @

Printer Regional
Settings

Date/Time  InputPanel

@ &

S57-Transfer  StreenSaver

Sattings

¥E| WinCC flexible Internet Settings

Email  “Meb Server

-~ Tag authenticate —
& Mo authenticati

™ Close with Runtime

Remate |

* Fead/wite

Read only

| | Fl
I T W T

Password

Mouse MNetwork

1@

Wolurme &
Sounds

— [ lTagaccess—

UserDatabase-Edit

User Manader | Description ] Autharizations I

;Admin\slratur :j

| User Mame: 1 brat: Mew ||
| Pazswond: F I

| Confirm o
| Passwoid: {-:1‘
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4. Transfer the project data to the “MixingStation” HMI so that you (and,
later, the service technician) can access the service pages using Internet
Explorer:

' WinCC flexible 2005 Advanced - Started_Options. hmi
- — N — - — —
Project Edit Wiew Insert Format Faceplates Options ‘Window Help

new - b M e - - Iy .E:/j_)‘a‘.:.v

H Englizh [United States] v,

i Select devices for, transfer

|| BottlingStation MP 27010 | [ Settings for MixingStation (OF 270 &)

] Mas tlStation (win

1 Tranzfer to
@ Flash  RAM

I |Eth8m9t v‘ ~Dekatansfer ——————
‘ & On O ‘

Computer

name or IP |192_153_g_22 | ™ Enable back transfer

Address

¥ Owenwite pazsword list

¥ Ovenwite r=cipe data records

| Transfer || Apply || Cancel |
i

% VT e EE T Lock task switching | |

Smi@r

Displays limit kooltips W % SmE@rkAcce:
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5. Run Internet Explorer on the programming device, then log on to the
HMI “homepage” ("http://192.168.0.22"):

2 ARD SE: intrawcms. fthw.siemens. de - Microsoft Internet Explorer provided by CAT@Siemens

File Edit View Favorites Toals  Help

) B > lﬂ @ f:‘] /__" Search \i{Favorltes {E-_‘_"{ :".'_‘v L__,; T; f‘i
nddress:.-'é']

SIEMENS

last update 135,24 21.06.2005

¥ Srart pege Welcome on MixingStation

Device Status of MixingStation
The runtime is running

General Device Information

Device Type QP 270 6"
Device Name MixingStation
0 Inkernet
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6. Check for any queued important system messages:

2 System Diagnostics - Microsoft Intarnet Explorer provided by CAT@Siemans

File

Edit  Wiew Favorites Tools  Help

L Bact od |ﬂ @ {:] /_' Search "}j\\'(Favorites QT [“‘v L_.‘; i fi

Address |&] http: /192, 168.0,22/StatusDetails. himl

V|E!Go

i Links ** |2

SIEMENS

System Diagnostics
last update 16:56.10 21.06.2005

System diagnostics of MixingStation

message number timestamp state message text
110001 21.06.200516:34:23 K Change to operating mode 'online’.
140001 21.08.200516:34:23 K Connection disconnected: Connection_1, Station 2, Rack 0, Slot 0.
2500454 21.08.200516:34:22 K Data record import successiully completed.
'Smem 80026 21.08.2005 16:34:22 K Log initialization ended. All logs OK.
Diagpastics 140004 21.06.2005 16:34:22 K Incorrect access point or module configuration.
\ o018 21.08.2005 16:34:21 K FPassword listimported successiully.

70022 i
290053 2
20028 2

06,2005 16:34:21 K FPassword listimport started.
06,2005 16:34:21 K Data record import started
08.2005 16:34:21 K Log initialization started.

JE:I Done B Internet

7. Return to the start page, then continue with remote control of the HMI
device.
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8. Start remote control...

2 ARD SF: intrawcms. fthw.siemens. de - Microsoft Internet Explorer provided by CAT@Siemens

File Edit View Favorites Tools  Help

3 ba P | Iﬂ @ f:‘] /.-:Search "l\:ll'_(Favorites @‘T bl .,\; Ti f“

Address é‘] http:/f192.1668.0,22/RemoteContral, hitml

b ﬂGo

i Links ** |2

SIEMENS

Remote Control
last update 16:35.595 21.06.2(

Remote Maintenance over the Internet Explorer

Internet Explorer 6.0 SP1 or higher is required for remaote maintenance. For further information, refer ta the service

didululy l:_urltro[ downloads

Start Smigrclient

Remote maintenance of SIMATIC Hil systems is possible using the Internet Explar
This requires a Java-hased applet thatis loaded automatically by the relevant Hwl
systern and started in the Internet Explarer.

For optimum access to the HMI systems, we recommend that you install the latest s
4

Jg'] Done B Internet

9. ... and enter the password “100":

g = |Dptinns] | 1 Tt ‘ |

VNC Authentication

Password:
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Sm@rtService

The user interface of the HMI opens in Internet Explorer:

2 Siemens SmartClient Desktop [pe_test wince_j] - Microsoft Internet Explorer E|@||z]
File Edit View Favaorites Tools  Help ,'
& Bact =P |ﬂ @ {b ,'f ) search ‘i\\?Favorites e“Media {E! ["v ‘;, X |_$I
Adcress | hibps/f192.168,0.22 fvwaStatusDetais. htrl v Be tnks ™
|
Disconrect I Dptionsl Clipboar Ji Send 1:-%I| Refresh | E|
31.12.2000 10:59:59
W 0000 K 0000 Z2 0000 A 0000
= -
1%
Sl | .
&] Done ® Internet
Assign the function key labels Unrestricted operation of a keyboard device is not possible in Internet Explorer,
to buttons in order to execute because only the screen contents are shown. We are going to use Sm@rtClient

the corresponding functions in to enable remote control of the HMI keys by the field service technician.

Internet Explorer.
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4.4 Configuring remote control of a keyboard device

The OP 270 6” HMI only has one keyboard configuration, i.e. the service techni-
cian needs a separate program to simulate the keyboard operation.

The “SmartClient” application is available in the “Support\SmartClient” folder on
the second WinCC flexible CD.

1. Run Sm@rtClient (1) on the engineering computer, and then log on to
the HMI (2, 3):

I Authorsw
l@ Product-Nates

' | Explorer @ FroSave

.'d_" r :
@ NFORET 1

Neves Office-Dokument:

% Office-Dokument Gffnen
% SecurityManager V1
=

Set Program Access and Defaults

=il WinZip

Prograrms
§ “boctments Quick Options
= Settings x =
o+ LN [ TMbit/s] -> Max. Colors, Max. Quality
7 MEDIUM (> 256 Khit#s] -» 256 Colors. Good Quality
" MODEM [ 19-56 Kbit/s) -> 256 Colors, Medium Quality
) Help and Support © 5L0W  [< 19Kbit's] -> 256 Colors, Fuzzy, Fast
. © BUSY (¢ 5 Khités] or for surveillance, Very Fuzzy
Run.... I Wiew Only

Search

Optiong...

2. Enter the password “100” for remote control of the HMI device.
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4 Using

Sm@rtService

Sm@rtClient now allows the field service technician to operate the HMI keys
using a mouse:

1Y SmartClient LER
SIEMENS = = £

WinCC flexible Getting Started Options
Getting Started, Edition 04/2006, 6ZB5370-1CN02-0BA2



The zip file “WebContents”
with the source data for the
Service-HTML pages of the
HMI device, are in the
WinCC flexible installation
folder in the “Trans-
fert\1.1\XP270" folder.

When using a PC as an HMI
device, you can find the
source files of the service
pages in the WinCC flexible
installation folder in the instal-
lation directory “WinCC flexi-
ble 2005
Runtime\WebContent".

s
O

4.5 Creating user-defined HTML service pages

The service technician is also able to see the filling levels over the Internet with-
out a remote control. The service technician can use this possibility, if for exam-
ple due to safety reasons, certain ports (e.g., Port 80) which are used by the
Sm@rtServer, have been disabled by network administrators. Furthermore the
plant operator also has the possibility to get information on the status of the fruit
juice mixing system using the Internet Explorer.

For this reason, based on the home page a new service page “Plant State” is
created. On this service page the service technician can read the values of the
level tags and the mixer speed.

Below is the principle procedure on how to create ones own service page, which
can be comprehended with the completed configured service page. You can find
the service pages “WebContents” on the third WinCC flexible CD in the folder
“Documents\[Language]\Getting Started”. The content changes are commented
in the HTML source code ("<!-- Getting Started: [...]-->").

Further information on the service page can be found in the “WinCC flexible
Information System” under “Sm@rtAccess, Sm@rtService”.

1. Copy the zip file “WebContents” in any working directory on your con-
figuration computer and unzip the zip file here.

1. Make a copy of the file “start.html” and assign “PlantState.html” as a
new file name.

2. Open the file “PlantState.html” in any text editor, for example Notepad.

+ Extend the left navigation bar with the “Plant State” entry:

<!-- Getting Started: added active page in navigation bar --»
<!-— Getting sStarted: START Active page --»
<tre<td colspan="3" height="20"></tds</tr>
St
<td width="8" height="18"></ td>
<td width="7" height="1%"»
<img src:"/Images/Na\.r'iPfeﬂwew’ss.g"lf" alt="" border="0" width="4" height="7"»</td>
<td width="101" class="ad_nav_link_selected" height="15">
<font color="#FFFFFF">Flant state</fonts</Td>
< Trs>
<l-— Getting Started: END Active page ——>
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* Replace the existing table with a new table, in which the filling levels and
the mixer speed are displayed:

<!l-- Getting started: new table with £i171 Tevels and mixer speed —-—=
<table bordér="1" dass:"sph table" ce'l'[spac‘lng "0" width="600
<tra<th class="sph_th"><b>Fi11 levels and mixer speed. Press &1t;F5&gt; to update
wvalues</hr< The</Tr>
<trootd class="sph_td"><b>water ‘F‘ITI 'leve'l(,fbx,!tdxtd class="sph_td">
<MwWSLy<! —— w'r"[té(Gétvar( FillLevel_water"l); ——?<,fMW5L>&nbsp, </td:><,/tr>
<trz<td class="sph_td <hbrConcentrate fi11 level</br</tdr<td class="sph_td
m«fsl.z»ﬂ—— wr1te(cetVarC FillLevel_Concentrate"}); ——><,fnnwsl_>&hbsp, <,!td><,z‘tr>
stre<td class="sph_td'><h>sugar £i11 Tevel</be</tdr<td class="sph td">
C <MwsLe<!—— wr"l‘te(Ge‘tyar(_ 'FillLevel _sugar ")),'——>~<:/MWSL>&nbsp </‘ttﬁ><ftr>
<tre<td class="sph_td"><bs>aroma fi1] ‘Ieve‘l<,<‘b><,z‘td><td class="sph_td">
MwsLr<!-— write(Getvar ("FillLevel_Aroma”)); .——k*:,a’MNSD&anE *?z’td:?*:/tr‘:?

ctrzotd class="sph_td"><b=Mi peed (RPMI</boo /tdr<td class="sph_
<MwsLs<!—— write(Getvar ("Mixer_speed")); ——»</MwsLz&nbsp; <(tcl:><{tr‘:e
</t ables<brs
</ o
fgftd*
e
=/table>N

The result then looks like this:

2} Miniweb Start Page - Microsoft Internet Explorer

File Edit ‘“iew Favorites  Tools  Help

._/.':"' > \ﬂ lELI «_/:‘J /._..’ Search \;n‘\'{Favorites @Media %‘T

Addhess | htipi192.168.0.220P antState. il

Plant state of mixing station
last update 02:47 43 10.02.2006

Plant State of MixingStation

The runtime is running

Fill levels and mixer speed. Press <F5> to update values

Water fill level 546
Concentrate fill level 286
Sugar Till level TES
Aroma fll level T80
Mizer speed (RPM) TEE

rPlant State

J My Cornputer
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3. Adapt the interface texts:

2} Miniweb Start Page - Microsoft Internet Explorer

File:

Edit  Wiew Favorites  Tools  Help

o B2 > \ﬂ lgl «:‘J /-:Search *a;n'\?Favorites @Media {E-‘? - 7

hitp:192.168.0. 22/ lantState. html

Address b @Go Links

Plant state of mixing station
last update 02:47 43 10.02.2006

Plant State of MixingStation

The runtime is running

Fill levels and mixer speed. Press <F5> to update values

Water fill level 546
Concentrate fill level 286
Sugar Till level TES
Aroma fll level T80
Mizer speed (RPM) TEE

*Plant State

J My Cornputer

4. Save and close the “PlantState.html” file.
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5. Open the file “start.html” and insert a hyperlink on the page “Plant-
State.html”:

<!-- Getting Started: According to the Getting Started,

N - a 1ink to the service page "Plantstate” is added” --»
Getting Started: If you want to jnsert t"g‘?s Tink 4n the other service pages,
o - copy the following 1ink section --»
<l-- Gatting sStarted LINK START —-»

il

<td width="8"></tc

o Wid?h':}?:} feilhl i hord dth="4" height="7"></td

<img src="/Images MaviPfeilblau.gif" alt="" horder="0" width="4" height="7"></td>

<td width= "I_O%H I:/’fa_s s="ad_nav_T1ink">

v <a href="/plantstate.html” class="ad nav_1ink">Plant State</ax</td>
</Tr>
<rre<td colspan="3" height="20"></Td></Tr>

<l-— Getting Started LIMK END -->

The result then looks like this:

23 Miniweb Start Page - Microsoft Internet Explorer D@E]
File LZ

Edit  Wiew Favorites  Tools  Help

,_,-;':' > \ﬂ IELI «_’:‘J /,_..’ Search *Favnrites @Media @T [ Tk _‘; - ‘_J

Adthess | ntipi192.168.0.22/starttml

v! a Go Links

Miniweb Start Page )
last update 02:45.1910.02.2006

Seicit e Welcome on MixingStation

Device Status of MixingStation
The runtime is running

General Device Information
Device Type 0P 270 6"
Device Hame MixingStation

JEI] Done J My Computer

6. Reinsert the changed files into the zip file “WebContents” and copy the
zip file back into the directory “XP270".
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7. Transfer the project to the “MixingStation” HMI device:

Project  Edit  Wiew
= Mo -
| English [United States) |

CH:

Insert Formnat

Select devices fon transfer

EBottlingStation [MP 27010
tasterCantralStation [Win

Fareplates

Options  Window  Help

ha v pe N

Settings for MixingStation [OF 270 B")

Mode | Ethemet 2 ‘
Computer

name or P [132168.0.22 |
Address

1 Tranzfer to

" Flash " RaM
1 Delta transfer

& On  Of

[™ Enable back transfer
W Ovenurite pasaword list

¥ Owenarite 1ecipe data records

|

| Transfer || Apply
i

| | Cancel |

@ TETmion M anagement

Lock kask switching |

Displays limit tooltps v
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8. Run Internet Explorer on the programming device, then log on to the
HMI “homepage” ("http://192.168.0.22") and change to the “PlantState”

page:

23 Miniweb Start Page - Microsoft Internet Explorer

File:

Edit  “iew Favorites Tools  Help

._,-" acl s \ﬂ IEI -fh ,.—.' Search ‘-E:?Favorites eMedia @} L"' ;_,;

Address |

5t muxing station

lastupdate 08:47.4310.02.2006

Plant State of MixingStation

The runtime is running

Fill levels and mixer speed. Press <F5> to update values

Water fill level 5456
Concentrate fill level 286
Sugar fill level 769
Aroma fill level 7an
Mixer speed {RPM) 768

+Plant State

j My Cornputer

The current filling levels and mixer speed are displayed in the Internet Explorer.
If you press “Update” in the Internet Explorer, the page will be reloaded and the
values updated.
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5.1 What is OPC?

OPC (OLE for Process Control) is a uniform, multi-vendor software interface. It
can be used by various devices and applications to exchange data.

Many applications such as ODA or MES now operate with an OPC interface.
Hence, we can easily integrate the MP 270B 10" HMI into the existing infrastruc-
ture.

In our example, that means that the operator would like to integrate the packag-
ing system in his concept for production data acquisition. Production data acqui-
sition has the purpose of logging the number of produced drink packages per
hour for subsequent analysis.
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5 Production data

acquisition by
means of OPC

To access the OPC server,
you can also use an OPC
XML DA client, rather than the
OPC gateway.

s ~ Service-PC

OPC-Client - :
(DCOM)

-+

OPC-Gateway

Ethernet

 w;OPC-Server m || 2
ﬁ (XML) l

— e

I I

| A%

LI T SRR ST

| ] BottlingStation ,
;““““&; T _'! ,

1 | —

i l | m m PROFIBUS

In our example, applications such as ODA or MES communicate by means of
DCOM (1), while the BottlingStation HMI device uses XML (2) for data exchange.
In order for the production data acquisition program and the HMI device to
“understand” each other, we need a “translator.” This translator, namely the
“OPC Gateway,” ensures that all data are translated into the relevant “language”
of the corresponding standard.

Requirements

To carry out the relevant programming steps, you need an OPC client PC and an
Ethernet connection to the MP 270B 10" HMI device. The OPC gateway is
installed on the PC.

The setup of the “OPC-Gateway” (SIMATIC OPC XML Wrapper) is in the
“WinCC flexible\Setup\OPCXMLWrapper\Disk1” folder on the second WinCC
flexible CD and on the Runtime CD.
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5.2 Configuring the “BottlingStation” as an OPC

server

Because the sales department requires quarterly information with respect to bot-
tling system performance, we shall configure the “BottlingStation” (MP 270B 10")
HMI of the packaging system as an OPC server.

In our example, we shall use MS Excel as OPC client to output process values,
rather than the ODA application.

1. Configure the “BottlingStation” HMI as an OPC server:

@
et GettingStarted_Options ~

= waw BottlingStation[MP 270 10" Key)
5 Screens

% Communication

- Alarmn Management

-5 Fiecipes

g Historical data

B-B-B-E-E

L
ag

s ¥

| (o} E[j

-
AT |-E Tags |3 MixingStation I@g Alarm classes I;De\noe Settings m

DEVIGESEaNGE

=

= |Bott|ingStat\on

Start screen [Station_Crverview j

Screen resolubion

H

e FMP 270 10" Key 7.1,0.0

or |Siemens AG, ARD AS FA HMI

nt|

Runtime services

wd [ Smi@rtAccess or Service: Start up Sm@rtServer [
Smi@rtService: HTML pages |

Sm@rtaccess: Web service (S0AP) [
Smi@rtAccess: SIMATIC HMIHTTP Server [

es [ Act a5 OPC server W

its [ Marne of SMTP server
Name of SMTP sender

02

SMTP Authentication
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A change of the IP address is
accepted only after a restart
of the HMIL.

S WinCC flexible 2005 Advanced - GettingStarted Options. himi
Options  Window Help

Project  Edit Wiew Insert Format Faceplates
few - b R r.

|Engish [United States)

£ Select devices for transfer

| Settings for BottingStation (MP 270 10" Key)
|

I3 B ottlingStation [MP 270 10

2. Confirm the following ControlPanel settings for the MP 270B 10" HMI
device:

The IP address is 192.168.0.23.

The subnet mask is 255.255.255.0.

Data transfer mode is set to Ethernet.

. Transfer the “ GettingStarted_Options” project to the “BottlingStation”
HMI:

1~ Tranzfer to

asterCantralStation [win
dagstation [OP 270 6] & Flash  RaM
Mode |Ethemet v| 1~ Delta transfer — 1
1 | * On O |
Computer
i [132168.0.23 | ™ Enable back transfer
gdiess W Ovenwite pazsword list

W Ovenwite recipe data records

Apply Cancel .

! T
[+ uee MixingStation[0F 270 B")

@ | amonzne Cathinne

<
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5.3 Configuring the engineering station as OPC
client

We shall use MS Excel as OPC client on the programming device to simulate the
ODA PC which is connected by means of OPC. This OPC client represents a
basic implementation, and is therefore not suitable for plant operation.

The Excel file “OPC_Client.xIs” is stored in the self-extracting file
Project_GettingStarted_Options_WinCC_flexible_2005.exe.

The engineering station communicates via DCOM by default, whereas the
“BottlingStation” HMI uses XML to exchange data. The engineering station can
access HMI data by means of OPC Gateway:

BDE-PC BottlingStation
[ Rl
R =
i) i
OPC-Client
(DCOM)
OPC-Server

PROFIBUS =

» Microsoft SOAP Toolkit V3.0 is installed on the engineering station
(ODA PC.)
You can download Microsoft SOAP Toolkit from the Internet at
“http://msdn.microsoft.com/webservices.” Earlier versions of Microsoft
SOAP Toolkit will not be overwritten and can be used in parallel.

1. Verify that the following conditions are satisfied:
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You can find the XML-Man- 2. 0n the engineerir?g station, open XML Manager. Configure the OPC
ager under “Start > SIMATIC gateway by entering the address of the OPC server (MP 270B 10"):

> WinCC flexible 2005 _ —
/4~ OPC XML Manager =3

Runtime”.

XML Manager also supports
the configuration of network

connections to several Prefix | Host rame | Add.
OPCXML servers. MyPrefix MyComputer ‘k
Add/Edit Webservice [

()

[ rpz70

Host Mame of OPC $ML-DA Webservice:

192,163.0.23

AI oK _ Cancel |
15 GB 3=

3. Launch MS Excel on the configuration computer and open the
“OPC_Client.xIs” file:

4. Press <ALT+F11> to open the VBA editor.
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The default folder for the class
library is “C:\Program
Files\Common Files\OPC.”

If ProTool is also installed on
your engineering station, the
class library is found under
“C:\Siemens\Common\OPC.”

5. Verify that the Siemens OPC DAAutomation 2.0 (sopcdaauto.dll) class
library is registered and referenced in MS Excel:

wMicrosoft Yisual Basic - OPC-Client.xls
Beatbeiten  Ansicht  Einfligen  Format  Debuggen  Ausfihren xtras | Add-Ins

Verweise, .,

Eenster

- &} ¥BAProject (OPC-Client.xls)
=153 Microsoft Excel Objekte
32 Diesedrbeltsmappe

Yerweise - YBAProject

verfigbare Verweise:

v Visual Basic For Applications Abbrechen
v Microsoft Excel 11,0 Object Library

| OLE Automation

(Bl

v Microsoft Forms 2.0 Object Library
T4 ft Office 11,0 Object Librar
DPC DA : i

uroTool
|| Microsoft Office: Eura Converter Object Library
| Ref Edit Cantral

(| 145 Helper COM Component 1.0 Type Library ﬂ
(| IA5 RADIUS Protocal 1.0 Type Library

[ ABManager 1.0 Type Library

|| aboutlook 1.0 Type Library

" ahnutinnkens 1.0 Twne |ibrars |
< i} | Fall
~ Siemens OPC DAAUEOMation 2.0
Pfad: CAWINDOWS)systeml sopcdaauta. dil

Sprache:  Yoreinstellung
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6. Close the VBA editor, and log on to the bottling station HMI device:

B Microsoft Excel - Audit-Trail MixingStation0.csv E”EJE|
id] Fle Edit wiew Insert Format Tools Data Window Help Type aquestionfor help = o @ X
NG S S 2@ fee -1 - FRUESE|>-A- B
Al3 ™ B MP270WYinCC flexible RT<@>FPackaged Bottles
A [ T & o & [ ® [T & T THg
1 OPC-Client (Excel)
2
3 |Server Name Node Ha Group Hame Status Update-Time ltem-Count Server!
|4 |OPC Siemens ML\ Iy Group Client off 18.05.2004 13:¢ 1
5 OPC-ServerVendo
? First Event
: A]
| 8 | 1
g Last Event
10
11
12 Tags (ltem Current Value
13 |MP270:WinCC flexible RT<@>Packaged Bottles 100 WINCC flexible
14 |
05
16
17
18 2 EXCEL
19
Srfpeein ———— v
4 4 » w\English / [« I | |
Bereit MF
To show further tag values, Using the file macro, the sales manager can view selected process values in
enter the relevant tag names real time on his computer, and save those for further processing.
with the prefix “Prefix:Win CC
IL?XE!E? RT<@>" at cells Al4 7. Close the OPC client by clicking “Stop Client”.
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