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Warranty and liability

Warranty and liability
Note

The Application Examples are not binding and do not claim to be complete
regarding the circuits shown, equipping and any eventuality. The Application
Examples do not represent customer-specific solutions. They are only intended
to provide support for typical applications. You are responsible for ensuring that
the described products are used correctly. These Application Examples do not
relieve you of the responsibility to use safe practices in application, installation,
operation and maintenance. When using these Application Examples, you
recognize that we cannot be made liable for any damage/claims beyond the
liability clause described. We reserve the right to make changes to these
Application Examples at any time without prior notice.
If there are any deviations between the recommendations provided in these
Application Examples and other Siemens publications – e.g. Catalogs – the
contents of the other documents have priority.
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We do not accept any liability for the information contained in this document.
Any claims against us – based on whatever legal reason – resulting from the use of
the examples, information, programs, engineering and performance data etc.,
described in this Application Example shall be excluded. Such an exclusion shall
not apply in the case of mandatory liability, e.g. under the German Product Liability
Act (“Produkthaftungsgesetz”), in case of intent, gross negligence, or injury of life,
body or health, guarantee for the quality of a product, fraudulent concealment of a
deficiency or breach of a condition which goes to the root of the contract
(“wesentliche Vertragspflichten”). The damages for a breach of a substantial
contractual obligation are, however, limited to the foreseeable damage, typical for
the type of contract, except in the event of intent or gross negligence or injury to
life, body or health. The above provisions do not imply a change of the burden of
proof to your detriment.
Any form of duplication or distribution of these Application Examples or excerpts
hereof is prohibited without the expressed consent of the Siemens AG.
Security
information

Siemens provides products and solutions with industrial security functions that
support the secure operation of plants, systems, machines and networks.
In order to protect plants, systems, machines and networks against cyber
threats, it is necessary to implement – and continuously maintain – a holistic,
state-of-the-art industrial security concept. Siemens’ products and solutions only
form one element of such a concept.
Customer is responsible to prevent unauthorized access to its plants, systems,
machines and networks. Systems, machines and components should only be
connected to the enterprise network or the internet if and to the extent necessary
and with appropriate security measures (e.g. use of firewalls and network
segmentation) in place.
Additionally, Siemens’ guidance on appropriate security measures should be
taken into account. For more information about industrial security, please visit
http://www.siemens.com/industrialsecurity.
Siemens’ products and solutions undergo continuous development to make them
more secure. Siemens strongly recommends to apply product updates as soon
as available and to always use the latest product versions. Use of product
versions that are no longer supported, and failure to apply latest updates may
increase customer’s exposure to cyber threats.
To stay informed about product updates, subscribe to the Siemens Industrial
Security RSS Feed under http://www.siemens.com/industrialsecurity.
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1 Task

1

Task
Investment protection not only includes material goods but also immaterial values
like data stored on an industrial computer (IPC).
Production downtime, the effort required for restoring the industrial computer’s
function, or the loss of locally stored parameter sets for optimized production
processes may cause substantial damage.
Hence, improving the protection of these data is an important task for a successful
business.
This document is concerned with risks that may cause data loss and shows
measures that can help minimize those risks and avoid damage. It is designed to
support you and contains practical solutions with step-by-step instructions for
selected topics.
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This also enables you to recognize possible improvements and to implement them.
This increases the protection of your investments.
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2 Solution

2

Solution

2.1

Risk factor analysis

2.1.1

Overview of possible risk factors
The risk of data loss is influenced by different factors.
Figure 2-1 Risk factors that may cause data loss
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DATA

The above figure schematically shows the following risk factors:


Power failures



Manipulation of data



Damages to data carrier



Operator errors



Overheating

These factors are examined more closely in chapter 2.1 Risk factor analysis.

2.1.2

Power failure
Power failures of a plant can lead to production downtime and data loss. The
spectrum here ranges from shorter voltage fluctuations and impulses of a few
milliseconds (e.g. upon activating large capacitive / inductive loads) to complete
voltage failure due to a triggered load circuit fuse or an instable supply from the
network operator.
Shorter power supply fluctuations and failures of a few milliseconds can be
compensated by strong IPC power supply units. Still, at some point, even the best
power supply unit reaches its limits when bypassing a power failure.
Data that is contained in the random access memory (RAM) during the power
failure, is lost. If at the moment of the power failure, a write operation is executed
on a storage medium, these data are at risk of being written incompletely, which
renders them useless.
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2.1.3

Data carrier damages
A data medium has a certain service life during which a smooth operation can be
expected. It may nonetheless occur that due to an excessive thermal, mechanical
and electrical load, for example, a data medium is damaged.
Hard drives with rotating magnetic disks can write large amount of data but are, on
the other hand, sensitive to mechanical shocks and vibration. While flash storage
media are, in comparison, more resilient to mechanical shocks and vibrations, they
can only write a limited amount of data during their service life. Frequent write and
deletion procedures can therefore cause a failure of flash storage media. The data
saved in this area is lost.

2.1.4

Operating errors
Even if everything is in order from a technical point of view and the IPC is operated
within normal parameters, operating errors cannot be ruled out. Daily behavioral
patterns quickly become routine and thus a potential risk factor. Fatigue or lack of
concentration can lead to operating errors. A confirmation prompt is quickly
answered with “Yes”, or an operational action is carelessly performed, resulting in
the deletion of important data.

 Siemens AG 2016 All rights reserved

2.1.5

Data manipulation
Next to accidental deletion of data due to operating errors, damage can also be
caused by unauthorized access. If office and production networks are directly
connected with each other, malware like viruses and Trojans do not have to
overcome considerable obstacles. They pose a threat to the data on an IPC, just
like insufficiently protected access points or the use of standard passwords. These
risks have to be minimized.

2.1.6

Overheating
Upon installing an IPC into a control cabinet, the installation position should be
observed in order to ensure sufficient ventilation during operation. High
temperatures cause a higher thermal stress of the electronic components and
therefore lead to a premature failure.
A fan failure also often leads to higher temperatures within the casing. This alone
does not yet cause data loss, however, all interior components of the IPC are put
under stronger thermal stress. This may lead to a loss of computing performance
due to a reduction of the CPU frequency, as well as to premature aging of the
components and a reduced service life of the same.

2.2

Risk minimization measures

2.2.1

Overview of possible protective measures
IPCs already feature a high degree of system availability and therefore a higher
data availability in the industrial environment, compared to Office PCs. However, a
reliable operation in the industrial environment is not sufficient to ensure data
availability. Thus, the individual risk factors are analyzed in the next chapter.
A robust IPC provides a good basis for a reliable and stable data processing in the
industrial environment. Devices and spare parts are available for a long time.
Robust components and subsystems with a redundant design ensure a high
system availability.
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On this basis, various measures, as illustrated in Figure 2-2 , can help reduce the
risks laid out in chapter 2.1.1 .
Figure 2-2 – Risk minimization measures

USV
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The presented measures reduce the damage risk or allow for a quick and smooth
recovery of lost data. By combining multiple measures, data can be protected even
more effectively against loss or manipulation.

2.2.2

Uninterrupted power supply - (UPS)
For protection against sudden power failures and for the stabilization of the supply
voltage, an uninterrupted power supply (UPS) can be used. During a power supply
failure, it ensures the power supply to the connected devices for a limited period of
time.
UPS systems often offer the possibility to query the supply voltage’s status and the
energy buffer’s filling level or the remaining residual term of the UPS. If an UPS
provides this information via an USB interface, an IPC can directly evaluate this
information.
In this, the energy buffer’s capacity of the UPS is a significant parameter. It should
be sufficiently dimensioned in order to enable a safe termination of all running
programs during a power supply failure as well as an automatic switch off of the
IPC.
Suitable options for SIMATIC IPCs include, for example, UPS systems of type
SITOP DC-USV 24 V, or built-in UPS solutions (see references \4\ and \5\).
If higher load currents or longer buffer times are required, the UPS systems of type
SITOP UPS1600 with battery module provide a possibility to bridge power failures.
A direct connection of the power supply to a 3-phase alternating voltage is also
possible. For this application, the power supply SITOP PSU8600 with optionally
available buffer modules offers a safe 24 V direct current power supply of the IPC
(see references \6\ and \7\).
Some SIMATIC Rack PCs are optionally also available with a redundant power
supply unit or an internal UPS. Further information can be found in the document
“SIMATIC IPC – Protection against power failure” (see reference \8\).
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2.2.3

IT security concept for better data protection
The manipulation of data by unauthorized persons can be countered by a security
concept. Systems that are connected to a network for data transfer should always
be protected by a firewall or a virus scanner. Also, safe passwords help restrict the
access to critical functions.
More on recommended security settings for IPCs in the industrial environment can
be found in the document “Security settings for IPCs”. It is available online, see
reference \9\.
An overview of industrial security topics can be found on the corresponding
homepage, see reference \10\.
Tested software combinations of SIMATIC software, Microsoft operating systems
and virus scanners can be listed up online with the help of Siemens compatibility
tools (see reference \11\).

2.2.4

RAID system
To prevent data loss during the failure of a data carrier, the interconnection of
several data carriers has proven to be successful. By this, a so-called RAID system
is created. RAID stands for “Redundant Array of Independent Disks”. The most
commonly used RAID levels are RAID 0, 1 and 5.

 Siemens AG 2016 All rights reserved

Table 2-1 An overview of the most important RAID levels
RAID Level

RAID 0

RAID 1

RAID 5

Characteristic of RAID level

Acceleration

Mirroring

Parity

Minimum number of required
data carriers

2

2

3

Number of faulty data carriers
without data loss

0

1

1

A RAID connection also helps industrial computers in preventing data loss. For
this, IPCs are equipped with special controllers that are able to run the installed
data carriers in RAID 0, RAID 1 or RAID 5 levels.
RAID 0 level is suitable for high demands on the data transmission performance.
However, this also results in a higher risk of data loss. Thus, RAID level 1 or 5
should be used, if two or more data carriers are in operation. In this operation
mode, the failure of an entire data carrier can be compensated.
If the RAID controller also has a “hot-swap” function, the faulty data carrier can be
exchanged during operation, without interrupting the production process.
SIMATIC IPCs with RAID option are delivered preconfigured and are immediately
ready for use.
The SIMATIC EWF Manager provides protection against an accidental deletion of
data. It also offers the possibility of regular backups, which is discussed in the next
chapters.
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Figure 2-3 RAID Level 1 with data mirroring
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Further information on fields of application of RAID systems in PCs can be found
online in the document “RAID systems in the industry”, see reference \12\.
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2.2.5

Backup / Restore with SIMATIC IPC Image & Partition Creator
Another option for the protection against data loss is a regular data protection.
Data protection is done via the backup process. The recovery of data is done via
the restore process. The secured data is also called backup.

Determining the scope of a backup
Prior to the backup process, you need to consider which data are supposed to be
backed up. The spectrum ranges from single files or parameters to a full backup of
all the data contained on a data carrier; the latter is also called “image”.
Creating a backup schedule
As soon as it is clear which data shall be backed up, in the next step, it has to be
decided, how often and when a backup is required. If a backup is to be created one
time only, the manual creation suffices. An automatic backup creation is suitable
for regular backups.
After creating a backup, you should rehearse a recovery situation at least once a
week. That way, you familiarize with the process which prevents errors in case of
an emergency.
Securing the BIOS settings
An IPC’s BIOS contains all the parameters important for the operation, like, for
example, the boot sequence of the drives, the time control of the memory modules,
or specific processor functions. Modifying the parameters can affect the IPC’s
performance and, in the worst case, prevent the IPC’s system start.
With a backup of the BIOS settings, the parameters can be restored quickly or
transferred to a new system. The SIMATIC IPC DiagBase and SIMATIC IPC
DiagMonitor software allows to backup and recover the BIOS settings of SIMATIC
IPCs.
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Figure 2-4 BiosManager dialog window
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Backing up single files
Single files, like, for example, recipes or log and protocol files are of particular
importance in many cases. By manually copying them onto an external data
carrier, they can be protected against loss. If you plan to perform this action
regularly, task plans are well-suited. They automatically create a copy of the data
to be backed up and store them, for example, on a remote file storage via the
network.
Backing up the entire system
If the entire operating system is to be backed up, including all installed programs
and settings, backing up single files is no longer sufficient. For this purpose, there
are special backup programs which create a complete copy of an IPC’s data.
This method has the advantage that, in case of system damage or failure, the data
can be recovered completely on an identical replacement system.
To keep the created backup data up to date, some backup programs feature an
incremental backup option. With this function, only those data are additionally
backed up that have changed since the last backup. This saves disc space as well
as time.
The software “SIMATIC IPC Image & Partition Creator“ is specifically optimized for
backing up IPCs and contains all the necessary drivers for directly connecting to
the IPC’s driver controllers.
Figure 2-5 SIMATIC IPC Image & Partition Creator
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In chapter 4 Further notes, tips and tricks , you can find an example list of all the
necessary steps that are required for creating and recovering a backup.
Also, via the 1ClickImage function, a previously configured full backup of the IPC
can be started with a single mouse-click.
Figure 2-6 1ClickImage

1ClickImage

“click“

Harddisc
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Further information on article numbers can be found in chapter 4.4 Referenced
software and related article number.

2.2.6

Preventive maintenance and diagnosis with SIMATIC IPC DiagBase /
DiagMonitor
Some events that lead to data loss announce themselves in advance. For example,
if a fan fails, the temperature inside the IPC case rises considerably. This affects
the IPC’s performance and the data carrier. The data carriers’ diagnostic data are
provided via the S.M.A.R.T. Interface1 .
The IPC’s and data carriers’ diagnostic data can be read in by a diagnostic
program. Upon reaching critical values, the program generates a message which
can be delivered as email to the responsible maintenance personnel, or be
displayed on the plant’s visualization display. This allows a maintenance technician
to exchange the faulty fan in time, or to exchange a data carrier with a new one,
prior to its age-related failure.
For all of this, SIMATIC IPCs contain the necessary sensors and interfaces and
provide the SIMATIC IPC DiagMonitor software with the described functions.

1

S.M.A.R.T. = Self-Monitoring, Analysis and Reporting Technology
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Figure 2-7 DiagMonitor Email Options
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The document “SIMATIC Industrie-PC DiagMonitor - Getting Started“ assists you in
the first steps of using the SIMATIC IPC DiagMonitor, see reference \13\.
Further options of diagnosing SIMATIC IPCs with WinCC (TIA Portal) and WinCC
V7 are described in the document “Diagnose-Tools for SIMATIC IPCs“, see
reference \14\.

2.2.7

Enhanced Write Filter - EWF
The Enhanced Write Filter (EWF) enables you to equip data carriers and partitions
with a write protection. This function is available for the following Microsoft
operating systems.


Windows XP Embedded



Windows Embedded Standard 7



Windows 10 IoT Enterprise 2015 LTSB

With activated write protection, no data is written onto the data carrier or partition.
The data stored on them are protected against overwriting. Data from applications
that still want to write on the data carrier are instead transferred to the IPC’s main
memory. This process is transparent for the running applications, hence it makes
no difference to them, where the data are stored.
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Figure 2-8 Mode of action of the Enhanced Write Filter
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DATA

IPC restart
Restarting an IPC results in all data that has been written onto the protected data
carrier after the activation of the write protection, being discarded. Data from the
main memory gets lost. As a result, the system goes back to its original state, in
which the IPC was at the moment of the activation of the write protection.
Data protection method
This data protection method is particularly suitable for systems whose system
configuration does not need to be modified from a specific point in time and whose
process data and log files are stored on a separate drive or partition.
Making permanent changes
If permanent changes need to be made to a protected drive or partition, the EWF
can be temporarily deactivated during the necessary changes.
Additional Information
The EWF can easily be configured with a mouse-click via the graphic user interface
of the SIMATIC IPC EWF Manager. The SIMATIC IPC EWF Manager is available
as download on the service and support pages, see reference \15\.
Note

SIMATIC IPCs with Microsoft Embedded operating systems are by factory
default equipped with EWF. It can be activated, if required.
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3

Summary
Data can be protected in various ways. Based on an IPC’s robust design, an UPS
minimizes the risk of data loss due to power failure. Operating two or more data
carriers via RAID configuration protects against data loss during a data carrier
failure and also ensures a continued availability. If Hot Swap is supported and
activated, the faulty data carrier can even be replaced during operation.
An activated Enhanced Write Filter can also prevent the content of individual
partitions or entire data carriers from being modified. Regular backups are not to be
forgotten, as they still provide an important basis for the protection against data
loss. The evaluation of diagnostic information for the early detection of hardware
faults further minimizes the risk of data loss due to the failure of electrical
components.
Although the risk of data loss can never be entirely eliminated, the measures
presented here offer numerous possibilities to improve the security and protection
of your data. Particularly the combination of individual measures creates a solution
that meets the high requirements of the data availability of industrial plants.
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Figure 3-1 Increasing the system availability by combining measures
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4

Further notes, tips and tricks

4.1

Backing up a partition or hard disk with SIMATIC IPC
Image & Partition Creator
Table 4-1 Steps for creating a backup
No.

Step
Insert the SIMATIC IPC Image & Partition Creator DVD into your optical drive of
your IPC and restart it.
If your IPC does not boot from the inserted DVD, check the booting sequence in
the BIOS setup and adjust the settings. Alternatively, press the F12 key during
the boot sequence. An options menu with bootable data media is then displayed.
Select the disc drive with the inserted data medium and run the IPC from there.

2.

Select the action “Hard Disk Manager 15 Suite” and click on the “Select” button.

3.

Click on the “Backup” button.

 Siemens AG 2016 All rights reserved
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No.
Select “Disks or Partitions”.
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4.

Step
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No.
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5.

Step
Select the hard disk or partitions to be backed up and click on “Next >”.

In this example, all partitions of the data carrier are backed up, except for the
“Data” partition.
Note
Note that the displayed drive letters do not necessarily correspond with the drive
letters that are displayed during the operation of the installed operating system.
Thus, for a correct assignment, always check the name and size of the partition
you want to back up!
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No.

Step

6.

Choose, whether the data to be secured shall be backed up to the local drive, an
FTP server or an optical storage medium and click on “Next >”.

7.

Select the backup destination and the archive name where the data to be backed
up shall be stored and click on “Next >”.
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No.

Enter an additional comment, if required. This will be added to the backup
archive. Then click on “Next >”.
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8.

Step
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9.

Step
Finally, check the backup options and click on “Next >”.

The data backup will now be performed.
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No.

After the data backup is complete, click on “Finish”.
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10.

Step
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4.2

Restoring a partition or hard disk with SIMATIC IPC
Image & Partition Creator

Table 4-2 Steps for restoring a backup
No.

Step
Insert the SIMATIC IPC Image & Partition Creator DVD into your optical drive of
your IPC and restart it.
If your IPC does not boot from the inserted DVD, check the booting sequence in
the BIOS setup and adjust the settings. Alternatively, press the F12 key during
the boot sequence. An options menu with bootable data media is then displayed.
Select the disc drive with the inserted data medium and run the IPC from there.

2.

Select the action “Hard Disk Manager 15 Suite” and click on the “Select” button.
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No.

Step

3.

Click on the “Recover” button.

4.

Click the “Next” button to acknowledge.
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No.

Select an archive that is to be restored and click on “Next >”.

 Siemens AG 2016 All rights reserved

5.

Step
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6.

Step
Select, which parts of the archive are to be restored, or select the tree node
“Archive” to restore whole archives. Then click on “Next >”.

Note
To selectively restore single files, open the folder structure by clicking on the “+”
symbol and navigate to the desired file.
If you select one or more files in this way, deviating dialog boxes will be
displayed in the following steps. The following steps are based on restoring the
whole archive.
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No.

Check the anticipated restore results and click on “Next >”.
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7.

Step
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8.

Step
Finally, confirm the proposed modifications for restoring the archive and click on
“Next >”.

The data recovery will now be performed.
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No.

After the data recovery is complete, click on “Finish”.
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9.

Step
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4.3

Microsoft operating systems with Enhanced Write
Filter
Table 4-3 Microsoft Windows operating systems with integrated Enhanced Write Filter
Operating system

 Siemens AG 2016 All rights reserved

4.4

EWF

Microsoft Windows XP Embedded

Yes

Microsoft Windows Embedded Standard 7 E

Yes

Microsoft Windows Embedded Standard 7 P

Yes

Microsoft Windows 7 Professional

No

Microsoft Windows 7 Enterprise

No

Microsoft Windows 7 Ultimate

No

Microsoft Windows 10 IoT Enterprise LTSB 2015

Yes

Microsoft Windows Server 2003

No

Microsoft Windows Server 2008

No

Microsoft Windows Server 2012

No

Referenced software and related article number
Table 4-4 List of software referenced in this document
Designation

Article number

SIMATIC IPC Image & Partition Creator V3.5

6ES7648-6AA03-5YA0

SIMATIC IPC DiagMonitor V4.5

6ES7648-6CA04-5YX0
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Power supply SITOP PSU8600 40A/4X10A PN
https://support.industry.siemens.com/cs/ww/en/pv/6EP3437-8MB00-2CY0/pi

\8\

SIMATIC IPC – Protection against power failure
(forthcoming)

\9\

Recommended Security Settings for IPCs
https://support.industry.siemens.com/cs/ww/en/view/109475014

\10\

Homepage Industrial Security
https://siemens.com/industrial-security

\11\

Kompatool
https://www.siemens.com/kompatool/

\12\

RAID systems in the industry
https://support.industry.siemens.com/cs/ww/en/view/109737064

\13\

SIMATIC Industry PC DiagMonitor – Getting Started
https://support.industry.siemens.com/cs/ww/en/view/109479723

\14\

Diagnosing SIMATIC IPCs
https://support.industry.siemens.com/cs/ww/en/view/109478242

\15\

SIMATIC IPC EWF Manager
https://support.industry.siemens.com/cs/ww/en/view/50867677
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