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Security Siemens provides products and solutions with industrial security functions that support the
Informatj Secure operation of plants, systems, machines and networks.
on In order to protect plants, systems, machines and networks against cyber threats, it is
necessary to implement — and continuously maintain — a holistic, state-of-the-art industrial
security concept. Siemens’ products and solutions only form one element of such a
concept.
Customers are responsible to prevent unauthorized access to their plants, systems,
machines and networks. Systems, machines and components should only be connected
to the enterprise network or the internet if and to the extent necessary and with
appropriate security measures (e.g. use of firewalls and network segmentation) in place.
Additionally, Siemens’ guidance on appropriate security measures should be taken into
account. For more information about industrial security, please visit
http://www.siemens.com/industrialsecurity.
Siemens’ products and solutions undergo continuous development to make them more
secure. Siemens strongly recommends to apply product updates as soon as available and
to always use the latest product versions. Use of product versions that are no longer
supported, and failure to apply latest updates may increase the customer’s exposure to
cyber threats.
To stay informed about product updates, subscribe to the Siemens Industrial Security
RSS Feed under http://www.siemens.com/industrialsecurity.
Contents
1 INTFOTUCTION ..t e e e e e ee s 3
1.1 Configuration NOTES.........ciiiiiiiii it 4
1.2 COMPONENES USE.....ciiiiiiiiiiiiie ittt 4
2 Configuration 1: Access to the SQL Server.....cccccoocviieiiiiiiiiiiiicce 5
21 Configure an SQL Database ..........eeviiiieiiiiiiiiieiiiiiee e 5
2.2 Configure the Data Source (ODBC).........uuvviiiiiiiiiiiieiieeeeeeeeeeeeeeeeeeeneenns 8
3 Configuration 2: Access to the SQL Server........cccoiiiniiiieinice e, 13
3.1 Configure an SQL Database .............cevevvivviiiiiieiiiiiiiieeeeeeeeeeeeveveeeeenanns 13
3.2 SQL Database User Data Management ..............cueveveevveveeeveneeenennnnnns 14
3.21 General INfOrMatioN............uiviviiieiiiiieieeeeiieeeeeeeeee e eeeeererererareraa——.. 14
3.2.2 Authentication via the WIindows LOgin ...........ccceeiiiiiiiiinee i, 15
3.3 Windows Firewall SettiNgS ......c..oviviiiiiiiiiiiee e 18
3.4 Configure (Remote) the Data Source (ODBC).......cccovvviviieieereeeiiinnns 21
4 Read Out/Display the SQL Database Table.........cccooiiiiiiiiiiiiiiiiieee 22
WINCC (TIA POTTAL) ...t 25
5.1 Archive Configuration ...........cooceiiiiiiiiii e 25
5.2 Operation of the Sample Application...........oociiiiiiieiinie e 26

This entry originates from Siemens Industry Online Support. The conditions of use
specified there apply (www.siemens.com/nutzungsbedingungen).

SQL Datenbankzugriff
Entry ID: 61886098, V2.0, 04/2018


http://www.siemens.com/nutzungsbedingungen
http://www.siemens.com/industrialsecurity
http://www.siemens.com/industrialsecurity

© Siemens AG 2018 All rights reserved

1 Introduction

1 Introduction

The entry describes how to use WinCC Runtime Advanced V15 and
Microsoft SQL Server 2014 to archive tags and messages in a
Microsoft SQL database.

Two configurations are described.

Configuration 1, "Combined Installation" (Config. 1)
There is one PC station (PC Station1) on which both
e the Microsoft SQL server and
¢ the WIinCC Runtime Advanced run.

The data of the WinCC Runtime Advanced is archived in the Microsoft SQL
database.

Figure 1-1

MS SOL-Database WinCC RT Advanced

PC-Station 1

Configuration 2, "Separate Installation” (Config. 2)
There is one PC station (PC Station1) on which
e the Microsoft SQL server runs.
There are other PC stations (PC Station2 to "n+1") on which only
e the WIinCC Runtime Advanced runs.

The data of each WinCC Runtime Advanced station is archived in the Microsoft
SQL database of "PC-Stationl1".

Figure 1-2

PC-Station2
RT Advanced

PC-Stationl
MS SQL-Database

/‘/

Remote
A § PC-Station ,n+1¢
. RT Advanced
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1 Introduction

1.1 Configuration Notes

Note When "SQL database" is mentioned in the entry, this always refers to the
Microsoft SQL Database.

The Microsoft SQL Database is a component of the
Microsoft SQL Server 2014.

The entry includes the principal configuration steps for
e Creating an SQL database
e Archiving tags and messages in an SQL database.
- Configuration 1:
- Configuration 2:
e Output of the archived values via a trend display on the Comfort Panel.
e Output of the archived values via an SQL database table.

Note There are numerous parameters and possible settings in an SQL database. The
entry can only deal with the settings required for this example.

1.2 Components Used

When WInCC (TIA Portal) V15 is installed, the Microsoft SQL Server 2014 is also
installed. You use the "Microsoft SQL Server Management Studio 17" tool to create
and configure the SQL database.

Note The "Microsoft SQL Server Management Studio 17" tool is not included in the
WinCC (TIA Portal) delivery package. You can download the tool via the
Microsoft Support pages (https://support.microsoft.com).

SQL Datenbankzugriff
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2 Configuration 1: Access to the SQL Server

2 Configuration 1: Access to the SQL Server

The SQL server and the WinCC Runtime Advanced are running together on one

PC (PC Stationl).

2.1 Configure an SQL Database

Requirements
The following components must be installed on the PC.
e WinCC (TIA Portal) V15
e Microsoft SQL Server 2014
e Microsoft SQL Server Management Studio 17
Furthermore you must have administrator rights.

Establish a server connection
Table 2-1

No. Description

1. Open the "Microsoft SQL Server Management Studio 17" tool.
e  Open the program folder under

e  Start the tool via
"Microsoft SQL Server Management Studio 17".

"Microsoft SQL Server Management Studio 17" starts.

. Microsoft Office Devices and Printers
. Microsoft SOAP Toolkit Version 3
. Microsoft 5QL Server 2005 Default Programs
Microsoft SQL Server 2008
| Microsoft SQL Server 2008 R2 Help and Support
Microsoft SQL Server 2014 b
. Microsoft SQL Server 2016
. Microsoft SQL Server 2017
. Microsoft SQL Server Tools 17
42 Microsoft SQL Server Management Studio 17
. Perfformance Tools

. MyPhoneExplorer
. NVIDIA Corporation

4 Back

| Search programs and files 0 |

"Windows Start > All Programs > Microsoft SQL Server Tools 17".

2. Establish a connection to the server

stored (1).

select the menu "<Browse for more...>".
e Under "Database Engine" you select the following server

also used for configuring the data source (ODBC) (link).
e Click the "Connect" button.

The connection to the server is set up.

e Viathe drop-down list box you select the server on which the data is to be

e If multiple servers are installed on the PC, then in the drop-down list box you

"Computer Name\WINCCPLUSMIG2014". The server you specify here is

SQL Datenbankzugriff
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2 Configuration 1: Access to the SQL Server

No.

Description

LA,? Microsoft SQL Server Management Studio (Administrator)
Datei  Bearbeiten  Ansicht Debuggen  Extras  Fenster  Hilfe

OB a0 By BRS80S

Object Explorer v x
Connect = ?

;1; Connect to Server

SQL Server

Server type [Dalahasa Engine
Server name HH-PCAWINCCPLUSMIG2014

Authentication: [Windows Authentication
hh-PC\hh

[ Connect H Cancel ][ Help ][ Options >>

View of the established server connection
The green arrow icon (1) indicates that the server connection is active.

Now you can access databases already created and have the values displayed
).

How to have values displayed in the SQL database is described below (chapter
4, "Read Out/Display the SQL Database Table").

L&c—‘ Micresoft SQL Server Management Studio (Administrator)

Datei  Bearbeiten  Ansicht Debuggen  Extras  Fenster  Hilfe

- |€l°e|3' - #|J:E—‘INEWQUE|T Emnﬂmnu - '||
Object Explarer v o x
Connect~ 4 ¢ o~
= i@ PH-POWINCCPLUSMIG2014 (SQL Sen
¥
System Databases
whh

@ Machinedl
@ Machine02

Security
Server Objects
Replication
Management
[

] XEvent Profiler

Create a new database

Databases (Machine01, Machine02, for example) have already been created in the
previous section "Establish a server connection".

In this section we describe how to create a new database. In this case we create a

database

named "Machine03".

The name you use here is specified as reference when creating the data source
(ODBC) (see the following table).

SQL Datenbankzugriff
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2 Configuration 1: Access to the SQL Server

Table 2-2

No.

Description

First you execute Steps 1 to 3 in the "Establish a server connection" section,
Table 2-1.

Create a new database

e Right-click the file folder "Databases".
e In the pop-up menu that opens you select "New Database...".

e The "New Database" window opens. Enter a name in the window under
"Database name:". The name is used subsequently when creating the data
source (ODBC) (link).

e  For the menu item "Owner" and all the other parameters the default values
have been accepted.

e Click "OK" to confirm the entries.

L4 Microsoft SQL Server Management Studio (Administrator)
Datei Bearbeiten Ansicht Debuggen Extras  Fenster Hilfe

[ -2 | BNewquey B ES - ¢ -8 Generischer De
Object Explorer A ¢
Connect~ ¥ ¥ ¢
5 @ HH-POWINCCPLUSMIG2014 (SQL Ser

Sys  NewDatabase..
:Ah s B New Database [E=2(E=R 5
s

oM Restore Database... 5;'22‘;:712 T st = @ Help

Securit Restore Files and Filegroup | & Opions

5 T Wachine03

R::\Z Deploy Date-tier Applicatid & Filegroups Database name: achine!

Manag  Import Data-tier Applicstio Co= cdefaut> =
XEvent  Spat PowerShell
Reports Dtabase fles
e Logical Name _File Type _ Fiegroun nita IB)  Autogrowth / Masize:
Mschnedd  ROWS.. PRIMARY |8 By 1 MB, Unlmited
Machine03].. LOG Not Applicable. 1 By 10 percent, Unlimted
Connection
Server
HH-PCAWINCCPLUSMIG2014
Connection
Fh-PC\h
¥ View connection propeties
Progress
Ready < . b

View of the newly created database "Machine03".
This completes the settings at this point.

Note:
In the course of the exercise the tags and messages will be archived in this
database.

x_‘h; Microsoft SQL Server Management Studic (Administrator)
Datei  Bearbeiten  Ansicht Debuggen Extras  Fenster  Hilfe

- ‘iﬁ- -2 d"'H%‘lNeruery J—i‘l.@n@@nﬁ‘ - '||
Object Explorer TR x
Connect~ ¥ i ¢

B @ HH-PCUWINCCPLUSMIG2014 (SQL Sen|
=
Systern Databases
W hh
W Machinel
o e Machinan?)
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2 Configuration 1: Access to the SQL Server

2.2

Configure the Data Source (ODBC)

An ODBC data source is used for establishing a connection to a Microsoft SQL

Server.

The configuration procedure is given below.

Table 2-3

No.

Description

Open the data source (ODBC)

Open the Windows Control Panel.
Windows Start > Control Panel.

Open the "Administration" menu.
Open the menu "Data Source (ODBC)" menu.

The menu for configuring the ODBC Data Source opens (1).

@Q-@ » Control Panel »

File Edit View Tools Help
Adjust your computer’s set{
Music

Computer * Administrative Tools

Control Panel

E Color Management

Devices and Pril

‘@ Default Programs

Default Progran

Help and Support

"% ODBC Data Source Administrator

==

User DSN | System DSN | File DSN | Divers | Tracing | Connection Pooling | About |

User Data Sources:

O\J [& » Control Pan,
File Edit View Tools
Organize = 7] Open

Name

[#* Component Services
(& Computer M

Name Driver
dBASE Files Microsoft Access dBASE Driver

Microsoft Access-Datenbank Microsoft Access Driver (" mdb)
MS Access Database Microsoft Access Driver (“mdb,

Data Sources (ODBC)
desktop.ini
(2l Event Viewer

l i

dBASE-Dateien Microsoft dBase Driver (" dbf)
Excel Files Microsoft Excel Driver (*xds, *xdsx, “»|
Excel-Dateien Microsoft Excel Driver (*xds)

{"dby|

“acr

b

- An QDBC User data source stores information about
k| the indicated dt= provider, A Userdata source s
~ and can only be used on the cument machine.

how to connect to
rly visible to you,

Apply Help

Create new user data source

In the menu bar you select the "User DSN" tab (1).
Click the "Add..." button (2).

(1)

; ODBC Data Sgce Administrator

X5

User DSN |System DSM I File DSM | Drivers I Tracing I Connection Pooling | About |

User Data Sources:

Name

dBASE Files

dBASE-Dateien

Excel Files

Excel-Dateien

Microsoft Access-Datenbank
MS Access Database

Driver

Microsoft Access dBASE Driver (*.db =
Microsoft dBase Driver (*.dbf)
Microsoft Excel Driver (*ads, *xdsx, “» Corfigure...
Microsoft Excel Driver (*ds)
Microsoft Access Driver (" mdb)
Microsoft Access Driver (*mdb, “.acc

4 | 1M

An ODBC User data source stores information about how to connect to
DE the indicated data provider. A User data source is only visible to you,
—  and can only be used on the cument machine.

[ ok

][ Cancel ]

SQL Datenbankzugriff
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2 Configuration 1: Access to the SQL Server

No.

Description

3.

Select the driver "SQL Server" (1).
Click "Finish".

Create New Data Source @

Select a driver for which you want to set up a data source.

\ Mame Version il
==y ODBC Driver 11 far SQL r 2014120500000 M
_L ODBC Driver 13 for 5G) r 2017.140.1000.168 M
SQL Mative Cliert, 2005.90.5000.00 M
601760117514 M
SQL Server Native Client 100 2009.100.404200 M
SQL Server Native Client 11.0 2011.110.6540.00 M
] 1 3
< Back [ Finish ] ’ Cancel ]

Name (1):

- Here you enter the name that you have stored in the PC Runtime
configuration in the archives under "Properties > General > Storage
location". In this case "Database_ArchiveMessage" (link).

Server (2):

- Via the drop-down list box you select the server that you selected when
creating the database server connection. In this case "HH-
PC\WINCCPLUSMIG2014" (link).

Click the "Next >" button.

Create a Mew Data Source to SQL Server @

This wizard will help you create an ODEC data source that you can use to
connect to SQL Server. D

What name do you want to use to refer to the data source?

&?I-l Name: Database_ArchiveMessage
———

How do you want to describe the data sounce?

Description:
2)

Which SQL Server do you want to connect to?
Server: HH-PCVWINCCPLUSMIGZ014 -

Fish | Net> | [ Cancel | [ Heb |

SQL Datenbankzugriff
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2 Configuration 1: Access to the SQL Server

No.

Description

e "Windows NT authentication” (1) is used in this example. If you select "SQL
Server authentication” (2), you can specify the required Login ID and
Password in the bottom part of the window (3). You must have stored the
data previously under "Security" in the SQL database.

e Enable the "Connect to..." check box (4).
e Click the "Next >" button.

When you click the "Next >" button, the data source attempts to establish a
connection to the SQL server. If this does not work, you get an error message.
In this case you should check:

- That the SQL server has started.

- The server name.

- The security settings of the SQL database.
- The user rights of the SQL database.

Create a Mew urce to SQL Server @
How should SQL Server verify the authenticity of the login ID?

= @ With Windows NT authentication using the network login 1D
/J With SQL Server authentication using a login |D and password
[ L entered by the user.

To change the network library used to communicate with SQL Server,
click Client Corfiguration.

Client Corfiguration...

7 Connect to SQL Server to obtain default settings for the
additional configuration options.

hh

< Back |[ MNext > ]| Cancel || Help

SQL Datenbankzugriff
Entry ID: 61886098, V2.0,

04/2018 10




2 Configuration 1: Access to the SQL Server

© Siemens AG 2018 All rights reserved

No. Description

6. When the SQL server connection has been established, the following window is

displayed.

e Enable the "Change the default database to:" option (1).

e Viathe drop-down list box you select the database to be referred to (2).
See the entries here that you stored when creating the SQL server
connection. In this case "Machine03" (link).

The values of the WinCC Runtime Advanced are archived in this SQL
database.

e Inthe screen you enable the two options displayed (3).

e Click the "Next >" button.
(1)

Create a Mew Data Source to 5QL Se&r

Change the default database to:
Machins03 -

E‘ [ Attach database filename:

Create temporary stored procedures for prepared SQL statements and
drop the stored procedures:

(@ Only when you disconnect.
When you disconnect and as appg2)
connected.

Use ANSI quoted identifiers.

Use ANSI nulls, paddings and wamings.

Use the failover SQL Server if the primary SQL Server is not
available.

vhile you are

[ <Back | MNet> | [ Cancel | [ Heb

7. e You select the option (1) as shown in the figure.
e  Click the "Finish" button.

Create a Mew Data Source to SQL Server @

|| Change the language of SQL Server system messages to:

al English
}I.l [ UseAfong encryption for data
Perform translation for character data

Use regional settings when outputting cumency. numbers, dates and
] times.

[] Save long running queries to the log file:

CUsers\hh'AppDatatLocal'\ Temp\GUERY . LOG

Long query time {miliseconds):

[ Log ODBC driver statistics to the log file:
CAlUsers‘hh'\AppDatatLocal\Temp STATS LOG Browse

[ <Back [ Fnsh | [ Camcel | [ Hep

SQL Datenbankzugriff
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2 Configuration 1: Access to the SQL Server

No.

Description

8.

You then get a summary of the settings that have been made. You can test the
connection via the "Test Data Source..." button.

Close the configuration via the "OK" button.

ODBC Microsoft SQL Server Setup (23]

=

Create a N

Anew ODBC data source will be created with the following
configuration:

Microsoft SQL Server ODBC Driver Version 06.01.7601 -
E‘ Data Source MName: Database_ArchiveMessage
—

Data Source Description:

Server: HH-PC\WINCCPLUSMIG2014
Database: Machine03

Language: (Default)

Translate Character Data: Yes fies and
Log Long Running Queries: No

Log Driver Statistics: No

Use Regional Settings: No

Prepared Statements Option: Drop temporary procedures on
disconnect

Use Failover Server: No [oo
Use ANSI Quoted |dentifiers: Yes

Use ANSI Null, Paddings and Wamings: Yes
Data Encryption: No

T riep

The 1st menu screen is displayed again.

The newly created user data source is displayed. In this case
"Database_ArchiveMessage".

Via the "Configure..." button you can call and change the settings that have been
made (1).
For this you first mark the name of the user data source.

3. ODBC Data Source Administrator @

User DSN |Systern DSN | File DSM I Drivers I Tracing I Connection Pooling I About |

User Data Sources:

Name Diriver [L]
Database_ArchiveMessage eI ﬂ'}
dBASE Files Microsoft Access dBASE Driver (*.db
dBASE-Dateien Microsoft dBase Driver (*.dbf) Corfigure...

Excel Files Microsoft Excel Driver (*xds, * xlsx, *»

Excel-Dateien Microsoft Excel Driver (*ds)

Microsoft Access-Datenbank Microsoft Access Driver (" mdb)

MS Access Databaze Microsoft Access Driver ("mdb, *.acc

] 1 3

An ODBC User data sounce stores information about how to connect to
m:— the indicated data provider. A User data source is onfy visible to you,
—'and can only be used on the cument machine.

[ ok ][ camcel || ook Help

This completes the settings for the data source (ODBC). Close the menu with the
"OK" button.

Now you can start the WinCC Runtime Advanced. Information about configuring
the WinCC Runtime Advanced is available in chapter 5, WinCC (TIA Portal).

SQL Datenbankzugriff
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3 Configuration 2: Access to the SQL Server

3 Configuration 2: Access to the SQL Server

The SQL server runs on its own PC (PC Station1).

The WinCC Runtime Advanced runs on separate PCs

(PC Station2 to "n+1") and accesses the data of the SQL database remotely.

The data of each WinCC Runtime Advanced station is archived in the Microsoft

SQL database of "PC Station1".

In order for the PC stations to be able to access the SQL server of "PC Station1"

with the WinCC Runtime Advanced, on the "PC Station1" settings have to be made

both

e in the Windows user administration and in the user administration of the SQL

server, and
¢ in the Windows firewall.

(Otherwise the firewall would block the incoming connection).

3.1

Establish a server connection
Table 3-1

Configure an SQL Database

No.

Description

Database".

Other settings

4 Microsoft SQL Server Management Studio
File Edit View Debug Tools Window Help

- 13- 8 W | B NewQuey

Object Explorer
Connect~ ¥ ¥ &
Sl .} PC-STATIONI\WINCCPLUSMIG2014 (SQL Server 12
= Databases Connect...
& 7 System Databases Disconnect
= i@ Machinedl
Register...
& (@ Machine0? =
= @ Machine3 Mew Query
& 1 Database Diagre -
o Tables Activity Monitor
5 1 System Tabl Start
] FileTables Stop
® Views
Pause
w1 Synonyms
@ W Programmabilit Resume
] Service Broker Restart
@ W Storage
. Security Policies
= Security Facets
@ M Server Objects Start PowerShell
] Replication
® Management Reports
m If] XEvent Profiler —
Properties

In this case the name of the server is:
"Name of the PC Station1\WINCCPLUSMIG2014".

1. The configuration corresponds to the settings in section 2.1 "Configure an SQL

B Server Properties - PC-STATI
Selecta page

F General

5 Memory

F Security

*

J Database Settings

F Advanced

K Pemissions

Connecfion

Server,
PC-STATIONT\WINCCPLUSMIGZ,

Connection,
PCSTATION1‘hh

¥ View connection propetties

Progress
Ready

NCCPLUSMIG2014
gt v ) Help

Connections
Mexdimum number of concur
0 -

Use query govemor to

Default connection options

[E=N Bl XY

mertt connections (0 = unlimited).

prevent long-unning queries

implict transactions
cursor close on commit
ansi wamings
ansi padding
ANSINULLS
arthmetic abor

m s

Remote #Zer connections

W|" Allow remote connactior

ns to this server

Remote query timeout (n seconds. 0 =no timeout):

6500 =

Require distributed transactions for server4o-server commu

@ Configured values

Running values

o

¢ Inthe Properties of the SQL server check that the "Allow remote connections
to this server" option is enabled.
- Right-click the SQL server and open the Properties. A window opens.

- Under "Select a page” you mark the item "Connections" (1).
In the "Remote server connections" section you enable the "Allow remote
connections to this server" option (2).

SQL Datenbankzugriff

Entry ID: 61886098, V2.0, 04/2018

13




© Siemens AG 2018 All rights reserved

3 Configuration 2: Access to the SQL Server

3.2

3.2.1

SQL Database User Data Management

The settings are to be made on the PC on which the SQL server is installed. In this
example the settings are made in the "PC Station1".

General Information

In the later configuration of the data source (ODBC) you can choose whether the
SQL server authentication is to be made

e Via the Windows login (1) or
e Via the user administration of the SQL server (2).
The FAQ response describes the "Windows authentication".

Figure 3-1
Createa N ource to SQL Server @
How should SQL Server verify the authenticity of the login 10?7
l—;‘ @ With Windows NT authentication using the netwark login 1D.
/J' With SQL Server authentication using a login 1D and password

entered by the user.

To change the network library used to communicate with SQL Server,
click Client Corfiguration.

Client Corfiguration...

7 Connect to SQL Server to obtain default settings for the
additional corfiguration options.

hh

< Back |[ Next > ] | Cancel | | Help

Authentication via the Windows login

When authenticating via the Windows login the login data for the SQL server must
match the login data of the PC on which the WinCC Runtime Advanced is running.

Example:
You login as follows on the PC Station2 with the WinCC Runtime Advanced.
User name: "User 1"
Password: "100"

In the "PC Station1" you must also create a user in the Window user
administration with the name "User 1" and the password "100".

How to assign the user to the SQL database is described in the course of this
documentation (link).

SQL Datenbankzugriff
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3 Configuration 2: Access to the SQL Server

3.2.2 Authenti

Notes

cation via the Windows Login

e You must be logged in as administrator on the "PC Station1".

e The SQL database provides numerous settings for access protection etc. At this point
one possible method of access protection is presented in an example.

Table 3-2

No.

Description

PC Station1, create Windows user

In the "PC Station1" you create a Windows user. The user must have the same
name and password as the user on the "PC Station2" on which the WinCC
Runtime Advanced is running.

In this example:
User: hh => Nickname, (...User1)
Password: 100

Note:
The user must not be assigned to any special group.
(Create new user under Windows 10).
File Action View Help

ke AR lc] R AENEYN 7)o

A Computer Management (Local| Name Full Name

v i} System Tools B Administrator

@ Task Scheduler EDE‘fEUh:AC(DUHt
{2 Event Viewer =1
W Guest

ai| Shared Folders
~ i Local Users and Groups #ihh b

| Users
| Groups
Ef‘gﬂ Performance
= Device Manager
v 55 Storage
=9 Disk Management 0K Cancel Apply Help

hh Properties ? X

General  Member Of  Profile

Member of:
&% s0LServer20055QLBrowserUserSTIAPYVISWINTD

Changes to a user's group membership

Remowve are not effective until the next time the

user logs on

T4 Services and Applications

Note on the created user

You do not have to be logged in on the PC Station1 with the new "Userl" in order
to operate the SQL database.

SQL Datenbankzugriff
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No. Description

3. PC Stationl1, SQL database, assign Windows user

¢ Inthe SQL database you right-click the "Security" folder.

. In the pop-up menu that opens you select "New Login...". The "Login - New"
page opens.

Object Explorer v 1 x

Connect- ¥ ¥ Y & o+
2 @ TAPYISWINTOWINCCPLUSMIG2014 (SOL Server
= Databases
Systern Databases
@ MachineD1
W Machined2
W Machined3

= Security

®
e New Login... inEs
i 2 Filter &3
% BL —
.5 EL Start PowerShell
- N1 Reports 3
o N1 ————MIG2(
& N Refresh
s NT SERVICE\Winmgmt
)
Mk 53
m TIAPYVISWINIO\Administrator

Server Roles

4, PC Stationl, "Login - New" page

e Select the "General" page (1).
e Enable the radio button "Windows authentication” (2).

e Click the "Search..." button (3).
The "Select User or Group" window opens.

¢ Viathe window you call the previously created new Windows user. In this
case "hh" (TIAV15WIN10\hh).

e Select the "User Mapping" page (4).

] Login - New 1 — O «
Selecta page ]
Script ~ H

F General Pt 7]

# Server Roles /
4 User Mapping Login nam; TIAPVISWINID R Search

# Securables - o

& Status (® Windows authentication

(O SQL Server authentication

(O Mapped to cetificate
Connection () Mapped to asymmetric key

Server. [] Map to Credential
TIAPVISWINTDWINCCPLUSMIG

Connection: Mapped Credertials Credential Provider
TIAPY15WIN 10" Administrator
Progress
Ready Default database: master -
Default language: <default> -
Cancel

SQL Datenbankzugriff
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3 Configuration 2: Access to the SQL Server

No. Description
5. "User Mapping" page
e Here you define the database which the user "hh" is permitted to access.
The final assignment is made in the settings of the data source ODBC (link).
e Select the "Server Roles" page (1).
B Login - New - O X
Selecta page .
& General LT Scrpt 0 HE
K Server Roles
& User Mapping Users mapped to this login:
& Securables Map Database User Default Schema
& Status . "
Machine01 TIAPVISWINTDWhh
Machine(2 TIAPVISWIN10hh
Machine(3 TIAPVISWINT0Whh
O master
Connection
Server: )
TIAPVISWINTOWINCCPLUSMIG Database role membership for: Machine03
Ci ction: i
TIAPVISWIN1O Adrministrtor % SE:EEEEEZ‘;";;DF
ﬁ View connection properties [] db_datareader
[] db_datawriter
[] db_ddladmin
Cancel
6. "Server Roles" page
e Activate the option boxes "sysadmin" and "public".
e Click "OK" to confirm the settings.
B Login Properties - TIAPY15WIN10Vhh - O *
SRR IT Script = 9 Help
F General
»
K User Mapping Server role is used to grant server-wide security privileges to a user.
& Securables
K Status
Server roles:
[] bulkadmin
[] dbcreator
[] diskadmin
[] processadmin
[] public
[[] securityadmin
[] serveradmin
[] setupadmin
[] sysadmin
Progress
Ready
Cance!
7. This completes the user settings for Windows authentication.
The user "hh" has been assigned automatically to all the databases selected on
the "User Mapping" page.
If required, you can make further settings under "Name of the database >
Security > Users”.

SQL Datenbankzugriff
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3 Configuration 2: Access to the SQL Server

3.3 Windows Firewall Settings

The settings are to be made on the PC on which the SQL server is running. In this
example on the "PC Stationl1".

Table 3-3
No. Description
1. Enable the firewall
e  Call the Windows Firewall via
"Windows Start > Control Panel > Windows Firewall".
e  Click the text "Turn Windows Firewall on or off" (1).
Another window opens.
e  Click the "Turn on Windows Firewall" radio button. Acknowledge the entry
with "OK". You return this view.
Note:
The green icon indicates that the firewall is turned on (2).
& Windows Firewall - o x
I ﬂ s Control Panel » All Control Panel ktems » Windows Firewall v | O Search Control Panel yel
File Edit View Tools Help
Control Panel Home Help protect your PC with Windows Firewall
Windows Fir elp prevent hackers or malicious software frem gaining access to your PC through the
Allow an app or feature Internet or 2
through Windows Fire i
e : o Private networks Mot connected
&) Tum Windows Firewall on or
off . g Guest or public networks Connected
" TESTOTE GEraui: N y bic of b asai free <
&) Advanced setings etworks in public places such as airports or coffee shops
Troubleshoot my network Windows Firewall state: On
Incoming connections: Block all connections to apps that are not on the list
of allowed apps
See also Active public networks: = Network 3
Security and Maintenance Notification state: Motify me when Windows Firewall blocks a new app
Network and Sharing Center
2. Add firewall rule

You have to add a firewall rule to ensure that the incoming connection of the "PC
Station2" is not blocked by the Windows Firewall of the "PC Station1". No rule is
required if the Windows Firewall is turned off.

e  First open the Windows Firewall again.
e Click the text "Advanced Settings". The following screen is displayed.
e Click "Inbound Rules" (1). A new window opens.

File Action View Help

&= = HE

3 Inbound Rules
&5 Outbound Rules

Y Connection Security Rules
B Monitering

@ Windows Firewall with Advanced Security - m] *

& Windows Firewall with J fanc| Windows Firewall with Advanced Security on Local Computer Actions

- # | Windows Firewall with Advanced Secu... a
ﬂ Windows Firewall with Advanced Security provides network s &) Import Policy..
&a| ExportPolicy...
Overview Restore Default Policy

Domain Profile

Diagnose / Repair

& Windows Firewall is on.

SQL Datenbankzugriff
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3 Configuration 2: Access to the SQL Server

No. Description
3.
¢ In this window you click "New Rule..." (2).
The "New Inbound Rule Wizard" window opens. The program file of the SQL
server is called via the wizard.
This measure ensures that incoming queries to the SQL server are no longer
blocked by the Windows Firewall.
& Windows Firewall with Advanced Security — [m] X
File Action View Help
L AN Nal =N 7|
8 indors vt v v T - 2
g g::;uoﬂudnguﬁ"i\;as Name Group # || Inbound Rules -
% Connection Security Rules @ Firefox (C:\Pregram Files\Mezilla Firefox) Wl NewRule..
l; Monitoring & Firefox (C:\Program Files\Mozilla Firefox) T Filter by Profile »
@ OPC UA Local Discovery Server )
) OPC UA Local Discovery Server W Filter by State ’
i OPCF Bonjour Serice 7 Filter by Group »
% OPCF Bonjour Serice View N
¥ Trend Micrn (ffireSean | ictener
4, New Inbound Rule Wizard
¢ In the first screen you select the "Program" radio button (1).
e Then click the "Next >" button.
e Inthe second screen you select the "This program path:" radio button and
then click "Browse..." (2).
ﬂ Mew Inbound Rule Wizard x
Rule Type
Select the type of firewall e to create
Steps:
o Rule Type What type of nule would you JAN_Aats?
® Program
@ Action ® @ New Inbound Rule Wizard X
o Profle Rule that controls connections for a pro
Program
@ Name O Port
T e Specify the full program path and executable name of the program that this rule matches.
) Predefined: Steps:
Alldoyn Router @ Rule Type Does this rule apply to all programs or a specific program?
Rule that controls connections fora Wi @ Program
O Custom @ Action O All programs
Custam ndle. — Rule applies to all connections on the computer that match other rule properties
< Back Next > @ MName ® Ths pth:
I [ Browee.. 7]
Bxample: cpath'\program exe
“ProgramFiles % browser\browser exe
< Back Next > Cancel
SQL Datenbankzugriff
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3 Configuration 2: Access to the SQL Server

No. Description
5. e Navigate to and mark the program file "sqglservr.exe". Make sure that you
select the correct file for the SQL database being used. This is particularly
important if there are different versions of the SQL server installed on the
same PC (see information under "Tip").
e Click the "Open" button.
e Then click the "Next >" button.
Tip:
Use the Windows Search function to make a prior search for the word
"sqlserver.exe" on drive "C".
If you have installed multiple SQL servers, then make sure you use the file
corresponding to the SQL server being used.
& Open x
o )
Organize v Mew folder =z -
Common Fi & Mame Type - Size
Internet Bxp Dilmp32 File folder
Microsoft A Resources 27, File folder
Microsoft H Templates 27. File folder
Microsoft Sl [55] BackupToUrl.exe 1 Application 40 KB
Microsoft Si [85] DatabaseMail.exe 2 Application I0KB
2 [5] DCEXEC.EXE 2 Application T3KB
[ SQLAGENT.EXE O Application 245 KB
» {2 SQLIOSIM.EXE 2 Application 1.966 KB
1oo [55] sqimaint.exe 2 Application 94 KB
10 [ sqlservr.exe 0: Application 196 KB
120 [55] sqlstubss.exe 2 Application 25KB
140 [8] xpadsi.exe 2 Application 64 KB
File name: | sglservr.exe ~ | Programs (*.exe) w
6. ¢ Inthe following screens the displayed default settings have been used.
¢ In the last screen you specify a name and close the wizard via the "Finish"
button.
e This completes the settings for the Windows Firewall.
@ New Inbound Rule Wizard X
Action
Specify the action to be taken when a connection matches the conditions specified in the rule.
Steps:
@ Rus Type What action should be taken when a connection matches the specfisd condtions?
@ Frogen (@ Allow the connection
O Sz This includes connections that are protected with [Psec as wel as those are not
@ Frefle (O Allow ti| @ New Inbound Rule Wizard
@ Name F—— ]
F?JL’ZZI Profie P New Inbound Rule Wizard
Speciy the profiles for which this rule applies
Name
Stegs: ecify the name and description of this rule
Blockt| . C Type When does this rule apply? Spohyin ¢ descrpton of e
& Progam Steps: Name
@ Adion Domain @ RueType 50l Remote
"+ Frofile Applies when a computet @ Program
s Private o Ao Desiption (optional)
Applies when a computet @ Profile
or work place:
- @ Name
Applies when a compute
< Back Cancel
7. Restart the PC or log out and log in again.
SQL Datenbankzugriff
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3 Configuration 2: Access to the SQL Server

3.4 Configure (Remote) the Data Source (ODBC)

An ODBC
Server.

data source is used for establishing a connection to a Microsoft SQL

The ODBC data source is configured on the PC on which the RT Advanced is
running/installed.

The configuration procedure is given below.

Note If you cannot establish a connection to the remote server, this might be due to
the firewall of the operating system. For testing or during commissioning you can
try to turn off the firewall where the SQL database is installed. Bear in mind in
this case that you might run the risk of allowing access to unauthorized users.

Table 3-4

No.

Description

The configuration corresponds to the settings in section 2.2 "Configure the Data

Source (ODBQC) ".

The only difference is in table item No. 4.

For the menu item "Server" you now do not select the local server but the server
to which you want to have remote access and on which the SQL database is
installed.
e Server:
- Via the drop-down list box you select the remote server that you selected
when creating the database server connection. In this case "PC
Station1\WINCCPLUSMIG2014" (link).

e  Click the "Next >" button.

SQL Datenbankzugriff
Entry ID: 61886098, V2.0,

Microsoft SQL Server DSN Configuration @
This wizard will help you create an ODBC data source that you can use to
connect to SQL Server.

;' What name do you want to use to refer to the data source?
/<l Mame: Database_ArchiveMessage
e}
How do you want to describe the data source?
Description:
Which SQL Server do you want to connect to?
Server: PC-STATIONT\WINCCPLUSMIG2014 -
Finish ” Mext > | | Cancel | | Help
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4 Read Out/Display the SQL Database Table

4 Read Out/Display the SQL Database Table

The archived tag values of the HMI Runtime Advanced are stored in the assigned
database. Proceed as follows to output the archived values via the tool "Microsoft

SQL Server Management Studio 17".

Table 4-1

No.

Description

1.

e  First perform the steps 1 to 3 as in section 2.1 "Configure an SQL Database".
e Select the database whose values you want to have displayed and open the

folder tree.

e Open the "Tables" file folder.
The archive files are displayed in the folder.
=> dbo.Archivename

In our example these are "dbo.Alarm_log_10" and "dbo.Speed_Monitoring0".

Note:
The "0" in the file name is generated by the system.

4 Microsoft SQL Server Management Studio (Administratar)
Datei Bearbeiten  Ansicht Debuggen Edras  Fenster  Hilfe
|8~ a-2 P BNy BS80S ] e~ E
Object Explorer - 1x
Connect~ ¥ ¥ VS
E @ HH-PCUWINCCPLUSMIG2014 (SQL Ser)
=] Databases
System Databases
W hh
W Machine0l
8 Machine2
© @ Machined3
Database Diagrams
= 7 Tables
System Tables
FileTables
1] dbo.Alarm _log 10
8 dbo.Speed_Monitoringd
Views

Synonyms
Programmability
Service Broker
Storage

Security

HEHEBHBEB

SQL Datenbankzugriff
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4 Read Out/Display the SQL Database Table

No.

Description

2.

e Right-click the archive file.
¢ Navigate to the menu item shown in the screen.

4¢ Solutionl - Microsoft SQL Server Management Studie (Administrater)
Datei  Bearbeiten Ansicht Projekt Debuggen Extras  Fenster  Hilfe
- ‘ﬁ' -2 Hf‘ENmQuewEf@ﬁxﬁm
Object Explorer v ax
Connect~ ¥ ¥ ¢ »
2 @ HH-PCWINCCPLUSMIG2014 (SQL Sen
2 Databases
System Databases
W hh
i Machinell
i@ Machine02
= i Machined3
Database Diagrams
o 7 Tables
System Tables
FileTables

sl

Table...
Synonyms Design
Programmability Select Top 1000 Rows
Service Broker )

Edit Top 200 Rows

Storage
Security Script Table as ’ CREATE To
:E‘“”%b View Dependencies SLTERTE
ErVer ects
Repmmjn Memory Optimization Advisor DROP To
DROP And CREATE To
Management Full-Text index
@ [F] XEvent Profiler —— SELECT To » E New Query Editor Window
INSERT To [
Policies ’ <7 e
UPDATE To 3 .
Facets & Clipboard
DELETE To 3 G Agentlob...

Start PowerShell EXECUTE To
Reports G

When you enable the "New Query Editor Windows" function the script shown in
the screen is generated automatically. The script includes the function that reads
out the values of the selected archive file.

Click "Execute" (1) in the toolbar.

th: SQLQuery3.sql - HH-PCYWINCCPLUSMIG2014 . Machinegd3 (hh h (54)) - Microsoft SQL Server Management Studic (Administrator)

Datei  Bearbeiten  Ansicht Query Projekt  Debuggen s Fenster Hilfe

(0-0 [0 0 -S| BNvaey FRRBR X DTA|D-C-|H
\zf| Machined3 - ‘ P Execute Debug v B2 ‘ 3° S BY | =] ‘ = 3= | W@
Object Explorer Ll SOLQuery3sql - HH..03 (hh-PC\hh (54)) + X _
Connect~ ¥ ¥ ¢ » ECS,E [Machine@3]
= @ HH-PCYWINCCPLUSMIG2014 (SQL Ser
= Databases =ISELECT [Varlame]

System Databases . [TimeString]

@ hh ,[Varvalue]

W Machinell s [Validity]

L [Time_ms]

@ Machine02 FROM [dbe].[Speed Monitoring@]

@ Machine03 G0
Database Diagrams
= Tables
System Tables
FileTables
EE dbo.Alarm_log_10
EE dbo.Speed_Monitoringd

o =

Views

SQL Datenbankzugriff
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4 Read Out/Display the SQL Database Table

No.

Description

the "Execute" function.

L"k: 5QLQuery3.sql - HH-PCYWINCCPLUSMIG2014 Machingd3 (h
Datei  Bearbeiten  Ansicht  Query  Projekt  Debugges
@- 0@ -2 | B NewQuery

4, The figure shows the table with the values read out of the archive file after running

To update the table you click the "Execute" function (1) again in the toolbar.

(54) - Microsoft SQL Server Management Studic (Administrator)

@s  Fenster  Hilfe

ARanRleaale-e-

|

¥ | Machined3 * | b Becute Debug = o £ [ %S 0 | 2 BB a0 | | %@
SQLQueny3.5ql - HH...03 (hh-PCihh (54)) + X
USE [Machine@3]
C i -
onne; L x' 0 50
O @ HH-PCWINCCPLUSMIG2014 (SQL Ser
= Databases =ISELECT [VarName]
System Databases , [TimeString]
@ hh . [Varvalue]
@ Machinedl JE‘T’?hd“S]’]
. , [Time_ms
= ME(h!l‘IEGZ FROM [dbo].[Speed_Monitoring@]
= @ Machined3 50
Database Diagrams
=] Tables
Systern Tables
FileTables
ER dbo.Alarm_log_10
EH dbo.Speed_Monitoringd
Views W0% -
Synonyms
ngran;m:{blllty VarName TimeString VarValue  Validity  Time_ms
e 1O 3 Sample Speed 1 190172018 11:10:56 1850 1 43119465931.1806
=
SEcur?t_y 35 Sample_Speed_2  19/01/201811:10:56 2650 1 43119465931.1806
Security 36 Sample_Speed_3  19/01/201811:10:56 1275 1 43119465931.1806
Server Objects 37 Sample_Speed_1  19/01/2018 11:10:57 1600 1 43119465942 7546
Replication 32 Sample_Speed_2 19/01/201211:1057 2800 1 43119465942.7546
Management 39 Sample_Spesd 3 19/01/201211:1057 1300 1 43113485542 7546
XEvent Profiler 40 Sample_Speed_1  19/01/2018 11:10:58 1850 1 43119465954.3287
41 Sample_Speed_2  15/01/2018 11:10:58 2950 1 43119465554.3287
42  Sample_Speed_3  19/01/201811:10:58 1325 1 43119465554.3287
43 Sample_Speed_1  19/01/201811:10:58 1700 1 43119465965.9028
44 Sample_Speed_2  19/01/201811:10:58 1000 1 43119465965.9028
45  Sample_Speed_3  19/01/201811:10:58 1350 1 43119465965.9028
SQL Datenbankzugriff
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5 WInCC (TIA Portal)

5 WinCC (TIA Portal)

5.1 Archive Configuration

You configure the archives in the usual manner. The only difference is in the
specification of the storage location and the data source.

Table 5-1

No.

Description

You call the archive via the project tree and open the Properties.
In this example: "Speed_Monitoring".

Define the storage location

You define the storage location in the menu "Properties > General". Select
the "Database" menu from the drop-down list box (1).

Enter the name of the data source (2).
This name is used to address the ODBC database with the archived tag

names (link).
Data logs
.. |Name a Storage location | Data records per log | Pai Name of data source Logging method | Nurnber of sequen|
ij Speed_Monitoring Database IL] 10000 \g C ] Database_ArchiveMessage Circular log [L] 10
<Add news
<] 1l

Logging tags
.. MName a

Process tag

Acquisition mode Logging cycle High limit

Comment

J=m sample_Speed_1 sample_Speed_1 Oon change
Jam sample_Speed_2 Sample_Speed_2 On change
Ja sample_Speed_3 Sample_Speed_3 On change
<Add news
(<] I
[ Properties | %4 Info 1| %/ Diagnostics
J Properties ” Events || Texts
General
General N st I t'
Logging method ame orage location /
Restart behavior [5peed_wonitering Storage location: i

Data records per log

Numnber: | 10000 =

@ User-defined name ofdata source

|Databasej.rch\‘.rel\-kssa ge /]

This completes the Special Settings for archiving in the SQL database.
If you are using other archives, you can use the same data source name.

SQL Datenbankzugriff
Entry ID: 61886098, V2.0,

04/2018

25




© Siemens AG 2018 All rights reserved

5 WInCC (TIA Portal)

5.2 Operation of the Sample Application

The sam
Table 5-2

ple application is for testing the tag archiving and message archiving.

No.

Description

1.

"Theme A" page

The "SimulateTag" function is used to assign speed values to the three motors
displayed.

The simulated values are archived in an SQL database. You call the page with
a trend archive via the ">>" button (1).

The speed values archived in the database are read out via the trend archive.

Via the icon (2) you call the system page to terminate the Runtime.

SIEMENS

Overview

I Theme A

Theme B

% 50026 4:

$ 110001 4:52:49... 2/5/2018
& 70022 4:52:40.. 2(5[2018
$ 80028 4:52:49... 2/5/2018

User administration import started.

[}
(Change to operating mode 'online’. 0
0
Log Initialization started. a

"Theme B" page

You use the buttons to simulate fault messages.
The simulated messages are archived in an SQL database.

Siemens Industry Online Support SIEMENS

Issue of archived messages

Status | Text Acknowledge aroup

Faullmessage 05
K Faultmessage_04
K Faultmessage_01
K6  Faultmessage_05
KG  Faultmessage 07
Overview KG  Faultmessage 02
K Faultmessage_07
K Faultmessage_05
K Faultmessage 02

ccscococ[E

Simulate fault messages: 7 = - i ﬂ
Refresh page

SQL Datenbankzugriff
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