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Legal information

Use of application examples
Application examples illustrate the solution of automation tasks through an interaction of several
components in the form of text, graphics and/or software modules. The application examples are
a free service by Siemens AG and/or a subsidiary of Siemens AG ("Siemens"). They are
non-binding and make no claim to completeness or functionality regarding configuration and
equipment. The application examples merely offer help with typical tasks; they do not constitute
customer-specific solutions. You yourself are responsible for the proper and safe operation of the
products in accordance with applicable regulations and must also check the function of the
respective application example and customize it for your system.
Siemens grants you the non-exclusive, non-sublicensable and non-transferable right to have the
application examples used by technically trained personnel. Any change to the application
examples is your responsibility. Sharing the application examples with third parties or copying the
application examples or excerpts thereof is permitted only in combination with your own products.
The application examples are not required to undergo the customary tests and quality inspections
of a chargeable product; they may have functional and performance defects as well as errors. It is
your responsibility to use them in such a manner that any malfunctions that may occur do not
result in property damage or injury to persons.

Disclaimer of liability
Siemens shall not assume any liability, for any legal reason whatsoever, including, without
limitation, liability for the usability, availability, completeness and freedom from defects of the
application examples as well as for related information, configuration and performance data and
any damage caused thereby. This shall not apply in cases of mandatory liability, for example
under the German Product Liability Act, or in cases of intent, gross negligence, or culpable loss of
life, bodily injury or damage to health, non-compliance with a guarantee, fraudulent
non-disclosure of a defect, or culpable breach of material contractual obligations. Claims for
damages arising from a breach of material contractual obligations shall however be limited to the
foreseeable damage typical of the type of agreement, unless liability arises from intent or gross
negligence or is based on loss of life, bodily injury or damage to health. The foregoing provisions
do not imply any change in the burden of proof to your detriment. You shall indemnify Siemens
against existing or future claims of third parties in this connection except where Siemens is
mandatorily liable.
By using the application examples you acknowledge that Siemens cannot be held liable for any
damage beyond the liability provisions described.

Other information
Siemens reserves the right to make changes to the application examples at any time without
notice. In case of discrepancies between the suggestions in the application examples and other
Siemens publications such as catalogs, the content of the other documentation shall have
precedence.
The Siemens terms of use (https://support.industry.siemens.com) shall also apply.

Security information
Siemens provides products and solutions with Industrial Security functions that support the secure
operation of plants, systems, machines and networks.
In order to protect plants, systems, machines and networks against cyber threats, it is necessary
to implement — and continuously maintain — a holistic, state-of-the-art industrial security concept.
Siemens’ products and solutions constitute one element of such a concept.
Customers are responsible for preventing unauthorized access to their plants, systems, machines
and networks. Such systems, machines and components should only be connected to an
enterprise network or the Internet if and to the extent such a connection is necessary and only
when appropriate security measures (e.g. firewalls and/or network segmentation) are in place.
For additional information on industrial security measures that may be implemented, please visit
https://www.siemens.com/industrialsecurity.
Siemens’ products and solutions undergo continuous development to make them more secure.
Siemens strongly recommends that product updates are applied as soon as they are available
and that the latest product versions are used. Use of product versions that are no longer
supported, and failure to apply the latest updates may increase customer’s exposure to cyber
threats.
To stay informed about product updates, subscribe to the Siemens Industrial Security RSS Feed
at: https://www.siemens.com/industrialsecurity.
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1 Library overview

1

Library overview

The status of SNMP-capable network components is monitored and controlled, if
applicable, via SNMP (Simple Network Management Protocol) by network
management systems (e.g. SINEC NMS).

The blocks of the library “LSnmp” also allow a SIMATIC S7-CPU with a PROFINET
interface to retrieve information from the network components and control them
where applicable as a simple SNMP manager.

The “LSnmp” library contains two folders with the respective types:
o S7_1xxx

for controlling and monitoring SNMP-capable network components of a
S7-1500/S7-1200 PN-CPU.

o S7_XxX

for controlling and monitoring SNMP-capable network components of a
S7-300/S7-400 PN-CPU.

The core concern of the document is the description of the application of SNMP
modules and how their features are implemented.

In addition, this documentation shows possible application areas and helps you
integrate the library into your STEP 7 project with step-by-step instructions.

Scope of the library

Note

The library is valid for:

e STEP7V16

e STEP 7V15.1, update 3

e SIMATIC S7-1200 CPUs V4.0 or higher

e SIMATIC S7-1500 CPUs

e SIMATIC S7-400 PN/DP

e SIMATIC S7-300 PN/DP (firmware 2.5 and higher)
e SNMPV1/SNMPV2

This document describes the function of the modules in the
STEP 7 V16 library "LSnmp" for the S7-1500/S7-1200 CPU.

The differences from the S7-300/S7-400 CPU are explained in the relevant
sections.

This description also applies to STEP 7 V15.1 library “LSnmp.”

SNMP blocks for SIMATIC S7 PN CPUs
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1.1 General

An S7 station can use the library “LSnmp” e.g.:
e to query the current transmission power of an IWLAN access point
e to query the link status of a port from a switch

e to send user-defined traps to the network management system
(e.g. SINEC NMS)

e to switch the digital output of an IWLAN client

Note These variables must be present in the device’s private MIB
(see \3)) or in the general MIB 2.

Diagram

The following figure shows one possible system configuration in which the SNMP
blocks of the “LSnmp” library can be used.

Figure 1-1
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1.2 Functions

Overview

To allow SNMP communication between a SIMATIC S7-1500/S7-1200 CPU and
the network component, the function blocks from the library “LSnmp”_S7_1xxx are
needed.

To allow SNMP communication between a SIMATIC S7-300/S7-400 CPU and the
network component, the function blocks from the library “LSnmp”_S7 xxx are
needed.

Core functions of the function blocks
The following table describes the core functions of the function blocks in the library

“LSnmp.”
Table 1-1
Function Description
LSnmp_Get Requests an SNMP variable from an SNMP agent (SNMPv1)
LSnmp_GetNext Automatically runs through and retrieves successive objects
within an OID subtree (SNMPv1)
LSnmp_GetBulk Retrieves large volumes of data for an SNMP agent with only
one response telegram (SNMPv2)
LSnmp_Set Modifies an SNMP variable of an SNMP agent (SNMPv1)
LSnmp_SwitchlO Switches the digitalen output of an IWLAN client (SNMPv1)
LSnmp_SendTrap Sends user-defined traps to the network management system
Note To keep the network load low, the connectionless UDP protocol is used to send
messages. The agent and the manager communicate (requests/responses) on
port 161.

Port 162 is required for sending TRAP messages.

The following SNMP variables are used as examples:

Table 1-2
Variable OID object

sysName (Read-Write, String) 1.3.6.1.2.1.1.5.0
Name allocated to managed nodes by administration
sysServices (Read-Only, Integer) 1.3.6.1.2.1.1.7.0
Value that describes the services available on this node
Syslocation (Read-Write, String) 1.3.6.1.2.1.1.6.0
Place name for managed nodes
sysUpTime (Read-Only, TimeTicks) 1.3.6.1.2.1.1.3.0
Time (in hundredths of a second) since
System NM part was last initialized

SNMP blocks for SIMATIC S7 PN CPUs
Article ID: 57249109, V4.0, 03/2020
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1 Library overview

Process when requesting an SNMP variable (Get request command)

When an SNMP variable is requested, the S7 CPU (SNMP Manager) sends a
Get request command to the SNMP agent via the connectionless UDP protocol.
The telegram contains the OID of the SNMP variable to be retrieved.

After receiving the response, the UDP end point will be switched off.

Figure 1-2
Response
OID, Value ;

Y SNMP-Agent
SIMATIC S7-CPU connectionless UDP oD, = Value,

« OID protocol
» IP-Adress of SNMP- OID, @ Value,

Agents Port 161
OID; | Value,

Request command
GET OID,

Process during the GetNext request (Get Next request command)

With the GetNext request (GetBulk request), the S7 CPU (SNMP Manager) sends
a GetNext request command to the SNMP agent via the connectionless UDP
protocol. The telegram contains the preceding OID (usually the stem OID of the
subtree) of the SNMP variable to be retrieved (OID1, Valuez).

After running through the OID subtree, the UDP end point will be switched off.

Figure 1-3
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¥ SNMP-Agent
SIMATIC S7-CPU connectionless UDP HE s
*0ID protocol
*IP-Adresse of SNMP- Port 161 OID;  Value,
ort
Agents OID, @ Value,
OID;  Valueg

Request command
GET-NEXT <OID subtree>

SNMP blocks for SIMATIC S7 PN CPUs
Article ID: 57249109, V4.0, 03/2020



© Siemens AG 2020 All rights reserved

1 Library overview

Process during the Write of a SNMP variable to be retrieved (Set request command)

When writing an SNMP variable, the S7 CPU sends a Set request command to the
SNMP agent via the connectionless UDP protocol. The telegram contains the OID
of the SNMP variable to be retrieved and the new variable value.

After receiving the response, the UDP end point will be switched off.
Figure 1-4
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Process for sending traps to the network management system

When sending an SNMP trap, the S7 CPU sends the prepared telegram to the
network management system via the connectionless UDP protocol. The telegram
contains:

e the IP address of the device that triggers the trap

e the IP address of the network management system

e the TRAPID

e the OID

e the variable value

After sending the telegram, the UDP end point will be switched off.

Figure 1-5
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1 Library overview

1.3 Hardware and software requirements

Requirements for this library

In order to use the functionality of the library described here, the following
hardware and software requirements must be met:

Hardware
The following requirements for the hardware must be met:
Table 1-3
No. Components Order number
1 SIMATIC CPU CPU15xx
CPU12xx (version 4 and higher
CPU S7-300/S7-400/ET 200S-CPU
e with integrated PROFINET interface
e  Supports UDP protocol
e  Supports open communication blocks
(T-blocks)
2 Network components that e.g. SCALANCE M-800
are SNMP-capable
Software
Table 1-4
Components Qty. Item number
STEP 7 Professional V16 1 6ES7823-1AE06-0YAS

SNMP blocks for SIMATIC S7 PN CPUs
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2 Function blocks of the library “L.Snmp”

2 Function blocks of the library “LSnmp”

Introduction
This section explains the most blocks in the library “LSnmp.”
The “LSnmp” library contains the blocks and the necessary

PLC data types for SNMP communication between an S7 CPU and the network

components.
The library contains two folders with the respective types:

o S7-1xxx
This folder contains the SNMP blocks and the necessary

PLC data types for application with an a S7-1500/S7-1200 CPU:

- "LSnmp_Get"

- "LSnmp_GetNext"

- "LSnmp_GetBulk"

- "LSnmp_Set"

- "LSnmp_SwitchlO"

- "LSnmp_SendTrap"

- "LSnmp_typeParamGetSet

- "LSnmp_typeParamGetBulk"

- "LSnmp_typeBulkResponseData"
- "LSnmp_typeParamSwitchlO"
- "LSnmp_typeParamSendTrap"

o  S7-XXX
This folder contains the SNMP blocks and the necessary

PLC data types for application with an a S7-300/S7-400 CPU:

- "LSnmp_Get"

- "LSnmp_GetNext"

- "LSnmp_GetBulk"

- "LSnmp_Set"

- "LSnmp_SwitchlO"

- "LSnmp_SendTrap"

- "LSnmp_typeParamGetSet

- "LSnmp_typeParamGetBulk"

- "LSnmp_typeBulkResponseData"
- "LSnmp_typeParamSwitchlO"
- "LSnmp_typeParamSendTrap"
- "LSnmp_typeTrapinfo"

The contents of the folder are identical; only the program code for the respective

type of control system is optimized.

SNMP blocks for SIMATIC S7 PN CPUs
Article ID: 57249109, V4.0, 03/2020
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2 Function blocks of the library “L.Snmp”

Note The SNMP blocks must be activated in cycles. This can be done in the OB1.
If you activate multiple SNMP blocks in OB1, you must select the respective
different connection IDs (value range: W#16#0001 to W#16#0FFF).

Note If using an S7-300/400, the value of an OID element is limited to a maximum of
16383.

SNMP blocks for SIMATIC S7 PN CPUs
Article ID: 57249109, V4.0, 03/2020

11



© Siemens AG 2020 All rights reserved

2 Function blocks of the library “L.Snmp”

2.1

Overview

211

2.1.2

The library block “LSnmp_Get”

The “LSnmp_Get” block is a programmable function block for reading SNMP
variables. All information required by this block is stored in a global data block in a
variable of the type "LSnmp_typeParamGetSet" (see section 2.7) and delivered to
the block as an input/output parameter.

Functionality

The block “LSnmp_Get” sends an SNMP Get request command to the SNMP
agent in the network component. The network component responds with an SNMP
Get response command that contains the requested data or an error message.

Program flow chart

The following chart shows the process for reading an SNMP variable.

Figure 2-1
Start FB/
Snmp Get

Set up access
point
(UDP)

2LSnmp_

Get-Request- typePara
command mGetSet*

v

Send Get-
Request-
command

v

Get-Response- The network component
- — — = | responds with a Get-

snmpGet '
—_—

°°m’T‘a"d Response-command
received

v

Compare data

Yes :
Switch off the
UDP end point

v

End of FB

SNMP blocks for SIMATIC S7 PN CPUs
Article ID: 57249109, V4.0, 03/2020 12



© Siemens AG 2020 All rights reserved

2 Function blocks of the library “L.Snmp”

2.1.3 Call structure and parameter interface
The following figure shows the call interface of the library block “LSnmp_Get.”
Figure 2-2
WFB1
1Snmp_Get"
done —
—EN busy—
=i snmpGet error =
—jreset status
snmpData EMNO f—
Table 2-1
Parameters Data type Description
EN BOOL Enable input
Only in FBD and KOP view.
‘g_ snmpGet BOOL In the event of positive edge, the
£ variable is read
reset BOOL In the event of positive edge, the
connection resources are enabled
snmpData "LSnmp_typeParamGetSet" | Specifying a data structure;
e Transfer of all relevant
information for setting up the
UDP access point and for the
g SNMP variable
£ e  Storage space for the response
data of the network component
(e.g. return value of the variable,
etc.)
(See Section 2.7)

SNMP blocks for SIMATIC S7 PN CPUs
Article ID: 57249109, V4.0, 03/2020
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2 Function blocks of the library “LSnmp’

done BOOL TRUE, if the last request has been
processed without errors
FALSE:
by falling edge at “snmpGet” or
positive edge at “reset”
busy BOOL TRUE, if the block “LSnmp_Get” is
active
Adopts the FALSE state as soon as
the process is completed or an error
occurs
5 error BOOL TRUE if an error occurs during the
% execution of the routine
o FALSE:
by falling edge at “snmpGet” or a
positive edge at “reset”
status DWORD Status, if ERROR=TRUE.
By falling edge at “snmpGet” or
positive edge at “reset,” the pending
error that must be corrected by the
user can be acknowledged
ENO BOOL Enable output
Only relevant in FDP and LAD
representation

SNMP blocks for SIMATIC S7 PN CPUs
Article ID: 57249109, V4.0, 03/2020
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2.2 The library block “LSnmp_GetNext”

Overview

The block “LSnmp_GetNext” essentially works like the block “LSnmp_Get,” except
that it allows successive SNMP variables within an SNMP object tree to be read.

All information required by this block is stored in a global data block in a variable of
the type "LSnmp_typeParamGetSet" (see section 2.7) and delivered to the block
as an input/output parameter.

221 Functionality

The block “LSnmp_GetNext” uses the SNMP GetNext request command and
makes it easier to query successive objects in an MIB subtree. The objects within
an MIB subtree are characterized by the fact that all objects have the same master
OID and differ only in the suffix.

The GetNext command is primarily used for running through a table or table
column and functions as follows.

The first GetNext call goes to the master OID. The SNMP agent does not respond
like the Get request command with the return values of the requested OID (here:
the master OID), but with the OID (master OID + suffix1) and the return value
(values) of the following object. The next GetNext call will now be set at the
received OID ((master OID + suffixi). The response to this is the successive OID
(master OID +suffixz2) and its return value (valuez).

The MIB subtree is run through automatically until the end of the subtree is
reached.

In terms of programming technology, it must be implemented via a while loop that
runs until the master OID of the SNMP variable changes.

222 Call structure and parameter interface

The following figure shows the call interface of the library block “LSnmp_GetNext.”

Figure 2-3
WB102
Lsnmp_GetNext”

done —
busy =—
— EN error =
— snmpGethext gotoMext —

— reset status
snmpData ENO —

SNMP blocks for SIMATIC S7 PN CPUs
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2 Function blocks of the library “L.Snmp”

Table 2-2

Parameters

Data type

Description

EN

BOOL

Enable input
Only relevant in FBD and LAD view

snmpGetNext

Input

BOOL

In the event of positive edge, the
variable is read

reset

BOOL

In the event of positive edge, the
connection resources are enabled

snmpData

InOut

"LSnmp_typeParamGetSet"

Specifying a data structure;

e Transfer of all relevant
information for setting up the
UDP access point and for the
SNMP variable

e  Storage space for the response
data of the network component
(e.g. return value of the
variables, etc.)

(See Section 2.7).

done

BOOL

TRUE, if the last request has been
processed without errors
FALSE:

by falling edge at “snmpGetNext” or
positive edge at “reset”

busy

BOOL

TRUE, if the block “LSnmp_GetNext”
is active

Adopts the FALSE state as soon as
the process is completed or an error
occurs

error

BOOL

TRUE if an error occurs during the
execution of the routine.
FALSE:

by falling edge at “snmpGetNext” or
a positive edge at “reset”

gotoNext

Output

BOOL

If positive edge, signals another loop
pass and with it, the reading of the
subsequent SNMP object

Note:

Use this edge to transfer the
currently stored response data to
another storage area. Otherwise it
will be overwritten by the next query

status

DWORD

Status, if ERROR=TRUE

By falling edge at “snmpGetNext” or
positive edge at “reset,” the pending
error that must be corrected by the
user can be acknowledged

ENO

BOOL

Enable output
Only relevant in FDP and LAD
representation

SNMP blocks for SIMATIC S7 PN CPUs
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2 Function blocks of the library “L.Snmp”

2.3

Overview

2.3.1

2.3.2

The library block “LSnmp_GetBulk”

The block “LSnmp_GetBulk” basically operates like the
Block “LSnmp_GetNext." It serves to minimize the network transfer, as it allows
large volumes of data to be read out efficiently with only one response telegram.

All information required by this block is stored in a global data block in a variable of
the type “typeParamGetBulk" (see section 2.8) and delivered to the block as an
input/output parameter.

Functionality

The block “LSnmp_GetBulk” uses the SNMP GetBulk request command and
requires SNMPv?2 for this - an extension of SNMPvL1.

The GetBulk command internally runs multiple GetNext queries and returns the
result in a single response telegram. The number of GetNext commands can be
given in the GetBulk telegram by means of a programmable repetition factor.

The return values of all queried objects are compiled in a single response telegram
and transferred. Consequently, the task of the block “LSnmp_GetBulk” is to
structure the data stream received back into the return values of the individual
objects and provide it in split form on the output parameter.

Call structure and parameter interface

The following figure shows the call interface of the library block “LSnmp_GetBulk.”
Figure 2-4

WB100
“Lsnmp_GetBulk™
done —
— ENM busy =—
— snmpGetBulk errar =
— reset status
snmpData EMNO —

SNMP blocks for SIMATIC S7 PN CPUs
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2 Function blocks of the library “L.Snmp”

Table 2-3

Parameters

Data type

Description

EN

BOOL

Enable input
Only relevant in FBD and LAD view

snmpGetBulk

Input

BOOL

In the event of positive edge, the
variable is read

reset

BOOL

In the event of positive edge, the
connection resources are enabled

snmpData

InOut

"LSnmp_typeParamGetBulk"

Specifying a data structure;

e Transfer of all relevant
information for setting up the
UDP access point and for the
SNMP variable

e Storage space for the response
data of the network component
(e.g. return value of the
variables, etc.)

(See section 2.8)

done

BOOL

TRUE, if the last request has been
processed without errors.
FALSE:

by falling edge at “snmpGetBulk” or
positive edge at “reset”

busy

BOOL

TRUE, if the block
“LSnmp_GetBulk” is active.

Adopts the FALSE state as soon as
the process is completed or an
error occurs

error

Output

BOOL

TRUE if an error occurs during the
execution of the routine
FALSE:

by falling edge at “snmpGetBulk” or
a positive edge at “reset”

status

DWORD

Status, if ERROR=TRUE

By falling edge at “snmpGetBulk” or
positive edge at “reset,” the
pending error that must be
corrected by the user can be
acknowledged

ENO

BOOL

Enable output
Only relevant in FDP and LAD
representation

SNMP blocks for SIMATIC S7 PN CPUs
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2 Function blocks of the library “L.Snmp”

2.4

Overview

241

24.2

The library block “LSnmp_Set”

The “LSnmp_Set” block is a programmable function block for writing SNMP

variables. All information required by this block is stored in a global data block in a
variable of the type "LSnmp_typeParamGetSet" (see section 2.7) and delivered to
the block as an input/output parameter.

Functionality

The block "LSnmp_Set" sets a Write job via the

SNMP Set request command for an SNMP variable to the SNMP agent in the
network component.

In the set response telegram, the block contains the result of the Write job from the

network component.
If the variable read in does not match the written value, an error will be read out.

The Write job must be set again.

Program flow chart

The following chart shows the process for writing an SNMP variable.

snmpSet
_>

Figure 2-5

Start FB/
Snmp Set

Set up access

point
(UDP)

v

Get-Request-
command

v

Send Get-

Request-
command

v

Get-Response-
command

received

v

Compare data

v

' Switch off the
UDP end point

SNMP blocks for SIMATIC S7 PN CPUs
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03/2020
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End of FB
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The network component
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2 Function blocks of the library “L.Snmp”

2.4.3 Call structure and parameter interface
The following figure shows the call interface of the library block “LSnmp_Set.”
Figure 2-6
WFB101
LSnmp_Set”
done =
-==EN busy —
—isnmp5et error —
—ireset status
snmpData EMO —
Table 2-4
Parameters Data type Description
EN BOOL Enable input
Only relevant in FBD and LAD view
‘g_ snmpSet BOOL In the event of positive edge, the
£ variable is written
reset BOOL In the event of positive edge, the
connection resources are enabled
snmpData "LSnmp_typeParamGetSet" | Specifying a data structure;
e Transfer of all relevant
information for setting up the
g UDP access point and for the
= SNMP variable
e Transfer of information for the
SNMP variables to be written
(See section 2.7)

SNMP blocks for SIMATIC S7 PN CPUs
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done BOOL TRUE, if the last request has been
processed without errors
FALSE:
by falling edge at “snmpSet” or
positive edge at “reset”
busy BOOL TRUE, if the block “LSnmp_Set” is
active
Adopts the FALSE state as soon as
the process is completed or an error
occurs
5 error BOOL TRUE if an error occurs during the
% execution of the routine
o FALSE:
by falling edge at “snmpSet” or a
positive edge at “reset”
status DWORD Status, if ERROR=TRUE
By falling edge at “snmpSet” or
positive edge at “reset,” the pending
error that must be corrected by the
user can be acknowledged
ENO BOOL Enable output
Only relevant in FDP and LAD
representation

SNMP blocks for SIMATIC S7 PN CPUs
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2 Function blocks of the library “L.Snmp”

2.5

Overview

251

The library block “LSnmp_SwitchlO”

The block "LSnmp_SwitchlO" is a block programmed in SCL to demonstrate an
application of the blocks "LSnmp_Get" and “LSnmp_Set."

The user block "LSnmp_SwitchlO" allows a SIMATIC S7 CPU to switch and read
the digital output of SCALANCE W devices via SNMP.

All information required by this block is stored in a global data block in a variable of
the type “LSnmp_typeParamSwitchlO" (see section 2.10) and delivered to the
block as an input parameter.

Functionality

The block "LSnmp_SwitchlO" implements two functions:
e Queries the status of the digital output of a SCALANCE W device
e Switches the digital output of a SCALANCE W device

To demonstrate these scenarios, the “LSnmp_SwitchlO” internally calls up the
function blocks "LSnmp_SnmpGet" and “LSnmp_SnmpSet."

Queries the status of the digital output of a SCALANCE W device

To query the status of the digital output, an SNMP Get Request command is sent
to the IWLAN component with the block “LSnmp_SnmpGet” after a trigger
command.

This respondes to the query with a Get Response telegram that contains the
requested status.

Switches the digital output of a SCALANCE W device

To switch the digital output, after a trigger command, an

SNMP Set packet is set up that contains the requested value (set output, reset
output). The Write Job is set on the IWLAN component via the block
“LSnmp_SnmpSet.”

This respondes to the query with a Set Response telegram that contains the result
of the Write job. If the variable read in matches the written value, the switching
process was successful.

SNMP blocks for SIMATIC S7 PN CPUs
Article ID: 57249109, V4.0, 03/2020 22
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252 Program flow chart

The following chart shows the process for reading an SNMP variable.
Figure 2-7

doReadState f

—
doSwitchOn/Off '
—
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2 Function blocks of the library “L.Snmp”

253 Call structure and parameter interface

The following figure shows the call interface of the library block “LSnmp_SwitchlO.”

Figure 2-8

Table 2-5

WB103

“LSnmp_5SwitchlO®

— EN

— doSwitchOn

— doSwitchOff

— doReadstate
— reset

paramSwitchlO

done —

busy —

stateDigitallO —

errar =—
status
ENO —

Parameters

Data type

Description

EN

BOOL

Enable input
Only relevant in FBD and LAD
view

doSwitchOn

BOOL

In the event of positive edge, the
digital output is set

doSwitchOff

Input

BOOL

In the event of positive edge, the
digital output is reset

doReadState

BOOL

In the event of positive edge, the
status of the digital output is read

reset

BOOL

In the event of positive edge, the
connection resources are enabled

snmpData

InOut

"LSnmp_typeParamSwitchlO"

Specifying a data structure;

Transfer of all relevant information
for setting up the UDP access
point and for the SNMP variable

(See section 2.10)

done

Output

BOOL

TRUE, if the last request has been

processed without errors

FALSE:

e By falling edge at
“doSwitchOn," if "doSwitchOn"
was the last action

e By falling edge at
“doSwitchOff," if “doSwitchOff"
was the last action

e By falling edge at
“doReadState," if
“doReadState" was the last
action

e By falling edge at “reset”

SNMP blocks for SIMATIC S7 PN CPUs
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busy

BOOL

TRUE, if the block
“LSnmp_SwitchlO” is active
Adopts the FALSE state as soon
as the process is completed or an
error occurs

stateDigitallO

BOOL

Status of digital output of last
action:

TRUE:

digital output “ON"
FALSE:

digital output “OFF"

error

BOOL

TRUE if an error occurs during the

execution of the routine

FALSE:

e By falling edge at
“doSwitchOn," if "doSwitchOn"
was the last action

e By falling edge at
“doSwitchOff," if “doSwitchOff"
was the last action

e By falling edge at
“doReadState," if
“doReadState" was the last
action

e By falling edge at “reset”

status

DWORD

Status, if ERROR=TRUE

e By falling edge at
“doSwitchOn," if "doSwitchOn"
was the last action

e By falling edge at
“doSwitchOff," if “doSwitchOff"
was the last action

e By falling edge at
“doReadState," if
“doReadState" was the last
action

e By falling edge at “reset”

the pending error that must be

corrected by the user can be

acknowledged

ENO

BOOL

Enable output
Only relevant in FDP and LAD
representation

SNMP blocks for SIMATIC S7 PN CPUs
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2 Function blocks of the library “L.Snmp”

2.6

Overview

2.6.1

2.6.2

The library block “LSnmp_SendTrap”

SNMP agents (e.g. an S7 CPU) send messages to the network management
system via SNMP traps to display changes in the network status.

The “LSnmp_SendTrap” block is a programmable function block for sending SNMP
trap telegrams. All information required by this block is stored in a global data block
in a variable of the type “LSnmp_typeParamSendTrap" (see section 2.11 for the
S7-1500/S7-1200 CPU and section 2.12 for the S7-300/S7-400 CPU) and
delivered to

the block as an input/output parameter.

Functionality

The “LSnmp_SendTrap" block implements the following functions:

1. Setting up the UDP access point for communication between the
SNMP Manager and the SNMP agent

2. Processing the input information in the structure “LSnmp_typeTrapInfo” into an
SNMP trap telegram

3. Sending the SNMP trap telegram
Switching off the UDP end point

Program flow chart

The following chart shows the process for sending an SNMP trap.

Figure 2-9
Start FB/
Send Trap

Set up access
point
(UDP)

~LSnmp_

SNMP-Trap typeTrap
telegram Info*

v

Send
telegram

'

Switch off the
UDP end point

End of FB

sendTrap
—>

0 Yes

SINEMA
server
Display of the
SNMP trap
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Note The SNMP agents do not receive acknowledgment for sent traps.
Note To prevent heavy network load, traps should only be sent as needed.
2.6.3 Call structure and parameter interface

The following figure shows the call interface of the library block
“LSnmp_SendTrap.”

Figure 2-10
WFB5
LSnmp_SendTrap”
— EN done —
— sendTrap busy —
— reset error —
paramSendTra Sl
p ENG —
Table 2-6
Parameters Data type Description
EN BOOL Enable input
Only relevant in FBD and LAD
view
é snmpSendTrap | BOOL In the event of positive edge,
£ the trap telegram is sent
reset BOOL In the event of positive edge,
the connection resources are
enabled

paramSendTrap | "LSnmp_typeParamSendTrap" | Contains all information for the
SNMP telegram packet.

e S7-1500/S7-1200 CPU
(see section 2.11)

e  S7-300/S7-400 CPU (see
section 2.12)

InOut

SNMP blocks for SIMATIC S7 PN CPUs
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Output

done

BOOL

TRUE, if the last request has
been processed without errors.

FALSE:

by falling edge at
“snmpSendTrap” or positive
edge at “reset”

busy

BOOL

TRUE, if the block
“LSnmp_SendTrap” is active
Adopts the FALSE state as
soon as the process is
completed or an error occurs

error

BOOL

TRUE if an error occurs during
the execution of the routine

FALSE:

by falling edge at
“snmpSendTrap” or a positive
edge at “reset”

status

DWORD

Status, if ERROR=TRUE

By falling edge at
“snmpSendTrap” or positive
edge at “reset,” the pending
error that must be corrected by
the user can be acknowledged

ENO

BOOL

Enable output
Only relevant in FDP and LAD
representation

SNMP blocks for SIMATIC S7 PN CPUs
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2.7 The PLC data type "LSnmp_typeParamGetSet"

Overview

The PLC data type "LSnmp_typeParamGetSet" is a defined data structure used

multiple times in the program.

This serves as a template for creating global data blocks for transferring all relevant
information to the function blocks “LSnmp_Get,” “LSnmp_GetNext,” and

“LSnmp_Set.”
The structure of the data type PLC consists of several components.
Figure 2-11

LSnmp_typeParamGetSet

Mame Data type

<2 ipAddress DWord
2 |40 hwidentifier HW_ANY
3 < connection|D Word
4 4 localPort Word
5 < watchDogTime Time
T | clD String[254]
7 < comrmunity String[20]
& <& returnValueType Byte
9 |« returnvaluelenght Byte
10 < » returnValue Arrayl1..255] of Byte B

Configuration data for setting up the UDP access point

The blocks “LSnmp_Get,” “LSnmp_GetNext,” and “LSnmp_Set” require special
information for setting up the UDP access point for communication with the network
component. The following variables in the PLC data type are responsible for this:

Table 2-7

Parameters Description
ipAddress IP address of the network components;
The IP address must be coded as a hexadecimal value, e.g. 16#AC =
172.
hwldentifier Hardware identification of the PROFINET interface for the S7-

1500/S7-1200 CPU;

Note:

S7-300/S7-400 CPUs

devicelD >> is the local_device_id of the S7-300/S7-400 CPU
(see \4))

The SNMP block connection ID required for setting up the UDP
access point;

Note:

If you want to plan further open communication connections in
addition to the UDP connection, you must select the respective
different connection IDs (value range: W#16#0001 to W#16#0FFF).

localPort The local port number of the UDP connection;

If you want to plan further open communication connections in
addition to the UDP connection, you must select the respective
different local port numbers.

connectionlD

watchDogTime | Monitoring time of the processes;
Default value:=4 s

SNMP blocks for SIMATIC S7 PN CPUs
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SNMP variable parameters

To read ("LSnmp_Get", "LSnmp_GetNext") or write ("snmpSet") SNMP variables,
registration information on the SNMP variables is needed. The following variables
in the PLC data type are responsible for this.

Table 2-8
Parameters Description
olD Object identifier of the SNMP variable to be retrieved in SNMP
format (for example, 1.3.6.1.2.1.1.4.0");
The OID object can be found in the general (RFC1213: MIB II) or
in the private MIB file of the device (see \3\)
community In most cases, “public” is chosen as the community name for

read access and “private” for write access. This value must
match the community name chosen in the project planning for
the network component (see section 3).

returnValueType

Data type of SNMP variable:

02: Integer, 04: String, 41: Counter, 43: Timeticks

During the Read access (“LSnmp_Get," "LSnmp_GetNext”),
values of SNMP variable type are automatically determined and
entered here.

For the Write access ("LSnmp_Set”), the type of SNMP variable
must be programmed.

returnValueLength

Length of the SNMP variable;

During the Read access (“LSnmp_Get," "LSnmp_GetNext”), the
length of the SNMP variable is automatically determined and
entered here.

For the Write access ("LSnmp_Set”), the length of the SNMP
variable must be programmed.

returnValue

ARRAY OF BYTE: The array length is limited to 255 bytes.
During the Read access ("LSnmp_Get", “LSnmp_GetNext”), the
response data of the SNMP variable is entered here.

For the Write access (“LSnmp_Set”), the data witch which the
SNMP variable should be described must be entered here.

SNMP blocks for SIMATIC S7 PN CPUs
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2.8 The PLC data type"LSnmp_typeParamGetBulk"

Overview

The PLC data type”’LSnmp_typeParamGetBulk is a defined data structure that
serves as a template for creating global data blocks for transferring all relevant
information to the function block “LSnmp_GetBulk.”

The structure of the data type PLC consists of several components.

Figure 2-12
LSnmp_typeParamGetBulk
Mame Data type
| ipAddress DWord
Z - hwidentifier HW_ANY
2 |3 connection|D Word
4 localPort Word
5 |3 watchDogTime Time
5 < olD String[254]
7 |ad community string[20]
g |1 maxRepetitions Byte
9 <0 b returnValue Array[1.4] of "LSnmp_typeBulkResponseData®

Configuration data for setting up the UDP access point

The block “LSnmp_GetBulk” requires special information for setting up the UDP
access point for communication with the network component. The following
variables in the PLC data type are responsible for this.

Table 2-9
Parameters Description
ipAddress IP address of the network components;
The IP address must be coded as a hexadecimal value, e.g. 16#AC =
172.
hwldentifier Hardware identification of the PROFINET interface for the S7-

1500/S7-1200 CPU;

Note:

S7-300/S7-400 CPUs

devicelD: is the local_device_id of the S7-300/S7-400 CPU
(see \4\).

connectionID

The SNMP block connection ID required for setting up the UDP
access point;

Note:
If you want to plan further open communication connections in

addition to the UDP connection, you must select the respective
different connection IDs (value range: W#16#0001 to W#16#0FFF).

localPort

The local port number of the UDP connection;

If you want to plan further open communication connections in
addition to the UDP connection, you must select the respective
different local port numbers.

watchDogTime

Monitoring time of the processes;
Default value: 4 s

SNMP blocks for SIMATIC S7 PN CPUs
Article ID: 57249109, V4.0, 03/2020 31



© Siemens AG 2020 All rights reserved

2 Function blocks of the library “LSnmp”

SNMP variable parameters

To read (“LSnmp_GetBulk”) SNMP variables, information on the SNMP variables is
needed. The following variables in the PLC data type are responsible for this.

Table 2-10
Parameters Description
olD Object identifier of the SNMP variable to be retrieved in SNMP
format (for example, 1.3.6.1.2.1.1.4.0");
The OID object can be found in the general (RFC1213: MIB II) or
in the private MIB file of the device (see \3\)
community In most cases, “public” is chosen as the community name for

read access and “private” for write access. This value must
match the community name chosen in the project planning for
the network component (see section 3)

maxRepetitions

Information on how many consecutive objects in an OID tree
should be read.

returnValue

This array is of the data type "LSnmp_typeBulkResponseData"
(see section 2.9) and for each read object includes a field for
storing the return information such as data type, length, and
value. The size of the array must match the parameter
“maxRepetitions."

2.9 The PLC data type “LSnmp_typeBulkResponseData"

To read SNMP variables, information on the SNMP variables is needed. In addition
to the parameters already know from section 2.8, the block “LSnmp_GetBulk”
requires a return range as an array of the data type
“LSnmp_typeBulkResponseData.”

Figure 2-13

LSnmp_typeBulkResponseData

Mame Data type

| returnValueType Byte
2 |3 returnvalueLenght Byte
2 <l b returnValue Array[1..255] of Byte |E|
Table 2-11

Parameters Description

returnValueType

Data type of SNMP variable;
02: Integer, 04: String, 41: Counter, 43: Timeticks

During the Read access (“LSnmp_GetBulk”), values of SNMP
variable type are automatically determined and entered here.

returnValueLength

Length of the SNMP variable;

During the Read access (“LSnmp_GetBulk”), the length of the
SNMP variable is automatically determined and entered here.

returnValue

ARRAY OF BYTE: The array length is limited to 255 bytes

During the Read access (“LSnmp_GetBulk”), the response data
of the SNMP variable is entered here.
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2.10

Overview

The PLC data type “LSnmp_typeParamSwitchlO"

The PLC data type “LSnmp_typeParamSwitchlO is a defined data structure that
serves as a template for creating global data blocks for transferring all relevant
information to the function block “LSnmp_SwitchlO.”

The structure of the data type PLC consists of several components.

Figure 2-14

LSnmp_typeParamSwitchlO

Mame Data type
| ipAddress DWord
T connectionGetiD Word
3 connectionSetlD Word
4 4] hwidentifier HW_ANY

Configuration data for setting up the UDP access point

The blocks “LSnmp_Get” and “LSnmp_Set” accessed internally require special
information for setting up the UDP access point for communication with the network
component. The following variables in the PLC data type are responsible for this
and are transferred to the data structure “LSnmp_typeParamSwitchlO” during run
time.

Table 2-12
Parameters Description
ipAddress IP address of the network components;
The IP address must be coded as a hexadecimal value, e.g. 16#AC
=172.

connectionGetlD | The connection ID required for setting up the UDP access point for
the SNMP block “LSnmp_Get” accessed internally;

Note:

If you want to plan further open communication connections in
addition to the UDP connection, you must select the respective
different connection IDs (value range: W#16#0001 to W#16#0FFF).

connectionSetID | The connection ID required for setting up the UDP access point for
the SNMP block “LSnmp_Set” accessed internally;
Note:

If you want to plan further open communication connections in
addition to the UDP connection, you must select the respective
different connection IDs (value range: W#16#0001 to W#16#0FFF).

The connectionSetID and connectionGetID must be different.

hwldentifier Hardware identification of the PROFINET interface of the
S7-1500/S7-1200 CPU;

Note:

S7-300/S7-400 CPUs

devicelD >> is the local_device_id of the S7-300/S7-400 CPU
(see \4)
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2.11

Overview

The PLC data type “LSnmp_typeParamSendTrap"
S7-1500/S7-1200 CPU

The PLC data type “LSnmp_typeParamSendTrap” is a defined data structure that
serves as a template for creating global data blocks for transferring all relevant
information to the function block “LSnmp_SendTrap” for an S7-1500/S7-1200 CPU.
The structure of the data type PLC consists of several components.

Figure 2-15

LSnmp_typeParamSendTrap

Marne Data type

< hwidentifier HW_ANY
N T | connectianlD COMMN_OUC
2 < ipManager DWord
4 40 ¢ ipAgent Array]0..3] of Byte
5 |-l traplD String[125]
6 < specificlD Int
7 |l cidBindingVar String[125]
g |-ai description String[125]
9 <1 ¢ telegram Array]0..400] of Byte |E|

Configuration data for setting up the UDP access point

The block “LSnmp_SendTrap” requires special information for setting up the UDP
access point for communication with the network component. The following
variables in the PLC data type are responsible for this.

Table 2-13
Parameters Description
hwldentifier Hardware identification of the PROFINET interface for the S7-
1500/S7-1200 CPU;
Note:

S7-300/S7-400 CPUs

devicelD: local_device _id of the S7-300/S7-400 CPU

(see \4\)

connectionlD The SNMP block connection ID required for setting up the UDP
access point;

Note:

If you want to plan further open communication connections in
addition to the UDP connection, you must select the respective
different connection IDs (value range: W#16#0001 to W#16#0FFF).
ipManager IP Address of the network management system (e.g. SINEC NMS);
The IP address must be coded as a hexadecimal value,

e.g. 16#AC = 172.

ipAgent IP address of the SNMP agent (the S7 CPU);

The IP address must be coded as a hexadecimal value,
e.g. 16#AC = 172.
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SNMP variable parameters

Information on the SNMP traps is required to send SNMP traps. The following
variables in the PLC data type are responsible for this.

Table 2-14

Parameters Description

traplD The trap ID of the trap;
Syntax and structure identical to OID
(e.g.'1.2.3.6.1.4.2.4196")

specificID The company-specific ID of the trap, e.g.:
e Incoming alarm: specific TRAP = 67
e Outgoing alarm: specific TRAP = 68

oidBindingVar The OID of the connected variables (syntax: '1.2.3...");
Note:

With traps it is also possible that no variable binding is sent with
it ('0.0"). In this case, the trap ID is considered sufficient

information.
Description Text of the connected variables
Telegram An array for mounting the SNMP trap telegram
Note Multiple OID variables can be sent with the trap for description or with updated

values, etc., under “Variable Binding.” The function block "LSnmp_SendTrap”
sends an additional string variable “description” to describe each trap.
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2.12

The PLC data type “LSnmp_typeParamSendTrap"
S7-300/S7-400 CPU

The PLC data type “LSnmp_typeParamaSendTrap” is a defined data structure that
serves as a template for creating global data blocks for transferring all relevant
information to the function block “LSnmp_SendTrap” for an S7-300/S7-400 CPU.
The structure of the data type PLC consists of several components.

Figure 2-16
LSnmp_typeParamSendTrap
Mame Data type
| devicelD Byte
2 4 connectionlD Word
3 |ad iphanager DWord
4 4@ ¢ trapinfo *LSnmp_typeTraplnfo®

The block “LSnmp_SendTrap” requires special information for setting up the UDP
access point for communication with the network component and to send an SNMP
trap. The following variables in the PLC data type are responsible for this.

Table 2-15

Parameters Description

devicelD The local_device_id of the S7-300/S7-400 CPU (see \4\)
connectionID The SNMP block connection ID required for setting up the UDP
access point;

Note:

If you want to plan further open communication connections in
addition to the UDP connection, you must select the respective
different connection IDs (value range: W#16#0001 to W#16#0FFF)
ipManager IP Address of the network management system (e.g. SINE NMS);
The IP address must be coded as a hexadecimal value, e.g. 16#AC =
172

traplfo Structure for all relevant data to send an SNMP trap (see section

2.13)
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2.13 The PLC data type “LSnmp_typeTrapinfo"

S7-300/S7-400

CPU

Information on the SNMP traps is required to send an SNMP trap. In addition to the

parameters already know from section 2.12, the block “LSnmp_SendTrap” for the

S7-300/S7-400 CPU requires the structure of the type “LSnmp_typeTraplnfo.”

Figure 2-17

LSnmp_typeTrapinfo

Mame Data type

<0 b ipAgent Array[0..3] of Byte
2 < traplD String[125]
= T | specificlD Int
4 |gq cidBindingVar String[125]
5 < description String[125]
& |1 » telegram Array[0..400] of Byte |E|

Information on the SNMP traps is required to send SNMP traps. The following
variables in the PLC data type “LSnmp_TrapInfo” are responsible for this.

Table 2-16
Parameters Description

ipAgent IP address of the SNMP agent (the S7 CPU);
The IP address must be coded as a hexadecimal value, e.g.
16#AC = 172

traplD The trap ID of the trap;
Syntax and structure identical to OID
(e.g.'1.2.3.6.1.4.2.4196")

specificlD The company-specific ID of the trap, e.g.:

e Incoming alarm: 67
e OQutgoing alarm: 68

oidBindingVar

The OID of the connected variables (syntax: '1.2.3...");
Note:

With traps it is also possible that no variable binding is sent with
it (‘0.0’). In this case, the trap ID is considered sufficient
information.

Description Text of the connected variables
Telegram An array for mounting the SNMP trap telegram
Note Multiple OID variables can be sent with the trap for description or with updated

values, etc., under “Variable Binding.” The function block "LSnmp_SendTrap”
sends an additional string variable “description” to describe each trap.
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2 Function blocks of the library “L.Snmp”

2.14 Signal Flow Chart of the library function blocks

The
Get

following figure shows the graphic representation of the output parameters of a
job. This representation is identical for all processes (GetNext, GetBulk, Set,

SwitchlO, and SendTrap).

Figu

reset

v .
done
T y
error
\ 4
status

N

2. .
snmpGet I|_| w
I
|
1
|
1
]
:
I
v

re 2-18

A 1.

“done," “error,” and "status" are reset with falling edge at “snmpGet.”

The functionality of the FB is not stopped with falling edge at “snmpGet.”

If “snmpGet” is already FALSE, then “done,” “error,” and “status” will only be
due for one cycle.

A new job is triggered with a rising edge at “snmpGet” while the block is still in
processing (busy = TRUE). The old job is finished with the parameters due for
the job start. The new job is ignored.

The processing of a job is interrupted with a rising edge at “reset.” This will
immediately interrupt remaining job processing. All output parameters will be
reset. The UDP end point will be switched off.
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2 Function blocks of the library “L.Snmp”

2.15

Status and error displays

For an error diagnostic, evaluate the output “status” of the function blocks of the
library “LSnmp.” This will give you statements about logical errors and error
messages that could occur during communication between the control system and
the network components.

You will find a list of possible error messages in the following table.

Table 2-17
Status Meaning Remedy/notes
16#0001xyyy TCON error messages A description of communication errors
can be found in the STEP 7 online help.

16#0010xyyy TUSEND error messages .

e Change the incorrect parameters
16#0011xyyy TURCYV error messages e Start the reset process
16#0012xyyy TDISCON error messages
16#00138102 The SNMP packet is too e Check and change the size of the

large to send. packet

e Restart the process
16#00138103 OID not supported e Check and change the MIB object

or (OID)
the OID is only supported e Restart the process
for read access.

16#00138104 Incorrect data type or value | ¢  Check and change the MIB object
(only possibly as a (OID) or the “returnValueType”
response to SET packets) o Restart the process

16#00138105 The OID is only supported | ¢  Check and change the MIB object
for read access. (OID)

e Restart the process
16#00138106 unknown generation error e Restart the snmpGet process
16#00008107 The length of the received -

variable “returnValue”
exceeds 255 characters.
Only 255 characters will be
transmitted.

16#00008108 Watchdog timer has e  Check communication between the
expired. control system and network

components

e Check and change community string

(it must match the remote partner for
read access in the project planning)

e Check IP address of the remote

partner

e Restart the process
16#00008109 The full length of the -

GETResponse packet
exceeds 486 characters.
Only the first 486
characters will be
transmitted.
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2 Function blocks of the library “L.Snmp”

Note Errors with the status 16# 0013xyyy are protocol errors from SNMP.

Note The blocks in this library support sending and receiving SNMP messages that
may not exceed 486 bytes in their full length. The useful data length for strings is
limited to 255 bytes.
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3 Activating SNMP in network components

3 Activating SNMP in network components

For the S7 CPU to exchange SNMP data with a network component (e.g.
SALANCE M, SCALACE W), make the following settings via the web-based
management page of the network component:

e Enable SNMP access
e Enter community string for read access
e Enter community string for write access

Note General information about device configuration can be found in the project
planning handbook for SCALANCE M devices (see \5\).

The SCALANCE devices are configured with Web Based Management:

1. Open an Internet browser and enter the
IP address of a SCALANCE module into the address bar.

< O & A 192.168.1.1 ¥ = 4L e

2. Log on as Administrator.

& O A 192.168.1.1 Toe = 1.

SIEMENS

MName: admin

1

3. Switch to the menu "System > SNMP > General"
("System > SNMP > General").

Password:

Simple Network Management Protocol (SNMP) General

General |Traps v3 Groups v3 Users
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4. Enable “SNMPv1/v2c/v3."
Simple Network Management Protocol (SNMP) General

o 3 G 1 U [

SNMP: [SNMPv1/v2civ3 v|
[ ]SNMPv1/v2c Read Only

5. Enter the community names for read and write access:
- Forread access: public
- For write access: private

Simple Network Management Protocol (SNMP) General

Govrl g [ G v s [

SNMP: [SNMPv1/v2chv3 W |
[]'SNMPy1/v2c Read Only

SNMPviivZc Read Community String
SNMPv1ivZc ReadWrite Community String

public

private |
Note:

These values must match the values entered in the “community” parameters of
the PLC data types “LSnmp_typeParamGetSet” and
“‘LSnmp_typeParamGetBulk.”

6. Accept the change by clicking “Update” (“Set Values”).
Simple Network Management Protocol (SNMP) General

Gl g s v s [

SNMP: | SNMPv 1iv2civ3 |
[ ]SNMPv1/v2c Read Only

SNMPv1iv2c Read Community String: public

SHMPv1ivZc ReadWrite Community String: private
SHMPv1 Traps

SNMPv1i2c Trap Community String: public

[ ] SNMPv3 User Migration
‘Set Values | ||Reimh |

SNMP Engine ID: 30.00.10.e9.03.00.1b.1b.80.42 90
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4 Working with the library

This section consists of instructions on how to integrate the library “LSnmp” into
your STEP 7 V16 project and instructions on using the library blocks.

Note This description also applies to working with the library “LSnmp” in
STEP 7 V15.1.
4.1 Integrating the library in STEP 7

Below are the steps to integrate the library "LSnmp" into your
STEP 7 Project. Afterwards you can use the blocks of the library “LSnmp."

Note The existence of a STEP 7 project is assumed in the following.

1. The library can be found on the HTML page from which you downloaded this
document \2\. Save the library

"57249109_SNMP_S7_CPU_LIB_V16_V40.zip" to your hard drive.
2. Unzip the library.

4.2 Integrating the library block “LSnmp_Get” into STEP 7

Note The library blocks “LSnmp_Set," “LSnmp_GetNext," “LSnmp_GetBulk,"
“‘LSnmp_SwitchlO," and "LSnmp_SendTrap" are integrated in the same way.

Below are the steps to integrate the elements of the library “LSnmp" into your
STEP 7 V16 project. Afterwards you can use the blocks of the library.

1. Open the already existing STEP 7 V16-project.

2. Inthe toolbar of the "Global libraries” palette, click on "Open global library" or in
the "Options" menu, click on the command "Global libraries > Open library."

Options ‘Fools Window Help

e MR x

anline ;gq Go offline

[
Support packages

Manage general station description files (GSD})
Start Automnation License Manager

#| Show reference text

(il Global libraries - AE Create new liheane
Teamcenter N ¥ Open library...

The "Open global library" dialog is opened.
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3. Select the global library “LSnmp."

Open global library *
Look in: | LSnmp_V16 v| (Nl

% Mame . Date medified Type Sizi
) M 2/2/2020 11:23 PM File folder
Clukckiaccess Logs 2/2/2020 11:29 PM File folder
- System 2/2/2020 11:37 PM File folder
tmp 2/2/2020 11:3?[}‘@4 File folder
Desktop XRef 2/2/2020 11:29 PM File folder

= r LSnmp 1/28/2020 1251 AM Siemens TIA Porta...
- ’
Libraries \J

|

This PC
l& £ >
N&;vork File name: | LSnmp e | | Open I

—@
Files of type: Global library - Car
[]Open as read-only EZ
2)

The library “LSnmp” will open.

4. Drag the blocks to the folder “S7_1xxx”
(for the S7-1500/S7-1200 CPU) in the folder “Program blocks” in the planned
S7 CPU.

Project Edit View Insert Online Options Tools Window Help

G saveproect S X 3 X D G 50 E B & Goonline ¥ Gooffline 3 M B ¥ H || [=earchin

J Devices Plant objects Options
[ (€| Library view 2]
% v | Project library
= (3 sMwp_s7_1500 BENa S

B Add new device

. N
i Devices & networks

v |1 Project library

Y Device configuration
Q Online & diagnostics

I ‘Q Properties ‘:i.llnfu | Diagnostics
+ [ Program blocks < |
S A e bl = "
= + | Global libraries
& Main [0B1] = —
- FdhauEE
» L Technology objects . \ .
» [ Energy objects No ‘propertieWavailable. Name Vel
» External source files No ‘properties’ can B\shown at the moment. There is » L] Buttons-and-Switches
R either no object select\d or the selected object does » LLI Energy Support Library
La PLCtags not have any dis plays bld\aroperties. ;
v [ PLC data types » (L] EnergySuite
» (58 Watch and force tables » L1 Long Functions
» [ig Online backups » L[] Monitoring-and-control-obj
» [ Traces » L] Documentation templates
» @ OPCUA communication ¥ LLI SES -Sequence Execution Sy.
= H
» il Device proxy data 2 iSnmp
- ST

B8 Frogram info
f PLC supervisions & alarms,
E] PLCalarm text lists

» [ Local modules

- [E2] 57_1wx
4 LSnmp_Get
4F L5nmp_GetBulk
i Ungrouped devices 4‘.2 LSnmp_Gethext
4 Lsnmp_sendTrap
o LSnmp_set
4 LSnmp_Switchio

»

»

3
Eg Security settings :
»
» ] Lsnmp_typeBulkR
3
3
»
»
5
Ma

[38 Cross-device functions —
[g§ common data
[Z]l Documentation settings

Snmp_typeFara...
Snmp_typeFara...
Snmp_typePara...
LSnmp tvoePara

(i@ Languages & resources

['a versien contrel interface
v [ Online access
» (5 Card Reader/USB memory

|iz) 57_ox

»
» [ Master copies

Note:
If you have planned an S7-300/S7-400 CPU, then drag the blocks in the folder
“S7_xxx" to the folder “Program blocks” in the S7-300/S7-400 CPU.
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5. The PLC data types are automatically copied to the "PLC data types" folder.

~ [ PLC_1 [CPU 1511-1 PN]
[IY pevice configuration
4| online & diagnostics

b rﬁg Software units

~ r:;:; Program blocks

K Add new block
48 Main [OB1]

i) 57_Tox

-

4 LSnmp_Get [FB1]
4 Lsnmp_GetBulk [FE100]
4 Lsnmp_GetNext [FE102]
E Y LSnmp_SendTrap [FB5]
4 Lsnmp_Set [FB101]
4 Lsnmp_SwitchlO [FB103]
Technology objects
Energy chjects
External source files
-

|  tAns

PLC data types

K Add new data ype

[E2] 57_1a0¢
[} Lsnmp_typeBulkResponseData
[T Lsnmp_typeParamGetBulk
ﬂ Lenmp_typeParamGetset
I_T Lsnmp_typeParamSendTrap
[T LSnmp_typeParamSwitchio

6. Create a new global data block with the following variables:

- the PLC data type "LSnmp_typeParameterGetSet" for call "LSnmp_Get" in

OB1

- the input parameters for the call in OB1
- the output parameters for the call in OB1

snmpData
Mame Data type

1 < = Static
2 |40 = | » snmpGetData "LSnmp_typeParamGetSet”
3 |4 m snmpGet Bool
4 |4Q = resetGet Bool
5 |41 = doneGet Bool
6 |40 = busyGet Bool
7 | m errorGet Bool
8 |40 = statusGet DWord
Note:

If using an S7-1500/S7-1200, you must use an “optimized module access.”
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4 Working with the library

7.

Assign values to all parameters required for reading SNMP variables (see
section 2.7):

- ipAddress

- hwidentifier

- connectionlD

- localPort

- watchDogTime

- olD (see table 1-2)
- community

Note:
This value must match the value entered in Web Based Management

("Community String") of the network component (see section 3, step 5).

= =F W, @ B2 "7 Keepactualvalues gy Snapshot ™| ™ copysnapshots to startw
snmpData
MName Data type Start value

<4 T Static

1

2 <0 ® ¥ snmpGetData "LSnmp tvoeParamGetSet”

3 |ag = ipAddress Dword 16#c0a80101
4 <o = hwidentifier HW_ANY

5 |3 u connection|D Word

(S | ] localPort Word

7 | u watchDogTime Time

8 a1 L olD string[254] 136121150
9 | = community string[20] ‘public’

10 < = returnValueType Byte 1680

11 - = returnValuelenght  Byte

12 - =} returnValue Arravi1..255] of Byte

Note:

During the Read access (“‘LSnmp_Get”), the type, length, and value of SNMP

variable are automatically determined and entered here.
Save and compile the newly created data block.

Project Edit View Insert Online Options Tools Window Help

3F [ B save peaject .EL A EERER S L EN A= f".[[!’j [} & Goonline ;¥ Gooffine  fio [M M 3 |

=

J Devices Mjects
= =F = W, B = "7 Keepactualvalues [gg Snapshot ™ ™, copysnapshots tosta
snmpData
¥ | ] SNMP_S7_1500 Name Data type Start value
B Add new device 1 4~ Stetic
iy Devices & networks 2 l4n = = snmpGetData *LSnmp_typeParamGetSet”
~ [ PLC_1 [CPU 1511-1 PN] 3 g = ipAddress DWord 16#c0a80101
Y Device configuration 4 lag = hwidentifier HW_ANY
% Online & diagnostics 5 | L} connectionlD ‘Word
¥ [g8 Software units 6 @ = localPort viord
~ | Program blocks 7 @@ = watchDogTime Time
B Add new block 8 @ = olD String[254] 13.6.1.2.1.150°
4B Main [OB1] 9 4] = community String[20] ‘public’
@ snmpData [DB1] 10 <3 = returnValueType Byte ;
b [E] 57 1w Mnla = returnValueLenght  Byte
» [ Technology objects 12 = » returnvalue Array[1.255] of Byte
3 rjg Energy objects 13 @1 = snmpGet Bool
3 External source files 14 @ resetGet Bool
» [4 PLC tags 15 | = doneGet Bool
v L) PLC data types 16|40 = busyGet Bool
» [ Watch and force tables 17 |an = errorGet Bool false

SNMP blocks for SIMATIC S7 PN CPUs
Article ID: 57249109, V4.0, 03/2020

46



© Siemens AG 2020 All rights reserved

4 Working with the library

9. Open the organization block OB1 in the folder “Program blocks” of your device

and drag the function block “LSnmp_Get” to the network of your choice.

Project tree

Devices Plant objects

=

~ ] SNMP_S7_1500
B Add new device
fy Devices & networks
~ [ PLC_1 [CPU 1511-1 PN]
[IY Device configurstion
B o@e & diagnostics
» [gg software units
~ |l Program blocks
B¢ Add new block
4 Wain [0B1]

~ [&2] 57_Toax
& Lsnmp_Get [FB1]

& Lsnmp_Gethext [FB102]
& L5nmp_SendTrap [FBS]
4 Lsnmp_set [FB101]

4 Lsnmp_SwitchIO [FB103]

Note:

The SNMP blocks must be activated in cycles. This can be done in the OB1,

B2 n EEEPEs @ 2=

3]

Main
Name Data type
| @ v Input
2 4@=  Initial Call Bool
3 @@= Remanence Bool

(SRR
Default value Commen
Initial cal

=True, ifr

H4F Ak —0— 7 = &

w Block title: “Main Program Sweep (Cycle}®

Comment

¥ Network 1:

@t

—

for example. If you activate multiple SNMP blocks in OB1, you must select the
respective different connection IDs (value range: W#16#0001 to W#16#0FFF).

10. Specify the name of the corresponding instance data block. Exit the dialog with

“‘OK."

Call options
Data block
H Mame inst.SnmpGet |V|
. B Number I:[ M it
s, Orwn
@Automatic

more...

If you call the function block as a single instance, the function
block saves its data in its own instance data block.

%

created data block.

%DB2

“instLSnmpGet”

“snmpData”.
snmpGet — snmpGet
“snmpData”.
resetGel —recet

“snmpData”.

snmpGetDats —fsnmpData

“WFB1
“LSnmp_Get"

r ox@

11. Assign values to all parameters required. Take the values from the newly

ENO

“snmpData”.
done —1doneGet
“snmpData”.
busy — busyGet
“snmpData”.
error— errorGet

“snmpData”.
status statusGet
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4 Working with the library

12. Compile the hardware and software of the S7 station. To do this, right-click the

device in project navigation and select the menu “Compile > Hardware and

software (only changes).”

~ | ] SNMP_S7_1500
ﬁ"’ Add new device

gy Devices & networks

~ g PLC_1[CPU1511

1T Device config
ﬁ Online & diag

!;:l Pr
[T

v v r v wrowwrowrowrowrow

o P

|58 Software unit:

ogram bloc
chnology o

(g Energy object]
External sour
[& PLCtags

[ PLC data type:
ro?gLWa(ch and for
[ig online backy
E Traces

[ oPC uA comm
[} Device proxy

ogram info

Lf PLC supervisi

E] PLCalarm texi
o =

13. Load the new project into your controller.

> [ SNMP_S
B Add

7_1500
new device

etworks

Change device

[, Properties...

Alt+Enter

Open Upgrade SiviAre definitions
Open in new editor
Open blockiPLC data type F7
Ctrl+X
Ctrl+C
Crrl+v
¥ Delete Del
Rename F2
E-F Go to topology view
PaGoto network view
Compile 3 Hardware and software (only changes}l
Backup from online device Hardware (rebuild all}
ﬂ Go online Curl+K Software (only changes)
55 Go offline Ctrl+nd Software (rebuild all)
14| Online & diagnostics Ctrl+D Software (reset memory reserve)

Change device

g Froperties...

Alt+Enter

Upgrade SiviAre definitions

Hardware and software (only changes’

T

ﬂ Online & diag Dpen. X
— Open in new editor
» [gR Software unit X
= Open blockiFLC data type... F7
» gt Program bloc
» [ Technology ol }{ Cut CtrleX
» [3 Energycbject {g Copy crhC
» External sourd = " 7°'¢ Carky
v g PLC tags ¥ Delete Del
» (g PLC data type Rename F2
=
b If_&'_rtwa":h and for = Go to topology view
» L& Online backu i Go to network view
» (3 Traces
=
b L& OPC UA comn| e
rf' - Download to devic
» Ui; Device progyg | 50020 T om0
e F :
_ml oy m_ﬁj_ ﬂ Go online Crl+iC
S PLC supervisk &Y Go offine Ctrl+

0 Bl alaeen e

Note:

Your programming device, the S7 CPU, and the network components must

always be in the same subnetwork.
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4 Working with the library

4.3 Updating the library “LSnmp”

The following instructions show:
e how to check whether the library is up to date

e how to integrate a newer version of the library “LSnmp" into your STEP 7

project

1. Open the TIA portal and compare the current version number of each element
in the library with the latest version from the Siemens Industry Online Support

portal.

a. Right-click on the blocks in the library in project navigation. Select the
"Object properties" option from the context menu.

v [f] 57_Txox
"

e Ermal

""""""""""" Open

49 Terminate connection to type

Switch programming language »

a Print... Ctrl+P
£ Print oreview

i
i
B Edit type
4
i

[d Properties...

Alt+Enter

Go to type
c\,{; Cut Ctrl+x
» & 5 Eg| Copy Ctrl+C
v [ Tech [ Paste Ctrl+
(=
b B Copyas text
v [g PLC | |
DEEPLC ¥ Delete De
[ Rename F2
» [z wat

b. Switch to the “Information” tab in the overlayed Properties window.

LSnmp_Get [FBT] [LSnmp_Get V'4.0.0] T 553
JGeneraI H Texts H FB supervision definitions |
General .
Information
Informationd
Time stamps
Compilation Title: ‘LSnmp_GEl
Pratection e I 3
Attributes.
Download with L]
. - %
o Version: [4.0 ]
v
H Family: | |
Author: [T ]
User-defined ID: | |
R[w ]

2. To update the library, integrate the current library as described in section 4.2.
3. Open the new library as described in section 4.2 steps 1 through 5.

4. Right-click on the library “LSnmp.”
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5. Select the context menu “Update types > Project.”

> LI Lsamp
7 ETI Types

b [E] 57_
] r:J Master

b ﬁ Comm

Add falder

| Update types 4 Project...

I I

Library management

x Cut
E5) Copy

¥ Delete
Rename

= Print...

& Print preview...

Ctri+x
Cri+C

Del
F2

Ctrl+P

[=p Export library texts
[#~ Import library texts

DTS

6. The blocks are now updated. Click “Update inconsistent block calls” in the

toolbar in OBL1 to update or regenerate the instance DBs.

Project tree m 4

JDEViEEE H Plant objects ‘

=)

¥ ] SNMP_S7_1500

B Add new device
i Devices & networks
~ [ PLC_1 [CPU 15111 PN]
Y Device configuration
ul Or[}ge & diagnostics

» [g@ Software units

~ gl Program blocks
B Add new block
4 Main [OB1]
@ snmpData [

I>]

= S 0, =0 @28 g Qe[ ¢ 6o @ 6 BN

Main
Name Data type
1o v Input
2 @. Initial_Call Bool
3 @@= Remanence Bool

Default value

Initial call of this OB
=True, ifremanent data a

Project and load the project.
8. The library update is now complete.
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*  Network 1:
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5 Appendix

5
5.1

Appendix

Service and Support

Industry Online Support

Do you have any questions or need assistance?

Siemens Industry Online Support offers round the clock access to our entire
service and support know-how and portfolio.

The Industry Online Support is the central address for information about our
products, solutions and services.

Product information, manuals, downloads, FAQs, application examples and videos
— all information is accessible with just a few mouse clicks:
support.industry.siemens.com

Technical Support

The Technical Support of Siemens Industry provides you fast and competent
support regarding all technical queries with numerous tailor-made offers

— ranging from basic support to individual support contracts. Please send queries
to Technical Support via Web form:

www.siemens.com/industry/supportrequest

SITRAIN - Training for Industry

We support you with our globally available training courses for industry with
practical experience, innovative learning methods and a concept that’s tailored to
the customer’s specific needs.

For more information on our offered trainings and courses, as well as their
locations and dates, refer to our web page:
www.siemens.com/sitrain

Service offer

Our range of services includes the following:
e Plant data services

e Spare parts services

e Repair services

e On-site and maintenance services

e Retrofitting and modernization services
e Service programs and contracts

You can find detailed information on our range of services in the service catalog
web page:
support.industry.siemens.com/cs/sc

Industry Online Support app

You will receive optimum support wherever you are with the "Siemens Industry
Online Support" app. The app is available for iOS and Android:
support.industry.siemens.com/cs/ww/en/sc/2067
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5.2 Links and Literature
Table 5-1
No. Subject
\1\ Siemens Industry Online Support
https://support.industry.siemens.com
\2\ Link to the article page of the Application Example
https://support.industry.siemens.com/cs/ww/en/view/57249109
\3\ Private MIBs: SCALANCE W and SNMP OPC Profile
https://support.industry.siemens.com/cs/ww/de/view/35842319
\4\ Information about “Local_device_id”
https://support.industry.siemens.com/cs/ww/en/view/51339682
\5\ SIMATIC NET: Industrial Remote Communication Remote Networks SCALANCE
M-800 Web Based Management
https://support.industry.siemens.com/cs/ww/de/view/109751635
\6\ SIMATIC NET: Network Management Diagnostics and Project Planning with SNMP
https://support.industry.siemens.com/cs/ww/en/view/103949062
5.3 Change Documentation
Table 5-2
Version Date Change
V1.0 April 17, First version
2012
V2.0 April 17, Complete revision of blocks; Integration into TIA V12;
2014 Blocks for S7-1500
V3.0 July 25, Additional SNMP blocks “SnmpGetBulk" and
2016 "snmpGetNext"; Update to TIA V13 SP1
V4.0 February 5, Complete revision of blocks; Integration into
2020 STEP 7 V15.1 and V16
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