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Warranty and Liability

Note The Application Examples are not binding and do not claim to be complete with
regard to configuration, equipment or any contingencies. The Application
Examples do not represent customer-specific solutions. They are only intended
to provide support for typical applications. You are responsible for the correct
operation of the described products. These Application Examples do not relieve
you of the responsibility of safely and professionally using, installing, operating
and servicing equipment. When using these Application Examples, you
recognize that we cannot be made liable for any damage/claims beyond the
liability clause described. We reserve the right to make changes to these
Application Examples at any time and without prior notice. If there are any
deviations between the recommendations provided in this Application Example
and other Siemens publications — e.g. Catalogs — the contents of the other
documents shall have priority.

We do not accept any liability for the information contained in this document.

Any claims against us — based on whatever legal reason — resulting from the use of
the examples, information, programs, engineering and performance data etc.,
described in this Application Example shall be excluded. Such an exclusion shall
not apply in the case of mandatory liability, e.g. under the German Product Liability
Act (“Produkthaftungsgesetz”), in case of intent, gross negligence, or injury of life,
body or health, guarantee for the quality of a product, fraudulent concealment of a
deficiency or breach of fundamental contractual obligations (“wesentliche
Vertragspflichten”). The compensation for damages due to a breach of a
fundamental contractual obligation is, however, limited to the foreseeable damage,
typical for the type of contract, except in the event of intent or gross negligence or
injury to life, body or health. The above provisions do not imply a change of the
burden of proof to your detriment.

Any form of duplication or distribution of these Application Examples or excerpts
hereof is prohibited without the expressed consent of Siemens AG.

Security Siemens provides products and solutions with industrial security functions that
qurma— support the secure operation of plants, solutions, machines, equipment and/or
tion networks. They are important components in a holistic industrial security
concept. With this in mind, Siemens’ products and solutions undergo continuous
development. Siemens recommends strongly that you regularly check for
product updates.

For the secure operation of Siemens products and solutions, it is necessary to
take suitable preventive action (e.g. cell protection concept) and integrate each
component into a holistic, state-of-the-art industrial security concept. Third-party
products that may be in use should also be considered. For more information
about industrial security, visit http://www.siemens.com/industrialsecurity.

To stay informed about product updates as they occur, sign up for a product-
specific newsletter. For more information, visit
https://support.industry.siemens.com.

Thin Client
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1 Task

1.1 Introduction

1
1.1

1.2

Task

Introduction

Thin Clients have several advantages for the operation and monitoring of systems
and production machines.

In combination with a SCADA system they can reduce costs and increase the
system availability.

The present document describes the possibility of setting up an infrastructure by
using the control panels type SIMATIC Industrial Thin Client and the SCADA
system SIMATIC WinCC V7.3.

You will learn about the required hardware and software components and how to
configure and set up these components. Afterwards, you will start a small example
project.

You will be able to use the solutions presented here for the planning, configuration
and commissioning of your own individual production plant, where you use
SIMATIC Industrial Thin Clients and SIMATIC WinCC V7.3.

Problem description

To ensure a simple introduction into the topic the following figures describe the
essential elements of a general automation solution.

Figure 1-1

SCADA System

Operator Operator Operator Operator Operator
station 1 station 2 station 3 station 4 station 5

Network
component

Network

ey

Production plant

Requirements of the automation solution

Thin Client

e It must be possible to operate the production plant from various locations
(operator stations).

e The operator stations are sometimes exposed to rough environmental
conditions, therefore the devices need to be robust.

e The operator stations all access the same central data management.

Entry ID: 28309119, V3.0, 11/2015
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2 Solution

2.1 Overview

2 Solution

2.1 Overview

Main topics of this application
This document covers the following topics:

e Which hardware and software components are needed for a functioning
solution?

e What licenses are needed?
e How do the various components work together?
e How must the individual components be configured and parameterized?

2.2 Setup
Schematic layout
Figure 2-1
WinCC Server Remote Desktop Session Host
0 |
Industrial Thin Clients
A
Industrial Ethernet
Switch 0
-
=
cpu |l

Thin Client
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2 Solution

2.2 Setup

Function

Advantages

Delimitation

A WinCC server assumes the central data management of the production
plant. The connection of the process values from the controller (CPU) and their
graphic processing for displaying them at the operator station are done here.

The data provided by the WIinCC server is supplied by the remote desktop
session host within the individual remote desktop sessions and is thus made
accessible for several terminal clients.

The Industrial Thin Clients have the task of visualization, and enable the
operation of the production plant.

A switch connects all the Ethernet nodes with each other.

The structure of this layout offers the following advantages:

Investment security through:
- the use of standardized interfaces and components

Saving costs when SIMATIC Industrial Thin Clients are used as WinCC clients
instead of classical PCs, due to

- the use of low-cost hardware

- the fact that no additional software licenses for the clients are needed.
Additional costs saved in engineering and maintenance, due to the fact that
- no user software needs to be installed on the Thin Clients

- no additional configuration of the clients is needed

- simple expansion options for additional operator stations

- devices can be easily replaced

Machine-level operating and monitoring is possible because of

- the use of robust components for industrial use

The solution described here refers to WinCC V7.3. For WinCC Professional V13 a
comparable application example does not exist.

On the internet page of this application example both alternatives are available.

https://support.industry.siemens.com/cs/ww/en/28309119 \2\

Assumed knowledge

Thin Client

For the implementation of the solution described in this document, basic knowledge
in the following topics is assumed:

Basics of automation hierarchy (field level > SCADA)
Automation technology

Microsoft Windows operating systems

Ethernet network with TCP/IPv4

Entry ID: 28309119, V3.0, 11/2015 6
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2.3 Hardware and software components

2.3 Hardware and software components

Validity
This application is valid for
e SIMATIC Industrial Thin Clients
e SIMATIC S7-1500 CPUs
e Windows Server 2012 R2
e WinCCV7.3

Components used
The application was created with the following components:

Software components

Table 2-1
Component Qty Article number Note
Windows Server 2012 1 Microsoft
R2
WinCC V7.3 SE 1 6AV63.1-....7-3...
WinCC 1 6AV6371-1DH07-3AX0 | License for 3 clients
WebNavigator V7.3
3 clients
Terminal Server CAL 3 Microsoft License for 3 clients
(user)
CAL 1 Microsoft

Hardware components

Table 2-2
Component Qty Article number Note

Industrial PC 2 6AGA112-2....-.... This IPC is used as an

SIMATIC IPC647D example, other IPCs can also
be used when meeting the
SW requirements.

POWER SUPPLY 1 6ES7307-1EA01-0AAOD If more devices are

PS307 24 V/5 A connected, it can become
necessary to connect a
stronger power supply, e.g.
with 10 A (order number:
6ES7307-1KA02-0AA0)

SCALANCE X208 1 6GK5208-0BA10-2AA3 Connects up to 8 Ethernet
nodes.

SIMATIC ITC1200 1 6AV6646-1AA22-0AX0

CPU 1516-3 PN/DP | 1 6ES7516-3AN00-0ABO

SIMATIC S7 1 6ES7954-8LF01-0AA0

MEMORY CARD,

24 MB

Thin Client
Entry ID: 28309119, V3.0, 11/2015
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2 Solution

2.3 Hardware and software components

Example files and projects

The following list includes all files and projects that
are used in this example.

Table 2-2

Component

Note

28309119 Thin_Client_Doku_V7.3_de.pdf

This document.

28309119 _Thin_Client_Code_V7.3.zip

This zip file contains the WinCC

project.

Thin Client
Entry ID: 28309119, V3.0, 11/2015
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3 Basics

3.1 Client and server

3
3.1

3.2

Thin Client

Basics

Client and server

In the client & server concept, a server provides information and service, which is
requested by one or more clients.

The server passively waits for the requests, which are actively made by the client.
The client and the server communicate in a network.

Figure 3-1
Server
[ Service ]
& 4,
g & % /)%- Network
& S JIAN
& ¢ \
Client 1 Client 2 Client 3 Client n

Industrial Thin Client

The idea of Thin Clients is that the clients only need little power from the data-
processing hardware.

They are optimized for data input and output. Powerful and expensive hardware
components for processing data are not necessary. The data is processed and the
programs are run on a central server so that cost-optimized hardware can be used
for the clients.

Figure 3-2
Costs
Industrial Thin Client Server
Performance
lower higher

Entry ID: 28309119, V3.0, 11/2015
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3 Basics

3.3 Remote desktop session host (terminal server)

3.3

Thin Client

The considerably lower requirements for the data-processing hardware as
compared to the server are the reason for the name “Thin Client”.

Since the hardware is less complex, it is also less susceptible to errors as
compared with the standard PC solutions. SIMATIC Industrial Thin Clients have
been especially optimized for the use in a rough industrial environment and do not
contain rotating parts, for example.

An additional advantage of Thin Clients is that installation, maintenance and
software updates have to be performed only once on the server. No additional
installations or updates of the software and licenses are necessary in the Thin
Clients themselves.

Remote desktop session host (terminal server)

A remote desktop session host offers several remote desktop clients the possibility
of joint access to applications provided by the remote desktop session host.

Each remote desktop client receives its own workspace on the remote desktop
session host for executing the desired application. This workspace is referred to as
remote desktop session.

In a remote desktop session, the available resources can be used by the
applications executed there. This includes the main memory and the CPU of the
remote desktop session host.

The operator entries by mouse, keyboard or touchscreen, etc. from the remote
desktop client are transmitted to the remote desktop session host.

The application is run and the data processed completely on the remote desktop
session host.

For the output of the visual data, the screen contents of the remote desktop
session are transmitted back to the remote desktop client.

The remote desktop session host and the remote desktop client communicate via
the TCP/IP and RDP protocols.

Figure 3-3
Remote Desktop Session
1 2 Host
6
I I
5
3 4 4
3
I I 2
1
5 6
| | | Mouse / Keyboard > I
| J < Screen Contents | |
I |
Remote Desktop Clients Sessions

Entry ID: 28309119, V3.0, 11/2015 10
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3.4 Multi-instance capability of applications

3.4 Multi-instance capability of applications

The capability of an application to be carried out several times simultaneously on a
computer system is called multi-instance capability.

This feature of the application is a basic prerequisite for its use in the remote
desktop session host.

Each client of the remote desktop session host uses its own instance of the
application.

The following figure shows an application capable of multi-instances taking the
example of a text processing program.

Figure 3-4

Remote Desktop
Remote desktop client 1 Session Host

“ABCDEFGH”
\\ Word processing

Textl1:
“ABCDEFGH”

Remote desktop client 2

Word processing

“12345678" -+ Text2:

“12345678“

Thin Client
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4 Mode of Operation

4.1 General overview

4 Mode of Operation

4.1 General overview
Figure 4-1
WinCC Server (server 1) @ Remote desktop session host (server 2) @
wills wilsc i MlolBlosicator
Ve _ ‘ N 4 \Mlabasizasor bt t
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(5”’r90’f:cutjer Navigator http/https W WebNavigator pt
proj Server \I\ /I/ Client
& RDP RDP
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= 2
http/https
)
cPU Industrial Industry optional: further
Thin Client Thin Client Industrial Thin Clients

Process
connection

On the WInCC server (1), the operator control and monitoring system SIMATIC

WinCC V7.3 runs.

Since no RDP connections are admitted for operating the WinCC V7.3 project from
the Industrial Thin Clients (2) to the WIinCC server, the option package SIMATIC
WinCC WebNavigator (3) is used here. It consists of a server and a client

component.

The WebNavigator server provides the WinCC Runtime project as a website via
the Internet Information Service (11S). It can be called from the WebNavigator client
via the http/https protocol.

The WebNavigator client is installed on a separate computer, the remote desktop

session host (4). There, the program can be simultaneously executed in several

remote desktop sessions (5) thus enabling multiple access to the WinCC project.

From each Industrial Thin Client, a Remote Desktop Protocol (RDP) connection to
the remote desktop session host is created to initiate a session on the remote
desktop session host. In each of these sessions, an instance of the WebNavigator

Client is carried out.

Additional connections can be set up from the Industrial Thin Clients, for example

for a direct diagnostics of the CPU.

Note Please find further information on the possibilities of a remote access to WinCC

stations online at the following address:
https://support.industry.siemens.com/cs/ww/en/view/78463889

Thin Client
Entry ID: 28309119, V3.0, 11/2015

12


https://support.industry.siemens.com/cs/ww/en/view/78463889

© Siemens AG 2015 All rights reserved

4 Mode of Operation

4.2 WIinCC Server functionality

4.2

4.3

Thin Client

WinCC Server functionality

On the WiInCC server the WinCC Runtime project runs in the WinCC runtime
environment.

The following table lists the users, which are used in the later configuration of the
user management of the WinCC server in this application.

Table 4-1
User name Password Remark
WinCC remotel remotel ITC1
WinCC remote2 remote2 ITC2

The users you work with in the WIinCC server during plant operation need to be
maintained in the Windows user management and in parallel also in the user
management of the WinCC Runtime project.

Please keep this in mind, especially when you change the password, as it must be
changed in the user management of the operating system and also in the user
management of the WinCC project.

Remote desktop session host functionality

A client receives its own remote desktop session by logging a remote desktop
client on at the remote desktop session host via RDP.

The users used in this application example, for example for logging on to the
remote desktop session host, are listed in the following table.

Table 4-2
User name Password Remark
remotel remotel ITC1
remote2 remote2 ITC 2

Entry ID: 28309119, V3.0, 11/2015 13
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5.1 Hardware

5 Installation and Configuration

This chapter provides you with a step-by-step introduction into the installation of
the hardware and software components

5.1 Hardware
Overview
The following picture gives an overview of the hardware structure of the
application:
Figure 5-1
L1
N
PE
PS307 SIMATIC Rack SIMATIC Rack
24 V/5 A IPC647D IPC647D
o } ” o
Il
+
24V
SCALANCE
X208
E=T .
ul] [y Industrial Ethernet
(I
04|
1
SIMATIC
Field PG
SIMATIC Industrial Thin Clients Optional: further
Industrial Thin Clients
T Q
L]
Ifl:ll:l 1516-3
L=l pnDP
Note Please follow the setup instructions of the components used above.

Please refer to the introduction into the SIMATIC S7-1500 controller family at the
following address:

https://support.industry.siemens.com/cs/ww/en/view/78027451

Thin Client
Entry ID: 28309119, V3.0, 11/2015 14
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5 Installation and Configuration

5.1 Hardware

mains during wiring.

A The connection line of the power supply must not be connected to the

WARNING

Installation procedure

Table 5-1
No. Action
Install the hardware of both SIMATIC Rack PCs. Do not switch on the PCs yet.
Connect the 24V of the power supply to the SCALANCE X208.
Connect the SIMATIC Industrial Thin Client to the potential equalization.
o ] .
E SIII Al A A
=] A
ﬂ !".
.
-l
4. Connect the 24V of the power supply to the SIMATIC Industrial Thin Client.
L DC+24 V
GND
5. Open the front cover of the CPU and insert the SIMATIC memory card into the provided slot.
. 1
\
x50 |
PUSHI
|
Lf’ —_—
Thin Client

Entry ID: 28309119, V3.0, 11/2015
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5 Installation and Configuration

5.1 Hardware

No.

Action

6.

Connect the 24V output voltage of the power supply PS307 24V/5 A to the 24V input voltage of
the CPU 1516-3 PN/DP.

L+

L+

Connect the SCALANCE switch at one free Ethernet port to the following Ethernet nodes:
e  SIMATIC Industrial Thin Client

e  SIMATIC Industrial Thin Client

e SIMATIC Rack PC

e CPU 1516

e  Programming unit

Connect the plug of the power supply PS307 24V/5 A to the mains.

Switch on the PS307 24V/5 A power supply.

10.

Switch on the PCs.

Thin Client
Entry ID: 28309119, V3.0, 11/2015 16
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5 Installation

and Configuration

5.2 Software

5.2

Note

5.2.1

Note

Thin Client

Software

The following installation order must be followed for operating the Industrial Thin
Client at the server.

1. Assigning IP address/server name
Installing Internet Information Service (1IS)
Installation WinCC V7.3 and WebNavigator
Installing remote desktop services
Installing WebNavigator Client

Creating Windows user accounts
WebNavigator configuration

8. Configuring the Thin Client

The following steps describe the installation of additional software components in
detail.

Starting points are two preinstalled operating systems Microsoft Windows Server
2012 R2 operating systems.

N o o ks wDd

Please find a list of operating systems suitable for the use of WinCC with the
WebNavigator Server option online in the system manual of WinCC Professional
V7.3 in the chapter “Software and Hardware Requirements” at the following
address:

https://support.industry.siemens.com/cs/ww/en/view/102768445/69924901771.
\3\

Further information about WinCC is available online in the system manual of
WinCC V7.3 at the following address:

https://support.industry.siemens.com/cs/ww/en/view/102754925/68754597131.
\4\

Assign IP address

The following chapter describes assigning the IP addresses in the network and
explains how to assign the IP addresses of the servers.

The IP addresses are only examples and can be replaced by your own IP
addresses.

The following table contains an overview of the network devices and their
respective |P addresses.

Table 5-2

No. Device IP address
1. WinCC Server (server 1) 172.16.51.1

2. Remote desktop session host (server 2) 172.16.51.2

3. Industrial Thin Client 1 172.16.51.10

4. Industrial Thin Client 2 172.16.51.11

5. CPU 172.16.51.20

6. SCALANCE 172.16.51.30

Entry ID: 28309119, V3.0, 11/2015 17
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5 Installation and Configuration

5.2 Software

Setting the IP address of the server

Table 5-2
No. Action
Open the “Control Panel” of the WinCC server (server 1).
2. Open the “Network and Internet”.
=] Control Panel = 23
1 B8 » Control Panel v & | [ search Control Panel o]

.

Adjust your computer’'s settings

System and Security
Review your computer's status
@‘u"iew event logs

- Eetwork and Internetl

Connect to the Internet
View network status and tasks

Hardware
View devices and printers
Add a device

Programs

Uninstall a program

Get programs

'@ Turn Windows features on or off

2
¥
@

View by: Category ~

User Accounts
I@'Change account type

Appearance
Change desktop background
Adjust screen resolution

Clock, Language, and Region
Add a language
Change input metheds

Set the time and date

Change date, time, or number formats

Ease of Access
Let Windows suggest settings
Optimize visual display

3. Open “Network and Sharing Center”.

- 4 |@ v Control Panel » Network and Internet »

W 0| | Search Control Panel

Hardware
Programs
User Accounts

Appearance

Ease of Access

Control Panel Home L

Systern and Security
Network and Internet

~ad  View network status and tasks

Network and Sharing Center

Connect to a network

View network computers and devices

Internet Options
Connect to the Internet

Manage browser add-ons

Clock, Language, and Regicn

Change your homepage

Delete browsing history and coekies

Thin Client
Entry ID: 28309119, V3.0,
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5 Installation and Configuration

5.2 Software
No. Action
4, Select the LAN connection.

- 4 i:_ <« Network and ... » MNetwork and Sharing Center v & | | Search Control Panel

Control Panel Home

Wiew your basic network information and set up connections

View your active networks

Change adapter settings
Change advanced sharing productionline.local Access type: Mo Internet access

Domain network Connections: @ Ethernet)

settings

See also
Internet Options

Windows Firewall

Change your networking settings

W Setup a new connection or network

Set up a broadband, dial-up, or VPN connection; or set up a router or access
point,

@ Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information.

General

5. Open the “Properties” of the LAN connection.

Connection
IPw4 Connectivity:
IPwE Connectivity:
Media State:
Duration:

Speed:

Mo Internet access
Mo Internet access
Enabled

00:00:30

1.0 Ghps

|
Sent —— EE ——  Received

13 | 7.010

Thin Client
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5 Installation and Configuration

5.2 Software
No. Action
6. Select “Internet Protocol Version 4 (TCP/IPv4)” and open the “Properties”.

1]
™

Netwarking

Ethernet0 Properties -

Connect using:

Er Intel(R) 825741 Gigabit Network Connection

This connection uses the following items:

" Client for Microsoft Networks

.@ File and Printer Sharing for Microsoft Networks
.@ODS Packet Scheduler

[ -t Microsoft Network Adapter Multiplexor Protocol
i Link-Layer Topology Discovery Mapper 170 Driver
i Link-Layer Topology Discovery Respondar

[ -2 Intemet Protocol Version & (TCP/IPvE)

Bl Intemet Protocol Version 4 (TCP/1Pv4)

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

| ok || Cancel

Configure the IP address of the server. Use the IP address from Table 5-2.
Internet Protocol Version 4 (TCP/IPv4) Properties -

General

‘You can get IP settings assigned automatically if your netwark supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(®) Use the following IP address:
IP address: 172,16 .51 . 1

Subnet mask: 255 .255. 0 . 0

Obtain DNS server address automatically

(®) Use the following DNS server addresses:

[ . ]
[ . ]

Preferred DNS server:

Alternate DNS server:

[ validate settings upon exit

| oK | | Cancel

If you are not communicating across network boundaries, the Standard Gateway field can be left
empty. Otherwise, you enter the gateway of the network here. This is usually the router.

Confirm the set IP address by clicking on the “OK” button and then close the dialog.

Repeat steps 1-8 for the remote desktop session host (server 2).
Configure the IP address of the server. Use the IP address from Table 5-2.

Thin Client
Entry ID: 28309119, V3.0, 11/2015
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5.2 Software
52.2 Set server name

The following steps show who to configure the server name.
Table 5-3

No. Action

Open the “Control Panel”.

2. Open “System and Security”.

T ||§ » Control Panel v O | | |search Control Panel

Adjust your computer's settings View by: Category ~

ISystem and Se::urity!
EVIEW YOUr COMPULEr & status

User Accounts

) @ Change account type
@‘u"lew event logs

Appearance
Change desktop background
Adjust screen resclution

Network and Internet
Connect to the Internet
View network status and tasks

Hardware (ﬂ Clock, Language, and Region
L

View devi dori Add a language
\EwdEvices an printers Change input methods
Add a device

Set the time and date

Programs Change date, time, or number formats

Uninstall a program
Get programs
I@Tum Windows features on or off

Ease of Access
Let Windows suggest settings
Optimize visual display

3. Open “System”.

L2

@ -~ 1 |% v Control Panel » System and Security » v G| | Search Control Panel

Contrel Panel Home

Action Center

Review your computer's status and resolve issues
'@ Change User Account Control settings
Troublesheet commen cemputer problems

System and Security
Metwork and Internet

Hardware . .
Windows Firewall

Programs Check firewall status | Allow an app through Windows Firewall

User Accounts
@? System
Appearance > View amount of RAM and processor speed | B Allow remote access

Clock, Language, and Region Launch remote assistance | See the name of this computer

Ease of Access m Windows Update
Turn automatic updating on or off | Check for updates
Install optional updates | View update history

Power Options
Require a password when the computer wakes
Change what the power buttons do | Change when the computer sleeps

A% Administrative Tools
—| Defragment and eptimize your drives
@ Create and format hard disk partitions I@‘\n’iew event logs
@ Schedule tasks @ Generate a system health report

Thin Client
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No. Action
4. Open “Change settings”.

- 4 |nEJ <« System and Security » System ] G| | Search Control Panel

Control Panel H . L. .
e ene Tame View basic information about your computer

'@3 Device Manager Windows edition
'@J Remote settings Windows Server 2012 R2

i Standard H o
@ Advanced system seitings ander a3 Windows Server2012R2
© 2013 Microsoft -
Corporation. All rights
reserved.

System
Processor Intel(R) Xeon(R) CPU E3-1620 0 @ 3.60GHz 3.59 GHz
Installed memory (RAM): 2,00 GB
System type: B4-bit Operating System, x64-based processor
Pen and Touch: No Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings
See also
i Computer name: Serverl Change settings
Action Center
. Full computer name: Serverl.preductionline.local
Windows Update
Computer description:

Click on “Change...” to rename the computer.

Computer Name | Hardware | Advanced | Remate |

Eﬁ&.ll Windows uses the following information to identify your computer
E; on the network.

Computer description: ||

For example: "1l5 Production Server” or
"Accourting Server”.

Full computer name: WIN-35J9K800Q3L8
Workgroup: WORKGROUP

To rename this computer or change its domain or Change
waorcgroup, click Change.

Thin Client
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6. Assign the computer name.

Computer Name/Domain Changes -

You can change the name and the membership of this
computer. Changes might affect access to netwaork resources.

Computer name:
Serverl)

Full computer name:
Serverl

Member of
() Domain;

(®) Workgroup:
WORKGROUP |

7. Repeat steps 1 to 6 for the remote desktop session host (server 2).
Computer Name/Domain Changes -
You can change the name and the membership of this
computer. Changes might affect access to netwaork resources.
[Computer name:
Full computer name:
Serverd
Member of
() Domain:
(®) Workgroup:
WORKGROUP |
Thin Client

Entry ID: 28309119, V3.0, 11/2015

23




© Siemens AG 2015 All rights reserved

5 Installation and Configuration

5.2 Software

5.2.3

Installation Internet Information Services (IIS)

The following steps show how to install Internet Information Services (11S) on the

server.
Table 5-4
No. Action
Open the Server Manager of the WinCC server (server 1).
2. In the “Server Manager” in “Manage” you click on “Add Roles and Features”.
[ Server Manager == -
Server Manager » Dashboard @ Manage  Tools  View
WELCOME TO SERVER MANAGER PO
Local Server Create Server Group
& All Servers = i - E Server Manager Properties
B File and Storage Sevices b o Configure this local server
QUICK START
2 Add roles and features
3 Add other servers to manage
WWHATS HEw 4 Creat erver group
LEARN MORE e
ROLES AND SERVER GROUPS
Roles: 1 | Servergroups:1 | Servers totak 1
=m File and Storage - =
] A — 1 B Local Server 1 HE All servers 1
@® Manageability @® Manageability (® Manageability
Events Events Events
Performance Services Services
BPA results Performance Performance
BPA results BPA results
Roles and Features (Services) must be started manually when you restart the computer .
3. Select “Role-based or feature-based installation” as the installation type
= Add Roles and Features Wizard NEIEY
. . DESTINATION SERVER
Select installation type Server
Before You Begin Select the installation type. You can install roles and features on a running physical computer or virtual
et machine, or on an offline virtual hard disk (WVHD).
@) Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.
Eremes ) Remote Desktop Services installation
T Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.
< Previous | | Mext = Install
Thin Client
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No. Action
4. Select your server on which you wish to install the Internet Information Services.
- - DESTINATION SERVER
Select destination server S
Before You Begin Select a server or a virtual hard disk on which to install roles and features.
Installation Type
O Select a virtual hard disk
Server Roles Server Pool
Features
Filter: |
MName IP Address Operating System
1 Computer(s) found
This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.
| < Previous | | MNext > | | Install | | Cancel
5. Select the “Web server (IIS)” entry under “Server Roles”.
DESTINATION SERVER
Select server roles Semer
Before You Begin Select one or more roles to install on the selected server.
Installation Type Roles Description
Server Selection o Web Server (IIS) provides a reliable,
[ Application Server manageable, and scalable Web
[] DHCP Server application infrastructure.
Feziures [] DNS Server
Web Server Role {IIS) [ FaxServer
Role Services b [H] File and Storage Services (1 of 12 installed)
Confirmiation [] Hyper-v
[] Network Policy and Access Services
[] Print and Document Services
[] Remote Access
[] Remote Desktop Services
Volume Activation Services
Neb Server (IIS)
Windows Deployment Services
[] Windows Server Essentials Experience
[] Windows Server Update Services ™
< Previous | | MNext > | | Install | | Cancel
Thin Client
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6. Select “Message Queuing Server” in “Features”.
DESTINATION SERVER
Select features S
Before You Begin Select one or more features to install on the selected server,
Installation Type Features Description
Server Selection - ) Message Queuing Services provides
Server Rolas 4 Message Queuing guaranteed message delivery,
e Queuing Service efficient routing, security, and
v| Message Queuing Server pr|or.|ty—_based mess2ging bgMEen
Web Server Role {IIS) - - - applications. Message Queuing also
L| Directory Service Integration accommodates message delivery
Role Services [] HTTP Support between applications that run on
Confirmiation [] Message Queuing Triggers d!ﬂ'e.re.nt ﬂpemhng_syshems, use
T dissimilar network infrastructures,
[ Multicasting Support are temporarily offlineg, or that are
[] Routing Service running at different times.
[] Message Queuing DCOM Proxy
[] Multipath 1/0
[ Network Load Balancing
[] Peer Name Resclution Protocal
[ Quality Windows Audio Video Experience
[] RAS Connection Manager Administration Kit (CMZ
b
<l
7. Complete and close the selection by clicking on the “Next” button.
DESTINATION SERVER
Web Server Role (IIS) Semvert
Before You Begin Web servers are computers that let you share information over the Internet, or through intranets and
extranets. The Web Server role includes Internet Information Services (115) 8.5 with enhanced security,
Installation Type diagnostic and administration, a unified Web platform that integrates IS 8.5, ASP.NET, and Windows
Server Selection Communication Feundation.
Server Roles Things te note:
Features . ) . g
* Using Windows System Resource Manager (WSRM) can help ensure equitable servicing of Web
server traffic, especially when there are multiple roles on this computer.
Role Services * The default installation for the Web Server (lIS) role includes the installation of role services that
. enable you to serve static content, make minor customizations (such as default documents and HTTP
Confirmiation ) i ) -
errors), monitor and log server activity, and configure static content compression.
More information about Web Server IIS
< Previous | | MNext > | | Install | | Cancel
Thin Client
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No. Action

8. In “Role Services” you select the following role services for installation.

WWW services > Common HTTP features
- standard document
- static content

World Wide Web Services > Security:
- Request Filtering
- Basic Authentication
- Windows Authentication

World Wide Web Services > Application Development Features:
- .NET Extensibility 3.5 and 4.5
- ASP
- ASP.NET 3.5and 4.5
- ISAPI Extensions
- ISAPI Filters

Web Management Tools:
- 1IS Management Service
- 1IS Management Console
- IS Management Scripts and Tools
- 1IS Metabase and 1IS 6 Configuration Compatibility
- IS 6 WMI Compatibility

Close the selection by clicking on the “Next” button.

[ Add Roles and Features Wizard

Select role services

Before You Begin Select the role services to install for Web Server (115)

Role services

Installation Type

— ~

Windows Authentication
4 Application Development
NET Extensibility 3.5
MET Extensibility 4.5
. [] Application Initialization
Confirmiation ASP
ASPNET 3.5
ASP.NET 4.3
O cal
ISAP| Extensions
ISAPI Filters
[ Server Side Includes
[] WebSocket Protocol
4[] FTP Server

< m »

BE |

DESTINATION SERVER
Server1

Description

Management Service allows the
Web server to be managed remotely
from another computer using IS
Manager.

< Previous | | Next >

nsta Cancel

Thin Client
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No. Action
9. Install the selected role services and close the wizard.
[ Add Roles and Features Wizard -[a[x]
- - - - - DESTINATION SERVER
Confirm installation selections e
Before You Begin To install the following roles, role services, or features on selected server, click Install.
Installation Type [[] Restart the destination server automatically if required
Sarver Selection Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.
5] NET Framework 3.5 Features -
R NET Framework 3.5 (includes \NET 2.0 and 3.0} _
MET Framework 4.5 Features B
Confirmation
ASPINET 4.5
Message Queuing
Message Queuing Services
Message Queuing Server
Web Server (II5)
Management Tools
115 6 Management Compatibility
b
Export configuration settings
Specify an alternate source path
Next > | Install | | Cancel |
In case your computer can not download the necessary files from Windows , specify the alternate
path to the installation CD of Windows Server 2012
Thin Client
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524

Installation WinCC V7.3 and WebNavigator

The following steps show how to install WinCC V7.3 and WebNavigator on the
WinCC server (server 1).

Table 5-5
No. Action
1. Start the WinCC V7.3 software by double-clicking on the “Setup” application of from the

installation medium.

L S Drive Tools DVD Drive (D:) WinCC V7.3 -|B] x
Home Share View Manage b 9
@ - 1T |‘ » This PC » DVD Drive (D:) WinCC V7.3 v & | | Search DVD Drive (D:) WinCC ... 2@ |
5% Eavorites Name - Date modified Type Size Rl
B Desktop | Install_and_Release-Motes 24.06.2014 18:14 File folder
8 Downloads . InstData 24.06.2014 18:16 File folder
“Zl Recent places . LicenseText 24,06.2014 18:14 File folder
) Open Source Software 24.06.2014 18:15 File folder
1% This PC | Samples 24.06.2074 18:16 File folder
4 secon 24,06.2014 18:14 File folder
QL! Metwork . setup 24,06.2014 18:14 File folder E
ﬂ' AUTORUM 24.06.2014 15:37 Setup Information 1KB
BackG 24,06.2014 15:37 Bitrmap image 5,160 KB
|%| comCT3z2.0CX 24.06.2014 13:36 ActiveX control 407 KB
%] COMDLG32.0CX 24.06.2014 13:36 ActiveX control 150 KB
(%) MSCOMCT2.0CX 24.06.2014 15:36 ActiveX control 647 KB
%] MSCOMCTL.OCX 24.06.2014 13:36 ActiveX control 1.046 KB
|35| msvbvme0.dll 24.06.2014 153:36 Application extens... 1352 KB [
(%] RICHTX32.0CX 24.06.2014 15:36 ActiveX control 208 KB
| | Setup.ex_ 24.06.2014 15:36 EX_File 2.784 KB
ﬁ Setup 24.06.2014 153:36 Application 1.518 KB I
Erﬁ_ups.crg LR Y TG e izl
<| m [[>
23 items

2. Choose a setup language.
SIEMENS
" Setupsprache: Deutsch
" Langue d'inztallation: Francais
" ldioma de instalacion: Espafiol
" Lingua di inztallazione: ltaliano
Cancel
Thin Client
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3. Terminate all Windows programs. Click on the “Next” button.

Welcome ta the installation of HRI Edition.
Werzion: W73

It iz strongly recammended that pou exit all Windows programs before running
thiz Setup program.

Click Cancel to quit Setup and then close any programs you have runhing.
Click Mext to continue with the Setup program.

WARMIMG: This program iz protected by copyright law and intermational

SIMATIC e

Unauthorized reproduction or distribution of thiz program, ar any portion of it,
may result in zevere civil and criminal penalties. and will be prosecuted to the
maximum extent poszible under law,

Cancel

4, Read the Product Notice. Click on the “Next” button.

The product notes contain important information on instaling and using this product,

Wwe recommend you read these notes before installing.

reg, | would like to read the notes.

“r'ou will find the notes in the directon;

D:AInztall_and Releaze-Motes\EnglizhinstalMoteslnfoSyetem, chm

Canhicel

Thin Client
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No. Action
5. Accept the license agreement as well as the security information.
Setup
License agreements
Please read through the fallowing license agreement carsfully, including the security infarmation it containg.,
Flease naote: ~
Thig software iz protected under German anddor US American Copuyright Laws and provisions in intemational reaties,
|Inauthonized reproduction and diztribution of thiz goftbware or partg of it iz iable to prozecution, It will be prozecuted according
to ciminal az well az civil law and may rezult in zevere punizhment and/or damage claims.
Pleasze read all icense provizionz applicable to thiz goftware before instaling and uging this software. vou will find them after
thiz note.
|f pau purchased thiz zaftware on a C0 marked az "'TrialWersion' or bagether with anather licensed saftware for wau, this
saftware may anly be uzed for test and walidation purpozes accarding ta the provisions of thiz Trial License stated after this
roke. A&, prerequisite for thiz kind of use iz the inztallation of programs, software libranies, ete., on vour computer.
THEREFORE. wE RECOMMEMD TO INSTALL IT EITHER OM & STAMDALOWE COMPUTER OR OM & COMPUTER
WHICH 1S WOT NEEDED IN PRODUCTION OR FOR KEEPING IMPORTANT DATA BECAUSE WE CANMOT TOTALLY
EXCLUDE THAT EXISTING DATAWILL BE MODIFIED OR OWERWRITTEM. THEREFORE. "WE WILL MOT BE LIABLE
FOR ANy DAMAGES RESULTING FROM THIS INSTALLATION OF FROM IGNORING THIS LEGAL MOTICE &ND/OR
FOR LOSS OF DATA,
AMNY OTHER Tv'PE OF USAGE OF THIS SOFTWARE 15 OMLY ADMISSIELE IF YO HAVE 4 WALID LICENSE FROM LS.
|F%0U DO NOT HAVE A WALID LICEMSE [wHICH HAS TO BE ESTABLISHED BY SUBMITTIMNG & CORRESPOMDING |«
| aceept the conditions of the above icense agreement as well az the
v conditions of the Open Source license agreement, Open Source icense agreement ‘
| confirm that | have read and understood the securnity infarmation,
< Back Cancel ‘
6. Select the Setup type “Install”.
Setup
Setup type
Select the Setup type that suitz your requirements best,
(e Inztall
fot Fleaze select the products that you would like to install on your syzhem |
—+ =
~
::. Fleaze select the products that you would like to remowe fram vour spstem.
+— _
< Back Cancel
Thin Client
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No. Action
7. Select the languages you wish to install for WinCC V7.3.

[~ Gemman [~ Korean
[¥ English [~ Taiwanese
[~ Erench

[~ Spanish

[ Italian

[~ Japanese

[~ Chinese

Cancel

Choose “Package installation”

% Package installation

Install program package

= |lzer-defined installation

The uger-defined installation allowes you to select the products to be installed.

Target directony
[E:'\F’mglam Files [«86]

Browse... |

Thin Client
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Program packages

Select the package that best zuite pour needs.

@

[awinCC

WinCC Ingtallation

w ebM avigator

[ DataMonitor

[ Datatonitor Server

[ D atatdonitar Client
ConnectivityPack

[ ConnectivityPack Server
[] ConnectivityPack Client

< Back

No. Action
9. Select the packages “WinCC Installation” and “WebNavigator Server”.
Setup

Drescription

includes:

-'wy'ebl awvigator Server
-WWinCC RT

-WwinCC CS

- SOL Server 2008 R2 SP2

- tornation Licence Manager

MHemt »

Cancel

10. Click on the “Next” button.

Programs

Programsz to be installed

Setup

@

@

3
&

[1*%nCC %73 Minimum
WinCC W73 Standard
[1/nCC 7.2 Complete
[1*inCC 7.3 Expert mode
[]'WinCC w7.3 Client
[1inCC %73 Fileserver
WINCC Expert
[1'WinCC Runtime
[1*nCC Configuration
[1%nCC OPC-Sarver
[1*inCC Smarttools
WinCC Webllx
[J*inCC wiehli

WebMavigator
7w dabb i zkor Carssar

Help

Storage space ‘ < Back

Select a product to obtain information

about it

Required:

8865 ME

Cancel

Thin Client
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11. Read the terms of the license agreements and the security information and confirm.

Third Party Commercial License Conditions

icrozoft SOL Server 2008 A2 Standard E dition

EMD-USER LICEMNSE AGREEMEMT

Theze license terms are an agreement bebween the licenzor of the software application or suite of
applications with which wou acquired the Microsaft sofware [Licensor''] and pou. Pleasze read them.
They apply to the software named above, which includes the media on which you received it, if any. The
termsz also apply to ang Microsaft

" updates,

supplements, and

Internet-bazed services

for thiz software, unlezz ather terms accompany thoze items. IF 2o, thoze termz apply. Microsoft

|.|7 | accept the conditions of thiz license agreement.l

12.

Accept the changes made to the system settings. Click on the “Next” button.

The following registry settings and rights will be set
HKEY_LOCAL WMACHINE\SOFTWAREWicroso ftiWindows\CurrentVersion\Runh
HKEY_LOCAL_MACHINEVSOFTWARENODBCVODBC. INN
HKEY_LOCAL_MACHINEVSOFTWARE\Policies\Microso fiWVindows NTVRPC
RestrictRemoteClients = 0
HKEY_LOCAL_MACHINENSOFTWARE\Policies\Micreso fWVindows\ScPnP
EnableScPnP =0
HKEY_LOCAL_MACHINEVSOFTWARE\Siemens)
WinCC =10

The following firewall settings will be modified
Allow incoming ICMP Eche (ping)
Allow file and printer sharing
MNetwork access range: Subnet
OPC UA Discovery
TCP port 4240 Open
MNetwork access range: All computers
Automation License Manager Service
[COMMONDIR]sws\almzraalmervEdx. exe
MNetwork access range: Subnet
CCAgent

|I7 1 accept the change to the system settings.
-

Prirt | Save as

Cancel
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13. | Click on Install. WinCC V7.3 and WebNavigator are then installed.

WinCC

WinCC V7.3 Standard

WwebMavigator

“wiebMavigatar Server

S0L Server 2008 RZ

SOL Server 2008 B2 Standard Edition SP2 MwinCC)
DOptions

Automation License Manager %5.3 [B4-bit)

Required: 3365 Mbytes E stimated inztallation time;

1860 MB

51 MB

£000 MEB

40 MEB

00:39 [hh:mm]

Inatall

Cancel

Thin Client
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5.2.5 Installing of the remote desktop services

The following steps describe the installation of the remote desktop session host
(terminal server).

Note Install the remote desktop services on your computer before installing WinCC
WebNavigator Client. Otherwise, the WinCC WebNavigator Client may not run
correctly in a multi-user environment.

Table 5-6
No. Action
Open the Server Manager.
2. In the “Server Manager” in “Manage” you click on “Add Roles and Features”.

[

128 Dashboard
i Local Server

ii All Servers

LY

ile and Storage Services b

Server Manager

Server Manager * Dashboard

WELCOME TO SERVER MANAGER

Manage

QUICK START

WHAT'S NEW o
4 Crea

LEARN MORE

o Configure this local server

2 Add roles and features

3 Add other servers to manage

e a server group

View

Add Roles and Features

Remove Holes and Features

Add Servers

Create Server Group

Server Manager Properties

Hide

ROLES AND SERVER GROUPS

Roles: 1 | Servergroups:1 | Servers total: 1
'li ;Ieliv?c:ads Storage 1 § Local Server ii All Servers
@ Manageability @ Manageability @ Manageability

Events Events Events

Performance Services Services

BPA results Performance Performance
BPA results BPA results

Roles and Features (Services) must be started manually when you restart the computer .

Thin Client
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No. Action
3. Select “Role-based or feature-based installation” as the installation type
- - DESTINATION SERVER
Select installation type Server2
Before You Begin Seleq the installation .t_',fpe..‘r’ou can insFaII roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).
Server Salection (® Role-based f)r feature-based |@Ihtlon .
Configure a single server by adding roles, role services, and features.
() Remote Desktop Services i Il
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.
| < Previous | | MNext > | | Install | | Cancel
4. Select your server on which you wish to install the Remote desktop services.
- - DESTINATION SERVER
Select destination server ==
Before You Begin Select a server or a virtual hard disk on which to install roles and features.
Installation Type
O Select a virtual hard disk
Server Roles Server Pool
Features
Filter:
Name IP Address Operating System
1 Computer(s) found
This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers cormmand in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.
< Previous | | MNext > | | Install | | Cancel
Thin Client
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5. Select the role “Remote Desktop Services”.

Select server roles

Before You Begin
Installation Type

Server Selection

Features
Remote Desktop Services

Role Services

Select one or more roles to install on the selected server.

Roles

[] Application Server

[] DHCP Server

[[] DNS Server

[ Fax Server

[®] File and Storage Services (1 of 12 installed)
[ Hyper-¥

[] Metwork Policy and Access Services

[] Print and Document Services

Remote Access

MiERemote Desktop Se

[ ] Volume Activation Services
[ Web Server (I15)
[] Windows Deployment Services

[] Windows Server Essentials Experience

[] Windows Server Update Services

DESTINATION SERVER
Server2

Description

Remote Desktop Services enables
users to access virtual desktops,
session-based desktops, and
RemoteApp programs. Use the
Remote Desktop Services installation
to configure a Virtual machine-
based or a Session-based desktop
deployment.

|<Previuus|| Next > |

6. The NET Framework 4.5 is then installed as well.
DESTINATION SERVER
Select features Server?
Before You Begin Select one or more features to install on the selected server.
Installation Type Features Description
Server Selection e NET Framework 3.5 combines the
o - —— power of the .NET Framework 2.0
DEIVERROIES 3 IIE‘ NET Framework 4.5 Features (2 of 7 installed) I APls with new technolagies for
b [] Background Intelligent Transfer Service (BITS) building applications that offer
Remote Desktop Services [] BitLocker Drive Encryption appealing user interfaces, .pmtpfd
) your customers' personal identity
Role Services [ BitLacker Metwark Unlock information, enable seamless and
BranchCache secure communication, and provide |
P :
[ Client for NFS the ability to model a range of i
o business processes.
[] Data Center Bridging
[] Direct Play
[] Enhanced Storage
[] Failover Clustering
[] Group Policy Management
[] 115 Hostable Web Core
[ Ink and Handwriting Services
<l
Install
Thin Client
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7. Select the following role services:

- Remote Desktop Connection Broker
- Remote Desktop WebAccess
- Remote Desktop Session Host

Select role services

Before You Begin Select the role services to install for Remote Desktop Services

Installation Type Role services

DESTINATION SERVER
Server2

Description

Server Selection -
Remote Desktop Connection Broker

[] Remote Desktop Gateway

Features [] Remote Desktop Licensing

Remote Desktop Services Remote Desktop Session Host

[] Remote Desktop Virtualization Host
Remaote Desktop Web Access

Server Roles

Web Server Role {IIS)

Role Services

Confirmation

Remote Desktop Session Host (RD
Session Host) enables a server to

host RemoteApp programs or
session-based desktops. Users can
connect to RD Session Host servers

in a session collection to run
programs, save files, and use
resources on those servers. Users

can access an RD Session Host

server by using the Remote Desktop |
Connection client or by using :
RemoteApp programs.

8. Click the “Install” button.
c c < DESTINATION SERVER
Confirm installation selections Server2
Before You Begin To install the following roles, role services, or features on selected server, click Install.
Installation Type [] Restart the destination server automatically if required
Server Selection Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
Server Roles their check boxes.
Features
Remote Desktop Services {NET Framework 4.5 Features
3 ASP.INET 4.5
Role Services
Media Foundati
Web Server Role (IIS) 8 Foundation
Py Remote Desktop Services
0= srvices Remote Desktop Connection Broker
Remote Desktop Session Host
Remote Desktop Web Access
Remote Server Administration Tools
Role Administration Tools
Remote Desktop Services Tools
Export configuration settings
Specify an alternate source path
Thin Client
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No.

Action

9. Open the “Control Panel”.

10. | Open “System and Security”.

1t ||§ » Control Panel »

v & | | |search Control Panel

Adjust your computer's settings

i Eystem and Security
EVIEW YOUF COmputer's sta

@View event logs

Network and Internet
Connect to the Internet
View network status and tasks

Hardware
View devices and printers
Add a device

Programs

Uninstall a program

Get programs

|@Tum Windows features on or off

View by:  Category =

User Accounts
@ Change account type

Appearance
Change desktop background
Adjust screen resclution

Clock, Language, and Region
Add a language
Change input methods

Set the time and date

Change date, time, or number formats

Ease of Access
Let Windows suggest settings
Optimize visual display

11. | Open “Allow remote access”.

(4

@ - 4 |% + Control Panel » Systern and Security »

W G| | Search Control Panel

Contrel Panel Home

System and Security
Metwork and Internet
Hardware

Programs

User Accounts

Appearance

Clock, Language, and Regicn

Ease of Access

‘P

Action Center

Review your computer's status and resolve issues
'@ Change User Account Control settings
Troubleshoot commen computer problems

Windows Firewall
Check firewall status | Allow an app through Windows Firewall

System

View amount of RAM and processor speed l'@ Allow remote access I
Launch remote assistance | See the name of this computer

Windows Update
Turn automatic updating on or off | Checkfor updates | Install optional updates
View update history

Power Options
Require a password when the computer wakes | Change what the power buttons do
Change when the computer sleeps

Administrative Tools
Defragment and eptimize your drives @ Create and format hard disk partitions
'@View event logs @ Schedule tasks '@ Generate a system health report

Thin Client
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No.

Action

12. Select “Allow remote connection to this computer” so clients can connect to the server.

System Properties

Computer Mame I Hardware I Advanced | Remote |

Remote Assistance

Allow Remote Assistance connections to this computer

Remote Desktop

Choose an option, and then specify who can connect.

() Don't allow remote connections to this computer

|:§) Allow remote connections to this complter I

[] Allows connections only from computers running Remote
Desktop with Metwork Level Authentication (recommended)

Help me choose Select Users..

OK || Cancel ||

Aoply |

Note

Thin Client

Microsoft permits the provisional setup of a remote desktop session host without

installing a license server for the duration of 120 days. Then the installation of a
license server is required, on which Client Access Licenses (CAL) are required.

https://www.microsoft.com/en-us/licensing/product-licensing/client-access-

license.aspx

Windows Server 2012 CALs are available in two versions:

- User CAL: A user can access the server software from any device by

means of a user CAL.

- Device CAL: Any user can access the server software from the licensed

device by means of a device CAL.

Entry ID: 28309119, V3.0, 11/2015
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5.2.6 Installing Web Navigator Client

The following steps describe the installation of the Web Navigator Client on the
remote desktop session host (server 2).

Table 5-7

No. Action

1. Start the WinCC V7.3 software by double-clicking on the “Setup” application of from the
installation medium.

© Siemens AG 2015 All rights reserved

SIEMENS

R F Drive Tools DVD Drive (D:) WinCC V7.3 -|[o| x
Home Share View Manage v @
© - 4 |i » ThisPC » DVD Drive (D:) WinCC V7.3 I | | Search DVD Drive (D) WincC .. 2 |
't Favorites MName - Date medified Type Size Kad

Bl Desktop . Install_and_Release-Motes 24.06.2014 18:14 File folder
g Downloads . InstData 24.06.2014 18:16 File folder
“El Recent places . LicenseText 24,06.2014 18:14 File folder
. Open Source Software 24,06.201418:15 File folder
1% This PC . Samples 24,06.2014 18:16 File folder
4 secon 24,06.2014 18:14 File folder
€ Network . setup 24.06.2014 18:14 File folder =
{I AUTORUN 24062014 15:37 Setup Information TKB
BackG 24,06.2014 15:37 Bitmap image 5,169 KB
|§| COMCT332.0CK 24,06.2014 15:36 ActiveX control 407 KB
|§| COMDLG32.0CX 24.06.2014 15:36 ActiveX control 150 KB
%] MSCOMCT2.0CX 24.06.2014 15:36 ActiveX control 647 KB
|§| MSCOMCTLOCK 24,06.2014 153:36 ActiveX control 1.046 KB
|§| msvbvmE0.dil 24,06.2014 15:36 Application extens... 1.352KB [
|27| RICHTX32.0CX 24.06.2014 15:36 ActiveX control 208 KB
| Setup.ex_ 24.06.2014135:36 EX_File 2.784 KB
Setup 24,06.2014 15:36 Application 1.518 KB
m PRV W LT TG rie TR | v
< m [[>
23 itemns =
2. Choose a setup language.

i~ Setupsprache: Deutsch
& ]

= Langue dinstallation: Francais

i Idioma de instalacidn: Espafiol

= Lingua di installazione: [taliano

SIMATIC

Cancel

Thin Client
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No. Action
3. Terminate all Windows programs. Click on the “Next” button.

Welcome to the inztallation of HiI Edition.
Wergion: W73

It iz ztrongly recommended that you exit all Windows programs before mwnning
this Setup program.

Click Cancel to quit Setup and then close any programs pou have unning.
Click. Mest to continue with the Setup pragram.

WARMING: Thiz program iz protected by copuright law and international
(.,; l [\.1 'J%.T l C treaties,
[ i

Unauthorized reproduction or diztribution of thiz program, ar any portion of it,
may result in zevere civil and criminal penalties, and will be prozecuted to the
masimum extent possible under lav.

Cancel

4, Read the Product Notice. Click on the “Next” button.

The product notes contain impartant information on installing and using thiz product.

YW'e recommend pou read these notes before ingtalling.

ez, | would like to read the notes.

o will find the notes in the directony:

[vAInstall_and_Releaze-MoteshE nglizh nstallM otesl nfoS ystem, chm

Cancel

Thin Client
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No. Action
5. Accept the license agreement as well as the security information.
Setup
License agreements
Please read through the following license agreement carefully, including the security information it contains.
Fleasze note: ~
Thiz zoftware iz protected under German and/or S American Copyright Laves and provigions in international reaties.
Unauthorized reproduction and distribution of thiz softvare or parte of it iz liable to prozecution, [t will be prosecuted according
to criminal as well as civil law and may result in zevere punizhment and/or damage clains.
Fleaze read all license provisionz applicable to this software before installing and using thiz softveare, v'ou will find them after
thiz nate.
If you purchaszed thiz software on a CO marked as "'Trialersion' or together with anather licensed software for you, this
zoftware may only be uzed for test and walidation purpozes according to the provizionz of thiz Trial License stated after thiz
note, & prerequisite for this kind of use is the ingtallation of programs, zoftware libraries, etc., on your computer.
THEREFORE, "WE RECOMMEMD TO INSTALLIT EITHER OM & STAMDALOME COMPUTER OR OM & COMPUTER
"WHICH 15 MOT WEEDED IM FRODUCTION OR FOR KEEFING IMPORTANT DATA BECAUSE 'WE CANMOT TOTALLY
EXCLUDE THAT EXISTING DATAWILL BE MODIFIED OR OVERWRITTEN. THEREFORE, WE WILL MOT BE LIABLE
FOR &WNY DAMAGES RESULTING FROM THIS INSTALLATION OF FROM IGMORING THIS LEGAL MOTICE &MD/OR
FOR LOSS OF DATA,
AN OTHER TwPE OF USAGE OF THIS SOFTWARE 15 ONLY ADMISSIELE IF Y0U HAVE AALID LICEMSE FROM US.
IFvOU DO MOT HAWE & WaLID LICENSE M#HICH HAS TO BE ESTABLISHED BY SUBMITTIMG A CORRESPOMDING |«
| gooept the conditions of the above license agreement az well ag the
[v conditions of the Open Source license agreement. Open Source license agreement
| confirmn that | have read and understood the zecurity information.
< Back Cancel
6. Select the Setup type “Install”.
Setup
Setup type
Select the Setup type that suits your requirements best.
(* Install
Ll Pleaze zelect the praducts that you waould like to install on your system
—+ =
(" Remove:
bt | Please zelect the products that you would like to remove from pour system,
—_
< Back Cancel
Thin Client
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No. Action

7. Select the languages you wish to install for WinCC V7.3.

I~ Geman [~ Kaorean

¥ English [~ Tawanese

[~ Erench

I~ Spanish
I~ ltalian
I~ Japanese

I~ Chinese

Cancel

8. Choose “Package installation”

* Package installation

Inztall program package

 |zer-defined installation

The uzer-defined installation allaws pou ta select the praducts ta be installed.

Target directony
(E:'\F’rngram Files [=BE]

Thin Client
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No.

Action

9. Select the “WebNavigator Client” package.

Program packages

Setup

Select the package that best suitz pour needs,

CawinCC
A0 Installation
[ webMavigator
[ ]''ebM avigatar Server

D ataMomitor
] Datakdanitar Server
[ Datakanitor Client

[ ConnectivityPack
[ ConnectivityPack, Server
[ ConnectivibyPack, Client

< Back

Drescription

includes:
-'w'ebM avigatar Clisnt

Mest » Cancel

10. Click on the “Next” button.

Programsz

Programs ta be installed

Setup

Ea

o []WinCC V7.3 Minimum

v [[]WinCC 7.3 Standard

« [[]'WinCC 7.3 Complete

W []WinCC 7.3 Expert mode

A\ C1WinCC V7.3 Client

A CIWiInCC W73 Fileserver

[CAWINCC Expert

" []"inCC Runtime

o []"inCC Configuration

¥ []WinCC OPC-Server

o []WinCC Smarttools

[ IWhnCC WebllX
*nCC weblli

[['webMavigator

s [ 1urfahbl suinabar Sansar

Help

Storage space |

< Back

Select a product to obtain infarmation
about it.

Required: 76 B

Cancel

Thin Client
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No.

Action

11. | Click on Install. WebNavigatorClient will then be installed.

WwebMavigator

WhebM avigator Client

Required: TE Mbytes

E stimated installation time:

00:03 [hh:mm]

Cancel

Thin Client
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5.2.7

Creating a Windows user

The following steps describe how to create user accounts in the remote desktop
session host (server 2).

Table 5-8

No.

Action

Open the Server Manager.

Open the “Computer Management” in Tools.

=

Dashboard

§ Local Server

5 All Servers

W§ File and Storage Services P

Server Manager *> Dashboard

Server Manager

WELCOME TO SERVER MANAGER

Manage

0 Configure this local server

QUICK START
2 Add roles and features
3 Add other servers to manage
WHAT'S NEW
4 server group
LEARN MORE
ROLES AND SERVER GROUPS
Rolesi 1 | Servergroups:1 | Servers total: 1

i File and Storage

Services

1 # Llocal Server

All Servers

@ Manageability

Events

Performance

BPA results

@ Manageability
Events
Services
Performance

BPA results

Manageability
Events
Services
Performance

BPA results

Tools  View  Help

Event Vi
iSCS Initiator

Local Security Policy

ODBC Data Sources (32-bit)

ODBC Data Sources (64-bit)

Performance Monitor

Resource Monitor

Security Configuration Wizard

Services

System Configuration

System Information

Task Scheduler

Windows Firewall with Advanced Security
Windows Memory Diagnostic

Windows PowerShell

Windows Powershel (x36)

Windows PowerShel ISE

Windows PowerShell ISE (+86)

Windows Server Backup

Open the “Local Users and Groups” dialog. Right-click on “Users” and select “New Users...”.

43

File Action View Help

Computer Management

BE |

;g Computer Management (Local)
a |} System Tools
[ @ Task Scheduler

MName
& admin

& Administrator

b {3 Event Viewer #,| Guest
I | Shared Folders -
4 % Local Users and Groups
| Users
B ] Grouy Mew User...
b (%) Performa n
= View L3
= Device
4 {3 Storage Refresh
> Windows Export List...
= Disk Man
by Services and [y

Full Name Description

Built-in account for administering...

Built-in account for guest access t..,

Actions
Users =
More Actions 4

Displays Help for the current selection.

Thin Client
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No. Action

4. Enter user name and password Table 4-2.

Izer name: ||"E-‘i'l'l'5ﬂ'5'1

Full name: |

Description: |

Famrd: |.III.III.

Confirm password: |iiiiliiii

[ ] User must change password at next logon
[+] Uzer cannot change password

[#] Password never expires

[ ] Account is disabled

5. Open the Properties of the created user “remote1”.

IFiIe Action View Help I

« o 2[E XE 2|

Q Computer Management (Local) MName Full Name Description
4 {f} System Tools & Admin
b (2) Task Scheduler & Administrator Built-in account for administering...
b 3] Event Viewer # Guest Built-in account for guest access t...
b | Shared Folders
a ¥ Local Users and Groups & remote? Set Password...
Us:
2 Users All Tasks ,
1 Groups
b (%) Performance Delete
ﬂ Device Manager Rename
4 {3 Storage =
[ n ‘Windows Server Backup Properties I
ﬁ Disk Management Help

[ ﬂ; Services and Applications

More Actions

More Actions

Displays Help for the current selection.

Thin Client
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6. Open the “Member Of” tab. Click on “Add”.

Changes to a user's group membership

Remaove are not effective until the next time the

user logs on.

Then click the “Advanced” button.

Select this object type:

|Emups

From this location:

|SEFWEH2

Erter the object names to select (=xamples):

[t

Thin Client
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No. Action
8. Click the “Find Now” button.

Select this object type:

Erocz:]

From this location:

|5EFWEH2

Common Gueres

M arie: Starts with |

Dezcription: | Starts with |

[] Disabled accourts
[] Mon expiring password

Dayps zince last logon:

Select the Remote Desktop Users group. Click on the “OK” button.

Select this object type:

|Gmups

Fram this location:

|SEFWEH2

Common Queries

Wame: Starts with v |

Description: | Starts with |

["] Disabled accounts
[ Mon expiring password

Davz zince last logon:

In Folder

Thin Client
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No.

Action

10. | Click on the “Apply” button to save the changes made.

remote’ Properties

B |

Remote control | Remote Desktop Services Profile Dialin
General | Member Of | Profile | Environment Sessions
Member of:

P Users

& Remote Desktop Users

Changes to a user's group membership

Remove are not effective until the next time the
user logs on.
0K | [ Cancel || Aol Help
Thin Client
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No. Action
11. | Open the “Environment” tab. For starting the WebNavigator Client automatically when you log on,
enter the path and the program file name of the WebNavigator Client.
For example:
C:\Program Files (x86)\Siemens\WinCC\Webnavigator\Client\bin\WinCCViewerRT.exe
remotel Properties _
Remote control | Remote Desktop Services Profile Dial4n
General I Member Of I Profile | Environment Sessions
Use this tab to corfigure the Remote Desktop Services startup
environment. These settings ovemde client-specified settings.
Starting program
[v Start the following program at logon:
Program file name:
|C:"-.Progrc|m Files {c86)%Siemens \WinCC\WebnavigatorClient “bin’
Start in:
Client devices
v Connect client drives at logon
¥ Connect client printers at logon
¥ Defautt to main client printer
| ok || Caneel | spply Help
12. | Confirm the changes by clicking on the “OK” button.
13. Repeat steps 3 to 12 with different users for the respective number of Industrial Thin Clients which
connect to the terminal server via the RDP.
Thin Client
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5.2.8 Configuring Web Navigator

Opening the WinCC demo project
The following steps describe how to open the demo project in WinCC.
Table 5-9

No. Action

Unzip the file “28309119_Thin_Client_Code.zip” in the WinCC server (server 1).

2. Start WinCC Explorer and open the demo project.
% WinCC Explorer - = =] =

File View Help
O m | %=, =g 2

WinCC Explorer [ 2 |

MNew project:

(O single-User Project
=§ A

== () Multi-User Project
=i

@ O Client Project

Existing project:

(® Open

Press F1 for Help.

3. Select “Computer” in the WinCC Explorer. Now right-click the entry shown in the right window
and select “Properties”.
/- WinCC Explorer - CAWINCC\Know_HOW_NO_PM\Know_HOW_NO_PM.mcp| = | @ [0

File Edit View Tools Help

Dl m | %= 2 eaE s e

= g% Know_HOW_NO_PM MName
{3} [Computer =l wincc
-4 Tag Management Cut
A Graphics Designer Copy
=] Menus and toolbars Paste
=¥ Alarm Logging
Delete

~J11 Tag Logging

ﬂ Repeort Designer
-5 Global Seript

Text Library
5 Text Distributor
"H User Administrator

5". Cross-Reference
i, Server data
[Q Load Online Changes
- Redundancy
M User Archive
L) Time synchronization
49 Hom
l';!? Picture Tree Manager
Ji_‘l, Lifebeat Monitoring
+\ 05 Project Editor
@ Web Navigator

Know_HOW_NO_PM\Computer, 1 object(s)

Thin Client
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4. Open the “General” tab. Click on “Use Local Computer Name”.
Computer properties -
General | Startup | Parameters | Graphics Runtme | Rurtime |
Computer Name: |SERVER1 |
I Use Local Computer Name I
Computer Type:
® Server
WinCC Cliert
Names of clients
[ ok ][ canesl |[ Heb

5. Next you will be notified that WinCC has to be restarted.

Thin Client
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Setting the Web Configurator
The following steps describe how to set the Web Configurator in the WinCC server

(server 1).

Table 5-100
No. Action
1. Open the “Web Configurator” in the WinCC Explorer. Right-click on “Web Navigator”. Now open
the “Web Configurator”.
4% WinCC Explorer - CAWInCC\Know_HOW_NO_PM\Know_HOW_NQO_PM.mcp | = o -
File Edit View Tools Help
e R = ?
=-_d Know_HOW_NO_PM MName Type ~
-3 Computer “Oﬂ,wiwjuttun.pdi
M Tag Management P 00.00_00_Headline.pd_ =
A Graphics Designer R 00_00_00_Info.pd_
-'d Menus and toolbars P 00.00_00_Main.pd_
-4 Alarm Logging 00.00.00_Tools.pd_
J.U Tag Logaing gOO_OT_OT_ChangELanguage‘pd_
a Report Designer 00_01_02_UserManagement.pd_
T P 00.01_03_ Audit.pd_
-1 Global Script
) P 00.01_04_ProAgent.pd_
F Text Library
B Todt Dictibutor P 00_01_05_501 Server.pd_
'.':' “OO_OW_OE_Pm:essH\storian‘pd_
3.1 ey “00_01_07_InFormationServar‘pd_
&g Cross-Reference P 00_01_08_Virtualization.pd_
3 Server data ® 00.01_08_Virtualization_admin.pd_
/4 Load Online Changes P 00.01_09_ Webnavigator.pd_
3 Redundancy R 00.01_10_PerfGanttControl04VE.Pd_
-3 User Archive P 00_01_10_PerfKPIContral03VE.Pd_
- L] Tirme synchronization P 00_01_10_PerformanceMonitor.pd_
1) Homn @ 00_01_10_PerfTableControl0SVB.Pd_
";I;‘ Picture Tree Manager "007017117DataMumtor.pdi
-L], Lifebeat Monitoring @ 00.01_12_Engineering.pd_
-, 05 Project Editor P 00_01_13_Muktitouch.pd_
EY Web Navigator| R 00_01_14_Integration.pd_
Web View Publisher jundancy.pd_
UX_Linel_Info.pd_
Load Balancing UX_Line2_Info.pd_
Web Settings UX_LMS.Pd_
Tis UX_Maintanance.pd_
¥ UUUZ_UT_webUX_Plant_Manager.pd_
"OO_OZ_OW_WebUX_Start_Phone_Line_‘.. v
(’ m >
Know_HOW_NO_PM\Web Navigator\ 326 object(s)
2. Select the “Create a new standard Web site (stand-alone)” option.

o . .

Tl WinCC Web Configurator -
Here, you can create a new standard Web site or add a virtual folder to an
existing activated Web site:

I@) Create a new standard ‘Web site Estand—alone]l
() Add toan existing Web site (virtual folder)
Cancel | | < Back || Mext =
Thin Client
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No.

Action

3.

Select “MainControl.asp” as the default web-page.

Here, you can specify a name. IP address and TCP connection ({default:
20) for your Web site:

MName of the \web site:
|‘."'.|'e|:| Mavigator |

Paort: IP Address:
|E~D | | (Al not assigned) A |

Default \Web-Page:

MainControl asp W

Reconnect Interval

]

Start the web-site after being configured.

Cancel || = Back || Nexct > |

= WinCC Web Configurator -

Restart the computer after completing the WinCC Web Configurator.

Configuring the Windows-Firewall

Please check the firewall settings for the services “World Wide 'Web
Services (HT TP Traffic-In)” or “World Wide Web Services (HTTPS
Traffic-In)”. These sethings can be made in “Windows Firewall with
Advanced Security” and "Inbound Rules™.

Windows-Firewall

s | [

== WinCC Web Configurator -

Thin Client
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No. Action
5. After the restart, open WinCC Explorer again and open the “Web View Publisher”.

#4 WinCC Explorer - CAWinCC\Know_HOW_NO_PM\Know_HOW_NO_PM.mcp |;|£-

S EEE

File Edit View Tools Help

O 1 » 4 =
=I-_#s Know_HOW_NO_PM
O Computer

11 Tag Management
M Graphics Designer
=] Menus and toolbars
= Alarm Logging

] Tag Logging

5 Report Designer
1.5, Global Script

Text Library

Text Distributor
User Adrministrator

a

Cross-Reference

_i. Server data

2? Load Online Changes
(3 Redundancy

User Archive

Ly Time synchronization

-} Horn

S5 Picture Tree Manager

, Lifebeat Monitoring
05 Project Editor

MName

P 00_00_00_Button.pd_

P 00_00_00_Headline.pd_

P 00_00_00_Info.pd_

P 00_00_00_Main.pd_

P 00_00_00_Tools.pd_

" 00_01_01_Changelanguage.pd_

" 00_01_02_UserManagement.pd_

P 00_01_03_Audit.pd_

P 00.01_04_ProAgent.pd_

P 00_07_05_50L Server,pd_

" 00_01_06_ProcessHistorian.pd_

" 00_01_07_InformationServer.pd_
" 00_01_08_Virtualization.pd_

" 00_07_08_Virtualization_adrmin.pd_
" 00_01_09_Webnavigator.pd_

" 00_01_10_PerfGanttControl04VB.Pd_
F 00_01_10_PerfKPIControl03VB.Pd_
“ 00_01_10_PerformanceMeonitor.pd_
" 00_01_10_PerTableControl05VB.Pd_
@ 00_01_11_DataMonitor.pd_

" 00_01_12_Engineering.pd_

P 00_01_13_Multitouch.pd_

" 00_01_14_Integration.pd_

IWeb View Publ\sherl

Web Configurator
Load Balancing

Web Settings

Properties

Know_HOW_NO_PM\Web Navigator,

undancy.pd_
UX.pd_
UX_Linel_Info.pd_
UX_Line2_Info.pd_
UX_LMS.Pd_
UX_Maintanance.pd_
Cuz_ui_weblUX_Plant_Manager.pd_
“00,02,01,WebUX,Start,PthE,Line,...
< m

Type

326 object(s)

Click “Next” on the start screen.

&y

WinCC Web Publishing Wizard - Introduction

SIEMENS

The WinCC Web Publishing Wizard will help you publish your WinCC Pictures
to a Web Server by preparing and copying the selected files from your WinCC
Project to the Picture Publishing Folder of your WinCC Web Server.

(== |

[] Skip this screen in the future.

= Back

Mewxt =

[ Finish

Thin Client
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7. Make sure that the project paths are correct.

SIEMENS

Select the folder containing your WinCC pictures and the folder of the
WinCC Wweb Server to which you will publish your pictures.

Path to your WinCC project :

[] Server Prefix

C:\Users\ﬁdmin\Deslctop\Hﬂow_HOW_NO_F‘M\I

Publishing folder of the WinCC Web:

C:\Users \Admin*Desktop Know_HOW_NO_PM\WebNavigator'.

[] Show hidden cbjects

[Goes | [mo |[wew> | [ono |

Select all pictures you wish to see in the WebNavigator client and move them into the right pane.

Add x Remove [33]-

Fles

k% 00_00_00_Button.pdl

k% 00_00_D0_Headlne.pdl
kad 00_00_D0_Infopdl

ka2 00_00_DO_Main pdl

ka2 00_00_D0_Tools pdi
égDD_D'I_D'I_&angeLangu...
égDD_D'I_DQ_UserManage...
K32 00_01_D3_Audit pd

ka2 00_01_D4_ProAgent pdl
Kt 00_01_D5_SQLServerpdl
ket 00_01_D6_ProcessHistori...
k+% 00_01_D7_InformationSe...
ka2 00_01_D8_Vitualization pdl
k&5 00_01_D8_Vitualization_...
k&3 00_01_0S_Webnavigator...
k32 00_01_10_PedGarttCort ...
ka2 00_01_10_PedfKPIContra...

SIEMENS

Selected files

¥4 00_01_10_Performance... #&%00_02_02_WebUX_Sma... +¢201_04_01_P
=% 00_01_10_PerfTableCon... +4 00_02_02_WebUX_Sup... «201_04_02_K
% 00_01_11_DataMonitor.pd| +5% D0_02_03_WebUX_SVG... +3£ 01_04_03_C|
£ 00_01_12_Engineering pdl «+£ 01_01_01_Plants pdl =201_04_p4_C
=4 00_01_13_Multitouch pdl  «£01_01_01_Product pd  +3£.01_04_05_C]
22 00_01_14_Integration pdl 3% 01_02_01_Production1.pdl +3 01_04_D6_K
%22 00_01_15_Redundancy.... s34 01_02_02_Production1L... «&£01_06_01_A|
200 02 01_WebUxXpd #2201 02 02 ProductioniL... «5£01_06_02 A
¥4 00_02_01_WebU¥_Line... +5401_02_03_Production1L... +5&01_06_03_A|
% 00_02_01_WebUX_Line... +401_02_03_Production1L... ¥ 02_00_00_B|
4 00_02_01_WebU¥_LMS... 54 01_02_04_Production 1P1... <<% 10_00_D0_ey
=4 00_02_01_WebUX_Main... £ 01_02_05_Production1P!...¥3£ 10_00_00_T|
= 00_02_01_WebUX_Plan... £ 01_02_06_Maintenance.... ¥4 10_01_00_T|
425 00_02_01_WebUX_Start... <22 01_02_07_ Maintenance... %5410 01 04 §
25 00_02_01_WebU¥X_Start... 22 01_02_07 Maintenance... %510 _01_05 G
2% 00_02_01_WebUX_Tabl... #5%01_03_01_FilingLine1_0... ¢« 10_01_D6_G
¥4 00_02_01_WebU¥_Tabl... +£01_04_00_KeyVisualpdl +2£10_01_07_G

£ m >

= R e e
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5.2 Software
No. Action
9. Select all functions you wish to operate in the WebNavigator client and move them into the right

pane.

SIEMENS

Add X Remove 23+

e =

=@ Callback MsgProc. Fet = mydmenumvandatad fot =4 Start_Alarm_Logging fot
@ Callback_DMEnumVarDa... 4o myEnum Tables fct =4 Start_Graphics_Designer....

=@ CeDateFromSt fot

=@ ComputerMame fct

=G delay fct

= double nom_pde_log fct

=4 ExportArchive ToCSW2 fot
=4 Filebrowser fct

“pdouble nom_pde_percen...
“pdouble Norm_PDE_SDE...

=4 Get DisplayMetrics fct
“4pglobal_c_varfct
= global_nav_varfct

“lok_fct fot
=4 LoopInAlarmMesse fot
=4 Loop Picture fct

=4 Import Archive FromCS V2 fet

=4 myEnumVariables fct

=4 MyMsrtCreateMsaglnstanc. .
= MyMSRTEnumArchivDat ...
=4 myOpen Picture fot

=4 MyStartMsgService Fot

=4 Mystopmsgservice fct

=4 My TlgGetArchivDataEX_ ..
=4 My TLGInsertArchivData fct

=4 openbrowserpage fot
=4 OperMsg fet
=¢pw_change fct

=4 FlesetWord TagBit fot
=4 SetWord TagBit fot
=4 sound fot

=4 StartCompressed fot

“4 Start_Tag_Logging fot
=4 Start_WinCCExplorerfct
=4 stringmerker fot

“4 UAReadFromArchive fct
=4 UAWrite ToArchive 2 fct

[t | [ <ok |[ New> | [ |

10. | Select all referenced graphics you wish to see in the WebNavigator client and move them into the
right pane.
SIEMENS
Add x Remove 23]+
F—
(2] 12-03-2014 15-01-07 bmp 28] @Config_rbmp |8l @HardCopy bmp |8 @kuuem rb
(& @4mor_1_0bmp [ @Corfig_RC bmp |4 @HardCopy_R.bmp (& @ku_rbmp
L&l @Amor_1_1bmp |8l @C5tar20 bmp 12| @help bmp |8l @anguage b
ﬁ @Amor_2_0bmp E @Diagnose bmp ﬁ @help_R bmp ﬁ @language)
|8 @Amor 2 1bmp 2] @E0bmp |8l @HiddenList bmp |8l @Lock bmp
& @Amow-Lbmp |5l @E0_op bmp || @HiddenList_dis bmp |8 @Lock1 bmg
L& @Amow-R bmp 8l @eXceed bmp |8 @HiddenList_op bmp 18 @LockedLisl
-5 @AS-20{bmp 8] @exceed rbmp |8l @Hiddenlist op_disbmp [ @LockedLisi
(3] @AS5-3:0¢bmp |8 @Exit0 bmp |8 @HidingList bmp [ @Loop bmp
-2 @AS-HX bmp 18] @Badt1 bmp |8 @HidingList_op bmp |8 @Loop_rbm
|5 @AS bmp |8l @FAmowDown bmp |8l @HidinglList_op_disbmp [ @M0bmp
-2l @Back1 bmp 8] @FAmowLeft bmp |8l @hierarchy bmp & @M00bmp
(3] @Back? bmp [ @FAmowRight bmp & @irfo bmp (8] @MsNm bmg
-2l @bfbom28 bmp 12| @FAmowUp bmp 18] @key1bmp |2 @M_active b
ﬁ @bfbomZ8g bmp E @Forw1 bmp ﬁ @key1_rbmp ﬁ @M_active_|
(& @Client bmp & @Forw2bmp & @Kubmp (3 @M_active_|
18] @Corfig bmp |l @Funnel bmp |- @kuuem bmp 8] @M_active_|
Thin Client
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5.2 Software

No. Action
11 Click on “Finish” to close the dialog box.
L WinCC Web Publishing Wizard - Finish [=[a [
The WinCC Web Publishing Wizard is finished collecting information.
To publish your pictures, press Finish.
Status  Name Type A
)] 01_06_01_Arealpd Screen
)] 01_06_02_AreaZ pdl Screen
)] 01_06_03_Arealpd Screen
¥ 02_00_00_Button_Example pdl Screen
¥ 10_00_00_empty.pdl Screen
¥ 10_00_00_Tips.pdl Screen
) 10_01_00_Tips.pdl Screen
-y_‘) 10_01_04_GraphicsDesigner pdl Screen -
I
Cancel | Back || et | | Close
Note Using the CMD command “netstat -ano” enables checking whether ports are

assigned or connections exist with your server and a remote computer. For
existing connections, the address of the peer can be read.

1ndows FowerShe
Copyright CCY 2013 Micresoft Corporation. All rights reserved.

P$ C:\Users\Admin> netstat -ano
Active Connections

Prote Lecal Address
TCP 172.16.51.1:338%
TGP 172.16.51.1:49220
TCP [=:1:%0

Foreign Address

172.16.51.1:389
[=:1:0

172.16.51.10:39142

Windows PowerShell

State
ESTABLISHED

ESTABLISHED
LISTEHING

Thin Client
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Creating Web Navigator users

In order to use WebNavigator you have to create users with the corresponding

authorization (Server 1). This is described below.

Table -5-11

No.

Action

1. Open the “User Administrator” in WinCC Explorer.

File Edit View Tools Help
J= 1>

= WinCC Explorer - C‘\WinCC\me_HOW_NO_PM\KrK}w__I;Ii-

(el | L - E & 2

=% Know_HOW_NO_PM
..... Computer
..... I Tag Management

j\ Graphics Designer
----- =] Menus and toolbars
----- ﬁ Alarm Logging

----- J_H Tag Legging

ﬂ Report Designer

..... 15 Global Script
Text Library
Text Distributor

Cross-Reference
----- _i, Server data
----- [ ¢ Load Online Chang
----- @ Redundancy

J_U User Archive
----- '—) Time synchronization
----- i Horn
----- ";I;‘ Picture Tree Manager
----L_|, Lifebeat Monitoring
05 Project Editor
----- " Web Mavigator

Properties

Know_HOW_MNO_PM\User Administrator',

2. Create a new group named “Remote”.

Note: The group name can be changed to suit your project.

il User Administrator - WinCC Configuration Studio == =
File Edit View Help
User Administrator « || §##f Groups [All] \Find 0 v| «
= ii“ User Administrator, Group name Logon with smari Type of automati ~ ||
4§ Administrator-g ew Group 1 [Administrator-Group = None g
+-#§ Function Level = 2 |Function_Level [} Inactive 5
-4 Workshopv7a | 3 |WorkshopV73 = None &
+-4 WeblUX_Functid 4 |WebUX_Function = None «
= 5
#-|  Export 5
7
8
£l =
10
11
12
13
14
15
Tag Management 16
M Alarm logging T
18
jjj Tag Logging 19
20 »
il -y Groups . Users .~ Authorization 1] <[ 1l 5
Ready | NUM | English (United States) | Table:  Groups | 100% (=) Iy,
Thin Client
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5.2 Software
No. Action
3. Select the “Remote” group and activate the authorization for the WebNavigator. Then select the
start picture “Start.pd_".
it User Administrator - WinCC Configuration Studio = =] ==
File Edit Wiew Help
User Administrator « H § remote [Find O \| «
EI--iﬁ' User Administrator B Selection -
-§#§ Administrator-Group Object type |Group é
i Function_Level Object name [remote S
§## WorkshopV73 B |General =
m WebUX_Function Group name |rem0te
- remote B |Login
Logon with smart card [
E |Logout
Type of automatic logoff |N0ne
Period of time before automatic Iogoff|
B Web
\WebMNavigator Fl
\"WebMavigator start picture Start.pd_
WebUX
Start Picture of WebUX
Web language English (United States)

Tag gement

@ Alarm logging

Here, you can activate the "WebNavigator” option.

You configure the start picture and the runtime language for the user's web access to WinCC.

7] Toa Looaing

ﬁ'l W - S| [ [~
[ 4 » n| users ¢ Authorizations [ <[ m >
Ready | NUM | English (United States) ——F
4. Select the “Remote” group. Select the menu item “New User”.
il User Administrator - WinCC Configuration Studio = [ = =
File Edit View Help
User Administrator « || § remote [Find Pl «
=-§9 User Administrator User name Group name Password |Logon with smar“Type of aute| ~ || 4
: m Administrator-Group 1 |zs E
### Function_Level | 2 | 5
m WorkshopV73 | 3 | E'
#-§#§ WebUX_Function |4 |
: m remot i
i MNew User | 6|
ST 17|
E3 Copy | 8|
i | Paste 9
[10]
Delete 111 | =
Rename £
[13]
W] Export 14
15
16
[17]
,,,,, |18 |
Tag M t =
il33| Tag Managemen Z_U
@ Alarm logging A
22 -~
111 Tag Logging E
= | 24| -
Bl e - M 4 v M| Users  Authorizations < m ] >
Ready | NUM | English (United States)
Thin Client
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No. Action
5. Enter the username and password below:
User: “WinCC remote1”
Password: “remote1”
i User Administrator - WinCC Configuration Studio =18 -
Datei Bearbeiten Ansicht Hilfe
User Administrator « || § Benutzer [remote] [suchen Pl «
=-§ User Administrator Benutzername |Gruppenname | Passwort Anmeldung mit WebNavigator |WebMavigator Starthild |~ || m
=-§§§ Administrator-Group 1 JWinCC remotel |remote sevene I = Start.pd_ P:'
+ #i Function_Level 2 [WinCC remote2 |remote g B Start.pd_ 2
& i WorkshopV73 3 %
+ ## WebUX_Function 4 ?'.F
B ## remote £l = N5
-§ WinCC remote1 5
§ WinCC remote2 z
8
— 9
5 5 : Variablenhaushalt 10
11
@ Alarm Logging 12
jjj Tag Logging 13
14
il o - m Berechtigungen < [ >
Bereit | Num ‘ Englisch (USA) | Tabelle: 2 Benutzer | 100% \%:I 0 -
6. Repeat the steps for the following users:
“WinCC remote2” (PW:remote2)

Thin Client
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Testing WebNavigator locally at the server (Server 1)

Note

The following requirements must be met:

e WebNavigator is configured correctly.
¢ WinCC Runtime has been started.

Table 5-12

No.

Action

Start the Microsoft “Internet Explorer” locally. Enter http://localhost/ in the address bar.

Then a password prompt appears. Assign a user name and the respective password here (see
Table 4-1).

iexplore
The server localhost is asking for your user name and password, The
server reports that it is from localhost.

Warning: Your user name and password will be sent using basic
authentication on a connection that isn't secure.

[ WinCC remotel

[essessess]

[[] Remember my credentials

If the user name and the password are correct, the WinCC operator displays are displayed in
Microsoft Internet Explorer.

£+ ©§ £ SIRVER] - Web Nevigetor %

| SIMATIC VANCC from Siemens is 3 scalable process.
WANCC ofters.

Note In the Internet Explorer, the server must have been rated as trusted.

For further information, refer to the following entry ID: 16957049.

Thin Client
Entry ID: 28309119, V3.0, 11/2015 65



http://localhost/
https://support.industry.siemens.com/cs/ww/en/view/16957049

© Siemens AG 2015 All rights reserved

5 Installation and Configuration

5.2 Software
Note In order to be able to use certain controls of extension packages, such as the
Performance Monitor, plugins need to be installed.

For further information, refer to the following entry ID: 88195784.

Note When using a process picture with ActiveX controls in WebNavigator, you need
to activate the “Permit ActiveX Controls” checkbox in the “Security” tab in the
Internet Options of the Internet Explorer.

For further information, refer to the following entry ID: 102768445
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5.2 Software
5.2.9 Industrial Thin Client
Note To delete the set IP address of the device and to restore the default settings,
keep the reset button pressed for at least 3 seconds after switching on the power
supply.
The button is at the back of the device, next to the Ethernet interface. Please use
a pointed object such as a paper clip to press the button.
Reset button
Thin Client
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Setting up the Industrial Thin Client for the first time

The following steps describe how to set up a RDP connection from the Industrial
Thin Client to the remote desktop session host.

Table 5-13
No. Action
1. When you switch on the Industrial Thin Client for the very first time or when you have reset the
factory settings at the back of the device, the setup menu will open up. In the first step you enter a
unique name for the device such as “itc-1200” and confirm by pressing the “Next >” button.
Device Network Connections
Device name Touch screen
|itc1 200 Calibration
Next >
:.:::: ;::kidentify the device in the D rghtacick
Connection password Administrator password
current password current password Cancel
Ly
Change connection password... Change administrator password...
Build: 02.00.00.00_01.10.00.06
2. In the second step, enter the network configuration of the device. Click on the “Static” button and
then enter the IP address from Table 5-2.
Thin Client Setup o ‘ e English | Vv
Device Network Connections
Static Dynamic P Ok
Identify device by
Next >
MAC
Device name
Cancel
Thin Client
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No. Action
3. In the third step, create a Remote Desktop Protocol connection. Use the following settings:

Connection type:

Connection name:

Server (IP address or Hostname):
Port:

User:

Password:

Show connection (favorites):

Then click on the “Save & Exit” button.

Thin Client Setup o

Device

Connection type
[J rDP v

Connection name

Terminalserver

Description

Server (IP-address or Hostaddress)
172.16.51.2

Port
3389

Start program

RDP

Terminalserver

(= see IP Terminal server from Table 5-2)
3389

(= see user from Table 4-2)

(= see password from Table 4-2)
(activated)

0 O

Network Conr{ections

Domain < Previous

User

remote1

Password | Save & New

o000000
Cancel

Autostart connection [
Save & Exit

@ Show connection (Favorites)
[:] Reconnect automatically

D Connect USB as drive

Automatic scaling

4, Open the connection you created from the favorites bar in the Industrial Thin Client. Press on the
“Favorites” button and select the connection “Terminalserver”.
Thin Client
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No.

Action

5

When the RDP connection to the remote desktop session host has been built up for the first time,
the application “WinCCViewerRT” is started automatically according to the user configuration in
chapter 5.2.7 of the remote desktop session host.

A dialog box for the configuration of the connection from the WinCC WebNavigator client to the
WinCC WebNavigator server appears.

Enter the address of the WebNavigator server in this dialog box. Use the host name or the IP
address of the WinCC server from Table 5-2.

In the example project, the users from Table 4-1 have already been created with their respective
passwords.

Take a user from the plant operation phase from Table 4-1 for the identification of the WinCC
WebNavigator client at the WinCC WebNavigator server.

General l Parameters l Graphics Runtime l Runtime l

Configuration file
|C:"-.Users"-d'emnte3"-J5.p|:|Data"-.Lu:nc..."-.‘."a'inCC“u"lewerRTmI

Server
hddress Ihttp-//172.16 51.1

Use project settings. (This requires a server
version »= 7.0.2)

Credentials

Uzemame WinCC remote 1

Password |"'"“"|

0K | Cancel

Note For further information on setting up WinCCViewerRT, please refer to the

following entry ID: 102768445.

Thin Client
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6 Operating the Application

6.1 Overview

6
6.1

Note

6.2

Thin Client

Operating the Application

Overview

It is now possible to access the WinCC server and the WinCC Runtime project
running on the server via the Industrial Thin Clients.

For diagnostics, the web server of the CPU can also be displayed on the Industrial
Thin Clients.

The connections created in chapter 5.2.9 “Industrial Thin Client” are used to access
the respective device.

For opening a connection, you simply have to select it in the favorites bar in the
Industrial Thin Client.

Please find the operating instructions for Industrial Thin Client at the following
address:

https://support.industry.siemens.com/cs/ww/en/view/61187980/79267000203. \5\

Connecting to the remote desktop session host

When the connection to the remote desktop session host is built up, an instance of
the WebNavigator client is started for the logged in user.

This instance connects to the WebNavigator server automatically, enabling the
operation of the WinCC Runtime project on the WinCC server of the Industrial Thin
Client.

Please find a detailed description of the functionality of the example project online
at the following link:

https://support.industry.siemens.com/cs/ww/en/view/93148272
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7 Further Notes, Tips & Tricks, etc.

7.1 Expansion options

Remote access to the WinCC server

The remote access on the WinCC server via the RDP is not allowed for active
server services such as the WebNavigator server.

As an alternative, the Remote Framebuffer Protocol (RFB) with VNC software is
suitable for remote maintenance of the WinCC server.

This protocol is supported by the Industrial Thin Clients and can be used for the
access on the WinCC server via the connection created accordingly.

For this purpose, an additional VNC server is installed on the WinCC server. Via
the VNC connection it is then possible to operate the WinCC server from the
Industrial Thin Clients, for example to carry out maintenance such as starting and
stopping runtime.

A video on how to create a VNC connection is available online at the following
address: https://support.industry.siemens.com/cs/ww/en/view/63348591.

Sm@rtServer

Another possibility of operating remote devices with Industrial Thin Clients is the
Sm@rtServer. Remote access to Comfort Panels is then possible, for example.

For this, the function Sm@rtServer is to be activated on the Comfort Panel. In this
way the connection to the Comfort Panel can be created from the Industrial Thin
Client.

A video on how to create a Sm@rtServer connection is available online at the
following address: https://support.industry.siemens.com/cs/ww/en/view/63445531.

7.2 Alternative configurations

SIMATIC WinCC Runtime Professional V13

In addition to WinCC Runtime V7.3, the solution presented in this application can
also be implemented with SIMATIC WinCC Runtime Professional V13.

For this SIMATIC WInCC Runtime Professional V13, the option WebNavigator is
also available and can be set in the same way as described here.

The necessary steps can be generally transferred.

Thin Client
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Virtualization of the server systems

Virtualization techniques available today allow for the parallel operation of several
virtual computer systems on a single hardware platform. Sufficiently powerful
computer configurations are needed.

Several virtual machines (VM), called guests, are connected to one host device.
They use the same resources of the real hardware, i.e. those of the host.

In the present solution, two server systems, a WinCC server, and a remote desktop

session host are used. All those could be run as guests on a virtual machine on
the host computer.

Figure 7-1
Industrial PC
Host Computer
Guest VM Guest VM
WinCC Server Terminal server
T T
[ P 1 N | O Ml s J
1 virtual network
Industrial Thin Clients
A
Industrial Ethernet
Switch
CPU
Note Please find more information on virtualization of servers online at the following

address:

https://support.industry.siemens.com/cs/ww/en/view/49368181
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7.3 Performance data

For a remote access to the WinCC server, the speed of the image build-up and the

reaction speed of the Runtime project are very important.

This depends on the server hardware used and also on the speed of the network
connection and the number of Industrial Thin Clients used at the same time.

For estimating the power to be expected, measured data with various connection
types for various numbers of clients are available online.

Please find the respective measured data at the following address:
https://support.industry.siemens.com/cs/ww/en/view/25576569.
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8 Links & Literature

Table 1-2
Topic Title

\1\ Siemens Industry https://support.industry.siemens.com
Online Support

\2\ Download page of the https://support.industry.siemens.com/cs/wwde/28309119
entry

\3\ WinCC/WebNavigator https://support.industry.siemens.com/cs/ww/en/view/102
manual 768445/69924901771

\4\ Manual https://support.industry.siemens.com/cs/ww/en/view/102
WinCC V7.3 754925/68754597131

\5\ Industrial Thin Client https://support.industry.siemens.com/cs/ww/en/view/611

manual

87980/79267000203

9 History

Table 9-1
Version Date Modifications
V3.0 11/2015 Complete revision:
WinCC 6.2 > WinCC 7.3
Windows Server 2008 = Windows Server 2012 R2
V2.0 09/2013 Complete revision:
WinCC 6.2 - WiInCC Professional V12
Thin Client = Industrial Thin Clients
Windows Server 2003 = Windows Server 2008
V11 05/2008 Installation sequence optimized and notes supplemented
V1.0 02/2008 First version
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