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Warranty and Liability

Note The Application Examples are not binding and do not claim to be complete with
regard to configuration, equipment or any contingencies. The Application
Examples do not represent customer-specific solutions. They are only intended
to provide support for typical applications. You are responsible for the correct
operation of the described products. These Application Examples do not relieve
you of the responsibility of safely and professionally using, installing, operating
and servicing equipment. When using these Application Examples, you
recognize that we cannot be made liable for any damage/claims beyond the
liability clause described. We reserve the right to make changes to these
Application Examples at any time and without prior notice. If there are any
deviations between the recommendations provided in this Application Example
and other Siemens publications — e.g. Catalogs — the contents of the other
documents shall have priority.

We do not accept any liability for the information contained in this document.

Any claims against us — based on whatever legal reason — resulting from the use of
the examples, information, programs, engineering and performance data etc.,
described in this Application Example shall be excluded. Such an exclusion shall
not apply in the case of mandatory liability, e.g. under the German Product Liability
Act (“Produkthaftungsgesetz”), in case of intent, gross negligence, or injury of life,
body or health, guarantee for the quality of a product, fraudulent concealment of a
deficiency or breach of fundamental contractual obligations (“wesentliche
Vertragspflichten”). The compensation for damages due to a breach of a
fundamental contractual obligation is, however, limited to the foreseeable damage,
typical for the type of contract, except in the event of intent or gross negligence or
injury to life, body or health. The above provisions do not imply a change of the
burden of proof to your detriment.

Any form of duplication or distribution of these Application Examples or excerpts
hereof is prohibited without the expressed consent of Siemens AG.

Security Siemens provides products and solutions with industrial security functions that
qurma— support the secure operation of plants, solutions, machines, equipment and/or
tion networks. They are important components in a holistic industrial security
concept. With this in mind, Siemens’ products and solutions undergo continuous
development. Siemens recommends strongly that you regularly check for
product updates.

For the secure operation of Siemens products and solutions, it is necessary to
take suitable preventive action (e.g. cell protection concept) and integrate each
component into a holistic, state-of-the-art industrial security concept. Third-party
products that may be in use should also be considered. For more information
about industrial security, visit http://www.siemens.com/industrialsecurity.

To stay informed about product updates as they occur, sign up for a product-
specific newsletter. For more information, visit
https://support.industry.siemens.com.

Thin Client
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1 Task

1.1 Introduction

1
1.1

1.2

Task

Introduction

Thin Clients have several advantages for the operation and monitoring of systems
and production machines.

In combination with a SCADA system they can reduce costs and increase the
system availability.

The present document describes the possibility of setting up an infrastructure by
using the control panels type SIMATIC Industrial Thin Client and the SCADA
system SIMATIC WinCC Runtime Professional V13.

You will learn about the required hardware and software components and how to
configure and set up these components. Afterwards, you will start a small example
project.

You will be able to use the solutions presented here for the planning, configuration
and commissioning of your own individual production plant, where you use
SIMATIC Industrial Thin Clients and SIMATIC WinCC Runtime Professional V13.

Requirements

To ensure a simple introduction into the topic the following figures describe the
essential elements of a general automation solution.

Figure 1-1

SCADA System

Operator Operator Operator Operator Operator
station 1 station 2 station 3 station 4 station 5

Network
component

Network

ey

Production plant

Requirements of the automation solution

Thin Client

e It must be possible to operate the production plant from various locations
(operator stations).

e The operator stations are sometimes exposed to rough environmental
conditions, therefore the devices need to be robust.

e The operator stations all access the same central data management.

Entry ID: 28309119, V3.0, 11/2015
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2 Solution

2.1 Overview

2 Solution

2.1 Overview

Main topics of this application
This document covers the following topics:

e Which hardware and software components are needed for a functioning
solution?

e What licenses are needed?
e How do the various components work together?
e How must the individual components be configured and parameterized?

2.2 Setup
Schematic layout
Figure 2-1
WinCC Server Remote Desktop Session Host
0 |
Industrial Thin Clients
A
Industrial Ethernet
Switch 0
-
=
cpu |l

Thin Client
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2 Solution

2.2 Setup

Function

Advantages

A WinCC server assumes the central data management of the production
plant. The connection of the process values from the controller (CPU) and their
graphic processing for displaying them at the operator station are done here.

The data provided by the WIinCC server is supplied by the remote desktop
session host within the individual remote desktop sessions and is thus made
accessible for several terminal clients.

The Industrial Thin Clients have the task of visualization, and enable the
operation of the production plant.

A switch connects all the Ethernet nodes with each other.

The structure of this layout offers the following advantages:

Investment security through:
- the use of standardized interfaces and components

Saving costs when SIMATIC Industrial Thin Clients are used as WinCC clients
instead of classical PCs, due to

- the use of low-cost hardware

- the fact that no additional software licenses for the clients are needed.
Additional costs saved in engineering and maintenance, due to the fact that
- no user software needs to be installed on the Thin Clients

- no additional configuration of the clients is needed

- simple expansion options for additional operator stations

- devices can be easily replaced

Machine-level operating and monitoring is possible because of

- the use of robust components for industrial use.

Topics not covered in this application

The solution described here refers to WinCC Runtime Professional V13. For
WinCC V7.3 a comparable application example does not exist.

On the internet page of this application example both alternatives are available.
https://support.industry.siemens.com/cs/ww/en/28309119 \2\

Assumed knowledge

Thin Client

For the implementation of the solution described in this document, basic knowledge
in the following topics is assumed:

Basics of automation hierarchy (field level > SCADA)
Automation technology

Microsoft Windows operating systems

Ethernet network with TCP/IPv4

Entry ID: 28309119, V3.0, 11/2015 6
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2 Solution

2.3 Hardware and software components

2.3

Validity

Hardware and software components

This application is valid for
e SIMATIC Industrial Thin Clients
e SIMATIC S7-1500 CPUs
e Windows Server 2012 R2
e WIiInCC Runtime Professional V13

Components used

The application was created with the following components:

Software components

Thin Client

Table 2-1
Component Qty Article number Note
Windows Server 2012 1 Microsoft
R2
WinCC Runtime 1 6AV2105-....3-0
Professional V13
WinCC Engineering V13 6AV210-....3-0
STEP 7 Professional 6ES7822-1..03
V13
WinCC 1 6AV2107-0KD00-0BBO | License for 3 clients
WebNavigator for
Runtime Professional 3
clients
Terminal Server CAL 3 Microsoft License for 3 clients
(user)
CAL 1 Microsoft

Entry ID: 28309119, V3.0, 11/2015
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2 Solution

2.3 Hardware and software components

Hardware components

Table 2-2
Component Qty Article number Note

Industrial PC 2 6AG4112-2....-.... This IPC is used as an

SIMATIC IPC647D example, other IPCs can also
be used when meeting the
SW requirements.

POWER SUPPLY 1 6ES7307-1EA01-0AAOQ If more devices are

PS307 24 V/5 A connected, it can become
necessary to connect a
stronger power supply, e.g.
with 10 A (order number:
6ES7307-1KA02-0AA0)

SCALANCE X208 1 6GK5208-0BA10-2AA3 Cognects up to 8 Ethernet
nodes.

SIMATIC ITC1200 6AV6646-1AA22-0AX0

CPU 1516-3 PN/DP | 1 6ES7516-3AN00-0AB0O

SIMATIC S7 6ES7954-8LF01-0AA0

MEMORY CARD,

24 MB

Example files and projects

The following list includes all files and projects that
are used in this example.

Table 2-2

Component

Note

28309119 _Thin_Client_Doku_V13_de.pdf

This document.

28309119 _Thin_Client_Code_V13.zip

This zip file contains the WinCC
project.

Thin Client
Entry ID: 28309119, V3.0,

11/2015
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3 Basics

3.1 Client and server

3
3.1

3.2

Thin Client

Basics

Client and server

In the client & server concept, a server provides information and service, which is
requested by one or more clients.

The server passively waits for the requests, which are actively made by the client.
The client and the server communicate in a network.

Figure 3-1
Server
[ Service ]
A
[2)
¢ & Network
SIS
/Qg, Q‘,”Q
Q—
Client 1 Client 2 Client 3 Client n

Industrial Thin Client

The idea of Thin Clients is that the clients only need little power from the data-
processing hardware.

They are optimized for data input and output. Powerful and expensive hardware
components for processing data are not necessary. The data is processed and the
programs are run on a central server so that cost-optimized hardware can be used
for the clients.

Figure 3-2
Costs
Industrial Thin Client Server
Performance
lower higher

Entry ID: 28309119, V3.0, 11/2015
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3 Basics

3.3 Remote desktop session host (terminal server)

3.3

Thin Client

The considerably lower requirements for the data-processing hardware as
compared to the server are the reason for the name “Thin Client”.

Since the hardware is less complex, it is also less susceptible to errors as
compared with the standard PC solutions. SIMATIC Industrial Thin Clients have
been especially optimized for the use in a rough industrial environment and do not
contain rotating parts, for example.

An additional advantage of Thin Clients is that installation, maintenance and
software updates have to be performed only once on the server. No additional
installations or updates of the software and licenses are necessary in the Thin
Clients themselves.

Remote desktop session host (terminal server)

A remote desktop session host offers several remote desktop clients the possibility
of joint access to applications provided by the remote desktop session host.

Each remote desktop client receives its own workspace on the remote desktop
session host for executing the desired application. This workspace is referred to as
remote desktop session.

In a remote desktop session, the available resources can be used by the
applications executed there. This includes the main memory and the CPU of the
remote desktop session host.

The operator entries by mouse, keyboard or touchscreen, etc. from the remote
desktop client are transmitted to the remote desktop session host.

The application is run and the data processed completely on the remote desktop
session host.

For the output of the visual data, the screen contents of the remote desktop
session are transmitted back to the remote desktop client.

The remote desktop session host and the remote desktop client communicate via
the TCP/IP and RDP protocols.

Figure 3-3
Remote Desktop
1 2 Session Host
6
I I
5
3 4 4
3
| I 2
1
5 6
| | | Mouse / Keyboard > I
| J < Screen Contents | |
I |
Remote Desktop Clients Sessions
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3.4 Multi-instance capability of applications

3.4 Multi-instance capability of applications

The capability of an application to be carried out several times simultaneously on a
computer system is called multi-instance capability.

This feature of the application is a basic prerequisite for its use in the remote
desktop session host.

Each client of the remote desktop session host uses its own instance of the
application.

The following figure shows an application capable of multi-instances taking the
example of a text processing program.

Figure 3-4

Remote Desktop
Remote desktop client 1 Session Host

“ABCDEFGH”
\\ Word processing

Textl1:
“ABCDEFGH”

Remote desktop client 2

Word processing

“12345678" -+ Text2:

“12345678“

Thin Client
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4 Mode of Operation

4.1 General overview

4 Mode of Operation

4.1 General overview
Figure 4-1
WinCC Server (server 1) @ Remote desktop session host (server 2) @
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)
cPU Industrial Industry optional: further
Thin Client Thin Client Industrial Thin Clients

Process
connection

On the WInCC server (1), the operator control and monitoring system SIMATIC
WinCC Runtime Professional runs.

Since no RDP connections are admitted for operating the WinCC project from the

Industrial Thin Clients (2) to the WIinCC server, the option package SIMATIC

WinCC WebNavigator (3) is used in this place. It consists of a server and a client

component.

The WebNavigator server provides the WinCC Runtime project as a website via
the Internet Information Service (11S). It can be called from the WebNavigator client
via the http/https protocol.

The WebNavigator client is installed on a separate computer, the remote desktop

session host (4). There, the program can be simultaneously executed in several

remote desktop sessions (5) thus enabling multiple access to the WinCC project.

From each Industrial Thin Client, a Remote Desktop Protocol (RDP) connection to
the remote desktop session host is created to initiate a session on the remote
desktop session host. In each of these sessions, an instance of the WebNavigator

Client is carried out.

Additional connections can be set up from the Industrial Thin Clients, for example

for a direct diagnostics of the CPU.

Note Please find further information on the possibilities of a remote access to WinCC

stations online at the following address:
https://support.industry.siemens.com/cs/ww/en/view/78463889

Thin Client
Entry ID: 28309119, V3.0, 11/2015
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4 Mode of Operation

4.2 WIinCC Server functionality

4.2

4.3

Thin Client

WinCC Server functionality

On the WiInCC server the WinCC Runtime project runs in the WinCC runtime
environment.

The following table lists the users, which are used in the later configuration of the
user management of the WinCC server in this application.

Table 4-1
User name Password Remark
web-user_de web-user_de ITC1
web-user_en web-user_en ITC2

The users you work with in the WIinCC server during plant operation need to be
maintained in the Windows user management and in parallel also in the user
management of the WinCC Runtime project.

Please keep this in mind, especially when you change the password, as it must be
changed in the user management of the operating system and also in the user
management of the WinCC project.

Remote desktop session host functionality

A client receives its own remote desktop session by logging a remote desktop
client on at the remote desktop session host via RDP.

The users used in this application example, for example for logging on to the
remote desktop session host, are listed in the following table.

Table 4-2
User name Password Remark
remotel remotel ITC1
remote2 remote2 ITC 2

Entry ID: 28309119, V3.0, 11/2015 13
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5.1 Hardware

5 Installation and Configuration

This chapter provides you with a step-by-step introduction into the installation of
the hardware and software components

5.1 Hardware
Overview
The following picture gives an overview of the hardware structure of the
application:
Figure 5-1
L1
N
PE
PS307 SIMATIC Rack SIMATIC Rack
24 V/5 A IPC647D IPC647D
o } ” o
Il
+
24V
SCALANCE
X208
E=T .
ul] [y Industrial Ethernet
(I
04|
1
SIMATIC
Field PG
SIMATIC Industrial Thin Clients Optional: further
Industrial Thin Clients
T Q
L]
Ifl:ll:l 1516-3
L=l pnDP
Note Please follow the setup instructions of the components used above.

Please refer to the introduction into the SIMATIC S7-1500 controller family at the
following address:

https://support.industry.siemens.com/cs/ww/en/view/78027451

Thin Client
Entry ID: 28309119, V3.0, 11/2015 14


https://support.industry.siemens.com/cs/ww/en/view/78027451

© Siemens AG 2015 All rights reserved

5 Installation and Configuration

5.1 Hardware

mains during wiring.

A The connection line of the power supply must not be connected to the

WARNING

Installation procedure

Table 5-1
No. Action
Install the hardware of both SIMATIC Rack PCs. Do not switch on the PCs yet.
Connect the 24V of the power supply to the SCALANCE X208.
Connect the SIMATIC Industrial Thin Client to the potential equalization.
o ] .
E SIII Al A A
=] A
ﬂ !".
.
-l
4. Connect the 24V of the power supply to the SIMATIC Industrial Thin Client.
L DC+24 V
GND
5. Open the front cover of the CPU and insert the SIMATIC memory card into the provided slot.
. 1
\
x50 |
PUSHI
|
Lf’ —_—
Thin Client

Entry ID: 28309119, V3.0, 11/2015
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5 Installation and Configuration

5.1 Hardware

No.

Action

6.

Connect the 24V output voltage of the power supply PS307 24V/5 A to the 24V input voltage of
the CPU 1516-3 PN/DP.

L+

L+

Connect the SCALANCE switch at one free Ethernet port to the following Ethernet nodes:
e  SIMATIC Industrial Thin Client

e  SIMATIC Industrial Thin Client

e SIMATIC Rack PC

e CPU 1516

e  Programming unit

Connect the plug of the power supply PS307 24V/5 A to the mains.

Switch on the PS307 24V/5 A power supply.

10.

Switch on the PCs.

Thin Client
Entry ID: 28309119, V3.0, 11/2015 16
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5 Installation

and Configuration

5.2 Software

5.2

Note

5.2.1

Note

Thin Client

Software

The following installation order must be followed for operating the Industrial Thin
Client at the server.

1. Assigning IP address/server name

Installing Internet Information Service (1IS)

Installing WinCC Professional and WebNavigator
Installing remote desktop services

Installing WebNavigator Client

Transferring programs by means of programming device

N o o ks wDd

Creating Windows user accounts
8. Configuring the Thin Client

The following steps describe the installation of additional software components in
detail.

Starting points are two preinstalled operating systems Microsoft Windows Server
2012 R2 operating systems.

Please find a list of operating systems suitable for the use of WinCC with the
WebNavigator Server option online in the system manual of WinCC Professional
V13.0 in the chapter “Software and Hardware Requirements” at the following
address:

https://support.industry.siemens.com/cs/ww/en/view/92323076/57373786507. \3\

Further information about WinCC Professional is available online in the system
manual of WinCC Professional V13.0 at the following address:

https://support.industry.siemens.com/cs/ww/en/view/92323076/63974837515. \4\

Assign IP address

The following chapter describes assigning the IP addresses in the network and
explains how to assign the IP addresses of the servers.

The IP addresses are only examples and can be replaced by your own IP
addresses.

The following table contains an overview of the network devices and their
respective IP addresses.

Table 5-1

No. Device IP address
1. WinCC Server (server 1) 172.16.51.1

2. Remote desktop session host (server 2) 172.16.51.2

3. Industrial Thin Client 1 172.16.51.10

4. Industrial Thin Client 2 172.16.51.11

5. CPU 172.16.51.20

6. SCALANCE 172.16.51.30

7. Programming unit 172.16.51.40

Entry ID: 28309119, V3.0, 11/2015 17
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5 Installation and Configuration

5.2 Software

Setting the IP address of the server

Table 5-2
No. Action
Open the “Control Panel” of the WinCC server (server 1).
2. Open the “Network and Internet”.
=] Control Panel = 23
1 B8 » Control Panel v & | [ search Control Panel o]

.

Adjust your computer’'s settings

System and Security
Review your computer's status
@‘u"iew event logs

- Eetwork and Internetl

Connect to the Internet
View network status and tasks

Hardware
View devices and printers
Add a device

Programs

Uninstall a program

Get programs

'@ Turn Windows features on or off

2
¥
@

View by: Category ~

User Accounts
I@'Change account type

Appearance
Change desktop background
Adjust screen resolution

Clock, Language, and Region
Add a language
Change input metheds

Set the time and date

Change date, time, or number formats

Ease of Access
Let Windows suggest settings
Optimize visual display

3. Open “Network and Sharing Center”.

- 4 |@ v Control Panel » Network and Internet »

W 0| | Search Control Panel

Hardware
Programs
User Accounts

Appearance

Ease of Access

Control Panel Home L

Systern and Security
Network and Internet

~ad  View network status and tasks

Network and Sharing Center

Connect to a network

View network computers and devices

Internet Options
Connect to the Internet

Manage browser add-ons

Clock, Language, and Regicn

Change your homepage

Delete browsing history and coekies

Thin Client
Entry ID: 28309119, V3.0,

11/2015
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5 Installation and Configuration

5.2 Software
No. Action
4, Select the LAN connection.

- 4 i:_ <« Network and ... » MNetwork and Sharing Center v & | | Search Control Panel

Control Panel Home

Wiew your basic network information and set up connections

View your active networks

Change adapter settings
Change advanced sharing productionline.local Access type: Mo Internet access

Domain network Connections: @ Ethernet)

settings

See also
Internet Options

Windows Firewall

Change your networking settings

W Setup a new connection or network

Set up a broadband, dial-up, or VPN connection; or set up a router or access
point,

@ Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information.

General

5. Open the “Properties” of the LAN connection.

Connection
IPw4 Connectivity:
IPwE Connectivity:
Media State:
Duration:

Speed:

Mo Internet access
Mo Internet access
Enabled

00:00:30

1.0 Ghps

|
Sent —— EE ——  Received

13 | 7.010

Thin Client
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5 Installation and Configuration

5.2 Software
No. Action
6. Select “Internet Protocol Version 4 (TCP/IPv4)” and open the “Properties”.

t EthernetD Properties

Netwarking

Connect using:

Er Intel(R) 825741 Gigabit Network Connection

This connection uses the following items:

" Client for Microsoft Networks

.@ File and Printer Sharing for Microsoft Networks
.@ODS Packet Scheduler

[ -t Microsoft Network Adapter Multiplexor Protocol
i Link-Layer Topology Discovery Mapper 170 Driver
i Link-Layer Topology Discovery Respondar

[ -2 Intemet Protocol Version & (TCP/IPvE)

Bl Intemet Protocol Version 4 (TCF/IPv4)

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

| ok || Cancel

General

Configure the IP address of the server. Use the IP address from Table 5-1.
Internet Protocol Version 4 (TCP/IPv4) Properties -

‘You can get IP settings assigned automatically if your netwark supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(®) Use the following IP address:
IP address: 172,16 .51 . 1

Subnet mask: 255 .255. 0 . 0

Obtain DNS server address automatically

(®) Use the following DNS server addresses:
Preferred DNS server: I:I

Alternate DNS server:

[ validate settings upon exit

| oK | | Cancel

If you are not communicating across network boundaries, the Standard Gateway field can be left
empty. Otherwise, you enter the gateway of the network here. This is usually the router.

Confirm the set IP address by clicking on the “OK” button and then close the dialog.

Repeat steps 1-8 for the remote desktop session host (server 2).
Configure the IP address of the server. Configure the IP address of the programming device. Use

the IP address from Table 5-1.

Thin Client
Entry ID: 28309119, V3.0, 11/2015
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5.2 Software
52.2 Set server name

The following steps show who to configure the server name.
Table 5-3

No. Action

Open the “Control Panel”.

2. Open “System and Security”.

T ||§ » Control Panel v O | | |search Control Panel

Adjust your computer's settings View by: Category ~

ISystem and Se::urity!
EVIEW YOUr COMPULEr & status

User Accounts

) @ Change account type
@‘u"lew event logs

Appearance
Change desktop background
Adjust screen resclution

Network and Internet
Connect to the Internet
View network status and tasks

Hardware (ﬂ Clock, Language, and Region
L

View devi dori Add a language
\EwdEvices an printers Change input methods
Add a device

Set the time and date

Programs Change date, time, or number formats

Uninstall a program
Get programs
I@Tum Windows features on or off

Ease of Access
Let Windows suggest settings
Optimize visual display

3. Open “System”.

L2

@ -~ 1 |% v Control Panel » System and Security » v G| | Search Control Panel

Contrel Panel Home

Action Center

Review your computer's status and resolve issues
'@ Change User Account Control settings
Troublesheet commen cemputer problems

System and Security
Metwork and Internet

Hardware . .
Windows Firewall

Programs Check firewall status | Allow an app through Windows Firewall

User Accounts
@? System
Appearance > View amount of RAM and processor speed | B Allow remote access

Clock, Language, and Region Launch remote assistance | See the name of this computer

Ease of Access m Windows Update
Turn automatic updating on or off | Check for updates
Install optional updates | View update history

Power Options
Require a password when the computer wakes
Change what the power buttons do | Change when the computer sleeps

A% Administrative Tools
—| Defragment and eptimize your drives
@ Create and format hard disk partitions I@‘\n’iew event logs
@ Schedule tasks @ Generate a system health report

Thin Client
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No. Action
4. Open “Change settings”.

- 4 |nEJ <« System and Security » System ] G| | Search Control Panel

Control Panel H . L. .
e ene Tame View basic information about your computer

'@3 Device Manager Windows edition
'@J Remote settings Windows Server 2012 R2

i Standard H o
@ Advanced system seitings ander a3 Windows Server2012R2
© 2013 Microsoft -
Corporation. All rights
reserved.

System
Processor Intel(R) Xeon(R) CPU E3-1620 0 @ 3.60GHz 3.59 GHz
Installed memory (RAM): 2,00 GB
System type: B4-bit Operating System, x64-based processor
Pen and Touch: No Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings
See also
i Computer name: Serverl Change settings
Action Center
. Full computer name: Serverl.preductionline.local
Windows Update
Computer description:

Click on “Change...” to rename the computer.

Computer Name | Hardware | Advanced | Remate |

Eﬁ&.ll Windows uses the following information to identify your computer
E; on the network.

Computer description: ||

For example: "1l5 Production Server” or
"Accourting Server”.

Full computer name: WIN-35J9K800Q3L8
Workgroup: WORKGROUP

To rename this computer or change its domain or Change
waorcgroup, click Change.

Thin Client
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No. Action
6. Assign the computer name.

Computer Name/Domain Changes -

You can change the name and the membership of this
computer. Changes might affect access to netwaork resources.

Computer name:
Serverl)

Full computer name:
Serverl

Member of
() Domain;

(®) Workgroup:
WORKGROUP |

7. Repeat steps 1 to 6 for the remote desktop session host (server 2).
Computer Name/Domain Changes -
You can change the name and the membership of this
computer. Changes might affect access to netwaork resources.
[Computer name:
Full computer name:
Serverd
Member of
() Domain:
(®) Workgroup:
WORKGROUP |
Thin Client
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5.2.3

Installation Internet Information Services (IIS)

The following steps show how to install Internet Information Services (11S) on the

server.
Table 5-4
No. Action
Open the Server Manager of the WinCC server (server 1).
2. In the “Server Manager” in “Manage” you click on “Add Roles and Features”.
[ Server Manager == -
Server Manager » Dashboard
WELCOME TO SERVER MANAGER s Sers
B Local Server Create Server Group
& Al Servers = h i . Server Manager Properties
B File and Storage Services b o Configure this local server
QUICK START
2 Add roles and features
3 Add other servers to manage
WWHATE e 4 Create a server group
LEARN MORE e
ROLES AND SERVER GROUPS
Roles: 1 | Servergroups: 1 | Servers totak 1
=m File and Storage - =
] Services 1 B Local Server 1 BE Al servers 1
@ Manageability @ Manageability @ Manageability
Events Events Events
Performance Services Services
BPA results Performance Performance
BPA results BPA results
Roles and Features (Services) must be started manually when you restart the computer .
3. Select “Role-based or feature-based installation” as the installation type
= Add Roles and Features Wizard -[ax]
. . DESTINATICMN SERVER
Select installation type Server
Before You Begin Select the installation type. You can install roles and features on a running physical computer or virtual
=== == machine, or on an offline virtual hard disk (VHD).
Installation T
@ Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.
) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.
< Previous | | Mext > | Install
Thin Client
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No. Action
4. Select your server on which you wish to install the Internet Information Services.
- - DESTINATION SERVER
Select destination server S
Before You Begin Select a server or a virtual hard disk on which to install roles and features.
Installation Type
O Select a virtual hard disk
Server Roles Server Pool
Features
Filter: |
MName IP Address Operating System
1 Computer(s) found
This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.
| < Previous | | MNext > | | Install | | Cancel
5. Select the “Web server (IIS)” entry under “Server Roles”.
DESTINATION SERVER
Select server roles Semer
Before You Begin Select one or more roles to install on the selected server.
Installation Type Roles Description
Server Selection o Web Server (IIS) provides a reliable,
[ Application Server manageable, and scalable Web
[] DHCP Server application infrastructure.
Feziures [] DNS Server
Web Server Role {IIS) [ FaxServer
Role Services b [H] File and Storage Services (1 of 12 installed)
Confirmiation [] Hyper-v
[] Network Policy and Access Services
[] Print and Document Services
[] Remote Access
[] Remote Desktop Services
Volume Activation Services
Neb Server (IIS)
Windows Deployment Services
[] Windows Server Essentials Experience
[] Windows Server Update Services ™
< Previous | | MNext > | | Install | | Cancel
Thin Client
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No. Action
6. Select “Message Queuing Server” in “Features”.
DESTINATION SERVER
Select features S
Before You Begin Select one or more features to install on the selected server,
Installation Type Features Description
Server Selection - ) Message Queuing Services provides
Server Rolas 4 Message Queuing guaranteed message delivery,
e Queuing Service efficient routing, security, and
v| Message Queuing Server pr|or.|ty—_based mess2ging bgMEen
Web Server Role {IIS) - - - applications. Message Queuing also
L| Directory Service Integration accommodates message delivery
Role Services [] HTTP Support between applications that run on
Confirmiation [] Message Queuing Triggers d!ﬂ'e.re.nt ﬂpemhng_syshems, use
T dissimilar network infrastructures,
[ Multicasting Support are temporarily offlineg, or that are
[] Routing Service running at different times.
[] Message Queuing DCOM Proxy
[] Multipath 1/0
[ Network Load Balancing
[] Peer Name Resclution Protocal
[ Quality Windows Audio Video Experience
[] RAS Connection Manager Administration Kit (CMZ
b
<l
7. Complete and close the selection by clicking on the “Next” button.
DESTINATION SERVER
Web Server Role (IIS) Semvert
Before You Begin Web servers are computers that let you share information over the Internet, or through intranets and
extranets. The Web Server role includes Internet Information Services (115) 8.5 with enhanced security,
Installation Type diagnostic and administration, a unified Web platform that integrates IS 8.5, ASP.NET, and Windows
Server Selection Communication Feundation.
Server Roles Things te note:
Features . ) . g
* Using Windows System Resource Manager (WSRM) can help ensure equitable servicing of Web
server traffic, especially when there are multiple roles on this computer.
Role Services * The default installation for the Web Server (lIS) role includes the installation of role services that
. enable you to serve static content, make minor customizations (such as default documents and HTTP
Confirmiation ) i ) -
errors), monitor and log server activity, and configure static content compression.
More information about Web Server IIS
< Previous | | MNext > | | Install | | Cancel
Thin Client
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No. Action

8. In “Role Services” you select the following role services for installation.

WWW services > Common HTTP features
- standard document
- static content

World Wide Web Services > Security:
- Request Filtering
- Basic Authentication
- Windows Authentication

World Wide Web Services > Application Development Features:
- .NET Extensibility 3.5 and 4.5
- ASP
- ASP.NET 3.5and 4.5
- ISAPI Extensions
- ISAPI Filters

Web Management Tools:
- 1IS Management Service
- 1IS Management Console
- IS Management Scripts and Tools
- 1IS Metabase and 1IS 6 Configuration Compatibility
- IS 6 WMI Compatibility

Close the selection by clicking on the “Next” button.

[ Add Roles and Features Wizard

Select role services

Before You Begin Select the role services to install for Web Server (115)

Role services

Installation Type

— ~

Windows Authentication
4 Application Development
NET Extensibility 3.5
MET Extensibility 4.5
. [] Application Initialization
Confirmiation ASP
ASPNET 3.5
ASP.NET 4.3
O cal
ISAP| Extensions
ISAPI Filters
[ Server Side Includes
[] WebSocket Protocol
4[] FTP Server

< m »

BE |

DESTINATION SERVER
Server1

Description

Management Service allows the
Web server to be managed remotely
from another computer using IS
Manager.

< Previous | | Next >

nsta Cancel

Thin Client
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No. Action
9. Install the selected role services and close the wizard.
= Add Roles and Features Wizard -[a[x]
- - - - - DESTINATION SERVER
Confirm installation selections e
Before You Begin To install the following roles, role services, or features on selected server, click Install.
[[] Restart the destination server automatically if required
Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.
NET Framework 3.5 Features -
NET Framework 3.5 (includes \NET 2.0 and 3.0} _
—- . .NET Framework 4.5 Features -
Confirmation
ASPINET 4.5
Message Queuing
Message Queuing Services
Message Queuing Server
Web Server (II5)
Management Tools
115 6 Management Compatibility
b
Export configuration settings
Specify an alternate source path
Next > | Install | | Cancel |
In case your computer can not download the necessary files from Windows , specify the alternate
path to the installation CD of Windows Server 2012
Thin Client
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524

Installing WinCC Runtime Professional and WebNavigator

The following steps show how to install WinCC Professional and WebNavigator on
the WinCC server (server 1).

Table 5-5
No. Action
1. Start the setup program of the SIMATIC WinCC Runtime Professional V13.0 software with a
double click on the “Start” application of the installation medium.
2. Choose your preferred installation language.
SIMATIC WinCC Runtime Professional - Setup
SIEMENS Totally Integrated Automation
’_Ig) Installation language
< General setlings Please select an installation language:
® Installation language: English
- Installationssprache: Deutsch
Configuration TEEE ST
Langue dinstallation : Francais
Install Idioma de instalacion: Espafiol
overview (2 Lingua di installazione: ltaliano
Modify system
System configuration
5um|~nary 1 Please close all applications before continuing with the setup.
0 The following documents contain important information about the installation and
use of these products.
‘We recommend that you read this prior to installation
[ Read installstion notes |
[ Read product information |
3. Select the languages you wish to install for WinCC.
SIMATIC WinCC Runtime Professional - Setup
SIEMENS Totally Integrated Automation
% Product languages
- General setlings Please selectthe languages to be installed for this application:
English
) Configuration [] German
[] Chinese
Install [] French
© Overview [] Spanish
Modify system [ rtalian
System configuration [[] Taiwanese
[JJapanese
Summary [ Korean
Thin Client
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No.

Action

4. Select “SIMATIC WinCC Runtime Professional V13.0” and “Web Navigator Server”.

SIEMENS

SIMATIC WinCC Runtime Professional - Setup

Totally Integrated Automation

Please select the product features you want to install. if you deselect
components which are already installed, they will be uninstalled.

+ General settings [ = Minimal || | [ #§ User-defined
AWIEF SIMATIC WinCC Runtime Professional V13.0 ~
< Configuration [ SIMATIC WinCC Runtime Client vV13.0
= §[®) = SIMATIC WinCC Webnavigator
i Web Navigator Server|
Install Web Navigator Client =
Overview [ Diagnostics Client
Modify system [:]n:l SIMATIC WinCC Datamonitor
i . [JE SIMATIC Logon
System configuration W5 Tools
53 Microsoft SQL Server 2008 R2 Standard Edition SP2 w
Summary Components for providing screens and data on the Internet ~
v
Hard Disk Drive space:
Dirive Size Available Required Temp Remaining
= C\ 60.0GB 50.4GB 57GB 1.0GB 44.7GB
Target directory:
|c:Program Files (x26)\SiemensiAutomation |[ Browse. |
5. Read the terms of the license agreements and the security information and confirm.

SIEMENS

~ General settings
< Configuration
Install
Ooverview

Modify system
System configuration

Summary

SIMATIC WinCC Runtime Professional - Setup

Totally Integrated Automation

You must accept all license terms.
([ B

License terms:

D License agreement Siemens AG (EULA)
€ Confirmation of the security information
@ Open Source and Third Party Licenses
O License Terms Microsoft SQL Server

3 License Terms Microsoft SQL Express

License agreement Siemens AG (EULA)

Please note:

This software is protected under German and/or US American Copyright Laws and
provisions in international treaties. Unauthorized reproduction and distribution of this
software or parts of itis liable to prosecution. It will be prosecuted according to
criminal as weill as civil law and may result in severe punishment and/or damage
claims

Please read all license provisions applicable to this software before installing and
using this software. You will find them after this note.

Ifyou purchased this software on a CD marked as "Trial-Version” or together with
another licensed software for you, this software may only be used for test and
validation purposes according to the provisions of this Trial License stated after this
note. A prerequisite for this kind of use is the installation of programs, software
libraries, etc., on your computer.

THEREFORE, WE RECOMMEMND TO INSTALL IT EITHER OM A STANDALONE
COMPUTER OR OM A COMPUTER WHICH 1S NOT NEEDED IN PRODUCTION OR

w

| accept all conditions of the listed license agreement(s).

| hereby confirm that | have read and understood the security information on the safe
operation of the products

Thin Client
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No. Action
6. Accept the security settings.
SIMATIC WinCC Runtime Professional - Setup
SIEMENS Totally Integrated Automation
! Security Control
[ g
~ General setlings Correct functionality of WinCC Runtime Professional V13.0 requires
changes to some of the security and permissions settings on your system.
You must accept these changes to continue the installation.
Q) Conﬁguration The following registry settings and rights will be set
HKEY_LOCAL_MACHINE\SOFTWAREWMicroso fWWindows\CurrentWVersion\Run\ =
HKEY_LOCAL_WMACHME\SOFTVWARE\ODBC\ODBC. INL -
Install HKEY_LOCAL_MACHME\SOFTWARE\Pelicies\MicrosoftWindows NT\RPC
RestrictRemoteClients = 0
Overview HKEY_LOCAL_MACHNE\SOFTWARE\Policies\Microso ftWindows\ScPnP
- EnableScPnP = 0
Modify system HKEY_LOCAL_MACHNE\SOFTWARE\Siemens)
System configuration Winee =0
The g firewall will be modified
Allow incoming ICMP Echo (ping)
Summary Allow file and printer sharing
Network access range: Subnet
Automation License Manager Service
C:\Program Files\Common Files\Siemensi\sws\almsrialmsryééx.exe
Network access range: Subnet
CCAgent
C:\Program Files (x85\Commen Files\Siemens\ACE\Bin\CCAgent.exe
Network access range: Subnet
CCEServer
C:\Program Files (x86)\Common Files\Siemens\ACE\Bin\CCEServer exe
Network access range: Subnet
OPC Server Enumerator
CA\Windows\SysWOWES0pcEnum.exe -
| Save report | | Print report ‘
I | accept the security and permissions settings on this computel I
7. Then acknowledge by pressing the “Install” button. Then SIMATIC WinCC Runtime Professional
V13.0 and Web Navigator Server are installed
SIMATIC WinCC Runtime Professional - Setup
SIEMENS Totally Integrated Automation
! Overview
[ o
~ General settings Product configuration:
jS\MATIC WinCC Runtime Professional V13.0
[CDSIMATIC WinCC Webnavigator
~ Configuration [5F Web Navigator Server
[ Tools
[5# Documentation Viewer
O Install At
= Microsoft SQL Server 2008 R2 Standard Edition SF2
= Overview [ Automation License Manager
Modify system
Iy Product languages:
System configuration EFGerman
& English
Summary Installation path:
CAProgram Files (x86)\Siemens\Automation
[ sl |
Thin Client
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No. Action
8. Transfer the license for SIMATIC WinCC Runtime Professional V13.0 from the license data
carrier.
SIMATIC WinCC Runtime Professional - Setup
SIEMENS Totally Integrated Automation
I! License Transfer
5 License transfer could not be performed because of missing license key
v General sethngs ! medium. Please insert the license key medium and retry license transfer
right now, or do it at a later time by starting Automation License Manager
. application.
- Configuration
| Manual license transfer | | Retry license transfer |
~ Install [ Skip license transfer |
-~ Overview
-+ Modify system
-~ System configuration
0 Summary
9. Upon successful completion of the setup, you will be prompted to restart the PC. Follow this
instruction and confirm with the “Restart” button.
SIMATIC WinCC Runtime Professional - Setup
SIEMENS Totally Integrated Automation
o Setup has successfully completed.
o Warning! License transfer or license detection was skipped or failed! Please
v General sethngs start the Automation License Manager to install licenses and for an overview
about licenses on this computer.
~ Configuration
‘our computer must be rebooted. Do you want to do this right now?
+ Install ® Yes, restart my computer now
. Overview () Mo, 1 will restart my computer later.
-~ Modify system
- System configuration
© Summary
Thin Client
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5.2.5 Installing remote desktop services

The following steps describe the installation of the remote desktop session host

(Server 2).

Note Install the remote desktop services on your computer before installing WinCC
WebNavigator Client. Otherwise, the WinCC WebNavigator Client may not run

correctly in a multi-user environment.

Table 5-6
No. Action
Open the Server Manager.
2. In the “Server Manager” in “Manage” you click on “Add Roles and Features”.

[

128 Dashboard
i Local Server

ii All Servers

LY

ile and Storage Services b

Server Manager

Server Manager * Dashboard

WELCOME TO SERVER MANAGER

Manage

QUICK START

WHAT'S NEW o
4 Crea

LEARN MORE

o Configure this local server

2 Add roles and features

3 Add other servers to manage

e a server group

View

Add Servers

Create Server Group

Add Roles and Features

Remove Holes and Features

Server Manager Properties

Hide

ROLES AND SERVER GROUPS

Roles: 1 | Servergroups:1 | Servers total: 1
'li ;Ieliv?c:ads Storage 1 § Local Server ii All Servers
@ Manageability @ Manageability @ Manageability

Events Events Events

Performance Services Services

BPA results Performance Performance
BPA results BPA results

Roles and Features (Services) must be started manually when you restart the computer .

Thin Client
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No. Action
3. Select “Role-based or feature-based installation” as the installation type
- - DESTINATION SERVER
Select installation type Server2
Before You Begin Seleq the installation .t_',fpe..‘r’ou can insFaII roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).
Server Salection (® Role-based f)r feature-based |@Ihtlon .
Configure a single server by adding roles, role services, and features.
() Remote Desktop Services i Il
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.
| < Previous | | MNext > | | Install | | Cancel
4. Select your server on which you wish to install the Remote desktop services.
- - DESTINATION SERVER
Select destination server ==
Before You Begin Select a server or a virtual hard disk on which to install roles and features.
Installation Type
O Select a virtual hard disk
Server Roles Server Pool
Features
Filter:
Name IP Address Operating System
1 Computer(s) found
This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers cormmand in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.
< Previous | | MNext > | | Install | | Cancel
Thin Client
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5. Select the role “Remote Desktop Services”.

Select server roles

Before You Begin
Installation Type

Server Selection

Features
Remote Desktop Services

Role Services

Select one or more roles to install on the selected server.

Roles

[] Application Server

[] DHCP Server

[[] DNS Server

[ Fax Server

[®] File and Storage Services (1 of 12 installed)
[ Hyper-¥

[] Metwork Policy and Access Services

[] Print and Document Services

Remote Access

MiERemote Desktop Se

[ ] Volume Activation Services
[ Web Server (I15)
[] Windows Deployment Services

[] Windows Server Essentials Experience

[] Windows Server Update Services

DESTINATION SERVER
Server2

Description

Remote Desktop Services enables
users to access virtual desktops,
session-based desktops, and
RemoteApp programs. Use the
Remote Desktop Services installation
to configure a Virtual machine-
based or a Session-based desktop
deployment.

|<Previuus|| Next > |

6. The NET Framework 4.5 is then installed as well.
DESTINATION SERVER
Select features Server?
Before You Begin Select one or more features to install on the selected server.
Installation Type Features Description
Server Selection e NET Framework 3.5 combines the
o - —— power of the .NET Framework 2.0
DEIVERROIES 3 IIE‘ NET Framework 4.5 Features (2 of 7 installed) I APls with new technolagies for
b [] Background Intelligent Transfer Service (BITS) building applications that offer
Remote Desktop Services [] BitLocker Drive Encryption appealing user interfaces, .pmtpfd
) your customers' personal identity
Role Services [ BitLacker Metwark Unlock information, enable seamless and
BranchCache secure communication, and provide |
P :
[ Client for NFS the ability to model a range of i
o business processes.
[] Data Center Bridging
[] Direct Play
[] Enhanced Storage
[] Failover Clustering
[] Group Policy Management
[] 115 Hostable Web Core
[ Ink and Handwriting Services
<l
Install
Thin Client
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7. Select the following role services:
- Remote Desktop Connection Broker
- Remote Desktop WebAccess
- Remote Desktop Session Host
= Add Roles and Features Wizard = = -

Select role services

Before You Begin

Installation Type

Server Selection

Role Services

Web Server Role

Role

Confirmation

Select the role services to install for Remote Desktop Services

Role services

DESTINATION SERVER
Server2

Description

[] Remote Desktop Gateway
[] Remote Desktop Licensing

Remote Desktop Session Host

Remaote Desktop Web Access

Remote Desktop Connection Broker

[] Remote Desktop Virtualization Host

Remote Desktop Session Host (RD
Session Host) enables a server to

host RemoteApp programs or
session-based desktops. Users can
connect to RD Session Host servers

in a session collection to run
programs, save files, and use
resources on those servers. Users

can access an RD Session Host

server by using the Remote Desktop |
Connection client or by using :
RemoteApp programs.

< Previous | | Next >

Cancel

Install

Thin Client
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8. Click the “Install” button.

DESTINATION SERVER

Confirm installation selections e

Before You Begin To install the following roles, role services, or features on selected server, dlick Install.

Installation Type [] Restart the destination server automatically if required

Server Selection Optional features (such as administration tools) might be displayed on this page because they have

| been selected automatically. If you do not want to install these optional features, click Previous to clear
=

TR their check boxes.

Features

MET Framework 4.5 Features
ASP.NET 4.5

Remote Desktop Services

Role Services

Media Foundati
Web Server Role {IIS) 8 Foundation

. Remote Desktop Services
BOlSlseivices Remote Desktop Connection Broker
Remote Desktop Session Host

Remote Desktop Web Access
Remote Server Administration Tools
Role Administration Tools

Remote Desktop Services Tools

Export configuration settings
Specify an alternate source path

In case your computer can not download the necessary files from Windows , specify the alternate
path to the installation CD of Windows Server 2012

9 Open the “Control Panel”.

10 Open “System and Security”.

T ||§ v Control Panel » v O | ||Search Control Panel

Adjust your computer's settings View by: Category =

id Eystem and Security
EVIEW YOUF COmputer's sta

I@'u’iew event logs

User Accounts
'@' Change account type

Appearance
Change desktop background
Adjust screen resclution

_ Network and Internet
l‘ Connect to the Internet
&R, View network status and tasks

Add a device

. Programs
h. Uninstall a program
Get programs

'@'Tum Windows features on or off

Set the time and date
Change date, time, or number formats

Ease of Access
Let Windows suggest settings
Optimize visual display

Clock, Language, and Reagion
Hardware guag 9

) ) . L Add a language
3 View devices and printers & Change input methods

Thin Client
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11 Open “Allow remote access”.

*:

@ - 1 |% » Control Panel » Systern and Security » v 0| | Search Control Panel

Control Panel Home

Action Center

Review your computer's status and resolve issues
@' Change User Account Control settings
Troubleshoot commen computer problems

* System and Security
Metwork and Internet

Hardware . .
Windows Firewall

Programs Check firewall status | Allow an app through Windows Firewall

User Accounts
System

Appearance ™  View amount of RAM and processor speed @'A”OW remote access I

Clock, Language, and Regicn Launch remote assistance | See the name of this computer

Ease of Access Windows Update
Turn automatic updating on or off | Check for updates | Install optional updates
View update history

Power Options
Require a password when the computer wakes | Change what the power buttons do
Change when the computer sleeps

A% Administrative Tools
—| Defragment and cptimize your drives @ Create and format hard disk partitions
'@"u’iew event logs '@' Schedule tasks '@ Generate a system health report

13 Select “Allow remote connection to this computer” so clients can connect to the server.

| Computer Mame I Hardware I Advanced | Remote |

Remote Assistance

[] Allow Remote Assistance connections to this computer

Remote Desktop
Choose an option, and then specify who can connect.

") Don't allow remote connections to this computer

I@ Allow remote connections to this computer I

[ ] Allow connections only from computers running Remate
Desktop with Metwork Level Authentication {recommended)

Help me choose Select Users...

|| Cancel || Aoply

Thin Client
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Note Microsoft permits the provisional setup of a remote desktop session host without
installing a license server for the duration of 120 days. Then the installation of a
license server is required, on which Client Access Licenses (CAL) are required.

https://www.microsoft.com/en-us/licensing/product-licensing/client-access-
license.aspx

Windows Server 2012 CALs are available in two versions:

- User CAL: A user can access the server software from any device by
means of a user CAL.

- Device CAL: Any user can access the server software from the licensed
device by means of a device CAL.

Thin Client
Entry ID: 28309119, V3.0, 11/2015

39


https://www.microsoft.com/en-us/licensing/product-licensing/client-access-license.aspx
https://www.microsoft.com/en-us/licensing/product-licensing/client-access-license.aspx

© Siemens AG 2015 All rights reserved

5 Installation and Configuration

5.2 Software

5.2.6 Installing Web Navigator Client
The following steps describe the installation of the Web Navigator Client on the
remote desktop session host (server 2).
Table 5-7
No. Action
1. Start the setup program of the SIMATIC WinCC Runtime Professional V13.0 software with a
double click on the “Start” application of the installation medium.
2. Choose your preferred installation language.
SIMATIC WinCC Runtime Professional - Setup
SIEMENS Totally Integrated Automation
! Installation language
O General settings Please select an installation language
(® Installation language: English
= : () Installationssprache: Deutsch
Configuration O RERE M)
() Langue dinstallation : Francais
Install () Idioma de instalacion: Espafiol
- Overview ) Lingua di installazione: ltaliano
~ Meodify system
~  System configuration
3ummary 1 Flease close all applications before continuing with the setup.
0 The following documents contain important information about the installation and
use of these products.
‘We recommend that you read this prior to installation
| Read installation notes |
| Read product information |
Thin Client
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No. Action
3. Select the languages you wish to install for WinCC.
SIMATIC WinCC Runtime Professional - Setup
SIEMENS Totally Integrated Automation
Product languages
a ’
~ General setlings Flease selectthe languages o be installed for this application:
English
© Configuration [[] German
[] Chinese
Install [ French
Overview [] Spanish
Modify system [ italian
System configuration [[] Taiwanese
[ Japanese
Summary [ Korean
4. Select the “WebNavigator Client” option for the installation.
SIMATIC WinCC Runtime Professional - Setup
SIEMENS Totally Integrated Automation
Please select the product features you want to install. If you deselect
components which are already installed, they will be uninstalled.
)
~ General settings [ = Minimal | [ & pical | [ 3§ User-defined
W[ SIMATIC WinCC Runtime Professional V13.0 ~
() CQnﬁguraﬁon [ SIMATIC WinCC Runtime Client vV13.0
[E_]Q SIMATIC WinCC Webnavigator
[JA web Navigator Server
Install [Edweb Navigator Client] =
Overview [ Diagnostics Client
Modify system [:]Q SIMATIC WinCC Datamonitor
i . [JE SIMATIC Logon
System configuration @) Tools
[V Microsoft 5L Server 2008 R2 Standard Edition SP2 -
Summary Client component for the use of screens and data provided on the Internet -
v
Hard Disk Drive space:
Drive Size Available Required Temp Remaining
== C\ 60.0GB 50.4GB 5.6GB 1.0GB 44 7GB
= E\ 931.5GB 354.8GB 0.08 0.0B 354.8GB
Target directory:
[c:Program Files (x86)1Siemens\Automation | [ Browse.. |
Thin Client
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No. Action
Read the terms of the license agreements and the security information and confirm.
SIMATIC WinCC Runtime Professional - Setup
SIEMENS Totally Integrated Automation
!! You must accept all license terms.
~ General settings License terms:
0 License agreement Siemens AG (EULA)
() Cnnﬁgumﬁon O Confirmation of the security information
€2 Open Source and Third Party Licenses
@ License Terms Microsoft SQL Server
Install 2 License Terms Microsoft SQL Express
Overview License agreement Siemens AG (EULA)
I S ET Please note: -~
System configuration
This software is protected under German and/or US American Copyright Laws and
provisions in international treaties. Unauthorized reproduction and distribution of this
software or parts of itis liable to prosecution. It will be prosecuted according to
summw criminal as well as civil law and may result in severe punishment and/or damage
claims.
Please read all license provisions applicable to this software before installing and
using this software. You will find them after this note
If you purchased this software on a CD marked as "Trial-Version” or together with
another licensed software for you, this software may only be used for test and
validation purpeses according to the provisions ofthis Trial License stated after this
note. A prerequisite for this kind of use is the installation of programs, software
libraries, etc., on your computer.
THEREFORE, WE RECOMMEMND TO INSTALL IT EITHER ON A STAMDALOMNE
COMPUTER OR ON A COMPUTER WHICH IS NOT NEEDED IN PRODUCTION OR ™
i —
| accept all conditions of the listed license agreement(s).
| hereby confirm that | have read and understood the security information on the safe
operation of the products
6. Accept the security settings.
SIMATIC WinCC Runtime Professional - Setup
SIEMENS Totally Integrated Automation
!! Security Control
[ o
-~ General settings Correct ity of WinCC Runtime Professional V13.0 requires
changes to some of the security and permissions settings on your system.
You must accept these changes to continue the installation.
Q) Conﬁguration The following registry settings and rights will be set ~
HKEY_LOCAL_MACHINE\SOFTWAREWIcroso fttWindows\CurrentVersion\Run\ o
HKEY_LOCAL_MACHMNE\SOFTWAREVODBC\ODBC.INL =
Install HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microso ftWindows NT\RPC
RestrictRemoteClients = 0
Overview HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microso ftWindows\ScPnP
. EnableScPnP = 0
Modify system HKEY_LOCAL_MACHINE\SOFTVWARE\Siemenst
System configuration WinCC =0
The g firewall will be modified
(Allow incoming ICMP Echo (ping)
3ummary |Allow file and printer sharing
MNetwork access range: Subnet
|Automation License Manager Service
C:\Program Files\Common Files\Siemens\sws\aimsrialmsrvédx.exe
Metwork access range: Subnet
CCAgent
C:\Program Files (x86\Common Files\Siemens\ACE\BI'\CCAgent.exe
MNetwork access range: Subnet
CCEServer
C:\Program Files (x86\Common Files\Siemens\ACE\BIN\CCEServer.exe
Metwork access range: Subnet
OPC Server Enumerator
CAWindows\SysWOWS4\0pcEnum.exe -
| Save report | | Print report
| accept the security and permissions settings on this computer.
: “ » : : . :
7 Then acknowledge by pressing the “Install” button. WebNavigatorClient will then be installed.
Thin Client
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5.2.7 Programming device settings
To transmit the example project to the WinCC server, the following software
packages are needed on the programming device:
e SIMATIC STEP 7 Professional V13 and
e SIMATIC WiInCC Professional V13
Software SIMATIC WinCC Advanced V13 can be updated to SIMATIC WinCC
Professional V13.
Table 5-8
No. Action
1. Start the setup program of the SIMATIC WinCC Runtime Professional V13.0 software with a
doubile click on the file “SIMATIC_WinCC_Professional_V13.exe”.
2. Choose your preferred installation language.
SIMATIC WinCC Professional - Setup
SIEMENS Totally Integrated Automation
r!) Installation language
) General setlings Flease select an installation language
@ Installation language: English
- - () Installationssprache: Deutsch
Configuration O SEBEE T PI0)
() Langue dinstallation : Francais
Install () ldioma de instalacion: Espafiol
© Overview () Lingua di installazione: ltaliano
~ Modify system
~ System configuration
Summary 1 Please close all applications before continuing with the setup
0 The following documents contain important information about the installation and
use of these products
We recommend that you read this prior to installation.
[ Read installation notes ]
[ Read product information ]
Thin Client
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No. Action
3. Select the languages you wish to install for WinCC.
SIMATIC WinCC Professional - Setup
SIEMENS Totally Integrated Automation
Product languages
a !
.+ General setlings Flease select the languages to be installed for this application
English
1 Configuration [[] German
[ Chinese
Install [] French
Overview [7] Spanish
Medify system [ italian
System configuration
Summary
4. Select the product configuration you want or adopt the pre-selected settings.
SIMATIC WinCC Professional - Setup
SIEMENS Totally Integrated Automation
Please select the product features you want to install. If you deselect
components which are already installed, they will be uninstalled.
a
~ General settings [ = Minimal | [ #E Typical | [ %4 User-defined
122 SIMATIC WinCC Professional V13.0
© Configuration [3F SIMATIC WinCC Engineering system, SOL installation
SF Simulation (SIMATIC Panels, WinCC Runtime Advanced)
5? Simulation (WinCC Runtime Professional), SQL installation
Install 5 SIMATIC STEP 7 Basic V13.0
Overview
Modify system by
_ _ 5 Project migration for WinCC flexible 2008 SP2/SP3, SQL installation
System configuration [E¢ Automation License Manager
5 Welcome Tour
Summary Selection of tools for control and monitaring -
Create desktop icon
Hard Disk Drive space
Drive Size Available Required Temp  Remaining
G\ 60,0GB 47,2GB 7,968 1,0GB 39,3GB
“#EN 931,5GB 336,6GB 0,08 0,08 336,6GB
Target directory.
C\Program Files (x86)\Siemens\Automation
Thin Client
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No. Action
5. Accept the security settings.
SIMATIC WinCC Professional - Setup
SIEMENS Totally Integrated Automation
! Security Control
[ o
~ General settings Correct functionality of WinCC Professional V13.0 requires changes to
some of the security and permissions settings on your system. You must
accept these to inue the il i
™) Conﬁguraﬁon The following user groups will be created -
"Siemens TI& Engineer” (Administration of Siemens T4 products) -
Install The following registry settings and rights will be set
HKEY_LOCAL_MACHMNE\SOFTWAREWicroso fiWindows\CurrentVersion\Runy
Overview HKEY_LOCAL_MACHINE\SOFTWARE\ODBCVODBC.INK
- HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microso fWindows NT\RPC
Modify system RestrictRemoteClients = 0
o z HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microso flWindows\ScPnP
SR EIRTE D EnableScPnP =0
HKEY_LOCAL_MACHINE\SOFTWARE\Siemens\
WinCC=0
sl'mmry HKEY_LOCAL_MACHINE\SOFTWARE\Siemens\CoRtHmiRTm
HKEY_LOCAL_MACHINEASOFTWARE\Siemens\SmartServer
The ing firewall ings will be r
Allow incoming ICMP Echo (ping)
Allow file and printer sharing
Network access range: Subnet
Autemation License Manager Service
CAProgram Files\Common Files\Siemens\sws\almsralmsrvdx exe
Network access range: Subnet
CCAgent
C\Program Files (x85)\Common Files\Siemens\ACE\BIn\CCAgent.exe
Network access range: Subnet i
Save report ] I Print report I
| accept the security and permissions settings on this computer.
6. Then acknowledge by pressing the “Install” button. SIMATIC WinCC Professional V13 will then be
installed.
SIMATIC WinCC Professional - Setup
SIEMENS Totally Integrated Automation
! Overview
~ General settings Product configuration:
IZISIMATIC WinCC Professional V13.0
[E# SIMATIC WinCC Engineering system, SCL installation
~ Configuration [5# Simulation (SIMATIC Panels, WinCC Runtime Advanced)
Tsimulatinn (WinCC Runtime Professional), SQL installation
f=rs
5 SIMATIC STEP 7 Basic V13.0
Q
Install =Tools
= Overview [5F SIMATIC ProSave
Meodify system |ZJMigration
‘e fi i [5# Project migration for WinCC flexible 2008 SP2/SP3, SQL installation
ystem contigurion [3F Automation License Manager
[EF Welcome Tour
Summary Product languages:
[EF English
[&F German
Installation path:
Ci\Program Files (x86)\SiemensiAutomation
Thin Client
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No. Action
7. In the next step you can transfer your license for SIMATIC WinCC Professional V13.0 from the
license data carrier.
SIMATIC WinCC Professional - Setup
SIEMENS Totally Integrated Automation
I! License Transfer
5 License transfer could not be performed because of missing license key
v General settings ! medium. Please insert the license Key medium and retry license transfer
right now, or do it at a later time by starting Automation License Manager
lication.
~ Configuration appiication
[ Manual license transfer ] [ Retry license transfer ]
~ Install [ Skip license transfer ]
~  Overview
~  Medify system
~ System configuration
© Summary
8. Upon successful completion of the setup, you will be prompted to restart the PC. Follow the
instruction and restart the PC.
SIMATIC WinCC Professional - Setup
SIEMENS Totally Integrated Automation
o Setup has successfully completed.
i ‘Warning! License transfer or license detection was skipped or failed! Please
v General setl:lngs start the Automation License Manager to install licenses and for an overview
about licenses on this computer
~ Configuration
Your computer must be rebooted. Do you want to do this right now?
- Install @ Yes, restart my computer now.
. Overview ) Mo, | will restart my computer later.
~  Modify system
~ System configuration
7 Summary
Thin Client
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Adapting the Runtime project

The following steps describe the adaptation of the example project to the
respective network environment. The adaptation is done on the programming
device by means of the software SIMATIC WinCC Professional V13.0.

In the example project, various pre-settings have been made. They especially
include:

e WIiInCC user management
e Web access settings of the CPU
Note Please find additional information about the configuration of the web server of a
SIMATIC CPU online at the following address:
http://support.automation.siemens.com/WW/view/en/59601288.

Depending on the individual situation in your IT environment, more adaptations to
the example project might become necessary.

Please carry out the following actions for checking and adapting the sample object.

Table 5-9

No Action

Unzip the file “28309119_Thin_Client_Code.zip”.

Open the project in the TIA Portal with WinCC Professional in the Project View.

In the project, there is a PC station “PC system_1". This station represents the WinCC server.

Check the name of the station in the device configuration. The name of the configured station must
be the same as the NetBIOS name of the WIinCC server.

Adapt the name to the NetBIOS name of your WinCC server if necessary.

T Siemens - WinCC Basisprojekt_V13_1

Project Edit View Insert Online Options Tools Window Help

Cf Y save project S HEX D@ G 5 B0 2R S coonline F cooffine | i [ IR % - 1
WinCC Basisprojekt_V13_1 » PC-System_1 [SIMATIC PC station]
Devices |; Topology view HEEB Network view ||T]1‘ Device view L
oo 2| d i [t @ & [1o0% sl 54 | [ Device overview
[=]
& 2 Module
w |_] WinCC Basisprojekt_W13_1 &~ = WinCC RT Professional [+
- S
I Add new device & z\‘\@ ~ IE Allgemein_1 =]
o, Devices & networks & N » PROFINETinteriace
~ [ PLC_1 [CPU 1516-3 PN/DP] ¢

IIY pevice configurstion

'/ online & diagnostics
» [l Program blocks

» [ Technology objects

» [ External source files

» g PLC tags

» [l PLC data types

» [l Watch and force tables
& Traces

» [§i, Device proxydata

‘5
£
=
=
o
Z
=

E8 Program info
A PLC slarms <] ] [> |8 < [T
[ Text lists |g Properties ||:i.‘.lnf=) Hﬂ Diagnostics ‘

» [ Local modules
~ (5 PC-System_1 [SIMATIC PC station]
i [If Device configuration < SRS RES AT General
: W Online & diagnostics St
=y [ WinCC RT Professional [WinC...

J General H 10 tags H System constants " Texts |

XDE configuration

= » [ IE Allgemein_1 [IE General] Name: [PCSystem_1 |
» g Common data [ |computer name identical to FC statien name

= . .
» 5[] Documentation settings ICDmpulErnamE: Eemeﬂ I |
» [ Lenguages & resources

Auther: |user |

» [} Online access
» (5 Card Reader/USB memory Comment: ~

Thin Client
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No

Action

Check the configured IP address and subnet mask of the WinCC server and enter the address
from Table 5-1 in the device configuration of the “IE General_1” interface.

Project Edit View Insert Online

F [H | saveproject & 3

Cptions

Devices

Tools Window Help

3 & coonline ¥ Goofine fo AR 2 H ]

‘; Topology view @Netmrkview ‘mf Device view L

OO

= ] WinCC Basisprojekt_V13_1

B Add new device

g Devices & networks

~ [ PLC_1 [CPU 1516-3 PN/DP]

JIY Device configuration
%] online & diagnostics
[l Program blocks
[ Technology objects
External source files
[ PLC tags
[ PLC data types
[z Watch and force tables
2 Traces
i Device proxydata
205 Program info
[ PLC slarms
E] Text lists
+ [ Local modules

[If Device configuration

i 4 online & disgnostics
= » [ WinCC RT Professional [WinC...
= » [} IE Allgemein_1 [IE General]
+ (3§ Commeon data
¥ [5]) Documentation settings
» [ @ Languages & resources

» [jgh Online access

v (i Card Reader/USB memory

~ [l PC-System_1 [SIMATIC PC station]

2| dt [rosystem [ E || & s [100% - S | | Device overview
~
& & ¥ Module
E WinCC RT Professional []
~ IE Allgemein_1 (=]
» PROFINETinterface
[z |3
SIMATIC PC-Station N L
»
[ <] i <] w
|gPererties "‘_i.‘,lnfb ”ﬂ Diagnostics |
JGeneraI || 10 tags H System constants || Texts ‘
~ General [l B
= = Ethemet addresses
Catslog information =
Identification & Maintenance Interface networked with
~ PROFINETinterface (X1)
General Subnet: | PNIE_1 [+
Options
Ethernetaddresses
- Ad d opti
FEEE s ISO protocol
Interface options
D () Bl [[Juse 150 protacal
‘
b
Hl IP protocol
[ use IF protoc
IPaddress: | 172 .16 .51 .1
Subnetmask: | 255 255 .0 .0
[ |use router
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No Action

5. Check the configured IP address and subnet mask of the CPU and enter the address from Table 5-
1 in the device data of the PROFINET interface.

Siemens

Project Edit View Insert Online Options Tools Window Help

3 (Y B saveproject 5 X EX D G I MEE R F coonline ¥ Gooffine fo I8 IR 2 H ]
Devices [& Topology view [g#, Network view |[IY Device view ||
N~ 2| d¢ [Fc = Device overview
[2] .. [Medule
~ ] WinCC Basisprojekt_v13_1 L
I Add new device 1 ST
i Devices & networks -
=
Sl |RLE T [ERD SIS FLRL] v v v » PROFINETSchnirtstell

[l Device configuration b PROFINETSchnittstel

W Gnline & diagnostics 0 2 i DFSchnitsstelle_1
» [l Program blocks Profilschiene_0 N
» [ Technology objects L
» [ Extemal source files I
» [ PLCtags
» [ PLC data types
b [\ Watch and force tables
9 Traces
» [ifl Device proxydata B
Program info
= PLCga\arms <] L ]
;E-‘ Text lists [dl Properties |l Info [ %] Diagnostics
= é?c;:::jd[ug:nﬁmc PG station] J General H 10 tags ‘l Syitem constants ‘l Texts
T » General
RO - FrOFETnerice i1 Etnermet
3 g Wnce R rraiessionel e Genersl Interface networked with
» [ IE Allgemein_1 [IE General] ——
DI e Time synchronimtion Subnet: | PNIIE_1 [=]
» 5] Documentation settings Sy
» [ Languages & resources D ciadlenims
» i Online access B IP protocol

Hardware identifier
PROFINETinterface [x2]
DFinterface [%3] n

startup IPaddress: | 172 . 16 .51 .20
Cycle i

Subnetmask: | 255 .255 .0 .0
Communication load "
T oo o o]

» System diagnostics -
(O 1Paddress is setdirectly st the device

» [ Card ReadenlUSB memary

(@ setIPaddress in the project

b Web server

6. Save the project and compile the PC station and the CPU.
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Assign IP address CPU
Enter a unique IP address for the CPU. Use the address from Table 5-1.

Set the IP address in the front cover via the display and the keys as follows:

Table 5-12
No. Action Note
1. Navigate to the main item “Settings” with the arrow buttons of
the display. Open the menu with the “OK” button.
2. Navigate to the submenu “Addresses” with the “up / down” ——
arrows. Open it with the “OK” button. <
3. Navigate to the interface connected with the Ethernet with the CPU 1516-3 PNDP
“up / down” buttons. Open the interface with the “OK” button.
4. Navigate to the settings of the IP addresses with the “up /
down” arrows. Open the IP address settings with the “OK”
button.
5. Navigate to the IP address with the “up / down” arrows. Start LT S BT
the processing of the IP address with the “OK” button.
6. Set the IP address from Table 5-1 with the arrow keys.
Complete the editing with the “OK” button.
7. Exit the menu by clicking the “ESC” button several times.
Thin Client
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Downloading the example project into the CPU

The example project adapted in the above chapter contains a control program.
Download it to the CPU with the programming device.

Table 5-13
No. Action
Open the example project on the programming device in the TIA portal.
2. Download the hardware configuration and program blocks of the controller “PLC_1" from the
sample program to the controller.
Project Edit View Insert Online Options Tools Window Help
o 3 Go online 4 Go offline O :
bl e | in?
Project tree
Devices
O @ B®
* ] WinCC Basisprojekt_W13_1
I Add new device
EE,, Devices & networks
A It PLC 1 [CPU 1516-3 PN/DF]
Device configuration Cpen
g
%/ Online & diagnostics Open in new editar
» gl Program blocks Searchin PLC and cpen...  F7
» F_*@Technologyobjects .}{ cut Ctrl+X
b External source files | [i5) Copy Crrl+C
» [ PLCtags T4 Paste Ctrlv
[
» iz PLC data types % Delete Del
» [55 Watch and force table Rename 2
ﬁTra Ces .
N i Daes pramdbe E-F Go to topolog)"..rlew
0§ Program ino iy Go to network view
[ PLC alarms Compile
] Text lists Download to device Hardware and software (only changes)
» I"_!. Local modules ﬁ' Go online Ctrl+K Hardware configuration
~ [Q PC-System_1 [SIMATIC PC ¥ Go offline Crrl+1a software (gnlychanges)
: [ha Device configurstion = Online & diagnostics Ctrl+D
% Online & diagnostics Startsimulation  Ctrl+ShifieX
: » 'E|W1r|CC RT Professional &b compare »
= » [} IE Allgemein_1 [IE Ge
» [§ Common data 3¢ Crossreferences F11
» I—j]] Documentation settings ﬂ Call.structure.
s Acsignment list
b [ Languages & resources
» 13 Online access & Frint. CrrleP
» (5 Card Reader/USE memary &> Frint preview...
[ Export module labeling strips
g Froperties... Alt+Enter
Thin Client
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Downloading the example project to the WinCC server

The example project contains a PC station “PC_System_1” with WinCC Runtime
software.

Load the Runtime software on your computer with the programming device on the
WinCC server.

Requirements:

e The programming device and the WinCC server must reach each other in the
network. For further information, please refer to the following address:

https://support.industry.siemens.com/cs/ww/en/view/868014

e If you use Windows Vista or higher, the User Account Control (UAC) on the
programming device must be deactivated.

e The user logged on at the programming device must be registered in the user
management of the WinCC server with the same user name and password,
and must be a member of the “SIMATIC_HMI” group.

e The SQL server service “WinCC” must have been started on the WinCC
server.

Table 5-14
No. Action
Open the example project on the programming device in the TIA portal in the project view.
2. Download the Runtime program onto the WinCC server.
% Siemens - WinCC Basisprojekt_V13
Project Edit View Insert Online Options Tools Window Help
Gf iR saveproject e ¥ 5 B X O 5 T O EH [ & Goonline ¥ Go offline
Project tree m 4
Devices
EHQQ E
¥ |7 WinCC Basisprojekt_V13
B Add new device
ﬁg-h Devices & networks
» [ PLC_1 [CPU 1516-3 PN/DP]
) Y o
» [gf commondats  openin new editor
= .
» I_E|]] Documentat x cut Ctrlex
¢ Q) Languages & ilﬂ Copy Cirlec
» i Online access i Pacte Ctrl+V
» (55 Card Reader/UsE
¥ Delete Del
Rename F2
= Go to topology view
iy Go to network view
Cornpile 4
Download to device Software (only changes)
ﬁ Go online Crrl+K
m@‘ Go offline Crrl+
i+ Online & diagnostics Ctrl+D
Startsimulation Crrl+Shift+x
Stop runtimelsimulation
General y" Cross-references || Compile
¢ Cross-references F11
= Primt.. S PR Description
& Print preview...
[, Properties... Alt+Enter
|
Thin Client
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No. Action

3. Select the type of PG/PC interface “File” and the PG/PC interface “File system”. Then chose a
destination path. Enter the target folder “WinCCprojects” of the WinCC server and click on the
“Load” button.

Note:

If you are requested to enter a user name and password at this point, check your Windows user
data with which you are logged on to the programming device.

The user data (user name and password) on the programming device must be the same as the
user created in the user management of the WinCC server. If necessary, correct the user data
used on WInCC server as described in Table 6-7.

Extended download to device 3
Configured access nodes of "PC-Systern_1"
Device Device type slot Type Address Subnet
PCSystem_1 SIMATIC PC statio... File
Type ofthe PGIPCinterface:  |{)_File [~]
PGIPC interface: ﬁ File system |' ‘ ©
onnection to interface = |:f: of |"®
- -| @
| -] ©
Path of the target folder:
WinCC
s Destination path: |lIServertlwinccprojects|
DFlash LED
Online status information:
7 Attempting to establish a connection to the device.
Scan and information retrieval completed. =
= Connection to the device established. lz‘
[|pisplay only problem reports
| Load | ‘ Cancel ‘
PP . : « . ” L « ”
4. Start the transmission in the dialog box “Load preview” by clicking on the “Load” button.
Load preview X
9 Compiling before downloading to device
Status ! Target Message Action
+ & ~ senen Ready for loading.
Start Runtime will be started after download. Check the options for
starting Runtime
! » before loading.
Reset Data will be reset after download. Check the options for
D resetting before
! » downloading.
Q } Information Current loading infarmation
[<] i [2]
Finish I Load I Cancel

=}
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Starting the WinCC Runtime project

The WInCC Runtime project on the WinCC server is opened and started via
WiInCC RT Start.

Table 5-15
No. Action
1. Open the “WinCC RT Start” program on the WinCC server via “Start -> All Programs -> Siemens
Automation -> Runtime Systems -> WinCC Runtime Professional -> WinCC RT Start.”
2. For selecting the Runtime Project, click on the folder symbol of the dialog box WinCC RT Start.
WinCC RT Start - ™
File View Help
Project: -
J Diagnostics || Autosiart || Operating Mode
VBS debugger setings
E] Start screen debugger
E] Start script debugger
[:] Display screen emor
[:] Show script emors
Ecat
3. Select a Runtime project file of the PC station “PC_System_1" and open it.
15 Open 3]
(-:' - 1*| ¥ ThisPC » Local Disk (C:) » WinCC » Datei » Sampleproject » v C,| ‘ Search Sampleproject »p |
Organize ¥  MNew folder i - [ @
/¢ Favorites Name : Date modified Type Size
Bl Desktop . HMI_X3MEK File folder
& Downloads B pc-system_1 Siemens SCADA R... 1KB
| Recent places
18 This PC
Gi_i Metwork
File name: v‘ [MCX projects (*meg v]
‘ Open ‘ | Cancel |
Thin Client
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No.

Action

4,

Start the Runtime project. To do so, click on the start icon for starting Runtime.
WinCC RT Siart - Sampleproject WinCC_Pr___

File View Help

Project: PC-System_1

J Diagnostics || Autostart || Operating Mode

VB3 debugger setlings

[ Start screen debugger
[:] Start script debugger
E] Display screen emor
[ Show script emors

Thin Client
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Setting the Web Configurator
The following steps describe how to set the Web Configurator at the WinCC server

(server 1).

Table 5-16

No.

Action

1.

Start the WinCC WebConfigurator. In the start menu of the WinCC server, select “Start > All
Programs > Siemens Automation > Options and Tools > HMI Tools > WinCC WebConfigurator”.

Select the “Create a new standard Web site (stand-alone)” option.
S WinCC Web Configurator -

Here, you can create a new standard YWeb site or add a virtual folder to an
existing achvated Web site:

I@) Create a new standard Web site (stand-alone) I

() Add toan existing \Web site (virtual folder)

Cancel || < Back || Next >

Select “MainControl.asp” as the default web-page.
WinCC Web Configurator -

Here, you can specify a name, IP address and TCP connection (default:
20) for your Web site:

Mame of the \web site:
|WehNavigamr |

Port: IP Address:
|BE' | | (&l not assigned) v |

Diefault \Web-Page:

MainControl asp W

Reconnect Interval

0|

Start the web-site after being configured.

Cancel || < Back || Mext >

Thin Client
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No. Action
4. Restart the computer after completing the WinCC Web Configurator.
WinCC Web Configurator -
Configuring the Windows-Firewall
Please check the firewall settings for the services “world Wide 'Web
Services (HT TP Traffic-In)” or "World Wide Web Services (HTTPS
Traffic-In)". Theze settings can be made in “Windows Firewall with
Advanced Security” and "Inbound Rules™.
Windows-Firewall
o] [k
Note Using the CMD command “netstat -ano” enables checking whether ports are
assigned or connections exist with your server and a remote computer. For
existing connections, the address of the peer can be read.
(X} Windows PowerShell [= [= [
é;::bi':ho?sr)- 2513 Microsoft Corporation. All rights reserved.
PS C:\Users‘Admin> netstat -ano
fctive Connections
Prote Local Address Foreign Address State
Tcp 172.16.51.1:3389 172.16.51.10:392142 ESTABLISHED
TP 172.16.51.1:49220 172.16.51.1:38% ESTABLISHED
TEP  [::]:80 [=:1:0 LISTEHIHG
Thin Client
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Testing WebNavigator locally at the server

Note The following requirements must be met:

e WebNavigator is configured correctly.
¢ WinCC Runtime has been started.

Table 5-17
No. Action
Start the Microsoft “Internet Explorer” locally. Enter http://localhost/ in the address bar.
2. Then a password prompt appears. Assign a user name and the respective password here (see
Table 4-1).
Windows Security -
iexplore

The server localhost is asking for your user name and password. The
server reports that it is from localhost,

Warning: Your user name and password will be sent using basic
authentication on a connectien that isn't secure,

| web-user_de |

o

[] Rermember my credentials

3. If the user name and the password are correct, the WinCC operator displays are displayed in
Microsoft Internet Explorer.

==

3 1. locshon |

Applikationsbeispiel Siemens Industry Online Support

Note In the Internet Explorer, the server must have been rated as trusted.

For further information, refer to the following entry ID: 16957049.

Thin Client
Entry ID: 28309119, V3.0, 11/2015

58



http://localhost/
https://support.industry.siemens.com/cs/ww/en/view/16957049

© Siemens AG 2015 All rights reserved

5 Installation and Configuration

5.2 Software

5.2.8

Creating a Windows users

The following steps describe how to create user accounts in the remote desktop
session host (server 2).

Table 5-18

No.

Action

Open the Server Manager.

Open the “Computer Management” in Tools.

=

Dashboard

§ Local Server

5 All Servers

W§ File and Storage Services P

Server Manager *> Dashboard

Server Manager

WELCOME TO SERVER MANAGER

Manage

0 Configure this local server

QUICK START
2 Add roles and features
3 Add other servers to manage
WHAT'S NEW
4 server group
LEARN MORE
ROLES AND SERVER GROUPS
Rolesi 1 | Servergroups:1 | Servers total: 1

i File and Storage

Services

1 # Llocal Server

All Servers

@ Manageability

Events

Performance

BPA results

@ Manageability
Events
Services
Performance

BPA results

Manageability
Events
Services
Performance

BPA results

Tools  View  Help

Event Vi
iSCS Initiator

Local Security Policy

ODBC Data Sources (32-bit)

ODBC Data Sources (64-bit)

Performance Monitor

Resource Monitor

Security Configuration Wizard

Services

System Configuration

System Information

Task Scheduler

Windows Firewall with Advanced Security
Windows Memory Diagnostic

Windows PowerShell

Windows Powershel (x36)

Windows PowerShel ISE

Windows PowerShell ISE (+86)

Windows Server Backup

Open the “Local Users and Groups” dialog. Right-click on “Users” and select “New Users...”.

43

File Action View Help

Computer Management

BE |

;g Computer Management (Local)
a |} System Tools
[ @ Task Scheduler

MName
& admin

& Administrator

b {3 Event Viewer #,| Guest
I | Shared Folders -
4 % Local Users and Groups
| Users
B ] Grouy Mew User...
b (%) Performa n
= View L3
= Device
4 {3 Storage Refresh
> Windows Export List...
= Disk Man
by Services and [y

Full Name Description

Built-in account for administering...

Built-in account for guest access t..,

Actions
Users =
More Actions 4

Displays Help for the current selection.

Thin Client

Entry ID: 28309119, V3.0,

11/2015

59




© Siemens AG 2015 All rights reserved

5 Installation and Configuration

5.2 Software

No. Action

4. Enter user name and password Table 4-2.

Izer name: ||"E-‘i'l'l'5ﬂ'5'1

Full name: |

Description: |

Famrd: |.III.III.

Confirm password: |iiiiliiii

[ ] User must change password at next logon
[+] Uzer cannot change password

[#] Password never expires

[ ] Account is disabled

5. Open the Properties of the created user “remote1”.

IFiIe Action View Help I

« o 2[E XE 2|

Q Computer Management (Local) MName Full Name Description
4 {f} System Tools & Admin
b (2) Task Scheduler & Administrator Built-in account for administering...
b 3] Event Viewer # Guest Built-in account for guest access t...
b | Shared Folders
a ¥ Local Users and Groups & remote? Set Password...
Us:
2 Users All Tasks ,
1 Groups
b (%) Performance Delete
ﬂ Device Manager Rename
4 {3 Storage =
[ n ‘Windows Server Backup Properties I
ﬁ Disk Management Help

[ ﬂ; Services and Applications

More Actions

More Actions

Displays Help for the current selection.

Thin Client
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No. Action
6. Open the “Member Of” tab. Click on “Add”.

Changes to a user's group membership

Remaove are not effective until the next time the

user logs on.

Then click the “Advanced” button.

Select this object type:

|Emups

From this location:

|SEFWEH2

Erter the object names to select (=xamples):

[t

Thin Client
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No. Action
8. Click the “Find Now” button.

Select this object type:

Erocz:]

From this location:

|5EFWEH2

Common Gueres

M arie: Starts with |

Dezcription: | Starts with |

[] Disabled accourts
[] Mon expiring password

Dayps zince last logon:

Select the Remote Desktop Users group. Click on the “OK” button.

Select this object type:

|Gmups

Fram this location:

|SEFWEH2

Common Queries

Wame: Starts with v |

Description: | Starts with |

["] Disabled accounts
[ Mon expiring password

Davz zince last logon:

In Folder

Thin Client
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No.

Action

10. | Click on the “Apply” button to save the changes made.

remote’ Properties

B |

Remote control | Remote Desktop Services Profile Dialin
General | Member Of | Profile | Environment Sessions
Member of:

P Users

& Remote Desktop Users

Changes to a user's group membership

Remove are not effective until the next time the
user logs on.
0K | [ Cancel || Aol Help
Thin Client
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No. Action
11. | Open the “Environment” tab. For starting the WebNavigator Client automatically when you log on,
enter the path and the program file name of the WebNavigator Client.
For example:
C:\Program Files (x86)\Siemens\Automation\SCADA-
RT_V13\WinCC\Webnavigator\Client\bin\WinCCViewerRT.exe
remotel Properties _
Remate control | Remate Desktop Services Profile Dighn
General | Member Of | Profile | Environment Sessions
Use this tab to corfigure the Remote Desktop Services startup
enviranment . These settings ovemde client-specified settings.
Starting program
Iv Start the following program at logon:
Program file name:
|C:"-.F‘rog|am Filez fc86)%Siemens \WinCC\WebnavigatorClient “bin’
Start in:
Client devices
¥ Connect client drives at logon
¥ Connect client printers at logon
[v Defautt to main client printer
| ok || Cancel | 2pply Help
12. | Confirm the changes by clicking on the “OK” button.
13. Repeat steps 3 to 12 with different users for the respective number of Industrial Thin Clients which
connect to the terminal server via the RDP.
Thin Client
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5.2.9 Setting the Industrial Thin Client
Note To delete the set IP address of the device and to restore the default settings,
keep the reset button pressed for at least 3 seconds after switching on the power
supply.
The button is at the back of the device, next to the Ethernet interface. Please use
a pointed object such as a paper clip to press the button.
Reset button
Thin Client
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Setting up the Industrial Thin Client for the first time

The following steps describe how to set up a RDP connection from the Industrial
Thin Client to the remote desktop session host.

Table 5-19
No. Action
1. When you switch on the Industrial Thin Client for the very first time or when you have reset the
factory settings at the back of the device, the setup menu will open up. In the first step you enter a
unique name for the device such as “itc-1200” and confirm by pressing the “Next >” button.
Device Network Connections
Device name Touch screen
|itc1 200 Calibration
Next >
:.:::: ;::kidentify the device in the D rghtacick
Connection password Administrator password
current password current password Cancel
Ly
Change connection password... Change administrator password...
Build: 02.00.00.00_01.10.00.06
2. In the second step, enter the network configuration of the device. Click on the “Static” button and
then enter the IP address from Table 5-1.
Thin Client Setup o ‘ e English | Vv
Device Network Connections
Static Dynamic P Ok
Identify device by
Next >
MAC
Device name
Cancel
Thin Client
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No. Action
3. In the third step, create a Remote Desktop Protocol connection. Use the following settings:

Connection type:

Connection name:

Server (IP address or Hostname):
Port:

User:

Password:

Show connection (favorites):

Then click on the “Save & Exit” button.

Thin Client Setup o

Device

Connection type
[J rDP v

Connection name

Terminalserver

Description

Server (IP-address or Hostaddress)
172.16.51.2

Port
3389

Start program

RDP

Terminalserver

(= see IP Terminal server from Table 5-1)
3389

(= see user from Table 4-2)

(= see password from Table 4-2)
(activated)

0 O

Network Conr{ections

Domain < Previous

User

remote1

Password | Save & New

o000000
Cancel

Autostart connection [
Save & Exit

@ Show connection (Favorites)
[:] Reconnect automatically

D Connect USB as drive

Automatic scaling

4, Open the connection you created from the favorites bar in the Industrial Thin Client. Press on the
“Favorites” button and select the connection “Terminalserver”.
Thin Client
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No.

Action

5.

When the RDP connection to the remote desktop session host has been built up for the first time,
the application “WinCCViewerRT” is started according to the user configuration.

A dialog box for the configuration of the connection from the WinCC WebNavigator client to the
WinCC WebNavigator server appears.

Enter the address of the WebNavigator server in this dialog box. Use the host name or the IP
address of the WinCC server from Table 5-1.

In the example project, the users from Table 4-1 have already been created with their respective
passwords.

Take a user from the plant operation phase from Table 4-1 for the identification of the WinCC
WebNavigator client at the WinCC WebNavigator server.

General ] Parameters ] Graphics Runtime ] Rurtime ]

Configuration file
|C AUsers‘remote ippDatatLoc.. \WinCCViewerRToanl

Server

Address I http://172.16.51.1 I

Use project settings. (This requires a server
version == 7.0.2)

Credentials
Usemame |web-user_de

Password |"““‘1

0K | Cancel

Note For further information on setting up WinCCViewerRT, please refer to the

following entry ID: 102768445.

Create a connection with the CPU

In the previous chapter, you created a connection to the terminal server in order to
operate the plant on the WinCC Runtime project.

In the following, another connection to the Industrial Thin Client is to be created to
display the website of the CPU on the Industrial Thin Client for diagnostics.

To do so, the web server was activated on the CPU in the example project, and a
user was created.

Thin Client
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Table 5-20
No. Action
Open the start menu of your Industrial Thin Client and select “Configuration” from the menu.
2. Log in to the device configuration overview page as the administrator.
itc1200 .
fm o
Information
Device information Network
Device name MAC address
Comment IP address
Status Subnet mask
Status message Default gateway
MLFB number DNS server
Firmware version
Firmware revision
3. Select “Connections” from the menu.
itc1200
Connections
[ rem xS
Terminalserver
Information
System
Network
I Connections ‘
Passwords
Desktop
Programs I I I ]
New Edit Delete
Thin Client
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No. Action
4. Click on the “New” button to create a new connection.
Connections
I:I : * &
Terminalserver
Connections
Passwords
Edit I I Delete

Thin Client

Entry ID: 28309119, V3.0, 11/2015

70



© Siemens AG 2015 All rights reserved

5 Installation and Configuration

5.2 Software

No. Action
5. In the new window, enter the connection properties of the new connection as follows:
Connection type: Web
Connection name: CPU
URL: (= IP of the CPU from Table 5-1)
Show connection (favorites): (activated)
itc 1200
2] Connection settings
Add new connection
Connection type Domain
Information 3 web ‘ v ‘
Connection name User
System CPU
Description Password
URL
Connections D Autostart connection
http://172.16.51.20
Port B Show connection (Favorites)
Passwords
Desktop Start program
Programs Redundant 2nd server
~
| |
J
Confirm your entry by clicking the “OK” button.
6. Save the set parameters by clicking the “Save” button.
itc 1200
Connections
I:I S * &
erminalserver
Information
System I:I cPU *
Network
Connections
Passwords
Desktop
Programs | [ Il
New Edit Delete
Thin Client
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6 Operating the Application

6.1 Overview

6
6.1

Note

6.2

Thin Client

Operating the Application

Overview

It is now possible to access the WinCC server and the WinCC Runtime project
running on the server via the Industrial Thin Clients.

For diagnostics, the web server of the CPU can also be displayed on the Industrial
Thin Clients.

The created “Industrial Thin Client” connections are used to access the respective
device.

For opening a connection, you simply have to select it in the favorites bar in the
Industrial Thin Client.

Please find the operating instructions for Industrial Thin Client at the following
address:

https://support.industry.siemens.com/cs/ww/en/view/61187980/79267000203. \5\

Connecting to the remote desktop session host

When the connection to the remote desktop session host is built up, an instance of
the WebNavigator client is started for the logged in user.

This instance connects to the WebNavigator server automatically, enabling the
operation of the WinCC Runtime project on the WinCC server of the Industrial Thin
Client.

Please find a detailed description of the functionality of the example project online
at the following link:

https://support.industry.siemens.com/cs/ww/en/view/36435784
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v

7.1

Further Notes, Tips & Tricks, etc.

Expansion options

Remote access to the WinCC server

The remote access on the WinCC server via the RDP is not allowed for active
server services such as the WebNavigator server.

As an alternative, the Remote Framebuffer Protocol (RFB) with VNC software is
suitable for remote maintenance of the WinCC server.

This protocol is supported by the Industrial Thin Clients and can be used for the
access on the WinCC server via the connection created accordingly.

For this purpose, an additional VNC server is installed on the WinCC server. Via
the VNC connection it is then possible to operate the WinCC server from the
Industrial Thin Clients, for example to carry out maintenance such as starting and
stopping runtime.

A video on how to create a VNC connection is available online at the following
address: https://support.industry.siemens.com/cs/ww/en/view/63348591.

Sm@rtServer

7.2

Another possibility of operating remote devices with Industrial Thin Clients is the
Sm@rtServer. Remote access to Comfort Panels is then possible, for example.

For this, the function Sm@rtServer is to be activated on the Comfort Panel. In this
way the connection to the Comfort Panel can be created from the Industrial Thin
Client.

A video on how to create a Sm@rtServer connection is available online at the
following address: https://support.industry.siemens.com/cs/ww/en/view/63445531.

Alternative configurations

SIMATIC WinCC Runtime Professional V13

Thin Client

In addition to WinCC Runtime Professional V13, the solution presented in this
application can also be implemented with SIMATIC WIinCC Runtime V7.3.

For SIMATIC WinCC Runtime V7.3, the WebNavigator option is also available and
can be set in the same way as described here.

The necessary steps can be generally transferred.
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Virtualization of the server systems

Virtualization techniques available today allow for the parallel operation of several
virtual computer systems on a single hardware platform. Sufficiently powerful
computer configurations are needed.

Several virtual machines (VM), called guests, are connected to one host device.
They use the same resources of the real hardware, i.e. those of the host.

In the present solution, two server systems, a WinCC server, and a remote desktop

session host are used. All those could be run as guests on a virtual machine on
the host computer.

Figure 7-7
Industrial PC
Host Computer
Guest VM Guest VM
WinCC Server Terminal server
T T
[ P 1 N | O Ml s J
1 virtual network
Industrial Thin Clients
A
Industrial Ethernet
Switch
CPU
Note Please find more information on virtualization of servers online at the following

address:

https://support.industry.siemens.com/cs/ww/en/view/49368181

Thin Client
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7.3 Performance data

For a remote access to the WinCC server, the speed of the image build-up and the

reaction speed of the Runtime project are very important.

This depends on the server hardware used and also on the speed of the network
connection and the number of Industrial Thin Clients used at the same time.

For estimating the power to be expected, measured data with various connection
types for various numbers of clients are available online.

Please find the respective mesured data at the following address:
https://support.industry.siemens.com/cs/ww/en/view/25576569.

Thin Client
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8 Links & Literature

Table 8-1

Topic

Title

\1\

Siemens Industry
Online Support

https://support.industry.siemens.com

\2\

Download page of the
entry

https://support.industry.siemens.com/cs/wwde/28309119

\3\

WinCC Professional
V13 manual

https://support.industry.siemens.com/cs/ww/en/view/9232
3076/57373786507

\4\

WinCC Professional
V13 manual

https://support.industry.siemens.com/cs/ww/en/view/9232
3076/63974837515

\5\

Industrial Thin Client
manual

https://support.industry.siemens.com/cs/ww/en/view/6118
7980/79267000203

9 History

Table 9-1
Version Date Modifications
V3.0 11/2015 Complete revision:
WiInCC Professional V12 - WinCC Professional V13
Windows Server 2008 > Windows Server 2012 R2
V2.0 09/2013 Complete revision:
WinCC 6.2 - WiInCC Professional V12
Thin Client = Industrial Thin Clients
Windows Server 2003 - Windows Server 2008
V11 05/2008 Installation sequence optimized and notes supplemented
V1.0 02/2008 First version
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