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Preface

Purpose

Based on examples, the configuration of SINEMA Remote Connect is shown.

IP settings for the examples

Note
The IP settings used in the examples were freely chosen.

In a real network, you would need to adapt these IP settings to avoid possible address
conflicts.

General naming conventions

The designation . . . stands for . . .
SINEMA RC SINEMA Remote Connect
SINEMA RC Server SINEMA Remote Connect server
S615 SCALANCE S615
S623 SCALANCE S623

Further documentation

® QOperating instructions "SINEMA Remote Connect Client"

This manual supports you when installing, configuring and operating the application
SINEMA RC Client.

® Operating instructions "SINEMA Remote Connect server"

This manual supports you when installing, configuring and operating the application
SINEMA RC Server.

® "Industrial Remote Communication Remote Networks - SCALANCE S615 Web Based
Management" configuration manual

This document is intended to provide you with the information you require to install,
commission and operate the device. It provides you with the information you require to
configure the devices.

® Getting Started "Industrial Remote Communication Remote Networks - SCALANCE
S615"

Based on examples, this document explains the configuration of the SCALANCE S615.

® The "SIMATIC NET Industrial Ethernet Network Manual" contains information on other
SIMATIC NET products that you can operate along with the devices of this product line in

SINEMA Remote Connect
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an Industrial Ethernet network. There, you will find among other things optical
performance data of the communications partners that you require for the installation.

You will find this document on the Internet under the following entry ID: 27069465
(http://support.automation.siemens.com/\WW/view/en/27069465)

Current manuals and further information

You will find the current manuals and further information on telecontrol products on the
Internet pages of Siemens Industry Online Support:

® Using the search function:

Link to Siemens Industry Online Support (http://support.automation.siemens.com/)

Enter the entry ID of the relevant manual as the search item.
® via the navigation in the "Telecontrol" area:

Link to the area "Telecontrol" (https://support.industry.siemens.com/cs/ww/en/ps/15915)

Go to the required product group and make the following settings:
"Entry list" tab, Entry type "Manuals"

You will find the documentation for the products relevant here on the data storage medium
that ships with some products:

® Product CD / product DVD
e SIMATIC NET Manual Collection

Security information

Siemens provides products and solutions with industrial security functions that support the
secure operation of plants, systems, machines and networks.

In order to protect plants, systems, machines and networks against cyber threats, it is
necessary to implement — and continuously maintain — a holistic, state-of-the-art industrial
security concept. Siemens’ products and solutions constitute one element of such a concept.

Customers are responsible for preventing unauthorized access to their plants, systems,
machines and networks. Such systems, machines and components should only be
connected to an enterprise network or the internet if and to the extent such a connection is
necessary and only when appropriate security measures (e.g. firewalls and/or network
segmentation) are in place.

Additionally, Siemens’ guidance on appropriate security measures should be taken into
account. For additional information on industrial security measures that may be
implemented, please visit

Link: (https://www.siemens.com/industrialsecurity)

Siemens’ products and solutions undergo continuous development to make them more
secure. Siemens strongly recommends that product updates are applied as soon as they are
available and that the latest product versions are used. Use of product versions that are no
longer supported, and failure to apply the latest updates may increase customers’ exposure
to cyber threats.

SINEMA Remote Connect
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To stay informed about product updates, subscribe to the Siemens Industrial Security RSS
Feed under
Link: (https://www.siemens.com/industrialsecurity)

Training, Service & Support

You will find information on Training, Service & Support in the multi--language document
"DC_support_99.pdf" on the data medium supplied with the documentation.

SIMATIC NET glossary

Explanations of many of the specialist terms used in this documentation can be found in the
SIMATIC NET glossary.

You will find the SIMATIC NET glossary here:
e SIMATIC NET Manual Collection or product DVD
The DVD ships with certain SIMATIC NET products.
® On the Internet under the following entry ID:
50305045 (http://support.automation.siemens.com/WW/view/en/50305045)

Trademarks

The following and possibly other names not identified by the registered trademark sign ® are
registered trademarks of Siemens AG:

SINEMA, SCALANCE

SINEMA Remote Connect
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Connecting the SINEMA RC Server to the WAN 1

1.1 Procedure in principle

In this example, the SINEMA RC Server is configured using the Web Based Management
(WBM). On the WAN/LAN access is via a router that is connected to the WAN port of the
server.

Structure

LAN Configuration PC
(internal)

Router WAN

SINEMA RC Server

M Industrial Ethernet

Required devices/components
e 1 x PC without operating system
e 1 xrouter

On the router PORT forwarding for the Web Based Management, OpenVPN and CA
rollout with TCP and UDP (TCP/443,UDP/1194,TCP/5443, TCP/6220) must be released.

® 1 x PC for configuring the SINEMA RC Server

® The required network cable, TP cable (twisted pair) complying with the IE FC RJ-45
standard for Industrial Ethernet

SINEMA Remote Connect
Getting Started, 11/2017, C79000-G8976-C394-04



Connecting the SINEMA RC Server fo the WAN

1.1 Procedure in principle

Settings used

For the configuration example, the devices are given the following IP address settings:

Name Interface | IP address

LAN SINEMA RC Server | WAN port | 192.168.20.250

(eth0) 255.255.255.0
Gateway: IP address of the router

192.168.20.2
PC Ethernet |192.168.20.20
255.255.255.0
Router LAN port |192.168.20.2

255.255.255.0
WAN port | 192.168.184.20
255.255.255.0

Note

The IP settings used in the configuration example were freely chosen.

In a real network, you would need to adapt these IP settings to avoid possible address
conflicts.

Steps in configuration

10

1.

Installing SINEMA RC Server (Page 11)

2. Launching Web Based Management (Page 12)
3.
4. Setting the time (Page 16)

Check the interface (Page 15)

SINEMA Remote Connect
Getting Started, 11/2017, C79000-G8976-C394-04




Connecting the SINEMA RC Server fo the WAN

1.2 Installing SINEMA RC Server

1.2 Installing SINEMA RC Server

NOTICE

Installation formats the hard disk

The installation of the SINEMA RC Server includes its own operating system. If you use a
PC on which an operating system already exists, the hard disk will be formatted. This
means that existing data is lost. Make sure that all important data on the PC has been
backed up.

Requirement

Procedure

PC without operating system. The hard disk should be at least 60 GB.
In the boot order, CD/DVD is set as the first boot medium.

. Turn on the PC.

. Insert the data medium in the drive. Installation starts automatically.

In the following dialog, the entry "Install/Update SINEMA Remote Connect Server" is
selected. Press <Return> to confirm the selection.

In the following dialog, the entry "eth0" is selected. Press <Return> to confirm the
selection.

Enter the WAN IP address of the SINEMA RC Server, refer to the table "Settings used
(Page 9)". Press <Return> to confirm the entry.

For the network mask, leave the entry unchanged. Press <Return> to confirm the entry.

7. As the gateway enter the LAN IP address of the router, refer to the table "Settings used

SINEMA Remote Connect

(Page 9)". Press <Return> to confirm the entry.

The operating system and the SINEMA RC Server are installed. Follow the further
instructions on the screen.

Getting Started, 11/2017, C79000-G8976-C394-04 11



Connecting the SINEMA RC Server fo the WAN

1.3 Launching Web Based Management

1.3

Procedure

12

Launching Web Based Management
After installation, the SINEMA RC Server is reachable via the WAN interface at the following

IP address 192.168.20.250

In this configuration example, the configuration PC has the following IP address setting to
allow it to access the Web Based Management of the SINEMA RC Server.

IP address

Subnet mask

Gateway

192.168.20.20

255.255.255.0

192.168.20.2

1. On the PC, open the Control Panel with the menu command "Start" > "Control Panel".

2. Click "Network and Sharing Center" and select the "Change adapter settings" option in

the navigation menu on the left.

3. Right-click on the "LAN Connection" symbol and select the "Properties" menu command.

4. In the "Local Area Connection Properties" dialog, enable the "Internet Protocol Version 4

(TCP/IPv4)" check box.

SINEMA Remote Connect
Getting Started, 11/2017, C79000-G8976-C394-04




Connecting the SINEMA RC Server to the WAN

1.3 Launching Web Based Management

5. Enter the values in the table above.

[l Local Area Connection Properties

& SIMATIC Industrial Ethemet {ISO)
-4 PROFINET IO RT-Protocol V2.0
& Reliable Multicast Protocol
& |ntemet Protocol Version & (TCP/IPvE)

Y | n 4 (TCP/IPv4
& Link-Layer Topology Discovery Mapper 1/0 Driver
& Link-Layer Topology Discovery Responder

Internet Protocol Version 4 (TCP/IPv4) Properties

192 .168 . 20 . 20

255,255,255.0

O

6. Confirm the dialogs with "OK" and close the Control Panel.

SINEMA Remote Connect
Getting Started, 11/2017, C79000-G8976-C394-04 13



Connecting the SINEMA RC Server fo the WAN

1.3 Launching Web Based Management

7. In the address box of the Web browser enter "https://192.168.20.250". If there is a
problem-free connection, the login page of Web Based Management (WBM) is displayed.

SIEMENS SINEMA Remote Connect Language: English v

Username:

Password:

Log in

8. After installation, log in with the user name "admin" and the password "admin".

9. After logging in the WBM page "Change password" is opened. Specify the user name and
the password for the administrator.

The new password must be at least 8 characters long and contain special characters,
upper and lowercase characters as well as numbers, refer to the section "Permitted
characters". As administrator, you can change the settings of the device (read and write
access to the configuration data).

10.Click the "Save" button. After saving, you are automatically logged on with the newly
created administrator.

SINEMA Remote Connect
14 Getting Started, 11/2017, C79000-G8976-C394-04



Connecting the SINEMA RC Server fo the WAN
1.4 Check the inferface

1.4 Check the interface

Procedure

1. Click on "System > Network configuration" in the navigation area and on the "Interfaces"
tab in the content area.

2. For "Interface" select "WAN". The configuration of the port is displayed.
3. Check the settings of the WAN port.

IP address WAN IP address of the SINEMA RC Server according to the table "Settings
used (Page 9)".

Network mask Network mask according to the table "Settings used (Page 9)"
Standard gateway | LAN IP address of the router according to the table "Settings used (Page 9)"

4. Enable "SINEMA Remote Connect is downstream from a NAT device" to enter the
external WAN IP for the gateway.

5. For the WAN IP address, enter the WAN IP address of the router, see table "Settings
used (Page 9)".
Network Configuration

Interfaces DNS Web Server Settings

! A change in the following settings might disconnect all connected
devices/nsers and put web server temporarily out of service!

“ Enable Port
Port: WAN
MAC Address: 08:00:27:d5:e4:b6
MTU: 1500
IP Address: 192.168.20.250
Netmask: 255.255.255.0
Default Gateway: 192.168.20.2
¢ SINEMA RC is behind a NAT device.
WAN IP Address:|192.168.184.20|

Save

6. Click "Backup".

SINEMA Remote Connect
Getting Started, 11/2017, C79000-G8976-C394-04 15



Connecting the SINEMA RC Server fo the WAN

1.5 Setting the time

1.5

Procedure

Result

16

Setting the time

The date and time are kept on the SINEMA RC Server to check the validity (time) of
certificates and for the time stamps of log entries. You can set the system time yourself
manually or have it synchronized automatically with a time server.

1. Click on "System" > "Date and time settings" in the navigation area and on the "Manual"

tab in the content area.
2. Click "Use PC time".

Date and Time Settings

Manual NTP

Systern Time: 02/15/2015 12:06 p.m.

Use PC Time

System time using PC is set.

SINEMA Remote Connect
Getting Started, 11/2017, C79000-G8976-C394-04



Creating devices using a csv file

2.1 Introduction

In this example three devices are created using a csv file. The csv file has a certain

structure, see section "Structure of the csv file (Page 18)".

Settings used

For the configuration example, the devices are given the following settings:

Virtual local LAN IP address

Name of the device Setting
S615_001 Type of connection 1 = permanent
Participant group Station1
Network gateway Yes
Local LAN IP address 1 192.168.10.1
255.255.255.0
Local LAN IP address 2 192.168.20.1
255.255.255.0
NAT for local subnet 10.90.80.1

255.255.255.0
Assigned to local LAN IP address 2

Virtual local LAN IP address

S615_002 Type of connection 1 = permanent
Participant group Station2
Network gateway No
Local LAN IP address 192.168.30.1
255.255.255.0
NAT for local subnet 10.90.90.1

255.255.255.0

NAT for local hosts

Virtual local LAN IP address 10.90.90.x
Local host 192.168.30.y
x=2-20
y=1-19
S615_003 Type of connection 1 = permanent
Participant group Station1

Steps in configuration
1. Creating a csv file (Page 20)
2. Importing a csv file (Page 22)

SINEMA Remote Connect
Getting Started, 11/2017, C79000-G8976-C394-04

17



Creating devices using a csv file

2.2 Structure of the csv file

2.2 Structure of the csv file

On the data medium, you will find a template of the csv file. The entries are separated by
semicolons.

pevice Name,GSM Number,Type,Vendor,Location,TyEe of connection,Provider,Comment ,Group,Local
subnet ,Network mask,Network gateway,Virtual subnet,Network mask,virtual subnet IP address,Local
host,vPN connection mode,Ipsec profile,Fixed IPS615_001,,,5iemens
AG,Karlsrube,1,,, Stat10nl 192.168.10.1,255.255.255.0,ves,,,,,1,,

s015 001,,,,,,,,.,192.168. 20 1,255.255. 255 0,,10.90. 80 1,255.255.255.0,,,
AG,Karlsruhe,1,,,5tation2,192.168.30.1,255. 255. 255.0, lD 90.90.1,255.255.255.0,10.90.90. 2,192.168. 30.
1,1,,5615_002 ,,,,,,,,,,,10.90.90.3,192.168.30.2,1,,

1,,5615_002,,,5iemens

SE15_002,, . 05530:35,10.90.90.4,192,168.30.3,1,,5015_002,,,, 55593 33:,,10.90.90.5,192.168.30.4,1,,
S015 002, ,,, 000000 92:,10.90.90.6,192.168.30.5,1,,5615 002,,,,,0s50s92:.,,10.90.90.7,192.168.30.6,1,,
S615_002,, .0 95530:35,10.90.90.8,192.168.30.7,1,,5015_002,,,, 5 5s5332:,,10.90.90.9,192.168.30.8,1,,
S015 002, ,,, 000909 9202,10.90.90.10,192.168.30.9,1,,

S615_002,, ., 95930235,10.90.90.11,192.168.30.10,1,,

S015 002, ,,, 000000 32.,10.90.90.12,192.168.30.11,1,,
S615_002,,,,s9593023,10.90.90.13,192.168.30.12,1,,

S015 002, ,,, 000900 9222,10.90.90.14,192.168.30.13,1,,
S615_002,,,,s95950:35,10.90.90.15,192.168.30.14,1,,

S015 002, ,,, 000000 9222,10.90.90.16,192.168.30.15,1,,
S615_002,,,,s95930:35,10.90.90.17,192.168.30.16,1,,

S015 002, ,,, 000900 9222,10.90.90.18,192.168.30.17,1,,
S615_002,,,,s95950235,10.90.90.19,192.168.30.18,1,,
S615_002,,,,00ss03:05,10.90.90.20,192.168.30.19,1,,5615_003,,,5iemens
AG,Karlsruhe,1,,,5tationl,,,, ,ss1,,

Values to be set

The table contains the entries that you can enter in the csv file. For more detailed information
on these entries, refer to the section "Creating a new device" and device information..

The entry ... stands for ...
Device Name Name of the device
GSM Number GSM number

Type Device type
Vendor Manufacturer
Location Location

Type of connec- Type of connection

tion Enter the number for the relevant type of connection.
1 = permanent:

2 = digital input

3 = wake-up SMS

4 = digital input & wake-up SMS

Provider Name of the SMS gateway provider
Comment Comment
Group Participant group
The requirement is that the participant group has already been created.
Local subnet Local LAN IP address
Network mask Network mask of the local LAN IP address

Network gateway | Device is a network gateway
If the device is a network gateway, enter "Yes".

Virtual subnet Virtual subnet IP address

SINEMA Remote Connect
18 Getting Started, 11/2017, C79000-G8976-C394-04



Creating devices using a csv file
2.2 Structure of the csv file

The entry ... stands for ...

Network mask Network mask of the virtual subnet IP address
Virtual subnet IP | Virtual subnet address

address

Local host Local host

VPN donnection VPN connection mode

mode 1 = OpenVPN: The connection will be established via OpenVPN.

2 = |Psec: The connection will be established via IPsec.
Ipsec profile Name of the IPsec profile

The requirement is that the IPsec profile has already been created.
Fixed IP Fixed IP address for OpenVPN or IPsec connections

SINEMA Remote Connect
Getting Started, 11/2017, C79000-G8976-C394-04 19



Creating devices using a csv file

2.3 Creating a csv file

2.3 Creating a csv file

Procedure
1. Open the csv template with MS Excel or a text editor.
2. Specify the first device.

S615 001;;;Siemens

Specify the number for the relevant type of connection: 1 for permanent

If the device is a network gateway, specify "Yes". Otherwise no entry is necessary.

3. Specify the second device:

S615 002;;;Siemens

AG;Karlsruhe;1;;;Station2;192.168.30.1;255.255.255.0;;10.90.90.1;255.255.255.0;10.

90.90.2;192.168.30.1;1;;

S615 002;;:7777777+77::10.90.90.3;192.168.30.2;1;;
S615 002;;:7777777777:10.90.90.4;192.168.30.3;1;;
S615 002;;:7777777:77:10.90.90.5;192.168.30.4;1;;
S615 002;;:7777777:7::10.90.90.6;192.168.30.5;1;;
S615 002;;:7777777+777:10.90.90.7;192.168.30.6;1;;
S615 002;;:7777777:77:10.90.90.8;192.168.30.7;1;;
S615 002;;:7777777:77::10.90.90.9;192.168.30.8;1;;
S615 002;;:;777777777:10.90.90.10;192.168.30.9;1;;
S615 002;;:;777777577:;10.90.90.11;192.168.30.10;1;;
S615 002;;:;77777757::10.90.90.12;192.168.30.11;1;;
S615 002;;:;777777577:10.90.90.13;192.168.30.12;1;;
S615 002;;:;777777577:10.90.90.14;192.168.30.13;1;;
S615 002;;:;777777577:10.90.90.15;192.168.30.14;1;;
S615 002;;:7777777577:10.90.90.16;192.168.30.15;1;;
S615 002;;:;777777577:10.90.90.17;192.168.30.16;1;;
S615 002;;:;7;7777757::10.90.90.18;192.168.30.17;1;;
S615 002;;:;777777577:10.90.90.19;192.168.30.18;1;;
S615 002;;:;777777577:10.90.90.20;192.168.30.19;1;;

For "NAT for local subnet", a row is necessary for every assignment.

SINEMA Remote Connect
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Creating devices using a csv file

2.3 Creating a csv file

4. Specify the third device.

In this case, only the name, the location and the group of the device are created. The rest
is entered later in the WBM of the SINEMA RC server.

5. Save the csv file.

Result
The csv file has been created with the three devices.
VPN
Device GSM Type of Metwork Virtual subnet connection Ipsec  |Fixed
Name Number Type Vendor Location |connection | Provider Comment Group Local subnet Metwork mask |gateway |Mirtual subnet Network mask |Paddress  |Local host mode profile ||P
S615_001 igmns gjﬂ'ﬁﬂiﬂ 1 Stationl  |192.168.10.1 | 255.255.255.0 |Yes 1
S615_001 192.168.20.1 |255.255.255.0 10.90.80.1  |255.255.255.0 1
Siemens  Karlsruh
S615_002 AG e 1 Station2  |192.168.30.1 255.255.255.0 10.90.90.1 |255.255.255.0 (10.80.90.2 |192.168.30.1 1
S5615_002 10.90.90.3 |192.168.30.2 1
S615_002 10.90.90.4 192.168.30.3 1
S615_002 10.90.90.5 192.168.30.4 1
S615_002 10.90.906 192 168.30.5 1
S615_002 10.90.90.7  |192.168.30.6 1
S615_002 10.90.90.8 |192.168.30.7 1
S615_002 10.90.90.9 192 168.30.8 1
S5615_002 10.90.90.10 |192.168.30.9 1
S615_002 10.90.90.11 |192.168.30.10 1
S615_002 10.90.90.12 |192.168.30.11 1
S615_002 10.90.90.13 |192.168.30.12 1
S615_002 10.90.90.14 |192.168.30.13 1
S615_002 10.90.90.15 |192.168.30.14 1
S615_002 10.90.90.16 |192.168.30.15 1
S5615_002 10.90.90.17 (192 168.30.16 1
S615_002 10.90.90.18 |192.168.30.17 1
S615_002 10.90.90.19 |192.168.30.18 1
S5615_002 10.90.90.20 192 16B8.30.19 1
Siemens  Karlsruh
S615_003 AG e 1] Stationl 1

Figure 2-1 csv file: Table editor

pevice Name,GSM Number,Type,Vendor,Location,TyEe of connection,Provider,Comment,Group,Local
subnet,Network mask,Network gateway,virtual subnetr,Network mask,virtual subnet IP address,Local
host,vPN connection mode,Ipsec profile,Fixed IPS615_001,,,5iemens

AG, KarTsruhe l,,,Stat1onl 192.168.10.1,255.255.255.0,ves5,,,,.1,,

5615 DDl,,,,,,,,,lQZ 168.20.1,255. 255. 255 0,,10.90. 80 1,255%.255.255.0,,,1,,5615_002,,,51emens
AG,Karlsruhe,1,,,5tation2,192.168.30.1,255. 255. 255. 0,,10 90.90.1,255.255.255.0,10.90.90. 2,192.168. 30.
1,1,,5615_002, ,,,,,,,,,,10.90.90.3,192.168.30.2,1,,

S015 002, , ., 000000 92:,10.90.90.4,192.168.30.3,1,,5615 002,,,, 0s50:22:,,10.90.90,5,192.168.30.4,1,,
S615_002,, .0 95530:35,10.90.90.6,192.168.30.5,1,,5615_002,,,, 55553 33:,,10.90.90.7,192.168.30.6,1,,
S015 002, ,,, 000000 902:,10.90.90.8,192.168.30.7,1,,5615 002,,,, 0550+ 2:,,10.90.90,.9,192.168.30.8,1,,
S615_002,, .5 095305::,10.90.90,.10,192.168.30.9,1,,

S015 002, ,,, 000900 32.,10.90.90.11,192.168.30.10,1,,
S615_002,,,,s95950235,10.90.90.12,192.168.30.11,1,,

S015 002, ,,, 000000 32:.,10.90.90.13,192.168.30.12,1,,
S615_002,,,,s95950235,10.90.90.14,192.168.30.13,1,,

S015 002, ,,, 000900 922.,10.90.90.15,192.168.30.14,1,,
S615_002,,,,s959502355,10.90.90.16,192.168. 30.15,1,,

S015 002, ,, 000000 9220.,10.90.90.17,192.168.30.10,1,,
S615_002,,,,4959502325,10.90.90.18,192.168.30.17,1,,

S015 002, ,,, 000900 322.,10.90.90.19,192.168.30.18,1,,

S615_002, ., 50553353595 ,10.90.90.20,192.168.30.19,1,,5615_003,,,5iemens
AG,Karlsruhe,l,,,stationl,,,, ,,.1,,

Figure 2-2  csv file: Text editor

SINEMA Remote Connect
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Creating devices using a csv file
2.4 Importing a csv file

24 Importing a csv file

Requirement
® The csv file exists and is filled correctly.
® The activated license is adequate.
e The participant groups "Station1" and "Station2" have been created.
® The names of the devices have not yet been created.

® The logged on user has the right "Manage devices"

Procedure
1. Click the "Import" button on the page with the device list.
2. Click the "Browse" button and select the csv file.
3. Click "Import".
After importing the file, the devices are listed on the "Device selection" tab
4. Select the check box for "S615_001", "S615_002" and "S615_003".
5. Click "Finish".
Result

After creating (importing) the devices are displayed in the device list. Click on @ to check the
settings.

SINEMA Remote Connect
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OpenVPN tunnel between SCALANCE S615 and 3

SINEMA RC Server

3.1 Procedure in principle

In this sample configuration two distributed stations are connected using a SCALANCE
S615. The devices communicate via the SINEMA RC Server located in the master station.

A KEY-PLUG SINEMA Remote Connect is required for each SCALANCE S615 device. The
KEY-PLUG enables the connection from SCALANCE S615 to SINEMA RC.

To do this, the devices need to logon to the SINEMA RC Server. The VPN tunnel between
the device and the SINEMA RC Server is established only after successful authentication.
Depending on the configured communication relations and the security settings, the SINEMA
RC server connects the individual VPN tunnels.

Structure

Master station

internal network 3 - LAN3

PC3

Router E

external network

WAN WAN

Router

Station 1

internal network 1
LANA1

PC1

O VPN tunnel
B Industrial Ethernet

SINEMA Remote Connect
Getting Started, 11/2017, C79000-G8976-C394-04

SINEMA RC Server

Station 2

internal network 2
LAN2
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OpenVPN tunnel between SCALANCE S615 and SINEMA RC Server

3.1 Procedure in principle

Master station - connection to SINEMA RC Server

® |n the test setup in the internal network, a network node is implemented by a PC
connected to the LAN port of the SINEMA RC Server.

— PC: represents a participant in internal network 3
— SINEMA RC Server
® Connection to the external network via a router

Access to the external network is via a router connected to the WAN port of the SINEMA
RC Server.

Station 1/ 2 - Connection to SCALANCE S615

® |n the test setup in the internal network, a network node is implemented by a PC
connected to the Ethernet interface P1 of the S615.

— PC: represents a participant in internal network 1/2
— S615: SCALANCE S module for protection of the internal network 1/2
e Connection to the external network via a router

Access to the external network is via a router connected to the Ethernet interface P5 of
the S615.

Required devices/components
Use the following components for setup:
® 2 x S615 (additional option: a suitably installed standard rail with fittings)
e 2 x KEY-PLUG SINEMA RC
® 2 x 24V power supply with cable connector and terminal block plug
® 2 x PC each connected to a SCALANCE S615.
e 1 x PC on which the SINEMA RC Server is installed.
e 1 x PC that is connected to the SINEMA RC Server.
e 3 xrouter

® The required network cable, TP cable (twisted pair) complying with the IE FC RJ-45
standard for Industrial Ethernet

SINEMA Remote Connect
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OpenVPN tunnel between SCALANCE S615 and SINEMA RC Server

Settings used

3.1 Procedure in principle

For the configuration example, the devices are given the following IP address settings:

Name Interface IP address
Station1 S615_1 LAN port P1 | 192.168.100.1
LAN1 (vlan1) 255.255.255.0
WAN port P5 | 192.168.50.1
(vlan2) 255.255.255.0
Default gateway is the LAN IP address of the router
192.168.50.2
PC1 LAN port 192.168.100.20
255.255.255.0
Router1 LAN port 192.168.50.2
255.255.255.0
Station2 S615_2 LAN port P1 | 192.168.10.1
LAN2 (vlan1) 255.255.255.0
WAN port P5 | 192.168.40.1
(vlan2) 255.255.255.0
Default gateway is the LAN IP address of the router
192.168.40.2
PC2 Ethernet 192.168.10.20
(LAN 2) 255.255.255.0
Router 2 LAN port 192.168.40.2
255.255.255.0
Master station SINEMA WAN port 192.168.20.250
LAN3 RC Server 255.255.255.0
The WAN IP address via which the SINEMA RC
Server can be reached is the WAN IP address of
the router in this example.
192.168.184.20
Default gateway is the LAN IP address of the router
192.168.20.2
PC3 Ethernet 192.168.20.20
(LAN3) 255.255.255.0
Router 3 LAN port 192.168.20.2
255.255.255.0
WAN port 192.168.184.20

Note

The IP settings used in the configuration example were freely chosen.

In a real network, you would need to adapt these IP settings to avoid possible address

conflicts.

SINEMA Remote Connect
Getting Started, 11/2017, C79000-G8976-C394-04
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OpenVPN tunnel between SCALANCE S615 and SINEMA RC Server

3.1 Procedure in principle

Requirement
SINEMA RC Server

e The SINEMA RC Server is connected to the WAN, see "Connecting the SINEMA RC
Server to the WAN (Page 9)".

SCALANCE S615

e The SCALANCE S is connected to the WAN. You will find the configuration steps in the
Getting Started "SCALANCE S615".

The steps in configuration are the same for all devices, the only difference being the
settings, see table "Settings used (Page 45)".

e The SCALANCE S can be reached via PC1/2 and you are logged on to the WBM as
"admin".

e Avalid KEY-PLUG SINEMA Remote Connect is inserted in the SCALANCE S.

Steps in configuration
Configuring access to the SINEMA RC Server on the S615
To allow a VPN connection to the SINEMA RC Server, a route must be created on the S615:
1. Configuring a route (Page 27)

For the PC to be able to access the WBM of the SINEMA RC Server via S615, the following
steps are necessary on the S615:

1. Activate Basic NAT (Page 28)
2. Allow access (Page 28)
Configure a remote connection on the SINEMA RC Server
1. Creating participant groups (Page 30)
2. Create devices (Page 31)
3. Configure communication relations (Page 34)
Configure the remote connection on the S615
® Secure OpenVPN connection with fingerprint (Page 36)
e Secure OpenVPN connection with CA certificate
— Loading a certificate (Page 39)
— Configure an OpenVPN connection to the SINEMA RC Server (Page 40)

SINEMA Remote Connect
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OpenVPN tunnel between SCALANCE S615 and SINEMA RC Server
3.2 Configuring access fo the SINEMA RC Server on the S615

3.2 Configuring access to the SINEMA RC Server on the S615

3.2.1 Configuring a route

The stations and master station are in different IP subnets. So that the stations can
communicate with the master station, the appropriate default route is created on the S615.

Procedure

1. In the address box of the Web browser, enter the LAN IP address of the S615, see table
"Settings used (Page 45)".

2. Log in as the "admin" user and the corresponding password.
3. Click "Layer 3 > Static Routes" in the navigation area.

4. Configure the route to the router with the following settings:

Destination Network 0.0.0.0 (all IP addresses)
Subnet Mask 0.0.0.0

Gateway LAN IP address of the router according to the
table "Settings used"

Administrative Distance -1

5. When you have entered the values, click "Create".

6. To update the display, click "Refresh".

Result

The route is created.

Statische Routen

Zielnetzwerk:
Subnetzmaske:
Gateway:
Schnittstelle: auto [=]
Administrative Distanz -1
Selektieren  Zielnetzwerk Subnetzmaske Gateway Schnittstelle Administrative Distanz  Status
192.168.1.0 255.255.255.0 192.168.1.2 vian3 Nichtverwendet Inaktiv
1 Eintrag.

Erstellen || Lischen || Einstellungen dbernehmen ||Aktualisieren

SINEMA Remote Connect
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OpenVPN tunnel between SCALANCE S615 and SINEMA RC Server

3.2 Configuring access fo the SINEMA RC Server on the S615

3.2.2

Procedure

Result

3.2.3

Procedure

28

Activating IP masquerading

IP masquerading is used so that the internal IP addresses are not forwarded to external. In
addition to this, no further routing settings are necessary on the router.

1. Click on "Layer 3 > NAT" in the navigation area and on the "Masquerading" tab in the
content area.

2. Activate "Enable Masquerading" for vian2.
3. Click on "Set Values".

Masquerading is activated on the WAN port vlan2. When a packet is sent via this interface,
the source address is translated to the IP address assigned to vlan2.

Allow access

So that the PC can access the SINEMA RC Server, access from vlan1 to vlan2 is enabled
on the device.

1. Click on "Security" > "Firewall" in the navigation area and on the "IP Rules" tab in the
content area.

2. Click "Create". A new entry is created in the table.

3. Configure the firewall rule with the following settings:

Action Accept
From vlan1 (internal)
To vlan2 (external)
Source (Range) 0.0.0.0 (all IP addresses)
Destination (Range) 0.0.0.0 (all IP addresses)
Service all
As default, the service is always available

4. Click on "Set Values".

SINEMA Remote Connect
Getting Started, 11/2017, C79000-G8976-C394-04



OpenVPN tunnel between SCALANCE S615 and SINEMA RC Server

3.2 Configuring access fo the SINEMA RC Server on the S615

Result

Due to this firewall rule, all services between vlan1 and vlan2 are possible without
restrictions, e.g. HTTPS

Internet Protocol (IP) Rules

Garrl o A S WD S o e

IP Version:| IPvd v |

Select Protocol Action From To Source (Range) Destination (Range) Service Log Precedence
[ IPv4 |Accept v ||vian1(INT} ¥ |[wian2 (EXT) ¥ |0.0.0.00 0.0.0.0/0 | all *|lnone v |0

1 entry.

[Create|[Delete |[Scl Values][Refresh|

SINEMA Remote Connect
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OpenVPN tunnel between SCALANCE S615 and SINEMA RC Server

3.3 Configure a remote connection on the SINEMA RC Server

3.3 Configure a remote connection on the SINEMA RC Server

3.3.1 Creating node groups

Users and devices can be put together in participant groups. You can also specify whether
the communication between the participants of an individual group is permitted or forbidden.

For this sample configuration, the following groups are created.

Requirement

Station1
Station2
Service

The Service group is required for the sample configuration "OpenVPN tunnel between
SINEMA RC Client and SINEMA RC Server (Page 45)".

The SINEMA RC Server is connected to the WAN.

. In the address box of the Web browser, enter the WAN IP address of the SINEMA RC

Server "https://[<WAN IP address>", see table "Settings used (Page 45)".

Log on with the user data of the administrator, see section "Starting Web Based
Management".

. In the navigation area, click "Remote connections" > "Participant groups". The participant

groups that have already been created are listed in the content area.

Click "Create". The page "New participant group" is opened.

5. For group name enter "Station1". Enable the setting "Members may communicate" and

Procedure
1
2.
3
4,
6.
30

click "Save".

Repeat steps 1 - 3 for the groups "Station2" and "Service"

SINEMA Remote Connect
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OpenVPN tunnel between SCALANCE S615 and SINEMA RC Server

3.3 Configure a remote connection on the SINEMA RC Server

Result

The participant groups have been created.

Participant groups

i no filter active

Precise match Apply filter Show all
o i Members. may .Re&chable ethernet i ol Hun?ber of e hon
communicate interfaces devices
Service Yes No 0 0 0o =
Station1 Yes Mo 1 0o =
Station2 Yes Mo 1 0o =
Create Delete
3.3.2 Create devices
Procedure

1. In the navigation area, click "Remote connections" > "Devices". The devices that have
already been created are listed in the content area.

Click "Create" button to create a new device.

Enter the device name for the device e.g. "S623" for station 1 and "S615_2" for station 2.
Click "Continue".

For "VPN connection mode", select "OpenVPN". Click "Continue".

Enable the parameter "Connected local subnets".

Enable the parameter "Device is a network gateway".

©® N o g bk~ 0 Db

Configure the devices with the following settings and click "Add":

Local LAN IP address IP address for vlan1 according to the table "Settings used
(Page 45)".

Network mask 255.255.255.0

9. Click "Continue". The "Group memberships" tab is displayed.

SINEMA Remote Connect
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OpenVPN tunnel between SCALANCE S615 and SINEMA RC Server

3.3 Configure a remote connection on the SINEMA RC Server

10.Enable the appropriate group.
For the device "S615_1" the group "Station1"
For the device "S615_2" the group "Station2"
11.Click "Continue". The "Password" tab is displayed.
12.Specify the password for the access e.g. An:t_010 for S615_1 and An:t_020 for S615_2.

The password must be made up of uppercase and lowercase letters, numbers and
special characters.

13.Click "Complete".

Result
The devices are listed with the devices that have already been created.
® Device password
® Device ID
® Fingerprint

You will find the device ID and the fingerprint in the device information. Click on the @
symbol to open the device information.

SINEMA Remote Connect
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OpenVPN tunnel between SCALANCE S615 and SINEMA RC Server

3.3 Configure a remote connection on the SINEMA RC Server

Devices [ S615_1

Device VPN connection mode  Network settings Group memberships Change password Device overview

Device information:
Device ID: 2
IP address of the VPN server 192.168.184.20
IP address of the Web server 192.168.184.20
Web server port 443

SHA1-Fingerprint: 28:F6:C4:52:2E:F9:6F:6E:75:93:25:A8:86:35:7TE:C4:0A-7F:84:44

a9 53 33

SHA256-Fingerprint: None
Export CAGS
Name of the device: 8615 1

Local LAM IP address: Lecal subnet Network gateway
192.168.100.1/24 Yes
Virtual local LAN IP address: Mirtual local LAN Local subnet Network gateway
Device-specific virtual LAN: Virtual local LAN Local host Network gateway
Type:
Vendor:
Location:

Type of connection: Permanent

SMS gateway provider:
Comment:
Groups:

VPN connection mode: OpenVPN
IPsec profile:

Request virtual IP address: Yes

Fixed IP address
IPsec certificate:
Local 1D:

ID of the partner:

SINEMA Remote Connect
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3.3 Configure a remote connection on the SINEMA RC Server

3.3.3

Procedure

Result

34

Configure communications relations

So that participant groups can communicate with each other, communication relations are
necessary. A communication relation can be created for every direction.

For this sample configuration, the following communication relations are created:

from group to the destination group
Service Station1

Station2
Station1 Station2

In this configuration example, communication is only from the group "Station 1" to the group
"Station 2". In the opposite direction, no communication is possible. For the communication
from the group "Station2" to the group "Station1" another communication relation is
necessary.

The group "Service" can also communicate with the groups "Station1" and "Station2" but
they cannot communicate with "Service".

1. In the navigation area, click "Remote connections" > "Participant groups". The participant
groups that have already been created are listed in the content area.

2. For "Station1" in the "Actions" column click on the icon 2. The page "Destination group"
is opened.

3. Enable "Station2" and click on "Save".
4. Click "Exit dialog".

5. For "Service", click the symbol = in the "Actions" column. The page "Destination group"
is opened.

6. Enable "Station1" and "Station2". Click "Save".
7. Click "Exit dialog".

The communication relations have been created.

Click "Remote connections" > "Communication relations" in the navigation area. The created
relations are listed in the content area.

SINEMA Remote Connect
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OpenVPN tunnel between SCALANCE S615 and SINEMA RC Server

3.3 Configure a remote connection on the SINEMA RC Server

Communication relations

i no filter active

Search filter: Source group » 9, L/ Precise match Apply filter Show all
Source group *  Destination group Actions
Station
Service Station2 o
Service
Station1 Station1 L=
: Station
S Station2 %

SINEMA Remote Connect
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OpenVPN tunnel between SCALANCE S615 and SINEMA RC Server
3.4 Configure the remote connection on the S615

3.4 Configure the remote connection on the S615

3.4.1 Secure OpenVPN connection with fingerprint

Requirement
® On PC1/2 there are two Web browser windows open.
® Web browser 1 for access to Web Based Management of the SCALANCE S615.
® Web browser 2 for access to SINEMA RC.
e Avalid KEY-PLUG is inserted in the S615.

Procedure

1. Change to the Web browser for access to Web Based Management of the SCALANCE
S615.

— In the address box of the Web browser, enter the LAN IP address of the S615, see
table "Settings used (Page 45)".

— Log in as the "admin" user and with the corresponding password.
— Click "System" > "SINEMA RC" in the navigation area.

— For "Sinema RC Address", enter the WAN IP address of the SINEMA RC Server, see
table "Settings used (Page 45)".

2. Change to the Web browser for access to SINEMA RC.

— In the address box of the Web browser, enter the WAN IP address of the SINEMA RC
Server, see table "Settings used (Page 45)".

— Log in as the "admin" user and the corresponding password.

— In the navigation area, click "Remote connections" > "Devices".

— Click on the symbol @ in "Actions" to open the device information.

— Holding down the left mouse button, select the entry for device ID.

— Right-click on the selection and in the shortcut menu, select the copy command.

3. Change to the Web browser for access to Web Based Management of the SCALANCE
S615.

— Right click in the input box of "Device ID".
— In the shortcut menu, select the menu command for inserting.

— For "Device Password" enter the password that you configured for access, An:t_010
for S615_1 and An:t_020 for S615_2

— Enable "Auto Firewall/NAT Rules"
When enabled, the suitable NAT and firewall rules are created automatically.

For "Verification Type", select "Fingerprint".

SINEMA Remote Connect
36 Getting Started, 11/2017, C79000-G8976-C394-04



OpenVPN tunnel between SCALANCE S615 and SINEMA RC Server
3.4 Configure the remote connection on the S615

4. Change to the Web browser for access to SINEMA RC.
— For "Fingerprint" click on the icon Is.

5. Change to the Web browser for access to Web Based Management of the SCALANCE
S615.

— Right click in the input box of "Fingerprint".
— In the shortcut menu, select the menu command for inserting.

— Activate "Enable SINEMA RC" and click on "Set Values".
SINEMA Remote Connect (SINEMA RC)

"] Enable SINEMARC

Server Settings
SINEMA RC Address: 182.168184.20
SINEMA RC Fort: 443

Server Verification
Verification Type: Fingerprint E
Fingerprint: 9E:88:41:C4:98:96:13:A1:3¢
CA Certificate: -

Device Credentials
Device ID: 6

Device Password: sesessss

Optional Settings
[¥] Auto Firewall/NAT Rules
Type of connection: Auto E
Use Proxy: none E
Autoenroliment Interval [min]. 60

SetValues || Refresh

Result
The device establishes an OpenVPN tunnel to the SINEMA RC Server.
You can check in the WBM to see whether the connection was successful.

In the Web browser for access to Web Based Management of SCALANCE S615: In the
navigation area, click "Information" > "SINEMA RC".

SINEMA Remote Connect
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3.4 Configure the remote connection on the S615

SINEMA Remote Connect (SINEMA RC)

[7] Enable SINEMARC

Server Settings
SINEMA RC Address: 192.168184.20
SINEMA RC Fort: 443

Server Verification
Verification Type: Fingerprint [+]
Fingerprint: 9E:88:41:C4:98:96:13:A1:3¢
CA Certificate: -

Device Credentials
Device ID: 6
Device Password. eesesssss

Optional Settings
[¥] Auta Firewall/NAT Rules
Type of connection: Auto E
Use Proxy: none E
Autoenroliment Interval [min]. 60

[ et Values || Refresh |

Web browser for access to SINEMA RC: Click "Remote connections" > "Devices" in the
navigation area.

Devices
i no filter active
Search filter. All A Q [ Precise match Apply filter Show all
Name of the X = g . Typeof VPN connection z
device » VPN address % Remote subnet Virtual local LAN Status % Location e a N A Actions
$615_1 None 192.168.100.0/24 None @ online Permanent OpenVPN ooasEN
S$615_2 None 192.168.10.0/24 None & online Permanent OpenVPN oxaasEil
Create Import Copy Delete

SINEMA Remote Connect
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3.4 Configure the remote connection on the S615

3.4.2 Secure OpenVPN connection with CA certificate

3.4.2.1 Loading a certificate

Requirement

® The correct time is set on the S615 and the SINEMA RC Server.

® On PC1/2 there are two Web browser windows open.

Procedure

1. Change to the Web browser for access to SINEMA RC.

In the address box of the Web browser, enter the WAN IP address of the SINEMA RC
Server, see table "Settings used (Page 45)".

Log in as the "admin" user and the corresponding password.
Click "Security" > "Certificates" in the navigation area.

Click on the & symbol in "Actions" to export the certificate.

2. Change to the Web browser for access to Web Based Management of the SCALANCE
S615.

SINEMA Remote Connect

In the address box of the Web browser, enter the LAN IP address of the S615, see
table "Settings used (Page 45)".

Log in as the "admin" user and with the corresponding password.

Click on "System" > "Load&Save" in the navigation area and on the "Passwords™" tab
in the content area.

Enter the device password in "X509Cert". Enable the entry and click on "Set Values".
Click on the "HTTP" tab in the content area.

Click the "Load" button next to "X509Cert". The dialog for loading a file is opened.
Navigate to the exported server certificate. Click the "Open" button in the dialog.

The file is now loaded on the device. After loading successfully, confirm the next
dialog with "OK".
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3.4 Configure the remote connection on the S615

Result

The certificates are loaded. Certificates are displayed in "Security" > "Certificates". The
loaded certificates must have the status "Valid".

Certificates Overview

Overview | Certificates

Select Type Filename State Subject DN Issuer DN Issue Date Expiry Date Used
Machine Cert 14674 1 Certpem valid CN=MBT4_1@31 CN=CA DODDO1 SINEMARC 01/31/2017 15:55:.08 02/02/2018 15:55:08 -
|| CACer HE74 © GAGergen valid CN=CA 000001 SINEMA RC CN=CA DO0001 SINEMA RC 02/01/2017 08:07:12 02/01/2027 08:07:12 Sinema RC
L] KeyFile 11574 Keypem valid CN=M&74_1@3.1 CMN=CA DO0001 SINEMARC 01/31/2017 15:55:08 02/02/2018 15:55:08 -
3 entries.
3.4.2.2 Configure an OpenVPN connection to the SINEMA RC Server

Requirement

e Avalid KEY-PLUG is inserted in the S615.

40
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3.4 Configure the remote connection on the S615

Procedure

1. Change to the Web browser for access to Web Based Management of the SCALANCE
S615.

— Click "System > SINEMA RC" in the navigation area.

— For "Sinema RC Address", enter the WAN IP address of the SINEMA RC Server, see
table "Settings used (Page 45)".

2. Change to the Web browser for access to SINEMA RC.
— In the navigation area, click "Remote connections" > "Devices".
— Click on the symbol @ in "Actions" to open the device information.
— Holding down the left mouse button, select the entry for device ID.
— Right-click on the selection and in the shortcut menu, select the copy command.

3. Change to the Web browser for access to Web Based Management of the SCALANCE
S615.

— Right click in the input box of "Device ID".
— In the shortcut menu, select the menu command for inserting.

— For "Device Password" enter the password that you configured for access, An:t_010
for S615-1 and An:t_020 for S615-2.

— Enable "Auto Firewall / NAT Rules".
When enabled, the suitable NAT and firewall rules are created automatically.
For "Verification Type" select "CA Certificate".

— In"CA Certificate" select the server certificate. Only loaded certificates can be
selected.

SINEMA Remote Connect
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3.4 Configure the remote connection on the S615

Result

42

SINEMA Remote Connect (SINEMA RC)

Enable SINEMA RC

Server Settings
SINEMA RC Address: 192.168184.20
SINEMA RC Port: 443

Server Verification
Verification Type:| CA Certificate v
Fingerprint:
CA Certificate; | M874_1_CACertpem ¥

Device Credentials
Device ID: 6
Device Password; s-eesee

Optional Settings
#| Auto Firewall/NAT Rules
Type of connection: | Auto r
Use Proxy: | none r

Autoenroliment Interval [min]: G0

[SetVvalues][Refresh]|

— Activate "Enable SINEMA RC" and click on "Set Values".

The device establishes an OpenVPN tunnel to the SINEMA RC Server.
You can check in the WBM to see whether the connection was successful.

Web browser 1: In the navigation area, click "Information" > "SINEMA RC".

SINEMA Remote Connect
Getting Started, 11/2017, C79000-G8976-C394-04
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3.4 Configure the remote connection on the S615

SINEMA Remote Connect (SINEMA RC)

["|Enable SINEMARC

Semver Settings
SINEMA RC Address: 192.168184.20
SINEMA RC Fort: 443

Semver Verification
\erification Type: Fingerprint [+]
Fingerprint: 9E:88:41:C4:98:96:13:A1:3¢
CA Certificate: -

Device Credentials
Device ID: 6
Device Password: sesesssss

Optional Settings
[¥] Auto Firewall/NAT Rules
Type of connection: Auto E
Use Proxy: none E
Autoenroliment Interval [min]. 60

[ et Values || Refresh |

Web browser 2: Click "Remote connections" > "Devices" in the navigation area.

Devices

ino filter active

Search filter. All A Q [ Precise match Apply filter Show all
Name of the X = g . Typeof VPN connection z
device » VPN address % Remote subnet Virtual local LAN Status % Location e a N a Actions
$615_1 None 192.168.100.0/24 None & online Permanent OpenVPN (i J-: JUNE 0 ||
S615_2 None 192.168.10.0/24 None & online Permanent OpenVPN oxaasEil

Create Import Copy Delete
SINEMA Remote Connect
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3.4 Configure the remote connection on the S615
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OpenVPN tunnel between SINEMA RC Client and

SINEMA RC Server

4.1 Procedure in principle

This example expands the configuration example "OpenVPN tunnel between SCALANCE
S615 and SINEMA RC Server (Page 23)".

A service technician starts the SINEMA RC Client on a laptop and logs on to the SINEMA
RC Server with his or her user data. The VPN tunnel between the SINEMA RC Client and
the SINEMA RC Server is established after successful authentication.

Structure

Master station

internal network 3 - LAN3

SINEMA RC Server

PC3

external network

WAN

Router E

Service
technician

Station 1

internal network 1 '
LANA1

S615

O VPN tunnel
B Industrial Ethernet

SINEMA Remote Connect

Getting Started, 11/2017, C79000-G8976-C394-04

Laptop with
SINEMA RC Client
Station 2

internal network 2
LAN2

S615

4
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OpenVPN tunnel between SINEMA RC Client and SINEMA RC Server

4.1 Procedure in principle

Master station - connection to SINEMA RC Server

® |n the test setup in the internal network, a network node is implemented by a PC
connected to the LAN port of the SINEMA RC Server.

— PC: represents a participant in internal network 3
— SINEMA RC Server
® Connection to the external network via a router

Access to the external network is via a router connected to the WAN port of the SINEMA
RC Server.

Station 1/ 2 - Connection to SCALANCE S615

® |n the test setup in the internal network, a network node is implemented by a PC
connected to the Ethernet interface P1 of the S615.

— PC: represents a participant in internal network 1/2
— S615: SCALANCE S module for protection of the internal network 1/2
e Connection to the external network via a router

Access to the external network is via a router connected to the Ethernet interface P5 of
the S615.

Service technician - connection to SINEMA RC Client
® Connection to the external network via a router

Access to the external network is via a router connected to the Ethernet interface of the
laptop.

Required devices/components
Use the following components for setup:
® 2 x S615 (additional option: a suitably installed standard rail with fittings)
® 2 x 24V power supply with cable connector and terminal block plug
® 2 x PC each connected to a SCALANCE S615.
e 1 x PC on which the SINEMA RC Server is installed.
e 1 x PC that is connected to the SINEMA RC Server.
® 1 x laptop
® 4 xrouter

® The required network cable, TP cable (twisted pair) complying with the IE FC RJ-45
standard for Industrial Ethernet

SINEMA Remote Connect
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4.1 Procedure in principle

Settings used

For the configuration example, the devices are given the following IP address settings:

Name Interface IP address
Station -1 S615-1 LAN port P1 | 192.168.100.1
LAN1 (vlan1) 255.255.255.0
WAN port P5 | 192.168.50.1
(vlan2) 255.255.255.0
Default gateway is the LAN IP address of the router
192.168.50.2
PC1 LAN port 192.168.100.20
255.255.255.0
Router1 LAN port 192.168.50.2
255.255.255.0
Station-2 S615-2 LAN port P1 | 192.168.10.1
LAN2 (vlant) 255.255.255.0
WAN port P5 | 192.168.40.1
(vlan2) 255.255.255.0
Default gateway is the LAN IP address of the router
192.168.40.2
PC2 Ethernet 192.168.10.20
(LAN 2) 255.255.255.0
Router 2 LAN port 192.168.40.2

255.255.255.0
Master station SINEMA WAN port 192.168.20.250
LAN3 RC Server 255.255.255.0

The WAN IP address via which the SINEMA RC
Server can be reached is the WAN IP address of
the router in this example.

192.168.184.20
Default gateway is the LAN IP address of the router

192.168.20.2
PC3 Ethernet 192.168.20.20
(LAN3) 255.255.255.0

Router 3 LAN port 192.168.20.2

255.255.255.0
WAN port 192.168.184.20

Service techni- Laptop Ethernet 192.168.1.1
cian 255.255.255.0
Default gateway is the LAN IP address of the router
192.168.1.2
Router 4 LAN port 192.168.1.2

255.255.255.0
WAN port WAN IP address is assigned by the provider

SINEMA Remote Connect
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4.1 Procedure in principle

Requirement

Note
The IP settings used in the configuration example were freely chosen.

In a real network, you would need to adapt these IP settings to avoid possible address
conflicts.

SINEMA RC Server

e The SINEMA RC Server is connected to the WAN, see "Connecting the SINEMA RC
Server to the WAN (Page 9)".

® The SINEMA RC Server can be reached via PC3.
SINEMA RC client
® The laptop is connected to the WAN.

Steps in configuration

48

1. Create a user on the SINEMA RC Server (Page 49)

On the laptop of the service technician

1. Installing SINEMA RC Client (Page 51)

2. Logging SINEMA RC Client on to SINEMA RC Server (Page 53)

SINEMA Remote Connect
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4.2 Create a user on the SINEMA RC Server

4.2 Create a user on the SINEMA RC Server

In this configuration example, access via the SINEMA RC Client is handled by a service
technician. To log on, the service technician requires a user name and a password.

The administrator creates the user data on the master station.

Requirement
® The SINEMA RC Server can be reached via PC3.

e The "Service" participant group has been created, refer to the section "Creating
participant groups (Page 30)"

Create users

1. In the address box of the Web browser, enter the WAN IP address of the SINEMA RC
Server "https://<WAN IP address>", see table "Settings used (Page 45)".

2. Log on with the user data of the administrator, see section "Starting Web Based
Management".

3. In the navigation area, click "User accounts" > "Users and roles". The users that have
already been created are listed in the content area.

Click "Create". The "New User" page is opened.
Enter the user name e.g. Service.

As "Login method", select "Password" and click "Next".

N o o &

The "Rights" tab is displayed. Specify the rights for the service technician and click on
"Next"

8. The "Group memberships" tab is displayed. Enable the "Service" participant group.
9. Click "Continue". The "VPN connection mode" tab is displayed.

10.Activate the VPN connection mode "Open VPN".

11.Click "Continue". The "Password" tab is displayed.

12.Specify the password for the user e.g. Di1S+Xo? and click "Finish".

Result

The "Service" user has been created. In the "Status" column you can see whether or not the
user is currently online.

If the user is logged on, he or she can only access the entries in the navigation area for
which he or she has rights.

SINEMA Remote Connect
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4.2 Create a user on the SINEMA RC Server

Logged in as "Service"

Log out

50
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4.3

4.31

Requirement

Procedure

4.3 On the laptop of the service technician

On the laptop of the service technician

Installing SINEMA RC Client

Most of the installation is handled automatically. The SETUP routine itself recognizes
whether other program components apart from SINEMA RC Client itself need to be installed.
The installation routine takes the required actions as necessary.

Note
You can only install one SINEMA RC Client per PC.

Note
Multiple OpenVPN clients

If the SINEMA Remote Connect client is installed parallel to other OpenVPN clients, perfect
functioning cannot be guaranteed.

It is recommended to install only the SINEMA Remote Connect as OpenVPN client

The SINEMA RC Client can be installed on the following operating system:
® Microsoft Windows 7 Professional 32/64-bit + Service Pack 1

® Microsoft Windows 7 Enterprise 32/64-bit + Service Pack 1

e Microsoft Windows 7 Ultimate 32/64-bit + Service Pack 1

® Microsoft Windows 8.1 Professional 64-bit

® Microsoft Windows Server 2008 R2 64-bit + Service Pack 1 (requirement: NET 3.5 or
higher is installed)

® Microsoft Windows 10 Professional 64-bit
Please note for SINFMA RC Client V1.0 SP3, secure boot is not supported. The
parameter “nointegritychecks on" must be set.

e Microsoft Windows Server 2012 64-bit

1. Log in to the Windows operating system as administrator. Open the Windows Explorer
and double-click on the "Setup.exe" file in the root directory of the installation DVD. As an
alternative, start the program from the Windows menu "Start > Run".

If the Auto Run function is enabled for your DVD drive, the installation will start
automatically.

2. Select the language for the Setup wizard of SINEMA RC Client and click "Continue".

SINEMA Remote Connect
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4.3 On the laptop of the service technician

3. Click the "Open source license agreement" button to display the license agreement. After
reading the license agreement, select the option "l accept the conditions of the above
license agreement as well as the conditions of the Open Source license agreement" and
then click "Continue".

4. A dialog box opens containing the list of programs to be installed. Leave the preselection
of the components as it stands. These include:

— .NET Framework
— Open VPN
— Automation License Manager (ALM)

5. If you require further information about the ALM, click the "Readme" button on the right of
the dialog box.

6. Select the "Save as" button to display the current storage space of the computer.

7. Click the "Browse" button if you want to change the standard target directory and install
the application somewhere else.

8. Select the required storage location and click the "Continue" button.

Note
Memory requirements

If the drive does not have enough free storage space, click the "Browse" button to select
a different location for the installation.

The "System settings" dialog box opens.
9. Accept the changes to the system settings.

Follow the further instructions that guide you through the entire installation. This process
can take several minutes.

When it is finished, a final window is displayed for the setup. This contains a status
message about the successful installation of the SINEMA RC Client.

In the setup window, you can either restart the computer immediately or later. Select the
required option and click the "Finish" button to complete the installation.

Result

After restarting you will find a new link "SINEMA RC Client" on your desktop and a new entry
in the Start menu "All Programs > Siemens Automation > SIMATIC > SINEMA RC Client".

In addition, the network interface "TAP Windows Adapter V9" is installed. Via this interface,
the SINEMA RC Client establishes a VPN connection to the SINEMA RC Server.

SINEMA Remote Connect
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4.3 On the laptop of the service technician

4.3.2 Logging on to SINEMA RC Server with SINEMA RC Client

Requirement

Procedure
1
2
3.
4
Result

The laptop and the SINEMA RC Server are connected to the WAN.

The "Service" user has been created, see "Create a user on the SINEMA RC Server
(Page 49)".

. Double-click on the "SINEMA RC Client" icon on your desktop. The SINEMA RC Client

starts.

. Enter the WAN IP address of the SINEMA RC Server as the IP address, refer to the table

"Settings used (Page 45)".

Enter "Service" as the user name and as the password e.g. Di1S+Xo? Click the "Log on"
button.

After logging on successfully, the start page is displayed.

. Click the "Open VPN tunnel" button.

The SINEMA RC Client downloads the OpenVPN file from the SINEMA RC Server. The file
contains the parameters required for the VPN connection to the SINEMA RC Server. After
the download, the SINEMA RC Client establishes the VPN connection with these
parameters.

The SINEMA RC Client checks at regular intervals whether a valid license key exists. If it
does not, for example if you remove the USB dongle during operation, you will receive a
system message.

SINEMA Remote Connect
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The "Service" user is a member of the "Service" participant group. All devices that are
assigned to this group are displayed.

SIEMENS

w System
b Oweriien
r Loofile
¥ Metwark configuration
¥ Date &time settings
b SMS & E-mail
b Licenses
k Lipdate
» Upload Server
¥ Backup & restore
¥ Diehug Login
» Remote connections
p User accounts
p Security
» & My account

SINEMA Remote Connect

Overview

Software version:

License usage {activated paticipant r of total):
Configured users:

Configured devices:

Active VPN connections:

Users:

Dewices:

11312017, 54719 PM@  Language: English [7]

Help@

P1.3.0.0-01.01.00.10
475120

4

SINEMA Remote Connect
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S623

5.1 Procedure in principle

In this example the configuration from "OpenVPN tunnel between SCALANCE S615 and
SINEMA RC Server" is expanded. The security module SCALANCE S623 and the SINEMA
RC Server form the two endpoints of a VPN tunnel. In this case, the VPN tunnel is set up
between the DMZ interface of the SCALANCE S623 module and the WAN interface of the
SINEMA RC Server. On the SINEMA RC Server the security modules are participants in the
same group, so that the SCALANCE S623 can exchange data with the SCALANCE S615.

Structure

Master station

internal network 3 - LAN 3

:E:

Automation cell 1
internal network 4 - LAN4

PC3

external network
WAN

Station 1

internal network 1
LAN1

BETD

PC1 S615

VPN tunnel
M Industrial Ethernet

SINEMA Remote Connect
Getting Started, 11/2017, C79000-G8976-C394-04

= | | SINEMA RC Server
AN f

| (] | [— =]
— internal network 2

Syl

SCALANCE i
o =2
y/——oN\
PC4
B PROFINET
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IPsecVPN tunnel between SINEMA RC Server and S623
5.1 Procedure in principle

Master station - connection to SINEMA RC Server

® |n the test setup in the internal network, a network node is implemented by a PC
connected to the LAN port of the SINEMA RC Server.

— PC: represents a participant in internal network 3
— SINEMA RC Server
® Connection to the external network via a router

Access to the external network is via a router connected to the WAN port of the SINEMA
RC Server.

Station 1 - connection to SCALANCE M87x

® |n the test setup, in the internal network, a network node is implemented by an Admin PC
connected to an Ethernet interface of the SCALANCE M-800.

— Admin PC: represents a node in internal network 1

— M-800: SCALANCE M module for protection of the internal network 1
e Connection to the external, public network:

— Wireless via the antenna of the M874 to the mobile wireless network.
Station 2 - connection to SCALANCE S615

® |n the test setup in the internal network, a network node is implemented by a PC
connected to the Ethernet interface P1 of the S615.

— PC: represents a participant in internal network 2
— S615: SCALANCE S module for protection of the internal network 2
® (Connection to the external network via a router

Access to the external network is via a router connected to the Ethernet interface P5 of
the S615.

Automation cell 1 - connection to SCALANCE S623
® Internal network - attachment to the internal interface of the security module

Both internal networks include a PC connected to the internal interface of the security
module.

— PC4: Represents a node in internal network 4
e External network - attachment to the external interface of the security module

Access to the Internet is via a DSL modem or DSL router attached to the external
interface of the security module.

SINEMA Remote Connect
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5.1 Procedure in principle

Settings used
Name Interface IP address
Station1 S615_1 LAN port P1 | 192.168.100.1
LAN1 (vlan1) 255.255.255.0
LAN port P5 |192.168.50.1
(vlan2) 255.255.255.0
Default gateway is the LAN IP address of the router
192.168.50.2
PC1 LAN port 192.168.100.20
255.255.255.0
Router1 LAN port 192.168.50.2
255.255.255.0
Station2 S615_2 LAN port P1 | 192.168.10.1
LAN2 (vlan1) 255.255.255.0
LAN port P5 |192.168.40.1
(vlan2) 255.255.255.0
Default gateway is the LAN IP address of the router
192.168.40.2
PC2 Ethernet 192.168.10.20
(LAN 2) 255.255.255.0
Router 2 LAN port 192.168.40.2
255.255.255.0
Master station SINEMA LAN port 192.168.20.250
LAN3 RC Server 255.255.255.0
The WAN IP address via which the SINEMA RC
Server can be reached is the WAN IP address of
the router in this example.
192.168.184.20
Default gateway is the LAN IP address of the router
192.168.20.2
PC3 Ethernet 192.168.20.20
(LAN3) 255.255.255.0
Router 3 LAN port 192.168.20.2
255.255.255.0
LAN port 192.168.184.20
Automation cell | S623 External port | 192.168.8.1
LAN4 P1 255.255.255.0
Internal port | 192.168.5.100
(LAN4) 255.255.255.0
P2
PC4 Ethernet 192.168.5.20
(LAN4) 255.255.255.0

SINEMA Remote Connect
Getting Started, 11/2017, C79000-G8976-C394-04
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5.1 Procedure in principle

Requirement

Note

The IP settings used in the configuration example were freely chosen.

In a real network, you would need to adapt these IP settings to avoid possible address
conflicts.

SINEMA RC Server

The SINEMA RC Server is connected to the WAN, see "Connecting the SINEMA RC
Server to the WAN (Page 9)".

You are logged on to the SINEMA RC Server.

SCALANCE S615

The SCALANCE S is connected to the WAN. You will find the configuration steps in the
Getting Started "SCALANCE S615".

The steps in configuration are the same for all devices, the only difference being the
settings, see table "Settings used (Page 55)".

The SCALANCE S can be reached via PC1/2 and you are logged on to the WBM as
"admin".

A valid KEY-PLUG SINEMA Remote Connect is inserted in the SCALANCE S.

SCALANCE S623

The SCALANCE S623 is connected to the WAN. You will find the configuration in the
Getting Started "Setting up security".

The steps in configuration are the same for all devices, the only difference being the
settings, see table "Settings used (Page 55)".

The SCALANCE S623 can be reached via PC 4
On the PC4, the Security Configuration Tool V4.x is installed.

Steps in configuration
Configuring a VPN tunnel with SCT
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Create project and module with the SCT (Page 60)

Configure VPN group (Page 63)

Configure the properties of the SCALANCE S623 (Page 64)
Configure the properties of the SINEMA RC Server (Page 65)
Configure VPN connection (Page 66)

Download the configuration to the SCALANCE S623 and save the SINEMA RC
configuration (Page 68)

SINEMA Remote Connect
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5.1 Procedure in principle

Configure a remote connection on the SINEMA RC Server
1. Create IPsec profile (Page 69)

2. Load certificate (Page 70)

3. Create device (Page 72)

SINEMA Remote Connect
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5.2 Configuring a VPN tunnel with SCT

5.2 Configuring a VPN tunnel with SCT
5.21 Create project and modules with the SCT
Procedure

1. Start the Security Configuration Tool V4.x on the PC.
2. Select the "Project" > "New..." menu command.

3. In the dialog that follows, create a new user with a user name and the corresponding
password. The "administrator" role is assigned to the user automatically.

4. Confirm the dialog with "OK". A new project has been created and the "Selection of a
module or software configuration" dialog is open.

SINEMA Remote Connect
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5.2 Configuring a VPN tunnel with SCT

5. Enter the values assigned to SINEMA RC from the "Settings used (Page 55)" table.
The VPN device is a substitute for the SINEMA RC Server.
53 Selection of a module or software configuration @

Product type
@) SCALANCES
(@) SCALANCEM

@ SOFTNET Configuration
= (SOFTNET Security Client.\ Pe. NCP VPN client)
Module \/

() SOFTNET Security Client
@ VPN device

\ 2
©) NCP VPN client .né
&/

Fimware release

Configuration

Name of the module: ~ SINEMARC

MAC address: 00-1B-1B-00-00-01 (

IP address (ext.): 192.168.184.20 Subnet mask (ext):  255.255.255.0

Interface routing external/internal: | Routing mode

IP address (int.): 192.168.20.250 Subnet mask (int): | 255.255.255.0
Brief description
Product with VPN capability from a different manufacturer. -
[ Save selection
[ oK ][ Cancel || Hep

6. Close the dialog with "OK".

7. Generate a second module with the "Insert" > "Module" menu command.
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8. Enter the values assigned to the SCALANCE S623 from the "Settings used (Page 55)"
table. In addition to this, enter the MAC address printed on the front of the security
module

Selection of a module or software configuration
Product type
@ SCALANCES
_ = 1)
() SCALANCEM e
= SOFTNET &M
' (SOFTNET Security Client, VPN device, NCP VPN client)

Module
) S602 @ S623

- 2
o) sE12 ® sez7-z/
© 613

Fimware release

Configuration

Name of the module: 5623
MAC address: 00-1B-1B-00-00-01

IP address (ext.): 192.168.8.1 Subnet mask (ext): 255.255.255.0

Interface routing external/internal: | Routing mode v]

IP address (int.): 192.168.5.100 Subnet mask (int.): | 255.255.255.0

Brief description

SCALANCE 5623 module (6GK5 623-0BA10-2AA3) for the protection of devices and networks in automation -
engineering and for the security of industrial communication.

Functions: VPN (128 tunnels at the same time), stateful inspection firewall, routing, address translation (NAT/NAPT,

with/without VPN), syslog, symbolic names, PPPoE, DNS, SNMP, userspecific firewall rules, RADIUS client,
firewall/router redundancy. Additional port e g. for remote maintenance or for setting up a DMZ.

-

Save selection

[0k ) (o ) (e

9. Close the dialog with "OK".

Result

The VPN device and the security module SCALANCE S623 will then be displayed in the list
of configured modules.
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5.2.2 Configuring a VPN group

Only when the SINEMA RC Server and the security module S623 are assigned to the same
VPN group can a VPN connection be established for secure communication.

Procedure

1. Select the "VPN groups" folder in the navigation panel and create a new VPN group with
the menu command "Insert" > "Group". The VPN group is automatically given the name
"Group1".

2. Select the "All modules” entry in the navigation panel.

3. Select the VPN device "SINEMARC" and the security module S623 in the content area.
Drag the modules to "Group1". Both modules are now assigned to the VPN group
"Group1".

4. Change to advanced mode with the menu command "View" > "Advanced mode".
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5. Open the VPN group properties of the VPN group "Group 1" by selecting the "Properties
...".command in the shortcut menu.

6. For this configuration example, configure the group properties with the following settings.

VPN group properties - Groupl EI =
Authertication method
) Preshared key @ Certificate
Key: |-Job1XLoqocEY20g Name: PEBSF-G9AR4

Date issued: 37972016 743 AM

MNew... ] I Display...
Advanced settings phase 1
|IKE mode: lMain - |
Phase 1 OH group: IDH group 2 {1024 bits) - |
SA lifetime type: Time: SA lifetime: 2500000 Min.
Phase 1 encryption: lﬂES-Zﬁ'E 'l Phase 1 authentication: SHAT =
Advanced settings phase 2
SA lfetime type: [Time ~|  Shlifetime: 2880 Min.
Phase 2 encryption: IAES—1 28 X | Phase 2 authentication: SHA1 -
[7] Perfect Forward Secrecy
Comment
[ Ok || Cancel |[ Help |

If you use different parameter settings, it is possible that the two tunnel partners will not
be able to set up a VPN connection between them.

Result

The configuration of the VPN connection is complete.

5.2.3 Configuring the properties of the S623

The security module S623 establishes the VPN connection to the SINEMA RC Server via the
DMZ interface. To do this the properties of the S623 must be configured accordingly.
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Procedure
1. Select the security module S623 in the content area and select the "Edit" > "Properties..."
menu command.
2. Click the "Interfaces" tab.
3. In the area "DMZ port (X3)", enable the check box "Activate the interface".
4. In the "IP assignment" drop down list, select the entry "PPPoE" and click "Apply".
5. On the "Internet connection" tab, enter the data with which you authenticate yourself with
your Internet Service Provider (ISP).
6. Click "Apply".
7. Click the "VPN" tab.
8. From the "Permission to initiate connection establishment" drop-down list, select the
"Start connection to partner (initiator/responder)" entry.
9. In the "WAN IP address / FQDN" input box enter the IP address of the SINEMA RC
Server see table "Settings used (Page 55)".
10.Click "Apply" and close the dialog with "OK".
11.Select the menu command "Project" > "Save". Save the security project under the
required name.
Result
The security module S623 is completely configured. The settings are stored in the security
project.
5.24 Configuring the properties of the SINEMA RC Server
The devices SCALANCE S615 are intended to communicate with the SCALANCE S623 via
the SINEMA RC Server. With the Security Configuration Tool, configure the VPN connection
between a SCALANCE S623 and the SINEMA RC Server.
To allow communication via this VPN tunnel with the other devices, these must be released
for VPN tunnel communication. You configure the release of the devices in the properties of
the VPN device "SINEMARC".
Procedure

1. Select the VPN device "SINEMARC" in the content area and select the "Edit" >
"Properties..." menu command.

2. Click on the "VPN" tab and click the "Add" button.

3. In "Subnets to be reached through tunnel", enter the participants to be included in tunnel
communication.
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4. Click the "Add" button and configure the devices with the following settings:

Network ID IP address (vlan 1) of the S615 devices, see table "Settings used
(Page 55)".

Network mask 255.255.255.0

Comment

S615_1 or S615_2
5. Click "Apply" and close the dialog with "OK".

6. Select the menu command "Project" > "Save". Save the security project under the
required name.

Result
The VPN device "SINEMARC" is completely configured. The settings are stored in the
security project.
5.2.5 Configuring a VPN connection
Procedure
1. Click on "Group1" under "VPN groups" in the navigation panel.
2. Select the security module S623 in the content area. In the Details window, details of the
VPN partners are displayed.
3. Select the "DMZ port (dynamic)" as the "Local interface".
(5 Security Configuration Tool [ Konfiguration-1 -- Z:\_7_Firmware\SINEMARC_T1.2.0.0-01.01.00.06\Konfiguration-1 | o= =]
Project  Edit  Insert Transfer View .thions .Help
DS | "X e @ 2 %5
|Offline view Mo. MName Authentication Group membership until Type Comment
B@ Global firewall rule sets = .
[ Firewall IP rule sets a1 i SRS SRR SRR
(27 Firewall MAC rule sets B 2 SINEMARC Certificate 3/8/2037 VPN device
; % Userspecific |P nle sets
- All modules

: S SINEMARC
B@ VPN groups
r?h Group1

------ @ Redundancy relationships

5623 will connect to the modules below using these |Psec settings:
Phase 1 (Main mode, SHA1/3DES) and phase 2 (SHA1/3DES)

Initiator/responder Fartner module Type of the transferred pac...

Layer 3

Local interface

DMZ port (dynamic)

Partner interface
Initiator/Responder SIMEMARC

External (192.168.134.20)

Ready

Current user. admin Current role: administrator Advanced mode Offline 2
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4. If you select the VPN device "SINEMARC" in the content area, the "DMZ port (dynamic)"
will automatically be displayed as the "Partner interface".

Security Configuration Tool [ Kenfiguration-1 -- Z:\_7_Fi \SINEMARC_T1.2.0.0-01.01.00.06\Kenfiguration-1 ] == | (]
Project Edit Insert Transfer View Options Help

DEE =l Xx FAHE g © %

Sl vicw Mo. MName Authentication Group membership until Type Comment

B@ Global firewall rule sets o :
(2] Firewall IP e sets 81 5623 Certificate 3/8/2037 S623 V4

(27 Firewall MAC rule sets i SINEMARC
-[[7] Userspecific IP rule sets
All modules

3/8/2037

SINEMARC will connect to the modules below using these |Psec settings:
Phase 1 (Main mode, SHA1/3DES) and phase 2 (SHA1/3DES)

Initiator/responder Partner module Type of the transferred pac...  Local interface Partner interface
Responder 5623 Layer 3 External (192.168.184.20) DMZ port (dynamic)
Ready Current user: admin Current role: administrator Advanced mode Offline =

5. For "Initiator/responder" select the entry "Responder”. The connection is established from
the security module S623 to the SINEMA RC Server.
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5.2.6 Downloading the configuration to the S623 and saving the SINEMA RC
configuration

Downloading the configuration to the S623

1. In the content area, select the "S623" security module and select the menu command
"Transfer" > "To module(s) ...". The following dialog opens.

£9 Download configuration data to security module i |
Module name: | S612
Address: [192.168.184.2
MAC address: |DD—'I B-1B-00-00-00

¥ Log on as current user

”Trarssfer type

* Modified files only Al files

Sat | Conce! | Deis>> | Close R

A5

2. Click the "Start" button to start the download.

If the download was completed free of errors, the security module is restarted
automatically and the new configuration activated.

Saving the SINEMA RC configuration

1. In the content area, select the SINEMA RC Server and select the menu command
"Transfer" > "To module(s) ...".

2. Save the configuration file "Projectname.SINEMARC.ixt" in your project folder and assign
a password for the private key of the certificate.

Result
The following files will be saved in the project directory:
® Configuration file: Projectname.SINEMARC.ixt
® PKCS12 file: Projectname.character string. SINEMARC.p12
® Remote certificate: Projectname.Group1.SINEMARC.cer

The configuration file contains the exported configuration information for the SINEMA RC
Server including information on the additionally generated certificates. Follow the instructions
in the configuration file.
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5.3 Configure a remote connection on the SINEMA RC Server

5.3 Configure a remote connection on the SINEMA RC Server

5.3.1 Creating an IPsec profile

In the IPsec profile S623 configure the settings for phase 1 and phase 2.

Requirement

You are logged on to the Web Based Management of the SINEMA Server.

® Die configuration file: Projectname.SINEMARC.txt is open.

Procedure

1. Click on "Security" > "VPN basic settings" in the navigation area and on the "IPsec
profiles" tab in the content area.

2. Click the "Create" button.

3. In "Profile name" enter a name for the IPsec profile.
4. For "Key exchange method", select "IKEv1".
5

Configure phase 1 with the following settings:

Configuration file Settings in WBM

Encryption: AES-256 Encryption algorithm: AES-256 CBC
Hash: SHA-1 Hash algorithm: SHA-1

DG group Group2 Key derivation: DH group 2 (1024 bits)
Lifetime: 150000000 Lifetime (min): 2500000

The value is specified in sec-
onds in the text file. In the WBM,
the value must be entered in
minutes.

6. For protocol select "ESP".

7. Configure phase 2 with the following settings:

Configuration file Settings in WBM

Encryption: AES-128 Encryption algorithm: AES-128 CBC
Hash: SHA-1 Hash algorithm: SHA-1

- Key derivation: None

SA Life: 172800 Lifetime (min): 2880

The value is specified in sec-
onds in the text file. In the WBM,
the value must be entered in
minutes.

8. Click "Create".

SINEMA Remote Connect
Getting Started, 11/2017, C79000-G8976-C394-04 69



IPsecVPN tunnel between SINEMA RC Server and S623

5.3 Configure a remote connection on the SINEMA RC Server

Result

The IPsec profile is listed on the "IPsec profiles" tab.

VPN basic settings

OpenVPN IPsec IPsec profile
Profil name * Key Exchanges ESP IKE Actions
AES256 CBC - SHA-1 - DH Group 2 ESP - AES256 CBC - SHA-1 - Noene -
S 2k (1024 bits) - 2500000 2880 0%
Create Copy Delete
5.3.2 Loading a certificate

Requirement
® (Certificates are available.

You saved the required certificates on the PC in the last section and assigned a
password for the private key.

Transfer the certificates for the SINEMA RC Server to PC 4.

Procedure

1. Click on "Security" > "Certificate management" in the navigation area and on the "Device
certificates" tab in the content area.

The certificates already loaded are listed in the content area.
2. Click the "Import" button.

3. Click the "Select file" button and select the PKCS12 file Projectname.character
string.SINEMARC.p12.

4. For "password" and "Confirm password", enter the password that you specified for the
PKCS12 file.
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5. Click the "Continue" button. Details of the certificate are displayed on the "Activate

certificate" tab.
Import Device Certificate

Select certificate

Overview of the certificates:

Activate certificate

Serial number: 64 26 27 36 0

Common name:
Issued by:

Walid from:

Walid until:

Key length (bits):

Signature method:

P2CEESDE2-G384F645F52B183CA
Siemens

June 19, 2017, 11:21 am.

June 19, 2037, 11:5% p.m.

2048

shalWithRSAEncryption

Import

6. To finally import the certificate, click the "Import" button.

Result

The PKCS12 file is imported onto the SINEMA RC Server. This certificate file contains the
participant certificate and the signed certificate of the certification authority.

Certificate management

CA certificate Web server certificate VPN server certificate ~ Device certificate Settings

(13
«

Type Common name Status %+ Applicant 3

— e s CN=P2CEESDE2-
Salini G3B4FB45F52B188CA : o
CN=PBBSF-U410BD5DB-

Participant certificate  PBBSF-U410BDSDB-GBTTA Valid GETTA O<Siemens C-DE

Import Delete
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G3B4FB45F526188CA O=Siemens,C=

Issuer %+ \Valid from % \Valid until + Use
CN=P2CEESDEZ-

G384F645F52B188CA O=Siemens,C= 06/19/2017 1:19 p.m. 06/20/2037 1:59 a.m.

DE

CN=P2CEESDE2-

G384F645F52B188CA O=Siemens,C= 06/19/2017 1:21 p.m. 06/20/2037 1:59 a.m.

DE
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5.3.3

Requirement

Procedure

72

Create device

® A partcipant group "S600" has been created, see Creating participant groups (Page 30)
® The devices S615_1 and S615_2 participants in this group.

® Die configuration file: Projectname.SINEMARC.txt is open.

1. In the navigation area, click "Remote connections" > "Devices". The devices that have
already been created are listed in the content area.

Click "Create" button to create a new device.
Enter the device name for the device e.g. ™ for the security module

Click "Continue".

o w0 DN

For "VPN connection mode", select "IPsec". For IPsec profile select the previously
configured IPsec profile.

6. For "Authentication”, select "CA cert".
7. For "Certificate" select the certificate loaded earlier.

8. Configure the local ID and the ID of the partner with the following settings:

Configuration file Settings in WBM
Local ID: <Local ID> Local ID: Entry from the configuration file
Remote ID: <Remote ID> ID of the partner: Entry from the configuration file

9. Click "Continue".
10.Enable the parameter "Connected local subnets".
11.Enable the parameter "Device is a network gateway".

12.Configure the devices with the following settings and click "Add":

Local LAN IP address IP address of the internal port P2 according to the table "Settings
used (Page 55)"
Network mask 255.255.255.0

13.Click "Continue". The "Group memberships" tab is displayed.
14 .Activate the group "S600"

15.Click "Continue". The "Password" tab is displayed.
16.Specify the password for the access e.g. An:t_030.

The password must be made up of uppercase and lowercase letters, numbers and
special characters.

17.Click "Complete".
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Result

The devices are listed with the devices that have already been created.
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