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Legal information

Warning notice system

This manual contains notices you have to observe in order to ensure your personal safety, as well as to prevent
damage to property. The notices referring to your personal safety are highlighted in the manual by a safety alert
symbol, notices referring only to property damage have no safety alert symbol. These notices shown below are
graded according to the degree of danger.

A\DANGER
indicates that death or severe personal injury will result if proper precautions are not taken.

AAWARNING

indicates that death or severe personal injury may result if proper precautions are not taken.

A\CAUTION
with a safety alert symbol, indicates that minor personal injury can result if proper precautions are not taken.

CAUTION
without a safety alert symbol, indicates that property damage can result if proper precautions are not taken.

NOTICE

indicates that an unintended result or situation can occur if the relevant information is not taken into account.

If more than one degree of danger is present, the warning notice representing the highest degree of danger will
be used. A notice warning of injury to persons with a safety alert symbol may also include a warning relating to
property damage.

Qualified Personnel

The product/system described in this documentation may be operated only by personnel qualified for the specific
task in accordance with the relevant documentation, in particular its warning notices and safety instructions.
Qualified personnel are those who, based on their training and experience, are capable of identifying risks and
avoiding potential hazards when working with these products/systems.

Proper use of Siemens products

Trademarks

Note the following:

AAWARNING

Siemens products may only be used for the applications described in the catalog and in the relevant technical
documentation. If products and components from other manufacturers are used, these must be recommended
or approved by Siemens. Proper transport, storage, installation, assembly, commissioning, operation and
maintenance are required to ensure that the products operate safely and without any problems. The permissible
ambient conditions must be complied with. The information in the relevant documentation must be observed.

All names identified by ® are registered trademarks of Siemens AG. The remaining trademarks in this publication
may be trademarks whose use by third parties for their own purposes could violate the rights of the owner.

Disclaimer of Liability

We have reviewed the contents of this publication to ensure consistency with the hardware and software
described. Since variance cannot be precluded entirely, we cannot guarantee full consistency. However, the
information in this publication is reviewed regularly and any necessary corrections are included in subsequent
editions.
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Industry Sector ® 04/2012 Technical data subject to change All rights reserved
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Preface

Purpose of the manual

The system description in hand conveys an overview of the PROFINET
communication system.

This system description will support you in the installation, commissioning and the
ongoing operation of a PROFINET system.

It also explains, with reference to examples, how to program diagnostics for 10 devices.

It is intended for programmers of user programs and persons involved in configuring,
commissioning and servicing automation systems.

Basic knowledge required
The following knowledge is required in order to understand the manual:
® General knowledge of automation technology

® You will also need to know how to use computers or PC-like equipment
(such as programming devices) under the Windows operating system.

e Knowledge of STEP 7. You can acquire this knowledge in the Programming with STEP 7
(http://support.automation.siemens.com/WW/view/en/18652056) manual.

e Sound knowledge of PROFINET IO and PROFIBUS DP communication functions.
® Good knowledge of the SIMATIC distributed I10s

Scope

This documentation is the basic documentation for all products from the PROFINET
environment. The documentation of the individual PROFINET products is based on this
documentation.

Where this documentation fits in

In addition to this manual you require the following manuals depending
on the application case.

® The PROFINET IO Getting Started: Collection
(http://support.automation.siemens.com/WW/view/en/19290251) manual

® The Programming with STEP 7
(http://support.automation.siemens.com/WW/view/en/18652056) manual

® The From PROFIBUS DP to PROFINET IO
(http://support.automation.siemens.com/WW/view/en/19289930) manual
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Guide
The manual is structured into the following subject areas:
e Overview of PROFINET
e Structure and network components of PROFINET
e Transmission methods in PROFINET IO
® Engineering and Diagnostics in PROFINET 10
® Engineering and Diagnostics in PROFINET CBA

Important terms are explained in the glossary. The index helps you to quickly find all text
passages relevant to your keyword.

Recycling and Disposal

On account of their low-emission equipment, the devices described in this document are
recyclable. For environment-friendly recycling and disposal of your old equipment, contact a
certified disposal facility for electronic scrap.

Changes compared to the previous version

The following table lists the most important new technological developments in PROFINET
which have been taken into consideration in this system description.

New functions Explanation

Media redundancy with MRPD Ensuring network and system availability when a
transmission link fails in connection with IRT

System redundancy PROFINET IO devices can be connected system
redundant to fault-tolerant CPUs.

Additional support

If you have questions about the products described here and do not find the answers
in this manual, please refer to the contact at your local Siemens office.

® You will find information on who to contact at Internet
(http://www.siemens.com/automation/partner).

® A guide to the technical documentation for the various SIMATIC products and systems
is available at Internet (http://www.siemens.com/simatic-doku).

® The online catalog and online ordering systems are available at Internet
(http://mall.automation.siemens.com).

Training Centers

We offer various courses for newcomers to the SIMATIC S7 automation system. Contact
your regional training center or the central training center in 90327 Nuremberg, Germany.

You will find more information in the Internet (http://www.sitrain.com).

System Description
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Technical Support

To contact Technical Support for all Industry Automation products, use the Support Request
Web form (http://www.siemens.com/automation/support-request).

For additional information about Siemens Technical Support, refer to Internet
(http://www.siemens.com/automation/service&support).

Service & Support on the Internet

In addition to our documentation, we offer a comprehensive knowledge base on the Internet
(http://www.siemens.com/automation/service&support).

Here you will find the following information:

® The newsletter that provides you with latest information relating to your product

® The right documents for you, using our Service & Support search engine

e A bulletin board in which users and specialists worldwide exchange their know-how

® Your local contact partner for Industry Automation products in our Contact Partners
database

e |nformation about on-site service, repairs, spare parts, and much more is available under
"Repairs, spare parts, and consulting".
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Guide to the PROFINET Documentation

Overview

The following documents contain information about the PROFINET topic.

Subject Documents
PROFINET System handbook PROFINET (current document)
Programming Manual
From PROFIBUS DP to PROFINET 10
(http://support.automation.siemens.com/WW/view/en/19289930)
Network components Configuration Manual

SIMATIC NET Industrial Ethernet Switches SCALANCE X-300
SCALANCE X-400
(http://support.automation.siemens.com/WW/view/en/19625108)

Manual

SIMATIC NET gateway |IE/PB Link,
(http://support.automation.siemens.com/WW/view/en/7851748)
and

Manual

SIMATIC NET gateway IE/PB link PN 1O for industrial Ethernet
(http://support.automation.siemens.com/WW/view/en/19299692)

Manual

SIMATIC NET IE/AS INTERFACE LINK PN 10
(http://support.automation.siemens.com/WW/view/en/22712154)

Operating Instructions

IWLAN/PB LINK PN 10
(http://support.automation.siemens.com/WW/view/en/21379908)

Connection of PCs

Operating Instructions

SIMATIC NET CP 1616/CP 1604
(http://support.automation.siemens.com/WW/view/en/26435795)

Manual

WinCC V6 Communication Manual
(http://support.automation.siemens.com/WW/view/en/21320307)

System Manual

Industrial Communication with PG/PC Volume 1 - Basics
(http://support.automation.siemens.com/WW/view/en/16923753)

and
Programming Manual

Industrial Communication with PG/PC Volume 2 - Interfaces
(http://support.automation.siemens.com/WWW/view/en/24843817)
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Subject

Documents

SIMATIC

Manual

SIMATIC S7-300 CPU 31xC and CPU 31x: Technical data
(http://support.automation.siemens.com/WW/view/en/12996906)

Manual

SIMATIC S7-400 Automation System S7-400 CPU Specifications
(http://support.automation.siemens.com/WW/view/en/23904550)

Operating Instructions

Distributed peripheral system ET 200S
(http://support.automation.siemens.com/WW/view/en/1144348)

Operating Instructions

Distributed I/O Device ET 200M
(http://support.automation.siemens.com/WW/view/en/1142798)

Operating Instructions

ET 200pro distributed 1/O system
(http://support.automation.siemens.com/WW/view/en/21210852)

Operating Instructions

DET 200eco PN distributed I/O device
(http://support.automation.siemens.com/WW/view/en/29999018)

Operating Instructions

Windows Automation Center RTX WinAC RTX 2009
(http://support.automation.siemens.com/WW/view/en/38016351))

Device manuals
CP 343-1
(http://support.automation.siemens.com/WW/view/en/24485272)

CP 343-1 Lean
(http://support.automation.siemens.com/WW/view/en/23643456)

CP 343-1 Advanced
(http://support.automation.siemens.com/WW/view/en/28017299)

CP 443-1
(http://support.automation.siemens.com/WW/view/en/27013386)

CP 443-1 Advanced
(http://support.automation.siemens.com/WW/view/en/23643789)

Component Based Automation

Manual

Create Component Based Automation PROFINET components
(http://support.automation.siemens.com/WW/view/en/24858559)

Configuration Manual

Configure SIMATIC iMap plants
(http://support.automation.siemens.com/WW/view/en/22762190)
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Subject

Documents

STEP 7

Programming Manual

Programming with STEP 7 V5.5
(http://support.automation.siemens.com/WW/view/en/18652056)

Manual

Configuring Hardware and Communication Connections STEP 7
V5.5
(http://support.automation.siemens.com/WW/view/en/18652631))

PROFINET compatibility list

Compatibility list
(http://support.automation.siemens.com/WW/view/en/44383954)

SIMATIC Manuals

In the internet (http://www.siemens.com/automation/service&support) you will find the latest
versions of all the SIMATIC manuals. These can be downloaded free of charge.
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Content of this section

The main topics covered in this chapter are as follows:

New technological developments from PROFINET
Basics and basic terminology of PROFINET
Connecting PROFIBUS to PROFINET

Basics of PROFINET IO

Basics for Component Based Automation

Differences, common features and interaction of PROFINET IO and
Component based Automation (PROFINET CBA)

Read this chapter to familiarize yourself with PROFINET.

Details on Differences and Common Features of PROFINET 10 and PROFIBUS DP
For additional information, see the From PROFIBUS DP to PROFINET 10

(http://support.automation.siemens.com/WW/view/en/19289930) programming manual.

System Description
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2.1 Infroduction

2.1 Introduction

What is PROFINET 10?

Within the framework of Totally Integrated Automation (TIA), PROFINET 10O is the consistent
further development of:

e PROFIBUS DP, the established fieldbus and
® |ndustrial Ethernet

PROFINET IO is based on 20 years of experience with the successful PROFIBUS DP and
combines the normal user operations with the simultaneous use of innovative concepts of
the Ethernet technology. This ensures the smooth migration of PROFIBUS DP into the
PROFINET world.

PROFINET IO as the Ethernet-based automation standard of PROFIBUS International
defines a cross-vendor communication, automation, and engineering model.

With PROFINET 10 a switching technology is implemented that allows all stations to access
the network at any time. In this way, the network can be used much more efficiently through
the simultaneous data transfer of several nodes. Simultaneous sending and receiving is
enabled through the full-duplex operation of Switched Ethernet.

PROFINET IO is based on Switched Ethernet full-duplex operation and a bandwidth of
100 Mbps.

Application model

During the development of PROFINET IO, special emphasis was placed on the protection
of investment for users and device manufacturers. The application model is retained for the
migration to PROFINET 10.

Compared with PROFIBUS DP, the process data view remains unchanged for:

® |/O data (access to the I/O data via logical addresses)

e Data records (storage of parameters and data)

e Connection to a diagnostics system (reporting of diagnostic events, diagnostics buffer)

This means that the familiar view for access to the process data is used in the user program.
Existing programming know-how can continue to be used. This also applies to device
profiles, such as PROFIsafe, PROFIdrive etc. which are also available with PROFINET IO.

The engineering view also has a familiar "look and feel". The engineering of the distributed
I/O is performed in the same way and with the same tools as already used for PROFIBUS.

System Description
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2.1 Infroduction

Objectives in PROFINET
The objectives in PROFINET are:

® Open Ethernet Standard for automation based on Industrial Ethernet.
Although Industrial Ethernet and Standard Ethernet components can be used together,
the Industrial Ethernet devices are more sturdy and therefore better suited for industrial
environments (temperature, immunity to interference, etc.)

® Use of TCP/IP and IT standards
e Automation of applications requiring real time.

® Total integration of field bus systems

Implementation of PROFINET in SIMATIC
PROFINET is implemented as follows using SIMATIC products:

e \We have implemented communication between field devices in SIMATIC with
PROFINET IO.

e |n SIMATIC, communication between controllers as components in distributed systems
is implemented with PROFINET CBA (Component Based Automation).

e [nstallation engineering and network components are available in SIMATIC NET.

e Established IT standards from the Office environment (e.g., SNMP=Simple Network
Management Protocol for network parameter assignment and diagnosis) are used for
remote maintenance and network diagnostics.

Documentation from PROFIBUS International on the Internet

You will find numerous documents about PROFINET on the PROFIBUS International
Website (http://www.profibus.com).

Additional information can be found on the Internet (http://www.siemens.com/profinet).

Information on the migration from PROFIBUS DP to PROFINET IO can be found in the
From PROFIBUS DP to PROFINET 10
(http://support.automation.siemens.com/WW/view/en/19289930) manual.

System Description
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2.2 Terminology in PROFINET and PROFIBUS

2.2 Terminology in PROFINET and PROFIBUS

Definition: Devices in the PROFINET environment

In the PROFINET environment, "device" is the generic term for:

Automation systems (PLC, PC, for example)

Distributed I/O systems

Field devices (for example, PLC, PC, hydraulic devices, pneumatic devices) and
Active network components (e.g. switches, routers)

Gateways to PROFIBUS, AS interface or other field bus systems

Definition: PROFINET devices

A PROFINET device always has a PROFINET interface (electrical, optical, wireless).
A lot of devices also have a PROFIBUS DP interface to connect PROFIBUS devices.

Definition: PROFIBUS devices

A PROFIBUS device has at least one PROFIBUS interface with an electrical (RS485)
or optical (polymer optical fiber, POF) interface.

18
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2.2 Terminology in PROFINET and PROFIBUS

Comparison of the terms used in PROFIBUS DP and PROFINET IO

The following graphic shows the general names used for the most important devices in
PROFINET IO and PROFIBUS DP. This is followed by a table listing the names of the
various components in the PROFINET IO and PROFIBUS DP contexts.
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Number PROFINET PROFIBUS Note
©) PROFINET IO DP master
system system
@ 10 controller DP master Device used to address the connected
10 devices/DP slaves.
This means that the 10 controller/DP master
exchanges input and output signals with field
devices.
The 10 controller / DP master is often the controller
on which the automation program runs.
® Programming Programming Programming device / PC / HMI device used for
device / PC device/PC commissioning and diagnostics
(PROFINET 10 Class 2 DP
supervisor) master
® PROFINET / PROFIBUS Network infrastructure
Industrial Ethernet
® HMI (Human HMI Device for operating and monitoring functions.
Machine Interface)
® 10 device DP slave Distributed field device assigned to one of the
10 controllers / DP masters, for example,
distributed 1O, valve terminal, frequency converter,
and switches with integrated PROFINET 10
functionality.
@ I-device | slave Intelligent IO device and intelligent DP-slave.
Figure 2-1 PROFINET and PROFIBUS devices
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2.3 Structure of a PROFINET device

23

2.3.1

Overview

Advantage

Properties

20

Structure of a PROFINET device

PROFINET interface with integrated switch

PROFINET devices from the SIMATIC family have a PROFINET interfaces
(Ethernet-controller / interface) with one or multiple ports (physical connection possibilities).

For PROFINET devices with multiple ports (two or more), we are dealing with devices with
an integrated switch.

Profinet devices with two ports are particularly ideal for the construction of networks in linear
or ring topology. PROFINET devices with three and more ports are also ideal for setting up
tree topologies.

Properties and rules for naming the PROFINET interface and its representation in STEP 7
are explained in the following.

The PROFINET devices with integrated switch enable you to create a system with a linear
or tree topology. A lot of current PROFINET devices also support the connection of ring
structures.

Every PROFINET device on the network is uniquely identified via its PROFINET interface.
For this purpose, each PROFINET interface has:

o A MAC address (factory default)
® An IP address

® A device name (NameOfStation).

System Description
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2.3 Structure of a PROFINET device

Identification and numbering of the interfaces and ports

Interfaces and ports for all modules and devices in the PROFINET system are identified with
the following characters:

Table 2- 1 Identification for interfaces and ports of PROFINET devices

Element Symbol Interface number

Interface X In ascending order starting from
number 1

Port P In ascending order starting from
number 1
(each interface)

Ring port R

Examples of identification

These two examples illustrate the rule for identifying PROFINET interfaces:

Table 2-2  Examples for identifying PROFINET interfaces

Sample labeling Interface number Port number
X2 P1 2 1
X1 P2 1 2
X1P1R 1 1 (ring port)

System Description
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2.3 Structure of a PROFINET device

Representation of the PROFINET interface in STEP 7

22

In STEP 7, the PROFINET interface for an IO controller and an 10 device is represented as
shown in the following diagram.
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er
@ PROFINET interface of an 10 controller in STEP 7
@ PROFINET interface of an 10 device in STEP 7
® This line represents the PROFINET interface (interface).
® These lines represent the "port" of a PROFINET interface.

Figure 2-2 Representation of the PROFINET interface in STEP 7
Note

Logical addresses of the PROFINET 10 interface

Both the interface and the ports are mapped onto submodules with separate diagnostics
addresses - as with the device model for a PROFINET device.

System Description
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2.3 Structure of a PROFINET device

Technical specifications

The following schematic diagram shows the PROFINET interface with the integrated switch
and its ports for all PROFINET devices.

SIMATIC

X1P1 X1P2

;= = = =

Figure 2-3  PROFINET interface with integrated switch

The table summarizes the technical specifications for a PROFINET interface with integrated
switch or an external switch.

System Description
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2.3 Structure of a PROFINET device

Table 2-3  Technical Specifications of PROFINET Interface
Physical Connection Cable type / transmission | Transmission rate | Max. segment | Advantages
properties methods medium / mode length
standard
Electrical RJ 45 cable | 100Base-TX 100 Mbps / full 100 m Simple and cheap
connector 2x2 twisted, symmetrical | duplex power connection
ISO 60603-7 | and shielded copper
cable, CAT 5 transmission
requirement
IEEE 802.3
Optical SCRJ 45 100Base-FX 100 Mbps / full 50m Use when there are
ISO / IEC POF fiber-optic cable duplex large differences in
61754-24 (Polymer Optical Fiber) potential
980/1000 um (core Insensitive towards
diameter / external electromagnetic
diameter) radiation
ISO/IEC 60793-2 Low line attenuation
Plastic-cladded glass fiber | 100 Mbps / full 100 m Considerably longer
(Polymer Cladded Fiber, | duplex segments possible
PCF)
200/230 pm (core
diameter / external
diameter)
ISO/IEC 60793-2
BFOC Monomode glass fiber 100 Mbps / full 26 km
(Bayonet optic cable duplex
Fiber Optic 10/125 pm (core diameter
Cogrwsegtor) | external diameter)
an
(Subscriber ISO/IEC 60793-2
Connector) Monomode glass fiber 100 Mbps / full 3000 m
ISO/IEC optic cable duplex
60874 50/125 ym and
62.5/125 uym (core
diameter / external
diameter)
ISO/IEC 9314-4
Radio waves - IEEE 802.11 x Depending on the | 100 m Greater mobility
expansion used Cost-effective
(@alg/h/etc) networking to remote,
difficult to access nodes
System Description
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2.3 Structure of a PROFINET device

More detailed information on passive network components

More detailed information can be found on the Service&Support pages on the Internet
(http://www.siemens.com/automation/service&support).

More detailed information on diagnostics in PROFINET IO

For more detailed information, see the From PROFIBUS DP to PROFINET IO
(http://support.automation.siemens.com/WW/view/en/19289930) programming manual.

More detailed information on communication with PROFINET 10

For more detailed information, see the Communication with SIMATIC
(http://support.automation.siemens.com/WW/view/en/1254686) manual.

System Description
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2.3 Structure of a PROFINET device

2.3.2

Modules of a PROFINET device

Slots and submodules

26

A PROFINET device can have a modular and compact structure. A modular PROFINET
device consists of slots into which the modules/submodules are inserted. The modules /
submodules have channels which are used to read and output process signals. A compact
device has the same design, however, it cannot be physically expanded, this means that no
modules/submodules can be inserted.

This is illustrated by the following graphic.

®|®®I®@]| | ©O|®®@ ()

Figure 2-4  Structure of a PROFINET device

Number Description

O) Slot with interface module
® Slot with module

® Subslot with submodule
®@ Channel

A module can contain multiple submodules.

System Description
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2.4 Integration of fieldbuses into PROFINET

24 Integration of fieldbuses into PROFINET

Fieldbus integration
PROFINET allows you to use a proxy to integrate existing fieldbus systems
(for example, PROFIBUS, ASI, etc.) into PROFINET. In this way, you can set up hybrid
systems consisting of fieldbus and Ethernet-based subsystems. This enables a continuous

technological transition to PROFINET.

Interconnecting PROFINET and PROFIBUS
If a PROFINET device additionally has a PROFIBUS interface
(for example, CPU 319-3 PN/DP), then you can integrate existing PROFIBUS

configurations into the PROFINET configuration through this interface.

ET 200S
S7-300

i ) I I
HHT o Programming device/PC _
-ﬂll ob | o . |E] B .
(——
__ _PROFINET ® .-
Industrial Ethernet
i Device with PN and
DP interface
.. PROFIBUS o ® ¢ .-
0] | I 4] | I (] | I
j:iiiiﬂl:ﬂl:ﬂl: :[7777ﬂﬂ“ﬂ‘ﬂl: j:iiiiﬂl?‘ﬂl? ofP
ET 200S ET 200S

ET 200S

Figure 2-5 PROFINET devices, PROFIBUS devices, and proxy

Connection of PROFIBUS DP with PROFINET via Industrial Wireless LAN
You can connect PROFIBUS devices via a wireless LAN / PB link to PROFINET 10.
This allows you to integrate existing PROFIBUS configurations in PROFINET.

System Description
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2.4 Integration of fieldbuses into PROFINET

Connection of AS-Interface to PROFINET

AS interface devices can be connected to the interface of a PROFINET device by means
of an IE/AS-i link PN [O. This allows you to integrate existing AS-i networks in PROFINET.

PROFINET device with proxy functionality = substitute

The PROFINET device with proxy functionality is the substitute for a PROFIBUS device on
Ethernet. The proxy functionality allows a PROFIBUS device to communicate not only with
its master but also with all nodes on PROFINET.

With PROFINET, existing PROFIBUS systems can be integrated into the PROFINET
communication with the aid of an IE/PB link, for example. The IE/PB link then handles
communication via PROFINET on behalf of the PROFIBUS components.

In this way, you can link both DPV0 and DPV1 slaves to PROFINET.

Additional information

28

For information on the differences and common features of PROFINET 10 and
PROFIBUS DP and information on migrating from PROFIBUS DP to PROFIBUS |0,
refer to the From PROFIBUS DP to PROFINET IO
(http://support.automation.siemens.com/WW/view/en/19289930) programming manual.

System Description
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2.5 PROFINET 10 and PROFINET CBA

2.5 PROFINET IO and PROFINET CBA

What is PROFINET 10?

As part of PROFINET, PROFINET 10 is a communication concept that is used to implement
modular, distributed applications.

PROFINET IO allows you to create automation solutions of the type with which you are
familiar from PROFIBUS DP.

PROFINET IO is implemented using the PROFINET standard for programmable controllers
(IEC 61158-x-10).

The STEP 7 engineering tool helps you to structure and configure an automation solution.

In STEP 7 you have the same application view, regardless of whether you are configuring
PROFINET devices or PROFIBUS devices. The user program for PROFINET 10 and
PROFIBUS DP looks the same. The same system function components and system state
lists are used (were expanded for PN 10).

Additional information

For information on new and changed blocks and system status lists, refer to the
From PROFIBUS DP to PROFINET 10
(http://support.automation.siemens.com/WW/view/en/19289930) programming manual.

What is PROFINET CBA?

As part of PROFINET, PROFINET CBA (Component Based Automation)
is an automation concept that focuses on the following:

e |mplementation of modular applications
® Machine - machine communication

PROFINET CBA lets you create distributed automation solutions based on off-the-shelf
components and partial solutions. This concept satisfies demands for a higher degree of
modularity in the field of mechanical and systems engineering by extensive distribution of
intelligent processes.

With Component Based Automation you can implement complete technological modules
as standardized components that can be used in large systems.

You create the modular, intelligent components of the PROFINET CBA in an engineering
tool, which may differ according to the device manufacturer. Components that are formed
from SIMATIC devices are created with STEP 7, and are interconnected using the
SIMATIC iMAP tool.

System Description
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2.5 PROFINET |10 and PROFINET CBA

Interaction between PROFINET IO and PROFINET CBA

PROFINET CBA is used to integrate PROFINET 10 systems into machine-to-machine
communication. A PROFINET component is created from a PROFINET 10 system in
STEP 7, for example. With SIMATIC iMap, you can configure systems consisting of several
such components. The communication connections between the devices are configured
simply as interconnection lines.

The following graphic illustrates a distributed automation solution with several components
which communicate via PROFINET. The components on the right have IO devices and an
10 controller on PROFINET 10.
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Figure 2-6  PROFINET CBA - modular concept
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2.5 PROFINET 10 and PROFINET CBA

Differentiation between PROFINET IO and PROFINET CBA
PROFINET IO and CBA are two different ways of looking at programmable controllers on

Industrial Ethernet.

PROFINET

Component view
PROFINET CBA

10 data view
PROFINET IO

| ]
(] " m—e] (] mmm— m—e]
oC—JCCC—/10 | oC—CC—/]J0O
oC—JCCC—/10 oC—1CC—/]J0O
(o] mmm— ) m—] (o] mm— m—e]

- Distributed intelligence
- Plant-wide engineering

- Distributed 1/Os
- Usual 10 view in STEP 7

Z.

'@1 PCD
[ ]

(PROFINET Component Description)

'@1 GSD
[ ] (Generic Station Description)

IT standards, standard applications

protocols, controller, etc.

Figure

2-7

Differentiation between PROFINET 10 and PROFINET CBA

Component Based Automation breaks the overall system down into various functions.
These functions are configured and programmed.

PROFINET IO provides you with a picture of the plant that is very similar to the view
obtained in PROFIBUS. You continue to configure and program the individual programmable

controllers.

System Description
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2.5 PROFINET 10 and PROFINET CBA

Controllers in PROFINET 10 and PROFINET CBA
You can also use some PROFINET IO controllers for PROFINET CBA.
The following PROFINET devices also support PROFINET CBA:

® Programmable logic controllers,

ET 200S CPU IM151-8 starting with firmware version V2.7

ET 200pro CPU IM154-8 starting with firmware version V2.5
S7-300 CPU 31x-2 PN/DP, firmware version V2.3 or later
S7-300 CPU 319-3 PN/DP, firmware version V2.4.0 or later
S7-400 CPU 41x-3 PN/DP, firmware version V5.0 or later
SIMATIC WINAC RTX starting with 2008 version (with CP 1616)

® CP 443-1 Advanced with the MLFB 6GK7443-1GX20-0XEO, version V2.0 or later
e CP 343-1 Advanced with the MLFB 6GK7343-1GX30-0XEO, version V1.0 or later
The following PROFINET devices support exclusively PROFINET 1O:

e CP 443-1 with the MLFB 6GK7443-1EX20-0XEQ, version V1.0 or later

e CP 343-1 with the MLFB 6GK7343-1EX30-0XEOQ, firmware V2.0 or later

e PCs that are linked to a PROFINET |O-compatible CP (CP 1616 for example) or via
SOFTNET PN 10 (with CP 1612 for example). With the CP 1616 and SOFTNET PN IO,
the user program runs in the CPU of the PC.

e SIMOTION devices for particularly stringent real-time requirements.

Proxy in PROFINET IO and PROFINET CBA
The proxies for PROFINET |0 and proxies for PROFINET CBA are different.

In PROFINET 10, the proxy for PROFINET 1O represents each connected PROFIBUS DP
slave as a PROFINET IO device on the PROFINET.

In PROFINET CBA, the proxy for PROFINET CBA represents every connected
PROFIBUS DP slave as one component, which can participate in PROFINET
communication.

Linking PROFIBUS devices via an IE/PB link

Please note that proxy functionality is available in both PROFINET 10 and PROFINET CBA.
For the IE/PB link, this means that you must use different devices depending on the system
you are using.

Configuring and Integrating Components and Devices in PROFINET Communication

32

In Component Based Automation, an interconnection editor is used to incorporate the
components (SIMATIC iMap for example). The components are described in a PCD file.

With PROFINET IO, the devices are incorporated using an engineering system
(STEP 7 for example). The devices are described in a GSD file.

System Description
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2.5 PROFINET 10 and PROFINET CBA

Software for PROFINET IO and PROFINET CBA

PROFINET IO integrates field devices (IO devices) into PROFINET. The input and
output data of the 10 devices is processed in the user program. The IO devices with their
IO controller can, in turn, be part of a component in a distributed automation structure.

Communication between a CPU as the IO controller and the assigned 10 devices as
PROFINET IOs is configured in the same way as for a PROFIBUS DP master system in
STEP 7. The user program is also created in STEP 7. From the entire PN 10 system, you
create a component in STEP 7 (see Figure PROFINET CBA).

You then configure communication between the components in user-friendly SIMATIC iMAP.

Note
CBA und IRT

The simultaneous usage of PROFINET CBA and IRT communication is only possible with
the IRT-option "high flexibility".

Details of the possible uses of the individual products

System Description

See also the documentation for the product concerned.
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2.6 SIMATIC PC stations

2.6 SIMATIC PC stations

SIMATIC PC station

A "PC station" is a Programming device / PC / IPC with communication modules and
software components within a SIMATIC automation solution.

The hardware configuration of a PC station can be compared with the configuration of an
S7 controller in STEP 7.

Blocks are inserted
in the slots of the

racks of a SIMATIC o lo [ Jo
S7-400.

o

E[E]

Slot 12345678910

PROFINET
PROFIBUS
Analog to this,
components form a PC x
station like OPGC User o
blocks are assigned a .
Applicat
virtual slot by the server ppiication %
software. The virtual [
"rack" is realized in the
PC station through
ft . . . :
software Virtual rack in the PC station
Index 1 Index 2 Index 3 Index 4
PROFINET
PROFIBUS

Figure 2-8  Virtual rack

Software - The OPC server as central component

A PC station contains SIMATIC NET communication modules / communication functions and
software applications. The SIMATIC NET OPC server is a typical software application that
allows other application programs to communicate. The user application software is based
on the offered user interfaces of the SIMATIC software products installed in the PC station.

System Description
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2.6 SIMATIC PC stations

Uniform engineering environment
During configuration with STEP 7 / NCM PC, you handle the PC station as you would a
SIMATIC S7 controller: You connect S7 stations and PC stations to the networks in the
network view and specify the communication connections. The following figure gives you an
example of how a configured PC station is shown in NetPro with STEP 7 and NCM PC.

SIMATIC 400 station SIMATIC PC station
2 - CPU (DF |CP [CP PM-IO = Foplic [CP|CP
R (4132 4435 (44314 ] Ftion [1613 |5614
LRLZEd \op Basic :
H B N | H N
2 N ] A
LA
Industrial Ethemet
PROFBUS 4 A
1
Local ID Partner ID |Partner Type Active connection partner Subnet
57 Connection_1 1 | SIMATIC 400 station / CPU 413-2 DP 57 connection  Yes LAM [IE]

Figure 2-9  STEP 7 - NetPro
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2.6 SIMATIC PC stations

PC Station as PROFINET IO Controller

By using suitable communication modules and software components you can operate a
PC station as a PROFINET IO controller.

Your PC applications in the PC station have the following methods of accessing the
PROFINET IO-controller:

® As an OPC client via the OPC server, e.g. in SOFTNET PROFINET IO
(OPC: Object Linking and Embedding (OLE) for Process Control)

® Directly via the PROFINET 10 Base user interface
® Through a WinAC with Ethernet submodule (for example, CP1616)

At any point in time you have always just one of these access possibilities from a PC
application.

PROFINET IO Controller

PC with CP 1616
and IO Base

Controller useri
program e —=—""

PROFINET Industrial Ethernet

SIMATIC S7
ET 200S

PROFINET IO Devices

Figure 2-10 CP 1616 as PROFINET IO controller

System Description
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Components of a PC Station

2.6 SIMATIC PC stations

The following schematic shows a PC station with the described components.

OPC client PC application
PROFINET 10 'Oirfifoz ::er
OPC server
CP 1616
L]
PROFINET ®

Industrial Ethernet

Figure 2-11  SIMATIC PC station

See also
SIMATIC NCM PC (Page 212)
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2.6 SIMATIC PC stations
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Setting Up PROFINET

Content of this section

This section contains background information about the structure of your communication
network. Specifically, it contains:

® An overview of the most important passive network components: these are network
components (cables, connectors, etc.) that forward a signal without being able to actively
influence that signal.

® An overview of the most important active network components: these are network
components (switches, routers, etc.) that actively influence a signal.

® Overview of the most common network structures (topologies).

e Structural guidelines to help you further improve the performance of your PROFINET.

3.1 Introduction

Physical connections of industrial networks
PROFINET devices can be networked in industrial systems in two different physical ways:
® Connected line
— By means of electrical pulses via copper cables
— By means of optical pulses via fiber-optic cables

® \Wireless via wireless network using electromagnetic waves

System Description
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3.2 Wired networks

3.2.1 Technology

Fast Ethernet

With Fast Ethernet you can transfer data at a speed of 100 Mbps. This transmission
technology uses the standard 100 Base-T.

Industrial Ethernet

Industrial Ethernet is a directive for connecting to an Ethernet in an industrial environment.
The greatest difference to standard Ethernet is in the mechanical capacity and the immunity
to interference for the individual components.

3.22 Network elements

3.2.2.1 Cabling technology

Cables for PROFINET

You have the option of using electrical or optical cables, depending on the data transmission
requirements and the environment in which the cables are used.

Technical specifications of the interface

Information about the technical specifications of the interface can be found in the
PROFINET interface with integrated switch (Page 20) chapter.

Simple method for making up twisted pair cables

When you set up your PROFINET system, you can cut the AWG 22 twisted pair cable
on-site to the required length, strip it with the Stripping Tool/ (for Industrial Ethernet), and fit
the /ndustrial Ethernet Fast Connect RJ45-Plugs using the cut-and-clamp technique. For
additional information on installation, refer to the Assembly Instructions for SIMATIC NET
Industrial Ethernet (http://support.automation.siemens.com/WW/view/en/27069465) product
information.

NOTICE

A maximum of 6 connections are allowed per Ethernet path.

System Description
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Simple making up of fiber-optic cables

The cabling system of FastConnect FO is available for the simple, quick and error-free
making up of fiber-optic cables. It comprises:

® FC FO Termination Kit for SC and BFOC plug
(cleave tool, Kevlar scissors, buffer grip, fiber remains container)

e FC BFOC plug

e FC SC Duplex Plug

e FO FC Standard Cable
® FO FC trailing cable

Simple method for making up POF and PCF cables

The following special tools provide an easy and safe way to prepare POF / PCF cables and
fit the SC RJ POF plugs:

o POF cable

Installation case: IE termination kit SC RJ POF plug
e PCF cable

Installation case: IE termination kit SC RJ PCF plug

Data transmission rate

The PROFINET interfaces in our devices are preset to a default "automatic setting"
(Autonegotiation). Ensure that all devices connected to the PROFINET interface of an
S7-CPU are also set to the "Autonegotiation" operating mode. This is the default setting of
standard PROFINET / Ethernet components.

If you change the default setting "Automatic setting" (Autonegotiation), please note the
following information:

Note
Data transmission rate of the PROFINET interface

PROFINET IO and PROFINET CBA require operation with 100 Mbps full-duplex,

i.e. when the on-board PROFINET interface(s) of the CPU for PROFINET IO/CBA
communication and Ethernet communication is(are) used at the same time, alongside the
"Automatic setting" (Auto negotiation) the PROFINET interface(s) can only be operated with
100 Mbps full-duplex.

Reason: If, for example, a switch is connected which is fixed to "10 Mbps half duplex”, the

PROFINET device with integrated PROFINET interface adapts to the setting of the partner
device by means of the "Autonegotiation" setting. In this case, communication takes place

de facto with "10 Mbps half duplex”. However, this operating mode is not allowed because
PROFINET IO and PROFINET CBA require operation at 100 Mbps full-duplex.
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Additional information

3.2.2.2

For more detailed information, see the SIMATIC NET Twisted Pair and Fiber Optic Networks
(http://support.automation.siemens.com/\WWW/view/en/8763736) SIMATIC NET manual.

You should also read the PROFINET Installation Guideline
(http://www.profibus.com/nc/downloads/downloads/profinet-installation-guide/display/)
publication from PROFIBUS International.

Active Network Components

Network components in wired networks

Switch

42

The following active network components are available for PROFINET:
e Switch

® Router

Switches are available in two models:
® As external switches in a personal casing.
® As an integrated switch in a S7-CPU, a S7-CPs or a distributed 10 system ET 200.

If a communication node is to be connected to several other communication nodes, this
communication node is connected to the port of a switch. Other communication nodes
(including switches) can then be connected to the other ports of the switch. The connection
between a communication node and the switch is a point-to-point connection.

The task of a switch is therefore to regenerate and distribute received signals. The switch

"learns" the Ethernet address(es) of a connected PROFINET device or additional switches
and only forwards those signals that are intended for the connected PROFINET device or

switch.

In our SCALANCE X device family you will find switches with electrical and optical ports or
with a combination of both variants. The SCALANCE X202-2IRT, for example, has 2
electrical ports and 2 optical ports and supports IRT communication.

With STEP 7, you can configure and perform diagnostics on and address switches from
the SCALANCE X device family as PROFINET IO devices.

Note
Assigning IP addresses

You can also use the Primary Setup Tool (PST) to assign IP addresses to several
PROFINET devices as an alternative to STEP 7.
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Switches in PROFINET

Router

System Description

Use the switches of the SCALANCE product family if you want to use the full scope
of PROFINET. They are optimized for use in PROFINET 10.

A router works in a similar way to a switch, so as to connect networks to one another

(e.g. office network with automation network). With a router, however, you can also specify
which communication nodes may communicate via the router and which may not.
Communication nodes on different sides of a router can only communicate with one another
if you have explicitly enabled communication between them via the router.

The high level of communication traffic on an office Ethernet could impair communication in
an Industrial Ethernet. The router prevents this and limits the load on the network.

If you want to access manufacturing data directly from SAP, for example, use a router to
connect your Industrial Ethernet in the factory with the Ethernet in your office.

A router thus represents the boundary of a network.

Note
Router and PROFINET IO
The communication with PROFINET IO is limited to a subnetwork. Since a router limits a

subnetwork, no communication with PROFINET IO is possible. For PROFINET CBA,;
only acyclic connections are possible.

The CP 343-1 Advanced and CP 443-1 Advanced communications processors implement
integral network separation between the control level and field level and provide the following
advantages:

® Separate network connections for the control level (Gigabit Ethernet) and the field level
(Fast Ethernet) on a module

e Cross-network utilization of IT services through IP routing, such as access to web servers

® Access protection via a configurable IP access list
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SIMATIC components with security functions

Linking industrial Ethernet to both an intranet and the Internet requires solutions that will
protect against internal and external threats.

The SIMATIC NET Industrial Security components from the SCALANCE S product family
offer ideal defense mechanisms against attacks, espionage, manipulation and unauthorized
access at all network levels. They have numerous features such as encryption,
authentication and access control for up to 128 channels for setting up a virtual

private network (VPN) and an integrated firewall.

The modules contain a configuration plug for configuration data that you insert in the
replacement device in the event of a fault. The data is automatically accepted by the new
device, so no programming device/PC is needed for programming if a replacement becomes
necessary. The VPN Software SOFTNET security client helps you set up secure
communication.

The Security Configuration Tool (SCT) provides you with a configuration tool which can be
used to configure all SCALANCE S in a system.

Furthermore, countless other SIMATIC products offer integrated security functions as well:

Communication processors like the SIMATIC CP 343-1 Advanced and Industrial Ethernet
Switches like SCALANCE X-300 support procedures for the authentication of network
participants and for protection from unauthorized access on CPUs and the network.

Additional information
Manuals:

e SIMATIC NET Twisted Pair and Fiber Optic Networks
(http://support.automation.siemens.com/WW/view/en/8763736)

® SCALANCE S and SOFTNET Security Client
(http://support.automation.siemens.com/WW/view/en/21718449).

Download:
® Primary Setup Tool (http://support.automation.siemens.com/WW/view/en/19440762)
You should also read the following publications from the PROFIBUS user organization:

e PROFINET Installation Guideline
(http://www.profibus.com/nc/downloads/downloads/profinet-installation-guide/display/)

e PROFINET Security Guideline
(http://www.profibus.com/nc/downloads/downloads/profinet-security-guideline/display/)

® PROFlsafe - Environmental Requirements
(http://www.profibus.com/nc/downloads/downloads/profisafe-environmental-
requirements/display/)
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3.3 Wireless networks

3.31 Basics

Data transmission rate

In Industrial Wireless LAN, gross data transmission rates of 11 Mbps or 54 Mbps without full
duplex are permitted.

Interface

Table 3- 1 Technical specifications of radio interface

Physical Connection Cable type / transmission Transmission rate / mode Advantages
properties methods medium
standard
Radio bands - IEEE 802.11 Depending on the expansion | Greater mobility
used (a/b/g/hetc.) Cost-effective
networking to
remote, difficult to
access nodes

Range

With SCALANCE W (access points), wireless networks can be set up indoors and outdoors.
Multiple access points can be installed to create large wireless networks in which mobile
subscribers are transferred seamlessly from one access point to another (roaming).

As an alternative to a wireless network, point-to-point connections of Industrial Ethernet
segments can also be set up over large distances (several hundred meters). In this case,
the range and characteristics of the wireless hop are determined by the antennas used.

Note
Range

The range can be considerably less, depending on spatial factors, the wireless standard
used, the data rate, and the antennas on the send and receive sides.
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What is Industrial Wireless LAN?

In addition to data communication to IEEE 802.11, SIMATIC NET Industrial Wireless LAN
provides a number of extremely useful enhancements (ifeatures) for the industrial customer.
IWLAN is particularly suited for complex industrial applications with requirement for reliable
radio communication, owing to the following properties:

Automatic roaming when the connection to Industrial Ethernet is interrupted
(Forced Roaming)

Cost savings generated by using a single wireless network for secure operation of a
process with both process-critical data (alarm message, for example) and non-critical
communication (service and diagnostics, for example)

Cost-effective connection to devices in remote environments that are difficult to access
Predictable data traffic (deterministic) and defined response times
For use in hazardous areas of Zone 2

Cyclical monitoring of the wireless link (link check)

Aims and advantages of Industrial Wireless LAN

46

Wireless data transmission achieves the following objectives:

Seamless integration of devices into the existing bus system via the wireless interface
Mobile use of devices for different production-linked tasks

Flexible configuration of the system components for fast development in accordance with
customer requirements

The node can be accessed at all times within the entire network

Protection against unauthorized network nodes by means of address tables,
authorization and changing keys.
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3.3 Wireless networks

® Reliable use of products that have to meet stringent temperature and mechanical stability

requirements

® | ocal access to service and maintenance schedules

® Communication with mobile subscribers (mobile controllers and devices, for example),
high bay storage and retrieval devices, conveyor lines, production belts, translation

stages, and rotating machines

e Wireless coupling of communication segments for fast commissioning or cost-effective
networking where routing of wires is extremely expensive
(e.g. public streets, railroad lines, for example)

e Automated guided vehicle systems and suspended monorail systems

The following graphic illustrates the many possible applications and configurations for
SIMATIC device family wireless networks.
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Figure 3-1
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Industrial Wireless LAN in interaction with PROFINET functions

Note
IWLAN and IRT

PROFINET devices which are connected to Access Points on PROFINET 1O do not support
IRT.

Note
IWLAN and prioritized startup

PROFINET devices which are connected to Access Points on PROFINET 1O do not support
the "Prioritized startup” PROFINET function.

3.3.2 Industrial Wireless LAN

Wireless networks, SCALANCE device family

With PROFINET, you can also set up wireless networks with Industrial Wireless Local Area
Network (Industrial WLAN) technology. We recommend implementing the SCALANCE W
device line for this.

Update time in STEP 7

If you set up PROFINET with Industrial Wireless LAN, you may have to increase the update
time for the wireless devices. The IWLAN interface has a lower performance than the wired
data network, because the restricted bandwidth needs to be divided over several
communication nodes. For wired solutions, the communication nodes have available the
"full" 100 Mbps.

You will find the update time parameters in STEP 7 / HW Config in the object properties of
the PROFINET |0 system.

Configuring and Setting Parameters for SCALANCE W

To configure and carry out parameter settings for the first time, use the web interface.
To assign an IP address, you will need either the Primary Setup Tool (PST) or STEP 7.

System Description
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Planning, simulating and configuring with SINEMA E

SINEMA E (SIMATIC Network Manager Engineering) is planning, simulation and
configuration software that simplifies the task of installing and starting up a WLAN network
with the help of simulation functions.

® Planning a WLAN infrastructure

By modeling the environment - external area, internal area etc., you can calculate the
distribution of the electromagnetic fields. One the basis of this calculation you then
position the access points and align their antennas.

e Simulating a WLAN infrastructure

Simulating the planned wireless LAN allows you to calculate the position, range and
attenuation without having to construct the LAN first. Simulation allows you to work out
the optimum sending and receiving conditions when setting up a WLAN structure.

e Configuring a WLAN infrastructure

You configure the WLAN devices offline and save all the relevant data (parameters,
security settings) in a project. When online, all the WLAN devices are automatically
conveyed via the LAN and the configured parameters are downloaded to the WLAN
devices.

® Measurements for optimizing and maintaining a WLAN infrastructure

You can support measurements and analyses at the start of planning with the optimal
illumination of an available WLAN network. In addition, the measurements give important
information in troubleshooting and maintenance.

® Report function

Alongside the documentation of the measurement results, use the extensive report
function for drawing up offers (Sales Wizard), for installation (device installation
instructions), for acceptance, troubleshooting and expanding the WLAN network.

Additional information

More information about SCALANCE W industrial wireless LAN components can be found in
the manual SIMATIC NET SCALANCE W-700
(http://support.automation.siemens.com/WW/view/en/42784493).

For more detailed information on wired data transmission, refer to the SIMATIC NET
Twisted Pair and Fiber Optic Networks
(http://support.automation.siemens.com/WW/view/en/8763736) SIMATIC NET manual.

More information about wireless data transmission can be found in the manual Basics for
configuring an industrial wireless LAN
(http://support.automation.siemens.com/WW/view/en/9975764)

A free download of the primary setup tools can be found online
(http://support.automation.siemens.com/WW/view/en/19440762).

Downloads for the SINEMA E Lean and SINEMA E standard software can be found on the
Internet (http://support.automation.siemens.com/WW/view/en/23775917).

You should also read the PROFINET Installation Guideline from the PROFIBUS User
Organization on the Internet (http://www.profibus.com/nc/downloads/downloads/profinet-
installation-guide/displayl/).
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3.4 Data security in automation
3.4.1 Basics
Introduction

The topic of data security and access protection (Security) have become increasingly
important in the industrial environment. The increased networking of entire industrial
systems, vertical integration and networking of levels within a company and new techniques
such as remote maintenance have all served to increase vulnerability.

Data security solutions for office environments cannot simply be transferred one-to-one to
industrial applications to protect against manipulation in sensitive systems and production
networks.

Requirements

Additional security requirements arise from the specific communication requirements
in the industrial environment (real-time communication, for example):

® Protection against interaction between automated cells
® Protection of network segments

® Protection against unauthorized access

® Scalability of security functionality

® Must not influence the network structure

Definition of security
Generic term for all the measures taken to protect against
® Loss of confidentiality due to unauthorized access to data
® | oss of integrity due to manipulation of data

® | oss of availability due to the destruction of data

System Description
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Threats

Threats can arise from external and internal manipulation. The loss of data security
is not always caused by intentional actions.

Internal threats can arise due to:
® Technical errors

e Operator errors

e Defective programs

Added to these internal threats there are also external ones. The external threats are not
really any different to the known threats in the office environment:

e Software viruses and worms
® Trojans

® Unauthorized access

e Password Phishing

In password phishing, the phisher masquerades as a trustworthy person or business in
order to get the recipient of an email to disclose access data and passwords.

Precautions

The most important precautions to prevent manipulation and loss of data security in the
industrial environment are:

e Filtering and inspection of the data traffic by means of Virtual Private Networks (VPN)

A virtual private network is used to exchange private data on a public network
(Internet, for example). The most common VPN technology is IPsec. IPsec is a
collection of protocols that use the IP protocol on the network layer.

® Segmenting in protected automation cells

This concept has the aim of protecting the network nodes by means of security modules.
A group of protected devices forms a protected automation cell. Only security modules
from the same group or the devices they are protecting can exchange data with one
another.

e Authentication (identification) of the nodes

The security modules identify each other over a safe (encrypted) channel using
authentication procedures. It is therefore impossible for unauthorized parties to access
a protected segment.

® Encrypting the data traffic

The confidentiality of data is ensured by encrypting the data traffic. Each security module
is given a VPN certificate which includes the encryption key.
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3.4.2

Network components and software

Protection against unauthorized access

Features

3.4.3

VDI Guideline

The following solutions may be used to connect industrial networks to the intranet and
Internet to protect against internal and external threats:

® SCALANCE S - the data security components of the SIMATIC NET product family
® SOFTNET Security Client for use on PCs

Both of these products have a wide variety of features, such as:

® Encrypted communication,

® Authentication

® Access control for up to 128 channels in order to set up a Virtual Private Network (VPN)
® Easy integration of existing networks without configuration, with integrated firewall.

The modules contain a memory card (configuration plug) for the configuration data. In the
event of a fault this memory card is inserted into the replacement device. The data is
automatically accepted by the new device, so no PG/PC is needed for programming if a
replacement becomes necessary.

On the PC side, the SOFTNET Security Client helps you set up secure communication. With
the Security Configuration Tool (SCT), software is provided with which you can configure
SCALANCE S and create the certificates for the VPNs.

Guidelines for information security in the industrial automation

With the "VDI/VDE 2182 sheet 1", Information Security in the Industrial Automation - General
procedural model, VDI guideline, the VDI / VDE society for measuring and automation
engineering has published a guide for implementing a security architecture in the industrial
environment. The guideline can be found on the Homepage of the VDI organization
(http://www.vdi.de/en/vdi/vrp/richtliniendetails_t3/?&no_cache=1&tx_vdirili_pi2[showUID]=89
853&L=1).

PROFINET Security Guideline

52

The PROFIBUS user organization can support you in setting up security standards in your
company by means of the PROFINET Security Guideline. These guidelines can be found on
the homepage of the PROFIBUS User Organization under downloads online
(http://www.profibus.com).
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344 Application example

Data security at the office and production levels

The following graphic contains an application example with protected areas at different levels
of the company created using SCALANCE S and the security client. The protected areas are
highlighted in light gray.

Service computer

with
SOFTNET
Security Client
software
Host computer
with SOFTNET Security Client software PC with PC
Software
Server SOFTNET
Security

Client

Security Module
SCALANCE S

ice network

MES level

SCALANCE X-400 switch
o ° o °

q h I h Automation network

SINAUT ST7sclcc
SCALANCE X414-3E switch

[l PROFINET [l PROFINET

©

c : .

g [ Industrial Ethernet "* v * vy [ Industrial Ethernet

z ) ol ) o O ' ,

% Security Module| & Security Module | & el n Security Module

< SCALANCE S 0 SCALANCE S o SCALANCE S 0o

4

3 3 o e D =TT 3 T D

S 5 £ i ]| == el i — ] (TR J i ]| =2 = sl | i
5 E - ~lelea) [

o B B

5 3 g@ e B R

3 Panel [|® it

* pC|MEEEEEEEEEE onl Robot cell Robot cell Robot cell

T Operator control and monitoring Automation cell

Figure 3-2 Network setup with the SCALANCE S security module and the SOFTNET security client

Additional information

More detailed information on setting up a security standard in PROFINET can be found in
the PROFINET Security Guideline. These guidelines can be found on the homepage of the
PROFIBUS User Organization at Internet (http://www.profinet.com).
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Topology

An overview of various options for setting up a PROFINET network is given below.

If you connect communication nodes to a switch with more than two PROFINET ports,
you automatically create a star network topology.

If an individual PROFINET device fails, this does not automatically lead to failure of the
entire network, in contrast to other structures. It is only if a switch fails that part of the
communication network will fail as well

If you interconnect several star structures, you obtain a tree network topology.

All the communication nodes are connected in a linear bus topology.

If a link element (switch, for example) fails, communication across the failed link element is
no longer possible. The network is then divided into 2 subsegments.

In PROFINET, the linear bus topology is realized with switches that are already integrated
into the PROFINET devices. Therefore, the linear bus topology at PROFINET is merely a
special form of tree / star topology.

Linear bus topology structures require the least wiring.

In order to increase the availability of a network, use ring structures. In principal, a linear
topology is connected to a ring through a so-called redundancy manager.

The task of the redundancy manager is taken over by an external switch (SCALANCE X) or
a CPU, which supports the media redundancy protocol (MRP)(S7-300 V3.2, S7-400 V6.0,
WiInAC RTX 2010 with CP1616).

If there is a break in the network, the redundancy manager ensures that the data is
redirected over an intact network connection.
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Network

All the devices interconnected by switches are located in one and the same network.
All the devices in a network can communicate directly with each other.

All devices in the same network have the same subnet mask.

A network is physically limited by a router.

NOTICE

If devices need to communicate beyond the limits of a network, you must configure the
router so that it allows this communication to take place.

The communication from PROFINET IO functions exclusively within a network.
You have the option of connecting various PROFINET 10 networks via PN/PN coupler.

Additional information
For more detailed information, see the SIMATIC NET Twisted Pair and Fiber Optic Networks
(http://support.automation.siemens.com/WW/view/en/8763736)SIMATIC NET manual.

You should also read the PROFINET Installation Guideline from the PROFIBUS User
Organization (http://www.profibus.com/nc/downloads/downloads/profinet-installation-
guide/display/).

For more detailed information, see the Communication with SIMATIC
(http://support.automation.siemens.com/WW/view/en/1254686) manual.
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3.6 Topology examples

Topology examples

The following example shows various topologies combined.

Number Meaning
S7-300 as 10 controller

Industrial WLAN with SCALANCE W; wireless connections
SCALANCE X 208 with 8 electrical ports

ET 200S distributed I/O system with integrated multi-port switch, so that you can connect additional
PROFINET devices and thus implement a linear bus topology.

SCALANCE X 204 -2 with 4 electrical and 2 optical ports
PROFINET / Industrial Ethernet

IE/PB - Link PN 10

PROFIBUS DP

ET 2008 distributed I/O system with 2 optical ports

Star topology

Linear bus topology

This combination of different topologies creates a tree topology.

& () ©ee0ee OO

Figure 3-3  Combined topology

System Description
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Content of this section

In this chapter, you will receive information about the basic terms for communication,
technology, benefits and areas of application for real-time communication and setup
recommendations for optimizing PROFINET. In addition, the following functions are
described:

e Option handling

® Device replacement without removable media / PD

® Prioritized startup

® Docking Station - Changing 10 devices during operation
® Shared Device

® [-device

® [sochronous mode

® PROFlenergy

® Media redundancy

® System redundancy

System Description
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4.1 Basic terminology of communication

4.1

Basic terminology of communication

PROFINET communication

Update time

PROFINET communication takes place via Industrial Ethernet.
The following transmission types are supported:

® Acyclic transmission of engineering and diagnostics data and interrupts
® (Cyclic transmission of user data

The PROFINET communication occurs in RT (real time).

Within this time interval an 1O device / IO controller in the PROFINET 10 system is supplied
with new data by the IO controller / 10 device. The send cycle can be configured separately
for each 10 device and determines the interval at which data are sent from the 10 controller
to the IO device (outputs) as well as data from the 10 device to the 10 controller (inputs).

Note

According to the Nyquist-Shannon sampling theorem, there is a changed value of a sensor
after at latest an update cycle being executed twice in the 10 controller. Further time delays
can occur through back wall bus durations and analog digital conversion times in the

10 device. After this time, the changed value can be accessed directly from the user program
(for example, L PEW 267). If the value is accessed through the process image, the cycle
time of the OB1 must be added twice.

Response check time

58

The response check time describes the time taken for an 10 controller or 10 device to be
accepted, within this time no new 10 data can be received. The response check time is
illustrated by STEP 7 from an integral multiple of the update time and can be adapted by
the user.

If the 10O device is not supplied by the 10 controller with input / output data within the
response check time, it fails and issues substitute values. This is reported in the 10 controller
as a station failure.

Note

If an 10 device is operated with IRT and the IRT-option "high performance", then this will fail
after 180ms after recognizing a sync loss. This behavior applies independent of a larger
selected contact monitoring time. Replacement values - if planned - are first turned off after
the expiration of the response check time.

System Description
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4.1 Basic terminology of communication

IRT (Isochronous Real Time, real-time communication with reserved bandwidth)

In the case of PROFINET IO with IRT, a sync master transmits a synchronization message
to which all sync slaves synchronize themselves. The synchronization mechanisms will be
controlled by ERTEC (Enhanced Real-Time Ethernet Controller) of the integrated
PROFINET interface. This ensures a synchronization accuracy of less than one
microsecond. The synchronization of all IRT-capable PROFINET devices on a common time
base is the prerequisite for the scheduled communication control and the bandwidth
reservation.

You assign the device roles sync master and sync slave by configuring the PROFINET
devices in STEP 7, as described in chapter Configuring the real-time communication
(Page 194). The role of a sync master can be assigned both to an 1O controller as well as
a switched configured on an 1O device, provided these support the "sync master" function.

The sync master and the sync slaves together form the sync domain. A sync domain has
exactly one active sync master - for the runtime.

Note
Setup recommendations for PROFINET IO with IRT
Please note the setup recommendations "Setting up PROFINET with IRT" for PROFINET IO

systems within sync domains in chapter Setup recommendations for optimizing PROFINET
(Page 173).

Real time and determinisms

Send clock

System Description

Real-time means that a system processes external events within a defined time.

Determinism means that a system responds in a predictable (deterministic) manner.

Period between two successive intervals for IRT or RT communication.
The send clock is the shortest possible transmit interval for exchanging data.

For IRT with the "high performance" option, in addition to the "even" transmission tact
(250 ps, 500 ps, 1 ms, 2 ms, 4 ms), the send clock can be set as "odd" between 250 ps
and 4 ms at any multiple of 125 ps: 375 ps, 625 ps ... 3.875 ms.

With "odd" send frequencies, the following applies for all PROFINET IO-devices:
® Update time = send frequency

® no amendment of IRT with the "high performance" option possible through RT devices
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4.1 Basic terminology of communication

Relationship between the update time and send clock

The calculated update times are step-downs (1, 2, 4, 8, ..., 512) of the send clock. The
minimum possible update time thus depends on the minimum send clock of the 10 controller
that can be set and the efficiency of the IO controller and the 10 device. Depending on the
send clock, only a part of the step-downs can be available (STEP 7 guarantees this through
a pre-selection).

The following tables illustrate the dependency of the update time that can be set on the send
clock, using an example of the CPU 319-3 PN/DP.

Table 4- 1 The following applies to RT:

Send clock Update time Step-downs
250 ps 250 ps to 128 ms 1,2, ...,512
500 ps 500 ps to 256 ms 1,2, ...,512
1ms 1msto512 ms 1,2,..,512
2ms 2msto 512 ms 1,2, ..., 256
4 ms 4 msto 512 ms 1,2, ...,128

Table 4-2  With IRT with the "high flexibility" option, the following applies:

Send clock Update time Step-downs
250 ps 250 ps to 128 ms 1,2,..,512
500 ps 500 ps to 256 ms 1,2,...,512
1 ms 1 msto512 ms 1,2,..,512

Table 4-3  With IRT with the "high performance" option, the following applies:

Send clock Update time Step-downs
250 ps 250 ysto 4 ms 1,2,...,16
500 ps 500 ps to 8 ms 1,2,...,16
1ms 1msto 16 ms 1,2,...,16
2ms 2 ms to 32 ms 1,2,..,16
4 ms 4 ms to 64 ms 1,2,...,16

For the uneven send clock, update time = send clock.

System Description
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4.1 Basic terminology of communication

Note
Update times for the cyclical data exchange

STEP 7 automatically determines the update time on the basis of the existing hardware
configuration and the resulting cyclical data traffic.

Using the "update time" dialog (under the "IO cycle" tab in the "Properties" dialog box of the
IO devices) you can choose whether the update times of the 10 devices should be
configured automatically by STEP 7 HW Config or whether the fixed update times or a fixed
factor concerning the send clock should be specified for specific 10 devices.

Automatic update time

STEP 7 automatically determines the update time on the basis of the existing hardware
configuration and the resulting cyclical data traffic. It is the smallest possible update time
that ensures that the available bandwidth is maintained.

The smallest possible update time in a PROFINET system depends on the following factors:
e Number of PROFINET IO devices

e Topological assignment of the 10 devices (in particular line depth)

e Send clock of the 10 controller or the sync master

¢ Efficiency of the IO controller and the 10 device

¢ Quantity of configured user data

e PROFINET IO communication traffic
(compared to the volume of PROFINET CBA communication traffic)

e Size of the reserved bandwidth
These dependencies will be automatically considered by STEP 7 during configuration.

If "automatic update time" has been chosen, then for RT devices a minimum update time of
2 ms is specified.

Note
Fixed update time - as an option

The update time of the IO device is fixed by the user.
The setting for the update time remains the same even if the send clock has been changed.

Due to the configuration, STEP 7 already calculates optimized, i.e. short as possible update
times for 10 devices in RT or IRT operation. However, for individual IO devices you can set
shorter update times with the setting "fixed update time". For IO devices that deliver
non-critical time usage data can increase the update times

(for example, for RT devices with higher line depth).

System Description
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4.1 Basic terminology of communication

Sync domain

Note
Fixed factor - as an option

You fix the reduction using which the 10 device should be updated
(e.g. factor 4 for updating every fourth send clock).

The setting for the fixed factor remains the same even if the send clock has been changed.
Reducing the send clock could cause error messages during the consistency checks. In this
case you must increase the factor.

STEP 7 calculates (due to the configuration for 10 devices with automatic update time)
optimized and possible factors for the smallest possible update times of the 10 devices in the
RT and IRT operation.

However, for individual 10 devices you can set smaller factors with the "Fixed Factor" setting.
For IO devices that deliver non-critical time usage data, you can increase the factors
(for example, for RT devices with higher line depth).

All PROFINET devices that are to be synchronized via PROFINET 10 with IRT must belong
to a sync domain.

The sync domain consists of precisely one sync master and at least one sync slave.
The role of the sync master is normally done by an 10 controller or switch.

Non-synchronized PROFINET devices are not a part of a sync domain.

Media redundancy

62

Through the so-called Media Redundancy Protocol (MRP) it is possible to setup possible
redundant networks. Redundant transmission links (ring topology) ensure that an alternative
communication path is made available if a transmission link fails. The PROFINET devices
that are a part of this redundant network form an MRP domain.

System Description
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Transparent data access

Access to process data from different levels of the factory is supported by PROFINET
communication. By using Industrial Ethernet, standard mechanisms of communication and
information technology such as OPC/XML can now be used along with standard protocols
such as UDP/TCP/IP and HTTP in automation engineering. This allows transparent access
from the office world of the company management directly to the data from the automation
systems at the control level and production level.

Company mangement
\ 4

‘ I PROFINET
> T T Industrial Ethernet

PROFIBUS

;ﬁrhz— %ﬂ} -
& e

Production

=]

Figure 4-1 Access to process data

What are TCP/IP, COM/DCOM, OPC/XML?

You will find explanations of these terms in the glossary.

Configuring real-time communication

Information on configuring the real-time communication can be found in chapter
Configuring the real-time communication (Page 194).

See also
Configuring the IRT communication of a PROFINET IO system (Page 202)

System Description
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4.2 Real-time communication

4.2 Real-time communication

421 Introduction

Real-time communication and IT communication

Industrial communication, especially in the production automation and process automation,
requires a punctual and deterministic data transmission. This is why, for the cyclic exchange
of time-critical 10 user data, PROFINET IO does not use TCP/IP, it uses real-time
communication (RT) or isochronous real-time communication (IRT) for the synchronized data
exchange in reserved time intervals.

Use of PROFINET in various industries
PROFINET is used in a huge range of industries, such as:
® Production plants
® Assembly plants
e Automobile industry plants
® Plants in the food, beverage and tobacco industry
® Packing plants

Each industry has different requirements in terms of communication and its performance.

Main application of PROFINET with RT

PROFINET with RT is suitable for time-critical applications in production automation.

Main application of PROFINET with IRT
PROFINET with IRT is generally suitable for:

e Considerable performance and deterministics with large quantity structures concerning
the I/O user data communication (productive data)

e Considerable performance also with many nodes in linear bus topology concerning the
I/O user data communication (productive data)

e Parallel transfer of productive and TCP/IP data via a cable, even with considerable data
traffic whilst ensuring the forwarding of productive data by reserving the transmission
bandwidth.

International standard IEC 61158

The communication functions RT and IRT are standardized in the international standard
IEC 61158.

System Description
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4.2.2

Properties

4.2.3

4.2 Real-time communication

Performance levels for real-time communication

PROFINET IO is a scalable real-time communication system based on the layer 2 protocol
for Fast Ethernet. With the transmission procedure RT for time-critical process data and IRT
for considerably precise as well as isochronous processes, this gives you two performance
levels for real-time support.

N\

PROFINET with IRT
(Isochronous Real-Time)

Deterministic features

PROFINET with RT
(Real-Time)

Figure 4-2  Performance of real-time communication

Real-time

PROFINET IO with real-time communication (RT) is the optimum solution for integrating

I/O systems. This is a solution that also uses standard Ethernet in the devices and
commercially available industrial switches as infrastructure components. A special hardware
support is not required.

If you want to use the full PROFINET functionality, you must employ switches that support
the PROFINET standard according to standard IEC 61158. In the integrated switches of
PROFINET devices and PROFINET switches (e.g. the product family SCALANCE),
PROFINET functions in accordance with the PROFINET standard are implemented and can
be used without restriction for integration in the PROFINET IO system.

Real-time communication (RT)

System Description

PROFINET IO message frames have priority over standard message frames in accordance
with IEEE802.1Q. This ensures the required determinism in the automation technology.
The data is transferred via prioritized Ethernet message frames. You can realize update
times from 250 ps with RT.
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4.2 Real-time communication

Switching mechanisms

Switches in SIMATIC meet the real-time requirements with two mechanisms on PROFINET:
"Store and Forward" and "Cut through".

Store and forward

Cut through

66

In the Store and Forward method, the switch stores the message frames completely and
places them in a queue. If the switch supports the international standard IEEE 802.1Q,
then the data is sorted according to its priority in the queue. The frames are then forwarded
selectively to the specific port that can access the addressed node (Store and Forward).

In the Cut Through process the entire data package is not stored temporarily in a buffer,
it is passed directly onto the target port as soon as the target address and the target port
have been determined.

The times required by the data package to pass through the switch are then minimal and
independent of the message frame length. The data are only stored temporarily in
accordance with the Store and Forward process as per priority when the section between the
target segment and the port of the next switch is occupied.

Note

Interaction with multicast communication

If PROFINET RT and broadcast (BC) or multicast communication (MC) are operated at the
same time on an Industrial Ethernet, PROFINET RT message frames can be delayed by

long BC and / or MC message frames. These message frames are, among others,
generated by the function blocks AG_SEND / AG_RECEIVE / TSEND / SRECV.

This could lead to station failures for 10 devices in the RT operation, that is why you should
increase the update time or the contact monitoring time in this case.

Note
Additional information on multicast communication

Additional information can be found on the Internet
(http://support.automation.siemens.com/WW/view/en/29104898).

System Description
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4.2 Real-time communication

Real-time communication and PROFINET

424

In the case of industrial networks, the demands for a deterministic transmission in real-time
are important. PROFINET meets these requirements. PROFINET is hence implemented as
a deterministic real-time communication system as follows:

® Transmission of time-critical data takes place at guaranteed time intervals.

To achieve this, PROFINET provides an optimized communication channel for
real-time communication.

® Problem-free communication using other standard protocols is guaranteed within
the same network.

Isochronous real-time

Isochronous real-time communication (IRT)

Advantages

Synchronized transmission procedure for the cyclic exchange of IRT data between
PROFINET devices. A reserved bandwidth within the send clock is available for the IRT 10
data. The reserved bandwidth ensures that the IRT data can be transmitted at reserved,
synchronized intervals whilst remaining uninfluenced even by other greater network loads
(e.g. TCP / IP communication or additional real time communication).

PROFINET with IRT is synchronized communication in reserved time intervals. With IRT you
have the option to be able to control time-critical applications like dynamic motion control via
PROFINET. With IRT you use further advantages:

® Highly precise deterministics, even with considerable network load by means of standard
communication

e Simple and flexible integration of PROFINET devices for real-time applications in existing
company networks

® Reservation of transmission bandwidth and hence sufficient free resources for the
transmission of data to real-time control

® Secured standard communication parallel to real-time communication via the same
transmission medium

® You can continue to use standard components for your PROFINET IO system outside of
the sync domain

® An increase in the update time calculated by STEP 7 dependent on the line depth is no
longer necessary on account of the fixed reserved transmission bandwidth.

Properties of isochronous real-time

System Description

Implementation of the transmission method IRT in Ethernet controllers, the ERTEC ASICs
(Enhanced Real-Time Ethernet Controller) allows update times of 250 ys and jitter accuracy
of the send clock of less than 1 us to be achieved.
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IRT with high flexibility

The message frames are sent cyclically in a deterministic cycle (isochronous real-time).

In addition, a fixed transmission bandwidth of the transmission resources will be reserved.
A topological configuration of the system is not required. In principle, you can configure the
topology if you, for example, wish to evaluate topological errors in the user program.

This procedure guarantees the advantage of the greatest possible flexibility in planning and
expanding a system.

You can realize update times from 250 ps with IRT with high flexibility.

IRT with high performance

Synchronization

68

In addition to the reserved bandwidth, the telegrams from defined transmission paths are
exchanged for the further optimization of data transfers. For this, the topological information
from the configuration is used for planning the communication. Thus, transmission and
reception points of every individual data telegram at every communication node are
guaranteed. Through this, you can reach an optimal usage of the bandwidth and reach the
best possible performance in the PROFINET 10 system. Through IRT with reserved
transmission bandwidth and topology configuration, you can realize the update times with
the highest deterministic starting with 250 ps.

For IRT with high performance, the topology confirmation is a requirement. For the
configuration of the topology, the topology editor is available. The topology editor can be
called up from the context menu of the PROFINET 10O system in the HW configuration.

With IRT with "high performance", isochronous applications are possible
(see chapter: What is isochronous mode? (Page 132)). With IRT with "high flexibility",
this function is not available.

The prerequisite for the IRT communication is a synchronization cycle for all PROFINET
devices in a sync domain for distributing a mutual time basis. With this basic synchronization
a synchronism of the transmission cycle of the PROFINET Devices within a sync domain is
achieved. The sync master (IO controller) generates the mutual synchronization clock and
specifies the time basis upon on which all other sync slaves (1O devices) are synchronized.

If the sync master fails, then IRT devices will are provided with RT-quality with the
"high flexibility" option, IRT devices with the "high performance" option fail.

System Description
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Reserving the transmission bandwidth

IRT is a transmission procedure whereby the PROFINET devices in a sync domain are
synchronized with very high precision. Part of the communication cycle (send clock) is
reserved for the IRT communication in which the deterministic message frames are sent.
In doing so, for each send clock there is created a time range for IRT communication and
a time range with RT and TCP/IP communication. The reservation of the transmission
bandwidth is realized in terms of hardware technology by means of special Ethernet
controllers (e.g. ERTEC).

In addition to this, the communication cycle belonging to a send clock is divided into three
time ranges which are labeled with the colors orange, light green and dark green. In the
following example, the send clock amounts to 1000 us. If nothing else is stated, all figures
are specified in ps.

Note
Unused bandwidth only with IRT with the "high flexibility" option

With IRT with the "high flexibility" option, there is an unused bandwidth that is exclusively
reserved and cannot be used for other communication.

With IRT with the "high performance" option, due to the planned topology and the
communication to the individual transmission paths calculated, there are no unused
bandwidths.
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Figure 4-3  Data message frames and their time intervals within a send clock
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Table 4- 4

The example above is based on the following settings:

Example - communication traffic of a data message frame

Color

Setting / calculations

Data

Note

Not relevant

Send clock = 1 ms

Not relevant

Send clock settings: See chapter Basic
terminology of communication | (Page 58)
in the send clock section and the following.

Not relevant

Max. possible transmission
bandwidth for cyclic user data -
here 500 us

Not relevant

Resulting from the length of the send clock -
at 1 ms the max. possible transmission
bandwidth for cyclic user data = 500 ps, at
500 ps the max. possible transmission
bandwidth for cyclic user data = 250 ys and
at 250 us the max. possible transmission
bandwidth for cyclic user data = 100 us

Orange + The high limit for IRT IRT + unused The reserved transmission bandwidth for IRT
white communication (reserved bandwidth (only with | data (high limit for IRT data) must, on the
(only with the | transmission bandwidth for IRT the "high flexibility" one hand, be greater or equal to the actual
option "high communication) is set as a option) used transmission bandwidth for the IRT
flexibility") proportion of the max. possible communication, on the other hand, it must
transmission bandwidth for cyclic also comply with the following condition:
user data in % The reserved transmission bandwidth for IRT
(e.g. here 30 % of 500 ps = 150 ps) communication (orange + white) and the
used transmission bandwidth for RT
communication (light green) together must
not be greater than the maximum possible
transmission bandwidth for cyclic user data.
Orange For IRT used transmission IRT Dependent on the number of synchronized
bandwidth PROFINET devices and the send clock of
the PROFINET IO system.
Within this time, only IRT data is transmitted.
White Unused transmission bandwidth of | Reserved for IRT The "orange" and "white" intervals together
(only with the | the reserved transmission communication but are the reserved area for IRT communication
option "high bandwidth for IRT communication | not used as a percentage of the possible transmission
flexibility") that is not available for IRT bandwidth for cyclic user data.
communication and TCP/IP
Light green For RT used transmission RT The cyclic RT message frames and the
bandwidth standard communication (TCP/IP etc.) are
transmitted in the "light and dark green" time
range. The Ethernet message frames are
again prioritized according to "urgency" in
levels from "Prio 1 (low)" to "Prio 7 (high)"
IEEE 802.1Q. RT data in PROFINET IO is
of priority 6.
Dark green Transmission bandwidth for TCP/IP | TCP/IP The cyclic RT message frames and the
is send clock - reserved standard communication (TCP/IP etc.) are
transmission bandwidth - transmitted in the "light and dark green" time
transmission bandwidth for RT range. The Ethernet message frames are
again prioritized according to "urgency" in
levels from "Prio 1 (low)" to "Prio 7 (high)"
IEEE 802.1Q. RT data in PROFINET IO is of
priority 6.
System Description
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Configuring IRT with STEP 7

® How you configure IRT in STEP 7 can be read in chapter Configuring the IRT
communication of a PROFINET IO system (Page 202).

4.2 Real-time communication

® How you can configure the topology of a PROFINET IO system with the topology editor
can be read in chapter Configuring a topology (Page 190).

4.2.5

Comparison of RT and IRT

The most important differences between RT and IRT

Table 4- 5

Comparison between RT and IRT

Property

RT

IRT with high flexibility

IRT with high performance

Transmission method

Prioritizing the RT message
frames through Ethernet priority
(VLAN tag)

Reserving the transmission
bandwidth by reserving a
time range in which only IRT
communication takes place
and, for example, no TCP/IP
frames are transmitted.

Path-based switching on the
basis of a communication
path plan; no transmission of
TCP/IP frames in the time
area with IRT communication.

Determinism

Variance of the duration of
transmission by the mutual use
of the transmission bandwidth
with other protocols

(e.g. TCP/IP)

Guaranteed transmission of
the IRT message frames in
the current cycle by the
reserved transmission
bandwidth.

Exact, planned transmission,
transmission and reception
times are guaranteed for all
topologies.

Hardware support Not required Required Required

through special Ethernet

controllers is required

Isochronous application | - No Yes (only for the integrated

PN 10 interface of the CPU)

Starting time of the
isochronous application

The point in time for the
reception of the data is
planned exactly. Isochronous
application can be started
directly after this

(similar to DP)

System Description
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4.3 Option handling

4.3

4.3.1

Option handling

Option handling

General procedure

Option handling enables you to set up the IO device for future expansions (options).
Option handling means that you install, wire, configure, and program the planned maximum
configuration for the 10 device.

You can choose between three option handling variants, according to your requirements:
e Option handling with RESERVE modules

e Option handling without RESERVE modules

® Adding options

A combination of this procedure is permissible.

Option handling with RESERVE modules

The optional electronic modules are initially replaced with inexpensive RESERVE modules
which are then later exchanged with the planned electronic modules.

This means that the 10 device can be completely prewired ("master cabling") since the
RESERVE module is not connected to the terminal module terminals and therefore not to the
process.

The RESERVE modules for future expansions at the right-hand end of the 10-device do not
have to be mounted. In this case, preparatory installation and wiring are possible but not a
prerequisite.

Option handling without RESERVE modules

Adding options

72

With this variant, the use of RESERVE modules is not necessary. The modules are mounted
side-by-side without gaps. Preparatory mounting and wiring are not required for the optional
electronic modules.

Note

Mark the modules in your installation with the slot numbers from your configuration.

With this procedure, modules can be added to the end of the configuration. If the "add"
option is not selected, reserve modules must not be inserted for this module. On the basis of
the freely selectable slot number assignment, you can also start the adding of options from
the "middle" of the configuration.

System Description
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4.4

4.4.1

Definition

4.4 Device replacement without removable media / PD

Device replacement without removable media / PD

What is device replacement without removable media / PD?

IO devices which support the PROFINET function "Device replacement without removable
media / PG can be replaced without having inserted removable media

(e.g. Micro Memory Card) with saved devices names or without having to assign the device
name to the PG.

The substituted IO device is given a device name by the IO controller and not by the
removable media or the PD.

To do this, the 10 controller and the neighboring PROFINET devices of the replaced
IO device must support the PROFINET function "Device replacement without removable
media / PD".

To assign the device name, the 10 controller uses the configured topology and the
neighborhood classifications established from the 10 devices.

Requirements for the PROFINET functionality Device replacement without removable media / PD

System Description

If you want to use the PROFINET function Device replacement without removable media /
PD, the following conditions must be fulfilled:

® The topology of the PROFINET IO system with the respective 10 devices must be
configured.

By configuring the topology, the PROFINET 10 system or the IO controller will make
known the neighbor relationships of all the PROFINET devices located in the
PROFINET IO system. From the neighbor relationships specified by the set topology
and the actual neighbor relationships established by the real PROFINET devices, the
IO controller can identify the replaced 10 device without a name and assign to it the
configured name and the IP address and then again list it in the user data traffic.

® The PROFINET function Device replacement without removable media / PD must be
configured in STEP 7 for the 10 controller the 10 devices of which support this PROFINET
function.

® The IO controller and the 10 devices must support the PROFINET function Device
replacement without removable media / PD.

® The PROFINET devices connected to the respective 10 device must support the
PROFINET Function Device replacement without removable media / PD.

® |t must be possible to reset the replaced device to its factory settings prior to
replacement.
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4.4 Device replacement without removable media / PD

Advantages

44.2

With the Device replacement without removable media / PD PROFINET function can profit
from the following advantages:

e After replacing the 10 device it automatically obtains its device name from the
10O controller. You no longer have to assigned a device name with the PD or a removable
medium (Micro Memory Card).

® You can save on the storage medium for the replaced 10 device.

® You can save on the time required to load the device data on the memory card and in the
10 device.

e Simple device name allocation with series machines that have the same configuration
and set topology. It is no longer necessary to assign device names via a removable
medium / PD.

Engineering

Procedure in HW Config

Result

74

To configure the PROFINET function "Device replacement without removable media / PD"
for the PROFINET IO system, proceed as follows:

1. Double click on the PROFINET interface of the respective 10 controller that is to support
the PROFINET function "Device replacement without removable media / PD".
The "Properties” dialog box for this PROFINET interface opens.

Select the "Supporting device replacement without removable media" check box.
Save the setting of the interface by clicking "OK".
Save and compile the settings in HW Config.

o M DN

Download the configuration to the 10 controller.

All 10 devices in the PROFINET 10 system which have been topologically configured and
reset to factory settings and still have no valid device name (no Micro Memory Card inserted
or Micro Memory Card without a valid device name inserted) are given their device names by
the 10 controller. This way, without any explicit name allocation by the user, it can be listed
by the 10 controller in the user data traffic.

Note
Prerequisite for the automatic allocation of the device name

All 10 devices which automatically obtain their device names from their 10 controller must be
in the "reset to factory" state and the set topology must comply with the actual topology.

System Description
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4.5

4.5.1

Definition

Advantages

Properties

System Description

4.5 Prioritized startup

Note
Device replacement with devices that already have a valid device name
If the 10 device has a removable medium (Micro Memory Card, C PLUG) with a valid device

name or if, prior to the replacement, it has been configured for a prioritized startup, then this
device will keep its already valid and assigned device name.

Prioritized startup

What is prioritized startup?

Prioritized startup refers to the PROFINET function for accelerating the startup of 10 devices
(distributed 1/0) in a PROFINET IO system with RT and IRT communication. It shortens the
time that the respective configured 10 devices (distributed I/O) require in order to reach the
cyclic user data exchange in the following cases:

e After the supply voltage has returned
® After a station has returned

o After IO devices have been activated (distributed 1/0)

The PROFINET function "Prioritized startup" enables PROFINET IO applications in which
machine parts or tools and their 10 devices (distributed 1/0) have permanently replaced
(refer also to chapter Docking station - changing 10 devices during operation (distributed 1/0O)
(Page 80)). Waiting times of several seconds between the scheduled processes of the
restart are reduced to a minimum by this optimization. This accelerates the production
process with removable 10 devices (distributed 1/0) e.g. in tool-changer applications, and
enables a greater throughput in production.

The PROFINET function "Prioritized startup” offers a considerable increase in performance
also for applications where a quick startup time of the 10 devices (distributed 1/0O) after
"power on" or after station failure / station return is required, or when activating 10 devices
(distributed 1/0).

You can realize the following properties with the PROFINET function "Prioritized startup™:
® Communication readiness of the 10 devices (distributed I/O) up to minimum 500 ms.

® You can use the prioritized startup for IO devices (distributed 1/0) both with RT as
well as with IRT communication.
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4.5 Prioritized startup

Startup times

The length of the startup time of an 1O device (distributed 1/0) with the PROFINET function
"Prioritized startup" is dependent on the following points:

® |0 devices used (distributed 1/O)

® |O structure of the 10 devices (distributed 1/O)

e Used modules of the 10 devices (distributed 1/0)

® Used IO controller

e Used switch

e Port setting

e Cabling

e Configured RT class from the 10 device in STEP 7

Note
Startup time and RT class of the 10 device

For the accelerated startup, an 10 device with IRT configuration and "high performance"
option needs longer than an 10 device with RT communication.

The longer startup with IRT with the "high performance"” option results from the necessity
to synchronize the 10 device before the communication can be setup!

Note
Prioritized startup after a startup for the first time

A prioritzed startup of the IO devices (distributed 1/O) is always available to you after the
first configuration of this 10 device (distributed 1/O) in the very first startup of the
PROFINET IO system. Even in the case of spare parts or a reset to factory settings, the
first startup is a standard startup for the respective configured IO devices (distributed 1/O).

Note

In the following situations, despite prioritized startup, there may be
startup times of up to 8 s:

e An |O/device is disconnected and reconnected within 8 seconds.

¢ On a docking point, you can dock multiple physical 10 devices as an IO device with
a certain device name and a certain IP configuration (for example, docking point for
automatic transport system).

System Description
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4.5 Prioritized startup

If you wish to achieve a shortest possible startup time of 500 ms, you must carry out the
following measures:

e Configure the PROFINET function in STEP 7 (chapter Engineering (Page 77))

® Port setting on the 10 device (distributed 1/O) (chapter Settings for minimum startup times
(Page 78))

® Wiring depending on the interconnected PROFINET device
(chapter Settings for minimum startup times (Page 78))

® Measures in the user program (chapter Docking station - changing 10 devices during
operation (distributed 1/O) | (Page 80))

The following two chapters explain how to correctly implement the specified measures.

45.2 Engineering

Conditions for configuring the prioritized startup

You can enable the PROFINET function "Prioritized startup” for the 10 devices
(distributed 1/0) only in the following cases:

® The used IO controller can prioritize selected |0 devices (distributed 1/O) during startup.

® The used IO device (distributed 1/0) supports the prioritization.

Note
Prioritized startup
In the case of an accelerated startup (prioritized startup), you must observe special

conditions when setting up the PROFINET interface and when wiring if you wish to
achieve the shortest possible startup times.

Procedure in HW Config

1. Open the "Properties” dialog box of the respective PROFINET device interface
(10 device (distributed 1/O).

In the "General" tab, enable the "Prioritized startup" check box.
To save the settings and close the dialog, click on "OK".

Save and compile the settings.

o M 0D

Download the configuration to the 10 controller.

Note
Number of IO devices (distributed 1/0) with prioritized startup
Within a PROFINET IO system you can allow only one of the maximum number of

10 devices (distributed 1/0) that are dependent on the used 10 controller with the
PROFINET function "Prioritized startup" to run.

System Description
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4.5 Prioritized startup

453

Introduction

Settings for minimum startup times

If you are using fixed port settings and twist pair cables, you can further optimize
the startup time.

To do this, in the "Properties” dialog box of the STEP 7 port, carry out the settings as
described in the following section.

Procedure in STEP 7

Result

78

To perform a fixed port setting, proceed as follows:
1. Open the respective project in STEP 7
2. Select the 10 device (distributed I1/O) for which you want to carry out a fixed port setting.

3. Double click on the respective port. This opens the "Properties" dialog box of the
respective port.

4. Select the "Options" tab.

5. In the drop-down list "Transfer medium / Duplex", set the value to "TP / ITP" with
100 Mbps full duplex.

6. Select the "Disable autonegotiation" check box.

Properties - PN-10 - Port 1 (X1 P1)

General] Addlesses] Topology  Dptions l

Connection

Tranzmizzion medium & duples: |TF' AITP 100 bbps full duples j

Boundaries

™ End of sync domain
=
=

7. Save the settings of the port and end the dialog with "OK".

8. Repeat steps 1 to 7 for the device or the device port with which the 10 device is
connected.

You have carried out the following settings for the respective port:

® Fixed transmission rate

® The function autonegotiation including autocrossing has been disabled
The time for negotiating the transmission rate during startup has been saved.
If you have disabled autonegotiation, you must observe the wiring rules.

System Description
System Manual, 03/2012, ASE00298288-06



PROFINET functions

4.5 Prioritized startup
Wiring rules for disabled autonegotiation
PROFINET devices have the following two types of ports:
Type of port PROFINET devices Note
Switch port with crossed pin For IO devices: Port 2 Crossed pin assignment means
assignment For S7 CPUs with 2 ports: that the pin assignment for the
Ports 1 and 2 ports for sending and receiving

between the respective
PROFINET devices is
exchanged internally.

End device port with uncrossed | For IO devices: Port 1 -

pin assignment For S7 CPUs with one port:
Port 1

Validity of the wiring rules

The cabling rules described in the following paragraph apply exclusively for the case that you
have specified a fixed port setting in STEP 7.

Rules for cabling

You can connect several IO devices (distributed 1/0) with one cable type (patch cable) in
line. In addition to this you can connect port 2 of the 10 device (distributed 1/0O) with port 1
of the next 10 device (distributed 1/0). The following graphic gives an example with two
IO devices (distributed 1/0).

Switch or
P\IIQVIOFINET device 10 device 10 device
Patch cables Patch cables

|:| Switch port
|:| End device port

Figure 4-4  Example of cabling for 10 devices (distributed 1/0O) with port setting "TP / ITP with 100 Mbps full duplex"
and deactivated autonegotiation.

See also
RJ45 and M12 cable pin assignmeni (Page 265)

System Description
System Manual, 03/2012, ASE00298288-06 79



PROFINET functions

4.6 Docking station - changing 10 devices during operation
(distributed I/0)

4.6

Docking station - changing 1O devices during operation
(distributed 1/O)

Using "Changing 10 devices during operation (changing partner ports)" in a docking station

The following figure shows an automation cell with a docking system.

B PROFINET/Industrial Ethernet

oo

10 controller

Figure 4-5
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Alternating 10 devices (partner ports) in a docking system

Applicative conditions

80

The following points should be observed when realizing a docking system with changing
IO devices during operation:

The 10 devices of all docking units must be deactivated as default in the configuration.

At any time only one docking unit may be active, i.e. only the IO devices of one docking
unit can be activated. All IO devices of other docking units must be deactivated or
become deactivated before the 10 devices of a docking unit can be activated. This takes
place using the system function SFC 12.

A physical connection to this docking unit and its 10 devices must be created in order to
activate a docking unit. The 10 devices are then switched on (power on). At the same
time, all the 10O devices of this docking unit must be activated in the user program with
SFC 12.

After the message "IO device activated” you can access the 10 device by using the
command "Direct I/O access".

Call the system function block SFC 12 to activate and deactivate the 10 device as close
as possible to the start of the OB 1 cycle.

System Description
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(distributed 1/0)

4.6 Docking station - changing 10 devices during operation

Area of application for changing IO devices during operation

You can use the PROFINET function "Changing 10 devices during operation
(changing partner ports)", e.g. for the tool change for robots. Typical tools are, for example:

e \Welding guns

® holding tools for production parts.

Note

Number of 10 devices changing during operation ("changing partner ports") -
number of docking units

If you wish to achieve the shortest possible tool-change times, you must observe the
following points that are dependent on the CPU or the CP that is being used:

e Only those 10 devices that have been configured with the PROFINET function
"Prioritized startup” can run in an optimized fashion. The number of 10 devices with
configuration for this PROFINET function is restricted.

e Only a specific number of 10 devices can be enabled at the same time (dependent on
the available SFC 12 resources) so then a docking unit should include nothing more
than the respective number of 10 devices. If more IO devices are operated in a
docking unit, the 1O devices must be enabled one after the other, which takes
correspondingly longer.

Example: An S7 CPU 319-3 PN/DP can operate a maximum of 32 IO devices with
prioritized startup and simultaneously 8 IO devices per SFC 12.

Therefore, for a scheduled optimum use, a docking unit should include no more than 8
IO devices and no more than 32 10 devices should be used in all the changing
docking units.

Please note the information in chapter Settings for minimum startup times (Page 78).

Requirements for interconnecting partner ports that change during operation

You can interconnect 10 devices with partner ports that change during operation in the
following cases:

System Description

The changing 10 device (docking unit) does not have any IRT communication configured
with the "high performance" option.

The PROFINET interface is connected with the Ethernet subnet
The PROFINET devices support topological configuration

The 10 controller, the changing IO devices (docking unit) and the switch (docking station)
on which the changing 10 devices are to be operated, must support this feature.

The docking unit must be connected with a switch that supports the PROFINET function
"prioritized startup” (e.g. from the SCALANCE X200IRT family).
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4.6 Docking station - changing 10 devices during operation
(distributed I/0)

Procedure in HW Config

1. Open the "Properties" dialog box by double-clicking the port of the 10 device on which the
changing IO devices (changing partner ports) are to be operated.

2. From the drop-down list "Partner port" in the "Topology" tab, select the value
"Changing partner port".

3. Establish the partner ports that change during operation by first clicking "Add". A dialog
opens that includes all the already configured and not yet topologically interconnected
10 devices with their available ports.

4. From the drop-down list, select all the ports that can be connected during operation with
this port. Click on the "OK" button.

5. The selected partner ports are transferred to the "Properties" dialog box

6. Save the settings of the port and end the dialog with "OK".

Result

You have interconnected the respective port with a port of one (or more) changing

10 devices. All the configured partner ports are listed in the area "Changing partner port"
under the "Properties" dialog box of the "Topology" tab of the port. The connections with the
individual changing partner ports during operation are shown in the topology editor by a
green, dashed line.

Interconnecting several 10 devices with "Changing 10 devices
("changing partner port") during operation

You can configure 10 devices on a docking unit which are interconnected in line with
"Changing IO devices (partner ports) during operation" with the port of the changing

IO devices as usual. The following figure shows a changing 10 device (docking unit 2-1)
with twin in-line cabled 10 devices (docking unit 2-2/-3)

Deleting the partner port in HW configuration

In the "Properties" dialog box, remove the interconnection of the partner port that changes
during operation as follows:

1. Select the changing partner port.
2. Click "Delete".
3. Save the settings and end the dialog with "OK".

System Description
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(distributed 1/0)

4.6 Docking station - changing 10 devices during operation

Configuring and showing changing 1O devices ("changing partner port")
during operation in the topology editor
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Figure 4-6  Changing IO devices (partner ports) during operation in the topology editor

System Description

The connections of ports that are configured as changing 10 devices ("changing partner
port") during operation are shown as a dashed line in the color of the respective medium.
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4.6 Docking station - changing 10 devices during operation

(distributed 1/0)

Result

84

Color-coded identification of the medium

The color of the connections has the following meaning in the offline mode

of the graphic view:

Color Property Object
Dark green Copper media type Port, interconnection
Dashed, dark green Copper media type Partner port, interconnection

Ochre yellow

Fiber-optic cables media type

Port, interconnection

To configure the changing partner port in the graphic view, execute the following steps:

1. Open the topology editor of the respective PROFINET 10 system in its shortcut menu with
the menu command PROFINET IO topology and then switch to the graphic view.

2. To configure the port to which changing IO devices are to be configured, open its
"Properties" dialog box, by double-clicking the port.

3. From the drop-down list, select the entry "changing partner port".

4. Establish the partner ports that change during operation by first of all clicking "Add".
A dialog opens that includes all the already configured and not yet topologically
interconnected |O devices with their available ports.

5. From the drop-down list, select all the ports that can be connected during operation with
this port. Click on the "OK" button. Alternatively, you can connect the two ports using drag
and drop in the "Graphic view" tab.

6. Save the settings and end the dialog with "OK".

You have interconnected the respective port with one or more ports of a changing 10 device.
The interconnections of the changing partner ports will be shown in dashed lines.

System Description
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(distributed 1/0)

4.6 Docking station - changing 10 devices during operation

Restriction in the interconnection

The interconnection with a partner port is not possible in the following cases:

® The partner port doesn’t have a suitable type of cable. In this case, a media convertor

from the catalog must be inserted.
The partner port is blocked (deactivated).

The two ports that are to be interconnected belong to the same interface
(it is possible only to interconnect the ports from different interfaces in a station).

You are trying to create a ring connection with a module that is not redundant-capable.
The two ports that are to be interconnected belong to different Ethernet subnets.

The port of one PROFINET interface of an IO controller cannot be directly configured
with the function Changing 10 devices ("changing partner port") during operation

Note
Non-realizable interconnection

If you try to generate an interconnection that is not possible, when removing the
connection, information is shown in the tool tips above the partner port and the
mouse pointer takes the form of a no-stopping sign. If you then try to generate the
interconnection, a warning dialog is shown that you must then confirm.

The interconnection is not executed.

Deleting interconnections

System Description

To delete an interconnection, select the interconnection. Delete the interconnection via the
"Disconnect port interconnection" shortcut menu or with the "Remove" key.
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4.7 Shared Device
4.7 Shared Device
4.7 1 Shared Device functionality

Shared Device functionality

Numerous IO controllers are often used in larger or widely distributed systems. In this
situation, it is possible that sensors in close geographical proximity to each other need to
send data to different 10 controllers. In the past this had to be solved through several

10 devices that were assigned to different 1O controllers. The shared device functionality
allows the submodules of an IO device to be divided up among different 10 controllers
saving one or more interface modules.

%

®  PROFINET
@) logical assignment

Figure 4-7  Shared device principle

System Description
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4.7 Shared Device

Other application cases

In a system, safety technology is required for some component parts. That is why a F-CPU
is used in addition to the standard CPU, which provides for the secure switching off of the
critical system parts.

With the shared device function, it is possible to setup an 10 device from the F and standard
modules and to assign the individual modules corresponding to the F-CPU and the standard
CPU.

General procedure

Access to the submodules of the shared device is then divided up among the individual
IO controllers. Each submodule of the shared device can be assigned exclusively to an
IO controller. The assignment of the individual submodules is made in HW Config.

Representation in HW Config

A shared device is shown more than once in HW Config. If, for example, a shared device is
used by two 10 controllers, the same device appears in two different stations in HW Config.

Modules that consist of exactly one sub module are displayed in the user view as a module.

Basics of configuration
® [E/A addresses can be assigned to the submodules belonging to the controller as usual.

® A shared device must have the same IP parameters and the same device name in each
station. During configuration, two situations must be distinguished:

— Shared device in the same project: STEP 7 allows the user to execute important
consistency inspection functions. The checking of the correct assignment of the
IP parameters and the monitoring of the correct access by the IO controller to the
individual submodules is performed by STEP 7.

— Shared device in different projects: The stations with the 10 controllers that use the
shared device are created in different projects. In each project, care must be taken
that the shared device is configured identically in each station. Only one IO controller
may ever have full access to a submodule (see below). The IP parameters and device
names must be identical. Inconsistencies in the configuration will cause failure of the
shared device.

System Description
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4.7 Shared Device

Types of access

Each sub module can be assigned a maximum of one 10 controller.
Types of access and their significance:

® Full access. The 10 controller has full access to the sub module and its logical address.
Rights of the 10 controller:

— Read and write access to input data, output data and data records
— Assignment of parameters for the submodule
— Reception of interrupts from the submodule

® no access: The 10 controller has no access to the sub module (and the sub module does
not have a logical address). For the 10 controller, this means in particular that:

— There is no data exchange with the submodule.
— No interrupts can be received from the submodule.

— Submodules cannot be assigned parameters.

4.7.2 Engineering
4721 Shared Device in the same STEP 7 project
Introduction

In the following example, the simplest configuration of a shared device is described:
Two IO controllers share the submodules of an 10 device. The two 10 controllers are in the
same STEP 7 project with the advantage that the consistency check is made automatically.

Procedure
To be able to use the shared device function, you need to take certain configuration steps
both in the SIMATIC Manager and in HW Config.
Preparatory steps
1. Create a project called "Shared device project” in the SIMATIC Manager.
2. Insert two stations (SIMATIC 300).

3. Open the stations in HW Config and configure a CPU with a PROFINET interface
(in the case described here CPU 319-3 PN/DP).

4. Set the parameters for the PROFINET interfaces of the stations you have just created.

5. "Save and translate" the individual stations.

System Description
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System Description

Creating the shared device

1. Open one of the stations you created in HW Config.

2. Configure a PROFINET IO device ET 200S (IM151-3PN) with several submodules as
shown in the screenshot.

7.

4.7 Shared Device
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Figure 4-8

Shared device, creating distributed 10 system

Copy the distributed IO device you have just created using the context menu
(right mouse button).

Save the hardware configuration and close the configured station.

Open the other station you created earlier in HW Config.

In order to add the IO device as a shared device, right click on the PROFINET IO system.
Select the "Paste Shared" command in the shortcut menu.

Save the hardware configuration and close the configured station.

You have successfully created the shared device, now set the assignments of the
submodules to the configured stations.
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4.7 Shared Device

90

Assigning submodules

The submodules must be assigned separately for each station. Remember that changes to
a station will also impact the other station(s)! A submodule can only ever be assigned to one

station!

1. Open the properties dialogue box of the PROFINET IO device in the first station.

2. Go to the "Access" tab.

Properties - SharedDevice

General] Identification] Shared Access l

=) 5] Slat | Mame
—+5] (0) SharedDevice
[Z] (%1} PN-IO
[Z] (%1 P1 R Part 1
[Z] (%1 PZR) Port 2
[Z] (1) PM-E DC24. .48V
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[Z] (3) 280 UHS
[Z] (4) 401 DC24Y ST
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[&] (7} 2D0 DC24v)0,58 5T
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PM-10-2 PROFIMET [100) CPU2 Full
Cancel Help

Figure 4-9  "Access" tab

Configure the access to the individual submodules. Select the type of access from the

drop-down list in the "Value" column. You can select from the following:

— No access to the submodule: "- - -

— Full access to the submodule: "full"

Note that the setting "Full" automatically leads to the setting "- - -" in the other station(s).

4. Save and compile the station and close the project.
5. Repeat steps 1. to 4. for the second station.

Then download the configuration to the stations.

System Description
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4.7 Shared Device

Shared device in the user program

The shared device has no special role in the user program. The submodules assigned in
the station are addressed as usual through your addresses, the other submodules do not
receive addresses.

4722 Shared Device in different STEP 7 projects

Introduction

The following example describes the configuration of a shared device in different STEP 7
projects. In the example, two 10 controllers share the submodules of an IO device.

Procedure

To be able to use the shared device function, you need to take certain configuration steps
both in the SIMATIC Manager and in HW Config.

Preparatory steps

1.
2.

© N o O &

System Description

Create a project called "Shared device 1" in the SIMATIC Manager.
Insert a station (SIMATIC 300) with the name "CPU1".

Open the station in HW Config and configure a CPU with a PROFINET interface
(in the case described here CPU 319-3 PN/DP).

Set the parameters for the PROFINET interface of the station you have just created.
"Save and compile" the station and close the project.

Create a second project called "Shared device 2" in the SIMATIC Manager.

Insert a station (SIMATIC 300) with the name "CPU2".

Repeat steps 3 to 5.
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Creating the shared device

1. Open the project "Shared device 1".
2. Open the station "CPU1" in HW Config.
3. Configure a PROFINET 1O device ET 200S (IM151-3PN) with several submodules as
shown in the screenshot.
- 51X
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il e H o
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oA _ - g M1513PH STVED A
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w 20l
- [3 00
b @ 1FRO 249, 23005
* s A 200ac24 230004
] 2004C24, 230014
:[ﬂ (1] SharsdDavics - i [ 200 DC24vA0 58 HE
[ 200 DC24v/058 HF
Slot Mod... | Ordermumber [ 1a.|@.|D.|C. |4 ] [ 200 DC24v/0 58 ST
& Sharedl)| EF 57 157-3343 18 -~ [ 200 DC24v/058 5T
Ay AT S A @A 200 DC24vr2e HF
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5 4D0 DC24JBES 7 132-4BD32.0] el
7 2D0 DC24FES7 132-4BR01 0 B o
Press F1 to get Help,
Figure 4-10 Shared device, creating distributed 10 system
4. Note down the precise configuration of the ET 200S you have just created.
5. Save and compile the hardware configuration and close HW Config and the project.
6. Open the project you created earlier "Shared device 2".
7. Open the station "CPU2" in HW Config.
8. Configure the PROFINET IO device ET 200S with exactly the same configuration as the
ET 200S in the "shared device 1" project in the station "CPU1" (notes from step 4).
9. Save and compile the hardware configuration and close HW Config and the project.

You have successfully created the shared device, now set the assignments of the
submodules to the configured stations.

92
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Note
Send clock

Make sure that for a project-wide usage of the shared device, the send clock for the shared
device is set identically in the projects. The shared device can otherwise not be accepted by
the 10 controller.

Assigning submodules

The submodules must be assigned separately for each station in both projects.
Note that a submodule can only ever be assigned to one station!

1.

Open the "CPU1" station of the "Shared device 1" project in HW Config.

2. Open the Properties dialog of the PROFINET 10 device.
3.
4

. Configure the access to the individual submodules. Select the type of access from the

Go to the "Access" tab.

drop-down list in the "Value" column. You can select from the following:
— No access to the submodule: "- - -"

— Full access to the submodule: "full"

5. Save and compile the hardware configuration and close HW Config and the project.

System Description

Open the "CPU2" station of the "Shared device 2" project in HW Config.
Repeat steps 2. to 5.

NOTICE

Access rules

A submodule can only ever be assigned to one IO controller. This means, for example,
that the submodule in slot 4 can only be assigned to "CPU1" with the setting "Full
access"; in "CPU2", the setting "- - -" ("No access") must therefore be selected for the

submodule in slot 4.
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94

Bandwidth reservation

When configuring shared devices in different projects, STEP 7 requires information on the
other locations of use of the shared device to be able to calculate the bandwidth. Make the
following settings in both projects:

1.
2.
3.

Open the "Shared device 1"/ "Shared device 2" project.
Open the station "CPU1" / "CPU2" in HW Config.

Open the Properties dialog of the PROFINET 10 interface and go to the
"Shared Device" tab

Make the following settings:

— If the IO controller has full access to the interface module of the 1O device:
The number of external controllers that have access to the 10 device.

— If the IO controller has no access to the interface of the 10 device:
The send clock of the 10 controller with full access.

Save and compile the configuration.

6. Then download the configuration to the stations.

Note
Changing projects
Remember that changes to a shared device (for example, on the interface or port) must

always be executed in all projects in which the shared device is used. The projects must
then be compiled and loaded.

Shared device in the user program

The shared device has no special role in the user program. The submodules assigned in
the station are addressed as usual through your addresses, the other submodules do not
receive addresses.

System Description
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4.7.3 Boundary conditions

Make sure of the following boundary conditions when using shared devices.

Send clock

The shared device function can be used with even send clocks
(see send clock section in chapter Basic terminology of communication | (Page 58)).

Isochronous mode

A shared device cannot be operated in an isochronous manner.

IRT

A shared device can only be used in connection with IRT with the IRT option
"high performance”.

Quantity structure

The maximum E/A quality structure of an 10 device that is used as a shared device may
not be exceeded - independent of the module or submodule assignment to the individual
IO controllers.

Note

If the sync master of a shared device (which is operated with IRT with "high performance")
fails, then it may lead to the shared device shortly failing for other 10 controllers accessing it.

System Description
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4.8 I-device

4.8.1 Overview

481.1 I-Device Functionality

I-Device Functionality

The "I-device" functionality (intelligent 1O device) of a CPU allows data to be exchanged with
an 10 controller and therefore to use the CPU, for example, as an intelligent preprocessing
unit of subprocesses. The I-device is linked as an 1O device to a "higher-level" 10 controller.

The preprocessing is handled by the user program on the CPU. The process values
acquired in the central or distributed (PROFINET 10 or PROFIBUS DP) I/O are
preprocessed by the user program and made available via a PROFINET IO device interface
to the CPU or the CP of a higher-level station.

SIMATIC CPU/CP

10-Controller
(higher-level)

Industrial Ethernet/PROFINET 10

SIMATIC CPU/CP
for example, ET P00 for example, ET 200 as I-Device

10 device 10 device 10 device

User program
intelligent Preprocessing

Central/distributed
peripherals

"|-device" naming conventions

In the remainder of this description, a CPU or a CP with the I-device functionality is simply
called an "I-device".

System Description
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4.8.1.2 Properties and Advantages of the I-Device

Fields of application

Areas of application of the I-device:

Properties

Distributed processing

A complex automation task can be divided into smaller units/subprocesses.
This makes the process easier to handle because the subtasks are simpler.

Separating subprocesses

Complicated, widely distributed and extensive processes can be subdivided into several
subprocesses with manageable interfaces by using I-devices. These subprocesses in
turn are stored in the individual STEP 7 projects that are merged to form an overall
project.

Know-how protection

System parts can only be delivered with a GSD file for the interface description of the
I-device instead of with a STEP-7 project. The know-how of the user program must no
longer be published.

Properties of the I-device:

Advantages

Separating STEP 7 projects

Creators and users of an |-device can have completely separated STEP 7 projects.
The interface between the STEP 7 projects is the GSD file. This allows a link to standard
IO controllers via a standardized interface.

Real-time communication

The I-device is made available for a deterministic PROFINET IO system via a
PROFINET IO interface and therefore supports real-time communication and
isochronous real time.

The I-device has the following advantages:

System Description

Simple linking of 10 controllers without additional software tools
Real-time communication between SIMATIC CPUs and with standard IO controllers

By distributing the computing power on several |-devices, the required computing power
of the individual CPUs and, of course, of the 10 controller can be reduced

Lower communications load by processing process data locally.

Manageable processing of subtasks in separate STEP 7 projects
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4.8.1.3

Principle

I-device without subordinate PROFINET IO system

98

Characteristics of an I-Device

An I-device is included in an IO system like a standard 10 device.

The I-device does not have its own distributed 1/O (no 1O controller). The configuration
and parameter assignment of the I-devices in the role of an 10 device is the same as for a
distributed 1/0 system (for example ET 200).

SIMATIC CPU/CP

as |I-Device

10-Controller
user program

for example, ET 200

Industrial Ethernet/PROFINET IO

for example, ET 200

10 device

10 device

SIMATIC CPU/CP
as [-Device

10 device

User program
intelligent Preprocessing

System Description
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I-device with subordinate PROFINET IO system

Depending on the configuration, an I-device can also be an IO controller on a
PROFINET interface in addition to having the role of 10 device.

4.8 I-device

This means that the I-device can be part of a higher-level 10 system via its
PROFINET interface and as an 10 controller can support its own lower-level IO system.

The lower-level 10 system can, in turn, contain |-devices (see figure below).
This makes hierarchically structured 10 systems possible.

SIMATIC CPU/CP

10 controller

[ Industrial Ethernet/PROFINET 10

for example, ET 200 |for example, ET 200

10 device 10 device

SIMATIC CPU/CP
as |-device

10-System "higher-level"

10 device

10-Controller

user program

intelligent Preprocessing

for example, ET 200

Industrial Ethernet/PROFINET IO

for example, ET 200

10 device

10 device

I0-System "lower-level"

further "lower-level" |O-System

Figure 4-11  10-system with I-device and lower-level |10-system

I-device as shared device

SIMATIC CPU/CP
as |-device

10 device

10-Controller
user program

intelligent Preprocessing

An I-device can also be used by more than one 10 controller at the same time

as a shared device.

System Description
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Example - the I-device as 10 device and IO controller

The I-device as IO device and IO controller is explained based on the example of a print
process. The I-device controls a unit (a subprocess). One unit is used, for example,
to insert additional sheets such as flyers or brochures in a package of printed material.

for example, STmEC

10-Controller
(higher-level)

Industrial Ethernet/PROFINET 1O

Unit 1 Unit 2 Unit 3
SIMATIC CPU/CP as SIMATIC CPU/CP as SIMATIC CPU/CP as
1-Device |1-Device |I-Device
| 10 device ‘ | 10 device | ’ 10 device ‘
’ 10 controller ‘ | 10 controller | ’ 10 controller ‘

Industrial Ethernet/PROFINET 10
e.g. ET 200

10 device

Figure 4-12 Example - the I-device as IO device and IO controller

Unit 1 and unit 2 each consist of an I-device with central I/O. The I-device along with the
distributed 1/0O system (for example ET 200) forms unit 3.

The user program on the I-device is responsible for preprocessing the process data. For this
task, the user program of the I-device requires default settings (for example control data)
from the higher-level IO controller. The I-device provides the higher-level IO controller with
the results (for example status of its subtask).

With suitable configuration, the control data and the results can also be called up directly
from the lower-level I/O. This allows the higher-level IO controller direct access to the
lower-level 1/0O.

System Description
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48.1.4

Introduction

Transfer areas

System Description

4.8 I-device

Data Exchange between Higher- and Lower-level |O System

The next section shows the data exchange between the higher- and lower-level |10 system.

The data for communication between IO controller and |-device is made available in the
transfer areas. A transfer area contains an information unit that is exchanged consistently
between 10 controller and I-device. You will find more information on configuration and use
of transfer areas in the chapter Configuring an I-Device in STEP 7 (Page 103).

There are two types of transfer area:

® Application transfer areas are an interface to the user program of the I-device CPU.
Inputs are processed in the user program and outputs are the result of the processing
in the user program.

e |O transfer areas forward data from the higher-level 10 controller to the 1/O or vice versa.
There is no processing of the values on the I-device.

The next figure shows the data exchange between the higher- and lower-level IO system.
The individual communication relations are explained below based on the numbers.
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Higher-level 10 controller

User program

LTI IO LI
0 ®

HiEE | 1 B
10 device

User program

®

OO ET ]
®

|:| 10-addresses, central |:| |:| |:|

|:| |0-addresses, distributed 10 device

. Transfer areas

(D Data exchange between higher-level 10-controller and normal IO-device

In this way, the 10 controller and 10 device exchange data through PROFINET.

@ Data exchange between the higher-level 10 controller and I-device
In this way, the 10 controller and the I-device exchange data through PROFINET.

The data exchange between a higher-level 10 controller and an I-device is based on the
conventional IO controller / 10 device relationship.

For the higher-level 10O controller, the transfer areas of the I-devices represent submodules
of a preconfigured station.

The output data of the 10 controller is the input data of the I-device. Analogously, the input
data of the 10O controller is the output data of the I-device.

System Description
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® Transfer relationship between the user program and the transfer area

In this way, the user program and the application transfer area exchange input and
output data.

@ Transfer relationship between the transfer area and the I/O of the I-device

In this way, the I-device passes on the data of its central I/O to the 10 transfer area.
The data is not processed by the user program in the I-device.

® Data exchange between the user program and the I/O of the I-device

In this way, the user program and the central / distributed 1/0 exchange input and
output data.

® Data exchange between the I-device and a lower-level IO device

In this way, the I-device and its 10 devices exchange data. The data transfer is via
PROFINET.

482 Configuring an I-Device in STEP 7

Introduction
Two different perspectives must be distinguished during configuration:
® Creating the I-device
® Using the I-device

Chapter Creating an I-device (Page 104) shows how an |10 system is configured with an
I-device. How to import an existing project and use this for your applications is described in
the chapter Using an I-Device (Page 113).

Basic procedure for configuring and programming
Creating the I-device
1. Configuration of the I-device with central and/or distributed I/O modules
2. Assignment of parameters for the PROFINET interface of the I-device
3. Configuration of the transfer areas of the I-device
4. Generation of a GSD file
Using the I-device
1. Installing the GSD file
2. Configuration of the higher-level 10 controller

3. Assignment of parameters for the PROFINET interface of the higher-level 10 controller
with central and distributed I/O modules

4. Configuration of the I-device on the 10 system of the higher-level 10 controller

5. Programming the user programs

System Description
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48.21 Creating an I-device

Configuration example

How you configure a small automation system with an I-device is shown based on an
example.

Control tasks and preprocessing are handled by an ET 200S-CPU (IM 151-8 PN/DP CPU)
operating as an I-device.

The following graphic shows the configuration of the application. it consists of a higher-level
10 system and the I-device. The I-device is first illuminated separately from the higher-level
10 system (cone of light from the search light).

Higher-level 10 controller

5 :

I-device
LoH @ I I
m— o o
n/t o [ ]
EI 9 F |90F |90f

Based on this example, you will see how to do the following:
® configure an I-device

® configure the transfer areas

System Description
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4822 Configure I-device

Preparatory steps

5.

1. Create a project with the name "I-Device Project" in the SIMATIC Manager.
2. Add a new "SIMATIC 300 station" with the name "I-Device".

3.
4

Open the station in HW Config and configure an ET 200S-CPU (IM 151-8 PN/DP CPU).

. Configure the IP address parameters. Refer to the section IP address parameters in the

chapter Constraints on the Use of I-Devices (Page [129).
Add the central I/O.

The following figure shows the configuration once you have taken all the steps.

System Description
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Figure 4-13  $ Configuring the I-Device
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Configuring

System Description

4.8 I-device

To be able to use the ET 200S CPU you have just configured as an I-device, you will first
need to make several settings in the "I-Device" tab of the interface properties:

Properties - |-Device (RO/S2.1)

tedia Redundancy ] Time-of-Day Spnchranization ] Options
General ] Addresses ] PROFIMET | Device l Synchronization

v |-Device made
I Parameter azzignment for the PH interface and its partz on the higher-level 10-contraller

I Operate as higher-level shared device

Station number: 1500 Diagnostic address:

Transfer area;

Subrno... | Type | Iaddressl 2] address| Izochr... | Comment

3

|
l

Cancel Help

Figure 4-14 "Properties - I-Device" dialog

1. Select the "I-device mode" check box.

2. If the "The "Parameter assignment for the PN interface and its ports on the higher-level
10 controller" check box is selected, the interface and port parameters are assigned by
the higher-level IO controller. If the check box is not selected, the parameters are

assigned in this station.

3. The I-device automatically obtains the specific station number 1500 from STEP 7.
This cannot be edited and is therefore unavailable. The station number is part of the

geographic address for the transfer areas of the I-device.

4. The settings for the transfer areas are explained in the next section.
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48.2.3

Configure transfer areas

Configure the transfer areas

In the next step, configure the transfer areas of the I-device. There are two types of
transfer areas:

® application transfer areas

|10 transfer areas

Creating an application transfer area

108

To create an application transfer area, click the "New..." button in the "Transfer area"
part of the "I-Device" tab. The "Transfer Area Properties" dialog box opens.

Transfer Area Properties

Higher-level P partner: 10 controller

Slat:
Subslat:

Address type:

Local: |-Device

Tranzfer area type;
Addrezs tppe:
Input

Start:

Length:

Process image:

1/0

tModules / submodules:

Output address:

Comment;:

P
1000
Cutput

Application -

It -

E
o
N ¥

3

Output
Start;

Length:

Process image:

Input address:

Cancel Help

Figure 4-15

"Transfer Area Properties" dialog box

System Description
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4.8 I-device

Here, you set the properties of the transfer area; follow the steps below:

1.

4.

The "Transfer area type" drop-down list allows you to make the following settings
depending on the CPU you are using:

"Application”
III/OII

Select Application for an application transfer area. The values of the transfer area on the
higher-level 10 controller (slot and subslot) are assigned automatically by STEP 7,
the boxes cannot be edited.

Specify whether or not the transfer area is to be an input or output transfer area locally.
You do this by selecting the relevant address type from the "Address type" drop-down list.
STEP 7 assigns the address type of the higher-level 10 controller automatically. If the
transfer area is to appear on the higher-level 10 controller as an output, it must be an
input on the I-device and vice versa.

Just like every other submodule, a transfer area also requires an address space to be
accessed by the user program. You therefore set the start address, length and the
process image of the input/output.

Enter any additional information as the comment and exit the dialog with "OK".

The transfer area has now been created and is displayed in the "I-Device" tab with its data.
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Creating an |10 transfer area

To create an 10 transfer area, click the "New..." button in the "Transfer area" part of the
"I-Device" tab. The "Transfer Area Properties" dialog box opens.

Here, you set the properties of the transfer area; follow the steps below:

1. The "Transfer area type" drop-down list allows you to make the following settings

depending on the CPU you are using:
"Application"
III/OII

Select I/O for an I/O transfer area. The values of the transfer area on the higher-level
10 controller (slot and subslot) are assigned automatically by STEP 7, the boxes cannot

be edited.

Note

If the "I/O" setting is not available, the CPU you are using does not support

I/O transfer areas.

2. Now specify which modules / submodules of the I-device will be available to the
higher-level 10 controller as 10 transfer areas. Click the "Select 10" button.
The "IO Transfer Area - Select 10" dialog box will open.

3. Select a module / submodule and exit the dialog with "OK".

I0 Transfer area - Select 10

Modules 4 submodules:

(x]

=1 Centralized /0
AD1 DC24Y ST [RO/A.0)

hodule:

Output address:

ADO DC24 /24 5T [RO/3.0)
28] U 5T [RO/5.0)

|Eentra|ized 1/04240 U 5T (RO/5.0)

——

Input address:

Cancel |

272275

Help |

Figure 4-16
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"lO Transfer Area - Select 10" dialog box
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4. Just like every other submodule, a transfer area also requires an address space to be
accessed by the user program. You create this by setting the start address of the input /
output. The length is calculated automatically based on the selected module / submodule.

5. Enter any additional information as the comment and exit the dialog with "OK".

The transfer area has now been created and is displayed in the "I-Device" tab with its data.

See also

Diagnostics and interrupt characteristics (Page 120)

System Description
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4824 Generating a GSD File

Generating and importing a GSD file

The next step is to generate a GSD file for the I-device CPU and to store this in the
hardware catalog of HW Config or in the file system for other uses.

Procedure

1. Click the menu command Options > Create GSD File for I-Device in HW Config.
The "Create GSD File for I-Device" dialog box opens.

2. The I-device CPU is already set in the "I-device" drop-down list.
The identifier assigned in the "ldentifier for generic I-device" box is the later name of the
generic |-device that will be shown on the higher-level IO controller. The box has the
device name as default. You can assign the name yourself according to the rules of the
DNS conventions.

Note
o |f more than one I-device CPU is configured in a rack, you will need to select the
I-device CPU from the "I-device" drop-down list.

o |f the device name is obtained by a "different method" the physical address of the
I-device CPU will be assigned as the identifier for the generic I-device,
for example "R0S2.5" (corresponds to rack O slot 2.5).

3. Now create the GSD file by clicking the "Create" button. If the file was created
successfully, the "Install" and "Export" buttons will be visible and the name of the GSD file
is displayed.

4. The GSD file you have just created can now be installed and/or exported using the
relevant buttons:

"Install" button: The GSD file is installed on your computer and included in the
hardware catalog in "PROFINET 10 -> Preconfigured Stations -> CPU Name" under
the assigned identifier.

— "Export" button: The GSD file can be exported to another computer for later use or for
archiving purposes in the file system.

Note

The GSD file can be installed in HW Config using the menu command
Options > Install GSD Files....

5. Close the "Create GSD File for I-Device" dialog box and save and compile the hardware
configuration and then close HW Config and the project.

System Description
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48.2.5 Using an I-Device

Introduction

The created I-device will now be used in a higher-level 10 system.

Configuration example

Once the I-device has been configured and its parameters set, we move on to the
higher-level 10 system.

Note

The higher-level IO system does not necessarily need to be in the same STEP 7 project as
the I-device. If the higher-level 10 system is configured on another computer, you will need to
make sure that the GSD file of the I-device was installed.

Higher-level 10 controller

O
o

|-device

o

il

Jsl,
Jsl,
Jil,

9 F |90F | 907

The following steps are explained based on this example:
® Configuring the I-device in the higher-level 10 system

® Access to the transfer areas

See also
Creating an I-device (Page 104)

System Description
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48.2.6

Requirements

As described in the earlier sections, you have configured an I-device and generated and

Configuring the high-level 10 system

installed the GSD file.

Fundamental steps
1.
2.

Create a 300 station as a higher-level 10 controller with the name "IO controller".

Open the station in HW Config and configure a CPU 319-3 PN/DP with a
PROFINET IO system.

3. Configure the central and distributed 1/0.

4. The following figure shows the configuration once you have taken all the steps.
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Press F1 to get Help,

Figure 4-17  Higher-level IO system
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Configuring

See also

4.8.2.7

Introduction

4.8 I-device

To be able to use the I-device on the higher-level IO system, the I-device GSD file must have
been installed earlier (see chapter Generating a GSD File (Page 112)).

Follow the steps below to be able to operate the I-device with the higher-level controller:

1. Go to the hardware catalog of HW Config to the "PROFINET IO -> Preconfigured
Stations" folder and select the I-device you configured there

2. Drag your I-device to the previously created PROFINET 10 system.

Result:The I-device in included in the higher-level 10 system. The transfer areas created on
the I-device can now be addressed by the user program of the higher-level 10 controller.

Configure I-device (Page 105)

Example of a User Program

This simple program example explains how the preprocessing can be implemented with an
I-device. The second part of the example explains access to an 10 transfer area of the
I-device from the user program of the higher-level controller.

Preprocessing on the I-device

System Description

Task

The result of a simple "AND" operation on the I-device will be made available on the
higher-level 10 controller for further processing.

Requirement

You have configured an application transfer area on the I-device with the following
properties:

® | ocal I-device address type: Output
e Start address 568, length 1
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Solution

Table 4- 6 AWL-Code: I-device

‘ STL

U I1.0

o) I1.1 // AND-1link from E1.0 (Sensor 1) and El1.1 (Sensor 2)

= A 568.0 // Write result of operation to A568.0 (application transfer area of the
I-device)

Table 4-7  AWL-Code: Higher-level 10 controller

‘ STL

U I 68.0 // corresponds with the A568.0 of the I-device

= A 0.0 // sets the initial state of A0.0

Note

The addresses of the transfer areas are preset by HW Config. The addresses can, as usual,
be changed by the user. In this case, the byte address E 68 was specified for the transfer
area.

Access to 10 transfer areas
Task

The input word of an IO component placed in the I-device CPU (analog value of channel 0
from an analog entry component) should be made available to the higher level IO controller.

Requirement
You have configured an 10 transfer area on the I-device with the following properties:

® There is a basis of an input module configured as central 1/0O on the I-device CPU.
In this case, the module "2Al U ST" in slot 5 with logical address 272..275

® OQutput address in the IO transfer area of the I-device: 223..226

System Description
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Solution

Table 4- 8 AWL-Code: I-device

‘ STL

‘ // No change necessary in user program

No programming is necessary in the user program of the I-device to make the 10 transfer

areas available. The 10 transfer areas are provided by the operating system of the I-device
CPU.

Table 4-9  AWL-Code: Higher-level 10 controller

STL

L PEW 26 // Load IO input word 26 (content of the process data transferred through the
IO transfer area to the higher-level IO controller (analog value of channel 0)
of the analog component inserted centrally in the I-device)

Note
Addresses

The addresses of the transfer areas are preset by HW Config. The addresses can, as usual,
be changed by the user. In this case, the address range 26..27 was fixed for the transfer

area (the transferred process values of the analog components inserted centrally in the
I-device).

NOTICE

Access to output 10

In the user program from the I-device, outputs that belong to an 10 transfer area may not be
directly accessed.

System Description
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48.2.8 I-device with subordinate 10 system

Distributed 1/0O on the I-device
The I-device mode also supports operation of distributed PROFIBUS DP or PROFINET IO.

Higher-level 10 controller

5 L

I-device

0
]

lower-level
10-system

Wflli===

ot Jio0 oo

How to configure distributed 1/0

The procedure for configuring distributed 1/0 below an I-devices is exactly the same as the
familiar procedure when configuring distributed 1/O.

Note
Setting the PROFINET interface of S7-CPUs as |-devices

If you operate an I-device with a lower-level 10 system, the PROFINET interface

(for example, port parameter) of this I-device cannot be set through the higher level

IO controller. This results in it being impossible to have an IRT operation for this I-device
on higher-level 10 controllers.

System Description
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Preparatory steps
1. Create a project with the name "I-Device Project" in the SIMATIC Manager.
2. Add a new "SIMATIC 300 station" with the name "I-Device".

3. Open the station in HW Config and configure an ET 200S CPU with a PROFINET 1O
system.

4. Add a PROFINET IO-device ET 200S (for example IM151-3 PN ST) with inputs and
outputs.

The following figure shows the configuration once you have taken all the steps.

A Hw Config - [I-Device [Configuration) -- |-Device Project] E@E|
ﬁ“| Station  Edit Insert PLC  Wiew Ophions  Window Help - ax
DB & 5 s g | B 98 a2
; A
|tz [011M151-8 PN/DP CPU
1 S
2 7518 PN/DF CPY Ethemet, PROFINET0-Spstem (100)
Lyl Hlavica
X1 oA Porf 7
X128 Porf 2
EeNac Parf 3
He
3
4 ] PM-E DC24. a8y
5 ] 2al0 57
5 ] 20057
7 ] PM-E DC24. a8y
8 ] 4DI DC24v 5T
g ] 4D0 DC24vr28 5T 2
Rint 3
< >
:‘ZI [0) IM151-8 PNADP CRU
Slat Module Order number Fir... | M..| laddr.. | @ad. | Co.
1 ~
E I P58 PRADFP EPH | BEST I5T-BABG-AEER | V22
A Aflaane S
AT TS P 7 SR
AT S At s S
AT AT i 5 SE
2
3
4 ] PM-E DC24. a8y BESY 138-4CAR0-04B0
5 ] 2al0 57 BESY 134-4FBOT-04B0 272275
B ] 20057 BESY 135-4FBO0-0AB0 288,291
7 ] PM-E DC24. a8y BESY 138-4CAR0-04B0
a ] 4DI DC24v 5T BESY 131-4BD01-0440 4043
9 ] 4D0 DC24vr28 5T BESY 132-4BD32-0440 5.0.53 .
Press F1 to get Help, Ch

Figure 4-18 Configure an I-device with a lower-level 10 system
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Creating an I-device

In order to create the I-device, follow the descriptions in chapter Configure I-device
(Page 105). The rest of the steps are the same as described there.

48.2.9 Configure |-device as shared device

Introduction

With only a few configuration steps, an I-device can also be used as a shared device.

Configuring
To configure an I-device as a shared device, follow the steps below:
1. Configure an I-device as described in chapter Configure I-device (Page 105).
2. Configure the transfer areas as described in the chapter Configure transfer areas
(Page 1108).
3. Reopen the "I-Device" tab of the interface properties of the CPU.
4. Select the "Operate as higher-level shared device" check box and exit the dialog with
"OK".
5. Create the GSD file as described in chapter Generating a GSD File (Page 112).
6. The created GSD file can be configured as a shared device as described in the chapters
under Engineering (Page 88).
4.8.3 Diagnostics and interrupt characteristics

Diagnostics and interrupt characteristics

S7 CPUs have numerous diagnostics and interrupt functions that can, for example, report
errors/faults or failures of underlying 10 systems. These diagnostic messages reduce down
times and simplify localization and elimination of problems.

General distinction

The diagnostics and interrupt functions known from "normal” S7 CPUs are also available
when using I-devices. There are, however, several special features of diagnostics of
I-devices. The explanations are organized as follows:

® Diagnostics of the I-device on the higher-level 10 controller

® Diagnostics on the I-device CPU

System Description
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Diagnostics of the I-device on the higher-level 10 controller

System Description

The higher-level 10 controller has the following mechanisms available for diagnosing
the condition of the I-device:

OB 83 (Return-of-Submodule-Alarm)
OB 85 (process image transfer error)
OB 86 (component / CPU stop)

OB 122 (/O Access Error)

Special features of 10 transfer areas:

When using IO transfer areas, only the transfer area itself can be diagnosed
(exists, available) but not the underlying I/O module of the centrally inserted I-device CPU.

Note

Failures of the centrally inserted IO of the I-device are reported in the higher-level 1O
controller only with direct access from the user program (for example, L PEB, T PAB)

to the corresponding transfer area (call of OB 122) and during the recognition of process
image transfer errors (call of OB 85 if configured in HW-Config).

The 10 components are assigned to IO transfer areas, they can only be set in the
I-device CPU.

Process and diagnosis alarms from IO components assigned to 10 transfer areas are not
directly reported to the higher level 10 controller. The evaluation of alarms and the
forwarding of the corresponding alarm information to the higher-level controller must
occur in the I-device user program (for example, forwarding alarm information through an
application transfer area).

Load voltage diagnostics for the IO module that are in the group of a power module
(for example, with IM151-8 PN/DP CPU) can only be solved by application (as described
in the previous point), the same applies for plugging in / pulling a power module.

The higher-level 10O controller cannot read/write any datasets from/to 10 components
(that are assigned to 1O transfer areas).
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Diagnostics options of the I-device CPU
Diagnostics within the I-device differs from the diagnostics options in "normal" 10 systems:

For the I-Device CPU, it is important to know whether the higher-level controller is in STOP
or RUN and whether the higher-level |0-controller accesses the transfer areas of the
I-device CPU in a cyclical manner. The following methods can be used:

e OB 83 (Insert/remove and return of submodule alarm)
e OB 85 (process image transfer error)

e OB 86 (component / CPU stop)

e OB122 (IO access error)

Note

The diagnostic messages of the I/O can be processed in the user program of the I-device
CPU and passed on from there to the higher-level 1O controller via transfer areas.

Operating state changes and station failures / station returns

With a system configuration with I-Device, multiple CPUs are normally used. In the following
tables, you can see which consequences the operating state change or the failure of
individual CPUs (I-device, 10-controller) have on the respective other(s):

System Description
122 System Manual, 03/2012, ASE00298288-06



PROFINET functions

Events

4.8 I-device

Initial status

Event

I-device response

Response of higher-level
controller

Both CPUs are in RUN.

The I-device CPU changes to
STOP.

/

Call of OB 85 (process
image transfer error for all
input and output submodules
of the transfer areas to the
I-device which are located in
the process image, provided
a message for process
image transfer errors has
been configured.)

With direct 1O access to
input or output submodules
of the transfer areas to the
I-device: Call of OB 122
(access error).

I-device CPU is in
STOP, higher-level
controller is in RUN.

The I-device CPU is starting up.

Call of OB 100 (startup).

Call of OB 83: Return of
submodule alarms (sub
module return) for input
submodules from the transfer
areas to the higher-level
controller.

Up until opening the return of
submodule alarm, there may
be access errors when
accessing input submodules of
the transfer areas to the higher
level controller: Call of OB 122
(direct access) and OB 85

(if access error message
through process image
transfer has been configured).

Call of OB 83: Return of
submodule alarms

(sub module return) for input
and output submodules from
the transfer areas to the
I-device.

Until the return of submodule
interrupts is called,
accessing the input and
output submodules of the
transfer areas to the I-device
continues to result in OB 122
(direct access) or OB 85
(with configured access error
message via process image
transfer) being called.

Both CPUs are in RUN.

The higher-level IO controller
changes to STOP

Call of OB 85 (process image
transfer error for all input
submodules of the transfer
areas to the higher-level
controller that are located in
the process image, provided a
process image transfer error
message has been
configured).

Opening OB 122 (with direct
access to input transfer areas).

Note: Output transfer areas
can still be accessed.

/

System Description
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Initial status Event I-device response Response of higher-level
controller

Higher-level 10 The higher-level 1O controller Call of OB 83: Return of Call of OB 100 (startup).

controller is in STOP,
I-device CPU in RUN.

starts up.

submodule alarms

(sub module return) for input
submodules from the transfer
areas to the higher-level
controller.

Until the return of submodule
interrupts is called, accessing
the input and output
submodules of the transfer
areas to the higher-level
controller continues to result in
OB 122 (direct access) or

OB 85 (with configured access
error message through
process image transfer) being
called.

Both CPUs are in RUN. Station failure I-device, for
example, through bus disruption

If the I-device continues to run
without a bus connection:

Opening OB 86 (station failure
and partial station failure when
operating as shared device).

Call of OB 85 (process image
transfer error) for all input and
output submodules of the
transfer areas to the higher-
level controller that are located
in the process image, provided
process image transfer error
messages have been
configured.

Call of OB 122 (in the case of
direct access to the input and
output submodules of the
transfer areas to the higher-
level controller).

Opening OB 86

(station failure).

Call of OB 85 (process
image transfer error) for all
input and output submodules
of the transfer areas to the
I-device which are located in
the process image if a
process image transfer error
message is configured.

Call of OB 122 (in the case
of direct access to the input
and output submodules of
the transfer areas to the
I-device).

124
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Initial status Event I-device response Response of higher-level
controller
Both CPUs in RUN, The bus connection between Opening OB 86 (station return  Opening OB 86 (station
the communication the IO-controller and I-device is  and partial station return when return) Until the station
connection between the reestablished and the I-device is operating as shared device). return message via OB 86:
I0-controller and recorded in the usage data Call of OB 83: Return of Call of OB 85 (process
I-device is disrupted traffic again. submodule alarms (submodule iMage transfer error) for all
(bus disruption). return) for input submodules input and output submodules
from the transfer areas to the ~ Of the transfer areas to the
higher-level 10-controller. I-device which are located in

the process image, provided
a process image transfer
error message has been
configured. Also, call of

OB 122 (in the case of direct
access to the input and
output submodules of the
transfer areas to the
I-device).

Until the return-of-submodule
interrupts is called, accessing
the input and output
submodules of the transfer
areas to the higher-level
controller continues to result in
OB 122 (direct access) or

OB 85 (with configured access
error message through
process image transfer) being
called.

Particularity when starting up the I-device

In contrast to the station return message from 10-devices in the 10-controller, which are
covered by completely opening the OB 86, the station return message of a higher-level
IO -controller is separated into 2 parts:

1. Call of OB 86: The initial values for the outputs of the I-device are set. The input values,
however, are not yet valid; they first become valid when the OB86 is called in the
higher-level 10 controller.

2. Call of OB 83 for each input transfer area; this call displays the validity of an input transfer
area. I-device startup is not complete until OB 83 is called for the input transfer areas.
This step can be delayed or not occur at all in the following situations:

— Higher level IO controller is in STOP: OB 83 is opened first with the STOP-RUN
transfer of the higher-level 10 controller.

— The IRT communication with the "high performance" option is disrupted (sync master
failure, topology error, ...). Call of the OB 83 occurs only when the IRT communication
with the "high performance" option has occurred.

System Description
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484 Rules for the Topology of a PROFINET IO System with I-Device

Introduction

The following recommendations for the structure and configuration of an 10 system when
using I-devices will help you to keep the bandwidths required for keeping communication
small.

Basically, the main concern is that the following communications paths do not cross:
e Communication paths between the IO-controller and the |O-device of its 10-system.

e Communications paths of the I-device controller and the 10-devices of its |0-system.

I-device with one port

Connect an I-device with only one port to a switch that is uncoupled from the higher-level
10 system. Connect the lower-level 10 system to another port of the switch as shown in the
following figure.

higher-level Distributed Distributed
|O-system 10 system 10 system

111 [ 111

Higher-level 10
controller
J
Switch I I
I-device
e | ]
Distributed Distributed
10 system 10 system
f [ I
lower-level
10-system

System Description
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I-device with two ports

With an I-device with two ports, connect one port uncoupled from the higher-level 10 system

to the port of the switch. Use the second port for the lower-level IO system as shown in the
following figure.

higher-level Distributed Distributed
10 system |10 system

10-system

Higher-level IO
controller

|-device

Distributed Distributed
10 system 10 system

lower-level
10-system

System Description
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I-device with three or more ports

If you have an I-device with three or more ports, connect the I-device to one or both ports to
the higher-level 10 system in a linear bus topology. Connect the third port to the lower-level
10 system uncoupled from the bus topology as shown in the following figure.

higher-level
10-system
Higher-level 10 Distributed Distributed

controller 10 system 10 system

I-device Distributed Distributed

10 system 10 system

lower-level
10-system

System Description
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485 Constraints on the Use of I-Devices

Boundary conditions

When using I-devices, certain constraints must be taken into account in certain situations.

Bandwidth

The number of addresses of the configured transfer areas is reflected in the usable
bandwidth of the I-device:

Bandwidth of the transfer areas + bandwidth of the lower-level IO system = total bandwidth
used on the |-device

If the address space of the transfer areas is too large, there is not enough bandwidth for the
lower-level IO system to achieve fast update times.

Tip: Keep the address space of the transfer area as small as possible.

Rules for RT and IRT communication

IO systems with an I-device are suitable for setting up real-time applications with RT and IRT
communication (with the IRT-option "high performance"). Here, the following rules must be
kept to:

® Both the higher-level and the lower-level 10 system support RT communication.
You can use RT communication for both 10 systems at the same time.

® |RT communication can be combined with RT communication. IRT communication can,
however, not take place in both 10 systems at the same time.

PROFINET CBA
You cannot operate the I-devices with PROFINET CBA.

Isochronous mode

You cannot operate I-devices in isochronous mode on the higher-level IO controller.

Rules for data access

The higher-level 10 controller can access transfer areas:
® |[f the I-device is in RUN.

Only the application transfer areas may be accessed in the I-device CPU:

® Access to input-application transfer areas possible if the higher-level 10-controller
is in RUN.

® Access to output application transfer areas possible independent of the operating state
of the higher-level 10 controller.

System Description
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Characteristics of the I/O of 10 transfer areas

130

The /O of the I-device available to the higher-level 10 controller as an 10 transfer area
behaves as follows:

e OQutput: If the I-Device CPU and the higher-level controller are in RUN and the 10 exists

and is available, the value written by the higher-level 10-controller to the 10 transfer area
is output. If the I-Device CPU and/or the higher-level 10 controller are in STOP,
replacement values (0, last value or replacement value, depending on the functions and
setting of the |0 components) are emitted.

Note

Replacement values for the 10 of 10 transfer areas must be configured in the
I-Device CPU.

Note

If the 10 does not exist or is not available, then an 10 access error will be reported in
the higher-level IO controller. This is also the case if the I-device CPU is in STOP.

Input: If the 1O is available and the I-device CPU is in RUN, then the higher-level
controller takes over the value of the IO from the 10 transfer area. If the |10 is not
available and the I-device CPU is in STOP, then there will be an 10 access error in the
higher level IO controller when accessing the corresponding input sub module of the
transfer area.

System Description
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IP address parameters and device name

Just like every other 10 device, an I-device also requires IP address parameters / device
name to be able to communicate via PROFINET. IP address parameters consist of three
parts, the IP address itself, the subnet mask and the address of the router (gateway).

The IP address parameters / device name for an I-device can be assigned in two ways:

IP address parameter / device hame via project:

The IP address parameters / device name are permanently assigned during configuration
(in the I-device project) in STEP 7. This is the standard method.

Use different method to obtain IP address parameters / device name:

® |P address parameter / device name via DCP: The IP-address parameter / device name
are assigned per DCP (Discovery and Configuration Protocol). This can happen in two
ways:

— Using a setup tool such as PST or STEP 7 (via accessible nodes).
— Through the higher-level I/O controller

® |P address parameter / device name via user program: The assignment of the IP address
parameters occurs in the user program of the I-device CPU (through the SFB104).

Note
Topology illustration

If the device name and the IP address parameters are obtained for an |-Device "in a
different way", the I-Device can be displayed multiple times in the topology editor.
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System Manual, 03/2012, ASE00298288-06 131



PROFINET functions

4.9 [sochronous mode

4.9 Isochronous mode

491 What is isochronous mode?

Objectives of isochronous operation

Assuming public transport were to operate at maximum speed while reducing stop times

at the passenger terminals to absolute minimum, the last thing many potential passengers
would notice of the departing contraption are its red tail lights. The overall travel time is,
however, decided by the train, bus or underground clock, because well adjusted timing is
essential to a good service. This also applies to distributed automation engineering. Not only
fast cycles but also the adaptation and synchronization of the individual cycles result in
optimum throughput.

Just-In-Time

System cycle

CPU
|
5 "
PROFINET
= ET 200 =
0] 0
A A -
]

=
=
=

System cycle
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The high speed and reliable reaction time of a system operating in isochrone mode is based
on the fact that all data are provided just-in-time. The constant PROFINET IO cycle beats the

time here.
CPU Application
k] \
\
! W
PROFINET D Transport of input data to Transport of output data to the
|0-controller |10-device
4 )
1 1
; .
|- - -"—-—"—-—"—-"—-"—-—-=—-—- - = = | |~ “ ———————————— -
| - vl I | ASR I
| P - | | S.. . |
| s T| | I To RS |
| Device I | Device |
——————————————— ¢~ TDC —m4@8MMmm8m ¥ — — — — —|— — = — — — — —

Process Process

T_DC Date cycle
Ti Time for reading
To Time for outputting the output data

To ensure that all input data is ready for transportation via the PROFINET 10 line when the
next PROFINET IO cycle begins, the 10 read cycle has a lead time T so that it starts earlier.
Tiis the "flash gun" for all inputs. This T is necessary to compensate for analog to digital
conversion, backplane bus times etc. The bias time Tican be configured by STEP 7 or by
the user. We recommend automatically assigning the bias time T, of STEP 7.

The PROFINET IO line transports the input data to the 10 controller. The synchronous cycle
interrupt OB (OB 61, OB 62, OB 63 or OB 64) is called. The user program in the
synchronous cycle interrupt OB decides the process reaction and provides the output data in
time for the start of the next data cycle. The length of the data cycle is always configured by
the user.

To is the compensation from the backplane bus and the digital to analog conversion within
the device. To is the "flash gun" for all inputs. The time Tiocan be configured by STEP 7 or
by the user. We recommend automatically assigning the bias time To of STEP 7.
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Advantages of isochronous mode

Tiand To set equal by the system, allows to simultaneously capture values with the flash gun
and thus, make a consistent snapshot of the values.

Advantages of using isochronous mode:

e When acquisition of measured values needs to be synchronized, movements need to be
coordinated and process reactions need to be defined and take place simultaneously

e Simultaneous acquisition of signals for control processes, measurement and
motion control tasks regardless of location

Isochronous mode and non isochronous mode distributed 1/0

It is possible to combine isochronous mode distributed 1/0O with non isochronous mode
distributed 1/0 on one IO controller.

49.2 Isochronous applications

Example: Isochronous measurement at several measuring points

QC requires precise measurement of dimensions within a camshaft production process.

0°
N\ p- b Measured values
90° e

180°

Camshaft

Isochronous workflow

By using the system property "isochronous mode" and the associated simultaneous
measured value acquisition, measurement can be performed continuously and the time
required for measurement is reduced. Resultant workflow:

® Continuous machining of the camshaft
e During the continuous turning, measure the positions and cam excursion synchronously
® Process the next cam shaft

All camshaft positions and the corresponding measured values (red) are measured
synchronously within a single rotation of the camshaft. This increases machine output and
maintains or enhances precision of the measurement.
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493 How Does Isochronous Mode Work?

PROFINET IO allows for isochronous operation

The essential basis for synchronized processing cycles is the constant PROFINET IO bus
cycle time. The system property "isochronous mode" links the SIMATIC automation solution
to the constant PROFINET IO bus cycle time.

That is:

® The importing of input data Ti is normal for the data cycle. The time Ti moves the reading
in of the values back by a fixed time.

® The user program for processing the 10 data is synchronized with the data cycle by the
synchronous cycle interrupt OBs OB 61 to OB 64.

® The output of the initial data To is standard for the data cycle. The time To moves the
output forward by a fixed time.

e Allinput and output data are transferred consistently. That is, all data of the process
image are associated logically and based on the same timing.

T_DC (n-1) T_DC (n) T_DC (n+1) T_DC (n+2)

---- >ie »ie pie——— - - - -
LI P Ty ETO(n)E

Processing cycle

w0

Changing the
input signal

Minimum response time i| =T, +T_DC+T,

<

.Y

Maximum response time i| =T, +2xT_DC+T,

i 4
<

A4

T_DC Date cycle
Ti Time of import for data input
To Time of data output
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By synchronizing the individual cycles it is possible to read the input data in data cycle "n-1",
to transfer and process the data in data cycle "n" and to transfer the calculated output data at
the start of data cycle "n+1" and switch it to the "terminals". This results in the actual reaction
time of at least "T) +T_DC +To" up to a maximum of "T| + 2xT_DC + To". 2xT_DC results,
because the change of the input value could be recognized later by at most one data cycle
later due to sampling. The output data is always set at specific time.

With the system property "isochronous mode", the system throughput times of the
SIMATIC controller are constant, the SIMATIC controller is strictly deterministic via the
PROFINET IO line.

System Description
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494 Synchronized execution cycles

4941 Synchronized execution cycles

Process reaction in isochronous mode

Process reactions are represented as follows:

CPU
(@ | PROFINET | - --- - - == -
117 T~
5 | @lo I
Ly SELE AL —

®
GS;

@  Application cycle in the CPU
@ Transfer cycle PROFINET 10:
@ Conversion cycles on the 10 devices

In the example above, the response with isochronous mode is represented based on a
sample structure with one 10 controller and two 10 devices. The process data, transfer cycle
via PROFINET IO and user program are synchronized with each other to achieve maximum
determinism. The input and output data of distributed 1/0 devices in the system are detected
and output simultaneously. The constant PROFINET IO cycle sets the rhythm here.

The OB1 cycle and cyclic interrupts are not integrated in this cycle pattern.

The cycles are synchronized in the user program by executing the synchronous cycle
interrupt OB 61 (or OB 61 to OB 64).

Generally all inputs are read in at one time ("flash gun” via the inputs), processed and output
to the outputs at one time.

System Description
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4942

Effect of T,

Procedure

138

The Ti Value

The effect of T is illustrated by the following figure:

T.DC ; T.DC

A4
A
v

|:| |:| Transmission of inputs/outputs

internal runtimes like AD
conversion, etc. i

F——
TI
T_DC Date cycle
Ti Time for reading in the input data

So that a consistent state of the inputs can be transferred to the 1O controller at the start of
the new system clock cycle, the import must be brought forward by the time Ti. The time T,
for a particular input module includes at least the signal conditioning and conversion time on
the electronics modules and the time for transfer to the interface module on the 10 device
backplane bus.

In the plant, the values are imported at the same time because the T, of the various input
modules is set to the same value and this value is greater than or equal to the highest
minimum T, of all input modules. With the default setting, Step 7 makes sure that the
smallest possible mutual T, is set.

System Description
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4943 The User Program OB 6x

Effect

The effect is illustrated by the following figure:

TDC T_DC . T_DC
Delay time OB 6x |
10 device \D 10 device
Transmission of inputs/outputs Transmission of inputs/outputs

T_DC System cycle

Procedure

STEP 7 initially automatically calculates a suitable value for the delay time. The delay time
compensates the transfer time of the inputs of the isochronous 10 devices to the 10
controller through the PROFINET 10-network. The execution of the OB6x is connected to
the system clock cycle and the set delay time. The delay time can, if applicable, be corrected
manually as well (see chapter Configuring (Page 145)).

System Description
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4944 The To Value

Effect of To

The effect is illustrated by the following figure:

T_DC T_DC

\Eansmission of inputs/outputs

internal runtimes like
DA conversion, etc.

N
T 4

[¢]

T_DC System cycle
To Time of data output

Procedure

To ensure that a consistent status of the outputs can be transferred to the process at the
start of the new system clock cycle, the data is output at the time T, following the last clock
beat. The time To records the time of the transfer from the 10-controller to the 10 device
(through PROFINET IO) for a certain output module and in the 10 device, the transfer of the
outputs from the interface module to the electronic module (backplane bus)(if applicable,
plus time for the digital-analog conversion).

The system makes sure that the values are written simultaneously by setting the To of all
isochronous output modules to the same value. This value must be greater than or equal to
the largest minimal To of all isochronous output modules. STEP 7 automatically calculates
the shared smallest possible To.

System Description
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4945 Isochronous Mode over Several System Clock Cycles

Effect

This figure combines the information from the previous figures.

T_DC T_DC T_DC T_DC T_DC

Application

Transmission

10 Device G
T, l

Process

T_DC System cycle

see chapter The Ti Value (Page [138)
see chapter The User Program OB 6x (Page 139)
see chapter The To Value (Page [140)

©@EO

Here you can see that Ti, OB 61 and To occur after each other. You can also see that T,
OBG61 and To occur parallel to each other in one system clock cycle.

System Description
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495 Engineering

In the following, you will find out how the isochronous mode is configured and programmed
for your application.

4951 Basics of Programming

Programming in the synchronous cycle interrupt OBs

The isochronous elements of the program are always programmed in the synchronous-
cycle-interrupt OBs OB 61 to OB 64. As the synchronous cycle interrupts are processed at
higher priority, only the time-sensitive elements of the program should be processed in
OB 6x. The synchronous cycle interrupt is called with a configured delay time.

Accessing isochronous 1/O by calling system functions

The updating of the isochronous mode /O is achieved solely by calling the system functions
SFC126 "SYNC_PI" and SFC127 "SYNC_POQO" and therefore in the corresponding partial
process image. Direct access to the 1/O areas returns current values of the process that do
not, however, necessarily relate to other values.

The system functions SFC 126 "SYNC_PI" and SFC 127 "SYNC_PO" can only update the
process image partition within the permitted time window. The execution window for the
possible opening of the SFCs 126/127 stretches from the end of the cyclical data exchange
on the PROFINET IO until the point in time before the end of T_DE to which the outputs can
still be punctually copied. The data exchange must be started within this time window. If this
time window is violated by the processing of system functions SFC 126 or SFC 127, the
system functions will indicate this with an associated error message. An image in which the
execution window and the corresponding times are displayed can be found in the next
chapter.

Note

To prevent inconsistent data being returned for OB6x, you should avoid using SFC14/15
(direct data access) in the isochronous OB.

Note

In order to provide a complete, isochronous operation, you should not open any dataset
services for the isochronous operated lo devices and there should be no configured alarms
if possible.

Program processing models

Depending on the order in which the system functions SFC126 "SYNC_PI" and SFC 127
"SYNC_PO are opened in OB6x, program execution can be divided into two basic models:

® |PO model (read Inputs - Processing - write Outputs), CACF = 1
® |PO model (read Inputs - Processing - write Outputs), CACF > 1

System Description
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Program Execution According to the IPO Model with Short Time

Label of the IPO-model with application cycle factor = 1

The IP model with application cycle folder = 1 is distinguished by having the processing of
the E/A data be completed within a system clock cycle T_DC. The shortest reaction times
are achieved with this model.

IPO model with application cycle factor = 1

System Description

With the IPO model with application cycle factor = 1, there is a constant processing time of
the "input terminal" to the "output terminal" of T\ + T_DC + To. Ti + 2xT_DC + To can be
guaranteed as a process reaction time.

«— Application cycle factorx T_DC —»

< T_DC >
L |
'Execution window

OB 6x ||

Delay time

|:|= SFC 126 "SYNC_PI” |:| = SFC 127 "SYNC_PO”

The figure shows the IPO model with the application cycle factor = 1 from acquisition through
processing on the CPU to output of the process values. STEP 7 calculates the delay time or
you can enter it manually (see chapter Configuring (Page [145)). In this time, the read input
data is on its way on PROFINET IO.

The start is the transfer with SFC126 "SYNC_PI" and the end is reached with the SFC127
"SYNC_PO". The delay time is set as a default to the start of the execution window.

SFC 126 "SYNC_PI" and SFC 127 "SYNC_PQO" may only be executed in the execution
window. Execution must be completed within the data cycle T_DC. When setting the
application cycle factor of a value >1, the SFC 126 and SFC 127 must be completed within
the first data cycle T_DC; only processing may occur in the following data cycles.
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4953

Label of the IPO-model with application cycle factor > 1

Program Execution According to the IPO Model with Long Time

The IPO model with application cycle factor > 1 is a IPO model with multiple data cycles
T_DC, here we are dealing with an IPO model with an emission delayed by an application
cycle (OB6x). The emission occurs before entry for this IPO model.

The SFCs must be opened in the execution window of the first data cycle (only available for
application cycle factor > 1). The miscellaneous user program processing in OB6x occurs in
the next or through the following data cycles.

<+——  Application cycle factor x T_DC »>|< Application cycle factorx T_ DC ~——m>
< T.DC > < T_DC »>|< T_DC »>| < T_DC B
(phase 1) (phase 2) (phase 3) (phase 4)
Execution window Execution window
‘ | OB 6x ‘| I OB 6x

Delay time ! | | Delay time '\ \

| | I

,,,,,,,,,,,, ﬂ

|E v | ************ A

|:| = SFC 126 "SYNC_PO” |:| = SFC 127 "SYNC_PI"

144

The figure shows the signals of the IPO model with application cycle factor = 2 over time
from the acquisition through the processing on the 1O controller to the output of the process
values. STEP 7 calculates the delay time Tw. In this time, the read input data is on its way on
PROFINET I0O.

The IPO model with application cycle factor > 1 is particularly ideal for large 10
infrastructures with a comprehensive user program in the OB6x. With this model, longer
calculation times are possible when processing the input data and obtaining the
corresponding output data.

With the IPO model with application cycle factor > 1, there is a constant processing time of
the "input terminal” to the "output terminal” of T, +(application cycle factor + 1) x T_DC + To.

Ti + (2 x application cycle factor + 1) x T_DC + To can be guaranteed as a process reaction
time.

System Description
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4954 Configuring

Requirements for creation
First perform the steps below:
1. Create a project with the name "cpu319_isochronous" in the SIMATIC Manager.
2. Insert a new "SIMATIC 300 station".

3. Open the station in HW Config and configure a CPU 319-3 PN/DP with a PROFINET IO
system.

4. Add two IM151-3 PN HS to the PROFINET IO system.

A Hw Config - [SIMATIC 300 (Configuration) -- cpu319_isochronous]
ﬁ“| Station Edit Insert PLC  Wiew Cptions Window Help

026 B S g g B % k2

EBIX

PS 307 104

Ethemet{1]: PROFINET-10-5pstem (100]

1 wone
il
A0
Poi ¥
Poii 2

J =1 IM151-3 B (21 IM151-3

DITExDC24Y, Alarm

DITExDC24Y, Alarm

DO1ExDC244 /0,54

DO1ExDC244 /0,54

AlBx14Bi

AD4x1EBit b

[l ual Bt ) Ryl RE ) B LR

System Description

< >
=0 un
Slat todule Order number Fi.o| M. 1. | Q. | Comment
1 FS 307 104 BEST 307-1KADD-0a40 A
2 CPU 319-3 PH/DP [GES7 318-3ELO1-0ABD [V3.2]|2
A7 L Z | ERF
A LF F7RT
AF FRAG H7E
NEFTE Fo 7 H7EH
AFFE Far F7ET
3
4 [ DHEDC24y, alam [FEST 321-7BHO1-04B0 0.1
5 ] DHEDC24y, Alarm [BEST 321-7BHO1-04B0 4.5
B ] DO16xDC24v/054  [BEST 322-1BH10-0540 8.4
7 ] DO16xDC24v/054  [BEST 322-1BH10-0540 12.1 w

Press F1 to get Help,

Figure 4-19  Configuring CPU and IM
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Synchronization of the CPU
The CPUs must be configured as sync masters, as shown in the following screenshot.

Configure the CPU with the IRT option "high performance"
(see Isochronous real-time (Page 67)).

Properties - PN-10 (R0/S2.3) X]
tedia Redundancy ] Time-of-Day Spnchranization ] Options ]
General |  Addesses | PROFINET | IDevice Synchronization

Farameter Walue
=3 Configuration

[£] synchronization rale

[E] Marme of sync domain syncdomain-default

—HF RT class RT;IRT
[Z] IRT aption high performance

Cancel Help
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146 System Manual, 03/2012, ASE00298288-06



PROFINET functions

CPU properties

System Description
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1. Open the "Synchronous Cycle Interrupts" tab in the CPU properties and assign the

previously created PROFINET 10 system (100) to OB61.

Properties - CPU 319-3 PNIDP - (RO/S2)

Cycle/Clock Memary ] Retentive Memarny ] Interupts ] Time-of-Day [nterrupts ] Cyclic Interrupts ]
Diagnostics,/Clock ] Protection ] Communization ] Web
General ] Startup Synchronous Cycle [ntermupts

Process imaage partition|z]
[e.g.: 1.4) [SFC126 / SFC1 27 Time lag

Pricrity |0 System Mo, Call is required)
DBE1: |25 - 1 | 23.854 ps
Detailz
- = | 0.000 ps
- = | | 0000 ps
- = | | 0000 ps

Cancel Help

Figure 4-20 CPU synchronous cycle interrupts
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2. Open the "Details for OB61" dialog and set the application cycle factor (here factor in
short) corresponding with your selected IPO model. In the input field "partial process(es)",
set the relevant processes (there is only one for S7-300). Make sure that processes set

here cannot be used for central components, PROFIBUS DP slaves and

(non-synchonous operated) PROFINET IO devices. In the "Details for OB61" dialog,
if applicable, the delay time can be changed manually as well
(up to the execution of the OB61).

Details for OB61

Application

Pricrity:

Application cycle [ps]:
Time lag [pe]

Process image partition(z):
Ti/To mode:

Time Ti[read in process values] [ps]

Time To [output process values] [ps]

10
10 zpztem no.:

Data cycle [ps]:

25
Factar

[1000.000 = |1

=

Data cycle [us]
_=| % |1000.000

[v Automatic settings

0.000 :II
Timebase [pz]: 0,000

Tranzmit cycle [pg]
B |1nnn_uuu

Factar
[1000.000 = |

Cancel | Help

Figure 4-21
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Details for OB 61

System Description
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Synchronization of the 10 devices

Set the synchronization individually for the 10 devices to be operated in isochronous mode.
To do this, double-click on the PN-IO interface and make the following settings there:

1. Open the "Synchronization" tab.

2. Change the synchronization role of the IO device to "Sync slave".
3. Set the RT class "IRT".

4. Select the IRT option "high performance".

Properties - PN-10 (X1)

X

General] Addresses  Synchronization ] Media Hedundancy] |0 Cycle] Shared Device]

Farameter Walue
=23 Configuration
[E] synchranization role Sync slave
[E] Mame of syne domain syncdomain-default
—HF RT class

[£] IRT aption

Cancel Help

Figure 4-22  10-device synchronization

Note

Remember that the IRT option "high performance" is possible only with topology
configuration.

System Description
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IO device properties

150

Open the "IO Cycle" tab of the PN-10O properties dialog and set the following:

1. Section "Update time" "Automatic" mode

2. Section "isochronous mode": 10-device isochronous assignment "OB61".

Properties - PN-10 (X1)

General] .&ddresses] Synchrnnizatinnl Media Redundancy |0 Cycle ] Shared Device]

Update Time
tode: | automatic j
Factar
Update tirme [rnz]: | J = | J %
‘whatchdog Time

Murmber of accepted update cycles with miszing [0 data:

W atchdog time [ms]:

|zochronous Mode

Azzigh 10 device b izochronous mode: il
1000.000

Application cycle [ps] Data cycle [us]

%]

Send clock [me]

1.000

ER—
—

1000.000

Ti/To mode; | J
Timme Ti [read in process values) [ps]: AE7.000 :II
. Timebaze Ti/Ta [ps]: 1.000
Tire To [output process values] [ps]: 233 000 j
Izochronous Mode Modules # Submodules... |
Cancel Help

Figure 4-23 10 device
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The "Isochronous Mode Modules / Submodules..." button provides you with an overview of
the modules operating in isochronous mode. The dialog also allows you to enable / disable
operation in isochronous mode for individual modules.

Isochronous Modules f Submodules gl

Module lzochronousz mode operation
=i
[Z] (0) IM151-3FN
[Z] (1) PM-E DC24Y
[£] (21281 U HS
[£] (31281 UHS
[£] (41280 UHS
[E] 5yza015T
[£] (81280 UHS
[£] (731 COUNT 24¥ W v2.0
[£] (811 COUNT 5¥ W 2.0
[£] (31280 UHS

[=][=][=]

[=][=][=][=]

Cancel Help

Figure 4-24  Isochronous mode module
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Overview

If you open Edit > PROFINET IO > Isochronous Mode in HW Config,
you obtain an overview of the entire isochronous mode project.

Isochronous Mode

L [cPu 3133 PN/DP -]
Izachronous mode application: IDBE1 LI

— Application details
Application cycle [pa]: W Process image partition[s]: .
Time lag [ps]: |23.854
Data cycle [ps]: IW Details... |
10 gyztem number: 100

TiTomode | Ti | Tidin__ | To | Tomin | TioTime... |

Autarnatically 4E7.000 4E7.000 233.000 233.000 1.000

~lzochronous mode |0-devices

Address | Designation | FIPs | TTom.. | Ti | 1o | Tiin | ToMin | TioTime.. |
11100) IM151-3FN i inthene.. 467.000 233000  467.000  233.000  1.000
21100) IM151-3PN-1 T inthene.. 467000 233000  467.000 233000  1.000

~Modules / submodules

Slot | D esignation I PIPs I Synchronous | TCI I w0 | TioTimebase |
1] IM151-3PN no |
1 PH-E DC24Y ho =|
2 28] U HS 1 yes 100.000

3 28] U HS 1 yes 100.000 b
4 260 1) HS 1 yes 100.000

A 2801 5T ho

& 2A0 U HS L ves 100.000 >
£ T | 3

Cloze | Help |

Figure 4-25 Overview

Automatic Timers Command

In this dialog, you can see the times set by STEP 7. You have the option of setting the
times manually. If you want to do this, follow the steps described in the next section.

System Description
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How do | stop times being assigned automatically
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If an inadequate T, or To results from the automatic calculation, you must take this
component out of the automatic calculation and calculate T, or To individually.

4.9.6

Diagnostics and interrupt characteristics

Diagnostics and interrupt characteristics

To synchronize clock cycles, you can use the diagnostics and interrupt functions of STEP 7.
These reduce down times and simplify localization and elimination of problems.

Below, you will find the events for diagnostics and interrupt functions and remedies for the

problem.

Diagnostics in detail

Event

Cause of the error

Remedy

OB 80 comes and OB 6x reports how
many calls it has missed.

OB 6x takes too long

e Shorten OB 6x
e Increase the data cycle
e Set a shorter delay time

SFC126/127 are not opened or edited
in the OB6x execution window.

e SFC 126/127 report "too early".
e SFC 126/127 report "too late".

e With the "too early" message:
Increase the delay time

e [f the "too late" message appears:
Adjust program or
use CACF > 1

Diagnostic interrupts

Module reports a module fault, etc.

The module changes to STOP or
OB 82 (if it exists) is opened.

1/0 access error

Input or output module does not
respond.

The module changes to STOP or
OB 122 (if it exists) is opened.

Rack fault

Station is not accessible.

The module changes to STOP or
OB 86 (if it exists) is opened.

The 10 controller is sync slave and is
not synchronized.

If the GC_Viol bit is set to "1" in OB 6x

... you will need to turn on the SYNC
master.

10 device is not synchronized with the
OBG6x (failure of the SyncMaster);
this leads to a station failure

e For the |0 device, "station failure" is
displayed.

e The channel error "sync
discrepancy" is mapped to Sync
Violation on the 10 Controller.

The module changes to STOP or
OB 86 (if it exists) is opened.

See also:

STEP 7 online help

System Description
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4.10 PROFlenergy

Save energy with PROFlenergy

PROFINET-based data interface for switching off consumers centrally and with full
coordination during idle times regardless of the manufacturer or device type. Result:
process should only be provided with the energy that is absolutely required. The majority of
the energy is saved by the process itself, the PROFINET device itself only contributes a few
watts of savings potential.

Basic information

Turning off the PROFINET device or the power module occurs through special commands in
the user program of the PROFINET 10 Controller. No additional hardware is needed, the
PROFlenergy commands are directly interpreted by the PROFINET devices.

Principle of operation

At the beginning and end of breaks, the system manager enables or disables the break
function of the system; then the 10-controller sends the PROFlenergy command
"Start_Pause" / "End_Pause" to the PROFINET device. The device interprets the contents
of the PROFlenergy command and turns on / off.

Through other PROFlenergy functions, device information can be accessed during the
breaks. The user can use this information in order to punctually transfer the "Start_Pause" /
"End_Pause" command.

PROFlenergy blocks for IO Controller

In order to control and monitor the PROFlenergy functions, two function blocks (FBs) are
required.

With the block FB 815 "PE_START_END", the standby of the PROFINET device is enabled
or disabled in the easiest manner. This occurs through an incoming or outgoing edge in the
FB. The FB 815 offers a simple interface for the realization of the PROFInergy command
"Start_Pause" and "End_Pause".

All PROFlenergy commands, including "Start_Pause" and "End_Pause", can be transmitted
using the block FB 816 "PE_CMD". With the other commands, for example, the current
status of the PROFINET device or the behavior during the breaks can be inquired. The

FB 816 allows for the comfortable handling of all PROFlenergy functions.

System Description
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PROFIlenergy blocks for I-devices

With the block FB 817 "PE_I_DEV", PROFlenergy can also be realized on I-devices.

The block receives PROFlenergy commands on the |-device and forwards these to the user
program for processing. After the processing of the command through the user program,

it recalls the FB 817 in order to send the receipt to the 10 controller. For these answers,

the user is provided a help block for each command, which provides the FB 817 with the
answer data.

The blocks and an application example can be found online in the service and support portal:
Service and support - PROFlenergy
(http://support.automation.siemens.com/WW/view/en/41986454)

Configuration and programming

System Description

The functions can be comfortably integrated into existing systems. No configuration is
required for the use of PROFlenergy. However, amendments to the user program are
required:

e Before the "Start_Pause" command, the user must make sure that the system is brought
into a state that is safe and suitable for a pause.

® A time expiration control for the beginning of the break for the device and for the punctual
restarting of the node on break must be programmed (depending on the required switch
on times that the respective PROFINET device demands).

® The error messages of the FB must be evaluated and the corresponding required
reaction must be programmed (for example, cancellation or continuation of further
commands to the lower-level PROFINET devices).

System Manual, 03/2012, A5E00298288-06 155


http://support.automation.siemens.com/WW/view/en/41986454�

PROFINET functions
4.11 Medlia redundancy

4.1 Media redundancy

4111 Options of media redundancy

To increase the network availability of an Industrial Ethernet network,
you can connect a linear bus topology to a ring topology.

Media redundancy in ring topologies

Nodes in a ring topology can be 10 devices, 10 controllers, external switches and/or the
integrated switched of communications modules. All nodes of the ring must support the
"Media redundancy" function.

To set up a ring topology with media redundancy, you bring together the two free ends of a
linear bus topology in one device. Closing the linear bus topology to form a ring is achieved
with two ports (ring ports) of a device in the ring. At least one device of the ring takes over
the role of the redundancy manager. All other devices in the ring are redundancy clients.

ET 2008
SIMATIC S7-300 / i T
CP 343-1 Advanced ===
- b [TTH

el ® | ®

PROFINETH

SCALANCE @ @ @ B CiEEE
X204IRT |2 Eebatetell (3
LO O 5ol 2 [P0l ol]
ET 200pro
FH 1 S I
Ll © Ll @
o0 |9oF | or of |iof |9of
ET 200S | ET 200S |

®  Redundancy manager
@ Test telegrams
® Redundancy clients

Figure 4-26 Media redundancy in ring topology
The two ring ports of a device are the ports that establish the connection to its two

neighboring devices in the ring topology. The ring ports are selected and set in the
configuration of the relevant device (is also preset, if applicable).
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How media redundancy works in a ring topology

The data paths between the individual devices are automatically reconfigured if the ring
is interrupted at any point. The devices are available again after reconfiguration.

In the redundancy manager, one of the 2 ring ports are blocked for uninterrupted network
operation for normal communication so that no data telegrams are circulated. In terms of
data transmission, the ring topology is a linear bus topology. The redundancy manager
monitors the ring for interruptions. It does this by sending test frames from both ring port 1
and ring port 2. The test frames run through the ring in both directions until they arrive at the
other ring port of the redundancy manager.

An interruption of the ring can be caused by loss of the connection between two devices
or by failure of a device in the ring.

If the test frames of the redundancy manager no longer arrive at the other ring port, the
redundancy manager connects its two ring ports. This substitute path once again restores a
functioning connection between all remaining devices in the form of a linear bus topology.

The time between the ring interruption and restoration of a functional linear topology is
known as the reconfiguration time.

As soon as the interruption is eliminated, the original transmission paths are established
again, the two ring ports of the redundancy manager are disconnected and the redundancy
clients informed of the change. The redundancy clients then use the new paths to the other
devices.

Media redundancy methods

System Description

The standard method of media redundancy in SIMATIC is MRP (Media Redundancy
Protocol) with a typical reconfiguration time of 200 ms. Up to 50 devices can participate
per ring.

In addition, there is also the real-time capable media redundancy procedure MRPD
(Media Redundancy with Planned Duplication).
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4.11.2 Media Redundancy Protocol (MRP)

Media Redundancy Protocol (MRP)

The Media Redundancy Protocol (MRP) procedure operates in compliance with the
Media Redundancy Protocol (MRP), which is specified in the directive IEC 61158 Type 10
"PROFINET".

The reconfiguration time after an interruption of the ring is typically 200 ms.

Requirements

The following requirements must be met for problem-free operation with the media
redundancy protocol MRP:

® The ring in which you want to use MRP may only consist of devices that support this
function.

e "MRP" must be activated for all devices in the ring.
e All devices must be interconnected via their ring ports.
® The ring can contain a maximum of 50 devices.

® The connection setting (transmission medium / duplex) must be set to "full duplex" and at
least 100 Mbps for all ring ports. Otherwise there may be a loss of data traffic.

To do this, set all the ports involved in the ring to "Automatic settings" in the "Options" tab
of the properties dialog during STEP 7 configuration.

System Description
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Topology

The following schematic shows a possible topology for devices in a MPR ring.
The devices inside the white oval are in the redundancy domain.

Example of a ring topology with the MRP media redundancy protocol

° LI

i —

=z =la] —_—

@®  S7-400 with CP 443-1 advanced ®  HMI station

®  Switch SCALANCE X206-1 @  Programming device/PC
® PC with CP 1616 ET 200S

@  s7-300 ®  ET200M

®  S7-300 with CP 343-1 advanced ET 200pro

Figure 4-27 Example of a ring topology with the MRP media redundancy protocol

The following rules apply to a ring topology with media redundancy using MRP:
e All devices in the ring belong to the same redundancy domain.

e At least one device in the ring acts as redundancy manager.

® All other devices in the ring are redundancy clients.

Non MRP-compliant devices can, for example, be connected to the ring via a SCALANCE X
switch of via a PC with a CP 1616.
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Boundary conditions

MRP and RT
RT operation is possible with the use of MRP.

Note

The RT communication is disrupted (station failure) if the reconfiguration time of the ring is
greater than the selected response monitoring time of the 10 device. That is why you should
select the response monitoring time of the 0-device in a large enough manner.

MRP and RT
The IRT operation together with MRP is not possible.

MRP and TCP/IP (TSEND, HTTP, ...)

The TCP/IP communication with MRP is possible, because lost data packages are resent.

MRP and prioritized startup

If you configure MRP in a ring, you cannot use the "prioritized startup" function in PROFINET
applications on the devices involved.

If you want to use the "prioritized startup" function, then you must disable MRP in the
configuration (the device may also not be part of the ring).

In the STEP 7 configuration, properties dialog of the PROFINET interface >
"Media Redundancy" tab > "MRP configuration" box, set the role to "Not node in the ring"
in the "mrpdomain1" domain.

System Description
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tMRF Configuration
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4.11 Medlia redundancy

3

Cancel

Help

Figure 4-28 "Media redundancy" Dialog Field

MRP to PROFINET devices with more than two ports

If you are operating a PROFINET device with more than two ports in a ring, then you should
avoid the feed-in of sync frames into the ring by placing a sync boundary (on the ports that
are not in the ring). The settings for sync boundaries can be executed in the port properties

in the "Options" tab.

411.3 Media Redundancy with Planned Duplication (MRPD)

MRP add-on "Media Redundancy with Planned Duplication" (MRPD)

If media redundancy is to be achieved with short update times (together with IRT),
you must use the MRP add-on "Media Redundancy with Planned Duplication" (MRPD).

MRPD is based on IRT with "high performance" and MRP. To realize media redundancy with
short update times, the PROFINET devices patrticipating in the ring send their data in both
directions. The devices receive this data on both ring ports, eliminating the ring's
reconfiguration time. As with MRP, the redundancy manger prevents circling data frames.

System Description
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4114 Configuring media redundancy under PROFINET IO

Requirements for media redundancy with MRP
® The involved components must support the media redundancy protocol (MRP).

® No IRT communication is configured.

Requirements for media redundancy with MRPD

® The components involved must support Media Redundancy with Planned Duplication
(MRPD).

e |RT with "high performance” is configured for all associated components.

Proceed as follows
There are three options for configuring media redundancy:
® Via the Domain Management (automatic) using the "Auto-Config" button.
® Via the Domain Management (manual); in this case MRP domains can also be managed.
e Via the PN-IO interfaces of the affected PROFINET devices.

Media redundancy configuration via the Domain Management (automatic):

1. Generate a ring via corresponding port interconnections
(for example, in the topology editor).

2. Right-click on the PROFINET |0 system and select "PROFINET 10
Domain Management..." from the shortcut menu.

3. Navigate to the "MRP domain" tab.
4. Select the "Ring interconnections” check box in the "Nodes" section.

5. From the upper list, select the ring that has just been generating via the port
interconnection. In the lower list, you can check that the selection is correct.

6. Click on the "Auto-Config" button.
7. The MRP configuration is generated automatically.

Media redundancy configuration via the Domain Management (manual):

1. Right-click on the PROFINET IO system and select "PROFINET 10 Domain
Management..." from the shortcut menu.

2. Navigate to the "MRP domain" tab.

3. In the Nodes section, all existing nodes in the project can be selected, sorted by station,
with regard to the use of media redundancy, and configured. Multiple stations/devices
can be selected by holding down the Ctrl key while clicking and jointly configured via the
"Edit..." button.

For information on the setting options, refer to the Setting options section below.
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Media redundancy configuration via the interfaces of the affected PROFINET devices:

Media redundancy must be configured for all PROFINET devices that are to be operated in
media redundant mode:

1. Double-click on the PROFINET IO interface of the device to be configured.

2. Navigate to the "Media redundancy" tab and perform the configuration.
For information on the setting options, refer to the following section.

Setting options in the "Media redundancy" tab

System Description

Domain

All devices that are to be configured in a ring with MRP must belong to the same redundancy
domain. A device cannot belong to more than one redundancy domain. From the drop-down
list box, select the same domain (usually "mrpdomain-1") for all devices of your ring.

The MRP settings are even effective after the device is restarted, or after a power failure and
restart, in other words they are stored retentively.
Role

Depending on the device used, the roles "Manager", "Manager (Auto)", "Client" and
"Not node in the ring" are available.

Rules:
e Aring must have at least one device with the role "Manager (Auto)".

® A ring must have precisely one device with the role "Manager". No additional devices with
the role "Manager" or "Manager (Auto)" are permissible. All other devices may only have
the role "Client" or "Not node in the ring".

Ring port 1 / Ring port 2

Select one at a time those ports you want to configure as ring port 1 or ring port 2. The
drop-down list box shows the selection of possible ports for each device type. If the ports are
set at the factory, then the fields are unavailable.
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Diagnostic interrupts

Mark the option "Diagnostics interrupts" if diagnostics interrupts should be issued regarding
the MRP status in the local CPU. The following diagnostic interrupts can be configured:

e Wiring or port error
Diagnostic interrupts will be generated for the following errors in the ring ports:
— A neighbor of the ring port does not support MRP
— Arring port is connected to a non-ring port
— Arring port is connected to the ring port of another MRP domain.
® Interruption / return (only redundancy manager)

If the ring is interrupted and the original configuration is returned, diagnostics interrupts
will be generated. If both of these interrupts occur within 0.2 seconds, this indicates an
interruption of the ring.

NOTICE

To assure error-free operation when a 3rd party device is used as redundancy manager
in a ring, you must assign the fixed role of "Client" to all other devices in the ring before
you close the ring. Otherwise circulating data frames and network failure could occur.

System Description
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412 System redundancy

4121 Introduction

Why fault-tolerant automation systems?

The purpose of using fault-tolerant automation systems is to reduce production downtimes,
regardless of whether the failures are caused by an error/fault or are due to maintenance
work.

The higher the costs of production stops, the greater the need to use a fault-tolerant system.
The generally higher investment costs of fault-tolerant systems are soon recovered since
production stops are avoided.

Fault-tolerant automation systems in SIMATIC (S7-400H) consist of two redundantly
configured subsystems that are synchronized via fiber-optic cables.

Both subsystems create a fault-tolerant automation system operating with a two-channel
(1-out-of-2) structure based on the "active redundancy" principle.

What does active redundancy mean?

Active redundancy means that all redundant resources are constantly in operation and
simultaneously involved in the execution of the control task.

For the S7-400H this means that the user programs in both CPUs are identical and
executed synchronously by the CPUs.

Synchronizing the subsystems

The master and reserve CPUs are linked by fiber-optic cables.
Both CPUs maintain event-synchronous program execution via this connection.

Subsystem (CPUO) Subsystem (CPU1)
o o
o o o o
o Synchronization oo
= =
O O
u u

Figure 4-29  Synchronizing the subsystems

Synchronization is performed automatically by the operating system and has no effect on
the user program. You create your program in the same way as for standard S7-400 CPUs.

System Description
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4.12.2 Use of 1/0 devices on the PN/IO interface, system redundancy

In the case of the system-redundancy connection of 10 devices via PROFINET, a
communication connection (application relation) exists between each IO device and each of
the two H CPUs. This communication connection can be established via any topological
interconnection; it is therefore not possible to recognize from a system's topology whether
an 10 device is connected in system-redundancy mode.

In addition to system-redundancy mode, 10 devices can also be operated as what are know
as "one-sided devices". In this case only one of the two CPUs establishes a communication
connection to the IO device. However, the one-sided connection has the disadvantage that

the 10 device will fail if there is a failure of the CPU to which the communication connection

is established.

PN/IO with redundant system

The following figures shows a configuration with two 10 devices connected in system-
redundant mode. This topology is especially advantageous. The complete system can
continue to operate if there is a line interruption regardless of where this occurs. One of the
two communication connections of the 10 device is maintained at all times. The redundant
10 devices then function the same as one-sided 10 devices.

@®  S7-400H system
@ Redundant IO device

Figure 4-30 S7-400 H system with redundant IO devices

System Description
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PN/IO with one-sided 10 devices

The following figure shows a possible topological configuration with a switch. Two IO devices
are connected one-sided (not redundant), the three other 10 devices are connected as
redundant system.

@R LLLLLLE

S7-400H system
SCALANCE (e.g. X400)
Redundant IO device
One-sided 10 device

®EEO

Figure 4-31  S7-400 H system with redundant and one-sided 10 devices
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Maximum number of 1O devices

Altogether, you can connect a maximum of 256 10 devices to the two integrated PN/IO
interfaces. The station numbers are distributed uniquely across both PN/IO interfaces and
are between 1 and 256.

4.12.3 Configuring

Configuring system redundancy with PROFINET 10
Requirements
® The associated components support the PROFINET system redundancy.
® No IRT communication is configured.
® The |0 systems of the H system are located in the same network.

In the following example you configure a redundant PROFINET configuration system with
redundant IO devices as in the previous section in the figure "S7-400 H system with
redundant IO devices"

PROFIBUS components are not used. Basic information on configuring H-systems
can be found in the "High-availability systems S7-400H " manual.

System Description
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Proceed as follows

4.12 System redundancy

Create a new H station in the SIMATIC Manager and open "HW Config" for the station.

1.

2
3
4.
5

. Copy the station created: To do this select the station and then select Edit > Copy

Insert a 400 rack (such as UR2-H) for redundant controllers.

. Insert a 400-H PN/DP CPU (for example, CPU 414-5 H PN/DP)

. Network the Ethernet interface as usual and set the IP parameters.

Configure a power supply module and the H-Sync module.

and Edit > Insert

Configure the redundant ET200M modules (for example, IM153-4 PN HF V4.0) by
dragging the IO devices as usual to one of the two 10 systems. By default, the modules
are connected redundantly (to both PROFINET phase elements).

iR

-

PS 407 44 =
CPU 4145 H PN/DP

oA

MEOR

H Sync module

H Sync module

PN =
Paif T

Pairf 2

Ethernet[1) PROFINET-I0-Spstern [100]

PS5 407 44 -
CPU 414-5 H PN/DP[1

o9

MBOP

H Sync module
H Sync module
Ah0-7

Porf T

Por 2

=

&l11M153-4f g 2] 1M153-4

Ethemet[1]: PROFIMETH0-System [101]

Figure 4-32 Redundantly connected ET200M modules in HW Config.

You have two options for connecting modules as one-sided 10 devices:

System Description

System Manual, 03/2012, ASE00298288-06

169



PROFINET functions

4.12 System redundancy

® Configure a redundant module as described above and navigate to the "Redundancy" tab
of the module properties. The check box there allows you to assign the 10 device to only
one |0 system and thus to only one CPU.

Properties - IM153-4PN-1

Generall Identification Fedundancy | Operating F'arametersl

The 10 device iz connected with the following PROFIMET 10 systems:

¥ Ethernat(1]: PROFIMET-I0-System [101]

[ Ethermat(1]: PROFINET-I0-System [100)

Cancel | Help |

Figure 4-33

"Redundancy" tab in the module properties

e Configure the specific standard 10 devices (for example, IM153-4 PN ST V4.0)
on the required 10 system.

i ERZH

PS5 407 44 -

CPU 414-5 H PN/DP

Ethemet(1]); PROFIMET0-System [100]

P I
Poif ¥
Poit 2

a9

MO

H Sync module
H Sync module

FS 407 44 -

IF1

IF2

el
MaPTA
MaA2A

CPU 414-5 H PN/DPI1

i['I]IM'IES-Jl E[2]IM153-4

FNO-T
FPart 7
FPart 2

A

MO

H Svnc module
H Svnc module

[

Ethernet{1) PROFINET-I0-Spstern [101]

Figure 4-34 One-sided connected ET200M modules

Note

H systems and separated subnets

IO device are only integrated redundantly if the two PROFINET IO systems of the H
system are located in the same subnet. Each CPU can, alternatively, also be networked
with a different subnet. In this case the 10 devices are always connected only one-sided.
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4124 Possible topologies

Topology
In PROFINET, you can also combine system redundancy with other PROFINET functions.

System redundancy with media redundancy

@ S7-400H system
(@  SCALANCE X400 (one-sided 10 devices)
® ET200M (one-sided/system-redundant 10 devices)

Figure 4-35 Example configuration of system redundancy with MRP

Note

The RT communication is disrupted (station failure) if the reconfiguration time of the ring is
greater than the selected response monitoring time of the 10 device. That is why you should
select the response monitoring time of the 10-device in a large enough manner. This applies
also to MRP configured 10 devices outside of the ring.
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System redundancy with W-LAN

O FLLLLLLLL®

S7-400H system

Redundant I/O device ET 200M

SCALANCE X400

One-sided I/O device ET 200M

SCALANCE W

One-sided 10 device ET 200M, connected by W-LAN

@O

Figure 4-36 Example configuration of system redundancy with one-sided 10 devices and W-LAN
connection
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4.13 Setup recommendations for optimizing PROFINET

Optimizing PROFINET with RT

PROFINET allows you to set up communication with high-performance with a simultaneously
high degree of integration in all levels.

By keeping to the following guidelines, you can further improve performance of your
PROFINET IO system in RT mode.

1. Connect a router or a SCALANCE S between the office network and PROFINET system.
Through the router, you can determine that the office communication remains exterior.

2. Where useful, set up your PROFINET in a star architecture
(in the control cabinet perhaps).

Example of an optimized PROFINET topology

PROFINET
Industrial Ethernet

PROFIBUS

Figure 4-37  Optimized PROFINET topology
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Setting up PROFINET with IRT

When setting up and operating a PROFINET 10 system in IRT mode, observe the following
rules. They serve to ensure an optimum operation of your PROFINET 10 system.

1.

If only a part of the PROFINET device of a PROFINET |0 system is synchronized,
then note the following:

PROFINET devices that do not take part in the IRT communication are placed outside
of the sync domain.

If you would like to use several sync domains, configure a sync domain boundary for the
port that is linked with a PROFINET device of the respective other sync domain.

3. In a sync domain you can configure in each case only one sync master.

4. A PROFINET IO system may only belong to one sync domain.

If you configure PROFINET devices in a sync domain and want to synchronize with IRT,
the respective PROFINET devices must support IRT communication.

If possible, use the same PROFINET device as the PROFINET 10 controller and
sync master.

Note

Topology configuration

With the usage of IRT, we recommend configuring the topology. STEP 7 can be calculate
the update time, bandwidth and other parameters more precisely with this.

Communication via PROFINET IO is supported quicker For IRT with the "high
performance" option, topology configuration is required.

A\ caution

Protection by extra low voltage

Modules with PROFINET interfaces must only be operated in LANs in which all the
connected network components are supplied with SELV/PELV power supplies or
integrated power supplies that afford equivalent protection.

If you connect modules with PROFINET interfaces to a WAN (for example, the Internet),
the data transfer point (router, modem, etc) must ensure this protection.

SIEMENS SITOP power supplies, for example, offer this protection.
For additional information, refer to the EN 60950-1 (2001) standard.

Example configuration of PROFINET IO with IRT

The Figure in chapter Configuring real-time communication - introduction (Page 194)
shows how a configuration of PROFINET 10 systems in a sync domain can look.

Guidelines on PROFIBUS user organization

The installation guidelines can be found on the Internet
(http://www.profibus.com/nc/downloads/downloads/profinet-installation-guide/display/).
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Commissioning

System Description

4.13 Setup recommendations for optimizing PROFINET

Information on commissioning an S7 300 |0 controller on PROFINET can be found in the
S7-300 CPU 31xC and CPU 31x: Installation
(http://support.automation.siemens.com/WW/view/en/13008499) Operating Instructions.

Information on commissioning an S7 400 |0 controller on PROFINET can be found in the
S7-400 automation system, installation
(http://support.automation.siemens.com/WW/view/en/1117849) Software Installation Manual.

Information on commissioning an 10 device on PROFINET can be found in the ET 200S
distributed 1/0 system (http://support.automation.siemens.com/WW/view/en/1144348)
Operating Instructions.

Information on commissioning WinAC RTX on PROFINET can be found in the
Windows Automation Center RTX WinAC RTX 2009
(http://support.automation.siemens.com/WW/view/en/38016351) Operating Instructions.

Information on commissioning an S7 modular controller on PROFINET can be found in the
Embedded Automation S7-modular Embedded Controller
(http://support.automation.siemens.com/WW/view/en/37971572) Operating Instructions.
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Content of this section
This chapter provides you with information on PROFINET 10 in greater depth:
® Engineering sequence
e Definition and allocation of device names and IP addresses

® Diagnostics options

System Description
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5.1 Engineering

5.1

Engineering

Basic steps from planning to operating a plant

178

Setting up and operating an automation system with STEP 7 or NCM PC involves
the following basic steps:

1.

Planning the system

The system planner specifies the following:

Scope of functions of the automation system

Type and scope of the implemented automation devices

Configure the system with STEP 7 or NCM PC

The configuration engineer creates the project by:

Opening an available or setting up a new project

Importing new PROFINET devices into the hardware catalog using GSD files,
if necessary

Inserting more PROFINET devices in the project
Networking the automation devices in the network view

Assigning device names (not necessary for 10 devices where the PROFINET Function
"Device replacement without removable media / PD" has been configured).

Creating the user program
Checking the configuration

Updating and documenting the project

Commissioning and testing the plant

The commissioning engineer performs the following tasks:

Commissioning the automation devices

Downloading the project data to the automation devices of the system

The device name is then assigned to a real device with a MAC address.
Revising the configuration and / or the user program in STEP 7, if necessary

Testing the system

Operating the plant.

The plant operator performs the following tasks:

Monitoring and changing the process data online
Running diagnostics on the system

Operator control and monitoring

Performing maintenance and modifications.

System Description
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Integration using a GSD file

New PROFINET devices are integrated using a GSD file. The properties of a PROFINET
device are described in a GSD file (General Station Description) that contains all the
information required for configuration.

In PROFINET IO, the GSD file is in XML format. The structure of the GSD file conforms
to ISO 15745, the worldwide standard for device descriptions.

GSD import, engineering and exchange of data
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Numb Description

er
©) The device description is imported into the engineering system as a GSD file.
® The configuration is carried out in the engineering system (for example STEP 7).
The configuration and the user program are then transferred to the 10 controller.
® Once you have assigned device names to the 10 devices, the data is exchanged between

the 10 controller and assigned 10 devices automatically.

Figure 5-1 From GSD import to exchange of data

Downloading User Program from programming device/PC to PLC

The PG/PC interface parameter settings include the TCP/IP protocol for downloading
the user program to the PLC over Industrial Ethernet via a programming device/PC.

You can also download the user program to the PLC via MPl and PROFIBUS.
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Support from STEP 7

STEP 7 supports you from the planning stage through to operation of a plant as follows:

180

Management of PROFINET device data in the hardware catalog.

Networking of devices in the network view (NETPRO) and / or in HW Config
(configuration view in STEP 7).

In the network view, you can link devices to a PROFIBUS or Industrial Ethernet subnet
graphically and assign the relevant addresses.

Configuration of the PROFINET CPs in STEP 7. Remember that, under certain
circumstances, you must configure, program, and run diagnostics with CPs differently
from the integrated interface of a CPU. For additional information, refer to the relevant
manual.

Monitoring and modifying variables online

You can access the process data online at any time. To do so you can use a variable
table or integrate HMI devices such as ProTool/Pro RT or WinCC flexible into your
system, or use OPC-based client programs.

Running diagnostics on PROFINET devices

The current status of the PROFINET devices is displayed in a separate diagnostics
window. With an online-offline comparison, you can determine whether or not it is
necessary to download programs and/or a configuration to the automation systems.

Presentation of the project in a hierarchical tree structure

All parts of the system are represented in a clearly identifiable way that allows
convenient navigation and other management functions in the project.

Support in creating system documentation

STEP 7 automatically creates comprehensive documentation for the configured system
including all devices and their connections.

Checking the configuration

STEP 7 automatically checks the following circumstances:

— Has the specified configuration limits been observed in the project?
— Is the configuration consistent and free of errors?

Looking up online device data

With the online device analysis, you can look up online data of individual devices
for test and diagnostic purposes.

Running diagnostics on the switches
You can use STEP 7 to run diagnostics on the integrated switch functions.

Diagnostics can be run on SCALANCE X200, SCALANCE X300 and SCALANCE X400
series switches as PROFINET 10 devices.

System Description
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Commissioning a PROFINET interface of a CPU

Details on SIMATIC CPU can be found in the S7-300 CPU 31xC and CPU 31x: Installation
(http://support.automation.siemens.com/WW/view/en/13008499)Operating Instructions and
in the S7 400 automation system - Design and application
(http://support.automation.siemens.com/\WWW/view/en/22586851)) System Description.

Information on commissioning WinAC RTX on PROFINET can be found in the
Windows Automation Center RTX WinAC RTX 2009
(http://support.automation.siemens.com/WW/view/en/38016351) Operating Instructions.

Information on commissioning an S7 modular controller on PROFINET can be found in the
Embedded Automation S7-modular Embedded Controller
(http://support.automation.siemens.com/WW/view/en/37971572) Operating Instructions.

CPU communication

In PROFINET IO, you configure and program communication between the 1O controllers
as an S7 connection or Send/Receive connection as usual.

Open communication via Industrial Ethernet

STEP 7 gives you the following FBs and UDTs for exchanging data with other
Ethernet-capable communication partners.

1. Connection-oriented protocols: TCP native as per RFC 793, ISO on TCP
as per RFC 1006:

UDT 65 "TCON_PAR" with the data structure for assigning connection parameters
FB 65 "TCON" for establishing a connection

FB 66 "TDISCON" for terminating a connection

FB 63 "TSEND" for sending data

FB 64 "TRCV" for receiving data

2. Connectionless protocol: UDP as per RFC 768

System Description

UDT 65 "TCON_PAR" with the data structure for assigning parameters for the local
communications access point

UDT 66 "TCON_ADR" with the data structure for assigning addressing parameters
for the remote partner

FB 65 "TCON" for configuring the local communications access point
FB 66 "TDISCON" for closing the local communications access point
FB 67 "TUSEND" for sending data
FB 68 "TURCV" for receiving data
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Additional information

For additional information on CPU communication, refer to the Communication with SIMATIC
(http://support.automation.siemens.com/WW/view/en/1254686) Manual and the System
Software for S7-300/400 System and Standard Functions
(http://support.automation.siemens.com/WW/view/en/1214574) Reference Manual.

5.2 Configuration

Configuration of the PROFINET interface in STEP 7

The parameters of the PROFINET interface can be changed with the aid of the "Properties”
dialog box for the respective module in HW Config of STEP 7.

Configuring an example of a CPU 416-3 PN/DP

1. Select the module, the PROFINET interface of which should be configured.
This is shown exemplarily by the CPU 416-3 PN/DP control.

2. Call the "Properties" dialog box of the PROFINET interface or its port(s) by
double-clicking:

— PN-IO (PROFINET interface X5)
— Port 1 (port 1 of interface X5: X5 P1 R)
— Port 2 (port 2 of interface X5: X5 P2 R)

s

Bl

F5S 405 44
CPU 416-3 PN/DP

FROFIMET 10: PROFIMET-I0-System [100]

ﬂﬂ [0) URT

Slot Module ... | Order number Fi..l®. 11..]0G.]Comm.
1 PS5 405 42, EES7 405-0DA00-0440 A~
2 CPU 416-3 PN/DF |6ES57 416-3E506-0ABD |VE.0(2

IF1

A7 A F £ | 7&ER

AT e JE7H

AEFLR d Far 7 JE7H

AEFER s JE7H

P v

Press F1 to get Help,

182

System Description
System Manual, 03/2012, ASE00298288-06


http://support.automation.siemens.com/WW/view/en/1254686�
http://support.automation.siemens.com/WW/view/en/1214574�

PROFINET /O System Engineering

System Description

5.2 Configuration

. The following PN interface parameters can be edited or displayed via the describing tab:

General

— Name of the interface of the 10 controller

— |P address

— Subnet mask

— Gateway

— Device replacement without removable medium

— Obtain device names with a different method

Addresses

— Diagnostics address of the interface of the 10 controller and of the 10 system itself
PROFINET

— Send clock (can only be edited in the "Synchronization" tab, if the PROFINET device
is not configured in the "PROFINET" tab)

— 10 communication traffic of PROFINET IO and PROFINET CBA

— Call OB 82 for communication alarm

I-device

— |-device mode

— Transfer area information

Synchronization

— Synchronization role

— Name of the sync domain (can be edited in the PROFINET IO domain management)
— RTclass

— IRT option
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Media redundancy

— MRP- Domain

— Role within the domain
— Ring ports

Time synchronization

— NTP process with update interval

Options
— KeepAlive interval for connections
Properties - PN-10 (ROS2.5) rg|
kedia Redundancy ] Time-of-D ay Synchronization ] Options ]
General ] Addreszes ] PROFIMET ] |-Device ] Synchronization ]
Shart description: PM-10
Device name:

[ Use different method to abtain device name
[ Support device replacement without exchangeable medium

Interface
Type: Ethernet

Device number: 0

Address: 192.168.0.1
M etwarked: Yes Froperties. ..
Cormment:

Cancel Help

System Description
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4. The following parameters of a PN port can be edited or displayed:
General
— Name of the port of the 10 controller
Addresses
— Diagnostics address of the port
Topology (also editable in the topology editor)
— Partner port
— Cable data
Options
— Transmission medium with transmission rate
— Disabling auto-negotiation

— Different boundaries: End of the sync domain, end of recording available nodes,
end of the topology detection

Properties - PN-I0 - Port 1 (RO/S21X5 P1 R)

General |.-’-'-.ddressesi Tu:upu:ulu:ug_l,ll Dptinnsi

MNarme: PN-I0

Comment;

k. | Cancel Help
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5.3

5.3.1

Introduction

Functions

186

Topology and STEP 7

The SIMATIC topology editor

With STEP 7, you can configure your PROFINET 10-system topologically. With the
topological configuration you can use the PROFINET function like "Changing 10 devices
(partner ports) during operation" or "Device replacement without removable data / PD".
For IRT with the "high performance" option, topology configuration is required.

The topology editor supports you in the following tasks:

e Obtaining topology information about all ports of the PROFINET devices in the project

Configuring the set topology on PROFINET by interconnecting the interfaces and ports
by simply dragging and dropping and establishing properties

The topology editor has a series of functions for setting, interconnecting and diagnosing
the properties of all PROFINET devices including their ports.

The following functions and information are available:

Display of all PROFINET devices and their ports in the project

Configured cable lengths and configured type of cable with calculated signal running time
for each port

Interconnection data with local identification of the individual PROFINET devices
Diagnostics information of PROFINET devices for each individual port

Simple fault detection with online / offline comparison of the node data

Call of the diagnostics (module information) from the graphic view

Importing the network topology

System Description
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Tabular view

o Topology Editor;

Table view | Graphic view | Offine/online comparison

Interconnection table Selection 1ange
' Show station namme Filter: | Shaw all ports L] Filter: | Show all ports j
Part Partrer port Cable len | Signal del | Comment  #| | |- Docking-Unit-1
=] Diocking-Lint-1 [+]- Docking-Unit-2-1
B FPort1(%2P1) SCALANCE-X204-2 \Port 2 -RJ... 0.00 [+]- Docking-Unit-2-2
B Port 2 (X2 P2) [+]- Docking-Unit-2-3

[+~ Diocking-Unit-3

=]~ Docking-Unit-2-1
[+]- Docking-Unit-4

E Port1 (22P1) SCALAMCE-X204-2 \Port 2 - RJ... 0.00
0 Port 2 (22 P2) Docking-Unit-2-2 4 Port 1 (22 P13 0.00 LR SITC B L
1. Docking-Unit-2.2 [+]- SCALAMCE-x204-2
E Port1 (22 P1) Docking-Unit-2-1 % Port 2 (22 P2) 0.00
O Port2 (22 P2) Docking-Unit-2-3 4 Port 1 (22 P1)) 0.00
=]~ Docking-Unit-2-3
B Port 1 (2 P1) Docking-Unit-2-2 4 Port 2 (42 P2) 0.00

B Port2 (2 P2

= Docking-Lnit-3 Pazsive compongnts

Part 1 (¥2 P1) SCALANCE-¥204-2 \Part 2 - RJ... 0.00 [+~ SCALAMCE X100
Part 2 (¥2 P2 [~ SCALANCE W

[+]- medium converter
[+]- PC Baugruppen

= Docking-LUnit-4
Paort 1 (%1 P1) SCALAMCE-X204-2 \Port 2 - RJ... 0.00
Port 2 (%1 P2)
=1~ SIMATIC 30001
[=]- PM-I2{CPL 319-3 PRITIP)

B Port1(X3P1) SCALANCE-X204-2\Port 1 - RJ... 0.00
< | 2
Online J | ectF ! Export... Uit of |Meters A !
length:

Cancel | Help

Figure 5-2  "Tabular view" tab of the topology editor

The "interconnection table" in the left area of the tab "Tabular view" lists all the configured
PROFINET devices with their ports. The selection area in the top, right section lists all the
PROFINET devices that are available for the topological interconnection.

Via the "Filter" drop-down list you can select from the following display options:
e "Show all ports": both interconnected as well as non-interconnected ports are listed
® "Show interconnected ports": only interconnected ports are listed

® "Show non-interconnected ports": only non-interconnected ports are listed
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Graphic view

-“: Topology Editor E2

Table view Graphic view | Qfflinefonline comparigon I

I i S

LM151-2H-HE-ZU
E-123

LM 15 1-3HM-HE- 2L
E-129

LM151-2H-HE-ZU
E-120

] ]
'!'! | .

OT T

L | T
IM151-2PM-HF-20
E-11%

T T

IM151-3PH-HF-20
E-119

IM151-2PM-HF-20

E-120
]
I '|_

1 q 6-103

| |
1M 15 1-2PM-HF-20

| |
IFA151-2PM-HF-20
E-109

]
LT
ol
IM151-3PM-HF-20
E-110

e

L]

ETz00ecoPM-201

E-200

1M 15 1-2PM-HF-20

E-199

IFA151-2PM-HF-20

]
11
1

IFA151-2PM-HF-20
F-193

[SIMATIC 400

Miniature View

Pagzive Components

[+]- SCALAMCE X100
[+]- SCALAMCE W
[+]- medium converter
[+]- PC Baugruppen

|M0ve picture mode deactivated

Online I

Update

Object Properties. ..

Dptionz. .. |

Cancel Help

Figure 5-3
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"Graphic view" tab of the topology editor

The "Graphic view" tab displays the PROFINET devices in the project and their
interconnections.

In the miniature view in the top, right section, you can use the slider to select the section
of the PROFINET 10 system and its enlargement factor. To change the section of the
PROFINET IO system, use the mouse to drag the frame across the desired area that you
wish to see in detail.
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Online/offline comparison

=i~ Topology Editor E3

Table view | Graphic view Offinedonling comparizan |

Configured topology [offline] Detected topology [onling)

Filter: IShow all devices

j |‘| 30 devices found

[#]- ET200ecoPM-202
[#]- ET200ecoPM-203
[+l- ET200&ecoPM-204
[+~ ET2008coPM-205
[+]- ET200&coPM-206
[+l- ET200ecoPM-207
[+l- ET200ecoPM-205
[+l- ET200ecoPM-209
[+~ ET2008coPM-210
[+l Ib1 51 -3PM-HF -206-1 01
[+l IM151 -3PN-HF - 206-102
[+l IM151 -3PN-HF - 206-103
[+l IM151 -3PN-HF - 206-1 04
[+l IM151 -3PN-HF - 206-105
[+l IM151 -3PN-HF - 206-1 06
[#]- IM151 -3PN-HF -206-107

[+]- et200ecopn-202

[+#]- et200ecopn-203

[+ et200ecopn-204

[+]- et200ecopn-205

[+]- et200ecopn-206

[+]- et200ecopn-207

[+]- et200ecopn-205

[+]- et200ecopn-209

[+]- et200ecopn-210

[+ im151-3pn-hi-206-101
[+ im151-3pn-hi-206-102
[+ im151-3pn-hi-206-103
[+ im151-3pn-hi-206-104
[+ im151-3pn-hi-206-105
i im151-3pn-hi-205-106
4

Chject name | Partrer port [C~] | Object names | Partrer port | Cable dat ~
[=]- ETZ200ecaPM-201 [=]- et200ecopn-201
Part 1 (X1 P1) 1151 -3PM-HF-206-200 4 Pc. Sr Part 1 im151-3pn-hf-206-200 % Part 2 10m (0.05
Part 2 (X1 P2) ET200ecoPi-202 4 Part 1 (> Or Part 2 et200ecopn-202 % Port 1 am (0.00

[+ IM151 -3PM-HF -206-1 05 P
7 | | 5 Sazian | Apply Expart... | Options... |
Cancel | Help

Figure 5-4  "Online/offline comparison" tab
The "Offline/online comparison” tab in the left area "Configured topology (offline)" lists the
configured PROFINET devices with their interfaces and ports and the associated neighbor
ports. The right section "Detected topology (online)" shows the online view of the
PROFINET IO system with its interconnection for the runtime.

Note
Cable data

The display of the cable length is an estimated value on the basis of the determined signal
running time. Particular for short lines, the displayed value may be considerably different
from the actual length due to the very short signal running time sand the rounding errors
connected this.

Additional information

For additional information about setting up and handling the topology editor,
refer to the STEP 7 Online Help.
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5.3.2 Configuring a topology

Topology editor - start

Start the topology editor as follows:

e Select the respective PROFINET IO system.
® In HW Config or NetPro with the menu command Edit > PROFINET 1O > Topology

® Via the shortcut menu of an interface, a port of the respective PROFINET device or via
the shortcut menu of the PROFINET IO system with the menu command

PROFINET IO Topology

Interconnection and properties

To interconnect ports of the PROFINET devices, proceed as follows:

1. In the "Table view" tab, in the "Selection area" select the port of the PROFINET device

that you wish to interconnect.

2. Drag this port to the desired port of a PROFINET device in the "interconnection table".

The "Interconnection properties” dialog box for the selected port now opens.
The Figure below shows an example of such a configuration.

Interconnection Properties

X

Port Interconnection
Fort: |ET2EIEIECDF'N-1 W Port 1 (<1 P1)
Fartrer port; |ET2IJIJec:oF'N W Part 1 <1 P1)
P edivm: Part; Copper Partrer port; Copper
Cable name:; | J
Cable Data
& Cable length: <100 m - [Signal delay time: 0.60 pz)
" Signal delay time [ps]:
Comment
Cancel Help

Figure 5-5  Interconnection and configuration of the port

The name both of the selected port as well as of its partner port with its PROFINET
devices is displayed in the "Port interconnection”.
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3. IF you wish to change the default values for the cable data, either click on the
"cable length" option field and select the desired value from the drop-down list,
or click on the "signal delay time" option field and enter the desired value.

4. Save the settings and end the dialog with "OK".

Object properties of a port

Alternatively, you can select a partner port via the "Properties" dialog box of a port.
By selecting the partner port, the neighborhood between the two ports is determined
and the properties of the cable can be edited.

1. Open the dialog by selecting the port of the module and double-clicking the
"Object properties" button or on the port itself.

2. Then select the "Topology" tab.

Properties - IM154-4PN - Port 1 (X2 P1)

General] Addresses  Topology letionsl

Port Interconnection

Local part: |SIM.-’-‘«TIC 30001 8D acking-Unit-2-24Part 1 (%2 P1]

b edivrm: Local port: Copper Partner port:

Cable nanne: | J
Partrers

Partner port; |.-’-‘my partner j

Alternating partner ports:

Cable Data
e Mot spectied <]
- oo

Cancel Help

Figure 5-6  Interconnection and configuration of the PROFINET interface

3. In the "Partner port" drop-down list, select the port with which you want to
interconnect the device or select the entry "Alternating partner port".

4. IF you wish to change the default values for the cable data, either click on the
"cable length" option field and select the desired value from the drop-down list,
or click on the "signal delay time" option field and enter the desired value.

5. Save the settings and end the dialog with "OK".
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Accept the topology of connected PROFINET devices in the topology editor

If the PROFINET 1O system has already been set up and the PROFINET devices connected,
these do not need to be first of all interconnected to a topology within the project, you can
simply import them into the project in just a few steps:

1. Start the topology editor
2. Click on the "Offline/online comparison" tab.
3. Click "Start" to import the PROFINET devices of your project.

The following Figure shows an example project in which PROFINET devices
have been imported.

-“: Topology Editor E

Table view | Graphic view Offline/online comparizon |

Configured topology [offline] Dretected topology [online]

Filter: IShow all devices j |1 30 devices found
Chiject name | Partrer port | C«| | Ohject name | Partrier port Cable dat ~
[#]- ETZ200ecaPM-205 - et200ecopn-201
[#]- ETZ200ecaPM-208 [#- et200ecopn-202
[F- ET200ecaoPh-207 - et200ecopn-203
[+]- ETZ200ecoPM-208 [F- et200ecopn-204
[=]- ETZ200ecoPM-209 - et200ecopn-205
Part 1 (¥1 P1) - et200ecopn-206
Fort 2 (%1 P2) [+]- Et2008c0pn-207
w1:51-3PK-HF -206-10° [#]- et200ecopn-203
Part 1 (%1 P1) E- et?00ecopn-209
Paort 2 (41 P2) Port 1 et?00ecopn-208 4 Part 2 S (0.00p
[+- IM1 51-3PN-HF-206-102 Port 2 im151-3pn-hf-206-101 \Part 1 10m (0.05
[+- IM1 51-3PN-HF-206-103 [=]-im1 31 -3pn-ht-2068-101
[+]- IM1 51-3PN-HF -206-104 Port 1 etZ00ecopn-209 4 Part 2 10m (0.05
[#]- 1 51-3PN-HF -206-1 05 Port 2 151 -3pn-h1-206-102 \ Port 1 S (0.00 4
[#]- IM151-3PM-HF -206-1 06 [+ im1 51 -3pn-hi-206-102
[#]- IM151-3PM-HF -206-107 [+ im1 51 -3pn-hi-206-103
[#- IM151-3PM-HF -206-103 [+ im1 51 -3pn-hi-206-104
[+- IM1 51-3PN-HF-206-103 [#-im151-3pn-hf-206-105 -
[#- IM1 51-3PN-HF -206-1 29 F | | j
[#]- IM151-3PM-HF -206-1 30
4 | | ﬂ fegign | Apply Enpoit... | Optionz... |
Cancel | Help

Figure 5-7  Comparison of the configured and imported topology

4. To import the topology of the PROFINET devices, select all ports of the detected topology
in the area "Detected topology (online)."

5. Click on the "Apply" button. The topology of the configured 10 system is loaded to the
project.

6. Save the settings and end the dialog with "OK".
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Result

The topological information of the respective PROFINET IO system is specified in the
topology editor and can be used for further amendments or additions to the project.
Once the topology has been loaded successfully, the color in both areas changes from
yellow to green.
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5.4 Configuring the real-time communication

541 Introduction

PROFINET IO system with configuration of the RT and IRT communication

10 Device 5 [ET 200S PN
10 system 1

PN
P1 P2

10 system 1

RT communication

|
|
|
|
|
|
[ :8 zogt‘;ﬂ"j' CPUAIXIRT | M5 Device 1 [ET 2008 PN
| Y 10 system 1 Scalance X204 IRT
10 system 1
I Sync master PN PN
| —l_l — ] L |
|
|
| 10 Device 2 [ET 200S PN 10 Device 3 |ET 200S PN 10 Device 4 |ET 200S PN
I 10 system 1 10 system 1 10 system 1
| PN PN PN
| P P2 3z Fi P2
| | |
L
-

10 Device 2 [ET 200S PN 10 Device 1 [ET 200S PN
10 system 2 10 system 2
PN PN
P
l |1

10 controller | CPU 41x IRT 10 Device 3 |ET 200S PN
10 system 2 10 system 2
PN @

PN
E F1 P2
||

Sync domain

10 Device 4 |ET 200S PN
10 system 2

PN
7 P2

RT communication IO system 2

Figure 5-8 = Example configuration of two PROFINET 1O systems with IRT and RT communication
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10 controller - sync master

10 system 1

10 controller |CPU 41x IRT

Sync master

PN Bl
P2

P2

10 controller - sync slave

10 controller |CPU 41x IRT

PN

10 system 2
PN
10 device - sync slave
10 Device 1 |ET 200S PN
10 system 1

Recommendation for configuring the RT real-time communication

® The more nodes a message frame must allow through from the 1O controller to the
IO device (line depth), the greater the response check time of the respective IO device
should be.

e |f the response check time remains on the setting selected by STEP 7, then the linear
depth can be up to about 50 IO devices with an update time of 2 ms. A higher update
time or an adjustment to the response check time allows for greater linear depth.

Note
Update time in STEP 7

The update time of the RT |10 devices is set by STEP 7 / HW Config in the default setting

of the mode for the update time ("automatic") to a minimum of 2 ms and the response
check time to 6 ms.

You can decrease the update time for each 10 device if you want to update your
PROFINET IO system in smaller intervals, whereby, for example, you can set a
"fixed update time" for specific IO devices.

Recommendation for configuring the IRT real-time communication

System Description

® STEP 7 makes available the best possible update time for IRT.

® STEP 7 sets the send clock to 1 ms as a default. This way, update times greater than or

equal to 1 ms will be achieved.

® Only if you require shorter update times than 1 ms for your application should you set the

send clock to the minimum required update time.
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Recommendation for configuring IRT with the "high flexibility" option

e |f you want to optimize the use of the transmission bandwidth without specifying a set
topology, you can adapt the parameter "Max. IRT stations in line" to the actual available
network topology of your system, as follows:

— Select the "PROFINET" tab in the "Properties" dialog box of the PN interface of the
10 controller.

— Clear the "System settings" check box.

— Inthe input field "Max. IRT stations in line", enter the number of 10 devices
being used.

Note
Optimum settings with set topology

e If you have configured "Set topology", the parameter already has its optimum
value.

¢ IRT with the "high performance" option always requires topology configuration.
Through the topology configuration, IRT with "high performance" reaches a
considerably better usage of the available bandwidths. Through this, higher linear
depths and shorter update times than with the "high flexibility" option of the IRT
are possible.
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In general:

System Description

5.4 Configuring the real-fime communication

If cable connections between two communication nodes from several PROFINET 10
systems are being used together, you can add up the communication loads of the
individual PROFINET 10 systems via the available transmission bandwidth. You should
therefore keep the cable connections for several PROFINET IO systems separate from
each other in order to achieve optimum update times.

If, nevertheless, you want to use mutual cable connections for several PROFINET IO
systems, you must increase the update times for those 10 devices which are positioned
behind mutually used communication connections. This way you prevent communication
overload.

Note
Topology and update time

To achieve the best possible update times, it is best if you select a star or tree topology.

Note
Failure of the sync master with IRT with "high flexibility" (example from image 5-8)

If the sync master, which is also simultaneously the 10 controller of the PROFINET 10

system 1, fails in this sync domain, this will have the following consequences for IRT with

"high flexibility":

e The IO devices in the PROFINET IO system 1 also fail because when the sync master
fails, your 10 controller also fails. (The output I/O of the IO device then issues
substitute values).

e The PROFINET IO system 2 continues to work with its IO controller.
e The communication of the PROFINET devices of system 2 is no longer synchronized.

e All PROFINET interfaces of the PROFINET devices in the sync domain report the
synchronization loss as a maintenance request.

e The exchange of the user data in the PROFINET IO system 2 is still possible, but
takes place without synchronization between the PROFINET devices (corresponds
then to a user data exchange as with RT).

Note
Failure of the sync master with IRT with "high performance" (example from image 5-8)

If the sync master, which is also simultaneously the 10 controller of the PROFINET 10
system 1, fails in this sync domain, this will have the following consequences for IRT with
"high performance™:

e The IO devices in the PROFINET IO system 1 also fail because when the sync master
fails, your 10 controller also fails. (The output I/O of the 1O device then issues
substitute values).

e The PROFINET IO system 2 continues to work with its IO controller.

e The synchronized PROFINET IO devices of the system 2 fail.

e The exchange of usage data in the PROFINET IO system 2 is only possible with the
unsynchronized PROFINET-IO devices. At the point in time of the failure of the sync

master, however, there may be short-term communication failures of the
unsynchronized PROFINET IO devices.
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5.4 Configuring the real-time communication

54.2 Configuring the IRT communication of individual devices

Configuring individual PROFINET devices in a sync domain - overview

If you want to configure the IRT communication of individual PROFINET devices,
proceed as follows:

1.

198

You insert the 10 controller in your project and configure it. PROFINET devices
for which you configure IRT communication must support IRT with your selected option
("high flexibility" / "high performance").

You configure the IRT communication for the 10 controller by setting the RT class to IRT.

You add a PROFINET device to the Ethernet of the IO controller and configure it as
usual.

You configure the IRT communication for the added PROFINET device by setting the
RT class to IRT and selecting the desired IRT option.

Establish the send clock and the reserved communication traffic for the IRT data for the
respective sync domain.

If you have selected the IRT with the "high performance” option,
the topology configuration is necessary.

Download the configuration to the device.

Note
Rules for setting up a PROFINET IO system
e Only devices with the same IRT option may be configured within a sync domain.

e Please note the setup recommendations in chapter Setup recommendations for
optimizing PROFINET (Page 173).

System Description
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5.4 Configuring the real-fime communication

m Statiom  Edit Insett PLC  Wiew Opbons  Window  Helo -
V| dndn | D3RR N2
~
FROFINET 10: PROFINET-0-System [100]
M
¥
0 v
Slot Module ... | Order number Fi.]MW. 11..]0. Eomm...J
1 PS5 405 42, EES7 405-0DA00-0440 -~
2 CPU 416-3 PN/DF |6ES57 416-3E506-0ABD |VE.0(2
IF1 —
A7 AELE £ | 7&ER
AT AT JE7H
AEFLR At 7 JE7H
AEFER At JE7H
4 2
Press F1 to get Help, il 2

Figure 5-9 Initial example with configured 10 controller

Configuring the 10 controller in the default sync domain
As the first PROFINET device, you configure the 10 controller in the (default) sync domain.

System Description
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Procedure in HW Config

1. Open the "Properties" dialog box of the PN interface by double-clicking the PN interface
symbol (X3 PNIO).

2. Configure the 10 controller as a sync master. To do this, change the synchronization
table of the 10 controller to "sync master". STEP 7 automatically adjusts the RT class and
IRT option of the IO controller to the setting selected in the devices.

Properties - PN-10 (R0/S2.3) X]
tedia Redundancy ] Time-of-Day Spnchranization ] Options ]
General |  Addesses | PROFINET | IDevice Synchronization

Farameter Walue
=3 Configuration

[#] Synchronization rale Sync master

[E] Marme of sync domain syncdomain-default

—HF RT class RT;IRT
[Z] IRT aption high performance

Cancel Help

Figure 5-10  Configuring the PROFINET interface

3. Save the settings and end the "Properties" dialog box with "OK".
4. Insert an IO device from the hardware catalog in the PROFINET 1O system.

5. Open the "Properties" dialog box of the respective 10 device by double-clicking the
PN IO-interface.

6. The "Properties" dialog box of the respective IO device then opens.

7. Configure the IO device as a sync slave. To do this, change the synchronization table of
the 10 device to "sync slave". STEP 7 automatically changes the RT-class from "RT" to
"IRT". Depending on the planned configuration, change the IRT option to "high
performance” or to "high flexibility".

8. Save the settings and end the "Properties" dialog box with "OK".

9. Repeat steps 5 and 9 for all other 10 devices you want to synchronize.
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Result: You have configured the sync domain with PROFINET 10 system

Using the "Domain management" dialog you can check the settings of the PROFINET 10
system. You open the dialog by selecting "PROFINET 10 domain management ..."
from the shortcut menu of the PROFINET 10 system.

Domain management - PROFINET 10

Syne Domain | MAP Domain |

— Sync Daomain
Sync domain: | syncdomain-defaul | Hew I Delets Edit
Serd clock time [ms},  0.500 Li Details... I

- Nodes

Station / 10 system l
10-Controller 4 PROFIMET-10-Spetem (100)

fidd Remove i
Station / Device Mame | Synchronization Fole | RT Clasz l IRT Option I
10-Controller £ PM-I0 Sync mazter RT.IRT high flexibility, high perform..,
10-Controller £ [M151-3FH Syne slave IRT high performance
10-Controller # [M151-3PH-1 Syunc slave IRT high performance
10-Cantraller / 1M151-3PM-2 Sync slave IRT high performance
[evice Properties .. i
- Modules

Dizplay... |
(0] 4 I Cancel l Help

Figure 5-11 PROFINET IO system in sync domain "syncdomain default"

The PROFINET IO system in the example consists of a CPU 319-3 PN/DP and a
distributed 1/0 device ET 200S.

See also
Setup recommendations for optimizing PROFINET (Page 173)

Isochronous real-time (Page 67)
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543 Configuring the IRT communication of a PROFINET 10 system

Configuring a sync domain via the "Sync Domain management" dialog - overview

If you want to configure the IRT communication for the user data exchange of a
PROFINET IO system, proceed as follows:

1. As before, you configure stations with PROFINET 10 controllers and PROFINET IO
devices. PROFINET devices for which you configure IRT communication must support
IRT with the desired IRT option.

2. You configure a sync domain and set up for each individual PROFINET device its
synchronization role in the sync domain. An 10 controller or a switch is configured as a
sync master, all other PROFINET devices of the sync domain you assign the role of a
slave.

3. If you have selected the "high performance" option, now you can configure the topology.

4. Establish the send clock and the reserved communication traffic for the IRT data for the
respective sync domain.

5. Download the configuration to the PROFINET device.

Note
Rules for setting up a PROFINET IO system

o We recommend also operating the 10 controller as a Sync-Master if you configure
the IRT communication with the option "high performance". Otherwise, IRT and RT
configured devices may fail if the sync master fails.

e Please note the setup recommendations in chapter Setup recommendations for
optimizing PROFINET (Page 173).
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Conditions for configuring the default sync domain

You have configured a PROFINET IO system with IRT-capable PROFINET devices
(example in the following graphic) and opened the configuration in HW Config.

B2 HW Config - [SIMATIC 300{1) (Configuration) -- Project example IRT] M=E3
Eﬂ] Sktation Edit  Insert PLC  Wiew Cptions  Window Help - g x
D6 S e mba O 5w
_________________________ v ]
1 PS5 307 104 ~ Eind: dat| i
2 CPU 3193 PN/D : 10
2z o Ethernet(1 | PROFINE T-0-Syster [100] brofie [Stamdmd -
P
e J T ET200] [FiaeT200] | ET200e : ,ﬁ,ﬁlgg ﬁggg:gﬁg E: &
it ] | | o - 38 PROFINET IO
E kS| (1 Additional Field De
1 +-([] Gateway
5 +-Z0 HMI
5 3 M -7 140
£ 4 +-[_7] Metwork Compone
+-[_7] Sensors
o [ SICAS
o[ SIMATIC 300 v
< >
1 B2 192.168.0.2  |[ET200ecoPN  |6ES7 |V6.0[8184Activ PROFINET 10-System e
z B2 192.168.0.5 __ |ET-200pro GES7 |V5.0(3180Acti
3 w 192168.04  |ET-2005 GES7 V608175 Act h
Press F1 ko get Help, Chg

Figure 5-12 Example - configuring a PROFINET IO system

Configuring a PROFINET IO system in the default sync domain

STEP 7 uses the default sync domain with the name "syncdomain-default"
(name cannot be chosen). This is permanently available and cannot be deleted.

System Description
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Procedure in HW Config

1. Open the "Domain management" dialog box. In the HW Config, under the shortcut menu
of the PROFINET IO system (railway tracks) select the menu command
PROFINET IO Domain Management.

Ethemet(1]); PROFIMET0-System [100]

| s

= Sunc Domain-

NG domain-detault

Sync domain:

Mew

Find:

Prafile: J Standard

-2 PROFIBUS DP
22 PROFIBUS-PA
=B PROFINET 10

[ 7] Additional Field Devices

Send clock time [me]: ]

TThs It

Modes -

Press F

Station /10 Systemn

SIMATIC 300(1) # PROFINET-0-Spstem [100]

|

Station / Device Mame J Sunchronization Role ] RT Clazs I IRT Option

SIMATIC 300[1] / ET-2005 Sunc slave IRT high flexibility
SIMATIC 300(1] / ET200ecaPM Sync slave IRT high flexibility
SIMATIC 30001] / ET-200pro Unzsynchronized RT

SIMATIC 30001] / PM-I0 Unzynchronized RT

- Modules:
Dizplay...
Cancel Help

Figure 5-13 Sync domain management

204

The name of the sync domain is automatically assigned by STEP 7 with
"syncdomain-default" when the first sync domain is configured. Alternatively you can
create further sync domains. Find out how to set up a new sync domain in the section
"Setting up all sync domains".
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2. First of all, configure the sync master. Double click on the 10 controller that is to be

configured as the sync master (in the example, "SIMATIC 300(1)"). Alternatively, select
the 10 controller and click on the "Properties" button. The "Properties" dialog box of the

respective |O controller then opens.

Sync Domain

~ Sync Domain -

Sync domair:

Send clock. time [ms]:

szncdomain-default LJ Mew J Lrelete I

1,000 Device properties - PN-10 [EJ

Sunchronization l

Modes -
Parameters | Malue

Station /10 System =] {23 Configuration

SIMATIC 300(1] / PROFINET-I0-System |-[£] Mame of the sync domain syncdomain-default
|-[£] Device name PRI
|[Z] Station SIMATIC 300(1)
| E] I} syskem PROFINET-IO-5ystem
1-[£] Synchronization role SN master
=y IRT

[£] IRT option high Flexibility

Station / Device Mame

SIMATIC 20001) 4 PN-1O
SIMATIC 30001) # ET-2005
SIMATIC 30001) / ET200ecoPM
SIMATIC 30001) 4 ET-200pro

Device Properties ..

Cancel Help

Figure 5-14  Settings for an 10 controller for IRT operation

System Description

3. Set the synchronization role to "sync master". The RT class automatically changes
STEP 7 from "RT" to "IRT".

4. Save the settings and end the "Properties” dialog box with "OK".

5. Now configure the sync slaves. In the "Domain management" dialog box, select the

10 devices that are to be configured as the sync slave and then open the "Properties”

dialog box of the respective 10 device with a double click.

6. Set the synchronization role to "sync slave". The RT class automatically changes from

"RT" to "IRT".
7. Adjust the desired IRT option.
8. Save the settings and end the "Properties" dialog box with "OK".

9. Configure the topology if you have selected the IRT option "high performance”.
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Result: The default sync domain is configured with the PROFINET IO system

The example shows the distributed 1/0 system ET 200pro that is not to be synchronized.
You can configure both synchronized and non-synchronized PROFINET devices in the same
PROFINET IO system. The non-synchronized PROFINET device is not a node on the sync
domain.

Setting up sync domains

You have the option to configure additional sync domains alongside the default sync domain.
The procedure is similar to that for configuring the default sync domain.

Procedure in HW Config

1. Create a new sync domain. Open the "Domain management" dialog box in the shortcut
menu of your PROFINET 10 system and click on the "New" button. A further sync domain
is set up with the default name "sync domain 1" set by the STEP 7.

Domain management - Ethernet(1)

Sync Domain

Sync Domain

Sync domair: |S_I,Jnc-dnmain-1 j Mew | Delete Edit... |

Cmimd Almml bees Tees 1 | | |

2. If required, change the name of the sync domain. To do this, click "Edit". The "Edit sync
domain" dialog box opens. You can change the default name in this (in the "sync domain
new" example).

Sync Domain

- Sync Domain -

Sync domair: sznc-domain-'l j MNew J Delete I Edi... J

Send clock time [mz]; | r Edie g ple Vunlil

Mame of sync domain; |sync-dnmain-nev\1
MNodes -

Station / 10 System

Cancel

3. Save the settings and close the "Edit sync domain" dialog box with "OK".
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4. Add the required PROFINET IO system(s) for the recently set-up sync domain.
Click "Add" to do this. The "Add station / |0 system" dialog box then opens.

Domain management - Netz - Maschineneinheit

Sync Domain
— Spnc Domain
el |syne-domainew =l New | Delete | Edi...
Send clock time [ms]  |1.000  REE LRI ERL FAEESLA ] |£|
~ Modes Station / 10 System i

10-Controller2 # PROFIMET-10-Spstem (100)
10-Controller # PROFIMET-10-Spetem (100)

Station /10 System

Add... Remo

Station / Device Mame Option |

ok, Cancel I Help

Figure 5-15 10 subsystem on a new sync domain
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5. Select the respective PROFINET IO system

(in the "IO controller 2 / PROFINET 10 system" example).

6. Save the settings and close the "Add station / 10 system" dialog box with "OK".

Domain management - Ethernet

Sync Domain ]
Sync Domain

Sync domain:

Send clock. time [ms]:

MNodes

sync-domain-new Mew | Delete Edit...

Station /10 System

10-Cantraller? / PROFIMET-10-System [100]

Add... Remove |
Station / Device Name | Spnchronization Role | RT Clazs IRT Option
10-Controller2 # ET-200pro2 Ungynchionized RT
10-Controller2 # ET-2005-2 Ungynchionized RT
10-Controller2 # PM-10-1 Ungynchionized RT

Figure 5-16 PROFINET IO system in sync domain "sync domain new"

Procedure for IRT configuration in HW Config

If required, for each PROFINET device, carry out the settings for the IRT mode.

1.

Double click on the IO controller that is to be configured as the sync master.
The "Properties” dialog box of the respective 10 controller then opens.

Set the synchronization role to "sync master". The RT class automatically changes
STEP 7 from "RT" to "IRT".

3. Save the settings and end the "Properties" dialog box with "OK".

Mark all the 1O devices that should be configured as sync slaves. Click on the
"Device properties" button. The "Properties” dialog box of the respective 10 device
then opens.

Set the synchronization role to "sync slave". The RT class automatically changes from
"RT" to "IRT".

6. Adjust the desired IRT option.

7. Save the settings and end the "Properties" dialog box with "OK".

Configure the topology if you have selected the IRT option "high performance”.

Result: Sync domain new with PROFINET IO system

Save the settings and close the "Domain management" dialog box with "OK".
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Deleting the sync domain

Once you have configured further sync domains alongside the available sync domain,
you can delete these in the "Domain management" dialog box.

Requirements for deleting

Alongside the standard default sync domain, you have configured at least one further
sync domain. In this example, the name of the sync domain that is to be deleted is
"syncdomain-new".

Procedure in HW Config
1. Select the Edit > PROFINET IO > Sync domain management menu command.
2. In the drop-down list, select the sync domain you want to delete.

3. Click "Delete". PROFINET IO systems of the deleted sync domain will be assigned to the
default sync domain "syncdomain-default".

Result: The "syncdomain-default” also contains the PROFINET IO system of the deleted sync domain

Save the settings and close the "Domain management" dialog box with "OK".

NOTICE

Inconsistency on account of two sync masters

After you have deleted the sync domain, the default sync domain with the two
PROFINET IO systems also contains two sync masters. As only in each case one sync
master may exist in a sync domain, one of the two sync masters must be configured as
a sync slave.

See also

Isochronous real-time (Page 67)
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544 Establishing the send clock of the PROFINET 10 system

Setting up the send clock

You have the option to establish the send clock for each individual sync domain in order to
achieve an optimum coordination of the transmission bandwidth to the data volume.
Dependent on the PROFINET devices of the respective PROFINET 10 systems, STEP 7
calculates the possible values that can be set.

Prerequisites for setting the send clock
You have already configured a PROFINET 10 system or an IO controller.

Procedure in HW Config

1. If the "Domain management" dialog box is not already open, in HW Config select
from the shortcut menu of the 10 subsystem (railway tracks) the menu command
PROFINET IO Domain Management.

2. In the "Send clock (ms)" drop-down list, select one of the default send clocks.

3. Save the settings and close the "Domain management" dialog box with "OK".
Result: The PROFINET 10O system of the sync domain is established on a send clock

Tip: Optimizing the data transmission

STEP 7 calculates the optimum value for the update time. If you configure individual

10 devices with an update time that differs from the default update time, you can set the
update time for each individual PROFINET device. The update time corresponds to a
multiple of the send clock.

Setting the reserved transmission bandwidth for IRT

You have the option of establishing the reserved transmission bandwidth for IRT data
as a proportion of the maximum reservable transmission bandwidth for cyclic user data
communication. The proportion is specified in percent (%).

In doing so, the maximum transmission bandwidth set by the system for cyclic data may
not be exceeded by the reserved transmission bandwidth for IRT plus the transmission
bandwidth that is required for the cyclic data in the free transmission bandwidth

(RT communication).

Requirements for setting up the IRT communication traffic

You have already configured the respective PROFINET 10 system on a sync domain.
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Procedure in HW Config

1. If the "Domain management" dialog box is not already open, then open it. In the
HW Config, under the shortcut menu of the 10 subsystem (railway tracks), select the
menu command PROFINET 10 Domain Management.

2. Click "Details".

3. In the "Upper limit for IRT" drop-down list, select one of the default values (in %).
STEP 7 offers a selection: 0, 10, ... 100.

b asimurm bandwidth for cpclic data; ;250.000 pe
Bandwidth uzed for cpclic data; 133.322 pe
Bl Free bandwidth for TCPAR: [466.675 b
250000 ps
WE ) 7m000 s

i~ Zyklizche Daten

Uppe limit for IRT: |75.000 ps = 30 | =
. Calculated allocation for IRT 125.282 15 PROFIMET-0-System [100]
[ calculsted sliocation for AT:  [7.040 ps  PROFINET-O-System [100)

ak. Cancel Help

Result: Reserved communication traffic for IRT data

Save the settings and close the "Domain management" dialog box with "OK".

Note
Bandwidth reservation and standard communication

The available transmission bandwidth for the standard communication can be enlarged
by reducing the reserved transmission bandwidth for IRT data to the necessary degree.
HW Config calculates the required transmission bandwidth for IRT data based on the
configuration.

Additional information

You can find additional information on IRT communication in chapter Isochronous real-time
(Page 67).
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5.5 SIMATIC NCM PC

SIMATIC NCM PC configuration tool

SIMATIC NCM PC is a version of STEP 7 tailored for PC configuration. It offers the full range
of STEP 7 functions for PC stations.

SIMATIC NCM PC is the central tool for configuring the communication services for your
PC station. The configuration data generated with this tool must be downloaded to the
PC station or exported. This makes the PC station ready for communication.

SIMATIC NCM PC and STEP 7 are compatible with one another.

® You can open and edit projects you have created with SIMATIC NCM PC at any time in
STEP 7/SIMATIC Manager. where you will find the additional functions for programming
and configuring the S7 stations.

® You can open projects you have created with STEP 7/SIMATIC Manager at any time in
SIMATIC NCM PC. You can edit existing PC stations and create new PC stations. You
can configure the communication links for these PC stations to the existing S7 stations.

NCM PC can use STEP 7 project data

The restrictions in SIMATIC NCM PC relate to the types of station that can be configured.
You can only configure and program S7 stations in STEP 7.

The station types that can only be configured in STEP 7 are, however, available as target
stations for configuring a connection once the project has been imported into
SIMATIC NCM PC.

The OPC server can also use the symbol files created for the S7 stations.
The relevant settings are made when you configure the OPC server.

A project that has been "re-edited" in SIMATIC NCM PC can be opened again in
STEP 7 and edited at any time.

STEP 7 provides additional functions for test and diagnostic purposes.
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Functions
To configure a PC station, use the following functions:
® (Create and configure components of the PC station
® Configure the communication properties of the SIMATIC NET OPC server
e Configure connections
e Adopt the symbols from the SIMATIC S7 configuration
® Configuring DP and PROFINET operation
e Network parameters for operating PROFIBUS and Industrial Ethernet
® Download configuration data to the PC stations
e Store configuration and project engineering data in a file

e Monitoring the communication with connected S7 stations using NCM diagnostics

Additional information

For more detailed information, see the Commissioning industrial communication
SIMATIC PC stations - Manual and Getting Started
(http://support.automation.siemens.com/\WWW/view/en/13542666) manual.

See also
SIMATIC PC stations (Page 34)
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5.6 Address assignment

5.6

5.6.1

Addresses

214

Address assignment

Addresses

All PROFINET devices are based on the TCP/IP protocol and therefore require an
IP address in order to be used on the Ethernet.

To simplify configuring, you will be prompted only once to assign an IP address, namely
when configuring the 10 controller in STEP 7 / HW Config.

In this case, STEP 7 opens a dialog in which you can select the IP address and the Ethernet
network. If the network is isolated, you can accept the IP address and subnet mask
proposed by STEP 7. If the network is part of an existing Ethernet company network, obtain
the information from your network administrator.

Note
Obtain IP address using a different method
Some CPUs offer the option "Obtain IP address using a different method" in the dialog for

setting the IP address. More information about his can be found in chapter:
Different Method to Obtain IP Address / Device Name (Page 221)

The IP addresses of the IO devices are generated by STEP 7 and assigned to the

10 devices when the CPU starts up. In addition to this, with independent 10 devices,
e.g. SCALANCE X, S7 300 CPs, there is option to obtain the IP address not during the
startup from the 10 controller but already beforehand in a different way

(refer to chapter Assigning a device name and IP address (Page 218)).

The IP addresses of the IO devices always have the same subnet mask as the 10 controller
and are assigned by the IP address of the 10 controller in ascending order. The IP address
can be changed manually, if necessary.
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Device names

5.6 Address assignment

Before an 10 device can be addressed by an IO controller, it must have a device name.
In PROFINET, this method was selected because it is simpler to work with names than
with complex IP addresses.

The assignment of a device name for a specific IO device can be compared to setting the
PROFIBUS address of a DP slave.

When it ships, an 10 device does not have a device name. An IO device can only be
addressed by an 10 controller, for example for the transfer of project engineering data
(including the IP address) during startup or for user data exchange in cyclic operation,
after it has been assigned a device name with the programming device/PC .

Note
Obtain device names with a different method
Some CPUs offer the possibility to "obtain device names with a different method". More

information about his can be found in chapter: Different Method to Obtain IP Address /
Device Name (Page 221)

An exception to this is the PROFINET functionality "Device replacement without removable
media / PD" In the case of IO devices for which "Device replacement without removable
media / PD" has been configured, the device name of the 10 controller is assigned on the
basis of the topological configuration.

Alternatively, the device name can be written in the PD directly to the Micro Memory Card.

Structured device names

Device number

System Description

You can structure the device names using DNS conventions.

These conventions are defined by "Internationalizing Domain Names in Applications (IDNA).
According to this, device names are written in lower case.

The "domain name system" (DNS) is a distributed database (http://iana.org), which manages
the name space on the Internet. To structure the names, you use the period (".").
The hierarchy is shown in descending order from right to left.

...<Subdomain name>.<Domain name>.<Top-level domain name>

In addition to the device name, STEP 7 also assigns a device number beginning with "1"
when an 10 device is plugged in.

This device number can be used to identify an 10 device in the user program
(for example SFC 71 "LOG_GEOQ"). In contrast to the device number, the device
name is not visible in the user program.
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See also
Device replacement without removable media / PD (Page 73)
Configuring a topology (Page 190)
Prioritized startup (Page 75)

5.6.2 IP and MAC address

Definition: MAC address

Every PROFINET device is assigned a worldwide unique device identifier at the factory.
This 6-byte long device identifier is the MAC address.

The MAC address consists of:
® 3-byte vendor identifier and
e 3-byte device identifier (consecutive number).

The MAC address is normally printed on the front of the device: e.g. 08-00-06-6B-80-CO0.

IP address

To allow a PROFINET device to be addressed as a node on Industrial Ethernet, this device
also requires an IP address that is unique on that network. The IP address is made up of

4 decimal numbers with a range of values from 0 through 255. The decimal numbers are
separated by periods.

The IP address is made up of the following:
® Address of the network and

® Address of the node (generally called the host or network node).

Subnet mask

The bits set in the subnet mask decide the part of the IP address that contains the address
of the network.

In general the following applies:
® The network address is obtained from the IP address AND the subnet mask.

® The node address is obtained by an AND NOT operation on the IP address and subnet
mask.
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Example of the subnet mask
Subnet mask: 255.255.0.0 (decimal) = 11111111.11111111.00000000.00000000 (binary)
IP address: 192.168.0.2 (decimal) = 11000000.10101000.00000000.00000010 (binary)

Where: the first 2 bytes of the IP address determine the network - i.e. 192.168.
The last two bytes address the node, i.e. 0.2.

Tools for assigning the IP address

You assign the IP address with vendor-specific software, for example STEP 7. You can also
assign the IP address for network components using the Primary Setup Tool (PST). A free
Download (http://support.automation.siemens.com/\WW/view/en/19440762) of the Primary
Setup Tool can be found on the Internet. On the Internet, you will also find a list of devices
for which the PST is approved.

IP address assignment when replacing an 10 controller with removable media / PD

The following is contained on the memory card (removable media, e.g. Micro Memory Card)
and the FLASH memory card of the programmable logic controllers (PLC):

® On the IO controller: Device name and |IP address
® On the 10 device: Device name

The device name is contained on the C-Plug for IE/PB links, PN 10 and for switches
(in the SCALANCE X series, for example).

The CPs set the IP address on the memory of the CPU. This means that you do not require
a C-PLUG for the device exchange.

The device name and the IP address are transferred during the startup of the CPU in the
system data block (SDB).

If you remove the memory card / C-Plug from a PROFINET controller and plug it into a
different PROFINET device, you will transfer the device-specific information and the
IP address to the device.

If an 10O device has to be replaced in its entirety due to a device or module defect, the

IO controller automatically assigns parameters and configures the new device or module.
The cyclic exchange of user data is then restarted. In addition to this, before the network on
of the 10 device, the Micro Memory Card with the valid name is removed from the faulty

IO device and added to the exchanged device.

The MMC card / C-Plug allows modules to be replaced without a programming device/PC
in the event of a fault in a PROFINET device. You can also transfer the device data from the
PC/PC directly to the MMC (for the ET200S/PN 10 device, for example).

IP address assignment when replacing an 10 device without removable media / PD

Specific PROFINET devices, like, for example, the distributed 1/O ET200 ecoPN, have no
module slot on account of their construction type. These PROFINET devices and some
others support the PROFINET functionality "Device replacement without removable media /
PD" For additional information, see Device replacement without removable media / PD
(Page 73).
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Default router

The default router is used when data has to be forwarded via TCP/IP to a partner located
outside the actual network.

In STEP 7, the default router is named Routerin the "Properties" dialog box. The
"Properties" dialog box is opened with the menu command Properties Ethernet interface >
Parameter > Gateway. STEP 7 assigns the local IP address to the default router by default.

The router address that is set on the PROFINET interface of the 10 controller is
automatically transferred for the configured 10 device.

5.6.3 Assigning a device name and IP address

Assigning an IP address and subnet mask for an 10 controller the first time
There are four options:

1. If your PROFINET device is equipped for a memory card (MMC), plug the MMC into your
programming device/PC and save the hardware configuration together with the
configured IP address on the MMC. Then insert the MMC into the PROFINET device.
When you plug in the MMC, the PROFINET device automatically adopts the IP address.

2. Connect your programming device/PC to the same network as the relevant PROFINET
device. The interface of the PD/PC must be set to TCP/IP (Auto) mode. During the
download, first of all display all available nodes via the "Available nodes" download dialog
box. Select the target device via its MAC address and then assign its IP address before
you download the HW configuration including the configured IP address
(IP address is saved retentively).

3. If your PROFINET device has an MPI or PROFIBUS DP interface, connect your
programming device/PC directly to the PROFINET device via the MPI or PROFIBUS DP
interface. From STEP 7, assign an IP address to the device (actually assigned when the
hardware configuration is downloaded).

4. Assignment of the IP address "with a different method": The addresses can be assigned
through STEP 7 "Edit Ethernet participant”, the primary setup tool or also through the
user program (SFB104).

Assigning device names for IO devices where the PROFINET Function
"Device replacement without removable media / PD" has been configured.

For 10 devices that already have the PROFINET Function "Device replacement without
removable media / PD" configured, it is not necessary to assign the device name in the case
of a device replacement. For additional information, see Device replacement without
removable media / PD (Page 73).

Commissioning a PROFINET interface

Further details of how to commission a PROFINET interface can be found in the operating
instructions for the PROFINET devices from the SIMATIC family.
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Assigning a device name and address for an 1O device
(exception in the case of PROFINET Function device exchange without media change/PG)

The following graphic illustrates the process for assigning the device name and address.

1. Each device is given a technological

Ethernet (1): PROFINET 10 system (1) name (turbo 3);

% T T Y STEP 7 automatically assigns an |P

I[ OPC Server address
ET 200pro ET 200pro
CIEEREE 2k
8 v] © QZ”E : : EE——
Turbo 4
Turbo 3
SCALANCE]|
ET 200S X 204

% SRTE
EEEES

Extruder -1 [Distributor -5

2. Device name is assigned to an IO device
(MAC address);
write device name to device

3. Load configuration
to 10 controller

10 controller

[

PROFINET
Industrial Ethernet

al

4. 10 controller allocates IP
addresses to devices names
during startup

10 devices

Ol MTEER

¢ fun for

=0

MAC addr 1 ———
MAC addr 2

Figure 5-17 Principles: Assigning the device name and address

In STEP 7, a device name is assigned to every 10 device. You can change the name and
IP address manually.

You have two options for downloading configured data to the PROFINET device:
1. Offline with a Micro Memory Card:

Place the configured data (device name: e.g., Turbo 3) for the 10 device in the MMC in
the PD/PC. Do this using the STEP 7 "Save device name to memory card" function.
Then insert the MMC into the PROFINET device. The device automatically adopts the
configured device name.

2. Online with programming device/PC:

Connect the programming device/PC directly to the Ethernet subnetwork via the
PROFINET interface. In STEP 7, use the MAC address of the respective 10 device to
select and download the configured data (device name, e.g. Turbo 3) to the
PROFINET device.

The 10 controller recognizes the 10 device by its device name and automatically assigns
the configured IP address to it.
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Tip: Identification of the PROFINET device in the control cabinet

PROFINET IO devices must be assigned a device name when they are started for the first
time. In STEP 7 / HW Config, you can make the LINK LED of a PROFINET IO device you
are naming flash using PLC > Ethernet > Assign Device Name. This allows you, for example,
to clearly identify the PROFINET IO device among several identical devices in a control
cabinet.

Assigning device names for 10 devices where the PROFINET Function
"Device replacement without removable media / PD" has been configured

If an 10 device supports the PROFINET Function "Device replacement without removable
media / PD" and this function is configured in the 1O controller, then, from the default
neighbor relationships established from by the set topology and actual neighborhood
relationships established from the real PROFINET devices, the device can identify the

10 controller without names and then assign the configured name and the configured

IP address and record it in the user data traffic (refer also to chapter Device replacement
without removable media / PD (Page 73)).

IP address assignment for special IO devices

Special 10 devices, e.g. SCALANCE X, S7 300 CPs, support the option of assigning the

IP addresses not from the 10 controller during startup. In this case, the IP address is
assigned in a different way. For additional information, refer to the manual of the respective
PROFINET device of the SIMATIC device family.

Requirements for extra procedures for assigning IP addresses

If the 1O device, as described above, should not obtain the IP address from the IO controller,
then proceed as follows:

® Download your project to the HW Config.
e Open the "Properties" dialog box for the respective PROFINET device.

e Disable the "Assign IP address via |0 Controller" check box under the "General" tab.

Note
IP address with 10 device and 10 controller

The IP address for the subnetwork of the IO device must comply with the IP address of
the 10 device.

System Description
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Extra procedures for IP address assignment

See also

NCM PC

CLl

BOOTP

PST (Primary Setup Tool)
DHCP

IP and MAC address (Page 216)
Addresses  (Page 214)

5.6.4 Different Method to Obtain IP Address / Device Name

Introduction

Special applications such as mass produced machines or print feeders require new methods
for obtaining the device names and IP addresses. The background here is the desire for a
machine that can be commissioned locally at the customer's facility without needing STEP 7
or other tools.

Options for assigning IP addresses and device names

Apart from the known address and device name assignment in the "General" and
"Parameters" tabs of the PN 10 interface, there are three other ways in which the IP address
and name can be obtained:

Procedure

System Description

Assignment by the user program through SFB 104.

Assignment when downloading the configuration to the target system in the
"Select Node Address" dialog box.

Assignment by the menu command: Target system > Ethernet > Edit Ethernet Node
or through the primary setup tool.

Device name: Select the "Use different method to obtain device name" check box on the
interface of the PROFINET device.

IP address: Select the "Use different method to obtain IP address" check box on the
"Parameters" tab of the Properties - Ethernet Interface dialog.

Note
Gateway

If the "Use different method to obtain IP address / device name" is used in a
PROFINET device, the corresponding PROFINET device cannot be used as gateway.
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5.6.5

Retentivity of IP address parameters and device names

The retentivity of IP address parameters and device names depends on how the assignment
occurred. The non-retentive, temporary assignment means:

® |P address parameters and device names remain valid until the next NETWORK OFF or
permanent deletion. After NETWORK OFF / NETWORK ON or permanent deletion,
the CPU is only accessible through the MAC address.

® |oading a temporary IP address also deletes the retentive, saved IP address parameter.

Retentivity behavior depending on the assignment method

Assignment of IP address parameters and device names

Retentivity

Standard method:

Fixed assignment in
STEP 7

IP address parameter / device name if assigned during
configuration in STEP 7.

With the loading of the configuration on the CPU, the IP address
parameter / device name are also saved in the CPU.

Fixed assignment of
settings "Different method
for obtaining IP address
parameter / device name"

IP Address parameter / device name are assigned through DCP
(Discover and Configuration Protocol):

e Through a setup tool like PST or in STEP 7, for example,
through "Edit Ethernet Node".

e Through the higher-level 10 controller if the CPU is operated as
an |-device with a prioritized startup.

Data are retentive:

e with POWER OFF /
POWER ON

e after permanent
deletion

o after deleting the
configuration (SDBs)

e after removing the
MMC

Temporary assignment in
STEP 7

IP Address parameter / device name are assigned through DCP
(Discover and Configuration Protocol):

o With an automatic IP address assignment through "Reachable
nodes" in STEP 7, if the CPU does not yet have an IP address.

Temporary assignment of
the setting"Different
method for obtaining

IP address parameter /
device name"

IP Address parameter / device name are assigned through DCP
(Discover and Configuration Protocol):

o With the IP address assignment through the higher-level
controller to the I-device if the I-device is not run with a
prioritized startup.

Data is not retentive:

Assignment in the user
program

IP address parameter / device name are assigned in the user
program through SFB 104. The retentivity of the IP address
parameter / device name can be determined in the corresponding
parameter dataset.

Retentivity
corresponding with the
determinations in the
parameter dataset

222
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Resetting the IP address parameters and device names
Retentive IP address parameters and device names can be reset as follows:
® Through "Reset to factory settings"

® Through a Firmware update

NOTICE
e Through the temporary assignment of IP address parameters / device names,
a reset of retentively saved IP address parameters/device names occurs.

e With a fixed assignment of IP address parameters/device names, previously
retentively saved parameters are replaced with the newly assigned parameters.

NOTICE

Reuse of devices

Execute the "Reset to factory settings" before you install a device with retentive
IP address parameters / device names in different subnetworks / systems or before
you place it in storage.
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5.7

Content of this section

Diagnostics in PROFINET 10

This chapter contains the following information:

® How the diagnostics mechanism in PROFINET 10O works
e Diagnostics support by STEP 7 / NCM PC

e Evaluation of the diagnostics message in the user program

® Diagnosing the network infrastructure

® Diagnosing from the LED states of a PROFINET interface

Diagnostics overview

224

You can proceed as follows for the diagnostics:

® Respond to an error (event-driven diagnostics, evaluation of interrupts)

® Check the current status of your automation system (status-driven diagnostics)

Just like PROFIBUS DP, PROFINET IO also has various options.
The following table lists the most important options for accessing diagnostic information.

Table 5- 1

Diagnostics overview

Diagnostic options

Benefits

You will find the information in
section...

Online diagnostics with a
programming device/PC/HMI
device

This allows you to evaluate the
current status of your
automation system.

Support by STEP 7/NCM PC
(Page 228)

Reading system status lists
(SSLs) in the user program

The SSLs will help you to track
down an error.

Evaluation of Diagnostics in the
User Program (Page 233)

Reading diagnostic data records

You can obtain detailed
information about the type and
source of faults by reading the
diagnostic data records.

Evaluation of Diagnostics in the
User Program (Page 233)

Signaling of system errors

Diagnostics information is
displayed in the form of
messages on the HMI device or
web server.

Support by STEP 7/NCM PC
(Page 228)

SNMP

With this protocol, you can run
diagnostic checks on the
network infrastructure

Network infrastructure
diagnostics (SNMP) (Page 237)

Diagnostic interrupt

This is used to evaluate
diagnostics in the user program

Evaluation of Diagnostics in the
User Program (Page 233)

Web server

Diagnostic information can be
comfortably retrieved in a
standard web browser.

Diagnosing using the web
server (Page 237)
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System Manual, 03/2012, ASE00298288-06



PROFINET /O System Engineering
5.7 Diagnostics in PROFINET /0

See also
Status and error indicators: CPUs with PN interface (Page 236)

5.71 Basic principles of the diagnostics in PROFINET IO

Totally Integrated Diagnostics Concept
PROFINET IO supports you with an integrated diagnostics concept.

The basics of this concept are explained below.

Basic concept

Each individual error or several errors occurring concurrently are transferred from the
IO device to the 10 controller.

If you require the full status of the IO device including any pending errors,
you can also read the status directly from the 10 device.

Extended maintenance concept

The PROFINET interfaces with integrated switch of the SIMATIC devices support the
four-stage diagnostics concept. This is based on the PROFINET Specification V2.1,
"Application Layer services for decentralized periphery and distributed automation" and
"Application Layer protocol for decentralized periphery and distributed automation".

Table 5-2  Classification of the diagnostics status

Diagnostic status Symbol Severity of the error
Good Green circle

low
Maintenance required Green wrench

(Maintenance required)

Maintenance demanded Yellow wrench 7|
(Maintenance demanded)
Bad Red circle

W
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The aim of the diagnostics concept is the early detection and elimination of potential
faults - before they cause a production outage.

Other status information is defined in addition to the Good (no fault) and Bad (fault)
status information for a PROFINET device.

The maintenance information is generated with the following system alarms:
® Maintenance required (symbolized by a green screwdriver) and
® Maintenance demanded (symbolized by a yellow screwdriver)

The times at which the two system alarms are generated can be customized for most wear
parameters. Some parameters, such as the attenuation on a fiber optic cable, are defined in
the PROFINET specification, version 2.1 or later.

Diagnostic levels

You can analyze diagnostic information at different levels.

Level 1: Level 2:
Faultin de\(lce Fault in module
(e.g. valve island _2) (e.g. analog input module 3)
C{ Level 3:
%] Fault in submodule
Submodule 1 Submodule 1 SubmoduleQ Level 4:
Channel 0 Channel 0 Channel 0 Fault in channel
(e.g., wire break on channel 1)
. Channel 1 Channel 1 Channel
. Channel x| Channel x Channel x|
Subslot 1 * Subslot 1 Subslot 1
Submodule 2 Submodule 2 Submodule 2
Channel Channel 0 Channel (
Channel 1 Channel 1 Channel 1
. . Channel X Channel X Channel x|
Subslot 2 } { Subslot 2 Subslot 2

Figure 5-18 PROFINET IO diagnostic levels
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Accessing the status of an 10 device with a programming device or an operator control
and monitoring device

If you are connected to the Industrial Ethernet via a programming device with STEP 7 or an
operator control / monitoring device, you can also call up diagnostics information online.
This is illustrated by the following graphic.

10 controller PG / PC (1O supervisor)

-
10 device
Number Description
©) Online diagnostics in STEP 7 or operator control and monitoring device: The programming
device / operator control and monitoring device (PG/HMI) requests the station status of the
10 device.
@) Following the request from the programming device/PC/HMI, the 10 controller

automatically reads the entire station status asynchronously directly from the 1O device
and stores the read diagnostic information in system status lists on the 10 controller.
The programming device/PC/HMI then accesses these system status lists.

® Online diagnostics in STEP 7 or operator control and monitoring device: The PG/ PC /
HMI can also read the station status directly from the 10 device without the 1O controller
being involved (e.g. in the life list). This is only possible if the programming device/PC/HMI
is connected directly to the Industrial Ethernet.

This means that you can access diagnostic information during the commissioning phase or
for servicing even if the IO controller is not operational.

Figure 5-19 PROFINET IO diagnostics with STEP 7 or operator control / monitoring device

More detailed information on diagnostics in PROFINET IO

For more detailed information, see the From PROFIBUS DP to PROFINET IO
(http://support.automation.siemens.com/WW/view/en/19289930) programming manual.

For more detailed information, refer to the STEP 7 online help, version V5.4 SP1 or higher.
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5.7.2

Support by STEP 7/NCM PC

Diagnostics in STEP 7/ NCM PC

228

The following graphic illustrates the various diagnostic options in STEP 7.

For diagnostics with NCM PC, the devices must support the Simple Network Management
Protocol (SNMP). The diagnostics steps are applicable accordingly for NCM PC as in

STEP 7.

Call “Display directly available
nodes” command

U

SIMATIC Manager Online Available nodes
E Project @ S7 program [ Available nodes @ AS 400 (CPU 414)
[ Station I AS 400 O cpP 443-1 Advanced
[ CP 443-1 Advanced | 3 IE/PB link
& Module D IE/PB link -
Call “Perform hardware
diagnostics” command
Fast view Diagnostics view
CPU
+ Faulty modules
1 PS 407 10 A
2 CPU 414-3 PN
s : I
X7 MP/DP
4 Al 431
Module state
Figure 5-20 Diagnostics in STEP 7
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HW Config Online

The online view in HW Config provides an overview of the current status of your system in
STEP 7. It also shows the configuration information (for example non-configured modules).
To use these functions in STEP 7 / HW Config, select the menu command

Station > Open Online.

Schematic drawing of the station view:

Il HW Config - [AS400 (diagnostics) online]

PROFIBUS(1): DP master system (1)

0)UR
1 PS 407 10 A |~
2 CPU 412

X2||| DP

X7 [[| MPVDP 5(1) IM 151

4 M CP4412

5 [/ CP 4435

6 L)CP 443-1

7

gll \\ Ethernet (1): PN 10 system (1)

]

/ 1

%S E (1) ET 2008 £](125) IE-PB
BII# PROFIBUS(0): DP master

Figure 5-21  Online view in HW Config (Schematic illustration)

Additional information on configuring "Report system error"
"Report system error" is also supported by PROFINET I10.

The STEP 7 Function "Report system error" provides a convenient way to display
diagnostics information provided by the component in the form of messages.

STEP 7 automatically generates the necessary blocks and message texts. The user only
needs to load the generated blocks on the CPU and transfer the texts to connected
HMI devices.

Displaying available nodes

In SIMATIC Manager, you can use the Display available nodes menu command to display a
list of PROFINET devices.

Note

The interface of the PG/PC must be set to Ethernet in STEP 7/NCM PC.
Otherwise, no connection can be established.
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Diagnostics view and fast view

In STEP 7, you can display an overview of the modules in which faults have occurred by
running the following command in SIMATIC Manager: PLC > Diagnostics/Settings >
Hardware Diagnostics.

The STEP 7 settings allow you to decide whether the fast view or the diagnostics
view should be displayed by default.

In the fast view, the IO controller (CP or CPU) and the faulty modules.

In the diagnostics view, all modules are displayed.

Module information

Detailed diagnostics information is displayed in the "Module information" window.
You can see the following information in this window:

e Device status (OK, maintenance requested, maintenance required, faulty, failed)
® Device name (for example, valve_1)

® Device type (for example ET 200S)

® Fault location (slot, module, submodule, channel)

® Channel error type (wire break for example)

® Remedy with troubleshooting (for some modules)

STEP 7/NCM PC

NCM integrated into STEP 7 provides comprehensive diagnostic options for the various
types of communication in PROFINET.

You can start NCM diagnostics from the Start > SIMATIC > STEP 7 > NCM S7
menu or in the "Properties" dialog box of a CP.
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5.7.3 Examples of diagnostics mechanisms

Diagnosing communication processors and switches

The following graphic illustrates the important basics of diagnostics for communication
processors and switches.

Il SIMATIC

0)UR Ethernet (1): PROFINET system (1)
1 | PS407 10A a T Y T T
3 [JcPu 416-3PN/DP :
" 151-1 151-1 ' 153-2 'IM1532
. EN/BE IM 151- IM 151- IM 153- -
X5 PN-10-1 [_E‘*" e Cadd B S e
XsP1{  Port1 % % 2 _”I” [%”””
X5P2 Port 2
5 EEP 4431 AdD Valve 1 Valve 2 Engine 1 Turbo 2
IF1 I
X5 PN-10-1 € —
X5P1[_ [Port1 IM 151-3 > T
X5P2 | [Port2 v b o < %
- (i
0 B

O

Number  Meaning
©) Diagnostic checks for a communication processor (CP)
@) Diagnostic checks for a switch

Figure 5-22 Communication processors and switches

Diagnosing communication processors

A communication processor provides exactly the same diagnostics in STEP 7 as the
PROFINET interface of a CPU. This applies to all communication processors used as the
PROFINET interface in a PC (number @, previous image).

Switch

If a switch (for example, SCALANCE X 200/400) supports PROFINET 10 and is integrated in
the configuration like a field device, you can run diagnostics on this switch like a field device
in STEP 7 (number @, previous image).

Some switches (e.g. SCALANCE X 200/400) also provide the option of web-based
diagnostics with the aid of web-based management.
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Sequence of diagnostics for a wire break

232

The following graphic illustrates how diagnostics information is exchanged when the
transmission quality on the optical cable decreases due to ageing, for example. In this
example, the scenario is considered after a maintenance required has already been

diagnosed.

PD/PC

O
SCALANCE
X204-2

ET 200S PN FO
3 ET200S ET 200S i = 1
PN FO PN FO 09
| |
| |
| |
| |
______________ _—_— = e e e = =
- — — — Fiber-optic cables
Copper cables
Number Description
O) The system reserve of the fiber-optic cable drops below 0 dB.
@ Both the ET 200 S PN FO and the switch send the maintenance demand alarm to the
10 controller.
® Based on the interrupts, the IO controller detects the maintenance requested from the

switch and from the device. The module information data is updated in the 10 controller
and the corresponding error OBs are called. Note: To be able to start the error OBs in the
10 controller, the "OB 82 / Periphery Fault Task - Call in response to communication alarm"
property for the 10 controller concerned must be selected in STEP 7.

@ In STEP 7 (on the programming device/PC), the maintenance demanded message is
indicated on the device and at the switch by a yellow wrench symbol.
® STEP 7 can also read detailed information directly from the switch.

Figure 5-23 Sequence of the diagnosis
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5.74 Evaluation of Diagnostics in the User Program

Diagnostics as for PROFIBUS DP

The diagnostic options provided by STEP 7 for PROFIBUS DP components are also
available for PROFINET IO. The procedure is essentially the same.

Diagnostics in the user program

The evaluation of diagnostic information using SFBs/SFCs in the user program is similar to
that in PROFIBUS DP.

In PROFINET IO, there is a vendor-independent structure for data records with diagnostic
information. Diagnostic information is generated only for channels on which a fault has
occurred. With PROFINET, there are two ways to obtain diagnostic information.

System Description
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5.7 Diagnostics in PROFINET /0

1. Evaluating the diagnostic status

If you would like to find out the current status of your automation system, read the system
status lists (SSLs), which provide an overview of the available IO systems. You can use the
SSLs to locate faulty stations or stations at which maintenance is requested or required
within an 10O system.

You can use partial lists to narrow the fault down to one module/submodule.

SFB 52 (Read data record) is then used to read various diagnostic records directly from the
module concerned and thus obtain detailed information about the error.

@ 10 controller

10 device

Number  Description

@ All individual errors are collected in a single record on the interface module.
@) In your user program, SFB 52 reads the entire station status asynchronously directly from
the 10 device.

Figure 5-24 Example: Evaluating diagnostic interrupts with SFB 52
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2. Evaluation of interrupts

5.7 Diagnostics in PROFINET /0

If an error/interrupt occurs, an error organization block (error OB) is called automatically.
The OB number and the start information already provide information about the cause and
location of the error. You can obtain detailed information about the error event in this error
OB using SFB 54 (Read additional interrupt information).

@ 10 controller

I

 —

Station
Station
Station

= = Station

i

10 device

Number Description

SO

®

-

SSL

RRRL

©) Every error is sent to the 10 controller individually as channel diagnostic information in the
form of an interrupt.

@ In the 10 controller, the module information data is updated automatically and the error

OB (OB 82) is started.

® In your user program in the error OB (OB 82), SFB 54 reads the error synchronously from
the 10 controller without addressing the 10 device.

Figure 5-25 Diagnostics with OB 82 and SFB 54

PNIODiag diagnostics package

With the PNIODiag diagnostics package you are given the possibility of simply evaluating
diagnoses of I/O modules. This diagnostics tool can be used with equal effect both in the
PROFIBUS DP as well as in the PROFINET 10. For information about components and
functions, refer to Internet (http://support.automation.siemens.com/WW/view/en/26996747).

Diagnostics with SFC 51 "RDSYSST" and SFB 54 "RALARM" and "Signal system error"

Example applications and diagnoses in the user program are available on the Internet
Application Portal (http://support.automation.siemens.com/WW/view/en/24000238) of
Automation and Drives, Service & Support.

System Description
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5.7 Diagnostics in PROFINET /0

Diagnostic records in PROFINET 10
There are two different types of diagnostic record:
1. Channel diagnostic records

Channel diagnostic records are displayed when there is an error on a channel and/or the
channel has triggered an interrupt. If there is no error, a diagnostic record of length 0 is
returned.

Up to 400 channel errors can be displayed at one time.
2. Vendor-specific diagnostic records

The structure and size of vendor-specific diagnostics records depend on the vendor's
settings. This information is entered in the GSD file of a device. The GSD file is supplied
by the device vendor.

List of diagnostic records

For information on this, refer to the From PROFIBUS DP to PROFINET IO
(http://support.automation.siemens.com/WW/view/en/19289930) programming manual.

Comparison of the diagnostics between PROFINET |0 and PROFIBUS DP

For information on this, refer to the From PROFIBUS DP to PROFINET IO
(http://support.automation.siemens.com/WW/view/en/19289930) programming manual.

For information on SFBs and OBs, refer to the STEP 7 Online Help and the System Software
for S7-300/400 System and Standard Functions
(http://support.automation.siemens.com/WW/view/en/1214574) manual.

575 Status and error indicators: CPUs with PN interface

Status and error indicators: PROFINET devices

With the aid of the status and error indicators of the LEDs of the PROFINET device,
you can diagnose errors in conjunction with the communication or the error statuses
of the PROFINET module.

Additional information on diagnosing via LEDs

For additional information on diagnosing with the aid of the status and error displays
of the LEDs, refer to the respective manual for the PROFINET device in question.

System Description
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5.7 Diagnostics in PROFINET /0

5.7.6 Diagnosing using the web server

Diagnostics options

Depending on the functionality of the CPU of the S7 family, with the integrated web server
you have available the following diagnostics possibilities:

e Start page with general CPU information

® |dentification data

® Contents of the diagnostic buffer

® Module information

® Messages (without acknowledgment option, provided this was generated before)
® |nformation about communication

e Topology

® Variable status

® Variable tables

More information on web servers

For additional information on web servers, refer to the manual of the respective S7 CPU.

5.7.7 Network infrastructure diagnostics (SNMP)

Availability

As an open standard, you can use any SNMP-based systems or software solutions for
diagnostics in PROFINET.

Network diagnostics

SNMP (Simple Network Management Protocol) makes use of the connectionless UDP
transport protocol. It consists of two network components, similar to the client/server model.
The SNMP manager monitors the network nodes and the SNMP agents collect the various
network-specific information in the individual network nodes and stores it in a structured form
in the MIB (Management Information Base). This information allows a network management
system to run detailed network diagnostics. Access to SNMP data from PROFINET devices
is generally read only, except for a small amount of data that is not production-relevant.

System Description
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5.7 Diagnostics in PROFINET /0

MIB

An MIB (Management Information Base) is a data base of a device. SNMP clients access
this data base in the device. The S7 device family supports, among others, the following
standard MIBs:

e MIB Il, standardized in the RFC 1213
e || DP MIB, standardized in the international standard IEE 802.1AB
e |LDP PNIO-MIB, standardized in the international standard IEE 61158-6-10

MIB II

SNMP MIB Il is designed for the diagnostics of the network interface and provides
information on the "Network health" of the node. Additional information, such as the
operating status of the CPU, group errors, can be queried via the standard PROFINET
diagnostics mechanisms.

Detecting the network topology

LLDP (Link Layer Discovery Protocol) is a protocol that is used to detect the closest
neighbors. It enables a device to send information about itself and to save information
received from neighboring devices in the LLDP MIB. This information can be looked up via
the SNMP. This information allows a network management system to determine the
network topology.

Integrating HMI devices via the SNMP OPC server

Configuration of the OPC server is integrated in the STEP 7 hardware configuration
application. The communication with the OPC server is carried out without an S7 connection.
You therefore do not need to configure S7 connections.

Stations that have already been configured in the STEP 7 project can be transferred directly.
As an alternative to STEP 7, the configuration can also be run with the NCM PC (included on
the SIMATIC NET CD) or can be determined automatically and transferred to the project
configuration.

Use of SNMP in the SIMATIC NET environment

SNMP-compliant devices from the SIMATIC NET family can be monitored and operated
via a conventional standard Internet browser.

The management system known as web-based management offers a range of
device-specific information (network statistics, status of redundant supply, for example).

System Description
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5.7 Diagnostics in PROFINET /0

Diagnostics with the SIMATIC NET SNMP OPC server

Uses of SNMP

The SNMP-OPC-Server software facilitates diagnostics and parameter assignment actions
on any SNMP device, even including HMI devices which cannot read SNMP variables from
other devices.

The OPC server uses the SNMP protocol to exchange data with these devices.

All information can be integrated into OPC compatible systems such as the HMI
system WinCC. This enables process and network diagnostics to be combined in the
HMI system.

SNMP can be used as follows:

® By users to integrate network diagnostics into a central HMI / SCADA system using the
SNMP OPC server.

e By the IT administration of machines and plant owners to monitor their Industrial Ethernet
network using standard network management systems.

e By the IT administration, to primarily monitor the office network, but often also the
automation network using standard network management systems
(for example, HP Open view).

Additional information

System Description

Information relating to SNMP in the network management standardization group can be
found at Internet (http://www.snmp.org).

Additional information on SNMP can be found on the Internet (http://www.profibus.com).

Additional information on SNMP OPC servers can be found on the Internet
(http://www.automation.siemens.com/net/html_76/produkte/040_snmp.htm).
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5.7 Diagnostics in PROFINET /0
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Content of this section

This section provides you with more detailed information about PROFINET CBA
(Component Based Automation). Here you will find the following information:

® How does the basic engineering sequence run from start to finish?
® \What are the PROFINET components and technological functions?
e What devices do PROFINET components consist of?

e What diagnostics options are available?

System Description
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6.1 Engineering with SIMATIC iMap

6.1 Engineering with SIMATIC iMap

Engineering concept of SIMATIC iMap

PROFINET offers you a standardized device and vendor-independent engineering interface
in SIMATIC iMap. This allows you to easily integrate devices and components from different
vendors into a single plant via PROFINET.

SIMATIC iMap allows you to bring together distributed automation applications in a graphical
format so that they can be displayed for the entire plant. All the necessary PROFINET
components are available to you in a uniform representation in a library.

The communication connections between the devices do not have to be programmed,
and can be configured graphically as interconnection lines.

SIMATIC iMap can download the contents of the PROFINET components and the
associated interconnections to devices in the plant. During commissioning and operation,
you can use SIMATIC iMap to look up process and the diagnostic data from the devices
and to modify parameters and project data for testing purposes.

SIMATIC iMap
! :I\ ! 1
oc—C—] oC—_C—
= == | &=
| — ) —
H C—C—io | — — o)
? . . . == Technological system
: Non-proprietary engineering o= =0 view

/

/

-

Devices

Figure 6-1 SIMATIC iMap engineering concept

System Description
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6.1 Engineering with SIMATIC iMap

Vendor- and device-independent engineering concept

SIMATIC iMap provides the following functions for interfacing with vendor-specific
configuration and programming tools:

e Software for integrating PROFINET components that contain SIMATIC automation
systems and were programmed in STEP 7.

® Access to vendor-specific tools for device configuration and diagnostics.

Basic steps from planning to operating a plant

Setting up and operating a plant with SIMATIC iMap involves the following basic steps:

1. Planning the system

The system planner specifies the following:

Required functions
Applicable automation systems and field devices
Functions that can be combined to create reusable technological modules

Necessary technological interfaces and interaction between PROFINET components
and required variables for diagnostics and visualization

2. Creating PROFINET components

The system and mechanical engineer creates the PROFINET components using the
vendor-specific configuration and programming tool (for SIMATIC automation systems:
STEP 7). It must also carry out the following tasks:

System Description

Configure the hardware and set the parameters

Create technological interface descriptions

Create user programs

Test technological modules

Create PROFINET components (XML file and associated data storage)
Optional: Import PROFINET components into a SIMATIC iMap library.
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6.1 Engineering with SIMATIC iMap

3. Configuring the plant in SIMATIC iMap

The configuration engineer creates the project in SIMATIC iMap by carrying out the
following steps:

Opening existing library or creating new library

Importing new PROFINET components into the library, if required
Inserting PROFINET components into the project

Networking devices in the network view

Assigning addresses to the devices: IP address / subnet mask or IP address gateway,
address and / or PROFIBUS address (this step depends on the device)

Interconnecting the technological functions in the plant view
Changing properties of devices and functions
Checking the configuration

Documenting and archiving the project

4. Commissioning and testing the plant

The commissioning engineer performs the following tasks:

Commissioning individual devices
Downloading project data to the devices of the system

If required, re-editing devices and technological functions in the vendor-specific
engineering system

Testing the system

Creating symbol data for access via OPC

5. Operating the plant.

The plant operator performs the following tasks:

Monitoring and manipulating process data online (vertical integration)
Running diagnostics on the plant
Operator control and monitoring

Performing maintenance and modifications.

PROFINET Component Description (PCD)

You generate a component in your engineering system (STEP 7, for example).

The engineering system saves the PROFINET component description as an XML file.

You can import this XML file into SIMATIC iMap and interconnect it with other components.
For additional information, refer to the Configuring SIMATIC iMap systems
(http://support.automation.siemens.com/\WW/view/en/22762190) manual.
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6.1 Engineering with SIMATIC iMap

Support from SIMATIC IMap

SIMATIC iMap supports you from the planning stage through to operation
of a plant as follows:

Data management of your own and off-the-shelf PROFINET components in libraries

PROFINET components that you have created or obtained off-the-shelf can be
managed in libraries whose content you decide yourself.

Interconnecting technological functions in the plant view

In the plant view, you can position technological functions graphically,
interconnect them, and look up/modify their properties.

Networking devices in the network view

In the network view, you can link devices to a PROFIBUS or Industrial Ethernet subnet
graphically and assign the relevant addresses.

Monitoring and modifying variables online

You can access the process data online at any time. You can either use a variable table,
integrate HMI devices such as WinCC flexible into your system, or use OPC-based client
programs.

Running diagnostics on PROFINET devices and technological functions

The current status of the PROFINET devices and technological functions is displayed
continuously in a separate diagnostics window. With an online-offline comparison,
you can determine whether or not it is necessary to download the programs and/or
interconnections.

Presentation of the project in a hierarchical tree structure

All parts of the system are represented in a clearly identifiable way that allows convenient
navigation and other management functions in the project.

Automatic creation of plant documentation

SIMATIC iMAP automatically creates full documentation for the configured plant,
including all devices, technological functions and their connections as well as the
graphical representation of the networking and interconnections.

Checking the configuration

You can check the configuration in SIMATIC iMap even before you generate the project
from the device-specific performance data.

Looking up online device data

With the online device analysis, you can look up online data of individual devices
for test and diagnostic purposes.

Version control for PROFINET components

Assigning the IP address

You must assign the IP address using the vendor-specific software. The method for
assianing an IP address with STEP 7, for example, is explained in chapter IP and
MAC address (Page 216).

CPU communication

With PROFINET CBA, communication between the CPUs as components is either cyclic or
acyclic.

System Description
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6.2 Component concept

6.2

Overview

Component concept

Mechanical, electrical, and electronic parts of automation systems handle certain
technological functions in the automation system or the manufacturing process.

All the parts of automation systems that belong to a technological function form an
independent technological module together with the associated control program.

If this technological module meets the communication requirements of the PROFINET
specification, it is possible to create a PROFINET component from it in an engineering

system.

Example of transport

246

The above definitions are shown in the following graphic with reference to an example called

"transport":

Technological modules - transport

PROFINET Component - transport

— T

IE Transport Transport

Start BOOL BOOL Next
Start BOOL BOOL Run

Countln 14 14 CountOut
Delay 12 UI1 Lifestate IM151_CPU
Technological function Device

Figure 6-2  From the technological module to the PROFINET component
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PROFINET component

A PROFINET component incorporates all the hardware configuration data, the module
parameters and the associated user program for use in PROFINET CBA. The PROFINET
component is made up as follows:

® Technological function

The (optional) technological (software) function includes the interface to other PROFINET
components in the form of interconnectable inputs and outputs.

® Device

The device is the representation of the physical programmable controller or field device,
including any I/O, sensors and actuators, the mechanical system and the device's
firmware.

Libraries and instances

You can store PROFINET components in a SIMATIC iMap library for later reuse. If you
reuse PROFINET components, you simply need to adapt them to the new situation
(instantiate).

How are PROFINET components created?

Configure and program the programmable controller or field device of the PROFINET
component using the device vendor's configuration and programming tool
(for example, STEP 7).

Then create a PROFINET component, for example with a menu command, from the
configuration of the programmable controller and its user program. This encapsulates the
functionality of the device with the application-specific programs. From the outside, only the
technological interfaces (component interfaces) are accessible. These are needed for the
interaction across the machine or plant, diagnostics, visualization, and vertical integration.

The component interfaces of the PROFINET components are described in XML

(Extensible Markup Language) and stored in an XML file. This is created in STEP 7,

for example, with the PROFINET interface editor. XML allows information to be represented
in a cross-platform and vendor-independent format. The structure of the XML file is specified
in the PROFINET engineering model.

The device-specific information about the hardware configuration and the user program,
if necessary, can be included in the PROFINET component.
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6.2 Component concept

Advantages of PROFINET components

By using PROFINET components you can benefit from the following technological properties
together with the following advantages:

® Modularization and reusability

The concept of the PROFINET components allows extensive modularization of
automation systems. PROFINET components can be reused as often as required in
different automation solutions.

e Totally integrated communication by supporting the PROFINET specification

Regardless of its internal functionality, each PROFINET component provides a
standardized interface for communicating with other components via Industrial Ethernet
or PROFIBUS. The PROFINET specification describes the open communication interface
for PROFINET-compliant devices.

® \endor-independent engineering

The technological functions of individual devices are programmed in the vendor-specific
engineering tools. However, vendor-independent engineering tools such as

SIMATIC iMap are used for the plant-wide interconnection of technological functions.
This allows products from different vendors to be integrated into the PROFINET
communication. Vendors of field devices and programmable controllers simply have

to upgrade their programming and configuration tools to interface with the
device-independent engineering tool.

Programmable and fixed functionality

The application-specific functionality of an intelligent device is determined by the user
program that can be downloaded to the device. Simpler devices such as drives or field
devices do not have their own user program. The functionality of these devices is
integrated in their firmware. We distinguish between the following PROFINET components:

e With programmable functionality

The component contains its own user program that can be downloaded to the device
from SIMATIC iMap.

e With fixed functionality

The component does not have its own user program (for example standard DP slaves).

System Description
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6.3 Diagnostics for PROFINET CBA

Additional information

6.3

If you are using the SIMATIC iMap tool for the first time, then Getting Started Getting Started
with SIMATIC iMap (http://support.automation.siemens.com/WW/view/en/22761964)
will help you to start using the tool.

If you want to configure PROFINET CBA, you will find comprehensive and
easy-to-understand instructions in the Configuring SIMATIC iMap systems
(http://support.automation.siemens.com/WWW/view/en/22762190) manual.

If you want to work through some SIMATIC iMAP tool exercises, then you will find an
easy-to-understand publication with various exercises in the Commissioning SIMATIC iMap
systems (http://support.automation.siemens.com/WWW/view/en/22761971) tutorial.

The Creating SIMATIC iMap STEP 7 AddOn PROFINET components
(http://support.automation.siemens.com/WW/view/en/22762278) manual gives you more
information on setting up DBA components.

Diagnostics for PROFINET CBA

Diagnostics in SIMATIC iMap

In SIMATIC iMap, diagnostic information on process variables and problems in the
technological functions, the devices, and interconnections are displayed in three tabs
in the diagnostics window.

Additional information on diagnostics with SIMATIC iMap

See also

System Description

For additional information, open the online help of SIMATIC iMap.

You will find an application example illustrating diagnostics in the Component based
Automation manual Geffing Started with SIMATIC IMap in the chapter Step 9: Diagnostics.

Getting Started with SIMATIC iMap
(http://support.automation.siemens.com/WW/view/en/22761964)
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6.3 Diagnostics for PROFINET CBA
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71 PROFINET 1O - configuration example

711 PROFINET IO system

Functions of PROFINET 10
The following graphic shows the new functions in PROFINET IO.

Control room

Firewall
Enterprise level

PROFINET
Industrial Ethernet

Factory floor

Machine unit Machine unit
1 2

Production level

to the industrial
Ethernet of the Switch

Machine unit 1

CPU 319-3 (IO controller 10 device | ET 200S | |10 device | ET 2008 Iactory floor
PN/DP communication
with the control @

room)

PN PN
PN W @ @
@ DP master

’ PROFIBUS ET 200 PROFINET

‘{

(DP-Slave) P4
Industrial Ethernet D
Machine unit 2
10 device | ET 200S 10 device | ET 200S
IM 154-8 |10 controller
CPU PN PN
® @
| |
PN @ IE/PB link
7; iE] PNIO ipB*
@ DP master PG |1 ] ‘PROHBUS
ET 200 @
(DP slave)
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7.1 PROFINET /O - configuration example

The graphic shows

Examples of connection paths

The connection of the
company management levels
and production levels

You can use PCs to access devices at the production level in your control room
Example:

e PC (control room) - switch - 10 devices ET 200S ® + ® - CPU 319-3 PN/DP (.

The connection of the
automation system of the
machine unit 1 and machine
unit 2

You can, of course, also access other areas on the Industrial Ethernet from a PG at the
field level.

Example:
e PC - integrated switch IM 154-8 CPU @ - switch - on 1O device: ET 200S @.

The 10 controller of the
IM 154-8 CPU (@ directly
controls devices on the

Industrial Ethernet and
PROFIBUS.

At this point, you can see the extended IO features between the IO controller and 10
device(s) on the Industrial Ethernet:

e The IM 154-8 CPU @ is operated as an |0 controller for the two 10 devices ET 200S
® and ET 2008 ®

e TheIM 154-8 CPU @ is also the 1O controller for
ET 200 (DP slave) @ by way of IE/PB link.

The CPU 319-3 PN/DP (D
can be operated as 10
controller or DP master

Here you can see that a CPU can be both the 10 controller for an IO device and the
DP master for a DP slave:

e The 319-3 PN/DP CPU @ is operated as 1O controller for the 10 devices
ET 200S ® and ET 200 S ®

e The CPU 319-3 PN/DP (D is the DP master for a DP slave ®.
The DP slave ® is assigned locally to the CPU @ and is not visible on the
Industrial Ethernet.

Additional information

For more detailed information on PROFINET, refer to the From PROFIBUS DP to
PROFINET IO (http://support.automation.siemens.com/WW/view/en/19289930)
programming manual. This manual also provides a clear overview of the new PROFINET
blocks and system status lists.
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7.1.2 PROFINET IO system with IRT

Example of a PROFINET IO system with IRT

7.1 PROFINET /O - configuration example

Control room

Enterprise level

Industrial Ethernet

Factory floor
Switch
\ 4 N
Machine Machine
unit 1 \ unit 2 /

Production level 7/ \

Machine unit 1

Sync
Domain 1

Machine unit 2

Sync
Domain 2

Figure 7-1 PROFINET IO system with IRT - overview

The graphic illustrates an interconnection of several machine units in the PROFINET 10

system with IRT. The machine units with their sync domains in each case consist of one or

more PROFINET systems.
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7.1 PROFINET /O - configuration example

Detailed view of machine unit 1

10 Device 1 | ET 200S PN
10-System 1

EF
@Q

10 Device 2 | ET 200S PN
10-System 1

PN
Pl P2
L]

I0-Device 3 | ET 200S PN
10-System 1

PN
P P2
||

10 Controller CPU 319 IRT

10-System 1
Sync master PN

Sync-Domain 1

Sync-Domain boundary to the industrial Ethernet of the factory floor (communication with the
for port 1 configured control room and with other machine units/sync-domain)

Figure 7-2  Machine unit 1
The communication network of machine unit 1 consists of an IO controller and several
IO devices. The PROFINET devices in sync domain 1 have the following functions:

® The 1O controller of the PROFINET 1O system 1 serves as a sync master that
synchronizes all further PROFINET devices in the sync domain 1. IO devices are
configured as sync slaves.

® The machine unit 1 is connected with the other machine units / sync domains via the
free ports of the 10 device 1.

® The sync domain boundary is configured for the port 1 of the 10 device 1 in order to
demarcate the synchronization in view of the other sync domains.

e All PROFINET devices in sync domain 1 are synchronized.
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7.1 PROFINET /O - configuration example

Detailed view of machine unit 2

10 Device 4 [ET 200S PN SCALANCE X204 IRT 10 Device 4 |ET 200S PN

10 system 1 10 system 1 10 system 2
PN P2 @ PN
|

Sync master
10 controller 10 controller
CPU 41X IRT | o system 1 CPU 41X IRT ||o system 2
PN P1 PN B
SCALANCE X204 IRT SCALANCE X204 IRT
10 system 1 10 system 2
P2 P9 P4 P2 P3
|
10 Device 1 |ET 200S PN 10 Device 2 |ET 200S PN 10 Device 3 [ET 200S PN
10 system 1 10 system 1 10 system 1
PN PN PN
F2 P2
il ]
10 Device 1 |ET 2008 PN 10 Device 2 [ET 200S PN 10 Device 2 | ET 200S PN
10 system 2 10 system 2 10 system 2
PN PN PN
1 2 Fi P2 Y B2
L] L ||
Sync domain 2
Sync domain boundary on the industrial Ethernet of the factory plant (communication with the
configured for port 1 control room and to other machine units / sync domains)

Figure 7-3  Machine unit 2
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PROFINET - configuration example

7.1 PROFINET /O - configuration example

256

The communication network of machine unit 2 consists of two PROFINET 10 systems
and in each case one |0 controller, several IO devices and several switches. The
PROFINET devices in sync domain 2 have the following functions:

® The IO controller of the PROFINET IO system 1 serves as a sync master that
synchronizes all further PROFINET devices in the sync domain 2. The 10 devices, the
10 controller of the PROFINET 10 system 2 and the switches are configured as
sync slaves.

In principle, you can operate several 10 controllers simultaneously in one and the same
sync domain. You should also configure an 10 controller as sync master and all additional
PROFINET devices as sync slaves.

e With sync domain boundaries you are capable of operating several sync domains on one
and the same network. They are configured for the respective ports the PROFINET
devices of which produce a communication connection to PROFINET devices of other
sync domains. In this example configuration, the machine unit 2 is connected with the
other machine unit / sync domain via the switch of the PROFINET IO system 1 via port 1.
The sync domain boundary is configured for this port of the switch.

e All PROFINET devices in sync domain 2 are synchronized.

® Non-synchronized PROFINET devices of a PROFINET IO system must be arranged
topologically outside of the sync domain. In this example, the 10 devices 4 in the
PROFINET IO system 1 and 10 devices 4 in the PROFINET IO system 2 are not
synchronized and arranged outside of the sync domain.
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7.2 Application example PROFINET /0 and PROFINET CBA

7.2 Application example PROFINET IO and PROFINET CBA

We shall now demonstrate just how flexible PROFINET really is.

Configuration in SIMATIC iMap

The graphic shows a possible configuration of components in SIMATIC iMap.

O] E— Y w—[)
O JT[C10 — O 110
or—JC—J0 o) e | E—e
(©) I N N [O) O 1010
— o110 o] m— m—e)
o J[CC—"710 o 1CC—/10 O 1010
oC—J[C—10 — O 1[0

o110 —
o110

Figure 7-4  Example - Configuration in SIMATIC iMap
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PROFINET - configuration example

7.2 Application example PROFINET 10 and PROFINET CBA

Real technical interconnection

Technically, these components can be set up, put together, and interconnected completely
differently to the way illustrated in the following graphic.

Production 1

@

Industrial Ethernet

Production 2 Production 3

PROFIBUS

Production 5

Production 4

Bl

50

PROFIBUS
O O O
Number Description
@ IE/PB link for PROFINET CBA
® IE/PB link PN 10 for PROFINET 10

Figure 7-5  Example - Implementation

"Production 1" component

PROFIBUS

These components consist of a PROFINET controller with central I/O, e.g. S7 400 with

CP 443-1 advanced.

"Production 2" and "Production 3" components

Each of these components consists of an intelligent PROFIBUS device.
Both devices are connected to PROFINET via an IE/PB link, e.g. ET 200S CPU.

In this case, the IE/PB link @ for Component Based Automation, as a PROFINET device
with proxy functionality, is the proxy for the PROFIBUS nodes. The IE/PB link D represents
each connected PROFIBUS DP slave as a separate component on the PROFINET.

"Production 4" component

This component consists of a PROFINET controller as a PROFIBUS DP master to which
distributed PROFIBUS DP slaves are connected. The PROFIBUS and the DP slaves are not
visible in SIMATIC iMap, e.g. CPU 317-2 PN/DP or PC with PROFIBUS CP and WinLC

software.
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PROFINET - configuration example

7.2 Application example PROFINET 10 and PROFINET CBA

PROFINET IO components "Production 5"

The largest component in the system consists of a PROFINET IO controller
(for example, CPU 317-2 PN/DP) and the PROFINET IO devices assigned to it.
The PROFINET IO devices are connected directly to the Industrial Ethernet.
There are also additional PROFIBUS devices connected via an IE/PB link.

In this case, the IE/PB link @ for PROFINET |0, as a PROFINET device with proxy
functionality, is the proxy for the connected PROFIBUS nodes. The IE/PB link @ represents
each connected PROFIBUS DP slave as a PROFINET IO device on the PROFINET.

Communication between PROFINET 10 controllers and PROFIBUS devices is entirely
transparent.

Summary: IE/PB link for Component Based Automation and IE/PB link for PROFINET

Note the differences between the |IE/PB link for CBA and the IE/PB link for PROFINET 10O.

In Component Based Automation, the IE/PB link for CBA (D represents each connected
PROFIBUS DP slave as a component on the PROFINET.

In PROFINET 10, the IE/PB link for PROFINET 10 @ represents each connected
PROFIBUS DP slave as a PROFINET IO device on the PROFINET.

Advantages of CBA and SIMATIC iMap as a plant-wide engineering system

System Description

In SIMATIC iMap, the various components can be connected easily and conveniently
across the entire plant. This simplifies engineering by the following points:

® The type of communication system depends on the real device
® [ndependency in the configuration of the communication

e |ndependency from the type of I/O (central or distributed)

Note
CBA und IRT

You can only use the advantages of CBA and IRT with the option "high flexibility".
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PROFINET - configuration example

7.2 Application example PROFINET 10 and PROFINET CBA
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Appendix

A1 Information sources for PROFINET

The following tables contain important sources with information that goes beyond the

scope of this manual.

General Information

Table A- 1 General information about PROFINET

Information

Source

General information about PROFINET

Internet pages on PROFINET
(http://www.automation.siemens.com/profinet/index_
00.htm)

Standards and background knowledge
concerning PROFINET and PROFIBUS

Internet pages on PROFINET and PROFIBUS
(http://www.profibus.com)

Basic terminology and basics of
communication, communication functions

Manual Communication with SIMATIC
(http://support.automation.siemens.com/WW/view/e
n/1254686)

Active and passive network components,
structure of networks, configuring and setting
up communication networks

Manual S7-400 automation system, installation
(http://support.automation.siemens.com/WW/view/e
n/1117849)

Manual S7-300 CPU 31xC and CPU 31x:
Installation
(http://support.automation.siemens.com/WW/view/e
n/13008499)

Manual Windows Automation Center RTX

WinAC RTX 2009
(http://support.automation.siemens.com/WW/view/e
n/38016351))

Manual Embedded Automation S7-modular
Embedded Controller
(http://support.automation.siemens.com/WW/view/e
n/37971572)

Manual S7-CPs for Industrial Ethernet - Configuring
and Commissioning
(http://support.automation.siemens.com/WW/view/e
n/8777865)

Manual SIMATIC NET Twisted Pair and

Fiber Optic Networks
(http://support.automation.siemens.com/WW/view/e
n/8763736)
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Appendix
A. 1 Information sources for PROFINET

Information Source

Topology Manual SIMATIC NET Twisted Pair and

Fiber Optic Networks
(http://support.automation.siemens.com/WW/view/e
n/8763736)

PROFINET Installation Guideline
(http://www.profibus.com/nc/downloads/downloads/
profinet-installation-guide/display/) of the
PROFIBUS user organization

Industrial Ethernet STEP 7 Online Help

S7-300 CPU 31xC and CPU 31x, Technical Data
(http://support.automation.siemens.com/WW/view/e
n/12996906) Equipment Manual

SIMATIC NET IO Base User Programming
Interface
(http://support.automation.siemens.com/WW/view/e
n/19779901) Programming Manual

Component Based Automation Commissioning Component Based Automation
PROFINET CBA Systems — :
(http://support.automation.siemens.com/WW/view/e
n/18403908) Tutorial

Getting Started Component Based Automation,
Commissioning Systems
(http://support.automation.siemens.com/WW/view/e
n/18403688)

Manual Configuring systems in SIMATIC iMap
(http://support.automation.siemens.com/\WWW/view/e
n/8131230)
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Appendix

Special topics

Table A- 2

A. 1 Information sources for PROFINET

Special topics associated with PROFINET

Information

Source

PROFINET IO and PROFIBUS DP

Differences and common features
From PROFIBUS DP to PROFINET IO
User programs

Diagnostics

From PROFIBUS DP to PROFINET IO
(http://support.automation.siemens.com/WW/view/e
n/19289930) Programming Manual

New and modified blocks and system status
lists

From PROFIBUS DP to PROFINET IO
(http://support.automation.siemens.com/WW/view/e
n/19289930) Programming Manual

Manual System Software for S7-300/400 System
and Standard Functions
(http://support.automation.siemens.com/WW/view/e
n/1214574)

STEP 7 online help

Commissioning an integrated PROFINET
interface

Commissioning PROFINET

Manual Automation System S7-300,

Getting Started Collection
(http://support.automation.siemens.com/WW/view/e
n/15390497)

Operating instructions S7-300 CPU 31xC and

CPU 31x: Installation

(http://support.automation.siemens.com/WW/view/e
n/13008499)

CPU 319-3 PN/DP:
Configuring the PROFINET interface
CPU 317-2 PN/DP:

Configuring the PROFINET X2 interface;
configuring an ET 200S as a PROFINET 10
device

CP 443-1 Advanced (6GK7 443-1 EX40-0XEQ)
and CP 443-1 Advanced
(6GK7443-1EX41-0XEO0):

Configuring the PROFINET interface with an
IE/PB link and ET 200B

Getting Started Collection: PROFINET 10
(http://support.automation.siemens.com/WW/view/e
n/19290251))

CP 443-1 (EX20)

S7 CPs for Industrial Ethernet, CP 443-1
(http://support.automation.siemens.com/WW/view/e
n/27013386)

Manual for CP 343-1 LEAN (CX10)

S7 CPs for Industrial Ethernet, CP 343-1 Lean
(http://support.automation.siemens.com/WW/view/e
n/23643456) Equipment Manual

Manual for CP 343-1 (EX30)

S7 CPs for Industrial Ethernet, CP 343-1
(http://support.automation.siemens.com/WW/view/e
n/24485272) Equipment Manual

Manual for CP 343-1 Adv (GX21)

S7 CPs Advanced for Industrial Ethernet, CP 343-1
(http://support.automation.siemens.com/WW/view/e
n/22261695)
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A. 1 Information sources for PROFINET

Information

Source

SNMP OPC server

Internet pages on SNMP OPC server
(http://www.automation.siemens.com/net/html_76/pr
odukte/040_snmp.htm)

SNMP Internet pages on PROFIBUS & PROFINET
International (http://www.profibus.com) and SMP
(http://www.snmp.org)

SIMATIC iMap Manual Commissioning SIMATIC iMap systems

(http://support.automation.siemens.com/WW/view/e
n/22761971)

Getting Started Getting Started with SIMATIC iMap
(http://support.automation.siemens.com/WW/view/e
n/8776710)

Primary Setup Tool

Download
(http://support.automation.siemens.com/WW/view/e
n/14929629)

Diagnostic data records

Programming Guide From PROFIBUS DP to
PROFINET IO
(http://support.automation.siemens.com/WW/view/e
n/19289930)

Data security in automation

Operating instructions SCALANCE S and

Softnet security client
(http://support.automation.siemens.com/WW/view/e
n/21718449)

SIMATIC safety engineering

System Manual Safety Engineering in SIMATIC S7
(http://support.automation.siemens.com/WW/view/e
n/12490443)

Table A- 3

Applications associated with PROFINET

Information

Source

Questions on PN response times for typical
configurations on PROFINET IO, especially:

How long does it take for a distributed
output to respond to a distributed input?

What is the influence of IWLAN routes?

What influence does the communication via
PROFINET IO have on the cycle time of
the 10 controller?

What update time will be required?

Establishing the PN response time for typical
configurations on PROFINET IO
(http://support.automation.siemens.com/WWW/view/e
n/21869080)
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A.2 RJ45 and M12 cable pin assignment

A.2 RJ45 and M12 cable pin assignment

Introduction

The pin assignments described in the following paragraphs are written for RJ45 plugs
and M12 plugs.

You only need consider this chapter if you are using fixed port settings.
(Refer also to chapter Settings for minimum startup times (Page 78)).

However, use the automatic port setting (transmission medium / duplex: "Automatic settings"
in the "Options" strip in the port properties), can always be used as patch cables.

If you are using a fixed port setting, then you must connect two switch ports or two end
device ports with a cross cable.

Pin assignment for the RJ45 plug connection of a cross cable.

Table A-4  Pin assignment for the RJ45 plug connection of a cross cable

Plug on the PN device 1 Plug on the PN device 2
Pin no. Color of wire pairs with IE/PN Pin no. Color of wire pairs with IE/PN
1 Yellow 1 White
2 Orange 2 Blue
3 White 3 Yellow
6 Blue 6 Orange
Pin assignment for the RJ45 plug connection of a patch cable
Table A-5  Pin assignment for the RJ45 plug connection of a patch cable
Plug on the PN device 1 Plug on the PN device 2
Pin no. Color of wire pairs with IE/PN Pin no. Color of wire pairs with IE/PN
1 Yellow 1 Yellow
2 Orange 2 Orange
3 White 3 White
6 Blue 6 Blue

System Description
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A.2 RJ45 and M12 cable pin assignment

Pin assignment for the M12 plug connection of a cross cable

Table A-6  Pin assignment for the M12 plug connection of a cross cable

Plug on the PN device 1

Plug on the PN device 2

Pin no. Color of wire pairs with IE/PN Pin no. Color of wire pairs with IE/PN
1 White 1 Yellow

2 Yellow 2 White

3 Blue 3 Orange

4 Orange 4 Blue

Pin assignment for the M12 plug connection of a patch cable

Table A-7  Pin assignment for the M12 plug connection of a patch cable

Plug on the PN device 1 Plug on the PN device 2

Pin no. Color of wire pairs with IE/PN Pin no. Color of wire pairs with IE/PN
1 White 1 White

2 Yellow 2 Yellow

3 Blue 3 Blue

4 Orange 4 Orange
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Glossary

10 base T/F

100 base T/F

1000 base T/F

Accumulator

API

Application

Application

Backplane bus

System Description

Ethernet standard; supports transmission rates up to 10 Mbps.

Ethernet standard; supports transmission rates up to 100 Mbps.

Ethernet standard; supports transmission rates up to 1000 Mbps.

Accumulators represent CPU register and are used as buffer memory for download, transfer,
comparison, calculation and conversion operations.

See also CPU

The value of the API (Application Process Identifier) parameter specifies the application that
is processing the 10 data.

PROFINET standard IEC 61158 assigns profiles to certain APIs (PROFIdrive, PROFIslave)
which are defined by the PROFINET User Organization.

The standard APl is 0.

- User program

An application is a program that runs directly on the MS-DOS / Windows operating system.
Applications on the programming device are for example STEP 7.

The backplane bus is a serial data bus. It supplies power to the modules and is also used by
the modules to communicate with each other. Bus connectors interconnect the modules.
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Glossary

Bus

A bus is a communication medium connecting several nodes. Data can be transferred via
serial or parallel circuits, that is, via electrical conductors or fiber optic.

Bus segment

A bus segment is a self-contained section of a serial bus system. Bus segments are
interconnected by way of repeaters, for example, in PROFIBUS DP.

CAT 3
Twisted-pair cable comes in different versions. Several versions are specified in the
Ethernet standard.
There are several categories, but only CAT 3 and CAT 5 are relevant to networks.
The two types of cable differ in terms of their maximum permitted frequency and the
attenuation values (weakening of signals across a specific distance).
CAT 3 is a twisted-pair cable for 10 base T Ethernet.
CAT 5 is a twisted-pair cable for 100 base T Fast Ethernet.
CAT 5
- CAT 3
Category 3
- CAT 3
Category 5
- CAT 3
Central module
- CPU

Changing 10 devices during operation (partner ports)
Functionality of a PROFINET device.

If the 10 controller and the 10 device support this Function, then an 10 device port "changing
partner ports" from other devices can be assigned by means of configuration, so that at all
times via this port at a specific time communication can take place with one of these
changing IO devices. However, it is only the changing device that may be physically linked
with the changing port that is currently being communicated with.

All 10 devices behind a changing port are initially disabled by default. In order to exchange
user data with a changing device, after creating the physical connection between the
changing port and the changing 10 device, initially this must be activated using SFC 12.

System Description
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Glossary

Coaxial cable

Code block

COM

A coaxial cable, also known as "coax", is a metal conductor system used in HF transmission
circuits, for example, as radio and TV antenna cable, and in modern networks demanding
high data transmission rates. The inner conductor of a coaxial cable is sheathed by a
tube-like outer conductor. These conductors are separated by plastic insulation. In contrast
to other cables, this type of cable provides a high degree of immunity to interference and
EMC compatibility.

A SIMATIC S7 code block contains part of the STEP 7 user program.
(in contrast to a DB: this contains only data.)

See also Data block

Component Object Model. Microsoft specification for Windows objects based on OLE.

Automation systems are mapped onto objects in PROFINET CBA. An object consists of
interfaces and properties. Two objects can communicate on the basis of these interfaces
and properties.

Communication cycle and reserving the transmission bandwidth

PROFINET IO is a scalable real-time communication system based on the layer 2 protocol
for Fast Ethernet. With the transmission procedure RT for time-critical process data and IRT
for considerably precise as well as isochronous processes, this gives you two performance
levels for real-time support.

Communication processor

Communication processors are modules used for point-to-point and bus topologies.

Component Based Automation

Configuration

Consistent data

System Description

- PROFINET CBA

Assignment of modules to racks / slots and (for example with signal modules) addresses.

Data which belongs together in terms of content and must not be separated is known as
consistent data.

For example, the values of analog modules must always be handled as a whole, that is,
the value of an analog module must not be corrupted as a result of read access at two
different points of time.
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Glossary

CP

CPU

Cycle time

Data block

DCOM

DCP

Default router

270

- Communication processor

Central processing unit = CPU of the S7 automation system with a control and arithmetic
unit, memory, operating system, and interface for programming device.

The cycle time represents the time a CPU requires for one execution of the user program.

See also User program

Data blocks (DB) are data areas in the user program which contain user data. There are
global data blocks which can be accessed by all code blocks, and instance data blocks
which are assigned to a specific FB call.

Distributed COM. Enhanced COM standard for remote object communication across
device boundaries. DCOM is based on the RPC protocol, which in turn is based on TCP/IP.
PROFINET CBA devices deploy the DCOM technology to exchange data which are not
time-sensitive, such as process data, diagnostics data and parameter data.

PROFINET V1.0 or later supports DCOM technology.

Members of the Profinet User Organization (PNO) can request a portable DCOM protocol
stack which is tailored to PROFINET applications. This prevents any dependency on
Microsoft and (further) developments of this technology, while maintaining compatibility with
Microsoft solutions.

DCP (Discovery and Basic Configuration Protocol). Allows for the assignment of device
parameters (for example, IP address) with manufacturer-specific project/program tools.

The default router is used when data has to be forwarded via TCP/IP to a partner located
outside the actual network.

In STEP 7, the default router is named Routerin the "Properties" dialog box. The
"Properties" dialog box is opened with the menu command Properties Ethernet interface >
Parameter > Gateway. STEP 7 assigns the local IP address to the default router by default.

The router address that is set on the PROFINET interface of the 10 controller is
automatically transferred for the configured 10 device.

System Description
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Glossary

Detecting the network topology

Determinism

Device

Device names

System Description

LLDP (Link Layer Discovery Protocol) is a protocol that is used to detect the closest
neighbors. It enables a device to send information about itself and to save information
received from neighboring devices in the LLDP MIB. This information can be looked up via
the SNMP. This information allows a network management system to determine the
network topology.

Determinism means that a system responds in a predictable (deterministic) manner.

In the PROFINET environment, "device" is the generic term for:

e Automation systems (PLC, PC, for example)

® Distributed I/O systems

® Field devices (for example, PLC, PC, hydraulic devices, pneumatic devices) and
® Active network components (e.g. switches, routers)

e Gateways to PROFIBUS, AS interface or other field bus systems

Before an 10 device can be addressed by an IO controller, it must have a device name.
In PROFINET, this method was selected because it is simpler to work with names than with
complex IP addresses.

The assignment of a device name for a specific IO device can be compared to setting the
PROFIBUS address of a DP slave.

When it ships, an 10 device does not have a device name. An IO device can only be
addressed by an 10 controller, for example for the transfer of project engineering data
(including the IP address) during startup or for user data exchange in cyclic operation,
after it has been assigned a device name with the programming device/PC .

Note
Obtain device names with a different method

Some CPUs offer the possibility to "obtain device names with a different method".
More information about his can be found in chapter: Auto-Hotspot

An exception to this is the PROFINET functionality "Device replacement without removable
media / PD" In the case of IO devices for which "Device replacement without removable
media / PD" has been configured, the device name of the 10 controller is assigned on the
basis of the topological configuration.

Alternatively, the device name can be written in the PD directly to the Micro Memory Card.
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Device replacement without removable media / PD

IO devices having this function can be replaced simply:

® A removable medium (such as Micro Memory Card) with stored device name
is not required.

® The device name does not have to be assigned with the PD.

The replaced IO device obtains the device name from the 10 controller, not from the
removable medium or from the programming device. For this purpose, the IO controller uses
the configured topology and the neighbor relationships determined by the IO devices.

The configured set topology must agree with the actual topology.

Diagnostic interrupt

Diagnostics

Modules capable of diagnostics operations report detected system errors to the CPU by
means of diagnostic interrupts.

See also CPU

- 8ystem diagnostics

Diagnostics buffer

DP master

DP slave

DPV1

272

The diagnostics buffer represents a buffered memory area in the CPU. It stores diagnostic
events in the order of their occurrence.

A master which behaves in accordance with EN 50170, Part 3 is known as a DP master.

See also Master

A slave operated on PROFIBUS with PROFIBUS DP protocol and in accordance with
EN 50170, Part 3 is referred to as DP slave.

See also Slave

The designation DPV1 means extension of the functionality of the acyclical services
(to include new interrupts, for example) provided by the DP protocol. The DPV1 functionality
has been incorporated into IEC 61158/EN 50170, volume 2, PROFIBUS.

System Description
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Error handling via OB

After the operating system has detected a specific error (e.g. access error with
STEP 7 user program), it calls a dedicated organization block (error OB) that
determines further CPU actions.

ERTEC
ERTEC - Enhanced Real Time Ethernet Controller

The new ERTEC200 and ERTEC400 ASICs are designed for automation applications.
They support the PROFINET protocol and are required for IRT operation. ASIC is the
acronym for Application Specific Integrated Circuits. PROFINET ASICs are components
which provide a wide range of functions for developing user-specific devices. They convert
the requirements of the PROFINET standard into high-performance, high-density circuits.

Benefits of ERTEC:
e Easy integration of switch functionality in devices
® FEasy and cost-effective setup of linear bus topology

® Minimized communication load on devices

FB

- Function block

FC

- Function

Function

According to IEC 1131-3, a function (FC) is a code block without static data. A function
allows parameters to be passed in the user program. Functions are therefore suitable for
programming frequently occurring complex functions, e.g. calculations.

Function block

According to IEC 1131-3, a function block (FB) is a code block with static data. A function
block allows parameters to be transferred to the user program. Function blocks are therefore
suitable for programming frequently recurring, complex functions, e.g., rules, mode selection.
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GSD file

The properties of a PROFINET device are described in a GSD file
(General Station Description) that contains all the information required for configuration.

As with PROFIBUS, you can link a PROFINET device in STEP 7 by means of a GSD file.

In PROFINET 10, the GSD file is in XML format. The structure of the GSD file conforms to
ISO 15734, which is the world-wide standard for device descriptions.

In PROFIBUS, the GSD file is in ASCII format.

I-device

The "I-device" functionality (intelligent 10 device) of a CPU allows data to be exchanged with
an 10 controller and therefore to use the CPU, for example, as an intelligent preprocessing
unit of subprocesses. The I-device is linked as an |0 device to a "higher-level" IO controller.

Industrial Ethernet

Industrial Ethernet is a directive for connecting to an Ethernet in an industrial environment.
The greatest difference to standard Ethernet is in the mechanical capacity and the immunity
to interference for the individual components.

Industrial Wireless LAN

In addition to data communication to IEEE 802.11, SIMATIC NET Industrial Wireless LAN
provides a number of extremely useful enhancements (ifeatures) for the industrial customer.
IWLAN is particularly suited for complex industrial applications with requirement for reliable
radio communication, owing to the following properties:

e Automatic roaming when the connection to Industrial Ethernet is interrupted
(Forced Roaming)

® (Cost savings generated by using a single wireless network for secure operation of a
process with both process-critical data (alarm message, for example) and non-critical
communication (service and diagnostics, for example)

e (Cost-effective connection to devices in remote environments that are difficult to access
® Predictable data traffic (deterministic) and defined response times
® For use in hazardous areas of Zone 2

e Cyclical monitoring of the wireless link (link check)

Interface, MPIl-compatible
- 1P/
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Interrupt

The CPU's operating system distinguishes between different priority classes for user
program execution. These priority classes include interrupts, e.g. process interrupts.
When an interrupt is triggered, the operating system automatically calls an assigned OB.
In this OB the user can program the desired response (e.g. in an FB).

See also Operating system

Interrupt, diagnostic

- Diagnostic interrupt

Interrupt, process

- Process inferrupt

IP address
To allow a PROFINET device to be addressed as a node on Industrial Ethernet, this device
also requires an IP address that is unique on that network. The IP address is made up of
4 decimal numbers with a range of values from 0 through 255. The decimal numbers are
separated by periods.
The IP address is made up of the following:
® Address of the network and
® Address of the node (generally called the host or network node).
IRT

Synchronized transmission procedure for the cyclic exchange of IRT data between
PROFINET devices. A reserved bandwidth within the send clock is available for the IRT 10
data. The reserved bandwidth ensures that the IRT data can be transmitted at reserved,
synchronized intervals whilst remaining uninfluenced even by other greater network loads
(e.g. TCP / IP communication or additional real time communication).

Isochronous mode

In order to maximize deterministic performance, the process data, the transmission cycle via
PROFIBUS DP or PROFINET 10O, as well as the user program are synchronized. The input
and output data of distributed 1/0O devices in the system are detected and output
simultaneously. The constant PROFIBUS DP cycle / PROFINET IO cycle is the clock
generator.

LAN

Local Area Network; interconnects multiple computers within a company. The geographical
topology of a LAN is limited to the local premises and is only available to the operating
company or institution.
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Line depth

MAC address

Describes the number of interconnected external switches or integrated switches in the line.

Every PROFINET device is assigned a worldwide unique device identifier at the factory.
This 6-byte long device identifier is the MAC address.

The MAC address consists of:

e 3-byte vendor identifier and

e 3-byte device identifier (consecutive number).

The MAC address is normally printed on the front of the device: e.g. 08-00-06-6B-80-CO.

Maintenance demanded

Continuity and reliability of a PROFINET device depends on the early recognition and
elimination of potential faults in order to prevent any loss of production.

This requires the definition of different maintenance information relating to the maintenance
demanded status.

A "maintenance demanded" system alarm can be defined for various wear-and-tear
parameters. For example, the alarm may recommend inspection of a component which
has reached a specific number of operating hours.

A "maintenance demanded" alarm is generated if a component must be replaced within
a conceivable period.

(Example printer: A maintenance required alarm is generated to indicate that the toner /
printer cartridge requires immediate replacement.)

Maintenance required

Master

276

Continuity and reliability of a PROFINET device depends on the early recognition and
elimination of potential faults in order to prevent any loss of production.

This requires the definition of different maintenance information relating to maintenance
required.

A "maintenance required" system alarm can be defined for various wear-and-tear
parameters. For example, the alarm may recommend inspection of a component which has
reached a specific number of operating hours.

A "maintenance required" alarm is generated if a component must be replaced within
a short period.

(Example printer: A maintenance demanded alarm is generated to indicate that the toner /
printer cartridge will have to be replaced in a few days.)

When a master has the token, it can send data to other nodes and request data from other
nodes (= active node).

System Description
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Media redundancy

Through the so-called Media Redundancy Protocol (MRP) it is possible to setup possible
redundant networks. Redundant transmission links (ring topology) ensure that an alternative
communication path is made available if a transmission link fails. The PROFINET devices
that are a part of this redundant network form an MRP domain.

MIB

An MIB (Management Information Base) is a data base of a device. SNMP clients access
this data base in the device. The S7 device family supports, among others, the following
standard MIBs:

e MIB Il, standardized in the RFC 1213
e || DP MIB, standardized in the international standard IEE 802.1AB
e || DP PNIO-MIB, standardized in the international standard IEE 61158-6-10

Micro Memory Card (MMC)

Micro Memory Cards are memory media for CPUs and CPs. When compared with a
memory card, a Micro Memory Card is smaller.

See also Memory Card

MPI
The multipoint interface (MPI) represents the programming device interface of SIMATIC S7.
It enables multiple nodes (PGs, text-based displays, OPs) to be operated simultaneously by
one or more CPUs. Each node is identified by its unique (MPI) address.

MPI address
- P/

NCM PC
- SIMATIC NCM PC

Network
A network consists of one or more interconnected subnets with any number of nodes.
Several networks can exist alongside each other.

NTP

The Network Time Protocol (NTP) is a standard for synchronizing clocks in automation
systems via Industrial Ethernet. NTP uses the UDP wireless network protocol.
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OB

OLE

OPC

OPC client

OPC server

Operating state

— QOrganization blocks

Object Linking and Embedding is a central architectural principle in Windows. OLE is a
Microsoft technology which enables object linking and data exchange between programs.

OLE for Process Control is an industrial standard which defines vendor-independent
access to industrial communication networks on the basis of OLE.

OPC (OLE for Process Control) defines a standard communication interface for automation
technology. OPC enables access to OLE (Object Linking and Embedding). OLE is a
component model of Microsoft. Components are software objects or applications which
make their functionality available to other applications.

Communication via the OPC interface is based on COM/DCOM. In this case, the object is
the process image.

The OPC interface was designed as an industrial standard by leading companies in the
automation industry with support from Microsoft Corporation. Applications accessing process
data were previously restricted to the access mechanisms of the communications network of
a single vendor. The standardized OPC interface harmonizes access to the communication
networks of any vendor.

An OPC client is a user program which accesses process data using the OPC interface.
OPC server provides access to process data.

The OPC server provides a wide range of functions to an OPC client for communication
over industrial networks.

For additional information, refer to the /ndustrial Communication with PG/PC manual.

SIMATIC S7 automation systems know the following operating states: STOP, START, RUN.
See also START, RUN

Operating system
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The CPU operating system organizes all the CPU functions and processes which are not
associated with a specific control task.
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Option handling

Option handling enables you to set up your automation system for future expansions or
options. Option handling means that you configure the planned maximum configuration
of your automation system in advance and can vary later depending on the user program.
Option handling exists with and without RESERVE modules.

Organization blocks

Parameters

Organization blocks (OBs) form the interface between the CPU operating system and the
user program. The order in which the user program is executed is defined in the organization
blocks.

1. Variable of a STEP 7 code block
2. Variables used to set the behavior of a module (one or more per module).

As delivered, each module has an appropriate default setting that can be changed
via configuration in STEP 7.

The parameters are divided into static and dynamic parameters

Parameters, static

PC station

PCD

PG

PLC

System Description

Unlike dynamic parameters, static parameters of modules cannot be changed by the user
program. You can only modify these parameters by editing your configuration in STEP 7,
for example, modification of the input delay parameters of a digital signal input module.

- SIMATIC PC station

The PROFINET component description is the description of the components you have
generated in your engineering system (for example, STEP 7). The PCD is an XML file
that you can import into SIMATIC iMap so that you can configure the PROFINET CBA
communication.

- Programming device

- FPProgrammable logic controller
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PLC
A PLC in the context of SIMATIC S7 --> is a programmable logic controller.

See also Programmable Logic Controller

PNO

Technical committee that defines and further develops the PROFIBUS and PROFINET
standards with the following homepage: http://www.profinet.com.

Prioritized startup

Prioritized startup describes the PROFINET functionality to accelerate the startup of IO
devices for RT and IRT communication within a PROFINET IO system. The function reduces
the time that the correspondingly configured IO devices require in order to return to the cyclic
user data exchange in the following cases:

e After the supply voltage has returned
e After a station has returned

o After 10 devices have been activated

Process image

The process image is part of CPU system memory. At the start of cyclic program execution,
the signal states at the input modules are written to the process image of the inputs. At the
end of cyclic program execution, the signal status of the process image of the outputs is
transferred to the output modules.

See also System memory

Process interrupt

A process interrupt is triggered by interrupt-triggering modules as a result of a specific event
in the process. The process interrupt is reported to the CPU. The assigned organization
block will be processed according to interrupt priority.

See also Organization Block

Product version

The product version identifies differences between products which have the same order
number. The product version is incremented when forward-compatible functions are
enhanced, after production-related modifications (use of new parts/components) and for
bug fixes.

PROFIBUS

Process Field Bus - European field bus standard.

System Description
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PROFIBUS device

PROFIBUS DP

PROFIlenergy

PROFINET

System Description

A PROFIBUS device has at least one PROFIBUS interface with an electrical (RS485)
or optical (polymer optical fiber, POF) interface.

A PROFIBUS with the DP protocol that complies with EN 50170. DP stands for distributed
peripheral (I0) = fast, real-time, cyclic data exchange. From the perspective of the user
program, the distributed 10s are addressed in exactly the same way as the central |Os.

Function for energy saving in the process, for example, during breaks through short-term
switch off of the entire system through standardized PROFlenergy-commands.

Within the framework of Totally Integrated Automation (TIA), PROFINET IO is the consistent
further development of:

e PROFIBUS DP, the established fieldbus and
® |ndustrial Ethernet

PROFINET IO is based on 20 years of experience with the successful PROFIBUS DP and
combines the normal user operations with the simultaneous use of innovative concepts of
the Ethernet technology. This ensures the smooth migration of PROFIBUS DP into the
PROFINET world.

PROFINET IO as the Ethernet-based automation standard of PROFIBUS International
defines a cross-vendor communication, automation, and engineering model.

With PROFINET IO a switching technology is implemented that allows all stations to access
the network at any time. In this way, the network can be used much more efficiently through
the simultaneous data transfer of several nodes. Simultaneous sending and receiving is
enabled through the full-duplex operation of Switched Ethernet.

PROFINET IO is based on Switched Ethernet full-duplex operation and a bandwidth of
100 Mbps.
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PROFINET CBA

As part of PROFINET, PROFINET CBA (Component Based Automation)
is an automation concept that focuses on the following:

e Implementation of modular applications
® Machine - machine communication

PROFINET CBA lets you create distributed automation solutions based on off-the-shelf
components and partial solutions. This concept satisfies demands for a higher degree of
modularity in the field of mechanical and systems engineering by extensive distribution of
intelligent processes.

With Component Based Automation you can implement complete technological modules as
standardized components that can be used in large systems.

You create the modular, intelligent components of the PROFINET CBA in an engineering
tool, which may differ according to the device manufacturer. Components that are formed
from SIMATIC devices are created with STEP 7, and are interconnected using the
SIMATIC iMAP tool.

PROFINET component

A PROFINET component incorporates all the hardware configuration data, the module
parameters and the associated user program for use in PROFINET CBA.
The PROFINET component is made up as follows:

® Technological function

The (optional) technological (software) function includes the interface to other
PROFINET components in the form of interconnectable inputs and outputs.

® Device

The device is the representation of the physical programmable controller or field device,
including any I/O, sensors and actuators, the mechanical system and the device's
firmware.

PROFINET Component Description
- fPCD

PROFINET device

A PROFINET device always has a PROFINET interface (electrical, optical, wireless).
A lot of devices also have a PROFIBUS DP interface to connect PROFIBUS devices.

PROFINET IO controller

Device used to address the connected IO devices. This means that the 10 controller
exchanges input and output signals with assigned field devices. The 10 controller is
often the controller on which the automation program runs.

System Description
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PROFINET IO device

A decentralized field device that is assigned to one of the 10 controllers
(e.g. remote IO, valve terminals, frequency converters, switches)

PROFINET IO Supervisor

Programming device, PC or HMI device used for commissioning and diagnostics.

PROFINET IO system
PROFINET IO controller with assigned PROFINET IO devices.

PROFINET 10

As part of PROFINET, PROFINET 10 is a communication concept that is used to implement
modular, distributed applications.

PROFINET IO allows you to create automation solutions of the type with which you are
familiar from PROFIBUS DP.

PROFINET IO is implemented using the PROFINET standard for programmable controllers
(IEC 61158-x-10).

The STEP 7 engineering tool helps you to structure and configure an automation solution.

In STEP 7 you have the same application view, regardless of whether you are configuring
PROFINET devices or PROFIBUS devices. The user program for PROFINET 10 and
PROFIBUS DP looks the same. The same system function components and system state
lists are used (were expanded for PN 10).

Programmable logic controller

Programmable controllers (PLCs) are electronic controllers whose function is stored as a
program in the control unit. The structure and wiring of the device does not therefore depend
on the controller's function. A programmable logic controller is structured like a computer.

It consists of a CPU with memory, input/output modules and an internal bus system.

The I0s and the programming language are oriented to control engineering needs.

Programming device

Programming devices are essentially compact and portable PCs which are suitable for
industrial applications. They are identified by a special hardware and software for
programmable logic controllers.

System Description
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Proxy

The PROFINET device with proxy functionality is the substitute for a PROFIBUS device on
Ethernet. The proxy functionality allows a PROFIBUS device to communicate not only with
its master but also with all nodes on PROFINET.

With PROFINET, existing PROFIBUS systems can be integrated into the PROFINET
communication with the aid of an IE/PB link, for example. The IE/PB link then handles
communication via PROFINET on behalf of the PROFIBUS components.

In this way, you can link both DPV0 and DPV1 slaves to PROFINET.

Proxy functionality

- Proxy

RAM (Random Access Memory) is a semiconductor read/write memory.

Real time and determinisms
Real-time means that a system processes external events within a defined time.

Determinism means that a system responds in a predictable (deterministic) manner.

Real-time communication
Collective term for RT and IRT.

PROFINET uses its own real-time channel (RT), reserved transmission bandwidth (IRT)
instead of TCP/IP to communicate time-sensitive IO user data.

Restart

On CPU start-up (e.g. after is switched from STOP to RUN mode via selector switch or with
POWER ON), OB100 (restart) is initially executed, prior to cyclic program execution (OB1).
On restart, the input process image is read in and the STEP 7 user program is executed,
starting at the first instruction in OB1.

System Description
284 System Manual, 03/2012, ASE00298288-06



Glossary

Retentive memory

Router

RT

Security

Segment

SELV/PELV

System Description

A memory area is considered retentive if its contents are retained even after a power loss
and transitions from STOP to RUN. The non-retentive area of memory flag bits, timers and
counters is reset following a power failure and a transition from the STOP mode to the
RUN mode.

Retentive can be the:
e Bit memory

e S7 timers

e S7 counters

® Data areas

A router interconnects two subnets. A router works in a similar way to a switch. With a router,
however, you can also specify which communication nodes may communicate via the router
and which may not. The communication nodes on various sides of a router can only
communicate with one another if you have explicitly enabled communication between these
nodes via the router. Real-time data cannot be exchanged beyond subnet boundaries.

Real-time means that a system processes external events within a defined time.

Generic term for all the measures taken to protect against
® | oss of confidentiality due to unauthorized access to data
® | oss of integrity due to manipulation of data

® | oss of availability due to the destruction of data

- Bus segment

The term denotes circuits with safety extra-low voltage. Siemens SITOP power supplies
provide this protection, for example. For additional information, refer to the
EN 60950-1 (2001) standard.
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Send clock

SFB

SFC

Shared Device

Signal module

SIMATIC

Period between two successive intervals for IRT or RT communication.
The send clock is the shortest possible transmit interval for exchanging data.

For IRT with the "high performance" option, in addition to the "even" transmission tact
(250 ps, 500 ps, 1 ms, 2 ms, 4 ms), the send clock can be set as "odd" between 250 ps
and 4 ms at any multiple of 125 ps: 375 ps, 625 ps ... 3.875 ms.

With "odd" send frequencies, the following applies for all PROFINET IO-devices:
e Update time = send frequency

¢ no amendment of IRT with the "high performance" option possible through RT devices

- System function block

- System function

The "shared device" function allows the submodules of an 10 device to be divided up among
different 1O controllers.

Signal modules (SM) form the interface between the process and the PLC. There are digital
input and output modules (input/output module, digital) and analog input and output
modules. (Input/output module, analog)

The term denotes Siemens AG products and systems for industrial automation.

SIMATIC NCM PC

SIMATIC NET

286

SIMATIC NCM PC is a version of STEP 7 tailored for PC configuration. It offers the full range
of STEP 7 functions for PC stations.

SIMATIC NCM PC is the central tool for configuring the communication services for your
PC station. The configuration data generated with this tool must be downloaded to the
PC station or exported. This makes the PC station ready for communication.

Siemens Industrial Communication division for Networks and Network Components.

System Description
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SIMATIC PC station

A "PC station" is a PC with communication modules and software components within a
SIMATIC automation solution.

SIMATIC iMap

Engineering tool for configuration, commissioning, and monitoring of modular distributed
automation systems. It is based on the PROFINET standard.

SINEMA E

SINEMA E (SIMATIC Network Manager Engineering) is planning, simulation and
configuration software that simplifies the task of installing and starting up a WLAN network
with the help of simulation functions.

Slave

Planning a WLAN infrastructure

By modeling the environment - external area, internal area etc., you can calculate the
distribution of the electromagnetic fields. One the basis of this calculation you then
position the access points and align their antennas.

Simulating a WLAN infrastructure

Simulating the planned wireless LAN allows you to calculate the position, range and
attenuation without having to construct the LAN first. Simulation allows you to work out
the optimum sending and receiving conditions when setting up a WLAN structure.

Configuring a WLAN infrastructure

You configure the WLAN devices offline and save all the relevant data (parameters,
security settings) in a project. When online, all the WLAN devices are automatically
conveyed via the LAN and the configured parameters are downloaded to the WLAN
devices.

Measurements for optimizing and maintaining a WLAN infrastructure

You can support measurements and analyses at the start of planning with the optimal
illumination of an available WLAN network. In addition, the measurements give important
information in troubleshooting and maintenance.

Report function

Alongside the documentation of the measurement results, use the extensive report
function for drawing up offers (Sales Wizard), for installation (device installation
instructions), for acceptance, troubleshooting and expanding the WLAN network.

A slave can only exchange data after being requested to do so by the master.

System Description
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SNMP

SNMP (Simple Network Management Protocol) makes use of the connectionless UDP
transport protocol. It consists of two network components, similar to the client/server model.
The SNMP manager monitors the network nodes and the SNMP agents collect the various
network-specific information in the individual network nodes and stores it in a structured form
in the MIB (Management Information Base). This information allows a network management
system to run detailed network diagnostics. Access to SNMP data from PROFINET devices
is generally read only, except for a small amount of data that is not production-relevant.

STEP 7

STEP 7 is an engineering system and contains programming software for the creation of
user programs for SIMATIC S7 controllers.

Subnet

All the devices connected by switches are located in the same network - a subnet.
All the devices in a subnet can communicate directly with each other.

All devices in the same subnet have the same subnet mask.

A subnet is physically restricted by a router.

Subnet mask

The bits set in the subnet mask decide the part of the IP address that contains the address
of the network.

In general the following applies:
® The network address is obtained from the IP address AND the subnet mask.

® The node address is obtained by an AND NOT operation on the IP address and subnet
mask.

Substitute value

Substitute values are configurable values which output modules transfer to the process when
the CPU switches to STOP mode.

In the event of an I/O access error, a substitute value can be written to the accumulator
instead of the input value which could not be read (SFC 44).

Switch

Network components used to connect several computers or network segments in a local
network (LAN).

System Description
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Sync domain

All PROFINET devices that are to be synchronized via PROFINET 10 with IRT must belong
to a sync domain.

The sync domain consists of precisely one sync master and at least one sync slave.
The role of the sync master is normally done by an IO controller or switch.

Non-synchronized PROFINET devices are not a part of a sync domain.

System diagnostics

System diagnostics refers to the detection, evaluation, and signaling of errors that occur
within the PLC, for example programming errors or module failures. System errors can be
indicated by LEDs or in STEP 7.

System function

A system function (SFC) is a function that is integrated in the operating system of the CPU
and can be called in the STEP 7 user program, when necessary.

System function block

A system function block (SFB) is a function block integrated in the CPU operating system
that can be called in the STEP 7 user program when required.

System memory

System memory is an integrated RAM memory in the CPU. System memory contains the
address areas (e.g. timers, counters, flag bits) and data areas that are required internally
by the operating system (for example, communication buffers).

System status list

The system status list contains data that describes the current status of a SIMATIC S7.
You can always use this list to obtain an overview of the following points:

e Status of the SIMATIC S7 extension.
® The current CPU configuration and configurable signal modules.

® The current states and processes in the CPU and in configurable signal modules.

System Description
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TCP/IP

The Ethernet system is designed solely to carry data. It is comparable to a highway as a
system for transporting goods and passengers. The data is actually transported by protocols.
This is comparable to cars and commercial vehicles transporting passengers and goods on
the highway.

Tasks handled by the basic Transmission Control Protocol (TCP) and Internet Protocol (IP)
(abbreviated to TCP/IP):

1. The sender splits the data into a sequence of packets.

2. The packets are transported over the Ethernet to the correct recipient.
3. The recipient reassembles the data packets in the correct order.
4

. Faulty packets are sent again until the recipient acknowledges that they have been
transferred successfully.

Most higher-level protocols use TCP/IP to handle their tasks. The Hyper Text Transfer
Protocol (HTTP), for example, transfers documents on the World Wide Web (WWW) which
are written in Hyper Text Markup Language (HTML). Without this technology, you would not
be able to view Web sites on your Internet browser.

Technological function
- PROFINET component

Terminating resistor

The terminating resistor is used to avoid reflections on data links.

Token

Allows access to the bus for a limited time.

Topology
Network structure. Commonly used structures:
® Linear bus topology
® Ring topology
e Star topology
® Tree topology

Topology configuration

All the interconnected ports of the PROFINET devices in STEP 7 projects and their
relationships to each other.
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Transmission rate

Twisted-pair

ubT

Update time

User program

WAN

System Description

Data transfer rate (in bps)

Fast Ethernet via twisted-pair cables is based on the IEEE 802.3u standard (100 Base-TX).
The transmission medium is a shielded 2x2 twisted-pair cable with an impedance of 100
Ohm (AWG 22). The transmission characteristics of this cable must meet the requirements
of category 5.

The maximum length of the connection between the terminal and the network component
must not exceed 100 m. The connections are implemented according to the 100 Base-TX
standard with the RJ-45 connector system.

User Defined Type: User-defined data type with any design.

Within this time interval an 1O device / 10 controller in the PROFINET IO system is supplied
with new data by the 1O controller / 1O device. The send cycle can be configured separately
for each 10 device and determines the interval at which data are sent from the 10 controller
to the 1O device (outputs) as well as data from the 1O device to the 10 controller (inputs).

Note

According to the Nyquist-Shannon sampling theorem, there is a changed value of a sensor
after at latest an update cycle being executed twice in the IO controller. Further time delays
can occur through back wall bus durations and analog digital conversion times in the 10
device. After this time, the changed value can be accessed directly from the user program
(for example, L PEW 267). If the value is accessed through the process image, the cycle
time of the OB1 must be added twice.

In SIMATIC, we distinguish between the operating systems of the CPU and user programs.
The user program contains all instructions, declarations and data for signal processing
through which a system or process can be controlled. It is assigned to a programmable
module (for example CPU, FM) and can be structured in smaller units (blocks).

A network beyond LAN boundaries which allows, for example, intercontinental
communication. Legal rights do not belong to the user but to the provider of the
communication network.
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Work memory

The working memory is integrated in the CPU and cannot be extended. It is used to run the
code and process user program data. Programs only run in the working memory and system
memory.

See also CPU

XML

XML (Extensible Markup Language) is a flexible, easy to understand data description
language which can be learned easily. Information is exchanged with the aid of readable
XML documents. These documents contain continuous text supplemented with structure
data.
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Address assignment, 219
Application example, 257
Automation concept, 29
Available nodes, 229

B

Basic knowledge required, 3

C

Cause of the error, 235

Changing 10 devices during operation
Applicative conditions, 80
Area of application, 81
Use - configuring in HW Config, 82

Changing partner ports during operation, 80

Channel error, 236
Commissioning phase, 227
Communication
10 controller, 181
PROFINET, 58
Communication processor, 231
Diagnostics, 231
Communication traffic, 40
Component, 259
Component Based Automation, 17, 29
Conditions
for I-device, 129
Configure I-device, 105
Application transfer area, 108
as a shared device, 120
Basic procedure, 103
Generating a GSD File, 112
higher-level system, 114
10 transfer area, 110
Lower-level 10 system, 118
Use, 113
Configuring, 180
Isochronous mode, 145
Shared Device, 88, 91
Connection, 27
AS-Interface with PROFINET, 28
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PROFIBUS DP and PROFINET IO via IWLAN, 27
constant PROFINET IO:, 135
CP 343-1, 32

CP 443-1 Advanced, 32
CPU communication, 181
Cut through, 66

Data access, 63
Data exchange

higher- and lower-level |0-system, 101

Default router, 218
Device, 247

Device identifier, 216
Device name, 215

Assigning, 219
structured, 215

Device number, 215
Device replacement without removable media / PD, 73

Advantages, 74
Definition, 73
Requirement, 73

Diagnostic data record, 235, 236
Diagnostic status, 234
Diagnostics

Access, 227
Diagnostic status, 234
I-device, 120
Isochronous mode, 153
Level, 226

SIMATIC iMap, 249
STEP 7, 228, 233

User program, 233

Diagnostics view, 230
Disposal, 4

DNS conventions, 215
DP master, 19

Class 2, 19

DP master system, 19
DP slave, 19
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E

Effect of Ti

Isochronous mode, 138
Effect of To

Isochronous mode, 140
Engineering concept, 243
Engineering system, 259
Error location, 235
Example

higher- and lower-level 10-system, 115

I-device, 104

Using an I-Device, 113

F

Fast Ethernet, 40
Fast view, 230
Fieldbus integration, 27
Fixed factor, 62
Functionality

I-device, 96

Shared Device, 86

G

GSD file, 32, 179
create for |-device, 112
Import, 179

Guide through the manual, 4

H

HMI, 19
HW Config, 229
Online, 229

I-device (intelligent 10 devices)
Advantages, 97
Alarm response, 120
Diagnostics, 120
Functionality, 96
Operating conditions, 129
Properties, 97
Subordinate PN 10 system, 98
Topology rules, 126

IE/PB link, 28, 258

Industrial Ethernet, 16, 19, 40

Industrial Wireless LAN, 46
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Application examples, 47
Industrial WLAN, 45
Information landscape, 3
Instance, 247
Intelligent 10 device, 96
Interrupts
Isochronous mode, 153
10 controller, 19
10 device, 19
10 supervisor, 19
10 system
Configuring, 114
Data exchange, 101
IP address, 214, 216
Assigning, 214, 217, 218
Selecting, 214
IPO model CAFC =1
Isochronous mode, 143
IPO model CAFC > 1
Isochronous mode, 144
IRT
Advantages, 67
Area of application, 64
Configuration example, 253
Configuring in HW Config, 198
Definition, 67
Differences of RT, 71
Properties, 67
Setting the transmission bandwidth, 210
Setting up the send clock, 210
Setup recommendations, 174
Isochronous alarm - OB
0OB61 to OB64, 142
Isochronous mode
Advantages, 134
Configuring, 145
Diagnostics, 153
Effect of Ti, 138
Effect of To, 140
Example, 134
Interrupts, 153
IPO model CAFC =1, 143
IPO model CAFC >1, 144
OB6x, 139
Process reaction, 137
PROFINET IO, 135
Reaction time, 135
through several system clock cycles, 141
Why?, 132

Isochronous real-time

Advantages, 67
Properties, 67

System Description
System Manual, 03/2012, ASE00298288-06



Index

Isochronous real-time communication
Definition, 67

L

Library, 247
Line depth
and IRT, 196
RT, 195
Linear, 54

M

MAC address, 216
Maintenance, 178
Manuals
Other important manuals, 3
Memory card, 217
MIB (Management Information Base), 238
Micro Memory Card, 217
Module information, 230

N

NCM, 230

NCM PC, 228

Network components, 42
Switch, 42

Network diagnostics, 237

O

OB 82, 235
OB6x
Isochronous mode, 139
Office world, 63
Online diagnostics, 227
Open Online, 229
Option handling, 72
Properties, 72
Overview
Documentation, 11

P

PC, 32
PCD, 244
PELV, 174
Plant
Operating, 178
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Planning, 178
POF and PCF cables
make up, 41
Primary Setup Tool, 217
Prioritized startup
Configuring in HW Config, [77
Definition, 75
Pin assignment, 265
Properties, 75
Startup times, 76
Process reaction
Isochronous mode, 137
PROFIBUS, 16, 19
PROFIBUS device, 18
PROFIBUS International, 17
PROFINET, 16, 19, 29, 242
Addresses, 214
Environment, 18
Implementation, 17
Objectives, 17
Optimizing, 173, 174
Reserving the transmission bandwidth, 69
Response check time, 58
RT, 67
Send clock, 59, 62, 210
standard, 29
Switching mechanisms, 66
Topology, 173
Topology rules with I-device, 126
Update times, 58
Update times of CPU 319-3 PN/DP, 60
PROFINET CBA, 117, 29
PROFINET component, 242, 247
PROFINET Component Description, 244
PROFINET components
Functionality, 248
PROFINET interface
Configuration, 182
Data transmission rate, 41
Identification, 21
Properties, 20
PROFINET IO, 17, 31
Constant, 135
Isochronous mode, 135
PROFINET IO component, 259
PROFINET IO system, 19
Project, 178
Archiving, 178
Documenting, 178
Proxy, 28
Proxy functionality, 28
Purpose of this documentation, 3
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R

Radio interface
Technical specifications, 45
Range, 45
Reaction time
Isochronous mode, 135
Real-time communication
Definition, 65
Records, 235, 236
Recycling, 4
Reserving the transmission bandwidth, 69
Ring, 54
Router, 43
Default, 218
RT
Definition, 65
Differences of IRT, 71

S

SCALANCE
X, 44, 52

Security
Data security at the office and production levels, 53
Definition, 50
Precautions, 50, 51

SELV, 174

Send clock
Configuring in HW Config, 210
setting up, 210

Servicing, 227

SFB 52, 234, 258

SFB 54, 235

SFC 126 "SYNC_PI,

SFC 127 "SYNC_PO",

Shared Device, 120
Configuring, 88, 91
Functionality, 86

SIMATIC iMap, 29, 242, 245, 257

SIMOTION, 32

SNMP (Simple Network Management Protocol), 237

SOFTNET PROFINET, 32

SSL, 234
W#16#0694, 234
W#16#0696, 234
W#16#0A91, 234
W#16#xD91, 234

Star, 54

Status, 226

STEP 7,180
NCM option, 230
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Store and forward, 66
Subnet, 55
Subnet mask, 217
Assigning, 218, 227
Switch, 42, 231
Diagnostics, 231
Integrated, 42
with security functions, 44
Sync domain, 62
Synchronization, 165

System configuration engineer, 178

T

Technological function, 246, 247

Technological module, 246
Topology, 54
Example, 56

Rules about the 10-system with I-device, 126

Transmission
acyclic, 62
cyclic, 62
Transmission bandwidth
Reservation, 69
setting up, 210
Tree, 54
Twisted-pair
make up, 40

\/
Vendor identifier, 216

w

WinLC, 32, 258

Wire break, 232

Wireless networks, 48, 49
WLAN, 45

X

XE \* MERGEFORMAT, 120
XML, 247
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