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Security
Informa-
tion

This entry originates from Siemens Industry Online Support. The conditions of use
specified there apply (www.siemens.com/nutzungsbedingungen).

Siemens provides products and solutions with industrial security functions that support the
secure operation of plants, systems, machines and networks.

In order to protect plants, systems, machines and networks against cyber threats, it is
necessary to implement — and continuously maintain — a holistic, state-of-the-art industrial
security concept. Siemens’ products and solutions only form one element of such a
concept.

Customers are responsible to prevent unauthorized access to their plants, systems,
machines and networks. Systems, machines and components should only be connected
to the enterprise network or the internet if and to the extent necessary and with
appropriate security measures (e.g. use of firewalls and network segmentation) in place.
Additionally, Siemens’ guidance on appropriate security measures should be taken into
account. For more information about industrial security, please visit
http://www.siemens.com/industrialsecurity.

Siemens’ products and solutions undergo continuous development to make them more
secure. Siemens strongly recommends to apply product updates as soon as available and
to always use the latest product versions. Use of product versions that are no longer
supported, and failure to apply latest updates may increase the customer’s exposure to
cyber threats.

To stay informed about product updates, subscribe to the Siemens Industrial Security
RSS Feed under http://www.siemens.com/industrialsecurity.
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1 Migration to HMI Comfort Panels

Migration support

A WInCC flexible project can be migrated simply to TIA Portal and then exchanged
with a SIMATIC Comfort Panel.

This entry describes what is to be done if the Engineering project is no longer
available for the HMI panel.

Technical Support provides you with support for the migration of the system
backup of an obsolete HMI panel to a compatible and innovative SIMATIC Comfort
Panel as part of the SIMATIC HMI Upgrade Packages.

Figure 1-1
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Supported obsolete HMI devices:
e TP177B 6" DP and DP/PN
e MP177 6" Touch
e TP270/TP277 6"
e OP177B DP and DP/PN
e OP270/0P277 6"
e MP270/MP277 / MP370 / MP377 Touch / Key (6", 8", 10", 12", 15", 19")

Note ProTool devices are not supported.

Free preliminary check
Proceed as follows for a free preliminary check of the system backup.
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1. Create a system backup of the obsolete HMI panel using the service tool
SIMATIC ProSave.
Entry ID: 28928853 includes a description of how to make a backup of a
Windows-based panel.

2. Create a new Support Request at the following link.
https://support.industry.siemens.com/my/en/en/requests/#createRequest

3. Enter the keyword "HMI Upgrade Package" and then select the required
SIMATIC Comfort Panel in the HMI Upgrade Package.

Figure 2-1

Support Request

1 Select a product

Product/Order number *

Flease enter a product without a version specification
(e TIA Portal. STEP 7. S7-1500. PCS 7, ET 200SP, SIMOTION Scout

HMI Upgrade Package

Product range *

Flease select the appropriate product exactly.

Product Upgrade Service

(") HMI Upgrade Package KP1200 Comfort
HWMI Upgrade Package KP1500 Comfort
HWMI Upgrade Package KP400 Comfort
HWMI Upgrade Package KPT700 Comfort
HWMI Upgrade Package KPS00 Comfort
HWMI Upgrade Package KTF400 Comfort
HWMI Upgrade Package TP1200 Comfort
HWMI Upgrade Package TP1500 Comfort
HMI Upgrade Package TP1900 Comfort
HWMI Upgrade Package TP2200 Comfort
HWMI Upgrade Package TP700 Comfort
(") HMI Upgrade Package TP200 Comfort

4. You then give a detailed description of your initial situation and the device type
of the obsolete HMI panel. Send us the system backup file you created to us.
You can also send us projects and documents by answering the e-mail sent to
confirm your Service Request.

A technical expert will then contact you to discuss further steps.
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