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Legal information

Legal information

Use of application examples

Application examples illustrate the solution of automation tasks through an interaction of several components in the form of text,
graphics and/or software modules. The application examples are a free service by Siemens AG and/or a subsidiary of Siemens AG
("Siemens"). They are non-binding and make no claim to completeness or functionality regarding configuration and equipment. The
application examples merely offer help with typical tasks; they do not constitute customer-specific solutions. You yourself are responsible
for the proper and safe operation of the products in accordance with applicable regulations and must also check the function of the
respective application example and customize it for your system.

Siemens grants you the non-exclusive, non-sublicensable and non-transferable right to have the application examples used by technically
trained personnel. Any change to the application examples is your responsibility. Sharing the application examples with third parties or
copying the application examples or excerpts thereof is permitted only in combination with your own products. The application examples
are not required to undergo the customary tests and quality inspections of a chargeable product; they may have functional and
performance defects as well as errors. It is your responsibility to use them in such a manner that any malfunctions that may occur do not
result in property damage or injury to persons.

Disclaimer of liability

Siemens shall not assume any liability, for any legal reason whatsoever, including, without limitation, liability for the usability,
availability, completeness and freedom from defects of the application examples as well as for related information, configuration and
performance data and any damage caused thereby. This shall not apply in cases of mandatory liability, for example under the German
Product Liability Act, or in cases of intent, gross negligence, or culpable loss of life, bodily injury or damage to health, non-compliance
with a guarantee, fraudulent non-disclosure of a defect, or culpable breach of material contractual obligations. Claims for damages
arising from a breach of material contractual obligations shall however be limited to the foreseeable damage typical of the type of
agreement, unless liability arises from intent or gross negligence or is based on loss of life, bodily injury or damage to health. The
foregoing provisions do not imply any change in the burden of proof to your detriment. You shall indemnify Siemens against existing or
future claims of third parties in this connection except where Siemens is mandatorily liable.

By using the application examples you acknowledge that Siemens cannot be held liable for any damage beyond the liability provisions
described.

Other information

Siemens reserves the right to make changes to the application examples at any time without notice. In case of discrepancies between the
suggestions in the application examples and other Siemens publications such as catalogs, the content of the other documentation shall
have precedence.

The Siemens terms of use (https://support.industry.siemens.com) shall also apply.

Security information
Siemens provides products and solutions with industrial security functions that support the secure operation of plants, systems,
machines and networks.

In order to protect plants, systems, machines and networks against cyber threats, it is necessary to implement — and continuously
maintain — a holistic, state-of-the-art industrial security concept. Siemens’ products and solutions constitute one element of such a
concept.

Customers are responsible for preventing unauthorized access to their plants, systems, machines and networks. Such systems, machines
and components should only be connected to an enterprise network or the internet if and to the extent such a connection is necessary
and only when appropriate security measures (e.g. firewalls and/or network segmentation) are in place.

For additional information on industrial security measures that may be implemented, please visit
https://lwww.siemens.com/industrialsecurity.

Siemens’ products and solutions undergo continuous development to make them more secure. Siemens strongly recommends that
product updates are applied as soon as they are available and that the latest product versions are used. Use of product versions that are
no longer supported, and failure to apply the latest updates may increase customer’s exposure to cyber threats.

To stay informed about product updates, subscribe to the Siemens Industrial Security RSS Feed under https://www.siemens.com/cert.
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Introduction

‘1. Introduction

1.1. Overview

The OPC UA communication protocol enables companies and organizations to create their own standards for an OPC UA
Information Model. You can generate a standardized server interface with these functions. For communication to your
system or system parts, the OPC UA clients only must know the defined standard without taking into account detailed
information on the system and its devices.

The platform-independent OPC UA protocol with the companion specifications extension offers standardized cross-
manufacturer communication and reduces implementation effort.

Many organizations and associations already have standardized OPC UA Information Models for your industry-specific
systems and solutions. Below you will find a selection of these industry organizations:

e FEuromap

e AIM

e VDMA

e AutomationML
e OMAC

e VDW

With the free "Siemens OPC UA Modelling Editor" (SIOME) tool, we have created an editor for defining your own OPC UA
Information Models or mapping existing companion specifications on your SIMATIC PLC/SINUMERIK. Using this tool, you
can import and edit Information Models as XML files or generate and export individualized models.

Standardization
Organizations

2: 4
FOUNDATION

4

Companion . Information
Specifications SiOME Model
I
XM —A b A1 XML

LA % ‘

“55PC UA - “#5PC UA
Server Client
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Introduction
1.2. Use Cases

Modeling

Create Server Interface nodesets based on imported industry standard models ("Companion Specifications"). Use the
intuitive user interface to manage Namespaces and to add Types and Instances of the key elements of OPC UA, such as
Objects, Variables, Properties or Methods. Get them linked using References and ModellingRules and specify the
Attributes and Values of nodes. See chapter 3.

Modeling
D
| o [P

X XML
s .
Companion % Information

Specifications Model

SIOME also includes a graphical editor for State Machines according to UA Part 16, see chapter 3.712.

Mapping

Create or map an Information model to project or online data of SIEMENS devices. Profit from efficient Drag&drop
interaction with TIA Portal via Openness APl interface.

N Mapping SIEMENS

Pl e L

XML Portal

Information % SIMATIC/
Model SINUMERIK

Optimized workflows are provided for the following product families:

e SIMATIC CPU S7-1200/1500, see chapter 4
e SINUMERIK, see chapter 5
e SIMATIC CloudConnect 7, see chapter 6

Validation

Check Information Model conformity to basic modelling rules or against a Companion Specification. Detect and repair
modeling defects.

N Validation
<> )
XML

Information
Model
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Introduction
PubSub

Create a XML configuration for Publish/Subscribe communication model according to UA Part 14. See chapter 7.

PubSub —
I
De{ﬂ - <D

XML
UA Part 14: % Information

PubSub Model

Data Access

Access process data of an OPC UA Server using Browse, Read and Subscription via an online connection. See chapter 8.

Data
Access

OME

 —
OPC UA
Client

Server Diagnostic

Display diagnostic information of an OPC UA Server and evaluate error conditions via an online connection. See chapter
8.5.

Server
Diagnostic

OME

|
OPC UA
Client

Event View

Receive and display events and alarms from an online OPC UA Server via Alarms and Conditions (A&C) according to UA
Part 9. Call methods for Acknowledgement and Comment. See chapter 9.

Event
View
O E ~ 1 »
OPC UA
Client
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Introduction

GDS Push

Deploy PKI security certificates via Global Discovery Server Push to an OPC UA Server via an online connection, e.g. to a
CPU S7-1500 at runtime. See chapter 10.

GDS Push

OME

" I Y y
OPC UA L
Client

1.3. Change log

Version 2.8.6

Improvements for the SINUMERIK export
Further minor improvements and bugfixing

Version 2.8.5

SiOME now available as portable and installer version
Further minor improvements and bugfixing

Version 2.8

New feature GDS Pull

New features for OPC UA PubSub : Uploadbutton to transmit publish and subscribe DataSets
New feature for supporting dynamic arrays

New feature API for automatisation in accessing SIOME

New feature Plugins for customizable extensions

New feature Log Entrys can be copied

New feature Timeout can be disabled

New feature Installer

Support of SIMATIC S7 1500 R/H Systems

Improvements in object instanciating: Methods can be created via drag&drop from within objects
Improvements in layout and navigation bars

Support of the openness interface to TIA Portal V19

Improvements in PubSub Functionality

Improvements in APl Functionality

Increasing the supported nodes to a total of 210.000

Further improvements and Bugfixing

Version 2.7

New feature "PubSub editor" for creating nodesets containing an Information Model-based Publish/Subscribe
configuration according to UA Part 14, see chapter 7

New feature "CloudConnect 7" for creating a OPC UA Server interface for SIMATIC CC7 devices connected to PLC
Stations via S7 connection, see chapter 6

New feature "SINUMERIK - Online mapping" as an addition to the options "Server export" and "TIA Portal", see
chapter 5.3

Optional normalization of array boundaries, see 2.5

Improvements at connecting to projects of TIA Portal version 18, especially when containing Software Controllers or
PLCs with S7 Namespaces and Units

Improvements at OPC UA Client functionality in feature "Data Access"

Improvements at modification of structured DataTypes, VariableTypes and their instances

Improvements at defining Value attribute of structured data, see 3.13

Improvements at modifying "BrowseName" and/or "DisplayName" of nodes, especially with different settings of default
Nodeld format (Numeric/String/TIA)

Entry ID: 109755133 V2.8.6 07/2024 © Siemens 2024 9



Introduction

e Improvements at nodeset Validation checks, especially at latest Validation rules "Mandatory members" and
"Invalid/Unnecessarily overridden type references”

e Improvements at certificate handling with new Security Policies and when using "GDS Push" feature

e Improvements at Drag&drop of methods, including possibility of Multi-selection by keeping pressed the CTRL-key

e Improvements at function for adding a new non-hierarchical reference

e Further improvements and minor bugfixes

Version V2.6

e Support of the Openness-interface to TIA Portal V18

e New function of pushing Webserver certificates of S7-CPUs when using the feature "GDS Push"

e Extension of available Security Policies when using Client functionalities

e New function for adding hierarchical references to existing parent nodes

e Improvements at modelling and Validation of nested or derived object types including "Repair references" function

e Extension of mapped SIMATIC data types (e.g. DTL, Date_and_Time and other data types based on structures or byte
arrays)

e New tab "Server Diagnostic" in layout "DataAccess"

e New possibility for creating or selecting subfolders when creating PLC data types (UDTs)

e New function of showing all usages of a DataType

e Improvements at displaying AssociatedValues and AlarmConditionType of OPC UA Alarms and Conditions (A&C)

e Improvements at entering start values and UNECE characteristics

e Improvements using multi-selection

e Improvements accessing TIA Portal projects and PLCs with Safety configuration

e Default activation of the setting for showing data types in the Information Model

e Further improvements and minor bugfixes

Entry ID: 109755133 V2.8.6 07/2024 © Siemens 2024 10



General

‘ 2. General

2.1. Installation

Since Version 2.8 SIOME can be installed to your system.

The wizard will guide you through the complete process. At first you need to choose the user for whom SIOME will be
installed. Afterwards you choose the destination. After correct installation SiOME can be started.

This will increase the startup time.

e SIOME Setup — X

Choose Installation Options
Whao should this application be installed for? %

Please select whether you wish to make this software available to all users or just yourself
() Anyone who uses this computer (all users)

(®) Only for me (Siemens)

There is already a per-user installation. (C:\ProgramData\SiOME)
Will reinstall jupgrade.

Entry ID: 109755133 V2.8.6 07/2024 © Siemens 2024 11



e SIOME Setup — e

Choose Install Location
Choose the folder in which to install SIOME., M‘

Setup will install SIOME in the following folder. To install in a different folder, dick Browse and
gelect another folder. Click Install to start the installation.

Destination Folder

Browse...

Space required: 1.1 GB
Space available: 45.0 GB

SIOME 2.8, 2-betad-installer

« Back Install Cancel

& SIOME Setup -

Compleling SIOME Seltup

SIOME has been installed on your computer.,

Click Finish to dose Setup.

] fun sioME

<pac Carcl

2.2. Execution

System requirements
The following system requirements apply to SIOME:
e .NET Framework 4.8 or higher (see \3\ for download)

e Windows 7 (x64) | Windows 10 (x64)

e Installation of vc_redist.x64 (see \7\ for download)

The following system requirements also apply for the use of the TIA Openness function of SIOME:

e TIA Portal Openness installation

General
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e  Access for TIA Portal Openness, see chapter 4.1

Local execution directory

General

Always launch the SIOME application from a folder on a local drive and not from a network drive or distributed system

(e.g., OneDrive).

Run as administrator

It is recommended to execute the SIOME application with administration rights. This can be achieved by activating the

option in the Properties menu of the application file or the desktop shortcut.

MName
certificates
log

4 05Szip
e SIOME"==

O siomes g Open
- dministrator
ith Skype

roubleshoot compatibility
Pin to Start
| Copy UNC path
T-Zip
CRCSHA
[ Edit with Notepad++

Ea Scan with Microsoft Defender...

1& Share
& WinMerge
Pin to taskbar

Restore previous versions

Send to

e SIOME-2.5.12.exe Properties

General Compatibiity Securty Detals  Previous Versions

If this program isn't working comectly on this version of Windows,

try running the compatibility troubleshooter.

Run compatibility troubleshooter I

How do | choose compatibility settings manually?
Compatibility mode
[ Run this program in compatibility mode far:

Windows 8

Settings
[ Reduced colour mode

S-bit (256) colour
] Run in 640 x 480 screen resolution
[ Disable full-screen ontimisations

Run this program as an administratorl

Cut
Copy

Create shortcut

S (B)

Properties = =

|| Register this program for restart

Change high DPI settings

E;Change settings for all users

i

oK Cancel

Apply

Entry ID: 109755133 V2.8.6 07/2024

© Siemens 2024 13



2.3. User Interface

General

The following Figure explains the interface of the Siemens OPC UA Modelling Editor (SIOME):

OPC UA Attributes

References

InformationModeiOnline

Log

e o SIOME 280 A sume 280 Jog 20231120 191624 cov

Attributes / References  Mameso

@

© Additional OPC UA Attributes

29

No. Field Description

1. "Hamburger" menu In the "About" dialog, you will find version information and the
link to this SIOS entry.
The "Settings" entry provides additional options for the
Information Model.
The complete description can be found under "Default
Settings".
The "Shortcuts" dialog contains a list of available shortcuts in
SiIOME.

2. "New" button Clears the current Information Model. All unsaved changes

will be lost.

"Open" button

Opens a SIOME project as an XML file.

4, "Save as" button

Saves the current SIOME project as an XML file.

5. "Select detail view" drop-down menu

Opens a range of views to link variables or licenses via drag &
drop ("TIA Openness") or manually via text input.

“Import XML" button

Imports a pre-defined NodeSet or a saved XML project status.

"Export XML" button

Exports a modeled NodeSet. In addition to the "Save as"
button, the user has the option to export only individually
selected namespaces.

8. "Filter for mapping"
Drop-down menu

If the "Mapping" slider is activated, the user is able to filter for
different mapping states (e.g. "Conflicts", "correctly assigned").
As soon as a filter is set, the list can be exported as a CSV file
by executing a right-click on this menu, see section 4.2.

9. "Highlighted Namespace" drop-down menu The selected namespace is highlighted

10. "Namespace" drop-down menu Lists all namespaces used in the tool. By selecting a
namespace from the list, the user can unlock this specific
namespace. Additionally, the user can create their own
namespaces by clicking "Add New Namespace".

11. "Namespace settings" button Opens the "Namespaces" window for editing. The user can

Entry ID: 109755133 V2.8.6 07/2024
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General

No. Field Description

12. "Validate Information Model" button Validates the linking of OPC UA variables with PLC variables.
Displays unresolved conflicts.

13. "Show number of nodes" button Shows the number of namespace nodes and the total number
of nodes in the project

14. "OPC UA Attributes" area This section displays the attributes of the OPC UA nodes. You
can add a description of the nodes or change their value here.

15. "Additional OPC UA Attributes" area In this section, additional attributes of the OPC UA nodes are
displayed. Here, the user can change the value or access level
of the nodes. The value data type is also displayed.

16. Tab area This area includes different tabs depending on the layout. For
example, if the "Namespace settings” button is clicked, the
"Namespaces" tab automatically becomes the current tab.

17. “Layout” drop-down menu Lists all available layouts. Additionally, the user can create
their own layout.

18. "Information model" area This section shows the Information Model and offers all
functions for modifying it.

19. “Information model online" dialog box Opens the OPC UA Server online connection dialog for
browsing the namespace.

20. "References” area This section contains an overview of the referencing level of
the OPC UA nodes. You can toggle between optional and
required nodes here.

21. "Log" area Alog is created in the SIOME directory. The log is used to
collect debug information and readjust user input.

22. "Logging" slider Enables or disables logging.

23. "Clear log window" button Clears the log window

24. "Filter for log message display" drop-down menu This section allows the user to filter the log messages.

Note If logging is activated, SIOME creates the "Log" folder in the same directory as the SIOME EXE. In this

folder you will find the logs in CSV format.

Entry ID: 109755133 V2.8.6 07/2024
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2.4. Layouts

Selecting a Layout

To switch to another layout, click the drop-down menu and select one of the default layouts.

SIOME - OPC UA Modeling Editor
Layout OPC UA modeling editor -
Referencer ~ OFC UA modelling .

OPC UA modeling editor - °
Plugin

PubSub editor

State machine editor
~ OPC UA online functions
Data Access
Event View
GDS
~ SIEMENS products functions

Cloud Connect 7

SIMATIC 57

Creating a new Layout

You can also create your own layout by selecting "Edit layout".

Create new Layout l

@_
@—' Edit selected layout
@_
@_

Copy selected layout

No. Field Description
1. "Delete selected layout" button Removes the current layout. This option is not available
for the standard layouts.
2. "Copy selected layout" button Duplicates the current layout so that the user can add
additional tabs to the layout.
"Create new layout" button Creates an entirely new layout.
"Edeit selected layout" button Renames the current layout. This option is not available

for the standard layouts.
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General

2.5. Default Settings

SIOME offers extensive possibilities to customize the default settings for various functions.

These settings are saved in the "SiIOMESettingsV2.json" file even after exiting SIOME.

To change the default setting, enter the "Settings" menu.

=_SIEMENS

Settings i M
Shmtcuts -

Modesets

==

You can then change the default settings in the Edit menu.

' © © @
Settings
0.’ | | |

General SIMATIC SINUMERIK Cloud Connect 7
Additional information model options

Show DataTypes for Variables and VariableTypes
Sort nodes alphabetically

Check cycles on import

Show DisplayName

Show include type dictionary on export

[ IR < EEE<J<]

Validate against UANodeSet.xsd
Default AccessLevel/UserAccessLevel: 3 *
Start (default: 0

Start value for placeholder (mandatory/optional): 0

Default ValueRank

RaseNatavariableTune: [T S M

ok
The settings are divided into the following four tabs:
No. Tab Description
1. General General settings for Modelling and Client functionalities
2. SIMATIC Settings for Modelling for SIMATIC-PLCs (chapter 4)
3. SINUMERIC Settings for Modelling for SINUMERIK controls (chapter 5)
4. CloudConnect 7 Settings for Modelling for SIMATIC CloudConnect 7 (chapter 6)
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General

Settings in tab "General”

The options in the "General" section are explained in more detail below.

Option

Description

"Show DataTypes for Variables and VariableTypes"

If this checkbox is enabled, SIOME will display the data types in
parentheses after the variable in the Information Model.

"Sort nodes alphabetically”

If this checkbox is enabled, nodes are always sorted alphabetically.
When disabled, nodes are sorted according to the order in which
they are added.

"Check cycles on import"

If this checkbox is enabled, cyclic references are already checked
when importing the file into SIOME. Activation can lead to long
import processes.

"Show DisplayName"

If this checkbox is enabled, the "Display Name" of the OPC UA nodes
is displayed.
If disabled, the "Browse Name" is displayed.

"Show include type dictionary on export

If this checkbox is enabled, the option "Export type dictionary" is
displayed in the export dialog for XML files.

"Validate against UANodeSet.xsd"

If the checkbox is enabled, SiIOME verifies if the XML file is compliant
with the schema of the OPC Foundation (UANodeSet.xsd)

"Default AccessLevel/UserAccessLevel"

Setting for changing the access level of a variable. "Read/Write" is
used by default.

"Start value for placeholder”

Depending on the configuration, the number is used as the start of
the numbering of placeholders.

"Default ValueRank"
"BaseDataVariableType/PropertyType"

Drop-down menu for setting the "Value Rank" of the
"BaseDataVariableType" and "PropertyType, respecitvely. "Scalar" is
used by default.

"Maximum amount of node children Offline/Online"

Configuration of the nodes for arrays, objects, and structures that
are displayed.

If the "Disable children count online" checkbox is unchecked, the
operation is aborted after the limit is reached.

"Parallel thread size for read nodes"

This setting configures the number of simultaneous read requests for
the OPC UA Client connection.

If the number is increased, the Information Model can be loaded
faster, but the load on the system on which SiOME is running also
increases.

"Default Nodeld Type"

"Numeric": Numeric Nodelds are assigned by SiIOME.
"String": Strings are assigned as Nodelds by SiOME.

"Maximum amount of nodes for all namespaces’

Sets the maximum number of nodes that can be managed in SiOME.

"Maximum amount of nodes for per namespace’

Setting the maximum nodes per namespace. A warning is displayed
when the limit is reached. If the "Disable namespace limitation"
checkbox is enabled, this configuration is ignored.

"Plugin directory"

Configuration of the folder, where SiOME Plugins are saved

"Certificates directory”

Configuration of the folder directory where SiOME stores the
certificates for the OPC UA Client.

"Sort direction for states in the state machine"

Configuration of the sorting in the "State Machine Editor" for the
display of the states.

"Default nodeset directory"

Settings in tab "SIMATIC"

Default path for nodeset XML files which are imported upon the start
of SIOME.

The options in the "SIMATIC" section are explained in more detail below.

Option

Description

"Create FB in TIA Portal with DisplayName"

If disabled, the "Browse Name" from SiOME is used, if the
checkbox is enabled, the "Display Name" is used

"Use variable path from TIA Portal project as OPC UA

BrowseNames"

The String-format Nodeld will be generated according to PLC
project structure in TIA Portal. See chapter 4.3.

"Create folder for UDTs"

If this option is activated, the user will be asked for a possible
subfolder under "PLC data types" when generating new UDTs
in TIA Portal. See chapter 4.4.

"MaxStringLength from OPC UA Variable to TIA Portal

Variable"

When character strings are created in TIA Portal, this number
is used as the upper limit of characters.

"Default length for ByteString"

When a "ByteString" is created in TIA Portal, this length is
used as the default value.
Note: Only valid in conjunction with TIA Portal V17 or higher.

"Default length for LocalizedText"

Entry ID: 109755133 V2.8.6 07/2024

When a "LocalizedText" is created in the TIA Portal, the
configured length is used as a default value for the "Locale"
and for

the text length.
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Option

General

Description

Note: Only valid in conjunction with TIA Portal V17 or higher.

"Default string type for LocalizedText"

If a "LocalizedText" is created in the TIA Portal, the selected
data type is used for "Locale" and the text.
Note: Only valid in conjunction with TIA Portal V17 or higher.

"Numbering of arrays"

Settings in tab "SINUMERIK"

"Keep TIA Portal array index": The original array boundaries of
S7 (e.g. "Array[-3..5] of") are taken also for the BrowseNames
the OPC UA array items (indexes "-3" to "5").

"Start array index with 0": The original array boundaries of S7
(e.g. "Array [-3..5] of") are normalized for the BrowseNames
of the OPC UA array items (e.g. "0" to "8").

The options in the "SINUMERIK" section are explained in more detail below.

Option

Description

"License column width"

This setting changes the width of the "License" columns in
the "Licenses" view for the SINUMERIK. The more licenses are
configured, the lower this setting should be.

"Show Instance DBs"

Settings in tab "CloudConnect 7"
See chapter 6.2.1.

Setting of the timout for "TIA Openess"

This setting determines whether instance DBs are displayed
when connecting to a TIA Portal project.

If TIA Portal response times are long, SIOME may display a timeout notification. For large projects, however, the loading
time can take a certain amount of time, so the timeout can be switched off in this case.

Error

Entry ID: 109755133 V2.8.6 07/2024
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Modeling of the AddressSpace

3. Modeling of the
AddressSpace

In this section, you will learn how to use the functions of SIOME to create an OPC UA Information Model.

3.1. Import of OPC UA Models

To import a NodeSet file into SIOME, proceed as follows:

1. Click on the "Import XML" button:

3 H = B Namespaces: Editing (current) [ e g

2. Inthe dialog that appears, select the file that you want to import. SIOME also offers you the possibility to select and
import several NodeSets.
3. Click Open in the dialog.

™
{iui
E

Alternatively, you can drag & drop a NodeSet XML file into the "Information model" area.

Note
Note When importing NodeSets, the following properties are validated:
e References
e Publication date
e ParentNodelds
e Encoding Nodelds
Note In the SIOME settings you can disable the validation of the schema (UANodeSet.xsd) if the import of

the NodeSet fails.
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Modeling of the AddressSpace

3.2. Deleting the current Information
Model

To discard the entire project or object model, proceed as follows:

1. Select the "New" button.
30H %2 ZW
2. Click the "Discard changes" button.
Create a new project
Do you really want to create a \tct and close
the existing project? All unsave E will be lost.
2
Cancel Discard changes Save changes
Permanent!

CAUTION

If you reset the project with "New", all changes are lost. Save your project/Information Model
beforehand by exporting it via the "Export XML" button. This allows you to import it again later and
process it further.

Entry ID: 109755133 V2.8.6 07/2024
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Modeling of the AddressSpace
3.3. Managing OPC UA Namespaces

Creating a new Namespace
To create a new OPC UA address space, proceed as follows:

1. Click the "Namespaces" drop-down menu and select "Add New Namespace".

= SIEMENS

j 3 H Bl Namespaces: Editing (current) [[EEEEEER LA EER Gl T L L =

Namespaces: Editing (current) E I Add New Namespace

[
i
E

2. Assign a name in the dialog that appears and then confirm with "Ok".

Add Namespace

hTtp:,-",-"m/yﬁgv.' Namespace

2019-11-08T00:00:00Z E i@‘;)
/\/ -

Cancel 0ok

Selecting the current namespace

Each type and object in the Information Model must be assigned to a namespace. You can preselect the currently active
namespace. When you select a namespace, the corresponding objects are highlighted. Proceed as follows:

j 3 E ﬁ' = Namespaces: 3NNyl Please add or choose a namespace v S ;If @]

1. Import an Information Model or create several namespaces of your own.
2. Left-click on the "Namespace settings" button.

3. The "Namespaces" window appears. Right-click a desired namespace and then click "Unlock and Current Namespace"
to select the namespace. If the namespace was previously unlocked, "Current Namespace" is active and the "Unlock
and Current Namespace" option is grayed out.
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Modeling of the AddressSpace

Namespaces
v [@ ©OPC UA Madeling Editor Project
v rnigt Namespaces
8 o httpy/opcfoundation.org/uas
ﬂ 1: http://opcfoundation.org/UA/DI/
8 2 httpy/www.euromap.org/euromaps3/
8 3:httpy/www.euromap.org/euromap77/
4: http://www.OEM.com/Siemens/Euromapinterface [~

Remove Mamespace

Unlock Na
Unlock an&ur

3
rem‘ﬁamespace

4. All objects created from now on are automatically assigned to the selected namespace. You can change the
assignment subsequently.

Alternatively, you can click the "Namespaces" drop-down menu and select the namespace you wish to unlock and/or edit.

= SIEMENS

Gy H ol Namespaces: Editing (current) E
Information model
2D Mapping

¥ [6p¢ Root

» lope Types

Add New Namespace g

1: http://epcfoundation.org/UA/DI/

L}
8 2 http://www.euromap.org/euro...
8 3:http://www.euromap.org/euro...

4: http://www.0EM.com/Siemen... -

rn‘in: Views

@

Locking a namespace

For example, if you have created all objects of a namespace and want to protect them against further modifications, you
can lock the namespace. Proceed as follows.

1. Import an Information Model or create your own namespace.
2. Right-click on the desired namespace and then click "Lock Namespace" to select the namespace.

Namespaces
v P_@ OPC UA Modeling Editor Project

v 'a_P; Namespaces

0: http://opcfoundation.arg/Ua/

1: http://opcfoundation.org/UA/DI/
21 http://www.euromap.org/euromaps3s/ @ )

3: http://www.euromap.org/euromap77/

4: httpz//www.OEM.com/Siemens/Euromapint:

Remove Namespace

Lock Namespace

3. Alock symbol indicates that the namespace is locked. From now on, you cannot create new objects for this
namespace. To unlock, use the "Unlock and Current Namespace" button on the context menu.

E 3: httpy//www.euromap.org/euromap77/ [346]

Changing the namespace sequence

The sequence of the created namespaces can be changed afterwards. Proceed as follows:
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Modeling of the AddressSpace
1. In the "Namespaces" area, select the "Change order" button.
Namespaces i

£]
v P_@ OPC UA Modeling Editor Project 1
v G_mt MNamespaces

0: http://fopcfoundation.org/UA/

ﬂ 1: http:/fopcfoundation.org/UA/DI/

8 2 nttpy//www.euromap.org/euromapss/

ﬂ 3: http://www.euromap.org/euromap77/

ﬂ 4: http:/fwww.OEM.com/Siemens/Euromaplinterface

2. You can use the arrows to change the sequence of the namespaces created in the dialog that appears. Confirm with
"Ok".

Namespaces

http://opcfoundation.org/UA/

http://opcfoundation.org/UA/DI/ LS T
_ ==

http://www.euromap.org/euromapa3/ l +

http://www.euromap.org/euromap77/ l T

http://www. OEM.com/siemens/Euromapinterface l +

®

Cancel Ok

Checking dependencies of namespaces
Via the button "Check dependencies” you have the possibility to check the dependencies of the created namespaces

Namespaces g

v P_@ OPC UA Modeling Editor Project 1
v G_Pt MNamespaces \j

0: http://opcfoundation.org/UA/
ﬂ 1: http://opcfoundation.org/UA/DI/
8 2 httpy//www.euromap.org/euromapsa/
8 3 httpy//www.euromap.arg/euromap77/
ﬂ 4: http://www.OEM.com/Siemens/Euromapinterface

After you have clicked the button, you can expand the individual namespaces to check their dependencies

Namespaces 2
v P_@ OPC UA Modeling Editor Project
v G__Plt Mamespaces
> ﬂ 0: hitp://opcfoundation.org/UA/
» ﬂ 1: hitp:/fopcfoundation.org/UA/DI/
» 8 3:hitp//www.euromap.org/euromap77/
ﬂ 4: http://www.OEM.com/Siemens/Euromaplnterface
» @ 3 hitpy//www.euromap.org/euromap77/
ﬂ 4: http://www.OEM.com/Siemens/Euromapinterface
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Modeling of the AddressSpace
Showing the number of nodes

Switch to the default layout "OPC UA modeling" or "TIA Portal mapping" and select the tab "Namespaces". Activate the
feature "Show number of nodes".

i)l Please add or choose a namespace M = _:?J. I Layout
3
< utes / References  Nameshaces Valld
-\ 4 ;
Namespaces ¥ H
I5  OPC UA Modeling Editor Project

v G_P@ Namespaces

n 0: http://opcfoundation.org/Us/
B 1 httpy/myMamespace

The numbers in square brackets show the total number of nodes in each of the namespaces. The numbers shown behind
each element of the Information model show the total number of nodes hierarchically below that node as well as the
number of contained nodes which belong to the highlighted namespace.

j 3 E ﬁ' E" Namespaces; Editing (current) [EENUTIENEELETE

M2 BW
Information model
Namespaces
¥ [opc Root (40151131 e v [@ orcuA Modeling Editor Project
v ibn: Objec ;[475][13]' v G_Pc Namespaces [13]
»> ';)ﬂ: Alizses (]

ﬂ 0: http://opcfoundation.ora/UA/ [4071]

[ el [ ]

> @ MyVariable (Decimal) [1][1] o
<@ MyVariable2 (Boolean) [0]
» @ Server [458][9]
> lopc Types [3537]

¥ lope Folder [3][3]
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Modeling of the AddressSpace

3.4. Displaying the DataTypes in the

Information Model

If you want to display the data types for all variables in the Information Model directly, proceed as follows:

1. Click the "Hamburger" button at the top left to open the menu.

2. Choose the "Settings" item.

= SIEMENS

About N

Settings
Shortcuts
3.

4. Set the check box "Show DataTypes for Variables and VariableTypes" in the tab "General".

Settings

General SIMATIC SINUMERIK

Additional information model options

2 BShow DataTypes for Variables and VariableTypes
\ ort nodes alphabetically
Check cycles on import

Show DisplayName
D Show include type dictionary on export
Validate against UANodeSet.xsd

5. RAfanlt Annanal AunlflinarA Ananal auals o &

NOTE This setting is activated by default since version 2.6.

Entry ID: 109755133 V2.8.6 07/2024

Cloud Connect 7

© Siemens 2024 26



Modeling of the AddressSpace

3.5. Sorting Nodes alphabetically

When you define your own Information Model, the nodes you create are sorted alphabetically by default. If you want the
nodes to appear in the created order, deselect the "Sort nodes alphabetically" checkbox under the "Hamburger" menu >
"Settings".

Settings

Additional information model options:

[[] show dataTypes for variables and variableTypes
Sort nodes alphabetically

\ [ check cycles onimport

Start value for placeholder (mandatory/optional):

Default ValueRank of BaseDataVanableType: m

0

Example Nodeld: ns=0;5= " Root "." Objects *

Choose the direction how states in the state machine should be
sorted:

@ Top to Bottom (default)
O Bottom to Top

O LefttonRight

O right to Left
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Modeling of the AddressSpace
3.6. Defining the Nodeld

Default Settings
To define the Nodelds default settings, proceed as follows:

1. Choose the "Settings" item.

= SIEMENS

About N

Settings o
Shortcuts @
[ Root

2. In the "Default Nodeld Type" drop-down menu, select whether the Nodelds are to be generated as strings or
numerically. With the "STRING" type, you can predefine a prefix, a postfix, and a separator.

3. Additionally, you have the option to include the "Root", "Object and Types" or "None" in the Nodeld definition. With the
"NUMERIC" type, you can predefine a starting value for different node classes and instances.

Settings

General SIMATIC SINUMERIK

Nodelds

1
Adjust string Nodeld by maving @

Structure

Postfix Nodeld (default

Examples:

ns=1;5="Root" .ObjeCtS""NEWmStanCE
ns=1;s="Root™ Types™ObjectTypes"BaseObjectTypes™NewType ’
7=

=4

ok
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Modeling of the AddressSpace
Change a Nodeld

The Nodeld of a node is part of the section "OPC UA Attributes". To change the Nodeld format of a single node you can
use the selection field "identifierType".

Information model

OPC UA Attributes o
¥ [5be Root ¥ Nodeld | ns=1:i=6008
v [ope Objects namespacelndex | 1:htto://MvNamespace v
> lorc Aliases identifierType NUMERIC
v ’Eic MyFolder identifier / STRING
> @ Server > BrowseName @ 1:MyVariable
> [ope Types » DisplayName MyVariable
[ope Views » Description null
WriteMask 0
UserWriteMask 0

RolePermissions

When switching from
one format to another, the default settings apply as shown in the previous section.

Information model

OPC UA Attributes (-]
v Gl!i Root ¥ Nodeld | ns=1;s="Root"."Objects"."MyFolder"."MyVariable"
AT Objects namespacelndex 1: http://MyNamespace -
> [op¢ Aliases identifierType STRING -
v [op¢ MyFolder identifier I"Root"."Objects".”MyFoIder“."MyVariable"I
> @ Server » BrowseName 1:MyVariable
> [ope Types > DisplayName MyVariable
[ope Views » Description null
WriteMask 0
UserWriteMask 0

RolePermissions

Change IdentifierType of all nodes of a namespace

It is also possible to change the IdentifierType of all nodes of a namespace to the same format. Go to the tab
"Namespaces" and use one of the context menu functions "Change to String Nodelds" or "Change to Numeric Nodelds".

Namespaces
v F:@ OPC UA Modeling Editor Project
v lopc Namespaces
8 o http://opcfoundation.org/UA/

1: http://MyNamespace

Lock Namespace
Unlock and Current Namespace

Export Nodelds @ )
[ =

Change to String Nodelds

Change to Numeric Nodelds

The "identifier" of a Nodeld will only be modified if the "identifierType" is changing. Nodelds will not be modified if they
already have the intended format.

When switching from one format to another, the default settings apply as shown in the previous sections.
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Modeling of the AddressSpace

3.7. Creating a new Object Type

To define a new object type, proceed as follows:

1. Create an object type to instantiate it later as an object. In the "Information model" area, navigate to "Types >
ObjectTypes", right-click "BaseObjectType" and select "Add New ObjectType".

Information model

I Mapping

m

¥ lopt Root

pc Objects

11"[!:!

4 ¥ ¥ vln:r'.'laj

PE Types

o)
-
L5 3

DataTypes

I

=1]
-l
{52

EventTypes

=
o

InterfaceTypes

OhbjectTypes
1
BaseObjectType - I
lope ReferenceTypes e hioae

OPC
lape VarableTypes Add New ObjectType
i

l

o)
-
L5 3

l

>
|
E 2Ws

FC

Bookmarks

2. In the dialog that appears, enter a name for the object type and confirm with "OK".

Add New ObjectType

MName MyObject X

ModeClass ObjectType v
MNamespace http://www.0OEM.com/siemens/Eu... ¥
ReferenceType HasSubtype

IS

Cancel ok
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Adding an Object Child

To fill an object with children, proceed as follows:

1. Right-click on the object just generated and select "Add Child".

* @ MouldType

BT - e

@ NamespaceM Move Node

1
‘ESPHCEH Delete Node
Metworkadd .
o 1 Add Mew Object )
MetworkType
/~_¢

PowerUnitsTy Add Child

[(~

PowerUnitTYyfE  Move to namespace (recursive) b

ProductionCa
Bookmarks ]

ProductionDa

¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥

ProductionDatasetManagementType

2. Enter a name for the child in the appearing dialog and select the class "Variable" as "NodeClass". Then select a suitable
data type (in the example: "Int32") and confirm with "Ok".

Add Child

[AT)

1 .
Name myVariable ~ -
[ ==

ModeClass Variable -
MNamespace http://www.OEM.com/siemens/Eu... *
ReferenceType Organizes -
TypeDefinition BaseDataVape -
DataType Int32 Z=

'

Cancel ok
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Define modeling rules for object children

Select the previously created object type by left-clicking on it. You will then find the modeling rules in the "Hierarchical
References” area.

References (-}
=] Derived member &

ReferenceType NodeClass Name TypeDefinition ModellingRule DataType

B =l Hierarchical References &
Forward ReferenceType NodeClass Name TypeDefinition ModellingRule Data
true |Organizes Varizble |my\l'ariahle |BaseDataVariableType D l\nlBZ— % =i
false HasSubtype ObjectType BaseObjectType Mandatory

@ MandatoryPlacehalder

B = Non-Hierarchical References NoMoedellingRule v

To change the modeling rule, proceed as follows:

e You can change the modeling rule from "optional" to "mandatory” using the "ModellingRule" checkbox. The
"ModellingRule" determines which references of the object type must be created during instantiation.

e With a click on the drop-down menu "ModellingRule", you can choose between "Mandatory", "Mandatory placeholder”,
or "No modelling rule".
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Object children of nested Object Types

If an object type integrates another, its members and their modelling rules are passed on. But they can only be modified
with certain restrictions in the inheriting object type because of the multiple use of the children.
As an example:

The object type "myObject1" owns four children with different modelling rules.

¥ s myObjectTypel
@ MyMember1
@ MyMember2<no>
@ MyMember3
@ MyMember4<no>

B =: Hierarchical References

Forward ReferenceType NodeClass Name TypeDefinition ModellingRule

true Organizes Object 1:MyMember1 BaseObjectType
true Organizes Object 1:MyMember2<no> BaseObjectType
true Organizes Object 1:MyMember3 BaseObjectType (]
true Organizes Object 1:MyMember4 <no> BaseObjectType ]

An additional object type "myObjectType2" integrates an instance of the first object type as a derived child by using an
"Organizes" reference.

¥ 5 myObjectType2
Y @ myObjectType1Member
] MyMember1
@ MyMember2<no>

As the children "MyMember3" and "MyMember4" of "myObjectType1" have been declared as "Optional" or
"OptionalPlaceholder” they are not activated when using type 1 in type 2. Additionally, the children must not be modified
in the derived object type because that is not the place of their original definition. They are locked within the context of
"myObjectType1Member".

| Derived member

eferenceType NodeClass Name TypeDefinition ModellingRule
8 Q rganizes Object 1:MyMember1 BaseObjectType Mandatory -
2 Organizes Object 1:MyMember2<no> BaseObjectType MandatoryPlaceholder -
8 Organizes Object 1:MyMember3 BaseObjectType Optional
8 Organizes Object 1:MyMember4 <no> BaseObjectType OptionalPlaceholder

With the shown mouse click on the lock symbol of a derived member you are offered to execute one of the following
options.

Select

O Edit base InstanceDeclaration (jump to)

O Clone to override

O Remove reference

The three actions have the following effects:

(1) "Edit base InstanceDeclaration (jump to)": You are navigated to the origin of the derived member
in the Information Model in order to modify it there.
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(2) "Clone to override": You create a clone of the child which can be modified independently of the
original child.

This duplication will be shown as a conflict during Validation of the Information Model (error text:
"member... is unnecessarily overridden").

Attributes / References Namespaces Validation

ValidationModel
Validation Result o
~

Invalid overridden type references
Nodeld Conflict

ns=1;i=5005 1:MyMember2<no> is unnecessarily overridden.

To resolve it,
the derivation from the original child can be reestablished by clicking on the lock symbol again
and choosing the following option.

Select

@ Optimize (delete node and add reference to base InstanceDeclaration)

Cancel Ok

O Remove reference

(3) "Remove reference": You delete the usage of this child.

Any missing member will be shown as a conflict during Validation of the Information Model (error
text: "has no member..."). To resolve the conflict, the use of the original member can be
reestablished by clicking on the "Repair reference" button at the end of the entry line.

Attributes / References Namespaces Validation
ValidationModel

Validation Result o

Mandatory members @
Nodeld Conflict /_)

ns=1;i=5005 has no member 1:MyMember2 <no>

The same action is executed when clicking on the red warning icon in the "References” editor.

:::| Derived member ~
Referee NodeClass Name TypeDefinition ModellingRule  DataType
8 Organiz) Object 1:MyMember1 BaseObjectType Mandatory —~ E_%‘t
8 O Organizes Object 1:MyMember2 <no> BaseObjectType MandatoryPlaceholder :"_“‘é
a8 Organizes Object 1:MyMember3 BaseObjectType Optional _:_“"‘
8 Organizes Object 1:MyMember4 <no> BaseObjectType OptionalPlaceholder ":i“‘

This repair function is also part of the options when you click the lock symbol again instead.
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Select

O Edit base InstanceDeclaration (jump to)

'ﬁ/ @ 12 O Clone to override

A \
@ Add reference to base InstanceDeclaration

Cancel 0Ok

These three possibilities are offered as well if a derived member has to be activated after it was
not added by default because it is an optional member.
Object children of derived Object Types
Also, when you create an Object Type as a subtype of another one, it will inherit the members and their modelling rules.
As an example:
The object type "myObjectType3" contains a variable of the data type "Boolean". The object type "myObjectType4" is
created by using a "HasSubtype" reference under "MyObjectType3".
Y 5 myObjectType3
<@ myVariableTypeMember (Boolean)
7 myObjectType4
The second object type is inheriting all members and their modelling rules, for example the Boolean variable.

The same restrictions and options apply for modifying the children in the context of the derived object type as mentioned
in the previous section.
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Creating a new Data Type

To create a data type, proceed as follows. A new structure is defined as an example:

1. Navigate to "Types > DataTypes > BaseDataTypes", right-click on "Structure" and select "Add New Structured Data
Type".

> & Number

U QualifiedMame
W StatusCode

> U String
> W Struct

o

FC

l

o

FC

g

[
»-
»
» lope
»

';:-\_Pc VariableType:

U XmlEh
EE O Structure
InterfaceType

ObjectTypes

ReferenceTyp  Bookmarks

= )
oPC Views

Qz
4
b Add New Structured DataType

1
4
-- ac = b Add New Structured DataType from CSV

Copy Path to ClipBoard

2. Enter a name for the structure in the dialog that appears and confirm with "Ok". The active namespace is automatically
selected as the namespace in which the structure definition is to be stored.

Add New Structured DataType

Mame myStructType

ModeClass DataType

Mamespace http://www.OEM.com/siemens/Eu... ¥
ReferenceType HasSubtype

L=

Cancel ok

Fill the structure with items. Right-click on the structure you just created and select "Add New Structure Item".

-

>

v

¥y ¥ ¥y ¥y ¥y ¥ ¥

3. Inthe tree view, select the created item with the left mouse button, assign a name in the "Structure Field Definition'

oy

T
L ¢
T
o
T
o
T
o
T
o
T
o

PoUEILNdNyesUl UCLUNeL E0E Ny pe

MonitoringFilter
myStructType +
Neh essDat
Ne @ pData’
Optionset
Orientation
ProgramDiagnostic:
ProgramDiagnostict

PublishedDatasSetDz
PublishedDataSetSc

Move Node

Delete Node

Structure

» Add New Structured DataType

Move to namespace (recursive) » Add New Structure Item 2
Bookmarks » Create Variable Type

Copy Path to ClipBoard

PublishedVariableDataType
PubsSubCanfigurationDataType

Export as SCL Source

area and select the desired data type. Decide whether it is an array of the desired data type and whether this item is
optional.

Information modl

2 Mapping

e

» @ ModelChangeStructureDataType

» @ MonitoringFilter
¥ @ myStructType

structString (String)
» @ NetworkAddressDataType g
» @ NetworkGroupDataType \j

@ OptionSet
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° Attributes / References Namespaces Valit °

\sture Field Definition
t structString

NolicName structString
DataType String
IsArray false -
Description This is a STRING in a STRUCTURE
IsOptional false -

MaxStringLenath
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4. Repeat steps 3 and 4 for each required item within your structure.
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3.9. Creating an Enumeration (DataType)

SIOME offers a special Ul function for creating enumerations. Proceed as follows to create your own enumeration types:

1. Navigate to Types > DataTypes > BaseDataTypes", right-click "Enumeration” and select "Add Enumeration (String type)"
or "Add Enumeration (Value type)".

Applicatio

AxisScaleEnumerati

Add Enumeration (String type)
BrokerTransportQu

i 2
DataSetOrderingTy Add Enumeration (Value type)

DiagnosticsLevel Move to namespace (recursive) »

ExceptionDeviation
P Bookmarks b

¥y ¥ ¥Y v v v ¥
toeoooee

FilterOperator
2. Assign a name for the enumeration type in the appearing dialog and confirm with "Ok".

Name Enum

Name: ‘MyEnum ‘

Cancel 0k

3. Navigate to your enumeration type and expand it. Click "+" to create a new entry and mark the entry.

v . MyEnum

BE EnumValues +
J
Value1 (1) @ 2
Value2 (2)
4. Edit the marked enumeration entry in the "Attributes/References” view.

° SINUMERIK Attributes / References Namespaces Licer °

Enumeration Value Item
Value 2

» Description

DisplayName
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3.10. Creating/Deriving a new
VariableType

Once you have created a structure type, you can also create the VariableType from it. The advantage is that when you
create an instance of the structure using the VariableType, the structure elements are displayed in the OPC UA model.
These can then be accessed as individual elements in the structure by OPC UA clients.

The disadvantage is that the OPC UA Information Model contains significantly more nodes.

1. Right-click on your structure type and then left-click "Create Variable Type" in the context menu.

ot myStrucType =+

T Networchd Move Node
MNetworkGro

T

o Delete Node
Ut Optionset
i . Structure 3 Add New Structured DataType

» g Orientation !
» & ProgramDiagnosti Move fo namespace (recursive) b Add New Structure [tem )
> i i =

“r ProgramDiagnostt  goglmarks » Create Variable Type
» i PublishedDataSetl

. Copy Path to ClipBoard

» g FublishedDataSet!
» & PublishedVariableDataType Export as SCL Source
* & PubSubConfigurationDataTvpe

2. Enter a name for the VariableType and confirm with "Ok".

Create VariableType from DataTune

Name  |myStructVariablaType]

= IC)

Cancel ok

3. Then you can find your variable type in the directory VariableTypes > BaseVariableType > BaseDataVariableType:
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information model

1 Mapping

[a— <) FT

4 B_Pd: ReferenceTypes
v G_Pd: VariableTypes
¥ <@l BazeVarizbleType
¥ @ BaseDataVariableType
<0 AlarmRateVariableType
<0 AudioVariableType
<@ BuildinfoType
< CartesianCoordinatesType
<@ cConditionvariableType
< DataltemType
<@ DataTypeDescriptionType
< DataTypeDictionaryType
@ FrameType
< GuardVariableType
@l structInt32
4l structString
» @ OptionSetType

¥y ¥ ¥y ¥y ¥y vy Y YU Yy

SIOME offers the possibility to delete the derived variable type if you delete the corresponding data

Note
type.
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3.11. Importing Data Types from CSV File

With this function, OPC UA data types ("structures" and "unions") can be imported into SIOME.

For this, the file must be in a defined format. The fields must be separated by either a "semicolon” (;) or a "tabulator” (\t).

NOTE To get you started, you can download a sample file in CSV format.

Importing the data types from a CSV file into SiOME

In the "Information model" area, navigate to "Types > DataTypes > BaseDataType", right-click "Structure" and select
"Structure > Add New Structure DataType from CSV".

S — UserWriteMask
o LocalizedText
RolePermissions
> & Nodeld
> & Number
& QualifiedName
& StatusCode ) References
> Sy-Sting 1 B = Hierarchical References
S s——————
Structure

%3 Non-Hierarchical Referen

> & AddNodesit

» & AddReferen Structure » Add New S red DataType )

> & AggregateC dd e P 3
Add Ne ctured DataType from CSV L=<

P & AliasNameC

ookmarks »
» & Annotation 8 @
» & Application] Copy Path to ClipBoard

Then select the delimiter of the file.

Choose CSV options

Use the following separator:

@ Semicolon ; (Default)

O Tabulator \t

Cancel Ok

Description of the structure of the CSV file
In this section, you will find an explanation of the structure of the CSV file.

The file must always contain the described header. However, individual cell contents can remain empty as described.

[Modeld  BrowsaName Description DisplayName sAbstract  Encodingld  Struc

Description of the values in the CSV file.

Field name in the header

Description

Valid values

Namespace

Enter the "namespace" in which the structure is
to be created.

This must be entered for structures and for fields
that are a structure.

"http://ImyNamespace" or
"urn:OEM:ThisNamespace"

Can be left blank for fields that use a
data type from namespace 0.

Nodeld Input of a Nodeld to be used for the structure. i=1234 or s=ThisText or s="myNodeld"
If the field is left blank, a Nodeld is automatically ~ Can be left blank.
generated.
BrowseName "Browse Name" to be used for the structure. "NameOfStructure" or MaterialDataType
DisplayName "Display Name" to be used for the structure. "DisplayNameOfStructure" or
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Valid values

Description Description of the structure as text. “This is a Description”.
Should be enclosed in quotation marks (") to Can be left blank.
use special characters.
isAbstract Marking whether the structure is abstract or TruelFalse or "1" or "0".
non-abstract. If empty, "False" is assigned.
Encodingld Default Encoding Nodeld. i=1234 or s=ThisText or s="myNodeld"
If the field is left blank, a Nodeld is automatically ~ Can be left blank.
generated.
StructureType Definition of what kind of structure is created. 0 = Structure
If the field is left blank, O = Structure is 1 = Structure with optional Fields
automatically assigned. 2 =Union
If empty, "0" is assigned.
BaseDataType Assignment of a Nodeld, which specifies the i=1234 or s=ThisText or s="myNodeld"

basic data type.
If the field is left empty, the Nodeld of Structure
is automatically assigned.

Can be left blank.

CreateVariableType

Indicates whether a "VariableType" is to be
created automatically for the data type.

TruelFalse or "1" or "0".
If empty, "False" is assigned.

Fieldname

Name of the field/entry within the structure

"MyVariableName" or temperature

FieldDescription

Description of the field as text.
Should be enclosed in quotation marks (") to
use special characters.

"This is a Description”.
Can be left blank.

DataType Assignment of a Nodeld, which specifies the i=1 for Boolean
data type of the field. When entering a structure, "s=myMaterialDataType"
the field "Namespace" must also be filled.
ValueRank Defines whether the field is a scalar value or an "1": The value is an array with one

array.
If empty, "-1" is automatically assigned.

dimension.

"0": The value is an array with one or
more dimensions.

"-1": The value is not an array (scalar).
"-2": The value can be scalar or an array
with one or more dimensions.
ScalarOrOneDimension

"-3": The value is scalar or pure array
with one dimension.

ArrayDimension Defines how large the dimensions of the array "5"
are. "[1,5]"
Can be left blank.
MaxStringLen Defines the maximum number of characters if "10"

the field has the data type "String".

Can be left blank.

IsOptional Indicates whether the field is "optional"within TruelFalse or "1" or "0".
the structure. If empty, "False" is assigned.
Version 1.0.0 Indicates the version supported by SiIOME. This field must remain empty.

Must not be changed!

Notes on processing the CSV file

The CSV file is processed line by line from top to bottom.

1.
2.

Assign a "BrowseName" to indicate the start of a new structure.
Then assign a "Fieldname" in each of the following lines to identify a field within the structure.

3. For "DataType" use the numeric identifier from namespace 0 (e.g. "i=1" for Boolean) or the name of the data type (e.g.
"Boolean").

4. If you want to mark the beginning of a new structure, fill in the "BrowseName" for the new structure again in the next
line after the last field of the previous structure.
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The CSV file is processed line by line from top to bottom. If you want to use a structure data type as
"DataType" for a field within the structure, you have to fill the "Namespace" field and then enter the
Nodeld of the structure (e.g., ssmyMaterialDataType) in the "DataType" field.

Note

3.12. Using StateMachines

Creating a StateMachine Type
SiIOME offers you the possibility to create StateMachines via an editor.

1. Navigate to the ObjectType "FiniteStateMachineType" in the Information Model. The "Find node" feature can help you
finding that node, see chapter 3.17 Navigating in the AddressSpace.
2. Perform a right-click on the type, and then click "Add New ObjectType" in the context menu.

FiniteStateMachineType

@ AvailableStates love Node
4 AvailableTransitions [~

Add New ObjectType
» < CurrentState

» @ LastTransition Show State Machine

> @ ExclusivelimitStateMa love to namespace (recursive) p
> FileT ferStateMach

@ FileTransferstateMac Boakmeska ,
» @ ProgramStateMachine
» @ ShelvedStateMachineType

3. Enter a name for your StateMachine type in the "Add New ObjectType" dialog and confirm with "Ok".

Add New ObjectType
] yp )

L~
Mame myMachineFinite StateMachine Type
NodeClass ObjectType -
Mamespace http:/fwww.OEM.com/siemens/Eu... *
ReferenceType HasSubtype

I

cancel Ok

4. Navigate to the created StateMachine type and right-click on it. Click on "Show State Machine" in the context menu to
open the StateMachine Editor and configure the StateMachine.

Information model R rAss VLD TR T Y =TT BT E BT -
2 Mapping

» @ LastTransition -
> @ ExclusivelimitStateMachineType
» @ FileTransferStateMachineType

myMachineFiniteStateMachineType

@ ProgramstateMachineType Move Node
@ shelvedstateMachineType Deleta Node
> @ StateType
}_rp Add New ObjectType
» @ SubscribedDataSetType )
> @ TemperatureZoneCycleParametersType Add Child
/*-’
» @ TemperatureZonesType Show State Machine
» @ TemperatureZoneType .
) Move to namespace (recursive) p
» @ TemporaryFileTransferType
> @ TopologyElementType Bookmarks '
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Opening the State Machine editor layout

5. Select the layout "State machine editor".
SiOME - OPC UA Modeling Editor
B0V Gl OPC UA modeligg

1)
References Namespaces D

butes &

| irue w

Edit layout

OPC UA modeling ~
I a}mut 1
TIA Portal mappin \) |
Attributes / References Na‘ e . edﬁ"’

srtal-Details | SINUMERIK

Plugin

GDS Push
Event View
Data Access
Online Mapping

Data Access + ServerDiag
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3.13. Defining Attributes and References

In addition to the basic generation of an individualized Information Model, SIOME offers additional options for specifying
the Information Model in more detail.

Defining attributes of variables and objects

In addition to the name and data type of the variables, you have the option of specifying other attributes. The following
Figure and table explain all available attributes. You can adjust the attributes by selecting the desired node in the
“"Information model" area and then changing the attributes in the "Attributes" area.

OPC UA Attributes Additional OPC UA Attributes
» Nodeld ns=4;i=1030 value |
NodeClass Variable DataType myStructType
» BrowseName 4 myStructVar ValueRank Any A
* DisplayName myStructVar ArrayDimensions 0
* Description null AccessLevel 3
WriteMask 0 UserdccessLevel 3
UserWriteMask 0 MinimumSamplinginterval 0
RolePermissions Historizing false -
Attribute name Description
Nodeld The unique node address with name space
NodeClass The class of the node (object, variable, data type)
BrowseName The name of the node displayed when browsing
DisplayName The display name of the node
Description Brief description of the node
WriteMask Write permissions (0=no, 1=yes) without taking user groups into account
UserWriteMask Write permissions (0=no, 1=yes) while taking the current user into account
Value Value of the node, see next chapter
DataType Data type of the variable
ValueRank Value type of the variable (any, scalar, vector, array). Set to "Scalar" by default in
SiOME.
ArrayDimensions Number or array dimensions
AccesslLevel Access authorization (read, write, read/write) on the nodes without taking user
groups into account
UserAccessLevel Access authorization (read, write, read/write) on the nodes while taking user
groups into account
MinimumSamplingInterval The smallest possible sampling interval of the variable on the server side
Historizing Course of time of the variable available on the server (yes, no)

Note The availability of the attributes depends on the "NodeClass" of the object.

To change the default ValueRank of BaseDataVariableType, go to the "Burger” menu > "Settings" > "Default ValueRank"
drop-down menu.

Defining a Value Attribute

To define the Value Attribute of a Variable, click into the Value field in the section "Additional OPC UA Attributes".

< Attributes / References Namespaces Validation >
Additional OPC UA Attributes (]
Value

DataType myStructType
ValueRank Scalar @ -
I}

ArrayDimensions

AccessLevel 3

UserAccessLevel 3

MinimumSamplingInterval 0

Historizing false -

AccessLevelEx

The following dialogue "Modelling Value" is used to define or reset the values — also of structured items. Click on a field in
the right column to edit the entry (1). If you want to reset a Value to its default value, click on the symbol at the end of
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the line (2). DataTypes like "Guid" receive a new unique value this way. The pen symbol at the front of a line appears for
each item of an abstract DataType, like "Number" (3). This allows to refine the abstract DataType to any of its non-abstract
variations, like "Int32". Finally, confirm the dialogue with "OK" (4).

Modelling Value

DataType myStructType
ValueRank Scalar -
ArrayDimensions I
v Value 3
MysString (String) Hello World 1 c

MyFloat (Float)
v MylnnerStructure (myStructType2) c
7 MyiInt32 (Number) < €
c

\ MyGuid (Guid) ad710780-dc11-d897-98ee-afe. .
@

The area of "Additional OPC UA Attributes" shows the modelled Value.

< Attributes / References Namespaces Validation >
Additional OPC UA Attributes (]
¥ Value Ll IS
MyString (String) Hello World
MyFloat (Float) 12345
¥ MylnnerStructure (myStructType?2)
MylInt32 (INt32) < 678
MyGuid (Guid) 920fb1bf-8a87-c515-64e0-ace307b6dffe
DataType myStructType
ValueRank Scalar -

ArrayDimensions i}

Nrrncel monl 2

If you want to remove a modelled Value structure, use the trashcan icon at the end of the top line.

Defining references

In the "References” area, you can define references for the selected node of the Information Model. If you have generated
a child of an object type in the "Information model" area, SIOME automatically generates the necessary "Hierarchical”
references for you. Under "References”, you can manually enter the references of a node or change existing references.
Also important is the "ModellingRule" option, which you can use to decide whether a reference is necessary ("Mandatory")
or not when instantiating the type.

¥ @ MyObject
<0 MyOhjString
<0 MyOhbjStruct
* @ NamespaceMetadataType
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References (-]

= Derived member a

ReferenceType NodeClass Name TypeDefinition ModellingRule DataType

B = Hierarchical References ~

Forward ReferenceType NodeClass Name TypeDefinition ModellingRule DataType

true IOrganizas Variable IMyDbjString IBaseDataV@riahleType D IMandalury ISIring ;_,( E_*

true |Organizes Varizble |My0bjStruc1 |BaseDataVariahleType |:| |Mandatory |4:myStructType ;_K 3_5"‘

false HasSubtype ObjectType BaseObjectType »

B = Non-Hierarchical References

Forward

ReferenceType

Target

In additional to hierarchical references, you can generate "Non-hierarchical" references to refer to type definitions or
descriptions.

Adding hierarchical references to an existing parent node

If you want to create a hierarchical reference to a parent node, you can use the action "Add hierarchical reference" in the
context menu of the child node. This is also possible with a multiple selection of nodes (by keeping pressed the CTRL key).

Move Nodes

¥ [opt Root
v [ope Objects

> [op¢ Aliases

o MyChildltem1 (Boolean)
o MyChildltem2 (Boolean)

@ MyParentObject

> @ Server

Add multiple hierarchical references

» [oP¢ Types

lope Views

Change Access Levels

Delete Nodes

Move to namespace (recursive) b

Bookmarks

»

Copy Path to ClipBoard

In the following dialog, select the parent node and adapt the ReferenceType (if necessary):

Add to existing node

ReferenceType Organizes v
3
Parent =

MyParentObject ~ v:@:;

Cancel

The child nodes are then additionally referenced by the chosen parent node:
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¥ lop¢ Root
v lopc Objects
> lope Aliases

0 MyChildltem1 (Boolean)
0 MyChildltem2 (Boolean)

; ¥ @ MyParentObject
0 MyChildltem1 (Boolean)
> @ Server
> lop¢ Types

[ope Views
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3.14. Creating Interfaces and Add-Ins

With SIOME, you can implement the OPC UA "Interfaces&Addins" extension.

Creating Add-Ins

Add-ins are used to add additional objects to object types or instances that do not exist in the original object or instance
type definition. To do this, you must first create an object type with the property "DefaultinstanceBrowseName". This type
can then be used as an add-in for other object types or instances.

Setting the DefaultinstanceBrowseName

You can assign a predefined "BrowseName" for object types using the right-click context menu in the "Information model"
section. A property with the type "QualifiedName" is created for the object. This BrowseName is then automatically
assigned when the type is used. Proceed as follows:

1. Right-click an object type (not within namespace 0), navigate to "AddIn", and click "Add New

DefaultinstanceBrowseName":

NamespaceMe Move Node
NamespacesTy Delete Node
NetworkAddre!

PublishedDatat

PubSubConnec Add New ObjectType
PubSubDiagno

PubSubGroupT

Add Interface

Addin

PubSubKeySen Add Child

Y Y Y YTVYYYTYVY
roeeooooOoCoC

PuhSuhStatucT  Channe Arcescs | evel

Add New DefaultinstanceBrowseName

2
Create New HasAddIn Reference

2. Enter the desired BorwseName in the dialog that appears and confirm with "Ok".

Add New DefaultlnstanceBrowseName

Name MyDefauliBrowseName

Namespace
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You can create the object type described above as an add-in using the right-click context menu in the "Information model"

section. Proceed as follows:

1. Right-click another object type or object instance (not within namespace 0), navigate to "AddIn" and click "Create New

HasAddin Reference":

v lor¢ Objects

> @ Server
v lopé Types
» |op¢ DataTypes

Move Node
Add Instance

> ﬁlli EventTypes Delete Node

> [oP¢ InterfaceTypes  Add Interface
v lop¢ ObjectTypes
vy @ BaseObject

Addin »

> @ Aggreg: Change Access Level

@ Aggregé Move to namespace (recursive)
>

@ Alami Bookmarks »
» @ Authoriz

Create New HasAddIn Reference

D]

2. In the dialog that appears, select the object type that you have already assigned a DefaultinstanceBrowseName under

"TypeDefinition" and confirm with "Ok".

Add New HasAddIn Reference

Name MyDefaultBrowseName
Namespace http://test.org
ReferenceType HasAddIn
TypeDefinition MyObjType
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Modeling of the AddressSpace

Similar to add-ins, you must first create an interface (type) and add it to other objects before you can use interfaces.

To create an interface, proceed as follows:

1. In the "Information model" section, navigate to "Root > Types > InterfaceTypes".
2. Right-click "BaselnterfaceType" and click "Add New InterfaceType".

v lop¢ InterfaceTypes )
21)

@ BaselnterfaceType

[

P OPC ObjectTypes

> [OB§ Referencelypes Add New InterfaceType

> ope VariableTypes

loPE Views

Bookmarks »

3. Assign a name for the interface in the appearing dialog and confirm with "Ok".

Add New InterfaceType

Name IMyObject :

NodeClass ObjectType -
Namespace http://test.org -
ReferenceType HasSubtype -

®

Cancel Ok

The interface name should start with "I"
Note

4. Fill the interface with children. Right-click the interface and click "Add Child".
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Using an Interface

Proceed as follows to use an existing InterfaceType:

1. Right-click an object type or object instance and click "Add Interface".

v lop¢ Objects 3
» @ Mylnstance 1

> @ Server Move Node

v lop¢ Types
> |0_P1: DataTypes
> lope EventTypes

v [0P¢ InterfaceTypes  Add Interface .
v @ Baselnterfa Addin N

Y @ IMyObje
& var Change Access Level

Add Instance

Delete Node

<4

[op¢ ObjectTypes Move to namespace (recursive) »
¥ @ BaseObject
> @ Aggreg:

Bookmarks »

2. Select a previously created interface type in the dialog that appears and confirm with "Ok".

Select interface

|Nodeld or Name |

¥ @ BaseinterfaceType
U

®

Cancel Ok
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] ] ] ] H
3.15. "Mouseover” Functions
SIOME offers a "mouseover" function for various elements. The elements are explained below.

Displaying the Data Type and Type Definition Path

If you move the mouse over a type, the path to this type is displayed.

References o

= Derived member -
ReferenceType NodeClass Name TypeDefinition ModellingRule DataType

B | Hierarchical References ~

Forward ReferenceType NodeClass Name TypeDefinition ModellingRule DataType
true OILENIREY BaseVariableType / PropertyType 3 |Pr0pertyType O ||«"Iar1dat{m,r |Ulr1t32 ;_K

W,

1
false HasSubtype ObjectType  BaseObjeg @

B = Non-Hierarchical References ~

Forward ReferenceType Target

The same applies to the data type:
References o

= Derived member -

ReferenceType NodeClass Name TypeDefinition ModellingRule DataType

B = Hierarchical References s
Forward ReferenceType NodeClass Name TypeDefinitionhfodellingRule DataType

true [organizes Variable % BaseDataType / Number / Ulnteger / Uint32. [IIIER 5 =
false HasSubtype ObjectType BaseObjectT

B = Non-Hierarchical References ~

Forward ReferenceType Target
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3.16. Moving and Renaming Nodes

Moving a node

1. Right-click a node in the address space that you want to move:

Information model

B Mapping
v [opt Root
v ope Objects
@ DeviceSet
» @ DeviceTopalogy
» @ _IMM_Manufacturer_01234

Objectinstance
: B)
riable 4
-
@ Networkset Move Node L

> @ Server Delete Node

v lope Types
Add Mew Variable

> Tﬁ_Pu: DataTypes

> Eﬂ; EventTypes Move to namespace (recursive) »
> Tﬁ_Pu: InterfaceTypes Bookmarks »
> Eﬂ: ObjectTypes

2. In the dialog that appears, select the object to which you want to move the selected node and confirm with "Ok":

Select new parent node

v [op¢ Objects
@ 1:DeviceSet
*» @ 1:DeviceTopology \
> @ 3IMM_Manufacturer 01234
@ 4:MyVariable

¥ 1:NetworkSet
> @ Server

Cancel Ok
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Modeling of the AddressSpace

Select a node in the "Information model” section and edit its name in the "References” section:
References

[zz| Type Defined References

A
ReferenceType NodeClass Name TypeDefinition ModellingRule DataType
[ organizes Variable MyObjString PropertyType Optional String 3_5;
D Organizes Variable MyObjStruct BaseDataVariableType Optional A:myStructType E_*
[E| Type Defined Placeholder v

B = Hierarchical References ~
Forward ReferenceType NodeClass Name Definition DataType
true Organizes Variable [MyVariable 27 BaseDataVariableType Juints2 B =
falze Organizes Object Objects FolderType %

After the entry, the result is automatically accepted.
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3.17. Navigating in the AddressSpace

To navigate in the address space, you can search for nodes and jump directly to them. You can also add a new bookmark.

Finding and jumping to a node directly

If you right-click on the "Information model" label field or use the key combination "<CTRL> + <F>", you can jump
directly to a node using the "Find Node" button:

I Mapping Find Node 9

M2 Root N

¥ [op¢ Objects

3. In the dialog that appears, enter either the BrowseName or the Nodeld with namespace and click on a proposed node
to jump to it:

Find Node

[AD)
Search: |myVﬂ s= J

@ 4:MyVariable

1 F

Bookmark
To navigate quickly in an object model, you can bookmark nodes.

To add a bookmark, use the key combination "<CTRL> + <K>". This allows you to delete the bookmark again.

Information model Ry RS ST TEE B ST BT L ET

B Mapping
v [opt Root =
v lop¢ Objects
¥ DeviceSet
> @ DeviceTopology
P @i Moot 01234

Bookma
@ <l MyVariable

@ MNetworkSet
» @ server

To jump from one bookmark to another, use the key combination "<ALT> + <left arrow>" or "<ALT> + <right arrow>".
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Jumping to a DataType Definition

Right-click on the desired data type in the "References" area and then click on "Jump To" in the context menu to jump to
its node:

References ©
[#| Type Defined References v
[ Type Defined Placeholder v
B = Hierarchical References ~
Forward ReferenceType NodeClass Name TypeDefinition l'
true IOrganizes Variable |My\fariab|e |BaseDataVariabIeType |U'|ﬁar\ = =
false Organizes Object Objects FolderType TR

You can then right-click anywhere in the context menu to return to the previous screen:

Information model RNl E VL TR BB T ST BT T B

2 Mapping
¥ LocalizedText

Mumber

Nodeld

>

Decimal
Jump Back

Double

Float

Integer

Add Mew DataType

Ulnteger
> @ Byie
> @ Untls Bookmarks )
> @ Uints4
@ QualifiedName

Move to namespace (recursive) »p

Showing all usages of a DataType

To find all instance usages of a Datatype, use the function "Show Usages" in the context menu of the DataType:

- OT wiodeiCndnygestuctiup E=did il ype

» g MonitoringFilter

Y i MyDataType + 4

Myltem1 (Boolean)  Move Node

NetworkAddressDataType Delete Node
NetworkGroupDataType
OptionSet Structure 4

Orientation Add hierarchical reference

ProgramDiagnostic2Data ;6 4 namespace (recursive) »
ProgramDiagnosticDataT
PublishedDataSetDataTyg
PublishedDataSetSourcel
PublishedVariableDataTyy Show Usages

PubSubConfigurationDati

Bookmarks »
Copy Path to CIf \)d

7=

Yy ¥y ¥y vy ¥y v v
F455855545%8¢%

Then you receive a list with all nodes defined by that DataType:
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MyDataType usages

Nodeld Browsename
ns=1;i=6014 Mylnstance
ns=1;i=6015 Mylnstance2
ns=1;i=6016 Mylnstance3

[C] show subtypes

You can directly jump to one of the instance nodes in the Information Model by selecting the entry and using the function
"Jump To":

MyDataType usages

Nodeld Browsename
ns=1;i=6014 Mylnstance1

ns=1;i=6015 Mylnstance2

[C] show subtypes 3

Jump To Ok
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3.18. Validation of the Information Model

You can validate the address space that you have created or imported. The following rules can be checked during
validation:

Choose the validation settings

[J validate common OPC UA rules ~ -

[] buplicate BrowseName

[J Maximal BrowseName length

[J Reference sources

[] Reference targets

[J Arraybimensions and ValueRank
[ Encodings

|:| Abstract DataTypes and TypeDefinitions
[ Invalid DataType

[] DataType cycles

[J] Namespace cycles

[ state machines

] Role permissions

|:| Invalid overridden type references
[J Mandatory members

[] Dictionary references

[J Validate extended OPC UA rules ~
[] Missing Types

[] optional as mandatory

[J Validate mapping rules ~
[ validate mappings
D Validate type mappings
[J Validate Addins ~
[] validate DefaultinstanceBrowseName =

Cancel
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Proceed as follows to check the address space:

1. Click on the "Validate Information Model" button.

= SIEMENS
FRE  $D | Namespaces: sotmamem 7 B

2. In the "Choose the validation settings" dialog box that appears, decide which rules you want to check your address
space for and then confirm with "Validate".

Choose tl “jdation settings

Validate common OPC UA rules

Duplicate BrowseName

Maximal BrowseName length
Reference sources

4 Reference targets

4 ArrayDimensions and ValueRank
4 Encodings

4 Abstract DataTypes and TypeDefinitions
\4 Invalid DataType

4 DataType cycles

4 Namespace cycles

4 State machines

4 Role permissions

i Invalid overridden type references

4 Mandatory members

4 Dictionary references

[] Validate extended OPC UA rules v

[ validate mapping rules v

[] Vvalidate Addins v @)

Q}
Cancel Validate I

5
3. The result is shown as a grouped list of conflicts. By clicking an entry, the focus will automatically move to the related
node in the Information Model.

° Attributes / References Namespaces Validation °
ValidationModel
Validation Result [ ]
ValueRank and ArrayDimensions 2
Nodeld Conflict
ns=1:=15007 Walue is scalar, but ValueRank is 1
ns=3;i=6079 Walue is scalar, but ValueRank is 1
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Validation against a Companion Specification

Optionally, you can also validate mapping rules and/or have the address space checked against a Companion
specification. Activate the checkbox "Validate extended OPC UA rules".
1.

Before doing so, however, you must first import a corresponding NodeSet by clicking the "Validate settings" button
and then selecting "Browse Companion Specification" in the dialog that appears.

Attributes / References Namespaces Validation '
——————————————— /‘—’ w
Validation Model

lu:a

Validate against

O
@ Companion Specification
/-a

Browse Companion Specifications ...

Cancel ok

2. After validation, the rule violations are displayed in the "Validation" area.

° Attributes / References Namespaces Validation °
ValidationModel
Validation Result [~}
ValueRank and ArrayDimensions ~
Nodeld Conflict
ns=1:=15007

Walue is scalar, but ValueRank is 1

ns=3i=6079 Walue is scalar, but ValueRank is 1
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3.19. Exporting the Information Model
Click on the "Export XML" button in the header menu for exporting the Information Model as an XML file.

j 3 H ﬁ' 3’ Namespaces: LN NG Please add or choose a namespace v ?E-? _%, ﬂ‘

The following dialogue will appear.

e} T

Export XML

Export file path*

C:\Siemens\MyNodeset.xml e

Select namespace select / deselect all
tt foundation.org/UA
http://opcfoundation.org/UA/DI/
http://opcfoundation.org/UA/Machinery/
http://Siemens/Types

[fRO0O0

http://Siemens/Objects

Include mappings

Export schema

(< JEQ<

Include Values

Cancel Ok

The section "Select namespace" allows to select the namespaces to be included for the XML export.

"Include mappings" is only availabe if the Information model contains any mapping entries.

3.20. Saving the Information Model
Click on the disk symbol in the header menu for saving the whole Information Model as an XML.

Gi (¥ B = Namespaces: Editing (current) [[EEEEREEIEIEIEEENENESEEE - %? E m

This function does not offer any additional options. The resulting XML file is the same as from Export function according
to chapter 3.19 Exporting the Information Model if the default settings are kept. All available namespaces, mappings and
values are included.
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4. Information Model for
SIMATIC-PLCs

In this chapter, you will get an overview of the functionality provided by SIOME together with S7-CPUs in TIA Portal
projects.

4.1. Connecting to TIA Portal project

Permit access for TIA Portal Openness

To grant SIOME permission to use TIA Opennes, you must assign your currently registered user (windows log in user) to
the "TIA Openness" user group. Proceed as follows:

Click on "Start", enter "lusrmgr.msc" and confirm with the Enter key.

In the tree view on the left side, click on "Groups".

In the work area, double-click "Siemens TIA Openness".

Click on "Add...".

Enter the name of your current user, e.g., "User", in the text box. Confirm with "Ok".
Log out from the current Windows session and then log back in.

o U wWwWN =

SIMATIC Import Window

TIA Portal D

Y

ml  TIA Portal-Details

No. Object Description

1. “"InstanceMapping/TypeMapping" drop-down menu "InstanceMapping": Mapping of OPC UA variables from
object instances with SIMATIC S7 variables from data
blocks.

"TypeMapping": Mapping of OPC UA data types or object
types with SIMATIC S7 PLC-datatypes or function blocks.

2. "Open TIA Portal project” button Opens a dialog to connect to a TIA Portal project.

3. "Close TIA Portal project” button Disconnects from an open TIA Portal project.

4. "Refresh TIA Portal project” button Updates an open TIA Portal project.

5. "Compile TIA Portal project" button Compiles an open TIA Portal project.

6. "Change external TIA Portal options" button When a data block is selected, the user can change the
TIA Portal variable options, such as: Accessibility and
visibility.
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Open TIA Portal project

1. To create an Information Model or object from a TIA Portal project, switch to the "TIA Portal mapping" layout (1). Then
open a TIA Portal project by clicking the "Open TIA Portal project” button (2). Make sure to use the mode for

"InstanceMapping"” (3).

[T T1A Portal mapping -

° TIA Portal Attribuferencesamespaces Valide °
/*'[_i “

TIA Portal % TIA Portal-Details =

2. If TIA Portal is already started and a project is open in TIA Portal, the dialog "Attach to already opened TIA Portal
project” opens. Select the open project and then click on "Attach to selected project™:

Attach to already opened TIA Portal project

@ C:A\Users\Siemens'\Desktop\MySiOMEProject\MySiOMEProject.ap15_1

Cancel Attach to selected project Open another project

3. If you have configured more than one SIMATIC S7-1500 CPU, select the suitable CPU from the appearing list and
confirm with "Ok". Then confirm the dialog that opens from the TIA Portal.

Select PLC j

@ EuromaplnterfacePLC

O Software PLC
=

Cancel ok
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4.2. Mapping an Information Model to PLC
data of a TIA Portal project

SiIOME offers you the possibility to map an Information Model directly to the data blocks of a TIA Portal project of a
SIMATIC S7-1200/1500.

1. In the Information model window, make sure to select "Mapping" from the dropdown menu to show the mapping
column.

2. In the project tree, navigate to the data block which contains the variable you want to map. On the right side under
"TIA Portal details" you will find the variables defined in the data block.
3. Select the variable you want to map.

The function "Find variable" offers the possibility to search a variable and to select it in the DB model.

LTI T1A Portal mapping -

TIA Portal Attributes / References Namespaces Validation
TIA Portal-Details T

=
¥ @ GlobalDa
> <@ my\Variablel ("myUdt1”)

> <@l myvariable2 "myUdt2”)

Find Variable

VariableToFind

Cancel Find

4. Use Drag & Drop to map the variable defined in TIA Portal to the variable in the Information Model.

Information mode| [ TR A Tey - [ <] TIA Portal  Atrributes / References  Namespaces validation ()
I 7iA portal [EEETE [ (% & 51 _TIA Portal-Details £

v [opé Objects “ ¥ _| SIOME Projektap7 (connected) MachineParameter
b— @ Al v Lﬁ. OPCServer@SUP (CPU 1516-3 PN/DP) @ Speed (LReal)
jases -
Software Units Parts (Dint]
v [op¢ Machines e & \ )

v @ Machine 1 v | Program blocks Frequency (Real)

v [i2] 03 Basics
> @ MachineControl (B 03

> @ MachineHM|

5
s
5
>
>
>
il

@ Frequency N ot HMI
» @ Parameters & - MachineControl

@ Parts 3 @ With ctrl: drop this variabl hipeData. 2n opc U
< speed >0

> @ server >

-
» lope Tunac > -

A green icon shows you that the variable has been correctly mapped.

If the mapping is not done correctly, SIOME will show you an exclamation mark icon. Click on the exclamation mark icon
to display the message.
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information model

» @ Alizses
v G_mt Machines
¥ @ Machine 1
» @ MachineControl
» @ MachineHMI
¥ @ MachineParameters
<@ Freguency
» < Parameters

<@ Parts

"MachineParameter”."Frequency”

G_Pu: Views

Removing a mapping

Information Model for SIMATIC-PLCs

To remove a mapping perform a right-mouse click on the mapping entry and select "Remove Mapping".

Information model

» @ Alizses
v G_Pﬂ: Machines
Y @ Machine_1
> @ MachineControl
» @ MachineHMI
¥ @ MachineParameters
<@ Frequency

» <@ Parameters

<0 Parts
< Speed
» @ Server
m Types
G_N: Views

> N

Remove Mapping Recursive

L | -

A multiple selection is possible for this action by using the CTRL key.

Filtering the Mapping state and exporting the list

>
>

>

>

>

-

> @ "Parameter"_"FrequenW"

:

= ) "MachinrMnmnme- PO T S

-+ @ Validate mapping
- Remave Mapping 7=

The nodes of the Information Model can be filtered for specific Mapping states by using the selection field above the
mapping column, e.g. for all nodes which are "Not mapped".

Information model

oo

A o_Pﬂ: Root
A o_Pﬂ: Objects
<@ myVariable

9
> @

After a filter has been applied, the list of all nodes with the selected mapping state can be exported as a CSV file.

information model

v ﬂt Root
v [opt Objects
<@ my\ariable
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4.3. Creating an Information Model from

PLC data of a TIA Portal project

SiIOME offers you the possibility to create an Information Model directly from TIA Portal. You can derive and map elements
directly from a (instance) data block.

Creating elements from TIA Portal Data Blocks or Variables

To create elements in the Information Model from TIA Portal project data, proceed as follows:

1.

Navigate in the PLC directory to the data block you want to use and select it. On the right side, under "TIA Portal
Details", you will find the variables contained in the data block.

Select the data block or variables under "TIA Portal Details" from which you want to create elements in the OPC UA
Information Model.

Hold down CTRL + left mouse click and use Drag & Drop to store the data block in the Information Model.

B Mapping TIA Portal [¥ % & S TIA Portal-Details =@
¥ [ope Root ¥ _| MySiOMEProject.ap15_1 (connected)

\ieriacePLC

v loe¢ Objects [N <= "8 cUiomapint > <@ injectionUnit] (Struct) B
@ DeviceSet ¥ g Program blocks
> @ DeviceTapology \@) v [f: 01 MachineDatablocks

> @ IMM_Manufacturer 01234 InjectionUnits
@ NetworkSet @ MachineConfiguratid 1
. 4
> @ Server @ Machineinformation,
> [op¢ Types @ MachineMesconigy
ope: Views @ MachineMEsStatus

@ Machinestatus

Then you can choose whether arrays, structures or UDTs contained in the block should be created as variable types
and whether the Nodelds to be created should be of the type "String".

Create OPC UA instance

Create variable types and children
[[] create array elements
[ use string Nodelds

Cancel Ok

Entry ID: 109755133 V2.8.6 07/2024 © Siemens 2024 67



Information Model for SIMATIC-PLCs
Creating BrowseName and DisplayName from TIA path structure

DisplayName and BrowseName of new items by default are only generated from the name of the related variable in the

TIA Portal project, e.g. "myVariable":

Information model LELELEEEEELTTRES -
[ vapping -]
>

s |

2 =

TiA Portal [N % &

TIA Portal-Details

v Biu: Root ¥ _ | Demo.ap17 {connected) v . myDB
¥ [op¢ Objects > v L PLC_1 (CPU 15177-2 PN/DP) > g myVariablel ("myUdt1")
> @ Alizses > ‘E@ Software Units » <@ myvariableZ ("myuUdt2")
< @ "myDB" "myVariable” v ‘_-E, Pragram blocks > <0 myvariable3 ("myUdt2")
» W server > ﬂ Main_Safety_RTG1_DB
> ipt Types > v r?;_: OpcUa
lop¢ views > @ udioe
myDB

It is also possible to set these two attributes according to the complete path structure of the TIA Portal project element.
This can ease the distinction of objects that have been generated from source elements with identical names. The setting
can be found in the Settings menu section "SIMATIC" > "Additional TIA Portal options":

Settings
General SIMATIC SINUMERIK

Additional TIA Portal options

[ Create FB in TiA Portal with DisplayName

Use variable path from TIA Portal project as OPC UA BrowseNames I

MaxStringLength from OPC UA to TIA Portal: 0

Settings for DataTypes

ByteString

Default length for ByteString: 64

LocalizedText

Default length for LocalizedText: 6 64
nefault strina tvne for | acalizedText “lacale™

Ok

After activating this setting, the name attributes will be built from the global path structure of TIA Portal project, e.g.
"myDB.myVariable":

Information model LELELEEEET LS -
>

v G_,Pn: Root

~E
L)

TIA Portal X 4

¥ | Demo.ap17 (connected)

TIA Portal-Details
v @ mys

¥ [opé Objects > v [ PLC_1(CPU 1517F-3 PN/DF) » <@ myVvariablel ("myUdt1”)
b nlizcac > 'Bé Software Units » <@ myVvariable2 ("myUdt2")
% @ "myDB" "myVariable™ v [l Program blocks > g myVarizble3 ("myUdt2")
> @ Server > ﬂ Main_Safety_RTG1_DB
> B_M: Types > v I'-i OpcUa
lore Views > @ udtos
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Creating OPC UA Methods from instance data blocks of methods in TIA Portal

You can also perform the same procedure for OPC UA methods:

1. Select an instance data block of an OPC UA method programmed in the TIA Portal project from which you want to
create a method in the OPC UA Information Model.
2. Hold down CTRL + left click and use Drag & Drop to store the method in the Information Model.

Information model LT oLt A ° TIA Portal Attributes / References Namespaces \ °
TIA Portal [3 % & & TIAPortal-Details 3
v lope Root ¥ _| SiOME_Projekt.ap17 (connected) v @ InstsetParameter
v [op¢ Objects v [ OPCServer@sUP (CPU 1516-3 PN/DP) ‘-’
> @ Alisses lgjg Software Units Ez) Static

¥ [6p¢ Machines

> @ Machine 1

MyMethod
> @ Server

> [op¢ Types

[ope Views

>
>

v | Program blocks

“«

03_Basics s Output

Process
¥ [Ez] datablocks
§ Hm

@ MachineControl

@ MachineData
@ MachineParameter
@ Machinestatus

@ ToolParameter
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4.4. Creating PLC datain a TIA Portal
project from an Information Model

Creating Program blocks and variables from instances in the Information Model

With this function you can create the data blocks and variables in a TIA Portal project from objects of the OPC UA
Information Model.

Open an OPC UA NodeSet file in SIOME.

Open a TIA Portal project in SIOME.

Hold CTRL + left click an object in the SIOME instance area.
Drag&drop the object into the TIA Portal view under "Program blocks".

BN =

Information model [KCRCSE ITEL] = TIA Portal
I 11s portal (RN 3% & 3 TIAPortal-Details
¥ @ Machine ] hd - v SIOME _Test.ap17 (connected) \

¥ @ Machinecontiol + v [ aciceu

@ Run +@ \
* o SetParamater +0 )
T showstate + @ 1

+ LG PLC data types
MachineHMI ﬂ » [@ opc ua communication

63 PRY/OR)
S8 software Units

» @ Temperaturett -0
* @ Temperaturel +0
¥ @ MachineParameters +
@ Frequency + 0
* @ Paameters + 0
@ rans +0
@ speed +0
» @ Server Do

5. A data block containing all variables of the OPC UA object is then automatically created from the object. The variables

are automatically mapped correctly.

Information mode
I [T T:fots [ETTNEE] %O % TiAPoraknets

v [ope Root > v | SIOME_ Testap17 (connected) v @ MachineHmi

¥ [op¢ Objects > v [ pLC_1 (€PU 1516-3 PN/DP) <@ TemperatureH (Real)
> @ Alisses > s software units <@ Temperaturel (Real)

¥ [op¢ Machines > v | program blocks

Y @ Machine! > @ Machinermi <=
¥ @ MachineControl > » [ pLC datatypes
@ Run >0 » @ opcua communication
>0

> @ SetParameter

> @ Temperaturer 5 @ "MachineHMI" "TemperatureH"
b <@ Temperaturel > @ "MachineHMI" “TemperatureL”
v @ Machinerarameters >
<@ Frequency » -

The Drag & Drop function also works with individual variables from the OPC UA Information Model
NOTE directly into a data block in TIA Portal.

6. Drag & Drop the variable to an already existing data block in TIA Portal view in SIOME.

Information model Ko ] = TIA Portal
CIE 71 Fortal [T 3 3% TIAPortal-Details
¥ @ Machine | > 2 ¥ | SIOME_Testap1T (connected) v @ MachineHial
¥ @ MachineControl B vI@e

{CPU 1516-3 PH/D9) @ TemperatureH (Real)
@ fun + @ 5B Software Units @ j @0 Temperaturel. (Real)
» .« SetParameter + 9

v L5 Program blocks

" @ wMachinesl >
> @ Temperatureh + @ "MochineHMI" Temp—seH » [i®) 0°C UA communication
* @ TemperatursL < @ "MachineHMI" Ta| )
Y @ Machinetazmeters 5 Q
@ Frequency 20 A=
* @ Parameters + 0
@ rans +0
@ speed 0
> @ Sener ;
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7. In what follows, the variable will be created in the data block of the TIA Portal Project and will be automatically

GRE =5

Namespaces: Editing (current) [ECEEEEEEEEERERED 0 ~BE] 5w

information model (
TiA Portal BH % TAPxRbDeEs
>

v @ Machine 1
¥ @ MachineControl
<@ Run

> - SetParameter

¥ | SIOME_Testap17 (connected) v @ MachineHm

> v L@ PLC_1 (CPU 1516-3 PN/DR) <@ TemperatureH (Real)
>0 [si8 Software Units @0 Temperaturel (Real)
240 v L program blocks 4@ Frequency (Real)

B Showstate > MachineHMI

Y @ MachineHml
» @ TemperatureH
> @ Temperaturel
¥ @ MachineParameters

<@ Frequency

=
<@ speed
> @ senver

mapped correctly.

> > lg
+ ® "MachineHMI" "TemperatureH" » [® OPC UA communication
+ @ "MachineHMI" TemperatureL”

>

2 @ "MachineHMI" "Frequency”
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Creating PLC data types from types in the Information Model
When the creation of a variable in a data block also requires the creation of a new UDT in TIA Portal project, then the

following dialog offers the possibility to select and/or create subfolders in the project section "PLC data types". Select the
target folder for the UDT to be placed in. Click the "+" symbol for creating a new subfolder.

Create or select a folder for placing the datatype (UDT)

[La| PLC data types +

Then edit the name of the new folder and confirm the selection with "Ok".

Create or select a folder for placing the datatype (UDT)

v (& PLCdatatypes +

The new subfolder and UDT are then placed in the specified folder in TIA Portal project:

v [E] PLC data types
ﬁ:‘" Add new data type
* £z MyNewFolder o
E typehfyMewDataType |
b g System data types
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Creating function blocks and instance data blocks from methods defined in the Information Model

The Drag & Drop function also works with OPC UA methods. This creates a function block and the corresponding instance

data block in TIA Portal.

1. Select a method in the OPC UA Information Model and drag & drop this method into the TIA Portal view under
"Program blocks" in SiIOME.

Information model
vopping___________~|
v [ope Root
¥ [opé Objects
> @ Alisses
¥ [op¢ Machines
v @ Machine_1
Y @ MachineControl
<@ Run
> & SetParameter
= Showstate
MachineHMI
» <@ TemperatureH
> @ Temperaturel
Y @ Machineparameters

<@ Frequency

No Namespace highlighted

No fifter...

>

> e "Mzchmecunlvu\
=

> @

> ® "MachineControl"."ShowState”
>

> ® "MachineHMI" “TemperatureH"
+ @ "MachineHMI" "TemperatureL”
>

L Y

+

.

2 Tiaportal

= ¥ | SIOME_ Testap17 (connected)

%]

i |

o

@ Machinerivi
> [ pLC data types
» [® opc ua communication

b o

TIA Portal-Details
v @ MachineControl

v g pic1(cPU 1516-3 PN/DR) 3 <@ Run (Bool)
[sg software Units
[ =

e
¥ g Program biocks SetParameter
“ MachineContrs:

2 <@ showstate (Int)
=4

ponding instance D8) in your TIA project

2. In the dialog box that appears, select the desired programming language.

Select Programming Language

LAD

FBD
D)

SCL

Cancel

Ok

3. In what follows, the function block and the corresponding instance data block are automatically created in the TIA

Portal Project. The method is automatically mapped correctly.

Information model

No Namespace highlighted

o g rarot EIETEEE 0 BN QR
v lopé Root > - ¥ | SIOME_Test.ap17 (connected)
¥ [ope Objects > v [ pLc_1 (cpu 15162 P/DR)
> @ Alisses > la@ Software Units
¥ [t Machines > v |z program blocks
¥ @ MachineControl >

|
= shawstate
v @ MachineHMI
» @ TemperatureH
» @ Temperaturel
Y @ MachineParameters

@ Frequency

= @ MacnineControl . ShowState
+
= @ “MachineHMI""TemperatureH"
3 @ "MachineHMI"."TemperatureL"
ks

4 3

2 "InstanceOfSetParameter” Methd

@ MachineControl
@ MachineHMI
M setParameter

» [ PLC data types

—

» [® opc ua communication

IA Portal-Details
0 InstanceOfsetParameter
> <@ InstanceOfsetparameter

LI

Methods, which are nested inside an object have to be created explicitly via the dialog window or manually
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Create variables and methods

Variables and methods found. Which objects do you
want to create in the TIA-Portal?

Create variables

Create methods

@]

Cancel Ok

Select Programming Language

LAD
FED

SCL
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Creating dynamic Arrays

Since TIA Portal V19 and SIOME 2.8, dynamic arrays on SIMATIC PLCs are supported. SIOME will create via Drag&drop the
necessary structures, as long the needed settings are chosen.

Settings

General SIMATIC SINUMERIK Cloud Connect 7

Arrays o

Numbering of arrays

@ Keep TIA Portal array index (default)

O Start array index with 0

Dynamic arrays

Create dynamic arrays

- @ —cs in TIA Portal

O Mandatory only

ok Cancel

After the creation of dynamic arrays is set, the dimensional sizes of the array itself has to be set to ‘0". This will show the
server, that the array is set as dynamically.

OPC UA Attributes © Additional OPC UA Attributes
» Nodsld | ns=t:-s048 value |
NodeClass Variable DataType Boolean
» BrowseName | 1:DynamicArray valueRank - i 510N
» DisplayName DynamicArray ¥ ArrayDimensions [0]
» Description | nul 0] [ o
WriteMask | o AccessLevel . :
UserWriteMask | o UserAccessLevel | 3
RolePermissions Minimumsamplinginterval ] 0
Historizing | false

AccessLevelex ]

Similar settings have tob e done for multidimensional arrays. Now with Drag&drop, a variable will be taken from the
information model and dropped into TIA Portal. SIOME will now create automatically the structure needed for S7
Controllers.

Information mode [T 3

. 71 Portal [T LY

ey

—
1A For lai

» l@ orcua communicaton

Finishing, the limits fort he array boundaries have tob e set inside TIA Portal.
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TIA Portal-Details
v | wmyobject
¥ <@ DynamicArray (Struct)
¥ <@ myaActualRange (Array[0..0] of OPC_UA_ArrayBoundaries)
¥ <0 myActualRange[0] {OPC_UA_ArrayBoundaries)
< Lower {Dint)
<@ Upper (Dint)

o myArray {Array[0..0] of Bool)

< myArray[0] (Bool)

Project! » PLC_1 [CPU 1516-3 PN/DP] » Program blocks » MyObject [DB1]

3* Er{; LN E UZ' Keep actual values a snapshot IE'. n; Copysnapshots to startvalues g 55, Load startvalues a

MyObject

| Name Data type Start value Retain | Accessible .| Writa_. | Visiblein Setpoint
1 |4 ~ Static
2 @‘ = ¥ DynamicArray | Struct ] ] =] =]
3 | = ¥ myActualRange Array]0..0] of OPC =] =] =] =]
4 <3 = ¥ myActualRang.. OPC_UA_ArrayBou...
5 |a = Lower Dint 0 ] ™ ™
6 |« L Upper Dint 0 [E] E] [E]
7 aa = ¥ myArray Array]0.0] of Bool E E B D
8 <@ L] miyArrayl0] Bool false
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4.5. Type Mapping of reference
namespaces to TIA Portal function
blocks and data types

Starting from TIA Portal V17 Update 2 it is possible to access the SIMATIC S7 PLC data types or the data instances of
function blocks via OPC UA.

To achieve this, the OPC UA data types or object types available in a reference namespace must be mapped with the PLC
data types or function blocks, respectively. After compiling the project, TIA Portal is bale to create OPC UA nodes in the
server interface for each instance of the mapped PLC data types of function blocks.

The mapping of the OPC UA DataTypes and ObjectTypes can be done already when creating the Information Model in
SiOME.

For a detailed description of the reference namespaces in TIA Portal check the online help Fehler!
NOTE Verweisquelle konnte nicht gefunden werden. and Fehler! Verweisquelle konnte nicht gefunden
werden..

Mapping an OPC UA data type to a PLC data type
Using SIOME, you have the possibility to map the OPC UA DataTypes to PLC data types.
1. To do this, select the "TIA Portal mapping” layout. In the TIA Portal tab, select "TypeMapping".

[EY-TI3 TIA Portal mapping =
1

4
TIA Portal Attributes / References Namespaces V.@n

TIA Portal % % & 5 TIAPortal-Details ™
v ] Demo.ap??(connecte
v L@ PLC1 (CPU 1517F-3 )

r@@ Software Units

d r__-n Program blocks
m PLC data types
i myUdt1
myUdt2
myUdt3
typeDrive

__Ii System data types
> r\@ OPC UA communication

2. In the "TIA Portal" view, select the PLC data type you want to map. Use Drag & Drop from "TIA Portal details" to the
corresponding data type in the Information model.

Information model REEZEECNTES =
TIA Portal TN 39 3% TIAPortalDetails
> DataypeDescrption > “ v ] Demoapt7 (connected)
» G DataTypeSchemaHeader 2 v L PLC_1(CPU 1517F-3 PN/DP) <@ running (Boc
> G DeleteNodesitem o i Software Unic
> DeleteReferencesitem > am blocks
> & DiscoveryConfiguration + v i PLC data types
» # DoubleComplexNumberType > 1§ myudt1
drivType + 4 e
running (Boolean) myUdt3
error (Boolean) @ typeDrive
currentSpeed (Float) 1§ System data types
* W EndpointConfiguration > * @ OPCUA communication

» & EndoointDescrintion >

3. In the following pop-up dialog, all sub-elements with an exactly matching name have been mapped automatically.
You can add mappings manually by Drag&drop.
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Type Mapping

¥ G driveType > @ “typeDrive" v [ typeDrive
running (Boolean) > @ "typeDrive"."running" <@ running (Bool)
error (Boolean) \\ > @ "typeDrive"."error" < error (Bool)
currentSpeed (Float) [ > < <2 speed (Real)

®

If you keep pressed the CTRL key during this action, the mapping will be done recursively for all internal sub-elements of
the node (if possible).

It is not allowed to map elements of an OPC UA data type to variables of different PLC data types at the same time. This is
the reason why the dialogue only shows the one selected PLC data type and its sub-elements for mapping.

Defining Target Node references

The bottom half of the dialogue allows to assign Target Nodes for instances which might be created in the future based
on this TypeMapping.

References

BrowseName Nodeld

ou
enter new Nodeld .

Cancel  Validate Ok\)

Choose an existing target node in the following pop-up dialogue and confirm with "Ok".

Select reference

Nodeld or Name

v rlJ;Pl; Root
v ’—D\_Pq: Objects
> rO;Pc Aliases

0P 1:MyTargetFolder -
» @ Server
» lop¢ Types

ru;Pl; Views

Cancel 0Ok

The Target Node will be added to the list of References.

References
BrowseName Nodeld
I MyTargetFolder http://Test;i=5003 I :_-"",(
Cancel  Validate ok
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XML export structure

You need to enable the option "Include mappings" during the export of the Information Model. The generated XML then
contains a structure for the Type Mapping, including the Target Node references.

<UADataType NodeId="ns=1;i=30080" BrowseName="1:typeDataToCloud">
<DisplayName>typeDataToCloud</DisplayName>
<References>
<Reference ReferenceType="HasSubtype" IsForward="false">i=22</Reference>
<Reference ReferenceType="HasEncoding">ns=1;i=5001</Reference>
<Reference ReferenceType="HasEncoding">ns=1;i=5002</Reference>
</References>
<Exten<innes
<Extension>
<si:TypeMapping PLType="&quot;typeDataToCloud&quot;">
<si:MemberMapping PLMember="8&quot;typeDataToCloud&quot;.&quot;Varl&quot;">
<si:PathElement Name="Varl"/>
</si:MemberMapping>
<si:MemberMapping PLMember="&quot;typeDataToCloud&quot;.&quot;Var2&quot;">
<si:PathElement Name="Var2"/>
</si:MemberMapping>
<si:MemberMapping PLMember="&quot;typeDataToCloud&quot;.&quot;Var3&quot;">
<si:PathElement Name="Var3"/>
</si:MemberMapping>
<si:Reference NodeId="ns=1;i=5003"/>
</si:TypeMapping>
</Extension>
</Extensions>
<Definition Name="typeDataToCloud">
<Field DataType="Boolean" Name="Varl"/>
<Field DataType="Int1l6" Name="Var2"/>
<Field DataType="String" Name="Var3"/>
</Definition>
</UADataType>
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Mapping of an OPC UA object type to a function block of the PLC
1.

Information model.

Information model

hitp://Demo/ Types

* & NamesnacesTune

In the following pop-up, you can map the static variables of the FB to the individual

N

To map an object type, select the function block under "TIA Portal" the section "Program Blocks".
2. Under "TIA Portal Details" select the function block (FB) and execute a Drag & Drop onto the OPC UA object type in the

TIA Portal (%% @ % TIAPortal-Detalls
o e . > v 23 benoap comeed
» @ HistoricalDataConfigurationType > ¥ L[ PLC1(CPU 1517F-3 PN/DPL v R Static
» @ HistoryServerCapabilitiesType 3
* W KeyCredentialConfigurationType > "% Program blocks
* @ ModellingRuleType >

Mot icen > Cg— | i opn
<l currentSpeed (Float) > 4 :; PLC data types
< error (Boolean) 2> * @ OPC UA communication
<@ running (Boolean) > J
* @ NamespaceMetadataType >

variables of the object type.

Type Mapping

¥ % MotorObjectType v g
@0 currentSpeed (Float) ttic
<@ running (Bool)
<@ error (Bool)

"MotorFB"."currentSpegg”
“MotorFB"."ef

"MotorFB"."runr

<l error (Boolean)

L

< running (Boolean)

W currentSpeed (Real)

References

BrowseName Nodeld

enter new Nodeld

Cancel Validate

L'

Ok

Editing or removing a type mapping

"Edit TypeMapping" in the context menu.

>

> @ "typeD

" U DoubleComplexNumberlype
Y & driveType +

running (Boolean) Validate mapping

error (Boolean) Edit TypeMapping
currentSpeed (Float)
Remove Mapping

Remove Mapping Recursive

% EndpointConfiguration
U EndpointDescription

¥y vv

®-

To change an existing mapping, select the mapping entry in the Information model with a right mouse click and select

oY

% EndpointType

L Endnaintl vl ictMNataTima

> >

If you want to delete a mapping, select "Remove Mapping" in the context menu instead.
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Exporting as a reference namespace to TIA Portal project

You can either export the mapped reference namespace as an XML file or transfer it directly from SiOME to the TIA Portal
project.

1. In SIOME, under "TIA Portal" open the folder "OPC UA communication"
2. Open the folder "Server interfaces"
3. Open the folder "Reference namespaces" and select "Add new reference namespace”

TIA Portal

TIA Portal MR
Y | Demo.ap17 (connected)
v [m PLC_1 (CPU 1517F-3 PN/DP)
@,@ Software Units
> Eﬂ Program blocks
» i PLC data types
v T@ OPC UA communication

v [\EI Server interfaces
El% Add new server interface... 3
v [\_! Reference namespaces

Select interface name * 2

<
MyReferenceNamespace|

Export XML j

Select namespace select / deselect all
opcfoundation.org/UA
http://Demo/Types

Include mappings
[ Export schema

Include Values
3
7=
Cancel ok l

Generating an OPC UA server interface based on a reference namespace with type mapping

After exporting the reference namespace you can generate an OPC UA server interface in the TIA Portal project.

Switch to the TIA Portal project and navigate to the "OPC UA communication” section in the project tree.

Open the folder "Server interfaces” and select the "Reference Namespaces" folder.

Double click on the imported reference namespace including the type mapping.

In the Properties area switch to "Local data mapping" and activate the option "Create OPC UA node based on local data
mapping".

5. Enter a name for the server interface in which the OPC UA nodes are to be created.

Rwn =
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1518F-4 PN/DP] » OPC UA commu
B = Exportinterface %) Consistency check { Updateinterface * 4= Import companion specification g =
OPC UA server interface 'OPC UA el
~ _]Demo | Browse name Node type Local dats Project data
I Add new device L ] | Reference node set 1 88 Software units
g Device: & networks 2 | = v [ htp:iiDemolTypes Namezpace 2 » 'z Program blocks
~ (3 PLC_1 [CPU 1518F-4 PN/DP] 3 | = v Dewatypes Folder 3 | » (@ PLCdata types
m Device configuration 4 s v @ driveType driveType <@ "typeDrive” ! 4 [ Technology objects
%/ Online & diagnostics 5 | - <@ running Boolean <@ "typeDrive” “running” H
» 3 Charts - Trendidynamic display g fo.. |6 | = @eror Boolean < "typeDrive” “error” ]
» gl Charts 7 * @ currentSpeed Float <@ "typeDrive” “speed” f
» 8 Software units 8 | = v Objecttype: Folder
» gl Program blocks 9 | = ¥ @ MotorObjectType MotorObjectType
» [ Technology objects 10 | ®= @ running BOOL <€ "MotorfB" *running"
» [d Energy objects 1m | = @eror BOOL <@ "MotorFB" “error”
» G} External source files 12 * @ currentSpeed REAL <@ "MotorfB" “currentSpeed”
» L@ PLCtags < W ] >
» [§ PLC data types
» ﬁwm. u:::m tables 4 Properties | Info | % Diagnostics H
» (i} Online backups ro——y 9/“/
» [ Traces (
- OPCUA communication ::::um Local data 9
v [if serverinterfaces CeEldem g Total dats mapriog

?* Add new server interface OPC UA attributes

Reference namezpaces

Note: |Enable mapping oflocal data to a reference namespace to assign type ~

: i3 MpeferenceNamevpace | definitions of the selected reference namespace to the existing F8 types or
» Lj Clientinterfaces UDT: in the user program (local elements). When you create FB instances
ey in the user prograz- ice DBs) or use UDTinstances in the global DBs,
;: Web applications 9 nodes that are 1 ing instances are i
Program info 3 in th| rver interface during compilation. v
» [ Device proxydata \./

Ly
Generate OP/ sed on the local dats. i
L PLC supervisions & alarms @ M;&) a1
&) PLCalarm textlists Interface name: | _interace

Tt i,

6. When compiling the project, TIA Portal will create the OPC UA nodes in a server interface with the specified name.

Demo » PLC_1[CPU 1518F-4 PN/DP] » OPC UA communication » Server interfaces » Generated_interface
i} E O updateinterface | Generate local data check = i “#F Import companion specification =3
OPC UA server interface
¥ _] Deme | | Browse name Node type | Access level ‘Local data Datat...
B Add new device T v G Serverinterfaces Folder
oy Devices & networks | |2 |=_~ &% Generated_interface | Folder
~ ([ PLC_1 [CPU 1518F-4 PN/DP] | = v bt Group_1 Folder
Y Device configuration 4 = v 55 Group_2 Folder
% Online & diagnostics 5 = v @ MGlobalDB Object g
» 3 Charts - Trendidynamic display .. 6 = v @ drivel driveType ROMR <@ "MGlobalDe" *drive1* <
» lioi Chartz 7 s @ wnning BOOL ROMR <€ "MyGlobalDB" “drive 1" *running" [
» g8 Software units 8 = @ermor BOOL RDMR <@ "MGlobalDB" "drive1" “error” b
~ [ Program blocks 9 ®= @ curentSpeed REAL RDIVR <@ "MGlobalDB" "drive 1" “speed” 1
W& Add new block =l = v @ instMotorF8 Object
& Main [0B1] 1n = v @ MotorObjectType Object
& MotorFE [FB1] 2 * <@ running BOOL ROMR <@ "instMotorFB™."running®
@ instMotorFe [DBS] 13 = @ermor BOOL ROMR <@ “insthotorF8" "eror”
@ TestPartialamayiite [DB4] 14 * @ curentSpeed REAL ROMR <@ "insthotorFB” “currentSpeed"
» [&) Group_1
» [ Technology objects i
» [ Energy objects >
» &) External source files v 'q Properties rtq info 4| %/ Diagnostics T
» L@ PLCtags —
» [ PLC data types General
» '3 Watch and force tables General General
» (&g Online backups Namespaces
» [ Traces OPC UA attributes General
~ [ OPC UA communicati
v i Serverinterfaces Browse Name: | |_interface |
i’ Add new serve) DisplayName: |Generated_interface ]
'! Generated_interface Node Tpe: [Folder 1
~ (4 Reference namespaces
i MyReferenceNamespa. Access level: |--- I=}
- % R !
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Importing a Server Interface from a
TIA Portal project

You can import a server interface from an attached TIA Portal project directly into the Information Model of SIOME.

4.6.

In the "OPC UA communication/server interfaces" folder, right-click on the server interface that you want to import and
select "Import".

TIA Portal [% % & S TIA Portal-Details =

¥ _ | MySiOMEProject.ap15_1 (connected)
v _m EuromapinterfacePLC
L4 _:, Pragram blocks
» | PLCtags

v EI MyServerinterface
v BPG MNamespaces
n http://opcioundation.org/UA/DI/
8 nhttpy/opcioundation.org/UA/PROFINET/

B8 httpy//siemens.com/myProfinetiO_System

¥ L@ OPC UA communication
¥ L3l Serverinterfaces

EI\k Add new server interface.

Exporting a Server Interface to a TIA
Portal Project

You also have the option of exporting a server interface from SIOME directly into an attached TIA Portal project.

Import

Delete

4.7.

1. Under the folder "OPC UA communication/Server interfaces"”, click "Add new server interface...".

IR

TIA Portal
¥ | MySIOMEProject.ap15_1 (connected)
v _[l EuromapinterfacePLC
L _:, Pragram blocks
» | PLCtags
v _H@ OPC UA communication
v H§| Server interfaces

+ Add new server interface...

EI MyServerinterface

2. Inthe dialog box that appears, assign an interface name (1) and select the namespaces you want to export (2).
Finally, confirm with "Ok" (3).

Export XML

NewlInterfaceName

Select namespace

pcfoundation.org/U

http://mytest.org

nclude r

D Include Type Dictionary
Include Values

3. You can assign a new name by right-clicking an existing interface and selecting the "Rename" context option.

Cancel Ok
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4.8. Compatibility and typeconversion
between SiOME and TIA Portal

4.8.1. Compatibility between SiOME and TIA Portal

TIA Portal Version SiOME Version Notes

<=V14SP1 - Not Supported

V15 1.0 Or higher, counts for all versions
V15.1 1.7

V16 2.0.1

V17 2.1.0

V18 2.3.8

V19 2.8.0

Tabelle: TIA Portal and SiOME

4.8.2. Type conversion between TIA Portal and OPC
UA

Fort he datatype conversion between the SIMATIC PLC and OPC UA take a look at the manuals for TIA Portal:

TIA Portal URL
V16 https://support.industry.siemens.com/cs/us/en/view/109773506/130190803339
V17 https://support.industry.siemens.com/cs/us/en/view/109798671/143871134091

https:/Isupport.industry.siemens.com/cs/us/en/view/109798671/144677314699

V18 https://support.industry.siemens.com/cs/us/en/view/109815056/161032398603
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Information Model for SINUMERIK

5. Information Model for
SINUMERIK

Workflows

SiOME supports three different workflows for creating an Information Model for SINUMERIK applications:

Server export <> w VE D | <D
XML O_ XML
RN
TIA Portal —O E <D
N XML
<>

Online Mapping ,. S
OME. ™ o

"Server export" requires an application called "Access MyMachine /P2P" to browse the Server of a SINUMERIK machine via
an OPC UA connection. The resulting XML must be imported in SIOME. See chapter 5.1.

"TIA Portal" enables to create an Information model from PLC data of a TIA Portal project. See chapter 5.2.

"Online Mapping" allows to browse the Server of a SINUMERIK machine by SiOME via an OPC UA connection directly. See
chapter 5.3.

After switching to the SINUMERIK layout (1), the selection of one of the three possible workflows can be chosen via the
selection field in the section "SINUMERIK model" (2).

Layout

1
4
SINUMERIK Attributes / References Namespaces Licenses cm

SINUMERIK model # SINUMERIK Attributes

o

Online mapping
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5.1. Creating an Information Model from a
Server Export XML

For an Information model from SIOME to work with SINUMERIK, it must be linked to the SINUMERIK OPC UA objects. To
make this as easy as possible, SIOME allows you to link them via Drag & Drop. However, the SINUMERIK object model
must be imported for this purpose.

Since the SINUMERIK namespace is heavily dependent on the individual parameterization (e. g. number of R parameters,
GUDs, etc.), it is useful to read in the namespace from a parameterized machine.

The Access MyMachine /P2P SINUMERIK tool must be used for this purpose.

AMMI/P2P reads the namespace of the individual OPC UA Server and creates a SINUMERIK XML which can then be
imported into SIOME.

For this, AMM [P2P must be connected to the OPC UA Server of the respective SINUMERIK.

AMM
SOPC UA Client

*Create XML

SINUMERIK Access MyMachine/P2P
supposed to be hosting application

To be able to import the SINUMERIK namespace, it must first be created with the Access MyMachine

Note [P2P tool.

Derive OPC UA Namespace from the SINUMERIK OPC UA Server

1. Open the "SINUMERIK Access MyMachine /P2P" program.
2. Click "Tools > Sinumerik Model Export". A pop-up window appears.

m Opcua Server Model Export

Server IP:
Server Port:
User name:

Password:

Status:

3. Enter the following information of the connected OPC UA Server on: "Server IP", "Server Port", "Username”,
"Password".

4. Define the location where the XML file should be saved under "output file".

5. Click "Start" to create the XML file. The XML file is stored in the specified path. The saved XML can now be read into
SIOME.
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Importing SINUMERIK XML into SiOME

This can be imported into SIOME after extracting the SINUMERIK XML.

1. Select "SINUMERIK" from the "Layout” drop-down menu.
2. Make sure that the "ServerExport" view is selected.
3. Toimport the SINUMERIK XML, click "Load SINUMERIK XML file" and select the SINUMERIK XML.

4.
° SINUMERIK ﬂ\ttributesencesmespaces License/" Valida °
SINUMERIK model ~ SINUMERIK Attributes

5.

The imported server structure appears as follows.

° SINUMERIK Attributes / References MNamespaces ‘
SINUMERIK model ServerExport v g

¥ SINUMERIK.xml

¥ rﬁﬂ: Sinumerik
> Rt Adv

OPE Axis
0Pt Bag

0Pt Channel

lope Drivevsa

OPC FileSystem
Pt GUD

oPE Hmi
lore Methods

oPE Mck

¥y ¥ ¥ ¥ ¥ ¥ ¥y ¥ ¥ V7

lope Plc

0Pt Random

LJ

lope SEA

oPE TEA

L

» lope Tool
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The SINUMERIK OPC UA XML also includes the SINUMERIK namespaces. These are required and may not be deleted or

changed.
° SINUMERIK Attnibutes / References Namespaces °
Namespaces e
r

v (@ OPCUA Modeling Editor Project

8 0 httpy/opcfoundation.org/Ua/
8 1 urmincutlocal:SiemensAG:SinumerikServer

B 2 sinumerikvarProvider

A new namespace must be created for your model.

In addition to the SINUMERIK model, you can see the properties of the selected SINUMERIK variables from the SINUMERIK
model under "SINUMERIK Attributes".

SINUMERIK Attributes / References Namespaces Licenses Validation
SINUMERIK model #  SINUMERIK Attributes
¥ SINUMERIK.xml » Nodeld ns=2;s=Sinumerik
» lope Adv » BrowseName 2:Sinumerik

lope s » DisplayMame Sinumerik

lope Bag » Description An object with several features of SINUME...

lope Channel WriteMask 0

lope Drivevsa UserWriteMask 0

lope FileSystem RolePermissions

>
>

[

»

»

» lopc GUD
> lope Hmi

» lope Methods
» lope Mk

» lope Plc

lope Random

v

lope SEA
» lopc TEA
» lope Tool

The properties of the variable from your own model can be found under the "Attributes / References" tab.

< SINUMERIK Attributes / References Namespaces Validation

OPC UA Attributes Additional OPC UA Attributes
> Nodeld ns=0;i=85 EventNotifier | 0

MNodeClass Object
® BrowseMName Objects
> DisplayName Objects
> Description null

WriteMask 0

UserWriteMask 0

RoleParmissions

Modeling Rules with SINUMERIK OPC UA Server
The following configuration rules must be observed for correct functioning of the SINUMERIK OPC UA Server:
e  The SINUMERIK XML must not be read in the "Information Model" window.

e No new nodes may be created in the SINUMERIK namespaces (namespace 0, 1, and 2).

e The namespaces O, 1, and 2 may not be changed, deleted, or changed in sequence.
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e  User-defined namespaces must have index of 3 or higher.

Mapping user-defined object models with SINUMERIK objects

The SINUMERIK namespace has various variables, which are ordered in arrays. The arrays are not resolved in the
SINUMERIK OPC UA namespace. Therefore the desired element must be added manually after linking. An exact
description of the assignment of addresses can be found in the description of the SINUMERIK OPC UA Server.

Example, R parameters:

There is only one node for the R parameters in the SINUMERIK namespace. When linked to a variable, the specific
percentage must be added.

4a-r
4 mpa

After linking via drag & drop, the variable is only linked to the object "rpa". To be able to display a specific value, the
parameters must be added manually.

Information model
a_ wapping [

v [opt Root
v [op¢ Objects
¥ @ MyOwnObjectModel >

n - MyR-Parameter > ns=2;5=/Channel/Parameter/R
> @ Server

> lope Types

G_Pﬂ: WViews

In this case "[u1,1]" must be added for parameter R1 from channel 1.

Information model
a_ wapping (L

v lopt Root
v lop¢ Objects
¥ @ MyOwnObjectModel >

n - MyR-Parameter > ns=2;5=/Channel/Parameter/R[u1,1]
* @ Server

» lopc Types

G_Plf Views

Additional information on modeling (including modeling of alarms and the file system) can be found in the SINUMERIK
manual (see links under \4\).
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5.2. Creating an Information Model from
PLC data of a TIA Portal project

For SINUMERIK ONE it is possible to map the PLC share directly via the TIA Portal project instead of via the Server Export
XML. This offers a maximum of flexibility, as the entire export process does not have to be repeated in case of PLC project
changes.

Prerequisites for using the TIAPortal view for mapping SINUMERIK models:

e Works only in conjunction with SINUMERIK ONE
NOTE e TIA Portal and SINUMERIK ONE Toolbox must be installed
e TIA Portal and Toolbox version corresponds to the project to be opened (e.g., TIA Portal V16 project
can only be opened if a TIA V16 incl. Toolbox for V16 is also installed)

Granting permission for TIA Openness

Access to the TIA Portal project is possible via Openness. To grant SiOME permission to use TIA Openness, you must assign
your currently logged in user to the "TIA Openness" user group. Follow these steps:

Click on "Start" and enter "lusrmgr.msc" and confirm with the enter.

Click on "Groups" in the tree view on the left side.

In the workspace, double-click on "Siemens TIA Openness".

Click on "Add...".

In the text box, enter the name of your current user, e.g. "User". Confirm with "OK".
Log out of the current Windows session and then log back in.

o U wWwN =

TIA Portal view

"TIA Portal" view allows the mapping of PLC variables directly from the TIA Portal project. This function is only compatible
with SINUMERIK ONE. For the mapping of all other variables, the Server "export" view is also used for SINUMERIK ONE.

SINUMERIK model b s TIA Portal-Details rrlis ]

No. Field | | | Description | |

1. Button "Open TIA Portal project| | | | Opens a dialog to connilct 1lo a TIA Portal project.

2. Button "Close TIA Portal projec¥ eo Disconnects from an c%&¥ & Portal project.

3. Button "Refresh TIA Portal project” Updates an open TIA Portal project.

4. Button "Compile TIA Portal project” Compiles an open TIA Portal project.

5. Button "Find Variable" Finding a TIA Portal variable by its name.

6. Button "Change external TIA Portal options" When a data block is selected, the user can change the

options of the TIA Portal variables, such as e.g.:
Accessibility and visibility.
Opening TIA Portal project

1. To create an Information Model or an object from a TIA Portal project for SINUMERIK ONE, select the "SINUMERIK"
layout. Then select the "TIAPortal" view under SINUMERIK and open the TIA Portal project by clicking on the "Open TIA
Portal project” button.

s \ 1
° SINUMERIK Aﬂribute)rencesﬁmespaces LicensesJ °

SINUMERIK mode! [ZELad TIA Portal-Details & =

(2
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2. If TIA Portal has already been started and a project is open in TIA Portal, the dialog "Attach to already opened TIA Portal
project” opens. Select the open project, and then click on "Attach to selected project":

Attach to already opened TIA Portal project

(®) c:\sers\Siemens\Desktop\MySIOMEProject\MySiOMEProject.ap15_1

i

-

Cancel Attach to selected project Open another project

3. If you have configured more than one SINUMERIK, select the suitable SINUMERIK PLC from the appearing list and
confirm with "Ok". Then confirm the dialog that opens from TIA Portal.

Select PLC

@

@ EuromapinterfacePLC

O Software PLC

Cancel ok

Create an Information Model with TIAPortal View — Connect variables

SIOME offers you the possibility to link an Information Model directly with data blocks of a SINUMERIK ONE available in
the TIA Portal.

1. In the "Information model" window, select "Mapping" from the drop-down menu to display the mapping column.
2. In the project tree, navigate to the data blocks you want to use and select it. On the right-hand side under the "TIA
Portal Details" you will find the variables defined in the data block.
Under "TIA Portal Details", select the variable in the data block that you want to link.
4. Use drag & drop to link the variable defined in the TIA Portal to the variable in Information Model.

A green icon shows you that the variable has been linked correctly.

w

Information model [ SINUMERIK _ Amoutss Refersces | Nomespices  Lioenses seazaron

. i % TIA Portal-Details L]
P
. =0

LY

If the mapping is not done correctly, SIOME shows you an exclamation mark symbol. Click on the exclamation mark
symbol to display the message.
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¥ 0Pt Root >
¥ et Objects L]
* @ Aliases >
¥ @ Machine_1 *
¥ @ ChipConveyorDB >
<0 Direction = @ ns=2;5=ChipConveyorDB.Direction
0 DirectionGUDName <+ @ ns=2;3=ChipConveyorDB DirectionGUDName
* @ DirectionToken
<0 Status . ns=2;5=ChipConveyorDB Status
4 StatusGUDName -_— O ns=2;s=ChipConveyorDB.Status
* @ StatusToken >
» @ Server =
> 'nh_'.' Types <>
'op¢ Views >

To delete the mapping, right-click on the mapping and choose "Remove Mapping".

Information model LA LU= TR

v lope Root >
¥ lope Objects >
» @ Aliases >
¥ @ Machine_1 >
¥ @ ChipConveyorDB >
< Direction =+ @ ns=2;5=ChipConveyorDB.Direction

<l DirectionGUDName < @ ns=2;s=ChipConveyorDB DirectionGUDName

» @ DirectionToken >
< Status > \:s=ChipConueyorDB.Status

< StatusGUDName 2 O ns=2;5=Ch
@ StatusToken >

> @ Server > Remove Mapping

> >
_?pc Types Remove Mapping Recursive
0Pt Views >

K »

Create an Information Model with TIA Portal View - Create variables

Information Model for SINUMERIK

SIOME offers you the possibility to create an Information Model directly from TIA Portal. You can derive and map objects

directly from an (instance) data block.

To create objects in the Information Model from the TIA Portal project, proceed as follows:

1. Inthe project tree, navigate to the data block you want to use and select it. On the right-hand side under the "TIA

Portal Details" you will find the variables defined in the data block.

2. Under "TIA Portal Details", select the data block from which you want to create an object in the OPC UA Information

Model.

3. Hold down CTRL + left-click and use drag & drop to store the data block in the Information Model. The correct variable
types are created and mapped directly. Afterwards you can of course change the names of the variables in the OPC UA
model.
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The object tree contains its own DBs as well as ¥ [z OPC UA Mapping

instance DBs.

Instance DBs can be recognized by the white @ coolingDe

I; In ﬂ:je DB:ymb:)!. tance DS o be disolaved i GetGuDTokens DB
NOTE you do not want instance DBs to be displayed, T

you can deactivate this via Setting > SINUMERIK. )
0 LBP_WriteVar_DB_2

@ ServiceDB
0 letsPlayFunctionBlock

Change DB properties via SIOME

In SIOME, you can change the properties of a DB with regard to accessibility via OPC UA as well as the write and read
rights of individual variables.

With this function, you can check before mapping a data block whether the block is also released for access via OPC UA.

To do this, click on "Change external TIA Portal options" under "TIA Portal Details"

TIA Portal-Details %
¥ | CoolingDB
<10 Status (P

<00 FillLevel (Real)

<@ StatusGUDMame (String)
b g7 StatusToken (Struct)

<@ FillLevelGUDName {String)
B 47 FlliLevelToken (Struct)
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Then the following window opens:

TIA Portal options

¥ | CoolingDE DB accessible from OPCUA
<00 status (Bool)
<@ FillLevel (Real)
<@l StatusGUDMame (String)
> g StatusToken (Struct)
< FillLevelGUDName (String)
» g0 FlliLevelToken (Struct)

SRR E
SARRR0OYN

Cancel Save changes

e In order for the DB to be accessible via OPC UA, the check mark "DB accessible from OPC UA" must be set.
e For the variables that are to be read or written, the respective check mark must be set.

To save changes, click on "Save changes". The changes are also transferred to the TIA Portal project.

Changing the Datablock variable access level
Please note that removing the check mark for individual variables also affects the accessibility of the

variable via HMI Base (BTSS).

CAUTION
Therefore, removing a check mark for individual variables in SIOME is only recommended if you are

sure that the variable should not be accessible for SINUMERIK Operate and HMI OA applications.
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5.3. Creating an Information Model from

Online Mapping to a SINUMERIK OPC
UA Server

The use case "Online Mapping" allows to browse an OPC UA Server of a SINUMERIK machine by SiOME directly.

1. In the SINUMERIK layout (1), switch to the mode "Online mapping" (2) via the selection field in the area "Information

model online". Click the orange plug symbol "Connect to OPC UA server" (3) for configuring the connection setup.

3 Layout
\ Attributes / Ref @ N Li ) 1 3
SINUI‘ ributes / Refe 4 amespaces icenses L~

Online Mapping ~

Information model online ¥ —’ OPC UA Attributes @

not connected
In the following dialogue, enter the server address in the "OPC UA server address" field. The definition of the "Session

name" can be modified optionally. Then click the "Find selected server" button.
=k y

R W

=

2.

Connect to OPC UA server

OPC UA server address

opc.tep://11.22.33.44:4840

B
B)

Session name

SiOME_InformationModel_Session

Find selected serve@
7

Cancel

&

3. Select one of the endpoints offered by the OPC UA Server (1). If authentication with username and password is

activated, enter the credentials into the "Username" and "Password" fields (2). Activate the checkbox "Remember

credentials" to save the username and password for further logins. Then click "Connect” (3).
Select OPC UA server endpoint:

SIMATIC.S7-1500.0PC-UA.Application:ServerPLC }
1

& hitp:/fopcfoundation.org/UA/SecurityPolicy#None - NONE

a http://opcfoundation.org/UA/SecurityPolicy#Basic2565ha256 - SIGN

a http://opcfoundation.org/UA/SecurityPolicy#Basic2565ha256 - SIGNANDENCRYPT

User authentication:

AT

2
-
User name

Remember credentials

Cancel Connect

4. After the connection is established, you can browse the Server model.
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< SINUMERIK

Information model online ")

Attributes / References Name:

E.dl No Namespace highlighted

v lope Root
v [ope Objects
» @ Server
v @ Sinumerik
» lopc Adv
| = .
¥ OPC Axis
v lopc Drive

a

u | AA_OFF_MODE (Byte)

<@ AC_FILTER_TIME (Double)

<@ AXIS_NUMBER_FOR_MONITORING (Int32)
@ AX_MOTION_DIR (Int32)

<@ CTRLOUT MODULE_NR (Byte)

<@ CTRLOUT_TYPE (Byte)

<@ DISPLAY_IS_MODULO (Boolean)

< ENC_MODULE_NR (Byte)

< ENC_TYPE (Byte)

<@ FFW_MODE (Byte)

» 4T GAIN FOR MONITORING (Datihle)

¥y Y Y Y Y Y Y VY Y

5. Creating and/or Mapping nodes in an Information Model from the nodes of an online Server structure follows the

typical behavior for a Drag&drop workflow of this direction:

Execute a Drag&drop operation with keeping pressed the CTRL key to create a new node including the mapping to the

online source (1).

Performing a Drag&drop without CTRL key only allows to set the mapping entry of an existing node of the Information

Model (2).

nformation model
Mapping -

No Namespace highlighted

No filter...
-/ riﬂ‘; Root
A @1; Objects
> BLC Aliases

v lope Axis

v v v v

v G_Pc Drive
u - AA_OFF_MODE (Byte)

¥ ° SINUMERIK Attributes / Referenc

v Online mapping ¥ " =

v &t Root

v T_w; Objects
» @ Server
v @ Sinumerik
> ‘G_Pc Adv

v lope Axis \)
v lope [ Q

-
: e /A Drive/AA_OFF_MODE
<@ AC_FILTER TIME (Double) @)o ns=2;5=/Axis/Drive/AC TIL Ermm—

@ ns=2;5=/Axis/Drive/AXIS_NUMBER_FOR_N.

<@ AXIS_NUMBER_FOR_MONN=
<@ AX_MOTION_DIR (Int32)

<@ CTRLOUT_MODULE_NR (Byte|
< CTRLOUT_TYPE (Byte)

> @ ns=2;

& AA_OFF_MODE (Byte)

= Drive/AX_MOTION_DIR > \;ILTER_TIME (Double)
= s 43 \UMBER_FOR MONITORIN:
= /@l AX_MOTION DIR (Int32)

2> @ ns=2;s \Drive/CTRLOUT o
> @ ns=2;s rive/CTRLOUT_TYPE

<@l DISPLAY_IS_MODULO (Boolez
< ENC_MODULE_NR (Byte)
< ENC_TYPE (Byte)

<@ FFW_MODE (Byte)

- @ ns=2;5=/Axis/Drive/DISPLAY_IS_MODULO
> @ ns=2;5=/Axis/Drive/ENC_MODULE_NR

2> @ ns=2;s=/Axis/Drive/ENC_TYPE

- @ ns=2;5=/Axis/Drive/FFW_MODE

AT ~AIN ENR MORNITARING (DA

S B e~ /Avie Mriua/ZAINE ENR AMNRITARE

» <@ CTRLOUT MODULE_NR (Byte)
» < CTRLOUT_TYPE (Byte)

» <@ DISPLAY_IS_MODULO (Boolean)
» <@ ENC_MODULE_NR (Byte)

The mapping entry has the format of a Nodeld as the source of the values is a OPC UA Server itself.
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5.4. Option Management for Modular
Machines Based on Licenses

Overview

License management can be used to change and restrict access to variables within an Information Model via different
licenses. The access rights and associated licenses can be configured in accordance with the customer requirements or
the machine manufacturer. Each SINUMERIK variable (PLC/INCK) can be used to activate a license function. With license
management, users have the ability to view different variables and methods in accordance with the configuration. The
OPC UA Server of the SINUMERIK supports two use cases with CSOM:

e Individual configuration of the Information Model for modular machines at runtime

e Activation of additional functions on the OPC UA server of the SINUMERIK during runtime depending on the licenses
acquired by the customer

Access MyMachine /P2P with version >=4.8.0.1 is required
NOTE to use licenses.

Adding a license

To add a license, you must follow the steps below:

1. Click the drop-down menu "Layout" and select "SINUMERIK"
2. Switch to the "Licenses" tab in the view and click the "+" icon to add licenses.

= SIEMENS :
234 . 4 NaMeSpaces:  Lasag iowment) o 3 L oot _

information model CTESr M) @ v Amose e turewes [_Ucemes ] vassen @)

EXEY S License Management

" T — ()|

v 56 Cojecrs

> 9 e

v ® Mahios N
ac + © s NG_N_CH_SEA
QW * © M2SANG/_N_CH_SEA
arc * @ M2y 8
Q Owe + O P ZAeNG N O SEA

v 9 Mavead -
€ ity * O M2 IONG N CH_SEA
Q g S @ MT I NG N_OF_SEA

- » »

> g e

e Ve

3. A notification window appears that must be confirmed with "OK". A new namespace is created for the SINUMERIK

licenses.

Information!

4. The "Add License" window appears. Add the settings as shown in the following figure.
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Add license
License definition
Role name Automotve

Create in namespace hitp./MachineBuilder] -

Default namespace permissions

Ihtpe/MachineBuilder?:

d:httpiMachineBuilder2:

Q0

License details

Path Ploiz 3
Tipea: String -

Value: SIEMENS

Cancel Ok

Group Setting Description Example

License definition Role name Describes the name of the
license

Create in namespace The namespace in which

the license is added

Default namespace Selection of the default

permissions namespace. If a namespace
is selected, all
variables/nodes of this
namespace will also be
assigned to the license.
Selecting nothing is also an
option.
Green: Selected
White: Not selected
To remove the namespace,

click the o icon.

License details Path Adds the path to the Absolute addressing
variable that activates the "/Plc/M2.3"
license. This must be
located in the SINUMERIK Symbolic addressing
Information Model of the "IPlc/Memoryl/activatelicense
OPC UA Server

Type Select the data type from String
the drop-down menu

Value Select a value or enter a "Siemens"
value according to the data

type.

The "Value" for each license should correspond to the value in the variable under "Path”. If this is not

Note the case, nodes and variables of the license are not displayed in the OPC UA Server.

5. Click "OK".
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* ° JUMERIK  Aftributes / References  Mamespaces Licenses Valic o
License Management
T B Licenses +
I ] Butaemstive Fa | ]
a2 Default

If a license is to be edited, use the # icon.

To remove a license, press the ® icon.

You can add up to 20 licenses via the "+" icon.
Note

6. Select "Licenses" from the dropdown menu

INE KD Nomepaces s (T ¥ Y o
Information model Kl — ‘ MR Allritutes [ Refeerces  Namespaces Lice °

4 G| License Management

[ TSN +
2 B reipece /70
i Asarome 71
2 B oeton
Q@ Ok deep 4 0 WL NCN CH_SEA ALXSSCS EASY
€ Ofingaun | ¥ @ W2 NO N OH STA ACXESCS 150
@ Coet 4 W2 5 NC/_N_CH_SEA_ACXSSCS_EASY
Q oy |9 @ w2 NG N_CH_SEA_ACXS$SCS 150 1
9 M *
QoM |+ 0 mTeNC N CH SEA ACXSSCS D)

ey 4 0 SQWNC N CH _SEA ACXESC 200 C
e NG N O SEA ALUSSES U

7. Add the licenses to the variables and nodes according to your requirements. The variables in the "Default" license
namespace are always represented in the address space.

SOH 5 rmepres e RECErTTI ¥ U W B
Information model [l ©  rooeoes  Lcemes vitar @
EN TN License Management

| gtmmaciar Rareripace B leme +
T g fec L B arcigace |
¥ BN Dbt & B sssmne . |
L ] 2 B oviss
'’ =5 8 |
A e [ ]
Al Srllirng A
A Dan
Al Tapping [ ]
T Ml [ ] ]
o Dol spat ]
A0 ey .
@ o
¢ Serer
v o Types
Y Ve

The variables marked in light green are part of the default namespace.
You can customize the variable configuration by checking or unchecking the rectangular
boxes.

You can access the context menu by right-clicking:

Remove License Permissions
Remove License Permissions Recursive

Activate License Permissions Recursive
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e "Remove License Permissions Recursive" removes the license for all child nodes under an object.
e "Activate License Permissions Recursive" adds the license for all child nodes under an object.

Note

After a license has been set, restart the OPC UA Server to update the namespace.

8. After the licenses have been added, export the CSOM (XML) as described in the next section.

Exporting the CSOM (XML)

To export the CSOM (XML) to your PC, follow the steps:

1. Click the Export XML:—EI' icon.

GF3xAE _‘f‘. Namespaces: ~Editing (current) E

Information model

¥ 0Pt Root
v [op¢ Objects
> @ Aliases
¥ @ CSOMFileSystem >
¥ oot Part Program 2> @ ns=2s ik/F Part Progra:
> @ CreateDirectory | > @ ns=2.s=Sinumenk/FileSystem/Part Program CreateDirectory
» § CreateFile 2 @ ns5=2;5=Sinumenk/FileSystem/Part Program CreateFile
» § Delete 2 @ ns=2;5=Sinumenik/FileSystem/Part Program.Delete
» § MoveOrCopy < @ ns=2;s=Sinumerik/FileSystem/Part Program MoveOrCopy
> @ Server
> opé Types
0PE Views

2. The "Export XML" popup appears. Select a storage location.
3. If you want to export the CSOM (XML) file, assign a password.

Export XML

C:\Users\ \3D Objects\CSOM.xml

Select namespace

[ nttp:/fope

foundation.org/UA/

[[] sinumerikVarProvider
http://MachineBuilder1
http://MachineBuilder2

sinumerik_licenses

Include mappings
[J Include Type Dictionary
Include Values

[ Encrypt with Password]

[ urnincut.local:SiemensAG:SinumerikServer

Cancel

4. Click "OK" and assign a password.
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5. The password will be needed again later during the import of the CSOM from the XML into the SINUMERIK Access
MyMachine /P2P.

Note

Passwords must contain at least 8 characters.

B

Enter Password

Enter a passworc ®

| Password strength:

| « Use at least 8 characters
| * Include at least one number and one symbol
» Use upper and lower case letters

Cancel [:]

6. Click OK to export the file.

Entry ID: 109755133 V2.8.6 07/2024

© Siemens 2024 101



Information Model for SIMATIC CloudConnect 7

6. Information Model for
SIMATIC CloudConnect 7

6.1. General

The SIMATIC CC712 and CC716 gateways are designed for connecting process stations in protected automation cells to
internal or external cloud systems via MQTT or HTTP and/or to OPC UA clients.

Use Case

By connecting to TIA Portal via the Openness interface, SIOME supports creating an XML configuration file for a process
station of one of the following types:

e S7-1200/S7-1500

e S7-300/S7-400
The following chart gives you an overview over data workflow (S7, OPC UA) and configuration transfer.

Server <>
XML

CloudConnect 7
CC712/CC716

@)
<
m

— [ Jo

n
~
=
g 2>

Station
S7-1200/1500 |
87-300/400 I_EU:I_I

The gateway can be used as OPC UA server for transferring process data supporting the following functions:

e Reading and writing variables
e Monitoring variables (Monitoredltems) using Subscriptions
e Hierarchical address browsing

The OPC UA server role is implemented based on the "Micro Embedded Device 2017 Server Profile" of the OPC
Foundation.

The gateway and the SIMATIC station communicate over a S7 connection (based on Ethernet or PROFIBUS). The gateway
acts as the active partner during connection setup.

Firmware Version

NOTE Using XML configuration files is not possible before CloudConnect 7 firmware version 2.2.
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Manual

For further and more detailed information about the CloudConnect 7 setup please refer to the official product manual:

https://support.industry.siemens.com/cs/us/en/view/109767960

6.2. Preparing the modelling

6.2.1. Default Settings

SiIOME Settings dialogue can be entered via the general user menu.

= SIEMENS

b Namespaces: &

Setti
sttings No Namespace highlighted
wdS) N

» lop¢ Objects 5
> Gblt Tunes =

Then switch to the tab for "CloudConnect 7".

Settings

General SIMATIC SINUMERIK

Cloud Connect 7‘

fefault: 01.01, min: 01.01, max: 7E.7E

Default Local TSAP: 01.01

Default Remote TSAP:

02 XX
§7-1200/1500:
03 XX
S7-300/400:
default: 1000 ms
Pollcycle: 1000
Access level of Data points )

Ok
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The input fields have the following meaning:

Option

Description

Default Local TSAP

Default value for local Transport Service Access Point (TSAP) as a part of the station
configuration.

Range of values: 01.01 ... 7E.7E

We recommend using the default TSAP "01.01".

Default Remote TSAP

Default value for remote Transport Service Access Point as a part of the station
configuration.

S7-1200/1500: 02.XX

$7-300/400: 03.XX

Default PollCycle

Default value for Polling Cycle (ms).
Range of values: 50...100 000 000

Access level of Data points

"Access level based on the OPC UA Access level of the OPC UA variables": The definition of
the Access level of each Datapoint of the configuration will be defined according to the
specified AccessLevel of the OPC UA node mapped to it.

"Set Access level manually: Read/Write/ReadWrite": You define a default Access level
which will be assigned to the Datapoints of the configuration.
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6.2.2. PLC Data accessibility

To enable access via S7 protocol, the following settings are required in the CPU properties.

Disabling Optimized block access

"Optimized block access" must be disabled for relevant DBs of the CPU.

MyDataToCloud [DB1] X

| General Texts [

General
Information

Time stamps
Compilation [ only store in load memory

Protection 7] Data block write-protected in the device
By 2 e [ Optimized block access

without
i [} Data block accessible from OPC UA
’

[} Data block accessible via Web server

oK [ concel |

Data blocks with enabled optimized block access can't be used when mapping or creating an Information Model:

° Cloud Connect 7  Attributes / References

TIA Portal LR

¥ | CloudConnect.ap18 (connected)
A [{. MyPLCStation (CPU 1517F-3 PN/DP)
E@ Software Units
v Eﬂ Program blocks
@ DataToCloudDB
—l g MyOptimizedDB

» |2 PIC tacs

Enabling PUT/GET access

"Permit access with PUT/GET communication from remote partner” must be enabled in the CPU (S7-1500 only).

MyPLCStation [CPU 1517F-3 PN/DP] %
J General || 10 tags H System constants H Texts |
Time of day

Connection mechanisms

w >

w Protection & Security
Protection of the PLC configu
Access level I [ Permit access with PUTGET communication from I

hd Connection mechanisms| " remote partner

Connection mechanisms

Certificate manager ]
Security event
» OPCUA

» System power supply » Connection mechanisms
v -

> [€[m >

» Advanced configuration
< n

[ ok 1] cancel

If not set, SIOME displays a user warning at some point. Openness connectivity from SiOME to TIA Portal is not affected by

this setting.

In terms of Industrial Security, enabling PUT/GET access via S7 connection is a potential risk for
unauthorized access to the PLC data.

WARNING

6.2.3. Connecting to TIA Portal project

Switch to the layout for CloudConnect 7 configuration.
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SiOME - OPC UA Modeling Editor

Attributes / References Name Edit layout ’
OPC UA modeling il
TIA Portal mapping
State machine editor
SINUMERIK
GDS Push
Event View
Data Access

Cloud Connect 7

PubSub editor

4

Then click on the symbol for "Open TIA Portal project".

c Cloud Connect 7  Attributes / References Namespaces Validation °
TIA Portal (¥ 9 o0 % TIAPortal-Details W

®

Follow the dialogues for the selection of the TIA Portal project and the PLC.
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6.3. Adding a Station configuration

The following dialogue appears after connecting to a TIA Portal project automatically.
I

Add station

MNzame MyPLC Station

Address 10.11.59.4

01.01

LocalTSAP

RemoteTSAP 02.01

PollCycle 1000

Cancel

The input fields have the following meaning:

Field Description Default

Name Name of the PLC station. PLC station name in TIA Portal
Only a reduced set of characters is allowed. Otherwise, the form  project
shows an error message.

Address IP address of the station which will be used for S7 connection to be chosen from one of the
based on Ethernet interfaces of PLC station
or
Station address (Integer) used for S7 connection based on
PROFIBUS
LocalTSAP Local Transport Service Access Point SIOME Settings
Range of values: 01.01 ... 7E.7E
RemoteTSAP Remote Transport Access Point of the S7 connection assigned in SiOME Settings

STEP 7 at the station end if you have configured a connection
with an unspecified partner in the CPU for the gateway. When
using a configured unspecified connection, disable the "Active
connection establishment" option in STEP 7.
PollCycle Cycle time in milliseconds in which the gateway reads the data SiOME Settings
from the station.
Range of values: 50...100 000 000
Note: If you transfer large volumes of data, the actual cycle time
may be longer than configured.
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6.4. Mapping an Information Model to PLC
data of a TIA Portal project

If you want to map a PLC variable to a node of the Information Model, simply drag the selected variable from the area of
"TIA Portal Details" and drop it to the mapping column of the node in the Information Model.

HH - > Namespaces: Editing (currert) ([ -BE] 2 L] ayout
Information model JLSbEELENT - ° Cloud Connect 7 = Attributes / References Namespaces Validation °
TIA Portal 3% & 5 TAPortal-Details T =
¥ lope Root > ¥ | cloudConnectap18 (connected) v @ DatsToCloudDB

v ’LPC Objects > v Li MyPLCStation (CPU 1517F-3 PN/DP) s DataToCloud (“typeDataToCloud™)
L4 E_Pc Aliases > IFUT? Software Units < var 2
¥ lipc DataToCloud » "= rrogram blacks a var) @
¥ <@ DataToCloud (1:typeDi = O S “ DataToCloudDB <@ ver3
1

4 Varl (Boolean) |+ @ > L PLCtags
@ Var2 (Int16) + @ \) » [® opc ua communication @
<@ Var3 (String) + @

» @ Server >
» [ope Types >
lope Views >

This adds the mapping recursively if their structures match:

Information model FLERpEREERT] =

A roir;: Root

A 'aj: Objects
» 'a_Pc Alizses
v [opt DataToCloud
¥ <@ DataToCloud (1:typeDataToCloud)

<@ Var1 (Boolean)
< Var2 (Int16)
<@l Var3 (String)

» @ Server

» lope Types

@ "MyPLCStation"."DataToCloudDB"."DataToCloud”

@ "MyPLCStation"."DataToCloudDB"."DataToCloud"."Var1"
@ "MyPLCStation"."DataToCloudDB"."DataToCloud™."Var2"
@ "MyPLCStation"."DataToCloudDB"."DataToCloud"."Var3"

Vb bbb bbb bbb

'ﬁj: Views

6.5. Creating an Information Model from
PLC data of a TIA Portal project

If you want both to add a new node and to map a PLC variable to it, simply drag the selected variable from the area of "TIA
Portal Details" and drop it onto a parent node of the Information Model.

HE3H - = Namespaces: Editing (current) [ i o] ~ ] B} ] tayout
Information model JERlEotiEetrt - ° Cloud Connect 7  Attributes / References Namespaces Validation °
DI 1A Portal ¥ @ 5 TiAPortal-Details T =
¥ lopt Root 4 ¥ | CloudConnect.ap18 (connected) Y @ DataToCloudDE
v [op¢ Objects > ¥ | MypLCStation (CPU 1517F-3 PN/DP)
» ot Alisses > S ———— @ var! 2
[op¢ DataToClouc @ = v |g) Program blocks a Varz
» @ Server \ » “ DataToCloudDB <@ var3
» [op¢ Types @-’ & 1
[ope views >

-
The result is the same as in chapter 6.4
6.6. XML Export

Save as / Export XML

Please refer to chapters 3.19 or 3.20.

Entry ID: 109755133 V2.8.6 07/2024 © Siemens 2024 108



Information Model for SIMATIC CloudConnect 7
Station configuration in XML

Once the configuration was saved or exported you can find the Process Station description as an XML structure like shown
in the following example.

<cc:Configuration>
<Station Name="MyPLCStation" Address="10.11.59.4" LocalTSAP="01.01" RemoteTSAP="02.01"
<Datapoint Name="&quot;DataToCloudDBaquot; .&quot;DataToCloudéquot;" Type="&quot; TYPEDATATOCLOUD&quOtL ;"
<Datapoint Name="&quot;DataToCloudDB&quot; .&quot;DataToCloud&quot; . &quot Varlkquot, " " A
<Datapoint Name="&quot;DataToCloudDB&guot;.&guot;DataToCloudéquot; .&quot Var2éguot;
<Datapeoint Name="4&quot;DataToCloudDB&guot; .&quot;DataToCloudéquot; .&quot Var3aquot "
</Station>
</cc:Configuration>

="STRING" RAre,

Offset="4.0" Access="RW"/>

The absolute address offsets are derived automatically.

01" PollCycle="1000">

PTYPEDATATOCLOUD&quot ;" Arda="DB" Offzet="0.0"|Access="RW"/>
not;:" Type="BOOL" Area="DB| Offset="0.0" Lccesfp="EW"/>

not:" Type="INT" Area="DB" |Offset="2.0" LccessF"RW"/ >

not;:" Type="STRING" Arcea="J|B" Offszet="4.0" LAcclss="REW"/>

They must match the absolute addresses in the original DB of the PLC process station exactly.

DataToCloudDB
Mame Data type Offset ||t
1 |4m = Static
2 |4m = ~ DataToCloud “typeDataToCloud® 0.0
3 |41 u Warl Boaol 0.0
4 | u War2 Int 2.0
5 |« u War3 string 4.0
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7. PubSub

7.1. General

Introduction

OPC 10000-14: UA Part 14 introduces a communication model for OPC UA applications acting as decoupled Publishers
and Subscribers. This coherent and optimized concept enables new use cases where the service-based Client/Server
communication model does not fit. As all participants are only connected to a Message Oriented Middleware, the number
of Subscribers receiving data from a Publisher does not influence the Publisher’s performance. This makes PubSub suitable
for scalable infrastructures with a large number of receivers as well as for high-speed cyclic data distribution.

To cover different use cases, OPC UA PubSub supports two different variants of Message Oriented Middleware:

e A broker-less form, where the Message Oriented Middleware is the network infrastructure itself.
Publishers and Subscribers use datagram protocols like UDP.

e A broker-based form, where the Message Oriented Middleware is represented by a message
broker as the core component. Subscribers and Publishers use messaging protocols like MQTT or
AMQP to communicate with the Broker.

PubSub and Client/Server are both based on a OPC UA Information Model. PubSub therefore can easily be integrated into
OPC UA Servers and Clients. Quite typically, a Publisher will be an OPC UA Server (the owner of information) and a
Subscriber is often an OPC UA Client. The PubSub Information Model even promotes the configuration of Publishers and
Subscribers using the OPC UA Client/Server model. Nevertheless, the PubSub communication does not require such a role
dependency. Publishers or Subscribers do not need to be a OPC UA Server or Client to participate in PubSub.

Since release version 2.7, SIOME supports and simplifies modelling the standard elements in the Information Modell used
to create and expose an OPC UA PubSub configuration in the Address Space.

SIMATIC S7-PLCs do not support an Information Model-based PubSub configuration yet. Application
NOTE examples show you how to implement PubSub based on user program code with standard
communication instructions instead.
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PubSub editor layout

For switching to the Publish/Subscribe configuration layout, use the dropdown field in the upper right corner of SIOME
and select "PubSub editor".

BV OPC UA modeling -

° Attributes / References Name  Edit layout
OPC UA modeling '

0 TIA Portal mapping
State machine editor
SINUMERIK
GDS Push
Event View

Data Access
Cloud Connect

PubSub editor

The user interface switches to the following layout.

=) X
View: Advanced m Simple ° Publish Subscribe Connection Attributes / References °
Published Datasets . Variables
Create a new PublishedData: |t to add variables her
Detail View
The four tabs have the following purpose.
Tab Description
1. Publish Configuration of components for Publisher role
2. Subscribe Configuration of components for Subscriber role
3. Connection Configuration of Connections for Publisher and/or Subscriber role
4, Attributes | References Configuration of Attributes and References of nodes of the Information model
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UA nodeset version
Some of the important schema elements for OPC UA PubSub have not been published with the UA nodeset of version

1.04 or older. When going to the PubSub editor layout, SIOME automatically switches to the UA nodeset of version
1.05.02.

TIA Portal and PLC firmware do not support UA nodeset 1.05 yet. This means that an exported nodeset
NOTICE may not be used in a TIA Portal project anymore. Furthermore, SIOME does not return to version 1.04
when moving away from the "PubSub editor" layout unless a new project is started.

The following dialog gives an appropriate warning to the user:

Question!

For PubSub modelling, the
http://opcfoundation.org/UA/ namespace version
must be at least 1.05.02. Should SIOME automatically
update the namespace? HINT: After updating the
namespace version, TIA Portal uploads are no longer

supported.

Cancel

If you click "Cancel", SIOME will abort the nodeset replacement and return to the default view "OPC UA modelling" instead.

Simple vs. Advanced View

The following chapters show how to create a Publish and/or Subscribe configuration using the Simple View of the PubSub
layout. The Advanced View is only needed for accessing the detailed settings to modify existing PubSub components. Not
all settings of the Advanced View are explained in this document.

PublishSubscribe object in Information Model

All PubSub components such as DataSets, Connections and Writers/Readers will be placed under a central Object node
called "PublishSubscribe" in the Information Model. It can be found as a component of the "Server" Object.

v @ Server
3 Auditing
> @ DataSetClasses
OP¢ Dictionaries
T EstimatedReturnTime
> =@ GetMonitoreditems
=] LocalTime
2 NamespaceArray
> @ Namespaces
» =@ RequestServerStateChange
» =§ ResendData
» op¢ Resources
] ServerArray
> @ ServerCapabilities
> @ ServerConfiguration
> @ ServerDiagnostics
> @ ServerRedundancy
> 4 ServerStatus

T Candical aual
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7.2. Publish

The creation of a Publish configuration requires three important steps:

e creating a Published DataSet (7.2.1 Published DataSet)

e assigning a Connection to it (7.2.2 Connection)

e adding Published Variables to it (7.2.3 Published Variables)

e The other important components, such as DataSetWriter and WriterGroup, can be accessed using the Advanced View.

It is recommended to keep Publish configuration and Subscribe configuration in separated Namespaces, as well as
separated from a possible Client/Server configuration.

7.2.1. Published DataSet

Add a new PublishedDataSet
In the section of Published DataSets, click on the symbol for "Add a new PublishedDataSet".

View: Advanced Q Simple < Publish Subscribe Connection
Published Datasets ¢ Variables

Create a new PublishedDataset to add variables here

The following dialogue guides through the creation of a new PublishedDataSet.

I 1

Add new PublishedDataset

What is the topic of the data you want to publish?

)
1

MyPublishData1| ~ -

Where you want to publish the data to?
Choose Connection: B e v lel )] -

How often shall the data be send?

Publishing interval in ms

o

Cancel Add

These three main inputs are required:

Field Description

1. DataSet name The DataSet will be modelled and published with this BrowseName.
Connection You can choose an existing connection or add a new one (see 7.2.2).
Publishing interval Interval in milliseconds for publishing NetworkMessages.

Edit PublishedDataSet (Simple)
In the section of Published DataSets, click on the symbol for "Edit PublishedDataSet" of an existing DataSet.
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View: Advanced Q Simple ° Publish Subscribe Connection
Published Datasets \ @ k & Variables
MyPublishData ' Sx BrowseName Nodeld

Drag & Drop Variables here

The following dialogue is identical to the one when creating a PublishedDataSet, see chapter 7.2.1.

The assignement of a Connection cannot be changed for an existing PublishedDataSet.

Edit PublishedDataSet or DataSetWriter (Advanced)

After switching to the Advanced View, click on one of the symbols for "Edit PublishedDataSet" (2) or "Edit DataSetWriter"
(3):

View: Advanced @) Simpig ° Publish Subscribe Connection Attributes / References °
Components Detail View
Published Datas [} A

General Information

MyPublishData1Writer

MyPublishData2v} s . ~
@ DatasetWriters
Name Nodeld

MyPublishData1Writer ns=1;i=5005

MyPublishData1 o BrowseName MyPublishData1
MyPublishData2 ‘ ‘) ;-‘K MajorVersion 732673366
Dataset Writ @ B MinorVersion 732673366
ataset Writer! 3
= PublishedDatasetType PublishedDataltemsType
? B
Y

Variables v

Graphical Representation

MyPublishData1 | PublishedDataset ‘

DataSetToWriter

MyPublishData1Writer | DatasetWriter ‘
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7.2.2. Connection

Add new Connection

The following dialogue guides through the creation of a new Connection for a broker-based Message Oriented
Middleware using MQTT.

Add new Connection

Connection BrowseName 3 a
[~

MyConnection1

) AT
Target Address

)
e I 10.11.22.33:1234 -

Networklnterface
-

/*-’
MyNetworkInterfacel !
7\

)
<
HeaderLayoutUri:

Cancel Add

The following dialogue guides through the creation of a new Connection for a broker-less Message Oriented Middleware
using UDP.

Add new Connection

Connection BrowseNan) 3 -
1
MyConnection2 # ©

Target Address
opc.udp:// - 239.0.0.1:4840 ~

O Unicast
/ﬁ’J

(® MultiCast

NetworkInterface

MyNetworkInterfacel

=)

HeaderLayoutUri: \
[~=4

Cancel Add
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These main inputs are required:

Field Description
1. BrowseName The Connection will be created with this BrowseName.
2. MQTT or UDP Communication protocol depending on the type of Message oriented Middleware, also see
explanation in chapter 7.1.
3. Target Address The Address parameter contains the network address information for the communication
middleware.
4, Unicast or Multi-Cast Unicast: communication from one device to another device in the network (1:1)
(for UDP only) Multi-Cast: communication from one device to many, but not necessarily to all devices in
the network (1:n). This case requires a specific multicast IP address.
NetworklInterface The name of the network interface used for the communication relation.
6. HeaderLayoutUri This Uri parameter defines how flexible the header formats in NetworkMessages and

DataSetMessages are handled:

PeriodicFixed: A fixed header layout for periodic data exchange ensures that the message
layout is the same in every Publishinglnterval and known to both Publisher and Subscriber
in advance. This allows to omit extra fields, to pre-calculate message lengths and to reduce
processing time.

Flexible/Dynamic: A dynamic or flexible layout enables dynamically changing message
layouts, e.g. for a event-based communication. This requires additional header fields and
processing resources.

Show Connections

The tab "Connection" lists all Connections configured for both Publisher and/or Subscriber role.

View: Advanced Q Simple < Publish Subscribe Connection Attribut
Connections @
BrowseName Target address Publisherld
MyConnection2 opc.udp://239.0.0.1:4840 2
MyConnection opcmqtt://11.22.33.44:1234 1

Edit Connection or WriterGroup (Advanced)

After switching to the Advanced View, click on one of the symbols for "Edit Connection” (2) or "Edit WriterGroup" (3):

View: Advanced e simulo ° Publish Subscribe Connection Attributes / References °
" RS —
Components Detail View
Connections 5 A

I General Information
MyConnection2 7 BrowseName MyConnection1
2 Networkinterface MyNetworkinterface1
Address opc.mqtt://11.22.33.44:1234
Reader Groups [} Pl
Publisherld 1
Writer Groups [}
X : ~
_ Graphical Representation
x

MyPublishData1WriterGroup V4
3
MypublrsthaZWlll g
MyConnection1 | Connection
HasWriterGroup

MyPublishData1WriterGroup | WriterGroup MyPublishData1 | PublishedDataset

HasDataSetWriter

DataSetToWriter

MyPublishData1Writer | DatasetWriter
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7.2.3. Published Variables

Add Variables to a DataSet
To add a Variable to a Published DataSet, simply Drag&adrop it from the Information Model section to the list of Variables.

Informationm View: @ sinple ° Publish Subscribe Connection Attrik °
Published Datasets W  Variables

¥ [op¢ Objects

MyPublishData2 = F‘l:zq & Drop Variables here
> 0Pt Aliases
@ Myvar2 \_)
> @ Senver @
» 0P¢ Types

ng; Views
A multi-selection of Variables is possible.

Edit Variables of a DataSet (Simple)

The editor in the Simple View only allows to sort or to remove Variables from a DataSet.

< Publish Subscribe Connection Attributes / References >
Variables
BrowseName Nodeld DataType
Drag & Drop Variables here
T:MyVar1 ns=1;i=6074 Boolean (ns=0;i=1) S 1t 7T
1:MyVar2 ns=1;i=6075 Float (ns=0;i=10) 5 Lt 7

Edit Variables of a DataSet (Advanced)

Additionally, the Advanced View enables to rename (2) or describe (3) Variables of a DataSet.

View: Advanced e 'Swmols- < Publish Subscribe Connection Attributes / References >
Components Detail View
Published Datase i

[ General Information v
MyPublishData1 s = .
yPublishDa - DatasetWriters v
MyPublishData2 7 =
Dataset Writers [} Variables -~
MyPublishData1Writer & FieldNameA| 3 BrowseName Nodeld  DataType Description 3
MyPublishData2Writer 7 3 Drag & Drop Ve 2) /h._‘ -
[1:Myvar1 | 1:myvart ns=1i=6074 Boolean (ns=0;i=1) L
[1:Myvar2 | 1:Mmyvar2 ns=1;i=6075 Float (ns=0;i=10) .
Graphical Representation v
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7.2.4. Publish Configuration

Export XML

For exporting the Information Model containing a Publish configuration, use the export function of the main menu.

= SIEME l"é"
E!': a E 3’ E"/_/Zmespaces: Editing (current)

Information model JuZgEEN
Mapping

¥ [op¢ Root
¥ lope Ohiects

The following dialogue can be used to select the namespaces and to define export settings.

Export XML

Export file path* 1
C:\Temp\Publisher_Export.xml| ~

<

Select namespace select / deselect all
|:| http://opcfoundation.org/UA
http://PubSub

D Include mappings

|:| Export schema

Include Values

D Export additional PubSub Binary

Cancel

The option "Export additional PubSub Binary" exports the configuration as a file of the type *.uabinary additionally.
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7.3. Subscribe

A Subscribe configuration can only be created with SIOME by importing a Publish configuration and deriving the
Subscribe components from it.

This process requires two important steps:

e subcribing to Published DataSets of a Publisher configuration (chapter 7.3.1)

e mapping Variables of Subscribed DataSets to Target Nodes of the Subscriber’s Information Model (7.3.3). This can
already be done when subscribing to a Published DataSet, see chapter 7.3.1.

e Connections (7.3.2) are taken from the Publish configuration automatically and do not have to be modified unless
later changes in the Publish Configuration must be adapted on the Subscriber side as well.

e The other important components, such as DataSetReader and ReaderGroup, can be accessed using the Advanced
View.

It is recommended to keep Publish configuration and Subscribe configuration in separated namespaces, as well as
separated from a possible Client/Server configuration.

The following chapters show creating a Subscribe configuration based on the Publish configuration from chapter 7.2.
Modelling a Publish and a Subscribe configuration for the same Variables into one Information Model is not a typical use
case though.

7.3.1. Subscribed DataSet

Import XML

Use the button "Import XML" to load Publish components from a nodeset, e.g. as generated in chapter 7.2.4.

View: Advanced 0 Simple ¢ Publish Subscribe Connection
Available Published Datasets # X Subscribed Datasets Variables

No Namespace selected Drag & Drop a Published Dataset here Select a SubscribedDataset to show variables

Subscribe to a Published DataSet

An imported configuration may contain more DataSets than required for a specific Subscribe configuration. Therefor you
must select the DataSets to be taken on by the Subscriber. This is done by dragging each required Published DataSet to
the section of Subscribed DataSets.

View: Advanced Q Simple < Publish Subscribe Connection
Available Published Datasets ¥ X Subscribed Datasets Variables
No Namespace selected M) Draq & Drop a Published Dataset here Select a SubscribedDataset to show variables

MyPublishDatal &

MyPublishData2 @

@
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Mapping Variables to Target Nodes of the Information Model

The following dialogue appears when dropping the DataSet.

Target Nodelds

Choose how to create the SubscribedDataset:
@ Create a complete SubscribedDataset (Connection / ReaderGroup / DatasetReader)
O Create a StandaloneSubscribedDataset
Choose how to set Target Nodelds:
@ Select existing Target Nodelds
o Create new Target Nodelds

Published BrowseName Published Nodeld DataType

DataSetFieldld Target Nodeld
1:MyVar1 ns=1;i=6074 Boolean (ns=0;i=1) 484ebe%a-d871-cf2e-1e85-3ae95824a7d1 L .}
1:MyVar2 ns=1;i=6075 Float (ns=0;i=10)  961b9bda-c090-f309-9638-c9c180d64914 V4 -
Cancel 0Ok

The selection "Choose how to create the SubscribedDataSet" defines whether the related SubscribedDataSet is created
solely or along with the other typical instances such as Connection, ReaderGroup and DataSetReader.

The second selection "Choose how to set Target Nodelds" allows to go different ways for assigning the Target Nodes.

1. Option "Select existing Target Nodelds":

It is not required to do the definition of Target Nodes at this moment. If you wish to proceed without
assigning them now, just click "Ok" and continue with chapter 7.3.3 at a later moment.

When clicking on the pen symbol for "Select Target Nodeld", you must select an existing node which
will be declared as the Target Nodeld for a specific Variable.

Node Selection

Nodeld or Name
v 0P Root
v [8F Objects

After you confirm with "Ok", the selected Node will be entered in the column "Target Nodeld" of the
Variable.

Choose how to set Target Nodelds:
@ Select existing Target Nodelds

O Create new Target Nodelds

Published BrowseName Published Nodeld DataType DataSetFieldld Target Nodeld

1:MyVar1 ns=1;i=6008 Boolean (ns=0;i=1) 2ed2758a-8533-93«))-a546-fbf0d §f92bd ns=1;i=6008 [} p’
T:MyVar2 ns=1;i=6044 Float (ns=0;i=10)  d2a52603-657c-3639-d815-34a7f3016445 [ ] y

2. Option "Create new Target Nodelds"

This option allows to create Target Nodes matching the Subscribed Variables automatically. Therefore,
you need to specify the Parent Node under which the Target Nodes will be placed in the Information

Entry ID: 109755133 V2.8.6 07/2024 © Siemens 2024 120



PubSub

Model. Click the pen symbol for "Please select a parent node". Otherwise, you are not allowed to leave
the dialogue.

Choose how to set Target Nodelds:

O Select existing Target Nodelds
@ Create new Target Nodelds

Parent node: Please select a parent node .)

Published BrowseName Published Nodeld DataType DataSetFieldld
1:MyVar1 ns=1;i=6008 Boolean (ns=0;i=1) 2ed2758a-8533-93e0-a546-fbf0d1cf92bd
1:MyVar2 ns=1;i=6044 Float (ns=0;i=10) d2a52603-657¢-3639-d815-34a7f3016445

Cancel ok

The following dialogue "Node Selection" requires you to choose a Node that will serve as the parent for
all Target Nodes to be created, e.g. a Folder.

Node Selection

Nodeld or Name

v [ope Root
v lopc Objects
» [0P¢ Aliases
IO\P_; Locations
{orgiEY FolderForTargetNodes
» @ Sen U
» 0Pt Types @

OPE Views

)

The chosen Node is then displayed as the defined "Parent node" and the "Ok" button is now enabled.

Cancel ok

Choose how to set Target Nodelds:

O Select existing Target Nodelds

@ Create new Target Nodelds

I Parent node: ManIderForTarge‘lNodes ‘)
Published BrowseName Published Nodeld DataType DataSetFieldld
T:MyVar1 ns=1;i=6008 Boolean (ns=0;i=1) 2ed2758a-8533-93e0-a546-fbf0d1cf92
1:MyVar2 ns=1;i=6044 Float (ns=0;i=10) d2a52603-657¢-3639-d815-34a7f301644—

Cancel Ok

SiIOME then creates Target Nodes for you in the Information Model of the Subscriber automatically.
The generated BrowseName and DisplayName are a combination of the name of the DataSet, the
name of the Subscribed Variable and the addition "Target".

v [ope MyFolderForTargetNodes
L MyPublishData1 J1:MyVar1_Target
L MyPublishData1 J1:MyVar2_Target

View Subscribed DataSet or Edit DataSetReader (Advanced)
After switching to the Advanced View, click on the symbol for "Edit DataSetReader" (2):

Entry ID: 109755133 V2.8.6 07/2024 © Siemens 2024 121



PubSub

View: Advanced e Simpl ° Publish Subscribe Connection Attributes / References °
Components J Detail View
Subscribed Datas N General Information ~
MyPublishData1 Dataset name MyPublishData1
Dataset Readers K Connection MyPublishData1Connection
MyPublishData1Reader ,.) ;-X Address opc.mqtt://11.22.33.44:1234
DatasetReaders ~
Name Nodeld

MyPublishData1Reader  ns=1;i=5006

Variables v

Graphical Representation

‘ MyPublishData1ReaderGroup | ReaderGroup ‘

HasDataSetReader

[ MyPublishData1Reader | DatasetReader ]

r

HasComponent

[ MyPublishData1 | SubscribedDataset }
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7.3.2. Connection

Show Connections

Subscribing to a Published DataSet adds the linked Connection to the Subscribe configuration automatically if the related
option was chosen (see chapter 7.3.1). The tab "Connection” lists all existing Connections of Publisher and/or Subscriber.

View: Advanced 0 Simple < Publish Subscribe Connection Attributes / References >
Connections @
BrowseName Target address Publisherld
MyPublishData1Connection opc.mqtt;//11.22.33.44:1234 1

Edit Connection or ReaderGroup (Advanced)

Existing Connections do not have to be modified usually unless changes in the Publish Configuration must be adapted in
the Subscriber configuration at a later moment.

After switching to the Advanced View, click on one of the symbols for "Edit Connection" (2) or "Edit ReaderGroup" (3):

View: Advanced e Simgne < Publish Subscribe Connection Attributes / References >
) —_—
Components Detail View

Connections - General Information ~
MyPublishData1Connection 2 = BrowseName MyPublishData1Connection
Reader Groups ‘ . Networkinterface MyNetworkInterface1
= Add .mqtt://11.22.33.44:1234
MyPublishData1ReaderGroup ,,) P% I?eSS opematt//
Publisherld 1
.»'

3
Writer Groups

Graphical Representation

MyPublishData1Connection | Connection

T

HasReaderGroup

MyPublishData1ReaderGroup | ReaderGroup

HasDataSetReader

‘ MyPublishData1Reader | DatasetReader

\ T /
HasComponent
, ) 4 \

MyPublishData1 | SubscribedDataset
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7.3.3. Subscribed Variables

It is possible to define the Target Nodes of the Subscribed Variables already at the moment of subscribing to a Published
DataSet, see chapter 7.3.1.

Variables of a Subscribed DataSet

The section "Variables" displays the list of Published Variables contained in a Subscribed DataSet.

View: Advanced 0 Simple < Publish Subscribe Connection Attributes / References >

Available Published Datasets # X Subscribed Datasets Variables

Drag & Drop a Published Dataset here Published Published
No Namespace selected = 2 P - Hblishe Hblishe DataType Target Nodeld
[yR— MyPublishData1 % |BrowseName Nodeld

MyPublishData2 1:MyVar1 ns=1;i=6074 Boolean (ns=0;i=1) drag & drop target w

1:MyVar2 ns=1;i=6075 Float (ns=0;i=10)  drag & drop target

Mapping Variables to Target Nodes of the Information Model

You must specify which nodes in the Information Model of the Subscriber shall receive the values of Subscribed Variables.
This is done by dragging a Target Node from the Information Model to the column "Target Nodeld" of a Variable.

Informa View Advanced @i Simple < Publish Subscribe Connection  Attributes / References
No detalls = Available Published L * X  Subscribed Datasets Variables
¥ lopt Root _,,,wJa Drag & Drop a Published Dataset here Published  Published
v . Al oslestenied = 2 . - ublishe HBlshe DataType Target Nodeld
0p¢ Objects MyPublishData1 MyPublishData1 ~3% BrowseName Nodeld
> 0P Aliases MyPublishData2 1:MyVarl Ns=11=6074 Renlas—ie o —:""Ilaptalgsl [ ]
0P¢ Locations 1:MyVar2 ns=1i=6075 Float (ns=0,i=10) drag &d
— »

¢ Wiarget Em—
A MyTarget?
* @ Server
* ot Types

OB Views

Only 1:1 relationships are possible. A Target Node cannot be dropped to more than one Variable. For example:

€ Unable to set Target Nodeld. MyTarget1 (ns=1;i=6031) is already in use.

An assignment will also be aborted if the DataType of Node and Variable do not match. For example:

€ Unable to set Target Nodeld. DataTypes (Float - Boolean ) do not match

7.4. Configuration Export

To create a PubSub configuration as an XML file, please refer to chapter 7.2.4.

7.5. Upload der Konfiguration

Um die PubSub Konfigruation in einen OPC UA Server zu laden, klicken sie zundchst auf den Upload Button (1) und
wdhlen im Anschluss die entsprechenden DataSets

To load the PubSub configuration into a OPC UA Server, click on the Upload button (1) and choose your DataSet. Then
click on upload configuration.
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Select PubSub Configuration

PublishedDataset SubscribedDataset

Available PublishedDatasets

MyDataset (ns=1;i=5005)

Details:
DatasetWriters
MyDatasetWriter (ns=1;i=5006)
WriterGroups
MyDatasetWriterGroup (ns=1;i=5009)
Connections

UDPMulticast (ns=1;i=5002)

Cancel  Upload PubSub Configuration

O]

7.6. Example configuration for
SIMATIC NET

It is expected that you have a running connection between a S7-PLC and SIMATIC NET like it is described in the SIMATIC
NET manual.

i 57 Connection Diagnestic

File View Help

State | Application Name | Connection Name - | Interface | Remote Addr. | Type | Prod.. | |
0.K OPC Server_1 MyServerConnection Siemens PLCSIM Virtu.., 192.168.0.1 3 -

7.6.1. Publisher Configuration

At first you need to establish a connection between the SiOME Client via the OPC UA PubSub Editor and the SIMATIC NET
OPC UA Server. If not changed, the port for the S7+ - Communication (57-1500) is 55105. To log into the server, it is
necessary to use the windows user and password, which has installed SIMATIC NET and has got admin rights. Also you
have to use the SignAndEncrypt Endpoint. Make sure that the certificate of SIOME is known at the server.
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Information model ¢ -~ o

v op¢ Objects

» lopt STOPT:
» 0Pt STOPTAREAS:
@ Server
v q‘.l_Pt SYM:
v [0P¢ 57-1500ET200MP station_1
» [ope PLC_1
» lope Types
opE Views

With a successful connection, the online information model shows a folder SYM including the projected PLC.

The Dataset for the publisher will be created like described in the previous chapter. The variables which should be
published can be taken from the online information modell via drag and drop.

Add new PublishedDataset
What is the topic of the data you want to publish?

DemoDataSet

Where you want to publish the data to?

Choose Connection; ey s s = -

How often shall the data be send?

100

Cancel Add

After completing the configuration of the dataset, it can be loaded up. SIOME will rebrowse the online information modell
afterwards. Inside the servernode and PublishSubscribe is now a new connection as well as the corresponding dataset. To
activate the publisher it is necessary to enable the DatasetWriter, the DatasetWriterGroup as well as the connection
with its "enable” Method. The state variable follows the definition of PubSubState .

Name Value Description
Disabled 0 The component is configured but inactiv
Paused 1 The component is active, but paused from a parent component
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Name Value Description

Operational 2 The component is active

Error 3 The component is in an error state

PreOperational 4 The component is active and runs the necessary processes for the "Operational" mode.
Tabelle 7-1

_+” @[[DemoUDPPublisher |
L7 » @ AddReaderGroup
e % » @ Address
pra » @ AddWriterGroup
s I3 ConnectionProperties (KeyValuePain
i v @] DemoDatasetwriterGroup |

& AddDataSetWriter
v 1&mo03ﬂ$ethtec |

@ [oemouppeublisher |

0 DatasetFieldContentMask (DataSetFieldContentMask)
» +§ AddReaderGroup I3 DataSetWriterid (UInt16)
» @ Address T DataSetWriterProperties (KeyValuePair)
» «§ AddwriterGroup 23 KeyFrameCount (Uint32)

@ MessageSettings

=] ConnectionProperties (KeyValueP.
» ®| DemoDataSetwriterGroup
7] Publisherld (BaseDataType)

@ TranspontSettings
GroupProperties (KeyValuePair)

HeaderLayoutUri (String)

» =@ RemoveGroup e KeepAlveTime (Duration)
v \\ Localelds (Localeid)

«§ Disable \‘\ MaxNetworkMessageSize (Uint32)

MessageSettings
“@ Enable \‘\ Priority (Byte)
40 State (PubSubsState) A Publishinginterval (Duration)
b RemoveDataSetwriter
\

» @ TransportProfileUri (String) b 2

R D s \

SecuntyGroupid (String)
SecuntyXeyServices (EndpointDescription)
SecuntyMode (MessageSecuntyMode)

X > O states |

\ » @ TransportSettings

v
BHEEBsEHEHBeHBEBHEY ¥V

\ - WnterGroupid (Uint16)

\ 0 Publisherld (BaseDataType)

After the successful enablement of all three methods, the state will change to "2". The Publisher is now active. The dataset
will be transmitted via UDP Multicast and the previously configured IP address. The sending interface is the interface
which is configured in SIMATIC NET. In the example it is the second network interface corresponding to the IP address
10.11.68.30.

| (ip.sre == 10.11,68.30) && (p.dst == 235.0.0.15)

. Time Source Destination Protocol  Length  Info
B9 B.884773 18.11.68.38 239.8.08.15 uoP 79 59589 + 4848 Len=37
167 8.195673 16.11.68.38 239.8.8.15 UDF 79 59589 -« 4848 Len=37
245 8.387c83 18.11.68.3 239.0.0.15 upp 79 59589 -+ 4348 Len=37
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7.6.2. Subscriber Configuration

The subscriber will be configured, like it is described previously. Therefore you need to import the publisher XML file.
The PLC target nodes will be set via drag and drop from the online model inside the subscriber nodes.

After the mapping, the configuration can be loaded into the PLC. The subscriber is now ready and active.

View advanced @G Smple S Publish Subscribe Connection | Attributes / References

Available Published Datasets # X Subscribed Datasets Variables
Drag  Orcp » Publshed Datset here Published BrowseName Published Nodeld DataType  Torget Nodeld

DemoSubscriber Clock_ 10Kz = 23257 1500ET200MP station_1 PLC_1.Cleck 104z Boclesn ( = 25257 1500ET200MP station_1.PLC_1.Data_block_1.Test Varisble I

Clock Byte ns=23=57-1500ET200MP station, 1 PLC_1 Cleck Byte  Byte |

a2

SO0ET200MP station_1.9LC_1 Datablock_SubSubscribe Byte

J*- BN s Sicmens Automation SEmalicNETS7OFT {SEBDSBA4-772D-42D1-87FA-660286121D4F) ~

W ot =
B¢ STOPTAREAS:

@ Sever

e s

v [ 57-15006T200MP station_|

v v e

4@ Clock_2.5Hz (Boclean)
4 Clock 21z (Boclean)
A Clock_SHz (Boclean)
4@ Clock_10Hz (Bockesn)
4@ Clock_Byte Byte)

k% Datablock Pub

aravErrrYrrew

Bk Databiock sub
» 4@ Subscribe_Byte (Byte)
v b Data bleck 1

» 4@ Test_Vanable (Bockean)
v e Types -
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8. Data Access to an OPC UA
Server

With SIOME you have the possibility to establish an online connection to an OPC UA server. This allows you to browse
through the address space on an OPC UA server.

8.1. Connecting to the OPC UA Server

1. Select the layout "Data Access".

Layout ocgling

~g
References Namespaces Iidation
s 9

Edit layout I

OPC UA modeling
Layout
TIA Portal mapping

Nai
References State machine editor

3 SINUMERIK
Plugin
GDS Push

Event View

@

Data Access

Online Mapping

2. Open the dialog "Information model online" in the "Information model" area. Click "Connect to OPC UA
Server" in the appearing dialog box.

Information model online & & =

1
not connected ‘
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3. Inthe following dialogue, enter the server address in the "OPC UA server address" field (1). The
definition of the "Session name" can be modified optionally (2). Then click the "Find selected server"
button (3).

Connect to OPC UA server

OPC UA server address 1

opc.tcp://11.22.33.44:4840 = =

Session name
SiOME_InformationModel_Session @

Find selected server

Cancel

4. Select one of the endpoints offered by the OPC UA Server. If authentication with username and
password is activated, enter the credentials into the "Username" and "Password" fields. Activate the
checkbox "Remember credentials” to save the username and password for further logins. Then click
"Connect".

Select OPC UA server endpoint:

SIMATIC.57-1500.0PC-UA.Application:ServerPLC ~
1

& http:/fopcfoundation.org/UA/SecurityPolicy#None - NONE

a8 http://opcfoundation.org/UA/SecurityPolicy#Basic2365ha256 - SIGN

a http:/fopcfoundation.org/UA/SecurityPolicy#Basic2565ha256 - SIGNANDENCRYPT

User authentication:

2
User name Z==

Password

Remember credentials

Cancel Connect

SiIOME offers you the possibility to import your own client certificate or to create a self-signed
NOTE certificate if you have selected a secure endpoint of the OPC UA server.

It is not possible to model your address space during the online connection. As soon as the online
NOTE connection is deactivated, SIOME returns to the previous state.

8.2. Monitoring Items

To add nodes as monitored items to the Data Access view, you can use the context menu function "Monitor in Data
Access".
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Information model online = Data Access

v lopé Root Node Id ) Display Name Access Level Value
. Drag & Drop Variables here
¥ 0Pt Objects
» @ DeviceSet
» @ DeviceTopology

v OP¢ Folder1
» @ MyMouldExchanger
vy @ MyPackMLAdminObject
@ ProdConsumedCount (5:PackMLCountDataType)
vy 4@ ProdConsumedCountVariab\e(S:PackMLCoumDataType]
A AccCount (Int32)

@ 1D (neY
< Name (
» < Unit (EUInformatio
» B MuStarchStation

As an alternative, you can drag&drop a node to the subscription view.

Information model online &> Data Access
Node Id Display Name Access Level Value

¥ 0P¢ Root
7 Drag & ygriiVariables here
v lopé Objects .glﬁ®unt 3 0
» @ DeviceSet \)

» @ DeviceTopology

Monitor in Data Access

v OPC Folderl
» @ MyMouldExchanger
v @ MyPackMLAdminObject
4 ProdConsumedCount (5:PackMLCounts
v @ ProdConsumedCountVariable #ickMLCountDataType)
4 AccCount (Int32)
o Count (Int32)
<@ 1D (Int32)
< Name (String) \r)
» @ Unit (EVInformation
= B MuStarchStation

8.3. Validation during the online
connection

Validation of the Information Model

During the online connection, you can also open the validation window. This allows you to check the OPC UA Server for a
valid OPC UA NodeSet. In addition, it is possible to import a NodeSet XML file in the validation window and compare this
file with the Information Model of the OPC UA Server. You can use this function to check Companion specifications at

runtime.

Validation of StateMachines

During the online connection to the OPC UA Server, you can check running StateMachines. Navigate to a StateMachine in
the address space and open the StateMachine Editor by right-clicking on the StateMachine.

Additionally, you can use the validation window to check the StateMachine against the OPC UA rules. Deviations and
errors are displayed in SIOME.

It is not possible to test the function of the StateMachine within the actual machine. Only the correct
NOTE function or representation in the OPC UA Server is checked.
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8.4. Calling OPC UA Methods

Starting with SIOME V2.4 you have the possibility to call OPC UA methods. Once the online connection to the OPC UA
server is established, you can browse the server's address space and select the method to be called.

1. Right-click on the method and select "Call method".
Information model online s>

v Ia_PG Root
v I;:;_Pc Objects
» @ Deviceset
v 'a_Pc MyMachine
v @ MyConveyorUnit
v @ Drivel
4 actualSpeed

@ history 3
4l isActive /

SetSpeed

» @ Drive2 Rebrowse

» @ PresenceSensor Call Method

» @ PlcUAserver @ 2
» @ Server \j

> lope Types

2. Inthe window that appears, click on the value of the input parameter (in this case speedSetpoint) to
set the value, and select "Call method". If the method call was successful, SIOME returns the
StatusCode "Good (0x0):No Error".

Call Method
)
InputArguments:
speedSetpoint (Double) Click to edit value
OutputArguments:
timeExcecuted (DateTime) Wed Dec 29 2021 11:36:33 GMT+0 ..
ftatusCode:
Sood (0x0): No Error @ 3
4
/N’ _
Cancel Call method

3. The newly set value can be read under "Attributed/References" by right-clicking on the value and
selecting "Rebrowse".

Information model online S >

v G_PG Root
v Eﬁ: Objects
» @ DeviceSet
v ro\_Pc Myhachine

v @ MyConveys ':%t
y @ Drive
1

0 CtualSpeed

<@ history Rebowse
4l isActive

@ SetSpeed
w B Nrive?
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8.5. Server Diagnostic

After SIOME is connected to the OPC UA Server, you will find 5 categories for server diagnostics in the section "Server
Diagnostic". Click the categories to get more information.

Server Diagnostic
General Information
Server Endpoints
Server Redundancy
Server Capabilities

Server Diagnostics

Explanation of the categories:

Category

Namespaces Data Access Server Diagnostic

L]

~

Description

General Information

General overview of the server. Contains server name, status, start time, etc.

Server Endpoints

Overview of available server endpoints. Contains server URLs, discovery URLs, available
endpoints, and so on.

Server Redundancy

Information on server redundancy.

Server Capabilities

Information about the performance of the server.

Server Diagnostics

Contains information about the current client. Shows active sessions, subscriptions,
monitored items, etc.
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9. Event View for receiving
Alarms and Conditions
(A&C)

With SIOME, you have the possibility to establish an online connection to an OPC UA Server and receive Alarms and
Conditions.

Connecting to the OPC UA Server

1. Inthe "Layout" area, open the "Event View" layout.

[EVCTa OPC UA modeling -

i / References Name Edit layout

TIA Portal mapping
State machine editor
SINUMERIK

GDS Push

Event View

Data Access

@

Cloud Connect 7

PubSub editor

2. Connect to the OPC UA Server online.

EventView Attributes / References Namespaces

o

Event Nodes » Event Types d
Use the contextmenu in the information model online view to add nodes with a node inside the Event Nades View
EventNotifier attribute value of 1. @

Event View Detail
Events X &F -~
Events Alarms
A Time Severity Active Object Message Event Type

Details I show NULL values .

3. Toreceive an alarm or event, right-click an object with the "EventNotifier" attribute and add it to
the "Event Nodes" area with "Monitor in EventView" in the context menu.
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= SIEMENS

GDRHA = Namespaces: Editing (current) | Flease add or choose a namespace - R

E

Information model
Information model online oll=dl Vo Namespace highiighted M  EventNodes I

v lope Root Server

v [op¢ Objects
» @ DeviceSet )
> @ PLCI 1
e aOny | D ) ——
3
[ =

> 3 Auditin gebrowse
> <4 GetMor
» 3@ leon

T NemespaceAray

Monitor in Event vwew{j

@ Namespaces . .
2 Serverarray Event View Detail
@ ServerCapabilities Events X &¥
@ ServerDiagnostics T AT
@ ServerRedundancy
@ Serverstatus

= serviceLevel

S simaticalarmsAndConditions Details I show NULL values

A Time Severity Active Object !

YYv vy vYvovow

» @ vendorserverinfo
» [opt Types

9.1. Configuration of Additional Fields for
Alarms and Events

By default, SIOME reports all event fields that are marked as "mandatory" by the OPC UA specification.
If additional event fields are to be received, these must be configured explicitly.

Select the event fields that are to be received additionally and accept the setting by left-clicking the disk icon

EventView Attributes / References Namespaces
Event Nodes &'  Event Types d @
¥ [ SOy e = 3
% [ EventQueusOver 7=

¢ server
1 !
@ \ » © [ ProgressEventTy|
s SemanticCh
\) » & [] SemanticChange,

v G [ SimaticEventTy)
=) ¥ AdditionalText 01
=) g AdditionalText 02
=) [ AdditionalText 03
= AdditionalText_04
= AdditionalText_05

—

= [ AdditionalText 06 o
Event View Detail
Events X F "
Events Alarms
A Time Severity Active Object Message Event Type

9.2. Viewing Events and Alarms

As soon as an event is received, the data of the event is displayed in the "Event View Detail" area.

The "Events" tab displays all events received once and a history of alarms.
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¢ EventView Attributes / References Namespaces
Event Nodes &' Event Types H
@ [ EventQueueOverflowEventType
» @ [J ProgressEventType
» % [J semanticChangeEventType
v & B simaticEventType
AdditionalText 01
AdditionalText 02
AdditionalText_03
AdditionalText_04
AdditionalText 05
=) [ AdditionalText_06
) [ AdditionalText_ 07
=] B AdditienalText_08
) [ AdditionalText 09
Eveil\View Detail
Events X ~
Events Alarms
A Time Severity Active Object Message Event Type
7 2021-05-26T09:11:36.674Z 1 Server Info Only SimaticEventType
Details 1B Show NULL values —@ ~
Eventld len: 16 Oxe6d4e23d976e174c838e5b3idb595bc8
EventType SimaticEventType (ns=3;i=1804)
SourceNode UserProgram (ns=3;i=1845)
Message Info Only
Time 2021-05-26T09:11:36.674Z
Severity 1
ReceiveTime 2021-05-26T09:11:36.679Z

3DisplayClass
3:GrouplD
31D
3ProducerD

0
0
53
0

No. Object Description

1. "Clear Events and Alarms" This button allows you to delete all currently displayed
events and alarms from the view.

2. "Refresh” With this button, you can call the method
"ConditionRefresh". This will, for example, retrieve the
pending alarms after a reconnection to an OPC UA
server.

3. "Show ZERO values" If this option is enabled, fields that have been received

but do not contain a value (NULL) are also displayed.

In the "Alarms" tab, only currently pending conditions and alarms are displayed.

Event View Detail
Events X &3 M Retain
Events Alarms

Time everity Active Object

>

Message Condition Name

A
‘h zozmsrzie% 1 Active  Server Alarm with ack

Acknowledge: False

Details B show NULL values
Eventid

EventType

SourceNode

Message

Time

Severity

ReceiveTime

AckedstateId

>

len: 16 Oxaaec1c4a595ea24f960343667413fd44
SimaticAlarmConditionType (ns=3;i=1805)
UserProgram (ns=3:=1845)

Alarm with ack

2021-05-26T09:23:38.0222

1

2021-05-26T09:23:38.027Z

false

Activestate | Active

ActiveState.d
Retain
3:DisplayClass
2:GroupiD
2D
3iProduceriD

Conditionid ns=3;b=cbc601734aeedadbbc3c59484ed12c49
No. Object Description
1. "Display of alarms" This button switches to the alarm view.
Current pending alarms and conditions are now
displayed.
2. "Status and acknowledgement of alarms" The status of the alarm/condition is displayed here.
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The alarm can be acknowledged with a right-click.
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Event View for receiving Alarms and Conditions (A&C)

9.3. Acknowledging and commenting of
alarms

If a current alarm is pending, you can acknowledge it with a right-click and then assign a comment.
Event View Detail

Events X &
Events Alarms )
A Time ri\y Ac Message Condition Name
s
1 P 2

—

" Acknowledge
Details I snownNULCvalues

Eventid len: 16 Oxaaeclcda595ea24i9603436614f31d44
EventType SimaticAlarmConditionType (ns=3;i=1805)

Assign a comment to be transmitted to the OPC UA Server when the alarm
is acknowledged.

Add a comment

Comment: | This is a Comment [~9

(®)
Cancel ok £
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GDS Push for deploying Server Certificates

10. GDS Push for deploying
Server Certificates

With SIOME you have the possibility to establish an online connection to an OPC UA server in order to download
certificates, trust lists and revocation lists via the Feature "GDS Push".

The OPC UA server of the S7-1500 CPU as certificate receiver provides the standardized methods and attributes that the
OPC UA clients need to read and write certificates, trust lists and CRLs. The advantage compared to conventional
download of hardware configuration is the possibility of using this functionality also at runtime in RUN state of the PLC.

Since TIA Portal V18 and FW 3.0 this feature also allows loading the server certificate for the WebServer of a S7-1500.

Connecting to the OPC UA Server
Switch to the layout for "GDS Push".

[EVCI OPC UA modeling -

References Name Edit layout

TIA Portal mapping
State machine editor
SINUMERIK

GDS Push

Event View
Data Access \)
Cloud Connect 7

PubSub editor

Connect online to the OPC UA Server:

GDS Push Mode &
Please connect to an OPC UA serve

To download certificates, you have to use the endpoint "Sign & Encrypt". In addition, you must log into the OPC UA Server
with a user who has the necessary permissions for certificate management (for more information on configuring the OPC
UA Server, see the TIA Portal Online Help under the heading "Configuration GDS").

¢ GDS Push At

Establish the connection to the OPC UA Server:

Connect to OPC UA server

opc.tcp://192.168.0.1:4840

SIOME_InformationModel_Session
Find selected server,_

®
oy
Cancel ~
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GDS Push for deploying Server Certificates

Connect to OPC UA server

opc.tcp://192.168.0.1:4840

SIOME_InformationModel_Session
Find selected server

Select OPC UA server endpoint:

SIMATIC.S7-1500.0PC-UA.Application:PLC_1 oy
B http://opcfoundation.org/UA/SecurityPolicy#None - NONE
8 http://opcfoundation.org/UA/SecurityPolicy#Basic2565ha256 - SIGN

8 http://opcfoundation.org/UA/SecurityPolicy#Basic2565ha256 - SIGNANDENCRYPT

User authentication: _,/

Cancel

In addition, a certificate must be selected for the client during the connection. If the OPC UA Server is in "Provisioning
Mode", any certificate is accepted. If the server has already been configured, only certificates that are in the "Trustlist" will
be accepted.

The certificate and the "private key" for the OPC UA Client can be imported separately from the file system or from a p12
container archive during the connection setup.

Connect to OPC UA server

LT T, A e Ly ¢ ey e 4w

B http//opcfoundation.org/UA/SecurityPolicy#Basic2565ha256 - SIGN

8 http://opcfoundation.org/UA/SecurityPolicy#Basic2565ha256 - SIGNANDENCRYPT

User authentication:
opcua

Use a p12 certificate container:

Load p12

Client certificate:

Browse ... D\SIOME-2.2.4-betad\certificates\SIOME_client_cert.der

Browse ... DASIOME-2.2 4-betad\certificates\ SIOME_client_key.pem

SIOME_client_cert.der

Cancel Connect

GDS Push Mode

After the successful connection, the online view of the GDS Push Mode opens:
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GDS Push Mode  &¥ ProvisioningMode: active ()

Attributes / References

Certificate Group: [[SZeIVEE T a -

GDS Push for deploying Server Certificates

Namespaces >

Server Certificate e

Certificate Type:

Create certificate ° or

Push certificate to server:

Use a p12 certificate container:  Load p12 °

Certificate path e
Private key path e

Servr Cortcate 6 @) e

Trusted
Certificates .; o
Status Name Valid From Valid To Organization

Certificate Revocation List I’ @

Number Valid From Next Update Organization
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Organization Unit  Locality State Country Application URI

Choose Certificate Group

RsaSha2s OPC UA server

Web server

Show C

@0
@0
Dewnoad @)

Domain Name  IP

State Country

Apply trustlist changes ()
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The fields have the following meaning:

No.

Field

GDS Push for deploying Server Certificates

Description

1.

"ProvisioningMode"

Active (green): OPC UA Server is in provisioning mode.
Enabled (green): The dynamic certificate handling on the OPC
UA Server is enabled.

"Certificate Group"

Selection of the server for which the certificates are to be
loaded: "OPC UA server" or "Web server" (since TIA Portal V18 /
FW 3.0).

"Server Certificate"

Expand this button: Download and Configure a new server
certificate.

"Server Certificate Groups"

Expand this button:

Edit the "TrustList"

Edit and download trusted certificates and Certificate Revocation
Lists

This area is disabled for Webserver configuration because no
certificate groups can be used in that context.

"Create Server Certificate"

This button creates a new server certificate. In a dialog, the
contents for the certificate can be defined and a storage location
can be specified.

"Request CSR"

This button initiates a "Signing Request" on the OPC UA Server.
The OPC UA Server creates a private key, which remains on the
OPC UA Server, and a "Signing Request”, which is returned to
SIOME. This is saved in a file. Afterwards, the "Signing Request”
has to be signed by a CA and uploaded to the OPC UA Server
again.

“"Load p12"

As an alternative to creating a server certificate in SIOME, a
server certificate can also be imported together with a private
key. After importing the archive, the certificate and key are
automatically stored in fields 7 and 8.

"Certificate Path"

In this field, a *.der certificate can be imported into SIOME.

"Private Key Path"

In this field, a *.pem key can be imported into SIOME.

10.

"Download"

Once the certificate and private key have been imported into
SIOME, they can be downloaded to the OPC UA Server using the
button.

11.

"Add new TrustList Entry"

This button can be used to add certificates to the trust list. After
adding, the new entries appear in light gray. Only by confirming
the configuration (button 12) are the certificates transferred to
the OPC UA Server and made effective, as well as displayed
"black" in SIOME.

12.

"Add new Revocation List Entry"

This button can be used to add call-back lists. After adding, the
new entries appear in light gray. Only by confirming the
configuration (button 12) is the call-back list transferred to the
OPC UA Server and made effective, as well as displayed "black”" in
SiOME.

13.

"Apply Trust list changes"”

This button downloads the new entries in the "Trustlist" and the
"Certificate Revocationlist" to the OPC UA Server and enables
them.

"Remove TrustList Entry"
(not shown in picture)
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With a right-click, you can use the context menu to remove
entries from the trust list as well as from the call-back list.
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GDS Push for deploying Server Certificates

After downloading the OPC UA Server certificate with SIOME, the OPC UA connection is automatically
terminated.

Therefore, it is recommended to store the OPC UA Client Certificate of SIOME in the "TrustList" of the
OPC UA Server first, so that a reconnection is again possible.

NOTE
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‘ 11. GDS Pull

GDS Pull

Mit SIOME haben Sie die Mdglichkeit, eine Online-Verbindung zu einem GDS-Server herzustellen, um Zertifikate sowie
Vertrauens- und Sperrlisten mittels des Features "GDS Pull" vom GDS-Server auf den Client zu laden beziehungsweise vom

Server signieren zu lassen..

SIEMENS

YH ==

W Momespaces: | iting tureny | Fane o

-]

GDS Pull Mode & View: Advanced @ Simple

Register spphication

GDS Push GDSPull | At OPOUAmodeling

<
@

~ OFC UA anline function

> SIEMENS products 1)

@/

GDS Pull

o
(=}

Nr Feld Beschreibung

1. "Connect to Server" / "Disconnect" Connect or disconnect tot he GDS Server

2. "View" With this button, the view between simple and advanced
can be switched. The advanced view provides more
detailed options. The simple view provides a reduced set
of options.

3. "Register Application” With this button, the client application will be registered
tot he server.

4. "Create Signing Request" With this button a new signing request will be created. In
a dialog you can set options fort he certificate.

5. "Certificate Signing Request File" This specifies the path for a given, or a under 4. created,
CSR

6. "Request folder Destination” This specifies the path fort he finished certificates and
private keys

7. "Choose Application” In GDS Pull you can choose besides your own application
on of the already existing, registered applications to show
you the trustlists of those.

8. "Certificate Group" This button sets the certification group of your
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application.
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GDS Pull

Nr Feld Beschreibung

9. "Application ID" This field shows you the application ID. The ID is created
during the registration process.

10. "Start Signing Request” With this button, the signing process of the given CSR will
be startet

11. "Finish Request” With this button, the signed certificate as well as the keys

will be downloaded and saved in the path given by 6.
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APl and Plugins

12. API and Plugins

The Siemens OPC UA Modeling Editor (SIOME) supports the user in creating OPC UA information models. In addition to
the standard functionality, SIOME also has a powerful plugin interface that allows you to write custom plugins for your
needs. Key features of this plugin APl include:

e Comprehensive functions for modeling & mapping OPC UA interfaces
e Access to the contents of a TIA project, e.g. data blocks

e An out-of-the-box OPC UA client

e OPC UA PubSub functionalities

Further information about the API and Plugins you can find on GitHub:
tia-portal-applications/SiOME-Base-Plugin (github.com)

To get started with plugin development, there are two elements available to you:

e The SiOME Base Plugin OSS project on which you can build your own plugins
e Plugin APl Documentation

The descriptions in this document apply to the use of the following software components:

e Operating system: Windows 10
e Code editor: Visual Studio Code 1.84.2
e SIiOME: 2.8.1
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Troubleshooting

13. Troubleshooting

Error Message

Potential Solution

Warning: The selected TIA project is created with a TIA version that is not
SiIOME cannot find a proper TIA Portal version to open the installed on the PC. Install the required TIA Portal version or
project. convert the project to the TIA version installed on the PC. Then
Required version: (e.g. 16) open the project again.

Warning: Option 1:

Unable to open the project.

Either the required software is not installed, or authentication is
required.

Do you want to proceed with authentication?

The project is either protected with a project password. In this
case, click OK and enter the project password.

Option 2:

If there is a SINUMERIK in the project, the corresponding toolbox
must be installed so that the project can be opened. Make sure
that the correct SINUMERIK Toolbox is installed in the correct
version.

Openness error:

Security error.

Can't access this project to acquire needed information.
Security error.

Owner "domain\user” of this process is not member of the
windows group ‘Siemens TIA Openess’. Please contact your
administrator.

Follow the instructions in "Grant permission for TIA Openness" in
Chapter 3.

http:/lopcfoundation.org/UAIDI/ requires
http:/lopcfoundation.org/UA/ with publication date yyyy-mm-
ddT00:00:00Z

The imported model is too old

Entry ID: 109755133 V2.8.6 07/2024

The UA NodeSet 0 has to be updated. This can be done
manually with an xml import or by saving the new Nodeset in
the "Default NodeSet Folder" in the SIOME Settings.
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DataType conversion from SIMATIC STEP7 to OPC UA

14. DataType conversion from
SIMATIC STEP7 to OPC UA

SIMATIC / TIA DataType OPC UA DataType Comment

Bool Boolean

Byte Byte With Drag&Drop from SiOME to TIA Porta a USINT gets created by
SIOME

Word Uint16

DWord Uint32

LWord Uint64

Sint SByte

Int Int16

Dint Int32

Lint Int64

uSint Byte

Ulnt Ulnt16

UDInt Ulnt32

ULint Ulnt64

Real Float

LReal Double

S5Time Ulnt16

Time Int32

LTime Int64

Date Uint16

Time_Of Day UInt32

LTime_Of Day Uint64

Date_And_Time Byte[8]

LDT DateTime

DTL OPC UA Struct

Char Byte

WChar Uint16

String String The Conversion between WString and String can be chosen in the

default settings from SIOME
Entry ID: 109755133 V2.8.6 07/2024 © Siemens 2024 147



DataType conversion from SIMATIC STEP7 to OPC UA

SIMATIC / TIA DataType OPC UA DataType Comment
WString String

Pointer Array of Byte[6]
Any Byte[10]

Timer Uint16

Counter Uint16
BLOCK_FC Ulnt16
BLOCK_FB Ulnt16
BLOCK_DB Ulnt16
BLOCK_SDB Uint16
BLOCK_SFB Uint16
BLOCK_SFC Uint16
BLOCK_OB Uint16

IEC Datatype

Custom OPC Struct

SIOME will create an OPC UA structure, which represents the TIA
Datatype

HW Datatype

Custom OPC Struct

SiOME will create an OPC UA structure, which represents the TIA
Datatype

VREF Custom OPC Struct SiIOME will create an OPC UA structure, which represents the TIA
Datatype

Remote byte[10]

GEOADDR mapped as custom OPC  SiOME will create an OPC UA structure, which represents the TIA
Struct Datatype

HW_ANY Uint16

HW_DEVICE Uint16

HW_DPMASTER Uint16

HW_DPSLAVE Uint16

HW_IO Ulnt16

HW_IOSYSTEM Uint16

HW_SUBMODULE Uint16

HW_MODULE Uint16

HW_INTERFACE Uint16

HW_IEPORT Uint16

HW_HSC Uint16

HW_PWM Uint16

HW_PTO Uint16
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DataType conversion from SIMATIC STEP7 to OPC UA

SIMATIC / TIA DataType OPC UA DataType Comment
AOM_AID UInt32
AOM_IDENT UInt32
EVENT_ANY UInt32
EVENT_ATT UInt32
EVENT_HWINT UInt32
OB_ANY Int16
OB_DELAY Int16
OB_TOD Int16
OB_CYCLIC Int16
OB_ATT Int16
OB_PCYCLE Int16
OB_HWINT Int16
OB_DIAG Int16
OB_TIMEERROR Int16
OB_STARTUP Int16
PORT Uint16
RTM Uint16
PIP Uint16
CONN_ANY Uint16
CONN_PRG Uint16
CONN_OUC Ulnt16
CONN_R_ID Ulnt32
DB_ANY Uint16
DB_Www Uint16
DB_DYN Uint16

Special types

OPC_UA Nodeld Nodeid Possible only since TIAV15.1 and Firmware > 2.6
OPC_UA_QualifiedName QualifiedName Possible only since TIAV15.1 and Firmware > 2.6
Struct Localized Text LocalizedText Special TIA Portal strucutre with

OPC_UA_LocalizedTextEncodingMask
Possible only since TIAV17 and Firmware >=2.9

Struct Bytestring ByteString Special TIA Portal strucutre with
OPC_UA_ ByteStringActualLength
Possible only since TIAV17 and Firmware >= 2.9
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SIMATIC / TIA DataType

OPC UA DataType

DataType conversion from SIMATIC STEP7 to OPC UA

Comment

UDT: Union_<name>

Union

Special TIA Portal UDT

Name must start in TIA Portal with "Union_".
The first element has to have the name "Selector" with the datatype
UDING

See also:
https://support.industry.siemens.com/cs/ww/en/view/109798671/1
43871134091

Dint Enumeration

- OptionSet DataType No Support

GUID GUID Support since TIA Portal V19 and Firmware 3.1
- ExpandedNodeld No Support

UDInt StatusCode

WString XMLElement

- decimal No Support

- Diagnosticinfo No Support

- DataValue No Support

- Abstract Type No Support
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Appendix

15. Appendix

15.1. Service and support

SiePortal

The integrated platform for product selection, purchasing and support - and connection of Industry Mall and Online
support. The SiePortal home page replaces the previous home pages of the Industry Mall and the Online Support Portal
(SI0S) and combines them.

e Products & Services
In Products & Services, you can find all our offerings as previously available in Mall Catalog.
e Support
In Support, you can find all information helpful for resolving technical issues with our products.
e mySieportal
mySiePortal collects all your personal data and processes, from your account to current orders, service requests and
more. You can only see the full range of functions here after you have logged in.

You can access SiePortal via this address:

Industry Online Support

Industry Online Support is the previous address for information on our products, solutions and services.

Product information, manuals, downloads, FAQs and application examples - all information is available with just a few
mouse clicks:

Technical Support

The Technical Support of Siemens Industry provides you fast and competent support regarding all technical queries with
numerous tailor-made offers — ranging from basic support to individual support contracts.
Please send queries to Technical Support via Web form:

SITRAIN - Digital Industry Academy

We support you with our globally available training courses for industry with practical experience, innovative learning
methods and a concept that's tailored to the customer’s specific needs.
For more information on our offered trainings and courses, as well as their locations and dates, refer to our web page:

Industry Online Support app

You will receive optimum support wherever you are with the "Industry Online Support” app. The app is available for i0OS
and Android:

D Available on the ANDROID AP DN

App Store P> Google play
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15.2. Links and literature

Appendix

Nr. Topic

\1\ Siemens Industry Online Support
https://support.industry.siemens.com

\2\ Download page of this entry
https://support.industry.siemens.com/cs/ww/en/view/109755133

\3\ Download from .NET Framework
https://dotnet.microsoft.com/download/dotnet-framework

\4\ SINUMERIK Access MyMachine/OPC UA
https://support.industry.siemens.com/cs/us/en/view/109777871

\5\ Generating OPC UA nodes based on local data mappings of FB types and UDTs
https://support.industry.siemens.com/cs/de/de/view/109798671/1438698901877?dI=en

\6\ Creating a server interface for reference namespace
https://support.industry.siemens.com/cs/de/delview/109798671/1438712770672dl=en

\7\ Download of vc_redist.x64 from Microsoft
https:/laka.ms/vs/17/releaselvc_redist.x64.exe

\8\ SiOME Base Plugin and Documentation

https:/lgithub.com/tia-portal-applications/SIOME-Base-Plugin

15.3. Change documentation

Version Date Change

V1.0 07/2018 First version

V1.9 03/2019 Update to version 1.9 with functional enhancements

V1.9.6 09/2019 Update to Version 1.9.6 with SINUMERIK

V2.0 11/2019 Update to Version 2.0 with functional enhancements

V2.1 06/2020 Update to Version 2.1 with functional enhancements

V2.2 10/2020 Update to version 2.2 with new SINUMERIK function

V2.3 06/2021 Update to version 2.3 with new OPC UA client functions for SIOME
V2.5 02/2022 Update to version 2.5 with new reference namespace function
V2.5.12 0712022 Update to version 2.5.12 with improved SINUMERIK functions
V2.6 1112022 Update to version 2.6 with functional enhancements

V2.7 04/2023 Update to version 2.7 with functional enhancements

V2.8 02/2024 Update to version 2.8 with functional enhancements

V2.8.5 04/2024 Update to version 2.8.5 with functional enhancements

V2.8.6 0712024 Update to version 2.8.6 with bug fixes
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https://support.industry.siemens.com/cs/de/de/view/109798671/143869890187?dl=en
https://support.industry.siemens.com/cs/de/de/view/109798671/143871277067?dl=en
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https://github.com/tia-portal-applications/SiOME-Base-Plugin
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