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Legal information

Use of application examples

Application examples illustrate the solution of automation tasks through an interaction of several components in the form of
text, graphics and/or software modules. The application examples are a free service by Siemens AG and/or a subsidiary of
Siemens AG ("Siemens"). They are non-binding and make no claim to completeness or functionality regarding configuration and
equipment. The application examples merely offer help with typical tasks; they do not constitute customer-specific solutions. You
yourself are responsible for the proper and safe operation of the products in accordance with applicable regulations and must
also check the function of the respective application example and customize it for your system.

Siemens grants you the non-exclusive, non-sublicensable and non-transferable right to have the application examples used by
technically trained personnel. Any change to the application examples is your responsibility. Sharing the application examples
with third parties or copying the application examples or excerpts thereof is permitted only in combination with your own
products. The application examples are not required to undergo the customary tests and quality inspections of a chargeable
product; they may have functional and performance defects as well as errors. It is your responsibility to use them in such a
manner that any malfunctions that may occur do not result in property damage or injury to persons.

Disclaimer of liability

Siemens shall not assume any liability, for any legal reason whatsoever, including, without limitation, liability for the usability,
availability, completeness and freedom from defects of the application examples as well as for related information, configuration
and performance data and any damage caused thereby. This shall not apply in cases of mandatory liability, for example under
the German Product Liability Act, or in cases of intent, gross negligence, or culpable loss of life, bodily injury or damage to
health, non-compliance with a guarantee, fraudulent non-disclosure of a defect, or culpable breach of material contractual
obligations. Claims for damages arising from a breach of material contractual obligations shall however be limited to the
foreseeable damage typical of the type of agreement, unless liability arises from intent or gross negligence or is based on loss of
life, bodily injury or damage to health. The foregoing provisions do not imply any change in the burden of proof to your
detriment. You shall indemnify Siemens against existing or future claims of third parties in this connection except where Siemens
is mandatorily liable.

By using the application examples you acknowledge that Siemens cannot be held liable for any damage beyond the liability
provisions described.

Other information

Siemens reserves the right to make changes to the application examples at any time without notice. In case of discrepancies
between the suggestions in the application examples and other Siemens publications such as catalogs, the content of the other
documentation shall have precedence.

The Siemens terms of use (https://support.industry.siemens.com) shall also apply.

Security information
Siemens provides products and solutions with industrial security functions that support the secure operation of plants, systems,
machines and networks.

In order to protect plants, systems, machines and networks against cyber threats, it is necessary to implement — and
continuously maintain — a holistic, state-of-the-art industrial security concept. Siemens’ products and solutions constitute one
element of such a concept.

Customers are responsible for preventing unauthorized access to their plants, systems, machines and networks. Such systems,
machines and components should only be connected to an enterprise network or the internet if and to the extent such a
connection is necessary and only when appropriate security measures (e.g. firewalls and/or network segmentation) are in place.

For additional information on industrial security measures that may be implemented, please visit
https://lwww.siemens.com/industrialsecurity.

Siemens’ products and solutions undergo continuous development to make them more secure. Siemens strongly recommends
that product updates are applied as soon as they are available and that the latest product versions are used. Use of product
versions that are no longer supported, and failure to apply the latest updates may increase customer’s exposure to cyber threats.

To stay informed about product updates, subscribe to the Siemens Industrial Security RSS Feed under
https://www.siemens.com/cert.
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Introduction

1. Introduction

Virtual Commissioning uses simulation of a planned or existing system for functional validation of the automation system.
This allows proposed changes and enhancements to be tested before they are implemented on the real plant.

Simulation software allows us to observe how the solution will work. It also helps us understand how all the elements will
interact with each other, providing a more intuitive representation of real-life scenarios.

1.1. Application description

PLC program
OPC UA items
values

Figure 1-1

This application example demonstrates how Plant Simulation facilitates virtual commissioning of PLC code by
representing the behavior of a production system. In this case, the PLC will control the machinery of a small inspection
line by sending and receiving control signals.

Within Plant Simulation a simple example line is modeled to simulate real world plant equipment. In this case, a quality
inspection station is implemented alongside the sensor information for the PLC.

On the other hand, the Plant Simulation model is connected via OPC UA to a PLCSIM Advanced instance (a simulated PLC)
that evaluates the sensor information from the model and controls the acceptance or rejection of the received pieces.

Finally, the TIA Portal is used as the engineering environment to download the PLC program to the simulated PLC and to
monitor the values of its tags and signals.
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Introduction

Plant Simulation model

Figure 1-2

In the figure above the content of the Plant Simulation model is shown. The most relevant elements of it will be described
in order of the events:

1. Quality inspection station: This station classifies the received pieces depending on the decision made by the PLC. It
can let the piece continue its path to the next conveyor or divert it to the "rejection” conveyor, which is transversal to
the normal pat

Figure 1-3

2. OPC UA model interface: Is the model object that will be in charge of interconnecting the simulation model with the
PLC. This interface will act as a OPC UA client, while the PLC hosts the OPC UA server.

\
oo

=

Figure 1-4
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Introduction

Simulated PLC: PLCSIM Advanced instance as OPC UA server

For this example, the PLCSIM Advanced instance will act as the OPC UA server. Here, all tags are defined and the PLC
program will also determine the value of the tags to control the quality inspection station. The control is summarized in
the next figures:

NextPiece = ‘true’

PieceQuality = ‘true’

> r\ps ExitNumber = 0
— ———-
St

N or<

Piece arrives at
station

Figure 1-5: Piece quality OK

NextPiece = ‘true’

Updating and
sampling items
from the virtual

PLC

Accepted piece

PieceQuality = ‘false’

o ExitNumber =1
! = —_—
Lok

orC

e & >
Piece arrives at
station

Figure 1-6: Piece quality NOK

Entry ID: 109975137 | V1.0 | 10/2024

Updating and

sampling items

from the virtual
PLC

Rejected piece

© Siemens 2024 | 6



Introduction

1.2. Components used

This application example has been created with the following hard- and software components:

Component Number Article Number Note
STEP 7 Basic V18 1 6ES7822-0AE08-0YAS -
Tecnomatix Plant Simulation 2302 1 - -
Plant Simulation Interface Package 1 - -
S7-PLCSIM Advanced V5.0 1 6ES7823-1FA04-0YAS -
Table 1-1

You can purchase these components from the Siemens Industry Mall.

This application example consists of the following components:

Component File name Note

Documentation 109975137_VC_PlantSimulation_OPCUA_DOC V10 _en.pdf -

Tecnomatix Plant ~ 109975137_VC_PlantSimulation_OPCUA_GettingStarted_V10.zip e QualityStation_OPCUA.spp

Simulation project e QualityStation_OPCUA V18.ap18
anc{ TIA Portal for PLCSIM Advanced connection
Project

Table 1-2

Requirements

Basic knowledge of TIA Portal and Plant Simulation is needed to understand this application example.

Basics of TIA Portal can be found in the Siemens Industry Online Support (SIOS) platform by searching for the article
number shown in Table 1-1.
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2. Software Setup

Download the following files from Siemens Industry Online Support

https://support.industry.siemens.com/cs/ww/en/view/109975137

Unzip the .zip file. The provided folder contains:
e TIA Portal project: "QualityStation_OPCUA _V18.zap18"
e Plant Simulation project: "QualityStation_OPCUA.spp"

e This document as Step-by-step Guide

I QualityStation_OPCUAspp
ﬁ QualityStation_COPCUA_Y18.zap18
@ SIOS_Applicationdemo_PlantSimulationWC_OPCUAdooK

Figure 2-1
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Software Setup

2.1. PLCSIM Advanced

To start PLCSIM Advanced, follow the steps:
1. Start the Runtime Manager for PLCSIM Advanced.

2. In the Online Access options: choose "TCP/IP" and "Single Adapter". Also, select "<Local>" in the TCP/IP communication
dropdown list.

. Select PLC type "Unspecified CPU 1500".
Define the Instance name of the PLC.
Specify IP address information.

Start the PLC .

N oo ou s W

Note the Port number of the Runtime Manager.

J@ Online Access

PLCSIM (@ TCPAP L]
uﬁ Single Adapter @ Multiple Adapter

&  TCP/IP communication with | <Lacal> v

_‘ﬂ Virtual Time Scaling

0.01 Off 100

£ Strict Motion Timing [v]
() start Virtual $7-1500 PLC
Instance name PLC n
IPaddress[X1] 1921680 ]
] Subnet mask 255.255.255.0

Default gateway

PLC family 57-1500 v 3

| Start H
|’ MRES

No Active PLC Instance

™

Drop Instances Here

Runtime Manager Port 50000
Virtual SIMATIC Memory Card
Show Notifications

Function Manual

Q  Bat
Figure 2-2

IEEI[H

| g By

IP address might differ from Figure above. Just make sure that it matches what is in the properties of
NOTE the PLC's PROFINET interface X1, in the hardware configuration.
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Software Setup

2.2. TIA Portal

Proceed as follows to use the provided TIA Portal project.
1. Open the file "QualityStation_OPCUA_V18.zap18"

2. Switch to the project view

X

Totally Integrated Automation

Open existing project

Recently used
i oty Lastchange
T Cpen an existing project AN52024 9:11:01 A

Backup v AS/202410:202) AM
R QuaitySation OPCUA V1Ezap1e o emens TIA Port fon_oPauA
niied
o 3712024 3:57:23 P
3712024118057 AW
Lvieeacr_
b >
g 6
B Open
1 Bateries
L2 Windows ()
@ installed software Fie names | Owakty Viaz Al supported files (ap18%ap1
® nep

Figure 2-3

3. Select the PLC in the Project tree and click Download to device.

Project Edit View Insert Online Options Tools Window, Help
G Rl seveprojecr & ¥ 1z Ty x D G MO E

] Devices ]
& o) g% | d¢ [PLC_1[CPU1516-2 PNIDP
Hame
= |7 LoadingStation EHe -~
B’ Add new device
gh Devices & networks

T mPc ) [CcPU15163 PHDIEE @ 100

HUY Dewvice conhguraton Rail_0

B ninline & diannncticre

Figure 2-4
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Software Setup

In the pop-up window, set the type of PG/PC interface as "PN/IE" and the PG/PC interface as "Siemens PLCSIM Virtual
Ethernet Adapter". Also, select the "1X1" interface of the PLCSIM Advanced instance. Then, click on Start search.

Extended download to device 23
Configured access nodes of "PLC_1"
Device Device type Slot Interface type  Address Subnet
PLC_1 CPU1516-3 PNIDP 1 X3 PROFIBUS 2
CPU1516-3 PNIDP 1 X1 PNAE 192.168.0.2
CPU 1516-3 PNIDP 1 X2 PNIE 192.168.1.2
Type of the PGIPC intert B_FiiE [=]
PGIPC interface: Wl Siemens PLCSIM Virtusl Ethernet Adapter B 2 |E)
Connection to |n:eﬂacefsubnet)wect atslot'1 X1" F‘ @
1stgeteway: | -]®©
Selecttarget device: [Show sll compatible devices m
Device Device type Interface type Address Target device
- PNIE Enter address here -

Flash LED

Online status information:

[~ Display only error messages

Figure 2-5

5. Select the PLC and click Load.

Extended download to device

Configured access nodes of "PLC_1"

["| Flash LED

Online status information:

=7 Retrieving device information...

€3 Failed to establish a connection to the device with address 192.168.0.2. An additional project-specific IF address is required.

€ Scan completed. 1 compatible devices of 2 accessible devices found.

Device Device type Slot Interface type  Address Subnet
FLC1 CPU1516-3 PN/DP 1 X3 FROFIBUS 2
CPU1516-3 PN/DP 1 X1 PNAE 192.168.0.2
CPU1516-3 PN/DP 1 X2 PNAIE 192.168.1.2
Type of the PGIFC interf: ®_PNIE -
PGiPCintedface: [l Siemens FLCSIMVirual EthemetAdsprer | #] )6
Connection to interface/subnet: | Direct at slot "1 X1' [+1®
Istgateway: | [-1®
Select target device: [Showal\ compatible devices I~
* gl x . < =) o
| I = §7-1500 (FLCSIM)  FNAE 192.168.0.2 = I
FIOTE ETTCET SUUTESS TTeTe

Start search

[ Display only error messages

(%2 ing and inf ion retrieval

d. 1 problem found.

Figure 2-6
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Software Setup

6. A warning window may appear indicating that it's necessary to assign an IP address to the interface that our computer
is using to connect to the subnet in which the PLCSIM Advance instance is. Just click on "Yes" and continue.

7.

DR TR, [T ISIS2 1 LA I T LS LIS S L S

Connectinn ta intadacalcihnet: | Nirect ar clar 1 Y1

Extended download to device (0132:000011) 15

~ Assign IP address
L 8o this function the PGIPC requires an additional IF address in the

same subnet as the device. h

Do you want to edd the IP address?

Figure 2-7

Extended download to device (U132:000008)

0 An additional IP address was added.
The IP address 192.168.0.241 was added to the interface Siemens PLCSIM

Virtual Ethernet Adapter.

Figure 2-8

As it is the first time connecting to the PLC, TIA Portal will ask for confirmation to connect to it. Click on Connect to

continue.

Establish connection to device X

I "PLC_1" might not be a trustworthy device.
L m\
The following errors were found when verifying the certificate:

-The IP address of the device does not match the addresses of the A
associated certificate.
-The device uses an unknown, self-signed centificate.

v

If this device is the one you want, it is trusted and you can connect. If this
device is not the one you want, you should abort the connection.

Disply ceufcares  comnex |

Figure 2-9
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8.

9.

Entry ID: 109975137 | V1.0 | 10/2024

Software Setup

In the pop-up window click Load. After that, compilation of the PLC program and download will begin. It will take
some time to finish this process. Please wait.
a Chack balfore loading
LT Tewget Meage Action
a4 @ = nc Ready for loading. Load ‘FLC_1*
ﬂ Snulated module  The download will be parkcemed ta @ semulatsd PLC
] v Sofware Downlosd sohvesre to device Consistent downlosd
[} Tear bbenries Deranbond o &lams tews and et kst e o device Consistent dewnlosd
<] ] ¥
Refeih
| Lad || Cancel
Figure 2-10
In the pop-up window select Start module, then click Finish.
9 Status and actions after downloading to device
Status | Target Message Action
. @ ~ pca Downloading to device completed without error. Load 'PLC_1"
1
(V] » Start modules stant modules after downloading to device. . Start module -
Start module
|
< i |B
! P
l . I | finish || 1oad || cancal |
Figure 2-11
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Software Setup

10. Select the PLC in the project tree and click Go online.

11. After starting the simulation in Plant Simulation, open the "UA_Interface" DB and click on "Monitor all" (the goggles
icon) to watch the items change their values in TIA Portal.

D:WirtualCommissioning'QualityStation_OPCUAWQualityStation_OPCUA

Poect Edit View Iksent Onine Options Tools Window Help

S 3 svepoec B X EX 00 G HEHEG Y oomor Foootine H ME X 5 || [ sect> |
jmes
i n2|Pe ..&Empamlulun Ba Sapshor ™ W Copysapshos osanvalues @ @ Lowdsunva
: UA_Interface
| nome ome Dota type St vaue Fetsn Accessblel_ Weits. Vsiblein _ Setpoin
F ¥ ] QualityStation_OPCUA 40 ~|1 @~ saic
W Add rew devce 2 0 Awesignal 1800l ¢ =) ™ a 9 a
h Devices & networks 3 o NextBution 8ool 0 v ~ ~ a8
~ [ PLC_1 [CPU 15163 PNDP] 4o |5 lar  sumonquiy 800l 2 v < v 3]
[N Device configuration 5 *  ExitNumber int 0 v v = 0
% Online & dagnostics
» S Software units s
v 5 Program blocks °
¥ Add new block
& Main [081) 9
& Button_inspection [F62) 9
o
°
Q
el =

Figure 2-12
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2.3.

To start the provided simulation model in Tecnomatix Plant Simulation, follow the steps:

Starting Plant Simulation

1. Start Tecnomatix Plant Simulation.

2. Open the "QualityStation_OPCUA.spp" file.

ke et geiaden

“ | Tecnomatix Plant Simulation 2201

Modelle Erste Schritte

€ 2t B o

Figure 2-13

NOTE

Web

Software Setup

The Plant Simulation Interface Package is required. Therefore, an additional license is needed.

3. Navigate to the OPC UA interface of the model by using the Structure tool and looking for it. Once found, double-click

on it.

s | [Structure ||

Structure ? X

~eBgH + - C

£ Workshop.QualityStation_OPCUA.Demol
= Conveyor
= Conveyorl
= Conveyor2
B8 Display
EE pisplayl
=l Drain

T=mmeSignal
P=L puttonQuality
= Converterl
P Entry

» Exit

D=t Exithumber
& Generator

P Interface

b n
[P orcua l

\* Source
JZ UseOPCUA

Figure 2-14
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Software Setup

4. To activate the interface, in the pop-up configuration window, check that the settings for the OPC UA server are
correct, click in the check-box Active and on OK.

[F Workshop.QualityStation_OPCUA.Demo1.QACell.OPCUA ? X
MNavigate  View Tools  Help

Label: o 1

—
Attributes

Server name: .opc.tcp://lgz168‘U.2:4B4D m]

Timeout: 0:05 [m]

Client certificate: (]
| Itemns | ‘ Import Items...

Shiow Itermn Values

Login O
Username:
Password:
2
= |
Figure 2-15

5. Start the simulation.

Figure 2-16

When the simulation begins, the source will start to generate pieces and move them to the entry conveyor for the
station.

Once a piece enters the stations, its quality will be checked to determine whether it may continue straight (accepted)
or needs to go to the transversal conveyor (rejected).
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Software Setup

Figure 2-17

6. Monitor the current values of the signals involved. For this, firstly, double-click on the station to see its content.

Figure 2-18

From here, we can proceed in two ways:

a. Check the values directly on the global variables defined in the model, as seen in Figure 2-18. These variables are
mapped to the items of the interface, so they will display their current value.

b. Check the values on the OPC UA interface. In this case, open the interface by double-clicking on it. Then, click on

Show Item Values.
> NS S —~ >
% Workshop.QualityStation OPCUA Demo1.QACeILOPCUA ? x !

Navigate  View Tooks  Help

4 Name: |OPCUA ]  actve ]

<
S e

Server name. OpC.AP://192.168.0.2:4940 o

X Timeout oes  |@
Client certificate: a
& S
2

= ] [ import i

table
1

string  [Group Mame
1 Group?

: -
A i El - oo | 2 |Group3
- v XTI 7 o

Figure 2-19
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Software Setup

As we can see in Figure 2-19, a new table view will open. This table view groups all the OPC UA items contained in the
OPC UA server (the simulated PLC). The grouping depends on which nodes of the server the items are.

If we access to the content of Group3 by double-clicking on it, we will get to see, among other items, the ones that
our model uses to be controlled.

E:—:l Workshop.QualityStation_ OPCUA.Demo1.QACell.OPCUA - Items[1,2] X

string string
1 2
string |Alias Value

1 |sNamespaceSubset false
2 |MamespacePublicationDate 2021706/02 00:00:00.00...
3 |MamespaceUri http:/ v, siemens.co...
4  |MamespaceVersion 1.0.0
5 S ob-Cher =“ caldltHory
6 | [NextPiece false
7 | |PieceQuality false
8 | |ExitNumber 1
3 | Javesignal L me
10
14

Figure 2-20
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Application

3. Application

The delivered Plant Simulation model contains the finished model with implemented interface and is setup for the
application.

3.1. Model Setup with Plant Simulation, TIA Portal, PLCSIM Adv.,
OPCUA

3.1.1. Description of interface

The figures below show the interface between the software used for a better understanding of how the application
works.

PLCSIM Virtual
Ethernet Adapter

Figure 3-1

In real life, a PLC would act as the OPC UA server that hosts the signals for the machines of our plant. For this application
example, these tasks will be carried out by a simulated PLC, which is a PLCSIM Advanced instance. This simulated PLC will
emulate the functions of a real PLC and process the signals that the elements in our Plant Simulation model need.

This simulated PLC is connected to the TIA Portal through the PLCSIM Virtual Ethernet Adapter as seen in Figure 2-2 and
Figure 2-5 (in the Interface field). With this adapter, we are able to load the program from the TIA project to the simulated
PLC and to read/write the values of the OPC UA items, in case we go online in the TIA Portal and we try to monitor or force
them.
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Application

On the other hand, our Plant Simulation connects to the OPC UA server through the OPC UA interface. This interface
samples the values of the OPC UA items for the model to consult or modify them. The values of the signals are stored in
the interface and we can use several technique to access them:

e Method-based access to defined signals via the PLCSIM Advanced interface:
- Direct value assignment to alias names
- Using method calls "setltemValue" and "getltemValue".
e Signal mapping via the items table:
- Mapping to global variables in the model
- Mapping to standard or user-defined attributes

o Defining callback methods for further processing of changed signal values.

At the same time, this interface updates the items that have been modified by the model.

In this application example we are recreating a "Software in the Loop" case, but it could be possible to convert it to a
"Hardware in the Loop" case just by using a real PLC as the OPC UA server instead of a simulated PLC.

Software in the Loop

II _ PLCSIM Advanced AP '.’

OPC UA
’

TIA Portal 2V.14 SP1 Tecnomatix Plant Simulation 2V14.2.1
PLCSIM Advanced 2 V.20

Hardware in the Loop
I
u OPC UA A
Hr y || =
—_— 4
Hardware PLC Tecnomatix Plant Simulation 2V14.2.1
Figure 3-2
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Application

3.1.2. TIA Portal

In this section, we will explain some of the most important settings that can be configured in TIA Portal when working
with OPC UA and what is the workflow followed by the program blocks of the PLC program.
Enabling the OPC UA Server on the PLC

If we are to use a PLC as an OPC UA server, the OPC UA Server needs to be activated in the PLC hardware settings. For this,
navigate the "OPC UA" settings of the PLC and click on the corresponding checkbox to activate it.

The server addresses that appear are the ones that must be used by OPC Clients to connect to it.

J General | 10 tags | system constants | Texts |
Ethemet addresses & Note: |User ! via the project securi
Time synchronization sentings aptions of the security settings.
Operating mode
b Advanced options
Web server access - -
» DPinterface 3] ") Enable additional user management via project
Startup |
Cycle Server
Communication load
System and clock memary o * General
"

ST - | Accessibility of the server
» System diagnostics L |
PLC alarms [¥] Activate OFC UA server
> ieb semer - OPCUA Cervr
DNS configuration e -
» Display
Muidtilingual support Crid ! Security note
Tirme of day M -
- - opctcp:i92.168.0.2:4840 g reduces the :
» Protection & Secunity opc.tcp:1192.168.1.2:4830 witesral of wdersal scceis 1o knetbani and date of th CPU
* Every OFC LA chert it alowed 1 accets e server by delbut Ute the OFC

» System pnfnersupply || VA zecusty eTing: B reinct the scoess,

==

Figure 3-3

It is also needed to select the correct type of Runtime License for our PLC to be able to act as an OPC UA server. To set it
just go to the "Runtime Licenses" settings, then to "OPC UA" and select the license that is being required.

| General | I0tags | system constants | Texts |
Communication koad (=]
Systemn and clock memory || ©orcuA
SIMATIC Memary Card Runtime licenses
Systern diagnostics
PLC alarms Type of required license: | SIMATIC OFC LA 57-1500 medium

Web server - -
Type of purchased license: | SIMATIC OPC UA 57-1500 medium
DMS configuration [

Display

Multilingusal support
Time of day b
Protection & Security |
OPC LA

Systemn power supply
Configuration control
Connection resounces
Overview of addresses ™
__liochonous mode

= Runtime licenses

—— e
Enengy Suite

-

-

- v

Figure 3-4
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Application

By default, the OPC UA Server closes a connection after 30 seconds of inactivity. For this demo and to avoid unexpected
timeouts, the timeout was set to 3600s.

NOTE It is recommended to only use this setting during testing and instead ensure that an alive bit is used.
NOTE The port number of the Server could be changed here.
| General | I0tags | System constants | Texts
Communication load [a]l| » options
System and clock memory General
SIMATIC Memory Card
» System diagnostics r
: 4B40
PLC alarms 2ol
¥ Web server :
DNS5 configuration Max. session timeout: | 3500 5|
¥ Display Max. number of OPC UA
Multilingual support sessions: |15 |
Time of day =0 Max. numnber of registered
» Protection & Security r nodes: | 10000 |
* OPC LA I
General I8 Subscriptions
b Server _
¥ CTent = Minimum sampling interval: | 300
b System power supply Minimum publishing interval: | 500 s |
Cor‘lflgur_atloncontrol Mar. rmanber of mronitored
Connection resources iternsz | 2000 |
Overview of addresses
Isechronous mode || > security
= Runtime licenses
NBC 118 [l + v camun shanmal

Figure 3-5

Other settings that can be relevant when using a PLC as an OPC UA server can be:

e Max. number of OPC UA sessions: Maximum number of clients that can connect at the same time to the same
server.

e Max. number of registered nodes: Maximum number of nodes that the server can store for the clients to access to
them.

e Minimum sampling/publishing interval: Frequency at which the server reads/writes the items.

e Max. number of monitored items: Maximum number of items that the server will keep track of.
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Application

In regards of the workflow of the TIA Portal project contains the user program consisting of Piece Inspection FB, the Main

OB, and the DB that contains the tags that would control the model.

Piece_Inspection [FB2]

The PLC program waits for the next piece and then sets the ExitNumber depending on the PieceQuality.

In case of an edge and the PieceQuality is:

e Accepted: move the value 0 to the ExitNumber variable.

e Rejected: move the value 1 to the ExitNumber variable.

v Network 1: Fiece_Separation

Lomment

#R_TRIG_Instance
R_TRIG
== EN

"UA_Interface” Q — false
MextPiece — oLk ENQ =

&
#R_TRIG_Instance.
Q) —
"Us_Interface”. MOVE
Fiece Quality mm 3% —_—EN
s 0UT
1] IM -
&
#R_TRIG_Instance.
Q) —
"UA_Interface"”. MOVE
FieceQuality —0 2% —_—EN —
3 0um
1 1N -

Figure 3-6

Main [OB1]

"UA_Interface".
ExitNumber

"UA_Interface"”.
ExitNumber

The Main OB includes the execution of the Piece_Separation FB.

w Block title: "Main Program Sweep (Cycle)”
~omment

¥  Network 1:

Lormment

%WOB
"Flece_
Inspection_DB"
‘WFB2
"Piece_lnspection”

[= EN ENO

Figure 3-7
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Application

OPC UA items
The UA_Interface DB contains the items of the OPC UA server.

UA_Interface

MName Data type Startvalue Monitor value Accessible .. |Writable from HMUOFC UAMW.  Comment
1 4 ¥ Static [=]]
2 <4me=  AliveSignal Baol false TRUE ] ] Incarming Alive Signal fram partner
3 @n NextPiece Bool false FALSE = =
4 @ FieceQuality Bool false FALSE =] =]
5 |aw ExitMurmber Int 0 1 =] =]
Figure 3-8

In the table below, the meaning of the different values from the tags is explained.

Item Name Item Value Meaning
True The value of this item is written by the simulation model. Its value will alternate between
AliveSignal "True" and "False" following a fixed period of time to indicate that the connection
False between the server and the simulation is alive.
True Station ready to the next piece.
NextPiece
False Station occupied.
True The quality of the received piece is correct.
PieceQuality
False The quality of the received piece is deficient.
0 As the quality of the piece is correct, it will continue its normal path.
ExitNumber
1 As the quality is deficient, the piece will be derived to the "rejection” conveyor.
Table 3-1
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3.1.3. Plant Simulation

Connection to OPC UA

Application

The Plant Simulation model "QualityStation_OPCUA.spp" comes pre-configured with OPC UA interface ready to connect to
the simulated PLC. In this section, we will see in more detail the most relevant settings used in the OPC UA interface of

the model.

[’E Workshop.QualityStation_OPCUA.Demo1.QACel.OPCUA

Mavigate  View Tools  Help

Name: | OPCUA a | Active
Label:
Attributes
Server name: opc.top /192, 168.0.2:4840
Timeout: 0:05 [m]

Client certificate:

| Items | | Import Thems...

Show Item Values

Login O
Username:

Password:

3D ‘ Cancel | | Apply

Figure 3-9

e Name: This is the name of the interface. It's needed to be known when calling the interface in our methods.

e Server name: In this field we must enter the address of the OPC UA server we want our simulation to connect to and
the port of the server through which the connection will be made. This information can be taken from the
configuration of the server. If the server is a Siemens PLC, this information can be consulted in TIA Portal as seen in the

section where the PLC is enabled as an OPC UA server, in Figure 3-3.

o Timeout: Waiting time for the connection to be established with the server since the interface has been activated.

Past this time, the connection will be aborted.

e Login (Username & Password): In case the server requires credentials to make the connection possible, here you will

enter this information.
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Item import from OPC UA server

Application

After activating the interface and making sure the connection was successful, now we can import the OPC UA server

items. For this, please follow these steps:
1. Begin the import by clicking on "Import Items..."

EK Workshop.QualityStation_OPCUA.Demo1.QACel.OPCUA ?
Navigate View Tools  Help

Mame: | OPCUA a V| Active
Label:
Attributes
Server name: opc.top://192.168.0.2:4840
Timeout: 0:05 o

Client certificate:

‘ Items ‘ | Impart Items... I
Show Item Yalues

Login O
Username:

Password:

-

Retrieving data ...

B S N B

Figure 3-10

Entry ID: 109975137 | V1.0 | 10/2024

© Siemens 2024 | 26



Application

2. After all the items have been read from the OPC UA server, a new window will display the different groups of available

tags

MWorkshop.QualityStation_ OPCUA.Demo1.0ACell.OPCUA - [tems

Graupd

Group Mame

Mamespace

Read Interval

Wirite Interval

*

Graupd

o

a

Group?2

2

5o

5o

Graup3

50

50

Figure 3-11

From this window we can:

- Define the read/write intervals (ms).

- See the content of the item groups by double-clicking on them.

p.QualityStation OPCUA.Demo1.0ACeN.OPCUA - Items[1,1]

Identifier Type Identifier Data Type Alias Simulation Madel Attribute ~
31 Mumeric v |2aE2 Uint32 SessionAbortCount
32 Mumeric T2z Uint32 SessionTimeoutCount
33 | Mumeric - 3709 Int32 Redundangsupport
34 Mumeric v | 2266 DateTime BuildDate
35 Mumeric v 2265 String BuildMumber
36 Mumeric v 2263 String ManufacturerMame
37 Mumeric v 2281 String Producthame
38 Mumeric v 2282 String ProductUri
39 Mumeric v |22ed String Softwareversion
40 Mumeric v 2258 DateTime CurrentTime
41 Mumeric v 2892 Uint32 SecondsTillShutdown
42 Mumeric v 2257 DateTime StartTime
43 Mumeric v 2259 Int32 State
44 |Mumeric - [azer UIntS (Byte] | serviceLewel
45 |sting - | DeviceManual String DeviceManual
46 String * | DeviceRewision String DeviceRewision
47 |string ~ |EngineeringRevision String EngineeringRevision
48 |string + |HardwareReuisian String HardwiareRevision
43 |string - |operatingMode Int32 OperatingMode
50 String * | OrderNumber String Orderfumber
51 String * |RewisionCounter Int32 RewisionCounter
52 String * | SerialNumber String SerialMumber
53 String * | SoftwareRewision String SoftwareRevision
54 string T | A Interface”, NextPiece” |Boolean MextPiece
55 String * | "U&_Interface”."FieceQua... [Boolean PieceQuality
El) String - | "UA_Interface”. "Exithum.., [Int1& ExitMumber
a7 String * | "UA_Interface”, "AliveSignal“|Boolean AliveSignal
55 |string ~ | "Piece_Inspection_DE""R... | Boolean [
55 |string ~ | "Fiece_Inspection._I . |Bootean Q
& |Sstring + | “Piece_Inspection_DE"R... [Boolean Stat_Bit.
v
ok [ cencel ][ fopy

Figure 3-12

NOTE

Select and delete the items and item groups that are not relevant for our case. It's highly

recommended to keep the number of monitored items as low as possible.

3. Once the unnecessary items are filtered, specify the Plant Simulation tags to be linked to the OPC UA server items in
the "Simulation Model Attribute" field for each item.

2] Workshop.QualityStation_OPCUA.Demo1.QACell. OPCUA - Items[1,1]

ldentifier Type Identifier Data Type Alias Simulation Model Attribute
1 String [ "UA_Interface”, "MextPiece” Boolean MextPiece MextPiece
2 String “UA_Interface™ "Piece Quality™ Boaolean Piece Quality PieceQuality
3 String "Ua_Interface ", "ExitMumber” Int1a ExitMurnber ExitMurnber
4 String “U&_Interface”. "AliveSignal” Eoolean AliveSignal AliveSignal

Figure 3-13
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Application

During the execution of the simulation, the interface will update and poll the items for the OPC UA server following the
read/write interval times defined previously, as seen in Figure 3-11.

Every time that a data exchange happens, the data will be read/written from/to the global variables mapped in the
Simulation Model Attribute fields, as shown in Figure 3-13.

It's important to remember that data exchange (read/write) interval times should be set correctly in accordance with the
OPC UA server. If not, this may lead to data loss.

Additionally, the Alias field of the item group tables of the interface will provide a name to the tag which will be used
when calling that tag in a method through the interface. For instance, following Figure 3-13, if we were to try to call to
the item "NextPiece" through the interface, then we should write "OPCUA.NextPiece".
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Application

3.2. Troubleshooting

3.2.1. Compilation failure

TIA Portal project could not be compiled during the download to the PLCSIM Advanced instance "PLC".
J General ‘l Cross-references || Compile H Energy Suite ‘l Test results ‘l Generate ‘

[Bl[L]@][shonsimessages 7]

1 Message Goto

€ ~ Startdownloading to device.

[x] > PLC_1

(] Hardware configuration

(X} ‘Main [0B1] cannot be sir ifthe block is a library block, use a library with simulation support. Gtherwise, select the option *Support simulation during block

Figure 3-14

Solution: Please, make sure simulation during block compilation is supported.

1. InTIA Portal, right click on the project and open its properties.

) LoadingStetion FLESMLY i 1 ew device
' AUT Tew gevice Add new group

ghy Devices &networks Open block/PLC data type... F7

v [1§ PLC_1 [CPU 1516-3 PN
JIY Device configuratif ¢

%/ Online & diagnosti

» g8 Software units

v Il Program blocks | & Go online Crrl+k

I Add new block | &¥ 6o offline Curl+M

& Main [0B1] “ji Search in project Crrl+F

:- PnP_Automatio B Crossralerences

@ PnP_Automatio|

» 4 System blocks & Print... Curl+P
» [ Technology object; & Print preview...
> External source‘ie el Properties Alt+Enter | I
» (@ PLCtags
Figure 3-15

2. In the properties pop up window, go to the Protection tab and enable the support.

LoadingStation _PLCSIM_VTS

J General ”J Protection ‘ I
—1 i |

" Protection

Note that the know-how protection of blocks can be weakened by a simulation.

ppnrt' lation during block pilati

[<[u] [2]

Figure 3-16
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3.2.2. Connection failure

Connection to "PLC" in PLCSIM Advanced cannot be established.

Application

Solution: Check, in "Set PG/PC interface" setting in the Control Panel, that the access point of the application for the
"Siemens PLCSIM Virtual Ethernet Adapter. TCPIP.1" interface is "S7ONLINE(STEP 7) - Siemens PLCSIM Virtual Ethernet

Adapter”

All Control Panel ltems

1 |$ » Control Panel » All Control Panel ltems |

Adjust your computer’s settings

[,i" Programs and Features

&8 Recovery

TW Region

Set PG/PC Interface
!W .
(32-bit)

h) System

Windows Defender
Firewall

&

Figure 3-17

Set PG/PC Interface

Access Path | LLDP /DCP | PNIO Adapter | Info |

Access Point of the Application:

—> Siemens

al emet Adapte v

(Standard for STEP 7)
Inteface Parameter Assignment Used

|Siemens PLCSIM Virtual Ethemet Adapter.” Properties...

Diagnostics...

BEPLCSIM TCFIP 1 "
B Serial cable.PPI1

ci Do i ) Do Capy.. |
B9 Siemens PLCSIM Vitual Ethemet A ~,I Delete |

I £ >

(Parameter assignment of your NDIS-CP
with TCP//IP pratocal {RFC-1006))
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Appendix

4, Appendix
4.1. Service and support

SiePortal

The integrated platform for product selection, purchasing and support - and connection of Industry Mall and Online
support. The SiePortal home page replaces the previous home pages of the Industry Mall and the Online Support Portal
(SI0S) and combines them.

e Products & Services
In Products & Services, you can find all our offerings as previously available in Mall Catalog.

e Support
In Support, you can find all information helpful for resolving technical issues with our products.

e mySieportal
mySiePortal collects all your personal data and processes, from your account to current orders, service requests and
more. You can only see the full range of functions here after you have logged in.

You can access SiePortal via this address:

Technical Support

The Technical Support of Siemens Industry provides you fast and competent support regarding all technical queries with
numerous tailor-made offers — ranging from basic support to individual support contracts.
Please send queries to Technical Support via Web form:

SITRAIN - Digital Industry Academy

We support you with our globally available training courses for industry with practical experience, innovative learning
methods and a concept that's tailored to the customer’s specific needs.
For more information on our offered trainings and courses, as well as their locations and dates, refer to our web page:

Industry Online Support app

You will receive optimum support wherever you are with the "Industry Online Support” app. The app is available for i0OS
and Android:

D Avai Iahlﬁ' an TI'IE!' ) ANDROID &P ON

App Store » Google play
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https://sieportal.siemens.com/en-ww/home
https://support.industry.siemens.com/cs/my/src?lc=en-WW
https://www.siemens.com/sitrain
https://apps.apple.com/us/app/siemens-industry-online-support/id478868966
https://apps.apple.com/us/app/siemens-industry-online-support/id478868966
https://play.google.com/store/apps/details?id=com.siemens.industry.onlinesupport&hl=en
https://play.google.com/store/apps/details?id=com.siemens.industry.onlinesupport&hl=en

Appendix

4.2. Links and literature
No. Topic
\1\ Siemens Industry Online Support

https://support.industry.siemens.com

\2\ Link to this entry page of this application example
https://support.industry.siemens.com/cs/ww/en/view/109975137

\3\

4.3. Change documentation
Version Date Modification

V1.0 10/2024 First version
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