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Legal information

Use of application examples
Application examples illustrate the solution of automation tasks through an interaction of several
components in the form of text, graphics and/or software modules. The application examples are
a free service by Siemens AG and/or a subsidiary of Siemens AG (“Siemens”). They are non-
binding and make no claim to completeness or functionality regarding configuration and
equipment. The application examples merely offer help with typical tasks; they do not constitute
customer-specific solutions. You yourself are responsible for the proper and safe operation of the
products in accordance with applicable regulations and must also check the function of the
respective application example and customize it for your system.
Siemens grants you the non-exclusive, non-sublicensable and non-transferable right to have the
application examples used by technically trained personnel. Any change to the application
examples is your responsibility. Sharing the application examples with third parties or copying the
application examples or excerpts thereof is permitted only in combination with your own products.
The application examples are not required to undergo the customary tests and quality inspections
of a chargeable product; they may have functional and performance defects as well as errors. It is
your responsibility to use them in such a manner that any malfunctions that may occur do not
result in property damage or injury to persons.

Disclaimer of liability
Siemens shall not assume any liability, for any legal reason whatsoever, including, without
limitation, liability for the usability, availability, completeness and freedom from defects of the
application examples as well as for related information, configuration and performance data and
any damage caused thereby. This shall not apply in cases of mandatory liability, for example
under the German Product Liability Act, or in cases of intent, gross negligence, or culpable loss of
life, bodily injury or damage to health, non-compliance with a guarantee, fraudulent
non-disclosure of a defect, or culpable breach of material contractual obligations. Claims for
damages arising from a breach of material contractual obligations shall however be limited to the
foreseeable damage typical of the type of agreement, unless liability arises from intent or gross
negligence or is based on loss of life, bodily injury or damage to health. The foregoing provisions
do not imply any change in the burden of proof to your detriment. You shall indemnify Siemens
against existing or future claims of third parties in this connection except where Siemens is
mandatorily liable.
By using the application examples you acknowledge that Siemens cannot be held liable for any
damage beyond the liability provisions described.

Other information
Siemens reserves the right to make changes to the application examples at any time without
notice. In case of discrepancies between the suggestions in the application examples and other
Siemens publications such as catalogs, the content of the other documentation shall have
precedence.
The Siemens terms of use (https://support.industry.siemens.com) shall also apply.

Security information
Siemens provides products and solutions with industrial security functions that support the secure
operation of plants, systems, machines and networks.
In order to protect plants, systems, machines and networks against cyber threats, it is necessary
to implement — and continuously maintain — a holistic, state-of-the-art industrial security concept.
Siemens’ products and solutions constitute one element of such a concept.
Customers are responsible for preventing unauthorized access to their plants, systems, machines
and networks. Such systems, machines and components should only be connected to an
enterprise network or the Internet if and to the extent such a connection is necessary and only
when appropriate security measures (e.g. firewalls and/or network segmentation) are in place.
For additional information on industrial security measures that may be implemented, please visit
https://www.siemens.com/industrialsecurity.
Siemens’ products and solutions undergo continuous development to make them more secure.
Siemens strongly recommends that product updates are applied as soon as they are available
and that the latest product versions are used. Use of product versions that are no longer
supported, and failure to apply the latest updates may increase customer’s exposure to cyber
threats.
To stay informed about product updates, subscribe to the Siemens Industrial Security RSS Feed
at: https://www.siemens.com/industrialsecurity.
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1 Task

1 Task

1.1 Overview

Introduction

Supermarkets and discounters must ensure the cooling of certain foods. If the cold
chain is broken, the foods can no longer be sold and must be disposed of.

For this reason, the cooling temperature is to be continuously recorded, archived
and monitored (including a signaling function).

Overview of the automation task
The figure below provides an overview of the automation task.
Figure 1-1
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Description of the automation task
The automation task is to include the following requirements:
e Remote access to the data log.
e Program changes via remote maintenance, if required.

e Automatic transmission of the logged data to a server in the company
network at specified times and archiving.

e If a maximum temperature is exceeded, a message will be sent to a
maintenance technician who will then identify the cause of the problem.

Process Data Acquisition and Monitoring
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2 Solution

2
2.1

Solution

Overall solution overview

For the SIMATIC S7-1200, the STEP 7 (TIA Portal) development environment
provides the “Data Log” instructions. These instructions allow you to store process
data in CSV format (comma-separated values) in the CPU’s flash memory or on an
inserted memory card.

You can access these CSV data logs (to analyze them, for example, in Microsoft
Excel) as shown in the following table:

Table 2-1
Access type Stored in the flash memory ...
Read using ... ... of the ... on the SIMATIC Memory Card (SMC)
CPU
... card reader No Yes (requires that the CPU be stopped)
... integrated PLC Web server | Yes Yes
... SIMATIC Automation Tool No Yes (also possible on an automated basis
version 3.0 or higher (\14\) using the
ApplicationProgramminglnterface)

In the application example, the data logs are stored on a memory card plugged into
the CPU. Manual access from the remote station is shown using the integrated
PLC Web server. Automatic upload of the DatalLog files from the company server
takes place using the SIMATIC Automation Tool version 3.0 or higher.

The SIMATIC S7-1200 has routing capability, which enables remote access via the
Internet. For secure communication, the connection via a VPN tunnel
(VirtualPrivateNetwork) with the appropriate hardware is a suitable solution.

With the “TMAIL_C” instruction, emails can be sent using an existing account with
an SMTP (SimpleMailTransferProtocol) server email service provider (\13\). This
function is used to implement the alarm message.

Using a communication extension, an inserted SIM card in a CP 1242-7 GPRS
allows you to send the alarm message also as an SMS text message (\15\).

The application example is implemented with the STEP 7 software and the
S7-1200 CPU firmware V4.2.

Process Data Acquisition and Monitoring
Entry ID: 64396156, V3.0, 07/2019 5
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Diagrammatic representation
The diagrammatic representation below shows the most important components of

the solution:
Figure 2-1
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The cooling temperature can be measured using thermocouples or resistance
thermometers. For connection, the SIMATIC S7-1200 provides special analog
signal expansion modules (TC and RTD).

The “Data Log” instruction is used to write the temperature to a CSV file in the load
memory on the SMC at defined intervals.

Using a Web browser (e.g., Internet Explorer), you can access the CPU’s Web
server and download the CSV file to your service PC.

The remote connection between the service PC and the CPU is established via the
Internet.

A VPN tunnel is established for secure data transfer. On the CPU side, this
requires a VPN-capable modem router. On the PC side, the connection to the
Internet requires suitable VPN software. On both sides, the IP addresses are
assigned by the relevant Internet service provider (ISP). To access the CPU on the
plant side, you need a static IP address.

The cooling temperature is continuously monitored. If a set maximum temperature
is exceeded, the “TMAIL_C” function sends an unencrypted email job to a gateway
server on the PC station in the company network. Then this server encrypts the job
and sends it to the outgoing server of an email service provider (requires an
account). The email recipient receives the alarm message from his provider; it
informs him of a critical temperature rise, enabling him to respond accordingly.

If the email service provider offers the “Mail2SMS” « service, the alarm message
can even be sent to a cell phone as an SMS text message.

The temperature curves are logged on the PC station in the company network. The
SIMATIC Automation Tool V3.0 or higher is used for logging. The Windows Task
Scheduler is used to call an executable file at regular intervals. This file accesses
the SIMATIC Automation Tool's API and stores the uploaded Datalog files on the
hard drive.

Process Data Acquisition and Monitoring
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2 Solution

Advantages

Scope

This application example offers the following advantages:

e Introduction to data logging with all its functions

e Alarm generation via email (and SMS)

¢ Introduction to using the API of the SIMATIC Automation Tool V3.0
e Basics of remote maintenance via a VPN tunnel

The following system function blocks are called and described according to their
function:
e For data logging:
- DataLogCreate V1.0
- DataLogOpen V1.1
- DataLogWrite V1.0
- DatalLogClose V1.0
- DatalLogNewFile V1.1
e For sending email: “TMAIL_C” V4.0 [FB1032]

For a detailed description of these instructions, go to the TIA Portal Online Help,
select the block and press F1 or refer to the “S7-1200 Programmable Controller”
(\3\) and “STEP 7 Basic” system manuals (\6\).

This application example describes only the basics of creating a VPN tunnel. For a
detailed description of “IP-based Remote Networks”, refer to \10\.

The secure sending of email is implemented using a gateway server. The
configuration of appropriate software solutions is not part of this application
example. However, you can also implement the direct secure sending to the email
service provider using the communication extension with an S7-1200 Security CP

(\17\).

This ‘Send SMS text message’ function can also be implemented using a CP 1242-
7 (\5Y).

The SIMATIC Automation Tool’'s API provides the basis for the automatic upload of

the Datal og files. For a detailed description of the SIMATIC Automation Tool V3.0,
refer to the user manual (\19\).

Required knowledge

Basic knowledge of “network communication” is required.

Process Data Acquisition and Monitoring
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2 Solution

2.2 Description of the core functionality
The application example’s core function is to log process values using data
logging.
Figure 2-2
Data logs
Download
Web server INTERRET
Webbrowser
Data log
instructions
Process values
In the user program, the Data Log instructions are used to store process values in
log files. These log files can be stored on the memory card (MC) or in the internal
load memory of the CPU. The log files are stored in CSV format. When using a
memory card, the csv file can be accessed using a card reader, or when accessed
via a Web server, they can be downloaded with the aid of a Web browser.
In this application example, the “Data Log” functionality consists of the following 5
instructions:
“DatalLogCreate”
Figure 2-3
DatalogCreate
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The “DataLogCreate” instruction is used to create a data log file in the “\DataLogs”
directory in the load memory that specifies the name (“NAME” parameter) and the
maximum number of data records (“‘RECORDS” parameters ).

The “TIMESTAMP” parameter allows you to decide whether the date and time
stamp will be included in each data record.

Process Data Acquisition and Monitoring
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The data to be logged is specified by the “DATA” parameters .

The “HEADER” parameter is used to specify the header (column headers) of the
data to be logged in the data log.

Creating the data log file with an assigned name generates a number (“ID”
parameter) that identifies this file.

“DataLogOpen”
Figure 2-4
DatalogCpen
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RCDE ERROR
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The “DataLogOpen” instruction opens an existing data log file. For new data
records to be written, a data log file must be open. The “MODE” parameter allows
you to decide whether the existing data record entries will be overwritten.
Opening the data log file via the “NAME” parameter returns the “ID” that allows
“DataLogWrite” and “DataLogClose” to access this file.

“DataLogWrite”
Figure 2-5
Datalogwrite
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REC STATLS
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The “DataLogWrite” instruction writes a data record to the specified data log. For a
“DataLogWrite” instruction to be executed, the existing target data log must be
open.

Use the “ID” parameter to select the data log.

“DatalLogClose”

Figure 2-6
DataLogClose
DORE -
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ERM ERROR
REC STATLS
I EMC -

The “DataLogClose” instruction closes an open data log.
Use the “ID” parameter to select the data log.

Process Data Acquisition and Monitoring
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“DataLogNewFile”

DataloghewFile

Em DoME
REQ BUSY
RECORDS ERROR
felAnl E STATUS
1] EMC

The “DataLogNewfFile” instruction is used to create a new data log with the same
properties as an existing data log file and a new name. Use the “RECORDS”
parameter to specify the maximum number of data records.

The “ID” parameter specifies the model file. When the new data log file has been
created with a new name (“NAME” parameter), a new “ID” for this file will be
generated and output.

Note For more information about program instructions that control data logs, go to the
TIA Portal Online Help, select the block and press F1 or refer to the “S7-1200
Programmable Controller’ (\3\) and “STEP 7 Basic” system manuals (\6)).

2.3 Hardware and software components used

The application example was created with the following components:

Hardware components
Table 2-2

Component No. Order no. Note

S7-1200 PM1207 POWER | 1 6EP1332-1SH71

SUPPLY

CPU 1211C, DC/DC/DC, 1 6ES7211-1AE40-0XB0O | Firmware V4.2 (\4))

6DI/ADO/2Al

SIMATIC S7 MEMORY 1 6ES7954-8LF02-0AA0 | Plug-in load memory; for storing

CARD, 24 MB Datalog files;
designed as a program card (\3))

Temperature sensor 1 Electrical retail outlets Designed as an analog signal encoder,
thermocouple or resistance
thermometer

SIGNAL BOARD SB 1231, | 1 6ES7231-4HA30-0XB0O | Optional (when using a temperature

1 Al, (12-bit resolution) sensor with 0 to 20 mA current output)

SIGNAL BOARD SB 1231 | 1 6ES7231-5PA30-0XB0 | Optional (when using a resistance

RTD thermometer)

SIGNAL BOARD SB 1231 | 1 6ES7231-5QA30-0XB0 | Optional (when using a thermocouple)

TC, 1 Al

Remote service PC With Ethernet port

Local PC station With Ethernet port (LAN)

Ethernet cable 4 6XV1870-3QH20

TP CORD RJ45/RJ45 2M

Circuit breaker 1 55Y6116-6 1 pole B, 16A

Standard sectional rail 1 6ES5 710-8MA11 35mm

DSL modem 1-2 | - Depending on provider / router

TS Adapter IE Advanced 1 6ES7972-0EA00-0XAQ0 | Optional (for other VPN server variants,
see \10Y)

Process Data Acquisition and Monitoring
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2 Solution

Standard software components
Table 2-3

Component

No.

Order no.

Note

SIMATIC STEP 7 Basic 1

6ES7822-0AA05-0YAS

- Includes WinCC Basic

Tool V3.0 or higher

V15.1 (\7V);
SIMATIC Automation 1 6ES7853-1AE03-0YAS5 (\16Y);

APl use requires license

.NET Framework 4.6.1 1

Required for running the
“UploadDatalLog.exe”
file

Microsoft Excel 2013 1

Part of
Microsoft Office 2013

Task Scheduler

Part of the Windows 7
operating system

Sample files and projects

The following list contains all files and projects that are used in this example.

Table 2-4

Component

Note

64396156 _S7-1200_DataLogging_ PROJ_v3d0.zip

This zip file contains the
STEP 7 project.

64396156_S7-1200_Datal ogging_UploadDatal og.zip

This zip file contains the
executable program for
uploading Datalog files,
“UploadDatalLog.exe”, in
conjunction with the SIMATIC
Automation Tool V3.0 or
higher (\16\) and the source
code in C#.

64396156_S7-1200_DataLogging_DOC_v3d0_en.pdf

This document.

Passwords

The “HMI access” access level has been selected for the CPU (Chapter 4.3.2).
The following passwords have been assigned:

Table 2-5
Access level Password
Full access (no protection) full
Read access read

Process Data Acquisition and Monitoring
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3 Functional Mechanisms of this Application
Example

Complete overview

Figure 3-1 shows the chronological sequence of the block calls in the control part
of the application example project.

Figure 3-1

- T_simulation [FB148]

Datalog [FB143]

DatalLogCreate

DatalogOpen

l
L

DatalogWrite

TmailC [FB149]

TMAIL_C [FB1032]

Datalog_NewfFile [FB145]
DataLogCreate

Datal.ogOpen

DataLogWrite

DatalLogClose

DataLogNewFile

The following function blocks are called from the main organization block (OB1):
e The “T_simulation” FB simulates the freezing temperature as a sine curve.

o The “DataLog” FB logs the freezing temperature. To this end, the following
instructions are called in this function:

“DatalLogCreate” creates the Datalog file.
“DataLogOpen” opens the Datal og file.
- “DataLogWrite” writes the Datalog file.

When the maximum number of data record entries is reached, the logging
restarts at the beginning and overwrites the first data record.

e The “TmailC” calls the “TMAIL_C” instruction [FB349] for sending an alarm
email when a specific maximum temperature is exceeded. In addition, the
“DataLog_NewFile” FB logs all send jobs with their results. Aside from the
above Datalog system functions, “DataLog_NewfFile” calls the following
instructions:

- “DataLogClose” closes the DatalLog file.
“DataLogNewfFile” creates a new Datal og file based on an existing one.

This ensures that the current DatalLog file is closed when the maximum
number of data record entries is reached and an identical one with a different
name is created and written.

The tags for the interface configuration of the functions are in the “Tags” data
block.

Process Data Acquisition and Monitoring
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3 Functional Mechanisms of this Application Example

3.1 “T_simulation” FB

With the aid of the “T_simulation” FB, the temperature curve is simulated as a sine

curve.

Figure 3-2

Metwork 1:  Temperature simulatian

HOBT148
"T_zimulation_DE"
HFE148
"T_simulation"
.= EM
%hAD.O
"Clock_10Hz" == Trigger
"Tags" T.0ffset — Offset "Tags".Datalog.DATA.
"Tags".T.Amplitude — Amplitude Temperature — Temperature
"Tags"T.Period Feriod EMO —
Table 3-1
Name Data Description
type
Input Trigger Bool Trigger signal (positive edge)
- increases the sine argument by 2*/period
Offset Real Sine offset
Amplitude Real Sine amplitude
Period Real Number of period subdivisions (“0” is not allowed)
Output | Temperature Real Simulated temperature

The output value is calculated using the following formula:

Temperature = Offset + Amplitude- sin (—tj
Period

Process Data Acquisition and Monitoring
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3 Functional Mechanisms of this Application Example

By default, the temperature simulation performs a sinusoidal oscillation by the

offset of -22°C with an amplitude of +/- 6°C and a period length of 1 minute with a

10 Hz resolution (see Figure 3-3).

Figure 3-3
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3 Functional Mechanisms of this Application Example

3.2 “DatalLog” FB
The “DatalLog” function creates, opens and writes a Datal og file as specified. If the
maximum number of entries is exceeded, the oldest entries are overwritten (ring
buffer).
Figure 3-4
Metwork 2:  Datalogging
LOBET43
"Diatalog_DB"
%LFBT143
"Datalog”
"Tags".Datalog.
Enable — EN
1000 RECORDS
true — Titnestarmp
‘Datalog’ — MAKME
false == Mode State "Tags".Datalog.State
WhADT "Tags".Datalog.
"Clock_0.5Hz" — Write Error3tatus ErrorStatus
Ternperature' HEADER "Tags".Datalag.
"Tags".Datalog.Reset — Reset Mumberkecards — Mumberfecords
"Tags".Datalog. DATA — DATA EMC =
Table 3-2
Name Data type Description
Input RECORDS UDint Number of data records in data log
Timestamp Bool Time stamping:
e 0: No time stamping
e 1: Date and time
NAME String Name of data log
Mode Bool Mode for opening data log:
e MODE="*0"
Retain data records of data log
e MODE="1"
Delete data records of data log
Write Bool Execute “DataLogWrite” instruction at rising edge
HEADER String Header of CSV file
Reset Bool Reset input
Output | State uUsSint Status of function (identical with step)
ErrorStatus Word Status parameter if an error occurs (the relevant
DatalLog SFB can be identified in conjunction with
“State”)
NumberRecords UDInt Current number of written data records
InOut | DATA Variant Pointer to structure or array of data to be written

Process Data Acquisition and Monitoring
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3 Functional Mechanisms of this Application Example

Figure 3-5

The block is designed as a sequencer.

When the block is enabled (“EN”), the sequencer starts in step 0.

A Datalog file is created in the CPU’s load memory in csv format with the “NAME”,
“‘RECORDS”, “Timestamp”, “HEADER” and “DATA” settings.

After positive feedback, “DONE”, or the message that the file already exists, step 1
opens the file with “MODE” mode. If a message appears that the file does not exist,
the sequencer returns to step 0. When there is positive feedback, “DONE”, step 20
writes the file when the “Write” input is enabled. If the “Data log does not exist” or
“Data log not open” error messages appear, the sequencer jumps to the relevant
step to clear this error. When there is positive feedback, “DONE”, from writing, the
number of written data records (“NumberRecords”) is incremented and the
sequencer waits for the next write request (“Write”).

If other errors occur, the sequencer remains in the current step. The error
description of the relevant SFB can be determined from “State” and “ErrorStatus”.

The sequencer and the counter of the written data records are reset via the “Reset”
input.

Data log already exists

0
DatalogCreate

Data log does not exist

Data log does not exist

Data log not open

DatalLogWrite

INC NumberRecords
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3 Functional Mechanisms of this Application Example

3.3 “DatalLog_NewFile” FB

The “DataLog_NewfFile” FB creates, opens and writes a Datalog file as specified.
If the maximum number of entries is exceeded, a new DatalLog file with a name
extension is created based on the example of the previous one (clone) and written.
The oldest files are not overwritten until the maximum number of clone files is

exceeded (ring buffer).

This function uses all the available system functions for data logging. For
illustration purposes, the application example uses the function for logging email

send jobs.

Figure 3-6

MNetwork 4: Command 2 & 3: Data logging
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3 Functional Mechanisms of this Application Example

Table 3-3
Name Data type Description
Input RECORDS UDint Number of data records in data log
Timestamp Bool Time stamping:
e 0: No time stamping
e 1:Date and time
NAME String Name of data log
Mode Bool Mode for opening data log:
e MODE="“0"
Retain data records of data log
e MODE="“1"
Delete data records of data log
Write Bool Execute “DataLogWrite” instruction at rising edge
HEADER String Header of CSV file
NewFile_max uUsSint Maximum number of clone files
Reset Bool Reset input
Output | State uSint Status of function (identical with step)
ErrorStatus Word Status parameter if an error occurs (the relevant Datal.og
SFB can be identified in conjunction with “State”)
NumberRecords UDInt Current number of written data records
CurrentName String Name of the file to be currently written
InOut DATA Variant Pointer to structure or array of data to be written

The block is designed as a sequencer.

When the block is enabled (“EN”), the sequencer starts in step 0.
A Datal og file is created in the CPU’s load memory in csv format with the “NAME”,
‘RECORDS”, “Timestamp”, “HEADER” and “DATA” settings.
After positive feedback, “DONE”, or the message that the file already exists, step 5
transfers the name of the created file to the specified name of the “DataLogOpen”

SFB. Step 8 deletes the default ID to ensure that the file to be opened is identified

by its name and not by the ID.

Step 10 opens the “Open_NAME" file with “MIODE” mode. If a message appears

that the file does not exist, the sequencer jumps to ‘create original file’ (step 0) or

‘create clone file’ (step 40), depending on the name of the file to be opened. When
there is positive feedback, “DONE”, the ID of the open file is transferred to the
“DataLogNewFile” SFBe .

When the “Write” input is enabled, step 20 writes the file. If the “Data log not open”

error message appears, the sequencer jumps to step 10 to clear this error. When

there is positive feedback, “DONE”, from writing, the number of written data

records (“NumberRecords”) is incremented. As long as “NumberRecords” is less

than the specified number of data records in the DatalLog file (“RECORDS”), the
sequencer waits for the next write request (“Write”).

Otherwise, step 30 closes the currently written file (“CurrentName”). After
successful execution of the “DataLogClose” function, step 35 creates the numeric
extension, “ NewNumber”, for the new file name.

Process Data Acquisition and Monitoring
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Figure 3-7

Data log already exists

DatalogCreate

A4

5
Open_NAME = NAME

v

8
Open_ID=0

NAME

\Eata log does not exist
Open_NAME = ? <«

NewFile_NAME

4%

10
DatalL.ogOpen

DatalLogWrite

INC NumberRecords

NumberRecords
>=

RECORDS

30
DatalLogClose

35
Create NewFile_NAME

NewNumber
>
NewFile_max

Data log already exists

40
DatalLogNewFile

DONE ¢

Data log not open

NumberRecords = 0
NewNumber =1

' 50
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If “NewNumber” exceeds the maximum number of clone files, the number of written
data records is reset to “0” and the numeric name extension is reset to the start
value “1” and the sequencer returns to its start.

If “NewFile_max” has not yet been reached, step 40 creates the new clone file
using the “DataLogNewFile” system function. After positive feedback, “DONE”, or
the message that the file already exists, step 50 resets the number of written data
records (“NumberRecords”), increments “NewNumber” for the name extension of
the next clone file and transfers the name of the newly created file to the specified
name of the “DataLogOpen” SFB. Then the sequencer jumps to step 8.

If other errors occur, the sequencer remains in the current step. The error
description of the relevant instruction can be determined from “State” and
“ErrorStatus”.

The sequencer and the counter of the written data records are reset via the “Reset”
input.

Process Data Acquisition and Monitoring
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3 Functional Mechanisms of this Application Example

3.4 “TmailC” FB

The “TmailC” FB calls FB 1032 “TMAIL_C” for alarm generation via email and logs
its calls, including the time stamp and retumn value, using the “DatalLog_NewfFile”

FB.
Figure 3-8
Network 3: TMaIL_C
%DB149
“TmailC_DB"
%FB149
“TmailC"
"Tags" TrnailC. "Tags" TmailC.
Enable — Ep State — Sfate
*Tags" Datalog. "Tags" TmailC.
DATA. ErrorStatus — EMMerstatus
Temperature — Temperature “Tags" TmailC.
Temperature_ ErrorCounter ErrarCounter
-20.0 — max "Tags" TmailC.
“Tags” TrnailC. DoneCounter DoneCounter
Reset — Recet ENO —
Table 3-4
Name Data type Description
Input Temperature Real Actual temperature value
Temperature_max Real Temperature limit value
e If this value is exceeded, the “TMAIL_C” block is
executed.
e Default=-20 °C
Reset Bool Reset input
¢ Resets the sequencer and all output tags.
Output | State USint Status of function (identical with step)
ErrorStatus Word Status parameter in case of error feedback from TMAIL_C
SFB
ErrorCounter UDint Current number of TMAIL_C calls with errors
DoneCounter UDInt Current number of TMAIL_C calls without errors

Process Data Acquisition and Monitoring
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0
Temperature
>=
Temperature_max

1
Set TMAIL_C.REQ

INC DoneCounter INC ErrorCounter

2 ; 3
ERROR_STATUS =0 ZetElLey NeHIE ERROR_STATUS = TMAIL_C.STATUS

DELAY
TON
Temperature
1
< 1 ™
Temperature_max 100ms

4
Reset TMAIL_C.REQ

The block is designed as a sequencer.

When the block is enabled (“EN”), the sequencer starts in step 0.

The actual temperature value “Temperature” is compared to the limit value
“Temperature_max”.

If this limit value is violated, step 1 sets the “REQ” request of the “TMAIL_C” block.
Depending on the feedback (“DONE” or “ERROR?”), the relevant counter
(“DoneCounter” or “ErrorCounter”) is incremented and, if errors occur, step 3
applies the status information as “ERROR_STATUS".

Following this feedback, the “DatalLog_NewFile” block is called to log the
“TMAIL_C” function. This process includes logging the “‘ERROR_STATUS”
parameter with a time stamp.

After successful alarm generation, step 2 does not enable the next step until the
value falls below the limit temperature so that the next alarm is not triggered until a
new limit value violation occurs.

After a delay time of 100 ms, step 4 resets the request of the “TMAIL_C” block and
the sequencer returns to step 0.
This delay time is required to write the log data to the CPU’s load memory.

The step sequencer, the counters and the error status are reset via the “Reset”s
input.

Process Data Acquisition and Monitoring
Entry ID: 64396156, V3.0, 07/2019 22



© Siemens AG 2019 All rights reserved

3 Functional Mechanisms of this Application Example

3.4.1

“TMAIL_C” FB

The “TMAIL_C” FB uses SMTP (Simple Mail Transfer Protocol) to send an email
via TCP/IP over the Industrial Ethernet connection of the CPU.

“TMAIL_C” is executed asynchronously and the job extends over several calls of
“TMAIL_C”. When you call “TMAIL_C”, you have to assign instance.

The “TMAIL_C” FB is called in the “TmailC” FB.

Figure 3-10:
Network 1: TMAIL_C

#FTMAIL C_
Instance
TMAIL_C
EResel—0 EN
FTMAIL_C.REQ — REQ
<wenna@rmydom
gin.com: TO_S
SIMATIC 57-
1200
Temperature
WARMIMNG SUBJECT
The
ternperature is -
too high! DONE — #TMAIL_C.DONE
Flease check BUSY — #TMAIL_C.BUSY
e sEEm e ERROR — #TMAIL_C.ERROR
#tmailcMailAddrP MAIL_ADDR_ STATUS FTMAIL_CSTATUS
Br3M — PARAM - ENO —

The connection data, addressing and authentication for the mail server are
transferred at the “MAIL_ADDR_PARAM” parameter.

In this application example, the email is sent via the integrated interface of the S7-
1200. As a result, the email can only be sent via SMTP (non-secure). Therefore, a
gateway server is required.

A gateway server is an internal email server that complies with the required
security extensions to forward emails to an external email server via the Internet.

The “MAIL_ADDR_PARAM” parameter uses the “Tmail_v4” system data type.*

When activated, “TMAIL_C” logs on to the gateway server with the access details
(user name and password) and sends the email job with the specified recipient
address and the specified text.

For V4.0 or higher, the “TMAIL_C” instruction offers direct sending of email using
secure communication via the following modules:

e CP 1242-7 GPRS V2, firmware version V2.1
e CP1243-7LTE V2.1
e CP1243-8V2.1

For this purpose, the “MAIL_ADDR_PARAM” parameter provides the following
system data types:

o TMAIL_V4 SEC
e TMAIL_V6_SEC
e TMAIL_QDN_SEC

Process Data Acquisition and Monitoring
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They contain the data required for sending, including the TCP port of the email
server (see the application example \17\).

Program details about the TMAIL_C block

This application example uses the “TMAIL_C” FB version 4.0.

For program details about the “TMAIL _C” block, go to the TIA Portal Online Help,
select the block and press F1 or refer to the “S7-1200 Programmable Controller”
(\3\)), “STEP 7 Basic” (\6\) system manuals and FAQ \13\.

3.5 SIMATIC Automation Tool V3.0
The SIMATIC Automation Tool allows you to perform commissioning and service
activities on SIMATIC S7-1200, S7-1500, ET200, HMI, SITOP devices as well as
SIMATIC RFID and MOBY Ident modules independently of TIA Portal. The
licensed tool provides an API (e.g., for automated use of supported operations with
C/C#). These operations include downloading the CPU data log data (stored on an
inserted SIMATIC Memory Card).
The “64396156_ S7-1200 Datalogging_UploadDatal.og.zip” download (Table 2-4)
contains the “UploadDatal.og.exe” console application. It was created in C# using
Visual Studio 2015 and .NET Framework V4.6.1.
For the “UploadDatal.og.exe” to be executable, you need a license for the
SIMATIC Automation Tool V3.0 (Table 2-3). This license and .NET Framework
V4.6.1 must be installed.
Specifying the following arguments, the “UploadDatal og.exe” file allows uploading
Datalog files:
Table 3-5
No. Argument Description Format
1. Network card The application outputs a list of available “0”to “n”
number network cards. Select the list number.
IP address IP address of CPU “XXX. XXX, XXX XXX
DatalLogFile DatalLogFile name “DatalLog.csv’ or “ALL” for
name (case sensitive) all Datalog files
4. Destination Destination folder where you want to save the For example:
folder Datalog files (must exist! + case sensitive) “‘c:\MyDatalLogs”
5. Password CPU password (if there is one): For example: “read” or no
Password level: “Full access” or “Read” password level if no
(case sensitive) password has been
assigned
Note The console application is run in the Windows “cmd.exe” (Command Prompt)

window. Table 3-5 specifies the argument order. Arguments are separated by
spaces.

For the “UploadDatalLog.exe” file to be executed correctly, proceed as follows:

Process Data Acquisition and Monitoring
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3 Functional Mechanisms of this Application Example

Table 3-6

No. Action

Comment

1. Unzip the “64396156_S7-
1200_Datal ogging_UploadDatal og.zip” file
to your computer.

See Table 2-4

2. Copy the included “UploadDatalLog.exe”
console application to the installation folder
of the SIMATIC Automation Tool V3.0
(default: “c:\Program
Files\Siemens\Automation\SimaticAutomati
onTool\bin\").

This may require administrator rights.

The folder contains the following files:
e AutomationToolAPLdII

e DeviceManagerClient.dll

e hmitr.dm.client.proxy.dl|

e hmitr.ipc.dll

3. Double-click to run the

“UploadDatalog.exe” file.

e The console application lists the
available network cards and outputs
the “WRONG NUMBER OF
ARGUMENTS !I!” error message as the
application requires that 4 or 5
arguments be transferred.

e  Memorize the number of the network
card to be scanned.

B | C\Program Files\Siemens\Automation\SimaticAutomationTool\bin\UploadDatal og.exe

2 network cards are found:
card[@] Intel{R> PRO/1APA MI-Netzwerkverhindung.TCPIP.1
cardli] Intel{R> PRO/18P@ MI-Netzwerkverhindung.TCPIP.Auto.1

4, Select “Start > All Programs > Accessories”
to open the Command Prompt window and
navigate to the folder of the
“UploadDatalLog.exe” console application:

“cd c:\Program
Files\Siemens\Automation\SimaticAutomati
onTool\bin\”

&8 Administrator: C:\Windows\System32\cmd. exe =R R |
Microsoft Hindows [Version 6.1.76011 2
Copyright (c> 2P@% Microsoft Corporation. A1l rights reserued.

dows\Systen32>cd c:\Pregran at icAutomationTeol]

5. Use the necessary arguments to open the
console application (see Table 3-5):
“UploadDatalLog.exe 0 17.6.23.2
DatalLog.csv ¢c:\MyDatal ogs read”

B Administrator: C\Windows\System32\cmd. exe

Microsoft Windows [Version 6.1.76011
Copyright <c> 2009 Microsoft Corporation. A1l rights reserved.

C;,\Hindnua\Sy-stem3Z>cd c:\Pregran Files\S$iemens\Automation\SimaticAutomationTool|
in\

c :\Program Files\Siemens\Autonation\SinaticAutomationToel\bin>UploadDatalog.exe
@ 17.6.23.2 DataLog.csv c:\MyDataLogs read.

6. The “UploadDatalLog.exe” console
application is executed as follows:

e List number of network cards found

e  Output number of arguments:
arguments =5

e Scan selected network card:
scan network card 0

e Search for selected IP address:
search IP address 17.6.23.2

e Refresh status information:
refresh status

e Checkif device is CPU:
check if device is CPU

e Check if remote access to Datal.og
files is allowed:
check if remote access on data logs is
allowed

e Check if DataLog files exist:
check if data logs exist

e Check selected DatalLog file name:
check data log name ‘Datal.og.csv’

e Upload selected Datalog file to
specified destination folder:
upload data log to destination
c:\MyDatal ogs

B Administrator: C:\Windows\System32\cmd.exe

Microsoft Hindows [Uersion 6.1.76011
Copyright (c) 2089 Microsoft Corporation. A1l rights reserved.

C:\Windows\System32>ed c:\Progran Files\Siemens“Automation\SimaticAutomatienToolf
\bin\

mati:ﬂutunat ionToolshin>UploadDatalog.exe
rea

rkverhindung.TCPIP.1
i g.TCPIP.Auto.1
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No. Action Comment
7. Open the destination folder and make sure &5\ )= 1 » Computer » Boot (C) » MyDotalogs
that the SeIeCted DataLog flle eXIStS QOrganize » Include in library = Share with + Burn New folder
B Name Date modified Type Size
Ml Desktop L | Datalog.csv  05.09.2017 18:15 CSV File 3KB
Note If an error message is displayed, make sure that the CPU can be reached — for
example, using the ping command in the Command Prompt window — and check
the network card settings (Chapter 4.2.2).
3.6 Remote access to the controller

Secure remote access to the controller takes place via a VPN tunnel.

A virtual private network (VPN) is a data network that is used to transport private
data through a public network (e.g., the Internet). It allows secure transmission
over an unsecure network.

On the controller side, using a VPN tunnel requires a VPN-capable router.

On the PC side, you only need suitable VPN client software that is used to
establish the connection to the controller and any type of Internet access.

The application example uses a WLAN router with DSL Internet access and the
PC’s WLAN network card.

In most cases, Internet users are assigned dynamic IP addresses.
However, finding the VPN server (on the CPU side) requires a static IP address.

The VPN connection described here is a client/server connection.

For an introduction to “IP-based Remote Networks” and the products and solutions
offered by Siemens, refer to the Appendix (\10\). An overview explains the possible
configurations of an IP-based remote network, including prerequisites and links to
the detailed configuration guide.

For example, the following application example is a suitable solution for secure
access to the S7-1200 via the Internet and the shown use cases:
“VPN Tunnel between the TS Adapter IE Advanced and Windows 7”

Remote access to the controller via the Internet is not mandatory for the manual
download of the logged Datal.og log files. For demonstration purposes, local
access is sufficient.

However, sending email via external email service providers requires access to the
Internet.

For sending email, you have to enable SMTPS for outgoing connections on the
VPN server (router or TS Adapter IE Advanced).

Process Data Acquisition and Monitoring
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4 Startup of the Application Example

4
4.1

Note

Startup of the Application Example

Customizing the hardware

This application example was implemented with a CPU 1211C. If you are using a
different CPU, change the CPU in the project’s Device view.

The application example simulates the temperature curve using the “T_simulation”
block (see Chapter 3.1). If you are using a real temperature sensor, you may have

to add hardware.

Each S7-1200 CPU features 2 integrated analog inputs for receiving voltage

signals from 0 to 10V. The SIMATIC S7-1200 additionally provides analog input

modules for direct connection of thermocouples and resistance thermometers.

For more information about the choice of your I/O and its wiring, see the
“Technical specifications” in the S7-1200 manual (\3)).

Installing the hardware
The following figure shows the hardware configuration of the application.

Figure 4-1
°C
Remote Static public —_—
address |P address
IP address |P address in
Subnet mask subnet of J
DSL router2
Router address __|IP address of
DNS server DSL router2
IP address 17.6.23.2
Subnet mask  |255.255.0.0
Router address |17.6.0.1
LAN
|IP address |l7.6.0.1 | !
[subnet mask [255.255.0.0 | Win 7 Local
n i
DSL router2 PC station
1 with
email
I NTE RN ET IP address 17.6.1.50 gateway
Subnet mask  |255.255.0.0 server
ﬂ Router address |17.6.0.1
IP address
- = Subnet mask
I DHCP
| Router address
- W| F|
e DSL routerl
h 1 ISDN Wln 7 Remote
- ! service PC
Ei
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4 Startup of the Application Example

Note Always follow the guidelines for installing S7-1200 devices (S7-1200 manual \3\,
“Installation” chapter).

4.2 PG/PC system settings

The application example was implemented with the Microsoft Windows 7
Enterprise operating system, Service Pack 1.
The following system settings must be made in the operating system:

Table 4-1
No. Action Comment
“ ” Ry e
>
1. Select “Start > Control Panel” to open the 54 Getting Strted ,
system settings.
Devices and Printers
Default Programs
Help and Support
» Al Programs Run...

Frotam i 5] ETEN

2. The below settings are described in the
following sections:
. Date and Time i ';O |@ v Control Panel » All Control Panel ltems »
e Network and Sharing Center
e Region and Language Adjust your computer's settings

e Set PG/PC Interface (32-bit)

j Date and Time

5= MNetwork and Sharing Center
& Region and Language

Set PG/PC Interface (32-bit)
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421 Date and Time

The date and time must be set to ensure that the correct system time (UTC) is
transferred during the later CPU module time synchronization by the remote

service PC.
Table 4-2
No. Action Comment
1. _Open the “Date and Time” control panel " Date and Time =5
item.

e If necessary, select the “Change time
zone...” button.

Date and Time ‘ Additional Clocks I Internet Time

7 A '\\ Date:

& ’\\'. Freitag, 11. August 2017
[l = // =
\ / Time:

W ~J
4 14:41:49
\.’ 4
o i
— 1 Change date and time...

Time zone

(UTC+01:00) &msterdam, Berlin, Bern, Rome, Stockholm, Vienna

I Change time zone... I

Daylight Saving Time ends on Sonntag, 29, Oktober 2017 at 03:00. The
clock is set to go back 1 hour at that time.

Motify me when the clock changes

Get more time zone information online

How do I set the clock and time zone?

2. The “Time Zone Settings” open.
e Select your time zone.

e If necessary, check the “Automatically
adjust clock for Daylight Saving Time”
check box.

e Select “OK” to apply the settings.

i Time Zone Settings @

Set the time zone:

Time zone:

[(UTC+01:00] Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna -

|¥| Automatically adjust clock for Daylight Saving Timel

Current date and time: Freitag, 11. August 2017, 14:43

OK Cancel

4.2.2 Network connections

The remote service PC’s network connection gets its IP address from the Internet
service provider's Dynamic Host Configuration Protocol (DHCP) server.

The network card of the PC station in the company network is assigned a static IP
address to be reachable as a gateway server.
The following table describes the configuration of this LAN connection.

Table 4-3

No. Action

Comment

1. Open the “Network and Sharing Center”.

e Open the “Change adapter settings”
menu item.

:‘: <« All Control Panel Items » Metwork and Sharing Center

GU-

Control Panel Home

Change adapter settings

Change advanced sharing
settings
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items:”, select the “Internet Protocol Version

4 (TCP/IPv4)” item and open its properties.

™

LAN connection Properties @

Networking

Connect using:

l_-l'" Intel{R) PRO/1000 MT-Netzwerdoverbindung

This connection uses the following items:

s PROFIMET 10 protocol {DCP/LLDP) -
i SIMATIC Industrial Ethemet (150)

4. PROFINET 10 RT-Protocol V2.3

i Intemet Protocol Version & (TCP/1PvE)

B icmet Protocal Version 4 (TCP/1Pv4) |

& Link-Layer Topology Discovery Mapper /0 Driver
& Link-Layer Topology Discovery Responder

m

1|

< [ | »
Uninstall Properties
Description

Transmission Cortrol Protocol/Intemet Protocol. The defautt
wide area network protocol that provides communication
across diverse interconnected networks.

lie=

No. Action Comment
2. The window lists the network connections.
° i s —
S_eleCt ypur network connectloln. @f\—)v| & < Metwork and Internet » Metwork Connections »
¢ Right-click to open the properties.
Organize » Disable this network device Diagnose this con
MName X
| ,‘E LAM connection
# Disable
Status
Diagnose
'f‘;' Bridge Cennections
Create Shortcut
Delete
'{“;' Rename
'EE' Properties
3. In “This connection uses the following il ]
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No. Action Comment
4. b Select “Use the fOIIOWing IP address:". Internet Protocol Version 4 (TCP/IPvd) Properties @
e Assign the IP address, subnet mask [ General |
and default gateway as shown in the __ -
screenshot on the right (see Figure o et ety o et o
ﬂ) for the appropriate IP settings.
* Select “OK” to app'Y the SettingS. () Obtain an IP address automatically
(@) Use the following IP address:
IP address: 7.6 .1 .50
Subnet mask: 255 .255. 0 . 0
Default gateway: 7.6 .0 .1
Obtain DNS server address automatically
(@) Use the following DNS server addresses:
Preferred DNS server: 7.6 .0 .1
Alternate DNS server:
Validate settings upon exit
I [ OK I[ Cancel ]
4.2.3 Region and Language
According to US standards, columns are separated by commas.
This setting is required to ensure that the csv files are opened directly and correctly
by Microsoft Excel on the remote service PC.
Table 4-4
No. Action Comment
1. Open the “Region and Language” control e e e ==
panel Item' Formats |Loca1|an | Keyboards and Languages I Administrative
e Set the format to “English (United p—
States)". [English (United States) -
e Select “OK” to apply the setting.
Date and time formats
Short date: [Mfdfyyyy ']
Long date: [ dddid, MMMM dd, yyyy -
Short time: [h:mmtt ']
Long time: [h:mm:sstt ']
First day of week: [Sunday V]
What does the notation mean?
Examples
Short date: 8/11/2017
Long date: Friday, August 11, 2017
Short time: 3:44 PM
Long time: 3:44:20PM
Go cnline te learn about changing languages and regional formats
|[ oK I Cancsl Apply
Note For information about how to import CSV format data logs to non-USA/UK

versions of Microsoft Excel, refer to the S7-1200 system manual (\3\) or use the

Datal ogConverter (\18)).
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4 Startup of the Application Example

4.2.4 Setting the PG/PC interface
Table 4-5
No. Action Comment
1 On the remote service PC, open the PG/PC Set PG/PC Interface 5

interface settings to set the correct access

point for STEP 7 V11.

e In “Access Point of the Application”,
select “STONLINE (STEP 7).

e In “Interface Parameter Assignment

Used”, select your network card with
the “TCPIP.1" extension.

Access Path | LLDP / DCP | PNIO Adapter | Info |

Access Point of the Application:
STONLINE (STEP 7) > Intel{R) PRO./1000 MT-Netzwerverbindjid
(Standard for STEP 7)

Interface Parameter Assignment sed:

|InteI[H} PRO/1000 MT-Netzwercverbindun Properties...
L ~ Diagnostics...
etzwercverbinduna 150 .1

letzwercverbindung TCPIP.1 <Active>
letzwercverbindung. TCPIP.Auto. 1 -

4 L 2

(Parameter assignment of your MDIS-CP
withTCP/IP protocol (RFC-1006))

| 0K I Cancel Help

4.2.5 CSV files
To directly open csv files with Microsoft Excel, make the following settings on the
remote service PC.
Table 4-6
No. Action Comment
1 e Select the uploaded csv file and right- ~
C||Ck to open “Open”- @uvl » Computer » Boot(C) » MyDatalogs
QOrganize « L] Open = Bum Mew folder
¢ Eavorites Mame Date modified Type Size
Bl Desktop || Datalog.csy 05092017 1815  CSVFile 3KB
¥ Downloads Open |
2. As long as a program for opening the “.csv’ (i )
file format has not yet been selected, the o fooen e
“Windows can't open this file:” message is ()| Vindons camtopen this fie:
displayed_ = File: Datalog.csv
« » T this file, Windows needs to know what want to use to
* In W hat do yOU want to do” ’ Choose ngeonp;atl.j\“ﬁ:ﬂsdni's c;nn ;;z:l;ee :n Innk?tAuS aautgﬁ?aghr;’]?yy:o; ;DBS canLllf:nua\ly
“Select a program from a list of select from a list of programs that are installed on your computer.
installed programs” and select “OK” to A D e
Confl m yOUI’ SeleCtlon . ) Use the Web service to find the correct program
@ Select a program from a list of installed programs
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4 Startup of the Application Example

No. Action

Comment

3. e In the “Open with” window, select
“Microsoft Office Excel”.

necessary.

e Check the “Always use the selected
program to open this kind of file” check
box.

e Select “OK” to apply the settings.

¢ Navigate to the file’s storage location, if

Open with ==

Chouse the program you want to use to open this file:

2= Fle: Datalogcsy

I Totepad =] WordPad

Other Programs a

m Default Host Application

M Microsoft Visual Studio Version Selector /“ Paint

@ Windows Media Center 7 indow:
Microsoft Corporation WA vicrosoft

=7 windor
= icroso

£ Internet Explorer
&7 Microsoft Corporation

m

Type & description that you want to use for this kind of fie:

Always use the selected program to open this kind of file

If the program you wantis notin the st or on your computer, you can lack for the sporopriate orogram on the
web,

4.2.6 Task Scheduler

For automatic upload of Datalog files, a task is created in the Windows 7 Task
Scheduler on the local PC station. This task calls the “UploadDatal.og.exe” console
application every 5 minutes. This application is used to download the “DatalLog”
csv file via the API of the SIMATIC Automation Tool V3.0 and save it on the

computer (Chapter 3.5).

Table 4-7
No. Action Comment
1. Select “Start > All Programs > Accessories
> System Tools” to open the Windows
“Task Scheduler’.
2. This opens the “Task Scheduler” overview.
[E=8(EcE ===

e In the top right “Actions > Task
Scheduler Library”, click “Create Basic

e Assign an appropriate name.
e Click “Next >”.

Task...”.
Actions
Task Scheduler Library & *
I;:;—l Create Basic Task... I
'
3. This opens the “Create Basic Task Wizard”. Creste Bosic Tesk Wiard =

E Create a Basic Task

Create a Basic Task Use rd to quickly schedule a
Trigger

Action lNa UploadDataLog| '
Finish Description:

I Next > I Cancel
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4 Startup of the Application Example

No. Action

Comment

In “Trigger”, select “Daily”.
e Click “Next >”.

Create Basic Task Wizard

E Task Trigger

Create a Basic Task When doyeu want the task to start?

e  Enter the start time.
e Click “Next >”.

Action
Finish =T
Monthly
) Onetime
(©) When the computer starts
() WhenTlog on
When a specific event is logged
< Back Next = Cancel
5. Use the current date as the start date. CreateBasic Task Wizard =

E Daily

Create a Basic Task

Ism: 06002007 [~ [E00:00 :Ij Synchronize across time zones
Trigger

e e

Action
Finish

<Back Next> Cancel

In “Action”, select “Start a program”.
e  Click “Next >”.

Create Basic Task Wizard
@] Action

Create 2 Basic Task
What action do you want the task to perform?

==

7. In the “Start a program” settings window,

make the following settings:

e  Program/script:
UploadDatalog.exe

e Add arguments (optional):
017.6.23.2 DatalLog.csv
c:\MyDatal ogs read

e Startin (optional):
c:\Program
Files\Siemens\Automation\SimaticAuto
mationTool\bin\

Click “Next >”.

Trigger
Daily
[Acion |
Finish ©) Send an e-mail
) Display a message
Create Basic Tosk Wizard =

E Start a Program

Create a Basic Task

Tiigger Program/script:

Daily UploadDataLog exe
Action
Add arguments (optional);
Finish Start in (optional):

Browse..

.csv cAMyDatalogs read

ticAutomationTool\bin)|
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4 Startup of the Application Example

No. Action Comment
8. e Check the following check box: e ==
Open the Properties dialog box for this B summary
task when I click Finish.
Create a Basic Task
o C|ICk “Finish". Trigger Name: UploadDatalog
0=ty Description:
Action
Start a Program
Trigger: Daily; At 11:00 every day
Action: Start 2 prograr; “UploadDatalog.exe” 0 17.6.23.2 Datalog.csv c:\MyDataLog:

l [7] Open the Properties dialo for this task when 1 click Fwsh'

When you click Finish, the new task will be created and added to your Windows schedule.

9. e Inthe “General” form, “Security
options”, select the “Run whether user
is logged on or not” option.

e  Check the “Run with highest privileges”
check box.

e In“Configure for:”, select “Windows 7,
Windows Server 2008 R2”.

e (o to the “Trigger” form.

(L) UploadDatal og Properties (Local Computer) ===

GEnErEI Triggers | Actions | Conditions | Settings | History (disabled)

Name: UploadDatalog

Location:  \

Author: I

Description:

Security options
When running the task, use the folloing user account:
|

©) Run only when user is logged on

Change User or Group...

§ @ Run whether user i logged on or not ||

"] Do not store password. The task will only have access to local computer resources.

l Run with highest privileges l
idden Configure for: | Windows® 7, Windouws Server™ 2008 R2 -
[0 Hidd, g

10. | e Select the created trigger entry and
click “Edit...".

(L) UploadDatal og Properties (Local Computer) ==

Triggers | Actions | Congitions | Settings | History (disabled)

When you create a task, you can specify the conditions that will trigger the task:

[ Trigaer Details Status

New. I Edit... I[ Delete

11. e In“Advanced settings”, check the
“Repeat task every:” check box.

e Select an interval of “5 minutes”.
e In “for a duration of:”, select “1 day’.

e  Check the “Stop all running tasks at
end of repetition duration” check box.

e Check the “Stop task if it runs longer
than:” check box.

e Select “4 minutes”.
e Select “OK” to apply the settings.

Edit Trigger [=E3a)

Begin thetask: |[On a schedule v]

Settings

Start: 06.092017 [J= 11:00:00 2| [C] Synchrenize across time zones

) Onetime
@ Daily

- . 1

© Weekly Recur every: days

© Monthly

Advanced settings
[7] Delay task for up to (random delay): |1 hour
—

Repeattaskevery: CIumiE®

Stop all running tasks at end of repetition duration

for a duration of: 1 day -

Stop task if it runs longer tham: 4 minutes -
[ Expire: (07,09.2018 14:29:01
Enabled

fonce
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4 Startup of the Application Example

No. Action Comment
12. ° Go to the “Conditions” form. (D) UploadDataLog Properties (Local Computer) =
Triggers | Action: | Conditions_[fiettings | History (disabled)
When you create a task, you can specify the conditions that will trigger the task.
Trigger Details Status
Daily At11:00 every day - After triggered, repeat every 5 minutes for a... Enabled
New.. || Edit. || Delete
13. e In“Power”, check the “Wake the ) UploadBataL og Propertie (Local Computer) =
computer to run this task” check box. General | Triggers | Actions| Conditions | ettings | History (disabled)|
o Click “OK” to finish the settings of the FSS:Z‘\Z;I‘;e(cnnnr‘;?twlt;nnn:pt:(al:,‘:dlnhnegr:::slz;:n:gev,determmewhetherthetasksl’mu\d run. The task will not
. Idle
scheduled task’s propemes_ ] Stark the task only if the computer is idle for: 10 minutes
1 hour
Stop if the computer ceases to be idle
Restart if the idle state resumes
Power
Start the task only if the computer is on AC power
[7] Stop if the computer switches to battery power
5ﬂ;vt:rrnn\y if the following network connection is available:
Any connection
14. Due to the “Run whether user is logged on
;1o mn W > 099 Task Scheduler =
or not” security option selected in step 9,
you must enter the user account information =
and confirm it with “OK” in order to run this PR
y LAY
task. ) -
Enter user account infarmation for running this task.
User name: € I -
I[ OK I Cancel

The “UploadDatalog.exe” console application is now called every 5 minutes and
via network card “0” (1% argument) of the CPU’s SMC with IP address “17.6.23.2"
(2" argument), downloads the “Datalog.csv” Datalog file (3™ argument) and
saves it to the “c:\MyDatal.ogs” directory (4™ argument). The password for read
access to the CPU is “read” (5" argument).
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4 Startup of the Application Example

4.3 Customizing the project

43.1 TMAIL_C

The “TMAIL_C” FB for sending the alarm message by email must be provided with
the access details of your email account and the email address of the recipient.

Table 4-8

No. Action

Comment

1. Use STEP 7 to open the “TmailC” function
block in the project.

Project tree
Devices

Ns
£
M

MName
~ | ] 64396156_57-1200_DatsLoggi...
K Add new device
EE'tl Devices & networks
~ [ PLC_1 [CPU 1211C DC/DCIDC]
I]T Device configuration
9| Online & diagnostics
= ';:. Pragram blocks
E Add new block
&/ Main [0B1]
@ Tags [DE147]
» [iz] Datalog
¥ [%2] Simulation
~ [&z] TmailC
45 TmailC [FB149]

2. At the “TO_S” parameter, enter the
recipient’'s email address as a string.
Example:

¢ <wenna@mydomain.com>’

Please note:

e Each address must be preceded by a
space and an opening angle bracket
i<r).

e Each address must be followed by a
closing angle bracket (“>").

¢ When entering multiple addresses, the

addresses must be separated by a
comma.

Netzwerk 1: TMAIL_C

FTMAIL_C_
Instance
TMAIL_C
#Reset=DEN
#TMAIL_C.REQ — REQ
<awvenna@mydom)
ain.corn:>'JEE RS
'SIMATIC S7-
1200
Temperature
WARNING' ¢\ iEeT
‘The
termnperature is
too high!
Please check
the system.' TEXT
#tmailcMailAddrP MAIL_ADDR_
ararm — PARAM =

DONE — #TMAIL_C.DONE
BUSY = #TMAIL_C.BUSY
ERROR — #TMAIL_C ERROR
STATUS FMMAIL_C.STATUS

ENO —
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4 Startup of the Application Example

No. Action Comment
3. Open the static parameters of the TmailC

“tmailcMailAddrParam” instance in the n Na"‘; Data type Defaultvalue

. « . ” * Static

interface of FB 149 “TmailC”. <@ = ¥ tmailcMailAddrParam TMail_v4

Enter the access details of your email @ = Interfaceld HL_ANY 64

account as defaults: oS T CONN_OUC 1

. ” < - ConnectionType Byte 1682

e At the “MailServerAddress” parameter, 4 = ActiveEstablished Bool true
enter the IP address of the email €@ = Certindex Byte
gateway server as an Array of Byte: = L e Tim
For example: IP address = 17.6.1.50 = = BN Arreyi1 4] ofyee

e Atthe “UserName” parameter, enter - ®  ADDRI1] Byte 17
the access name of the gateway B - B = :
account as a string. = « IR Byte =
For exam ple, ‘gateway_account’ < - UserName string[254] ‘gateway_account’

o Atthe “PassWord” parameter, enterthe | 5 . . rossiers z‘hﬂﬂﬁn =
password Of the gateway account as a Lo | L] LocalPartPlusAtSign string[64] 'gateway_account@'
String, <l = FullQualifiedDomainMame String[254] ‘gateway_server.com’
For example, ‘password’

In “From”, enter the following parameters:

e  “LocalPartPlusAtSign”: the local part of
the sender address of the gateway
account, including the @ sign
For example: ‘gateway_account@’

e  “FullQualifiedDomainName”: domain
name of the gateway server
Example: ‘gateway_server.com’

Note The CPU forwards the unencrypted email to the local gateway server via SMTP

(port 25). The gateway account created here directly forwards the encrypted
email to an external email account of an email service provider. The provider
then sends the email to the actual recipient (“TO_S”).
The recipient therefore only sees the external email address as the sender.
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4 Startup of the Application Example

4.3.2

CPU properties

The ‘Ethernet addresses’ and ‘Time of day’ CPU properties must be customized. In
addition, the Web server must be activated so that the Datalog files can be

downloaded via remote access.

Table 4-9

No.

Action

Comment

1.

Select the controller and right-click to open
“Properties...”.

Project tree

Devices

it
]

Name

~ [ ] 64396156_57-1200_DatalLoggi...

B¢ Add new device

By Devices & networks

n'f Device configuration Change device
% Online & diagnostics =1 Alt+Enter
2. e In“PROFINET interface > Ethernet BLLIR Lne poped X
addresses > IP protocol”, check the o Gener —
“Use IP routerl’ CheCk box. ' PROFINET interface Interface netwarked with E
e Enter the IP address of your VPN- - o
. Tirne synchronizati
capable router (on the controller side). » v
. > a2 1P protacol
« Customize the IP address and the o ’ o eert b
subnet mask to your router network. S
Communication load subnet mask:
System and clock m, (¥ Use P router
* ff:‘;j’;: R otlcss)
_ e () setIP address using a different method o
3. ° ACtlvate the Web Servel’ PLC_TTCPU T21TCDUDUDC] X
« . . General | I0tags [ Systemconstants | Texts |
e Check the “Permit access only with — | T
” ¥ PROFINETinterface [X1] =
HTTPS” check box. ::‘?Do“ Gzl
e In“User management”’, use the [~] Y o e W e S e
. tartug device
button to open the settings for the i ) Permitaccess onywith HITS.
“* ” Communication load =
access level of the “Everyone” user. T ||| R
The “Everyone” user does not need a s ! e ,
password for Web server access. If you — e
want to protect access with a password, b oot voges || [mmm—
“<Add [a] new user>", assign a password UL | —————
and make the following access level T g i o B b
: e ~ <Add new user> [v]
settings. A i ] < ]
|
4, Check the following check boxes: SF wmeris authorzod o+
b . J Y —
The user is authorized to... o resd tags
) write tags
e ..readtags e
e ..writetags et
° ...read files [] open userdefined web pages
. . [ write in userdefined web pages
e ..write/delete files @ read fles
) “ [ writeldelete files
e ...change operating mode 4 change cperating mode
[) flash LEDs.
[C] perform a firmware update
Select the button to apply the settings. -
Backup CPU
[] Restare CPU
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4 Startup of the Application Example

No. Action Comment
5. e In “Time of day > Local time”, set your Res e RS g g s
“Time zone”. J General [ 10tags | Systemconstants | Tess | -
» General . -
e If required, check the “Activate daylight ) o T'L'"’ ‘T:“
. . ” . i ocal time
saving time” check box and specify the v oz
. . igh sp... lime zene: +01:00) Berlin, Bern, Brussels, Reme, Stockh{ =
start of daylight saving and standard =y s LTS 0160 S e St e Sl
time. zmtup Daylight saving time
yele
These settings are important for calculating i e E ctivte doyight soving ime
the local time and setting the system time — and dayfightseving tme:
for the correct time stamp of the logged guysgmyy | Startof deviiontsaving time
values. P }L H
H “ ” . Connec... || Sunday -
e Click “OK” to confirm all entries. S ot [varch =l
at: [0200am 52|
Start of standard time
[Last [+
[Suncay I+|
of: | October [+]
at |0300a.m [-]
(E3 I 3| I TR
6. For access to the Datalog files, the e s
SIMATIC Automation Tool needs the | General [ 10tags | System constants [ Texts |
b General
password for full or read access of the CPU. » FroN., || Protection El
i " . } DI6IDQ 4 Protection
e Open the “Protection” settings. > a2
» Highspe... Selectthe access level for the PLC.
e Enable the “HMI access” access level. » risege.
" ) \ tartup Access level Access | Access permission
e Select the “Full access (no protection) Cele i [Read Wi |Possword
Comn... () Full access (ne prosection) AR AL Al E
access level. spre- | O recd access v v e
4 ::E‘h‘se; I @ HMl access v
- uitiling... 1 te protection)
e Usethe ™! button to open the et |9t Conries peeion
. - F'rmem'on
password assignment.
Note: :::e bt acers will it have access ta hncrions.
" . . @t HM applications can access all functions.
If you set the “No access (full protection) connect:. || [T
Option fOr the CPU‘S access IeVel, the Oveni.. Fnranmltmna\vear:lwme access, A Portal users need to enterthe “full access™ password.
“ ” . . Optional password:
Everyone user has no permission to o P b s el s o e e e e e
access the Web server, regardless of the uo
Web server user permissions that have
been set! (See steps 3 and 4.)
7. e  Enter the password “full”, confirm it and —
Enter password: | |
use the button to apply the settings.
- *xhx
Repeat steps 6 and 7 for the “Read access” Confirm password: | ***] |
access level using the password “read”.
2
e Usethe oK button to apply
the CPU properties.
4.3.3 Downloading the project

Before remote access to the S7-1200, the interface of the CPU must be
parameterized as specified (see Figure 4-1). This can be done on the local PC
station using the SIMATIC Automation Tool (\19\). Then the project can be

downloaded from the service PC to the controller via VPN.
Or you can download the project with the service PC using a direct connection to
the CPU on site as described in the following document:
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4 Startup of the Application Example

Table 4-10

e Select the program folder of the S7-
1200 and use “Online > Extended
download to device...” to transfer the
program to the controller.

No. Action Comment
1. ° Save the project. Project Edit View Insert | Online |Options Tools Window Help

% [% L] saveproject =) | Goonline Crrl+K
& Extended go anline

¥ Go offline Cerl4
Simulation ]

Project tree
Devices

M pownload to device Crrl+L
Name Extended download to device
- ] 64396156 _57-1200_D Download and reset PLC program
ﬁ/\dd new device D
EE& Devices & networks| g

4.,

Type of the PGIFC interface: ﬁ_PNHE [+]

e Select the “Load” button.

2. e In“Type of the PG/PC interface”, select
“PN/IEH LIS T = ntel(R) PROI1 000 MT-Netzwerkverbindung 'C‘)
o Connection to interfacelsubnet: | Direct at slot'1 X1 ~®
¢ In“PG/PC interface”, select your LAN \ - ©
card.
e Select “Show all compatible devices”. ce: show sl comparible devices [-]
Device type Interface type Address Target device
2 - PNIE Access address -
e Usethe button to start
the search.
I Startsearch l
. Select target device: Show all compatible devices =]
3. e Select your CPU from the target device
N Device Device type Interface type Address Terget device
||St, Accessible device 57-1200 150 28-63-36-AF-21-4F —

- - PNIE Access address -

Starsearch

["] Display enly error messages.

password for “full” access.
e Click “OK” to confirm your entries.

mpatible devices of 2 accessible devices found.
rmation...
retrieval completed. =
[iv]
“ » Load preview 3
4. ¢ Use the “Load” button to confim the
. 9 Check before loading
Load preview.
Status || | Target Message Action
4 & - e Ready for loading.
1 » Protection Protection from unauthorized access
[} b Device configuration Delete and replace system data in target Download to device
(] » Software Download software to device Consistent download
Bl ] [|EY
[ Fnsh f oad  J cancel |
—
H o - |
5. e You may be required to enter the Authorized connection [PLC_T] X

A password is needed to access write-protected blocks of
a protected device.

Iﬂﬂu |
| 0K I Cancel

00 |

Process Data Acquisition and Monitoring
Entry ID: 64396156, V3.0, 07/2019

41




© Siemens AG 2019 All rights reserved

4 Startup of the Application Example

No. Action Comment
6. e In “Load results”, check the “Start all” e s

Check bOX 9 Status and actions after downloading to device

e To complete loading, select the “Finish” | | % @ -+ g o devke como e winoetemar
bUtton » Startmodules Startmodules after downloading to device.
[<] [T 2]
l Finish I Load Cancel
- . ___________________________________
4.3.4 Changing the record data structure

If you change the record data structure "DATA" this will be transferred to the csv
file only after a successful rebuild of the data log file via "Datal.ogCreate".

If you leave the name "NAME" of the data log file unchanged, step 0
"DatalLogCreate" is skipped with the message "Data log already exists"

(Eigure 3-5) and the original data structure remains.

You can achieve the successful rebuilding of the data log file by additionally
deleting the existing csv file via the web server after downloading the modified

program code. Proceed as follows:

network 1 for the variable "Temperature").

Table 4-11
No. Action Comment
1 e Open the data block "Tags". Tags
e  Open the struct "Datal.og". Mamne Data type
e Add an additional variable to the < ¥ Swtic
"DATA" structure. ae v T struct
< = ¥ Datalog Struct
< = Enable Bool
<1 L Rezet Bool
< B ¥ DATA Struct
S| - Temperature Real
:ﬂ = Power Real H
L] <Add news=
2. e Open OB1 "Main". Network 2: Data logging
e  Open network 2. %DB143
e Change the "HEADER" according to Rt
the changed record data structure. "DataLog"
*Tags".Datalog.
Note: Enable — gy
The value generation of the new variable to EEE_:E::;:;
be recorded must happened before the call De:el._c-g- NAME ’
of the FB "DatalLog" (corresponding to Blee — Mode
o7

*Clock_0.5Hz" — write "Tags”.Datalog.

=N HEADER *Tags".Datalog.

“Tags" DataLog. ErrarStatus Errorstatus

Recel— pecet NumberRecord  “Tags®.Datalog.

"Tags®.Datalog. 5 MNumberRecords

DATA — DATA END —
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4 Startup of the Application Example

No. Action

Comment

3. ¢ Download the changed program code
to the device via

Project Edit View Insert Online Options Tools Window Heln
G Heweu 8 X i x 9:ce G AlEEEE s

Y Downiosd to device |
Devices

i | L ER =8
Name

¥  Network 2: Dats logging
~ [ ] 64396156_57-1200_DataLoggi...

B Add new device

¢ Navigate to the folder "DatalLogs" via
"File Browser".

¥DB1
gy Devices & networks *DataLoc
.».[mAc 1 [cPut2Ticpopand | %wB,
4. ¢  Open the web server of the CPU via =
. Q‘/\Q"“"‘“ hitps /176.8.2/For © & C || ) SIMATIC 1200-station 1 [ ] fah hoe €53
your internet browser (chapter 5.3). :
SIEMENS SIMATIC 1200-Station_1 / PLC_1 ~

03:44:42pm 0142017 EEICEIN Ereai
File Browser
Login

e Delete the existing file "DataLog.csv" — —
via sym bol @ . ::‘:2::9;5 Ji‘ame Size  Changed Defete  Rename
Then the file with the changed record data DT EEE R 7 N —_
structure is recreated and you can access it Epess v
(as described in chapter 5.3 and 5.4). < >
4.4 Internet browser settings (Internet Explorer 11)

For secure access to the Web server, the certificate of your S7-1200 CPU must be
installed on the remote service PC as described in the following table:

Table 4-12
No. Action Comment
1 ° Start Internet EXpIorer. @ https:/176232/ B = | & Centficate Error: Navigation...
e  Specify the secure connection to the @IW Prr————
CPU’S Web server: ere is a problem with this website’s security certificate.

here: https://17.6.23.2

If the “There is a problem with this
website’s security certificate.” Message
appears, click “Continue to this website
(not recommended).”.

The security certificate presented by this website was not issued by a trusted certificate autharity.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server,

We recommend that you close this webpage and do not continue to this website.

@ Ciick here to close this webpage.

I & Continue to this website (not recommended). I

© More information

2. The Web server’s introduction page opens.
e Click “download certificate”.

T

M 5 Waiting for 176,232 L0 gt o

simatic-
controller

ENTER b

SIMATIC S7-1200

3. You are asked if you want to open or save
the “MiniWebCA_Cer.cer” certificate.

¢ In the dialog, click “Open”.

Do you want to open or save MiniWebCA_Cer.cer (839 bytes) from 17.6.23.27

I Open I Save | ¥ Cancel
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4 Startup of the Application Example

No. Action

Comment

4 The “certificate” is displayed.

e Click the “Install Certificate...” button
to open the Certificate Import Wizard.

General | Details | Certification Path

[a]g Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: 57-1200 Controller Family

Issued by: 57-1200 Controller Family

valid from 1 1/ 2012 to 1/ 1/ 2042

Install Certificate... | | Issuer Statement

Learn more about certificates

5. e  Follow the “Certificate Import Wizard”

dialogs to import the certificate.

Welcome to the Certificate Import
Wizard
This wizard helps you copy certificates, certificate trust

lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure netwark
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

6. e Select
“Place all certificates in the following
store”.

e  Click the “Browse...” button.

e Select the “Trusted Root Certification
Authorities” certificate store.

Select “OK” and “Next >” to confirm your
selection.

Certificate Store

Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate

(@ Place all certificates in the following store

Certificate store:
Trusted Root Certification Authorities

Browse...

Learn more about certificate stores

< Back l Next > I Cancel
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4 Startup of the Application Example

No. Action Comment
7. e Click “Finish” to import the certificate.
Completing the Certificate Import
Wizard
3‘ The certificate will be imported after you dick Finish.
You have specified the following settings:
Trusted Root Certificz
Content Certificate
“ [ r
l < Back I Finish I [ Cancel l
8. |« Select "Yes'to confim the security | NG
warning and the certificate installation.
You are about te install a certificate from a certification authority (CA)
! . claiming to represent:
§7-1200 Controller Family
Windows cannot validate that the certificate is actually from "57-1200
Controller Family”. You should confirm its origin by contacting
"57-1200 Controller Family”. The following number will assist you in
this process:
Thumbprint (shal): I
Warning:
If you install this root certificate, Windows will automatically trust any
certificate issued by this CA, Installing a certificate with an uncenfirmed
thumbprint is a security risk. If you click "Yes" you acknowledge this
risk.
De you want to install this certificate?
I Yes I| No
9. e When the “The import was successful”
message is displayed, click “OK” to
close all windows.
For the certificate to be recognized when
opening the Web server, restart Internet
Explorer.
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5 Operation 46ft he Application Example

51 Overview

The functions of the application example are divided into:

¢ Remote maintenance

¢ Manual download of the DatalLog file
e Automatic download of the DatalLog file
e Alarm generation by sending an emalil

52 Remote maintenance

Access to the controller requires that the VPN tunnel be established by the service

PC.

As is the case with a direct LAN connection, you can communicate with the
controller via STEP 7 (requires an existing project).

Access to the CPU via STEP 7 is demonstrated using the example of time

synchronization.

Table 5-1
No. Action Comment
1. Establish the VPN connection Currently connected to: 43

(e.g., via the WAN Miniport (SSTP) in

the connection.

Windows). F=% Netzwerk 6
Internet access
Dial-up and VPN -
VPN Connection i
Open Metwerk and Sharing Center
im0 [ 1708
2. Enter your connection data and establish &: Connect VPN Connection =)

User name: VPN

Password: sosssses|

Domain:

|| Save this user name and password for the following users:

Me only

@ Anyone who uses this computer

I Connect Il Cancel H Properties H Help

Process Data Acquisition and Monitoring
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5 Operation ft he Application Example

of the S7-1200.

No. Action Comment

3. Connection establishment is displayed. Dial-up and VPN N
VPN Connection Connected ‘il',

4. e Inthe project, select the program folder | ~freest cdic view inser |oriine |opsions ool windaw riee

(3 (% B ssveproject @) | & Goonline Curlek
. & Extended go online...
Project tree A oo offine Ctrl+h
&¥ Go offine Crrls

“PN/IE”.

e In“PG/PC interface”, select your
connection to the Internet.

e Use the “Go online” button to connect
to the CPU.

“« H H H ]
o Select “Online/Online & diagnostics” to [ Devices
. . : EERS & simulaticn »
enable the diagnostic functions. - -
3 Stop runtime/simulation
M pownload to device Carl+L
¥ [ 64396156 57-1200_D Extended download to device..
.
I ~dd new device Download and reset PLC program
iy Devices & networks)
IR IRiETCH ,
» i Ungrouped devices|
» g Global security setri
» i Common dats
3 ’—j]] Documentation set| .
b e software
r! +@ Languages &resou Backup from online device
» U Online access
b (BB Card ReaderlUSE mem{ MM Device maintenance »
A» Accessible devices... Crrl+U
[ startcPU CtrlShift+E
I8 stop crU Crrl+ShifteQ
] online & diagnostics
“ H ” .
5. e In“Type of the PG/PC interface”, select Online sccess

b Functions Status

offine
E

(] Flash LED

Online access

Type of the PGIFC interface: | PIIE
PGIFCinterface: [N intel(R) RO/ 000 b
et [Directatslot'1 i

[ Go online

6. The “Online” status is displayed.

Online access

Status

- E

[ | Flash LED

7. e  Open the “Set time” function.

e Use the “Apply” button to synchronize

the module time with the PG/PC time.
This synchronization requires that the date
and time of the CPU / PG/PC be set

Online access

} Diagnostics Settime
> Functions

Assign IP address

Set time

Firmware update PGIPC time:
Assign PROFINET device name [Tcon
Reset to factory settings
Format memory card

allows you to “Go offline”.

correctly. Module time
[January 01, 2012 [-] [12:30:30 am[3]
[ Take from FGIPC I/T l
8. The “Online access” menu item (see step 5) | °Me e

[_rrE [~]

[ Intel(R) PROI000 NT-Netzwerkverbindung | - | @[]
Connection ta int: [Direc -] @

[ [-1®

Iﬂ Go offline I
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5.3 Manual upload of the DatalLog file

Manual upload of the DatalLog file is demonstrated using Microsoft Internet

Explorer 11 of the service PC.

Table 5-2
No. Action Comment
1. e  Start Internet Explorer. Fo = =
e As the address, enter the IP address Q@E’ pitos/ 176232] < © - & © | G troduction x| |aeee

of the CPU:
here: https://17.6.23.2
e Click “"ENTER”.

download ™

simatic-
SIEMENS ma controller seLicshaunpon certificate

SIMATIC S7-1200

< >

Note: If the “There is a problem with this website’s security certificate.” Message appears,
download the Siemens security certificate as described in Chapter 4.4.

2. e Open the “File Browser”. =5 = =
G@‘;’” hitps:/17.623.2/P: O ~ @& & |[ 5 SIMATIC 1200-Station... | ‘ {27 €93
SIEMENS SIMATIC 1200-Station_1 / PLC_1 "
|
SIMATIC 1200-Station_1
Login
» Start Page
» Watch tables b
» Introduction 2
(]
< >
3. Go to the “DatalLogs” folder to open the list bl
of |Og files g@‘h Wps//1763270 0 - & || G SMATIC L0 Staion s || A )
SIEMENS SIMATIC 1200-Station_1/PLC_1 ~
File Browser
Fang S0t s
» Start Page SIMATIC 1200-Station 1
» Watch tables as - s:ﬂng:zm 112012 gm IREM:|.)
R e— L1 Recipes 0106:08am 112012 @ [ 4
Directory operations: R
s
» Introduction Browse Upload file Y
< >
4. A list of all existing DatalLog files opens, =)
including the size and time stamp of the Q5 552000 - a6 [ pwcimmons ]| v &
Iast access SIEMENS SIMATIC 1200-Station_1 / PLC_1 ~
.
You can delete and rename files or upload File Browser - ’
files from the computer to the Web server. e cons
e Click the name of the desired file e [ N
. 4 » Watch tables [
(here DataLOng\/ ) © File Browser acsfl 1714 osezemonzor & [ |2
Directory operations: . — v
< >
Process Data Acquisition and Monitoring
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No. Action

Comment

5. The display window allows you to open or
save the csvfile.

e Click the “Open” button (2 x).

Do you want to open or save Datalog.csv (14.7 KB) from 17.6.23.27

I Open I Save | ¥ Cancel

The Datalog.csv download has completed.

-m'

Open folder View downloads

6. Due to the default and format settings that
have already been made (see Chapter
4.2.3), Microsoft Excel correctly displays
the csv file with the following columns:

e “Record” (record number)
e ‘“Date”

e “UTC time” (time stamp)
e “Temperature”

"D & = % %Cond\tmna\Formattmg' E'
D Format as Table ~

H ©- = Datalog [Read-Cnly] - Excel ?T BH - O X
HOME INSERT PAGE LAYOUT FORMULAS DATA

Clipboard | Font |Alignment  Mumber Cells |»
= - = - | EFcelistyles~ =
Styles

Al > f\ Record

4 A B C D E F
1 (Record Date UTC Time Temperature

2 1 9/14/2017 13:13:04 -2.14E+01

3 2 9/14/2017 13:13:06 -2.01E+01

4 3 9/14/2017 13:13:08 -1.90E+01

5 4 9/14/2017 13:13:10 -1.B0E+01

6 5 9/14/2017 13:13:12 -1.71E+H01

7 6 9/14/2017 13:13:14 -1.65E+H01

8 7 9/14/2017 13:13:16 -1.61E+H01

9 8 9/14/2017 13:13:18 -1.60E+H01

10 9 9/14/2017 13:13:20  -1.61E+01

11 10 9/14/2017 13:13:22  -1.65E+01

AVERAGE: 45.57886641 COUNT:1264 SUM: 43072.02876 HH

i Datalog (O] HEE] »

7. Disconnect the VPN connection.

Currently connected to: +

T=3 Netzwerk 6
Internet access

/‘ VPN Connection
8 Molnternet access
Dial-up and VPN ~

“»
Connected g

Disconnect

Open Metwork and Sharing Center

VPN Connection

om0 R 1
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5.4 Automatic upload of the DatalLog file

Automatic upload is shown using the Windows Task Scheduler on the local PC
station (see Chapter 4.2.6). The “UploadDatalLog.exe” file is executed every 5
minutes and after specifying arguments, downloads the “Datalog.csV” file from the
CPU’s flash memory (MMC) and saves it to the “C:\MyDatalLogs” folder on the
programmer. During this process, the “UploadDatalog.exe” file accesses the API
of the SIMATIC Automation Tool V3.0.

Table 5-3

No. Action Comment

1. e Select “Start > All Programs >
Accessories > System Tools” to open
the Windows “Task Scheduler”.

2. The “Task Scheduler Library”, “Task ) Task Scheduler o= ==
P File Action View Hel
Scheduler (Local)’, lists the o cEIEE
UploadDatalog” task created in Chapter <;>Twmmmwl e —— = -
4.2.6. 2 UpioacbatoL o lll:wAszzryday Ewwdu\ﬂhbmw =
—_— 5] Create Basic Task...
e [fthis task is disabled (see the “Status” - e Create Task.
« M » Import Task...
column), select the task and use e [T o [Comtion ol [ | Dovlr A Fomnng Tos |
“Actions > Selected Item” to enable it. Whenyou cetetasyou st speciytheac ] | B A T e
actions, open the tack property pages using the F = “ Mew Folder...
Action Details View 4
Start a program UploadDatalog.exe 0174 |G Refresh
H Hep
- ‘Selected ltem -
= L J b 4 Enable o
3. If the “Status” column displays “Ready”, the | |Crsksheue [E=S EoE =)
. . File Action View Help
task is executed every 5 minutes. w20 05

Due to the “Run whether user is logged on © Tekshedulertloes [ e Setus [ Taggers =
” ) . > [0 Task Scheduler Library | f: - ysrsmsrrssrerges ll sy i 114 e Task Scheduler Librar -
or not” security option (Table 4-7, step 9), |—|- e e

the task is executed in the background ) “ CrteTosk

A . . <[ » Import Task.
without a console window appearing. ———— e | eyt g Tt |5

& Enable All Tasks History

When you ereate a task, you must specify the act

actions, open the task property pages using the F = 7| New Folder..
Action Details View 4
Start o program UploadDatalog.exe 017€ |6 Refresh
H Help
- Selected tem -~
2 il b b Run o
“A. » . :
4. e  Open the “C:\MyDatalogs” destination
folder. @\J" + Computer b Lacal Disk (C:) » MyDatalogs
. « , Organize »  [FlOpen v  Print  Newfolder
This where the downloaded “DatalLog.csV’ s e "
S . . Name Date modffied Type
file is saved every 5 minutes. 7B
N | d fil . ted with B Deskiop B! Datalog Microseft Excel Comma Separated Values File
& Downloads Datalog(l) Microsoft Excel Comma Separated Values File
ewly saved fiies are incremented wi Download i
the”' name extension. 1 RecentPlaces @) Datalog(2) Microsoft Excel Comma Separated Values File
. . : % Datalog®) Microsoft Bxcel Comma Separated Values File
This ensures that data is not overwritten. i Libraries % DataLogis) Microsoft Bxcel Comma Separated Values File
[ Documents % Datalog(s) Microsoft Excel Comma Separated Values File
& Music [ DataLog() Microseft Excel Comma Separated Values File
=] Pictures %) Datalog®)  9/14/2017 5:15PM  Microsoft Excel Comma Separated Values File
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5.5 Alarm generation by sending an email
Alarms are generated by the “TmailC” FB.
If the maximum cooling temperature of -20°C is exceeded, an email is sent to a
predefined recipient with the aid of the “TMAIL_C” system function. The “TmailC”
function block is disabled after initialization.
It is enabled on the remote service PC using the CPU’s Web server.
Table 5-4
No. Action Comment
1. e  Start Internet Explorer. =5 F=R )
e  Asthe address, enter the IP address %E’ pige 152320 £ - @ © | ntroduction x| [t
Of the CPU: simatic- download
SlEMENS mall Senvice&supool
here: https://17.6.23.2 b comales S centne
e Click “ENTER”.
< >
2. Note: If the “There is a problem with this website’s security certificate.” Message appears,
download the Siemens security certificate as described in Chapter 4.4.
3. e  Open the “Watch tables” menu item. = e
a@ﬁm hitps//17.623.2/7c £ - @ & | s smaTic 1200 sttion... % ‘ HARARLE
SIEMENS SIMATIC 1200-Station_1/PLC_1 ~
I
SIMATIC 1200-Station_1
Login
+ Start Page
» File Browser
» Introduction é
v
< >
4, “Watch table_1" opens. -
— Watch table_1 w | 2o S
b LOOk for the rOW With the Name Address Display Format Monitor Value Modify Value 5 Comment
“Tags’.TmailC.Enable tag. TeTon e fon M2 .
The “MOnitOI" Value” is “false”_ :Tags::TPenun Fmamng:Pmm E&DU,D %
e Inthe “Modify Value” column, enter e S sooL @ [os]
“true” and select the “Go” button. e o | B e -
“Tags".DataLog.EmorStatus Hex E 1640000 @
“Tags" DataLog. NumberRecords DEC | 10434 W‘
"Tags" TmailC Enable B?OL w | [] false % | (n
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=

No. Action Comment
5. The Sim Ulated COOIing tem perature r =] 4 ¥ |5 SIMATIC 57-1200 Temperature WARNING - Message (Plain Text) ==
exceeds the maximum limit of -20°C at 1- ] @.w 3 3 et 5 Q .
minute intervals and now gives the ’ Zf Gareny 1 G- R@ @ Tommger  [-][ Lo : ] 2o
command to send an email to the i‘:“ ““::f:ﬁf" :Mw Srmcen __z) 4 S
predefined recipient via the “TMAIL_C” e —
block. Lu( wenna@mydomain.com
. Open the recipient’s inbox to Check if Subject: SIMATIC 57-1200 Temperature WARNING Es‘
the emall haS arrlved The temperature is too high! Please check the system
6. If the alarm email has not been received e — RO [
successfully, check the job logging of the Lo cora
“TMA"__C" block: SIMATIC 1200-Station 1/ Dataloas
“ ” . Name. Sge  Changed Deiste  Rename
e Use the “DataLogs” menu item to open Ea.
. . 4 034705pm 1152017 G
the list of log files. pFe v ozar2¢om snszor &
The last written file is indicated by the time P < >
comparison in the “Changed” column. Do e Y £
e  Open the last written log file for the call i el L s
of the “TMAIL_C” block. ssepm snsa0r 4
- 03.47.02 pm 9152017 L'} 4
034702pm 9152017 % 2
022122pm 0152017 2
Browse Upload file
7. In the log file, you can view the status H ©- s TMALC [Read-Only]-E. ? @ — 0O X
feedback with the time stamp of the HOME | INSERT ~ PAGELAYOUT  FORMULAS  DATA |+
TMAlL—C * b|OCk' iD A = % %CnndltmnalFormattmg' El
If the “ERROR STATUS"' Column ) . DFormatasTable'
displays “Q” thI_S JOb has SUCCESSfU"y Clipboard | Font | Alignment | Number E_ Cells | »

, - - - - Io# Cell Styles~ -
completed (sent to the outgoing server of Styles -
the gateway email account). :

. - f v
Using the formula “=DEC2HEX”", you can
convert the “ERROR_STATUS” to a A 8 € P BN P e
hexadecimal value; for its meaning, refer to | | - " 2t UICTime ERKOR STATUS
e . ; ! >aning, 2 1 9/15/2017  12:39:13 0
the “TMAIL_C” block description. 2 2 9/15/2017 12:40:12 0
4 3 9/15/2017 12:41:12 0
5 4 9/15/2017 12:42:13 0
[ 5 9/15/2017 12:43:12 0
7 6 9/15/2017 12:44:13 0
g 7 9/15/2017 12:46:12 32788
9 & 9/15/2017 12:47:12 32738
10 9 9/15/2017 12:48:13 32788
11| 10 9/15/2017 12:49:13 32?88'8014 _|
12 v
TMAIL C ® P »

M o-——F——+ 100%
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6 Appendix

6
6.1

Appendix

Service and Support

Industry Online Support

Do you have any questions or do you need support?

With Industry Online Support, our complete service and support know-how and
services are available to you 24/7.

Industry Online Support is the place to go to for information about our products,
solutions and services.

Product Information, Manuals, Downloads, FAQs and Application Examples — all
the information can be accessed with just a few clicks:
https://support.industry.siemens.com

Technical Support

Siemens Industry’s Technical Support offers you fast and competent support for
any technical queries you may have, including numerous tailor-made offerings
ranging from basic support to custom support contracts.

You can use the web form below to send queries to Technical Support:
www.siemens.com/industry/supportrequest.

Service offer

Our service offer includes the following services:
e Product Training

e Plant Data Services

e Spare Part Services

e Repair Services

¢ Field & Maintenance Services

¢ Retrofit & Modernization Services

e Service Programs & Agreements

For detailed information about our service offer, please refer to the Service
Catalog:
https://support.industry.siemens.com/cs/sc

Industry Online Support app

The “Siemens Industry Online Support” app provides you with optimum support
while on the go. The app is available for Apple iOS and Android:
https://support.industry.siemens.com/cs/ww/en/sc/2067
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6.2 Links and literature
Table 6-1

No. Topic

\1\ Siemens Industry Online Support
https://support.industry.siemens.com

\2\ Link to the entry page of the application example
https://support.industry.siemens.com/cs/ww/en/view/64396156

\3\ “S7-1200 Programmable Controller” System Manual
https://support.industry.siemens.com/cs/ww/de/view/109764129

\4\ Where do you find the latest operating system updates (firmware) for SIMATIC S7-
1200 controllers?
https://support.industry.siemens.com/cs/ww/en/view/77430184

\5\ Support packages for the hardware catalog in the TIA Portal (HSP)
https://support.industry.siemens.com/cs/ww/en/view/72341852

\6\ SIMATIC STEP 7 Basic/Professional V15.1 and SIMATIC WinCC V15.1
https://support.industry.siemens.com/cs/ww/en/view/109755202

\7\ SIMATIC STEP 7 and WinCC V15.1 TRIAL Download
https://support.industry.siemens.com/cs/ww/en/view/109761045

\8\ Updates for STEP 7 V15.1 and WinCC V15.1
https://support.industry.siemens.com/cs/ww/en/view/109763890

\o\ SIMATIC S7-1200 Easy Book
https://support.industry.siemens.com/cs/ww/en/view/39710145

\10\ | IP-based Remote Networks
https://support.industry.siemens.com/cs/ww/en/view/26662448

\11\ | Why is the “Certificate error” message shown in the address line when downloading
the web page of an S7-300/400/1200 CPU over “https://...”?
https://support.industry.siemens.com/cs/ww/en/view/63314183

\12\ | After compilation in STEP 7 V11 why is the message displayed indicating that the
PID and USS library elements are defective or out of date?
https://support.industry.siemens.com/cs/ww/en/view/59421832

\13\ | How do you parameterize the “TMAIL_C” instruction to send e-mails with the
SIMATIC S7-12007?
https://support.industry.siemens.com/cs/ww/en/view/67262019

\14\ | Sales and delivery release SIMATIC Automation Tool V3.0
https://support.industry.siemens.com/cs/ww/en/view/109749055

\15\ | Signaling and Switching via SMS with S7-1200 and CP 1242-7 GPRS V2 (Set 32)
https://support.industry.siemens.com/cs/ww/en/view/58638283

\16\ | SIMATIC Automation Tool — the commissioning and service operation tool for
SIMATIC modules
https://support.industry.siemens.com/cs/ww/en/view/98161300

\17\ | Sending Emails to SMTP Servers with an S7 CPU
https://support.industry.siemens.com/cs/ww/en/view/46817803

\18\ | How do you convert Data Logs (“.csv’ format) downloaded from the external load
memory of the S7-1200 CPU into an easily readable Excel file?
https://support.industry.siemens.com/cs/ww/en/view/87138437

\19\ | SIMATIC Automation Tool V3.0 06/2017 User Guide
https://support.industry.siemens.com/cs/ww/en/view/109748244
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6.3 Change documentation
Table 6-2
Version Date Modifications
V1.0 01/2013 First version
V2.0 10/2017 Updated to STEP 7 V14
V2.0.1 12/2017 Adding chapter Changing the record data structure
V3.0 07/2019 Update TIA Portal V15.1
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