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SI EM ENS Foreword

Foreword

This document describes the option of communication via port forwarding.

If several operator panels in a system have to be connected to the Internet
via a router connection, this can be done using the port forwarding function,
for example.

Port forwarding is a technique for forwarding requests, which have been
sent to certain external ports on the router, to internal IP addresses within
the local network.
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Disclaimer / Liability

Warranty

Siemens AG accepts no liability, regardless of the legal grounds, for
damages arising from the use of this entry, apart from the statutory liability
accepted, for example, for damage to items used for personal purposes,
personal accidents or due to malicious intent or gross negligence.

The entries relate to selected suggested solutions for queries with complex
tasks that have been dealt with in Customer Support. We also wish to point
out that current technology not does permit us to exclude the possibility of
errors in software programs taking all application conditions into account.
The entries have been compiled to the best of our knowledge. We cannot
agree to accept any liability over and beyond the standard warranty for
class C software in accordance with our "General Terms and Conditions for
the Transfer of Software Products for Automation and Drive Technology".
The programs are available on the Internet under individual licenses. They
are non-transferable.
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Fig. 1-1

Sernice / Wartung

fey

Link auf Panel_1:
217.168.200.2 :81

Communication via Port Forwarding

Accessing panels via port forwarding

Introduction

In communication via port forwarding, you do not contact the operator panel

directly via the Internet, you only contact the IP address or the name of the
router in connection with the defined port.

WAN Bedienplatz

INTERMET Maschine f Anlage

IP: 217.165.200.2 Panel 1

Part: 81 == Panel_1 IP: 19216822 | 19216322
G2 == Panel_2 IP: 192165.2.4
83 == Panel_3 1P 192168 2.6

This option only comes into consideration if there are several HMI systems
that you wish to access externally within the local network that is being
called using a standard router connection.

In the case of port forwarding, only pay attention externally to the ports
specified previously in the router for the destination network; only use the
router's external IP address for addressing. The name of the router can
also be used instead of the [P address (see also
WinCC_flexible_remote_maintenance_DSL_with_router.pdf, section 2.3.1).

At the local network end, the router from the destination network addresses
the devices via their local IP address. The router redirects an external
request to a local IP address with the aid of the specified port.

This can be illustrated by comparing it with a phone system. The
switchboard number corresponds to the IP address, the extensions/direct
lines correspond to the ports.
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1.1.2

Sample application

Point your Internet browser to the following destination:
http://winccflexiblerouterl.dyndns.org:81

In our router, this address is then forwarded to port 80 at local IP address
192.168.1.20.

The HTML page for our MP270 6" appears on your screen.

Note:
When you assign ports, take care to ensure that they are not already
occupied on the Internet by certain services or protocols.

If they are occupied twice, this may cause errors or malfunctions.

Example:

You are using ... to address port 80 externally (this port is normally
reserved for http communication). Port 80 is forwarded to a permanent IP
address and also externally from this IP address again.

As a result of this link, no other device can access information from the
Internet/Intranet because the information from the Internet/Intranet is only
routed to a local IP address.

Consequently, none of the other devices within your LAN receive any
further data.

A standard assignment of ports to protocols or applications is performed by
the IANA (Internet Assigned Numbers Authority). It provides a complete list
under http://www.iana.org/assignments/port-numbers
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1.2

Configuring port forwarding on the router

Table 1-1
No. Action Note
1| The BRICKware from BinTec :
that is already installed
contains two default
connections to your router.
Depending on which COM port
is used, now select a
connection. The Windows o
HyperTerminal OpenS ‘Lﬁj Programmzugriff und -standards
E Prograrmme: [ FriTz! 4
FRITZIDSL ’
Start > Programs > S : g i .
BRICKware > Device at = B ;
Einstell 3
COM1 : M e e i [ Activity Monitar
@ Suichen » (£ Trend Micro OfficeScan Client® & CAPT and TAPT Canfiguration
@ : @ Active Parts 3 %. Configuration Manager
Hilfe: = i 2 : = =
@ EinTec IPSec Security Client ¥ g Configuration Wizard
ausfibren, .. (53 55H Accession v B DIME Taols
z (B3 Realvnc ¥, Gerat an comi
& "hn7123" abmelden. .. [ Microsaft S04P Toalkit v 5 Gerat an comz
]
Eeenden...
i start
2 HypeI’Terminal #gbrick_1 - HyperTerminal Aglll
PI’ESS ENTER tO Continue Datei  Bearbeiten  Ansicht  Anrufen  Obertragung 7
' 5
[l
«| | 3|
werbunden 00:16:38 [&utom, Erkenn, 9600 B-N-1 [FE[eross NE [
3 | After you press ENTER, a #g brick_1 - HyperTerminal =iOlx|
|Ogin prompt appears in Wh|Ch Datei  Bearbeiten  Ansicht  Anrufen  Obertragung 2
[

you enter the user data which
is defined in your basic
configuration.

Use admin as the login, for
example, followed by Enter
and then the relevant
password.

Login: admin
Pa=zsword: _

=
.| | »
[RE[eross NE [

|Verbunden 00:00:44

|autom, Erkenn. 9600 5-1-1
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4 | Following login, enter setup. brick_1 - HyperTerminal =lolx|
ThlS takes yOU to the Setup Datei Bearbeiten  Ansicht  Anrufen  Ubertragung 2
Login: admin ;I
t00| . Password:
Fouterl:: =etup i
-
< | »
Verbunden 00:20:27 |Aut0m. Erkenn, 9600 §-N-1 RE |GROSS MNE- |z
5| Open the IP folder in order to #gbrick_2 - HyperTerminal =1o0x|
access the Network AddreSS Datei  Bearbeiten  Ansicht  Aprufen  Obertragung 2
Translation settings. D|=| 2|3 2=
H23BAiz Setup Tool EinTec Communications AG ;I
Routerl
Licenses System
LAKW CH-188ET, Fast Ethernet
HAH CH-1BRI. ISOH $@
®O5L ¢ CH-ADSL, ADSL
WAN Partner Security IPSEC
PPF ®.25 ERRP CREDITS CAPT ATH Qo5 UoIP AUX GRE
Configuration Ranagement
Honitoring and Debugging
Exit
Prezz {Ctrl-n}, {Ctrl-p» to scroll through menu items, {Return} to enter
Verbunden 01:04:42 Aubo-Erkenn. 9600 §-M-1 RF |GROSS |NUM At
6 | Execute the Network ck_2 - HyperTerminal =1ofx]
AddreSS Translation Option Datei  Bearbeiten  Ansicht  Aprufen  Obertragung 2
by pressing ENTER in order to | 02| 2[3] [
Conﬁgure the SettlngS. H23BAiz Setup Tool EinTec Communications AG ;I
[IP]: IP Configuration Routerl
Routing
Banduidth Hanagement {Load Balancing / EBODX
IP address pool HAW (PPP2
IP address pool LAH CDHCPY
SHAP
Radiugz Server
DHS
OynDHE
Routing Protocols
EXIT
Prezz {Ctrl-n}, {Ctrl-p» to scroll through menu items, {Return} to enter
Verbunden 01:06:29 Aubo-Erkenn. 9600 §-M-1 RF |GROSS |NUM At
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Select the Internet connection
with which your router will be
constantly online.

If this should change, you will
have to configure the settings
for every other connection
used.

The T_ONLINE_DSL
connection is selected in this
example. The router is
permanently online via this
connection.

“gbrick_2 - HyperTerminal i |EI|1|
Datei Bearbeiten  Ansicht  Anrufen Obertragung 7
0j5] 53] Dl)

=

H23BAiz Setup Tool EinTec Communications AG
[IPI[HAT]: MAT Configuration Routerl

Select IP Interface fo be configured for HAT

Name Nat

Static mappings
from Qutzide
[}

Static mappings
from Inzide

Router-Router Verbin off ]
T OHLIKE DSL 3
enl-# off [] []
enl-f#-snap off [} [}
ethoale-g of f ] ]
ethoaS@-B-snap off [} [}
freenet_ISON on 1 ]
ERIT

Prezz {Ctrl-nk, {Ctrl-pk to scroll, {Return} to select/edit

o

Network Address Translation
was enabled previously,
preventing the internal
addresses from being
contacted externally.

Any functions which you wish
to support via ports, despite
this block, must now be
defined individually in the
Requested from OUTSIDE /
INSIDE menu options.

Open the dialed path.

verbunden 01:07:01 |Buta-Erkenn, (9600 8-h-1 RF - [GROZS - [Nom - [Aar 2
“gbrick_2 - HyperTerminal i O] x|
Datei Bearbeiten  Ansicht  Anrufen Obertragung 7
MENIE ==
H23BAiz Setup Tool EinTec Communications AG ;I
[IP][HATI[EDIT]: HWAT Configuration {T_OWLIMWE_DSLY Routerl
Hetuork Address Translation on
Silent Deny no
PPTP Pazsthrough no

Enter configuration for sessions : requested from OUTSIDE

requs d from IHSIDE

SHUE CAHCEL

sl

You can now define a new
route in the requested from
OUTSIDE subfolder via ADD.

Werbunden 01:07:51 |Aut0-Erkenn. 9600 &-M-1 RF |GROSS |NUM Aut
#gbrick_2 - HyperTerminal i =10] x|
Datei Bearbeiten  Ansicht  Anrufen Obertragung 7
ME RIS

e

H23eAis Setup Tool BinTec Communications AG
[IP] [MAT]CEDIT] [OUTSIDE]: MWAT - sesszions from OUTSIDE {T_OHLIWE_DSL} Routerl

Abbreviations @ r{remote} i{internall) elexternall aladdressl p{portd

Seruice Conditions

SEeB., 59@B/topia 192,166 2, 2/532, ep SE00-5984, ip 5500
bERe, 6518 /tcpia 192,165, 2.1/32, ep bEBB-6518, ip bEA
icmp ia 127.8.8.1/32

telnet ia 127.8.8.1/32, ep 23

A0 DELETE EXIT

Werbunden 01:11:34 [auto-Erkenn, (5600 8-h-1 [RE eRoss [om - [Aur
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In our example we define the route from external port 5800 to internal port 5800 of IP
address 192.168.2.2.

We have approved a whole range in the case of the external port via the setting specify
range because, under normal circumstances, the smart server in WinCC flexible 2004 is
contacted via the smart viewer via port 5900.

The specify setting means that a single port is forwarded.

No range can be defined in the case of the internal port; the starting point suffices.

Caution:

The danger with large ranges is that ports are affected which are already occupied by
standard protocols.

11 | Save your entry and exit the “gbrick_2 - HyperTerminal ; =10l x|
dialog W|th SAVE Datei  Bearbeiten  Ansicht  Aprufen  Obertragung 2
Sa o g
D] 23] 0[5
H23BAiz Setup Tool EinTec Communications AG ;I
[IPI[WATICEDIT]..[EDIT]: MAT - sessions from OUTSIDE (T_OMLIME_DSL: Routerl
Service user defined
Protocol tcp
Remote Address
Remote Haszk
External Address
External Hask
External Port specify range Port 5668 to Port 5968
Internal Address 198.168.2.2
Internal Hask 255,255, 255,255
Internal Port specify Port 5889
JSAUE] CANCEL
-
werbunden 01:12:13 |Auto-Erkenn, (9600 8-h-1 RF - [GROZS - [Nom Aot 2
12 | The table now contains the entry that you have just created.

You can now create other routes for all the requisite ports.
Caution:

The HTML page on each panel can only ever be contacted via port 80. Therefore,
depending on the external port, you must contact the internal IP address and port 80.

Example:

External port 81 --> internal port 80 and IP 192.168.2.1
External port 82 --> internal port 80 and IP 192.168.2.2

The return route will be configured later on in the menu option requested from INSIDE.
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13 | View: brick_2 - HyperTerminal O] x|
NeWIy Cl’ea'[ed entl’y Datei Bearbeiten  Ansicht  Anrufen Obertragung 7
Dle| 2| 3] =0l5] 2
H23BAiz Setup Tool EinTec Communications AG ;I
[IP] [MAT]CEDIT] [OUTSIDE]: MWAT - sesszions from OUTSIDE {T_OHLIWE_DSL} Routerl
Abbreviations @ r{remote} i{internall) elexternall aladdressl p{portd
Seruice Conditions
o o
bEHH. L 6E18/tcpia 192,168, 2,1/32, ep BEAA-6S1A,
http ia 192.168.2.2/32, ep 0, ip 88
icmp ia 127.8.8.1/32
telnet ia 127.8.8.1/32, ep 23
ROD DELETE ERIT
Prezz {Ctrl-n}, {Ctrl-p» to scroll, {Space: tag/untag DELETE, {Return} to edit
-
werbunden 01:15:53 |Auto-Erkenn, (9600 8-h-1 RF - [GROZS - [Nom Aot 2
14 | In order to configure the return brick_2 - HyperTerminal =10l x|
route, Open the menu OptiOI’l Datei Bearbeiten  Ansicht  Anrufen Obertragung 7
~ - 51
requested from INSIDE. D|=| 58] 0l
H23BAiz Setup Tool EinTec Communications AG ;I
[IP][HATI[EDIT]: HWAT Configuration {T_OWLIMWE_DSLY Routerl
Hetuwork Address Translation on
Silent Deny no
PPTP Pazsthrough no
Enter configuration for sessions @
SRUE CHHCEL
&
Werbunden 01:16:46 |Aut0-Erkenn. 9600 5-M-1 RF |GROSS |NUM Aut
15 | Add a new return route via brick_2 - HyperTerminal =lolx|

ADD.

Datei Bearbeiten  Ansicht  Anrufen Obertragung 7

Ole| =8| 0= =)

-
H23eAis Setup Tool BinTec Communications AG -J
[IPI[MATICEDITI [INSIDE]: MAT - sessions from IWSIDE {T_OMLINE_DSLZ Routerl
Abbreviations @ r{remote} i{internall) elexternall aladdressl p{portd
Seruice Conditions
any ia 192,168.2.1/32, ep BE6R
any ia 192.168.2.2/32, ep 5504
any/top ia 192.168.2.2/32, ep 88, ip &8
00} DELETE EXIT
-
werbunden 01:17:15 |Auto-Erkenn, (9600 8-N-1 RF . [GROZS - oM Aoz
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16 | Click SAVE to close the dialog brick_2 - HyperTerminal =10l x|
Datei Bearbeiten  Ansicht  Anrufen Obertragung 7
Dle| 2| 3] =0l5] 2
H23BAiz Setup Tool EinTec Communications AG ;I
[IP]..[EDIT]: WAT Configuration - sessions from IWSIDE {T_OHLIMWE_DSLY  Routerl
Service user defined
Protocol any
Remote Address
Remote Hask
Remote Port any
External Address
External Hask
External Port specify Port 5668
Internal Address 198.168.2.2
Internal Haszk 255,255, 255,255
Internal Port any
JSAVE] CANCEL
&
Werbunden 01:19:26 |Aut0-Erkenn. 9600 &-M-1 RF |GROSS |NUM Aut
17 | Close the setup tool with Save brick_2 - HyperTerminal =10l x|
as bOOt Configuration and Datei Bearbeiten  Ansicht  Anrufen Obertragung 7
B ~ - e
exit. mERIE N S]
H23BAiz Setup Tool EinTec Communications AG ;I
[EXIT]: Exit Setup Routerl
Back to Hain Henu
-

Werbunden 01:22:59 Auta-Erkenn, 9600 &-M-1 RE |GROSS

[racra Taur 2
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1.3

Changing a panel's port setting

When using several panels in a local network, port settings for accessing
the Sm@rtServer must be adapted on an HMI system in the context of
Sm@rtService.

The following conflict arises:
Example for illustration (see also section 1.1.2):

We have used the following configuration for the incoming and outgoing
route for your router.

Panel 1

external port 80 <--> internal port 80
external port 5800 <--> internal port 5800
external port 5900 <--> internal port 5900

Panel 2

external port 81 <--> internal port 80
external port 5801 <--> internal port 5800
external port 5901 <--> internal port 5900

Call up the router name together with port 81 in the Internet Explorer; the
website for panel 2 appears.
(For example, http://routerl.dyndns.org:81)

You can go to the HTML page "RemoteControl.html" via the Remote
Control menu option. The link for calling the Sm@rtClient is embedded
there. Sm@rtClient facilitates the remote control of the panel. The default
link configuration is for panel access to take place via port 5800 (default).

Thus, when the "Start Sm@rtClient" link is selected, the Internet Explorer
attempts to contact the router address together with port 5800. (for
example, http://Routerl.dyndns.org:5800).

In our example, panel 1 is contacted instead of panel 2 on the basis of the
router configuration shown.

Consequently, when using several panels, the standard HTML page
"RemoteControl.html" has to be adapted in order to start the Sm@rtClient.
This measure allows you to distinguish between the different destination
devices.

The description below shows you how to change the ports on the standard
HTML page "RemoteControl.html".
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Table 1-2

No. Action

Note

1| Prerequisite for the
following steps:

N.B. The following settings are
only possible on a panel if the
relevant configuration has
been transferred to the panel
beforehand with the aid of
WinCC flexible Engineering
using the Sm@rtService:
HTML pages utility (see basic
settings).

Dienste in Runtime
Smi@rkAccess oder Service: Sm@rtServer starten W
Smi@rtService: HTML-Seiten W
Sm@rtaccess: Web-Dienst (5oar) [
SmiDrtAccess: SIMATIC HMIHTTP Server [

als OPC-Server arbeiten [

Mame des SMTP-3ervers

2 | Check the port settings of
the Sm@rtServer on the port
settings.

Start > Settings > Control
Panel > Internet Settings.

SIMATIC 3

. Komponenten Konfigurator

Meues Office-Dokument
@ Office-Dokument Gffnen

@ Programmzugriff und -standards

e ;
w0 windows-Katalog

“@ Internet Settings

:’) Internetoptionen

[T Programme » & JavaPlug-in
i £y mai

y 3 ¥
(] Dokumente *) Maus

» l Syskemsteusrung d 43 Yerwalbung 3

Einstellungen

@__, Metzwerkverbindungen  +

! Suchen g
‘23 Drucker und Faxgerate

a Taskleiste und Startmeni

u Hilfe und Support

XP Professional

=] Ausfihren. ..

_j "brn7123" abmelden. ..

@ Herunterfahren...

HFistart | B & O ¥
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Open the Sm@rtServer
properties on the Remote tab
by clicking the Change
settings button.

Note:

In the panels you will find this
setting in the Control Panel
under the "Internet Settings"
icon.

“= Internet Settings

Ernail I Web Server  Femote

[T Start automatically after boating
[T Close with Buntime

Ik

Change settings of the SmisitServer

Start | Start the SmiSrtS erver
Stop | Stop the SmiEtServer

| Zancel |

You can now check the ports
under ports:.

The dialog shown on the right
shows the defaults that have
been used in our example.

(main) is the port for direct

access with the Smart Viewer.

(HTTP) is the port for access
via the Internet VNC Client.

SmigrtServer: Current User Properties

~=1al

5
Ix

r Incoming connection:
Iv Enable Connections

Password 1 I’“‘" I~ Wiew anly
Pazzword 2: I’“‘" ™ Wiew anly

Digplay or port numbers o uge:
" auto
 dizplayw: 0
' ports: [main] (5900

[HTTP] IEBDD

Apply

LCancel

[ Bbt

Advanced..

 Misc.
[ Enable network packets queting [slower)

¥ Remove wallpaper
[~ Disable local keyboard & pointer

Initial screen scale:  q ,n'l‘l_

—When last client dizconnects
' Do nathing
" Lock workstation
= Logoff warkstation

— Update handling
v Poll full screen
[~ Turbo [requires more CPU)
[~ Poll foreground window
[ Pall console windows anly
[ Pall on event received only

[V Poll window under cursor
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5 | Now start the panel homepage
via the Internet.

6 | The File Browser link takes
you directly to the panel
directory.

Please select the WWW-Root
directory and login with your
user name and password.

16/27




Copyright © Siemens AG 2004 All rights reserved

Kommunikation_ueber_Port_Forwardin

g_e.doc

SIEMENS

Communication via Port Forwarding

7 | This takes you to the directory
on the panel's internal flash.

/Z Miniweb Directory Browser - Microsoft Internet Explor"ej__p =lol =]
Beleel| Redlishon R b EXt'!MlnlWeb Direckory Browser - Microsoft Internet Ex;lor::ﬁr;
eZurUck - \_) - \ﬂ ﬂ ;\J | /.-"Suchen Mj\\‘( Favoriten @Medien €3| i
Adresse I@j htkp: fwinceFlesdblerouter 1, dyndns.org: 81 j Wechseln zu | Links **
SIEMENS
[3] Back to start page
Swnwng =
MName Size Attributes Write Time
| = R-5-—- 01.01.1970 00:00
] ExportRecipes html 1137 -—#A- 23.01.1986 1223 &
& stah e Al 3202 —A- 23.01.1986 12:23 &
& StatusDetails.html 1125 -—A- 23.01.1986 1223 @
& Default.gif 112 —A- 23.01.1986 12:23 &
& Directory.gif 389 —A- 23.01.1986 12:23 %
&  fileqif 112 —A- 23.01.19%6 12:23 &
& image.gif 1062 —-A- 23.01.1986 12:23 &
& password m.gif 1127 —A- 23.01.1986 12:23 &
L7 password out.gif 1132 -—-A- 23.01.1986 12:23 &
&  pdf.gif 401 —A- 23.01.1986 12:23 &
@ recipe in.gif 1107 —A- 23.01.1086 12:23 &
& recipe_out.gif 1106 —A- 23.01.1986 12:23 &
& rash.gif 973 —A- 23.01.1986 12:23 &
& wene gif 1064 —A- 23.01.1986 12:23 &
& Zip.aif 950 --—-A- 23.01.1086 12:23 &
& siemens. jod 7106 —A- 23.01.1986 12:23 &
& Browse html 2181 —A- 23.01.1986 12:23 @
& start.hitrml 3181 —A- 23.01.1986 12:23 &
& RemoteControl htrl 3290 -—A- 23.11.2004 15:20 &
& Simulator 1.3pg 28K —A- 23.01.1986 12:23 &
& boing 528 —A- 23.01.1986 12:23 &
8  controlhtml 3759 —A- 23.01.1986 12:23%
& R_Arrow.jpg 489 ——-A- 23.01.1986 12:23 &
| WebCortent  —— 23.11.2004 14:46 ‘?lzl
i b
Directory Operations
Upload File || Durchsuche:
MKDir I] |
4 | »
|&] Fertig [ ] | [ rtermet iz
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8 | Hier finden Sie die Datei
RemoteControl.html.
Laden Sie diese Datei auf
lhren PC

(rechte Maustaste > Ziel
speichern unter...)

Achtung:

Der PC versucht die Datei als
HTM abzuspeichern, Sie
bendtigen aber die
Dateiendung HTML.

4} Miniweb Directory Browser - Microsoft Internek Expl ] o] |
Datei Bearbeiten  Ansicht  Favoriten  Extras 7 | ;','
0 Zuriick ~ @ - Iﬂ \g ;_\J | /.- ) Suchen ‘;\'r’ Favoriten @ Medien &T‘\’ | o
Adresse I@j htkp: ffwinccFlexiblerouter 1, dyndns . orgi81 frwa j wechseln zu | Links **
[3] Back to start page -]
&2 trash.gif SR 23.01.1986 12:23 & 2
& wiwy gif 1064 -—-A- 23.01.1986 12:23 %
& Zip.qif 950 —A- 23.01.1986 12:23 &
& siemens. jpg 7106 —A- 23.01.1986 1223 @
&  Browsehiml 2181 —A- 23.01.1986 12,23 &
&  ctarthiml 3181 —A- 23.01.1986 12:23 &
& RemoteContral html 2200 ——a- 2311 7004 15:20% | |
&a e , Offnen e
a i _'l_I
Directory Operatio ! drucken _ILI
4« ; | »
Ausschneiden -~
|‘§] Kopieten lila Internet o
Verknipfung kopieren
Einfiigen
Zu Favoriten hinzufigen. ..
Eigenschaften

9 | Here you will find the
RemoteControl.html file.
Load this file onto your PC
(right-click > Save Target
As..)

Caution:

The PC attempts to save the
file as HTM. However, you
require the extension HTML.

P RemoteControl.html - Editor 13l =l
Datei Bearbeiten Format  Ansicht 7
</TD> ]

<TD ALIGN="RIGHT"
WAl IGN="CENTER">
<IMG SRC= " fwww/siemens. jpg"s<brs<h><font face="Tahoma
</ TD>
</ TR>
<TR>
<tables<trs
<TD walign="haselina"><img src="/Awww/R_Arrow. jpg
<td valign="top"»<a href="/Awww/start.html" style-
<font face="Tahoma" color="#c60444" size=
< /tr=<;/tahles>
</TR>
< /TABLE>
<hrz
<hlsRemote Maintenance over the Internet Explorer </ hls
<pxInternet Explorer v6.0 sP1 or higher is reguired for r
<SCRIPT Tlanguage="lavascript's

<l-=
document.writel"start "J;
document.write("<a style=""text-decoration: noney" title-
document.write(document. domaind;
L/ document.write" :EEIER " >sm@rtclient </a></pe<pe&nk
-
</SCRIPT> 1
<pr&nbsp; </
<hr>
<hl>service Downloads</hls>
<tables
<trs

<td valign=top width="1536"><a href="http:/ Swww.java.com"><h>1a\
<td width="11">&nbsp; </ td><td>Remote maintenance
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10 Delete the Original flle from the 3 Miniweb Directory Browser - Microsoft Internet Expl =1ol =]
panel by CI|Ck|ng the recycle Datei EBearbeiten  Ansicht  Favoriten  Extras 7 | ?,'
bin '[O the I’Ight Of the filename. @ Zuriick. - @ - Iﬂ Ig :\J | /.-\'Suchen \:\( Favoriten @Medien e} | =
Then C|iCk BI’OWSG. .. tO SeleCt Adresse I@I http:f fwinceflesxdblerauter 1 .dyndns.org: 81 frmaw j ‘Wechseln z2u |L|nks i
the changed file on your StatusDetallshtml 1125 —A- 23.01.1986 12:23 & [
computer and move it back to Default.gif 112 —A- 23.01,1986 12:23 @
the panel. Directory gif 389 —A- 23.01.1986 12:23 %

file.qif H=——A 23.01.1986 12:23 &

image.qif 1062 —-A- 23.01.1986 12:23 @

password ingif 1127 —A- 23.01 1986 12:23 %

password out.gif 1132 -—-A- 23.01.1936 12:23 @

pdf.qif 401 —A- 23.01.1986 12:23 &

recipe in.gif 1107 —A- 23.01.1086 12:23 &

recipe out.gif 1106 -—-A- 23.01.1986 12:23 &

trash.qif 973 —A- 23.01.1986 12:23 @

ey, gif 1064 —A- 23.01.1986 12:23 @

i
ectory Operations
Upload File Ilrt ForwardingyRemote Cantral.htrnl Durchsuchen...
MKDir []

| | Bl
@ Fil o= 7

11 YOU can now C||Ck the Remote /3 Remote Control - Microsoft Internet Explorer prnvidei:j I ] 4]
Control link on the homepage Datel EBeatbeiten  Ansicht  Favoriten  Extras 7 | o

and execute the Start
Sm@rtClient function in the
next screen.

@Zurf_lck - -\_) - \ﬂ \g ":_\J|/.-\'Suchen \;1\'( Favariten @Medien €3| 7

Adresse I@‘] http:.f,l’winccﬂexiblerouterl.dyndns.org:Sl,fwww,l’RemoteCUntr(j ‘Wechseln zu | Links **

SIMATIC i
HMI

[3] Back to the Start-Page

SIEMENS

last update 07:16.43
23.10.2004

Remote Maintenance over the
Internet Explorer

Internet Explorer V6.0 3P1 or higher is required for remoete maintenance. For
further mformation, refer to the service downloads.

Start Sm@rtClient

s

|ﬁj http: jjwinccflexiblerouter 1. dyndns. org: 5801}

’_ ’_ ’_ |4 Tnternet
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12 | The VNC client opens. You
can identify the changed port
in the address bar.

Enter the password. You can

[

Datei EBeatbeiten  Ansicht  Favoriten  Extras 2 | :,'

@Zumck - -_\_j - Iﬂ Ig :_‘J | /-.\’ Suchen \:\'( Favoriten @Medien €j| i

Adresse I@J http:f fwinceflesdblerouter 1,.dyndns.org: 58017 j wechseln zu | Links **

j Siemens Sm@rtClient Desktop [Win¥NC] - Microsoft

then operate the required =]
panel. Bisorinest || Options | Clishoar | Bend CirkAlkDel |
VNC Authentication
Fasswird: I Ok |
E
|£Ej Applet YneViewer started ’_ l_l_ |° Internet A
13 OVerV|eW Of the Cal |ed panel /3 siemens Sm@rtClient Desktop [Win¥NC] - Microsoft o ] 4]
Datel  EBeatbeiten  Ansicht  Favoriten  Extras  ? | -a’

@Zurf_lck - \j - \ﬂ @ :_\J | /.-\: Suchen \?;n\'( Favariten @Medien {_‘3| o

Adresse I@] http:f fwinccflesxiblerouter 1 .dyndns.org: 5501 j ‘Wechseln zu | Links **

=
Disconnect | ptlons": Cliphoard | Send Ctrl-Alt-Del
SIMATIC MP 2708 6" Touch
Allrounder fur ‘s —
Bedienen und Beobachten
SIMATIC HUITI PAHEL = TFT Display
it 256 Farben
= LUSE, MPI, Ethernet
Prafibus-DP on board
= Innovative HMI
Archive & Rezepturen
in Standardformat {C5Y)
Applikationen
|@ Aapplet Y¥ncviewer started ’_ l_l_ |° Inkernet A
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14 | This also works with the E —— N () Autharsw ’
Sm@rtViewer_ @ Dokumentation >
Start |t Via L Komponenten Konfigurator g :;ice;s:tménagément :

. Meues Office-Dokument T
Start > SIMATIC > W|nCC @ ProSave 3
flexible 2004 Runtime > Office-Dokument &Ffnen I PraTaal Pra C5 »
; I PraTaal PraRT »
Sm@rtV|eWer Programmzugriff und -standards g S;:ﬂADTDIC VNUET v
T ‘Windows-Katalog @) steR7 ¥
[ TRANSLINE 2000 HMI PRO C5 ¥
o o , [ WincC Flexible 2004 »
= 2004 Runkime  » m SmiErkViewer
‘; Dickurmente » & SIMATIC Manager 1
Einstellungen 3
Suchen 3
| Hilfe und Support
Ausfihren...
"br7123" abmelden. ..
15 | Specify your router
IP address::Port e —
3 SIS |- f|exiblerouter] . dyndns. ong: 501 g
or ‘\ :
B Possible Adresses are: IP or Mame
router name::Port y IP:dizplay ar Name: dizplay Cancel |
and click OK. IF::Port or Mame:: Fort
[Dizplay defaults to 0 and
Fart ta 5300 if not given)
— Cluick Options
o LA [> TMbit z] -» Max. Colors, Max. Guality
" MEDIUM [> 256 Khit's] > 256 Colors, Good Guality
" MODEM [ 1956 Kbit’s] - 256 Colors, Medium Guality
 5L0%W [ 19 Kbitds] > 256 Colors, Fuzzy, Fast
 BUSY  [< 5 Khit's] or for surveillance, Yery Fuzay
[T “iew Only
Optionz. .. |
16 | Enter the password and click

OK to confirm. The
Sm@rtClient starts.

You can now operate the
panel.

sSm@rtClient Authentication

\h\ Seszion Password aF.

h LCancel |
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17 | Overview of the called panel.

mSm@rtEIient

SIMATIC MP 270B 6° Tl:luclh

_|o) x|
SIMATIC MULTI PANEL

SIMATIC HULTI FAHEL

Fowered by

WinCC flexible

Applikationen

Allrounder fur 's
Bedienen und Beobachten

= TFT Display
mik 256 Farben

= |JSE, MPI, Ethernet
Prafibus-DP on board

= Innovwative HML:
Archive & Rezepturen
in Standardformat {C3Y)
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2 Glossary
Table 2-1
No. Abbreviation Description
1 ADSL Stands for Asymmetric Digital Subscriber Line.

ADSL supports the use of the infrastructure in the existing phone
network for broadband utilities. Additional data for Internet utilities is
transmitted on the copper two-core conductors of the analog and
digital telephone lines (POTS or ISDN) in the case of ADSL. For this
purpose, the spectrum of frequency used by ADSL is divided into
several sections. This enables the telephony and data signals to be
transported side-by-side between the subscriber's line and the local
exchange. There is a splitter on either side to separate and combine
the signals.

In ADSL, the maximum transmission rate that can be achieved is
asymmetric in both directions, upstream and downstream. ADSL
supports upstream transmission of up to 1.5 MBit/s and downstream
of up to 8 MBit/s. However, as the transmission rate which can be
achieved drops significantly the further apart the local exchange and
subscriber are, these values cannot be achieved in practice for the
majority of lines.

The asymmetric DSL variants, in which there is a speed of up to 256
kBit/s available for upstream and up to 3 MBit/s available for
downstream, are particularly suitable for private users and small
businesses who do not wish to make large volumes of frequently
requested Internet content available on their PC for other users.

2 BBAE Stands for Broadband Access Equipment.

The BBAE represents a subscriber's terminal connection to a line that
is used for broadband. It separates the provider network from the
subscriber line cable and conditions the signals for transmission via
the connection element.

In the case of ADSL connections, the BBAE generally also features
the splitter that separates the broadband and narrow band signals
from one another and combines them again.

3 CAPI Stands for Common Application Programming Interface.

A standardized software interface for communication between
software and hardware.

CAPI is the name of a program which is supplied with an ISDN card
and which is used to activate it. Other programs that wish to transmit
data via the card only have to pass this data on to the CAPI driver.

4 DSL Stands for Digital Subscriber Line.

DSL technology enables data transmission to be accelerated
substantially via conventional phone lines, making it especially
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suitable for high-speed Internet use. ISDN services or analog
telephony continue to run undisrupted on the same line. The high
transmission rates are achieved by enlarging the frequency range
used. For example, ADSL supports transmission rates of up to 8
MBit/s. Lines with capacities of 768 kBit/s are very common.

The name DSL represents a whole family of technologies that are
combined under the collective term xDSL. In Germany, lines for
private customers are mainly offered with asymmetric DSL (ADSL)
and single pair DSL (SDSL) technologies. ADSL, which is much more
common, transmits the Internet data in the existing telephone network
above telephony frequencies between 138 and 1,104 kHz. For
example, ADSL is also the basis for the T-DSL product offered by
Deutsche Telekom AG.

e auch die Basis fir das T-DSL-Angebot der Deutschen Telekom AG.
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5 DynDNS The term DynDNS stands for dynamic DNS and is meant to indicate
that you as the customer can enter the IP address belonging to a
name in the DNS server yourself.

The partner's IP address is contacted, and the connection is
established. However, since fixed IP addresses are expensive, most
users connect to service providers and are assigned a dynamic IP
address.

This changes every time you connect (hence the term dynamic),
making it impossible to locate a partner with a dynamic IP address.
DynDNS servers on the Internet offer assistance in this respect. They
enable partners to be located despite their dynamic IP address. If the
partner is known, i.e. if its IP address is known, there is nothing to
prevent communication. In the interests of security, communication
with the partner can be encrypted with the aid of IPSec, for example,
in a second step.

6 IPsec IPSec is a protocol that can be used to establish a secure IP
(Internet Protocol | connection.
Security) A distinction is made between two modes:

1. Tunnel mode

The entire IP package is encrypted in this mode. Tunnel mode is
primarily used to transmit data between two company locations or
between a private PC and a company network (to enable staff to work
from home, for example) via the Internet secure from monitoring
(VPN).

2. Transport mode

Here only the data part is encrypted. This is used to transmit critical
data, e.g. in passwords.

7 ISDN Stands for Integrated Services Digital Network.

The striking feature of ISDN phone lines is that there are at least two
basic access channels (B-channels) available for use simultaneously.
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This means that a subscriber is contactable by phone whenever it is
online or sending a fax. It also supports two parallel phone calls from
one line. In addition, higher transmission rates are possible than with
an analog line. Each B-channel can transmit 64 kBit/s, i.e. the two
together support 128 kBit/s.

ISDN digital transmission and switching technology supports diverse
forms of communication on the phone line such as telephony, faxing
or Internet connections.

ISDN continues to use the cabling from the previous analog telephone
network in order to connect the customers to the exchange. However,
ISDN technology uses this with much greater efficiency and flexibility.
Connections can be established more quickly, speech quality is much
improved, and not only is data transmission is quicker, it is also
extremely reliable thanks to error correction.
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8 NTBA Stands for Network Termination Basic Rate Access.

The NTBA forms the network termination to the public ISDN network.
It converts the signal from the network provider from its two-wire line
(UKO bus) to a four-wire line (SO bus).

The exchange supplies current to the NTBA via the ISDN supply
voltage — the NTBA, in turn, supplies the SO bus. In normal operating
mode, power is also fed to the NTBA via a power supply unit. In this
mode it can supply up to four terminals which are connected to the SO
bus and which do not possess a power supply of their own.

If the NTBA is operated without an additional power supply unit or if
the power supply fails, the NTBA uses the network provider's ISDN
supply voltage in order to operate on standby.

9| Port Forwarding | Port forwarding is a technology which supports the mapping of ports
to IP addresses in NAT networks (Network Address Translation),

i.e. if router ports have to be forwarded permanently to a specific IP
address. This mapping technology is a function offered by many of the
current DSL routers. For this purpose, the advanced settings for the
router generally include a table in which a port that has to be mapped
is permanently allocated to a specific local IP address.

10 Routers Routers are first and foremost hardware devices or software programs
that can be used to connect one or more computers or whole
networks to other networks.

The router acts as the control center in order to forward connection
requests to the required network or the service.

In addition to their basic functionality, hardware routers and, in
particular, the current ISDN or DSL routers possess DHCP services or
servers which can be used to manage address allocation and control
centrally. Depending on the settings, IP addresses can be supplied in
this way to whole networks which is beneficial to inexperienced users,
in particular.

11 Splitters Splitters
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In ADSL lines, the splitter divides the incoming signal from the
provider network into the broadband ADSL signal and the narrow
band ISDN signal or analog telephone signal. For transmission in the
opposite direction, the two parts of the signal are combined to
facilitate simultaneous transmission via the subscriber line.

The splitter is frequently contained directly in the broadband access
equipment (BBAE).

12

TCP

TCP, which stands for Transmission Control Protocol, is an important
component of the TCP/IP protocol. It is based on connections and
requests receipt of confirmation for every package sent.

13

TCP/IP

TCP/IP stands for Transmission Control Protocol/Internet Protocol.
This generally refers to the whole family of protocols. It was developed
to facilitate connection between computers in different networks.

Nowadays TCP/IP is used in many LANs (Local Area Networks) and
is the basis for the world wide web.
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14

T-DSL

Deutsche Telekom has been offering DSL lines under the name T-
DSL since the late 90s. T-DSL is the most commonly used variant of
DSL, which also makes it the most common type of broadband
Internet access in Germany.

Deutsche Telekom is not the only organization that offers T-DSL
access to the Internet via its subsidiary T-Online, this is also available
from a relatively large number of resellers. However, they all use
Deutsche Telekom infrastructure to establish the physical link to the
customer. The remaining providers primarily use their own versions of
ADSL or else SDSL, although this works symmetrically and supports
data rates of up to 2.3 MBit/s.

15

VPN
(Virtual Privat
Network)

Company employees can use a Virtual Private Network (VPN) to
connect to the company network (Intranet) from home or from
locations outside the company via the Internet. A number of company
sites can also be linked this way.

The advantage of this is that there is no need for modem links or
leased channels, simply a connection to the Internet. The employee
connects to the Internet first of all. An encrypted channel (tunnel) is
then established between the VPN client and VPN server. Following
authentication via user name and password or public key/certificate,
an encrypted IPSec tunnel is set up via which data can be transmitted
without risk of being monitored.

16

WAN

The term WAN (Wide Area Network) refers to networks which transmit
data over a larger distance than a LAN (Local Area Network).
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3 Warranty and Support

No liability is accepted for the foregoing or following internal Siemens
information.

A&D accepts no liability, regardless of the legal grounds, for damages
arising from the use of the examples, tips, programs, configuration and
performance data, etc. described here, apart from the statutory liability
accepted, for example, for damage to items used for personal purposes,
personal accidents or for malicious intent or gross negligence.
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