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Legal information
Use of application examples
Application examples illustrate the solution of automation tasks through an interaction of several
components in the form of text, graphics and/or software modules. The application examples are
a free service by Siemens AG and/or a subsidiary of Siemens AG (“Siemens”). They are nonbinding and make no claim to completeness or functionality regarding configuration and
equipment. The application examples merely offer help with typical tasks; they do not constitute
customer-specific solutions. You yourself are responsible for the proper and safe operation of the
products in accordance with applicable regulations and must also check the function of the
respective application example and customize it for your system.
Siemens grants you the non-exclusive, non-sublicensable and non-transferable right to have the
application examples used by technically trained personnel. Any change to the application
examples is your responsibility. Sharing the application examples with third parties or copying the
application examples or excerpts thereof is permitted only in combination with your own products.
The application examples are not required to undergo the customary tests and quality inspections
of a chargeable product; they may have functional and performance defects as well as errors. It is
your responsibility to use them in such a manner that any malfunctions that may occur do not
result in property damage or injury to persons.
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Disclaimer of liability
Siemens shall not assume any liability, for any legal reason whatsoever, including, without
limitation, liability for the usability, availability, completeness and freedom from defects of the
application examples as well as for related information, configuration and performance data and
any damage caused thereby. This shall not apply in cases of mandatory liability, for example
under the German Product Liability Act, or in cases of intent, gross negligence, or culpable loss of
life, bodily injury or damage to health, non-compliance with a guarantee, fraudulent
non-disclosure of a defect, or culpable breach of material contractual obligations. Claims for
damages arising from a breach of material contractual obligations shall however be limited to the
foreseeable damage typical of the type of agreement, unless liability arises from intent or gross
negligence or is based on loss of life, bodily injury or damage to health. The foregoing provisions
do not imply any change in the burden of proof to your detriment. You shall indemnify Siemens
against existing or future claims of third parties in this connection except where Siemens is
mandatorily liable.
By using the application examples you acknowledge that Siemens cannot be held liable for any
damage beyond the liability provisions described.

Other information
Siemens reserves the right to make changes to the application examples at any time without
notice. In case of discrepancies between the suggestions in the application examples and other
Siemens publications such as catalogs, the content of the other documentation shall have
precedence.
The Siemens terms of use (https://support.industry.siemens.com ) shall also apply.

Security information
Siemens provides products and solutions with industrial security functions that support the secure
operation of plants, systems, machines and networks.
In order to protect plants, systems, machines and networks against cyber threats, it is necessary
to implement – and continuously maintain – a holistic, state-of-the-art industrial security concept.
Siemens’ products and solutions constitute one element of such a concept.
Customers are responsible for preventing unauthorized access to their plants, systems, machines
and networks. Such systems, machines and components should only be connected to an
enterprise network or the Internet if and to the extent such a connection is necessary and only
when appropriate security measures (e.g. firewalls and/or network segmentation) are in place.
For additional information on industrial security measures that may be implemented, please visit
https://www.siemens.com/industrialsecurity.
Siemens’ products and solutions undergo continuous development to make them more secure.
Siemens strongly recommends that product updates are applied as soon as they are available
and that the latest product versions are used. Use of product versions that are no longer
supported, and failure to apply the latest updates may increase customer’s exposure to cyber
threats.
To stay informed about product updates, subscribe to the Siemens Industrial Security RSS Feed
at: https://www.siemens.com/industrialsecurity.
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1 Introduction

1

Introduction
Automation systems are sophisticated and complex technical systems. Operation
by unauthorized personnel can result in operating errors and therefore disruptions
in the production process. In order to prevent this, an access restriction to functions
of the system, so that only authorized persons have access, is recommended.
The access protection can take the form of a key switch or RFID card.

1.1

Overview
The application example shows how you can set up access protection with an
RFID card (example 1) or a SIRIUS ACT-ID key switch (example 2).
Figure 1-1

Example 1: SIMATIC RF 1060R

 Siemens AG 2018 All rights reserved

Administrator
USB

Driver
Card UID: E0040100A2359096
RF 1060R

Example 2: SIRIUS ACT

PROFINET/IE

Operator
IO-Link

Key ID: 426CF31804
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1.2

Mode of operation

1.2.1

SIMATIC RF 1060R reader
By means of the SIMATIC RF 1060R driver, user administration is realized via
RFID cards. To do this, a user holds his card to the reader and is then logged on in
the WinCC V7.4 Runtime. The UID of the card is used as a password.
The driver connects to the RFID reader and reads the UID of the card as soon as it
is within range. The read UID is written in a variable of the runtime. In runtime, a
script must react to the change in the variables and use the transferred UID as the
password for user logon in WinCC V7.4.
Figure 1-2

Example 1: SIMATIC RF 1060R
Card UID: E0040100A2359096

User management
VB script

 Siemens AG 2018 All rights reserved

Internal Tags
Card reader driver
USB

Benefits


Automatic user login on the operator panel. This helps avoid erroneous
username and password entries.



Simple registration even under unfavorable conditions, for example when the
operator is wearing work gloves.
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1.2.2

SIRIUS ACT ID Key Switch
Each plant operator is assigned a color-coded ID key according to his area of
responsibility.
To be able to carry out an operation on the operator panel, the plant operator first
inserts his ID key into the ID key switch. Via the control program, the information of
the "ID key" is read out via a program-specific function block (FB) to allow a
personal application, for instance.
The selected key is forwarded via an IO-Link telegram to the serial interface
module of the CM 4xIO-Link module (ET 200SP). The controller then reads out the
distributed I/O of the ET 200SP and forwards the required UID to WinCC. When
the value of the variables is changed, this logs the user on via a script. If the ID
number read out matches the ID number stored in the user administration, the
assigned user is released on the HMI.

Figure 1-3

Example 2: SIRIUS ACT

User management
 Siemens AG 2018 All rights reserved

VB script
PLC tags

PROFINET/IE

Control program

IO-Link
Operator3

Admin1

Note

In addition to the UID of the key, you can also evaluate the switch position of the
key via a function block. Alternatively, the outputs can also be wired and
evaluated via an IO module.
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1 Introduction
IO-Link
IO-Link is an innovative and point-to-point communication interface specified in
IEC 61131-9 for the sensor/actuator domain.
IO-Link comprises the following system components:


IO-Link master



IO-Link device, e.g.
-

Sensors/actuators

-

I/O modules



Unshielded 3-conductor standard cable



Use of an engineering tool for the configuration and parameterization of IOLinks.

Advantages IO-Link


Simple integration of sensors and actuators in automation technology



By using IO-Link, more information such as warnings and diagnostics of IOLink devices can be read out. Troubleshooting and the associated downtimes
are thereby shortened.

 Siemens AG 2018 All rights reserved

Advantages SIRIUS ACT-ID key switch


Automatic user login on the operator panel. This helps avoid erroneous
username and password entries.



Simple registration even under unfavorable conditions, for example when the
operator is wearing work gloves.
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1.3

Detailed operation PLC program
The process image of the inputs contains information such as switch position,
authorization level and the inserted/not inserted ID key. The "SiriusIDKey" block
evaluates this information. When the ID key is inserted, the identification number of
the inserted ID key is read out with IO-Link via the "IO-Link-Device" function block.
This is required for logging into the WinCC Runtime.
Figure 1-4

Main

SiriusID key

 Siemens AG 2018 All rights reserved

PAE
• Switch setting
• Permission level
• ID key inserted /
not inserted

Read
Data record 94
HMI
•
•
•

Note

IO-Link
device

Switch setting
Permission level
Identification number

DS94
- Identification number
of the ID key

Please note that different function blocks are available for IO-Link. These depend
on the CPU used as well as the version of the TIA Portal and STEP 7.
https://support.industry.siemens.com/cs/ww/en/view/82981502
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1.4

Components used
The following hardware and software components were used to create this
application example:
Table 1-1

 Siemens AG 2018 All rights reserved

Component

Number

Article number

Note

Programming device, e.g.
SIMATIC FIELD PG M5

1

6ES7717-…..-0…

Engineering station

SIMATIC IPC477D Pro

1

6AV7250-…..-…..

Alternatively, a different
IPC may also be used.

SIMATIC CPU 1516F-3
PN/DP

1

6ES7516-3FN01-0AB0

Alternatively, a different
controller may also be
used.

IM 155-6 PN ST, incl. bus
adapter 2xRJ45

1

6ES7 155-6AU000BN0

CM 4xIO-Link ST

1

6ES7137-6BD00-0BA0

Server module

1

6ES7193-6PA00-0AA0

SIMATIC RF 1060R

1

6GT2831-6AA50

Card holder for RF 1060R

1

6GT2890-0CA00

RFID cards

1

Bracket for attachment in
housing
ID key

1

6GT2600-4AD00
3SU1500 0AA10-0AA0

1

3SU1900-0Fxy0-0AA0

-green

1

3SU1900-0FV40-0AA0

-yellow

1

3SU1900-0FW30-0AA0

-red

1

3SU1900-0FX20-0AA0

-blue

1

3SU1900-0FY50-0AA0

ID key switch electronic
module for IO-Link

1

3SU1400-1GD10-1AA0
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For the hardware, make
sure that you use the
module with IO-Link.
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1 Introduction
This application example consists of the following components:
Table 1-2
Component

1.5

File name

Note

109756169_User_Administration_RFID.pdf

This document.

109756169_User_Administration_RFID.zip

This compressed file
contains the WinCC
project.

109756169_Software_SIMATIC_RF_1060_
R_Treiber.zip

This compressed file
contains the SIMATIC
RF 1060 R driver

109756169_LIDKey

Library for function
block SIRIUS ACT-ID

Required knowledge
To implement the solution described in this document, basic knowledge of the
following areas is required.
Automation technology



User management in WinCC

 Siemens AG 2018 All rights reserved
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2 Engineering

2

Engineering

2.1

SIMATIC RF 1060R

2.1.1

Hardware configuration
The installation of the SIMATIC RF1060R can be found in the following manuals.
Connect the card reader to a free USB slot on your operator panel.
Figure 2-1

Administrator
USB

Driver
Card UID: E0040100A2359096
 Siemens AG 2018 All rights reserved

RF 1060R

2.1.2

RF1060R installation in mounting plate
More information about the installation can be found in the SIMATIC Ident RFID
Systems SIMATIC RF1060R manual at
https://support.industry.siemens.com/cs/ww/en/view/109745368

2.1.3

RF1060R installation in extension unit
More information about the installation can be found in the SIMATIC System
Components for PRO Devices Extension Units manual at
https://support.industry.siemens.com/cs/ww/en/view/109742323
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2.1.4

Determining the UID of the RFID card
You have the option of adding users statically via the WinCC Engineering. The UID
of the RFID card forms the user's password. This section will show you how to
implement a user management with RFID reader.

Determination of the UID
Figure 2-2

Workflow
1.) Initial situation: Card UID unknown.
Administrator

Operator

Card UID: ???

Card UID: ???

 Siemens AG 2018 All rights reserved

2.) Determine the UID with the aid of the program "RFID_Reader.exe".
SIMATIC RF1060R

Card UID:
E0040100
A2359096

USB

Driver
Card reader

3.) Apply determined UIDs in WinCC Engineering.
Administrator

Card UID: E0040100A2359096

WinCC Engineering

Operator

Card UID: E0040100A2354BA6

Name: Administrator
Password: E0040100A2359096

User management
Name: Operator
Password: E0040100A2354BA6
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2 Engineering
The following chapter shows you how to determine the UID of 2 cards. You will
need this later as a password for the WinCC project.
Table 2-1

 Siemens AG 2018 All rights reserved

No.

Action

1.

Start the "RFID_Reader.exe" program. The software can be found in the download
area for the application example.

2.

As soon as the SIMATIC RF 1060R is connected to the PC, the output field lights
up green. Hold a card to the reader. Click the "Read RFID" button:

3.

Make a note of the UID (In the application example: E0040100A2359096). You will
need this later for user administration in WinCC.

4.

Hold another card to the reader. Start reading again by clicking on the "Read RFID"
button. Note the second card's UID (In the application example:
E0040100A2354BA6 )

5.

Close the program.
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2.1.5

Create user in WinCC project

Table 2-2

 Siemens AG 2018 All rights reserved

No.

Action

1.

Open the "User Administrator" editor.

2.

Click Administrator Group.
Create the following two users:
User: Operator1
Password: E0040100A2359096
User: Operator2
Password: E0040100A2354BA6

3.

Close the User Administrator editor.
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2.1.6

Commissioning SIMATIC RF 1060R driver
Table 2-3
No.

Action

1.

Download the file "109756169_Software_SIMATIC_RF_1060_ R_driver.zip" from
the application example.

2.

Unzip the file.
"109756169_Software_SIMATIC_RF_1060_ R_driver.zip".

3.

Copy the following files

BrpDriver_x64.dll

BrpDriver_x86.dll

RFID_Reader_74.exe
from the unpacked folder into the WinCC Bin folder.

In the application example, the bin folder was installed under "Computer  Local
Disk (C:)  Program Files(x86)  Siemens  WinCC  bin.

 Siemens AG 2018 All rights reserved

4.

Start the SIMATIC WinCC Explorer. Click on Computer and then the computer
name.
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 Siemens AG 2018 All rights reserved

No.

Action

5.

Click the "Start-up" tab.
Activate the "Global Script Runtime" and the "Graphics Runtime".
In the "Additional Task/Applications" area, click the "Add" button.

6.

Click on the "Browse Application" button and select the copied
"RFID_Reader_74.exe" in the bin folder of the WinCC directory.
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 Siemens AG 2018 All rights reserved

No.

Action

7.

Confirm the changed computer settings with the "OK" button.

8.

Open the Tag Management.

9.

Create two internal tags "@RFID_String" and "@ RFID Presence".
The tag @RFID_String must be of the data type "Text variable 16-bit character set".
The tag @RFID_Presence must be of the data type "Binary variable".
The tags "@RFID_String" and "@ RFID Presence" are described as soon as a card
is on the SIMATIC RF 1060R.
Note: The tag names are fixed. Do not change these.

Note: When starting the runtime, the reader must be connected.
10.

Open the global script editor "C-Editor".
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2 Engineering
No.

Action
Open the "Global Actions" (Actions > Global Actions) and add a new action via the
"New" button.

12.

Paste the following C code into the newly created action.

 Siemens AG 2018 All rights reserved

11.

The following script reads the tag @RFID_String of the card reader. Then it
compares the read code with the predefined cards (E0040100A2359096 and
E0040100A2354BA6). Finally, the respective user is registered.
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2 Engineering

 Siemens AG 2018 All rights reserved

No.

Action

13.

Click the "Trigger" button. Under Trigger Event, select "Tag" and click the "Add"
button. In the "Add Trigger" window, select the "@RFID_String" variable and the
desired standard cycle.

14.

You can use the "@CurrentUserName" variable to display the logged-in user.
Note:
Make sure that the data format of the I/O field is a string.

User Management in WinCC with RFID
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2.2

SIRIUS ACT ID Key Switch

2.2.1

Hardware configuration
The installation of the SIRIUS ACT-ID key switch can be found in the following
manual:
https://support.industry.siemens.com/cs/ww/en/view/107542462

Figure 2-3
S7-1500

WinCC V7.4

 Siemens AG 2018 All rights reserved

PROFINET IE

IO-Link

ET200SP + IO-Link Master

2.2.2

SIRIUS ACT ID Key Switch

Functions
The following functions of the ID key-operated switch are implemented via the
operator panel.


Automatic logon to the operator panel with an ID key.



Evaluation of the currently logged in user



Display of the current key position



Display of which type of ID key is inserted/used



Reading out the ID of the ID key switch
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2.2.3

Wiring of IO-Link communication
The electronic module requires a 24V DC power supply. ET200SP and SIRIUS
ACT-ID key switches can be connected via IO-Link via a 3-wire wiring cable.
Figure 2-4
ET200SP +
IO-Link master

24V ＋

PROFINET IE

C1
C3
RES
RES
US1
US3
M
M

C2
C4
RES
RES
US2
US4
M
M

SIRIUS ACT-ID
Key switch
DQ.0

DQ.1

DQ.2

DQ.3

DQ.4

L+

C/Q

L-

1M

1L+

IO-Link
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2.3

Configuring the controller
The section shows you how to insert the IO-Link master into the hardware
configuration.
Table 2-4
No.

Action
Click on "Add new device" in the project tree.

2.

Select a controller for your project.

3.

Go through the project navigation into the "Devices and Networks" view.

 Siemens AG 2018 All rights reserved

1.
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 Siemens AG 2018 All rights reserved

No.

Action

4.

Drag and drop the PROFINET interface module of the ET200SP into your network
view.

5.

Assign an IP address to the controller and the interface module.

6.

Assign a control to the interface module.

User Management in WinCC with RFID
Entry ID: 109756169, V1.0, 05/2018

23
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No.

Action
Assign a PROFINET device name to the interface module.

8.

Open the device view of the interface module.
Pull the IO-Link master of the ET200SP to slot 1.

9.

Pull the server module into slot 2.
The server module completes the configuration of the ET200SP.

 Siemens AG 2018 All rights reserved

7.
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No.

 Siemens AG 2018 All rights reserved

10.

Action
Check the address space. The addresses can be found in the properties of the IOLink master under General CM4xIO_Link  I/O addresses.

Note
Each IO-Link master requires a corresponding total address range, depending on
the IO-Link device used. The lengths of the input and output addresses are each 32
bytes. The assignment of the respective address ranges for the devices takes place
in the Port Configuration Tool (S7-PCT).
11.

Compile the HW configuration and load it into the controller.
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2.4

Installing the Port Configuration Tool (S7-PCT)
The "Port Configuration Tool (S7-PCT)" is required for the configuration of the
IO-Link master.
There are two ways to install that tool:
1. Siemens Industry Online Support
2. Installation CD
The latest version can only be found in the Siemens Industry Online Support.

2.4.1

Siemens Industry Online Support
Table 2-5
No.

Action
Download the file "S7-PCT_V3.5.zip".
https://support.industry.siemens.com/cs/ww/en/view/32469496.
Unzip the file to a folder of your choice.

2.

Install SIMATIC_S7PCT_V35.

 Siemens AG 2018 All rights reserved

1.
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2.4.2

Installation CD

Table 2-6
No.

Action
Open the installation CD 2 of STEP7ProWinCCAdv.

2.

Click the Support folder.

3.

Install SIMATIC_S7PCT_V35.

 Siemens AG 2018 All rights reserved

1.
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2.4.3

Configuring the IO-Link device
Use the Port Configuration Tool (S7-PCT) to configure the connected IO-Link
devices. In this case, the IO-Link master module (ET 200SP), via which the ID key
switch with the electronic module is connected via IO-Link.

Note

Observe the following points when using the S7-PCT tool




There must be a connection between the configuration PC and the IO-Link master for
the configuration.
The hardware configuration has been transferred.
If the program "S7-PCT" has been started, the WinCC (TIA Portal) configuration can
not be accessed. For this, first the "PCT" program must be closed.

Table 2-7
No.
1.

Action
Open the S7-PCT tool.
To open the S7-PCT from STEP7 V15, you have the following two options in the
device view of the IO-Link master:
n the device view, right-click on the IO-Link master module in the editor area
and select "Start device tool …".

2.

In the device list, right-click on the IO-Link Master module and select "Start
device tool ...".

 Siemens AG 2018 All rights reserved

1.
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No.
2.

Action
Setting the interface
When you connect to the IO-Link master for the first time, the "Set interface" menu
appears.
Set the connection settings and confirm the entry with "OK". The S7-PCT tool is
started.

Navigate to the end of the project tree.
Open the catalog and navigate to the ID key switch "IO Link V1.1> SIEMENS AG>
SIRIUS ACT Devices". Drag and drop the object onto the 1st port of the "module".

 Siemens AG 2018 All rights reserved

3.

Note
The selected port depends on your wiring of the CM 4xIO-Link module (see 2.2.3).
4.

Menus and data
You can call up various kinds of information about the "CM 4xIO-Link" and the "ID
key-operated switch" via the project tree. To do this, mark the corresponding entry.
Use the menu bar to get the information.
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No.
5.

Action
Further settings and information
In the following menu, set the starting address for evaluating the key position.
Open the menu under "Slot CM 4xIO-Link_1> Addresses" the area for setting the
I/O addresses.
Activate the check box "Display PLC addresses".
Then enter the input area in the table under "Input Start". In this case "0.0".
The default ("0.0") defines the "Periphery input byte", which is used to evaluate the
key position.

 Siemens AG 2018 All rights reserved

Further evaluation is done via the "SiriusIDKey" (2.5.2).
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No.
6.

Action
Read ID from ID key
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Select the SIRIUS ACT Electronic Module in the project tree.
Click the "Online" icon in the toolbar.
Then click on the "Diagnostics" tab.
In the table under the entry "Insert key> index94 - Identification number often ID
key" the ID number is displayed in "Hex" format.

Note:
Using the example of the ID number shown here, the following password results for
the green ID key.
"Index94 – Identification number of ID key 0x42, 0x6c, 0xF3, 0x18, 0x04
The result of these is the following password:
Password: 426CF31804
In the project, the evaluation is done via the "FB SiriusIDKey".
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No.
7.

Action
Parameter assignment of the ID key
You have the option to customize various properties of the ID key key.
To do this, mark the "SIRIUS ACT Electronic Module" and click on the "Parameters"
tab.
Click in the table under ID Key  Parameter on the parameter to be changed.

 Siemens AG 2018 All rights reserved

Select the desired option via the drop-down list.

The enclosed example project is based on the factory settings of the ID key
parameters. These parameters must not have been edited with the "S7-PCT"
program.

The ID key keys must have these settings:



8.

DS131 - Stepwise switching
disabled
DS131 - Store switch position
disabled
DS131 - Remnant storage… disabled

Transferring the configuration
Select the "CM 4xIO-Link" module in the project tree.
Click on the symbol for transferring the file in the toolbar.

The download was executed successfully.

9.

The relevant settings for the application example are completed. To quit the
program, click on "File > Exit" in the menu bar.
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2.5

Configuring the controller
The process image of the inputs contains information such as switch position,
authorization level and the inserted/not set ID key. The "SiriusIDKey" function block
evaluates this information. When the ID key is inserted, the identification number of
the inserted ID key is read out with IO-Link via the "IO-Link-Device" function block.
This is required for logging into the WinCC Runtime.
Figure 2-5

Main

SiriusID key

PAE
• Switch setting
• Permission level
• ID key inserted /
not inserted

Read
Data record 94
HMI
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•
•
•
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2.5.1

Configuration process image SIRIUS ACT-ID key switch
The process image of the input contains the most important status information for
the ID key switch.
Table 2-8 : Process image input
Byte
0

 Siemens AG 2018 All rights reserved

1

Bits

Meaning

0

Ready
0: not ready
1: ready

1

Group error
0: not active
1: active

2-7

Reserved

0

ID key available
0: no
1: yes

1-3

Permission level
100: green
010: yellow
110: red
001: blue

4-6

Switch setting
100: Switch position 1
010: Switch position 2
110: Switch position 3
001: Switch position 4

7

Reserved

The process image of the inputs is written with slice access on a PLC data type.
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Table 2-9
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No
.

Action

1.

Create a new variable table "IDKey".

2.

Open the variable table and create a variable "IDKey" (data type Word).
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2.5.2

Insert function block "Sirius ID Key"

Table 2-10
No.

Action
Download the library "109756169_LIDKey" from the application example entry page
and extract it to a folder of your choice.

2.

Open the global library "LIDKey.al15" in the TIA Portal. To do this, open the "Global
libraries" palette in the "Libraries" task card. Click on the 2nd icon from the left to
open a "Global Library".

3.

Copy the 2 function blocks and the data blocks "IO_LINK_DEVICE", "SiriusIDKey"
and "HMI" into your project.

4.

Open the OB1 and drag the block "SiriusIDKey" into a free network.

 Siemens AG 2018 All rights reserved

1.
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No.

An instance data block is automatically created for the "SiriusIDKey" function block.
Confirm this with the "OK" button.

 Siemens AG 2018 All rights reserved

5.

Action
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No.

 Siemens AG 2018 All rights reserved

6.

Action
Interconnect the inputs and outputs of the "SiriusIDKey" function block with the
associated tags from the HMI data block and the created PLC tag "ID Key".

The following parameters are fixed constants for the block.
Parameter

Comment

ID

When creating the hardware configuration for the "CM 4xIOLink", a system constant is created (Project navigation > PLC
variables > System constants). Select the module used here. In
this case "IO Device_1_CM_4xIO-Link_1".

CAP

Fixed constant. In this case "227".

RD_WR

Fixed constant "0". Data are read-only.

Port

Specification on which channel (port) the "electronic module" is
wired. In this case channel "1".

IOL_Index

Data record "94" for reading out the identification number of the
ID key

IOL_Subindex

If the subindex is "0", all parameters are read or written by the
index.
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2.5.3

Function block "IO_Link_Device"
The "SiriusIDKey" block uses the "IO_Link_Device" function block to read out the
identification number. The interconnection of the input and output parameters of
the "IO_Link_Device" are forwarded to the outside to the "SiriusIDKey".

Application
The function block IO_Link_Device is available for acyclic data exchange.
The block supports the following tasks:


Parameterization of an IO-Link device during operation



Executing IO-Link port functions



Backing up/restoring IO-Link device parameters

Function description
The function block "IO_LINK_DEVICE" is an asynchronous function block, i.e. the
processing extends over several cycles.
You start the transmission by means of a rising edge at the REQ input of the block.
 Siemens AG 2018 All rights reserved

The parameter BUSY indicates whether valid response data has arrived ("BUSY" =
0) or the block is still being processed ("BUSY" = 1). If the block is being processed
("BUSY" = 1), the output parameter "IOL_STATUS" signals the current processing
step/status of the FB. If this period exceeds the TIMEOUT of the IO-Link master or
max. 20s, the processing is aborted with a timeout error ("IOL_STATUS").
The value TRUE of the output parameter "DONE_VALID" indicates whether the
last transmission was successful. If data has been read, then the parameter
"RD_LEN" indicates the length of the received data.
As long as "REQ" = 1, the output parameters keep their current value. If "REQ" is
reset ("REQ" = 0) before the execution of the FB is completed, the current values
of the output parameters are only available for one cycle.
The parameter "IOL_Index" reads the data record 94 which contains the
information of the ID key.
The FB issues the data set to the "RECORD_IOL_DATA" parameter in the form of
a byte array. The ID is stored in bytes 16 to 20, and is converted into a string from
FB "SiriusIDKey".

Download
The function block can be downloaded at:
https://support.industry.siemens.com/cs/ww/en/view/82981502

User Management in WinCC with RFID
Entry ID: 109756169, V1.0, 05/2018

39

2 Engineering
Setup
Illustration 2-6IO_LINK_DEVI
IO_LINK_DEVICE
Bool
HW_IO

REQ

DONE_VALI
D

Bool

BUSY

Bool

ERROR

Bool

ID

DInt

CAP

Bool

RD_WR

Int

PORT

Int

IOL_INDEX

Int

IOL_SUBIND
EX

Int

LEN

STATUS

DWord

IOL_STATUS

DWord

RD_LEN

RECORD_IOL_DATA

Array[0..231] of Byte

Int

Array[0..231] of Byte
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List of parameters
Table 2-11: Parameter of IO_LINK_DEVICE
Name

Parameter
type

Data type

Comment

REQ

IN

Bool

Rising edge Initiate data transfer

ID

IN

HW_IO

Hardware identifier of the IO-Link
communication module

CAP

IN

DInt

The access point to the IO Link
master is defined via the Client
Access Point. (Siemens AG = 227
decimal)

RD_WR

IN

Bool

Read or write access
0: read
1: write

PORT

IN

Int

Specifies the port number of the
IO-Link device to which the IO-Link
device is connected
(The ET200SP has port numbers
from 0..4)
Possible values: 0..63

IOL_INDEX

IN

Int

The desired data record is uniquely
addressed via the index and
subindex. The desired data record
which is read or written can be
taken from the respective manuals.
The parameter index describes the
address.
Possible values: 0..32767

IOL_SUBINDEX

IN

Int

The subindex parameter describes
the elements to be read by the
index area. When the subindex is
entered equal to 0, all parameters
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Name

Parameter
type

Data type

Comment

 Siemens AG 2018 All rights reserved

are read or written by the index.
Possible values: 1..232
LEN

IN

Int

Length of the data to be written
Possible values 1..232
The parameter is irrelevant for
reading data records.

DONE_VALID

OUT

Bool

Transfer of records
successful/unsuccessful
0: Data not valid
1: Data valid

BUSY

OUT

Bool

As long as no valid data record has
been read or written, this is
signaled via the parameter Busy.
0: Job finished
1: Job in progress

ERROR

OUT

Bool

Transmission errors are displayed
in the parameter Error.
0: No error
1: Abort with errors

STATUS

OUT

DWord

Fieldbus-specific errors are
displayed via the Status variable.

IOL_STATUS

OUT

DWord

IO-Link specific errors are
displayed via the variable IOL
status

RD_LEN

OUT

Int

Length of read data (net data)

RECORD_IOL_DATA

IN_OUT

Array[0..231]
of Byte

Source/destination area for the
data to be read/written.
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2.6

Configuring HMI

2.6.1

Determine key ID

 Siemens AG 2018 All rights reserved

The ID is read out via the software tool "S7-PCT" see section 2.4.3. Alternatively,
the ID can be read out via a program-specific function block.

In the application example, the following IDs were determined.
Table 2-12
ID key

ID number

Operator

Green

426CF31804

Operator3

Yellow

C88DC81804

Operator4

Red

2CACF31804

Operator5

Blue

D3A7F71804

Operator6
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2.6.2

Creating users in the WinCC project

Table 2-13

 Siemens AG 2018 All rights reserved

No
.

Action

1.

Open the Editor User Administration.

2.

Click Administrator Group.
Create the following two users:
User: Operator3
Password: C88DC81804
User: Operator4
Password: 426CF31804
User: Operator5
Password: 2CACF31804
User: Operator6
Password: D3A7F71804

3.

Key color: yellow
Key color: green
Key color: red
Key color: blue

Close the User Administration editor.
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2.6.3

Connect control tags
The following section describes how to establish protected communication with
optimized block access to the address area of the controller in SIMATIC WinCC
with the "SIMATIC S7-1200, S7-1500 Channel" communication channel. You read
and accept the tags via the "Read from AS" functionality.

Note

Only AS symbols for which the access rights for SIMATIC WinCC are activated
can be read. Otherwise, SIMATIC WinCC would not find these.
To ensure proper communication, check the settings of your PG / PC interface.
Follow the instructions in the video below:
Why is the connection from WinCC to the S7 controller not established via
TCP/IP?

Table 2-14

 Siemens AG 2018 All rights reserved

No.

Action

1.

Create a new WinCC project or open an existing one.

2.

Open the Tag Management Editor.

3.

Use "Add new driver > SIMATIC S7-1200, S7-1500 Channel" to add a new driver in
the Tag Management context menu.
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No.

Action
Add a new connection using the context menu of the OMS+ channel using the "New
Connection" button.

5.

Click on "Connection parameters" of the created connection via the associated
context menu.

 Siemens AG 2018 All rights reserved

4.
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No.

Action

6.

Enter the connection parameters.
IP address: IP address of your control
Access point: S7ONLINE
Product family: S71500-connection
Click "OK" to confirm your entries.

7.

Start the WinCC Runtime.
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No.
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8.

Action
Read the AS symbols via the context menu of the connection under "AS Symbols >
Read from AS".

These are then read in. If the AS symbols are read in successfully, the following
message appears.
Confirm this by clicking on "OK"

User Management in WinCC with RFID
Entry ID: 109756169, V1.0, 05/2018

47

2 Engineering
No.
9.

Action
Change to the "AS Symbols" tab. The read AS symbols of the controller are listed
there. Activate the check box in the "Access" column for the AS symbols that you
want to transfer to the WinCC Tag Management. You need the tags:





The WinCC tags are now displayed in the "Tags" tab with their associated
properties.

 Siemens AG 2018 All rights reserved

10.

HMI.AuthorizationLevel
HMI.SwitchPosition
HMI.IDKey
HMI.GraphicList

Note

Re-execute the "Read from AS" command if there are project changes to the
controller.
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2.6.4

Note on user login:

Table 2-15
No.

Action
Start the SIMATIC WinCC Explorer. Click on Computer, and then click the computer
name and open Computer Settings.

2.

Click on the tab under Startup. Activate the Global Script Runtime and Graphics
Runtime.

3.

Open the global script editor "C-Editor".

 Siemens AG 2018 All rights reserved

1.

User Management in WinCC with RFID
Entry ID: 109756169, V1.0, 05/2018

49

2 Engineering
No.

Action
Open the "Global Actions" (Actions > Global Actions) and add a new action via the
"New" button.

5.

Paste the following C code into the newly created action. The following script reads
out the "HMI_ID_Key" variable of the Sirius ID key switch. It then compares the read
code with the predefined keys (426CF31804, C88DC81804, 2CACF31804, and
D3A7F71804). Finally, the respective user is logged on.

 Siemens AG 2018 All rights reserved

4.
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No.

Action
Click the "Trigger" button. Under Trigger Event, select "Tag" and click the "Add"
button. Under Trigger Event, select "Variable" and click the "Add" button.

7.

You can use the "@CurrentUserName" variable to display the logged-in user.

 Siemens AG 2018 All rights reserved

6.

Note:
Make sure that the data format of the I/O field is a string.
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3

Operation of the application

3.1

Preparing the project environment in SIMATIC WinCC
Table 3-1
No.

Action
Start the SIMATIC WinCC Explorer and open the project "RFIDApplication.MCP".

2.

Click on the "Computer" symbol in the WinCC–Explorer. Then click on the computer
name.

3.

In the "Computer Properties" window, click on the "General" tab. Use the "Accept
local computer name" button to accept the local computer name. Confirm your
selection with "OK".

4.

Start WinCC again. All changes made will be applied.

 Siemens AG 2018 All rights reserved

1.
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3.2

Loading the project
Table 3-2
No.

3.3

Action

1.

Unzip the file "User_Authentification_WinCC_V7.4.zip".

2.

Start the TIA Portal.

3.

Load the SIMATIC STEP 7 project onto your controller.

4.

Start the WinCC Explorer.

5.

Load the SIMATIC WinCC project onto your PC station.

6.

Make sure that the SIMATIC RF 1060R driver is in the bin directory and that the
UIDs/IDs used differ from yours.

Operation of the example project
Table 3-3
No.

Place a card on the SIMATIC RF 1060R.

 Siemens AG 2018 All rights reserved

1.

Action

The logged on user is logged on in the runtime. An I/O field displays the logged in
user.
2.

Insert an ID key into the key switch.

The logged on user is logged on in the runtime. In addition, information about the ID
key (ID, switch position, authorization level) is output.
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4

Useful information

4.1

SIRIUS ACT ID Key Switch

 Siemens AG 2018 All rights reserved

The ID key-operated switch is an electronic key-operated switch that can switch up
to four switching positions by means of differently coded keys. The ID key switch is
primarily intended to replace the mechanical locks on various machines.

Key position and authorization levels
The ID key is primarily used to set the current key position by turning. To set the
current key position, turn the ID key switch knob clockwise or counterclockwise.
The knob has an opening into which the ID key is inserted. An actuation is only
possible if a valid ID key has been recognized and the authorization level of the
relevant ID key corresponds to the current key position or higher.
The SIRIUS ACT ID key is divided into five permission levels that are color coded:


ID key green: Level 1



ID key yellow: Levels 1 to 2



ID key red: Levels 1 to 3



ID key blue: Levels 1 to 4



ID key white: The permission level is set individually via the PCT

The temporary key position is indicated by the green flashing of the illuminated
areas in the ID key switch. During the shift delay time, the temporary key position
can be changed by turning the knob clockwise and anticlockwise. By turning the
knob to the right, the switch position delay time is restarted. During the switching
position delay time, the outputs are not yet affected by the temporary key position.
After the delay time has elapsed, the temporary key position is accepted as the
current key position, and the outputs are switched according to this position.
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Turning it to the left changes the current key position to 0 and the outputs are
immediately switched according to this position.
Figure 4-1

Increments
Method

Permission
levels

Switch settings

0
Without ID
Key

1
Green ID
Key
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2
Yellow ID
Key
3
Red ID
Key

4
Blue ID
Key

Identification number
In addition to the switch position and the authorization level, each ID key has a
unique identification number. This identification number is read out when an ID key
is inserted in the user program and used to log in as a password on the HMI.
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Appendix

5.1

Service and Support

Industry Online Support
Sie haben Fragen oder brauchen Unterstützung?
Über den Industry Online Support greifen Sie rund um die Uhr auf das gesamte
Service und Support Know-how sowie auf unsere Dienstleistungen zu.
Der Industry Online Support ist die zentrale Adresse für Informationen zu unseren
Produkten, Lösungen und Services.
Produktinformationen, Handbücher, Downloads, FAQs und Anwendungsbeispiele
– alle Informationen sind mit wenigen Mausklicks erreichbar:
https://support.industry.siemens.com

Technical Support
Der Technical Support von Siemens Industry unterstützt Sie schnell und kompetent
bei allen technischen Anfragen mit einer Vielzahl maßgeschneiderter Angebote
– von der Basisunterstützung bis hin zu individuellen Supportverträgen.
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Anfragen an den Technical Support stellen Sie per Web-Formular:
www.siemens.de/industry/supportrequest
SITRAIN – Training for Industry
Mit unseren weltweit verfügbaren Trainings für unsere Produkte und Lösungen
unterstützen wir Sie praxisnah, mit innovativen Lernmethoden und mit einem
kundenspezifisch abgestimmten Konzept.
Mehr zu den angebotenen Trainings und Kursen sowie deren Standorte und
Termine erfahren Sie unter:
www.siemens.de/sitrain

Serviceangebot
Unser Serviceangebot umfasst folgendes:


Plant Data Services



Ersatzteilservices



Reparaturservices



Vor-Ort und Instandhaltungsservices



Retrofit- und Modernisierungsservices



Serviceprogramme und Verträge

Ausführliche Informationen zu unserem Serviceangebot finden Sie im
Servicekatalog:
https://support.industry.siemens.com/cs/sc

Industry Online Support App
Mit der App "Siemens Industry Online Support" erhalten Sie auch unterwegs die
optimale Unterstützung. Die App ist für Apple iOS, Android und Windows Phone
verfügbar:
https://support.industry.siemens.com/cs/ww/de/sc/2067
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5.2

Links and Literature
Table 5-1
No.

Topic

\1\

Siemens Industry Online Support
https://support.industry.siemens.com

\2\

Link to the entry page for the application example
https://support.industry.siemens.com/cs/ww/en/view/109756169

\3\

PCT tool
https://support.industry.siemens.com/cs/ww/en/view/32469496

\4\

Link automation with IO-Link
https://support.industry.siemens.com/cs/ww/en/view/84214594

\5\

FAQ Why is the connection from WinCC to the S7 controller not established via
TCP/IP?

https://support.industry.siemens.com/cs/ww/en/view/79689088
\6\

Application example Acyclic reading and writing with the IO-Link library

https://support.industry.siemens.com/cs/ww/en/view/82981502
\7\

Manual SIMATIC Ident RFID systems SIMATIC RF 1060R

https://support.industry.siemens.com/cs/ww/en/view/109745368
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\8\

Manual of System Components for PRO Device Extension Units

https://support.industry.siemens.com/cs/ww/en/view/109742323
\9\

Manual SIRIUS ACT Electronic module for ID key switch

https://support.industry.siemens.com/cs/ww/en/view/109493004

5.3

Change documentation
Table 5-2
Version

Date

V1.0

04/2018
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