SIEMENS

SICAM / SIPROTEC

System Hardening for
Substation Automation
and Protection

V1.50

User Guide

E50417-H8940-C619-A6

Preface

Table of Contents

Introduction

Secure System Architecture

System Hardening

Access Control and Account Management

Security Logging and Monitoring

Security Patching

Malware Protection/Prevention

Backup and Restore

Secure Remote Access

Appendix

List of Required Open Ports

Literature




- NOTE

l For your own safety, observe the warnings and safety instructions contained in this document, if available.

Disclaimer of Liability

Subject to changes and errors. The information given in
this document only contains general descriptions and/or
performance features which may not always specifically
reflect those described, or which may undergo modifica-
tion in the course of further development of the products.
The requested performance features are binding only when
they are expressly agreed upon in the concluded contract.

Document version: E50417-H8940-C619-A6.01
Edition: 01.2024
Version of the product described: V1.50

Copyright

Copyright © Siemens 2024. All rights reserved.

The disclosure, duplication, distribution and editing of this
document, or utilization and communication of the content
are not permitted, unless authorized in writing. All rights,
including rights created by patent grant or registration of a
utility model or a design, are reserved.

Trademarks

SIPROTEC, DIGSI, SIGRA, SIGUARD, SIMEAS, SAFIR, SICAM,
Insights Hub, and OT Companion are trademarks of
Siemens. Any unauthorized use is prohibited.



Preface

Purpose of the Manual

This document is a guideline to design a substation based on SIPROTEC and SICAM products in a secure
manner. The guideline addresses the following domains:

®  Secure network topology

®  Firewalls and Network-based Intrusion Detection Systems (NIDS)

®  Malware protection and prevention

® User management and role-based access control

®  Business continuity and disaster recovery

System hardening

Target Group
This document is primarily intended for persons working in the following areas:
®  Sales of systems and equipment

®  Project planning/implementation

Target Audience

Administrators and system engineers

Scope

This manual applies to the substation automation systems based on SICAM, SIPROTEC, and SIMEAS products.

Additional Support

For questions about the system, contact your Siemens sales partner.

Customer Support Center

Our Customer Support Center provides a 24-hour service.

Siemens Electrification & Automation
Global Support

Single entry point

Phone: +49 9131 1743072

E-mail: support.ea.si@siemens.com

Training Courses

You can request the individual training course offer at our Training Center:

Siemens AG
Siemens Power Academy TD Phone: +49 911 9582 7100
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Notes on Safety

This document is not a complete index of all safety measures required for operation of the equipment (module
or device). However, it comprises important information that must be followed for personal safety, as well

as to avoid material damage. Information is highlighted and illustrated as follows according to the degree of
danger:

A

DANGER

DANGER means that death or severe injury will result if the measures specified are not taken.

< Comply with all instructions, in order to avoid death or severe injuries.

A

WARNING

WARNING means that death or severe injury may result if the measures specified are not taken.

< Comply with all instructions, in order to avoid death or severe injuries.

A

CAUTION

CAUTION means that medium-severe or slight injuries can occur if the specified measures are not taken.

< Comply with all instructions, in order to avoid moderate or minor injuries.

NOTICE

NOTICE means that property damage can result if the measures specified are not taken.

< Comply with all instructions, in order to avoid property damage.

i

NOTE

Important information about the product, product handling or a certain section of the documentation
which must be given attention.

OpenSSL

This product includes software developed by the OpenSSL Project for use in OpenSSL Toolkit (http:/
www.openssl.org/).

This product includes software written by Tim Hudson (tjh@cryptsoft.com).
This product includes cryptographic software written by Eric Young (eay@cryptsoft.com).
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Introduction

1.1

1.1 Scope/Overview

Scope/Overview

Digitization has improved the interconnectivity of automation systems tremendously. Today, our systems are
more connected than ever. This is due to the advancement in technology that customers are incorporating
the interconnected Servers, Computers, HMIs, PLCs, and Sensors. With the advancements in Industrial Internet
of Things (lloT) there is a convergence of sensors and field devices into the network. This convergence while
provides huge business benefit but also exposes entire networks to security threats such as hacking, malware,
worms, and viruses. Additionally, the increased use of common software and operating systems, for example,
Windows® and Linux, and standard communication protocols such as TCP/IP-based protocols, have also raised
vulnerability.

Protection against attacks and continued availability of systems needs focus on cybersecurity during planning
and designing the systems itself. Planning for security at the outset provides for a more complete and
cost-effective system. Planning cybersecurity during system design also ensures that security features are
supportable — attempting to retrofit secure measures into existing environments is often ineffective and
cost-prohibitive. Security must be addressed at all levels of the development process.

This document provides guidelines for designing secure automation systems that employ the Siemens Energy
Automation products. The guide is intended for use throughout the product lifecycle and is updated whenever
major changes are made to the described products.

i 0

NOTE

This Guide provides cybersecurity implementation in the Substation assuming basic understanding of
the concepts described in this document. Siemens also provides detailed guide on all the concepts and
step-by-step guide for a variety of configurations as a service. Contact the local siemens SI Support for
details.

1.2 Principles
Cybersecurity is not a onetime exercise and needs continuous efforts. What that means is a single protection
mechanism gives protection against threats known point in time only. To achieve continued protection
Defense-in-depth needs to be implemented with continuous monitoring of security events and incidents.
The defense-in-depth security concept includes defense strategies designed to protect against inter alia
following threats:
®  Denial of Service
®  Circumvention of specific security mechanisms, such as Man in The Middle (MITM)
® |Intentional maloperation through permitted actions, such as password theft
®  Maloperation through non-configured access rights
®  Data spying, for example, of recipes and business secrets or operational plans for plants and their security
mechanisms
®  Manipulation of data, for example, to downplay the importance of alarms
® Deletion of data, for example, log files to cover up attack activities
The following defense strategies serve as an overall approach to supplement the required security in the
substation:
® Defense in Depth
®  Appropriate network-topology design / segmentation
® |east privilege principle
®  Timely response to security events
®  Continuous Threat monitoring
SICAM [ SIPROTEC, System Hardening, User Guide 13
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Secure System Architecture

2.1

2.1 Principles of a Secure Substation Configuration

Principles of a Secure Substation Configuration

The first step to cybersecurity is defining a secure system architecture while implementing an automation
system. The figure below shows a typical cybersecurity architecture and based on Siemens Secure Substation
Blueprint. While designing a cybersecurity architecture it is important to address not only the individual
requirements but also defense-in-depth. The security should start at the design phase itself. The following
sections in this chapter would help in implementation of the communication network of a substation automa-
tion system together with Siemens Energy Automation products. The compatibility of these cited measures,
network topologies, security products, or power-system components with communication protocols used in
this environment has been tested and proved.

A typical substation system comprises a Substation Control Zone and Demilitarized Zone (DMZ) protecting
this Control Zone. Both typically reside at same physical location. All IP-based communication to and from
the substation control zone passes through the substation firewall (G/H in figure below). This comprises
communication related to process-control with a connected trusted control center zone and optional remote
access connecting users.

Sy S
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7<) Untrusted network Remote access

Grid Control level
{ ]
[/
9

Substation Control Zone / Trusted Zone

Virtualizati latf ._ Virtualizati latf L
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[o]
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Figure 2-1 Secure Substation Architecture

Table 2-1 Figure Reference

Legend Description

A SICAM SCC

Human Machine Interface (HMI) for local control and monitoring, hosted on a Windows Operating
System. This is a single point of control and monitoring inside the substation.

B SICAM PAS/PQS

Station Controller application hosted on a Windows Operating system, as alternative to C
C SICAM A8000

Station Controller RTU, as alternative to B

D SIPROTEC 5

Protection and Control IEDs

E Service PC

Host of all engineering tools and Single point of all engineering accesses, hosted on a Windows
Operating System. The Service PC acts as a jump host for remote access.
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2.1 Principles of a Secure Substation Configuration

Legend Description

F Substation Central Security Logging Server

Collects all security Logs from the components of the system. Source for all security logs for a
superordinate SIEM system

Router with firewall, RUGGEDCOM firewall hosted on a ROX Operating System
Router with firewall and integrated Intrusion Detection System

o

Network switch

Time server

=| <

Active Directory Server and RADIUS Server
Built as a Read Only Domain Controller (RODC) hosted on a Windows Operating System

L Virtualization platform Microsoft HyperV hosted on a Windows Operating System
Optional implementation instead of dedicated hardware

M Certificate Manager, SICAM GridPass hosted on a Windows Operating System

1

NOTE

Itis crucial to implement security measures fitting the actual needs of a specific plant. To achieve this, a
threat analysis considering the targets and impacts of security attacks on a plant is necessary starting with
the planning phase of a plant.

Siemens also recommends analyzing the implemented cybersecurity measures regularly and adapting it if the
threat conditions change. Setting up a secure substation configuration follows a few principles.

Principle 1: Network Segmentation

The first and most important principle is the network segmentation as described in the next chapter. To avoid
an incident or limit the damage of an incident that already happened, the secure substation must be set up
as an environment where the communication possibilities are as restricted as possible. To reach that goal,
the network borders must be secured using firewalls. Furthermore, the communication between the network
segments must be secured, for example, with a virtual private network (VPN).

Principle 2: Secure Configuration

The correct configuration of a firewall and a VPN is as important as the firewall and the VPN themselves. A
firewall must be configured with a default drop rule where every packet that is not explicitly allowed will be
dropped. This default rule must be active for packets coming from the directly connected network but also
coming from the VPN tunnel. After that, only dedicated and known communication relations must be allowed.
This can be done with the IP address of the source and the destination and the protocols port used in that
specific communication relation.

Principle 3: Least Privilege

While Implementing VPN, though it is easy to have single VPN group for all participants but this defeat least
privilege principle and the strategy of network segmentation because a VPN connects networks on IP layer.
Therefore, every communication relation needs a VPN group. Of course, one VPN group is enough for more
than one communication relation, which is using the same VPN gateways.

Principle 4: Continuous Monitoring

16

One more important principle is the monitoring of your network. To identify attacks or suspicious irregular-
ities, it is important to have a central logging server collecting critical information from all involved compo-
nents of the secure substation like dropped packets of a firewall or error entries in a Windows event log
system.

SICAM [ SIPROTEC, System Hardening, User Guide
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2.2

2.2 Network Segmentation

Network Segmentation

Achieving absolute or 100 percent security as well as preventing every security incident is not possible.

Thus, the system, including its network topology, must be designed to limit the damage caused by an
incident. Network segmentation provides for the segmentation of a substation network into subnetworks. This
approach should be accompanied by controlling the network traffic across the borders of the subnetworks
using Virtual Private Networks (VPN) and firewall technologies.
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Figure 2-2 Zone Architecture

This chapter describes how a substation network could be segmented into different zones.

Description of the Certain Zones

Substation Control Zone

The Substation Control Zone is the trusted logical zone with field level devices and station controller equip-
ment.

At field level the devices such as the IEDs and Protection devices like SIPROTEC 5 are located. For connecting
these devices, a mixed configuration with optical fiber and electrical network interfaces may exist based

on the substation operator’s requirements. IEDs connected either via a serial protocol like IEC 60870-5-101,
IEC 60870-5-103, or TCP/IP-based IEC 61850 MMS/GOOSE, DNP3 are in this zone.

To achieve optimum security, the interfaces for configuration are separated from the process-data interface.
The systems-control network and the network for remote access shall be separated entirely by selection of
an independent Ethernet port for communication between the device and DIGSI5. To access SIPROTEC 5 via
network, an Ethernet hub shall be used. This would allow a SIPROTEC Device to be accessed from Engineering
Station located outside of the substation.

The Station Controller SICAM PAS and the SICAM SCC (Local HMI) can be configured in the following ways:
®  SICAM PAS installed on Industrial PC with Full Server and DIP (option: redundant configuration)
®  SICAM SCCinstalled on regular PC with Windows 10 with latest updates

Alternatively, the SICAM PAS and SICAM SCC can be installed on a Single Physical Server using Virtualization
platforms HyperV Over a Windows Operating System. The Control Zone also includes Time Synchronization
Server.
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2.3

2.3.1

2.3.2

18

Demilitarized Zone (DMZ)

The Demilitarized Zone (DMZ) contains Servers for services such as Certificate Management, User Manage-
ment, Logging and Service PC. The Certificate Manager is SICAM Grid Pass installed on a Windows Server.

These Servers can also be installed on a Virtualized System using HyperV over a Windows Operation System.

DMZ is protected using a dedicated Firewall such as RUGGEDCOM firewall hosted on a ROX Operating System
or an Integrated Firewall cum Intrusion Detection System (IDS).

Remote Access Zone

Remote Access is for various purposes and mainly for troubleshooting. The Access to Substation is only via
Service PC in DMZ. The Remote Access connection shall be protected and secured. The Secure Remote Access
using Siemens cRSP shall be used for remote access.

Recommendations

This document provides guide to operate and maintain a Substation securely. While designing a secure system
is the first step, selection of secure components is also very crucial. Patching and updating is a very important
task in security and selection of components with long-term service and support is very important as upgrades
are time consuming and needs through compatibility testing before deployment.

When the communication is trespassing a secure trusted zone, additional security measures are required to
ensure its confidentiality. Encryption along with a firewall shall be used to achieve this. Section 2.3.2 Securing
Communication between Trusted Zones describes use case for such communication.

Selecting a Right Version of the Microsoft Windows Operating System

Windows comes in various variants and support lifecycle. The following figure shows the typical windows
operating systems’ lifecycle. It is important to select Windows with long-term support life. It is recommended
not to select Windows Operating System with smaller lifecycle.

2016 2017 2018 2019 2020 2021 2022 2023 2027 2028 2029 2030 2031
LTSC
2016
I Security Patches for 5 + 5 years
LTsC
2019
Security Patches for 5 + 5 years

The application have to
be released for the used LTSC
Windows version e.g . 2022
DIGSI5, SICSM PAS, -
SICAM SCC or 3% party Security Patches for 5 + 5 years

engineering tools

1903/ 2004/ 21H1/ Not recommended for substation
1909 20H2 21H2 automation systems. After 18

Security Patches for 18 Months - months a new windows version is
‘ required to be up-to-date. This

might lead to incompatibilities.

Figure 2-3 Selecting Right Version of Windows

For more information on the Microsoft Windows Operating System lifecycle, refer to https://support.micro-
soft.com/en-in/help/13853/windows-lifecycle-fact-sheet.

Securing Communication between Trusted Zones

When the communication is traversing the secure zone boundaries (Trusted Network to Untrusted Network)
it requires additional security measures to maintain data integrity and/or confidentiality. An example of such
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2.3 Recommendations

a communication is the communication channel from the substation site to the control center site which is
typically located at 2 different sites geographically. Normally this communication channel traverses unsecure
or unknown networks.

Use of Virtual Private Network (VPN) is recommended for such communications. VPN is generally of two
types — IPSec-based VPNs and TLS-based VPNs. In general, IPSec connects networks and TLS secures protocols
because IPSec runs on network layer and TLS on transport layer according to the OSI layer model.

To secure communication between zones site-to-site VPN is recommended. Usually this is achieved using

an IPSec protocol which ensures authentication, integrity, and confidentiality of the network traffic via the
untrusted network. An example VPN configuration looks as follows:
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Figure 2-4 Site-to-Site VPN

1

NOTE

To configure a site-to-site VPN, 2 IPSEC endpoints are required. Also, routing settings on both routers must
be done in advance.

2.3.3

Virtualization

Virtualization provides significant infrastructure and operational benefits compared to hardware-based solu-
tion such as:

®  Reduction of Hardware/Software cost
®  Reduction of Maintenance efforts

®  Support of additional client systems
® [ncreased availability

®  Simplification of Compatibility Tests

Few of the component of a substation may be deployed in a virtualized system. But the security of host oper-
ating system as well as the virtualized systems shall be ensured in accordance with the measures described in
this manual.
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2.4 Firewall

2.4 Firewall

2.4.1 Host-Based Firewalling

According to the Defense-In-Depth strategy, Siemens recommends enabling the host-based firewall function-
ality included with the Windows Operating System.

< In Windows, open your Firewall configuration, Change settings and activate the Firewall

(E= Hol =)
ol

]
@uv|ﬂ » Control Panel » System and Security » Windows Firewall

Control Panel H g : z
ikt du s Help protect your computer with Windows Firewall

Allow a pEOgEMT or_feature Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
through Windows Firewall through the Internet or a network.
' Change notification settings How does a firewall help protect my computer?
'?:g" Turm Windows Firewall on or What are network locations?
off =
- [ /] . 3
# Restore defaults . @ Home or work (private) networks Not Connected (;
) Advanced settings f a
9 2 . '_@' Public networks Connected (&)

Troubleshoot my network
Networks in public places such as airports or coffee shops

Windows Firewall state: On
Incoming cennections: Block all connections to programs that are not on the
list of allowed programs
Active public networks: ™ Network
Notification state: Notify me when Windows Firewall blocks a new
pregram
See also
Action Center
Network and Sharing Center
Figure 2-5 Windows Firewall Configuration

<~ Disable all the default firewall rules and enable only those communications which are necessary for the
Substation operations. Add a Server Port for accepting incoming connections if necessary.

For example, if the Server acts as NTP server, accept incoming connections also on UDP Port 123.
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2.4 Firewall

& New Inbound Rule Wizard x

Protocol and Ports
Specify the protocols and ports to which this rule applies.

Steps:
@ Rule Type To which ports and protocols does this rule apply?
@ Program
@ Protocol and Ports Protocal type: uppP ~
@ Scope Protocol number: 172
@ Action
@ Profile Local port: Specffic Ports hd
@ Name 123
Example: 80, 443, 5000-5010
Remote port: Al Ports ~

Example: 80, 443, 5000-5010

Intemet Control Message Protocol
(ICMP) settings:

< Back Mext = Cancel

Figure 2-6 NTP Server Port Enabling
Besides the “network core” service, there may be additional requirements such as: (refer appendix for more
detail):

®  The Exception for File and Printer Service (Port 139/445) for shared folders on Server or Network
Discovery if desired.

®  The Remote Event Log Management if Remote Access for Logging is used.

2.4.2 RUGGEDCOM Network Firewall with Router Functionality
The Siemens Secure Substation Blueprint architecture is tested with RUGGEDCOM Firewall cum Router that
is based on a stateful Inspection to secure traffic between the Grid Control Center and DMZ from Trusted/
Substation Control Zone. The following chapter shows the configuration for a RuggedCom RX1500/1400
router.
2.4.21 Configuration of the Firewall
< To configure the firewall functionality of the router, browse to security, firewall, and fwconfig.
At this stage, a firewall configuration needs to be created and it should be named in a clearly identifiable
way, e.g.: FW1.
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Figure 2-7 Configuring a Ruggedcom Firewall

Definition of Firewall Zones (fwzone)

Now, different firewall zones need to be created. Click in fwzone and add the below basic setup zones:

Firewall Zones

DMZ Demilitarized Zone

SCz Substation Control Zone

FW Router (Firewall)

EXT External Customer Network (may be connected via corporate network or Control Center)
MGM Management Zone

FWMGM Firewall Management Front Port

DMZ/SCZ/EXT/IMGM zones will be used for the connected network, FWMGM zone will be used for the
Management Front Port, which it is commonly used for maintenance purpose and the FW zone as a special
area, because it represents the router/firewall itself.

[Ere | | <t twcoas> I'Em [ | <o aones
B - Bt B o $=
B roarneitace B s o
B rvoncy By e am
B poruse B rw =
=T Bl rwcm s
=M1'u|q
Figure 2-8 Defining Zones in a Ruggedcom Firewall

All Zones should be assigned to IP type IPv4, except FW zone, which must be assigned to firewall. The
following figures show the assignment of each type for individual areas:
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Figure 2-9 Assigning IP Types to Zones in a Ruggedcom Firewall

< Activate the changes by pressing Commit on the top Menu.

2.4.2.3 Definition of Firewall Interfaces (fwinterface)
The next step is creating the relationship between the zones and the router interfaces:
®  Management front port = fe-cm-1
® SlotIm1 port 6 =fe-1-6
®  Virtual switch 2 = switch.0002
®  Virtual switch 3 = switch.0003
®  Virtual switch 4 = switch.0004

NOTE

i @

Each interface must be created exactly with the same name as each interface name in the router under the
folder IP.

Each interface must be assigned to one of the zones. The following figures show the assignment of the
different interfaces to the corresponding zone in the Web interface.

< Navigate under FW1 (created firewall) and fwinterface, select Add fwinterface.
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Figure 2-10 Defining Firewall Interface in a Ruggedcom Firewall
Only the FW zone will be without a physical interface.

2.4.2.4 Definition of Firewall Policies (fwpolicy)

Next step is to define the default Firewall Policies. In general, two main policies are used to define the
information exchange between two or more zones. Each policy defines one action (accept or drop), one
source area and one destination area. The following table shows the policies configured in this firewall:

Table 2-2 Firewall Policy Rules
Policy Name Policy Description Source Zone  Destination
Zone

Pol1 Accept Accept all traffic from FWMGM to FW FWMGM FW
Pol2 Drop Drop all traffic from All to All All All

° NOTE

l Pol1 in this example is a temporary policy and could be disabled after the final firewall configuration.
The following figures show how the policies look in the web browser, and where the zones (source and
destination) are assigned for a policy:
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Figure 2-11 Adding fwpolicy
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Figure 2-12 Defining Firewall Policy in a Ruggedcom Firewall

2.4.2.5 Definition of Firewall Rules (fwrule)
Defining firewall rules requires 4 important steps to be taken:
®  Action to be taken e.g Accept or Drop
®  Source of the network package which is represented as IP address/Subnet
® Destination of the network package also represented as IP address/Subnet

®  Network Protocol used in the communication

Table 2-3 Defining Firewall Rules in a RUGGEDCOM Firewall
Protocol Communication Ports
(Source/Destination)
FTP (File Transfer Protocol) TCP 21121
SNMP (Simple Network Management Protocol) UDP 1611162
NTP (Network Time Protocol) UDP 1231123
RDP (Remote Desktop Protocol) TCP >1024/3389
HTTP (Hypertext Transfer Protocol) TCP >1024/8080
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Protocol Communication Ports
(Source/Destination)

HTTPS (Hypertext Transfer Protocol Secure) TCP anyl443
IEC 104 TCP 240412404
IEC 61850 TCP any/102
MODBUS TCP 502/502
< Navigate to the firewall rule and add fwrule.
< Assign the IP of the source and the port which should be open to allow communication.
< Assign the IP of the destination and the port which should be open to allow the communication.
< Configure the communication protocol according to the preceding table.

24.2.6 Source-Zone Examples

Source Zone 1 (SC2)

Substation Level with Access only for Certain Devices via Defined Protocols
DMz File transfer from SICAM SCC to Remote Access Workstation over Internet

SNMP from Substation Control Zone to Remote Access Workstation/Gateway

Source Zone 2 (DMZ)

With Access only for Certain Devices via Defined Protocols

SCz RDP from Remote Access Workstation to SICAM SCC

File transfer from Remote Access Workstation to SICAM SCC
NTP from Remote Access Workstation to NTP Server in SCZ

EXT Antivirus Pattern Update from Remote Access Workstation to EXT SCADA Anti-Virus Distribu-
tion Server

Source Zone 3 (EXT)

Example

26

With Access only for Certain Devices via Defined Protocols

SCzZ |IEC 60870-5-104 from EXT SCADA to SICAM PAS in SCZ

DMz RDP from EXT SCADA RDP Client to Remote Access Workstation

File Transfer from EXT SCADA File Service to Remote Access Workstation

The aim of these rules is to allow the configuration of the router with IP e.g. 172.16.11.1 through the Service
PC with IP e.g. 172.16.11.6 located in the DMZ. The source and destination zones must be defined as per the
following table:

Table 2-4 Firewall-Rule Sample
Rule Name Source Zone/Host Destination Zone/Host
001 DMZ[172.16.11.6 FW/172.16.11.1

Additional options, such as Protocol (tcp/udpl/all), destination Port (445), and the source Port (if known)
should be configured to limit the possibility of access as much as possible.

The following figures illustrate where the source and destination zones are assigned.
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Figure 2-13 Assigning Source/Destination Zones in a RUGGEDCOM Firewall
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Figure 2-14 A Sample Rule a Ruggedcom Firewall

2.4.2.7 Switching the Firewall ON

< To enable the Firewall, navigate to Security — Firewall.

H Firewrall Configuration

Enable active configuration Q
Enatied

Specity work configuration % (7)

Specify active configuration L)

Figure 2-15 Switching ON a RUGGEDCOM Firewall

< Check the Enabled check box in the Enable active configuration and select the configured FW e.g. FW1
for Specify work configuration/Specify active configuration and commit the change.

2.4.3 Maintenance

2.4.3.1 Export of the Configuration

To export the parameters from the router, the first step is to create the file in the router. This can be done via
the main Web interface under admin as well as via the command line interface.

The following description uses the command set based on FW Version ROX 2.15.1.

Creating the File
< Goin the Web browser to the option Tools in the middle of the top menu CLI.

< From there, start the command-line editor (Start).
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< Create a configuration file with the name ConfRouter_yymmdd_hhmm.txt.

< Typein config and press Enter to change to the configuration mode, e.g. saveCon-
fRouter_160108_1510.txt and press Enter.

The following figure gives an idea how this step looks like.
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clvates =ode
B private moake

i
II

Figure 2-16 Exporting Configuration of a Ruggedcom Firewall

The file has been created and can be downloaded to a directory in the computer where the Internet browser is
being used.

Downloading the File
< Go to the option Download, right-click the file, and click Save target as... to save it to the PC.
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Figure 2-17 Saving Configuration of a Ruggedcom Firewall

2.4.3.2  Adaptation of the Config File

The file downloaded in the previous step can be modified with an html/text editor (e.g. Notepad++.exe). The
Structure of the Config File follows the Menu like the Web interface starting from left to the right. Modification
to the configuration file can be done following this structure.
< To reduce the firewall loading time while committing changes, it is advised to make only needed changes
and delete the rest of the parts in the file. This will keep the previous rule untouched.
For example, if only firewall rules are to be modified, delete all entries above security and below the
latest rule set.
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< After the latest rule set, close each menu that was moved up to the Rules via exclamation mark as shown

in the following figure.

[ SenptsesExampie vt £3

config private
securicy
firewall
L FWConfig FWl
5 fwrule ROO1
é action accept
T sgurce-zone all
destination-zone all
‘! protocel icmp
] description "icmp all®
]
13 fwrule ROOZ
13 action
14 sgurce-zone LOMEZ
source~zone-hosts
destination-zone W
destination-zone-hosts
1 protocol
15 source-ports
destination-pores
description
I
fwrule ROG3
24 action
- sgurce-zone EXT
26 source-zone-hosts
destination-zone SCZ
destination-zone-hosts
protocoel
SourCe-ports
destination-porecs
description

Figure 2-18 Editing a Configuration File

accept
172.16.11.6

172.16.11.1

tcp

1024:85535

443

"Web Interface Routers"™

accept
10.1.10.41
172.16.21.11
udp

122

123

"NTPF connection to customer master clock®

Uploading and Activating a Manually Modified Config File

Uploading the Config File to a Router

The uploading of the configuration file in a router can be performed through the following steps:
< Inthe Web interface, go to Tools in the top menu and Upload.

< Select the type of file Configuration, click Browse..., and select the corresponding file, e.g. Scrip-

tRules150108ScriptRulesExample.txt.
<~ Click Send to load the file in the router.
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Figure 2-19 Importing a Configuration File in a Ruggedcom Firewall

Activating the Config File

Once the file has been uploaded into the router, it can be activated.
< Go back to Tools and CLI.

<~ Start the line editor (Start), type config and Source ScriptRulesExample.txt, and press Enter. (The load
of changes must be ready in less than one minute!)

i 0

NOTE

If a complete configuration needs to be loaded, use overwrite instead of merge.

24.4

30

Blocked Access Due to FW Config Mistakes

It can happen that by mistakes, wrong firewall-rule settings were applied during the configuration load up

which could block the access to the Web Interface of the router. Alternatively, the firewall can get switched off

via the serial interface.

< Toresolve this, connect a PC via a serial straight cable to the serial front port of the RX1500 and start a
serial console session via Hyper Terminal or Putty (third-party tool).
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Figure 2-20 Connecting a Ruggedcom Firewall Using Serial Port

< Via a Terminal, set up the Com Port speed to 57.6 kbps and the connection type as serial.

Configure the terminal as follows:

57 000 bps

No parity

8 bits

Set the terminal type to VT100

Disable hardware and software flow control

Start a new console session and login to the RX1500 via Login User with PW (default admin/admin).

Navigate to the FW configuration by using the following commands:
ruggedcom# — Config — security — firewall

Now, ruggedcom(config-firewall)# should be reached.

<%

Enable the firewall by typing:
security firewall enable

-0r-

Disable the firewall by using the no version of the command:
no security firewall enable

Type commit and press Enter to save the changes.
- or -

Type revert and press Enter to cancel.
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2.5 Fortigate Firewall

2.5.1 Introduction

As an alternate to the RUGGEDCOM firewall, Siemens recommends the use of the FortiGate firewall. The
following section describes setting up a FortiGate firewall. For detailed documentation about the FortiGate
firewall refer tohttps://docs.fortinet.com/product/fortigate/.

CcC O & docs.fortinet.com/product/fortigate/7.2 QL 2 w N
w Yammer : Siemens... E LEO Ubersetzung & Google || Speiseplan @ SecuFex l:] DevOps Features B... @ Enabler - UserDocu... » Wei
F::RTINET

DOCUMENTS Product Pillars Best Practices Hardware Guides Product A-Z

LIBRARY

Home > FortiGate / FortiOS

FortiGate Next Generation Firewall utilizes purpose-built security processors and threat intelligence security services from FortiGuard labs to deliver toy
protection and high performance, including encrypted traffic. FortiGate reduces complexity with automated visibility into applications, users, and netwc

| | | FortiGate / FortiOS

provides security ratings to adopt security best practices.

[ Select version: r& 8 7.0 64 6.2 60 56 54 52 50 ] [ Search in FortiGate / FortiOS Search Hardware... Show All
-
.‘ “. !

Administration Guide New Features Virtualization

[# Last updated Aug. 19, 2022 [# Last updated Aug. 19, 2022 (2 Last updated Mar. 29, 2022

Hardware Guides

[#) Last updated Mar. 22, 2022

Figure 2-21 Fortigate Firewall Web Interface

2.5.2 Fortigate Firewall Network Configuration

The firewall interface can be accessed via logging in into the Web interface of the management interface. The
logged-in interface shows the Global System. The global configuration parameters and the virtual Domains
(VDOM) can be configured here. Virtual domains (VDOMs) are a method of dividing a Fortigate unit into 2 or
more virtual units that function as multiple independent units. VDOMs can provide separate firewall policies
and, in NAT/Route mode, completely separate configurations for routing and VPN services for each connected
network or organization
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Figure 2-22 FortiGate Web Site After the Login

The VDOM can be created at the System-Menu using VDOM subsection as shown below. The Create New
function creates new VDOM for example Substat-02 (Figure 2-23).

i 0

NOTE

The name of Virtual Domain (VDOM is restricted to 11 letters.

&°% FortiGate 100D FW4Tun25ub

@ dGlobal - | F Creste New & 1 o5 Lt 5 C

i Dashiboard y
% Sec Fabe , Mame Management YDOM MGFW Mode DOiperation Mode Status CPU Memany
¥ Security Fabeic
o Metwrk , OSubeno? O Prafile-based MAT & Erabled 0% 0%
|¢ e o B Gubstation O Prafibe-bated MAT © Ersbled 0% o5

Re— A roa [ Profile-based MAT © Enabled 0% 0%

LROUrOes
O root L] Prafile-baded MAT O Ensbled 0% iy

Administrators

Figure 2-23 At the System Menu you find the VDOM Sub Chapter to Create a New VDOM

2.5.3 Setup of the Network for the Substat-02 Virtual Domain (VDOM)
< Toassign an interface to a VDOM, select the GLOBAL system and select the Network menu.
The Interfaces subsection shows all physical network interfaces to which each VDOM (Virtual Domain)
belongs to.
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Figure 2-24 Interface List in the Network Menu of the GLOBAL System of the FortiGate Firewall

< Select the interface needed to move between the VDOMs, for example, port 10, and double-click.

The Edit Interface function opens the interface menu.
< Select the VDOM defined before.
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Figure 2-25 Interface Menu to Setup the VDOM and Role any Other Important Interface Attribute

<%

If the port is used for the DMZ interface (as in this example), then the role should be DMZ because you

want to use port 10 as a DMZ interface (see the following figure) additionally to the DMZ interface given

by the Fortigate System Port.

For all the other zone interfaces like Control/Trust zone, Substation zone, or Remote access, LAN should

be selected as role.
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Interface Menu to Setup the VDOM and Role any other Important Interface Attribute

< The other attributes of the interface can be selected based on the requirements. All the configured
interfaces can be seen like the following list of the interfaces in the Network Menu:
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Figure 2-27  List of the Zone Interfaces of the VDOM Substat-02

< After the definition of the interfaces, change to VDOM Substat-02 and go to the Network and Interfaces
subsection. Link them together by double-clicking the zone. The Zone menu appears. Select the interface
member for the zone:

-
® FortiGate 1000 PedaTur

S Substat-02 = | [Edit Zone

Farme Remole-Access Select Entries k3
Bliack intra-zone trafhc OB Q) Search

Intertace members B Remote-Acces-Zone (port12) X B OMZ-Substa-02 (port10)
& Hetwork 2 * ™ Remote-Access-Zone (port12)

D1
N . e e 8

VDOM 8 Fil

Figure 2-28 Add the Interface to the Zone

< After assigning the interface members you will get the following list as a result:
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Figure 2-29  Interfaces and Zones of VDOM Substat-02

Setup Firewall Rules in VDOM

In the following section FortiGate configuration based on the Secure Blueprint Architecture is explained. The
communication is established for:

®  Engineering Station/Service PC (ES) in DMZ to Web HMI system in the Control Center

®  Remote Host in Remote Zone to Engineering Station in the DMZ

Example 1: Engineering Station (ES) in DMZ to Web HMI system in the Control Center
The following configuration is used for this example:

®  Engineering Station in DMZ: IP 192.168.100.10

®  Communication Type: TCP HTTPS Port 445

®  HMIlin Control Zone IP 192.168.110.15

< Setup the address objects: At Policy & Objects define the address object for the Engineering Station and
for the HMI Station.
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Figure 2-30 Definition of the HMI-Address-Object

NOTE

i 0

About object naming: Address objects can be networks, interfaces of Firewall, or network nodes with more

than one interface. A good practice to name i.e. a host is to add the zone or the zone-name abbreviation
with it so HMI-Station-Control-Trusted or shorter HMI-Station-CT or Engineering-Station-dmz.

< Define the rule:

SICAM [ SIPROTEC, System Hardening, Use
E50417-H8940-C619-A6, Edition 01.2024

r Guide

39



Secure System Architecture
2.5 Fortigate Firewall

Ty T SRR
:_:Fc-rtlbatuimr_'l W

& Substat-02 = HewPalicy
& Dashboard ] (
i Seourity Fabeic | Hame © Access-4-EngineeringStation-2-HM
. Fortiview ¥ Inzomeng Interface '..l‘ DhAZ-Substat-02 S
4 Pastwork »  Outgoinglrterface | O Control-Trusted -
& System »  Source B Engineering-Station x
*
® Policy & Objects w
Destination B HveStation-Control- Trusted ™ X
-
Authentication Rubes TR =4 =
Loca! in Policy Sarvics @ HTTRS x
1Pud Access Control List -
1Pwd Do Policy Aution
Afdrasns
Inspection Mode  [EEISNEEERREN Froony-based
Internet Senvice Databass -
Senvices Firewall / etwork Opticns
Schadubes . »
Virtual I3 Protocol Options [l default -
1P Pools
Protoool Options Security Profiles
Traffic Shapers Antivirus »
Traffic Shaping Policy ‘Wb Filter »
Traffic Shaping Profile Citd5 Filter »
8 Security Profiles y | Appheation Contral O
£ ve * | 531 inspection =8 no-inspection - 7
& User & Device 3

W WiFi & Switch Controller 3 Leggng Options:
W Log & Report ] Log Allowed Tratfic D) EEENERANSIEN Al Sessions
@ Monitor y | CiptwePacests B

Commments. | Access of the Engineering
Station tothe HMIvia HTTPS | soum

Enabie this policy IO

. o

Figure 2-31 Rule Setup for a Connection Between Engineering Station and HMI Station

2.5.4.2 Remote Host in Remote Zone to Engineering Station in the DMZ
The following configuration is used for this example:
® Remote host in the remote access zone: IP 192.168.120.10
e Communication type: TCP RDP Port 3389
®  Engineering station in DMZ: IP 192.168.100.10
< Define the address objects.
< Setuptherule.
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Figure 2-32  Second Rule Definition

The 2 firewall example rules created can be seen in the IP4 Policy subsection of the Policy & Object menu.

B fabtat

il Dwhbord

A Sty Ve

- e

+ K Arraw 4 Enprasregitton 1088 [ Engresng eon 07 B S Rpon oot Taed  Bewny @ HTTES o AICEFT O Dusbled (] o rmcton L o

© S N O C it Gt @ |
v B Auveud-remcas-bori-3-ingadem I Remons moe-ida | JITERTEVETT RSN ) ST T o ACEF B Eeatisd [ pdeini [ RTIT] B

[

& o Gy Ba Ea - TS TR T O st &n

Figure 2-33 The First two Rules of the firewall

The substation environment is more complex and has more rules which keep increasing based on the require-
ments. It is recommended that all the rules should have a speaking comment giving at least the information
between what nodes and why or who has made this requirement. This allows to trace back why the rule was

configured.
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2.54.3

2.5.4.4

Additional Information on the Fortigate Firewall

The Fortigate firewall is a very powerful network component and contains not only the firewall rule engine,
but also an Intrusion Detection System (IDS). This allows deep packet inspection for the traffic from VPN or
other applications. Enabling the IDS helps in detecting threats as well as troubleshooting the network.

Recommendations

A typical firewall controls traffic based on rules which are mapped to port numbers, IP addresses, and
instruction to deny or allow the traffic. An Intrusion Detection System (IDS) on the other side looks deep into
the network traffic to alert intrusions inside the network. Firewalls limit access between networks to prevent
intrusion and do not signal an attack from the allowed network. An IDS describes a suspected intrusion once

it has taken place and signals an alarm. An IDS also watches for attacks that originate from within a system.
This is traditionally achieved by examining network communications, identifying heuristics and patterns (often
known as signatures) of common computer attacks, and alerting operators.

Table 2-5 IDS Versus Firewall

Remote Desktop RDP

Located inside a network Located at a border of a network
Evaluate complete traffic Filters in and outgoing traffic
Does not block connections Block connections

Report suspicious traffic Can Report blocked packages only

Fortigate: Firewall with Intrusion Detection System

42

Siemens recommends using the Fortigate firewall to achieve the IDS within a Substation Energy Automation
System. It is recommended to configure Fortigate in detection mode only, so that it cannot block legitimate
traffic. In general, signatures should not be set to block in this mode.

The first step to configure the IDS in the Fortigate firewall is to create an IPv4 policy. This policy includes the IP
addresses for which the traffic is allowed in the firewall.

The Intrusion Detection in the Fortigate is achieved using the IPS functionality in Monitor only mode.
< Navigate to Security Profiles — Intrusion Prevention and click + to create a new IPS profile.

< Edit the new security profile and click + Add Filter.

<{-  Select All Severities, as shown in the screenshot and set the Action to Monitor. Do not enable Packet
logging.
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Figure 2-34 Configuring IDS in FortiGate Firewall

< Asa next step, enable the IPS Profile for the IPv4 Policy, as shown in the following figure. Accept the
changes by clicking OK.

Security Profiles

AntiVirus »
Web Filter @
DNS Filter @ J
Application Control (B
CASI @ ]
IPS © | 5 My-IPs-Profile -

SSL/SSH Inspection (B

Logging Options

Log Allowed Traffic @ Security Events EESIGLT
Generate Logs when Session Starts (I
Capture Packets @ ]

Figure 2-35 Enabling IDS in Fortigate Firewall

The Intrusion Detection System is now active.
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IP Communication with the IEC 62351

Fulfilling the IEC 62351-3

The scope of the IEC 62351 standards is information security for power system control operations.

IEC 62351-3 specifies how to provide the following for SCADA and telecontrol protocols that use TCP/IP as a
transport layer:

®  Confidentiality
®  Tamper detection
®  Message level authentication

IEC 62351-3 specifies how to secure TCP/IP-based protocols through constraints on the specification of the
messages, procedures, and algorithms of Transport Layer Security (TLS) (defined in RFC 5246 for TLS 1.2) so
that they are applicable to the telecontrol environment of IEC TC57

As recommended in the IEC 62351 standard, this solution also uses the following:
®  X.509 certificates

® A Certifying Authority environment

®  TLS authentication and encryption

SICAM PAS has an IEC 62351-3/-5 and IEC 60870-5-7 conform implementation via Security Add-on package
for the TCP protocols DNP3 and IEC 60870-5-104. The SICAM 230 as a legacy product as also older versions of
SICAM SCC are extensible to support IEC 62351-3 for IEC 60870-5-104.

Fulfilling the IEC 62351-4

IEC 62351-4 applies to IEC 61850 MMS (Manufacturing Message Specification) Servers and Clients at the
Substation automation and protection levels. Currently, IEC 61850 MMS communication between SICAM PAS
Software Application and SICAM A8000 RTUs can be secured using the Transport Layer Security (TLS 1.2).

Fulfilling the IEC 62351-5

IEC 62351-5 applies to IEC 60870-5 and DNP3 derivatives. SICAM PAS supports the first edition of IEC 62351-5
for DNP3 TCP master and slave as well as [EC 60870-5-104 master and slave using TLS 1.2. SICAM A8000
supports the DNP3 slave and IEC 60870-5-104 slave using TLS 1.2.

Fulfilling the IEC 62351-9

IEC 62351-9 refers to the cybersecurity key management for power-system equipment. SICAM GridPass is the
Siemens solution to manage the cryptographic key within the substation control system. It allows to create,
maintain, and revoke the cryptographic keys.

Use Case: Securing Communication using IEC 60870-5-104

The following configuration shows how the SICAM GridPass generated certificate is used to secure communi-
cation between SICAM PAS and SICAM A8000 CP 8050.

The example explains:
® How to generate the certificate in SICAM GridPass placed in DMZ
®  How to import the certificate in SICAM PAS and CP8050

®  How to encrypt the communication using the certificates
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2.6.5.1 Preconditions

®  S|CAM PAS V08.15 or later, GridPass V1.50 or later are used.

2.6 IP Communication with the IEC 62351

® (A and client certificates for EST communication are created in GridPass.

®  (Certificates for TLS communication are generated by GridPass.

®  SICAM A8000 CP8050 delivers a current 12 value to SICAM PAS via IEC 104 communication protocol.

®  The following IP addresses were given in the example: Broadcast is 255.255.255.0 in both networks:

—  GridPass for EST communication: 172.20.20.19

—  Sicam PAS for EST communication: 172.20.20.12

—  CP8050 for EST communication: 172.20.20.11

—  Sicam PAS for IEC104 communication: 172.20.10.10
—  CP8050 for IEC104 communication: 172.20.10.21
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Figure 2-36 Use Case: Securing Communication using IEC 60870-5-104
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Configuration of CP8050 for IEC 104 TLS Communication in Toolbox
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Figure 2-37 Network settings — Interface
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Figure 2-42 For IEC104 TLS Communication the Port 19998 will be Open in Firewall
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The XML file for SICAM PAS import must be exported in the Toolbox.
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Figure 2-44 XML File Export for SICAM PAS Select Directory

2.6.5.3 Import of EST Communication Certificates in CP8050

In GridPass, the certificates for Certificate Authority and CP8050 Client were created and exported for CP8050.
These certificates are necessary for the EST communication between CP8050 and GridPass. Via this EST
communication, CP8050 requests server certificates for the IEC 104 communication CP8050/SICAM PAS.
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Figure 2-46  Import Client Certificate to Certificate 1
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2.6.5.4  Configuration of SICAM PAS for IEC 104 TLS Communication

< Firstimport the CA and the client certificate for the EST communication into the SICAM PAS templates.

The IP address of the EST server must be written in the transmission parameters of the EST communica-
tion.

7] SICAM | User: SICAM PAS ADMINS | Configuration - Large
File Edit Create Help SIEMENS

> Certificates > EST communication
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] . P A e 5 E<]
i » @ Device templates - - MName ESTcommunication B
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@ v f@icerificates b
IP address. 172202019
+ Information - Command direction Port 8085

By £5T Certificate Authority

Figure 2-47  Transmission Parameters GridPass/EST Server
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Figure 2-48 Client Certificate Import via Certificate Manager
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Figure 2-49  Certificate Authority Certificate Import via Certificate Manager

< For creating the IEC 60870-5-104 Master interface, import the XML file that was exported in the Toolbox.
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Figure 2-50 XML Import of SICAM CP-8050 Data
SICAM [ SIPROTEC, System Hardening, User Guide 53

E50417-H8940-C619-A6, Edition 01.2024



Secure System Architecture
2.6 IP Communication with the IEC 62351

E Open

2

Organize « Mew folder

-

=  Name Date modified Tve

# Quick access

I Desktop
& Downloa

Screenshots 26/05/2020 10:23 Fily
= PAS_1DE-00000150_1_0_20200526_102029.0ml 26/05/2020 10:19 XM

5 Documents # =
= Pictures

share

CA .
CFE

temp

e

Zertifikate initial
& OneDrive

I This PC > 4 1] 3

File name: | PAS_1DE-D0000150_1_0_20200526_102029xm1 ™ (PAS/TOOLBOX I1/plusTOOLS) " ™

Open Cancel

Figure 2-51 XML File

< To activate the TLS communication set Security TLS encryption — Activate TLS encryption to with
EST communication.

54 SICAM [ SIPROTEC, System Hardening, User Guide
E50417-H8940-C619-A6, Edition 01.2024



Secure System Architecture

i SICAM | User logen deactivated | Configuration - Large

Create

Help

2.6 IP Communication with the IEC 62351

| > SICAM > SICAM-PAS > IEC 60870-5-104 Master > Interface > CPB0O50

| SICAM
- B SICAMPAS
b = DNP3 Slave
¥ = [EC 60870-5-104 Master
v ¥ Interface
G
= "= [EC £0870-5-104 Slave
=¥, interface
1] ﬁ Contral center
¥ = |EC 61850 Client
= ¥ Interface
= [J 7sLa7
8| Buffered lizt_SICAM PAS
8| Unbuffered list
PEOSD
H| CPBOSOCTRLLLNOSRPSur
B| CPEOSOCTRLALLNOSRPSur
» g s

Configuration

Figure 2-52

= General parameters
Harme
Device group
Descnption
Time zone
Device template
= Communication parameters
IF address
Fom
ASDU address
Connecting timeout (10) [ms]
Transmit window (k)
Receive window (w)
Acknowledgment delay (12} [ms]
Response timeout (t1) [ms]
Test frame period (13) [ms]
= General functions
Activate ime synchronization
Time synchronization [ms]
List pelling rionitoning time [ms]
w Information transmission
Activate substitution QOC
New QOC
= Security - TLS encryption
Activate TLS encryption
Local certificate and private key
Cipher selection
Session count
Session interval [5]
Cipher imeout [s]
CRL interval [5]
Werify remate subject for string
Vierify remote alvernative subject for str.
viefify rerncte NS for swing
Werify remote IP fior sting
= Topology assignment
Assigned to:

Assigned ta:

TLS Encryption in SICAM PAS

CFEO050

Imported from XML fHile
(GMT+01:00) Berlin

CPE050

4 |4

172.20.10.21

199598
30000
10000

15000

20000

|«

With EST communication

|«

Integrity check with encryption =

SICAM

CPE050\999993990

In the following, there is an example for signals which were mapped.
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Figure 2-53 Mapped IEC104 Signals
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Hardening Principles

Hardening reduces the attack surface of the products and solutions by means of secure configuration. This

is reached, e.g., by removing unnecessary software, unnecessary user names or logins, disabling unused
ports, or OS hardening. Siemens provides guidelines on hardening for products and systems and can support
operators in the hardening of their infrastructure. Hardening a substation automation system starts with
activation of security settings of every component of such a system. This includes:

®  Protecting the hardware from physical access to the ports and media such as USB, DVD drive, and
network ports

®  Securing the BIOS of the system
® Hardening the operating system
®  Hardening the applications

The following section describes the recommended Hardening setting for all the above components.

Product-Hardening Tips

Hardening a substation automation system starts with activation of security settings of every component of
such a system. The Siemens Energy Automation products have a description about product-related hardening.

It includes, among others, the following topics:

®  Malware prevention

®  Appropriate use of role-based access

®  Approach to disable unused network ports and services
For product-specific hardening guides, refer to:

®  /10/ Description of the PowerShell constrained language mode: https://devblogs.microsoft.com/power-
shelllpowershell-constrained-language-mode/

General

Hardware

The hardening measures also can be applied to the hardware itself, by reducing the not utilized interfaces and
by application of other measures.

Server Rack Setup

The first step towards enhanced security is to block the physical access to a system. Keeping the computers in
a locked computer room or at least in a locked panel subject to access control can significantly reduce the risk
of unauthorized intrusion into the network.

Reliable protection against infections via hardware interfaces can be established by providing mechanical
protection of interfaces against unauthorized use.

This includes:
®  Placing the PC or programmable controller in an enclosed control cabinet
®  Access protection for keyboard and mouse using locked drawers under the screen

®  Blocking of unused hardware interfaces (e.g., network ports and USB ports)
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3.3.1.2

3.3.1.3

3.3.1.4

3.3.1.5

3.3 General

Disabling All Wireless Connections

Bluetooth and Wi-Fi provide another method to transfer information between various devices such as mobile
phones, laptops, PDAs, PCs, printers, over a determine-range wireless link.

Depending on actual project needs, it is a general recommendation not to use any wireless communication in
a substation-automated network.

First would be to avoid purchasing equipment that comes with Bluetooth or Wi-Fi hardware. If this is not
possible, a removal of Bluetooth and Wi-Fi hardware is the way to ensure that the wireless components
remain disabled or the driver should be deinstalled from the operating system and automatic access to the
default Windows drivers should get blocked in the Windows registry. Only users with administrator rights
should be able to make changes to the operating system. See your system hardware manual which should
contain information on its Bluetooth and Wi-Fi capabilities.

No Cordless Keyboards

Cordless keyboards of any kind can be easily intercepted using cheap electronic equipment. This means a
malicious person can intercept the keyboard-to-computer communication, thus getting hold of passwords and
other sensitive communication in clear text. Normally, the malicious person does not have to hide near the
computer because most keyboard signals can still be reconstructed in more than 30 meters. Some keyboard
manufactures have started incorporating encryption technologies into their cordless keyboards. Currently

we do not have enough information whether the implementations of encryption features can guarantee
protection against the attack described above.

If a need for wireless keyboards arises (simple radio, infrared, or Bluetooth), all possible ways of using a wired
keyboard instead must be investigated first.

No Biometric Authentication Devices

Some companies offer fingerprint authentication mouse/keyboard devices with capacitive fingerprint sensors.
A couple of ways are known to defeat these and other biometric authentication devices.

These devices might be suitable for home application, but the potential risks prohibit using them in a corpo-
rate environment.

Remove biometric authentication devices. PKI-based smart cards are the preferred mechanism for strong
authentication. However, biometric authentication devices that complement the use of smart cards are
permitted — for example a fingerprint sensor on a smart-card reader for granting access to the smart card.

The BIOS is the most basic software which operates the computer functions. Apply the correct configurations
to it to ensure that your system does not have any open vulnerabilities.

Boot and BIOS Passwords

The BIOS setup contains some settings that are security-relevant, e.g. boot sequence, boot password, wake-on
LAN, system time, etc. Changes to these settings should only be made by the administrator of the system. This
can be achieved by setting a BIOS access password. A BIOS boot password prevents a computer from starting
up without providing an additional credential. Set a BIOS access password. Set a computer boot password

if there are no strong reasons against it. The implementation depends on the specific BIOS version of the
system. For details on BIOS settings, refer to the manual of the computer or main board.

1

NOTE
The boot password (but not the BIOS access password) can be omitted in the following cases:

®  Aserveris supposed to boot automatically after a system failure. Implement security measures like a
lockable cabinet for this type of servers and do not set a boot password.

®  The system was configured to only allow one OS to be booted, i.e. no dual boot, only boot from
built-in hard disk.

®  The computer is protected by a full hard disk encryption program like Safeguard Easy that requires a
password prior to booting from local hard disk.

®  Many users within an office are using the same machine, and all would need to know the boot
password.
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3.3.1.6

The implementation depends on the specific BIOS version of the system. For details on BIOS settings, refer to
the manual of the computer or main board.

Disabling Wake-On LAN

Some network adapters allow waking-up a shutdown system via the network. A malicious person at a remote
network location can use this feature to start a system remotely to attack it thereafter.

Disable the BIOS setting wake-on LAN.

i 0

NOTE

This feature might be used by a UPS unit to provide a controlled system startup. In those cases, it is
admissible to leave the wake-on LAN setting enabled.

3.3.1.7

Disabling Hardware Virtualization

New processor architectures like Intel 17, Xeon, and third-generation AMD Opteron support virtualization on

a hardware level. That means that it no longer requires a host operating system to serve as a base for virtual
machines. This feature is critical to security since it opens a space where new kinds of root kits can potentially
hide without any chance of being recognized. As a precaution, virtualization should be disabled when not
used.

Disable the virtualization feature of your CPU under CPU Features if supported by the BIOS setup and if
virtualization is not needed.

Enter the BIOS setup. Navigate to CPU Features and verify that Virtualization Technology is set to disabled.

i 0

NOTE

In other BIOS versions or on other platforms, the setting might have a slightly different name or it might
not exist at all.

3.3.1.8

3.3.2

60

Define System Boot-Up Sequence

When the computer power is first turned on, the startup follows a sequence of actions. The system will now
attempt to determine the sequence of devices to load (based on the settings stored in the BIOS) to start

the operating system. If it points to the DVD drive, it then searches for a CD disk. If it does not detect a
bootable disk in the DVD drive, the system displays an error message. If the CD drive does not contain a DVD,
it bypasses the first bootup device and detects the second device, which is usually the hard disk. It will then
start by reading the boot code instructions located in the master boot record and copies all execution into the
memory when the instructions are validated, and no errors are found.

A malicious person could boot up the system using a bootable DVD or USB stick to attack it thereafter.
®  Disable system boot from USB.
®  Configure the HDD with designated OS as priority boot.

®  Remove unnecessary boot devices from the boot list.

Windows General

Hardening of Windows operating systems is a challenging topic. The recommended solution for the Windows
environment hardening by Siemens is to apply the CIS CAT Remediation Kit package provided by the Center
for Internet Security (CIS) as a baseline. CIS is a forward-thinking, non-profit entity that harnesses the power of
a global IT community to safeguard private and public organizations against cyber threats through recognized
best practices for securing IT systems and data against the most pervasive attacks.

It is important to note that the application of CIS CAT Remediation Kit may implicate in malfunctions to

the system, so it is important to evaluate which measures of the Remediation Kit do not compromise the
communication and the Siemens engineering tools.

The operating-system hardening measures must be applied for all Microsoft Windows based systems in

the network. The Secure Substation solution must be as much compliant as possible with CIS benchmarks
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recommendations. Some exceptions for these benchmarks can exist, as eventually some recommendations
can lead to any kind of incompatibility. These exceptions shall be documented by the substation operators. For
more information, visit the Website: https://www.cisecurity.org/.

The Siemens Computer Emergency Response Team (CERT) also provides hardening recommendations time to
time based on the products. Website: https://www.cert.siemens.com/.

The Siemens Computer Emergency Response Team represents:

®  Worldwide neutral consulting and support for network and system operators
Information Security (InfoSec) organizations

Information Security (InfoSec) service providers of all Siemens companies to prevent incidents (internal
and external hacking, denial of service attacks, ...) and to limit their impact

Providing information on vulnerabilities and appropriate countermeasures (incl. checklists)
Representing Siemens in FIRST and towards other CERTS/IRTs

Information on tools for securing computer networks, propose tool strategies, and provide tools (public
domain, licensing, programming)

Support on incident handling (detection, investigation, limitation of damage)

The Group Policy Object in Windows

Group Policy is an infrastructure that allows to implement specific configurations for users and computers.
Group-Policy settings are contained in the Group-Policy objects (GPOs), which are linked locally and to the
following Active Directory service containers: sites, domains, or organizational units (OUs). The settings within
GPOs are then evaluated by the affected targets, using the hierarchical nature of the Active Directory. Conse-
quently, Group Policy is one of the top reasons to deploy the Active Directory because it allows to manage user
and computer objects. An Active Directory is not required for a GPO. GPOs can also be used in a standalone
environment.

Why is the Group Policy Object Useful?

The settings are mandatory and should be deployed in the Service PC, the PAS running machine and the HMI.
The deployment is time consuming and when it"s carried out manually it can cause mistakes. For that reason,
an automated deployment is helpful and recommended.

Refer to https://www.microsoft.com/en-us/download/details.aspx?id=55319.

Center for Internet Security (CIS) Benchmarks and Remediation Kits

CIS provides Remediation Kits to patch the system to make it in accordance with a CIS benchmark, hardening
Windows operation system through GPOs (Group Policy Objects) or Linux through scripts. A list of remediation
contents can be found on:

Refer to https://www.cisecurity.org/cis-securesuite/cis-securesuite-remediation-content/.

i

NOTE

The CIS Remediation Kits are only available for paying members of CIS Secure suite.

The remediation kits provided by CIS can patch the operation system with several security measures at once,
avoiding time consuming and human mistakes with individual implementations. Therefore, this hardening
guide document will likely follow CIS measures as much as possible once some exception can also take place
for our products.

Create Login

First, it is necessary to create a login at CIS.
< Browse www.cissecurity.org and click Login.
You will be redirected to the CIS WorkBench website.

< Login to the WorkBench by providing username and password.
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E-Mail or Username

Password recommendatons 4 3
submit tickets, an cusSs Dest practices for

securing a wice range of technologies

+ Login Remember Me

© Forgot vour Passwars ClS. Somtmier

Figure 3-1 Logging in to CIS Work Bench

Download

< After logging in, click the Downloads link.

@ Communities & Benchmarks 4 Tickets & Downloads € Contact Us

@ (.flS WorkBench

Welcome to the new CIS WorkBench, a Benchmark Community website!

Figure 3-2 Logged in Screen CIS Work Bench

< Enter Windows in the Search Titles and Filenames field and Remediation Kit in the Tags field.

< Then, click the remediation kit link to start downloading.

@ qs WorkBench @ Communities & Benchmarks 4 Tickets & Downloads 3 Contact Us
8 -
@“Slnmens" User

Downloadse
@ Dashboard
Q@ Communities
i Bencimads ‘Search Titles and Filenames  Windows 10 Tags m:u-:
4 Tickets Title 3 Linked To Size Created_at$
Gmm & CIS Microsoft Windows 10 Enterprise Release 1703 Benchmark v1.3.0 - remediation @ CIS Microsoft Windows 10 Enterprise Release 1703 574.54kB & months

kit Benchmark ago
S [ Windows 05 1'% Remedioion v
& Downloads { Windows10v1.3.0.zip )

Figure 3-3 Searching Windows 10 Benchmark Remediation in WorkBench
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1

NOTE

The downloaded file should contain several folders which represent different levels of compliance.

Size Packed Size Modified

150130 17989 2017-01-2712:22

454 333 43886 2017-01-2712:22

130 6582 17856 2017-01-2712:22

IPvb Template 1000 475 2017-01-2712:22

. USER-1 51 588 8829 2017-01-2712:22

. USER-L2 25179 4691 2017-01-2712:22

|| readme.bxt 1510 715 2017-01-26 14:[{}
Figure 3-4 Locating the Downloaded Windows 10 Benchmark Remediation File

3.4 Siemens Products

3.4.1 SIPROTEC 5/DIGSI 5

3.4.11 SIPROTEC 5 Devices
Recommended hardening settings for SIPROTEC 5 devices are documented in the SIPROTEC 5 manual which
also provides a communication matrix showing all supported protocols. Refer to Appendix B for required open
ports. By default, only the connection to DIGSI 5 is activated in the device. All other Ethernet services and ports
are deactivated in the device by default and can be activated using DIGSI 5. Because of the secure default
configuration, there is no open interface for potential attackers and only used services are activated in the
network.
SIPROTEC 5 is shipped with installed security measures already, including the following measures:
®  The devices implement an internal firewall for controlling/blocking network traffic.
®  Firmware updates are protected by digital signatures.
®  Web Server should be deactivated
® Use of SNMP V3
®  For further clarification, see operational security and access control in the SIPROTEC 5 manual.

3.4.1.2 Block IEC 61850 Settings Changes
To avoid unwanted setting changes via IEC 61850, it is recommended to block IEC 61850 setting changes if
the functionality is not needed for the operational management of the system.
< To perform the block, navigate to Settings — Device settings.
< Check the box Block IEC 61850 settings changes.

SICAM [ SIPROTEC, System Hardening, User Guide 63

E50417-H8940-C619-A6, Edition 01.2024



System Hardening

3.4 Siemens Products

Devices
100

LR
¥ Simgie S comfpuraion

| ™ [eeamede: Tecondary

A pemg oo § = >

< )1

Desbie Leltivags
I A e darvicn
ﬁ Drwser arsd reptacrkn s Satandar -
= [ maes
Jlam.-n = Kurniber of Lrtiings geowpn- 1 =
P rusdvare and peoioscit BOV LETAGE (P LM M 1 =
TP B oty o g D3G50 § vass dollaweng B 19216501 (ntrgraied Eibeeet trciace =
] Fengin g CEECIRL L
B T vy e .8 .5 .@
T Commarication mappinn L Ty T T T o
= .1‘:"!*‘? Banry npet channel hewshold. | Low £5 WoFigh BA Y -
zf i — Whipd B dGemp 0 GOOME | G el i4ge SORpTen =
= b U
i e iy aminga inEC 61030 A
b B prcoeder -
IR e SIFRCTIC waeralons indC
» Rfviphz LY —
b N Tharm i H
b By pagrn Ll

i Sateryand ecuriny

Block ILC £1850 pettings [GR
changrt.

Figure 3-5 Hardening SIPROTEC 5

This is valid for SIPROTEC 5 devices with version V07.00 and higher.

3.4.2 SICAM A8000
The hardening measures for the SICAM A8000 series/SICAM RTUs include the following:
®  Deactivation of unnecessary system and communication services (remote operation, remote mainte-
nance, NTP, WEB...)
®  Deactivation of unnecessary standard users (WEB)
®  Activation of configuration options that increase security
®  Measures for restricted distribution of system messages
3.4.2.1 Deactivation of Unnecessary System and Communication Services

Remote Operation

In remote operation, SICAM TOOLBOX I[I/SICAM Device Manager does not connect with a SICAM RTU by means
of a local parameterization cable, rather over a network interface using TCP/IP (with activated Listener Service
in SICAM RTUs).

With LAN protocols, the remote operation is deactivated by default in SICAM RTUs. If necessary, this can be
activated individually. The corresponding parameter Remote Operation can be found in the system-technical
parameter setting either on the BSE (e.g.: CPC80, CPCX26, PCCX26, CPCI85) or PRE (e.g.: ETA3, ETA4, ETAS).
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Figure 3-6 Example: SICAM CP-8050 — CPCI85

Establish an HTTP(S) Connection with Blocked ICMP-ECHO

In case of a blocked ICMP-ECHO in a firewall between SICAM TOOLBOX Il and SICAM RTUs, it is not possible
per default to establish an automatic connection. By additional definition of the desired connection type, it is

possible to bypass this block.

The corresponding parameter — Port-ID — can be found in the phone list of the remote operation (System —

Remote Operation).

SIPSEIL Abgesetzter Betrich

Gyshess  [earbeiben  Gegenstele  Ubertraqungimedim  Hife
A DRl I MBED mmutus|
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—
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Figure 3-7 Establish a HTTP(S) Connection with Blocked ICMP-ECHO
Table 3-1 Table Port-ID
Port-ID Description
HTTPS:443 Connection to port 443 Industrial security is established via HTTPS
http:80 Connection to port 80 is established via http
2001 Connection to port 2001 established
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3.4.3

3.4.3.1

3.44

3.4.4.1

3.45

The ports http(80) or HTTPS(443) are available in new SICAM RTUs systems/firmwares like, SICAM A8000.

SICAM PAS

Firewall Settings for Windows

Enable the Windows firewall with advanced security, (FWwAS) and apply a product-specific configuration as
provided by product hardening instructions.
https://support.industry.siemens.com/cs/document/109758083/sicam-pas-pgs-installa-
tion?dti=0&amp,;pnid=24615&amp;lc=en-US

Ports/programs/services that must be configured as exceptions if required are described in the manual of
installation in chapter Firewall Configuration.

SICAM SCC

Firewall Settings for Windows

During the installation, SICAM SCC configures the Windows software firewall automatically. Other firewalls
must be properly configured before installation.

Download the SICAM SCC user manuals via the following link: https://support.industry.siemens.com/cs/attach-
ments/109756817/scc_b.pdf?download=true

SICAM SCC needs certain communication ports for the communication in the network. If these ports are
occupied by other programs like e.g. an already installed SQL server, the communication of SICAM SCC can be
disturbed.

The port settings can be checked in command line using the following command: netstat -a -n -o

The following PIDs can be found in the window Processes of the Windows Task Manager; for this purpose,
activate the column PID in the menu Select view/columns.

RuggedCom Switch

i 0

NOTE

The described hardening measures for the used Ruggedcom switches are based on documentation for
the Ruggedcom switch type RSG2100. All links to the original documents refer to this switch type. Other
Ruggedcom switches like RS900 and RS900G are based on the same philosophy so that similar settings

apply.

3.4.5.1

3.4.5.2

66

Change all Default Passwords

By default, all RuggedCom switches come with default passwords for the users Admin, Operator, and Guest.
These passwords must be changed. New passwords should be created according to agreed complexity rules.

The password should be changed after the first login for security reasons.

For more information on how to configure a RuggedCom ROS device Switch (for example, RSG2100), refer to
the actual RuggedCom manual.

Deactivation of Unused Switch Ports

For safety measures, it is important that potential attackers get no physical access to the SCADA network.

In case the attacker is privileged to have access to the setup, the next step is to secure the point where he
could enter the network by connecting his own devices. For this, it is important to deactivate all unused switch
ports.

< Select the Disabled state for each unused port.
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3.45.3 Deactivation of Unused Protocols

Insecure access methods, such as RSH, Telnet, and TFTP, should be disabled in accordance with the organiza-
tion’s communication network security design and corresponding policies. RSH, Telnet, and TFTP are TCP/IP
network protocols which are helpful in assessing distant computer terminals but offers weak security. Data
is not encrypted naturally when it is sent over the network. If any user has access to a network router and
gateways and the system is based on one of those protocols, he can capture the data packets containing any
information and related to anyone.

< Deactivate the possibility of access to the device via RSH, Telnet, and TFTP.

Use secure alternatives (SSH, Web access via https) instead, if required.

Disabling RSH, Telnet, and TFTP

For disabling RSH, Telnet and TFTP on a RuggedCom switch (for example RSG2100), you must set up the
following settings under IP services:
< Set the number of Telnet Sessions Allowed to 0.

< Set the pop down menu TFTP Server to Disabled.
< Tick the RSH server as Disabled.

Inactive Timeout 60 min
Telnet Sessions Allowed Disabled
Web Server Users Allowed Disabled
TFTP Server Disabled
Modbus Address Disabled
SSH Sessions Allowed 4

MMS Sessions Allowed Disabled
RSH Server Disabled
IP Forwarder Disabled
Max Failed Attempts 10
Failed Attempts Window 5 min
Lockout Time 60 min

For more information, refer to the actual RuggedCom manual, chapter IP Services.

3.4.5.4 SNMP Configuration

ROS supports the Simple Network Management Protocol versions 1 (SNMPv1), 2 (SNMPv2c), and 3 (SNMPv3).
The SNMPv3 protocol provides secure access to devices by a combination of authentication and packet
encryption over the network. Default passwords or names like the community name Public should be changed
to something uncommon.

If supported by the whole network devices, it is recommended to use SNMPv3.

SNMP shall be disabled on each device where it is supported but not required.

3.4.6 RuggedCom Router

NOTE

The described hardening measures for the used RuggedCom routers are based on the documentation for
the RuggedCom switch type RX1500. All links to the original documents refer to this router type. Other
RuggedCom routers may be based on the same philosophy so that similar settings apply.

i @

3.4.6.1 Change all Default Passwords

By default, all RuggedCom routers come with default passwords for the users Admin, Operator, and Guest.
These passwords must be changed. New passwords should be created according to agreed complexity rules.
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3.4 Siemens Products

The password should be changed after the first login for security reasons.

3.4.6.2 Deactivation of Unused Switch Ports

< Select the Disabled state for each unused port.

NOTE

i 0

For more information on how to configure a RuggedCom router (for example RX1500), refer to the actual
RuggedCom manual: chapters Managing Switched Ethernet Ports and Managing Routable Ethernet Ports.

3.4.6.3 Use Secure Protocols

<~ Deactivate the possibility of network discovery via the Link Layer Discovery Protocol.
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4.1 Least Privilege

4.1

Least Privilege

Restricting the Access to the System

Create a special Windows user group for the installed program. Only users that belong to this group should be
allowed to start the program and browse to these folders. This user group should have only read access to the
program folders, but only if necessary. Normal Windows user accounts should not have the rights to start the
program or browse to the program folders.

Create only users that are members of the Windows user group and your defined program group.

i @

NOTE

Never use an administrator account for normal computing. This measure grants a high level of security to
avoid the infiltration of malware DLL or EXE files.

In many cases, it is recommended to establish a domain concept with proper password rules as a local
policy-based user group set.

Restricting the Access to the Computers

70

The first step towards enhanced security is to block the access to a system. Keeping the computers in a locked
computer room subject to access control can significantly reduce the risk of unauthorized intrusion into the
network.

Be aware of the following additional points:
®  Use only personal user accounts. Do not use accounts shared by several users.
®  Set the password directives very restrictively:
—  The minimum password length is 8 characters.
—  The password must include uppercase and lowercase letters, numericals, and special characters.

®  Passwords must expire after 90 days at the latest.

T Local Security Policy — O %
File Action View Help

o @ XEEHZ

i Security Settings Policy Security Setting
v [[& Account Policies
‘4 Password Policy
‘4 Account Lockout Palicy
4 Local Policies ;
~| Windows Defender Firewall with Advz :
| Network List Manager Policies
| Public Key Policies
| Software Restriction Policies
| Application Control Policies
.g IP Security Policies on Local Compute
| Advanced Audit Policy Configuration

[ Enforce password history 24 passwords remember...
2 Maximum password age 180 days
-5 Minimum password age 1 days

Minimum password length 12 characters

Password must meet complexity requirements Enabled
F Store passwords using reversible encryption Disabled

Figure 4-1 Password Security

e  Users shall only be granted rights which are necessary for their tasks. For example, only the administrator
can install software or delete Windows events.

®  Activate the password-protected screensaver. Siemens recommends using the standard Windows screen-
saver.

® |f not necessary for operation, only the administrator shall have the rights required for connecting
USB devices.
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4.2

4.2.1

4.2.2

4.2.2.1

4.2 Account-Management Configuration Instructions

Account-Management Configuration Instructions

The parent/child domain control where the parent domain is situated in the control center level and child
domain is at substation level may cause some discrepancy while referring to the administration and when
there is connection loss between parent and child domain. To overcome this, it is strongly recommended to
integrate the domain and to use a single domain as Primary Domain Controller (PDC).

The Primary Domain Controller shall be situated at control center level and a Read Only Domain Controller
(RODC) at the substation level. The detailed process to set up a Primary Domain Controller and Read Only
Domain Controller is described in the following chapters.

Topology

The installation of a writable domain controller and Read Only Domain Controller follows in principle the same
workflow except for one setting where you define the RODC role.

o

>

[ o

= Control center v

o D 'ﬂf'.,_é Untrusted network Remote access _

£ L] g

5 = = =

o —

z

S

o Substation Control Zone / Trusted Zone

oo __Vrwalzatonpitorn ||| oz | |vevaatonperern L |

I | Service PC Logging  RBAC Certificate ! p—— {HMI PC Station controller | gtation controller

2 ! Sever  Server  Manager | A 1(SICAM SEC) (SICAMPAS PQS) 1 (SICAMABO0D)  Time Server
3 1 ! 0 1

s | L [Ch !élﬂ -% R =
— ] I 1 — w

g |  [Hf | =T i
(7)) I | T 1

-=- Virtruahred Read ---------- 1

e ininin—m

u -

e

.:_j IEDs, Protection (SIPROTEC 5) | !
Figure 4-2 Domain Controller Topology

Primary Domain Controller (PDC)

Installation of Primary Domain Controller (PCD)

< Login as the Built-In Administrator.

i @

NOTE

Do not change the name during the Server 2016 installation, as this could cause problems with the
identification of the Built-In Administrator. A normal user with administrator rights may not have the full
permission for installing and running all services for the domain.

< Before starting the domain services configuration, it is important to set the Domain Controller's computer
name and its static IP Address.
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Computer Name/Domain Changes X
General

You can change the name and the membership of this computer.

Changes might affect access lo network resources. You can get IP settings assigned automatically # your network
supports this capability. Otherwise, you need to ask your network
admirustrator for the appropriate IP settings.

Computer name () Obtan an IP address automatically

(@ Use the following [P address:

Full :Wnam P address: m.% .0 .2

ServerDC1 Subnet mask: 255 .255.255. 0

e Default gateway:
Member of ¥ v
(O Domain (@ Use the following DNS server addresses
Preferred DNS server: 172.16 .21 . 2
(@ Workgroup ARernate DNS server
WORKGROUP
Dvu.au:e Settings upon ext Advanced...
OK Cancel oK Cancel
Figure 4-3 Domain Controller's Computer Name and Static IP
< After that, execute the Server Manager by clicking the Start — Server Manager.
The Server Manager Dashboard will be displayed.
< Click the superior menu Manage — Add Roles and Features.
B Server Manager - a X

Server Manager * Dashboard

Manage Tools View Help

Add Roles and Features

WELCOME TO SERVER MANAGER Remove Roles and Features

ﬁ Dashboard g

Add Servers

§ Local Server Create Server Group

& All Servers Server Manager Properties

B§ File and Storage Services P

WHAT'S NEw

ROLES AND SERVER GROUPS

[ ;::T::;S‘o"ge 1 B Local Server Bi A Servers
@) Manageability (I) Manageabsirty (r) Manageability
Events Events Events
Performance - Services - Services
BPA results Performance Performance

BOA results BPA results

Figure 4-4 Select Add Role Feature

This brings up the configuration Wizard, starting with the Before You Begin page.
< Read the information on this page and click Next.
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t
Y - CHESTirdaTION SERNVER
Before you begin Serveroct
m This wizard helps you install roles, robe services, or features. You determine which roles, roke services, or
features to install based on the computing needs of your organization, such as sharing docements, or

retallation Type hosting a welbsite.
Server Selection
To remaove foles, role services, or features:
Stast the Remove Roles and Features Wizard
Bedore you continue, vernfy that the following tasks have been completed:

* The Administrator account has & strong password
* Netwodk saings, such as s1atic [P addressas, are configured
* The mast curment securnity updates from Windows Update are installed

I wou must venfy that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again,

To contirme, ook Mext

] Skip thes page by default

< Privous Mext =

| irestall Cancel :

Figure 4-5 Add Role Wizard

< The installation type allows user to install services in a local or remote server. The remote server deploy-
ment (Remote Desktop Services installation) can also include more than one server if necessary. For our
purposes, the local server deployment (Role-based or feature-based installation) should be chosen.
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B Add Rotes and Featres Wizard -8 o *
Select installation type b e avanct

Batare You Bagin Sedect the installation type. You can install roles and Peansres on & nenming physcal computer of vamual

_ machine, or on an offling wirtual hard disk (VHD)L
€aver Salection - wam-hmdlmn .
Configure a singhe server by adding reles, role services, and features

) Remote Desktop Services instaliation
Install required role senvices for Virual Deskiop Infrastnaciure (VD) to ofeate a viual machine-based
of session-based desktop deployment.

| < Previous || et > | |nsial Cancel

Figure 4-6 Installation Type

< Select the local server to become Domain Controller.

L Add Roles and Features Wizard _ I"I a =
L
Select destination server oxsmATON s

Bafore You ?__“‘gl"- Seact & sanver of 8 vitual hard disk on whach 1o install roles and featunes.

Installation Type ®) Sebect & perver frofm the server pool
oo JEERRARIES
Server Roles Senver Poal
Features y
Fitter: | |
Mame IP Address Diperating System

Microsoll Windows 2016 Standard Evaluston

1 Compuber(s) found
Thits page shows sefvers that are runnang Windows Server 2012 or a newer refease of Windows Server,

and that have been added by using the Add Servers command in Server Manager. Offline senvers and
newdy-added servers fram which data collection i still incomplete are not shavr.

¢P|Hhu|| Mext = Install | Cancel [

Figure 4-7 Select Destination Server
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< Select which server roles you want to install. Select the Active Directory Domain Services by marking

the corresponding checkbox.

E.. Add Roles and Features Wizard

Select server roles

Before You Begin
Installation Type Roles
Server Selection

[Csverices I oo oo savicell

0
[B Active Directory Federation Services

[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services

Features

[] Device Health Attestation
[] DHCP Server

[] DNS Server

(] Fax Server

¢ (@) File and Storage Services (1 of 12 installed)

[[] Host Guardian Service
L] Hyper-v
[] MultPoint Services

[C] Network Policy and Access Services

[] Print and Document Services
[C] Remote Access

[] Remote Desktop Services

[] Volume Activation Services

Figure 4-8 Selecting Server Roles

.. Add Roles and Features Wizard

Domain Services?

following role services or features are also installed.
[Tools) Group Policy Management
4 Remote Server Administration Tools

4 Role Administration Tools
4 AD DS and AD LDS Tools

4 AD DS Tools

V] Include management tools (if applicable)

Select one or more roles to install on the selected server.

Description

-~ Active Directory Domain Services
(AD DS) stores information about
objects on the network and makes
this information available to users
and network administrators. AD DS
uses domain controliers to give
network users access to permitted
resources anywhere on the network
through a single logon process.

Add features that are required for Active Directory

You cannot install Active Directory Domain Services unless the

Active Directory module for Windows PowerShell

[Tools) Active Directory Administrative Center
[Tools] AD DS Snap-Ins and Command-Line Tools

[<m“ Next > | Install

Add Features

Figure 4-9 Features of AD Domain Services
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<+

<>

Note that the wizard will show you a number of features that will be installed along with the Active
Directory Server Role. Click the Add Features to get those features installed with the Active Directory
Server Role.

The required features will be checked automatically and then, click Next. After selecting the Active
Directory DC Server Role, you will see information about that server role.

-L Add Robes and Features Wizard

Select features

Before You Bagin
installation Type
Server Selection
Server Roles

AD D5

Confirmation

-0 O *

DESTIMNATION SERVER
Senver D1

Sebect one of mone featunes to mdtall on the selected sarer.

Drescription

“ NET Framework 3.5 combines the
power of the NET Framswork 2.0
APt with new technodogies for
building applications that offer
appealing user nterfaces, profect

F cusiomens” persanal identity

ndonmation, snable seamless and
SECLIME COMMUMICAtaon, ard proveds
the ability to mocdel a renge of
bUSinEss proCesses.

MET Framework 4.6 Featwnes (2 of 7 installed]
Background Intelligent Transher Sensos [BITS)
] BitLocker Drive Encryption

[] Bitlocker Network Uniock

BranchCache

L] Chent for NFS

[] Containers

Data Center Bndging

|| Direct Play

[[] Enhanced Storage

[] Faikover Chustering

Group Policy Management

0 Quality of Sarace

155 Hostable Web Core

[ ] internet Printing Client

[] i Address Management (PAM) Server

] iSMS Server service

[[] LPR Port Maonitor ¥

Cancel

MNeat =

Install

|¢Pmlwi||

Figure 4-10
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B Add Rotes and Features Wizard - o £
¥ ¥ | i DESTINATION SERVER

Active Directory Domain Services ServerDCH

Before You Begin Active Derectory Domaim Senvices (AD DS) stores information abaut wsers, compluters, and other devices
on the networie. AD 05 helps adminisiratoss securely manage this nformation and faclitates mesousce

Installation Type sharing and collaboration between users. %
Server Selection —
server fcles * To help ensure that users can still log on to the network in the case of a server outage, install a
Features minimum of tag domain controllers for & doman

_ « AD DS requires a DNS server o be installed on the network. If you do not have a DNS server

= instalied, you will be prompled to install the DNG Server role on this machine.
ConBnmanon

AZue Active D‘if!(m. & separabe online sendae, can provice samplfied sdentity and
BCORSS MaNAgeMEnt, Seouity reparting, single sign-on to doud and On-premises wel
apps.

Learn more sbout Azure Active Directory

Configuee Offece 365 with Azure Active Directory Connect

| <Previous | | Nems> | install Cancel

Figure 4-11 Selecting AD Domain Service

< Now, the AD is ready to be installed. You can tick Restart the destination server automatically if
required for this first time, but it is not recommended for the next necessary installations.

B Add Roles and Features Wizard -® o x
. . . . DESTINATION SERVER
Confirm installation selections ServerdC1
Before You Begin To install the following roles, role services, or features on selected server, click Install.
Installation Type V] Restart the destination server automatically if required
Server Selection Optional features (such as administration tools) might be di on this page because they have
Carvar Bl been selected automatically. If you do not want to install t 'optional features, cick Previous to clear
O SN S their check boxes.
Features
AD DS Active Directory Domain Services
e
R Server A ation Tools
Role Adminsstration Tools

AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-ins and Command-Line Tools

Export configuration settings
Specify an aiternate source path

| [ [ ]

Figure 4-12 Installation Confirmation
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You can follow the installation status through the progress bar.

E. Aad Roles and Features Wizard

e | DESTINATION SERVER
Installation progress

SereeaDC]

Wiew instalatecn progress

ﬂ Feature installation

Instatlation started on ServerDCH

Active Directory Domain Services
Group Policy Management
Remoate Server Administration Toals

IR o

AD D5 and AD LDS Tooks
Active Directary module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-ins and Command-Line Tools

You can close this wizand without intermupting running tasks. View task progress or open this
page again by clicking Motfications in the command bar, and then Task Details.

Export configuraion Settings

< Prenvimis Pex] = Irestall

Figure 4-13 Installation Results

After concluded, a message will inform you that installation was succeeded but configuration is now required.
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!._ Add Roles and Features Wizard

Installation progress

Wiew installation progress

.ﬂ Feature sstallatien

=B 0O x

DESTIMATION SERVER
SenerDC]

Configuration reguired. installation succeeded on ServerDC 1

Active Directory Domain Services
Additional steps are réquired 1o make this maching o domain controdier,

Promote this server 10 a domain controller

Group Policy Management
Remote Server Adminlitration Tools
Role Administration Tools
AD DS and AD LDS Tools
fctive Directory module for Windows PowerShell
AD D5 Tools
Active Directary Administrative Center
AD D5 Snap-ind and Command-Line Tooks

You can close this wizard without intermupting running tasks. View task progress or open this
page again by didaing Notifications in the command bas, and then Task Details

Export configuration settings

PlExt | Close | ENCE

Figure 4-14 Feature Installation

4.2.2.2 Configuration of a Domain Controller (DC)

After the installation of DC, the notification menu (as a flag) will raise an alert l and a link Promote
this server to a DC will be available for you to start the configuration of the DC.

B Server Manager

WELCOME T( 1 Post-deployment Configura...

i Dashboard

l Local Server
@ All Servers
i ADDS
B8 File and Storage Services b

@ Feature installation
1

Add Roles and Features

Task Details

Promote this server 10 a domain mn:vc'@

ROLES AND SERVER GROUPS

= File and Storage
# A0S 1 L Sendcsa

@ Manageability (@ Manageability

@ Managesbiity

Events Events Events
Services Performance - Services
Performance BPA results Performance
BPA results BPA results

Figure 4-15  Configuration of Domain Controller
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e
used.

In the Deployment Configuration, select Add a new forest. For example, the domain EMDGSYS.com is

E.. HActrve Directory Domain Services Configueaton Wizand
Deployment Configuration

Select the deployment operation

Add & domann fantioler b A exEtng domien
Add a new domain 1o an exEting fonest
W A a e forest

Specify Ehe domasn information for thes operataon

R oimary A EMADGSYS. HI"-'i

= o w

TARGET SERVER
ServeiiDCY

Cancel

Figure 4-16  Adding New Forest

S
functional level.

¢
the Password and Confirm password text boxes.

<~ Tick the box Domain Name System (DNS) server.

In the Domain Controller Options, select Windows Server 2016 as Forest functional level and Domain

In the Type the Directory Service Restore Mode (DSRM) password section, enter a strong password in

The Global Catalog (GC) option is checked and not an option because this is the only DC so far in this domain,
so it has to be a Global Catalog server. The Read only domain controller (RODC) option is deselected because
you have to have another non-RODC on the network to enable this option.

80
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Bus scnive Directory Domain Services Configuration Wizard

Diomain Controller Options

Deployment Configuration

m Sehect Tunclional level of the new Tofes and rool doman

DING Dipticens Forest fursctional levet: Windows Server 2016
Addtional Cptions Dcsmain functional hevel Windows Servee 2018
— Cpecify domaim controber capabilities
T Proos |#] Dioenain Name System (DNS) senver
Frerequiates Check ! Global Catakog 16C)

Read anly domain controfler (RODC)

Type the Direchory Services Restore Mode (DSAM) pasiward

Password: sesEssEEEEE
Confm paswwornd: (eeeanes ttt_u_{

More about domain ooniroler opinans

oo | [ ]

Iretradl

-fn %

TARGET SERVER
LerverDCi

[ Concel |

Figure 4-17 Selecting PDC Options

<~ Click Next to continue.

B Active Directoey Domain Senioes Conliguration Wizaed

-8 o *

TARGET SERVER
ServerDCY

Additonal Optons
Faths
Rewiew Dpbons

Pramaguisies Check

More sbout DS delegation

| <Previous | | men >

Fristsl

. [+
DNS Options
[ A A ceegaticn far This DS server cannol e creabed because the authoiatsme parent pone cannot be fourd o Show more. X ]
Dl . i .
Daployment Configuraton DN ——
Domain Contnsller Options
Create DNG delegation

Figure 4-18 DNS Options
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< Inthe DNS Options, you will be informed that a delegation for this DNS server cannot be created
because the authoritative parent zone cannot be found or it does not run Windows DNS server. The
reason is that this is the first DC on the network.

Click Next to continue.

<~ In the Additional Options, confirm the NetBIOS domain name.

!.. Active Direcrory Domain Senviced Conliguiation Wizasd —EE O *
Additional Options e
Werity the MetBIOS name assigned to the fr?maln and change it if recestany
The NetESDS domain mame: EMDGSYS
Mare additsonal optiar
[<Pomious | [ Hen> | S

Figure 4-19 Additional Options

< In Paths, leave the Database folder, Log files folder, and SYSVOL folder in their default locations and
click Next.
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Depioyvment Configuraton

Dornain Cortraller Opticns
DS Options

Additional Ophons

Rl Sptions

Frerequistes Check

Active Diteciony Damain Serces Configuration Wizasd - o ®
. oy 9

¥ TARGET SERVER

Faths ServerDC1

Spegify the locamon of the AD DS daabage, hog fes, and SYIVOL

Database folder AWindows\KT0S =
Log files foldee: CAWindews\NTOS [E]
SYSVOL folas: CWINSIWSYSIIDL =]

More about Active Directony paths

< Previcus | | et > frsralt

Figure 4-20 Selecting

File Paths

< In Review Options, confirm the information and click Next.

Review Options

Daployrrdnt Conmiguraton

Domain Controller Dpbong
DS Options

Additional Options

Patihs

Pristecquititis Chack

B Active Directory Domain Services Configuration Wizard -3 o A
TARGET SERVER
ServerDCl
By your selections:
Configure thit sener &2 the first Active Directony domain controller in a new fomest A
The new domain rame is "EMDBGSYS com™. This is also the name of the new forest.
Theit MeBIOS rame of the domain: EMDGSYS
Foaes Functicsnal Lesel Windows Server 2016
Darsat Funcional Levet Wisdowi Served 2016
Additional Opfions
Global catalog: Yes
DINS Server; Yes
Create DG Delegatson: Mo -
These settings can be exported 10 4 Windows PowerShell script bo sutomite
additional installations Wiew songt
Moe sl indtallation optasns
i R

Figure 4-21 Review Options PDC

< In Prerequisites Checks, check all prerequisites checks and click Install.
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4.2.3

4.2.3.1

84

B., suctive Directory Domsin Serviess Configuration Wizard -fa
o 1 TARGET SEEVER
Prerequisites Check ServerDEI

| ﬂ All prerequisite checks passed sutcessiully, Ohck Tnstal’ to begin mstallation. Shara FOER ®

Deployment Configuration

Domain Contnailer Oouons
D5 Options

Additonal Options

Paths

Review Optons

Preqequisitis. nevtd 10 b validated befone Actane Daeciony Domain Senaoes o instalied on this
damputer

Rerum prerequisites chec Y

(=) view resulis

A Windows Server 2016 domain controllers have 3 dedbull for the securily Seiling Admed  ~
“Afiow cryptography sigorithims compatible with Windows NT 407 thet prévents wesier
aryptegraphy algosithms when establishing security channel sessions.

For fane miformstion about this ssthng. see Knowlsdge Base artcle 942564 (hapefy
gomicrosof.oomadink Tlinkld = 104751)

A A delegation for this DNS server cannot be created because the suthoritatee parent
Tone cannat be Tound of it does Rot nan Windows DNS server., I you are inbegrating
with an existing DNS mfrastructure, you shoukd manually create a defegation to this
DS server in the parent zome 1o endure reliable name rescluticn from outside the
domain “EMDGEYS.0om”, Othenwise, no action is requined.

A 1 yoia click Install, the server automatichBy reboots at the and of 1he promotion opsration.

More about prerequisses

[<previous | rvem install | | Career

Figure 4-22  Prerequisite Check PDC

The machine will automatically restart since we selected that option. The installation will be complete when
you log on. The DNS service was installed during Active Directory installation.

Domain

Adding Clients to the Domain

<~ Set the Domain Controller IP Address as the DNS Server.
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Figure 4-23

4 BE « Netw. > Network and Sharing Cen_. T

Control Panel Home

L
Change adapter setting! d
Change advanced shar @
settings Conre
Fe
Fv
My
L]
S
HomeGroup
AT
Infrared
Internet Options
Windows Defender Finn Bt
e

Adding the PC to the Domain

Search Control Pane

View vour basic network information and set up

¥

Networs Intermet Protocol Version 4 (TCP/1Pvd) Properties

CM'HI Gengral

» You can get [P setbings: assigned automabically if your network
pports this capabidity, Othennise, you fedd 10 83k your nelwark
‘sdministrator for the appropnate IP settings.

Thes o4

|
'-’-!q' (C) Obtnin 8a I pddress sutomatically
!:_‘ ) Use the follovenyg I address:
""-J W address: 172. 16 .21 . 108 |
- . .
o Subnet mask: 255 . 235 .255. 0
2 Defanlt gabeway: [ ]

i Use the following DS server addresses.
Do1g W Freferred DHS server: Nl

P ARernate DS server:

[ vabdate settings upon et

=]

Avanced...

Setting Domain Controller IP Address

< Go to Control Panel — System — Computer name, domain, and workgroup settings and click
Change Settings.
< Go to the Tab Computer Name and click Change....
Tick Domain and fill in the name of the domain you want to join.
< Click OK.
If the Domain is not enabled to be ticked, change the computer name first, restart, and then retry this
step.
L
4 = Contrcl Panel > System and Secunty * System w £} Search Control Pane 2
° -
o - . = | e e O Computer Name/Domain Changes k4
L MWWMMMMMMMWCM'W | Wh‘"mﬂtuﬂ"wwmﬂmem
s ind 0
¥ ot | “ indows 1
Eﬂlw'ﬁt“ﬂwﬂm [ | l J
Full computer same SERVERGSPC EMDGSYS com | Funcomputer nama
[0 EMOGSYS com 4 SERVERDEPC EMDGEYS com
Tiovarbis Bwadiind B3 poeh B Soma of wolgroup, chek Matwark ID ing Mo,
Ntk D | [
T twnama S computer of chasge ity domain or @'
workgroup. chck Changs. king [EIOGE com
() Workgeoup: Qt'lanqe NS
EM
b ox Cancel
o e M Wi Read the Microsoft Software Lcense Terms
Figure 4-24  Adding a Computer to Domain
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< To complete the task and join the domain, if asked, you must provide the domain admin user and
password.

A welcome screen will be displayed on the computer after successful ingression to the domain. The restarting
of the client machine is mandatory.

Windiows Secunty =

Computer Name/Domain Changes *
Computer Name/Domain Changes

Enter the name and password of an account with permission
1o join the domain. .
Welcome to the EMDGSYS5.com domain.

2 o

Figure 4-25 Enter Password and Finish Setting Up

4.2.3.2 Group Policies (Domain)
If there are group policies objects (GPOs) to be associated with created domains, this section may help with
instructions about their actualization and management.

4.2.3.3  Group-Policy Management

To set up the Group Policies for the domain, proceed as follows:
< Go to Start » Windows Administrative Tools — Group Policy Management.

< Expand the left tree underneath Forrest: <Domain>, Domains, and your local Domain.

< Under Group Policy Object, you will find the Default Domain Policy. Here, we will insert a new policy
with personalized settings for the domain.

< Right-click the folder Group Policy Object and select New.
<~ Insert a name and click OK (for example, EMDGSYS.com Policy).

|& Group Policy Management - O

[& File Action View Window Help
| 2m 0| c|H-BE

_m Group Policy Management Group Policy Objects in EMDGSYS.com
w i\ Forest: EMDGSYS.com Contents Delegation
« (& Domains N ~ P
v $2 EMDGSYS.com ame _ , tats
4 Default Domain Policy J DalauItDomaa.n Col?uollars Policy Enablad
. . J Default Domain Policy Enabled
» 2] Domain Controllers
~ . Group Policy QOhiarts

i/ Default Do New s
U Default Do Back Up All...
+ WMI Filters Manage Backups..
3 Starter GPOs Open Migration Table Editor
i Sites .
View »

#¥ Group Policy Model

= Group Policy Results New Window from Here

Refresh

Help

Figure 4-26 Adding Group Policy Objects
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'z Group Policy Management - a
(& File Action View Window Help U3
s Hm el Hm

/4 Group Policy Management
v 4% Forest: EMDGSYS.com

Group Policy Objects in EMDGSYS.com
Contents Delegation

~ (3 Domains " = cros
~ #i EMDGSYS.com ?me | . Jore Boi [rams
#i/ Default Domain Policy _,'Defau tDomain Controllers Policy  Enabled
D in Controll |/ Default Domain Policy Enabled
’ ‘-f__ omain _cn o _vEI'S I EMDGSYS.com Policy Enabled
~ |t Group Policy Objects

i/ Default Domain Controllers Policy
[/ Default Domain Policy
./ EMD®GSYS.com Policy
> [ WMI Filters
» [ Starter GPQs
» [ Sites
#¥ Group Policy Modeling
% Group Policy Results <

3 Group Policy Obje

Figure 4-27 Selecting GPO

Now, the policy needs to be linked with the domain.
< Goin the tree one level higher, right-click the folder with your domain name (in our example
EMDGSYS.com), select Link an Existing GPO... and select your previously created Group Policy Object.
& Group Policy Management

[ File Action View Window Help
o AR O i}

| Group Policy Management Group Policy Objects in EMDGSYS.com
~ & Forest: EMDGSYS.com Contents Delegation
« g3 Domains -
~ F3 EMDC™ MName GPO Status
&l De Create a GPO in this domain, and Link it here.. in Controllers Policy  Enabled
» & D Link an Bdﬁ.g GPO.. in Policy Enabled

e Block Inheritance HERRCY Enatied

= Group Policy Modeling Wizard...
= Mew Organizational Unit

, pwr  Search..
> [ ste Change Domain Controller...

> [i@ Sites Remove
¥ Group P Active Directory Users and Computers...
"2 Group P New Window from Here &
Select an existing Refresh

Figure 4-28 Linking Existing GPO
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& Group Policy Management

|4 File Action View Window Help
= 2@ 6| Hm

/& Group Policy Management
~ A\ Forest: EMDGSYS.com
~ (33 Domains
v # EMDGSYS.com
= Default Domain Policy
= EMDGSYS.com Policy
> 21 Domain Controllers
» L2t Group Policy Objects
» [ WMI Filters
> [ Starter GPOs
» L@ Sites
¥ Group Policy Modeling
= Group Policy Results

Figure 4-29 Linking Existing GPO Selecting

<%

Modifying the Group Policy

Now we have to modify our own group policy.

S
ment Editor.

\/ Group Posicy Managemant Editor
_File Action View Help
= 2@ & BT

EMDGS'
Scope

Links
Display |
The follo

Locatio
#4EMC

Securt
The setti

Name

Domain

Repeat the steps for the folder Domain Controllers, one level underneath.

Right-click the object that we have created before and select Edit... to open the Group Policy Manage-

J EMDGSYS.com Rolcy [SERVERDC1.EMDGSYS.Ct ~ | ——
. 8 oo e e
v i
v B Policies mmmdpﬂmpt ._::‘Mqu,w : NG
» 1 Saftware Settings A = Driver Insalta
« I Windows Settings B0 paey s, I Folder Redirection
4 Seripts (Logon/Logath) Requirements: 2 Group Poliey
» [ Security Settings At least Windows 2000 1 intermet Communication Management
» (2 Folder Redifection I Locale Senvices
» i Policy-based Qod Description: 3 Logen
+ wm Deployed Printers T"'”:""" setting F:":‘““ | MAtigation Options
w [ Administrative Termplates: Policy defini users irom running o
» 1 Control Panel intersctive command Fower Mana-gmn:
, 2 Deskdo prompt, Cmd.exe, This 1 Remavable Storage Access
. " . policy setting also 3 Seripts
L determines whether Batch 7 User Profies
- Shared Foidess files (.cmd and bat) can "
+ 71 Start Menw and Tasidsar m o1 the-COptes =il Dewnlioad missing COM components Mot configi 1
w | System & Century interpretation for Year 2000 Mot configu... ]
3 Cerd+Al+Del Options H you enabile this policy 2] Restrict these programs from being launched fr_ Mot configu. ]
1 Driver Installation setling and the user tries to | 21 Do not display the Getting Started welcome sor. Mot configu ]
1 Folder Redirection apen a wmr!aandmndow, 2] Custam User Interface Mot eonfigu_ ]
2 Growp Policy the system displays a
; message explaining that a -
» E Intemet Communication Manage gmz‘i‘ﬂ ! “r: £ Prevent access to registry editing tools Mot canfig. 1
| Locale Services i1, Dan't run specified Windows applications Mot canfigu_ 1
- ::'9"' o O W you dissble this palicy 21 R only specified Windows Applications Mot configu.. 1
=} nigation o
- Mingan setting or do not configure o) windews Automatic Updates Mot configu. '
E Power Management it, users can run Cmd.exe
1 Remavable Storage Access and batch files normally. o,
2 seripts - < »
\ r
¢ > |\ Extended Standard [
10 settinmlc)
Figure 4-30 Linking Existing GPO to Domain Controller
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1

NOTE

For more details on the group policies, refer to the chapter 3 System Hardening

4.2.3.4

Group Policy Export/Import Function (Domain Controller)

The Group Policy (GP) Management offers a functionality for importing/exporting a group-policy object. This is
maybe useful in case group policy changes are required

< Go to Start —» Administrative Tools — Group Policy Management.

< Expand the left tree underneath Forrest: <Domain>, Domains, and your local Domain.

< Select your Group Policy Object (GPO).

Export (Backup)

< Right-click the GPO you want export and select Back Up....

& Group Policy Management
& File Action View Window Help
o 4 20X c HErm

s -
Lallcn

& Group Policy Management
~ £\ Forest: EMDGSYS.com
~ (g Domains
v # EMDGSYS.com
4 Default Demain Policy
A EMDGSYS.com Policy
» &1 Domain Controllers
~ [} Group Policy Objects
(] Default Domain Controllers Policy
14 Default Domain Policy

i/ EMDGSYS.com Poli s
+ WMI Filters "
3 Starter GPOs GPO Status
g Sites Back Up..

a¥ Group Policy Madeling

P i P B i P

Figure 4-31 Exporting GPO

< Enter the Location and a Description.
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Restore from Backup...

EMDGSYS.com Policy
Scope Details Seftings

Links

Display links in this locatic)
The following sites, domai

Location
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Import

90

Back Up Group Policy Object X

Enter the name of the foll*er in which you want to store backed up versions of this
Group Policy Object (GPO). You can back up multiple GPOs to the same folder.

MNote: Setfings that are external to the GPO, such as WMl filters and IPsec policies, are
independent objects in Active Directory and will not be backed up.

To preventtampenng of backed up GPOs, be sure to secure this folder so that only
authonzed admimstrators have wrte access to this location.

Location:

[C'\BaclwpDomain I

Browse...

Description:

Backup Domain|

Figure 4-32 Choosing Export Location

<  Click Back Up.

< Right-click the GPO you want to update with an import file.
< Select Import Settings....

|, Group Policy Management
I File Action Wiew Window Help
o Am 0 Xa B

_; Group Policy Management EMDGSYS.com Pc
v i Forest: EMDGSYS.com Scope Detads Sen
« § Domains Links

w 4 EMDGSYS.com

2 ; Drsplay inks in ths ko
#/ Default Domain Policy

< EMDGSYS.com Policy TR T
» &1 Domain Controllers | Location '
w 3t Group Policy Objects | #2 EMDGSYS.com

1] Default Domain Controllers Policy
&' Default Domain Policy
ol EMDGSYS.com Policy

» 5 WMI Filters Edit...
» U Starter GPOs GPO Status »
P N Siges Back Up..
% Gioup Policy bodeiing Restore from Backup..
= Group Policy Results IR —
Save Report...

Figure 4-33 Importing GPO

A wizard will guide you through the rest of the process.
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Import Settings Wizard »
Welcome to the Import Settings Wizard
You can impon setings to this Group Palicy object (GPO) from
any backed up GPO. Importing settngs does not modify other

atnbutes of the GPO such as security fitering, delegation. links
and WMI filtar links.

Mote: fyou have an unreliable network connection, you should
pafarm this operation by nnning Group Policy Managerment
locally on the spacific domain contraller that you select for
Group Policy Management to use for its operations

To continue, click Next

Back MNexd > Cancel Halp

Figure 4-34 Importing GPO Setting Wizard

The difference between a backup restore and the import is simple. Restore will replace the whole GPO with
the backup file. An import will just modify the settings which are different from the GPO which will be
updated. It is recommended to make always a backup before you make any Import.

DG Group Policy Object

The recommended group policies measures should come from the remediation kits provided by the Center
for Internet Security (CIS). These remediation kits can patch the operating system with several security
measures at once, avoiding time consuming and human mistakes during implementations.

i 0

NOTE

The GPO needs to be reviewed, adjusted, and verified per station according to the applicable project
requirements. Some exceptions may exist and must be considered. You can use the recommended tooling
Microsoft SCM version 3.0 (or greater) to view, update, import and export, compare, and duplicate security
and compliance baselines.

4.2.4

4.2.4.1

Read-Only Domain Controller

Setting the Read-Only Domain Controller (RODC)

The RODC runs on a Windows Server 2019 operating system. Refer to http://www.rebeladmin.com/2014/10/
step-by-step-guide-to-install-read-only-domain-controller-rodc/

Configuring IP Setting and Adding the Server

After OS installation, configure the IP setting and add the server to the Active Directory.

< Inthe Server Manager Dashboard, go to the AD DS tab.

< Thereis a notification under a yellow background Configuration required for Active Directory Domain
Services.
Select More.

< Inthe All Servers Task Details and Notifications window, select Promote this server to a domain... to
open next window.

< In the Active Directory Domain Services Configuration Wizard window, select Add a domain
controller to an existing domain and click Select... to specify the domain information.
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Ex Active Directory Domsn Services Confagurstion Wizsrd

Deployment Configuration

Crornain Contnoller Cptians
Adamional Cotions

Pashy

R Cpitions
Fraseguaites Chadk

Sefect the deployment operation

! Add a domain controlier to an exitting domain
) didd & rew domain to 80 emsting forest

Lh didd & revw forest

ey the domaen anformmption for this operstion
Do EMDGEYS.com

Supply the credentials fo pedorm this operation
EMDEEY S Admenistrator

Mone about deploymeent configuratcons

<

Figure 4-35

RODC Deployment Configuration

<~ There are 3 checkboxes that should be selected, then fill passwords fields.

Depioyment Configuration

RODC Options
Addrional Opticns
Paths

Ripvitrw Oiplions

e Active Directery Domain Services Configuration Wizard

Domain Controller Options

Specify damain controller capabilities and site informaticn
[I,Iﬂ Doman Mame System (DINS] server
[+ Global Cataleg (G0}

[] Bead only domain controller (RODC)
5ae name:

Type the Directory Services Restore Mode (DSRM) passwond

| Diefault- Frst-Site-Name .|

TARGET SERVER
RODL

Prereguisings Check
Pasgwond: EEEEEEEEEE
Confinm pastword: RS
Bare about doman comrolier sphons
I < Previous | | ext > [ Install
Figure 4-36 Setting Up RDOC Domain Controller Options

< In the RODC Options, keep the default configuration.
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i Active Directory Domain Sendces Configurstion Wizard

RODC Options

Depicyment Configuration

Delegated sdeinsstrator account
Domain Contraller Options
<MNad pravded »
Addnioral Optasng Accounts that are allowed to replicate passwords to the RODC

Pathg
EMDGESYShAllowed RODC Password Replication Group
Rinvitw Optians

Prereguisings Check

Accgunts that are denied from replicating passwords bo the RODC

BUILTIN Admirestrators
BUILTIN\Server Ciperators
BUILTINBackup Operators

I the same account is both allowed and denied, denied takes precedence.

bace about RODC apbans

IrPrmnll MNext > [

Inztall

TARGET SERVER
RODC

Remone

Figure 4-37 ~ RODC Options

< Inthe Additional Options and in Paths, again keep default configuration and continue with Next until it

allows you to begin installation.

fi Active Directory Domain Senvices Configuration Wizard

Additional Options

Depioyment Configuration
. e 'Sﬂﬂlfrﬂﬁ.ull From hedsa (IFM) Options

Domain Controfler Oplions T
[ install from media

RODC Options
IR 5 s o
Pythg Repheate tram: Senves DL 1 EMDGEYS.com
Rnvigw Options
Frereguisines Check

Mace aboiit pddihicnal aptions

Irprmnll Mext »

Inz1all

TARGET SERVER
RODL

Figure 4-38 ~ RODC Additional Options
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i Active Directoey Domain Serices Configuration Wizard

Paths

Depsoymant O Liras
SPAOYmEnt COMMKIEHON. | orvaeiy i location of e AL D5 databacs; Jog fles; and SYSHOL

Domain Controller Oplions

= Dtabase folder: CAWmdawt NTDS
RODC Options
Addmianal Optians Log files folddern CAWmdows \NTLS
SYSVOL folder CAWmdows'\SYSYOL

Rinvigw Optians
Prerequisites Check

bace about Active Directory paths

IcPrednnll MNext > I

DEE

Figure 4-39  Selecting Additional Options Paths

e Active Directery Domain Services Configuration Wizard - B x
. - TARGET SERVER
Review Options RODC
Depioymant Configurasion | Review your selections:
s Cortrolor Btk Configure this server as an additional Active Directony domain controller for the domain A
Domain Controller Options ST com®.
RODEC Options
Addrianal Dotians Sate Marnes Defsult-First-Site-Name
Pathg Additional Oipticns:
m Read-onky domain controller; Yes '
Prersguisngs Check
Global catalog: Yes
DMS Server Yes
Update DNS Delegatior: No
Sowrce DC: ServerDCTEMDGEYScom
These settings cam be exparted 1o 3 Windows Powerihell seript to sutcmate
additionad installatons View script
bore about instalation opteng
|-:P'mhn|| Mext » I install

Figure 4-40 Review Options RODC
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F,_-_-J Actroe Directony Domain Senxﬂi:onfigurmn Wizard - ] oo
S e ~1 2 TARGET SERVER
Prerequisites Check RODE

| ﬁ All prerequisite checis passed sucoessfully. Click install’ to begin installation SR MATE L

Prerequisites need to be valdated before Sctive Directory Domain Serdces i installed on this
computer

Rerun prerequisibes check

I:-::I Wiew results

I 'Windows Server 2016 domain controfiers heve a default for the security setting named
“Allew cryptagraphy slgonthms compatible with Windows NT 4.0° that prevents wesker
cryptography algosthms when establishing security chanmet sessions.

For more information about this setting, see Knowledpe Base artiche 942564 (hitpu/
go.micrasaft.oomfadinkTLinkld s T04751).

D Prerequisites Check Completed
@ A prerequisite checks parsed pucoersfully, Click Tnstal’ to begin installation.

I, Hyou click Install, the server automatcally reboots. at the end of the promotion operation

Wlare aboul preregianibed

< Previous Next > inswall || Cancel |

Figure 4-41 Prerequisite Check RODC
After the installation, the system reboots.

4.2.4.2 Force Replication Manually

< Start your command prompt with administrative privileges and execute:
repadmin /replicate RODC SERVERDC1 DC=EMDGSYS,DC=com /readonly
Where
RODC: destination server
SERVERDC1: source server
DC=EMDGSYS,DC=com: the naming context for the EMDGSYS.com forest

< For replication of all Domain Controllers:
repadmin /syncall /AeD

4.2.4.3 Password Replication Policy (PRP)

In Windows Server to configure, we can use 2 security groups it creates with RODC setup. According to
Microsoft, it is as following:

® Allowed RODC Password Replication Group:

Members of this group are placed in the Allow list of the Password Replication Policies of all RODCs by
default.

® Denied RODC Password Replication Group:

Members of this group are placed in the Deny list of the Password Replication Policies of all RODCs
by default. Some of the groups include administrators, server operators, backup operators, account
operators, and Denied RODC Password Replication Group.

< Login to a writable domain controller with domain administrator account.

< Go to Server Manager — Tools — Active Directory Users and Computers.
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VA Manage  Tools View  Help

Active Directory Administrative Center

Active Directory Domains and Trusts
P— WELCOME TO SERVER MANAGER
ashboa Active Directory Module for Windows P

Local Server i Active Directory Sites and Services
All Servers “onfia his local server || Actve Dyectory Users and Computers
i Contigure this local server ADS| £t
G it Services.
File and Storage Services b ey

Computer Management
Defragment and Optimize Drives
Disk Cleanup

Event Viewer

AR HEW 4 Group Policy Management
iSCS! Initiator
vices Local Security Policy
Microsoft Azure Services
LEARN MORE

‘ODBC Data Sources (32-bit)
ODBC Data Sources (64-bit)

Figure 4-42 Configuring RODC Deny List

< Go to Domain Controllers or click to select the RODC you need to configure PRP.

 Active Directory Users and Computers - o x
File  Action  Yiew Help
om0 XEEE B TaE@aTER

] Active Directory Users snd Com|| Mame
v ] Saved Chusres
w oy EM om
» 1 Buitin
| Compuber
| = Domain Controllers |
» ] FomgniecurtyPnnopsl
| Mansged Service Accour
» [ Usens

Type

Comguter

D Ty Site Descrption

Figure 4-43 Domain Controller

< Right-click and select Properties.
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: dectece Dwectony Uvers snd Compaens - m]
File Action Wees Help
e om0 XTEE EmM T aaTER
= Active Dunctory Uiert and Com| | Hame Type 0 Type St Dt
3 0 Seved Cuenes
~ ] EMDGSYicom ; Add te & group... Ty
. & el SERVERDL R Dhefausbt= Forst i,
] Computen Move_.
) Doonain Coeroliers. |
i ] ForeigniecutyPringipal| Rl
1 Mamsged Serace Accoas A Tasks 3
5 o e
Cut
Dedete
Help
£l el o
Figure 4-44 RODC Properties

< In Properties, go to the Password Replication Policy tab. There are the 2 groups mentioned.

RODC Properties

(General
Password

7

Member OF Dedegation
Fodcy Location Managed By Dialin

This iz a Read-only Domain Controller (RODC). &n RODC stores users and
compulens passwords accondng to the policy below. Only passwonds for
accounts that ane n the Alow groups and nat in the Dery groups can be

repicated to the RODC.
[ e i S e
HNarme Actve Drectory Dom...  Settng
Accourt Operators EMDGSYS com/Bultin ~ Denyy
Administrators EMDGSYS com/Builtin -~ Deny
Blowed RODC Password ... EMDGSTScom/Users  Allow
Backup Opertors EMDGSYS com/Buitin - Deny
Deniad RODC Password .. EMDGSYS.com/Users  Deny
Server Operators: EMDGSYS com/Bustin ~ Derwy
< >

>

Figure 4-45

RODC Password Replication Policy
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NOTE

°®
l By default, there are more groups than the 2 shown. Make sure that you add only the groups which are
really needed. Remember that Deny goes over Allow.

< To add users/computers to those groups, double-click the group and select the Members tab.

< Click Add and OK to confirm changes.

| Allowed RODC Password Replication Group Properties ? x

Members:

b N Acimin 1

S o - I

o] e |

OK Canced Aoply Heip

Figure 4-46 RODC Members

Policy Usage Reports and Prepopulate Credential Caching

Microsoft provided an easy method of reporting where we can check the status of password replication. To
use this facility, follow the following steps.
< Log in to a writable domain controller with the domain administrator account.

< Go to Server Manager — Tools — Active Directory Users and Computers.
< Go to Domain Controllers OU and select the RODC you need to configure PRP.
P

Right-click and select Properties.
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RODC Properties [ =
(sl Marmber OF Dlagation
I [ — ey i Locaton laraaged By Duadin
This it & Flaafoedy Denan Controller (FIO0C). An RODC siores uaer and
gD pikinednd Acordng (0 the pobcy baltw Oy pagdwirds for
pecouris Thal oo 0 the Ml groupes and st m e Dieryy growps oo be
sepbcated 1o e RODC
F R |
Harme Actres Directory Dos Seting
Aotiurt Dperston EMDGSYS comualtn  Darry
Adermtaton EMDGSYS com Bulin  Deryy
Alowed RODC Fassword . EMDGSYS comflsen  Alow
Backog Opemton EMDGSYS comBultn  Dwey
Deried RODC Pasawoed EMDGSYS comsers Dy
Sanver Opersion EMDGSYS com fhalin Dy
_{' *
Advanced Add .. Femcer
o] [ s | i [
Figure 4-47  Password Replication Policy Setting

<>

4.2 Account-Management Configuration Instructions

In Properties, go to the Password Replication Policy tab and click Advanced.

In the drop-down list, there are 2 options listed under the Policy Usage tab:

Accounts whose passwords are stored on this Read-Only Domain Controller:

This option will list all the user accounts/computer accounts which are currently cached password on RODC.
Accounts that have been authenticated to this Read-Only Domain Controller:

This option will list the user accounts/computer accounts which were forwarded to writable domain controller

for authentication and service tickets process. This is a good place to identify the user accounts/computer
accounts which will still need to be added to the Allow list for password caching.

Advanced Password Replication Paolicy for RODC
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£, Oparston EMDGSYS com/Users  Lner

= RODC EMDGSYS comDoma .. Computer
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Figure 4-48
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Remember, the RODC will cache credentials once you have made the first authentication request to the RODC.
But Microsoft gives an opportunity where we can prepopulate the caching. So, when you log in for the first
time, your password is already cached on RODC.

<~ To use this feature, click Pre-Populate Passwords....
< Select the accounts you need.
< Click Yes to accept the changes in the following dialog box.

Before doing this, make sure you have already allowed that user/computer account in the Allow list of the
password caching.

Prepopulate Passwords

Do you wish to send the cument passwonds for these accounts to this read-onby
domain controller now?

Account Name
&, TM_OSCE_WIN-FOC52KQ6

YWaming: If you are prepopulating the passwords of user accounts, be sure to
prepopulsts the passwords of computer accounts that thess users will ba using as
weell,

In order for a user to be able to log on to a read-onfy domain controller (RODC)
when no wiitable domain controller is avaiable, the passwords for both the user
account and the computer account of the computer that the user is logging on to
miust already be stored on the RODC. Prepopulating the password for a user
accourt will succesd only f the account is included in the Alowed list of passwords

that can be cached on the RODC.
Leam mgre about prepopulating passwornds ITI Na

Figure 4-49 Accepting Changes

i @

NOTE

Remember the Allowed RODC Password Replication Group needs to contain users/groups and computers
of the site to where the RODC belongs.

If you have more than one site where a RODC is installed, it is recommended that you create an Allowed
RODC Password Replication Group as many as sites you have with an initial of the site in the name of the

group.

4.3
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Role-Based Access Control for Field-Level Devices

The substation products SIPROTEC 5 and SICAM A8000 support role-based access control (RBAC) with central
user management using the RADIUS/Active Directory. This role-based access control must be enabled in the
SIPROTEC 5 or the SICAM A8000 device to authenticate and authorize user actions such as the access to
information or to perform actions on the device. RADIUS is a standardized client/server protocol and the client
implementation is integrated in the SIPROTEC 5 and SICAM A8000 device firmware. The following figure
depicts the workflow of a RADIUS/Active Directory-Based Authentication/Authorization.
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Figure 4-50  Role-Based Access Control to Field Level Devices

Siemens has implemented the RADIUS protocol according to the IEC 62351-8 Ed.2 standard which includes
the RADIUS implementation of role-based access control (RBAC).

To get more information, see IEC Webstore for Smart Grid Security.

4.3.1 Network Policy Server (NPS)

4.3.1.1 Network Policy Server for RADIUS

Network Policy Server (NPS) is the Microsoft implementation of a Remote Authentication Dial-In User Service
(RADIUS) server. It is a client/server protocol that enables remote-access servers to communicate with a central
server to authenticate dial-in users and authorize their access to the requested system or service.

RADIUS allows a company to maintain user profiles in a central database that all remote servers can share. It
provides better security, allowing a company to set up a policy that can be applied at a single administered
network point. Having a central service also means that it is easier to track the usage for billing and for
keeping network statistics. Created by Livingston (now owned by Lucent), RADIUS is a de facto industry
standard used by several network product companies and is a proposed IETF standard.

Table 4-1 Differences between Datacenter and Standard Edition from of Windows Server 2016

Feature Standard Edition Datacenter Edition

Network Access Connections (NPS) 50 Unlimited
4.3.1.2 Installation of Network Policy Server

Add the Network Policy and Access Services role to your domain controller:
<~ Goto Server Manager — Manage — Add Roles and Features.

< Select Network Policy and Access Services and click Next.
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B Acd Rodes and Features Wizard

Select server roles

Select one of mone roles (o irmtall on the selected server

[ ictive Directory Federation Senices
| Active Dinectody Lightvisghl Dinec1ony Serices

] Active Cirectory Bights Management Senaces
] Device Health Attestation b

of DHCP Server (instalied)
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] Fax Server
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] Wb Server (I5)
| Wirdows Deployment Servces
U1 Wincows Server Essentials Experience
U] Windows Server Update Sendced
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Figure 4-51

[n]

=

DASTINATION STRVR
ST 1 EMDGS ST

Description

Metwork Policy and Access Services
provides Network Policy Server
(MPS), which helps: safeguard the
security of your network.

Network Policy Access Configuration

< Use the default settings and click Install in the last step.

4.3.2

4.3.2.1

NPS Setup and Verification of Server Settings

Registering Network Policy Server in the Active Directory

It is necessary to register the Network Policy Server in the Active Directory. To do this, follow the steps bellow.

Register in Default Domain (Recommended)

< Go to Server Manager — Tools — Network Policy Server.
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Figure 4-52 Adding Tasks

< Right-click in NPS (Local) — Register server in Active Directory.
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Figure 4-53 Registering Server in Active Directory

< In the dialog box that opens, finish the configuration by confirming the changes (OK).
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Metwork Policy Server *

To enable NPS to authenticate users in the Active Directory, the computers
running NP5 must be authorized to read users' dial-in properties from the
domain,

Do you wish to authorize this computer to read users' dial-in properties from the
EMDGSYS.com demain?

Ok Cancel

Figure 4-54 Confirming NPS Authorization

Metwork Policy Server X

This computer is now authorized to read users' dial-in properties from domain
EMDGSYS.com.

To authorize this computer to read users' dial-in properties from other domains,
you must register this computer to be a member of the RAS/NPS Servers Group in
that demain.

OK

Figure 4-55 Enabling Network Policy Server Settings

Register in Another Domain

< Go to Server Manager — Tools — Active Directory Users and Computers.

< Navigate to the domain where you want the NPS server to read user-account information and then click
the Users folder.

< Indetails pane, right-click RAS and IAS Servers and select Properties.
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Figure 4-56

<

Mame Type Descnptean
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%Nlﬂmﬁd RODC Password Replication Group  Security Group..  Members in this group ..
H2 Cort Publishers Security Group.. Memnbers of this group ...
B2 Cleneable Domain Controllers Security Group.  Members of this group €.
E.;D:fmlﬁ.n:cmmt User A user account manage...
2, Densed RODC Password Replication Group  Security Group...  Members in this group ¢
E Dnztdming Security Group...  DMS Adeministrators Gro..
*DMUW!PW Securty Group.. DS chents who are per...
HR Dormain Ademing Seourity Group.. Designated administrate...
B Domain Computers Security Group. Al workstations and ser...
H2 Domain Contrallers Security Group... All domain controdlens i..
B, Derin Guests Security Group.. Al dommain guests
Eﬂmuinl.lum Security Group..  All domain users

H Enterprive Admms Security Group... Desgnsted administrate..
H2 Enterprise Key Admins Security Group.  Members of this group .
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B Group Policy Crester Owners Security Group..  Mernbers in this group ¢...
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Cut
Delete
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Registering in Other Domain

In the dialog box, click the Members tab, add each of the NPS you want to register in the domain, and

confirm the changes (OK).

Register using a Command Line

<>

4.3.2.2 Port Numbers

netsh nps add registeredserver [DNS_domain_name] [name_NPS_server]

< Go to Server Manager — Tools — Network Policy Server.
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hd L.__u‘,l Manage Tools View Help

Computer Management
Defragment and Optimize Drives
DHCP

Disk Cleanup

DNS

Event Viewer

Group Policy Management
iSCSI Initiator

Local Security Policy
Microsoft Azure Services
Network Poficy Server
QODBC Data Sources (32-bit)
ODEBC Data Sources (64-bit)

Figure 4-57 Configuring Ports

< Right-click in NPS (Local), select Properties and go to the Ports tab.

@ Network Policy Server

File Action View Help
&= |7 [

@ NPS (Lorah L Nps o
s Bl RAL Import Configuration .
> 2] Poli Export Configuration
"ACH Start NPS Service r O
. R
> B Tem Stop NPS Service e

Register server in Active Directory
Properties h ‘
View > ariof

Help |
H RADIUS server for Dial-Up or VPl‘i

Figure 4-58  NPS Properties
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< Verify the defaults for:

Authentication: 1812 and 1645 (optional)
Accounting: 1813 and 1646

Network Policy Server (Local) Properties X

General Ports

Enter the RADIUS authentication and accounting port numbers.

Authentication: l1812,1645

Authentication default ports 1812,1645

Accounting: 1813,1646

Accounting default ports 1813.1646

& If you do not use the RADIUS default port numbers, you must
configure exceptions on the firewall for the local computer to allow
RADIUS traffic on the new ports. Learn more.

You can configure NPS to monitor IPv4 RADIUS traffic, IPv6 RADIUS
traffic. or both on specific network adapters. Learmn maore.

Figure 4-59 NPS Properties Ports

4.3.2.3 Policies
2 sets of policies need to be configured:
® Connection request policies are sets of conditions and settings that allow network administrators to
designate which Remote Authentication Dial-In User Service (RADIUS) servers perform the authentication
and authorization of connection requests that the server running Network Policy Server (NPS) receives
from RADIUS clients.
If this match it will jump to:
®  Network policies can be viewed as rules. Each rule has a set of conditions and settings. NPS compares
the conditions of the rule to the properties of connection requests. If a match occurs between the rule
and the connection request, the settings defined in the rule are applied to the connection.
4.3.3 User Management of the SIPROTEC/SICAM Device
The Network Policy Server (NPS) is the prerequisite for using the centralized user management for SIPROTEC
and SICAM devices. The following section describes an example for the SIPROTEC/SICAM user management.
SICAM [ SIPROTEC, System Hardening, User Guide 107

E50417-H8940-C619-A6, Edition 01.2024



Access Control and Account Management
4.3 Role-Based Access Control for Field-Level Devices

The use case is based on IEC 62351 requirements and the Organizational Unit (OU) IEC62351 is created. The
Windows Security Group is assigned IEC 62351-standardized and Siemens-specific roles. For the local HMI
users, the passcode-based authentication is being used.

Prerequisites:

® |nstallation of Windows Server 2016 or later

4.3.3.1 Windows User Groups and User Settings
< Go to Server Manager — Tools — Active Directory Users and Computers.
< Right-click the domain level and create the new OU IEC 62351 group (or any other name).

[ Active Directory Users and Computers - ] X
File Action View Help

e« nF0EBeE HE TRETES

| Active Directory Users and Comptr. Mame Type Description
— Ss::eiouemlas 17 Builtin builtinDomain
- I;u:::. Delegate Control... Container Default container for upgraded computer acc...
5
- c Find Organizational Unit Default container for domain controllers
. Compu ) A o
p - als Container Default container for security identifiers (SIDs) ...
2| Domair Change Domain... . .
Foreigr ch D inC " Organizational Unit
- = JECE23¢ T T T Container Default container for key objects
' &1 SIPF Raise domain functional level... lostAndFound Default container for orphaned objects
Keys Operstions Masters... unts Container Default container for managed service accounts
I ion fi f icati 3
LostAn Ne » Computer Eef‘au\t ocation Df storage of application data.
Manag uiltin system settings
— »
. Prograr LL=s o Default container for upgraded user accounts
w ] System View > Group Quota specifications container
£ Adr InetOrgPerson Jtainer
- Refresh - .
4 Cor el msDS-ShadowPrincipalContainer
1 [C}or Export List... T ST PSEs
—| Dor
1 Ps Properties MSMQ Queue Alias
| Mes Help Organizational Unit
| Microsurnomns Printer
| Policies User
| RASand IAS Servers Acc
| WinsockServices REEEIRES

WMIPolicy
:j)ﬂ Default Domain Policy
-] Dfs-Configuration
| DFSR-GlobalSettings
5 File Replication Service
| FileLinks
~| Password Settings Cont
[ psPs
54| RpeServices
_| Users
_ NTDS Quotas
| TPM Devices

< >

Create a new ohject...

Figure 4-60 Assigning Organizational Unit

4.3.3.2  Add Global Security Groups

< On the Organizational Unit level, create all necessary IEC 62351 and Siemens roles as Global Security
Groups as shown below.

° NOTE
l The group name is not essential for proper functionality; thus, any name can be chosen.
< Configure a Windows Active Directory and NPS.
108 SICAM [ SIPROTEC, System Hardening, User Guide

E50417-H8940-C619-A6, Edition 01.2024



Access Control and Account Management

4.3 Role-Based Access Control for Field-Level Devices

Figure 4-61 Assigning Group to IEC 62351

Computer
Contact
InetOrgPerson
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Security Group - Global
Security Group - Global
Security Group - Global
Security Group - Global
Security Group - Global
Security Group - Global
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Printer
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] Active Directory Users and Computers
File Action View Help
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| Active Directory Users and Compu|| Name
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|| ForeignSecurityPrincipals
= - 8% |FC RRACMNT
v (2] IEC62351
21 SIPRO Delegate Control... |
> [ Keys Move...
5 [] LostAndF Find...
3 .__I Managed : RAIND
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w _;J System All Tasks >
y [ Admii
: >
y | ComF b
» 0] ComF Cut
' _—_I r:og'a Delete
> [ ec
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> i:ﬂ Defaun LUrEn Funey
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< Create new roles with a right-click on the IEC 62351 group and select New — Group.
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New Object - Group X

% Create in:  safir-demo.de/IEC62351 Group

Group name:
| IEC ENGINEER| |

Group name (pre-Windows 2000):

[ IEC ENGINEER ‘
Group scope Group type
(O Domain local (®) Security
(®) Global (O Distribution
() Universal
[ oc ] conee
Figure 4-62 Creating New IEC Group

< Enter the IEC 62351 or Siemens (role) group name and click OK. Repeat the procedure until all groups
exists as shown in the following figure:

] Active Directory Users and Computers
File Action View Help

e 2RO Ed=zHmM3aaTESR

| Active Directory Users and Compu|| Name Type Description
- Saved Queries |2 SIPROTEC HMI User Organizational Unit
Il dema e £2,EDEW OPERATOR Security Group - Global
& 21':'”“”5 {8 |EC ENGINEER Security Group - Global
') :— Dom:in Controllers 2 |EC INSTALLER Security Group - Global
B ForeignSecurityPrincipals 2 |EC OPERATOR Security Group - Global
v 31 IEC62351 Group SEIEC RBACMNT Security Group - Global
=9 SIPROTEC HMI User %IEC SECADM Security Group - Global
5 [ Keys %IEC SECAUD Security Group - Global
> [ LostAndFound % IEC VIEWER Security Group - Global
5 [7] Managed Service Accounts|| &% SEMENS ADMIN Security Group - Global
> | Program Data % SIEMENS GUEST Security Group - Global
v [ System £ SIEMENS INTERLOCKING MODE Security Group - Global
> [ AdminSDHolder £2 SIEMENS OPERATOR_SWITCHING Security Group - Global
> [] ComPartitions H2 SIEMENS SWITCHING_AUTHORITY  Security Group - Global
» || ComPartitionSets
> [ DomainUpdates
> [ IP Security
Figure 4-63 Creating New IEC Group Users

43.3.3 Local Users for SIPROTEC 5 Devices

<~ Add an additional Organizational Unit (OU) as SIPROTEC HMI User.
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i @

NOTE

The group name is not essential for proper functionality; thus, any name can be chosen.

<~ For the local HMI user, add the additional OU SIPROTEC HMI User under the OU IEC 62351 Group.

| Active Directory Users and Com|| Mame Type
I+ J Saved Queries 52, IEC ENGINEER Security 1
4 3 certman test 52, BDEW OPERATOR Security 1 : Active Directory Users and Comp
» [ Builtin 82 IEC INSTALLER Security | ) 7 7
b [ Computers 52, IEC OPERATOR Security | File Action View Help
2] Domain Controllers %IEC REACMNT Security
[ J ForeignSecurityPrincipal: 2, EC SECADM Security | $ * | ?_J , D | D & 3
= : L ) =
= =CAUD Security ! M Y .
>0 E::i“e Eontl FWER Security | Active Directory Users and Compu
= iy ENS ADMIN Security 1 || Saved Queries
ind... L . - ’
FNS GLFST ecurity | 8 333 Sﬂflf-dEmO.dE
MNew 3 Computer ecurity | & I
All Tasks 3 Contact ecurity | o] Builtin
View r Group ecurity | > Compu‘ters
ot InetOrgPerson 2| Domain Controllers
S mslmaging-PSPs .| ForeignSecurityPrincipals
Rename MSMQQueueA\Ijs v (2] [ECE2331 Group
Refresh [ Organiztionalunit | 5 SIPROTEC HMI User
- e Printer =
Figure 4-64  Assigning Organizational Unit to IEC Group

< Under the OU SIPROTEC HMI User, add a global security group as HMI Group.
] Active Directory Users and Com|| Name Type New Object - Group -
b | Saved Queries
4 3 certman.test

There are no items to show
% Createin:  certman. test/[EC62351 Group/SIPROTEC HMI User

p [ Builtin
p [ Computers
i @ Domain Controllers G;::m:
» [ ForeignSecurityPrincipal: | |
4 [3] IEC62351 Group Group name (pre-Windows 2000):
=] SIPROTE( HMI lser [ F-Group |
I | Managed Se Delegate Control... R
. Users Move.,, ®) Security
Find... O Distribution
New 2 Computer
All Tasks 3 Contact
- v Grouwp Co ]
InetirnDarcnn
Figure 4-65 Adding HMI Group
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File Action %ﬂ'mw Help
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2
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| Saved Queries 82 HMI-Group Security Group - Global
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Figure 4-66 Adding HMI Group Members

SIPROTEC 5 (local) does not support complex passwords. Therefore, for HMI users, use weak passwords with
numeric passcodes.

i 0

NOTE

This guide is based on Windows Server 2016 or later.

4334

112

Creation of Password Policy Objects

<>

e

TR T T S S S S T

Under the Server Manager — Tools menu of the Windows Server, start ADSI Edit and connect it to a
domain and Domain Controller for which password policy is required.

Double-click CN=DomainName, then double-click CN=System, and then double-click CN=Password
Settings Container.

Right-click CN=Password Settings Container and click New, then Object....

Click Next.

Type the name HMI Users of the Password Settings Object (PSO) in the Value field and then click Next.
Type in a number that will be the precedence for this Password Policy, then click Next.
Type FALSE in the Value field and click Next.

Type 0 in the Value field and click Next.

Type FALSE in the Value field and click Next.

Type 5 in the Value field and click Next.

Type 1:00:00:00 in the Value field and click Next.

Type 42:00:00:00 in the Value field and click Next.

Type 10 in the Value field and click Next.

Type 0:00:30:00 in the Value field and click Next.

Type 0:00:30:00 in the Value field and click Next.

Click Finish. This would create a Password Policy Object.
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Name Class Distinguished Name
ﬁ CN=HMI Users msD5-Passw... CN=HMI Users,CN=Passwoi

Figure 4-67  Creating Password Policy for HMI Users

4.3.3.5  Assigning a Password Settings Object (PSO) to a User Group or a User
< Open Active Directory Users and Computers and navigate to System — Password Settings Container.

B A Was i

Fie  Action [T nETOR
L e e - : ) e —
[ ActveCied  Langekoes e s
b0 S mlicons y o
J,ﬁo:bn-‘ i
b5 conl®] oo

Figure 4-68  Assigning PSO to a User Group or a User

< Double-click the PSO you created, then click the Attribute Editor tab.
< Select the msDSPSOAppliedTo attribute and click Edit.

msDS-Lockout Thresh .. 10
msDS-MasmumPass...  42:00:00:00
msDS-MinimumPassw... 1:00:00:00
msDS-MinimumPassw... 5

maDS-NcType ot sets
msDS-PasswordCom... FALSE
msDS-PasswordHisto,.. 0 -

msD5-PasswordReve .. FALSE
maD5-PasswordSetti.. 10

meDS-PS0ApphesTo

name HMI Users

ohjectCategory CHwms-D5-Password-Settings CHsSchema
ohiectClass lop: msDS-Password Settings

chiectGUID T02808150cBe-40M-222d-9020e3267abe | .,
<[ u | >

ok ] [Ccme ][ womy [ [He ]

Figure 4-69 Assigning Attribute to PSO Group
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< Click Add Windows Accounts....
| st e i ey o e

s Py
e

i/t

LTt e

SHverte | [
L.
= | [ e |

Figure 4-70  Adding Windows Account

Seedect thin skyect trpe
[ User. Compatem. Groups, o Bl mecsty pencpats | [[Ctweat Tiren - |
Froes thes et
Erter e copecs rames i peect i

Dk R
e ] e ] (Sl ]

< Select the group HMI-Group to apply this PSO and click OK.

< Now, add all HMI users under SIPROTEC HMI User in a first step with a strong password.

Figure 4-71 Assigning User to HMI Group

) Active Directory Users and Computers [WIN-R|| Name Type
b Saved Cueries 8, HMI-Group Secu
4 3 certman.test

b [ Builtin

p (2] Computers

b (&) Domain Controllers

b | ForeignSecurityPrincipals

4 [3] IECE2351 Group

|4 SIPROTEC K™=

b (] LostAndFound| | Delegate Cantrol..

b 1 Managed Servit Move...

b 7] Program Data Find...

: § Z“'::m [ Mew ¥ Computer

b (2 NTDS Quotas All Tasks . Contact

b ] TPM Devices View " Group
Cut InetOrgPerson
Delete mslmaging-P5Ps
e M5SMQ Queue Alias
Far Organizational Unit
Export List... S

<| " ~— | User
Create a new object... e Shared Folder

< The User logon name should be identical to the Full name. The following users shall be created the
same way: ADMIN, ENGINEER, VIEWER, INSTALLER, OPERATOR, SECADM, SECAUD, Operator_Switching,
Switching_Authority, Interlocking_Mode.
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% & Create in:  stman test/IEC 62351 group/SIPROTEC HMI User & Create in mlﬂﬂéwlmmleTB:HMIu
First name |EIGINEER I Intals [ ] Password: Ill.lll..l ]
Last name: | l Confirm password: I--o--oouo |
Fullnome. |E"G"NEER ] [[] User must change password at next logon
User logon name: [] User cannot change password
[EnGimEER | [@cemantest v [w] Password never expires
User logon name (pre-Windows 2000): [[J Account is disabled
[ceamm\ HENGiNEER ]

oo [he> ] o] T T
Figure 4-72  Creating User & Password in HMI Group

NOTE

i @

These are HMI users which are hard-wired inside the SIPROTEC 5 devices for HMI local login. The names
cannot be adjusted or changed; these are not groups or roles but have to be mapped to the corresponding
group in later steps.

< Enter astrong password, a weak password during user creation stage may lead to a Weak Password

Policy.

] Active Directory Users and Computers [WIN-R| Name = Type
b [ Saved Queries & AomiN User
4 [ certman test 2 ENGIMEER User

b [ Builtin 82, HMI-Group Security Group - Global
b [ Computers & INSTALLER User
b (2] Domain Controllers S. Interlocking_Mode User
3 “'_:_ ForeignSecuntyPrincipals 2. OPERATOR User
< | K351 Growp 2, Operator_Switching User
. 2| SIPROTEC HMI Uzer !a SECADM User
b _ Lnstﬁ.nanung ‘!. SECAUD User
B J Managed Service Accounts &, Switching Authority User
p | Program Data
b B System & viewer User
Figure 4-73 Adding Users to HMI Group

< Add the users to a member of the HMI-Group (for weak password policy) and to their specific IEC 62351
or Siemens Group:

Table 4-2 HMI Groups
ADMIN SIEMENS ADMIN
VIEWER IEC VIEWER
OPERATOR IEC OPERATOR
ENGINEER IEC ENGINEER
INSTALLER IEC INSTALLER
SECADM IEC SECADM
SECAUD IEC SECAUD
RBACMNT IEC RBACMNT
SICAM [ SIPROTEC, System Hardening, User Guide 115
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Users of HMI Group IEC or Siemens Group

Operator_Switching

SIEMENS OPERATOR_SWITCHING

Switching_Authority

SIEMENS SWITCHING_AUTHORITY

Interlocking_Mode

SIEMENS INTERLOCKING MODE

2 uctive Directory Users and Computers
Fle  fction Yiew Help
om0 ddBm i Ta%

13#::‘:mwl.nnw<m' Maene Type Description
Chauries &1 SPROTEC HMI User Unit
3 safic-demo.de HEBDEW OPERATOR mw """"""""""""
: = :"""“ B 1EC ENGINEER: Security Group - Globsl
. @ :" "".'"’":’ guu: INSTALLER Security Growp - Global
2 Eoseigets e IEC CPERATOR Security Group - Global
+ (21 K51 Group o H1,16C RaACMNT Security Group - Global
3 SPROTEC MM User || SMIEC SECADA Security Group - Global
s 1 Keys H1eC secaun Secwrity Grewp - Global
» B LosndFound R iec viewee: Security Group - Global
» ] Managed Service Accounts| | 6% BEMENS ADMIN Secwrity Group - Flobal
5 [ Program Data B2 SEENS GUEST Security Group - Global
w [ System HR SEMENS INTERLOCKING MODE Security Group - Global
v ] AdminSDHolder H, SaEMENS OPERATOR_SWITCHING Security Group - Global
» ([ ComPanitions BB SEMENS SWITCHING AUTHORITY  Security Group - Global
» ] ComParttionSets
» [ Demaripdates
v 1 WP Secunty
Figure 4-74 IEC 62351 Group Users

Seasty | Em . Seweis | e oot
| Famote Desbicn Servces | coW. | fesbue Edoe
| Gewern | g | pcoeurt | Protie | Telghores | Ongaraston
| Pubishes | Vet £ | Paspword Faphcanon | Dt | Ciyect

Mgrrer of

[ toamme Aomren Dwecnoy Doman Seraces Folder

Dewmanr: Lisirs Eotman ol Usars

HMLGmug oerman el LI Grong SIPROTES Ml

ECENGINEER  cetman 1ot E0E2381 Groag:

. Resverg

Fmawy g Do Usery

Seearty | Em

n—.mmm | oM. | Ambese Edew

Aadesn | Moot | Pt | Teephores | O

n-mc—_ Mt F mm|m|m

Memter of

' Mams ctres Drectory Do Sarvices. Folder
Clomar: Lisen et e ey

Mg cetman el LRI Grop SIFADTEC MM
IEC ENGINEER ot el ECEZIS 1 Group

[ e |

Prarp e HMED

S Py G| e nesd e Py gup e [yt o resds churge Pansy g irioe
DD SO e oy
I = . [ ox || cood |[ Moo || e
Figure 4-75 IEC 62351 Group User Properties

< Set HMI Group as Primary Group and remove Domain Users default group.
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3 Active Directory Users and Computers [=]O) X H
File Aswss  View Hal
Se— - . 3 EMNGIMEER Properties

a Fl F _-J b4 u

1 Actiwe Dinechory Users and Compaters [WIN-R | Mame

Sand Cusrses B2, Hhi-Geoup

4 3 centmanctest &, aDhaN
Buits L ENGINEER
Ceenputers %, INSTALLER
Deenain Co 1 g o

FesnignSecuntyPnnopal T <
4 2] ECEXS Geoup R s
SIPROTEC HMI Uer 2 e

LosténdF ound

WManaged Sersce Aicounts
Program Data

Syiiem

st

HTDS Custas

TPM Deaces

Figure 4-76 Removing Domain Users

Publshed Cotficaies | Member F | Password Rapbosbon | Dl | Obseot
oty Erveranment Sosmcrn Famotn cortl
Remale Desbdon Services Profle COM Pevbw iy ESter

Genenl | Addwss | Accourt | Profie | Telephores | Orpenizaton

Lant raameg
hapley rame ENGINEER
Descrptaon

(8 s ]

Lol

ieh pad Oty

oK =]

<{  Set the HMI passwords now. It can be a simple numeric passcode, for example, 56923 (recommended

minimum length is 5 digits).

L Reset Password (=

e pasdrerced Ll

G pddwsd LLLLL]

The wier st logolf and then logan agan for S changs 1o taks ofect

Aocount Lsckout Satus on this Domasin Controler: Uniociosd

Uik, i ey oot

(a4 Caraal

Figure 4-77 Setting HMI Password

Active Directory Domain Senvices [ =]
0 The passaced Tor ENGIMEER hay been changed

oK

< Update the computer and user policy before starting the NPS using the command shell as follows:

gpupdate /force

-

C:\Users) »gpupdate
Updating policy...

Computer Policy update has co
User Policy update has completed successt

Figure 4-78

SICAM [ SIPROTEC, System Hardening, User Guide
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4.3.3.6

118

Configuration of a Network Policy Server (NPS)

Start the Network Policy Server via the Server Manager — Tools and add all RADIUS Clients with known
name and the IP which comes with the requested UDP packet to the NPS and choose a shared secret. This

would be required to be entered in the client system.

File Action View Help

o= z2E B

& NPS (Local)

RADIUS Clients

4 || RADIUS Clients and Servers |

i RADIUS Clients RADIUS clients allow you to specify the network access servers, that provide access to you
i RemoteRADI  New ]

4 [=f Policies Export List
7] Connection F Name |P Address Device Manufacturer NAPLCapable Status
5] Metwork Poli View b ian 152.168.10.101 RADIUS Standard No Enabled
(] Health Polici Refresh ridPass 152.168.10.100 RADIUS Standard No Enabled

b !] Network_Accr_ss Help

B, Accounting

» Wl Templates Management ||

Figure 4-79  Configuring NPS

Settings | Advanced

[] Enable this RADIUS client

|| Select an existing template:

Name and Address
Friendly name:

(GridPass

Address (IP or DNS):

192.168.10.100

Shared Secret
Select an existing Shared Secrets template:

|Nom

To manually type a shared secret, dick Manual. To automatically generate a shared
secret, click Generate. You must configure the RADIUS client with the same shared
secret entered here. Shared secrets are case-sensitive.

(®) Manual ) Generate
Shared secret:

|.i....i....i

Confirm shared secret:

Figure 4-80 New RADIUS Client
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< Add one allowing connection policy.
This can be more than one based on the day and time restrictions.

@ File Action WView Favortes Window Help

« = nm 8w

2] Congale Roct Connecion Gaticrate whather ornection MUt e rocesied
b 3 Certificate Templates (WIN-RIE | _I it maaa "m.rwww“mmmu"m
B ﬂ Certificates - Cuwrent User sutentation I Connechion reguest pokcy
b Active Dinectory Users and Comput Tal Uee Wireh
p WY Intermet Informatson Sendces (I5) e o e I
4 g NPS (Local)
4 7] RADIS Clignts snd Servers
B RaDus Chemts
i Remote RADIUS Server Groups

‘;_I:Pﬂbﬂﬂ
T || ———a—_
] Metweark Pobents

Figure 4-81 Certificate Console

Gverview | Condtion | Setings |

Polcy name: | Use Windorws athercation for all users

Folicy State

¥ erusbledd, NP5 evalustes this pobcy whil processng conracton requests. § dastied. NP5 doss ot evaie this pobey
o7 Pokcy eruatled

Hetwork: connection method

Select the type of network Booess server that sends the connection request to NP5 You can select ether the network socess senver
By or Vendor specihic, bul nether i reguined. I your rebwark: access server is an B02. 100 mutheriicating swiich o winsless Bocess pont.

) Type of nstwork acomss server.

| Unspecied |
1) Versdor spaciic:

10 %

&

[ [ comsehic]ivataehVin)

Figure 4-82 Using Windows Authentication in RADIUS
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Use Windows authentication for all users Properties [x]
[ Dvensew | Cordtions
Configure the conditiomns for this network polcy

¥ oonaitiors match the correcton mauest. NP5 uses thas poboy o suthorize the ction reguest I condtions o rol match the
cormechon reqguest, NPS siops this pobcy and evaluates otfer pokoies. £ acidbonal poboes ane configueed

Coradion Wi
ﬂ Diry o Bimee resictiors Sunday 00-00-24-00 Morcley 00-00-24-00 Tuesday 00-00-24-00 Wednesday 00H00-24:00 Thursd

Day and time restrictions [x]

4 3 o
O-2:4-5B-8-10-12-14-16-18-20-22- [

Cancel |

Corsition ded

[havy arsd Time
[ D58 wid

are bassd on the

Montag thimegh Sorntag from 000010 0000

Figure 4-83 Assigning Access Attributes

< Create the Network policies with the context menu and select New.
dd MEMULE RALIUS JEIVED QITUUpPs
4 =] Policies
~| Connection Request Policies
[ ) Netw nlicies |
~| Healt New

Figure 4-84 Creating New Network Policy
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. F.ﬁpedlyﬂetwmt?oﬂwﬂamandtmmdlmTwe
You can specify & namefor your network policy and the type of connections to which the policy is spplied.

\

Policy name:
[Radus Engneer Paicy J

Matwork: conrechion mathod

Sedect the type of network acoess senver thal sends the connection request to NPS. You can select either the network access server
by or Viendior spaciic. but redther i reguired. [ your network access senver i an 202 1 suthenticating switch o winsless actess pont.

rocos | [ et ][ e | [ ]

Figure 4-85 Creating New Network Policy Name

< Specify the policy name as Radius Engineer Policy (or something else) and click Next.

< In the Select Condition window, choose Windows Groups.

The Machine Groups condition specifies that the connecting computer mus? belong 1o one of the selected groups.

User Groups
The User Groups condition speciies that the connecting user must belong io one of the selected groups.

HCAP
Lecation Groups
The HCAP Location Groups condition specifies the Host Credential Authonzation Protocal (HCAF) location groups

reguired io mabch this policy. The HCAP protocol is used for communication betwesn NPS and s.ome third party
nedwork access senvers (NASs). See your NAS documentaiion before using this condition

- . -

L

[hea ][ Caen |

Figure 4-86 Assigning Windows group to NPS

< Select the corresponding IEC or Siemens group for the created policy.
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\ Spedify Conditions
i Specify the conditions that determing whether this network policy |5 evaluated for 2 connection request- A minimum
of one condition is reguired.

(Condiion description:
The Windows Groups condiion specifies thal the connecting user or computer must belong to one of the selected groups.

[ A || Ed || Remow |

[P |[ Mot || #own [ Conce |

Figure 4-87  Assigning Windows Group to NPS User

< Select Access granted and click Next.
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. Specify Access Permission
% Cﬂﬂﬁi“mvwmhWMMﬂiﬁﬂﬁmﬂmdmmmlmml
poalicy.

) Accuss granted
Grart secess | clert connaciion abempls malch the condiions of this policy.

) Access dersed
Dieny access if cheni conmection aiempts mabch the condiiors of this poley.

[C] Acess is debeemminasd by User Dialn propaies fwhich ovemde HPS poley)
Grant of deny pcoess bocondng 10 user dabin prpaties | chent connection atiempls match the condiions of this polcy.

[(Povoss |[ Mex | oo [ Comel ]

Figure 4-88  Granting Access

< Select the additional authentication method as PAP and click Next twice.

Configure Authentication Methods

Coafigure ane or mare suthelication methads req d For tha © q £ mabdh this policy. For E&P
r athestication, you mest configure an BAP type, IFf vou deploy NAP with B LX or VPN, you must configure

Prefactod EAP in LonReCTsan raguadt policy, which guarni fwdik pokly suthanboMics Letlnge.

EAP types sre regotatad batwesn NPS and the clant in the ondesr in which they ane lsted.

EAF Types:

r = .

[ Mowe Do

(R [ e |[ Fwow

Less secure mthertication methods:

[ Micrmolt Encrypied Authantcation venon 2 (M5 CHAP )

[+ Liser can charge password after ¢ has expred

[+ Micronoht Encrypbed Authente:ation [M5-CHAF)

o Lol 21 e inlsiird B € R dprnd

|| Encryoted sutherticaton [CHAF)

[+ Uinerenpind mtharmtcon (FAF. SPAF)

[T e it s cxonnact wiheaut negotiating an suthertication method.
[ Prasorm machine health check only

[P ] [het 7] [ o

Figure 4-89 Configuring Authentication Method
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<~ Remove the standard attributes.

. Configure Settings
HWPS spplies settings to the connection request if all of the netwark policy conditions snd constraints far the policy an

i

Canfigurs the settings for this netwark polcy.

I conditions and consirints match e cornection reguest and the polcy grants socess, seltings e sppked.

Settings.

RADIUS: Atribestes To send addtional sttrbubes to RADIUS chenis, select a RADIUS standard stirbube, and
Fhan ghch: (Eda ImﬁuwhnanhmmuWSMﬁn
your RADILS chent dooumentation for required aftirbutes

[77] Vendor Specific

Hetwork Acoess Prolecion

! NAF Enforcement -

’ Extarded Sinte |m s

Routing and R emole

Access

. Multshrd g

Barcuadth
Protocol (B2F)

.n IP Fihers

iy Emcryption

2 P seiros [ | [ Ao |

[Pevos |[ Mot | oo [ Cocdl |

Figure 4-90 RADIUS Attributes

< Now, add Vendor-Specific attributes.

To add an attrbube to the setfings. select the attribule, and then click Add,
To add a Vendor Specific attrbute that is not lsted. select Custom, and then cick Add.

Wendor:
| v|
Arbutes:
Hame Vendor ~
USH: Turnel: Switch-Endpoint U.S. Robatica, Inc.
USR:Unautherticated: Time U5, Robatica, Inc.
USR-VPN-Encryptor .5, Robotics, Inc,
USRAVPHGW Locabon-id U.S. Robatics, Inc.

USRNVTS-Saasion-Hay US thmu Inc.
< [T E
IDescrigtion:

Figure 4-91 Adding Vendor Specific Attributes
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< Add the IEC 62351-Specific Attribute to the Policy.

Attribute name:

Vendor Specific

Specify network access server vendor.

O Select from list: | RADIUS Standard v]
(@ Enter Vendor Code: 41912 =3
Specify whether the attribute conforms to the RADIUS RFC specification for
vendor specffic attributes.

@ Yes. t conforms

() No. k does not conform

Figure 4-92  Configuring Vendor Specific Attributes

The Attribute format is

®  ATTRIBUTE IEC62351-8-RolelD-0 1 integer

® Vendor-assigned attribute, number “1” means IEC6235-8-RolelD-0
®  Using signed integer with NPS use the hexadecimal format

®  Range for signed int32: from -2.147.483.648 to0 2.147.483.647

®  Range for unsigned in32: from 0 to 4.294.967.295

®  Forexample — 101 decimal results to FFFFFF9B hex

< Add all attributes and values to the Policy. For example, for the role IEC ENGINEER.

Add...
Vendor Code: 41912 £
Vendor Code: 41312 IBECE2351-8
Vendor Code: 41512 - —n
Vendor Code: 41912 0 -
Vendor Code: 41972 999912312359592

Figure 4-93 Configuring Attribute Information

Example for the Engineer policy/role:

SICAM [ SIPROTEC, System Hardening, User Guide
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1 # ] i ] |
Atadi tnmt Mertmpe M Pt
Do o || oo Sl | RS |
7] ] VECEZIN4 ] F
Ce ] [Con ] [wen ] I =
] H i i
e it setarntumar
[Eocms Gl | EES -]
Ay v At b wala
R 1 || n ]
[0k | [ Cwca [ [ e
Figure 4-94  Engineer Policy Rules

i 0

NOTE

For IEC roles, use IEC62351-8 (optional) string value for ID 2 (roleDefinition) and for Siemens roles
SiemensGridSecurity string value for ID 2 (roleDefinition)
for revision use always “0” as decimal value for ID 4

for ValidTo and ValidFrom strings use the format YYYYMMDDHHMMSSZ (Year, Month, Day, Hour, Minutes,

Seconds, Zulu time zone)

126

The Combined roles would have more than one Windows group:

Radius SECAUD Policy
Radus RBACMNT Policy
Radius Siemens Admin Policy

Figure 4-95  Sample Radius Policies

FEERRRRREERELE!

mmummhmmag

O e
- W b — 2

< The Combined roles should be placed in the beginning as Windows handles policy rules like a firewall.
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Configure the conditions for this netword: policy.

F conditeons maich the connection request, NP5 uses thes policy to sutherizs the connection request . F condiions do not match the
conmsction requast . NP5 skips thes poboy and svaluates other polcies, § additonal polcies ane configured .

Condition Wahue
CERTMANMEC OPERATOR
CERTMANMEC ENGINEER

Figure 4-96  Radius Engineer Operator Policy Properties

NOTE

°
l When more than one role is added to a policy, the values must be unique.

< Finish the Wizard.

I,' Completing New Network Policy

il

You have successfuly created the following nstwork policy:
Radius Enfineer Policy?

Policy conditions:

PEEEENEL—— L NI S

Comdtion Ve

[Windows Groups  CERTMAN'EC ENGINEER

Policy seitings:

Condiion Wi

Acoess Permission Grant Acoess

Update Noncompliart Clerts  True

HAP Enforcement Alcre full metworc access
Ignone User Dial-in Properties  False

Verdor-Speciic 1

Authertication Method Unenerypted suthentication (FAF, SPAP)OR M5-CHAP v1 OR M5-CHAP w1 (User can changs p_.

To close they wizand. chok Finigh,

[(Povous ][ tet

Frish || Cancel |

Figure 4-97  Completing New Network Policy

4.4 Public Key Infrastructure (PKI)

A public key infrastructure (PKI) is a set of roles, policies, and procedures needed to create, manage, distribute,
use, store, and revoke digital certificates and manage public-key encryption.
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4.4.1

128

The Certification Authorities (CA) are part of PKI which are entities issuing digital certificates. A digital certifi-
cate certifies the ownership of a public key by the named subject of the certificate. In accordance with the
provisions under IEC 62351-9, cybersecurity key management is required for power system equipment. PKI
solutions comply with this requirement where infrastructure is supported through various components of
PKI. A use case of PKI using Siemens SICAM GridPass to generate a certificate and device authentication is
explained in 4.4.4 Using SICAM GridPass to Create Key Material.

Other uses include:

®  Network access control
® Web access

®  Config upload

®  Process communication

®  Remote desktop/RDP

Digital Certificates

A digital certificate is a data structure that binds a public key value to a subject. A binding is achieved by a
trusted certification authority (CA) verifying the identity of the subject and digitally signing the certificate. The
digital certificate has a limited lifetime that is checked by the relying party along with the signature.

Certificate:
Data:
Version: 3 (0x2)
Serial Number: 12 (0xc)
Signature Algorithm: sha2S6WithRSAEncryption
Issuer: C=DE, O=Siemens, OU=EM DG PRO, ST=Bavaria, L=NBG, CN=SiemensEMDGPROCA
Validicy
Not Before: Feb 15 01:00:00 2018 GMT
Not After : Feb 1S5 01:00:00 2019 GMT
(:)—-————. Subject: C=DE, O=Siemens, OU=EM DG PRO, ST=Bavaria, L=NBG, CN=localhost.siemens.de
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:

(:) 00:b4:59:£0:41:7b:df:60:c7:aa:bb:cS5:8£:19:3e:
08:e5:dc:b9:31...

Exponent: 65537 (0x10001)
@—. XS509v3 extensions:
XS09v3 Basic Constraints: critical
CA:FALSE
XS09v3 Key Usage: critical
Digital Signature, Key Encipherment
XS09v3 Extended Key Usage:
TLS Web Server Authentication
XS09v3 Subject Alternative Name:
DNS:localhost.siemens.de
XS09v3 CRL Distribution Points:

Full Name:

@—. URI:localhost.siemens.de

Signature Algorithm: sha2S6WithRSAEncryption
1b:9e:2£:d7:9e:20:0b:£7:ba:c0:6c:ef:21:29:ac:d6:ee:55:
Sf:ba:11:32:fe:2e

Figure 4-98  Digital Certificate

Legend Description

(1) CA which issed the user/device certificate

(2) User/device info

3) User/device public key

(4) Extensions, purpose of certificate

(5) Certificate revocation list storage location

(6) CA signature of user/device certificate, including public key and all information shown here
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4.4.1.1 Registration Authority

A registration authority (RA) verifies the identity of entities requesting digital certificates and sends the
certificate signing request to the CA. CA and RA are often co-located.

4.41.2 Certificate Revocation List (CRL)

A certificate revocation list is a list of digital certificates that have been revoked by the issuing certificate
authority (CA) before their scheduled expiration date and should no longer be trusted. The CRL distribution
point, for example a Web server link, is stored inside the certificate. A CRL has a validity and must be updated
from the CA and downloaded from the entity before getting invalid. Often, an interval of 24 hours is used.

Cercificate Revocation List (CRL):
Version 2 (0Oxl)
Signature Algorithm: sha2S56WithRSAEncryption
Issuer: fC=DE/C=Siemens/OU=EM DG PRO/SI=Bavaria/L=NBG/CH=SiemensCertMan
Last Updace: Mar 1 08:51:06 2018 GMT
Hext Updace: Mar 2 08:51:06 2018 GMT
Revoked Certificates:
Serial Number: 03
Revocaction Dace: Mar 1 09:48:00 2018 GMT
CRL sntry extensions:
X508v3 CRL Reason Code:
Key Compromise
Signature Algorichm: shal2SEéWithRSAEncryprion
bS5:d2:42:fard3zefiad:34:06:af: 2170 £3: T 28:30:£1:33:
99:8e:b2:ec:fB:...

Figure 4-99  Certificate Revocation List

4.4.2 PKI Workflow

In the following figure, the PKI workflow with Enrollment over Secure Transport (EST) in the Siemens Energy
environment is shown.

®  The entity creates an asymmetrical key pair to use it later for example as https server certificate.

®  The entity creates a Certificate Signing Request (CSR) including the public key and entity information as
well as the intended use of the requested certificate and sends it to the RA/CA.

®  The RA/CA signs the CSR with the CA private key.
®  The RAICA sends the created certificate back to the entity.

In general, certificates often will be stored in a public repository. Here, it is only mentioned because in our
environment, it is not necessary and not used. In case of revoked certificates, this CRL will be stored in a
publicly available repository.
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Figure 4-100  PKI Workflow

4.4.3 Creating Key Material

For a secure TLS communication, it is essential to have a mutual authentication between the communication
partners. For TLS in general, X.509 certificates are used.

You have 3 different options to get these certificates:
®  You can get these certificates from an external PKI.
®  You can get these certificates from your internal PKI, SICAM GridPass

®  You can create own certificates with the Open Source Software tool OpenSSL.

Certificates
Certificates are a set of keys and information.
You need the following 2 types of keys:

®  Private key
The pure key is in general an RSA key with a length of 1024 bits (for legacy usage) or better of 2048 bits.
The private key stays in your access and will be used for signature and decryption.

®  Public key
You need a corresponding public key with the same length.

The public key can distribute to the public and will be used for verifying the signature or for encrypting a
message or file.

X.509 Certificate

An X.509 certificate is more than the public key.
The X.509 certificate includes, besides others, the following data:

®  Public key

® |nformation about the issuer
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®  Subject
® Validity
®  (ertificate signature of the Certifying Authority (CA)

This means that the public key with all the additional information is signed by a CA private key to verify the
authenticity of the public key and information by the communication partner in a later step.

You can find more information on creating a CA, a private key, a public key, and a certificate with OpenSSL in
the following chapters.

TLS Function

In the following, you can find a simplified description of the handshake process.

Both communication partners own their certificate, their private key, and the CA certificate. Starting the
communication means starting also the TLS handshake. The first partner sends his certificate to the commu-
nication partner. The second partner gets the certificate and can verify the certificate at first with the CA
certificate. Now, the second partner knows that the certificate of the first partner is not modified and comes
from a trusted CA. This means that the second partner can trust the certificate of the first partner and, hence,
the second partner can trust the first partner.

Now, the second partner checks, for example, the validity or if the certificate is placed on a black list etc. if
he wants to know to accept the certificate (adjusted by policies etc. This document does not treat certificate
handling in such a detailed way). After that, the second partner sends his certificate to the first partner and
this partner performs the same checks.

Now both partners know and trust each other. Additionally, both partners have the public key of the other
partner to encrypt messages or files. In TLS, the encryption of all TCP packages with this RSA key (called
asymmetrical keys) would be too slow. Therefore, one partner creates a symmetrical key, for example, AES,
for encryption and sends the key encrypted with the public key of the other partner to the other partner.
The other partner can now decrypt the symmetrical key with his private key. In this way, both partners have
the same symmetrical key for encryption and decryption of messages. Things like renegotiation, resumption,
or Diffie-Hellman key-exchange mechanisms improve the performance and security of a TLS connection as
readable in the corresponding RFCs.

In the following chapters, you will find a description of how to create useful X.509 key material.

4.4.4 Using SICAM GridPass to Create Key Material

4.4.41 Overview
To support the customer environment with functionalities mentioned above the Siemens SICAM GridPass
offers a RAICA together with an EST server and CRL distribution point. The CA offers the possibility to sign CSRs
coming from entities using the EST protocol and the possibility to create local certificates based on X.509.
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4.4.4.2
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Figure 4-101  SICAM GridPass Workflow

Workflow

SICAM GridPass can create own (Sub-)CA key material or can import a (Sub-)CA key material from a customer
PKI. The EST server is used with a configured X.509 key material issued from a CA which is part of SICAM
GridPass. SICAM GridPass can support an arbitrary number of CAs created by SICAM GridPass or imported in
SICAM GridPass. Imported and created CAs will be defined as trusted. An EST request from an entity that wants
to be authenticated with a certificate issued by an imported or created CA will be always trusted except if it

is listed in the CRL. Each authenticated and validated entity can send a CSR to the EST server. The EST server
will exhibit a configured server certificate issued by an imported or created CA to the EST client (entity). The
EST server uses the configured operational CA to sign the certificate signing request. It is not intended to use
different CAs to sign a CSR.

Summary of a CSR Handling

4.4.4.3

132

®  The EST server trusts any EST client certificate issued by any CA imported or created in SICAM GridPass.
®  The EST server checks the offered EST client certificate against the CRL if used.

®  The EST server itself uses a server certificate issued by an imported or created CA in SICAM GridPass.

®  The EST server uses exactly 1 CA to sign a CSR.

®  SICAM GridPass signs any CSR with any content (except the X509v3 extensions for CA usage; these will
be set to the basic constraints: critical, CA: FALSE) to convey the signed CSR (the certificate) to the entity.

®  SICAM GridPass can revoke an issued certificate for any reasons and will distribute a CRL after revoking to
an internal running plain text Web server.

® |ngeneral, the CRL has a validity of 24 h and will be distributed every 12 h in case of no new revoked
certificates.
Integration

A possibility is to create a SICAM GridPass instance or any other customer CA at the Control Center (CC) level
and to create the CA certificates for each substation. The CA in the CC environment can be used to support
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devices at a CC level via EST with certificates. All CAs based at a substation level can support the devices within
the substation via EST with certificates.

i 0

NOTE

The substation level CA can be derived from a root CA or can also be a root CA. This depends on the
company policy.

In the following figure, the design of the CAs for the control center and substation is shown. If more
substations are used, the substation control zone can be mirrored.

Control center (G ]
-ir.,_ Untrusted network Remote access !

Grid Control level
{ ]

Substation Control Zone / Trusted Zone

................. Vinwaizaion platorn | L | omz | |Vneesonpatom L)
1] 5 " n 1] i :
Senvice PC Logging  RBAC Certificate | JHMIPC Station controlier Station controller
Router/ 1(SICAM SCC) (SICAM PAS PQS) | (SICAM AB000)  Time Server

Station level
L]
i
(I

IEDs, Protection (SIPROTEC 5) et

[o]

Field level

Figure 4-102  EST Integration

4.4.4.4  Operating Overview
SICAM GridPass offers 3 different TCP-based services:
®  Web Ul access SICAM GridPass operation with https listening per default on standardized TCP port 443
®  CRL server (CRL distribution point) based on http listening per default on standardized TCP port 80
®  EST server based on TLS/https listening on a configurable TCP port (not standardized, but TCP 8085 is

selected by default)

4.4.45  Web Ul Access
After the installation of SICAM GridPass, a Web interface for operation listening on each external interface is
offered. Therefore, it is possible to manage the certificates, CRL, and entities via a Web browser in a secure
way over https. During the installation and configuration phase, the self-signed certificate should be changed
by a trusted certificate from SICAM GridPass to get a trusted connection with a browser:
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4.4.4.6

4.4.4.7

B sicAM GridPass X 4+

= 3 8 gridpass.siemens.com/#/SICAM%20GridPass

Figure 4-103  Web Ul Access Link

Depending on the firewall settings and routings, a substation CA can be managed from the CC or locally
within the substation.

SICAM GridPass provides both local and repository-based user management with different roles. SICAM Grid-
Pass provides the option to change the local user management to a repository-based user management. LDAP
and RADIUS access are supported. This allows to use a RADIUS repository located in the substation or CC to
manage SICAM GridPass users.

SIEMENS
SICAM GridPass

User name: JamesBrown; Roles: RBACMGMT, SECADM

Figure 4-104  Web Ul Access User

CRL Server

To support the entities within the different zones, a CRL distribution point is provided by SICAM GridPass
listening per default on port 80 as a Web server. The CRL support will be configured within the SICAM GridPass
Web-based access.

This CRL distribution point is placed inside each created or signed certificate of SICAM GridPass. SICAM
GridPass generates for each CA a CRL at least every 12 h. The next update field within the CRL is set to 24 h.
The possibility to provide on the same machine the EST server and the CRL distribution point (CDP) Web
server is an advantage for the network configuration because each machine with access to the EST server

has also access to the Web server. In general, the CDP is listening on TCP port 80 and is accessible without
authentication via http. In general, the substation CRL server will be contacted from the entities inside the
same substation.

EST Server

SICAM GridPass provides an EST server to handle the EST client entity request for signing the entity CSRs with
the configured CA private key. EST support will be configured within the SICAM GridPass Web-based access.
Here the trusting between entities and EST server will be configured. The EST server signs all CSR requests
coming from an entity authenticated by a trusted CA. In general, the substation EST server will be contacted
from the entities inside the same substation.

Entities (Products)

134

The only way for an entity to authenticate itself to the EST server is using the preinstalled X.509 key material.
It depends on the device if it is imprinted by default from the factory or imported during engineering. Also the
EST server certificate issued by the CA used for the EST server has to be trusted by the entity. If the mutual
trust is engineered, the entity can always obtain a CA-signed certificate by sending a CSR to the EST server.
Also for renewal reasons, a CSR can be sent to the EST server. The EST server CA signs all certificates with all
X.509 extensions without any validation, except when a CA flag is set in the CSR. An entity cannot obtain a
certificate useable as CA. This is the only exception.

SICAM [ SIPROTEC, System Hardening, User Guide
E50417-H8940-C619-A6, Edition 01.2024



Access Control and Account Management

4.5 OpenLDAP

4.5 OpenLDAP
4.5.1 Overview
In the IEC 62351-8, RBAC is defined - beside others - with X.509 certificates stored in an LDAP repository.
Although Microsoft Active Directory supports LDAP, Siemens recommends OpenLDAP in case a standard LDAP
repository is needed. It can be easily installed in any Linux distribution.
4.5.2 Installing OpenLDAP Debian Buster (11)
For more information, refer to the Debian documtation (https://wiki.debian.org/LDAP/OpenLDAPSetup).
< Check the used Linux operating system:
1sb release -a
Distributor ID: Raspbian
Description: Raspbian GNU/Linux 11 (bullseye)
Release: 11
Codename: bullseye
< Update your system:
sudo su
aptitude update
aptitude upgrade
< Install the OpenLDAP packages:
aptitude install slapd ldap-utils
<{- Check the initial installation:
slapcat
<{ Check and the hostname of the computer.
hostnamectl status
hostnamectl set-hostname TestRaspi.myhome.local
hostnamectl set-icon-name RaspberryPiTest
hostnamectl status
< In case of a static IP address, configure the file /etc/hosts:
nano /etc/hosts
< In the file, add the line:
<static IP-Address> TestRaspi.myhome.local TestRaspi
<~ Start the reconfiguration of the OpenLDAP package slapd:
dpkg-reconfigure slapd
< Select No and skip the existing OpenLDAP configuration. This keeps the existing configuration available.
< Enter the DNS local domain name for your OpenLDAP server and select OK.
<~ Enter the LDAP administrator password.
< Decide if you want to remove your configuration in case of removing slapd.
< Select Yes and create a new database with new entries:
slapcat
< Restart and check the slapd running state:
systemctl restart slapd
systemctl status slapd
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<+

Adding a User
¢

Download the program LDAP Admin (refer to https://sourceforge.net/projects/Idapadmin/files/
Idapadmin/).

For more information, refer to the official LDAP Admin documentation (refer to http://
www.ldapadmin.org/docs/index.html).

Create a new user under the root tree of LDAP:

nano GivenNameSurname.ldif

dn: cn=GivenNameSurname,dc=TestRaspi, dc=myhome,dc=local
objectClass: top

objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

cn: GivenNameSurname

sn: Surname

givenName: GivenName

uid: gsurname

mail: givenName.surname@siemens.com

Add the user to the LDAP repository:

ldapadd -D "cn=admin,dc=TestRaspi,dc=myhome,dc=local" -W -H
ldapi:/// -f GivenNameSurname.ldif

Check the user to the LDAP repository:
ldapsearch -x -b "dc=TestRaspi,dc=myhome,dc=local”™ cn

Preparing the OpenLDAP System for TLS and StartTLS

< Open SICAM GridPass.
For more information, refer to the SICAM GridPass documentation.
< Create a TLS server certificate and exportitasa .p12 file.
< Export the root CA certificate as a .pem file.
< Copy the root CA certificate and the .p12 server key material to your OpenLDAP system with SCP or
WinSCP (refer to https://winscp.net/eng/index.php) in your home directory.
< Use OpenSSL to generate the key and certificate from the .p12 file:
cd /home/pi
openssl pkcsl2 -in OpenLDAPServer.pl2 -nodes | openssl ec -inform PEM
-outform PEM -out
OpenLDAPServer key.pem
openssl pkcsl2 -in OpenLDAPServer.pl2 -out OpenLDAPServer cert.pem -nokeys
° NOTE
l In case of RSA key material, use rsa instead of ec.

Setting Up OpenLDAP with TLS and StartTLS

<>

136

Create 2 new folders:
mkdir -p /etc/ssl/openldap/{private,certs}
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Copy the key material to the new folders:

cp /home/pi/OpenLDAPServer cert.pem /etc/ssl/openldap/certs/
cp /home/pi/AndreasPICA.pem /etc/ssl/openldap/certs/

cp /home/pi/OpenLDAPServer key.pem /etc/ssl/openldap/private/

Change the ownership of the folders and files:
chown -R openldap: /etc/ssl/openldap/

Updating OpenLDAP Database with Server TLS Certificate

<>

<>

Create a new Idif file, for example, with nano:
nano ldap-tls-1dif

Create the following entries:

dn: cn=config

changetype: modify

add: olcTLSCACertificateFile

olcTLSCACertificateFile: /etc/ssl/openldap/certs/AndreasPICA.pem

replace: olcTLSCertificateFile

olcTLSCertificateFile: /etc/ssl/openldap/certs/OpenLDAPServer cert.pem
replace: olcTLSCertificateKeyFile

olcTLSCertificateKeyFile: /etc/ssl/openldap/private/OpenLDAPServer key.pem

Import the Idif file to the OpenLDAP database:
ldapmodify -Y EXTERNAL -H ldapi:/// -f ldap-tls.ldif

Check the import:

ldapsearch -Y EXTERNAL -H ldapi:/// -b cn=config | grep o0lcTLS
Check the configuration:

slaptest -u

config file testing succeeded

Restart OpenLDAP:
systemctl restart slapd

Adding TLS Listening on TCP/636

<

<>

Update the slapd configuration as shown in the file and restart the OpenLDAP service:
nano /etc/default/slapd

Search for SLAPD-SERVICES and add 1daps:/// to the line.

Restart OpenLDAP:
systemctl restart slapd

Check the listening port for tcp:389 and tcp:636:
netstat -tulpen

Configuring TLS in LDAP Admin

< In LDAP Admin, open the connection properties.
<$  For TLS, select SSL and enter the following parameter:
Port: 636
Base: dc=TestRaspi,dc=myhome,dc=local
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<~ For StartTLS, select TLS and enter the following parameter:
Port: 389
Base: dc=TestRaspi,dc=myhome,dc=local

< Log on to LDAP with your administrator account.

< Import the certificate and place it in the folder for the trusted root certification authorities.

Setting Up OpenLDAP (Optional)

< Create a new lIdif file, for example, with nano:

nano disable-anon.ldif

< Create the following entries:
dn: cn=config
changetype: modify
add: olcDisallows

olcDisallows: bind anon

dn: cn=config
changetype: modify
add: olcRequires

olcRequires: authc

dn: olcDatabase={-1}frontend,cn=config
changetype: modify
add: olcRequires

olcRequires: authc
< Import the Idif file to the OpenLDAP database:
ldapadd -Y EXTERNAL -H ldapi:/// -f disable-anon.ldif
Creating an Entry
< In LDAP Admin, create a new user.

< Import the <name>.Idif file.

Creating Additional Administrator Accounts

< Display current access rights:
ldapsearch -H ldapi:// -Y EXTERNAL -b "cn=config" olcAccess
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< Create a new entry via Idif for a user allowed to manage all entries (for example, the subtree people):
nano LDAPAdmin olcAccess.ldif
dn: olcDatabase={1}mdb,cn=config
changetype:modify
add: olcAccess
olcAccess: {0}to attrs=userPassword by self =xw by anonymous auth by
dn.base="uid=AdminLDAPO1l, ou=LDAPAdmin, dc=TestRaspi,dc=myhome,dc=local" =w by * none
add: olcAccess
olcAccess: {l}to dn.subtree="ou=people,dc=TestRaspi,dc=myhome,dc=local" by
dn.base="uid=AdminLDAPO1l, ou=LDAPAdmin, dc=TestRaspi, dc=myhome,dc=local"
write by self read by * none
add: olcAccess
olcAccess: {2}to dn.children="ou=LDAPAdmin,dc=TestRaspi,dc=myhome,dc=local"
by self read by * none

< Modify the olcAccess in the cn=config repository:
ldapmodify -Y EXTERNAL -H ldapi:/// -f LDAPAdmin olcAccess.ldif
ldapsearch -H ldapi:// -Y EXTERNAL -b "cn=config" olcAccess

Exporting Certificate to LDAP
< In SICAM GridPass, export the certificate as a directory service (LDAP).
< Enter the LDAP user and the LDAP password.

Importing an X.509 Certificate

<{  Create a new user ldif file, for example, with nano:

nano GivenNameSurname.ldif

< Create the following entries (according to the RFC 4523):
dn: cn=GivenNameSurname, dc=TestRaspi, dc=myhome,dc=local
changetype: modify
add: userCertificate;binary

userCertificate;binary:< file:///home/siemens/GivenNameSurname.der

< Import the Idif file to the OpenLDAP database:
ldapmodify -D "cn=admin,dc=TestRaspi,dc=myhome,dc=local"
-W -H ldapi:/// -f GivenNameSurname.ldif

< If necessary, convert PEM to DER:
openssl x509 -inform pem -in GivenNameSurname.pem

-outform der -out GivenNameSurname.der

< Create a new user dif file, for example, with nano:
nano GivenNameSurname.ldif

< Create the following entries:
dn: cn=GivenNameSurname,dc=TestRaspi, dc=myhome,dc=local
changetype: modify
add: userCertificate;binary
userCertificate;binary: :MIIDKzCCAtGgAWIBAgIUTEm <base64>
+q49vvSpdPNOgKcRjG89yaclEkHa3BcwC5ylZotbpw=
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< Import the Idif file to the OpenLDAP databse:
ldapmodify -D "cn=admin,dc=TestRaspi,dc=myhome,dc=local"
-W -H ldapi:/// -f GivenNameSurname.ldif

< In LDAP Admin, check the certificate.

i 0

NOTE

Access Rights

The default access rules of Debian allow only the system root user to change the configuration by connec-
tion with the SASL EXTERNAL authentication:

ldapsearch -Y EXTERNAL -H ldapi:/// -b "cn=config"

The directory can be searched by every user without any authentication:

ldapsearch -x -b "dc=TestRaspi,dc=myhome,dc=local"

The database administrator has unresctricted access. To connect as the database administrator, use the
simple authentication and enter the password configured during the installation.

ldapsearch -x -D "cn=admin,dc=TestRaspi,dc=myhome,dc=local"™ -W -b
"dc=TestRaspi,dc=myhome, dc=local"

ldapsearch -x -D "cn=admin,dc=TestRaspi,dc=myhome,dc=local" -w <password> -b

"dc=TestRaspi, dc=myhome, dc=local"

4.5.3

OpenLDAP

OpenLDAP Attribute Certificates

An userCertificate attribute is normally part of the following objectClass for a standard LDAP repository:
® inetOrgPerson (Oid: 2.16.840.1.113730.3.2.2 registered by IETF (RFC 2798))

®  pkiUser (Oid: 2.5.6.21 registered by ITU)

or for the Microsoft Active Directory Service:

® inetOrgPerson (Oid: 2.16.840.1.113730.3.2.2 registered by IETF (RFC 2798))

® yser (Oid: 1.2.840.113556.1.5.9 registered by Microsoft)

In general, OpenLDAP does not support attribute certificates. This is because - according to the RFC 4523 - the
supported syntax of a certificate is defined as an X.509 certificate only. An attribute certificate is defined in
clause 14 of the X.509 specification. Therefore, it is currently not defined for the usage in an LDAP directory
service.

Microsoft Active Directory Service

4.5.4
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In an Microsoft Active Directory service, an attribute certificate can be imported although the userCertificate
is also used with the OID 2.5.4.36 as in a standardized LDAP repository. But, Microsoft uses the syntax ID
1.3.6.1.4.1.1466.115.121.1.40.

Using a defined syntax, all types of data artifacts - therefore also attribute certificates - can be stored even if
the definition and standard view contradicts this.

Using Active Directory in an OpenLDAP Environment

If LDAP has not yet defined an attribute similar to the attribute userCertificate and if no objectClass exists
where the new attribute should be used, a workaround for LDAP-based systems is possible. During this
workaround, the userCertificate syntax is changed.

< Log on directy to device with the system on which OpenLDAP is installed or log on via SSH access.
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< Change to the root account.

° NOTE

l If you already imported certificates before changing the schema, you can no longer see the old certificates.
In addition, it is not possible to import new certificates if users already had certificates before.

< Remove all certificates. Otherwise, no import of new certificates is possible.

< Open the file cn={0}core.ldif containing the core schema. Depending on your Linux distribution, you find
the file in a different location. For Ubuntu, for example:
root@ubuntu:/etc/ldap/slapd.d/cn=config/cn=schema#
—rW-——=——=——— 1 openldap openldap 15578 Mar 27 18:43 cn={0}core.ldif
Besides othes attributes and objectClasses, you can find the attribute userCertificate as an olcAttribute-
Type in this file:
olcAttributeTypes: {30} ( 2.5.4.36 NAME 'userCertificate' DESC 'RFC2256: X.50
9 user certificate, use ;binary' EQUALITY certificateExactMatch SYNTAX 1.3.
6.1.4.1.1466.115.121.1.8 )

< Logon as the root user.

< Create a [dif file to change the configuration, for example, a newUserCertifcateSyntax.ldif in the home
directory:
dn: cn={0}core,cn=schema,cn=config
changetype: modify
delete: olcAttributeTypes
olcAttributeTypes: ( 2.5.4.36 NAME 'userCertificate' DESC 'RFC2256:
X.509 user certificate, use ;binary' EQUALITY certificateExactMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.8 )
add: olcAttributeTypes
olcAttributeTypes: ( 2.5.4.36 NAME 'userCertificate' DESC 'Octet String'
EQUALITY octetStringMatch SYNTAX 1.3.6.1.4.1.1466.115.121.1.40 )"
Siemens recommends not to change the file directly.

< Add an empty line at the end of the file.

< Copy the original file as a backup to your home directory:
cp /etc/ldap/slapd.d/cn\=config/cn\=schema/cn\=\{0\}core.ldif
/home/siemens/cn\=\{0\}core.ldif.org

< Execute the new configuration on the system on which OpenLDAP is installed:
ldapmodify -Y EXTERNAL -H ldapi:/// -f /home/siemens/newUserCertifcateSyntax.ldif
The attribute userCertificate is deleted and added again with the new SYNTAX(-ID), a new EQUALITY and a
new DESC.
<> Restart your LDAP server:
root@ubuntu:/etc/ldap/slapd.d/cn=config/cn=schema# /etc/init.d/slapd restart

[ ok ] Restarting slapd (via systemctl): slapd.service.

The new schema with the changed userCertificate syntax is identical to the Microsoft Active Directory Service.

Using LDAP Commands

<~ To show the content of a user including imported certificates:
ldapsearch -D "cn=admin,dc=localhost,dc=siemens,dc=de" -w <password>
-p 389 -h 127.0.0.1 -b "cn=Manfred Schmidt,dc=localhost,dc=siemens,dc=de"
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<+

To import an attribute value to a user, for example, a X.509 base64 encoded certificate:

ldapmodify -x -W -D "cn=admin,dc=localhost,dc=siemens, dc=de"

-f /home/siemens/ManfredSchmdit.ldif

when the [dif file includes the following entry:

dn: cn=Manfred Schmdit,dc=localhost,dc=siemens, dc=de

changetype: modify

add: userCertificate

userCertificate:< file:///home/siemens/AndreasGuettinger.pem

To directly change a configuration on the system:
ldapmodify -Y EXTERNAL -H ldapi:///

-f /home/siemens/newUserCertifcateSyntax.ldif

LDAP and Microsoft Active Directory

LDAP and Microsoft Active Directory have some differences. The most significant difference is the class user

which is only available in Microsoft Active Directory. The class includes the attribute userPrincipalName which

is named User logon name in Microsoft and has the value name@domain.

This attribute is used for the logon in Microsoft Active Directory. It cannot be used for LDAP as the class user

and therefore also the attribute userPrincipalName (for example, tomjones@certman.test) are not available in
an LDAP repository.

The default way for both repositories is to use the complete DN (bindDN) of a user, for example, cn=Tom
Jones,CN=Users,DC=certman,DC=test.

~ @ DC=certman,DC=test [192.168.56.101] || attribute Vale Type Size
-{{5 OU=Domain Controllers B Ia & Text 5
-{H) DU=IEC62351 Group objectClass op
1 cN=Builtin oh!ect(lass pEl‘SOl} 7 Text 6
7] cN=Computers oh!ect(lass organizationalPerson Text 20
-{7] CN=ForeignSecurityPrincipals objectClass user Text 4
{71 cN=Infrastructure objectClass inetOrgPerson Text 13
-7 cN=LostAndFound cn John Smith Text 10
+[Z) CN=Managed Service Accounts sn smith Text 5
{7 cN=NTDS Quotas userCertificate 30820491 30820437 A003 02010202 14 OE 7A 80 DE 67 77 CE EE 6E OF AF... Certi.. 1174
-] CN=Program Data userCertificate 30820190 3082013F020101301FA11DA01B06 06 2B06 01 0401 8B 3... Certi.. 417
-] CN=Smartuser givenName John Text 4
{71 CN=gystem distinguishedMame CN=John Smith,CN=Users,DC=certman,DC =test Text 41
) CN=TPM Devices instanceType a E— =
v Csers whenCreated 20200203163404.02 Text 17
© ch=adrinistrator whenChanged 20220830094231.02 Text 7
-1 CN=Allowed RODC Password Rep displaylame John Smith Text 10
{21 CN=Andreas
{71 CN=Cert Publishers ushCreated 85110 Text 5
5 CH=certmanadmin uSNChanged 127043 Text [
{77 CN=certmanviewer name John Smith Text 10
71 CN=Cloneable Domain Controllers objectGUID AB C5 22 0D 53FD CB 41 5C 8D E0 58 74 49 06 5B Binary 16
-7 CN=CMIC userAccountControl 656048 Text 5
{71 CN=Denied RODC Password Repl|| badPwdCount 0 Text 1
171 CN=DnsAdmins codePage i} Text .
-{7 CN=DnsUpdateProxy countryCode 0 Text 1
{1 CN=Domain Admins badPasswordTime 1] Text 1
{21 cM=Domain Computers lzstlogoff 0 Text 1
{1 CN=Domain Controllers lastLogon 0 Text 1
-~ Ch=Domain Guests pwdLastSet 132252212444189873 Text 18
{51 cu=Domain Users primaryGrouplD 513 Text 3
~{) Ch=Entarprise Admins || objectsid 01 05 00 00 00 00 0O 05 15 0O 00 0O 08 28 A9 FO 60 94 62 4F CA 10 6492 JA (..  Binary 8
~{Z) Ch=Enterprise Read-only Domin accountExpires 9223372036854775807 Text 19
{21 CN=Group Policy Creator Owners| logonCount o Text .
-1 CN=Guest
J i Text
-8 Ch=Hans Meie 15 AMACCOUNET SDEBDSESE:I Text E
{21 CN=Hans Mustermann sAMAccountType e
7 ch=1ohn Doe userPrindpalMame johnsmith @certman. test Text 2
{1 CN=John Smith objectCategory CN=Person,CN=5chema,CN=Configuration,DC=certman,DC=test Text 55
] Ch=krbtgt dSCorePropagation...  20200203163404.02 Text 17
{1 CN=Protected Users dSCorePropagation...  16010101000000.02 Text 17
-] CN=RAS and IAS Servers
{71 CN=Read-orly Domain Controller
{1 CN=5chema Admins
{1 CN=SiemensAdmin
2] CN=Snert
{1 cN=Tom Jones
-3 CN=WinRMRemoteWMIUsers__

Figure 4-105

Microsoft Active Directory Repository
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v @) de=localhost,de=siemens, de=de [192. 168.55.102] Atribute Value Type Size
2 en=admn jectCla [t Text 3
{71 cn=AndreasGuettinger ob! lass op
{71 en=Hanskrause objectClass e U= J
7] en=KarinMusterfrau objectClass organizationalPerson Text 20
3 n=Martina Guettinger objectClass inetOrgPerson Text 13
a uid=hmueller sn Musterfrau Text 10

: & uid=JohnDoe cn KarinMusterfrau Text 15
‘g uid=Tom Jones giveniame Karin Text 5
mai karin.musterfrau@siemens.com Text il
uid kmusterfrau Text 11
userCertificate;binary 308206 33308204 1BA00302010202 144AFE 9680 470168 63E8FF 2F 4F CBE...  Certi... 1591
userPassword {SHA} | QLzOPCarRn+WBFJ4Vg8tdIToZY= Text 33

Figure 4-106  LDAP Repository

SIPROTEC 5 Logon Methods

For SIPROTEC 5, you can log on with the DN and the userPrincipalName with Microsoft Active Directory and
with the DN with LDAP.

If the checkbox Bind with Parent DN is not selected, the convential approach (person@domain.com) is used.
If the checkbox is selected, the DN approach is used by reconstructing the CN (user input) and the parent DN
(setting) to bind the user.

The BaseDN (search DN) is explicitly separated from the BindDN as the BaseDN is the recursive search string
while the BindDN is the pointer to the LDAP object. In most cases, these 2 are identical. However, for multi-site
repositories, they might differ.

4.6 Device-Specific Configuration Notes

4.6.1 SICAM SCC

SICAM SCC (SICAM Station Control Center) represents a powerful, universally applicable process visualization
system that offers all features of a sophisticated HMI software. The SIMATIC WinCC is the platform on which
SICAM SCC operates. A project is visualized and operated by the SICAM SCC Runtime system.

The SICAM SCC user account management is based on the Windows account management. In addition,
SICAM SCC allows for additional application-level account management.

The SIMATIC WinCC Explorer is used by system engineers.

The SICAM SCC runtime is used by system administrators, system engineers, operators, and the special user
(that can access Web Navigator over Web Navigator Client) for Login without password.

The SICAM SCC runtime engine requires Windows auto-logon to start the SICAM SCC runtime automatically.
After Windows has concluded the auto-logon process, SIMATIC WinCC starts the project and the user can have
access to SICAM SCC runtime (configuration made in the SIMATIC tool Autostart).

4.6.1.1 Setting Up User Authorizations

Siemens suggests to create the following users inside the SICAM SCC environment with the authorizations as

indicated:
Table 4-3 Authorizations per User in SICAM SCC
Authorization/User Admin Group Non-Admin Group
Admin Oper
User administration X X -
Value input - - X
Process controlling - - X
Picture editing - X -
Picture change - X X
Window selection X X -
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rization/User

Hard copy

Confirming messages

Locking messages

Unlocking messages x

Message editing

Starting archive

Stopping archive

Archive value editing

Archive editing

Action editing

Project manager

X | X | X | X[ X|[X|X

< Open the WinCC Explorer and double-click the User Administrator level.
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Creating a Group
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Configuring SICAM SCC Access

< Select User and Add group.

< Enter the name of the new user group.
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< Assign the group rights by double-clicking the desired row in the Authorization column.

Creating New Users

After creating the 2 recommended groups, it is time to create new users.
< Select the group under which you wish to create a new user, select User and Add User.

< Enter the user name in the Login field.

< Fill the Password fields and complete.
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Assigning Authorizations

4.6 Device-Specific Configuration Notes

There is an option to copy group settings that assign the same authorizations as the group to these new users.
However, even inside a group it is recommended to split authorizations by user, like in the suggestion table.

After creating 3 users under the respective 2 groups, assign the authorizations individually for each one, based
on Table 4-3.

<~ Double-click the user name and double-click the desired row in the Authorization column.

ﬂ]‘ User Administrator - WinCC Configuration Studio

Eile Edit View Tools Help

User Administrator

€«

Authorizations [ User... |Find

Figure 4-108  Access User Function
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For more details, refer to the SICAM SCC manual.

In the Graphics Design, double-click the object to open the SICAM Switch Control Properties dialog.
Select the Advanced tab and click ... to the right of the Operator authorization field.

Select the desired authorization.
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4.6.2

4.6.2.1

SICAM PAS

SICAM PAS is used by system administrators and system engineers. System engineers need to access
SICAM PAS applications (such as Ul Configuration and Ul Operation).

Setting Up User Administration
< In Windows, go to Start — All Apps — SICAM PAS/PQS — User Administration.

Liner s [emnsrmor J

[+ Change the passwond after the logon

» Lee Windoas users
Use nterral SICAM PAS users

oK Cancel

Figure 4-109  SICAM PAS Access Configuration

The Default Credentials are:
®  Username: Administrator
®  Password: Admin

After the first login, choose between Use Windows users or Use internal SICAM PAS users. This setting can
be changed later in the User Administration window under Tools by selecting Type of user administration.

For Active Directory Users, the Windows Users shall be selected.

i 0

NOTE

Use of AD users may create problems as the Domain SID.

4.6.3

146

SIPROTEC 5 and DIGSI 5

SIPROTEC 5 devices support role-based access control with a central user management in RADIUS/Active
directory among other advanced cybersecurity features. To access information on a SIPROTEC 5 device or

to perform actions on the device, optionally the role-based access control (RBAC) can be enabled. After
activation, the operator must authenticate and authorize himself as a user before each interaction with the
device. All SIPROTEC 5 devices can be connected to a central RADIUS server containing the authentication and
authorization configuration. RADIUS is a standardized client/server protocol and the client implementation is
integrated in the SIPROTEC 5 device firmware.

When creating a new SIPROTEC 5 device in DIGSI 5, by default, the following set of standard confirmation IDs
and connection passwords has to be used:

®  Settings/operation: 222222

e  Switching (process): 333333
®  Switching (unlocked): 444444
®  Switching authority: 666666

For details to enable and configure the RBAC feature, refer to 4.3.3 User Management of the SIPROTEC/SICAM
Device.
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4.6.4 SICAM A8000/SICAM Device Manager
The SICAM Device Manager is the engineering software for SICAM A8000. SICAM A8000 CP-8050 performs
the role-based access model. The configuration of RBAC is carried out by the IED. In case of engineering
SICAM A8000 CP-8000/CP-802x via SICAM Device Manager/SICAM WEB, user authentication and login are
carried out separately for each device via the group accounts Administrator (read/write: can use all functions
of the engineering too) and Guest with read-only access.
4.6.5 RuggedCom Switch RSG2100
The switch can be administered via Serial Console, Telnet, SSH, RSH, and a Web-based user interface. Access to
the switch is only required for system administrators.
The following 3 user accounts are predefined in the RuggedCom switch:
® guest:
can view most settings, but may not change settings or run commands
®  operator:
cannot change settings, but can reset alarms, clear statistics, and logs
® admin:
can change all the settings and run commands
These 3 predefined user accounts cannot be deleted or deactivated. Additional user accounts cannot be
created.
The system administrator can use the predefined admin user account to perform his tasks. For better security,
it is recommended to use as well the other 2 predefined users operator and guest, if tasks have to be
performed at the switch, for which not the complete super user capability is needed.
The passwords of the 3 users need to be changed using the Passwords menu.
®  15-character ASCII string is allowed for a password.
®  No password expiration capability is available.
4.6.6 RuggedCom RX 1400/RX1500
The router can be administrated via Serial Console, SSH, and a Web-based user interface (WebUI). Access to
the router is only required for system administrators.
The system administrator can use the predefined admin user account with default password of admin for
the first setup. RuggedCom ROX Il can be accessed through a direct serial or Ethernet connection. The MGMT
port can be used to connect to RuggedComROX Il through the network on default IP 192.168.1.2/24 using a
Web browser.
RuggedCom ROX Il allows for up to 3 user profiles to be configured locally on the device. Each profile
corresponds to one of the following access levels:
®  Guest
®  QOperator
® Admin
The access levels provide or restrict the user's ability to change settings and execute various commands.
Table 4-4 Rights for User Type in ROS
Rights User Type
Guest Eng Oper
View Settings X X X
Clear Logs X X X
SICAM [ SIPROTEC, System Hardening, User Guide 147

E50417-H8940-C619-A6, Edition 01.2024



Access Control and Account Management
4.6 Device-Specific Configuration Notes

Rights User Type
Eng

Reset Alarms - X X
Clear Statistics - X X
Change Basic Settings - X X
Change Advanced - - X
Settings

Run Commands - - X
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5.1 General

5.1

General

Security monitoring is a very important part of cybersecurity as the security is not a one-time event. Threats
and vulnerabilities are continuously evolving and this necessitates monitoring and logging events continu-
ously. Most of the security requirement catalogs, like IEC 62443, NERC CIP, and BDEW White Paper, ask for an
implementation of a manual or automatic process for monitoring electronic access to the control system. For
that purpose, all products provide at least local logging facilities used for logging of security-relevant events
like:

®  Failed/successful login

® |ogout

®  Changes in user/password management (user added, deleted, modified, etc.)
®  Software/firmware updates

Additional central logging is required for an easy overview and a fast response.

For large systems, it is useful to inspect log files from a centralized point. Due to high volume of log, a manual
check is impossible and ineffective thus the automated monitoring using SIEM is recommended. This chapter
explains different approaches to implement such a centralized logging.

Network devices like routers and switches are in general syslog-ready and offer various log files with different
kinds of log levels. Windows provides several log files, but does not support syslog by default. To make
Windows possible to send syslog information to a centralized source, it is required to install 3rd party software
with the capability of forwarding Windows event logs as well as 3rd party log files (Windows firewall logs).
Central logging with Microsoft included native programs is not so easy. So it is not possible to log all relevant
log data to a central Syslog server. For this, you need third-party software, for example, the Datagram Syslog
Agent distributed by Datagram Consulting as Free software delivered under the GPLv2 license.

All the components of the Secure Substation support security logging through Syslog. To transfer the logs to a
Centralized Syslog server in Windows, a 3rd party application utility may be required.

i

NOTE

Ensure that all firewalls in the solution allow Syslog protocol traffic.
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5.2  Logging Architecture
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Figure 5-1 Security Logging Architecture
The above figure shows architecture of Syslog logging. All the Syslog clients send logs to the Syslog server
placed in the station level DMZ. The server can further forward these logs to a centralized SIEM at the control
center level as discussed in 5.6.7 SIEM as a Service.
5.3 Logging Windows System
Central logging with the Microsoft native Syslog server is not possible for all the relevant events. For this,
third-party software is required:
https://nxlog.co/products/nxlog-enterprise-edition/download
Windows also supports remote event log access via the included Event viewer. To view the remote log
files, you have to observe a few boundary conditions. If you have any troubles, see also the Event Viewer
Troubleshooting from Microsoft.
(http:/itechnet.microsoft.com/en-us/library/cc738322%28WS.10%29.aspx)
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5.3 Logging Windows System

® Toread the log files, you need administrator rights on the remote machine. This user must also be
created on the local machine with the same password. As a security best practice, consider using Run as
to perform this procedure. Siemens recommends creating an audit-administrator on the remote and the
local machine with administrator rights.

®  Next, on diverse Windows operating systems, the Remote Registry Service must be started for you to be
able to see the Description or Category fields in the property page for an event log.

® |[f the firewall is activated as recommended, open the incoming traffic for remote event logging.

Allow apps to communicate through Windows Defender Firewall
To add, change, or remove allowed apps and ports, click Change settings.

What are the neks of alla wing an app to eammunicabe? QChmge seﬂings

Allowed apps and features:

Mame Domain  Private  Public *
M Recommended Troubleshoot ng i b [
b Remote Assistance ) %) [w
¥ Remote Desktop ) [l [w
[ Remote Desktop (WebSocket) O O 0

I Remote Event Log Management

¥ Remote Event Monitor W [l [
[J Remote Scheduled Tasks Management O C O
[J Remote Service Management O O [

[ Remete Shutdown 0 0

|
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[ Remote Yolume Management ] 0

[J Routing and Remote Access

[[] Secure Socket Tunneling Protocol N [ x
Details... Remowe

Alow another app..

Figure 5-2 Enable Remote Event Log in Windows Server

5.3.1 Viewing Remote Logs in the Windows Event Viewer

Windows machines can be configured centrally to remote access of logs via Group Policy objects:
Secpol.msc — Security Settings — Local Policies — Security Options

— Edit security setting to for

Force audit policy subcategory settings = Enabled

Secpol.msc — Security Settings — Advanced Audit Policies — Local Group Policy Object

The following section is a step-by-step manual for Windows 10 (Local Site) and Windows Server 2016/2019
(Remote Site).

< Create a user Auditor in the remote machine (Windows 10).

NOTE

°®
l For consistence on local and remote site, you always need the same logon and password. For this, a
Domain Controller concept is better.
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Actions

Users
More Actions

Auditor
Mare Actions

Figure 5-3

Creating an Auditor User

Auditor Properties

General Member Of Profile

&I' Auditor

Full name: ||P-.|.|d'rtnr

Description:

Remote Evert Log Management Account

Password never expires
] Account is disabled

Account is locked out

User must change password at next logon

User cannot change password

Cancel

Apply Help

Figure 5-4
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Buditor Properties

General  Member Of | Profile
Meamber of:

Ehmgﬂi.na Leer's group mambership
Flamaws are not effective untl the nest bme the
e kg on
QK Cancel Feody

Help

Figure 5-5 Selecting Auditor Group

< Activate the Remote Event Log Management on remote site.

Allow apps to communicate through Windows Defender Firewall
To add, change, or remove allowed apps and ports, click Change settings.

What are the risks of allowing an app to communicate?

| Q Change settings

Allowed apps and features:

Marme

Recommended Troubleshooting
Remote Assistance

Remote Desktop

[0 Remote Desktop (WebSocket)
Remote Event Log Management
Remote Event Monitor

[ Rernote Service Management
[ Rernote Shutdown
[ Remote Volume Management

[ Routing and Remote Access

[15ecure Socket Tunneling Protocol

[0 Remote Scheduled Tasks Management

Domain  Private  Public *™

] O ]

OO0O0O0O0O®X
OOO0O0O00O®
OO0O0O0O0O®

Figure 5-6 Enable Remote Event Log

Allow another app...

< Onlocal site, start the remote Event Viewer via user interface or command shell.
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Connect to Another Computer...
.| Refresh
w
Help >
5| Internet Explorer
= I(e.y Management Service —
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Figure 5-7 User Interface

5.3 Logging Windows System

8.8.118

Select Computer

Select the computer you want to view event logs on

() Local computer (the computer this console is running on)

® Ancther computer: 192.168.0.110] |

[] Connect as another user. <none>

5 ¥ siuditor™

Figure 5-8 Start Remote Event Viewer>

Now, you are connected to server logs:
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Figure 5-9 Remote Event Viewer
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After that, you can store log events you want.
< Select events you want to store and select the Save Selected Events... menu on the right.
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Figure 5-10 Select Events

Now, you can store the files as .txt or .xml file for further action:

P Pt Maeng TOwemodied Ty ™
= log_event 150020010 0460 XML Document 1 kB
L Libsarss |2 o evenalld 15802600 14l ML Bocument 5k
8 Computer
i Mebwork
Fite pame  bog_rewend? -
Sove 28 e [Event P Pl =]
& bide Faiters [ swve || coma |

Figure 5-11 Eventlog
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Figure 5-12 Event Log Export as XML

Firewall Logs

It is possible to configure the firewall to generate a log file in text format, it could be done following the steps

below. But the real recommendation is to enable in the Windows Event Log the acquisition of the log files and

to use this tool to manage the logs.

< To configure the size of firewall logs, go to the Windows Start menu, search for the Windows Firewall
with Advanced Security, and open it.

< Right-click Windows Firewall with Advanced Security and select Properties.

i Windows Firewall with Advanced Security
File Action View Help

% = || B

& Windows Firewall with Advanc "'

K2 Inbound Rules Import Pol.uq.'___

Outbound Rules Export Policy.. _

B Connection Security Rules Restore Default Policy

» & Monitoring Diagnose / Repair

View >
Refresh
Properties
Help

Figure 5-13 Firewall Logs
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<+

Look for Logging settings and set the Size limit (KB) to 1GB (1000000KB).

Domain Profile Private Profile  Public Profle  IPsec Setiings

Specity behavior for whan a computer is conneced to its corporate domain Customize Logging Settings for the Domain Profile hod
State TTPIeT— P TP PR
Firewall staie On (recommended) ~ Mame: ﬁ..l.'.' slem3L ogFdes\F aewallpd Browse
ﬂ Sige limi (KE| 409615
Inbound connections Black (dafaull) w I e 'I
Log dropped packets: ]
Outhound conneclons: Allgw |defaul) bt pln il Sl =
Log successful connectons o (defaulf) bt
Profected network connections: Customize...
Mote: ifyou are configunng the log fle nama on Group Policy object ensure that the:
Sefings Windows Feewall service account has wiite pedmissions 1o the folder containing the
lag il
i—| Specdysalings that control Windaws Casiomis. S
= Firewsaill Behavior Deefault path for the log file i %aystemroot® system 32 logiles\frewall plrewall log

u Specify logging setings for koubleshoating

0K Cancel Apply

Figure 5-14 Firewall Log Size Configuration

5.3.3 PowerShell Logs

The Windows PowerShell logging can be enabled using the Group Policy Editor.

<>

To enable this, navigate to:

Computer configuration — Administrative Templates — Windows Components — Windows Power-
Shell

To configure Windows PowerShell Logging remotely, open the Windows Event Viewer again and under
Applications and Services Logs, select Windows PowerShell.

Right-click Windows PowerShell and select Properties.
Customize the log size to 1 GB.

Also, navigate under Application and Services Logs — Microsoft — Windows — PowerShell to select
Operational.

Right-click Operational and select Properties.
Customize the log size to 1 GB.

Finally, under Application and Services Logs, navigate under Microsoft — Windows to select Windows
Remote Management.

Customize this log size to store it for at least one year.

5.4  Logging with Syslog

5.4.1 Logging with Syslog

Normally, Windows programs do not support the syslog protocol. To enable logging to a central syslog server,
the capabilities of the regular Microsoft Windows logging system, needs to be extended, syslog protocol is
supported by most of the applications. The easiest way is to convert Windows Event log messages to syslog
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messages with a local wrapper. The NXLog Enterprises Edition may be used for this (https://nxlog.co/products/
nxlog-enterprise-edition/download).

In concept NXLog is like syslog-ng or rsyslog but it is not limited to Unix and syslog only. It supports different
platforms, log sources and formats. Thus, nxlog can be an ideal choice to implement a centralized logging
system. It can collect logs from files in various formats, receive logs from the network remotely over UDP,

TCP or TLS/SSL on all supported platforms. It supports platform-specific sources such as the Windows Eventlog,
Linux kernel logs, Android device logs, local syslog etc. Writing and reading logs to/from databases is also
supported for many database servers. The collected logs can be stored into files, databases or forwarded to a
remote log server using various protocols.

i 0

NOTE

You can use NXLog as syslog server and as a syslog client that is reading the events from the MS
event viewer, converting to syslog format and forward to a centralized syslog server. For help see https://
nxlog.co/docs/nxlog-ce/nxlog-reference-manual.html.

5.4.2 syslog Client
The 3rd party Software NXLog in the community version supports the reading of Microsoft event logging and
the converting to the syslog format defined in the RFC 5424. Filter can be used as it is from the Microsoft
event viewer filter in XML format. The converting happens automatically but can also be adjusted if necessary
(see the NXLog documentation for more information).
The following example shows the configuration for logging the above shown event log entries stored in a file
and transmitted via UDP syslog protocol, both formatted according to RFC 5426.
### This is a sample configuration file. See the nxlog reference manual
## https://nxlog.co/docs/nxlog-ce/nxlog-reference-manual.html about the
## configuration options.
## Please set the ROOT to the folder your nxlog was installed into,
## otherwise it will not start.
## Running the executable with the -f command line argument will run it
## in foreground if you don't want to run it as a service.
#define ROOT C:\Program Files\nxlog
define ROOT C:\Program Files (x86)\nxlog
define SYSLOGFILE %ROOT%\data\syslog.log
Moduledir $ROOT%$\modules
CacheDir %ROOT%\data
Pidfile $ROOT%\data\nxlog.pid
SpoolDir %ROOT%\data
LogFile %ROOT%\data\nxlog.log
<Extension syslog>
Module xm_syslog
</Extension>
<Input in>
# input from the MS event log
Module im msvistalog
ReadFromLast True
# copied from event viewer XML query
<QueryXML>
<QueryList>
<Query Id="0" Path="Security">
<Select Path="Security">*[System[ (Level=1 or Level=2)]]</Select>
</Query>
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</QueryList>
</QueryXML>
</Input>

<Output file>

Module om file
File ‘$SYSLOGFILES'
# Output in IETF syslog format as defined by RFC 5424
Exec to syslog ietf();
</Output>

<Output syslogudp>

Module om udp

Host 172.17.17.245

Port 514

Exec to syslog ietf();
</Output>

<Route 1>

Path in => file, syslogudp

# output to the local syslog file and to the remote syslog server
</Route>

The typical configuration example to read a SICAM PAS entry can be configured in the following way:
<QueryXML>
<QueryList>
<Query Id="0">
<Select Path="PASSecurity">*</Select>
</Query>
</QueryList>
</QueryXML>

syslog Server

General

This chapter shows how to use a syslog server in Substation Automation. A syslog server is required to collect
logs from all the devices in the substation and forward the logs to a central (Security Information and Event
Management).

Syslog Server with NXLog

As described in the chapter before NXLog can also be used as a syslog server. In this case the NXLog server is
listening on the dedicated UDP port as defined in the RFC 5426.

Enclosed an example of a NXLog server listening on UDP port 514 and writing all inputs to a local file.
Additional the logfile is rotating and storing the older one:

define ROOT C:\Program Files (x86)\nxlog

define SYSLOGFILE %ROOT%\data\syslog.log

Moduledir $ROOT%\modules
CacheDir %ROOT%\data

Pidfile $ROOT%\data\nxlog.pid
SpoolDir $ROOTS%$\data

LogFile $%$ROOT%$\data\nxlog.log

<Extension syslog>
Module xm syslog
</Extension>
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<Input in>

Module im udp
Host 167.87.41.10
Port 514

</Input>

Output out>

Module om file

File '$SYSLOGFILES'
</Output>
<Route 1>

Path in => out
</Route>

#check the size of the Syslog file periodically (e.g. every hour) and rotate it
#1f it is larger than e.g. 1Mb.
#I.e. "file’ will be moved to "’'file’.1".
#If "’ file’.1" already exists it will be moved to "’file’.2" and so on,
#until e.g. 5 files reached, then oldest file will be removed.
<Extension fileop>
Module xm fileop

<Schedule>
Every 1 hour
Exec 1if (file_size('%SYSLOGFILE%') >= 1M) file_cycle('%SYSLOGFILE%', 5);
<Schedule>
</Extension>

The NXLog can also be used as an intermediate syslog server and can forward the syslog messages additional
to an external (central) syslog server.

<Output file>

Module om file
File "SSYSLOGFILES"
</Output>

<Output centralsyslog>

Module om_udp

Host 172.17.17.245

Port 514
</Output>
<Route 1>

Path in => file, centralsyslog
</Route>

Logging in Siemens Products

SIPROTEC 5

For SIPROTEC 5 devices, starting from firmware version 7.50 and above, recordings are automatically created
for cybersecurity events during the operation of the IEDs. All security-related events and alarms recorded in
the internal log can also be transmitted simultaneously to a central syslog server. Logging is started centrally
on 1 or 2 self-selected syslog servers.
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Configuring the Central Syslog Server

To configure the syslog Server in the SIPROTEC 5 devices, open DIGSI 5 and select the desired device.
< Navigate to Safety and security and double-click Security event logging.
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Figure 5-15 Central Logging in SIPROTEC 5/DIGSI 5

< Inthe Sec. Ev. Logg., up to 2 syslog servers can be activated.

In the General area, the capacity warning level of the device-internal security log can be defined, where
when enabling logging for Syslog server A or B, the settings for IP address, Server UDP port, and
Module port can be configured.

Syshog senver A

1331 3761,76031.101 Enable lagging
1351 276119021502 L
1331276119021 104

1192 168, 100,100

Server UDP port: | 514
Wodube por: | part

B EE

]

1331 2761.19021.103

Figure 5-16 ~ Adding Syslog Server IP

With the adjustable setting: Security log cap. warn. threshold, it can be determined from which utilization of
the security log on a warning indication is issued. A warning threshold of 80 % means that the set capacity
limit has been reached after approx. 1600 entries in the security log. Further warning indications are issued
when the capacity limits of 85 %, 90 %, 95 %, and 98 % are reached.

If the log organized as a ring buffer exceeds the 100 % capacity limit, the oldest entries are automatically
overwritten, and the capacity utilization is reset to 0 %. When the security log is read using DIGSI 5, the
capacity utilization is reset to 0 %. The indications remain in the device. All settings must be applied with DIGSI
5.
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5.5.2 SICAM PAS
For SICAM PAS, there are 2 methods of collecting the Syslog events:
®  Using the Syslog functionality implemented in the User Administration
®  Transmitting the PAS Security events generated and displayed in the Windows event viewer using a
Syslog collector, such as NXLog
The following section shows logging using User Administration Method.
5.5.2.1 SICAM PAS Security Log Events
During the installation of SICAM PAS v8.10 and above, the security log events are available and displayed in
the Windows Event Viewer.
< To access it, simply logged on as Administrator, open Start — Search Bar, type Event Viewer, and click
Enter.
SICAM PAS Events will be available in Applications and Services Logs — PASSecurity.
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Figure 5-17 Enabling Logging in SICAM PAS
5.5.2.2  Configuring Syslog
In this section, the method used for User Administration is demonstrated. For this case, only the Administrator
and Security Administrators can view the Security menu.
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ﬂ SICAM PAS - User Administration - User logon deactivated

Fe Edit Took [Securty | telp SIEMENS
Group or User name Domain Role Pre-shared key DNF3 use..
1 Administrator Administrator

Figure 5-18 Enabling Syslog in SICAM PAS

To configure Syslog, proceed as follows:
<~  Select Security — Configure Syslog....

[ SICAMPAS - User Administration - User logon deactivated

File Edit Tool: [JEECUNRN Help SIEMENS

Configure syslog...

Enable asset monitering (SNMP agent)

Group or User Pre-shared key DNF3 use.

1 Enable security notifications (SNMP agent)

Figure 5-19 Configuring Syslog Logging in SICAM PAS

< Activate Syslog selecting Yes, then type the Server IP address and UDP port.
iri]

File Edit Tools Security Help

Group or User name Domain Role Pre-shared key DMNP3 use...

1 Administrator Administrator

Configure Syslog X

Activate Syslog e HES

Server |P address |12?_D_D_1 |

UDP port 514 |

oK Cancel

Figure 5-20  Adding Syslog Server IP in SICAM PAS

< Click OK.
< After the Syslog is configured, update the system in SICAM PAS/PQS Ul — Operation.

RuggedCom Switch RSG2100

Alarm Configuration for Syslog
< Login to the switch as admin user.

<~ Navigate in the main tree to Diagnostics — Configure Alarms and choose which of the preconfigured
alarms should go in the Syslog.

SICAM [ SIPROTEC, System Hardening, User Guide
E50417-H8940-C619-A6, Edition 01.2024



Security Logging and Monitoring

RUGGEDCOM

——a (e

Lo ot

Figure 5-21

5.5.3.2

Display Syslog Information

InperiHecord

5.5 Logging in Siemens Products
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Configuring Syslog logging in Ruggedcom Router

< To check the logs on the switch, you must navigate to Diagnostics — View System Log.

RUGGEDCOM

Figure 5-22

5.5.3.3 Syslog Server Connection
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Display Syslog Logging in Ruggedcom Router

< Login to the RSG2100 as admin user.

< First, you must configure the local syslog level. Navigate in the right tree to Administration — Configure
Syslog — Configure Local Syslog and set it to INFORMATIONAL.
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RUGGEDCOM

Figure 5-23 Configuring Syslog Server Connection in Ruggedcom Router

It represents the severity of the message that has been generated. Note that the severity level selected is
considered the minimum severity level for the system. For example, if ERROR is selected, the system sends any
syslog messages generated by Error, Critical, Alert, and Emergency.

< Now, you have to go to Configure Remote Syslog Client and set the Port through which the client
sends information to the server(s) to e.g. 514 (standard Syslog Port).

EWRACK REZHM

Remate Syalag Chent

pgrr——
| LOP Port 5t
.
.

Figure 5-24  Configuring Remote Syslog Client

< And at the end, go to Configure Remote Syslog Server — Insert a new Server and put in the informa-

tion of your server where the monitoring software is installed e.g. 172.1.11.11.
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Figure 5-25 Configuring Syslog Server Ip in Ruggedcom

RuggedCom Router RX1500

Alarm Configuration for Syslog: Event Configuration

< Loginasadmin user.

<{ Change to the Edit Private or Edit Exclusive mode and navigate to admin — alarm-config.
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Figure 5-26 Syslog Configuration for Alarm Events

Preconfigured alarms are available which could be adapted as required.
Most of the alarms are already preconfigured events and fall into one of the following log types:
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Sacurity Event Logs Infosrnation redabed 1o the foliowing security events. ane logged by RUGGEDCOM ROX n:

. NOTE
| Passwords can b redned up 19 3 times bafore T login alfempd is considensd & socurily event.

* Buccessful and unsuccesshul login athempts

* Local and remobe (FRADIUS) authenbcation

= Security-sansitive commands (whether secoesshd or unducoesshul)

+ An optionaily configurable SNMP Authentication Failure Trap (disabled by default) in accordance with
ShiliPyv 2B

Al security event logs are reconded in vas / Log/auth . Log and can be viewed in the Authiog Viewer. For
mons information about viewing logs, refer to Sscticn 3.9, 1, "Viewing Logs™,

Syslogs Syslog allows uUsers 10 confgure local Bnd remole Byalop CONNECHONS Lo PEGOND IMEOMANL. NON-2EcLAty Svenl
informaton, The remobe Syslog protocol, defined in RFC 3164 [hitpotoots ietl crg/himirc3164), ks 8 UDPY
IP-based ransper that enables a device o send avent nolifcalion messages across |P nabworks bo event
message collecions, also known as Sysiog servers. Tho profocol is designed to simply transpoet thosa event
massages from the generating device lo the collecior,
Al log ftes are organizod in the log drettony [ /var / Log) according b tha facility and prionty at which thoy
have been logged. Remobe Sysiog sends the requaested logs fo the remabe senvrs) at whichever faciity and
pricaity thary were initially logged, after fillenng the logs based on the selectors configured for the sorver,
The following log files ane setup with fhe following default selecions:

+ ayaleg calches all logs except dasmon.debug. auth o authpriv logs

+ dasson.log calches all e level (and above) logs written 1o the daemon faciity

+ massages cMehes all inf, nodics and warn bvel kogs for all faclities except aulh, suthprny, Gion, dasmon,
mail and news

A salecion setup Lising the fallawing Facilities a1 level info and up is recommended

§Ei

Disgnoatic Logs Diagnaatic kegs recond Syslam information for he purpases of Foubleahoating.

Figure 5-27 Security Log Information

< Additional diagnostic information can be enabled under logging — diagnostics.

B 2dmin = [ atarms - Ij diagnostics
chassis i BB 21arm-config B secure-remote.sysiog
B gioval BS ans B B server
B intertace Eh logging
£ intertaces = BB users
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B wnner B8 authentication

[ « [l sonware.upgrade -

Figure 5-28 Diagnostic Information in Ruggedcom

Firewall Log Setup

< To enable Logging information of dropped traffic for the Firewall, go to the Firewall default policy and
adapt the log level accordingly.

< Login as Administrator and go to the Edit Private or Edit Exclusive mode and navigate to security —
firewall — fwconfig - FW1 — fwpolicy — Pol1 and change the log level to notice for all your relevant
policies.

< Commit the change by clicking at commit at top menu.
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Figure 5-29  Setting Firewall Logs

5.5.4.3 Display Syslog Information

Selected logs can be viewed directly within the Web interface or can be downloaded from the device and
viewed in a text editor/viewer.

The following Log files can be displayed:

Massagos Viewer Désplarys all ovents from /var/log/sessages

Sysiog Viewer Desplays syslog events from /var/Log/ayaleg

Authlog Viewer Desplarys aulheniBcation events from /var/ log/fauth. log
LayerZlog Viewes Displays Lanver 2 avents from /var/ log/ layers
Kernlog Viewer Desplays kemed events from (vas/leg/kern, log

Figure 5-30 Logfiles Path

Web Interface

<~ In the main bar, navigate to Tools — Device Info.
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Figure 5-31 Web Interface of Ruggedcom Log View

Log Download

< Inthe main bar, navigate to Tools — Download and select Log and search for the relevant files.
Right-click the file and select Save Target As... to store the file to a location on your PC.

SIEMENS RUGGEDCOM ROX I

Figure 5-32 Downloading Logs in Ruggedcom

5.5.4.4 Syslog Server Connection
< Log in as Administrator.

< Change to the Edit Private or Edit Exclusive mode and navigate to admin — logging — server and add
the server IP e.g the IP of the Engineering Workstation 172.16.11.6 and enable the Remote Server.
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Figure 5-33 Connecting to Syslog Server

< Click Add selector(s) with proper naming e.g. 1.
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Figure 5-34  Adding Server Selector

< Add facility kern from the drop-down menu Facility-list, set the Comparison field to same and the Level

as notice, in order to limit syslog traffic:
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The following 2 example selectors are created, no. 1 for dropped packages and no. 2 for authority, committed
jobs, etc.
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Figure 5-36 Remote Server Selector

5.6 Recommendations

The protection of an energy automation system alone is not enough. Attempts to attack the systems must
be recognized as early as possible so that appropriate measures can be taken before the functions of the
systems are adversely affected by the attack. The solution for this is a SIEM (Security Information and Event
Management) system.

In @ modern-day energy automation system, the manual evaluation of security information is not possible due
to plethora of devices and complex system. Also, the security-related information varies based on the device
and component. In general, login attempts, changes of configuration, detection of malware protection are
reported. For example, a firewall logs in addition the blocked traffic. To fulfill this requirement, a SIEM solution
is required which automatically evaluates and alerts the System Operators (e.g. via email).

A SIEM collects all security-related logs from all components of the system. The logs are sent via the syslog
protocol to a syslog server. The syslog server on substation level acts as a buffer. With some disadvantages
regarding availability, it is possible to send the syslog information from the components direct to a SIEM
system.

The syslog information is stored in the SIEM so that it can be used for a forensic analysis after a cyber incident.
The SIEM can generate reports that cover a specific malfunction or a period.

International standards such as IEC 27001, IEC 62443, and industry recommendations such as the BDEW white
paper (Federal Association of Energy and Water Management) also address the topics of logging and logging
and monitoring.
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5.6 Recommendations

Boundary conditions

The essential components of the energy automation system must collect the security-related information
and make them available via the syslog protocol. The Siemens components for energy automation and
communication such as SIPROTEC 5, SICAM A8000, and RuggedCom meet these requirements.

5.6.1 SIEM as a Service
A SIEM solution can be deployed either on-premises or in the cloud. In addition to a SIEM solution on premise,
Siemens offers a SIEM as a Service solution. The only difference between an on-premises and cloud-based
SIEM is the location, instead of installing the SIEM in the data center of the operator, the SIEM is installed in a
cloud environment.
The main advantages of a SIEM as a Service are:
®  No efforts for the administration of the SIEM on operator side
®  High availability
®  Scalable
®  Patches and updates are managed by Siemens
Control Center SIEMaas in the AWS-Cloud
/ Control Center
www a 2. Security Information and
Syslog via TLS ~ mmmmss Event Management (SIEM)
ey - - == —
a EEN
ﬁ S jvia TLS  pummm 2
"3 Security Operations Center (SOC) | &
Engineering Tools Substations E
P4
Substation Controller
Ticketing System
Protection and Field Devices Network Components Feports T
Syslog Servel Threat Intelligence Incident Handling
Figure 5-37 SIEM as a Service Architecture
A cloud solution must fulfill the same security requirements as a solution on premise.
A state-of-the-art security is essential for the SIEM as a service solution. The foundation is given by AWS
(Amazon Web Services) cloud infrastructure as a base that is in line with the CSA (Cloud Security Alliance)
recommendations. A secure communication from the OT systems to the cloud infrastructure complements the
overall security.
Siemens SIEM service includes:
®  SIEM with analysis and alarming functionalities provided as a cloud service
®  SI|EM-ready upgrade of your systems
® |mplementation of alarm rules in the SIEM system
®  Regular updating and adaptation of the alarm rules to current threats
®  Training for your employees
Contact your local Siemens partner for more information.
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6.1

6.2

6.2.1

6.1 General Instruction

General Instruction

Patching is the elimination of security gaps in software products, applications, and IEDs. Microsoft regu-

larly releases patches to their customers. There are many different patch classifications (http://support.micro-
soft.com/kb/824684/EN-US/), but only security patches and critical patches are necessary for the secure and
stable behavior of a product.

Once a month, Siemens publishes a Security Patch Compatibility Report for substation products.

This report is the result of application software tests which were done with the latest released

Windows security update patches. The list can be downloaded from the Siemens SIOS portal (see https://
support.industry.siemens.com/cs/document/109808612/security-patch-management?dti=0&dI=en&Ic=en-US).

The usage of the updates mentioned above is generally allowed for the following operating systems and
components:

®  Microsoft Windows and Microsoft Windows Server operating systems
®  Microsoft SQL Server
®  Microsoft Internet Explorer

In rare cases, a patch can have a negative impact on the Siemens software. These patches are listed in the
Non-Approved List sheet of the Security Patch Compatibility Report.

If contraindications appear during Siemens tests, these indications are communicated immediately via news-
letter. This process does not apply for new Microsoft Service Packs. The usage of these packs still requires an
explicit release.

You can find information concerning patches on the following Microsoft internet page:

®  Microsoft Security Bulletins
https://itechnet.microsoft.com/en-us/security/default.aspx

Updating Windows Operating System

The Windows operating system shall be updated with the latest available security patches. Siemens recom-
mends doing the update manually.

Downloading the Latest Security Patch

< Navigate to the list of the Security Patch Compatibility Reports in the Siemens SIOS
portal (see https://support.industry.siemens.com/cs/document/109808612/security-patch-management?
dti=0&dI=en&Ic=en-US).

< Download and open the respective report for your application, for example, SICAM PAS.

The relevant Microsoft security updates for the operating systems that are released for your application are
listed, for example, Win10 LTSC 2021 and Win Server 2019 for SICAM PAS.

SICAM [ SIPROTEC, System Hardening, User Guide 175
E50417-H8940-C619-A6, Edition 01.2024


http://support.microsoft.com/kb/824684/EN-US/
http://support.microsoft.com/kb/824684/EN-US/
https://support.industry.siemens.com/cs/document/109808612/security-patch-management?dti=0&dl=en&lc=en-US
https://support.industry.siemens.com/cs/document/109808612/security-patch-management?dti=0&dl=en&lc=en-US
https://technet.microsoft.com/en-us/security/default.aspx
https://support.industry.siemens.com/cs/document/109808612/security-patch-management?dti=0&dl=en&lc=en-US
https://support.industry.siemens.com/cs/document/109808612/security-patch-management?dti=0&dl=en&lc=en-US

Security Patching

6.2 Updating Windows Operating System

Microsoft Security Updates

The following Microsoft Security Updates have been tested for compatibility with SICAM software:
-Microsoft "patch update” Dec-2022
https://msrc.microsoft.com/update-guide/en-us/releaseNote/2022-Dec

For following operating systems patches has been installed from https://www.catalog.update.microsoft.com/Home.aspx

- Windows 10 Ltsc 2021
2022-12 Cumulative Update for Windows 10 Version 21H2 for x64-based Systems (KB5021233)
2022-12 Cumulative Update for .NET Framework 3.5, 4.8 and 4.8.1 for Windows 10 Version 21H2 for x64 [KB5021088)

- Windows Server 2019 Standard 64 bit
2022-12 Cumulative Update for Windows Server 2019 for x64-based Systems (KB5021237)
2022-12 Cumulative Update for .NET Framework 3.5, 4.7.2 and 4.8 for Windows Server 2019 for x64 (KB5021085)

- Windows 11 22H2 64 bit
2022-12 Cumulative Update for Windows 11 Version 22H2 for x64-based Systems (KB5021255)
2022-12 Cumulative Update for .NET Framework 3.5 and 4.8.1 for Windows 11, version 22H2 for x64 (KBS020880)

- Windows Server 2022
2022-12 Cumulative Update for Microsoft server operating system version 21H2 for x64-based Systems (KB5021249)
2022-12 Cumulative Update for .NET Framework 3.5, 4.8 and 4.8.1 for Microsoft server operating system version 21H2 for x64 (KB5021095)

Following SICAM software products have been tested with the approved 3rd-party secunty updates:
SICAM PAS PQS V08.20.49
SICAM PQ Analyzer V03.20

SICAM SCC 9.12 (incl. WinCC WinCC V7.5 SP2 Upd11)
Update:  21.12.2022

Recently tested pattern version: Windows Defender security intelligence update 1.381.404.0

Which Microsoft Security Patches are tested at SICAM software on compatibility?

Instructions

S RS Sk L i " Laak s s Ll e 4 L AL ) - T TR T

Readme History link collection Non-Approved List Previously Non-Approved List | ®

In the figure, it would be necessary to update Win Server 2019 with the cumulative update KB5021237.

i @

NOTE

Possible negative impacts from a Windows security update on the application's functionality are listed in
the sheet Non-Approved List.

The sheet History link collection lists all released and approved Windows security updates of the last
months.

6.2.2
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< Click the respective security patch.

You are directed to the Microsoft Update Catalog.
< Download the security patch.

< Save the downloaded installation file of the security patch on an external storage media like a virus-
protected USB stick.

Downloading the Latest Security Patch for Legacy Systems

The Siemens Security Patch Compatibility Report includes only the latest released operating systems.
Security patches for legacy operating systems have to be downloaded in a different way.
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6.2 Updating Windows Operating System

< Open Programs and Features in the control panel of the machine on which you want to install the
security patch.

<{  Click Installed Updates.

All installed updates are displayed.

< Note down the KB number of the latest Security Update for Microsoft Windows, for example,
KB5018419.

< Go to the Microsoft Update Catalog (https://www.catalog.update.microsoft.com/Home.aspx).
< Enter the KB number in the search bar.
< Inthe title row, click the update for the correct architecture, for example, x64-based Systems.

Update details are displayed in a seperate window.

< Inthe package details tab, search for the latest cumulative update and write down its KB number, for
example, KB5021237.

2 )
Micro| pdte Catalog KB5018419 ‘ Search ‘

FAQ"| help

“KB5018419"

Updates: 1- 4 of 4 (page 1 of 1) & Previous | Next .+
Title Products Classification | Last Updated ‘ Version ‘ Size ‘ Download
2022-10 Cumulative Update for Windows 10 Version 1809 for x64-based Systems (KB5018419) Windows 10 LTSB Security Updates  10/11/2022 n/a 593.7 MB [ Download
202210 Cumulative Update for Windows 10 Version 1809 for ARM64-based Systems (KB5018419) Windows 10 LTSB Security Updates  10/11/2022 n/a 638.5 MB Download
2022-10 Cumulative Update for Windows 10 Version 1809 for x86-based Systems (KB5018419) 3247 MB Download
202210 Cumulative Update for Windows Server 2019 for x64-based Systems (KB5018419) HEEREEn 593.7 MB Download

i 10 Version 1809 for
Last Modified: 10/11/2022
Size: 5937 VB

© 2023 Microsoft Corporation. All Rights Reserved. | privacy | terms of use | help |

Language Selection | Package Install Resour

Close the update details.

Enter the KB number of the latest cumulative update in the search bar.

S

Open the update details of the cumulative update.
< To check if you need an SSU, open the link under More information.

If applicable, information regarding a possibly needed SSU are displayed.
< If an SSU is necessary, install it on your machine.

< Close the update details.

< Download the respective cumulative update.

NOTE

i @

As an alternative, you can also directly search the title of your legacy operating system in the Microsoft
Update Catalog, for example, Windows 10 LTSB 1809.

6.2.3 Installing the Patches

< Connect the media storage containing the update to the machine on which you want to install it.

<~ Execute the .msu installation file.
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6.3 Automated Patching

i

NOTE

Several restarts may be required.

6.2.4

6.3

6.3.1

6.3.1.1

178

< Go through the installation wizard.
< To check the successful installation, go to Programs and Features in the control panel.

< Click Installed Updates and check the update.

Checking the Patches with SICAM SDM

The Siemens SICAM SDM Collector Tool shall be used for managed service for substation asset documentation
and monitoring. It works as a local collector of data in substation systems, bringing information provided

by usual protocols like SNMP, IEC 61850, or through WMIC requests on PCs. SICAM SDM can generate

reports based on inventory lists of assets, reducing documentation time and efforts on information gathering,
facilitating evaluation of patch management procedures.

SICAM SDM may be used to scan and generate the list of software detailed with the current version installed. If
the software is not in the latest patch version, it should be updated.

Automated Patching

The Windows Operating System can also be updated automatically in the offline-environment using a WSUS
(Windows Server Update Services) export and import server. The update procedure shall be repeated after
every patch release by Microsoft or based on patch cycle of the substation. The process is intended for
environments without Internet connection. The updates are required to be downloaded on the patch server
placed externally at the control center level. The WSUS export server is used for this procedure. The updates
must be transferred to an external device and must be imported on the WSUS import server in the offline-
environment. On the WSUS import server, the updates can be approved for the different client groups.
However, the update compatibility list shall be check on the Siemens Website before pushing the updates to
client machines (https://new.siemens.com/globallen/products/energy/energy-automation-and-smart-grid/grid-
security/product-security.html). To patch the clients automatically after importing the updates, group policies
can be used.

Installation and Setup

Installation and Setup

For automatic WSUS updates the Web Server (IIS) and Microsoft Report Viewer are required.
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6.3.1.2

6.3.1.3

6.3 Automated Patching
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Figure 6-1 Adding WSUS Using Centralized Server

WSUS and IIS Installation

The installation of WSUS and IIS is described in the Microsoft TechNet step by step:
https://docs.microsoft.com/en-us/windows-server/administration/windows-server-update-services/deploy/1-

install-the-wsus-server-role
Installation of the WSUS Server Role

<$ Log on to the server on which you plan to install the WSUS server role by using an account that is a
member of the Local Administrators group.

< In Server Manager, click Manage — Add Roles and Features.

<>

In the Before you begin page, click Next.

< Inthe Select installation type page, confirm that Role-based or feature-based installation option is
selected and click Next.

< In the Select destination server page, choose where the server is located (from a server pool or from a
virtual hard disk).
After you select the location, choose the server on which you want to install the WSUS server role, and
then click Next.

< Inthe Select server roles page, select Windows Server Update Services.
Add features that are required for Windows Server Update Services opens. Click Add Features, and then
click Next.

< Inthe Select features page, retain the default selections and then click Next.

i 0

NOTE

WSUS only requires the default Web Server role configuration. If you are prompted for additional Web
Server role configuration while setting up WSUS, you can safely accept the default values and continue
setting up WSUS.

< Inthe Windows Server Update Services page, click Next.

< Inthe Select Role Services page, leave the default selections, and then click Next.
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6.3 Automated Patching

i

NOTE

Select at least one Database type. If the database options are all cleared (not selected), post installation
tasks will fail.

6.3.1.4

< Inthe Content location selection page, type a valid location to store the updates. For example, you
can create a folder named WSUSupdates at the root of drive C specifically for this purpose, and type
c:\wsusupdates as the valid location.

< Click Next.

The Web Server Role (lIS) page opens.
<~ Review the information, and then click Next.

<{ In Select the role services to install for Web Server (lIS), retain the defaults, and then click Next.
< Inthe Confirm installation selections page, review the selected options, and then click Install.

The WSUS installation wizard runs. This might take several minutes to complete.

< Once the WSUS installation is complete, in the summary window on the Installation progress page, click
Launch Post-Installation tasks.

The text changes, requesting: Please wait while your server is configured.

When the task has finished, the text changes to: Configuration successfully completed.

< Click Close.

< In Server Manager, verify if a notification appears to inform you that a restart is required. This can vary

according to the installed server role. If it requires a restart, make sure to restart the server to complete
the installation.

Report Viewer

For Microsoft Windows Server 2016 and 2019 WSUS reporting, the following versions must be installed:

®  SQL Server System CLR types for SQL Server 2012:
https://www.microsoft.com/en-us/download/details.aspx?id=49999

®  Report Viewer 2012:
https://www.microsoft.com/en-US/download/details.aspx?id=35747

Integrating WSUS Solution to Substation Environment

6.3.1.5
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The following steps must be performed to integrate the WSUS solution into a substation environment:

< Install WSUS on a Microsoft Windows Server connected to the Internet. This will be the WSUS export
server.

< Install WSUS also on a Microsoft Window Server inside your separated network where you want to
distribute the updates. This will be the WSUS import server.

< Firewall settings:
Default: WSUS uses the port 80 (http) or 443 (https) if installed on the default Web site.
For Microsoft Window Server 2016 and higher: WSUS uses port 8530 (http) and 8531 (https).

< Enable SSL for secure communication between the import server and the clients: https://technet.micro-
soft.com/en-us/library/hh852346.aspx
Setup of the WSUS Export Server

To set up the WSUS export server, use the Server Configuration Wizard:
<~ Connect the server to the internet (required for the wizard).

< Open the WSUS snap-in via the Server Manager.
< Go to Options — Start the WSUS Server Configuration Wizard.
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Figure 6-2 WSUS Configuration Wizard

Use the wizard to set up your WSUS export server with following settings:
< In Specify Proxy Server, enter a proxy server and user credentials if you need to.

< Click Next and Start Connecting (This can take several minutes).
< In Choose Languages, select the languages you need.
S

Click Next and specify the products that you use in your environment (Windows Server, Windows 10
etc.).

< Inclassifications, choose the update classifications Security Updates and Critical Updates.

=
g_} Choose Classifications.

Select the update dassifications you want to download

Before You Begin _ﬁki You can specify what dassification of updates you want to synchronize.

Al including that are added in the future,

< Back I Next > I Finish Cancel

Figure 6-3 Select Update Type
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6.3.1.6

< Choose Synchronize manually.
< If you want to, you can begin the initial synchronization.

This will initiate a connection to Microsoft Update.
< Finish the Configuration Wizard.

Setup of the WSUS Import Server

You do not have to run the Configuration Wizard on the import server.
<~ Open the WSUS snap-in via the Server Manager.

[E= Server Manager | = | o P

Server Manager * Dashboard

Component Services

Computer Management

— WELCOME TO SERVER MANAGER
I28 Dashboard Defragment and Optimize Drives
i Local Server i Event Viewer
s All servers 0 Confiaure this local server Internet Information Services (IIS) Manager
i onfigure this loca i i
3 File and Storage Services b 2 B
=z Local Security Policy
ns ‘QUICK START
» S 41l . Microsoft Azure Services
& wsus = ODEC Data Sources (32-bit)

‘ODEC Data Sources (64-bit)
Performance Monitor

AT N, 4 roup Resource Monitor
Security Configuration Wizard
Connect this server to cloud ser Services
System Configuration
LEARN MORE System Information
Task Scheduler
Windows Firewall with Advanced Security

ROLES AND SERVER GROUPS

Roles:3 | Servergroups: 1 | Servers totak 1 P oo el Dionostic

Windows PowerShell

ii File and Storage 1 BB IS Windows PowerShell (x86)
Services Windows PowerShell ISE
@ Manageability (® Manageability Windows PowerShell ISE (x86)
Events Events L L
. Windows Server Update Services
Services Services
Performance Performance

Figure 6-4 Enabling WSUS Snap-In

< Go to Options — Updates Files and Languages.
The settings for Update Files must be the same as on the export server!

< Go to Update Languages and choose the same languages as on the export server. (English)

Creating Computer Groups

< Go to Computers — All Computers.
< Right-click All Computers - Add computer group.

< Create computer groups for the different clients (SICAM PAS, SICAM SCC etc.) to manage computers with
same settings or the same software configuration that need the same patches.

< To create subgroups, right-click a specific group. You can use them for further division of the clients (e.g.
testing groups).

Adding Clients to the WSUS Server

182

< To add the clients to WSUS server, you must set up group policies on each client computer.
The required settings are described in 6.3.1.7 Setup of the WSUS Clients — Connecting Clients to the
WSUS Import Server.

After setting up the clients, the clients will appear in the group Unassigned Computers.

< Select one or more computer(s), right-click a computer — Change Membership to add them to another
group.

< Ifitis notinstalled yet, install the Nxlog Syslog Software and start it.
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6.3.1.7 Setup of the WSUS Clients — Connecting Clients to the WSUS Import Server

On each client, you need to define the update source. In this case, the update source is the WSUS import
server.

The following steps must be performed on each client computer that shall be updated from the WSUS import
server. The settings can be done either locally on each client or on a central domain controller.

Setting up Group Policies for the Clients

< Open gpedit.msc, go to Computer Configuration — Administrative Templates — Windows Compo-
nents — Windows Update and set up the following policies:
®  Specify Intranet Microsoft Update Service Location:

Enter the IP and port of your WSUS import server into both text fields in the following format:
http://[IP-ADDRESS]:[PORT]

®  Default ports:
Windows Server 2016 and newer: 8530 (http) or 8531 (https)

° NOTE

l Do not forget to configure the required firewall rules for firewall appliances or host-based firewalls in the
communication path.
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Figure 6-5 Specifying Server IP

The clients will connect to the WSUS server and appear in the group Unassigned Computers.
< Configure automatic updates:

Set to 4 - Auto download and schedule the install and choose you day and time of installation.
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Figure 6-6 Selecting Automated Download

< Automatic Updates detection frequency: Set to every hour (1)
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Figure 6-7 Selecting Interval Hours

< To update the group policies immediately: cmd — gpupdate /force

i @

NOTE

You can force the client to contact the WSUS server by clicking Check for Updates in the Update &
Security on Windows Settings.

6.3.2

6.3.2.1

184

Update Procedure

This section describes the procedure necessary to distribute updates to the clients. It is relevant every time
new updates are being installed. The steps 1 to 4 are mandatory for the update installation.

Download all Updates on the WSUS Export Server

< Open the WSUS snap-in and go to Synchronizations.

< Click Synchronize Now on the right to synchronize WSUS with the Microsoft update servers (WSUS
downloads metadatal/information for the updates).

< Go to Updates and approve all updates for installation you need (e.g. updates of last patch day) for all
computers. You can sort the updates by date of publication.

WSUS will now download the approved updates.
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< Wait for all downloads to complete (small icon on the left of a list entry indicates the status of an update).

Security Updates (20 updates of 1205 shown, 1301 total)

Approval:  Appr geed = Stabes: Any = "4 Refresh
|| Tite Instaled... | Release Date | Approwal
i March, 2017 Security Only Quality Update for Windows 7 for xiid-based Systems (KB4012212) 0% 282017 Instal
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w Cumula®ve Seounty Updabe for Enbemet Exploner 11 for Windows 7 for sf4-based Systems (B4, 0% 42017 Instal
i March, 2017 Security Monshly Quakty Folup for Windows T (840122 15) 0% 1472017 Inestal
¥ Cumulative Seourity Update for Enbermet Explorer 11 for Windows 7 (B5012204) 0% 142017 Irestsl
13@-;:':, 2007 Security Only Quality Wpdate for Windows 7 (E-4012212) 0% 3282017 Instal
December, 2016 Security Only Update for .NET Framework 4.5.2 on Windows 7 (KB3205408) 0% 13132016 Instal
December, 2016 Seourity and Quality Rolup for MET Framework 3.5.1, 4.5.2, 4.6, 46.1, 4.6.2.., 0% 13142016 Instal
December, 2016 Security and Quaalty Rolup for AET Framework 1.5.1, 4.5.2, 4.6, 4.6.1, 4.6.2 ., 0%  IX 142006 Instad

Figure 6-8 Selecting Update
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computers. To do 5o, approve the superseding update first.
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Compuiens with enmors, MSREC number M5 170058
Release date: Tuesday, March 14, 2017
KB artiche numbers: 4012215

Figure 6-9 Update Detail

6.3.2.2 Export the Updates and Meta Data

The next step is to copy the patch binaries and metadata from the export WSUS to the USB key.
< The update files can be copied via the Windows Explorer.
Copy the \YOUR_WSUS_FOLDER\WSUSContent\ folder to a USB key.

Exporting Meta Data

The metadata must be exported with the wsusutil.exe tool.
< Openacommand prompt (cmd.exe) and navigate to: c:\program files\update services\tools

< Run the command: wsusutil.exe export packagename.cab logfile.log

You can change names packagename and LogFile to whatever you want. The files will be created directly in
the folder c:\program files\update services\tools in case no other folder is specified.

B Adsundtaton Cemenind Preempt -_ O X

Figure 6-10 Exporting Updates and Metadata Using CMD
< Transfer the file packagename.cab to the USB key.

6.3.2.3 Import the Updates and Meta Data on the WSUS Import Server

< Copy the update files to the \YOUR_WSUS_FOLDER \WSUSContent\ folder. The folder has been defined
during WSUS Role installation (copy only the content of the WSUSContent folder).

Overwrite all existing files and folders.
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Importing the Meta Data

6.3.2.4
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Import the metadata to the import server with the WSUSutil tool.
< a.Run the WSUSutil tool on the import server:
cmd.exe
\program files\update services\tools\wsusutil.exe import packagename.cab logfile.log

< You must specify the location of the packagename.cab file.

For more detailed instructions of the import and export process: https://technet.microsoft.com/en-us/library/
dd939873.aspx

You must always import the update files to the WSUS import server before you import the update metadata.
If WSUS finds meta data for an update that does not have corresponding update files, WSUS considers the
update to be a failed download. To resolve this issue, copy the update to a directory on the WSUS import
server and redeploy the update.

Approving Updates for the Different Client/Computer Groups on the WSUS Import Server

< Open: https://support.industry.siemens.com/cs/document/109808612/security-patch-management?
dti=0&Ic=en-US

< Inthe reports you can find the patches in the Non-Approved List.
< Open the WSUS snap-in, go to Updates.
< Right-click the concerned update and click Approve.

351 File Action View Window Help

@« 2@ 8=
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Figure 6-11 Approving Update in WSUS

< Select the computer groups where you want to install the update and click OK.
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Figure 6-12 Approving Update for a Computer Group
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The clients will search for the updates and install them at the scheduled time in the group policies. The clients
will reboot after few minutes and will log the status of the required service and send the log to the syslog
server. The update process can also be triggered immediately.

6.3.3 EventLogs

The following event logs can be used to monitor the status of the WSUS Server and the WSUS clients.

On the Server
< Click Start = Run, and then type eventvwr to start the Event Viewer.
< In the left pane, click Application.
< Find the events whose source is Windows Server Update Services.

Additional log files: C:\Program Files\Update Services\LogFiles\ ...

On the Clients
< Click Start — Run, and then type eventvwr to start the Event Viewer.
< Inthe left pane, click Applications and Services Logs.
<{  Click Microsoft = Windows — WindowsUpdateClient — Operational.
Additional log files:
®  C:\Windows\SoftwareDistribution\ReportingEvents.log
e C:\Windows\WindowsUpdate.log

®  Health Monitoring in WSUS 3.0:
https://technet.microsoft.com/en-us/library/cc720478.aspx

6.4  Update Instructions for Siemens Products

This section summarizes patching instructions for the Siemens products covered by this document. Detailed
instructions can be found in the official manuals for the respective documentation. The below instructions are
summarized to provide an overview in a single place.

As a rule, for any update activity, the installed updates are recorded in an update protocol that includes:
®  Updates of own or 3rd party application software
®  Updates of firmware versions

Use the iSDM to scan the devices and check the patch versions of software and firmware, if needed you should
download the latest versions and update.

6.4.1 DIGSI 5 Engineering Software

< Download the latest updates and corresponding readme files from:
https://support.industry.siemens.com/cs/products?dtp=Download&mfn=ps&pnid=24304&Ic=en-US
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6.4.2

6.4.3

6.4.3.1

6.4.3.2

188

>Home > Product Suppor it gid > Protection  » Software for profection > DIGSI S & Product Support | B Services | &b Forum | B mySupgon
FFilter criteria for antries
(A8 Products () My Products
Produd tree
DIGSI 5 (16) = n Enfer search teem Q m
Product Entry type Data
@, |Downicad (16) - From
* Search product
Eisave titer | EvLoad fiter | E=e-mai on update
1B Entrigs TaGS15 ang Dowericad
Eniriet per page: 20 | 50 | 100 |t 113 | b | B | A
[m] ¥ Actions Dt descending -
] uge | » Download Complete package of SIPROTEC 5 device drivers and manuais EATIZ021 My Sipport pit
Contains i device drivers and manuals delvered on DVD togemer with DIGS! 5 VA.60 and 1D 109784280 » Favontes
DIEvious versions o e O 48
3 My regoests
For products P1H14030, PIH2202, PIH3867, PIHASZY, PIH523S » CAX Sownioads
[ Newt] » Dowmioad DRGSE S V860 4282021 » My Products: | Clipboand
{ GHGS1 5 V& 60 which can be used 1o parkom an update from earber versions of 8 I 1097HI217
n on 3 chean system. Containg the lates! versions of IEC 65850 System Configurator ek ke (2

nchedes o trial version of DIGST 5 Premium, usabie for 30 days without functionas All information on DIGSI 5

[E] Presaes s
| » Downioad DEGSES VB0 I nTTre] [E] Catatkg and cedenie sysiemn cniine
version of DHGS1 5 VE.40 which can be used 1o parom an updabe oM earber varsions of & o 1097H2161 [E] Technicai mss
jon 0N & chean System. Contains the katest varsions of IEC 61850 System Conbgurator L2 & Red-d: ]
GRA. Inciedes 8 trial version of DIGS! 5 Pramium, usabse for 30 days without functional [ Swepen
rastrctions [] Service cfter
For products P1V123, PIVI30, P1VIS4 PIVIEY, PAVITE, » AN preducts [E] Training

o » Download DIGSHS WB.30 HF1 [ Gontact & paviners

1 of DIGESH 5 VB30 which can be used 1o periom an update fom sarier versions of &
Ealion bn & chean cystem. Contains the katect versions of IEC 61850 Sysiam Cenfgursior
A Inciudes 8 rial version of DIGS! S Premium, usabie for 30 days winout furschions!
resinictions

Figure 6-13 Downloading Latest Tested Update from Siemens Internet

You can find detailed installation instructions in the readme file. Follow these instructions for installing the
update.

SIPROTEC 5

Firmware updates for SIPROTEC devices are installed from the engineering PC in the system. The general
installation procedure for DIGSI Updates is described in SIPROTEC 5 manual.

https://support.industry.siemens.com/cs/attachments/109742461/DIGSI5_Onlinehelp_enUS.pdf

SICAM A8000 Series/SICAM RTUs

Every system element of the SICAM A8000 series/SICAM RTUs has its own loadable firmware that is managed
centrally by the SICAM TOOLBOX Il/SICAM Device Manager. With the SICAM TOOLBOX II/SICAM Device
Manager, all the firmware can be reloaded and updated individually. New firmware is first saved in the
SICAM TOOLBOX Il/SICAM Device Manager and then distributed to SICAM A8000 series/SICAM RTUs.

SICAM TOOLBOX

The distribution of the firmware to the SICAM RTUs is carried out with the tool Load Firmware (TOOLBOX Il —
Service Program/OPM — Load Firmware).

SICAM Device Manager

The distribution of the firmware to the SICAM RTUs is carried out via menu item Update devices — Firm-
ware....
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RuggedCom Switch RSG2100

Use the followng link to download the firmware via the Siemens SIOS

portal: https://support.industry.siemens.com/cs/document/109806156/firmware-download-for-ruggedcom-
ros-5-6-0?2dti=0&lc=de-DE.

To upgrade the firmware, you can use the tool SINEC PNI (https://support.industry.siemens.com/cs/products?
mfn=ps&pnid=26672&Ic=en-US).

i 0

NOTE

The switches with older hardware (less than 32 MB of RAM) should not receive firmware versions up to
V4.3.5. Although switches with new hardware specifications could receive firmware versions like V5.2.0,
with new features like an MRP protocol, IPv6 capabilities.

To check the RAM specification, access the Web Ul, navigate to Diagnostics and View CPU Diagnostics,
under the Total RAM box. You should see an 8-character number, representing the amount of RAM in MB
(see following figure).

L0 | @ | ® |

(1 3 characters of Mbytes
(2) 3 characters of kbytes
3) 3 characters of bytes

< Ensure that the switch is reachable via SSH.

< Open the SINEC PNI tool on the engineering workstation.
<~ Open the Settings tab.

< Enable Ping and the Ruggedcom ROS devices.

SIEMENS SINEC PNI |

El

Enter the IP address of the switch.

Click Save.

Open the Device credentials tab.

Enter a username and password with administrator privileges on the switch.

Open the Device list tab.

R T S

Click Start network scan.
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When the scan is finished, the found devices are displayed.

e
e
s
&
<+

Select the devices you want to update.

From the Device Management list box, click Firmware Update.
Select the boot.bin and main.bin firmware files.

Click Firmware Update.

Click OK.

When the update is finished, the status Restart pending is displayed for the updated devices.

<>

From the Device Management list box, click Restart Device.

When the restart is finished, the new firmware version is displayed.

RuggedCom Router RX1500

You can download the firmware via the Siemens SIOS portal: https://support.industry.siemens.com/cs/
products?search=RX1500&dtp=Download&mfn=ps&o=DefaultRankingDesc&lc=de-DE

Once the file is available, there are 2 possible approaches:

SR T TR N S S S

Using the SINEC PNI tool
Using a USB drive

Open the SINEC PNI tool on the engineering workstation.

Open the Settings tab.

Enable Ping and the Ruggedcom ROX2 & WIN devices.

Enter the IP addresses of the routers.

Click Save.

Open the Device credentials tab.

Enter a username and password with administrator privileges on the router.
Open the Device list tab.

Click Start network scan.

When the scan is finished, the found devices are displayed.

<&

<&
<&
&
&

Select the devices you want to update.

From the Device Management list box, click Firmware Update.
Under Firmware file path, upload the .zip firmware file.

Select the network interface card.

Select the internal HTTP server with the default port 80.
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< Click Firmware Update.

EI Device list ‘f Settings ;“ Device credentials

@ Nevire Management

I‘f Chznge Device Configuration

p :
b Reserdevios Device type PROFINET device name IP address

3 OpenwamM

Export selection

‘ RX1501 | 172.10.21.1

Device Availability 3
Firrware Update i

Restart Device

ROQ &L

Download And Upload 3

< Click OK.

When the update is finished, the new firmware version is displayed.

USB Update

Alternatively, the update can be performed by plugging in a USB to the router which contains the update file.
< Navigate to chassis — storage — usb.

< Click USB and copy the USB Device Name.

e VT
| B chasis | E mio
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Figure 6-14 Updating RuggedCom Through USB Drive

< Navigate to the update settings with admin — software-upgrade (as below), but do not process
launch-upgrade yet. A configuration is required prior to launching the upgrade.
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Figure 6-15  Creating an Update Folder

< Configure the server URL and the target ROX version according to the downloaded one and according to
the USB name copied previously.

"2-;‘;: Upgrade Setlings

Upgrade Server UAL
T ustfasb-cm- L2

Target ROX Vrsion

& n2g9

Figure 6-16

e

&
(-]

Configuring Update Server URL

< Now, launch-upgrade.Use the Upgrade Monitoring area under admin — software-upgrade to look if

everything worked.

J‘.-J- Upgrade Monitosing
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Parton 91

Currénl Version
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o

Phase 2: Package Download (% complaie]

o

Phase J: Package Installation (% compileie)
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Figure 6-17  Upgrade

nedl sed aciivity for @ few minues.

Monitoring

< Wait until the upgrade finish and reboot the system under admin — reboot.
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7.1 Motivation

7.1 Motivation

Malware protection encompasses all technologies that provide protection of infection of a system with
malware, e.g. by special configuration as deactivation of USB ports, and also the detection of malware by
dedicated software products.

Protection against malware infection is essential for all IT systems including those used in process networks
and controls systems.

The concepts for anti-virus tools known from office environments are also applicable to process networks and
control systems but need to be adapted due to the different requirements. Updates to malware software may
impact the control-system behavior or process-network performance. A direct connection to the Internet for
downloading the updates is generally not allowed from within a secure zone in an industrial environment.
Furthermore, automatic detection and removal of system components identified as malware poses a not
acceptable risk to these environments. If components belonging to the system are wrongly identified as
malware and deactivated, the control system or process-network component may not work anymore —
affecting availability. In contrast, most malware infections do not lead to immediate system unavailability.

This chapter describes 3 approaches to prevent from malware:
®  Windows-specific malware protection
®  Malware protection for Siemens products

®  Other malware protection measures

7.2 Windows Defender

The latest version of Windows provides a range of inbuilt tools to increase the security of the system. These
tools are part of the Windows Defender Family. In the recent years, the Windows 10 built-in security capabili-
ties have increased tremendously. This is the reason why in new projects, 3rd party Malware Protection tools
can be replaced by these inbuilt windows tools.

Malware protection can be achieved by 2 different means namely:
®  Blacklisting of unnecessary application and processes

®  Whitelisting of necessary applications

The Windows Defender Antivirus shall be used to achieve blacklisting which is inbuilt with Windows 10 or
Server 2016/2019. For Whitelisting Windows Defender Application Control (WDAC) and Windows Defender
Exploit Protection shall be used in conjunction which prevents against known exploit techniques. The compo-
nents of Windows Defender with different OS are as follows:

Table 7-1 Windows Defender Features
Windows Defender Windows Defender Windows Defender Anti-
Application Control Exploit Protection virus

Windows 10 Enterprise Yes (code integrity poli-  |No Yes

LTSC 2016 cies)

Windows 10 Enterprise Yes Yes Yes

LTSC 2019

Windows Server 2016 Yes (code integrity poli-  |No Yes
cies)

Windows Server 2019 Yes Yes Yes

7.2.1 Blacklisting Solution with Windows Defender
Windows Defender Antivirus is part of Windows Defender and a Windows built-in malware protection. No
additional software installation is required. The Windows Defender Security Center and Windows Defender
Antivirus have been continuously improved with updates to Windows 10.
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The following section describes how to set up the Windows Defender Antivirus using group policies and how
to update it using WSUS. It also shows the log management and use of the Defender Antivirus on Windows
Server 2016/2019.

Windows 10 Defender Antivirus: https://docs.microsoft.com/en-us/windows/security/threat-protec-
tion/windows-defender-antivirus/windows-defender-antivirus-in-windows-10

7.2.1.1 Setting up/Configuring Windows Defender Antivirus
The Windows Defender is installed by default in Windows operating system. It can only be used if there is no
other malware protection installed. It requires to enable and configure the client on endpoints using group
policies. This can be done either using the local group policy editor or in the Domain Controller (in Active
Directory environments).
To configure and manage Windows Defender Antivirus using group policies via the domain controller
(Windows Server), proceed as follows:
< Onyour Group Policy management machine, open the Group Policy Management Console, right-click
the Group Policy Object (GPO) you want to configure, and click Edit.
< In the Group Policy Management Editor, go to Computer configuration.
< Click Policies.
< Click Administrative templates.
< Expand the tree to Windows components > Windows Defender Antivirus.
< Expand the section (referred to as Location in the table in this topic) that contains the setting you want to
configure, double-click the setting to open it, and make configuration changes.
< Deploy the updated GPO as you normally do.
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Figure 7-1 Editing Group Policy for Windows Defender
A description of the Group Policy management settings can be found on the Microsoft website:
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-antivirus/use-group-
policy-windows-defender-antivirus
It is possible to configure certain parts of Windows Defender Antivirus via command line. E.g. removing the
signatures of the previous version in case of compatibility issues. A description of all commands can be found
on the Microsoft website:
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https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-antivirus/command-
line-arguments-windows-defender-antivirus

7.2.1.2 Configuring Windows Defender Antivirus via Local GUI

Windows Defender Antivirus provides limited configuration possibilities via the local GUI.
< Tostart the interface, click the Windows and start the Windows Security Center.

Figure 7-2 Selecting Windows Security in Start Menu

Windows Ease of Access
Windows PowerShell
Windows Security
Windows System

WinPcap

3 8 v

The Windows Security Center provides an overview on different security-related features.
< To open the Windows Defender Antivirus configuration interface, click Virus and threat protection.
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Figure 7-3 Selecting Virus and Threat Protection in Security Settings

< The Scan of Local PC and Check for Updates can be accessed form here.
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Figure 7-4 Enabling Virus and Threat Protection

7.21.3 Updates for Windows Defender Antivirus
2 types of updates are available for Windows Defender:

®  Definition updates:
Definition updates are updates to malware detection signatures.

®  Product updates:
The product updates are updates to features and settings of the Windows Defender Antivirus.

The Windows 10 LTSB (Long-Term Service Branch) can only get the definition updates.

The recommended way of updating the Windows Defender Antivirus is the usage of WSUS (Windows Server

Update Services). The definition updates will be distributed the same way as other Windows patches and

updates via WSUS.

It is also possible to download the definition updates for the Windows Defender Antivirus from the Microsoft

Malware Protection Center (MMPC) definitions page: https://www.microsoft.com/en-us/wdsi/definitions. These

are called Security intelligence updates.

< Click the version of operating system used (e.g. 64bit, next to Windows Defender Antivirus for Windows
10). For Windows Server 2016 or 2019, the same updates as for Windows 10 is used.
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7.2.1.5
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You need to download different secwrity intelligence files for different products and platforms. Select the version that matches
your Windows operating system or the environment where you will apply the update.

Mote: Starting on Monday October 21, 2019, the Security intelligence update packages will be SHAZ signed.
Please make sure you have the necessary update installed 1o support SHAZ signing, see 2019 SHA-2 Code Signing Suppod
requirement fior Windows and WIUs.

b i Dfomrtazss et

Microsoft Defender Antivirus for Windows 10 and Windows 8.1 33 -kl b
Microsoft Security Essentials 32-bat | 64-bit
‘Windows Defender in Windows T and Windows Vista 32 -bit | 64-bit
Microsoft Dizgnostics and Recovery Toolset (DaRT) 32-bat | 64-hi
Systern Center 2012 Configuration Manager 32-bit | B4-bit
Systern Center 2012 Endpoint Protection L -bit | 64-bit
Winckows Infune 32-bit | 64-bi

The links paint 1o an executable file named moon-fe.eoe, moam-feXed.exe, of mpas-fe.oxe (used by older antispyware solutions).
Simply launch the file to manually install the Latest security intelligence,

Figure 7-5 Downloading Latest Update of Windows Defender

This will download all the released patterns as one file (called mpam-fe.exe). This downloaded file can either
be executed locally in each client machine of distributed centrally.

Feature Updates of Windows Defender Antivirus Platform

Feature updates for the Windows Defender Antivirus platform periodically can be installed separately. These
updates can be downloaded manually from the Microsoft Update Catalogue or via a WSUS Server. It is
recommended to install the updates whenever Windows Updates are installed. The updates contain feature
updates and bug fixes. In Windows Defender, this patch will update the Antimalware Client Version.

The updates are provided via the KB4052623.

https://support.microsoft.com/en-us/help/4052623/update-for-windows-defender-antimalware-platform

st Upie it T —

FAQ'] help

Search results for “windows defender”

Updates: 1- 6 of 6 (page 1 of 1) 4 Previous | Next .2

Title

Products Classification Last Updated Version Size
Update for Windows Defender Antivirus antimalware platform - KB4052623 (Version 4.18.2001.10) Windows Defender Updates 4/30/2020 a 131 M8 Download
Update for Windows Defender Antivirus antimalware platform - KB4052623 (Version 4.18.2001.10) Windows Defender Updates 3/4/2020 na 131 M8 Download
Update for Windows Defender Antivirus antimalware platform - KB4052623 (Version 4.18.2001.10) Windows Defender Updates 2/27/2020 na 131 M8 Download
Update for Windows 8 for x64-based Systems (KB3025417) Windows 8 Update Rollups 3/9/2015 a 63MB Download
Update for Windows Vista for x64-based Systems (KB931099) Windows Vista Updates 4/10/2007 na 33MB Download
Update for Windows Vista (KB931099) Windows Vista Updates 4/10/2007 na 26MB Download

Figure 7-6 Feature Update of Windows Defender

Update File Location

The signature update files of Windows Defender Antivirus are stored locally in the following folder:
C:\ProgramData\Microsoft\Windows Defender\Definition Updates\{GUID}
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s PC > (C) SYSTEM * ProgramData * Microsoft * Windows Defender > Definition Updates *> {F45B8177-FDB4-458F-A048-EE828CECTBEA]

~

Name Date modified Type Size

[} mpasbasevdm 8/11/2020 11:18 AM VDM File 48,233 KB

[} mpasditavdm 8/11/2020 11:18 AM VDM File 3,640 KB

| ] mpavbasevdm 8/11/2020 11:19 AM VDM File 43,400 KB

0 mpavdlta.vdm 8/11/2020 11:18 AM VDM File 8,856 KB

Ij mpengine.dll 8/11/2020 6:04 AM Application extens... 14,188 KB
Figure 7-7 Defender Update File Location

The following files are part of the Security Intelligence Updates:

Antispyware (mpasbase.vdm + mpasdlta.vdm)
Antivirus (mpavbase.vdm + mpavdIta.vdm)

Engine (mpengine.dll)

The previous versions of these files are stored in the following folder:
C:\ProgramData\Microsoft\Windows Defender\Definition Updates\Backup

7.2.1.6

Logging of Windows Defender Antivirus

The Windows Defender Antivirus records events with IDs in the Windows event log. The event logs can be
viewed either directly or using third-party tools for central security log collection.

Viewing Events in the Windows Event Log

To view the events of Defender Antivirus in the Windows event log, proceed as follows:

<&
<%

<>

Open the Event Viewer.

In the console tree, expand Applications and Services Logs — Microsoft — Windows — Windows
Defender Antivirus.

Double-click Operational.
In the details pane, view the list of individual events to find your event.

Click the event to see specific details about an event in the lower pane, under the General and Details
tabs.

Seeing all Event IDs and Descriptions

<

To see all events IDs and their description go to:
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-antivirus/trou-
bleshoot-windows-defender-antivirus

Report on Windows Defender Antivirus protection:

https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-antivirus/report-
monitor-windows-defender-antivirus
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Microsoft Windows Defender Antivirus on Microsoft Windows Server 2016

Microsoft Windows Defender Antivirus is available by default on the Microsoft Windows Server 2016. The user
interface is also installed by default on some Microsoft Windows Server editions. If it is not installed it can be
added using the Add Roles and Features wizard at the Features step, under Windows Defender Features by

selecting the option GUI for Windows Defender.

The difference between the Microsoft Windows Defender Antivirus on Microsoft Windows 10 and Microsoft
Windows Server 2016 is the application of automatic exclusions based on the defined server role(s).

To verify that Microsoft Windows Defender Antivirus is running on the server, run the following command
from a command prompt:

>> sc query Windefend

The sc query command returns information about the Microsoft Windows Defender service. If Microsoft
Windows Defender is running, the STATE value displays RUNNING.

Microsoft Windows Defender Antivirus on Windows Server 2016:

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/microsoft-defender-antivirus-
windows?view=0365-worldwide

Whitelisting Solution with Windows Defender

The application whitelisting is a protection mechanism that allows only trusted programs and applications

to run on a system. Therefore, it blocks unknown/malicious code. Whitelisting software is installed after
installing necessary system applications on a virus-free machine. A whitelist of programs, applications, and
services will be generated by the whitelisting solution. All applications/programs/services on the list will be
signed or secured by a checksum. This ensures that only approved software will be executed. The downloaded
software or viruses that might potentially infect the system after activation of the whitelisting protection
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will be prevented from executing. Newly installed software from reliable sources should be signed. The main
benefit is the reduced frequency of installing pattern files. A patch-management process is still required.

For substation automation projects where antivirus/antimalware solutions are not applicable or additional
security is required, or where the regular update of signature files of a regular antivirus solution is not feasible,
the use of application whitelisting is recommended.

The whitelisting solution will be realized with Windows Defender Application Control (WDAC). The Windows
Defender Exploit Protection will provide memory protection features that 3rd-party whitelisting programs
include.

Windows Defender Application Control (WDAC)

Windows Defender Application Control (WDAC) will create the whitelist of trusted executable files on a PC.
When enforced, it will only allow files to run that are part of the whitelist. Every other application will be
blocked. WDAC policies also block unsigned scripts and MSlIs, and Windows PowerShell runs in Constrained
Language Mode.

i

NOTE

The whitelist can only be created on Windows 10 Enterprise/Professional editions or Windows Server 2016
and newer.

7.2.2.2

Windows Defender Exploit Protection

The exploit protection feature of Windows helps to protect against memory-based attacks, where malware or
other code manipulates memory to gain control of a system for example, malware that attempts to use buffer
overruns to inject malicious executable code into memory. This feature is considered here because 3rd-party
whitelisting applications provide similar functionalities.

The exploit protection is the successor of the Enhanced Mitigation Experience Toolkit (EMET) and includes its
features. The exploit protection is supported beginning with Windows 10, version 1709 and Windows Server
2016, version 1803.

i 0

NOTE

Depending on a project-specific security analysis, application whitelisting may be used as alternative to
regular antivirus protection software, to protect system components from malware. It is not recommended
to use application whitelisting as a replacement for the timely qualification and installation of security
patches, as application whitelisting is not considered capable of addressing all vulnerabilities and attack
scenarios that are addressed by security patches for the installed software versions.

7.2.2.3 Configuration Process for WDAC
This section describes the process, how to initially configure WDAC on a Windows-based system.
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Figure 7-9 Configuration Process of WDAC

Preparing the System

Before starting the whitelisting process, the following tasks should be finished:

<>

R

Install all required applications.

Install all required updates/patches.
Close all running applications.

Remove all unneeded files from the PC.

Perform a malware scan with Windows Defender Antivirus (Full Scan).

Configuration Process

<>

Create the whitelist (.xml file):

The system is scanned for all executable files on the system and will create an xml file that contains the
whitelist. The xml file contains Hash-values of the executables or the certificate that has been used to
sign the executable.

Configure the policy options:

The xml policy contains several settings. The options must be configured for the policy.

Convert the policy to a binary file.

Windows can only apply the WDAC policy if it is available in a binary format. Accordingly, the xml
whitelist file must be converted into a binary format.

Configure the Group policy setting for WDAC.
WDAC must be enabled via a group policy setting that specifies the path to the binary whitelisting policy.

Reboot the system.

Whitelisting will be activated after a reboot of the system. The SIPolicy.P7B whitelisting policy will be
applied.

7.2.2.4  Creating and Deploying a Policy

The configuration of Windows Defender Application Control is done via PowerShell. The required steps are
described in this section. To enable WDAC, you must execute the PowerShell commands in this section.

Prerequisites

Before creating the whitelisting, make sure the following steps are finished:

<

202

Install all required applications.
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Enabling WDAC

7.2 Windows Defender

Install all required updates/patches for operating system and applications.
Close all running applications.
Remove all unneeded files from the PC.

Perform a malware scan with Windows Defender Antivirus (Full Scan).

To enable WDAG, the first step is to create an initial policy (the whitelist). The policy must be created via
PowerShell. After that you can convert the policy to binary and deploy it via group policies. To simplify the
engineering, you can copy the PowerShell code from 7.2.2.8 PowerShell Command Summary.

<>

Open the PowerShell or the PowerShell ISE with administrative privileges. Right-click the Windows
PowerShell in the Start menu and click Run as Administrator.
W/ Search
Pin to Start
Settings

More

Uninstall

Windows

Windows

P2¥  Run as Administrator
Windows
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Windows 3 . .
B Windows PowerShell ISE
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v
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Windows PowerShell ISE (x86)

v v

Figure 7-10  Starting Power Shell as Administrator

<>

Run the cmdlet New-ClPolicy.

This cmdlet will initiate a scan for all executable files on the system and create an xml with the whitelist.
The xml file contains Hash-values of the executables or the certificate that has been used to sign the
executable.

PowerShell command:

New-ClPolicy -Level Publisher -Fallback Hash -Filepath C:\Windows\System32\Codeintegrity\ExamplePolicy.xml
-UserPEs 3> ClPolicyLog.txt

The following parameters are part of this command:

® level:
Defines the parameter of each file that is contained in the whitelist (e.g. Publisher or Hash value)

®  Fallback (optional):
Defines a Fallback level in case the usage of the initial level is not possible (e.g. if a file is not digitally
signed)

®  ScanPath (optional):
Defines the paths that will be scanned (otherwise it scans the entire system)

®  Filepath:
Defines the output policy file

®  UserPEs:
This is required to enable whitelisting for applications.

® 3> ClPolicylog.txt:
This will write WDAC logs into a textfile.
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Depending on the system size and system performance, the scan can take more than one hour to finish.
< Remove the Audit Mode option.

The audit mode is enabled by default in the policy. To enforce the whitelisting, you must remove the
option. If you want to run the policy in audit mode skip this step!

Remove the audit option using PowerShell:
1 # Remove the audit node option
2 Set-RuleOption -FilePath C:\Windows\System32\Codelntegrity\ExamplePolicy.xml -option 3 -delete

PowerShell command:

The execution of this command will take a while. You can also edit the policies manually to add or remove rule
options. The policies are in the XML format.

< Setrecommended options for the policy:

Microsoft strongly recommends enabling rule options 9 (F8 reboot menu) and 10 (Enable Boot on Audit
Failure) before running any enforced policy for the first time. Doing so allows Windows to start with the
code integrity policy in audit mode if the code integrity policy blocks a kernel-mode driver from running
and provides administrators with a reboot command prompt.

Set the rule options 9 and 10:

Setting recommended security rules

PowerShell commands:

Set-RuleOption -FilePath C:\Windows\System32\Codelntegrity\ExamplePolicy.xml -Option 9
Set-RuleOption -FilePath C:\Windows\System32\Codelntegrity\ExamplePolicy.xml -Option 10
< Optionally: Merge the policy with the Microsoft Recommended Block rules.

< Convert the xml policy to a binary policy:
WDAC can only use binary whitelisting files. Convert the .xml policy to a binary with the
(ConvertFrom-ClIPolicy <<xml>><<bin>>) CMdlet.
Keep the original .xml file for merging or updating the policy later!

PowerShell commands:

1 # Convert policy to binary

2 ConvertFrom-ClIPolicy C:\Windows\System32\Codelntegrity\ExamplePolicy.xml
C:\Windows\System32\Codelntegrity\ExamplePolicy.bin

< Deploy the policy using group policies.
To enable WDAC, a group policy setting is required.
< Copy the binary policy to C:\Windows\System32\Codelntegrity.

< Group policy editor:
Computer Configuration\Administrative Templates\System\Device Guard. Go to Deploy Windows
Defender Application Control, set it Enabled, and enter the path of the binary policy (e.g.
C:\Windows\System32\Codelntegrity\ExamplePolicy.bin).
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Figure 7-11 Enabling WDAC in Group Policy Editor

<~ Open a command prompt and execute gpupdate /force.

< Restart the computer (the feature will be enabled only after a reboot).

i 0

NOTE

Important:

Each PC can have only one code-integrity policy. If you want to add new files to the whitelist, you will have
to merge policies or create a new whitelist.

If you create a WDAC policy on a different PC than where it will be applied, it is important that you first
audit the code-integrity policy on every model of machine to which you will deploy the policy. If you do
not, the policy could block the operating system from loading at all, caused by different content of the
KMClI policy (e.g. different device drivers).

7.2.2.5 Installation of Updates
During the operation phase, it will be necessary to install different types of updates on the PCs:
®  Windows updates:
To install Windows updates, no change in the whitelisting policy is necessary.
®  Application updates/hotfixes:
To install updates of applications, it may be necessary to update the WDAC policy.
If the publisher rule for the policy is used and the applications are signed by default, there is no need to
update the policy when an application will be updated, because the publisher (and therefore the update)
is trusted. New application from a trusted publisher can always be installed (depends on the level e.g.
FilePublisher or SignedVersion).
The whitelisting policy must be updated in the following cases:
®  The update is not digitally signed.
®  The publisher is not trusted in the whitelisting policy.
The recommended way to update the whitelisting policy is to merge the existing policy with a new policy that
contains the rules for the update.
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Option 1: Merging of Policies

206

It is possible to merge different .xml policies into a single .xml policy. This can be necessary, e.g. after an
update has been installed or to add new applications to the policy. A prerequisite for this option is, that the
initial .xml policy is still available!

Steps to create a new policy (for new or updated applications) to update your latest policy:
< Turn off WDAC.
Refer to 7.2.2.7 Disabling WDAC.

< Install all the required applications and application updates.

< Create a new policy including only the files of the installed software. Use the Scanpath parameter to scan
only a certain folder:

Create one new xml policy for each folder that includes updated files. The following example includes
updates for SICAM PAS (Core Components and Systems Services are installed in different directories):

#Create a new Policy based on a limited Scan
New-ClPolicy -Level Publisher -Fallback Hash -Scanpath C:\Program Files (x86)\Siemens Energy\ -Filepath
C:\Windows\System32\Codeintegrity\UpdatePolicy.xml -UserPEs > CIPolicyLog.txt

Powershell commands:

New-ClPolicy -Level Publisher -Fallback Hash -Scanpath C:\Program Files (x86)\Siemens Energy\ -Filepath
C:\Windows\System32\Codeintegrity\UpdatePolicy1.xml -UserPEs 3> ClPolicyLog.txt

New-ClIPolicy -Level Publisher -Fallback Hash -Scanpath C:\Siemens\ -Filepath C:\Windows\System32\Codein-
tegrity\UpdatePolicy2.xml -UserPEs 3> CIPolicyLog.txt

< Merge your initial policy or latest policy (xml) with the new created policy (xml). The Merge-ClIPolicy
command is used to merge 2 or more policies into a single file:

Merge-ClIPolicy -PolicyPaths <policy1.xml>,<policy2.xml> -OutputFilePath <mergedpolicy.xm|>
Below is an example, how the initial policy can be merged with the two update policies.

# Declare Initial (old) Policy Variable

$InitialCIPolicy= “C:\Windows\System32\Codelntegrity\ExamplePolicy.xml”
# Declare New Policy with updated files (1) Variable

$UpdateClPolicy 1= "C:\Windows\System32\Codelntegrity\UpdatePolicy1.xml"
# Declare New Policy with updated files (2) Variable

$UpdateClPolicy2=" C:\Windows\System32\Codelntegrity\UpdatePolicy2.xml"

0 NOoOY U~ W N -

9

10 # Declare Merged Policy (xml) Variable

11 $MergedClPolicy=" C:\Windows\System32\Codelntegrity\MergedPolicy.xml”
12

13 # Merge the two xml policies

14 Merge-ClPolicy -PolicyPaths $InitialCIPolicy,$UpdateClPolicy1,$UpdateClPolicy2 -OutputFilePath $Merged-
ClPolicy

15

16 # Delete the Audit Option

17 Set-RuleOption -FilePath C:\Windows\System32\Codelntegrity\MergedPolicy.xml -option 3 -delete
18

19 # Declare Merged Policy (Binary) Variable

20 $ClIPolicyBin=" C:\Windows\System32\Codelntegrity\Mergedpolicy.bin”

21

22 # Convert Merged Policy to binary - Check options in the xml file before doing this

23 ConvertFrom-ClPolicy $MergedClPolicy $ClPolicyBin

When creating a new policy after an update, the following default folders must be scanned for updates of
specific Applications:
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To be scanned folders Paths

SICAM PAS C:\ProgramFiles (x86)\Siemens Energy\
C:\Siemens\

SICAM SCC C:\ProgramFiles (x86)\Siemens Energy\

C:\ProgramFiles (x86)\Siemens\
C:\ProgramFiles (x86)\Common Files\Siemens\
DIGSI 5 C:\ProgramFiles\Siemens Energy\
C:\ProgramFiles (x86)\Siemens Energy\
Automation License Manager |C:\Program Files\Siemens\

.NET Framework C:\Windows\assembly
C:\Windows\Microsoft.NET\

i 0

NOTE

In some cases, it is necessary to include additional files/folders in the updated whitelist. E.g. when files in
the Windows folder have been changed.

Some parts of the above-mentioned applications create unsigned .dll files with a random name when the

application is executed (e.g. for PASoperateclient). This means that application whitelisting should be set in
audit mode after installing an update.

Option 2: Create a Completely New Policy

Another way is to create a completely new policy each time an application is updated, or a new application
needs to be installed. The advantage of this option is, that it is easier and faster to implement. The disad-
vantage is that potentially unwanted applications may be included in the whitelist.

Steps to create a completely new policy for updates:
< Turn off WDAC.
Refer to 7.2.2.7 Disabling WDAC.

< Install all the required applications and application updates.

< Create a new policy.

Option 3: Installation of Updates via Catalog File

7.2.2.6

To use additional unsigned LOB applications, Microsoft recommends the use of catalog files. They can be used
to update or extend an application control policy without the need to regenerate the xml policy file.

The catalog files must be signed and you need to configure your WDAC policies to trust the signer or
signing certificate (if not already configured). This requires an internal certification authority (CA) code signing
certificate or purchased code signing certificate.

The catalog files need to be updated each time an application is updated!

For the creation of the catalog files, the tool Package Inspector will be used, that monitors the installation
binaries so that they can be trusted. Then, you create the catalog file, identifying the discovered binaries, and
sign it.

Steps to create, sign, and deploy a catalog file:

< Refer to https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-applica-

tion-control/deploy-catalog-files-to-support-windows-defender-application-control.
WDAC Event Logs

Logs of WDAC can be found in the Windows Event Viewer.
The logs during operation (e.g. blocked execution of files) are stored in the following subfolder:

®  Applications and Services Logs\Microsoft\Windows\Codelntegrity\Operational
The logs regarding activation and deactivation of WDAC are stored in the following subfolder:

®  Applications and Services Logs\Microsoft\Windows\DeviceGuard\Operational
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Figure 7-12 Device Guard Logs in Event Viewer

If the policy is in audit mode, all programs can run, but will still create a log entry, in case they are not
whitelisted.

If the policy is in non-audit mode, the program will not run, and will create a log entry (Event ID 3077). In
addition, a pop-up window will appear. The pop-up may look different, depending on the OS version and
executed type of application.

Your organization used Windows Defender
Application Control to block this app

C\setup_timesync_172 exe

tact your support person for

Copy to dipboard

Figure 7-13 Pop-Up on Unauthorized Application Blocking

7.2.2.7 Disabling WDAC

To disable WDAC, you must follow the following steps. Only disabling WDAC via group policy is not enough:
<~ Disable WDAC via the Group Policy Setting.

< Run the command gpupdate /force.
< Delete the File C:\Windows\System32\Codelntegrity\SIPolicy.p7b.
< Restart the PC.

7.2.2.8 PowerShell Command Summary

This section contains only PowerShell code that has been described in the previous chapters.
An overview of all PowerShell cmdlets for WDAC can be found on the Microsoft Website:
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https://docs.microsoft.com/en-us/powershell/module/configci/?view=win10-ps

7.2.29 Whitelist Creation

New-ClPolicy -Level Publisher -Fallback Hash -Filepath C:\Windows\System32\Codeintegrity\ExamplePolicy.xml
-UserPEs 3> ClPolicyLog.txt

Set-RuleOption -FilePath C:\Windows\System32\Codelntegrity\ExamplePolicy.xml -option 3 -delete
Set-RuleOption -FilePath C:\Windows\System32\Codelntegrity\ExamplePolicy.xml -Option 9
Set-RuleOption -FilePath C:\Windows\System32\Codelntegrity\ExamplePolicy.xml -Option 10

ConvertFrom-ClIPolicy C:\Windows\System32\Codelntegrity\ExamplePolicy.xml C:\Windows\System32\Codeln-
tegrity\ExamplePolicy.bin

7.2.2.10 Whitelist Merging Test

It is recommended to test all applications and subcomponents on the PCs that have been whitelisted. The
event log should be monitored for WDAC events.

To add blocked files to the whitelist, a new policy based on the event log entries can be created. The -Audit
option parses the log events of WDAC and automatically creates a policy file. An example looks as follows:

New-ClPolicy -Audit -Level Hash -FilePath c:\windows\system32\Codelntegrity\Auditpolicy.xml -UserPEs 3>
ClPolicylog.txt

Afterwards, the new policy must be merged with the original xml policy and then converted into a binary file.

New-ClPolicy -Level Publisher -Fallback Hash -Scanpath C:\Program Files (x86)\Siemens Energy\ -Filepath
C:\Windows\System32\Codeintegrity\UpdatePolicy1.xml -UserPEs 3> ClPolicyLog.txt

New-ClPolicy -Level Publisher -Fallback Hash -Scanpath C:\Siemens\ -Filepath C:\Windows\System32\Codein-
tegrity\UpdatePolicy2.xml -UserPEs 3> CIPolicyLog.txt

$ClPolicyPath="C:\Windows\System32\Codelntegrity\”

$InitialCIPolicy=$ClIPolicyPath+"ExamplePolicy.xml”

$UpdateClPolicy1=$ClPolicyPath+"UpdatePolicy1.xml"

$UpdateClPolicy2=$ClPolicyPath+"UpdatePolicy2.xml”

$MergedClPolicy=$ClPolicyPath+"MergedPolicy.xml”

$ClPolicyBin=$ClPolicyPaht+"Mergedpolicy.bin”

Merge-ClPolicy -PolicyPaths $InitialClPolicy,$UpdateCIPolicy1,$UpdateClPolicy2-OutputFilePath $MergedClPo-
licy

Set-RuleOption -FilePath C:\Windows\System32\Codelntegrity\MergedPolicy.xml -option 3 -delete
ConvertFrom-ClPolicy $MergedClPolicy $CIPolicyBin

° NOTE

l The application whitelisting would work only if WDAC runs in Windows user mode. Also, the PowerShell
constrained Language mode shall be used to limit unconstrained code execution on a locked-down system.

7.2.2.11 Configuration Details of Policies

Rule Options

There are many rule options for code integrity policies. The rule options are the basic settings for a policy.

Table 7-2 Configuration Details of Policies

Rule Option Description

0 |Enabled:UMCI WDAC policies restrict both kernel-mode and user-mode binaries. By default,
only kernel-mode binaries are restricted. Enabling this rule option validates
user-mode executables and scripts.

1 |Enabled:Boot Menu Protec- | This option is currently not supported.
tion
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Rule Option Description

2

Required:WHQL

By default, legacy drivers that are not Windows Hardware Quality Labs
(WHQL) signed can execute. Enabling this rule requires that every executed
driver is WHQL signed and removes legacy driver support. Going forward,
every new Windows 10-compatible driver must be WHQL certified.

Enabled:Audit Mode
(Default)

Enables the execution of binaries outside of the WDAC policy but logs each
occurrence in the Codelntegrity event log, which can be used to update
the existing policy before enforcement. To begin enforcing a WDAC policy,
delete this option.

Disabled:Flight Signing

If enabled, WDAC policies will not trust flightroot-signed binaries. This
would be used in the scenario in which organizations only want to run
released binaries, not flighted builds.

Enabled:Inherit Default
Policy

This option is currently not supported.

Enabled:Unsigned System
Integrity Policy (Default)

Allows the policy to remain unsigned. When this option is removed, the
policy must be signed and have UpdatePolicySigners added to the policy to
enable future policy modifications.

Allowed:Debug Policy
Augmented

This option is currently not supported.

Required:EV Signers

In addition to being WHQL signed, this rule requires that drivers must have
been submitted by a partner that has an Extended Verification (EV) certifi-
cate. All future Windows 10 and later drivers will meet this requirement.

Enabled:Advanced Boot
Options Menu

The F8 preboot menu is disabled by default for all WDAC policies. Setting
this rule option allows the F8 menu to appear to physically present users.

10

Enabled:Boot Audit on
Failure

Used when the WDAC policy is in enforcement mode. When a driver fails
during startup, the WDAC policy will be placed in audit mode so that
Windows will load. Administrators can validate the reason for the failure
in the Codelntegrity event log.

11

Disabled:Script Enforce-
ment

This option is currently not supported.

12

Required:Enforce Store
Applications

If this rule option is enabled, WDAC policies will also apply to Universal
Windows applications.

13

Enabled:Managed Installer

Use this option to automatically allow applications installed by a software
distribution solution, such as System Center Configuration Manager, that
has been defined as a managed installer.

14

Enabled:Intelligent Security
Graph Authorization

Use this option to automatically allow applications with known good repu-
tation as defined by Microsoft’s Intelligent Security Graph (I1SG).

15

Enabled:Invalidate EAs on
Reboot

When the Intelligent Security Graph option (14) is used, WDAC sets an
extended file attribute that indicates that the file was authorized to run.
This option will cause WDAC to periodically revalidate the reputation for
files that were authorized by the ISG.

16

Enabled:Update Policy No
Reboot

Use this option to allow future WDAC policy updates to apply without
requiring a system reboot.
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File Rules

The granularity with which binaries are discovered is based on the file-rule level specified when the policy is
created.

Table 7-3 File Rules

Rule Level Description

Hash Specifies individual hash values for each discovered binary. Although this
level is specific, it can cause additional administrative overhead to maintain
the current product versions’ hash values. Each time a binary is updated, the
hash value changes, therefore requiring a policy update.

FileName Specifies individual binary file names. Although the hash values for an appli-
cation are modified when updated, the file names are typically not. This
offers less specific security than the hash level but does not typically require
a policy update when any binary is modified.

SignedVersion This combines the publisher rule with a version number. This option allows
anything from the specified publisher, with a version at or above the speci-
fied version number, to run.

Publisher This is a combination of the PcaCertificate level (typically one certificate
below the root) and the common name (CN) of the leaf certificate. This rule
level allows organizations to trust a certificate from a major CA (such as
Symantec), but only if the leaf certificate is from a specific company (such
as Intel, for device drivers).

FilePublisher This is a combination of the FileName attribute of the signed file, plus
Publisher (PCA certificate with CN of leaf), plus a minimum version
number. This option trusts specific files from the specified publisher, with a
version at or above the specified version number.

LeafCertificate Adds trusted signers at the individual signing certificate level. The benefit

of using this level versus the individual hash level is that new versions of
the product will have different hash values but typically the same signing
certificate. Using this level, no policy update would be needed to run the
new version of the application. However, leaf certificates have much shorter
validity periods than CA certificates, so additional administrative overhead is
associated with updating the WDAC policy when these certificates expire.

PcaCertificate Adds the highest available certificate in the provided certificate chain to
signers. This is typically one certificate below the root certificate, because
the scan does not validate anything beyond the certificates included in the
provided signature (it does not go online or check local root stores).

RootCertificate Currently unsupported.

WHQL Trusts binaries if they have been validated and signed by WHQL. This is
primarily for kernel binaries.

WHQLPublisher This is a combination of the WHQL and the CN on the leaf certificate and is
primarily for kernel binaries.

WHQLFilePublisher Specifies that the binaries are validated and signed by WHQL, with a specific
publisher (WHQLPublisher), and that the binary is the specified version or
newer. This is primarily for kernel binaries.

NOTE

Recommendation for file rules:

Use the Publisher rule as default and the Hash rule as backup, so that updates of applications with known
publishers are allowed (files need to be signed by publisher e.g. Siemens).

Files using the Hash rule cannot be updated without using catalog file or updating the policy.

i 0
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WDAC Audit Mode

The WDAC audit mode enables the discovery of policy issues. It allows administrators to discover applications
that were missed during initial policy scan and to identify new applications that have been installed and run
after the original policy was created. While a WDAC policy is running in audit mode, any binary that runs and
would have been denied had the policy been enforced is logged in the Applications and Services Logs\Micro-
soft\Windows\Codelntegrity\Operational event log. When these logged binaries have been validated, they can
easily be added to a new WDAC policy. When the new exception (audit) policy is created, it can be merged
with existing WDAC policies. The process of auditing and merging policies is recommended by Microsoft to be
done at least twice to ensure that all the exceptions to the policy are captured.

< Create a new WDAC policy based on the event logs with the following PowerShell command:
New-ClPolicy -Audit -Level Hash -FilePath c:\windows\system32\Codelntegrity\Auditpolicy.xml -UserPEs
3> ClPolicylog.txt

< Review the WDAC audit policy xml file just created and look for the following:

Any applications that were caught as exceptions but should be allowed to run. These are applications
that should be in the .xml file. Leave these as-is in the file.

Any applications that should not be allowed to run. Delete these from the .xml file.

< Merge initial policy or latest policy (xml) with the new audit policy (xml).

Signing of a WDAC Policy - Protection Against Tampering (Optional)

Signed code integrity policies give organizations the highest level of malware protection available in
Windows 10. In addition to their enforced policy rules, no user or administrator on the machine can modify
or delete signed policies. These policies are designed to prevent administrative tampering and kernel mode
exploit access. It is much more difficult to remove signed code integrity policies than unsigned policies.

Prerequisites
To sign a WDAC policy with SignTool.exe, the following components are needed:
®  SignTool.exe, found in the Windows SDK
® The binary format of the WDAC policy
® Aninternal CA code signing certificate or a purchased code signing certificate
To sign catalog files or code integrity policies internally, either a publicly issued code signing certificate or an
internal certification authority (CA) are needed.
Steps to sign a policy:
< 1 # Initialize the variables that will be used

2 $ClIPolicyPath="C:\Windows\System\Codelntegrity\”

3 $lInitialCIPolicy=$ClPolicyPath+"ExamplePolicy.xml"

4 $ClPolicyBin=$ClPolicyPath+" ExamplePolicy.bin"

< Import the .pfx code signing certificate. Import the code signing certificate to sign the WDAC policy into
the signing user’s personal store on the computer that will be signing it.

< Export the .cer code signing certificate. After the code signing certificate has been imported, export
the .cer version to desktop. This version will be added to the policy so that it can be updated later.

< Navigate to working directory:
cd C:\Windows\System\Codelntegrity\

< Use the Add-SignerRule to add an update signer certificate to the WDAC policy:
1 # Add an update signer certificate to policy
2 Add-SignerRule -FilePath $InitialClPolicy -CertificatePath <Path to exported .cer certificate> -Kernel
-User —Update
< Use Set-RuleOption to remove the unsigned policy rule option:
1 # Remove unsigned policy rule option
2 Set-RuleOption -FilePath $InitialCIPolicy -Option 6 -Delete
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< Use ConvertFrom-CIPolicy to convert the policy to binary format:
1 # Convert policy
2 ConvertFrom-ClPolicy $InitialClPolicy $ClPolicyBin

< Sign the WDAC policy by using SignTool.exe:
1 # Sign the policy
2 <Path to signtool.exe> sign -v /n "CERT_SUBJECT_NAME" -p7 . -p7co 1.3.6.1.4.1.311.79.1 -fd sha256
$ClPolicyBin

NOTE

i 0

The <Path to signtool.exe> variable should be the full path to the SignTool.exe utility.

< Validate the signed file. When complete, the commands should output a signed policy file called Device-
GuardPolicy.bin.p7 to your desktop. You can deploy this file the same way you deploy an enforced or
non-enforced policy.

7.2.2.15 Known Issues

Unsigned Files Are Created By Applications

Some parts in applications create unsigned .dll files when the application is executed (e.g. the PASOperations
client application which is part of SICAM PAS and some subsets of SICAM SCC). To resolve this issue, all parts
of the application should be executed once, before creating a new whitelist. Alternatively, WDAC can be set to
the audit mode after an application update before enforcing the policy.

Files That Cannot Be Added to the Whitelist

In some cases, when the whitelist is created via the New-Cipolicy command, an error message might appear
that not all files are added to the whitelist. The error message will look as follows. The concerned files are
listed in the indicated .tmp file. So far, no files that are critical for operation have been concerned.

Figure 7-14 Error for File That Cannot be Added to Whitelist

Erroneous Behavior of WDAC if Windows Updates Are Not Installed

On Windows Systems running SICAM SCC on a fresh installation of Windows 10 LTSC 2019 without the latest
Windows patches, erroneous behavior has been recognized (e.g. blocking applications without creating an
event log entry). After installing the latest cumulative Windows Update, this problem is resolved.

7.2.3 Windows Defender Exploit Protection

The exploit protection feature of Windows helps to protect against memory-based attacks, where malware or
other code manipulates memory to gain control of a system (for example, malware that attempts to use buffer
overruns to inject malicious executable code into memory.

The exploit protection is part of Windows Defender Exploit Guard and helps to protect devices from malware
that use exploits to spread and infect. It consists of several mitigations that can be applied at either the
operating system level or at the individual application level.

It is the successor of the Enhanced Mitigation Experience Toolkit (EMET) and includes its features. EMET does
not run on Windows 10, version 1709 or higher.

SICAM [ SIPROTEC, System Hardening, User Guide 213
E50417-H8940-C619-A6, Edition 01.2024



Malware Protection/Prevention

7.2 Windows Defender

7.2.3.1

The following table describes the memory protection features of Windows 10. All of them are enabled by

default.

Table 7-4

Memory Protection Feature in Windows 10 Defender

Mitigation and Corresponding Description
Threat

Data Execution Prevention
(DEP)

helps prevent exploitation of
buffer overruns

Data Execution Prevention (DEP) is a system-level memory protection
feature available in Windows operating systems. DEP enables the operating
system to mark one or more pages of memory as non-executable, which
prevents code from being run from that region of memory, to help prevent
exploitation of buffer overruns.

DEP helps prevent code from being run from data pages such as the default
heap, stacks, and memory pools. Although some applications have compati-
bility problems with DEP, most applications do not.

More information: Data Execution Prevention.

SEHOP

helps prevent overwrites of the
Structured Exception Handler

Structured Exception Handling Overwrite Protection (SEHOP) is designed

to help block exploits that use the Structured Exception Handler (SEH) over-
write technique. Because this protection mechanism is provided at runtime,
it helps to protect apps regardless of whether they have been compiled with
the latest improvements. A few applications have compatibility problems
with SEHOP, so be sure to test for your environment.

More information: Structured Exception Handling Overwrite Protection.

ASLR

helps mitigate malware attacks
based on expected memory
locations

Address Space Layout Randomization (ASLR) loads DLLs into random
memory addresses at boot time. This helps mitigate malware that is
designed to attack specific memory locations, where specific DLLs are
expected to be loaded.

More information: Address Space Layout Randomization.

The following mitigations shall be at least set to the operating system default values on system level:

®  Control flow guard (CFG):

Ensures control flow integrity for indirect calls.

®  Data Execution Prevention (DEP):
Prevents code from being run from data-only memory pages such as the heap and stacks.

®  Force randomization for images (Mandatory ASLR):
Force relocation of images not compiled with [IDYNAMICBASE.

® Randomize memory allocations (Bottom-Up ASLR):
Randomizes locations for virtual memory allocations including those for system structures heaps, stacks,

TEBs, and PEBs.
® High-entropy ASLR:

Increase variability when using Randomize memory allocations (Bottom-up ASLR).

® Validate exception chains (SEHOP):
Ensures the integrity of an exception chain during exception dispatch.

e Validate heap integrity:

Terminates a process when heap corruption is detected.

®  All settings above, except of Mandatory ASLR are turned on by default.

Exploit Protection Configuration

Local Configuration

214

< To open the settings for the Windows Defender Exploit Protection, click the Windows and type exploit
protection. Then, click the Exploit protection.
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< Navigate to Windows Security — App and browser control — Exploit Protection settings.
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Exploit protection

Figure 7-15 Selecting Exploit Protection
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The Exploit protection interface contains 2 main sections:

® System settings:
Here the different protection mechanism can be turned on and off on a system-wide basis.
For the different mitigations, the GUI offers the values On by default, Off by default, and Use default
(<On>) or Use default (<Off>) to be chosen. It is important that the meanings of On by default and Use
default (<On>) are different. On by default has the meaning and effect of an Always On state in the
0S, while Use default (<On>) has the meaning and effect of an Application can OptOut of mitigation
state in the OS.

The Exploit Protection settings can also be exported into an .xml file.

Exploit protection

e The Expilod probecTion setiings 107 your SyHEm snd peogiams. Tou

3 YO WL

G Homs . .
System settings  Frogram sett
[ e & Twam promemon
B Aocwenn o ]
e —" ool o guard (CFG)
Bt Fomwill B Peteo probBcthon it ool Mom sty for

B spc & s contral Lha darlieait (09)
O owace woarty
& Davice parformance & hesi Bl Engevitian Provemation {DEF)
P ks b D A o ARGy Beiry P
dh Famdy g
U kit ()

Force randomization for imagee (Mandaiony ASLRY
Foece nelocation of imagen. not compaled mih JIVAAMCI

Lha derlest (L9

E emegn

Figure 7-16 Exploit protection Settings
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®  Program settings:

Here the exceptions are defined for certain executables. This may be necessary in case there are incom-
patibilities with the default settings. Some system files already have exceptions predefined in the default
settings.

Exploit protection

See the Exploit protection settings for your System and programs. You
can customize the seftings you want.

System settings  Program settings

4 add program to customize
1 SR UV R
PrintlsclationHost.exe
0 system owerrides
runtimebroker.exe

1 system overnide
sphwowid. exe

0 system averrides
spoalsy.exe

{0 system overrides
svchostexe

2 fystem overndes

Figure 7-17 Exploit Protection Program Settings

A new executable can be added/edited to the program settings via the Edit. Certain protection mecha-
nism can be turned on or off for each executable. This should only be done in case an incompatibility has
been detected.
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Figure 7-18

Frogram settings: swehost.exe
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Program Settings svchost

To reset the default all values of Windows Defender Exploit Protection on the PC, use the following
PowerShell command:
Set-ProcessMitigation -System -Remove -Disable CFG,DEP,ForceRelocatelmages,BottomUp,HighEn-
tropy,SEHOP, TerminateOnError

The configuration of the Exploit Protection settings via GPO may be required when the default settings are
not used. An XML file must be used for this purpose. To get an xml file with the default settings, export the
settings via the local dashboard.

<&

<&

In the Group Policy Management Editor, go to Computer configuration — Administrative Templates
— Windows Components - Windows Defender Exploit Guard — Exploit protection.

Enable the settings Use a common set of exploit protection settings.

In the Options section, enter the location and filename of the xml configuration file that you want to
use. (e.g. C:\MitigationSettings\Config.XML or \\Server\Share\Config.xml)
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Figure 7-19  Central Configuration of Exploit Protection

< To prevent local users to modify the exploit protection settings, set the following Group Policy setting to
Enabled:
Computer Configuration\Administrative Templates\Windows Components\Windows Security\App and
browser protection\Prevent users from modifying settings
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This will enforce the default settings and prevent the modification by users.

Exploit Protection Event Logs

The Exploit Protection events are not located in a dedicated section in the Windows Event viewer. It is

necessary to create custom view.
<{~  Click Action — Create Custom View.

[ Actions
erview and Summary Last refreshed: 8/11/2019 4:20:23 PM W

= Open Saved Log...

erview

L]

To view events that have occuﬂed on your com| puter select the appropriate source, log or custom view node in the console tree. The Administrative Events
iew of all the logs is shown below.

custom view contains all the ad fless of source. An aggreg.

¥ Create Custom View...
Import Custom View...

Connect to Another Computer...

T al | ™ '
|G Refresh

vent Type EventID  Source Log Last hour 24 hours 7 days A Help N
Critical - - - 0 0 0

H Error - - - 10 42 42

H Wamning - - - 45 310 310

H Information - - - 293 1,888 1,808 v

SRl a

Figure 7-21 Exploit Protection Event Logs

< Navigate to the XML tab, activate the checkbox Edit query manually, and copy the xml content from the

textbox on the next side into the field:

Craate Custom Wiew

Fiter  MML
To prevade an event Tltes o XPsth Taem, chl ik “Eat guery manuslly” checibas Below.
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(EventiD &gcs 1 and EventiD &ts 243 or EventiDe § o Eventila 2601 < Select

<Sedech Paths “Microsof -Windows-Wind i Tracng " » *[ Sysbem{ Provides
[ EMames ‘khioosoft-Windows- Securnty-litigatons” or SRames Microsoft-Windows-
WER-Disg’ or BMames ‘Mioosolt-Windows-Wind2e' or Shemez Winl2k] and [
(EverdiD Bgt= 1 and EventiD Stz 24) or EventiD= 5 or brentil=200) ]« Select>

« Sadect Path="MicrosoR -Winsdows -Win 32/ *[Syetem|Provider
[ S M= horgasf-Wadows - Secunty- Mtigatsont” or Shuma= Microsoft-Windows-
WER-Diag' o @Mame="Micressh-Windewi-WiniZk' of @Heme= Wini2k] and |
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and | (Bvertil &igt= 1 and BrertiD &t = 34} or BventiD=§ or EventiD= 150 ]« Sabect

o Gy
«/Cerylat| .

] Bt query mansully

Figure 7-22 XML for Custom View

< Click OK.

< Save the new view with the Name Exploit Protection.

220

SICAM [ SIPROTEC, System Hardening, User Guide
E50417-H8940-C619-A6, Edition 01.2024



Malware Protection/Prevention

7.2.3.2

SICAM [ SIPROTEC, System Hardening, User Guide

7.2 Windows Defender

Save Filter to Custom View *

Name | Exploit Protection) ]

Description [ |

Select where to save the Custom view:

= Event Viewer | 4 |
— Custom Views - -
Cancel
- New Folder
=1 Al Users

Figure 7-23  Saving Custom View in XML

< If awarning is shown that you will not be able to edit the query using the Filter tab if you use the XML
option, click Yes.
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Figure 7-24 Resulting View of Event Viewer

HW Requirements

Several hardware, software, and firmware features are required for the Exploit Protection feature. The state-
of-the-art hardware will support the following features:

®  Secure boot
®  Secure boot configuration and management
®  Secure firmware update process

®  Trusted Platform Module (TPM)
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7.3

7.3.1

7.3.2

7.3.3

7.3.4
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®  United Extensible Firmware Interface (UEFI)
®  \Virtualization-based security (VBS)

A detailed description of the requirements can be found here:
https://docs.microsoft.com/en-us/windows-hardware/design/device-experiences/oem-device-guard

Malware Protection for Siemens Products

SICAM PAS Station Controller

The station controller is considered a highly critical component that must meet very strict availability and
real-time requirements. Malware protection for such components is important. However, frequent software
updates as required for common virus-scanner software may conflict with the availability and real-time
requirements.

Hence, for SICAM PAS station controllers as fixed-function devices, the use of whitelisting software instead of
virus-scanner software should be considered. The Windows Defender Application Control Whitelisting solution
has been tested for SICAM PAS running on standard Windows OS.

However, Siemens has tested the use of Windows Defender Antivirus in conjunction with Windows Defender
Application Control for SICAM PAS installed systems. Siemens also provides tested antivirus pattern for
Windows Defender Antivirus.

SICAM SCC HMI PC

The same consideration as for SICAM PAS applies for SICAM SCC. Also, as a fixed-function device, the use

of whitelisting is recommended for SICAM SCC. The tested whitelisting for Siemens Automation products is
Windows Defender Application Control.

Siemens has tested the use of Windows Defender Antivirus in conjunction with the Windows Defender Appli-
cation Control for SICAM SCC installed systems. Siemens also provides tested antivirus pattern for Windows
Defender Antivirus

SICAM A8000 Series/SICAM RTUs

The SICAM A8000 series/SICAM RTUs components are self-developed Embedded Systems, for which no known
viruses exist. The products are developed with self-signed firmware. Therefore, no protection software is
available for these systems. In addition, the components are hardened before commissioning, to achieve
increased protection against possible malicious software.

Also, it is recommended that only Siemens signed firmware sourced from Siemens directly shall be used for
updating and patching.

SIPROTEC 5/DIGSI 5 Devices

The SIPROTEC 5 devices are equipped with an internal firewall for protection against attacks over the network.
To enhance the standard level of protection, the firewall is enabled by default and only digitally signed
firmware files can be uploaded into SIPROTEC 5 devices. Secure signing is applied at Siemens production
facilities with Siemens’s internal PKI for products.

The PC-based engineering software application for SIPROTEC relays — DIGSI 5 — is installed using a signed
installer to protect its integrity. Siemens regularly tests and reports the compatibility of new antivirus patterns
with the latest DIGSI versions. These reports, which also include the results of the Microsoft Windows patch-
compatibility verification, are available in the Internet monthly. Furthermore, every release of DIGSI 5 is
tested against a multitude of antivirus scanners before delivery. The Windows Defender Application Control
Whitelisting solution has been tested for DG engineering tools that run on the Service PC (e.g. DIGSI).
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7.3.5

7.4

7.4 Recommendations

Service PC

Windows Defender (Windows 10) is recommended. Due to the non-critical nature of these machines and to
the varying set of installed applications, explicit testing or approval of pattern updates does not generally
apply (with exception of DG applications where tests are regularly executed to ensure functionality). If, based
on the project-specific risk assessment, or based on customer request, such explicit testing is required, the
recommended approach is to set up a second redundant system and perform rollout and testing of updates on
the second system prior to rollout on the main systems.

The Windows Defender Application Control Whitelisting solution has been tested for DG engineering tools that
run on the service PC (e.g. DIGSI).

Recommendations

File-Integrity Checks

Another preventive measure for malware protection is the implantation of integrity checks for software

and firmware files. You can also verify the integrity of all SIPROTEC firmware and software files which are
available for download on the Siemens-supported portal. For each downloadable firmware and software file,
the corresponding SHA-256 fingerprint is published in the Internet.

Tools such as Certutil in Microsoft Windows can be used for the following purposes:
®  Generate the SHA-256 fingerprint for the file you download.

®  Check if the SHA-256 fingerprint is identical to the published fingerprint, that is verifying the file integ-
rity.
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8.1

8.1 General

General

Backup and archiving serve different purposes. The goal of backup is reliable recovery, while the goal of
archiving is data preservation. Backup solutions protect data by making a copy of the most recent volume and
any incremental changes on secondary storage; this copy can later be recovered in the event of a planned or
unplanned outage. Archiving helps reduce the backup burden by moving aged or infrequently accessed data
from primary storage media to less expensive storage media, thus removing it from the backup stream.

The goal of this Backup & Restore manual for Digital Grid System is to describe:
®  The activities (what and when backup) in the delivery and maintenance process (see 8.2 Concept)
®  How to do backup application programs for PC systems (images)

® How to do backup configuration data for several products:

—  SICAM PAS
- SICAM scC
—  SIPROTEC
—  Switch/Router
8.1.1 lllustrated Concept
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Figure 8-1 SAS Backup and Restore
8.1.2 Introductory Notes
Backup and restore is the process of copying data preemptively for the specific purpose of restoring that same
data following an event that results in a loss of either hardware storing that data, or the loss of only the data
itself. This process, also known as data backup and restore, can be used to restore entire volumes of electronic
files and media, or restore discrete smaller numbers of files for a variety of purposes, including:
®  Accidental deletion or corruption of data
®  Hardware failure
® Facilities damage due to natural disasters, fire, or flooding
® Damage caused by cyber-attacks
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8.2 Concept

i

NOTE

Backup and restore is not the same as data archival. Data archival refers to the process of storing primary
copies of inactive or otherwise non-critical data, generally for longer-term storage.

8.2

8.2.1

8.2.2

226

Backup and restore is performed by transferring designated backup data to some type of storage media,
including magnetic tape backup, disk-to-disk backup, or with a variety of removable media like USB drives.
Disk-to-disk backup can be performed locally, called local backup (e.g. using a removable media or a NAS
Server), or via IP-WAN called online backup (using operator’s own infrastructure or some commercial of-the-
shelf solutions like AWS S3 cloud storage). Modern disk-to-disk backup systems are increasingly fault-tolerant
and while initially costing more than tape backup or removable media, offer higher restore success rates,
dramatically reduced administration, improved data backup granularity, and other benefits.

Additionally, disk-to-disk backup and restore performed via IP-WAN allows an offsite data storage provider to
ship drives containing recent backup data to customers in the event of a data loss event for a local restore,
which can transfer data to new or existing hardware at LAN speeds without being restricted by IP-WAN
bandwidth.

More and more businesses are making the switch from standalone local backup solutions to online backup to
manage their entire backup and restore processes, as value emphasis shifts from storage media costs to scal-
able savings achieved through streamlined administration and automation of backup and restore processes.

Concept

Overview

The backup depends on data types (what), backup schedule during the project phases (when) and must be
performed to backup media (where). The document describes best practice recommendations and should be
aligned with customer data restore recovery objectives.

Data Types (What)

Data types that must be considered for the backup and restore procedures are:
®  Application programs itself (e.g.: firmware and operating system, installation files)

®  (Configuration data of the equipment (HMI drawings, substation controller logics, protection settings,
Ethernet switch/router settings)

®  Real-time/process data (e.g. event list, measurement, fault record files in HMI — workstation)
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8.2 Concept

The following table illustrates the relation between the data types and the existing components from a
substation automation system.

Table 8-1 Data Types and Backup Method
Data Type Method of back- HMI Station IEDs (SIPROTEC) Third Party
up (sicamscc)  Controller (Switch/Router)
(SICAM PAS/
SICAM RTU)
Application Image for PC- Images SICAM PAS — Firmware Dedicated hard-
based systems Images SICAM managed with  |ware with firm-
Firmware for RTU — Firmware |DIGSI ware
dedicated Hard-
ware
Installation
Files for engi-

neering tools
Configuration Dedicated engi- |Based on SICAM |Based on SICAM |Based on DIGSI |Dedicated tools
neering tools SCC (Simatic PAS Ul config.
performing the |WinCC Explorer)

backup of the
configuration
data
Real-time Storage media SICAM SCC N/A N/A (real-time N/A
must be always |archiving func- data and local
available on HMI |tionalities fault-record files
PCs are stored in
internal buffer
but not for
backup).
8.2.2.1 Archiving Real-Time Data
Only SICAM SCC has real-time data. The storage cycles of the real-time data are usually provided by the
customer according to the information criticality and available space to keep it.
8.2.2.2 Archiving Firmware
For PC-based application in general, installation media are provided. These installation media could be used
for restoring the installed version of an application or OS.
But, for embedded devices often the firmware is delivered only installed in the embedded devices without
delivery of installation media. The upload of the firmware from the device is often not possible. So, it is part
of the backup process to check the availability of the used firmware versions of embedded devices and make
sure it is kept secure and will be available in case it is needed. For instance, in case of using a spare part of a
device after a device failure, the same original firmware must be used. It must be guaranteed that the needed
firmware version is available at this time.
8.2.3 Backup Schedule (When)
For all types of backup, the recommended locations are removable media and/or online storage.
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Table 8-2

Product

SICAM PAS/SICAM SCC and
Service PC

Backup Schedule for Different Products

Data Type

Application data

Full backup

Image for PC-based systems

Schedule/Milestone

At important milestones: Before
and after FAT, SAT, and important
software updates

During commissioning, operation &
maintenance: monthly

Switches/Routers/NTP Server and
SIPROTEC

Application data
Firmware for dedicated hardware

At important milestones: Before
and after FAT, SAT, and important
software updates

During commissioning, operation &
maintenance: monthly

SICAM PAS (Ul Configura-
tion)/SICAM SCC (Editor)/Toolbox/
DIGSI and RuggedExplorer

Application data
Archiving of tools

After commissioning

SICAM PAS/SICAM SCC/
DIGSI/Toolbox Switches/
Routers/NTP Server

Configuration data
Project databases

During FAT, SAT, configuration &
commissioning: daily

SICAM SCC

Real-time data

During FAT, SAT, configuration &
commissioning:

For archives with spontaneous and
event-controlled scan, the storage
cycle is set to 2 hours.

8.2.4 Backup Media (Where)
Images (application programs), approved configurations data, and real-time data should be stored on
external hard disks or NAS Servers using a local storage concept. The next step for a more reliable backup
solution is to implement in parallel an offsite online backup storage using the customers own file-server
infrastructure or some online service.
8.2.4.1 Local Backup Storage Recommendation 1: Removable Media (External Hard Disks)
®  Anexternal hard drive can easily be attached to your computer using a USB port.
®  External hard drives can hold lots of information. We recommend that you use an external hard drive that
holds at least 1 terabyte (TB).
®  Attention: The external hard drive needs to be plugged into your computer and available when a backup
is scheduled to occur. If you store your hard drive somewhere else for safekeeping, you will need to
remember to get it out and attach it to your computer before your backup is scheduled.
®  Attention: Procedures for the control and management of removable backup media must be defined
together with the customer on a project base.
—  Siemens recommends keeping more than one current copy of the backup media.
—  Store one copy at an off-site location in a properly controlled, secure environment.
The risk of virus infection is very high when you attach a removable media to your computer.
Nonconformance with the measures can result in property damage.
< Check some hardening configurations and recommendations for the operating system where the
external hard drive will be attached.
228 SICAM [ SIPROTEC, System Hardening, User Guide
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8.3 Disaster Recovery

8.2.4.2 Local Backup Storage Recommendation 2: NAS (Network-Attached Storage) Server
A NAS unit is a computer connected to a network that provides only file-based data storage services to other
devices on the network which contains one or more hard disk drives, often arranged into logical, redundant
storage containers or RAID.
®  NAS provides access to files using network file sharing protocols such as:
—  NFS (popular on UNIX systems)
—  SMBICIFS (Server Message Block/Common Internet File System)
—  AFP (used with Apple Macintosh computers)
® NAS is a convenient method of sharing files among multiple computers.
®  Some benefits include:
—  Faster data access
—  Easier administration
—  Simple configuration
—  Vibration tolerance
—  Reliable data-blocks recovery and redundancy using RAID arrays
8.2.4.3 Online Backup Storage Recommendation 1: File System on Operate SharePoint
®  (Can hold lots of information
®  (Can be shared securely with the operator
® Inherent stored in a location that is separate from your computer, which can help protect your backup in
a second place
®  Attention: in the substation control room environment, access to the SharePoint is required (Internet/
Intranet connection point).
8.2.4.4  Online Backup Storage Recommendation 2: Online Cloud Services
® (Can hold lots of information and have broad network access (Network available and access through
standards mechanisms are guaranteed) and rapid elasticity (Computing capabilities can be elastically
provisioned and released according to demand, this way companies only need to pay for the storage they
use, being possible to expand anytime).
®  The well-known online cloud storages solutions can be used as natural disaster proof backup, as normally
there are 2 or 3 different backup servers located in different places around the globe.
®  Storage availability, housekeeping (maintenance tasks), and data protection is intrinsic to object storage
architecture, so depending on the application, the additional technology, effort, and cost to add availa-
bility and protection can be eliminated.
® [tincreases the number of networks over which the data travels, potentially increasing the attack surface
area. Instead of just a local area network (LAN) or storage area network (SAN), data stored on a cloud
requires a WAN (wide area network) to connect them both. The risk of having data read during transmis-
sion can be mitigated through encryption technology.
e Performance for outsourced storage is likely to be lower than local storage, depending on how much a
customer is willing to spend for WAN bandwidth.
8.3  Disaster Recovery
Disaster recovery is the ability of the information and communication technology (ICT) elements of an organi-
zation to support its critical business functions to an acceptable level within a predetermined period following
a disruption. [ISO/IEC 27031]
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8.3.1
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The following examples are part of a substation automation system:
®  Protection relays/IEDs

® RTUs

®  Substation Controller

® |ocal HMI

e  Network equipment (e.g. switch, router)

The duties of the automation system are in general protection, monitoring, and control. In energy automation
substations, the primary process is generally not actively controlled by the automation system. The primary
process runs also in case the automation system is off.

A Disaster Recovery Plan (DRP) is part of the Business Continuity Planning (BCP) of the operator. A Business
Continuity Planning is a proactive planning process that ensures critical services or products are delivered
during a disruption.

A Business Continuity Plan includes:

®  Plans, measures, and arrangements to ensure the continuous delivery of critical services and products,
which permits the organization to recover its facility, data, and assets.

® |dentification of necessary resources to support business continuity, including personnel, information,
equipment, and infrastructure protection.

The objective of a DRP is to minimize downtime and data loss after a disruption. Disruptions are handled in
3 steps:

®  Response
®  Continuation of critical services
®  Recovery and restoration

Incident response involves the deployment of teams, plans, measures, and arrangements to identify the range
and scope of damage and rapidly assume control of the situation. It helps to ensure that all time-sensitive
critical services or products are continuously delivered or not disrupted for longer than is permissible.

The dedicated disaster recovery plan is part of a dedicated project contract with the operator.

Recovery Process

The recovery process starts with the detection of a disaster. A disaster in general is one or more failed
elements. An overview over the main process steps for the recovery is shown in the following figure.
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Spare parts

Components
i %
. Determine repare Check for .
Determine and execute affected ) Installation,
Detect . . special .
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Disaster . commissioning
components migration HW/SW s and Test
] . condition
measures configuration
Repository of
Backups
Figure 8-2 Overview Recovery Process

The process starts with the detection of a disaster. Then follows the analysis of which components are
affected. This process step includes the investigation of the reason of the disaster, which is an important input
for the process step Determine and execute immediate mitigation measures.

For example, in case of a malware infection the isolation of the component could be an appropriate
immediate mitigation measure. The next step Prepare affected components consists in the preparation

of hardware and software of the affected components. The goal is to prepare a 100 % identical copy of

the affected assets. That means the hardware, software, and configuration should be identical including the
software-patch level.

For this purpose, the repository of backups is used. The Check of special commissioning conditions includes
the investigation of impacts of the primary process or of the secondary process in case of the hot swap of
each affected component. In general, the primary process runs independently from the secondary automation
equipment. In general, also the automation process is robust in direction of the sequence of startup of

single elements. In exceptional cases, those special conditions must be considered during installation and
commissioning.

The process ends with a test of the complete system. The scope of the test depends on the type and number
of replaced components.
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Disaster Recovery Strategy

The disaster recovery strategy depends on the type of component and the type of failure. The following table
contains typical disasters about the dedicated components. Other use cases can derive from this.

Table 8-3

Disaster Recovery Strategies Examples

Critical System Threat Response Response Recovery Recovery
Strategy Actions Steps  Strategy Actions Steps
HMI with hard- |Loss of hardware |Switch overto  |Verify if primary |Fix/replace Verify cause of
ware redun- secondary HMI  [HMIis down or |primary HMI. HMI outage.
dancy isolated. Fail back to Contact repair
(SICAM SCQ) Verify data has  |primary HMI. resources.
been backed up Fix HMI or use
and is safe. the preconfig-
Test secondary ured HMI spare
HMI. part.
Start switch over Test new
to alternate HMI. primary HMI.
Fail systems back
to primary HMI
HMI without Loss of hardware | Operate the field | Temporarily Use the spare Use spare part
hardware redun- equipment adopt the proce- |part to substitute |[HMI.
dancy through IED dure for local the HMI Restore the last
(SICAM SCQ) operation to the complete and

field equipment
through IED.

trusted system
backup.
Connect the HMI
to the network.
Return to
operate through
HMI;
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Critical System Threat

Response

Response

Recovery

8.3 Disaster Recovery

Recovery

Service PC

Malware

Strategy

Isolate the
infected system

Actions Steps
Verify PCis
isolated from
network to stop
the infection
from spreading
to other system;

Strategy

Repair the

infected system
and reconnect it
to the network.

Actions Steps

Ensure the latest
virus definitions
from antivirus
software are
installed.

Ensure that anti-
virus systems are
configured to
scan all files.

Run a full system
scan.

Restore missing
or corrupt data.

Removelclean
infected files.

If the malware
was not found,
restore the last
complete and
trusted system
backup.

Confirm that the
computer
systems are free
of malware.

Reconnect the
cleaned
computer
systems to the
network

IED

Loss/defect of
hardware

Isolate the IED
from field equip-
ment

Verify that the
IED is shut down.

Ensure that IED
is isolated and
will have no
influence on the
field equipment.

For the control
IED, verify that is
possible to
operate the field
equipment
directly.

For the protec-
tion IED, ensure
that alternate
protection is
functional.

Use the spare
part to substitute
the IED

Use spare part
IED (consider
updating the
hardware revi-
sion).

Install the firm-
ware, patches,
and restore the
configuration
identical to the
lost IED.

Schedule a
programmed
intervention in
the system to
replace the
defect IED.
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Critical System Threat

Response
Strategy

Response
Actions Steps

Recovery
Strategy

Recovery
Actions Steps

(Switches,
routers,
NTP server)

Data Concen- Loss/defect of Isolate the Verify that the Use the spare Use spare part
trator/Gateway |hardware gateway from Gateway is shut |part to substitute [hardware and
(SICAM RTU / other equip- down. the hardware restore the
SICAM PAS) ment, discon- | Ensure that the [and use backup | configuration
necting all gateway is to restore to identical to the
communications |isolated and will |original configu- ||ost gateway
interfaces. have noinflu-  |ration using backup.
ence on another Schedule a
equipment. programmed
intervention in
the system to
replace the
defect gateway.
Network equip- |Loss/defect of Isolate the Verify device is |Use the spare Use spare part
ment hardware device down or isolated |part to substitute | device (consider

the device

updating the
hardware revi-
sion).

Install the firm-
ware, patches,
and restore the
configuration
identical to the
lost device.

Schedule a
programmed
intervention in
the system to
replace the
defect device.

As shown in the examples, having a critical-spare inventory is essential to handle the most of the smaller scale

interruptions.

Up-to-date backups must be available to restore the last condition of each system component damaged. These
backups should be kept in a secure location where they can be quickly obtained by authorized individuals
when needed. It is a good practice to keep backups locally and in a shared external source.

It is suggested verifying and testing the backups when they are produced to ensure the data are usable and

accurate.

A proactive approach that helps to handle disaster recovery situations is to use an architecture with redundant
systems, avoiding single points-of-failure. In this way, it is possible to have a stable situation even in a
degraded scenario with a reduced amount of healthy equipment.

Depending upon the magnitude of the damage inflicted by a particular incident, cybersecurity forensic special-
ists may need to be consulted for the following:

® To determine the root cause of the incident

®  To evaluate the effectiveness of the response(s) taken

® |n case of an intentional loss: to preserve the chain of evidence to support efforts to prosecute the

perpetrator

It is very important that the damage be repaired as quickly as possible to restore the initial condition of
redundancy to the system. And after the recovery phases are complete, response and update policies should
be thoroughly reviewed and improved according to lessons learned.
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8.3.3

8.4 Backup Procedure for Siemens Products

Test Procedure

Prerequisite for a successful recovery is the use of the same hardware as for the backup. A spare PC should be
available for every system (SICAM PAS, SICAM SCC, and Engineering PC) and the operator should have spare
parts also for PLCs and IEDs.

i 0

NOTE

Virtualization can provide significant benefits for disaster recovery planning. Generally, it helps save
money, time, and effort, and make the often-daunting task of designing and implementing a disaster
recovery plan easier.

®  Fewer physical servers needed at a disaster recovery site reduce one-time and ongoing costs, and
results in less idle hardware.

® Hardware independence allows for more hardware options without compatibility issues.

®  Encapsulation turns a VM into a single portable file for easier transport and deployment.

® Snapshots provide an effective method for backup and save reliable states of virtual machines.
® Automated failover and easier testing

®  Easier server deployment: scripting can be used to help automate many configuration and operational
tasks.

8.4

8.4.1

8.4.1.1

Backup Procedure for Siemens Products

IED SIPROTEC (with DIGSI)

DIGSI 5 manages the components of a system and all the data associated with it in relation to the project.
Projects are structured as folders in Windows. You can find the project folders under My Files\Automation. A
folder with the name of the project is created for each project.

Archiving/Retrieving a Project

To save a project as a backup file and retrieve it later, you can archive the project created in DIGSI with the
same name or any another name in the desired location. Further, after archiving any current opened project
in DIGSI, you can continue working on the project without closing it. At any point of time, you can always
retrieve the archived version of the project and start working on it, if required.

Archiving a Project

< Inthe Project menu, click Archive.
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Figure 8-3 Archiving a Project in DIGSI 5

The Archive current project as... dialog opens with the default File name.

< Select the desired project folder from the Save in list box.

< Enter the new project name in the File name text box, if required.

< Click Save.
x|
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Figure 8-4 Selecting a Project to Archive

A progress dialog appears displaying the archive status and the archived project file is saved in the desired

location with the file extension .dz5.

Retrieving an Archived Project

< Inthe Project menu, click Retrieve.
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Figure 8-5 Retrieving an Archived Project
A confirmation prompt appears to confirm the retrieval.
< Click Yes.

The Retrieve archived project dialog opens.
< Enter the new project name in the File name text box.

< Select the archived project with the file extension .dz5 from the respective folder.

The file name is displayed in the File name text box.
< Click Open.

The Browse for Folder dialog opens.
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Figure 8-6 Selecting Target Directory

< Select the target directory.
< Click OK.
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8.4.2

8.4.2.1

8.4.2.2

8.4.2.3

A progress dialog appears displaying the project retrieval status and the retrieved project is displayed in the
project tree.

SICAM PAS

Local Backup Storage Recommendation 2: NAS (Network-Attached Storage) Server

SICAM PAS/PQS saves your project's configuration data in a relational database in the (%PAS_APPDATA%\Data-
basel\pas.db) installation directory.

This project database is loaded and displayed by default. Any change in the current station configuration is
automatically saved in this database.

Additionally, you can archive and load back your station's configuration. This creates the backup copies of your
station configuration, e.g., before performing changes. If you configure a station offline on another computer,
you can transfer this configuration to your station and unarchive and customize it afterwards. In a redundant
system, you can archive and unarchive the configuration on a redundancy computer to transfer it.

On the project level, you can:

®  Archive project data

®  Unarchive project data

® (Create a new database

®  (reate a new database from a template

®  Compress a database

Archiving Project Data

Archive your database in the Configuration view. This menu item is disabled in all other views.
Proceed as follows:
<  Select the Configuration view.

< Click File — Archive and select the directory in which you want to save the backup copy.
< Click Save to confirm.
The data is compressed as a *.ZIP file and saved in the selected directory. The ZIP file includes the database

and log files and the ARCHIVES subdirectory.

Dearchiving Project Data

i 0

NOTE

When copying an archived project database, all communication links are interrupted and restarted auto-
matically afterwards. SICAM PAS/PQS Ul — Operation is exited.

When loading an archived project database, the current project is overwritten. You are prompted to
confirm this step. Siemens recommends saving a backup copy of your current database before loading
another project (File — Archive...).

When dearchiving the previously archived project database after an update of SICAM PAS/PQS, the data-
base is also converted.

238

Proceed as follows:

< Click File — Dearchive... and navigate to the directory with the project database which you want to
restore.

< Select the zipped project database and confirm with Open.

Some items of information stored in the unarchived configuration database must be customized for the new
system, e.g., the IP addresses of the computer.
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8.4.2.4

8.5

8.5.1

8.5 SICAM SCC

Dearchiving Large Project

For projects with a large data volume, you have the option to transfer the archived project data directly under

Windows.

Proceed as follows:

< Stop the SICAM PAS/PQS runtime environment. To do this, click Start = Run — cmd.exe to open a
console window and enter the net stop ssr command.

< Ina Windows Explorer, open the %PAS_APPDATA%\Database folder of the SICAM PAS/PQS database.
Delete or move the Archives folder and the pas.db and pas.log files.

< Unzip the zip file of the archived project to the SICAM PAS/PQS database folder.

The database folder must now contain the pas.db and pas.log files and, if required, the Archives folder again.
<~ Start the SICAM PAS/PQS runtime environment. Enter the net start ssr command in the console window.

< Enter the cd %PAS_BIN% and Changeloggenerator.exe commands in the console window.

The SICAM PAS/PQS runtime environment restarts with the dearchived project.

Alternatively, you can click Update system to restart the runtime environment in SICAM PAS/PQS Ul —
Operation.

SICAM SCC

Backup the SICAM SCC Database

i 0

NOTE

When archiving a database, all communication links are interrupted. The restart must be done manually. In
case of a redundant system, the partner is still communicating to the process level.

8.5.2

Proceed as follows:
< Go to the SICAM SCC and stop the WinCC Runtime.

< Close the WinCC project and Explorer if open.
< Go to Start — Run and write reset_wincc.vbs and click OK.
S

After you get a message box, confirm and open the Windows explorer and zip WinCC project folder, e.g.,

D:/WinCC.
<~ Save all backups on a centralized drive to avoid discrepancy problems.
< After archiving, restart the PC. If autostart for WinCC is not activated, start the WinCC explorer and

activate the project manually.

Restore the SICAM SCC Database

i 0

NOTE

When archiving a database, all communication links are interrupted. The restart must be done manually. In
case of a redundant system, the partner is still communicating to the process level.

Proceed as follows:
<{  Go to the SICAM SCC and stop the WinCC Runtime.

< Close the WinCC project and Explorer if open.

< Go to Start — Run and write reset_wincc.vbs and click OK.
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< After you get a message box, confirm and open the Windows explorer.
< Move the folder where you have your project folder, e.g., D:\WinCC to D\temp\WinCC.
< Unzip the new backup in the place where project is normally located, e.g., D:\.
< After unarchiving, restart the PC. If autostart for WinCC is not activated, start the WinCC explorer and
activate the project manually.
8.5.3 Backup SICAM SCC Real-Time Data

8.5.4

240

SIMATIC WinCC, the basis platform for SICAM SCC, uses SQL segments to store and archive the alarm logging
and tag logging data. These 2 services need to be configured to export the data automatically to a Windows
directory.

The process of creating individual messages or individual tags to be stored according to a specific cycle

or event will not be demonstrated in the document, as well as the criteria on how to set up an archive.
Therefore, for more information regarding on how to set up alarm logging or tag logging and how to set up
archives, refer to SIMATIC WinCC Help — Contents and Index.

Fle Edit View Tools
Tag Logging (k4 Contents and Index =

= ) T2glogging Info about WinCC Configuration Studio

#-0+% Timners 16

Figure 8-7 Backing Up SICAM SCC Data

In the Help window under the Contents tab, refer to Working with WinCC — Archiving Process Values or
Working with WinCC — Setting up a Message System.

Corterts | ipdex | Gearch| m
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e WinCC Information System
= WL Installation Motes

# § WinCC Relzaze Moles 0z

= Senvice and Suppart

B (L:I Getting Started

= ] Working with WinCC .
@ @ Working with Projects Settin
4] Wosking wath Tags Wi
= @ Creating Process Pictures
[+ Process Picture Dynamics Me:
[+ WBS for Creating Procedues and &
o Pri

Auchiving Process Values &0

[+ ‘wodking wath Cross Helerence Me

s 8 Documentation of Configurstion an
= Creating Page Layoults Die
= @ Creating Line Lavouts

Figure 8-8 Selecting Setting up a Message System

Alarm Logging Archive Backup

To enable the Alarm Logging Archive Backup, proceed as follows:
< Go to Alarm Logging.
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< Right-click Messages and select Archive Configuration — Properties.

A

File [Edit Yiew Took Hep

Alarm logging « | Messages [ Sel
| Imumber  [Mes
S v message class 1 E.

25y . ;

a-a .

v L a qrent |4

ol ]| Export gmenton R | 3 |
IR [ . - | & |
5 -_-.II |4 Archve Configuraticn lI Reset

& ia Selection [

e | System, without acknowledgmer

v m Message blocks

= Reload sfter power faidure
4 Message groups

EL Sytem messages Broperties
4 Limit monitenng YT .
| ig |
Figure 8-9 Archive Configuration Properties

< In the Backup Configuration tab, check the Activate Backup option.

< Click Browse....
< Choose the desired destination directory in the Browse for Folder window.
< If a backup destination path is needed, the option Backup to both paths needs to be checked.
< After selecting the destination folder, click OK.
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Buchive Cordiguiation  Backup Configursiion

[ Signirg activated m—
| [ Actrvate backun [ Backup to both paths I.b
Destrstion path
|' 1 EBrowize...

Broswse for Folder

Browss...

3 Ea Local Disk (C1) Help

v am DWDRW Drive (F:) w

Figure 8-10  Selecting Archive Backup Location

< Restart the project runtime.

8.5.5 Tag Logging Archive Backup

To enable the Tag Logging Archive Backup, proceed as follows:
< Go to Tag Logging.

< Right-click Archives and select Tag Logging Fast or Tag Logging Slow — Properties.

Eile Edit Yiew Tools Help

Tag Logging « | Archives [ Process Value Archives ]
| & I_Tag Logging ‘Archive name Comment |Archiving dis
(7 Tirmers 1 [Process value_archive il
2

=1l PFTE Aschive Configuration  » TagloggingFast  »|  Resst
Taglogging Slow  »
&

1 ce Expont .

H I Properties
I

C= -

Figure 8-11 Tag Logging

< In the Backup Configuration tab, check the Activate Backup option.

< Click Browse....
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< Choose the desired destination directory in the Browse for Folder window.
< If a backup destination path is needed, the option Backup to both paths needs to be checked.

< After selecting the destination folder, click OK.
Aschive Configuation  Backup Configurstion

[[] signing activated
| [] Activate backup] [ Backup to both pathe l&
[estrnstion path

H Browse fior Folder 4
Albemative de

ok Canocel

Figure 8-12 Selecting Location for Tag Logging

< Restart the project runtime.

8.5.6  Restore Archive Backup

For SIMATIC WinCC, all backed-up archive data can be only connected at the active running server and for fast

display of the archived data, it can be connected via WinCC AlarmControl and OnlineTrendControl objects by

using the Connect Backup and Disconnect Backup located in the toolbar of each object. To do so, proceed as

follows:

< The Connect Backup and Disconnect Backup need to be enabled in the toolbar of each object that is
being used to display the data. To display these buttons, simply edit the properties of the object and
check the options in the Graphics Designer. Save the pdl picture file and reload the picture in the
Runtime.
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Trerdd airedioes Fra oz Vs

Figure 8-13 Restoring Archive Backup

To Connect Backup, in runtime click the ﬁ (Connect Backup) either in the Alarm Control or Online
Trend Control, select the path, and one or more segments can be selected.

L‘u—-ﬁ_'w-chr’nmﬂ o s
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Figure 8-14 Connecting Backup in Runtime

The Windows Connect Archives will display the confirmation of the connected archives.
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Connect archaves

o “DESKTOR-SSBETL |_CYEERSEC_TLG_F 201606031155 _01608031242" was successfully conmected to the system,
B DESKTOR-SE8ET1 | CYBERSEC_TLG_F_201808021539_201 508031155 is akeady connected to the system,

Figure 8-15 Archive Connect Confirmation

=
v To Disconnect Backup, in runtime click the _j (Disconnect Backup) either in the Alarm Control or

Online Trend Control, select one or more segments to be disconnected.
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Figure 8-16 Disconnecting Backup in Runtime

The Windows Disconnect Archives will display the confirmation of the connected archives.

Disconnect archises

o TESKTOP-988ET11_CYBERTEC_TLG_F_201808031 155_201808031 242 was successhully disconnecbed from the sysbemn.

Figure 8-17  Backup Disconnect Confirmation

8.6  Archiving of Engineering Tools

All engineering tools and respective versions (also hotfixes) used in the project must be saved after commis-
sioning and delivered to customer. It includes, for instance, the following:

®  SICAM PAS (Ul Configuration)
®  S|CAM SCC (Simatic WinCC Explorer)

®  Toolbox
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e DIGSI
®  RuggedExplorer
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9.1

9.1.1

9.1.2

248

cRSP (common Remote Service Platform)

Remote Access to Substation Systems provides huge operation benefits but at the same time, secure connec-
tivity is very important. Siemens provide a secure, cost-effective, faster, and flexible service over the Internet
or by mobile wireless communication.

It is important to consider that to make a system available to users beyond the walls of trusted environment
should be a balance between ease of use and security considerations.

cRSP provides several options for remote access based on the purpose of the access and type of systems. In
some cases, the installation of extra software may be required on the target system. This would enable to
access the systems anywhere in the world to competent energy automation experts, and to introduce the
necessary maintenance measures. The system makes it possible for internal experts or external partners like
system integrators to be involved in the remote access in addition to the skilled personnel from Siemens.

There could be 2 different setup architecture for cRSP

Siemens-Owned Access

The connection between the cRSP infrastructure and the customer network is performed through a router
provided by Siemens.

Intermet Connection Access Point Cous tomer Mo bwork

= . i D 500 and 4500

e B =_ &2
o L PN Brostband - @

= .Y PSen A
="" N—— — + _ e =

o — - - LR 500 and 4500

Figure 9-1 Siemens-Owned cRSP Access

Customer-Owned Access

The connection between the cRSP infrastructure and the customer network is performed through a customer
router or it ends at the customer’s firewall.

InternetConnection Access Polnt Cuslomer Nebwork

LD 500 and 4500
TCP: 22

. -
- VPN Broadband -
. Ploc

S

|

UDF: 500 and 4500

Figure 9-2 Customer-Owned cRSP Access

This chapter describes the configuration and usage of the common Remote Service Platform (cRSP), which is
used to connect to the substation automation and protection systems. cRSP is owned by Siemens.

The general setup is shown in the following figure:
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Figure 9-3 Remote Access Through cRSP

9.1.3 Activate Windows RDP

The remote access allows an authorized user to perform similar engineering and configuration tasks as from
a dedicated PC on the substation itself. The required permissions in the OS depend on the service tasks of the
authorized user and will be configured via the account management locally or via Active Directory.

< Click Start, search for Computer, and go to Properties.
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Figure 9-4 Enabling Remote Access in Microsoft Windows

< Select Advanced system settings and open the remote strap on the top bar and tick Allow connections
only from computers running Remote Desktop with Network Level Authentication.
System Properties =

Computer Nama  Haidwaie Advanced System Prolecton Ramota

Fiamsoie Asssdancs

[ tlow Remote Asssmnce connecsons 1o this compuier

Advanced

Rt Deskiop

Chooiba 8n opaon. Snd e Spacly whi CBn Sonficl
Dol alow Mol connecions i tha compute

i Allow ibmnale ConfEchanE I Pad Sompuble

[ Atow connecans anly bom compuass rmning Remote Deskiop
with etk Level Aulenicabon (lecommanded)

Seloci Lisam

Cancal Apply

Figure 9-5 Allowing Remote Access in System Properties
The system administrator used should already be part of the remote access group. If a special user needs to be

added, select the System Properties window:
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< Select User... and Add..., go to Advanced and Find Now.

The users listed below can connect to this computer. and any members of the
Administrators group can connect even if they are not listed.

z003wjcf already has access.
Add... Remove

To create new user accounts or add users to other groups, go to Control Panel
and open User Accounts.

0K Cancel

Figure 9-6 Adding New User for Remote Access
< Select the user you want to add and click OK until all dialogs are closed.

Select Users =

Selectthis object type:

IUsars or Built-in security prncipals l Object Typas._.
From this location
|DESKTOP-FIKCDl.Fﬂ | Locations...

Enter the object names to select (examples)

Check Names

Advanced.. 0K Cancel

Figure 9-7 Selecting User for Remote Access

9.1.4 Network Setup - Firewall/NAT

The following description is based on a use case where the cRSP router is in a different zone than the PC
which will provide the remote Terminal Access Service. The cRSP router is configured with certain fixed IPs. It
is required to set up the network in a way to get the dedicated remote access PC available within the remote
access zone.

Remote DMZ IP— 172.16.0.120 (preconfigured in the cRSP) Interface - RDMZ
Internal Workstation IP—>172.16.11.6 (Service Workstation in the DMZ) Interface - DMZ
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9.1.4.1 Interface Settings

Set up a new RJ45 Interface with the following IP addresses as shown in the following figure:
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Figure 9-8 Setting New Interface for Remote Access in Ruggedcom
NOTE

i 0

Set up a default gateway as static route with the gateway (GW) address 172.16.1.1.

9.1.4.2  Firewall Policy/Rule Settings

A new zone needs to be created in the firewall for allowing remote access in this example. It is considered as
Remote DMZ (RDMZ). For detailed instructions, refer to 2.4 Firewall.

< Create a new zone called RDMZ.

< Add the new interface fe-1-6 and connect it with the RDMZ.

< Add a new set of default policies to block access between the new zone and the already existing zones.
< Create a rule which contains the following:

The IP addresses are used by the cRSP server service platform which represents the source of any service which
requires access to your relevant equipment (for example your remote desktop session):

Source IP cRSP Server

® 194.138.39.24

e 129.73.116.83

® 194.138.243.184
Endpoint IP Engineering Workstation

e 172.16.11.6

Rule 1 Protocol: TCP
Port: 3389
Rule 2 Protocol: ICMP

9.1.4.3 NAT - Network Address Translation

NAT is generally used in substations. One of the use cases is keeping the remote access interface in the
predefined IP address range so that it does not interact with the substation IP addresses.

< Login to the WebUI of the ROX and change to the Edit mode.
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< Navigate to security — firewall — fwconfig - FW1 — fwnat.
Click Add fwnat.

<>

<~ Fill the parameters: name or number, external IP, interface, and Internal IP (to where the request should
get routed).

< Commit the change.

SIEMENS

Lo Fom Mg am

Vigw | B Frivais

a & W = =& o

Chonges Valiits  ReasiAl  Comndt  Falbsck  Eul Irasction

[ il Tt Dniige B oo el Twmale
e - L Bo -

H fawdmisre
e Y
BBl retiste

B ot

E [T

| 4= BT e gl WY st
Al Mt Rl Tramisfion Main Sefiings

AT Dty beme  Extormal IP Addorid el s [SF 1T ilermal Addeiid Ll indiviace Locak

o LEFRLE:R I 14 deabied P28 R [T depitled il lopnd

Figure 9-9 Enabling NAT in Firewall

It is important to enable NAT in the firewall to make it work. If the firewall is switched off, all interfaces will
not be accessible from the Shell network.

9.1.5 Test the cRSP Access
Access the cRSP Web page.

9.1.5.1 CRSP Settings

Generally, the change of settings is disabled for users. This can only be done by the Siemens Support team.
For more information, refer to the cRSP manual available at the website

<~ Go to Manuals/FAQ — cRSP User Manual.

Hanuals [ FAQ b
RSP Uier Mamusl
RGP Tnput Filbars

€RSP Service Agenl Usar Manual

Figure 9-10 Accessing cRSP Manual from cRSP Website
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9.1.5.2 Logon to the cRSP
The user that needs to login via cRSP should be part of the cRSP User group.
®  CRSP Portal; Siemens internal (Intranet):
—  https:/icrsp1.siemens.com/ic/login.do (1&C)
- https://crsp1.siemens.com/industry/login.do (Industry)
®  CRSP Portal; Siemens external CWP (Internet):
—  https://crsp-fth.siemens.com/dana-na/auth/url_4/welcome.cgi

< Open https://crsp1.siemens.com/ic/login.do with the Internet Explorer and login via PKI or unique user-
name provided by the cRSP Helpdesk and the password chosen.

SIEMENS

common Remote Service Platform
Remote Service Solutions

Pl Entithement Login

K2 Entiement Login |
Login v upemname and password
| Hoflne: +439 (9131) 6712652 crap-tripide sk industryRsement £0m
Soraco days: Monday - Sunday Soerace tma is D000 - 24:00 CEST
I yoeus el By degan B Ml Induisdry podtal, phease use ona of the follawing links
Iedusiry Firh Irsdusstny bruineg

Figure 9-11 Logging in to cRSP

< Beside other navigation options, the site assigned to the user’s personal account can be accessed as
shown in the following figure.

s [tngs [wilties [administration [manuabs / Faa |

Welcome to the Common Remote Service

Seftware Version 10.0 @

Your usar ascount . asa2ees

Figure 9-12 cRSP Landing Page

< Navigate via Customer System — Search via Site and click Search without any further filtering to get a
list of all sites assigned to the user. It is possible to type the name or other search criteria of the site to
filter the results.
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Figure 9-13  Search via Site
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Figure 9-14 Search via Site Results

All available addresses can be seen under Real Host IPs which are preconfigured in the Cisco router.
The IP assigned to the NAT configuration in the router should be one of those.

2180z
BORS 1T IT L R e
BOLES 143 12 80 13
BREE 147 20T 1T 36090
AL a2 iTdan
SQUEE 1T 28 TS
BRES 142230 (hrd TR ]
ElES 17 IH 1T 08
LT E e =] 172 06 80
BUEG 18 2N T2 181020

Figure 9-15 IPs Assigned for NAT

< Click the device with IP configured for the equipment.

It will open a new page with the available services and applications that will start for this host:
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Figure 9-16 Selecting a Device in cRSP
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Connect to a system only if its operational state has the value Complete. If the system's operational state has
a different value (e.g. Under Construction), only administrators may establish connections to the system (for
connection tests).

® Name:
The name of the customer system as used internally by the cRSP (unique within all systems of a tenant).
® Real Host IP Address:
The customer system's IP address as defined in the system itself.
®  Product:
The product type of the customer system.
® Site:
The administrative site to which the customer system is assigned.
® Region:
The administrative region to which the customer system is assigned.
< Try to ping the device. When the Ping is pressed, 2 new windows will be opened and the feedback time
can be seen like ping in the Windows Command Prompt.
[ iscomect i |
[00.00.01
A ping 14.65.142.226 ok os.fth.sbs.de: C. ing to Engineering piny
[ oisconnect | Siemens AG, E D EA SYS
£ Engineering=ping - Windows Internet Explorer
) [ vros 1mpo9ssn oo v sos cerseressiorgrio= oxlallx| e wmulqmsunm...ll_l
| Datei Besbeiten Angcht Favoriten Extas 7
I,.; Bot.. 2l02.. 2'03.. ¥ se.. 2w 2105.. Obab.. dese0.. wegnx Muom.. @own. (o Bse. @rvee R, sz e
[o00016 |
Do not Scroll | Close | _More Options |
fbin/pag 14.65.142.226
PING 14.65.142.226 (14.65.142 226) 56(84) bytes of data
648 bytes from 14.65.142.226. somp_seq=1 t1=124 time=103 ms
64 bytes from 14.65.142 wcmp_seq=2 tth=124 time=75 5 ms.
64 bytes from 14.65.142.226. scmp_veq=3 =124 time=101 ms
64 bytes from 14 65 iemp_seq=4 tti=124 time=102 ms
64 bytes from 14.65. . scmp_peq=3 101=124 ume=102 ms
64 bytes from 14 65 iomp_seq=6 =124 time=96 § ms
64 bytes from 14.65. wcmp_seq=] til=124 time=96 6 ms.
64 bytes from 14 65.142 wmp_1eq=$ mi=124 time=104 ma
68 bytes from 14 65.142 226 scmp_seq=9 tti=124 time=72.5 ms.
64 bytes from 1465 iemp_seq=10 t1=124 time=71 2 ms
64 bytes from 14,65, scmp_sveq=11 tti=124 ime=703 ms
64 bytes from 14.65 1omp_veq=12 =124 time=68 2 ms
64 bytes from 14 65 - iemp_seqe13 tti=124 time=57 7 ms
64 bytes from 14.65. . smp_peq=14 =124 tme=71.3 ms
64 bytes from 14 65.142 226" icmp_seq=15 tti=124 time=75.0 ms
64 bytes from 14.65.142 226: wemp_seq=16 tt=124 ime=73 8 ms
A4 twrea froem 14 85 142 224 iomn wsa=17 mi=124 tima=71 0 ma
Figure 9-17 Pinging a Device in cRSP

If the device is reachable, close the window and start any other service available.

9.1.6

9.1.6.1

Remote Desktop (RDP)

Applications for Remote Monitoring and Control

Remote desktop software enables to operate a computer as if being accessed physically, from a remote,
internet-enabled computer. The term remote desktop refers to a software or an operating system feature

allowing applications, either command line programs or graphical applications, to be run remotely on a server,
while being displayed locally.
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NOTE

®
l The user on the target PC logs off as soon as the remote-desktop connection has been established. For
SICAM PAS Station Units without screen, the remote-desktop application must be used.

<  For selecting the remote-desktop application, click Microsoft Terminal Server.

Applications for PAS-Foll Servi

application Type | Client | Connect
viet Sesson = Vieh Sesa0n
Tenel Seasion Puthy Teinet
poAnywhers - pharywhens
Hstmastng - Platrmastirg
Uirgnat Tarmrsl Sarver - M Taranal Serobe
Fig Transher (FTF) Fiezia Fig Tramgfor (FTF

Figure 9-18 Selecting Remote Desktop Application

cRSP will connect to the selected PC and a pop up will occur asking if you want to share all your drives of your
local PC.

< Confirm the message with Yes. This will allow to share files in the explorer view of the target PC selected.

TOUDOTR

Connect to Siemens AG, E D EA SYS PAS-FullServl Microsoft
Terminal Server

EI Do you want to shate all your drives?
[ ] [ves | is You can minimize it though
I D-uomm'

Figure 9-19 Starting Remote Desktop

< Now, log on with the user configured in the Windows PC. In the pop-up window Remote Desktop
Connection, click Connect. This will give access to the target PC.

ccess [Convracesmay =] KeepAwe: [
"

session ¢ Remote Desktop oo [yl o [m
== % Connection - e
] Appacavons | [ Connectons Worstor
g Do . oY, e B
se Compiete o
Se g o omcte o
te whereths Comcate o
SCaY PASCC Se Cociete o
SCAM PASCC se f~ Publsher: Unkmoom publisher Compinte °
se Tree: Remcts Desbtop Convction omciet °
Remcte computer: 127002 Cociate o
omgiete °
Compiete o
omgian o
Compite °
cormt | [CEmd ] k> | S o 3

Figure 9-20 Accessing Target PC

As mentioned above, the file can now be shared and the user has full access to all applications and functions
of the target PC.
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9.1.6.2

- - M PAS-Fullserver1

iy Local Disk (C:)
g Data (D:)

# C® Con DEB21NZC
# <® D on DEB21NZC
¥ E on DEBZ1NZC
¥ Hon DEB21NZC
# < I on DEB21INZC
* W on DEBZ1NZC

Figure 9-21 Sharing of Files

Applications for the Transfer of Files

FileZilla (File Transfer with Logging Function)

258

FileZilla is a free and cross-platform FTP software, consisting of FileZilla Client and FileZilla Server.

A FileZilla client is a fast and reliable cross-platform FTP, FTPS, and SFTP client with lots of useful features and
an intuitive graphical user interface featuring:

Supports FTP, FTP over SSLITLS (FTPS), and SSH File Transfer Protocol (SFTP)

Cross-platform. Runs on Windows, Linux, *BSD, Mac OS X, and more

IPv6 support

Available in many languages

Supports resume and transfer of large files > 4 GB

Tabbed user interface

Powerful site manager and transfer queue
Bookmarks

Drag & drop support

Configurable transfer speed limits
File-name filters

Directory comparison

Network configuration wizard

Remote file editing

Keep-alive

HTTP/1.1, SOCKS5, and FTP-Proxy support
Logging to file

Synchronized directory browsing

Remote file search
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9.1.6.3

Users can exchange file using FileZilla user interface.

9.1 cRSP (common Remote Service Platform)

7 FleZilla - Conmected bo 127002 =101 x]
Fle Bt Tranfer Wi OQuese  Seiver  Help
- hwoeERLoxrR® 000000
| Ao [ User [ [yem— Pt |Mmi'l
Command  FEST O |
Haspons T Aot nppoded. Reglwtng o
Command TYFE
Hanpaone 200 Tops el 1o
Command  RESTO
Hsapons F50 Flet supposied. Featarng of 0
E-l'.',m:l;: -S"L?.In Harcies fare e pendg I'h:ng n?\ll.'\l (=g =y j
Loeal St | T \Diocurmanits ared St et B Dieshiog'Fis Tisnsher w| | Rismole Sl | varler REPY =|
(3 Fie Traraler g =] | Pl [ Fesow [Fistyps | Datn Toe | Peimissiones
1) Wes Srhr (=
i P = =iFz 1peg M1 PGB e
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| Locl Fienarse Sew | Crection | Remots Flename [ taost HEET I
By | 1 | | G Olrtee & 8

Figure 9-22 FileZilla User Interface

File Transfer on Remote Site

FileZilla Server needs to be installed on the target system (e.g., Engineering PC), a user password must be

defined, and a folder needs to be shared. Therefore, proceed as follows:

< Double-click the desktop link of the FileZilla Server and keep the settings like the Server Address as

shown.

Connect to Server

Server Address: Port:

x|

rn [14147

Administration password:
I

™ Always connect to this server

Lo | _conce |

Figure 9-23 Connecting to Server in FileZilla

< Click the user symbol to open the Users dialog.
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Figure 9-24  Selecting User

< Now, define a user account.

Figure 9-25 Defining a User

< Enter a password (as shown in the following figure).
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Page: - Adeount settngs “lbes |
General F¥ Enabie account '
m .
vt | |
1P Fiber Group memberships: |-:.rlnne: ;I
I™ Bypass userbmit of server
| Magimes conrection count: I':'
| a
_:'m

Figure 9-26  User Authentication Using Password

< Select a folder to be shared for data exchange and give proper user rights (read, write, delete). As soon as
the configuration of FileZilla is finished, minimize the application but do not close it.

Pace: - Snared foders [nitnis :
Generdl | | Abases I'F:'. |
Shared foiders H e dirsctony> P |

rems | Yirte 1
1P Fiter EII
Piease select & folder that should be addied o the folders st
of the seected user acoount.
s ProgectiPAS
= s Dt D) E
E ¢ SRECYCLE.BIN
. | m— b lmages
A | Pemows | Bar . izt
| _I_ @ A Instal_Wn7_7027_10202010
A dvmcion skae wil Bes Bppete at the 8 H o POK
path. Separte multipls alases for ore e B Project
Fusing alases plecss svoed cyche die = ..a
& i Skcam
b stick .:i
= ]
[T ] comca |

Figure 9-27  Select Folder to be Shared

<~ File transfer on user site.

< During a remote service, the FileZilla client is started on the user PC via cRSP by clicking File Transfer
(FTP) and appears as Java Applet.
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Figure 9-28 CRSP Java Applet
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A.1 Abbreviations

A1

264

Abbreviations

For general abbreviations used in the Management Manual, process, and work instructions, see https://
blog.Insresearch.com/acronym-quick-reference (PLM Process Glossary).

List of project/document specific abbreviations:

AC Application Control

AD Active Directory

AD DS Active Directory Domain Services

CcC Change Control

CLI Command-Line Interface

CSR Certificate Signing Request

DDC Desktop Delivery Controller

DMZ Demilitarized Zone

EA Energy Automation

ESP Encapsulating Security Payload

HIDS Host-Based Intrusion Detection System
HMI Human Machine Interface

IC Integrity Control

ICA Citrix XenApp Independent Computing Architectures
IDS Intrusion Detection System

IED Intelligent Electronic Device

IP Internet Protocol

IPS Intrusion Prevention System

IPSec Internet Protocol Security

LTS Long-Time Support

MD5 Message-Digest Algorithm

NIDS Network-Based Intrusion Detection System
Nmap Network Manager

OpenSSL Open Source Secure Sockets Layer

OslI Open Systems Interconnection

PFS Perfect Forward Secrecy

PRP Parallel Redundancy Protocol

PSK Pre-Shared Key

RSA Rivest, Shamir, and Adelman - an algorithm for public-key encryption
SaaS Software-as-a-Service

SCT Security Configuration Tool

SHA Secure Hash Algorithm

SSH Secure Shell

SSL Secure Sockets Layer

TCP Transmission Control Protocol

TLS Transport Layer Security

VM Virtual Machine

VPN Virtual Private Network

WOuU WSUS Offline Update

WSUS Windows Server Update Services
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B List of Required Open Ports

The following table lists are excerpts of the Security Manuals of each individual product:

B.1 SICAM PAS/PQS, SICAM SCC 266
B.2 SIPROTEC 5/DIGSI 5 268
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List of Required Open Ports

B.1 SICAM PAS/PQS, SICAM SCC

B.1 SICAM PAS/PQS, SICAM SCC
The following table lists the programs and services that communicate between members of the network. If
2 members are in different subnetworks, the ports and protocols must be opened in the firewalls between the
subnetworks.
Service Layer4 Layer7 From (Client) To (Server)
Protocol  Protocol Host Port Host Port
BTIServer TCP BTI protocol SICAM PAS/PQS - SICAM PAS/PQS 10025
Full Server/DIP Full Server/DIP
CRLDP Client TCP http SICAM PAS/PQS (>1024) [SICAM GridPass 80
Full Server/DIP
DNP3i Master TCP DNP3i SICAM PAS/PQS (>1024) |IED 20000
Full Server/DIP
DNP3i Slave TCP DNP3i Control center (>1024) [SICAM PAS/PQS 20000
Full Server/DIP
DSIServer TCP DSI protocol SICAM PAS/PQS DIP - SICAM PAS/PQS 10500
Full Server/DIP
EST Client TCP EST SICAM PAS/PQS (>1024) [SICAM GridPass 8085
Full Server/DIP
IEC 60870-5-104 Master |TCP IEC SICAM PAS/PQS (>1024) |IED 2404
60870-5-104  |Full Server/DIP
[EC 60870-5-104 Slave |TCP IEC Control center (>1024) [SICAM PAS/PQS 2404
60870-5-104 Full Server/DIP
IEC 61850 Client TCP IEC 61850 SICAM PAS/PQS 10036 |IED 102
Full Server/DIP
IEC 61850 Server TCP IEC 61850 Control center (>1024) [SICAM PASIPQS 102
Full Server/DIP
Modbus Master TCP Modbus SICAM PAS/PQS (>1024) |IED 502
Full Server/DIP
Modbus Slave TCP Modbus Control center (>1024) [SICAM PAS/PQS 502
Full Server/DIP
OPC DA Client TCP OPCDA SICAM PAS/PQS (>1024) |IED 135
Full Server/DIP
OPC DA Server TCP OPCDA Control center (>1024) [SICAM PAS/PQS 135
Full Server/DIP
OPC XML DA Server TCP OPC XML DA Control center (>1024) [SICAM PAS/PQS 8081
Full Server/DIP
PQ Analyzer backup TCP Proprietary PQ Analyzer (>1024) |Local 4845
PQ Analyzer demo TCP Proprietary PQ Analyzer (>1024) |Local 4846
PQS Automatic Notifica- |TCP Proprietary PQ Analyzer (>1024) |[SICAM PAS/PQS 4847
tion Full Server IPQ
Collector
PQ Analyzer runtime PQS | TCP SMTP SICAM PAS/PQS (>1024) [SMTP server 25
Automatic Notification Full Server/DIP
SCC Proxy TCP Proprietary WinCC Server (>1024) [SICAM PAS/PQS 10501
Full Server/DIP
Sentinel LDK License TCP Proprietary Local 1947 Local 1947
Manager ubp Proprietary Broadcast 1947 n/a nla
SICAM PAS/PQS Ul — TCP HTTP Computer with Web  [(>1024) |SICAM PAS/PQS Full 80
Operation Client browser Server/DIP
TCP HTTPS Computer with Web  [(>1024) |SICAM PAS/PQS Full 443
browser Server/DIP
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B.1 SICAM PAS/PQS, SICAM SCC

Service Layer4 Layer7 From (Client) To (Server)
Protocol Protocol Host Port Host Port
SICAM Q80 TCP FTP SICAM PAS/PQS (>1024) |IED 1200 to
Full Server/DIP 1202
SIMEAS R/ PMU TCP Proprietary SICAM PAS/PQS (>1024) |IED 2010
Full Server/DIP
SIPROTEC 4 ubpP Proprietary DIGSI computer 50000 |[SIPROTEC 4 50000
DIGSI protocol
SIPROTEC 4 Web Monitor [UDP JAVA Computer with Web  [(>1024) [SIPROTEC 4 56797
browser
SIPROTEC 4 Web TCP HTTP Computer with Web  |(>1024) [SIPROTEC 4 80
Monitor & Communica- browser
tion Module Website
SIPROTEC 57 TCP HTTPS DIGSI computer (>1024) |[SIPROTEC5 443
DIGSI 5
SoftPLC language switch |TCP Proprietary SICAM PAS/PQS (>1024) [SICAM PAS/PQS 8089
Full Server/DIP Full Server/DIP
SQL Anywhere 17 - Pas | TCP ODBC SICAM PAS/PQS DIP/ |(>1024) |SICAM PAS/PQS 2638
SICAM PAS/PQS Ul — Full Server
Configuration
Supervision via SNMP UDP SNMP DIGSI computer (>1024) |[SIPROTEC 4 161
UDP SNMP Computer with SNMP |(>1024) [SIPROTEC 4 161
browser
UDP SNMP Computer with SNMP |(>1024) [SICAM PAS/PQS 162
browser Full Server/DIP
ubDP SNMP SICAM PAS/PQS (>1024) [SIPROTEC 4 161
Full Server/DIP
syslog Server ubpP syslog SICAM PAS/PQS (>1024) |syslog Server 514
Full Server/DIP
Time Synchronization UDP NTP SICAM PAS/PQS (>1024) |NTP Server 123
Full Server/DIP
UDP NTP SIPROTEC 4 (>1024) [NTP Server 123
Time Synchronization ubDP NTP SIPROTEC 4 (>1024) [SICAM PASIPQS 123
SICAM PAS/PQS - NTP Full Server/DIP
Service
WinCC Web Client TCP HTTPS WinCC Web Client (>1024) |WinCC WebNavigator |443
Server
WinCC, Simatic Commu- |TCP Proprietary via |WinCC WebNavigator |(>1024) |WinCC Server 135
nication Service SCS RPC Server
WinCC, Simatic Commu- |TCP Proprietary via |WinCC Client (>1024) |WinCC Server 135
nication Service SCS2 RPC
Windows — Remote TCP RDP Windows - Windows 3389
Desktop
IEC 60870-5-104 Master |TCP IEC SICAM SCC (>1024) |IED 2404
60870-5-104
Supervision via SNMP ubDP SNMP SICAM SCC (>1024) |IED 161
IEC 61850 Client TCP IEC 61850 SICAM SCC (>1024) |IED 102

1 The DIGSI5 application itself needs no special open port, because there are no incoming connections.
2 Depending on used WinCC functions, more ports could be in use. For details, see SIMATIC HMI WinCC V7 System Description. For RPC
communication, ports are temporarily used and dynamically assigned (1024 through 65635) by the RPC endpoint mapper.
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B.2 SIPROTEC 5/DIGSI 5

B.2 SIPROTEC 5/DIGSI 5
Service Layer 4 Layer 7 Typical Client Client Port Typical Server Server Port
Protocol Protocol
DIGSI 5 protocol to | TCP DIGSI 5 DIGSI 5 PC 4410 Automation License (4410
Automation License protocol to (default Manager on a (default
Manager Automation value) possible separate value)
License server, i.e. local
Manager host
DIGSI 5 communi- |TCP HTTPS DIGSI 5 PC >1024 SIPROTEC 5 443
cation protocol to
SIPROTEC 5
Reporting / IEC TCP IEC 61850 IEC 61850 client >1024 SIPROTEC 5 102
61850 | MMS (e.g. SICAM PAS,
SICAM A8000)
Time Synchroniza- |UDP SNTP SIPROTEC 5 123 SNTP Server 123
tion / SNTP
Monitoring via ubpP SNMPv3 PC with SNMP client [>1024 SIPROTEC 5 161
Simple Network (e.g. SICAM PAS,
Management 1703, DIGSI 5 PC/
Protocol (SNMPv3) Remote DIGSI 5 PC)
DNP3i TCP DNP3 TCP SICAM PAS 20000 or SIPROTEC 5 20000
next free
port
IEC 60870-5-104 TCP IEC 104 SICAM PAS >1024 SIPROTEC 5 2404
Synchrophasor TCP - Phasor data concen- |>1024 SIPROTEC 5 4712
trator
ubP - Phasor data concen- [>1024 SIPROTEC 5 4713
trator
MODBUS on TCP TCP MODBUS Substation >1024 SIPROTEC 5 502
controller
Temperature box ubP RTD Temperature box >1024 SIPROTEC 5 can be
configured
syslog Client ubP - SIPROTEC 5 * syslog Server 514
Homepage TCP HTTP PC >1024 EN100 8080 to
8083
RADIUS Client ubpP - SIPROTEC 5 - RADIUS Server 1812
OPC UA TCP MQTT SIPROTEC 5 - Broker 8883
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