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Warranty and Liability

Warranty and Liability

Note

Security
informa-
tion

The Application Examples are not binding and do not claim to be complete regarding the
circuits shown, equipping and any eventuality. The Application Examples do not represent
customer-specific solutions. They are only intended to provide support for typical
applications. You are responsible for ensuring that the described products are used
correctly. These Application Examples do not relieve you of the responsibility to use safe
practices in application, installation, operation and maintenance. When using these
Application Examples, you recognize that we cannot be made liable for any
damage/claims beyond the liability clause described. We reserve the right to make
changes to these Application Examples at any time without prior notice. If there are any
deviations between the recommendations provided in this Application Example and other
Siemens publications — e.g. Catalogs — the contents of the other documents shall have
priority.

We do not accept any liability for the information contained in this document.

Any claims against us — based on whatever legal reason — resulting from the use of
the examples, information, programs, engineering and performance data etc.,
described in this Application Example shall be excluded. Such an exclusion shall
not apply in the case of mandatory liability, e.g. under the German Product Liability
Act (“Produkthaftungsgesetz”), in case of intent, gross negligence, or injury of life,
body or health, guarantee for the quality of a product, fraudulent concealment of a
deficiency or breach of fundamental contractual obligations (“wesentliche
Vertragspflichten”). The damages for a breach of a substantial contractual
obligation are, however, limited to the foreseeable damage, typical for the type of
contract, except in the event of intent or gross negligence or injury to life, body or
health. The above provisions do not imply a change of the burden of proof to your
detriment.

Any form of duplication or distribution of these Application Examples or excerpts
hereof is prohibited without the expressed consent of Siemens AG.

Siemens provides products and solutions with industrial security functions that support the
secure operation of plants, systems, machines and networks.

To protect plants, systems, machines and networks against cyber threats, it is necessary
to implement (and continuously maintain) a holistic, state-of-the-art industrial security
concept. Products and solutions from Siemens are only one part of such a concept.

The customer is responsible for preventing unauthorized access to the customer’s plants,
systems, machines and networks. Systems, machines and components should be
connected to the company network or the Internet only if and to the extent necessary and
if appropriate protective action (e.g., use of firewalls and network segmentation) was
taken.

In addition, Siemens’ recommendations regarding appropriate protective action should be
followed. For more information about industrial security, visit
http://www.siemens.com/industrialsecurity.

Siemens’ products and solutions undergo continuous development to make them even
more secure. Siemens strongly recommends to perform updates as they become
available and use only the latest product versions. Using versions that are out of date or
no longer supported can increase the risk of cyber threats.

To stay informed about product updates as they occur, subscribe to the Siemens
Industrial Security RSS feed at http://www.siemens.com/industrialsecurity.
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1 Library Overview

1.1 User scenario

1 Library Overview

This document describes the “LSmsSR” block library. The block library provides
you with tested code with clearly defined interfaces. They can be used as a basis
for the task you want to implement.

The main focus of this document is to describe
e the use of the SMS blocks and
e the functionality implemented.

Furthermore, this documentation shows possible fields of application and helps you
integrate the library into your STEP 7 project using step-by-step instructions.

Validity of the library
e STEP7V13SP1
e SIMATIC S7-1200 CPUs V4.0 or higher
e SIMATIC S7-1500 CPUs
e SCALANCE M874/ M876 firmware version V4.1.1 or higher

Sending and Receiving SMS Messages via SCALANCE M874/M876
Entry ID: 54361177, V1.0, 05/2016 4
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1 Library Overview

1.1 User scenario

1.1 User scenario

The “LSmsSR” library allows you to send customized messages (e.g., messages
regarding your plant status) to a GSM-capable mobile device (SMS Relay
Outgoing) via SMS using the SCALANCE M874/M876 router and receive, for
example, an SMS message from it (SMS Relay Incoming).

Figure 1-1

“LSmsSR”
library

_— }))
e
- [
S7-1200 - e ————— -
|
“LSmSSR" e
library
—
=N ©
- D] Cellular network
 —
SCALANCE Smartphone
M M874/ M876
C 1
LU
S7-1500
1.2 Functions

Overview

The “LSmsSR_SndSms” and “LSmsSR_RcvSms” function blocks of the “LSmsSR”
library are required for data exchange between a SIMATIC S7-1200/S7-1500 CPU
and the SCALANCE M874/M876 router.

The following table describes the core functions of the function blocks.

Table 1-1

Function

Description

Send SMS message
“‘LSmsSR_SndSms”

Send SMS message to GSM-capable mobile device via
SCALANCE M874/M876.

Receive SMS message
“‘LSmsSR_RcvSms”

Receive SMS message from GSM-capable mobile
device via SCALANCE M874/M876.

Sending and Receiving SMS Messages via SCALANCE M874/M876
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1.2 Functions

A temporary TCP/IP connection to the partner is established for each function:

e “Send SMS message”: Active connection establishment and termination by
S7 CPU

e “Receive SMS message”: Active connection establishment and termination by
router.

“Send SMS message” sequences

For the “Send SMS message” function, the S7 CPU is the active partner. To send
the SMS message, it establishes a connection to the router. The S7 CPU sends
the SMS message to the router via this connection.

When the SMS message has been sent, the connection to the router is terminated.

Figure 1-2
S7-1200/S7-1500 CPU SCALANCE M874/M876 Mobile device
Active partner Passive partner

temporary

» |IP address <————————> TCP/IP connection

. D connection

. [Username Enable SMS Relay

» |Password ~ | Username

* |Remote Port must Password

+ TelNo match Port Number

* smsText TelNo - _T elNg > smsText

i)

“Receive SMS message” sequences

For the “Receive SMS message” function, the S7 CPU is the passive partner. It
passively waits for connection establishment by the router. When the router
receives a command SMS message, it establishes a connection to the S7 CPU
and sends the message to the CPU. When the SMS message has been received,
the connection to the S7 CPU is terminated.

Figure 1-3
Mobile device SCALANCE M (active) Recipient
relay connections S7 CPU (passive)

i --------------------------------- S7CPU 1
! > Connectionl
! —> |P address of S7 CPU 1 RevSms 3 Message
e %
E = TCP/IP connection :
)

RLY connectionl Message = T35 = = = = = = = = = = == = = = = = — — — — — = -
| ) Connection2

TelNo: +4912345678 ————> o IP address of S7 CPU 2
1 &
s S7CPU 2
)
) S
[l )
i . TCP/IP connection
! ConnectionN
! IP address of S7 CPU N

Note If a connection between the SCALANCE M router and the CPU cannot be

established, all SMS messages received by the router will be deleted.

Sending and Receiving SMS Messages via SCALANCE M874/M876
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1 Library Overview

1.3 Hardware and software requirements

1.3 Hardware and software requirements

Requirements for this library

Hardware

Software

To be able to use the functionality of the library described here, the following
hardware and software requirements must be met;

Table 1-2

Component

Article number

Number

Note

SCALANCE M874-3

6GK5874-3AA00-2AA2 1

Alternatively, you can use
any variants of the
SCALANCE M874 and
M876 series.

SIMATIC S7-1200
CPU 1217C
DC/DC/DC

or

SIMATIC S7-1500
CPU 1513-1PN

6ES7513-1AL01-0ABO

6ES7217-1AG40-0XB0O 1

Any S7-1200 CPU V4.0
or higher can be used.

Any S7-1500 CPU can
be used.

ANT794-4MR 6NH9860-1AA00 1 GSM quad-band and
ANTENNA UMTS and LTE (Europe)
SIMATIC Memory 6ES7954-8LF01-0AA0 1 Memory Card for the
Card S7 CPU
(S7-1200 optional)
SIM card 1
Table 1-3
Component Article number Number

STEP 7 Professional V13
SP1

6ES7822-1AA03-0YAS

Sending and Receiving SMS Messages via SCALANCE M874/M876
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1 Library Overview

1.4 Library resources

1.4 Library resources

The following section gives you an overview of the size of the blocks of the
“LSmsSR” library in the work memory.

14.1 S7-1200 CPU
Overall size
The overall size of all blocks of the “LSmsSR” library in the work memory is approx.
5 Kbytes.
Figure 1-4
Memony
0.28 % 3 % 0 %
Sizes in bytes Load memaory Work rmemory  Retain memory
Free: 25095993 148931 10240
In use: 69831 4669 | 0
Total: 25165824 153500 10240

Size of the individual blocks
The following table shows the size of the library blocks in the work memory.

Table 1-4
Block Symbol Size in work memory
FB1 LSmsSR_SndSms 1802 bytes
DB1 instDB_LSmsSR_SndSms 732 bytes
FB2 LSmsSR_RcvSms 989 bytes
DB2 instDB_LSmsSR_RcvSms 716 bytes
FB1001 R_TRIG 205 bytes
FB1002 F_TRIG 205 bytes

Sending and Receiving SMS Messages via SCALANCE M874/M876
Entry ID: 54361177, V1.0,
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1.4 Library resources

Cycle load of the blocks without an additional user program in OB1
“Send SMS message”
The average measured time for sending an SMS message is approx. 3 ms.
Figure 1-5

Cycle time

Cycle time diagram

I Ly MS
3 150

“Receive SMS message”

The average measured time for receiving an SMS message is approx. 2 ms.
Figure 1-6
Cycle time

Cycle time diagram

Ly ME

1.4.2 S7-1500 CPU
Overall size
The overall size of all blocks of the “LSmsSR” library in the work memory is approx.
5 Kbytes.
Figure 1-7
Memory
Iz-:: IH& IG‘I % 0%
Sizes in bytes Load memory Code work-rnemory Data work-riem..  Retain memaory
Free: 24791552 IN3IT57 15712564 90784
In use: 384512 I 3443 1608 I o
Total: 25176064 307200 1572864 00784
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1 Library Overview

1.4 Library resources

Size of the individual blocks
The following table shows the size of the library blocks in the work memory.

Table 1-5
Block Symbol Size in work memory
FB1 LSmsSR_SndSms 1913 bytes
DB1 instDBLSMsSR_SndSms 812 bytes
FB2 LSmsSR_RcvSms 1090 bytes
DB2 instDBLSMsSR_RcvSms 796 bytes
FB1001 R_TRIG 178 bytes
FB1002 F_TRIG 178 bytes

Cycle load of the blocks without an additional user program in OB1
“Send SMS message”
The average measured time for sending an SMS message is approx. 1 ms.

Figure 1-8

Cycle time

Cycle time diagram

“Receive SMS message”
The average measured time for receiving an SMS message is approx. 2 ms.

Figure 1-9
Cycle time

Ly ms
150

Cycle time diagram
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2 SCALANCE M874/M876 Configuration

2.1 Entering the SMS service center

2

Note

2.1

Note

SCALANCE M874/M876 Configuration

In order for the routers to send/receive SMS messages, make the following settings
on the device’s Web Based Management page:

e Enter the SMS service center
e Configure SMS Relay (Outgoing)
e Configure SMS Relay (Incoming)

For a detailed description of how to establish a connection to the SCALANCE
M874/M876 using a web browser, please refer to the device manual (see \3\).

Entering the SMS service center

To enable the router to send an SMS message, enter the short message service
center (SMSC) of your mobile service provider or service provider.

With the router's WBM page (“System > SMS> General”), you can replace the
default SMS service center call number by another one. This depends on your
contract.

The SMSC is only required for sending SMS messages. If you only want to
receive SMS messages, this number is irrelevant.

Figure 2-1

SMS General Settings

General | Event SMS  SMS Command ' SMS Relay (Outgoing)  SMS Relay (Incoming)

Current SMS semvice center call number: +491710760000

Override SMS service center call number:

] [ Refresh ]

Sending and Receiving SMS Messages via SCALANCE M874/M876
Entry ID: 54361177, V1.0, 05/2016 11
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2 SCALANCE M874/M876 Configuration

2.2 SMS Relay (Outgoing)

2.2 SMS Relay (Outgoing)

To enable the router to send an SMS message, make the following settings on the
router's WBM page:

Table 2-1
No. Action
1. Enable the mobile network interface: “Interfaces > Mobile > SIM”.

S Ot Conacion Chock [

] Enable Mobile Network Interface

FIN: sass
Radio Mode: Auto
Authentication Method: Auto

] Allow Data Roaming

[Set Values || Refresh|

Enter the PIN.

Enter your mobile network operator. “Interfaces > Mobile > Operator”.

SIM  Operator Connection Check

[ Manual APN
APN: apn.global-m2m.net
User Name: gdsp
Password. sessssss
Password Confirmation: eseessse

These access parameters can be obtained from your mobile network operator.

On the WBM page of the SCALANCE M874/M876, open the “SMS” tab.
“System > SMS > SMS Relay (Outgoing)”.

Enable the sending of SMS messages from the local network.

SMS Relay Settings

Generall Event SMS | SMS Command | SMS Relay (Outgoing) | SMS Relay [Incollling}l

Enable SMS Relay

Sending and Receiving SMS Messages via SCALANCE M874/M876
Entry ID: 54361177, V1.0, 05/2016 12
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2 SCALANCE M874/M876 Configuration

2.2 SMS Relay (Outgoing)

No.

Action

5.

Enter the user name and password that must be included in the text before this is
sent by SMS.

SMS Relay Settings

General | Event SM5 SMS Command | SMS Relay (Outgoing) | SMS Relay (Incoming)

[v/] Enable SMS Relay
User. admin
Fassword: seses

Note:

The user name and password must match the values entered in the “username” and

“password” “LSmsSR_typeSmsSnd” parameters.

Enter the port on which the SCALANCE M receives the SMS message.
SMS Relay Settings

General | Event SM5  SMS Command | SMS Relay (Outgoing) | SMS Relay (Incoming)

Enable SMS Relay
User: admin
Password: essee
| server Port Number: 26364 |

Note:

This port number must match the port address entered in the “remotePort”
“LSmsSR_typeSmsParem” parameter.

Note Multiple CPUs or nodes cannot simultaneously send an SMS message via the
SCALANCE M router.

Sending and Receiving SMS Messages via SCALANCE M874/M876
Entry ID: 54361177, V1.0, 05/2016
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2 SCALANCE M874/M876 Configuration

2.3 SMS Relay (Incoming)

2.3 SMS Relay (Incoming)

To enable the router to receive an SMS message and send it to the application,
make the following settings on the router's WBM page:

Table 2-2
No. Action
1. On the WBM page of the SCALANCE M, open the “SMS Command” tab.

“System > SMS > SMS Command” and enter all phone numbers from which the
router should receive a command SMS message.

SMS Command

General | Event SMS | SMS Command | SMS Relay (Outgoing) | SMS Relay (Incoming)

Enable Command SMS
Phone Mumber. +49123456759 ®

For these phone numbers, check “Relay”.

Open the “SMS Relay (Incoming)” tab.
“System > SMS > SMS Relay (Incoming)”.

Create a relay connection.
Note:

You have to create a relay connection for each recipient of the command SMS
message (S7 CPU).

Enter
a. a unigue name for the relay connection,
b. the recipient’s IP address (IP address of the S7 CPU),
c. the port number.

SMS Relay (Incoming)

General Event SMS SMS Command  SMS Relay (Outgoing) SMS Relay {Incoming)

Connection Mame: connection
P Address: 192.168.0.1
Port Number: 26860

Note:

The connection name is entered in the command SMS message on the cellular
device (see Chapter 3.2.2). In this way, you define to which recipient (CPU) the
message will be relayed.

The port number must match the port address entered in the “localPort”
“‘LSmsSR_typeSmsRcv”’ parameter.

Sending and Receiving SMS Messages via SCALANCE M874/M876
Entry ID: 54361177, V1.0, 05/2016
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2 SCALANCE M874/M876 Configuration

2.3 SMS Relay (Incoming)

No. Action

5. Enter the user name to check the reception of the message. The user name is
entered in the frame.

SMS Relay (Incoming)

General Event SMS SMS Command SMS Relay (Outgoing) SMS Relay (Incoming)

Connecfion Name: connection?
P Address: 192.168.0.1
Port Number: 26860
I Username: admin I

6. Enter the password associated with the user name.

SMS Relay (Incoming)

General Event SMS  SMS Command SMS Relay (Outgoing) SMS Relay (Incoming)

Connecfion Name: connection1
P Address: 152 165.0.1
Port Mumber. 26860

| lsermame: admin

Fassword: eeess

Password (Confirmation): sssaea *

Repeat the password to confirm it.

7. Use “Create” to create a new relay connection.

Note For a more detailed description of how to configure the SCALANCE M874/M876
router using Web Based Management, please refer to the device manual (see
\3)).

Sending and Receiving SMS Messages via SCALANCE M874/M876
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3 Function Blocks of the “LSmsSR” Library

3.1 The “LSmsSR_SndSms” library block

3 Function Blocks of the “LSmsSR” Library
3.1 The “LSmsSR_SndSms” library block

Introduction

The “LSmsSR_SndSms” FB is used for sending an SMS message via the
SCALANCE M routers.

3.1.1 Call and parameter interface

The following figure and table show the call interface of the “LSmsSR_SndSms”

library block.
Figure 3-1

Table 3-1

TFE1

—EN

—=ndSms

smsParam

LSmsSR_SndSms"

done —
busy—
error =
status
EMNC

Name

Data type

Description

sndSms

Input

Bool

Starts the send process.
Reacts only to a positive edge.

smsParam

InOut

“LSmsSR_typeSmsSnd”
PLC data type

Parameters required for sending an SMS

message (see Chapter 3.1.4).

done

Bool

Set when sending has successfully
completed.

Only valid for one cycle.
Default value: FALSE.

busy

Bool

If the “LSmsSR_SndSms” block is busy
sending, busy=TRUE.

busy is set to FALSE as soon as the above
sending has completed successfully or
with an error.

Output

error

Bool

Provides feedback if an error occurs while
executing a routine.

Only valid for one cycle.
Default value: FALSE

status

Dword

When error = TRUE: Returns the status to
narrow down the cause of the error (see
Chapter 3.3).

Only valid for one cycle.

Sending and Receiving SMS Messages via SCALANCE M874/M876
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3 Function Blocks of the “LSmsSR” Library

3.1 The “LSmsSR_SndSms” library block

3.1.2 Format of an SMS message to the SCALANCE M router

The router receives an SMS message from an S7 CPU that is transmitted in a
frame via the TCP/IP connection. The frame matches the following format:

Username#Password#CommandCode#Seq-Num;telNo;smsText:

Table 3-2

Parameter

Description

Username

User name to check the send permission of an SMS message.
Maximum of 10 characters.
This user name must match the user name entered in WBM.

SMS Relay Settings

General  Event SMS | SMS Cummancl SMS Relay {Oulgoing{l SMS Relay (Incoming)

Enable SMS Relay
User: admin
Fassword: ssess
Server Port Number: 26564

Password

Password associated with the user name.
Maximum of 10 characters.
This password must match the password entered in WBM.

SMS Relay Settings

General | Event SMS | SMS Command | SMS Relay (Outgoing) | SMS Relay (Incoming)

Enable SMS Relay
User admin

Password: seses I

Server PoiL Uil . 20604

CommandCode

Command for sending SMS messages from the local network. The
default value “105” must not be changed.

Seq-Num

The sequence number is used to assign multiple requests at the
same time. The function is currently not supported.

telNo

SMS message recipient’s phone number with a maximum of 40
characters.

smsText

SMS message text with a maximum of 160 characters.

Note For a more detailed description of how to configure the SCALANCE M874/M876
using Web Based Management, please refer to the device manual (see \3\).
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3 Function Blocks of the “LSmsSR” Library

3.1 The “LSmsSR_SndSms” library block

3.1.3 Description of the “Send SMS message” function

To send an SMS message, the application has to establish a TCP/IP connection to
the router via the Ethernet interface.

Via this TCP/IP connection, the application sends the target parameters and the
message text to the router, which then sends the information as an SMS message

(see Chapter 3.1.2).

For TCP/IP communication, the “LSmsSR_SndSms” library block internally uses
the open communication blocks TCON, TSEND and TDISCON.

Figure 3-2

smsSnd J

Sending and Receiving SMS Messages via SCALANCE M874/M876
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3 Function Blocks of the “LSmsSR” Library

3.1 The “LSmsSR_SndSms” library block

3.1.4 “LSmsSR_typeSmsSnd” PLC data type

The “LSmsSR_typeSmsSnd” PLC data type contains the parameters for ‘Send

SMS message’.

To start up the application, this data type is used in a global data block that is
linked to the “smsParam” InOut parameter of the function block.

Figure 3-3
LSms5SR_typeSmsSnd
Mame
ipAddress
interfaceld

rermotePort

[

SN NN =N

[¥X)

username
password
teliNo

[ R ¥ |

s s Text

=l

Table 3-3

Datentyp Defaultwert
Word 1650
WANY 16&#0

UInt 0

String[10]

String[10]

String[40]

String[160]

Name Data type

Description

ipAddress DWord

IP address of the partner (SCALANCE M).

interfaceld HW_ANY

Hardware identifier of the local Ethernet
interface of the S7 CPU.

remotePort Uint

Port number of the remote connection partner
(here: of the SCALANCE M874/M876 router).

This number must match the address entered
in WBM (SMS Relay Outgoing).

SMS Relay Settings

General  Event SMS SMS Command | SMS Relay (Qutgoing)

Enable SMS Relay
User: admin

Pacownrd sasses

I Server Port Number: 26364 I

usename String[10]

User name to check the send permission of an
SMS message.

This user name must match the user name
entered in WBM (SMS Relay Outgoing).

SMS Relay Settings

General  Event SMS  SMS Command | SMS Relay (Qutgoing)

[ A Crnbils ShAS Daoloy

I User: admin I
Password: esese
Server Port Number: 26364

Sending and Receiving SMS Messages via SCALANCE M874/M876
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3 Function Blocks of the “LSmsSR” Library

3.1 The “LSmsSR_SndSms” library block

Name

Data type

Description

password

String[10]

Password associated with the user name.

This password must match the password
entered in WBM (SMS Relay Outgoing).

SMS Relay Settings

General Event SMS SMS Command | SM5 Relay (Outgoing)

Enable SMS Relay

I Password: essss I
Server Port Number: 26364

telNo

String[40]

SMS message recipient’s phone number.

smsText

String[160]

SMS message text

Sending and Receiving SMS Messages via SCALANCE M874/M876
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3 Function Blocks of the “LSmsSR” Library

3.2 The “LSmsSR_RcvSms” library block

3.2 The “LSmsSR_RcvSms” library block

Introduction

The “LSmsSR_RcvSms” FB is used for receiving an SMS message via the
SCALANCE M routers.

3.2.1 Call and parameter interface
The following figure and table show the call interface of the “LSmsSR_RcvSms”
library block.
Figure 3-4
B2
L5msSR_Rowsms”®
— EN
ndr —
busy =—
— activateRcvsms error —
status
cmsParam EMO —
Table 3-4
Name Data type Description
~ | activateRcvSms | Bool Activates the reception of SMS
3 messages.
k=
smsParam “LSmsSR_typeRcvRev” Parameters required for receiving an
= PLC data type SMS message (see Chapter 3.2.4).
o
=
ndr Bool Signals that a new SMS message
has been received.
Only valid for one cycle.
busy Bool If the “LSmsSR_RcvSms” block is
busy receiving, busy=TRUE.
busy is set to FALSE as soon as the
- above receiving has completed
2 successfully or with an error.
8 error Bool Provides feedback if an error occurs
while executing a routine.
Only valid for one cycle.
Default value: FALSE
status Dword When error = TRUE: Returns the
status to narrow down the cause of
the error (see Chapter 3.3).
Only valid for one cycle.
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3 Function Blocks of the “LSmsSR” Library

3.2 The “LSmsSR_RcvSms” library block

3.2.2

Format of an SMS message to the SCALANCE M router

The router receives an SMS message from a cellular device in the following format:

RLY Connection Name smsText

e RLY: SMS relay command

e Connection Name: variable, according to the configuration

(see Table 3-5)

e smsText: SMS message text (see Table 3-5)

Note Only one space is required between the words.

The message is sent to the S7 CPU in a frame via the TCP/IP connection with this
connection name in the following format:

Username#Password#CommandCode#Seq-Num;ConnectionName;smsText:

Table 3-5

Parameter

Description

Username

User name to check the reception of the message.
Maximum of 10 characters.

SMS Relay (Incoming)

General Event SMS | SMS Command | SMS Relay (Outgoing) SMS Relay (Incoming)

Connection Mame:
P Address:
Port Number:

connection
192.168.0.1
26550

| usemame:

admin |

Password:
Password (Confirmation):

asaan

l..all *

Password

Password associated with the user name.
Maximum of 10 characters.

SMS Relay (Incoming)

General | Event SMS | SMS Command | SMS Relay (Outgoing) | SM$ Relay (Incoming)

Connection Name:
P Address:
Port Number:

connection?
192.168.0.1
26360

A i

Password:

Password (Confirmation):

CommandCode

Command for receiving SMS messages from the local network. The
default value “105” must not be changed.
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3 Function Blocks of the “LSmsSR” Library

3.2 The “LSmsSR_RcvSms” library block

Parameter

Description

Seq-Num

The sequence number is used to assign multiple requests at the
same time. The function is currently not supported.

Connection Name

SMS message recipient’s connection name with a maximum of 40
characters.

SMS Relay (Incoming)

General | Event SMS  SMS Command SMS Relay (Outgoing)  SMS Relay {Incoming)

I Connection Name: connection I

P Adaress. 14.L.108.0.1
Paort Number: 26860

Username: admin

Password: sssss

Password (Confirmation): I..ill *

A unique connection name is assigned to each recipient (IP address
of the S7-1200/S7-1500 CPU).

smsText

SMS message text with a maximum of 160 characters.

Note The connection name defines to which recipient (CPU) the SMS message will be relayed.

Note For a more detailed description of how to configure the SCALANCE M874/M876
router using Web Based Management, please refer to the device manual (see

\3\).
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3 Function Blocks of the “LSmsSR” Library

3.2 The “LSmsSR_RcvSms” library block

3.2.3 Description of the “Receive SMS message” function

Applications can also receive SMS messages via the router’s Ethernet interface.
To do this, the router must establish a TCP/IP connection to the application on the
Ethernet interface. The router receives a command SMS message (RLY
Connection Name smsText) and sends the received message (see Chapter
3.2.2) to the application. For TCP/IP communication, the “LSmsSR_RcvSms”
library block internally uses the open communication blocks TCON, TRCV.

Figure 3-5

activateRcvSms

=True

SCALANCE M874/M876
establishes the connection
when an SMS message is
received.

error

error

SCALANCE M874/M876
terminates the connection
when the SMS message
has been entered in the
CPU.

Sending and Receiving SMS Messages via SCALANCE M874/M876
Entry ID: 54361177, V1.0, 05/2016 24



© Siemens AG 2016 All rights reserved

3 Function Blocks of the “LSmsSR” Library

3.2 The “LSmsSR_RcvSms” library block

3.24 “LSmsSR_typeRcvRcv” PLC data type

The “LSmsSR_typeRcvRcv” PLC data type contains the receive data.

To start up the application, this data type is used in a global data block that is
linked to the “smsParam” InOut parameter of the function block.

Figure 3-6
LSmsSR_typeSmsRcw
Marne Datentyp Defaultwert
1 - interfaceld WVi_ANY 1650
2 |« localPort Uint 0
3 |- rcevConMarme String[40]
4 4 rcviessage String[160]
Table 3-6
Name Data type Description
interfaceld HW_ANY Hardware identifier of the local Ethernet interface of
the S7 CPU.
localPort Ulint Port number of the local connection partner (here: of
the S7 CPU).
This number must match the address entered in WBM
(SMS Relay Incoming).
SMS Relay (Incoming)
General Event SMS SMS Command | SMS Relay (Outgoing) | SMS Relay (Incoming)
Connection Name: connection1
Port Number: 26860
Password. sssss
Password (Confirmation): sesea| =
rcvConName String[40] Connection name of the command SMS message’s
sender.
rcvMessage String[160] SMS message text received.
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3 Function Blocks of the “LSmsSR” Library

3.3 Status and error displays

3.3 Status and error displays

For error diagnostics, the “LSmsSR_SndSms” and “LSmsSR_RcvSms” function
blocks have a “status” output. By reading the “status” output of the function block,
you are provided with information on logical errors and error messages that may
occur during the communication between the controller and the router.

The error message structure is such that the first word indicates the block that
triggered this message. For example, error message 16#000180A3 was triggered
by TCON. The following tables provide a list of possible error messages.

“LSmsSR_SndSms” error

Table 3-7
Status Meaning Remedy / notes
16#0001xyzx TCON error message (active) For a description of the
communication errors, please refer
16#0011xyzx TSEND error message o the STEP 7 Online Help.
16#0111xyzx TDISCON error message
16#00008101 Previous job not yet complete.
(You have started a new send
operation, although busy was
still active.)
16#00008102 Watchdog timer alarm. Make sure that
e the IP address entered in the
“ipAddress” parameter is
identical to the IP address of
the SCALANCE M874/M876.
e the S7-1200/S7-1500 CPU is
physically connected to the
SCALANCE M874/M876.
16#00008103 “smsText” contains the
forbidden character “:”.
16#00008104 “smsText” contains the
forbidden character ;. Change “smsText”
16#00008105 “smsText” contains the
forbidden character “#".
16#00008106 “telNo” contains the forbidden Change “telNo”
character “x".

“LSmsSR_RcvSms” error

Table 3-8
Status Meaning Remedy / notes
16#0010xyzx TCON error message (passive) For a description of the
communication errors, please
16#0110xyzx TRCV error message refer to the STEP 7 Online Help.
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4 Working with the Library

4.1 Integrating the library into STEP 7

4

4.1

Note

4.2

Working with the Library

This chapter consists of instructions for integrating the “LSmsSR” library into your
STEP 7 V13 project and instructions for using the library block.

Integrating the library into STEP 7

The following table shows the steps required to integrate the “LSmsSR” library into
your STEP 7 V13 project. After integrating the library, you can use the blocks of the
“LSmsSR” library.

The following section assumes that a STEP 7 project exists.

Table 4-1
No. Action
1. The library is available on the HTML page from which you downloaded this
document (\2\). Save the “54361177_SMS_SCALANCE_M _LIB_V10.zip” library
to your hard drive.
2. Unzip the library.

Integrating the library block into STEP 7

The following table shows the steps required to integrate the elements of the
“LSmsSR’ library into your STEP 7 V13 project. After integrating these elements,
you can use the blocks of library.

Table 4-2

No. Action

Open the existing STEP 7 V13 project.

In the toolbar of the “Global libraries” palette, click
“Open global libraries” or, in the “Options” menu, select
“Global libraries > Open global library”.

+ | Global libraries
ujl 4
] L.L_l Ellﬁnnr.:nr‘.':.nlifrhnr
Open global library
] I_.L_l Dh‘.'l:l_l::u_.?g.' PR TR _lr:r
» [l DriveLib_S71200_V4 V13
¥ [ DriveLib_S71500_V13
» [L] DriveLib_S7300-57400_V13
» LL| Long Functions
b Ll Monitoring-a nd-control-objects

b Ll Documentation templates

The “Open global library” dialog box opens.

Sending and Receiving SMS Messages via SCALANCE M874/M876
Entry ID: 54361177, V1.0, 05/2016 27



© Siemens AG 2016 All rights reserved

4 Working with the Library

4.2 Integrating the library block into STEP 7

No.

Action

3.

Select the following global library: “LSmsSR.al13”.

w || |{EAse

~ 5 Iypes
The “LSmsSR” library opens.

Use drag and drop to move the “LSmsSR_SndSms” and “LSmsSR_RcvSms’
blocks from the “Types” folder to the “Program blocks” folder of yogrgevice.

* | ] SMS_SCALANCE_M
B Add new device
iy Devices & networks
- [ PLC_1 [CPU1217C DUDLDC]
[IY Device configuration
%] online & diagnostics

» I Program blocks :
» [ Technalogy abjects

» L@} External source files

» [g PLCtags

» [ PLC data types
» [E) watch and force tables

» LU Project library

v | Global libraries

[

» L Burtons-and-Switches

» L] DriveLib_S71200_v13

» LU Drivelib_S71200_v4_V13

» L[] Drivelib_S71500_V13

» L] DriveLib_S730057400_v13
» LL] Long Functions

» LU Monitoring-and-control-objects
» L] Documentation templates:
k » LU winac_MP

Ee§ Program info w L] LSmssR

E] Textlists
= ¢ adRovsms
Lt o
» || Master copie |
» 4§ Common dat \J

» [ Local madules
» [ common dats

The “LSmsSR_typeSmsSnd” and “LSmsSR_typeSmsRcv” PLC data types are

automatically copied to the “PLC data types” folder.

» [ Online backups
» [ Traces
v i, Device proxy data

» [5] Documentation settings
b [ Languages & resources
» [ Online access
» [ Card Reader/USE memorne

Create a new global data block with

a. the “LSmsSR_typeSmsSnd” or “LSmsSR_typeSmsRcv” PLC data type
b. the input parameters for the call in OB1

c. the output parameters for the call in OB1

L5SmsSRParamDB
Mame Data type Start value

1 |« « Static

2 |40 = » smsParam "LEmsSR_typeSmsP.

3 | w snd5msOB1 Bool falze
4 |4 = activateRcvOB1 Bool false
5 |4m = doneOB1 Bool falze
6 <4 = busyCBE1 Bool false
7 | w error0B1 Bool false
g |4m = ctatusOB1 DWord 16%0
9 | = newRcvDataOB1 Bool falze
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4 Working with the Library

4.2 Integrating the library block into STEP 7

No.

Action

6.

Assign values to all parameters necessary for sending/receiving (see Chapter 3.1.4
/ Chapter 3.2.4):

a.

=T ISR« IR ¥, ISR ST S R

@ ~oaoo

ipAddress

interfaceld

remotePort

username

password

telNo

smsText
LSmsSRParamDB

Mame Datentyp Startwert

<@ ¥ Static
<@ = wf zmsSndParam "LSmsSR_typeSmsSnd”
<20 = ipAddress DWord DWW 165 C0AB0003
L0} - interfaceld HW_ANY 64
e | L] remotePort Ulnt 26864
<20 - username String[10] ‘admin’
81| - password String[10] ‘connection’
<20 = telNo string[40] "+4912345678"
< - smsText string[160] ‘Alarm101’

Save and compile the newly created data block.

In the “Program blocks” folder of your device, open the OB1 organization block and
use drag and drop to move the “LSmsSR_SndSms” or “LSmsSR_RcvSms” function

block to any network.

¥ ] SMS_SCALANCE_M
n"'f\dd new device
ﬂ-& Devices & networks

7 E‘u PLC_1 [CPU 1217C DC/DC/DC]
u]‘ Device configuration
% Online & diagnostics

~ [ Program blacks
B Add new block
4 Main [OB1]

& L5msSR_sndRovams [FB1]

3 External source files

@ LSmsSRParamDB [DB2]
b g system blocks
4 r\_* Technology objects

a8  ==1 4 -o = -]

+ Block title: "Main Program Sweep (Cycle)”

Comment

¥  Network1:

Comment

¥  Network2: ..

Specify the name of the associated instance data block
(“instDB_LSmsSR_SndSms”). Click “OK” to exit the dialog box.

Network 1:

Comment

-

Network 2:

Comment

Fo—— 1

ol fenee

[ —
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4 Working with the Library

4.2 Integrating the library block into STEP 7

No. Action
10. | Assign values to all necessary parameters. Use values from the newly created data
block.
WDB1
“instDBE_
LSmsSR_
cndsms”
WFB1
L5ms5R_SndSms”
done =— -
busy — -
"LsrsSRPararmDB" | Error = -
sndSms status
busyRcvOB1 Bool -~
busysndOB1 Bool
doneCB1 Bool
errorRcvOB 1 Bool
errarsndOB1 Boal =
ndrOB1 Bool
smsParam "LSmsSR_Ty... B
cndSmsOB1 I Bool T
11. | Compile the hardware and software of the S7 station: In the Project tree, right-click
the device and select the “Compile > Hardware and software (only changes)” menu.
Mame Mame Data ty|
= | ] SMS_SCALANCE_M 1 40 v Sstatic
¢ Add new device 2 <M= ¥ smsParam "LSmst
E
EE'h Devices & networks 3 | Ll ipAddress Dword
________ il e 11 Elle @ = interfaceld HW_AN
I} pevic OPE”_ ) 5 |40 = localPort Ulnt
ﬂ Onlin Openin ne":"Ed'tDr 6 4l s remoteFort Uint
- r:a Progr Open blockiPLC data type... F7 7 |am . username Stringl
B Ad ¥ cut Cul+x |18 |4d L password string[
48 Mz EE) Copy carleC ||a g = telNo String[:
& Ls| 05 Paste crlv 90 jlqm = cmsText string[’
@in % Delete Del ||17 <0 Ll rcvConlame string[:
o LS Rename Fz (|12 |0 = rcviMessage string[
» 2 Sy e 12 @ = sndSmsOB1 Boal
» [ Techn ; Go to topology ..rlev-. 14 |«q0 = activateRcvOB1 Bool
L & Gota network view
» Exterr —— T T oo
» r:i FLC 13 » Hardware and software (only changes)
4 Eﬂ FLCd . 3 - e _‘-l”xj”\
5 Eg[Watc Backup frem online device Hardware (rebuild all}
» [ onli & Goonline curl+K software (only changes)
r{:' mn - Go offline Ctrl+M Software (rebuild all blocks}
o
' r"f Tra c.e &| Online & diagnestics Ctrl+D software (reset memaory reserve)
b L. Devic T
12. Download the new project to your controller.
T Siemens - D:\02_Projects\SMS_SCALANCE _M\SMS_SCAL ANCE M
Project Edit View |Insert Online Options Tools Window Help
EH i = = 7= = = 0
Cf i Hl saveproject & X 3 T2 X )& (i _u| Dol &
-
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4.3 Updating the “LSmsSR” library

4.3 Updating the “LSmsSR” library

The following guide shows you
e how to check whether the library is up to date and

¢ how to integrate a newer version of the “LSmsSR” library into your
STEP 7 project.

Table 4-3
No. Action
1. Open TIA Portal and compare the current version number of each element of the

library with the latest version from the Industry Online Support portal.

In the Project tree, right-click the blocks of the library. In the context menu, select
the “Properties” option.

In the “Properties” window that is displayed, select the “Information” tab.

Comment

~ [{§ PLC_1 [CPU 1217C DODC/DC]

%/ Online & diagnostics
+ gl Program blocks General
¥ Add new block General
&/ Wain [0B1] Information Information
& LsmsSR_SndRevsms [FB1]

Time stamps

@ instDB_LSmsSR_SndRecvsms [DE1 Compilation Tide: [LSmsSR SndRevsms

@ LsmsSRParamDB [DB2] Protection Comment:
r: L System blocks Attributes
» L Technology objects Download without reinitializ...

] External source files

b rLd FUSERE Version: 'Ci
2. If you want to update the library, integrate the latest library as described in
Chapter 4.2.
3. Open the new library as described in Table 4-2, Steps 1 through 3.

Update the elements of the project.
“Right-click “LSmsSR” > Update > Project”.

~ [

y 3] Save Ii!':ura ryas ...

S ﬁ_] Close library

i

Archive library...
=] Print... Ctrl+P
& Print preview...
[id Properties... Alt+Enter
5. The blocks have been updated. In the toolbar in OB1, click “Update inconsistent

block calls” to update or regenerate the instance DBs.
SMS_SCALANCE_M » PLC_1[CPU 1217CDUDCDC] » Program blocks » Main [OB1]

=B =8 2=

= Update inconsistent block calls —
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4 Working with the Library

4.3 Updating the “LSmsSR” library

No.

Action

6.

When you have inserted the updated blocks into your STEP 7 project, compile the
software and save the project.

7% Siemens - D:\02_Projects\SMS_SCALANCE_M\SMS_SCALANCE_M

Project _Fdit __ View _Insert Online Options Tools _Window  Help

i )Hswra]s X ax el sinEE

The library update is now complete.
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5 Links & Literature

5 Links & Literature

Tabelle 5-1

Thema

\1\

Siemens Industry Online Support
https://support.industry.siemens.com

\2\

Download page of this entry
https://support.industry.siemens.com/cs/ww/en/view/54361177

\3\

Industrial Remote Communication
Remote Networks SCALANCE M-800 Web Based Management

https://support.industry.siemens.com/cs/ww/en/view/78389151

6 History

Table 6-1
Version Date Modifications
V1.0 05/2016 First version
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