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Configuration of a Windows Active Directory and NPS

1 Setting Up Role-Based Access Control for Siemens
Digital Grid Products

1.1 Introduction

SIPROTEC 5 and SICAM A8000 devices support role-based access control with central user management in RADIUS/Active
Directory among other advanced cybersecurity features. To access information on a SIPROTEC 5 or SICAM A8000 device or
to perform actions on the device, optionally the role-based access control (RBAC) can be enabled. After activation, the
operator has to authenticate and authorize himself as a user before each interaction with the device. All SIPROTEC 5 and
SICA A8000 devices can be connected to a central RADIUS server containing the authentication and authorization
configuration. RADIUS is a standardized client/server protocol and the client implementation is integrated in the SIPROTEC
5 and SICAM A8000 device firmware.
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This document describes the usage of SIPROTEC 5, SICAM A8000 devices and SICAM GridPass (certificate management
product) with RADIUS server option of activated in an Active Directory Network Policy Server (NPS) installation on a
Windows 2016 or Windows 2012R2 system. An Active Directory Server (ADS) needs to be installed and the NPS feature
has to be activated to use the RADIUS server option within the ADS environment. Furthermore, for the local user login on
a SIPROTEC 5 device over the RADIUS protocol, the ADS policy has to be adjusted. This specific configuration is also part
of this documentation.

1.2 Fundamentals

Active Directory (AD)

Active Directory (AD) is a directory service that Microsoft developed for Windows domain networks. It is included in most
Windows Server operating systems as a set of processes and services.[!ll2] Initially, Active Directory was only in charge of
centralized domain management. Starting with Windows Server 2008, however, Active Directory became an umbrella
title for a broad range of directory-based identity-related services

Active Directory Server (ADS)

An Active Directory Server (ADS) is called a domain controller. It authenticates and authorizes all users and computers in a
Windows domain type network—assigning and enforcing security policies for all computers and installing or updating
software, e.g. when a user logs into a computer/device that is part of a Windows domain, Active Directory checks the
submitted password and determines whether the user is a system administrator or normal user. Also, it allows
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management and storage of information, provides authentication and authorization mechanisms, and establishes a
framework to deploy other related services: Certificate Services

Network Policy Server (NPS)

Network Policy Server (NPS) is the Microsoft implementation of a Remote Authentication Dial-in User Service (RADIUS)
server and proxy. It is the successor of Internet Authentication Service (IAS). As a RADIUS server, NPS performs
authentication, authorization, and accounting for wireless, authenticating switch, and remote access dial-up and virtual
private network (VPN) connections.

Remote Authentication Dial In User Service RADIUS

Remote Authentication Dial-In User Service (RADIUS) is a networking protocol, operating on port 1812 that provides
centralized Authentication, Authorization, and Accounting (AAA or Triple A) management for users who connect and use
a network service. This internationally well-established protocol will be officially part of the IEC 62351-8 standard soon
(2019) for centralized access control management.

RADIUS Server

The main tasks of the RADIUS server are the authentication and control of user access rights. During authentication, the
service determines who the connecting user is. Unique user names and passwords are used to check whether the user is
actually who they claim. If the user is clearly identified, the authorization handles assignment of the access rights. The
user receives specific access rights to data or services of the SIPROTEC 5 device.

NIy
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RADIUS Client

Al SIPROTEC 5 and SICAM A8000 devices (RADIUS Client) can be connected to up to two RADIUS authentication servers
containing the authentication configuration. RADIUS is a client/server protocol and the client implementation is integrated
in the Siemens device firmware. During a user logon, the Siemens device sends the user name and password to a RADIUS
authentication server. This server checks the user data and, in case of successful authentication, sends the assigned roles
of the specific user back to the Siemens device. Siemens devices have an advanced role-based access control with
predefined roles.

IEC 62351-8
Power systems management and associated information exchange - Data and communications security - Part 8: Role-
based access control, technical specification. Edition 1 has been released in Sept. 2011.

1.3 Implementation according IEC 62351-8 Ed.2 Standard

Siemens has implemented the RADIUS protocol according the upcoming IEC 62351-8 Ed.2 standard. During the release of
the products and this document, the Edition 2 of the IEC 62351-8 has not yet released which includes the RADIUS
implementation of Role-Base Access Control (RBAC). This means that all hints and implementations mentioning IEC 62351
in conjunction with RADIUS are subject to approval by the responsible IEC TC 57/WG 15 for the IEC 62351-8 standard. But
all definitions of attributes used here in this application note are in conjunction with the current released IEC62351-8 Ed.1.
To get more information see http://www.iec.ch/smartgrid/standards/ for Smart Grid Security.

1.4 Brief Overview

The procedure describes an example using the Network Policy Server (NPS). A RADIUS server like a FreeRADIUS for using
this RADIUS protocol with the Sliemens Digital Grid devices together with the information in this document can also be
used.
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Create a new Organizational Unit (OU) called IEC 62351.
Add the IEC 62351 standardized roles and Siemens-specific roles as Windows global security groups to this

a. Add underthe OU IEC 62351 the new OU SIPROTEC HMI User.
b. Because the HMI users can have only simple numeric passcodes for entering locally you need to change

password policies only for these HMI-users to create users with simple passwords.
c. Create a HMI user group and link this group to the new password policy.
d. Create the local HMI users; add these users to the HMI user group and to the corresponding IEC 62351
or Siemens specific (roles) groups. Set numeric-only passcodes for these users.

1.5 Detailed description

Start Network Policy Server (NPS) and configure the policies and RADIUS Clients

1.5.1 Create a new Organizational Unit (OU) called IEC 62351 Group

1.
2.

i oy

L= 1InmAn L anTrauer:

Open the Active Directory users Directory Users and Computers via the Server Manager and the Tools menu
Right click on domain level and create the new OU IEC 623517 group (or whatever you want to name it)

File
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: Active Directory Users and Computers

Action  View Help

[m] X

<

| Active Directory Users and Compu
| Saved Queries
3 safir-demo

™

MName

7 Builtin
Delegate Control...
Find...

| Builtin
| Compu
| Domair Change Domain...
| Foreigr
1| IEC623%
=] SIPF
| Keys
| LostAn [z

1M
S R0 All Tasks

Change Domain Controller...
Raise domain functional level...

Operations Masters...

“| Prograr
- System View

Adr

Cor Refresh

Cor Export List...
Dor
IPS
1 Me Help

| Microsuiwms

Properties

- Policies
| RAS and 1AS Servers Acc
| WinsockServices
| WMIPolicy
£f Default Domain Policy
| Dfs-Configuration
| DFSR-GlobalSettings
2 File Replication Service
| FileLinks
| Password Settings Cont
9 psPs
|5-| RpecServices
| Users
| NTDS Quotas
| TPM Devices

als

unts

Type
builtinDomain
Container
Organizational Unit
Container
Organizational Unit
Container
lostAndFound
Container

Computer
Contact
Group
InetOrgPerson

msD5-ShadowPrincipalContainer

mslmaging-P5Ps
MSMQ Queue Alias
Organizational Unit
Printer

User

Shared Folder

atainer

Description

Default container for upgraded computer acc...
Default container for domain controllers
Default container for security identifiers (SIDs) ...

Default container for key objects

Default container for orphaned objects

Default container for managed service accounts
Default location for storage of application data.
Builtin system settings

Default container for upgraded user accounts

Quota specifications container

| Create a new object...

1.5.2 Add Global Security Groups

On OU level create all necessary IEC 62351 and Siemens roles as Global Security Groups as shown below.

Note: You can choose any other group names because the mapping to RADIUS attributes follows in a later step. The name
is not essential for a proper functionality of the devices.
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: Active Directory Users and Computers
File Action View Help
e | HFE B X BRI aETER
| Active Directory Users and Compu|| Name Type
- SE:EddQ”e”;‘ 27 SIPROTEC HMI User Organizational Unit
& 2 "B' T:w & £, BDEW OPERATOR Security Group - Global
’ j C"” " . B2 IEC ENGINEER Security Group - Global
» omputers
= Dom:in Controllers %IEC IMNSTALLER Security Group - Global
[ ForeignSecurityPrincipals %IEC OPERATOR Security Group - Global
+ &1 IEC62351 M IFC RRACMNT Security Group - Global
=7 SIPRO Delegate Contraol... | Security Group - Global
-] Keys Maove... Security Group - Global
| LostAndF Find... Security Group - Global
= Managed KAIKI Cociieibe eann  Elakg]
[ Program MNew > Computer al
w [ System All Tasks ¥ Contact al
J Admil — N Group al
J EDmE InetOrgPerson al
om
j Doma o msDS-ShadowPrincipal Container
J IP Sec [RMEtE msimaging-P5Ps
| Meeti Ename MSMQ Queue Alias
| Micre Eeti=h Organizational Unit
| Policit Export List... Printer
[] RASa .
= Winsc Properties User
] wmip Help Shared Folder
Eﬂ Defaui woman runcy ”

Create new roles with a right click to the IEC 62351 group and select New — Group

Mew Object - Group *

% Create in:  safir-demo.de/IEC62351 Group

Group name:
| 1EC ENGINEER) |

Group name (pre-Windows 2000):

| IEC ENGINEER |
Group scope Group type
(_) Domain local (@) Security
(@) Global () Distribution
(") Universal

el

Enter the IEC 62351 or Siemens (role) group name and press OK. Repeat the procedure until all groups exists as shown in
the following figure:
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: Active Directory Users and Computers
Eile

Action  View Help

o 2E EHE EBCE HE D R

Type

Organizational Unit

Description

Security Group - Global

: Active Directory Users and Compu|| Name
il Saved Queries 57 SIPROTEC HMI User
i .5._Ef"'d_e"_”°'de % BDEW OPERATOR
o~ ﬁi':;uters 2 IEC ENGINEER
:: Domain Controllers E&IEC INSTALIER

ForeignSecurityPrincipals
IEC62351 Group

[5] SIPROTEC HMI User
Keys

LostAndFound

Managed Service Accounts

[ |

Program Data
System

] AdminSDHolder
] ComPartitiens
7] ComPartitionSets
| DomainUpdates
[ 1P Security

1.5.3 Local users for SIPROTEC 5 devices

2 [EC OPERATOR

% |EC RBACMNT

2 |EC SECADM

M2 [EC SECAUD

H2 [EC VIEWER

H2 SIEMENS ADMIN

2 SIEMENS GUEST

2 SIEMENS INTERLOCKING MODE
82, SIEMENS OPERATOR_SWITCHING
2 SIEMENS SWITCHING_AUTHORITY

Security Group - Global
Security Group - Global
Security Group - Global
Security Group - Global
Security Group - Global
Security Group - Global
Security Group - Global
Security Group - Global
Security Group - Global
Security Group - Global
Security Group - Global
Security Group - Global

Add an additional Organizational Unit (OU) called SIPROTEC HMI User.
Note: Other group names can also be chosen. The name is not essential for the proper functionality of the devices.

1. For the local HMI user add under the OU IEC 62351 Group the additional OU SIPROTEC HMI User.

] Active Directory Users and Com|| Name Type
»E Saved Queries 82, IEC ENGINEER Security !
4 Ff certmantest 2, BDEW OPERATOR Security |
b (& Builtin 82, 1EC INSTALLER Security 1
» (&l Computers H2,IEC OPERATOR Security |
b & Domain Controllers || g3 ec gpACMNT Security 1
[» || ForeignSecurityPrincipal! 2 |EC SECADM Security |
b L Delegate Control... FCAUD Security !
3 e EWER Security !
T ENS ADMIMN Security 1
ki NS GLFST ecurity |
MNew 3 Computer ecurity |
All Tasks 3 Contact ecurity |
View s Group ecurity |
cut InetOrgPerson
Delete mslmaging-P5Ps
MSMQ Queue Alias
Rename
Refresh Organizational Unit |
_ P Printer

] Active Directory Users and Comp
File

Action  View Help

= 15 8|6 4=

Active Directery Users and Compu
| Saved Queries
4 safir-demo.de
| Builtin
| Computers
Domain Controllers

I I.“"

|| ForeignSecurityPrincipals
|2 IECE2351 Group
2| SIPROTEC HMI User

2. Add under the SIPROTEC HMI User OU a Global Security Group called HM! Group.

Active Directory Users and Com

Saved Queries
'-_i| certman.test

L

[
]

MName

Type

There are no items te show

p [ Builtin

[ Computers

b 2] Domain Controllers

I [ ] FereignSecurityPrincipal:

4 |2 |IECB2351 Group

:'_'_ SIPROTEC HML Iser
p [ Managed Se Delegate Control...
| Users Move...
Find...
New r Computer
All Tasks 4 Contact
View , Group
InetCirnlercan

New Object - Group
% Createin:  certman. test/IEC62351 Group/SIPROTEC HMI User

Group name:
‘ HMI-Grnup| |

Group name {pre-Windows 2000):

‘ HMI-Group |
Group scope Group type
O Domain local (®) Security

() Distribution

O Universal
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This group is needed for uses using the weak password policy with numeric passcodes

] Active Directory Users and Computers
File Action MiView Help

e’ rE BBz Bm 3aETE%

] Active Directory Users and Com|| Mame Type
b [ Saved Queries 2, HMI-Group Security Group - Global
4 3 certman test

i | Builtin

B | Computers
I 2] Domain Controllers
I || ForeignSecurityPrincipals
4 [27] IECE2351 Group
(2] SIPROTEC HMI User
|| Managed Service Accour
[ Users

3. Due to HMI user can have only simple numeric passcodes, the password policy of the HMI users need only be changed.
The following instruction has been used: http://www.grouppolicy.biz/2011/08/tutorial-how-to-setup-default-and-fine-
grain-password-policy/

PRE-REQUISITES/RESTIRCTIONS

Your domain must be Windows Server 2008 Native Mode or later, this means ALL of your domain controllers must be
running Windows Server 2008 or later. You can check this by selection the “Raise domain functional level” on the top of
the domain in Active Directory Users and Computers.

Raise domain functional level -

Domain name:

Cument domain functional level:
Windows Server 2012 R2

This domain is operating at the highest possible functional level. For more information on
domain functional levels, click Help.

| Cloze | | Help

CREATING A PASSWORD SETTING OBJECT (PSO)

Step 1: Start ADSI Edit via Server Manager Tools Menu or under Administrator Tools Open ADSI Edit and connect it to a
domain and domain controller you want to setup the new password policy

|. Remote Desktop Services
fu Active Directory Administrative Center

=z Active Directory Domains and Trusts

Active Directory Module for Windows PowerShel
[ Active Directory Sites and Services
| Active Directory Users and Computers

-

= [Active Directary Services Interfaces Editor (ADSI Edit) is &

A Computer Management bowedevel editor for Active Directory Domain Services | Active

L= Directory Lighbweight Directory Services. It allows you to

& Data Sources (0DBC) view, modify, create, and delete any object in Microsoft's AD
DFS Management DSADS.

i pHCP
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Note: If this option does not be appeared, go to “Turn Windows Features On or Off” and make sure the “AD DS and AD

LDS Tools” are installed. RSAT need also to be installed in the operating system Windows 7.

Step 2: Double click on the “CN=DomainName”, then double click on “CN=System” and then double clikc on

“CN=Passowrd Settings Container”.

—

L2

ADSI Edit

File Action Wiew Help

o 2EXE Q=

27 ADS| Edit

fal

4 | Default naming context [WIN-RIEQSGEOHSS. certmz

4 || DC=certman, DC=test
~| CM=Builtin
CN=Computers

~| OU=Domain Controllers
CMN=ForeignSecurityPrincipals
CMN=_LostAndFound
CN=Managed Service Accounts
CN=MTDS Quotas
CM=Program Data
CM=5martuser
4 [ | CM=S5ystem

~| CN=AdminSDHolder

| CM=ComPartitions

~| CM=ComPartitionSets

| CN=Default Domain Policy
CMN=Dfs-Cenfiguration

CMN=DFSR-GlobalSettings

CN=DomainUpdates

CM=File Replication Service

CM=FileLinks

CMN=IP Security

CMN=Meetings

ChN=MicrosoftDNS

I | CM=Policies
CN=P5Ps
< m

CMN=Password Settings Container

- T Isyian vaia

CM=5martuser

4[] CN=System Move

| CN=AdminSDHolder Mew Connection from Here

CM=ComPartitions

CN=ComPartitionSet e

CM=Default Domain View
CMN=Dfs-Configuratig

N Delete

_| CN=DFSR-GlobalSetti

| CN=DomainUpdates EEpains

| CN=File Replication 5 Refresh

| CM=FileLinks Export List...
| CN=IP Security 3

| CN=Meetings PR
| CN=MlicrosoftDNS Help

Object...

CM=Password Settings Container
I+ [ CM=Policies

RPN

Step 4: Click on “Next”

Step 3: Right click on “CN=Password Settings Container” and the nclick on “New” then “Object...”

Edition 1
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Attribute:

Select a dass:
Syntax: Unicode String

Description:  Common-fame

Value: HMI Users

Loz [meee [ [ o [ [ e | [ <gack || mext> || cancel | [ hep |

Step 5: Type the name "HMI Users” of the PSO in the "Value” field and then click “Next”

Note:  With the exception of the password length the following values are all the same as the default values in “Default
Domain Policy”.

Step 6: Type in a number that will be the Precedence for this Password Policy then click “Next".
Note: This is used if a user has multiple Password Settings Object (PSO) definitions applied to them.

Attribute: msDS-PasswordSettingsPrecedence Attributs msDSF \cryptionEnabled
Syntax: Integer Syntax: Boolean
Desaiption: Password Settings Precedence Desaiption: Password reversible encryption status for user accounts
Value [10 value: [Fase]
[ <ok | met> | [ Concdl | [ e | [C<mooc | met> | [ comcel | [ hep |

Step 7: Type “FALSE" in the value field and click “Next”
Note: You should almost never use “TRUE" for this setting.

Step 8. Type “0"in the “Value” field and click “Next”

Attribute:  msDS-PasswordHistoryLength msDS-F
Synitan: Integer Syntanc: Baclean
Description:  Password History Length for user accounts Description:  Password complexity status for user accounts
value: [o Value: [FaLse
[ <gack || mec> | [ concel | [ heb | [ <Bok || met> [ [ concel | [ tep |

Step 9: Type “"FALSE" in the "Value” field and click “Next”

APN-051 10 Edition 1
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Step 10: Type “5” in the “Value” field and click “Next”

Attribute: msDS-MinimumPasswordLength !IldJS-Fh— \ge
Syntax: Integer Syntax: Durafion
Description:  Minimum Password Length for user accounts Description:  Minimum Password Age for user accounts
Value: [s Value: [ 1:00:00:00]
[ <ok | text> |[ Coneel | [ b ] [ <Book || mext> |[ concdl || nep |

Step 11: Type “1:00:00:00" in the “Value” field and click “Next”
Step 12: Type “42:00:00:00" in the “Value” field and click “Next”

Attribute: n%maswdﬂge Attribute:  msDS-LockoutThreshold
Syntax: Duration [%5’“‘“ Integer

Description:  Maximum Password Age for user accounts Description:  Lockout threshold for lockout of user accounts

Value: [ 42:00:00:00 Value: [ 10f

<Bsck || Mewt> || Concd || reo |

Step 13: Type “10" in the “Value” field and click “Next”
Step 14: Type “0:00:30:00" field and click “Next”

atBute:  msDS-LockoutObservationtindow Attribute:  msDS-LadkoutDuration
Synttax: Duration Syntax: Duration
Description:  Observation Window for lockout of user accounts Description:  Lockout duration for locked out user accounts
Value: 0:00:30:00] Value: 0:00:30:00
[ <ok [ mext> | [ concdl | [ heb | <gack || Met> [ [ concel | [ b ]
I ———

Step 15: Type “0:00:30:00” in the “Value” field and click “Next”

Edition 1 11 APN-051
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Step 16: Click “Finish”.

To complete the creation of this object, click Finish.

To set more attributes, click More Attributes. More Attributes

You have created the Password Settings Object (PSO) and you can cllose the ADSI Edit tool.

Marme Clazs
= CN=HMI Users

Distinguished Mame

mslS-Passw.., CM=HPMI Users, CN=Passwo

4. Now to apply the PSO to an user or group...

Step 17: Open Active Directory Users and Computers and navigate to “System > Password Settings Container”.
Note: Advanced Mode needs to be enabled and press refresh in case of the Container is not visible.

File Action View Help
I ER R EEEI ER Y RS
b ] Managed Service Accounts [ Hame Type Description
p [ Program Data HMIUsers  msDS-Passwor...
4[] System
" n b [ AdminSDHolder
File Action | View | Help » & Compartions
b [ ComPartitionSets L
* $| lﬁ E Add/Remove Columns... b [ DomeinUpdates
- - e b [ 1P Security
3 Active Dires Large lcons b [ Meetings
Saved X b ] MicrosoftDNS
p & Q Small lcons ity Group b £ Policies
Fl ﬁ certmar) List I [] RAS and IS Servers Access Check
b [ Built L b (] WinsockServices
IEI Detail b WhIPolicy
[ Con b £ Defautt Domain Policy
. b [ Dfs-Configuration
b 2] Dom Users, Contacts, Groups, and Computers as containers b | DFSR-GlobalSettings
d
b Fore| e E s b 2 File Replication Service
= IECcs b [ FileLinks =
4 Filter Opticns. (] Password Settings Container
= 9 b 1 psPs
o 5=| RpcSe
b [ Man Customize... b [l Rpcservices v
< w > |[< w >
7] Users ||

Step 18: Double click on the PSO you created then click on the “Attribute Editor” tab and then select the “msDS-
PSOAppliedTo" attribute...
... and click “Edit”

APN-051 12 Edition 1
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Attribute Editor
Attributes:

Attribute
msDS-Lockout Thresh... 10
msD5-MadmumPass...
msDS-MinimumPassw...
msDS-MinimumPassw... 5
masDS-NeType

msD5-PasswordCom...
msDS-PasswordHisto... 0
msDS-PasswordReve...
msDS-PasswordSetti... 10

ppliesTo <not set
name HMI Users
objectCategory CN=ms-D'5-Password-Settings CN=Schema,
objectClass top; msD5-PasswordSettings
objectGUID 70280815-ecB86-401-a22d-9020e326Tabe | ., |
<] " | Bl
[ ok [[ Concsl || ooy [[ Hep |

Step 19: Click “Add Windows Accounts....” button.

Attribute: msDS-PSOAppliesTo
Values:
Name Container Distinguished Name / SID
Add Windows Account...

Select this object type:

|Users. Computers, Groups, or Builtin security principals | | Object Types... |
From this location:

|wrtman.ted | | Locations... |
Enter the object names to select (sxamples):

HMI-Group Check Names

Step 20: Select the group “HMI-Group” to apply this PSO and click “OK”

Step 21: Click “OK”

Edition 1
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Attribute
msDS-Lockout Thresh ..
msDS-MadmumPass. ..
msD5-MinimumPassw...
msDS-MinimumPassw ...
mzDS-NcType
msD5-PasswordCom...

msDS-PasswordHisto...

Vahue

10
42-00:00:00
1:00:00-00
5

<not set>
FALSE

0

Step 22: Click “OK”

And now it is done in ADSI.

Attril 5 msDS-PSOAppliesTo
values: msDS-PasswordReve .. FALSE
Name Container Distinguished Name / 51D msDS-PasswordSetti... 10
HMI-Group CERTMAN <5ID=0105000000000005 15000... msDS-PSOAppliesTo  <SID=0105000000000005150000000828=9
name HMI Users
objectCategory CM=ms-0'5-Password-Settings, CN=5chema |
objectClass top: msD5-Password Settings
objectGUID 70280815-ecB6-40F1-a22d-5020e3267abe ||
< |
Windons Account...
o ]

5. Now, add all HMI users under “SIPROTEC HMI User” in a first step with a strong password.

] Active Directary Users and Computers [WIN-F|| Name Type
p [ Saved Queries gHMI-GrDup Sacu
4 3 certman.test
b L Builtin
b [ ] Computers
I (2| Demain Controllers
|+ || ForeignSecurityPrincipals
4 [d] IECE2351 Group
|&| SIPROTEC :
b [ LostAndFound Delegate Control...
| || Managed Servi Move...
b (] Program Data Find.
p & System
]
b B Users New Computer
b (] NTDS Quotas All Tasks ’ Contact
b (] TPM Devices View v Group
cut InetOlgl't‘EIson
Delete mslmaglng—PSP\s.
Rename MSMQ QII.IELIE Aha,s
Refrash Dllganlzatmnal Unit
Export List. il N
[< n ; ) | User
raperties =
Create a new object... F | Shared Folder
APN-051 14 Edition 1
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New Object - User -

[% ';_i Createin:  stman test/IEC 62351 group/SIPROTEC HMI User

L

First name: ‘ENGiINEER | ritials: |
Last name:
Full name: ‘ ENGIINEER

User logon name
[ENGINEER | [@ceriman test v

User logan name {pre-Windows 2000):
[CERTMAN: | [ENGINEER ‘

Be sure that the User logon name is identical to the name. Create in the same way following users:

ADMIN, ENGINEER, VIEWER, INSTALLER, OPERATOR, SECADM, SECAUD,
Operator_Switching, Switching_Authority, Interlocking_Mode

Note: These are HMI users which are hard-wired inside the SIPROTEC 5 devices for HMI local login. The names cannot
be adjusted or changed; these are not groups or roles but has to be mapped to the corresponding group in a later step.

MNew Object - User -

; Create in: c:ertman.testflEE 62351 group/SIPROTEC HMI Us

L
Password: |o.o.o.oo. |
Confimn password: sssssssns |

[] User must change password at next logon
[ User cannet change password

Fassword never expires

[] Account is disabled

| <Back | Ned> || Cancel |

Note: You have to use a strong password during user creation phase also in case you have mapped the weak security

policy in an earlier step.

Edition 1
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6. Add the users to a member of HMI-Group (for weak password policy) and to their specific [EC 62351 or Siemens Group:

Fs

] Active Directory Users and Computers [WIN-R|| Mame Type
b [ Saved Queries L ADMIN User
4 3 certman.test L ENGINEER User
[ | Builtin S'LHMI-Gru:uup Security Group - Global
i (] Computers L, INSTALLER User
- (=1 Domain Controllers L Interlocking_Maode User
I- | ForeignSecurityPrincipals 2 OPERATOR User
: iy
B IE'EEST;:L]?EDCUEMI U _2_, Operator_Switching User
] ser
- %, sEcADM U
b ] LestAndFound ? i User
B[] Managed Service Accounts g . =
b Dl ;_, Switching_Authority User
b B System L VIEWER User

Users of HMI-Group

IEC or Siemens Group

ADMIN SIEMENS ADMIN
VIEWER I[EC VIEWER
OPERATOR IEC OPERATOR
ENGINEER IEC ENGINEER
INSTALLER IEC INSTALLER
SECADM IEC SECADM
SECAUD IEC SECAUD
RBACMNT IEC RBACMNT

Operator_Switching

SIEMENS OPERATOR_SWITCHING

Switching_Authority

SIEMENS SWITCHING_AUTHORITY

Interlocking_Mode

SIEMENS INTERLOCKING MODE

] Active Directory Users and Computers

Eile  Action View Help
¢ aE BB Hm eaETES
: Active Directory Users and Compu|| Name Type Description
- Sa:EddQ“E”:S 57 SIPROTEC HMI User Organizational Unit
b = ”; Ttm : BEEDEW OPERATOR Security Group - Global
= C”' " . £ |EC ENGINEER Security Group - Global
omputers
— Dom:in Controllers EE,IEC INSTALLER Security Group - Global
9 ForeignSecurityPrincipals EE,IEC OPERATOR Security Group - Global
v =1 IEC62351 Group EE,IEC RBACMMT Security Group - Global
N 57 SIPROTEC HMI User %IEC SECADM Security Group - Global
Keys EE,IEC SECAUD Security Group - Global
| LostAndFound %IEC VIEWER Security Group - Global
| Managed Service Accounts %SIEMENSADMIN Security Group - Global
_| Program Data EE,SIEMENS GUEST Security Group - Global
v [ | System %SIEMENS INTERLOCKING MODE Security Group - Global
| AdminSDHolder H2 SIEMENS OPERATOR_SWITCHING Security Group - Global
_| ComPartitions 2 SIEMENS SWITCHING_AUTHORITY  Security Group - Global
| ComPartitionSets
| DomainUpdates
| IP Security
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Secuity | Envionment |  Sessions |  Remote control

Remcte Desktop Services Profie | COM+ | Attribute Editor

General | Address | Accourt | Profle | Telephones | Organization

Remote Desktop Services Profie | COM+ | Attribute Editor

Published Certfficates | Member Of | Password Replication | Dialin | Object

Member of:
MName Active Directory Domain Services Folder

General | Address | Accourt | Profle | Telephones | Organization
Published Certificates | Member Of | Password Replication | Dialin | Object

Active Directory Domain Services Folder

Domain Users
HMIHGroup
IEC ENGINEER

certman test/Users
certman test/|IEC623%1 Group/SIPROTEC HMI ...
certman test/|IEC62351 Group

IEC ENGINEER

certman test/Users
certman test/1EC62351 Group/SIPROTEC HMI ...
certman test/1EC62351 Group

| | Remave

Primary group: Domain Users

) There is no need to change Primary group unless
Set Primary Group | o1 have Macintosh clierts or POSIX-compliant
applications.

7. Set HMI-Group as Primary Group.

8. Then remove “Domain Users” default group.

A Do you want to remove ENGINEER from the selected group(s)?

Remote Deskiop Services Profile. | COM= Agtribute Editor

Generl | Address | Accourt | Profle | Telephones | Organization
Published Cestificates | Member Of | Password Replication | Diain | Object

Member of:

Name

HMI-Group
IEC ENGINEER

Active Directory Domain Services Folder
certman test/IEC62351 Group/SIPROTEC HMI ..
certman test/IEC62351 Group

Remove |

Primary group:

St Pimary Goe o have Macintosh clients or POS[X-compliant

HMI-Group

There is no need to change Primary group unless

S.

Now it should look like as follows for all users:
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E Active Directory Users and Computers = | =] 2=

File Action View Help

4= = ';'_. 48 XEd= HE 3aEY

ENGINEER. Properties

T Active Directory Users and Computers [WIN-R|| Name Published Certficates | Member Of | Password Replication | Dialin I Object
b B Saved Queries g2 HMI-Group Security | Environment | Sessions | Remate control
p 5._ Pl " fADMIN Remote Desktop Services Profile I COM+ I Attribute Editor
b = Builtin i:ENGINEER General | Address | Account | Profile I Telephones | Crganization
p | Computers 2 INSTALLER 2
—~ ; 5 . ENGINEER
[ ER| Domaln Cont_rolle.rs _ !;OPERATOR il
> || ForeignSecurityPrincipals 2 cECADM
4 [@] IE.C62351 Group ?_,SECAUD Brst ] SRR Initils: I:I
51 SIPROTEC HMI User R st EHIamE — s
B || LostAndFound = Last name: | |
B || Managed Service Accounts
i | Program Data Display name: |ENG|NEER |
B[] System L
g s Description: | |
p [ NTDS Quotas Office: | |
B | TPM Devices
Telephone number: | | | Other. .. |
E-mail: | |
Web page: | | | Other... |
< m > ] <

9. Now the HMI Passwords can be set to a simple numeric passcode, e.g 12345 (recommended to be with at least 5 digits)

% Reset Password _

MNew password: |o"u |

Corfirm password: |""0 |
Active Directory Domain Services -

User must change password at next logon
The user must logoff and then logon again for the change to take effect.
Account Lockout Status on this Domain Cortroller: Unlocked o The password for ENGINEER has been changed.

[] Unlock the user’s account

[ ok || cance | oK

Before starting NPS update Computer and User Policy via the command shell and following command: gpupdate /force

o] Administrator; Command Prompt

icrosoft Windows [Uersion 6.3.96881
(c>» 2813 Microsoft Corporation. All rights reserved.

sUserssAdministrator>gpupdate ~force
pdating policy...

omputer Policy update has completed successfully.
zser Policy update has completed successfully.

1.5.4 Configuration of the Network Policy Server

Start the Network Policy Server via the Server Manager Tools.
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1. Add all RADIUS Clients with friendly name and the IP which comes with the requested UDP packet to the NPS and
choose a shared secret which you have also to enter in the client system.

File Action View Help

e #

e NPS (Local) RADIUS Clients
4 [ ] RADIUS Clients and Servers |
i RADIUS Clients RADIUS clierts allow you to specify the network access servers, that provide access to you

35 Remote RADI| New —|
4 LEJ Policies Export List
7] Connection F dly Name IP Address Device Manufacturer WNAP-Capable  Status
] Network Poli View * Debian 192.168.10.101 RADIUS Standard Mo Enabled
(7] Health Polici Refresh aridPass 152.168.10.100 RADIUS Standard No Enabled
I+ !1 Network.Access Help
B Accounting

| Ml Templates Management ‘l

Settings | Advanced

[w] Enable this RADIUS client

[ Select an existing template:
| ‘]

MName and Address

Friendly name:
| GridPass |

Address (P or DNS)
[192.168.10.100 |[ very.. |

Shared Secret
Select an existing Shared Secrets template:
‘ None v |

To manually type a shared secret, click Manual. To automatically generate a shared
secret, click Generate. You must configure the RADIUS client with the same shared
secret entered here. Shared secrets are case-sensitive.

® Marual O Generate

Shared secret:

[reevesseress |
Conffirm shared secret:

2. Add least one allowing connection policy.

ﬁ File Action View Favorites Window Help
€5

1 Console Root

= J — [ Connection request policies allow you to designate whether connection requests are processed
3 \E Certificate Templates (WIN-RIEQS6E0HS5¢ — | locally orforwarded to remote RADIUS servers. For NAP VPN or 802.1X, you must corfigure
I Iﬁ Certificates - Current User PEAP authertication in connection request policy.
b @ ier‘Frflc[a)Flon Amﬂo"ty (L:c;l] W Policy Name Status Processing Order  Source
b 3 ctive Directory Users and Computers | I_EJ Use Windows authentication for all users Enabled 1 Unspecified

[ m Internet Information Services (115) Manag
4 € NPS (Local)
4 | RADIUS Clients and Servers
5 RADIUS Clients
ﬁ Remote RADIUS Server Groups
4 =] Policies

@ Connection R st Policies| a
[ Metwork Policies

e.g. for day and time restriction
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Use Windows authentication for all users Properties

Ovenview | Condtions ISeﬂings |

Policy name: |Usa Windows authentication for all users

Palicy State
If enabled. NP5 evaluates this policy while processing connection requests. If disabled, NP5 does not evalue this policy.

Policy enabled
Network connection method

select Unspecified.

(®) Type of network access server:

Unspecfied ]

() Vendor specific:

10 3

Select the type of network access serverthat sends the connection request to NPS. You can select either the network access server
type or Vendor specific, but neither is required. I your network access server is an B02.1X authenticating switch or wireless access poaint,

oo ]

Use Windows authentication for all users Properties

Overview | Conditions |Sé"l‘lings|

Conrfigure the conditions for this network policy.

If conditions match the connection request, NP5 uses this policy to authorize the connection request. f conditions do not match the
connection request, NPS skips this policy and evaluates other policies, if additional pelicies are corfigured

Condition Value

Day and time restrictions
@ Q@ @
0-2-4-6-8-10-12-14-16-18-20-22- 0

All
Mantag

Dienstag

Mittwoch

Donnerstag I

Day and time restrictions  Sunday 00:00-24:00 Monday 00:00-24:00 Tuesday 00:00-24:00 Wednesday 00:00-24:00 Thursd...

Freitag
Condition des
Day and Timg
time zone why

Samstag

Sonntag

Montag through Sonrtag from 00:00 to 00:00

are based on the

==

[ ]

3. Create the network policies with the context menu and choose New,

Jj MEMTIVLE ML DS JEIVED JTUUps
A J Policies
~| Connection Request Policies
I _ Metwnrk Paliries
~ Healtl Mew
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You can specify a name for your netwaork policy and the type of connections ta which the policyis applied.

'l* D\Specify Network Policy Name and Connection Type
\

Policy name:
Radius Engineer Policy

Netwark connection method
Select the type of network access server that sends the connection request to MPS. You can select either the network access server
type or Vendor specific, but neither is required. If your network access server is an 802.1X authenticating switch or wireless access point,

select Unspecified

(®) Type of network access server

| Unspecified Y]
O Vendor speciic:

| Previous || Next || Finish || Cancel

Click Next and add a Windows Group as Condition

Select a condtion, and then click Add.

Groups

Machine Groups
The Machine Groups condition specifies that the connecting computer must belong to one of the selected groups.

User Groups
The User Groups condition specifies that the connecting user must belong to one of the selected groups.

HCAP

Location Groups

The HCAF Location Groups condition specifies the Hest Credential Authorization Protocol (HCAP) location groups
required to match this policy. The HCAP protocal is used for communication between NPS and some third party
network access servers (NASs). See your NAS documentation before using this condition.

Choose the corresponding IEC or Siemens group for the created policy

Edition 1 21
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N Specify Conditions
i Specify the conditions that determine whether this network policy is evaluated for a connection request. A minimum

of one condition is required.

Condition description:
The Windows Groups condition specifies that the connecting user or computer must belong to one of the selected groups.

[ Pevious |[ Nex || Fmsn [ Cancel |

Ré' Specify Access Permission
* Configure whether you want to grant network access or deny network access if the connection request matches this

policy.

(®) Access granted
Grant access if client connection attempts match the conditions of this policy.

() Access denied
Deny access if client connection attempts match the conditions of this policy.

[[] Access is determined by User Dialin properties (which ovemide NP5 policy)
Grant or deny access according to user dial-n properties f client connection attempts match the conditions of this policy.

[ Previoss |[ MNet || Fsh | [ Camcel

Choose the additional authentication method PAP

APN-051 22
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Configure Authentication Methods
Configure one or more authentication methods required for the connection request to match this policy. For EAP

authentication, you must configure an EAP type. If you deploy NAP with 802.1X or VPN, you must configure
Protected EAP in cannection requast policy, which overrides netwark policy authentication settings.

EAP types are negotiated between NPS and the client in the order in which they are listed.

EAP Types:
Move Up
| Add... | | Edit... | | Remove

Less secure authentication methods:
[ Microsoft Encrypted Authentication version 2 (MS-CHAP-v2)
[#] User can change password after it has expired
[w] Microsoft Encrypted Authentication (MS-CHAP)
[] User can change password after it has expired
] Encrypted authentication (CHAP)
[+ Unencrypted authentication (PAP, SPAF)
[] Allow clients to connect without negetiating an authentication method.
[ Perform machine heatth check only

Previous |[ MNet || Fmsh | [ Caneel

N Configure Constraints
* Constraints are additional parameters of the network policy that are required to match the connection request. If a

constraint is not matched by the connection request, NPS automatically rejects the request. Constraints are optional;
if you do not want to configure constraints, dick Next.

Corfigure the constraints for this netwark policy.
If all constraints are not matched by the connection request, network access is denied.

Constraints:

Constrainis

Specify the maximum time in minutes that the server can remain idle before the connection

is disconnected
&, Session Timeout [] Disconnect after the maximum idle time
Called Station 1D
P H
Diay and time
restrictions

i" MAS Port Type

Previous | [ Ne¢ || Fmsh || Cancel
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i Configure Settings
& NPS applies settings to the connection request if all of the network policy conditions and constraints forthe palicy are

matched.

Configure the settings for this network policy.
If conditions and constraints match the connection request and the policy grants access, settings are applied.

Settings:
SRR A To send additional attrbutes to RADIUS clients, select a RADIUS standard atirbute, and
then click Edit. ff you do not configure an attribute, it is not sent to RADIUS clients. See
your RADIUS client documentation for required attributes.
“ender Specific
MNetwork Access Prolecion
B, MAP Enforcement Attributes:
[&d Extended State Name Value

Routing and Remote Framed-Frotocol FPP
Access Service-Type Framed

@ Multilink and
Bandwidth Allocation
Protocol (BAF)

E IP Filters
ﬁ Encryption
IF Settings Add... | | Edit | | Remove

Remove the standard Attributes

" Configure Settings
i NPS applies settings to the connection request if all of the network policy conditions and constraints for the policy are
I% matched.
Configure the settings for this network policy.
If conditions and constraints match the connection request and the policy grants access, settings are applied.
Settings:
SADIE At To send additional attributes to RADIUS clients, select a RADIUS standard atiribute, and
then click Edit. f you do not configure an attibute, it is not sent to RADIUS clients. See
& your RADIUS client documentation for required attributes.
‘endor Specific
Network Access Prolection
W, NAP Enforcement Adtributes:
18 Extended State Name Valus
Routing and Remote
cess
@ Multilink and
Bandwidth Allocation
Protocol (BAF)
£ IPFilters
sty Encryption
IP Settings Add... | | Edit__ | | Remove
Previous |[ MNewt || Fnsh | [ Cancel |
WW=HVECTAY |
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And add Vendor Specific Attributes

\ Configure Settings
i NPS applies settings to the connection reguest if all of the netw

matched.

Configure the settings for this network policy.

F condttions and constraints match the connection request and the policy grants ac

Agtributes:

To send additional attibutes to RADIUS ¢
then dick Edit. f you do not configure an
your RADIUS dlient documentation for rec

Routing and Remote
Access

. Multilink and
Bandwidth Allocation
Protocol (BAF)

a IP Filters
* Encryption

Name Vendor Value

IP Settings Add.__.

Edit Ret

Add Vendor Specific

To add an attribute to the settings, select the attribute, and then click Add.
To add a Vender Specific attibute that is not listed, select Custam, and then click Add.

Vendor:
Al W
Atributes:
Name Wendor ~
USR-Tunnel-Switch-Endpoirt 1J.5. Robatics, Inc.
USR-Unautherticated-Time U5, Roboties, Inc.
USR-VPN-Encryptor U.5. Robaotics, Inc.
USR-VPN-GW-Location-Id 1J.5. Robatics, Inc.
USR-VTS-Session-Key 1J.5. Robatics, Inc.
Vendor-Specific RADIUS Standard
<] " |[>]
Description:
Specifies the support of proprietary NAS features.
Add.. || Close
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Attribute Information -

Attribute name:
Vendor-Specific

Attribute number:
26

Attribute format:
OctetString

Attribute values:

Vendor  Value Add...

And add the necessary IEC 62351 attributes to the Policy

Note, enclosed the current IEC62351 Dictionary for Radius for a better understanding see Error! Reference source not
found.

Attribute Name Attribute Value Required
IEC62351-8-RoleID-1i (1*10) +1 mandatory
IEC62351-8-roleDefinition-i (i*10)+2 optional
IEC62351-8-aor-1i (1*10) +3 mandatory
IEC62351-8-revision-1i (1*10) +4 mandatory
IEC62351-8-ValidFrom-1i (i*10)+5 optional
IEC62351-8-ValidTo-1 (1*10) +6 mandatory

Note: integer i=0..N

VENDORInternational Electrotechnical Commission 41912

BEGIN-VENDOR International Electrotechnical Commission

ATTRIBUTE IEC62351-8-RoleID-0 1 integer
ATTRIBUTE IEC62351-8-roleDefinition-0 2 string OPTIONAL
ATTRIBUTE IEC62351-8-aor-0 3 string
ATTRIBUTE IEC62351-8-revision-0 4 integer
ATTRIBUTE IEC62351-8-ValidFrom-0 5 string OPTIONAL
ATTRIBUTE IEC62351-8-ValidTo-0 6 string
ATTRIBUTE IEC62351-8-RoleID-1 11 integer
ATTRIBUTE IEC62351-8-roleDefinition-1 12 string OPTIONAL
ATTRIBUTE IEC62351-8-aor-1 13 string
ATTRIBUTE IEC62351-8-revision-1 14 integer
ATTRIBUTE IEC62351-8-ValidFrom-1 15 string OPTIONAL
ATTRIBUTE IEC62351-8-ValidTo-1 16 string
ATTRIBUTE IEC62351-8-RoleID-2 21 integer
ATTRIBUTE IEC62351-8-roleDefinition-2 22 string OPTIONAL
ATTRIBUTE IEC62351-8-aor-2 23 string
ATTRIBUTE IEC62351-8-revision-2 24 integer
ATTRIBUTE IEC62351-8-ValidFrom-2 25 string OPTIONAL
ATTRIBUTE IEC62351-8-ValidTo-2 26 string
END-VENDOR International Electrotechnical Commission

Note: For limitations see chapter Siemens Appendix
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Attribute name:
Vendor Specific

Specify network access server vendar.

) Select from list: | RADIUS Standard

(®) Enter Vendor Code: |‘”912 3

Specify whether the attribute conforms to the RADIUS RFC specification for
vendor specific attibutes .

(®) Yes. it corforms
() Mo. It does not conform

| Configure Atribute...

Configure Attribute...

Vendor-assigned attribute number:

1 =
Attribute format:

| Decimal W |

OK || Cancel |

Note and Example: Vendor-assigned attribute, number “1” means IEC6235-8-RolelD-0

ATTRIBUTE IEC62351-8-RoleID-0 1 integer
Attribute format: Decimal means integer, “2"means IEC rolelD “ENGINEER"

Note: for negative values use the Hexadecimal format because of RADIUS RFC2865 defines the integer as unsigned int32.
Using signed integer with NPS use the hexadecimal format

Range for signed int32: from -2.147.483.648 to 2.147.483.647

Range for unsigned in32: from O to 4.294.967.295

— For example - 101 decimal results to FFFFFF9B hex

Add all attributes and values to the Policy. For example, for the role [EC ENGINEER
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Attribute name:
Vendor-Specific

Attribute number:
26

Attribute format:
OctetString

Attribute values:

Wendor

Vendor Code: 41912
Wendor Code: 41512
Wendor Code: 41912
Vendor Code: 41512
Wendor Code: 41912

Note:

e forlEC roles use “IEC62351-8" (optional) string value for ID 2 (roleDefinition) and for Siemens roles
“SiemensGridSecurity” string value for ID 2 (roleDefinition)

e forrevision use always “0” as decimal value for ID 4

e for ValidTo and ValidFrom strings use the format YYYYMMDDHHMMSSZ (Year,
Month,Day,Hour,Minutes,Seconds, Zulu time zone)

Example for the Engineer policy/role:

Vendor-assigned attribute number: Vendor-assigned attribute number:

L -

Attribute format: Attribute format -

| Decimal w | |Strmg W |
Atribute value: Attribute value:

2 | [ECE23518 |
Vendor-assigned attrbute number: Vendor-assigned attribute number:

Attribute format: Ptribute format:

‘ Decimal v | |Str|ng W |
Attribute value: Atribute value:

[0 | [s39912312359552 |

Vendor-assigned attribute number:
]
Agtibute format:
|String w |
Agtibute value:
5 \

Combined roles include more than one Windows groups.

APN-051
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Policy Name

(7 Radius Engineer Operator Policy
g} Radius SECADM Policy

,r_d Radius Operator Pobcy

7} Radius Engineer Policy

7 Radius Installer Policy

[#d Radius Viewer Policy

) Radius BDEW Operator Policy
,_d Radius Operator_Switching Policy
g} Radius Switching Authority Policy
3 Radius Interdocking_Mode Policy
g} Radius SECAUD Policy

[ig} Radus RBACMNT Policy

.} Radius Siemens Admin Policy
,._d Radius Siemens Guest Policy

Status

Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled

Processing Order

000 =l N e W R —

=i
=

1
12
13
14

Note: Combined roles have to be placed at the beginning. Windows handles the policy rules like a firewall.

Radius Engineer Operator Policy Properties

Owerview | Conditions | Constraints I Settings |

Configure the conditions for this netwark policy.

if conditions match the connection request, NP5 uses this policy to authorze the connection request. f conditions do not match the
connection request, NP5 skips this policy and evaluates other policies, if additional policies are configured.

Condition Walue
B} Windows Groups CERTMANNEC OPERATOR
&) Windows Groups CERTMANAEC ENGINEER

Note: You can add more roles to one policy but all other values have to be unique. Use another ID instead within the
Policy for combined roles. The following example shows a combined role for SIEMENS ADMIN, SECAUD, RBACMNT. You
have to use the shown “Vendor assigned attribute number” (x) to create a policy called “Radius Siemens Admin IEC

SECAUD RBACMNT”

(1) IEC62351-8-rolelD-0=-31648,

(2) IEC62351-8-roleDefinition-0="SiemensGridSecurity"
(3) IEC62351-8-aor-0="*",

(4) IEC62351-8-revision-0=0,

(6) IEC62351-8-ValidT0-0="99991231235959Z"
(11) IEC62351-8-rolelD-1+=5,

(11) IEC62351-8-rolelD-1+=6,

(12) IEC62351-8-roleDefinition-1="IEC62351-8
(13) IEC62351-8-aor-1="*",

(14) IEC62351-8-revision-1=0,
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(16) [EC62351-8-ValidTo-1="999912312359597"

Specify the group membership required to match this policy.

Groups

CERTMANNSIEMENS ADMIN
CERTMANNEC SECAUD
CERTMANYEC RBACMNT

Add Groups. .. | | Remove |

For example Vendor assigned attribute number = (11) for rolelD=6 (RBACMNT)

Vendor-assigned attribute number:
fr &

Aftribute format:
| Decimal W |

Aftribute value:
5 |

Attribute values:

Vendor Value

Wendor Code: 41912 FFFF2460

Wendor Code: 41512 SiemensGridSecurity
Vendor Code: 41912 ~

Vendor Code: 41912 0

Wendor Code: 41512

Vendor Code: 41912

<
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Finish the wizard

Mew Metwork Policy .

Completing New Network Policy
1]
o |

You have successfully created the following network policy:
Radius Enfineer Policy2
Policy conditions:
Condition Value
Windows Groups  CERTMANMEC ENGINEER

Policy settings:
Condition Value
Authentication Method Unencrypted authentication (PAP, SPAP) OR MS-CHAP v1 OR MS-CHAP w1 {User can change p...
Access Permission Grant Access
Update Noncompliant Clients  True
NAP Enforcement Allow full network access
lgnore User Dial-ln Properties  False
endor-Specific 1

To close this wizand, click Finish.

MNexdt
4. Add or adjust vendor specific attributes if necessary:
DM Palicy P T . TR
itor Policy Radiu P 5 ES
eer Policy
er Policy Overview Condtions Constraints  Settings
«r Policy ) Configure the settings for this network policy.
V Operator Policy If conditions and constraints match the connection request and the policy grants access, seftings are applied
itor_Switching Policy
aing Authority Policy Settings:

king_Mode: Poli i
E[;ng_‘ P HADIUS Attributes To send additional attributes to RADIUS clients, select 2 Vendor Specific attribute, and
SHEFw—" @ Standard then click Edit. f you do not corfigure an attribute. it is not sent to RADIUS clients. See
MNT Policy your RADIUS client documentation for required attributes
ns Admin Policy
ns Guest Policy Routing and Remote Access
:0 Microsoft Routing and Remote Access se #‘ Multlink ard Bandwidth
0 other access servers Allocation Protacal (BAP) Atributes

T IPFiers Name Vendor Value
1
Vendor-Specific RADIUS Standard 1,0, IEC62351-8
L Enciyption
2y IP Settings At . B X
rator Policy Atribute name
‘ Vendor-Specific
‘he following conditions are met Agtribute number:
Add... Edit_. Remove E
Value Vendor-Specific Attribute Informatio | Atibute format
wps  SAFIR-DEMOMNEC OPERATOR OctetString
Adtribute name )
Vendor Specific Agtribute values:
Configure V5A (RFC Compliant) bl v . Add..
Specify network access server vendor. e e T |
| Vendor-assigned attribute number ‘endor Code:

4 T Py () Select from list: RADIUS Standard Vendor Code: 41512 0
E = Wendor Code: 41912 |EC62351-8 Remove
7 Attribute format: (®) Enter Vendor Code: 41512 +
i | Decimal ~
a3l Specify whether the attribute conforms to the RADIUS RFC specification for
ith wvendor specific attributes M D
ol Attribute value e
el [1 ‘ (®) Yes_  conforms
— (O No. Ikt does not conform

Corcal
Conrfigure Attibute... \
0K Cancel Apply Help
Events OK Cancel
=2 222D T T o= T
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Note: For negative values add in hexadecimal values!

Aftribute name:
Wendor-Specific Attribute name:
I ] Vendor Specific
8l égnbute number: Vendor-assigned attribute number:
] Specify network at 1 =
i ) =
(f Aftribute format: () Select from list]
OctetString Attribute format:
Attribute values: (®) Erter Vendor | Hexadecimal w
Vendor Value i
Specify whetherth Attribute value:
Vendor Code: 41512 FFFFFFSA vendor specific att FFFFFF9A
Vendor Code: 41512 0
Vendor Code: 41912 SiemensiGrid Secur @) Yes. it confom
(C) Mo. It does not Canesl
I Configure Attribute...

oK Cancel

1.6 IEC 62351 Appendix

1.6.1 IEC 62351-8 Dictionary

Below is the IEC 62351 vendor specific dictionary subject to approval by the responsible [EC TC 57/WG 15! Adjusted and
enclosed in the RADIUS server configuration, a RBAC token that is transmitted as part of the vendor specific attribute (VSA
— see https://tools.ietf.org/html/rfc2865#page-47) contains the following set of information:

Attribute Name Attribute Value Required
IEC62351-8-RoleID-1 (i*10)+1 mandatory
IEC62351-8-roleDefinition-i (i*10)+2 optional
IEC62351-8-aor-1i (1*10) +3 mandatory
IEC62351-8-revision-i (i*10)+4 mandatory
IEC62351-8-ValidFrom-1i (i*10)+5 optional
IEC62351-8-ValidTo-1 (1*10) +6 mandatory

Note: integer i=0..N

This approach resembles the sequences described for the X.509 digital certificate extension in profile A and B of the
IEC62351-8 standard.

Note that the rolelD is always related to the same IEC62351-8-aor, IEC62351-8-roleDefinition (if the field is provided),
IEC62351-8-revision, and IEC62351-8-ValidTo field. To support also different roles with either the same or different Area
of Responsibility (AoR) associations, multiple instances may be supported according to RFC 2865.

To enable the RADIUS server to process the VSA with the RBAC information, a dictionary file is necessary. The following
example shows a dictionary file for the case i=2, providing a distinction between three sets of RBAC information:

VENDORInternational Electrotechnical Commission 41912
BEGIN-VENDOR International Electrotechnical Commission

ATTRIBUTE IEC62351-8-RoleID-0 1 integer
ATTRIBUTE IEC62351-8-roleDefinition-0 2 string OPTIONAL
ATTRIBUTE IEC62351-8-aor-0 3 string
ATTRIBUTE IEC62351-8-revision-0 4 integer
ATTRIBUTE IEC62351-8-ValidFrom-0 5 string OPTIONAL
ATTRIBUTE IEC62351-8-ValidTo-0 6 string

ATTRIBUTE IEC62351-8-RoleID-1 11 integer


https://tools.ietf.org/html/rfc2865#page-47
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ATTRIBUTE IEC62351-8-roleDefinition-1 12 string OPTIONAL
ATTRIBUTE IEC62351-8-aor-1 13 string
ATTRIBUTE IEC62351-8-revision-1 14 integer
ATTRIBUTE IEC62351-8-ValidFrom-1 15 string OPTIONAL
ATTRIBUTE IEC62351-8-ValidTo-1 16 string
ATTRIBUTE IEC62351-8-RolelID-2 21 integer
ATTRIBUTE IEC62351-8-roleDefinition-2 22 string OPTIONAL
ATTRIBUTE IEC62351-8-aor-2 23 string
ATTRIBUTE IEC62351-8-revision-2 24 integer
ATTRIBUTE IEC62351-8-ValidFrom-2 25 string OPTIONAL
ATTRIBUTE IEC62351-8-ValidTo-2 26 string

END-VENDOR

1.6.2

International Electrotechnical Commission

IEC 2351-8 defined roles

A role is explicit defined by the set of a rolelD, a revision and a roleDefinition and is defined in the IEC62351-8 standard.
In general a role is a set of permissions. In case of the permission assignment is changed for an existing role (rolelD) than
the revision has to be increased. All IEC62351 roles are based on the IEC62351-8 standard. Therefore the roleDefinition is
IEC62351-8. Any other defined roles, for example customer-defined roles or manufacturer defined roles in the future,

have own defined role Definitions because the role name (rolelD) could be the same. More information can be found in

the standard.

Role rolelD revision roleDefinition used for

VIEWER 0 0 IEC62351-8 SICAM A8000/SIPROTEC 5

OPERATOR 1 0 IEC62351-8 SICAM A8000/SIPROTEC 5

ENGINEER 2 0 IEC62351-8 SICAM A8000/SIPROTEC 5

INSTALLER 3 0 IEC62351-8 SICAM A8000/SIPROTEC 5

SECADM 4 0 IEC62351-8 SICAM A8000/SIPROTEC5/
GridPass

SECAUD 5 0 IEC62351-8 SICAM A8000/SIPROTEC 5

RBACMNT 6 0 IEC62351-8 SICAM A8000/SIPROTEC5/
GridPass

Besides these IEC62351-8 defined roles, other roles can be defined within the numbers range <-32768 .. -1>. They are
reserved for private usage. In case of using the IEC62351 roles the declaration of the roleDefinition is optional, for private
usage the roleDefinition is mandatory

1.6.3 1IEC 62351-8 Definition (Extract from the IEC 62351-8 Edition 1)

1.6.3.1 RolelD (9.4.4.1)
The role is defined using a mapping to an integer space, whereby the numbers:

e <0..32767> are reserved for application within I[EC 62351;
e <-32768 .. 1>are reserved for private usage, e.g. by other protocols like IEEE 1815

All roles to be used in the context of IEC protocols shall be defined as part of IEC/TS 62351-8. The current definition of
roles comprises IEC 61850 specific roles.

Format: INTEGER (-32767 32767)

1.6.3.2 Role definition (9.4.4.2)

To allow for unigueness of roles in terms of an unique role-to-right mapping, a further parameter is used to provide
information about the used data model. This parameter (roleDefinition) is optional and to be treated as

“IEC 62351-8" per default for positive role IDs. In case of the private usage numbers (negative numbers), it reflects the
associated role definition standard. An own role definition may be provided by other standards (other than IEC/TS 62351-
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8, by an utility operator. The roleDefinition is valid in the context of the defined UserRoleInfo (access token). If
multiple role definitions are used, multiple access tokens shall be used to ensure a unique role-top-right mapping.

If the roleDefiniton field is present the relying party shall use the mapping defined by that field.
The replying party shall reject any role ID that has a roleDefinition associated value that it does not recognize.

Format: UTF8String (0 .. 23))

1.6.3.3 Revision number (9.4.4.8)

The revision number is @ monotonically increasing integer number and represents the version of the subject-to-role
mapping.

1.7 Siemens Appendix

1.7.1 Defined roles by Siemens

Siemens has defined own roles with own assigned permissions. Not all roles are necessary and available in all Siemens
Energy Management Digital Grid products. Which explicit permissions are assigned inside the device depends on the
functionality of the device and will be found in the product manual.

Role rolelD rolelD revision roleDefinition used for
hexadecimal decimal

ADMIN FFFF8460 -31648 0 SiemensGridSecurity SICAM A8000/
SIPROTEC5

GUEST FFFFAFC7 -20537 0 SiemensGridSecurity SIPROTEC 5

Operator_Switching FFFFFFOA -102 0 SiemensGridSecurity SIPROTEC 5

Switching_Authority | FFFFFF99 -103 0 SiemensGridSecurity SIPROTEC 5

Interlocking_Mode FFFFFF98 -104 0 SiemensGridSecurity SIPROTEC 5

1.7.2 Limitations of roles to user assignment and other limitations

1.7.2.1 SIPROTEC5

SIPROTEC 5 is supporting all IEC62351-8 roles and the SIEMENS role ADMIN; GUEST, Operator_Switching, Switching
Authority; Interlocking_Mode. All [EC62351-8 attributes are supported:

Attribute Name Attribute Value Required
IEC62351-8-RoleID-1 (i*10)+1 mandatory
IEC62351-8-roleDefinition-i (i*10)+2 optional
IEC62351-8-aor-1i (1*10) +3 mandatory
IEC62351-8-revision-i (i*10)+4 mandatory
IEC62351-8-ValidFrom-1i (i*10)+5 optional
IEC62351-8-ValidTo-1 (1*10) +6 mandatory

According the RADIUS RFC you can assign more than one rolelD to one user if needed.
e  Max. i=24 is per user supported
e  Max. 32 roles per user
e According the IEC62351-8 definition only the rolelD can be used multiple times for one “i"
e AoRis mandatory but will be not analyzed at the moment

e  Revision has to be always “0”

e The roleDefinition is optional in case of “IEC62351-8" and mandatory in case of all other roleDefinitions
according the IEC62351-8 standard

e In case of different validTo values for one user for different token the earliest day will be used



Configuration of a Windows Active Directory and NPS

e Incase of one invalid or doubled token entry the complete token will be discarded
e The minimum length of the shared secret has to be 16 characters, the maximum length is 100

e NAS identifier is SIPROTEC5\0

1.7.2.2 SICAM GridPass

SICAM GridPass supports the IEC 62351-8 roles SECADM and RBACMNT. So far, only the following attributes are
supported:

ATTRIBUTE IEC62351-8-RoleID-0 1 integer
ATTRIBUTE IEC62351-8-roleDefinition-0 2 string OPTIONAL
ATTRIBUTE IEC62351-8-revision-0 4 integer

In this case only the OID 1,2 and 4 will be analyzed in the RADIUS server accept response. All other values will be
discarded. According the RADIUS RFC you can assign more than one rolelD to one user if needed.

e According the IEC62351-8 definition only the rolelD can be used multiple times for one “i"

e The roleDefinition is optional in case of “IEC62351-8" and mandatory in case of all other roleDefinitions
according the IEC62351-8 standard

e AoRis mandatory but will be not analyzed at the moment

1.7.2.3 SICAM A8000 CP-8000, CP-802x and 8050

SICAM A8000 CP8050 V2.0, SICAM A8000 CP802x V14 and SICAM A8000 CP8000 V14 are supporting all IEC62351-8
roles and the SIEMENS role ADMIN. All IEC62351-8 attributes are supported:

Attribute Name Attribute Value Required
IEC62351-8-RolelID-1i (i*10)+1 mandatory
IEC62351-8-roleDefinition-i (i*10)+2 optional
IEC62351-8-aor-1i (1*10) +3 mandatory
IEC62351-8-revision-i (i*10)+4 mandatory
IEC62351-8-ValidFrom-1i (i*10)+5 optional
IEC62351-8-ValidTo-1 (i*10) +6 optional

Due to compatibility reasons the ValidTo Attribute is optional.

According the RADIUS RFC you can assign more than one rolelD to one user if needed.
e According the IEC62351-8 definition only the rolelD can be used multiple times for one “i"

e The roleDefinition is optional in case of “IEC62351-8" and mandatory in case of all other roleDefinitions
according the IEC62351-8 standard

e NAS identifier is the MAC address

1.7.3 Microsoft Links
Import NPS:
https://[docs.microsoft.com/en-us/windows-server/networking/technologies/nps/nps-manage-export

or
https://technet.microsoft.com/de-dellibrary/cc753571(v=ws.10).aspx
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1.8 Summary

Secure products in energy automation are the basis for a secure system for energy automation. Role-based access control
with central management is one of the benefits of SIPROTEC and SICAM beside other features for security like security
logging, digital signed FW/SW, asset monitoring and secured communication.

Access Control in SIPROTEC 5

SIEMENS

Deny unauthorized Access with RBAC and User Management lngewuity for Life

Risks with protection relays without secured

access control:

@ Without password control it is easily possible to
access the relays anonymously

@ Unencrypted / weakly encrypted password handling
enables “sniffing”

@ Simple passwords and eternally valid passwords
acquire “feet” over time

Unauthorized Field level

Role-Based Access Control in SIPROTEC 5

8 Authorize users to perform operations based on S 2
their role — new RBAC option with centralized user
management support based on RADIUS U

8 Transfer of credentials from DIGSI5 to device over
secured SSL/TLS connection -

=~

& Secured storage of sensitive information (e.g. Lo
passwords, keys) in device

8 Confirmation codes for safety-critical operations R RAR AP
and connection password support for non-RBAC -

usage

8 Security event logging of access attempts in device
— optionally also transmitted over Syslog UDP to a
central Syslog server

APN-051

36

Edition 1



Published by

Siemens AG 2018

Energy Management Division
Digital Grid

Automation Products
Humboldtstr. 59

90459 Nuremberg, Germany
www.siemens.com/siprotec

For more information,
please contact our

Customer Support Center.

Tel.: +49 180 524 70 00
Fax: +49 180 524 24 71
(Charges depending on provider)

Email: support.energy@siemens.com

© 2016 Siemens. Subject to changes and errors.

The information given in this document only contains
general descriptions and/or performance features which
may not always specifically reflect those described, or
which may undergo modification in the course of further
development of the products. The requested performance
features are binding only when they are expressly agreed
upon in the concluded contract.

For all products using security features of OpenSSL, the
following shall apply:

This product includes software developed by the OpenSSL
Project for use in the OpenSSL Toolkit.
(http://www.openssl.org/ )

This product includes cryptographic software written by
Eric Young (eay@cryptsoft.com )

This product includes software written by Tim Hudson
(tih@cryptsoft.com)

This product includes software developed by Bodo Moeller.


http://www.siemens.com/siprotec
mailto:support.energy@siemens.com
mailto:tjh@cryptsoft.com

	1 Setting Up Role-Based Access Control for Siemens Digital Grid Products
	1.2 Fundamentals
	1.5.1 Create a new Organizational Unit (OU) called IEC 62351 Group
	1.5.2 Add Global Security Groups
	1.5.3 Local users for SIPROTEC 5 devices
	1.5.4 Configuration of the Network Policy Server

	1.6 IEC 62351 Appendix
	1.6.1 IEC 62351-8 Dictionary
	1.6.2 IEC 2351-8 defined roles
	1.6.3 IEC 62351-8 Definition (Extract from the IEC 62351-8 Edition 1)
	1.6.3.1 Role ID (9.4.4.1)
	1.6.3.2 Role definition (9.4.4.2)
	1.6.3.3 Revision number (9.4.4.8)

	1.7.1 Defined roles by Siemens
	1.7.2 Limitations of roles to user assignment and other limitations
	1.7.2.1 SIPROTEC 5
	1.7.2.2 SICAM GridPass
	1.7.2.3 SICAM A8000 CP-8000, CP-802x and 8050

	1.7.3 Microsoft Links



