SIEMENS

-

Application description * 06/2015

Integration of SINUMERIK
840D sl in company network

SINUMERIK 840D sl, SW 4.5 SP3

https://support.industry.siemens.com/cs/ww/en/view/109477198



https://support.industry.siemens.com/cs/ww/en/view/109477198

Warranty and liability

© Siemens AG 2015 All rights reserved

Warranty and liability

Note The Application Examples are not binding and do not claim to be complete
regarding the circuits shown, equipping and any eventuality. The Application
Examples do not represent customer-specific solutions. They are only intended
to provide support for typical applications. You are responsible for ensuring that
the described products are used correctly. These application examples do not
relieve you of the responsibility to use safe practices in application, installation,
operation and maintenance. When using these Application Examples, you
recognize that we cannot be made liable for any damage/claims beyond the
liability clause described. We reserve the right to make changes to these
Application Examples at any time without prior notice.

If there are any deviations between the recommendations provided in these
application examples and other Siemens publications - e.g. Catalogs - the
contents of the other documents have priority.

We do not accept any liability for the information contained in this document.

Any claims against us — based on whatever legal reason — resulting from the use of
the examples, information, programs, engineering and performance data etc.,
described in this Application Example shall be excluded. Such an exclusion shall
not apply in the case of mandatory liability, e.g. under the German Product Liability
Act (“Produkthaftungsgesetz”), in case of intent, gross negligence, or injury of life,
body or health, guarantee for the quality of a product, fraudulent concealment of a
deficiency or breach of a condition which goes to the root of the contract
(“wesentliche Vertragspflichten”). The damages for a breach of a substantial
contractual obligation are, however, limited to the foreseeable damage, typical for
the type of contract, except in the event of intent or gross negligence or injury to
life, body or health. The above provisions do not imply a change of the burden of
proof to your detriment.

Any form of duplication or distribution of these Application Examples or excerpts
hereof is prohibited without the expressed consent of the Siemens AG.

_Security Siemens provides products and solutions with industrial security functions that

'”fOF' support the secure operation of plants, solutions, machines, equipment and/or

mation networks. They are important components in a holistic industrial security
concept. With this in mind, Siemens’ products and solutions undergo continuous
development. Siemens recommends strongly that you regularly check for
product updates.

For the secure operation of Siemens products and solutions, it is necessary to
take suitable preventive action (e.g. cell protection concept) and integrate each
component into a holistic, state-of-the-art industrial security concept. Third-party
products that may be in use should also be considered. For more information
about industrial security, visit http://www.siemens.com/industrialsecurity.

To stay informed about product updates as they occur, sign up for a product-
specific newsletter. For more information, visit
http://support.automation.siemens.com.
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1 Fast Data transfer with SINUMERIK

1.1

Fast Data transfer with SINUMERIK

Overview

In job shops, frequently customer parts must be post machined quickly — and the
last program version cannot be found anywhere in the workshop. In this case, the
archive of the SINUMERIK control must be checked as to where the actual
program version is located. This must then be imported into the CNC control
system using an appropriate data carrier. This involves non-productive time.

Using a networked control system, no time is wasted, as data can be quickly
exchanged throughout the complete network. For example, this functions using the
integrated Ethernet interface, with which the SINUMERIK 840D sl system can be
integrated into any Windows or Linux network. The network drives are displayed in
the control system program manager, and can be used as usual. This procedure is
now precisely described.

Figure 1-1 Working in a networked environment at a Sinumerik control
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2 Networking with SINUMERIK 840D sl

2

Networking with SINUMERIK 840D sl

An external computer and SINUMERIK 840D sl control system are networked with
one another; the network structure is of secondary importance. The SINUMERIK
interface used is the X130.

A target folder must be created and shared in the Windows operating system. The
"Test" target folder is created in the current example. A new user account must be
created for "Advanced sharing". The user account "Control" with password "test" is
used. Further, when assigning the logical drive in SINUMERIK, this data is queried
in order to uniquely identify the IP address.

After the user has uniquely assigned the IP address of the computer and control
system, the content of the shared "Test" target folder on the computer can be read
out in the SINUMERIK control system. This is possible in the HMI menu.

Advantages of this solution

Advantages of networked control systems include:
e Programs can be accessed from every CNC control
e Short data paths, as data does not have to be transferred using a data carrier

e The most up-to-date programs are available on the server, e.g. programs from
CAM systems

e CNC control data can be backed up to the server, e.g. archive

e Modified programs can be saved to the server, where they are accessible to all
authorized participants

e Programs can be assigned versions and archived on the server

Integrate SINUMERIK in company network
Entry-ID: 109477198, V1.0, 06/2015 5



2 Networking with SINUMERIK 840D sl

2.1 Computer network settings

The easiest way to exchange data is with the network share folders on the server.
To do this, for example, a folder can be created on the Windows server, where all
of the necessary programs are saved and can be accessed by the CNC machines.
Using an example from Windows 7, it is shown how this functions.

2.1.1 Creating a user account

A new user account must be created under "Control panel” in the Windows
operating system.

© Siemens AG 2015 All rights reserved

Figure 2-1 Creating a user account in the Windows operating system
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The newly assigned name of the user account is "Control" (Fig. 2-2). The password
"test" is assigned for the newly created account (Fig. 2-4). The password and the
name of the user account are required later in the HMI configuration menu when

entering into the logical drive.
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Figure 2-2 Assigning the "Control" name for the user account
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Figure 2-3 Creating a password name for the user account

Make changes to Control's account

Change the account name

Control
Stendard user

Create 3 password

v

Change the picture
Set up Parental Contrals

Change the account type

Delets the account

N

e anothes account

3

Figure 2-4 Selecting the password "test" for user account "Control
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2.1.2 Assigning an IP address

In order to integrate a control system into a network, configurations must be made
directly at the control system, as well as at the network connection. An IP address
must be permanently assigned at the computer and an IP address at the control in
order that communication can be established. IP addresses can be automatically
assigned or manually selected. In the current example, a unique IP address is
manually entered. The selection is subsequently shown.

Figure 2-5 Navigation to the Network and Sharing Center
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The status of "Local Area Connection" is shown in the "Network and Sharing
Center" of the Windows control panel (Fig. 2-6).
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Figure 2-6 Status of the Local Area Connection
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Internet protocol version 4 (TCP/IPv4) can be selected under the properties of the
"Local Area Connection". The IP address must be entered in the properties of the
Internet protocol, version 4.
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Figure 2-7 Navigation to the Internet protocol, version 4
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It must be ensured that a unique IP address is entered. The subnet mask must
match that set at the control itself.

The following data is entered into the subnet mask.
e |P address: 192.168.10.103
e Subnet mask: 255.255.255.0
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Note

Figure 2-8 Entering the IP address and the subnet mask
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It is not permissible that addresses 192.168.215.xxx and 192.168.214.xxx are

used. These are reserved for the system.
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2 Networking with SINUMERIK 840D sl

2.1.3 Creating shared folders

Using Windows Explorer, a new folder should be created on the local drive on the
server, e.g. "Test". This can be simply generated by pressing the right-hand mouse
key under "New" and "Folder". The folder is shared using the "Properties" shortcut

menu.

Figure 2-9 Selecting the properties of the test folder
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Click on "Share this folder" under the "Advanced Sharing" tab the folder name is
displayed under "Share Name" (example "Test").
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2 Networking with SINUMERIK 840D sl

Figure 2-10 Sharing the test folder
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Click on the "Allow" button (Fig. 2-11). All groups and user names are displayed

there, which should be able to access the folder.

Figure 2-11 Advanced sharing of the test folder
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Figure 2-12 Access rights for the test folder
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When the folder is shared, this can be seen in the network. Permission (privilege)
must now be assigned. In the current example, the newly created user "Control"
has full access rights to this folder (Fig. 2-12 & Fig. 2-13).

If the PC is operated in a company network, the settings must be coordinated with
the network administrator; the same is true for the antivirus software and firewall
settings.

Figure 2-13 Assigning all rights for a created user account
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The process is completed by pressing "Apply" followed by "OK" (Fig. 2-14).
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Figure 2-14 Acknowledging the permission (privilege) for user account "Control"
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2 Networking with SINUMERIK 840D sl

2.2

221

2.2.2

Note

Activating the network

Interface X130

The control SINUMERIK 840D sl is connected with the network via the interface
X130.

SINUMERIK network settings

Ethernet interface X130 can be configured. This means that it can be permanently
assigned an IP address, or can be automatically obtained under "Obtain an IP
address automatically". Interface X130 is intended to establish a connection to
company networks. Changes at this location can impact the complete network.
This is the reason that all of the existing X130 settings must be documented before
changes are made.

It is not permissible that addresses 192.168.215.xxx and 192.168.214.xxx are
used. These are reserved for the system.

There are two options for making the network settings for a SINUMERIK control.
The classic approach is realized using "Diagnostics". From software release 4.5, it
is possible to directly enter the IP configuration in the commissioning menu.
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TCP/IP diagnostics

In the "Diagnostics" operating area, using the menu forward key, softkey

"TCP/IP bus" > "TCP/IP diagnostics" > "TCP/IP config.“ must be pressed to set the
parameters for communication via X130.

The settings for NCU company network X130 are changed using the "Change"
softkey. The operator must enter address type "Manual” so that the IP address of
the SINUMERIK control is not automatically assigned by the DHCP server, but
instead can be permanently entered. IP address and subnet mask must be entered
as subsequently shown.

Figure 2-15 Configuring the network settings via the diagnostics menu
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The control must be restarted so that the changes that have been made become
effective.
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Network

In the commissioning menu under "Network", precisely the same network settings
can be made as under TCP/IP diagnostics.

It should also be ensured that the DHCP server automatically retrieves an IP
address. A defined IP address is entered under Manual. The entries are confirmed
with "OK". The manual entry of an IP address and the subnet mask of the current
example are subsequently shown.

Figure 2-16 Configuring the network settings via the commissioning menu
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After the configuration has been carried out, the control must be restarted so that
the changes become effective.
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2.2.3 Integrating a network drive into the SINUMERIK program manager

After the configuration has been completed, the new network drive must be
integrated into the program manager.

Softkeys "HMI" > "Log. Drive” must be selected in the "Startup” operating area. In
the window that is displayed, the USB interface is configured as standard at
position 1; this should not be changed. The next free area is position 2. You can
navigate in the screen using the cursor and select keys. The following settings
must be made:

e Type: Network type, "NW Windows"

e Path: The IP address of the server and the name of the shared folder is
entered in the path. It involves the same name that the operator defined when
configuring under Windows, e.g. "//192.168.10.103/Test"

e Access level_ key-operated switch 0

e Softkey text and softkey icon: text and icon displayed in the program manager:
test; sk_network_drive.png

User name: The user name entered under Windows
must be called —> "Control"

Password: The associated password is called —>"test"

By actuating softkey "Activate drive", the drive is displayed under the "test" name in
the program manager and can be used.

Figure 2-17 Setting up a drive in the HMI menu
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Configure drives

1 A

Tupe: USB local Device: q

Connection: | Front |~ Partition: 1 _

Path: I
Accesslevel: | Key switch @ [~] )

Softkey text:  SL_PM_SK_LOCAL_TCU_| Softkey icon:  sk_ush_frontpng [~ ‘P

Text file: slpmdialog User name: _
Text context:  SIPmDialog Password:

- |
Type: | NU Windows || Device:

Connection: | || Partition: |
Path: /7/192.168.10.250/Test

Accesslevel: |  Keyswitchd  [v| .
Softkey text:  test Softkey icon: \sk_netuork_driue.png |V\ ';‘ X

Text file: User name: Steuerung Cancel
Text context: Password: ke

i— Mach. Drive | N ]

data | ® system HEHE
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Files can be transferred to or from the control system. This is realized using the
"Copy" or "Insert" softkeys

The new "test" folder is displayed in the "Program manager" area. This means that
it is simple to externally save files, such as archives and NC programs. A folder
name can be freely selected in SINUMERIK (softkey text/Fig. 2-19), and does not
have to match the folder name selected under Windows.

Figure 2-18 System data in the commissioning menu
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Type Length Time
T1Part programs DIR 03/24/15 8:16:36 AM
C1Subprograms DIR 03/24/15 8:16:36 AM
= 1 Workpieces DIR 03/24/15 1:17:13PM New
|
Open
|
Mark
I
Copy
|
|
Cut
Free: 2.4 MB
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