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What this document is about

This document provides detailed instructions on how to install and configure Kaspersky Industrial CyberSecurity
3.0 in accordance with the most common requirements of the process control infrastructure. It will guide you through

several sequential steps of the product installation and its subsequent configuration.
Who would find this document useful

The following audience may find the document interesting:

e Specialists involved in industrial cybersecurity.

e Process operating staff.

e Automation system or process control engineers.
e DCS implementation and maintenance engineers.

e Test engineers verifying compatibility of Kaspersky Industrial CyberSecurity with DCS software.

Other specialists may also benefit from using this document as a reference guide.

What is KICS

Kaspersky Industrial CyberSecurity (or KICS, in brief) is the software solution developed by Kaspersky. It enables
robust protection of automatic control systems against a broad variety of cybersecurity threats, whether they are
known or “zero-day”. The solution is equally applicable to different industries and is easily adaptable to various control

system configurations.

KICS software components

KICS consists of several protection components, which are optionally selected and utilized according to your specific

requirements. In general, KICS includes the following software components:

e KICS for Nodes. This component protects Windows-based endpoints such as operator workstations,
engineering workstations, historians, HMI-servers, etc. Therefore, it has the potential of interfering with
the HMI software and engineering software unless it is configured correctly.

e KICS for Networks. This component acts as a real-time analyzer of industrial networks traffic. As
opposed to the previous one, this component remains 100% passive and by no means affects the
monitored system. It remains invisible from the DCS perspective and architecturally has no mechanisms
of interfering with DCS operation.

e Kaspersky Security Center (from now on referred to as KSC). It is an administration tool, which

enables management of the KICS components in a centralized and user-friendly manner.

In its turn, each of the cited components has a few functional modules. Each module is responsible for performing a

specific function like anti-virus protection or device control.
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The KICS for Nodes component incorporates the following modules:

e Application launch control. It restricts the execution of files and scripts according to the user-
defined white list.

e Device control. It restricts the connection of peripheral devices to the protected host. It solely deals
with USB-interface storage devices such as USB memory sticks, USB hard drives, etc.

e Anti-malware protection (real-time file protection). It performs an anti-viral inspection of a file
every time it is accessed, modified, moved or copied.

e On-demand antimalware scanner. It performs an on-demand search for malicious objects in
locations specified by users.

e Virus database updater. It is essential for keeping the anti-virus database up to date.

e Untrusted host blocker. It blocks the network access to shared folders from the side of those remote
hosts that show malicious activity.

e Anti-cryptor. It prevents malicious encryption activities. It is designed to work in conjunction with the
Untrusted host blocker.

e Vulnerability scanner. It is used to obtain comprehensive and up-to-date information on software
vulnerabilities found on the managed hosts.

e File integrity monitor. It is designed to track/alert modifications made to the specified files and
folders of the monitoring scope according to the task settings. You can use the task to detect file changes
that may indicate a security breach on the protected computer.

e Log inspection. It is designed to monitor the integrity of the protected environment based on the
results of an inspection of Windows Event Logs. The application notifies the administrator upon
detecting abnormal behavior in the system, which may be an indication of attempted cyber-attacks.

e Exploit prevention. KICS for Nodes 3.0 provides the ability to protect process memory from
exploits. You can change the component activity status and configure process protection settings.

e PLC Integrity Checker. It periodically verifies the consistency of a control program, executed by the
monitored PLC. It reacts to any modification of a process control algorithm. At present, this module
supports SIMATIC S7-300, S7-400(H), MODICON M340 and MODICON M580 series controllers.

e Network Attack Blocker. It can be regarded as a host-based IPS. Its operation is based on regularly
updated patterns of network attacks. The module is able to function either in the active mode or

notification-only mode.

Please note, that the Firewall management feature, also provided by KICS for Nodes 3.0, does not apply to DCS
installations and, therefore, the corresponding software module should not be installed. Alternatively, it is highly
recommended to rely on the Windows Firewall configured according to the DCS vendor’s recommendations. The
more detailed recommendations as to the installation scope are given in the “Remote installation of KICS for Nodes
onto target computers via KLnagent” section.

This document does not cover KICS for Networks installation and configuration techniques.
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Distribution package composition

Prior to starting the product installation, please check the contents of the KICS for Nodes distribution package and

make sure you have obtained all the necessary files. The distribution package, as a rule, includes the following items.

CommonDCs + KICSAMODES3.0 KL_Distributives
Marne Date modified Type

HotFix 111572021 T.07 &b File folder
KICSAMODES 111572021 654 Ak File falder
K30 1145752027 706 A0 File folder
License 11415752027 7.07 Ah File folder

| Generic_policy-KICSANODES_3.0.kIp SF2002027 1:46 Ak KLP File

| KLMagent_policy-KICSNODES_3.0.kIp SF2002027 1:46 Ak KLP File

The HotFix folder is optional. If it exits, it contains the most recent Hotfix for KICS for Nodes 3.0 that has successfully
been tested for compatibility with your model/version of the control system. The Hotfix may contain critical patches

and in most cases its installation is compulsory?.

CommonDCE + KICSANODESI0 KL_Distributives HotFix

#

Marne Date modified Type Size
DEJ critical_fiz_core_1_xBdmsp 62027 6:09 P Wifindows Installer ... 1,120KB
DEJ critical_fiz_core_1_zB6.msp Q76,2027 @08 PM Wiindows [nstaller ., 1,120 kB

The KICS4NODES folder contains the KICS for Nodes 3.0 installation files as well as KICS for Nodes 3.0
administrator’s guide. The client subfolder contains the KICS for Nodes 3.0 management console. The installation
of KICS for Nodes 3.0 management console is optional though. The server folder contains the administration
plugin for KSC.

You can view the online version of the KICS for Nodes manual at
https://support.kaspersky.com/KICS4Nodes/3.0/en-US/147896.htm

CommonDCS + KICSANODES3.0 » kL _Distributives » KICSANODES
Marme . Date modified Type Size
client 11713/2027 €34 A File folder
gateway 11/15/2027 6:54 AkA File folder
kwrt 11,15/2027 6:54 Ak File folder
server 11A13/2027 €54 Ak File folder
setup 11713/2027 €34 A File folder
[ adrmguide.pdf 11/415/2021 721 Ak ticrosoft Edge P.. 4,443 KB
| autorun.inf 11,15/2027 5:51 PR Setup Information TEE
| rigration et 111572021 5:31 PR Text Document 20KE
| release_notes txt 111552027 5:57 PM Text Docurment I7ER
. setup,exe 117152021 5:51 PA Application 212 KB

1 If KICS for Nodes is deployed onto critical infrastructure sites located in Russia, the Hotfix installation may not be required.
Please refer to the section “FSTEK certification for KICS for Nodes installations within the territory of Russia”.
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The KSC folder contains the Kaspersky Security Center installation package (version 13.1). The KSC product
manuals are available online at https://support.kaspersky.com/KSC/13/en-US/5022.htm

Marre Date rmodified Type Size

|g ksc_13_13.1.0.8324 full_en.exe 1141542027 &:56 kA Spplication 442 022 KB

The License folder contains the KICS for Nodes license activation key-file purchased from Kaspersky.

License 15.04.2019 13:02 File folder
1| 572BFFDC key

The Generic_policy-KICSANODES_3.0.klp file is a preconfigured set of security settings specific to your particular
model and version of the control system. These predefined settings, optimized by Kaspersky experts as a result of
a compatibility research, significantly facilitate the KICS for Nodes deployment process. The similar file
(KLNagent_policy-KICS4ANODES_3.0.klp) aids the KLnagent configuration. These files are utilized by KSC.

| Generic_policy-KICSANODES 3.0.klp 572042021 1:dB Ak KLP File
| KLMagent_policy-KICSANODES 3.0.kIp 32042021 1:d8 Ak KLP File

System requirements

We recommend installing KSC on a separate PC designated for the centralized management of KICS for Nodes
instances. Please make sure that this computer conforms to the software and hardware requirements as specified in
https://support.kaspersky.com/KSC/13.1/en-US/96255.htm.

Every to-be-secured station, hosting KICS for Nodes, should be compliant with the system requirements as specified
in https://support.kaspersky.com/KICS4Nodes/3.0/en-US/175048.htm.

The following ports should also be open for normal KICS for Nodes infrastructure management from KSC:

e From DCS network segments to the KSC server TCP: 13000-13001.
¢ From the KSC server to DCS network segments UDP: 15000-15001.

Additional access from control system network to the KSC server is advised during installation (this access can be
closed after installation and tuning is finished):

e From DCS network segment to the KSC server — ICMP (Ping).
e From DCS network segment to the KSC server — Microsoft-ds (TCP: 445).
e From DCS network segment to the KSC server — NetBIOS-ssn (TCP: 139).
e From DCS network segment to the KSC server — TCP: 13291.

Optionally, the KSC server may utilize network access to the Kaspersky Lab download servers via port TCP: 80
(HTTP).

For correct external name resolution, it is recommended to grant the KSC server full access to DNS servers via TCP:
53 and UDP: 53.

To ensure smooth interaction between the KSC server and protected stations, Ethernet connection with at least

10Mbit/s throughput is required.
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Installation and configuration steps

This document describes how to install and configure multiple KICS for Nodes instances in a centralized manner
(using KSC). Please note that the stand-alone installation of KICS for Nodes is not overviewed here because it is
hardly a suitable option to build up a highly-scalable, easy-to-maintain solution.

The entire procedure of KICS for Nodes deployment includes the following sequence of installation/configuration

steps:

¢ |Installation of KSC on a management PC.

¢ Initial configuration of KSC.

¢ Remote installation of the network agent KLnagent onto target computers.

¢ |Installation of the KICS for Nodes management plugin for KSC.

e Import of the security policy for the network agent KLnagent from a file.

e Import of the DCS-specific security policy for KICS for Nodes from a file.

¢ Remote installation of KICS for Nodes onto target computers via KLhagent.

e Remote installation of the provided Hotfix? onto target computers via KLnagent. Please note that in
some specific cases no Hotfix should be installed at all and this deployment step should be omitted.
Please refer to the section “FSTEK certification for KICS for Nodes installations within the territory of
RussiaFSTEK certification for KICS for Nodes installations within the territory of Russia”.

¢ Optional remote installation of KICS for Nodes management console.

¢ Initial update of antivirus databases.

e Starting up the On-Demand virus scan task to inspect target computers.

e Setting up Application Launch Control and Device Control whitelisting and fine-tuning the DCS-
specific security policy.

e Optional configuration of PLC Integrity Checker providing that there are supported PLCs available

on your production site.

Installation of KSC on a management PC

The KSC deployment is preceded by the installation of MS SQL Server 2016 Express Edition or a later version (for
small and medium-size control systems including less than 100 nodes). The MS SQL installer is available at
https://download.microsoft.com/download/9/0/7/907AD35F-9F9C-43A5-9789-

52470555DB90/ENU/SOLEXPR x64 ENU.exe. However, for the larger systems we recommend installing full
functional MS SQL Server.

Please perform the following operations:

1. Log in on your KSC computer using an account with administrative privileges.

2 As of the date we are revising this document, Hotfix 3 is the most recent version. However, we strongly recommend that you
use the Hotfix which was supplied to you as a part of the installation package (and no other version), even if a newer Hotfix
version has come out.
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2. Install MS SQL Server Express Edition or MS SQL Server depending on your system scale. Follow
Microsoft installation guideline.

3. Copy ksc_13 13.1.0.8324_full_en.exe from the supplied distribution package to the desktop and launch it
as administrator.

4. Acknowledge the file execution if requested.

User Account Control X
Do you want to allow this app to make
changes to your device?

I( ksc_13_13.1.0.8324_full_en.exe

Verified publisher: Kaspersky Lab JSC
File origin: Hard drive on this computer

Show more details

| Yes l No

5. The following component selection window should pop up.

kaspersky Kaspersky Security Center 13.1 - K4

Install only Kaspersky Securit
Center 13.1 Administration Console

B

Install Kaspersky Security
Center 13.1

Install only Kaspersky Security
Center 13.1 Metwork Agent

L
1

E‘D Install iS5 MOM (Mobile Device Management) Server % Exkract installation packages

=

Q Install Exchange Mobile Device Server

6. Choose Install Kaspersky Security Center 13.1. Wait for some minutes while the installation package is
being uncompressed and the installation is being prepared.

7. The following setup wizard should appear. Click Next >.

Kaspersky Security Center Administration Server - K

Kaspersky
Securl‘ty Center Welcome to the Kaspersky Security Center 13.1
Administration Server Setup Wizard

The Setup Wizard will install Kaspersky Security Center 13,1
Administration Server on your device. Click Mext ta continue
or click Cancel to exit the Setup Wizard,
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8. Please make sure that the system has passed the requirements check and press Next >. Otherwise follow

the hint on how to install .NET.

Kaspersky Security Center Administration Server — *
System requirements check

Please check whether vour device meets the system reguirements of Kaspersky Security.
Center 13,1 Administration Server,

The required version of MET Framework is already installed and
P ackivated. Click Mext bo continue or click Cancel ko exit the Setup
Wizard.

9. Accept the terms of the License Agreement and Privacy Policy. Click Next >.

Kaspersky Security Center Administration Server - >

End User License Agreement and Privacy Policy
Please carefully read the License Agreement and Privacy Policy.

Kasperslor Secutity Center 13 END USER LICENZE AGEEEMENT, AND ~

Products and Services PRIVACY POLICY

Kaspersky Secutity Center 13 EMD USER LICENSE AGREEMENT (“LICENEE
AGREEMENT™)

IECET 4 KT TEGAT MOTIOR T ATT TTSRRS. M4 BEEIT T VIR AT TUER
I confirm that I have Fully read, understand, and accept the kerms and conditions of this
End User License Agreement.,
I am aware and agree that my data will be handled and transmitted {including ko third
[Acountries) as described in the Privacy Policy, T confiem that T have Fully read and
understand the Privacy Policy,
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10.Select Standard as an installation type and click Next >.

Kaspersky Security Center Sdrministration Sepver - X

Installation type

Select the installation bvpe that best suits vour needs,

Standard installation allows wou ko inskall the defaulk set of components and configure
the database. Mo changes will be made to any settings outside the described scope,
The Mobile Device Management Feature is unavailable in skandard installation mode,
Zuskomn inskallation allows vou to select additional components and manage an
exkended set of application installation settings.

(®) Skandard
D Cuskam

11.Specify the component selection as shown in the screenshot below. Click Next >.

Kaspersky Security Center Sdrministration Server - X

Kaspersky Security Center 13.1 Administration Consoles "

Select the Administration Consoles ta install,

- Web-based console (recommended)

& modern-looking application For most administrator's basks, including deplovment,
configuration, and monitoring,

- MMC-based console

& Fully Functional deskkop application thak yvou can use together with the web-based
consale,

(") Install both Administration Consoles
(®) Install only this one:

MMC-based cansale P
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12.Select Fewer than 100 network devices (this option normally fits most of the industrial installations) and

click Next >.

Kaspersky Security Center Sdministration Server - ped

Network size

Specify the network size.

Select the approximate number of devices that vou intend ko manage, This
inFormation will be used ko configure Kaspersky Secority Center 13,1 properly, oo will
be able to modify these settings later,

(®) Fewer than 100 networked devices
(71101 ko 1000 networked devices
{1001 to 5000 networked devices

() More than 5000 networked devices

13.Select the Database server type to fit your SQL installation. In our case we have installed SQL Server

Express, so we make the corresponding choice. Click Next >.

Kaspersky Security Center.ﬂ.dminisﬁtiun Server — et

Database server ‘

Select the DBMS type,

Select the bvpe of DEMS ko which wou wank to connect dministration Server, &
database will be created for the selecked DEMS during laker steps of the application
inskallation,

(®) Microsoft SQL Server (SQL Server Exprass)

(ImMysaL
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14.Select the SQL Server instance using the Browse... button, leave the automatically filled fields intact and

click Next >.

Kaspersky Security Center Administration Server — X

Connection settings %

Specify the Microsoft SOL Server settings.,

13 Make sure that the relevant version of Microsoft SQL Server is installed,
‘ou can download Microsoft SQL Server 2014 Express SPZ (recommended) or

anather supported wersion fram the Micrasoft website, Other versions of
Micrasoft SQL Server are available on this website.

2} Specify the Microsoft SQL Server settings:

SQL Server instance name: [pcs7kscisLenPRess | [ Browse..

Database name: | KAy |

< Back Mext = Cancel

15.Choose the appropriate SQL Server authentication method. It should match the one you specified during

the SQL Server installation. Click Next >.

Kaspersky Security Center Administration Server — *

S0L Server Authentication mode

Choose the authentication mode,

Choose the authentication mode that wou want to use For connection ko Microsoft SOL
Server, IF you select SQL Server Authentication, you are prompted to enter the account
and confirm the password,

(®) Microsoft Windows Authentication mode

(7) 50L Server Authentication mode
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16.Confirm the installation start in the Ready to install... window by clicking Install.

Kaspersky Security Center &dministration Server - *

- -

Ready to install Kaspersky Security Center 13.1 Administration Ser

Click Install ko start installation. Click Back to review or modify any of your
inskallation settings. Click Cancel ko exit the Wizard,

< Back . Install : Cancel

17.Wait until the installation process is completed. Throughout the installation its progress is displayed in the
following window.

Kaspersky Security Center Administration Sepver — >

Install Kaspersky Security Center 13.1 Administration Server ‘l

Please vaait For the Kaspersky Security Center 13,1 Administration Server installation bo

complete,

Application narme Application type Operation

" Microsoft Windows Installer 4.5 Prerequisite Installation
& Kaspersky Security Center Adminiskratio, . Tain Inskallation

@Exchange Mahile Device Server Extension Inskallation

@iOS Mohile Device Management plug-in Extension Inskallation

Checking if the application can be installed
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18.When the installation is complete, the following window pops up. Leave Start as MMC-based

Administration Console checked and click Finish.

Kaspersky Security Center Administration Server — >

KBSDEI'SK!I' The Kaspersky Security Center 13.1
Security Center Administration Server Setup Wizard has
finished

Kaspersky Secority Center 13,1 Administr ation Server
has been successfully installed.

Click Finish ko close the Setup Wizard.

Skart MMCZ-based Adminiskration Consaole

Skart Kaspersky Security Cenker Web Console

19.Press Yes in the following window in order to launch Administration Console and make it establish an

encrypted connection to the server. This finalizes the KSC installation.

\

{@' Administration Server has handed its certificate:

y

- Fingerprint: A7F570543A3D14B5F567FA2234C66666A8B55D66
- Subject: CN = WIN-LPJARCQOGPK

- Alternative subject name: DNS: WIN-LPJARCQOGPK

Do you want to continue connection to this Administration Server?

=%
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Initial configuration of KSC

The KSC Administration Console automatically starts up after the KSC server core components are installeds.

Please perform the following operations to apply primary settings to KSC:

1. Cancel the KSC Administration Server Quick Start Wizard if it has emerged. We are not going to use it.
2. Go to the Administration Server hierarchical node located in the left-hand pane. The following multi-tab
administration pane should appear on the right. Switch over to the Monitoring tab, click Activate Kaspersky

applications to view the list of installed licenses.

I( Kaspersky Security Center 13.1

File  Action  View  Help

= 2H XE HE

|( kaspersky Security Center 13,1

v [ Administration Server PCST-KSC Administration Server PCS7-KSC (PCS7-KSC\ES_USER)
L tanaged devices

[] Mobile Device Managernent Monitoring Statistics Reports Events Server properties
' Device selections
L1 Unassigned devices

=7 Policies
Tasks v Deployment v Management scheme
|_-'=J Kaspersky Licenses
8 Advanced Security application is installed on all managed devices. Managed device(s): 1. Unassigned device(s) detected: 24515.
*| Enable protection *| View structure of managed devices
Activate Kaspersky applications Set up automatic moving of devices to aroups
Report on protection deployment View unassianed devices
¥ Protection settings v Update
A software vulnerability has been detected on devices. Databases in the repository have not been updated in a long time.
) . N . Updates are available for Kaspersky Security Center 13.1 components.
*| Edit protection policy for workstations New versions of Kaspersky applications are available.

» | Edit Virus Scan task for workstations
Manage applications on devices

*| View current versions of Kaspersky applications
*| Go to Updates for Kaspersky databases and software modules
View report on usage of anti-virus databases

¥ Monitoring ¥ Administration Server

Critical events have been registered on the Administration Server. v| Administration Server properties

* | View protection status View detailed data about Administration Server license key
View user requests (new: 0) Configure functionalty displaved in user interface

Configure notifications

Help v+ lkaspersky

3 The other way of calling KSC Administration Console is using the Kaspersky Security Center 13 shortcut located on the

Start menu.
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3. Apparently, the list of installed licenses is initially blank. Press the Add activation code or key file button

as highlighted below.

File Action \View Help b

= | 2 [ 9 il

|¢ Kaspersky Security Center 13.1

v [ Administration Server PCST Administration Server PCS7-K5C > Kaspersky Licenses

LI Managed devices .
[J Mobile Device Managerent Kaspemky Licenses

' Device selections Saving license detalls to the Administration Server, activating Kaspersky applications on devices, and viewing reports about licenses on devices.
i Unassigned devices

= Paolicies

[ Tasks Add activation code or key file Deploy license key to managed devices Additional actions ¥
E=:j Kaspersky Licenses

B8 Advanced Add/Remove columns

Application . Mumber Limit License termn (days) License expiration date Activ.,, Used

4. This starts up the Add Key Wizard as shown in the picture below. Most likely, you have got a license key

from Kaspersky, which requires no Internet for verification. Choose Activate application with a key file.

Select application activation method

Activate application with activation code

Click this button to activate the application with an activation code. The activation
code is provided by Kaspersky Lab upon purchasing a license.

Activate application with key file

! Click this button to activate the application with a key file. The key file is provided
by Kaspersky Lab upon purchasing a license.
~

Cancel
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5. Inthe Selecting a key window, check Automatically deploy key to managed devices and press Browse

to locate the key-file supplied. The key file is normally supplied with the distribution package and should have

the extension *.key.

= ¥. Open X |
& AddKey Wizard @Uv\ » KL Distributives » License <[4 |[ Szaren »
Organize:w-. Newfolder = - [ ©®
Selecting a key =
T Name Date modified Type Size
Specify key fle: B Desktop 4 Unspecified (1)
. Downloads [ KICS-2018-08-09-long.key 21120171201 KEV File 1KB
% Recent Places
V] Automatically deploy key to managed devices
4 Libraries
/5] Documents
o' Music
& Pictures
B Videos
1% Computer
&, osDisk (C)
e Removable Disk (F:)
€ Network
File name: KICS-2018-08-09-long.key v [Keyfiles for Kaspersky Lab appl ~
Cancel
=2

6. After you have picked the appropriate key-file, press Next.

Selecting a key

Specify key file:

Ci\Users\Administrator\DesktopKl_DistributivesiLicense\WIC5-20158-08-

[¥] automatically deploy key to managed devices

Mext ]’ Cancel
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7. Please Finish to complete adding your key file.

J You have successfully completed the Add Key Wizard.

8. If the selected key file is valid, it should emerge on the list of installed licenses as shown below. Study the

license terms carefully.

|¢ Kaspersky Security Center 13,1 - O X
File  Action  Miew Help
Aol AN:aleci (NN 7|
|¢ Kaspersky Security Center 131
v [ Administration Server PCST-KSC Administration Server PCS7-KSC >
L tanaged devices a
[ Mobile Device Managerment KasperSky Licenses
&1 Device selections Saving license details to the Administration Server, activating Kaspersky applications on devices, and viewing reports about licenses on devices.
71 Unassigned devices
= Policies
Tasks Add activation code aor key file Deploy license key to managed devices Additional actions ¥ Refresh
Kaspersky Licenses
28 Advanced Add/Remove columns
Application - Mumber Lirnit License term (days) Licer 1E54-00076B-576A1B84
N s - ~
25, Kaspersky Industrial ... 1E34-00076B-57641884 30 92 Tues
Properties
Application: Kaspersky Industrial
CyberSecurity for
Modes, Server Russian
Edition. 25-49 Node 3
months NFR License:
KICS for Nodes 2.0
Type: Commercial
License term (days): 92
End date of license Tuesday, December
key: 28, 2021 4:00:00 PM
License expiration Tuesday, December
date: 28, 2021 4:00:00 PM
Maximum devices 30
count:
Devices on which 0
the license key is
used as active:
Devices on which 0
the license key is
used as reserve:
Used by Mot in use
Administration Server:
™
< >
velp +  kaspersky
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9. Using the navigation tree in the left-hand pane, now we go to the Administration Server->Advanced-

>Network Poll->IP subnets hierarchical node. Click Add subnet as shown below to expand the list of

automatically detected subnets.

El Administration Server KSC Administration Server KSC > Advanced > Network poll > IP subnets
L] Managed devices
(=] Deviczselections IP subnets
L1 Unassigned devices Displays results of IP subnet poll on the network by sending an ICMP packet.
=7 Policies
[E] Tasks .
4 g Advanced Actions
A User accounts i Add subnet
[C1 Application managemer 3l confiaure poliin
B Remote installation Poll now
4 Q_ Network poll
Domains
Active Directory
IP subnets
H Repositories

10. In our case, we have a couple of NICs installed on the same KSC machine. They belong to different subnets.

We suggest stating from scratch. Let us first delete all the automatically discovered subnets using the right-

click menu as shown below.

File  Action  Miew Help
| 2@ EGC HE

|( Kaspersky Security Center 13,1
v [ Administration Server PCST-KSC Administration Server PCS7-KSC > Advanced > Device discovery >

[ Managed devices

[ tdobile Device bManagernent IP ranges
ol Device selections Displays results of IP range poll on the network by sending an ICMP packet.
L1 Unassigned devices
= Policies .
Tasks Actions
E‘=_2 Kaspersky Licenses *| Add subnet
v mm Advanced »| Configure polling
L Useraccounts pall now

1 Lpplication management
L1 Rerate installation
B Data encryption and protection
~ O Device discovery
- Dormains
Active Di

- 192.168.0.0/24
- 192.168.5.0/% Delete
B Deleted abjects .
E Repositories Properties

Help
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11. Now let us add the monitored subnet(s) we are interested in. So, click Add subnet in the right-hand pane.

Eile  Action  Wiew Help

= | #E E c| @

I( Kaspersky Security Center 13,1

v [ Administration Server PCST-KSC Administration Server PCS7-KSC > Advanced > Device discovery =
[ tanaged devices

[0 tobile Device Management P ranges
ol Device selections Displays results of IP range poll on the network by sending an ICMP packet.
E Unassigned devices
= Puolicies .
Tasks Actions
E:g Kaspersky Licenses | Add subnet
v mm Advanced *| Configure polling
L Useraccounts Poll now

[ Application management
L Rernote installation
B Data encryption and protection
~v Q, Device discovery
- Daomains
- Bctive Directory
- |P ranges
! Deleted abjects
B Repositaries

12. In the window that appears, specify the network polling details. In our case, we have named our control
system network “MyPCS” and specified the IP subnet (192.168.0.0/24) that will be polled. Click OK when

done.

New IP subnet M

IP subnet name:
MyPCS

9 Specify IP subnet using the address and the subnet mask
Specify IP subnet using IP address range

Subnet address: 192 . 168 0 a

Subnet mask: 295 . 255 . 285 . O

IP address Ifetime (h): 24 :
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13. Click Configure Polling in the right-hand pane. The following window should appear. Check Enable IP
subnets polling and press the Poll now button. Click OK to close the popup window.

k
File Action View Help B Properties: IP ranges m] X
== | @ E 6 HE General
General
|( Kaspersky Security Center 13.1 IP ranges
~ [ Administration Server PCS7-K5SC Administration Serve i
[ Managed devices
[0 Mobile Device Management IP ranges
' Device selections Displays results of IP range W Editing allowed
L Unassigned devices ble IP range polling
=/ Policies .
Tasks : ACtIOrIS Set polling schedule
ﬁ Kaspersky Licenses

* Add subnet

* | Configure polling
Poll now

~ BE Advanced
L Useraccounts
1 Application management
& Remote installation
B Data encryption and protection
w Q Device discovery

Poll now

w - Domains
- WORKGROUP
+ Active Directory
v - IPranges
- MyPCS

' Deleted objects
w H Repositories
- Triggering of rules in Smart Tr
- Updates for Kaspersky databz
= Quarantine
- Backup
- Active threats

< >

JP ranges: 1

14. Wait for some time until the polling process is complete. The polling time depends on the scale of your

network. You can track percentage of completion by viewing the progress bar as shown below.

|¢ Kaspersky Security Center 13,1 - m] x
File Action View Help

e HE B HE

|¢ Kaspersky Security Center 13.1
~ [ Administration Server PCS7-KSC Administration Server PCS7-KSC > Advanced > Device discovery >
] Managed devices
[0 Mobile Device Manzgement IP ranges
0! Device selections Displays results of IP range pall on the network by sending an ICMP packet.
i Unassigned devices

7 Policies
[ Tasks Polling network: 44%

v BB Advanced
A Useraccounts
1 Application management

O Remote installation Actions
B Data encryption and protection *| Add subnet
v Q Device discovery 3 gure polling

v - Domains W

- WORKGROUP

- Active Directory

v - IPranges

- MyPCS

3" Deleted objects
v B Repositories

- Triggering of rules in Smart Ti

- Updates for Kaspersky databe

- Quarantine
- Backup
+ Active threats %
< 5 Hep v kasperslcy

P ranges: 1
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15. After the network polling is 100% complete, go to the newly created network (in our example, MyPCS) and

view the list of all the hosts discovered on your network.

4 [ Administration Server KSC Administration Server KSC > Advanced > Network poll > IP subnets > MyPCS7
Managed devices
l?‘ De-ncegzelemom MVPCS7
57 Unassigned devices
7 Policies
[ Tasks Show group properties Perform action ¥ Refresh
4 38 Advanced
ét’“"“iou"“ Name Type of operat... Wind... Agentinstalled Agent: BACKUP
A ication managemer
2 Rf:\clemslallmo: DBACKUP WOR... o No 0 No
4 Q Network poll Bes WOR.. @ No © No @ Devke status: Unknown
Bt Bis WOR.. @ No O No
- Active Directory B OSCUENTWINIO wOR.. @ No O No  properties
4 - IPsubnets B oscLENTWIN WoR.. @ Ne O No 1 address: 192.168.0.200
- MyPCS B OSRCMAIN WOR.. @ No O No
B Repositories B osrRCsTBY WOR... © No © No  Actions
B3 0SSBMAIN WOR... @ No O no 5] Move to Grouo
B ossesTeY WOoR... @ No O N == ‘_;‘e‘b =
B PHMAIN WOR... @ No OnN o ‘f‘:uv j“_)_ '
B PHSTBY WOR... @ No O N o ez
B smco WOR... @ No O no
5 WEBSERVER WOR.. @ No O no

16. In our case, we are going to proceed with the SIMCO host only. However, it is easy to replicate the same
configuration techniques for multiple hosts* by placing them into respective managed devices groups.

17. If there is neither a domain structure nor active directory configured on your production site, we suggest that
you manually disable network polling for these technologies. For example, the screenshot below guides you

how to do it for Active Directory.

k
File Action View Help

o 2 EIE G| HE

|( Kaspersky Security Center 13.1

~ [ Administration Server PCS7-KSC
L] Managed devices
[] Mobile Device Management

! Device selections
L1 Unassigned devices
= Policies
Tasks
|_—'=:| Kaspersky Licenses
~ B Advanced
X Useraccounts
1 Application management
B Remote installation
B Data encryptien and protection
w Q Device discovery
- Domains
+ Active Directory
~ + IPranges
+ MyPCS
&' Deleted objects
v H Repositories
- Triggering of rules in Smart T
- Updates for Kaspersky databz
- Quarantine
- Backup
+ Active threats

Active Directory
Displays Active Directory po

Actions

*| Configure polling

Poll now

B Properties: Active Directory m} x
Sections General

Administration Server

General
Tl Active Directory
o Editing allowed
Set poling schedule
Poll now
s
Help p—

4 Please note that in this document the terms “device”, “host” and “target computer” have the same meaning and are

interchangeable.
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18. Using the left-hand pane navigation tree, now we go to the Administration Server->Advanced->Remote

Installation->Installation packages hierarchical node.

19. Itis advised to remove from the repository all the default packages apart from Kaspersky Security Center

13.1 Network Agent. The latter will be required for the remote installation of KICS for Nodes.

20. For every redundant package call the context menu and choose Delete as shown below.

I( Kaspersky Security Center 13,1
File  Action  Miew Help

e | 7@ E G HE w

|( Kaspersky Security Center 13,1
~ [ Administration Server PCE7-KSC
L[] Managed devices
[ Mobile Device Management
&' Device selections
L1 Unassigned devices
= Palicies
Tasks
=] Kaspersky Licenses
v @& Advanced
L Useraccounts
1 &pplication management
w B Remote installation
+ Installation packages
B Data encryption and protection
Q, Device discovery
@' Deleted objects
H Repositories

Administration Server PCS7-KSC > Advanced > Remote installation >

Installation packages

Instalation packages listed below are used for remote deployment.

Create installation package View the list of stand-alone packages

Add/Remove columns

~

Application

Additional actions ¥ Refresh

Fxchanae Mohile Device Server

: Exchange Mobile Device Sercer (13,1,0.8324)

Exchange Maohile Device Serw

05 MM Server (13.1.0.8324)

= Kaspersky Security Center 13.1 Metwork Agent (13.1.0.8324)

05 MDM Server

Kaspersky Security Center 13,

Install application
LCreate stand-alone installation package

Showe the list of stand-alone packages 22 Mobile Device

Group by column >

PRy 8324
Delete <B
Export list
Properties

* | Create stand-alone installation package
*| Configure installation package
x| Delete installation package

21. For every software package, that is to be deleted, confirm its removal by pressing Yes in the confirmation

window.

Kaspersky Security Center 131

Are ol sure you wantto delete installation package
"Exchange Maobile Dewice Server [13.1.08324)"7 The package
will also be deleted from all wirtual Administration Senvers of
this Administration Seneer,

Yes

Page 22 of 140




kaspersky

22. As mentioned before, you should end up with just one software package as shown below.

I( Kaspersky Security Center 13.1
Eile  Action

| 7 ECHE €

Wiew  Help

|( Kaspersky Security Center 13,1
~ [E Administration Server PCST-KSC
[ Managed devices
[0 Mabile Device Managerment
o' Device selections
L Unassigned devices
=7 Policies
El Tasks
E::] Kaspersky Licenses
v BB Advanced
L Useraccounts
[ Application management
~ L1 Rernote installation
+ Installation packages

Q Device discovery
&' Deleted objects
B Repositories

B Data encryption and protection

Administration Server PCS7-KSC > Advanced > Remote installation >

Installation packages

Tnstallation packages listed below are used for remote deployment.

Create installation package View the list of stand-alone packages

Add/Remove columns

Additional actions *

-~

Marne Application Wersin,

Lang.

E'IEKasperskySecurityCenterB.WNetwnrkAgent‘.. Kaspersky Security Center 131 Metwork Ag...  13.1...  en

Refresh

Kaspersky Security Center 13.1 Network =
Agent (13.1.0.8324)

Properties

Application: Kaspersky Security
Center 13.1 Network
Agent

Version: 13.1.0.8324

Size: 68089 KB

Actions

*| Instal application

* | Create stand-alone instalation package
» | Configure installation package

%| Delete installation package

23.

we

call

Regedit.exe and navigate into the

The last thing left for us to do with the primary configuration of KSC is to deinstall unnecessary plugins. So,

following branch:

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\KasperskyLab\Components\28\Plu

gins\ (as shown below). The branch should contain two sub nodes, each relates to an individual KSC plugin.

B Registry Editor

Ly

File Edit View Favorites Help

Compute AHKEY_LOCAL_MACHINEYWSOFTWAREWYOWEA32Mode\Kasperskylab\Componentsi284Plugins

Nt-uvare
MNuance
ODBC
QEM
QpenSsH
Partner
Policies
Realtek

FTLSetup
Siernens
SRS Labs

ind s

ASIO
Cisco
Classes
Clients

D-Link
GMU
Google
Intel

w 8

v

34

KICS

Registered®pplications

Waves Audio

v | WOWB432Node

Description

~ || Kasperskylab
P Components

keys_backup

Macramedia

A || Name
ab|Default)

Maodes

Plugins
{BCCB15BC-2037-4943-BF21-600300822CEA}
{A1EEBDCF-0808-4F03- D60B-8B201277C507}

Type Data

REG_SZ fralue not set)
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24. Select either of the two nodes and locate the UninstallString key. Copy its value to clipboard.

-

File  Edit  “iew Favorites  Help

ComputertHKEY_LOCAL_MACHINEVSOFTWARBWYOMVBA3 2N od e\ Kasperskylab\Components\ 28y lugins\{ SCCB13BC-2037-4943-BF21-60030D 822 CEA}

Nt-ware Al Mame Type Data

g;aar;:“ ab] (Default) REG_SZ tvalue not set)
ab| DizplayMame REG_SZ Exchange Mobile Device Server

OEM
o ssH f_l_’JUninstaIIString REG_SZ msiexec.exe fx {BCCEB15BC-2D37-4943-BF21-6D03..
pen

Partner
Palicies Edit String *
Realtek
Registered&pplications
FTLSetup UninztallSting
Siermens
SRE Labs
Wiaves Audio
. Wincous Cancel
v WOMYEA32MNode
> [} Asio
Cisco

Walue name:

Walue data:

Classes
Clients
Description
D-Link
GHU
Google
Intel
v Kasperskylab
v Components
Pvl[]s
, MNodes
Flugins
: {BCCR15BC-2D37-40A3-BF21-60 030082 2CEA}
{ATEEBDCF-0808-4F03-060B-8B2 01277C5D7}

34
keys_backup
KICS

Macromedia

Microsoft v

25. Run Cmd.exe as administrator and paste the copied value into the command line. Execute it.

BN Administrator Cammand Prompt

26. Now repeat the same with the other registry node. Close the Registry Editor and restart the KSC

Administration Console to make changes come into effect.
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Remote installation of KLnagent onto target computers

In order to make a host remotely manageable by KSC, we need to install the network agent KLnagent on that host.
However, prior to the KLnagent installation, it is important to make sure that the KSC computer has network access
to the administrative shares located on the SIMCO device (such as \SIMCO\C$ or \SIMCO\ADMINS$). If not, please

set it up first and memorize your administrative credentials.

In order to carry out the remote installation of KLnagent, please perform the steps given below. Please also note
that steps 1-2 can only be executed as long as your KSC server has a static IP address, otherwise it is recommended

to jump to step 3 right away.

1. Gotothe Advanced->Remote installation->Installation packages hierarchical node and right-click on the
Kaspersky Security Center 13 Network Agent installation package. In the context menu select

Properties.

|¢ Kaspersky Security Center 13,1 - [m] X
File  Action Wiew Help

= | E G| Hm
“( Kaspersky Security Center 13.1

w [ Administration Server PCST-ISC Administration Server PCS7-KSC > Advanced > Remote installation >
L Managed devices q
O Mabile Device Management Installation paCkages
' Device selections Installation packages listed below are used for remote deployment.
L1 Unassigned devices

= Policies

Tasks Create installation package View the list of stand-alone packages Additional actions ¥ Refresh

Kaspersky Licenses

v @& Advanced Add/Remove columns
L Useraccounts ~
— Marme Application Wersi..  Lang..
[ Application management | ™" i 3
;' pepeaton maved O e s e sl Xaspersky Securty Center 13.1 Network X
- Installation packages lgstallanp lcation agent (13' 1'0'8324)
B Data encryption and pratection Create stand-alone installation package Properties
Q Device discovery Showe the list of stand-alone packages application: Kaspersky Security
&' Deleted objects Center 13.1 Network
B Repositories Graup by @l e Agent
Version: 13.1.0.8324
Delete |
Size: 68089 KB
Export list
Actions
Properties
% * | Install application

* | Create stand-alone installation package
* | Configure installation package
%| Delete instalation package
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2. Inthe window that appears, go to Connection. Find the Sever address: text field and replace the symbolic
name of the Kaspersky Security Center server with its explicit IP address. The other settings should look

as shown below. Press Apply and OK to close the window.

General |
Server address: 192.168.0.120
Settings
Connection Port number: 14000
Advanced SSL port number: 13000
Tags
Revision history V| Use Server certificate | Browse.,
Certificate fingerprint: A7F570543A30 14B5F 56 7FA2234C66666A8855066
Subject: CN = WIN-LPJARC
Alternative subject name: DNS: WINLPJARCQOGPK
V| Use SSL
V| Use UDP port
UDP port number: 15000
V| Open Network Agent ports in Microsoft Windows Firewall
Jur via X
licke [ o ][ conce aopty |
=

3. Now, proceed to Advanced->Network Poll->IP subnets. From the list of the discovered devices select the

one you want to install KLnagent on. In our example, it is SIMCO. Right-click on the target host and select

Install Application in the context menu as shown below.

[ Unassigned devices
=7 Policies
[ Tasks
=8 Advanced
A Useraccounts

[N

Show group properties Perform action ¥

4 [ Administration Server KSC Administration Server KSC > Advanced > Network poll > IP subnets > MyPCS7
[ Managed devices
&' Device selections MyPCS7

Refresh

= Name Type of operat... Wind.. Agentinstalled Agent: SIMCO
Application managemer ;
B Remote installation Beackup WOR... @ No O o
4 Q_ Network poll Bes WOR.. @ No © No' [ pevice status: Unknown
- Domains Bis WOR.. @ No O N
.+ Active Directory B OSCUENTWINIO WOR.. @ No © No | properties
s - IPsubnets I OsCUENTWIN WOR.. @ No © No' paddress: 192.168.0.80
. MyPCS B OSRCMAIN WOR.. @ No O no
B Repositories B osRCsTBY WOR.. @ No © No  Actions
B 0SSBMAIN WOR.. @ No O No| 155 Move to Grou
B 0ssBSTBY WOR... @ No O No .
B PHMAIN WOR.. @ No O N o
B PHSTBY woR.. @ No O no
B smMco wino A nia O no
I WEBSERVER Install application O no
Move to Group
Connect to Remote Desktop
Custom tools »
All Tasks >
Cut
4 L Delete ¥
q ' Refresh Hep v KASPERJKYE
Pevices: 13 Export ist...
E— —
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4. Inthe Remote Installation Wizard select Deploy Kaspersky Security Center 13.1 package and click Next.

Remote Installation Wizard

Select installation package source

(O peploy Azure public extension

Mext Cancel

5. Inthe Select installation package window choose Kaspersky Security Center 13 Network Agent, which

is the only option yet. Click Next.

X
<« Remote Installation Wizard
Select installation package
Kaspersky Security Center 13,1 Metwork Agent (13,1,0,8324)
Kaspersky Security Center 13.1 Nebwork Agent (13.1.0.8324)
Mew, .. Propetties
MNext Cancel
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6. Specify the remote installation settings as shown below. Click Next.

Defining remote installation task settings

Force installation package download

[T Using Netwaork Agent

|| Using operating system resources through distribution points
Using operating system resources through Administration Server

To perform installation by using the API of a doud service provider, you need a spedial license,
Learn more...

Behavior for devices managed through other Administration Servers

@ Install always

() Install only on devices managed through this Administration Server

|| Do not re-install application if itis already installed

[ Assign package installation in Active Directory group polidies

7. Now check Account required (for installation without Network Agent), click Add and specify your

administrator’s credentials that enable access to the administrative shares of the remote host
(\SIMCO\ADMINS$, in our case). Click OK.

Select user account to access remote device

“) No account required (Network Agent installed)
@ Account required (for installation without Network Agent)

Add accounts with administrator rights on the devices where the application is to be installed or on the
domain controller for installation through Active Directory.

»
o) =
2
Password: ssssssscese
Confirm password: secssssseee { x
o) o)

Cancel
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8. When done, click Next.

Select user account to access remote device

") No account required (Network Agent installed)
@ Account required (for installation without Network Agent)

Add accounts with administrator rights on the devices where the application is to be installed or on the
domain controller for installation through Active Directory.

Lo ..
i Administrator Add

[ Next ][ Cancel ]

9. Inthe Selecting operating system restart option window select Do not restart device as an operating

system restart option. Click Next.

Selecting operating system restart option

Select the action that will be performed if application installation requires an operating system
restart.

@ Do not restart device
() Restart device
Device will be restarted automatically

() Prompt user for action

User will be prompted to restart device
Prompt will appear every 5 minutes
Device will be restarted in 30 minute(s)

Force dosing the applications in blocked ses

[ Next ][ Cancel
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10. Check Move unassigned devices to this group and choose Managed devices as a destination group.
Click Next.

Move to list of managed devices

Specify whether devices should be moved to an administration group after Network Agent installation:

() Do not move devices

@ Move unassigned devices to this group:

Managed devices Browse...

Cancel

11. Leave the default settings and start the installation by clicking Next.

————

Install application

Click Mext to start the application installation on the remote device.

[7]Do not run the task after the Remote Installation Wizard completes

w
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12. Wait until the installation process is complete. It can take up to 10 minutes. You can get more details on the
installation progress if you click View Results.

Remote Installation Wizard
Install application
Installing the application on the device. Flease wait. ..
Click view Results to view the installation progress.
Click Fimish if wou do not want ko owait For installation bo complete, Remote installation task "Deploy
Kaspersky Security Center 13.1 Network Agent {13.1.0.8324)" will keep running.
Runnin
9 .
.y
Wiew resulks
B Task "Deploy Kaspersky Security Center 13,1 Metwork Agent (13.1.0.8324)" results ? *
Use the Refresh button to display the latest results of the kask,
Time Device Status Description Group
Tuesday, Mowvember 16... SIMCO Running {32 The installation service is running on this device. Please ...  WORKGROLP
< >
Number of events: 1
O siMco
Time: N Status Description Reqgis... Mame of virkual Administration Server
Tuesday, Nowember 16,..  Running The installation service is running on this device, Please ... Tues...
Tuesday, Movember 16...  Running Copying files to the specified device,., {11192.168.0.60%...  Tues...
Tuesday, Mowvember 16... Scheduled Tues...
Tuesday, Movember 16,,, Scheduled Tues...
< >
Number of events: 4
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13. When the installation is complete, click Finish.

Remote Installation Wizard

Install application

Application deployment has finished.
Click Yiew resulks ba visw details, Click Finish to close the Remote Installation Wizard,

%

Q Completed successfully

Remote installation has completed successfully on this device,

Wiew results

14. Now we go to the Administration Server->Managed Devices hierarchical node and switch to the Devices

tab. Here we should see the host we have recently installed KLnagent onto (in our case, SIMCO).

[ Administration Server KSC Administration Server KSC > Managed devices
] Managed devices
' Device selections
51 Unassigned devices

Managed devices

7 Policies Devices Policies Tasks
[] Tasks
4 za Advanced
4. User accounts Add devices New group Perform action ¥

[C] Application managemer
B Remote installation
4 Q Network poll
Domains
Active Directory
4 - [IPsubnets

MvPCS
3! Deleted objects

Select statuses: 4 Critical: 2

which are in the selected group and in any of its

R i -
Eapitaring Name Type of operat... Wind... Agentinstalled Agentrunning  Real-time prot...
B ksc £¥ Microsoft.. WOR.. /' Yes v Yes O no
SIMCO Microsoft... WOR... v/ Yes v Yes O No
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15. Right-click on Administration Server->Managed Devices and in the context menu select New->Group.

4 [F Administration Server KSC Administration Server KSC > Managed devices
D Mananed devices! | . .
=1 Move unassigned devices to group... devices
Gi Install application
; | Search Policies Tasks
=]
= Reset Virus Counter
4 mm |
Virus Activity z (
| Newgroup | | Perform action ¥ Add/Remove columns
New » \ Group
il All Tasks vy
ified, records total: 2.
View »
S @ critical: 2 [] Warning: 0 [ OK: 0
Hude the number of devices with the specified status, which are in the selected g
Properties Ldes devices from the selected group.
Help Type of operat... Wind... Agentinstalled Agentrunning
EKSC £¥ Microsoft.. WOR.. «/ Yes v Yes
SIMCO Microsoft.. WOR.. +/ Yes v Yes

16. Give an intuitively clear name to a new group.

Group name - -_— - M

Enter the name of a new group:
SIMCO

[ OK H Cancel ]

17. Select the device (SIMCO, in our case) and drag it to the newly created group, which is now available as a

sub-node of the Managed devices node. As a result, the device is now assigned to the new group.

4 [ Administration Server KSC Administration Server KSC Managed devices > SIMCO
4 [ Managed devices ?
0 siMco Managed devices

Q" Device sel . oris
L7 Unassignea de lices
7 Policies

[ Tasks

an - '3
# as Advanced New group Perform action ¥
X User accounts

[ Application managemer
B Remote installation
4 Q Network poll
+ Domains

Devices Policies Tasks

> No filter specified, records total: 1

+ Active Directory

4 - [P subnets are e selected group ar > este S D%
« MyPCS
B Repositories Name - Typeof operat.. Wind.. Agentinstalled Agent running Real-time prot... Connecting to ...
SIMCO Microsoft.. WOR.. v/ Yes Vv Yes 0 No 2 minutes ago
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18. Do not forget to disable administrative access to the C$, D$,...,ADMIN$ shared folders compromising
SIMCO. Once KLNagent has been installed on the target host, all further interactions will be carried out with

the help of the network agent.

When it comes to structuring your scope of control system assets, it makes sense to group devices as per their
functional purpose or their software composition. For example, if we had a redundant pair of Process Historians
servers, we would assign both its master and standby units to the same group because redundant devices usually
run the identical software. The point is that security policies or management tasks placed into a group affect every
device belonging to this group. It is very convenient as similar devices do not need multiple policies and are normally
managed in bulk.

Installation of the KICS for Nodes management plugin

In order to enable remote administration of KICS for Nodes instances, we need to supplement KSC with KICS for

Nodes management plugin, which is also part of the software distribution package.

1. Locate kicfginst.exe in the server folder of the distribution package supplied and launch it.

» CommonDCs + KICZAMODESR0 » kL _Distributives » RICEAMODES » server » v D

MName - Date modified Type Size

J bases.cab 115,202 351 PM Cabinet File 222,923 KB
| config.ini 11152027 5:57 P Configuration sett.., TEE
| ] kics.kud 1141572027 351 Prd KUD File 12 KB
ﬁl kics_x6d.msi 1152021 551 PM Windows Installer .. 43,840 KB
ﬁl kics_x86.msi 11A15/2021 5:51 P Windows Installer ... ANAZE KB
. klcfginst.exe 111572027 357 Phd Spplication 6,303 KB
J license. et 11542021 5:51 Ph Text Document 63 KB
. setup.exe 11,152027 5:57 PM Application 974 KB

2. Inthe Plug-in Setup Wizard click Install. Elevate the user’s rights if requested.

ﬁ Kaspersky Industrial CyberSecurity for Nodes 3.0 Administrati.. — >

Welcome to the Kaspersky Industrial
CyberSecurity for Nodes 3.0 Administration
Plug-in Setup Wizard

The Setup Wizard will install kaspersky Industrial CyberSecurity
for Modes Administration Plug-in {3.0.0,287) an your device.

‘¥ou are advised to close all ather running applications before
continuing,

Click Install to continue or Cancel to exit the Setup Wizard,
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3. Please wait patiently until the installation is completed. During the installation the user rights elevation may
be requested, you should allow it. The installation process may run in the background for a while. Click Finish

when the Installation complete window appears.

ﬁ Kaspersky Industrial C:-,-’herSecurityfu:urNnde[f}B.U.ﬂ.dministrati... — x

Completed the Kaspersky Industrial
CyberSecurity for Nodes 3.0 Administration
Plug-in Setup Wizard

Click the Finish button ko exit the Setup \Wizard,

ol

4. In order to make sure that the plugin has been installed correctly, go back to the KSC Administration

Console, right-click the Administration Server node and select Properties in the context menu.

4 B Administration Server st - Adoainicte \fir:n. Canwoe VCO IVCOAAAmINT
4 ] Managed devices | Disconnect from Administration Server
] siMco Install application R
@' Device selections Search 8Pt
1 Unassigned devices
= Policies All Tasks v
-E.] Tasks e ?
4 gg Advanced
A Useraccounts Delete istalled ¢
» ] Application man{ _
. &1 Remote installati( Properties
4 Q_ Network Poll Help
Domains =

Active Directory
4 -+ IPsubnets
MyPCS

B Repositor v Protection settings
> epositones

Real-time protection application is not installed
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5. In the window that appears, go to Advanced->Details of the application management plug-ins. Make

sure that the Kaspersky Industrial CyberSecurity for Nodes 3.0.0.287 plugin is present.

L2
B Properties: Administration Server PCS7-KSC O X
Details of application management plug-ins installed

Wirus outbreak 2
Traffic Kaspersky Industrial CyberSecurity for Nodes
3.0.0.287
Events repositary
Kaspersky Security Cenker Administration Server
Web Server * 13.1.0.832¢

Revision history repository
Kaspersky Security Cenker Metwork Agenk
13.1.0.8324

Application categories

Encryption algorithm

Kaspersky announcements

Message broker

Distribution points

Tagging rules

List of global subnets

Matification

Revision history

Blocking frequent events

Advanced
Details of Administration Server manag
et ails of application management plug
Accepted License Agreements
Details of current database
Administration Server operation statisti
Adrninistration Server shared Folder

Configuring Internet access

Twa-step verification

w Export ko File. .. Details

E

General configuration of the security policy for KLnagent

Now we are ready to import the predefined policy that matches the KLnagent settings. Once the policy is fully

prepared, we will activate (reinforce) it. Please perform the following steps using the KSC Administration Console.

1. Go to Administration Server->Managed Devices and switch over to the Policies tab. Right-click on the

Policies list and in the context menu select Import.

| ¢ Kaspersky Security Genter 13.1 - | X
File Action View Help
je s | 2| BB Q|

|¢ Kaspersky Security Center 12,1

~ [ Administration Senver PCST-KSC Administration Server PCS7-KSC >
~ L Managed devices aA
I smco Policies
[0 Mabile Device Management,
' Device selections Devices  Policies  Tasks

i Unassigned devices

=/ Palicies
Tasks New pali Import policy from file Add/Remaove columns Refresh
palicy port policy

5] Kaspersky Licenses

25 Advanced =

Hame Status  Application et Modio Crest. Polic.,
Import h
Create >
Al tasks >
Yiew > -
Group by column > e
Refresh
Export list
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2. Using the file browser, go to the distribution package and locate the KLNagent_policy-
KICS4NODES_3.0.klp file as shown below. Click Open.
l¢ apen *
« L » ThisPC » Desktop » CommonDCS + KICSANODES3O » KL _Distributives » v & Search KL_Distributives 2
Organize + MNew folder -z ~ TH 0
S
Lo Marme Date modified Type Size
s Quick access
I Desktop HotFix 111542021 7:07 &M F?lE folder
KICSANODES 111572021 7:23 &AM File folder
¥ Downloads KSC 1141572021 T:06 &M File folder
5] Documents License 11/15/2081 7:07 &M File folder
&=/ Pictures || Generic_policy-KICSANODES 3.0klp 572042021 1:46 &AM KLF File TIEB
ComrmonDCS + || KLMagent_policy-KIC3ANODES_3.0.klp 572042021 1:46 AN KLP File 8KB
KSC_BACKUR Type: KLP File
PCS7_0.1+KICE Size: TABKE
Date modified: 5/20/2021 1:46 AW
Tracednalyzer
@ OneDrive - Persor
[ This PC
J 3D Objects
I Desktop
|| Documents
lr Downloads
[ A
File name: |KLNagent_poIicy-KICS4NODES_3.0.kIp v| Palicy Files (kip) ~

3. The new KLnagent policy should immediately appear on the list. The policy applies to every host assigned

to the top-level Managed devices group and to the derivative groups. By default, the newly created policy
remains inactive until you put into force manually.

|( laspersky Security Center 13,1

s
|=

Eile  Action iew Help

e x5E A E-

|¢ Kaspersky Security Center 13.1
~ [ Administration Server PCST-KIC
~ ] Managed devices
L SIMCO
[0 Mobile Device Managerent
71 Device selections
L1 Unassigned devices
=7 Policies
Tasks
Kaspersky Licenses
BB Advanced

Administration Server PCS7-KSC >

Policies

Devices Policies Tasks

New palicy Import policy from file Add/Rem

MName Status  Application
Kaspersky Security Center Network Agent

@ Kaspersky Security Center 13 Metwork &,

Kaspersky Security Center Metwork Agent

Inher...

Mati...

e

1

Group properties

Refresh
=~
Kaspersky Security Center 13 X
Network Agent
Application: Kaspersky Security Center

Network Agent
11/16/2021 7:24:47 AM
11/16/2021 7:25:02 AM
Mot inherited

*| Configure policy
*| Confiqure notifications

T L

Created:
Changed:
Inherited policy:
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4. Right-click on the just created policy and in the context menu choose Active policy.

I( Kaspersky Security Center 13,1
File  Action View Help
== | 2@ 0|E G HE

I( Kaspersky Security Center 13,1

v [ Administration Server PCS7-KSC Administration Server PCS7-KSC >
~v B Managed devices . .
I simco Policies
[ tabile Device Managerment
0 Device selections Devices Policies ~ Tasks
1 Unassigned devices
=/ Palicies
Tasks MNew policy Import policy from file columns
|__’=a Kaspersky Licenses
B8 Advanced

Mare Status  Application
Kaspersky Security Center Network Agent
i @ Kaspersky Security Center 13 Network Sgent - Lt ot e

&:tiue policy

Lornpare policy to another palicy

Export
Al tasks >
Group by column ¥

Cut

Copy
Delete

Export list

Properties

5. Wait for some minutes until the right-hand pane chart turns fully green, which means that the policy has been

successfully applied to the SIMCO host.

|( Kaspersky Security Center 13,1

v [ Administration Server PCS7-KSC Administration Server PCS7-KSC >
w [ Managed devices a-q
O simco Policies
[0 Mobile Device Managernent
& Device selections Denvices Policies Tasks Group properties

L1 Unassigned devices

= Palicies
[E] Tasks New paolicy Import policy from file A

|_-'=,‘] kaspersky Licenses -
B8 Advanced H== ¥

Refresh

ve columng

Marne Status  Application |
Kaspersky Security Center Network Agent Kaspersky Security Center 13 =

; - . . Network Agent

i@ Kaspersky Security Center 13 Metwork Agent Active  Kaspersky Security Center Metwark Agent |
Application: Kaspersky Security Center

Metwork Agent

Created: 11/16/2021 7:24:47 AM
Changed: 11/16/2021 7:25:02 AM

Inherited policy: Mot inherited
Affected: 2 device(s)
Enforcement

successful: 2 device(s)

Details

*| Configure poli
*| Configure notifications

| Export policy to fil-e

Page 38 of 140




lkaspersky

6. If you are not OK with the default name of the policy, you can change it at any time. Right-click on the policy
item and select Properties from the menu. Change the name in the highlighted field to any that suits you

better and click OK to confirm the modification.

B Properties: Kaspersky Security Center 13 Mebtwork Agent % O X
General

General

Evert configuration a | kaspersky Security Center 13 Metwork Agent |
Settings

Repasitaties Application: | Kaspersky Security Center Network Agent |
software updates and vulner abilities Target administration group: | Managed devices |
Restart management Created: 11/16/2021 7:24:47 &M

Windows Deskkop Sharing Modifisd: 1 1/16/2021 72502 At

Manage patches and updates

Conmectivity Palicy status

Distribution points @) Active policy

Revision history Out-of-office policy

(O Inactive policy

Settings inheritance

Inherit settings From parent palicy

|gf

As a result, we have created and activated the KLnagent policy, which is now visible on the Policies list. Similar to
tasks, this policy affects every device assigned to the top-level Managed devices group and also applies to every
subsidiary group. It is reasonable because the KLnagent policy is likely to be the same for every existing or newly
added device.

Configuring KICS for Nodes instances

As was mentioned earlier, the configuration of KICS for Nodes is carried out by means of security policies, which
are applied to the target hosts. In case of a multi-node installation, the centralized deployment technique, enabled by
KSC, helps to reduce deployment time and minimizes efforts because there is no need to switch from one computer
to another.

As long as KSC is utilized, we recommend creating some generic KICS for Nodes policy and applying it to the target
hosts even before the KICS for Nodes software is actually installed on those hosts. This approach ensures that the
safe and compatible “backbone” security policy will be automatically distributed to the target hosts right after the
subsequent KICS for Nodes installation is done. For a while this generic (“backbone”) policy of KICS for Nodes

remains the same for every control system host because it excludes any device-specific white lists. Later on, we
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have to “personalize” our generic policy for each workstation (SIMCO, in our example) by supplementing specific
white lists for Application launch control and Device Control.

When it comes to Application launch control and Device Control, some preparation should be made prior to
switching on these features. This involves automatic creation of application and device white lists essential for
Application launch control and Device Control operation.

From this point on, the KICS for Nodes 3.0 configuration routine will comprise the following sequential steps:

e Import of the generic (optimized, “backbone”) policy for KICS for Nodes from the Generic_policy-
KICS4ANODES_3.0.klp file supplied as a part the distribution package.

¢ Remote installation of KICS for Nodes 3.0 onto the target hosts.

e Remote installation of Hotfix® onto the target hosts.

¢ Initial update of antivirus databases.

e Performing the On-Demand scan on the target hosts.

e Execution of the Generate Rules for Application Launch Control task.

e Setting up Application Launch Control whitelisting.

e Setting up Device Control whitelisting.

e Setting up File Operations Monitor and Network Threat Protection.

e Setting up PLC Integrity Checker, providing that there are supported PLCs installed on your

production site.

Import of the generic policy for KICS for Nodes

KICS for Nodes configuration should be carried out in strict accordance with operational and security requirements
of your control system. It is crucial to consider the preservation of DCS operational characteristics to be the top
priority!

In order to facilitate the KICS for Nodes deployment, we are going to make use of the predefined generic policy that
contains the KICS for Nodes settings optimized for this or that brand and version of the control system (so make
sure to get a distribution package adequate for your control system!). Once the security policy is complete, we will

activate the pending protection modules (Application Launch Control, Device Control).

5 If KICS for Nodes is deployed onto critical infrastructure production sites located in Russia, the Hotfix installation may not be
compulsory. Please refer to the “FSTEK certification for KICS for Nodes installations within the territory of Russia” section.
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Please follow the following steps to create the generic policy for KICS for Nodes.

1. Dip into the subsidiary device group, which contains our target host (in our case, SIMCO). Switch over to the

Policies tab. Start importing a new policy in exactly the same manner as we did before with KLnagent.

v [J Managed devices

0 siMco Policies
[0 Mobile Device Management
0 Device selections Devices Paolicies Tasks

L1 Unassigned devices

=7 Policies
Tasks New policy mport policy from file Add/Remove columns Refresh

E=_'] Kaspersky Licenses }
25 Advanced == Y

-

MName Status  Application Inher.. Modi.,  Creat..,
Kaspersky Security Center Network Agent
i @ Kaspersky Security Center 13 Network Agent Active  Kaspersky Security Center Network Agent Inher... 11/8..  11/9..
Import
Create >
All tasks >
View >
Group by column 3
Refresh
Export list
<
I - nep v lkaspersky

2. Using the file browser, go to the distribution package and locate the Generic_policy-KICS4NODES_3.0.klp
file as shown below. Click Open.

l¢ open *
<« v o » ThisPC » Desktop » CommonDCS + KICS4MODES3.0 » KL_Distributives v (4] Search KL_Distributives el
Organize * Mew folder ==~ O @
[ Desktop " MName Date rmodified Type Size
(] Documents HotFix File folder
4 Downloads KICSANODES File folder
D Music KsC File folder
| Pictures License File folder
B Videos | | Generic_policy-KICS4NODES_3.0.klp KLP File T2KB
& SYSTEM(C) [7] KLNagent_policy-KICS4NODES_3.0.klp KLP File 8KB
e Local Disk (D)
- PCS-BACKUP (E:
- DATA(F)
- LICENSE_KEY (G:
= LICENSE_KEY (G2)
¥ Network
5
[ OSCLIENTWINTC
A4
File narne: | Generic_policy-KICS4NODES_3.0.klp v| Palicy Files (klp) -
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3. The new KICS for Nodes policy should appear on the list of the policies. Obviously, it solely applies to the
hosts assigned to the SIMCO subgroup. By default, the newly created policy remains inactive until you put

into effect manually.

v [ Managed devices

0 simco Policies
obile Device Management
Mohile D Manag
& Device selections Devices Policies Tasks

L1 Unassigned devices

=¥ Policies
Tasks New policy mport policy from file Add/Remove columns Refresh

|_—'=J Kaspersky Licenses
28 Advanced

~
MName Status

Generic - Kaspersky Industrial A
Kaspersky Industrial CyberSecurity for Nodes C\_.'berSecur'rty for Nodes 3.0
& Generic - Kaspersky Industrial CyberSecurity for Nodes 3.0
Kaspersky Security Center Network Agent Logkcion: g;ﬁsgg&g%ﬁﬁlodes
# Kaspersky Security Center 13 Network Agent Active Created: 11/17/2021 2:22:16 AM
Changed: 11/17/2021 2:22:17 AM

Inherited policy: Mot inherited

uelp v kaspersky

< >

4. Right-click on the just created policy and using the context menu activate it in the same way as you did for

the KLnagent policy.
5. This time the right-hand pane chart will not turn green, because KICS for Nodes application is not installed

on the SIMCO host yet.

~ [ Managed devices

I simco Policies
[0 Mobile Device Management
! Device selections Devices Policies Tasks

L1 Unassigned devices

= Policies
Tasks New policy mport policy from file Add/Remove columns Refresh

E=_'] Kaspersky Licenses

B8 Advanced 4=

~

Name Status ky Ind ‘ n
Generic - Kaspersky Industria X
Kaspersky Industrial CyberSecurity for Nodes -
P k‘v 4 ) o ) ) CyberSecurity for Nodes 3.0
& Generic - Kaspersky Industrial CyberSecurity for Modes 3.0 Active
Kaspersky Security Center Metwork Agent Application: Kaspersky Industrial
K ky Security Center 13 Network Agent Acti CyberSecurity for Nodes
& Kaspersky Security Center orieAgen cive Created: 11/17/2021 2:22:16 AM
Changed: 11/17/2021 2:22:17 AM
Inherited policy: Mot inherited
\ Details
\\\ v
< >

nelp > kaspersky
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At this stage, the KICS for Nodes policy incorporates only general security settings, which are, nevertheless,
optimized for your process control system. Later, we will revert to this policy in order to make it more specific to the
SIMCO host in terms of whitelisting.

Settings of KICS for Nodes generic policy

Generally speaking, the policy settings may vary significantly depending on the model and even version of your
control system stuff. Obviously, there can be no unified policy.

However, the there is a minor subset of the policy settings which remains more or less invariant regardless of which
automation system you use. These are so called “soft” settings that should not generally cause adverse effects on
the control system characteristics. So, let us look through some of them without getting into details.

In order to inspect or modify the policy settings you should:

1. Right-click on the policy you are interested in and select Properties from the menu that has appeared.

~ [J Managed devices

O simco Policies
[ Mobile Device Management
' Device selections Devices Policies Tasks

L1 Unassigned devices

=¥ Policies

Tasks mport palicy from file Add/Remove columns Refresh
E=:] Kaspersky Licenses -
B8 Advanced =¥

Inherited policies: hide | show

~
Mame Status

Generic - Kaspersky Industrial X A

Kaspersky Industrial CyberSecurity for Nodes
pers y N CyberSecurity for Nodes 3.0

& Generic - Kaspersky Industrial CyberSecurity for Nodes 3.0 Artiha
Kaspersky Security Center Network Agent _ | ety ky Industrial
K Security Center 13 Network Agent c liewt th | curity for Nodes
i Kaspersky Security Center ork Agen ompare policy to another policy T, L AT
EgED 021 2:22:17 AM
All tasks » pried
Group by celumn >
Cut Details
Copy
Delete
i v
< Export list
Properties
> kaspersky
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2. The policy settings can be found in the left-hand sections highlighted in the screenshot below.

B Properties: Generic - Kaspersky Industrial CyberSecurity for Nodes 3.0
Sections General

General

Real Time Computer Protection Target administration group:

Local activity control

Event configuration @ [ Generic -Kaspersky Industrial CyerSecurity for Nodes 3.0
Application settings
Supplementary Application: [ Kaspersky Industrial CyberSeaurity for Nodes

[ Managed devicesisiMco

Policy prafiles

Revision history

Help

Created: 11/17/2021 2:22:16 AM
Network activity contrel
ty Modified: 11/17/2021 2:22:17 AM
System inspection
Logs and notifications Policy status

@) Active policy
Out-of-office policy

(O Inactive policy

Settings inheritance
Inherit settings from parent policy

Force inheritance of settings in child policies

Cancel

Apply

So now, let us have a glance at some of the most

KICS4NODES_3.0.klp:

1. Real time file protection settings are as shown in the screenshots below (please note that we do not use

KSN):

important settings contained in Generic_policy-

I{ Real-time file protection
General

Interception parameters
Objects protection mode:

Smart mode

O

Heuristic analyzer

Use heuristic analyzer

Light

Apply Trusted Zone
[ Use KSM for protection

Protection scope  Task management

Deeper analysis of launching processes (process launch is blocked
until the analysis ends)

Integration with other components

&

L3

[&

Medium Deep

[&

I( Real-time file protection
General Protection scope  Task management

Protection scope

Protection scope
% ocal hard drives

Removable drives

Security level

Custom
Custom

Block access to network shared resources for the hosts that show
malicious activity

Launch critical areas scan when active infection is detected

Y, runs.

KSM will be used for protection only when the KSM Usage task

Configure... Add... Edit...

Cancel

Remove

Cancel
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I{ Real-time file protection settings ?

General Actions  Performance

Objects protection

(®) All objects

(O Objects scanned by format

(O Objects scanned according to list of extensions specified in anti-virus database

() Objects scanned by spedfied list of extensions:

Scan disk boot sectors and MBR
Sean alternate NTFS streams

Performance:

Protect only new and modified files

Compound objects protection:
[¥ Archives [+ Packed objects

¥ [+ Plain email
[¥ Email databases [+ Embedded OLE objects

Security level...

Cancel

I( Real-time file protection settings ?

General Actions  performance

Actions on objects
Action to perform on infected and other objects:

(O Motify only
(® Block access

Perform additional action: Disinfect. Remove: if disinfection fails

Action to perform on probably infected objects:

(O Motify only
(® Block access

Perform additional action: Quarantine

Actions depending on the detected object type:

[JPerform actions depending on the type of object detected

Actions on unmodifiable compound files:

0 Entirely remove compound file that cannot be modified by the application in case of
embedded object detection

Cancel

I( Real-time file protection settings

General Actions Performance

Exdusions

[CJExdude files:

oo not detect:

Advanced settings

Use iSwift technology
Use iChecker technology

Information

Stop scanning if it takes longer than (sec.):

Do not scan compound objects larger than (MB): 3 =

The Trusted Zone is applied within this task. In addition to exdusions specified on
this tab, Trusted Zone exdusions are also taken into account.

Canc
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2. Kaspersky Security Network (KSN) is disabled.

3. Exploit Prevention settings are as shown in the screenshot below:

9 Exploit Prevention m

Exploit Prevention settings | Protected processes|

Exploit prevention mode |?
Prevent vulnerable processes exploit
(") Terminate on exploit

Use the mode to terminate process if it is tried to be abused. Critical system processes are never
terminated.

nly notify about abused process

Use the mode to inform about process that has been abused. The application informs you via the
events.

Preventing actions F

Dlnfnrm about abused processes via Terminal Service

[“IPrevent vulnerable processes exploit even if Kaspersky Security Service is disabled

| oK ‘ | Cancel

4. Network Threat Protection settings are as shown in the screenshot below:

|¢ Metwork Threat Protection T * |¢ Network Threat Protection T
General  Exclusions Task management General Exclusions Task management
Processing mode & Schedule settings [a
() Pass-through Run by schedule
(®) Only inform about network attacks Frequency: At application launch ~

(O Block connections when attack is detected Task start

[]Don't stop traffic analysis when the task is not running

Advanced...

Task will be performed according to the local time on the protected device.

Cancel Cancel
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5. Application Launch Control settings are shown in the screenshots below. Please note that the rule list
(commonly referred to as “white list”) is not always empty. According to Kaspersky experts’ research, some
control systems tend to dynamically create scripts during runtime. So, it is better not to modify the default

contents of the list. Also note that at this stage the task itself should be disabled but we will switch it on a bit

later.

I{ Applications Launch Control ?

General Software Distrbution Control  Task management
Task mode E
Statistics only ~

Repeat action taken for the first file launch on all the subsequent launches for this file

[ oeny the command interpreters launch with no command to execute

Rules managing E

Rules list... Total rules: 23,

Rules combination: Add palicy rules to the local rules ~

i, The application merges a policy-defined rules list with the local rules lists defined on each
ol computer. You can configure local rules lists via the Rule Generator for Applications
=" Launch Control tasks.

Rules usage scope &
Apply rules to executable files

Monitor loading of DLL modules

Apply rules to scripts and MSI packages

KSM Usage E
[ oeny applications untrusted by KSN
[ allow applications trusted by KSN

Users and f or uger groups allowed to run applications trusted by KSN:

| Everyone; NT AUTHORITY\SYSTEM | Edit...

Cancel

|{ Applications Launch Control ?

General Software Distribution Control  Task management
Software Distribution Control ﬁ
[+ Automatically allow software distribution via applications and packages listed

Always allow software distribution via Windows Installer

Always allow software distribution via SCCM using the Background Inteligent Transfer
O Service

Software distribution applications and packages allowed:

File name Trusting criteria

Change packages list... Delete distributior

Before importing allowed distribution packages list from a file, please make sure the datain
I the configuration file is organized according to one of the following formats:
M,

- <file name > <5HA256 hash
- <5HA256 hash>*<file name >

Cancel

I( Applications Launch Control

Schedule settings
[JRun by schedule

Frequency:

Task start

General Software Distribution Control Task management

At application launch

Task will be performed according to the local ime on the protected device,

Advanced...

Cancel
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6. Device Control settings are as shown in the screenshots below. Please note that the task is already
activated with a blank white list, which implies alerting any USB storage device plugged in. Similar to

Application Launch Control, the white list for Device Control is to be filled up later.

<9 Device Control | ? [ | 4 Device Control m
General | Task management - Task management

Task mode ﬂ Schedule settings |?
| Statistics Only V] | Run by schedule
Frequency: At application launch V|

Allow using all mass storage devices when the Device Control task
is not running

Rules list... Total rules: 0.

Task start

Task will be performed according to the local time on the

oy computer.

| 0K | | Cancel oK | | Cancel

7. Wi-Fi Control is disabled.
8. Firewall Management is disabled.

9. Anti-Cryptor settings are as shown in the screenshot below:

9 Anti-Cryptor |¢ Anti-Cryptor T >
General ‘ Protection scope | Exclusions I Task management ‘ General Protection scope  Exdusions  Task management
Task mode F Configuration of protection scope E
() Statistic only (®) All shared network folders on the protected device

Apply this mode to register shared folders encryption events in the Anti-Cryptor task logs.
() only spedfied shared folders:

(@) Active

Apply this mode to immediately block access to the shared folders for active user's session
upon detecting encryption activity.

Heuristic analyzer E

Use heuristic analyzer

Light Medium Deep

P
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I( Anti-Cryptor ?
General Protection scope  Exdusions  Task management

Schedule settings |E
Run by schedule

Frequency: At application launch e

Task start

Advanced...

Task wil be performed according to the local time on the protected device.

Cancel

10. Removable Drives

Scan settings are as shown in the screenshot below:

| 4 Removable Drives Scan m

Remaovable Drives Scan |

Scan on connection [&

Scan removable drives on connection via USB
|:| Scan removable drives if its stored data volume 1024 ~

does not exceed (MB): %
Scan with security level:
|Maximum protection W
OK | | Cancel

11. File Integrity Monitor is disabled.
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12. Log Inspection settings are as shown in the screenshot below:

1< Log Inspection -8 - n Log Inspection -8 -

Custom rules |Predeﬁned rules | Task management| Custom rules | Predefined rules | Task management

Custom rules list

[ Predefined rules list [&
[] Apply custom rules for log inspection [] Apply predefined rules for log inspection
- J Select predefined rules from the list below to analyze log files basing on
Rule name Windows Event Log ID's built-in heuristics:
[ Application popup detection 26

A service was installed in the sy... 7045
A service was installed in the sy... 601
A scheduled task was created 4698, 602

Rule name
There are patterns of a possible brute-force attack in the system
There are patterns of a possible Windows Event Log abuse
Atypical actions detected on behalf of a new service installed
Atypical logon that uses explicit credentials detected
There are patterns of a possible Kerberos forged PAC (MS14-068) atta...
Atypical actions detected directed at a privileged built-in group Adminis...
There is an atypical activity detected during a network logon session

Modify Remove |

Advanced settings... |

| oK || Cancel | | 0K H Cancel |

13. In Logs and notifications->Event notifications for each event type the following options are unchecked:

Maotify users:

|:| By using terminal service

|:| By using Windows Messenger Service | Message text... |
command

14. Interaction with Administration Server settings are as shown in the screenshot below:

L5 Administration Server Network lists m

Interaction with Administration Server |?

Inform Administration Server about the following data types:

Quarantined files
Backed up files

Blocked hosts (Are shown in unprocessed objects on KSC side)
Available Wi-Fi networks
Versions of PLC projects

0K | | Cancel
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15. Incidents settings are as shown in the screenshot below:

Wi Incidents I-_l_]@ i

Select events for which the application will generate incidents on the side of Kaspersky
Security Center

PLC project does not match reference project -
Error matching PLC project to reference project
Error getting PLC project information

License has expired

End User License Agreement has been violated
Failed to update

[7] Application database is corrupted

[ application database is extremely out of date

[] Application database is out of date

Integrity of software modules is corrupted

Host listed as untrusted

Application launch denied

Statistics only mode: application launch denied

[ Error processing application launch

Untrusted external device detected and restricted
Statistics only: untrusted external device detected
Error processing device connection

Infected or other ohject detected

[ kSM-untrusted object found

Probably infected object detected

[7] object not disinfected | 4
[ object not backed up

Phiart nat Anaranbinaed

m

[ OK ][ Cancel ]

If specific antivirus exclusions have been provided by an automation vendor, they can be found in Supplementary-
>Trusted Zone->Exclusions and Supplementary->Trusted Zone->Trusted Processes accordingly. Normally
such fine-tuning slightly improves overall performance.

Prior to proceeding to the next steps, please inspect all the policy settings very carefully and, if necessary, adjust

them to your particular requirements that may differ.
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Remote installation of KICS for Nodes onto target computers via

KLnagent

In order to get KICS for Nodes installed on a remote device please go through the following steps.

1. Remain in the newly created device group (SIMCO, in our case) and locate the managed device we have
installed KLnagent on (if the SIMCO host does not show up automatically, click Refresh in the upper-right

corner). Right-click on the device and choose Install Application in the context menu.

v [J Managed devices
L1 simco
[ Mobhile Device Management
O Device selections
L1 Unassigned devices
= Policies
Tasks
E::] Kaspersky Licenses
B8 Advanced

<

Groups: 0, devices: 1

Managed devices

Devices Paolicies Tasks Group properties
Move devices to group MNew group Perform action ¥ Add/Remove columns Refresh
¥ No filter specified, records total: 1 L

The records total above indudes the number of devices with the specified status. The list below indudes only devices from the selected
group.

Name Last connecte..  Metwork Agen...  Real-time protection status Created

- SIMCO 2 minutes ago J Yes 2 weeks ago
Protection
Events

Install application

Check device accessibility
Connect to device >
Connect to Remote Desktop
Custom tools >

All tasks >

Cut
Delete

< Refresh 4
Export list

Properties

Page 52 of 140




lkaspersky

2. In the Select installation package source window select Deploy Kaspersky Security Center 13.1

package and click Next.

X
Remote Installation Wizard
Select installation package source
(®) Deploy Kaspersky Security Center 13.1 package
(O Deploy Azure public extension
Mext Cancel
3. Inthe Select installation package window press the New... button.
X

<« Remote Installation Wizard

Select installation package

™ Kaspersky Security Center 13,1 Network Agent (13. 1.0.8324)

Kaspersky Security Center 13.1 Metwork Agent {13.1.0.8324)

Mew... Properties

MNext Cancel

Page 53 of 140



kaspersky

4. Click the Create Installation package for a Kaspersky Lab application button.

ks
New Package Wizard

Select installation package type

Create an installation package for a Kaspersky application.

Create an installation package for the spedfied executable file.

Select an application from the Kaspersky database to create an installation
package.

O

Cancel

5. Give a name to the newly created installation package (KICSANODES_X64_ENG, in our case). Click Next.

@ New Package Wizard

Defining installation package name

Name:

KICS4NODES_X64_ENG|
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6. Inthe Selecting the distribution package for installation window click Browse to locate the kics.kud file,

which is located in KL_Distributives\KICS4NODES\server\ of the distribution package. After you open it
make sure that the application version is displayed as 3.0.0.287. Click Next to continue.

I( Open

« v P <« CommonDCS +KICS4MODES3.0 » KL_Distributives » KICSAMODES » server w (W] Search server 2

Organize v New folder =~ [ @

[ Desktop () MName Date modified Type

Size
|| Documents
‘ Downloads
J’! Music

&= | Pictures
m Videos

i Local Disk (C:)

j kics.kud 11/2/2021 4:22 PM KUD File 12 KB

=¥ Network
O pCST-KSC
O siMCo

O vmware-host

b

File name: | kics.kud v| Kaspersky application descriptii ~

*
<« New Package Wizard
Selecting the distribution package for installation

Kaspersky Industrial CyberSecurity for Nodes 3.0 | I Browse. ..

Application version: 3.0.0,287

Language: en

Copy updates from repository to installation package
MNext Cancel
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7. Read attentively the terms of use and accept the license agreement and privacy policy. Click Next.

*

€« New Package Wizard

End User License Agreement and Privacy Policy

Kaspersky Industrial CyberSecurity for Nodes END USER LICEMSE AGREEMENT AMND Products and -
Services PRIVACY POLICY

KASPERSKY END USER LICENSE AGREEMENT ("LICENSE AGREEMENT")

IMPORTANT LEGAL NOTICE TO ALL USERS: CAREFULLY READ THE FOLLOWING LEGAL AGREEMENT
BEFORE YOU START USING THE SOFTWARE.

CLICKING THE BUTTOMN INDICATING YOUR ACCEFTANCE IN THE WINDOW CONTAINING THE LICENSE
AGREEMENT, CR BY ENTERING CORRESPONDING SYMBOL(-S), YOU CONFIRM IN A LEGALLY BINDING
WAY THAT YOU AS THE ORGANIZATION FOR WHICH THE SOFTWARE I5 DOWNLOADED OR.
ACQUIRED HAVE AUTHORIZED THE NATURAL PERSON ACCEPTING THIS LICENSE AGREEMENT TO
ENTER. INTO THIS LICENSE AGREEMENT FOR. AND OMN BEHALF OF YOU. FURTHERMORE, YOU
COMNSENT TO BE BOUND BY THE TERMS AND CONDITIONS OF THIS LICENSE AGREEMENT. SUCH
ACTION IS A SYMBOL OF YOUR SIGNATURE AND YOU ARE CONSENTING TO BE BOUND BY AND ARE
BECOMING A PARTY TO THIS LICENSE AGREEMENT AND AGREE THAT THIS LICENSE AGREEMENT IS
ENFORCEAELE LIKE ANY WRITTEN NEGOTIATED AGREEMENT SIGNED BY YOU. IF YOU DO NOT
AGREE TO ALL OF THE TERMS AMD CONDITIONS OF THIS LICENSE AGREEMENT, CANCEL THE
INSTALLATION OF THE SOFTWARE AND DO NOT INSTALL THE SOFTWARE.

IF LICENSE CONTRACT OR. SIMILAR. DOCUMENT ACCOMPANIES SOFTWARE, TERMS OF THE
SOFTWARE USE DEFIMED IN SUCH DOCUMENT PREVAIL OVER THE CURRENT LICENSE AGREEMENT.

v
I confirm that I have fully read, understand, and accept the terms and conditions of this End User
License Agreement.
[A! am aware and agree that my data will be handled and transmitted (induding to third countries) as
described in the Privacy Policy. I confirm that I have fully read and understand the Privacy Policy.
Mext Cancel

8. Wait while the installation package is being added to the KSC software repository.

&, New Package Wizard

Uploading installation package to the Administration Server

Uploading package files to Administration Server...
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9. Press Finish upon installation completion to exit New Package Wizard.

New Package Wizard

J Installation package "KICS4NODES_X64_ENG" for "Kaspersky Industrial CyberSecurity for
Modes 3.0 3.0.0.257" has been successfully created.

10. Click Cancel in the parent window to close Remote Installation Wizard. We need to abort the installation

since we still have some more configuration to do.

<« Remote Installation Wizard

Select installation package

: Kaspersky Security Center 13.1 Metwork Agent (13.1.0.8324)
= KICS4NODES_X64_ENG

KICS4MODES_X64_EMNG
The application will be deployed together with Network Agent {Kaspersky Security Center 13.1
Metwork Agent (13, 1.0.8324)), which connects the application to Kaspersky Security Center 13,1,

New... Properties
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11. Revert to Administration Server->Advanced->Remote installation->Installation packages. Now select

the just created installation package, right-click on it and choose Properties in the context menu.

~ L] Managed devices
[ simco
[ Mobile Device Management
& Device selections
L1 Unassigned devices
= Policies
Tasks
E:n Kaspersky Licenses
v B8 Advanced
AL Useraccounts
1 Application management
~ L1 Remote installation
Installation packages
B Data encryption and protec|
Q, Device discovery
&' Deleted objects
H Repositories

Remote installation >

Installation packages

Installation packages listed below are used for remote deployment.

Create installation package View the list of stand-alone packages

Add/Remove columns

~
Mame

™ Kaspersky Security Center 13.1 Network Agent (13.1.0.8324)  Kasp

™ KICS4NODES X64 ENG

Install application
Create stand-alone installation package

Show the list of stand-alone packages

KICS4NODES_X64_ENG

Additional actions ¥ Refresh

Kaspersky Industrial
CyberSecurity for Nodes
3.0

3.0.0.287
Group by column | 322022 KB
Delete
Export list
Properties

»| Configure installation pad

*| Delete instalation package

£ >

nelp v lasperslcy

Installation packages: 2

12. In the window that pops up go to Settings. In the Settings pane specify the set of Components to install
strictly as shown below. Then specify Advanced installation settings as shown below.

B Properties: KICS4NODES_X64_ENG

st

General

m ]
X

Components to install:

Real-Time File Protection
[¥] on-Demand Scan

D KSM Usage

Exploit Prevention

Network Threat Protection
Applications Launch Control
Device Control

[ wiFi Control

[ Firewall Management
Anti-Cryptor

PLC Project Control

File Integrity Monitar

Log Inspection

D Integration with Kaspersky Security Center
Performance Counters

D SMMP protocol support
System Tray Icon

Settings

License key

Revision history

Destination folder; | YeProgramFiles%e\Kaspersky LabKaspersky Industrial CyberSecurity for Modes|

Advanced installation settings

[[]5can protected device for viruses before installation
Enable real-time protection after installation of application

Add Microsoft recommended files to exdusions list

Add Kaspersky recommended files to exdusions list
Configuration file

Configuration file of industrial software exceptions in the trusted zone:

Browse...

configuration file is not set

Cancel Apply
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13. Proceed to the Key section and, using the Browse button, locate the very same key-file (*.key) as was
shown in “Initial configuration of KSC”. Follow the instructions of the familiar Add key wizard. Make sure that

the license term is valid. Click OK to finalize the fine-tuning of the KICS for Nodes installation package.

I B ' Properties: KICSANODES_X64_ENG

L (]

Revision history

E

Key:

Application information:

General
Key

1E54-00076B-572BFFDC

Kaspersky Industrial CyberSecurity for Nodes, Server Russian Edition. 5-9 Node

End date of key validity period: 17.05.2019
License type: Commercial.
Restriction: 5

Service information:

cancel | apoly ]

14. After you have created and tuned up the KICS for Nodes installation package, select it again, right-click on

it and in the context menu choose Install application.

~ [J Managed devices
1 simco
[ Mobile Device Management
1! Device selections
L1 Unassigned devices

~ Ll Remote installation
+  Installation packages
B Data encryption and protec
Q. Device discovery
&' Deleted objects
B Repositories

< >

Remote installation >

Installation packages

Installation packages listed below are used for remote deployment.

™ Kaspersky Security Center 13.1 Network Agent (13.1.0.8324)

57 Policies
[E] Tasks Create installation package View the list of stand-alone packages Additional actions ¥ Refresh
E:J Kaspersky Licenses
v Ea Advanced Add/Remove columns
A Useraccounts ~
] Application management Mame
e 9 KICS4NODES_X64_ENG x

™ (CSANODES_X64_ENG

Kasp

Installation packages: 2

Install application

Create stand-alone installation package

Kaspersky Industrial
CyberSecurity for Nodes

Show the list of stand-alone packages 3.0
3.0.0.287
Group by column > 327027 KB
Delete
Export list b
Properties T
* T COMTOTEStalation package
*| Delete installation package
< >

Help v+ Kaspersky
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15. In the Remote Installation Wizard click Select devices for installation.

&/ Remote Installation Wizard

Select devices for installation

Install on group of managed devices

Use this installation mode if you have already included devices in administration
groups. The application will be installed on all matching devices in the selected
group and all of its subgroups.

Select devices for installation

Use this option to install the application on devices that have been induded in
none of the administration groups (for example, at the initial system deployment).
You should also use this option when you need to install the application on
selected devices in a group.

Installation will not affect devices where the same (or a later) version of the application is
already installed.

16. In the Select devices for installation tree view, select the recently added device running KLnagent (in our

case, SIMCO). Select it and press Next.

m=x=)

@ Remote Installation Wizard

Select devices for installation

« O Managed devices

Add
S If no relevant devices are
L-Else displayed in the lst, cick Add
. [7IF} Unassigned devices to type their names or IP

addresses.
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17. In the Defining remote installation task settings window, apply the settings as shown below. Click Next.

@ Remote Installation Wizard

Defining remote installation task settings

Force installation package download
Using Network Agent

[ Using operating system resources through distribution points

Using operating system resources through Administration Server

To perform installation by using the API of a doud service provider, you need a spedial license
Learn mare...

Behavior for devices managed through other Administration Servers
@ Install always

") Install only on devices managed through this Administration Server

[T 0o not re-install application if it is already installed

18. In the Selecting alicense key window select the license you would want to apply to KICS for Nodes hosts

(in our case we have just one option, but in general it may not be like this). We also recommend not
integrating the license into the installation package. Click Next to continue.

<« Rernote Installation Wizard

Selecting a license key

Application Automatically di... License type  Limit
25 Kaspersky Industrial CyberSecurity for Nod... Yes Commercial 30
£ >
Add Properties
(@) Do not place license key in i ion pach (r ded)

Select this option if automatic distribution is enabled in the properties of the license key, or ifan
Add license key task has been created.
(C) Place license key in installation package

Mot recommended because installation packages are stored in the shared folder and leakage of
the license key(s) is possible,

MNext Cancel
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19. In the windows that appears apply the settings as shown below. Click Next.

e

P o i
@ Remote Installation Wizard

e ra—

Selecting action if operating system restart is required during installation

Select the action that will be performed if application installation requires an operating system
restart.

@ Do not restart device

) Restart device
Device will be restarted automatically

() Prompt user for action

User will be prompted to restart device
Prompt will appear every 5 minutes
Device will be restarted in 30 minute(s)

Force dosing the applications in blocked sessions

20. In the window that comes next, leave the default account settings as shown below. Click Next.

@ Remote Installation Wizard

e R

Select accounts to access devices

@) No account required (Network Agent installed)

") Account required (for installation without Network Agent)

Cancel
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21. In the Starting installation window just click Next.

@ Remote Installation Wizard

Starting installation

The remote installation task has been successfully created and configured.

The default run mode of this task is Manually. If you have to run the task on a schedule, go to
the Tasks folder and set the task run schedule in the Schedule section of the task properties
window.

[ Do not run the task after the Remote Installation Wizard completes

Cancel

22. In the window that appears just click Finish. Now we have created and launched the KICS for Nodes remote

installation task. You will automatically be transferred to Administration Server->Tasks.

Remote Installation Wizard

&/

Starting installation

The deployment has successfully started.

0 Deployment task created

o Deployment task started

[The remote installation task has been started successfully. To view the task progress, go to the
[Tasks folder.
Click Finish to proceed to the general list of tasks.
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23. Once you have entered Administration Server->Tasks, you can select the ongoing installation task in order

to track its execution progress as shown below.

24. Wait until the installation task is completed®. Make sure that the task execution statistics are displayed as

|¢ Kaspersky Security Center 131
File  Action View Help

es|a@m 0| BE

|¢ Kaspersky Security Center 13,1
v [ Administration Server PCS7-KSC
~ [ Managed devices
L smco
[ Mobile Device Management
& Device selections
o1 Unassigned devices
= Policies
Bl Tasks
Kaspersky Licenses
dvanced
L Useraccounts

Administration Server PCS7-KSC
Tasks

New task Import task from file

Add/Remove columns

Mame

Server maintenance

[ Application el
v B Remote installation
+ Installation packages
B Dats encryption and protection
Q, Device discavery
& Deleted objects
B Repositories

Tasks: 2

[=] Administration Server maintenance
Install application remotely
[5) Deploy KICSANODES_)64_ENG

> Tasks

Application Task type
Kaspersky Sec.

Kaspersky Sec..

Install spplication rerma...

Status

Administration Server .

Running (11% ..

1

- [m] x
Refresh
B== v
Deploy KICSANODES_X64_ENG x N
Task type: Install application remotely
Application: Kaspersky Security Center
Administration Server
Group: Tasks for specific devices
Running: 11%

Copying files ta the specfied device.

Execution statistics
on devices

Running on 1
devices

View results

relp v lkaspersky

Completed on ... devices and the chart has turned green.

[¢ Kaspersky Security Center 13.1
File Action Wiew Help

o= aE 0/ dHE

|¢ Kaspersky Security Center 13,1
v [ Administration Server PCST-KSC
~ [ Managed devices
[ simco
[ Mobile Device Management
@ Device selections
11 Unassigned devices
= Policies
[ Tasks
[5] Kaspersky Licenses

A User accounts
1 Application management
~ B Remote installation
+ Installation packages
B Data encryption and protection
Q Device discovery
@ Deleted objects
H Repositories

Tasks: 2

Administration Server PCS7-KSC >

Tasks

New task Import task from file

Add/Remove columns

Name

Administration Server maintenance
[=] Administration Server maintenance
Install application remotely
| =] Deploy KICS4NODES_X64_ENG

Application Task type
Kaspersky Sec..

Kaspersky Sec...

Install application remo...

Status

Administration Server ...

Completed su..

- [m] X
Refresh
=
Deploy KICS4NODES_X64_ENG x N
Task type: Instal application remotely
Application: Kaspersky Security Center
Administration Server
Group: Tasks for specific devices

Execution statistics
on devices

ompleted
ssfully on 1

View results

*| Confiqure task

*| Export task to fie
x| Delete task

relp v lcaspersicy

6A remote installation task may take up to 15 minutes depending on the performance of the target PC as well as the network

throughput.
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25. You can learn details on the task execution by clicking View results in the right-hand pane. The task status

window will pop up. Periodically click the Refresh button to update the displayed progress.

B Task "Deploy KICSANODES_X64_ENG" results ? *
Refresh Use the Refresh button to display the latest results of the task.
Time Device Status Description Group
Thursday, November 1... SIMCO Completed successfully Installation completed successfully. SIMCO
£ >

Mumber of events: 1

3 simco
Time N Status Description Regis... Mame of virtual Administration Server
Thursday, November 1...  Completed successfully Installation completed successfully. Thr...
Thursday, Movember 1...  Running Setup started. Thur...
Thursday, November 1...  Running Copying files to the spedified device... Thur...
Thursday, Movember 1...  Scheduled Waiting for connection Thur...
Thursday, Movember 1...  Scheduled Thur...
Thursday, Movember 1...  Scheduled Thur...
£ >

Mumber of events: &

Remote installation of Hotfix onto target computers via KLnagent

At the time, we are preparing this installation and deployment guide; the actual Hotfix version is critical_fix_core_3.
However, you are likely to receive the installation package with a different Hotfix version: the one that has
successfully been tested for compatibility with the particular model/version of your control system.

Every Hotfix is cumulative as it incorporates all the previous patches and improvements. Conversely, there is no
need to uninstall any of the previous hotfixes (if already installed) before installing a newer one. Since the installation
procedure remains the same regardless of the hotfix version, we recommend that you always follow the steps
described below.

The following note applies only to Russia: due to the industry-specific regulations of Russia, the installation
of patches and Hotfixes relative to KICS for Nodes may be restricted so that this deployment step is
sometimes skipped. Please refer to the section “FSTEK certification for KICS for Nodes installations within

the territory of Russia” for details.
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As we did before, we need to create an installation package for distributing our Hotfix.

1. Go to Administration Server->Advanced->Remote Installation. Right-click on any spare area of the

installation packages list. In the context menu choose Create->Installation package.

File  Action View Help

e 7B E . HEl -
¥. Kaspersky Security Center 11
a4 [ Administration Server WIN-R2ZFGTOTNH3K Administration Server WIN-R2FGTOTMH3K = Advanced > Remote installation = Installation packages
a L[] Managed devices 2
0 smMco Installation packages
> [ Mobile Device Management Installation packages listed below are used for remote deployment.
&' Device selections
L1 Unassigned devices
77 Policies Create installation package View the list of stand-alone packages Additional actions ¥
packag P 9
Tasks
L_'=:] Kaspersky Lab Licenses Add/Remove columns
4 38 Advanced -
& User accounts MName Application Versiocn n..  Lang..
- [ Application management : Kaspersky Security Center 11 Metwork Agent (11.0.0.1131) Kaspersky Security Center 11 Network Agent 11001131 en
a4 B Remote installation = KICS4MNODES_X64_ENG Kaspersky Industrial CyberSecurity for Nodes 2.6 2.6.0.785 en
- Installation packages
> @ Data encryption and protection Show current application versions I
- Q) Device discovery
O Deleted objects Create 3 | Installation package
- B Repositories Ao .
View 3
Group by celumn 3
Refresh
Export list...
Properties

2. In the Select installation package type window, click Create installation package for specified

executable file.

MNew Package Wizard

Select installation package type

5 Create an installation package for a Kaspersky application.
; Create an installation package for the specified executable file.

Select an application from the Kaspersky database to create an installation
package.

Cancel
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3. Inthe window that appears give a name to the Hotfix package (in our example, we are about to install Hotfix

3). Click Next.

@ MNew Package Wizard

Defining the installation package name

Name:

HOTFIX3_x64

Cancel

4. Inthe Selecting the distribution package for installation window browse to the Hotfix’ file supplied as a
part of the distribution package (the Hotfix file has the *.msp extension). Specify the DISCLAIMER=1
attribute in the Executable file command line field and uncheck Copy entire folder to the installation

package. Click Next.

< New Package Wizard

Selecting the distribution package for installation

| C:\Users\ES_USER \Desktop\CommonDCS +mc54NODEs3.nv:L_| [ o=

Executable file command line (optional):

| DISCLAIMER =1]

[ Copy entire folder to the installation package

Mext Cancel

7 You should mind suffixes X64 and X86 in the names of Hotfix installation files. The installation file must match the target

operating system bit depth you are planning to install hotfix on.
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5. Wait while the Hotfix is being uploaded to the Administration Server repository.

e

New Package Wizard

Uploading installation package to the Administration Server

Uploading package files to Administration Server...

Next Cancel

6. Make sure that the hotfix installation package has been successfully created and

click Finish.

W

MNew Package Wizard

J Installation package "HOTFIN3_x64" for “critical_fix_core_3_x64.msp " has been
successfully created.
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7. Remain in Administration Server->Advanced->Remote Installation->Installation packages. Right-click

on the recently created Hotfix installation package and in the context menu choose Install application.

rl( Kaspersky Security Center 13,1
v [ Administration Server PCS7-KSC
~ L[] Managed devices
J simco
[] Mebile Device Management
' Device selections
L1 Unassigned devices
= Policies
[ Tasks
E=J Kaspersky Licenses
~ mm Advanced
L Useraccounts
[ Application management
w Bl Remote installation
- Installation packages
B Data encryption and protection
Q, Device discovery
@' Deleted objects
B Repositories

nstallation packages: 3

Administration Server PCS7-KSC > Advanced > Remote installation >

Installation packages

Installation packages listed below are used for remote deployment.

Create installation package View the list of stand-alone packages

Add/Remove columns

~
Name

™ Kaspersky Security Center 13.1 Network Agent ...

B KICS4NODES_X64_ENG
= HOTFIX3_x64

Application

ritiral fiv_rare 2 vRA men
Install application
Create stand-alone mstal\a%‘l package

Show the list of stand-alone packages
Group by column

Delete

Export list

Properties

Kaspersky Security Center 13.1 Netwerk Ag..
Kaspersky Industrial CyberSecurity for Nod...

additional actions ¥

Versi...

13.1..

3.00...

Lang..
en

en

Refresh
HOTFIX3_x64 X
Properties
Application: critical_foc_core_3_x64.m
sp
Size: 15240 KB
Actions

*| Install application

*| Create stand-alone instalation package
*| Confiqure installation package

*| Delete installation package

nelp v lkaspersky

8. Perform exactly the same steps as were described in “Remote installation of KICS for Nodes onto target

computers via KLnagent”. At every subsequent prompt of the wizard specify the same settings as we did

during the KICS for Nodes remote installation. The remote installation may last up to 10 minutes, during

which the target computers may restart some of the KICS for Nodes services.
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9.

In order to make sure that the Hotfix installation has been successful, go to your device located in the
managed devices group (in our case, SIMCO). Then right-click on the device and select Properties in the
context menu. Using the Properties window, proceed to Application, select Kaspersky Industrial

CyberSecurity for Nodes and finally press the Properties button located beneath

applications.

| ¢ Kaspersky Security Center 13.1
File Action View Help

em | nm 4 BIXE DL

| Kaspersky Security Center 13.1
~ [ Administration Server PCST-KSC
v [ Managed devices
[ smco
[ Mobile Device Management
@1 Device selections
L1 Unassigned devices
= Policies
[ Tesks
[5) Kaspersky Licenses
v B8 Advanced
A Useraccounts
[ Application management
w B Remote installation
- Installation packages
B Data encryption and protection
Q_ Device discovery
@1 Deleted objects
B Repositories

Groups: 0, devices: 1

Administration Server PCS7-KSC > Managed devices >

Managed devices

Devices

Move devices to group New group

MName
SIMCO

Policies Tasks

Perform action ¥

Last connecte...

Network Agen... Real-.. Created
Aot L7 oo R..
Protection

2 days ago

Events
Install application

Check device accessibility
Connect to device >
Connect to Remate Desktop

Custom tools »
All tasks ¥
Cut

Delete
Refresh
Export list
Properties,
ks

SIMCO

Group properties

Refresh

@ Device status: Critical/Visible

Databases are outdated

Properties
DNS domain name:
1P address:
Protection status:

Spam protection
status:

Data Leakage
Prevention status:
Endpoint Sensar
status:

Collshoration servers

Help «

simco

192.168.0.80
Running
(recommended
settings)

No data from device

No data from device
No data from device

Mo data fram davice

lkasperslcy

B Properties: SIMCO

General
Protection
Applications
Tasks
Events

Tags

System Info

Incidents

Sessions

General system info

Applications registry
Executable flles
Hardware registry
Software vulnerabiities
Available updates
Active polices

Active policy profiles

Distribution points

m Kaspersky applications installed on the device:

Kaspersky Industrial CyberSecurity for Nodes
Running
Kaspersky Security Center Network Agent D
Running
< >
Events Statistics Properties
Cancel Apply
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10. If the hotfix installation has been successful, you should see that the Installed updates field contains the

name of the recently deployed Hotfix.

7 Kaspersky Inustrial CyberSecurity for Nodes settings u] »

General

[ Kaspersky Industrial CyberSecurity for Nodes

Application settings I

Supplementary g

Real-Time Computer Protectan Version number: [3.0.0.87

Logs and notifications Instaled: 11/18/2021 3:13:28 PM
Malfunction diagnosis Current status: Running

Components Last software update: 11182021 3:14: 17 PM
Ucerae keys Installed updates:

Event configuration

Advanced

Database date: B/20/2021 1:36:00 AM
Last updated: 11/18/2021 3:15: 17 PM
Step

= o] e

11. Alternatively, if have there are multiple target hosts, you can check up the Hotfix installation at once by going
up to Administration Server and switching over to the Reports tab. Double-click on Report on Kaspersky
software versions and inspect the automatically generated report.

-

Kaspersky Security Center 13.1 - [m] X
P ity

File Action View Help

= | nE XEIHS

|¢_Kaspersky Security Center 13.1
~| [ Administration Server PCS7-KSC Administration Server PCS7-KSC (PCS7-KSC\ES_USER)
~ LJ Managed devices
Ll simco Monitoring Statistics Reports Events Server properties
[ Mobile Device Management
1 Device selections
L1 Unassigned devices Configure repart delivery Configure reporting Refresh
= Policies
[E] Tasks Add/Remove columns
[5] Kaspersky Licenses " “ . Descrmt .
Advanced ame Fype escription .
- & User accounts =, Report on Adaptive Anomaly Control rul.. Report on Adaptive Anc... This report provides information abou Report on Kaspersky software versions
[ Application management -/ Report on attacked controllers Report on attacked cont... This report provides information abou Properties
+ B Remote installztion =/ Report on blockage of access to encrypt.. Report on blockage of a...  This report provides information abou Type: Report on Kaspersky
- Installation packages Report on check of programmable logic ... Report on check of pro...  This report contains the results of che: software versions
@ Data encryption and protection Report on device users Report on deviceusers  This report displays the accounts of us Description: This report lists the
Q, Device discovery Report on effective user permissions Report an effective user... The properties of this report specify th ;“”e”tk‘;frs'gtm of
' Deleted objects Report on encryption status of mass stor.. Report on encryption st..  This report displays the encryption sta SRR
B Repositories Report on errors Report on errors This report describes the main errors f Created: 11/16/2021 3:49:19 AM
Report on file encryption errors Report on file encryptio..  This report provides information abou
Report on file operations on removable ... Report on file operation...  This report provides information abou Actions
Report on hardware Report on hardware This report provides information abou +| Show report
Report on hardware registry Report on hardware regi...  This report provides information abou =1
~/Report on incompatible applications Report onincompatible...  This report lists all incompatible secur B Dekver reports
Report on installzd application: _ Report on installzd apgl.._ This report st al applications install - —;leames
Report on Kaspersky software versions Report on Kaspersky sof...  This report lists the current versions of = —;De‘m
Report on license key usage by virtual A... Report on license key us...  This report provides statistics of usage I
Report on most heavily infected devices  Report on most heavily..  This report lists Top 10 most heavily in
Report on prohibited applications Report on prohibited ap...  This report provides information abou
Report on prohibited applications in test .. Report on prohibited ap... This report provides information abou
Report on protection deployment Report on protection de...  This report provides information abou
Report on protection status Report on protection st..  This report provides information abou v
< >
Help v lcaspersky

Reports: 34
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12. Finally, it makes sense to verify that the recently created generic policy has reached the target host. Similar
to checking up on your tasks, you can track policy enforcement by viewing the right-hand pane of the Policies
tab as shown below. Wait until the round diagram turns green, indicating that the selected policy has been

propagated to the target host and is applied.

I{ Kaspersky Security Center 13.1
File Action View Help
= nm & 08 XE | H

|( Kaspersky Security Center 13.1
v [ Administration Server PCS7-KSC Administration Server PCS7-KSC > Managed devices >
~ ..
e E.ar:;f; s il Policies

[ Mobile Device Management

' Device selections Devices Policies Tasks Group properties

L1 Unassigned devices

= Policies
Tasks New palicy Import policy from file Add/Remove columns Refresh

|__'=n Kaspersky Licenses -
v B8 Advanced B2 T
L User accounts
1 Application management
v B Remote installation Name . Status  Application

. i iC - r ~
ano t\ﬂsta\latlsn pacl;agest " Kaspersky Industrial CyberSecurity for Modes geﬁm &ﬁpgfwoézugtgﬁl 58
ata encryption and protection rsec .
Q Device di?fover)f P @ Generic - Kaspersky Industrial CyberSecurity for Nodes 3.0 Active  Kaspersky Industrial CyberSecurity for Mc 4
ol Deleted objects Kaspersky Security Center Network Agent Application: g;pe%sekzumiufsotrﬂilodes
B Repositories i Kaspersky Security Center 13 Metwork Agent Active  Kaspersky Security Center Network Agen Created: 11/18/2021 7:13:55 AM
Changed: 11/18/2021 7:13:56 AM
Inherited policy:  Not inherited
Affected: 1 device(s)
Enforcement
successful: 1 device(s)
Details
*| Configure policy
*| Configure notifications v]
< >

nelp »  lkaspersky

Policies: 2

Initial update of antivirus databases

No doubt, it is vitally important to keep KICS for Nodes AV definitions up to date. Although KICS for Nodes is
designed to tolerate extremely rare actualization of AV definitions (at least, it is not going to molest a user with popup
balloons and annoying notifications), it still requires occasional updates, which ensure secure operation of the

protected host. There are at least 4 ways you can maintain antivirus databases actualized:

1. You let the KSC server retrieve updates from the Kaspersky Lab update sources available on the Internet,
so after that you perform databases propagation to KICS for Nodes devices directly from the KSC repository.
This requires that your KSC server should be connected to the Internet.

2. You let KICS for Nodes devices retrieve updates directly from the Kaspersky Lab update sources available
on the Internet. This scheme does not utilize KSC at all but it requires that every KICS for Nodes device be
able to access the Internet.

3. You manually retrieve updates from the Internet using Kaspersky Update Utility. It enables you to store the
updates on some intermediary file server (located in DMZ, for example). Once the updates are available on

the secure file server, you can tell KICS for Nodes devices to retrieve updates from that storage.
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4.

You utilize Kaspersky Update Utility to retrieve updates from the Internet using whatever PC connected to
the Internet (this PC may be even out of bounds of the control system). Then you transfer the downloaded

updates to the KSC repository and initiate their propagation to the DCS nodes using the KSC mechanism.

The latter scheme seems to be the most realistic for industrial sites. Therefore, we will solely focus on it; with one

exception though. To make this guide simpler, we are going to launch Kaspersky Update Utility right on the KSC,

which may seem ridiculous, of course. However, we do so only for illustration purposes: in practice you would rather

use option 1, if you had your KSC connected to the Internet.

Follow the instructions given below:

1.

o~ v

Let us create a new folder KLUpdate on the C: drive of our KSC server. This folder will be used as an
intermediate storage of antivirus updates.

Follow https://support.kaspersky.com/updater4 and download Kaspersky Update Utility.

Decompress the downloaded zip-archive to the recently created folder C:\KLUpdate.
Launch UpdateUtility-Gui.exe from C:\KLUpdates.

Accept the terms of use and privacy policy.

0 End User License Agreement and Privacy Policy — X

End User License Agreement and Privacy Policy

Kaspersky Update Utility 4.0 END USER LICENSE AGREEMENT AND  #
Products and Services PRIVACY POLICY

KASPERSKY END USER LICENSE AGREEMENT ("LICENSE
AGREEMENT")

PLEASE READ THE FOLLOWING LICENSE AGREEMENT CAREFULLY
BEFORE YOU START USING THE SOFTWARE.

CLICKING THE BUTTON INDICATING YOUR ACCEPTANCE IN THE

WINDOW CONTAINING THE LICENSE AGREEMENT, OR BY

ENTERING CORRESPONDING SYMBOL(-5), YOU CONFIRM IN A

LEGALLY BINDING WAY THAT YOU AS THE ORGANIZATION FOR
VHICH THE SOFTWARE IS DOWNLOADED OR ACQUIRED HAVE

AUTHORIZED THE MATURAL PERSON ACCEPTING THIS LICENSE

AGREEMENT TO ENTER INTO THIS LICENSE AGREEMENT FOR AND v

| confirm that | have fully read, understand, and accept the terms and
conditions ofthe End User License Agreement

| am aware and agree that my data will be handled and transmitted
(including to third countries) as described in the Privacy Policy.
| confirm that | have fully read and understand the Privacy Policy

Decline
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6. Accept KSN use terms and conditions.

@ Kaspersky Security Metwork Statement —

Kaspersky Security Network Statement

KASPERSKY SECURITY METWORK (KSN) STATEMENT

Kaspersky Security Metwork Statement (hereinafter "Statement™)
refates to the computer program Kaspersky Update Utility 4.0
(hereinafter "Software™).

the End User License Agreement (EULA) under the paragraph
"Definitions”.

This Statement along with the End User License Agreement for
Software, in particular in the Section "Conditions regarding Data
Processing” specifies the conditions, responsibilities and procedures

Statement. Please carefully read the terms of this Statement, as
well as all docurmnents referred to in this Statement, before

All terms used in this Statement have the same meaning defined in

refating to transmission and processing of the data, indicated in this

| agree to use Kaspersky Security Netwoark

Decline

7. The following window should appear.

& Kaspersky Update Utility

Kaspersky

Update Utility

Applications with updates downloading: [

Applications ]

Start manually
Last update date:
Next update: Start manually

( Start ]

About the program Check for new version

it

H
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8. Click the Start button to update Kaspersky Update Utility itself in case its newer version has come out.
9. Press the Applications button and select the section File servers and Virtualization. Check Kaspersky
Industrial CyberSecurity for Nodes 3.0.0.287 as shown below. Click OK.

@ Applications & *
Groups of applications File servers and Virtualization

£} Home products (0) ®] Select al

[111.0.1.90 (AES-256) [ 11.1.0.15919 [ 11.1.0.15919 (AES-2...~ |
B \Workstations (0) [O11.1.1.126 [J11.1.1.126 (AES-256) [ 11.2.0.2254
- [111.2.0.2254 (AES-256) ] 11.3.0.773 [111.3.0.773 (AE5-256)
B File servers
¥ and Virtualization (1) [111.4.0.232 (AES-56) [ 11.4.0.233 (AES-256) [ 11.5.0.500 (AES-56)

[ 11.5.0.500 (AES-256) [ 11.6.0.304 (AES-56) [ 11.6.0.304 (AES-256)

Mail syst 0
£ Mai systems (0) [111.7.0.660 (AES-56) [ 11.7.0.660 (AES-256)
[@ Perimeter defense (0)

Kaspersky Industrial CyberSecurity for Linux Nodes
ED Administration Tools (0)

[ 1.0.0.3085

|:| Mobile devices (0} Kaspersky Industrial CyberSecurity for Networks
[ 2.7.0.193 [ 2.8.0.461 [ z.5.0.180
[13.0.0.473 [ 3.1.0.155

Kaspersky Industrial CyberSecurity for Nodes

] [J2.5.0.235 []2.6.0.785

Kaspersky Sandbox

[1.0.0.363 [ 2.0.0.500 |
oK Cancel

10. In the main window, press the Start button again and wait until necessary updates are downloaded. It may

take up 10-15 minutes. The size of a regular update package may vary from 20 MB to 600 MB.

&) Kaspersky Update Utility — X

Kaspersky

Update Utility

Applications with updates downloading: Applications

Kaspersky Industrial CyberSecurity for Nodes 3.0.0.287

List of supported applications updated 11/19/2021 at 1:05 AM
Start manualy Schedule
Last update date: 11/19/2021 at 1:05 AM

View download report

Download idsbase.kdz 5 %

Stop Settings

About the program Check for new version
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11. When all the updates are downloaded, click Exit.

12. Now return to the KSC Administration Console. Proceed to Administration Server->Tasks and click the

New task button highlighted below.

|¢ Kaspersky Security Center 13.1
File Action View Help %

= 2nE 4ol B

|¢ Kaspersky Security Center 13.1
v [ Administration Server PCST-KSC
~ L Managed devices
L1 simMco
[ Mobile Device Management
' Device selections
i Unassigned devices

LAl

= Policies

Tasks

Kaspersky Licenses
Advanced

L Useraccounts

[ Application management
~ Bl Remote installation

- Installation packages

B Data encryption and protection
Q, Device discovery

' Deleted objects

B Repositories

Tasks: 3

Administration Server PCS7-KSC >
Tasks

New fask Import task from file

Add/Remove columns

Name Application Task type
Administration Server maintenance

[=] Administration Server maintenance Kaspersky Sec...  Administration Server ...
Install application remotely

[=] Deploy HOTFIX3_x64 Kaspersky Sec...  Install application remo...

] Deploy KICSANODES_X64_ENG Kaspersky Sec...  Install application remo...

Status Rui

Completed su... 0
Completed su... 0

Refresh

Administration Server maintenance x

Task type: Administration Server

maintenance

Application: Kaspersky Security Center
Administration Server
Group: Tasks for specific devices
View results
Start
+| Configure task

%| Delete task

nelp v lcaspersky

13. In the New Task Wizard window scroll down to the list item Kaspersky Security Center Administration

Server and expand it. Select the task Download updates to the Administration Server repository and

click Next.

MNew Task Wizard

Select the task type

U Baseline File Integrity Monitor
[5] Copying Updates
U Database Update
U On-Demand Scan
[=] Rollback of Database Update
U Rule Generator for Applications Launch Control
[=] Rule Generator for Device Control
[=] Software Modules Update
=] H Kaspersky Security Center Administration Server
= | ¥ Advanced
U Find vulnerabilities and required updates
U Start or stop application
U Send message to user
U Change Administration Server
U Manage devices
U Download updates to the repositories of distribution points
U Distribute installation package
U Uninstall application remately
U Backup of Administration Server data
U Deliver reports
U Download updates to the Administration Server repository|
[5] Fix vulnerabilities
U Install application remotely
U Install Windows Update updates

Cancel
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14. Click Configure... to set up an adequate source of updates.

*
<« New Task Wizard
Settings
Sources of updates
List of available sources that will be used to download updates.
Configure. ..
Other settings |
Location for copied updates, settings for automatic updating of devices and secondary Administration
Servers, update settings of software modules, and other settings.
Configure. ..
MNext Cancel

15. Select the default source of updates (highlighted below) and click the red cross button to clear the list. Then

click Add... to supply a different source.

<« Mew Task Wizard

Settings

Sources of updates

List of available sources that will be used to download updates:

x|« »

Add... Properties

Cancel
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16. Select Local or network folder and specify the source of updates on the local computer. In our case, it is,
as we remember, C:\KLUpdates (+subfolder Updates). Click OK when done.

Properties of the source of updates ? x

(O Kaspersky update servers
(C) Primary Administration Server

(® Local or network folder:

| C:'WLlUpdateUpdates!, | E Browse... 1

|:| Do not use proxy server

oK Cancel

17. Now, the list of update sources should look as follows. Click OK in the Sources of updates window. Click

Next in the parent window of the Wizard.

Sources of updates ? X
List of available sources that will be used to download updates:
=" CrWLUpdate\Updates, '
[ specify account for access to shared folder of the update source (if any)
ssssssssses
oK Cancel

18. Manual installation of updates seems adequate for most of the control systems. So, we leave the default
settings and click Next again.

[N x
« New Task Wizard
Configure task schedule
Scheduled start: |Manually iV
Run missed tasks
Use automatically randomized delay for task starts
Use randomized delay for task starts within an interval of (min): 1 o
Next Cancel
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19. We suggest the you leave the default name intact and simply click Next.

&

s

New Task Wizard

Define the task name

Mext Cancel

20. Check Run the task after the Wizard finishes and click Finish.

&

New Task Wizard

Finish task creation

Click Finish to complete the creation process for ‘Download updates to the Administration Server
repository’ and dose the Wizard,

Bun the task after the Wizard finishes)

FEinish Cancel
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21. Wait until the task Download updates to the Administration Server repository gets marked as
Completed successfully in the right-hand status pane as shown below.

|¢ Kaspersky Security Center 13.1
File Action View Help I
e xm fOlElHE

|¢ Kaspersky Security Center 13.1

v [ Administration Server PCS7-KSC Administration Server PCS7-KSC >
v ] Managed devices
O simco Tasks

[] Mobile Device Management

G Device selections o
) - New task Import task from file Refresh
i Unassigned devices

=7 Policies .
Tasks ==
[Z] Kaspersky Licenses Add/Remove columns

Advanced ~

2 User accounts Mame Application Task type Status Rui o
- Ad 5 Downbad updates to the Administration
[ Application management ministration Server maintenance Server repostory
v LI Remote installation [=] Administration Server maintenance Kaspersky Sec...  Administration Server ... 0

- Installation packages

Download updates to the Administration Server repository Task type: Dgwn\usd updates to the
i Administration Server
B Data encryption and protection [] Download updates to the Administration... Kaspersky Sec.. Download updatesto th.. Completed su.. 0 oA
Q, Device discovery
S Del . Install application remotely Application: Kaspersky Security Center
' Deleted abjects Administration Server
+ B Repositories [=] Deploy HOTFIX3 x64 Kaspersky Sec...  Install application remo...  Completed su.. 0
Group: Tasks for specific devices
. Triggering of rules in Smart T| || Deploy KICSANODES X64 ENG Kaspersky Sec...  Install application remo...  Completed su.. 0
- Updates for Kaspersky databz
* Quarantine ' | Completed successfully
- Backup
- Active threats
View results
Start
*| Confiqure task
*| Export o file
| Delete task
< >
< - veip v kaspersky

Tasks: 4

22. Now, go to our managed device (in our case, SIMCO); switch to the Task tab; right-click on any spare area
of the Tasks list; in the context menu choose Create->Task.

J¢ Kaspersky Security Center 13,1

- (m] X
File Action View Help
e | 2 Hl 4 8 XEGIHD
|¢ Kaspersky Security Center 13.1
~ [ Administration Server PCS7-KSC Administration Server PCS7-KSC > Managed devices >
~ [ Managed devices
O smco Group tasks
[ Mobile Device Management
O Device selections Devices Policies Tasks Group properties
[} Unassigned devices
= Policies
[E Tasks Import task from file Refresh

Kaspersky Licenses
Advanced
L Useraccounts
[ Application management
~ B Remote installation
- Installstion packages
B Data encryption and protection
Device discover
; Deleted Ubjectsry s 4 L
~ [ Repositories

Inherited tasks:

e | show

Name Application Task type Status Runn.. Com.. Failed Com..

All tasks >
- Triggering of rules in Smart Ty
- Updates for Kaspersky databz View >
* Quarantine Group by celumn >
- Backup
- Active threats Refresh

Export list The list is empty.
< > Hep v lcaspersky

[ Tasks: 0
b
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23. In the Select the task type window, select Kaspersky Industrial CyberSecurity for Nodes->Database

Update and press Next.

MNew Task Wizard

Select the task type

= n Kaspersky Industrial CyberSecurity for Nodes
U Activation of Application
U Application Integrity Control
U Baseline File Integrity Monitor
U Copying Updates
E
U On-Demand Scan
U Rolback of Database Update
U Rule Generator for Applications Launch Control
U Rule Generator for Device Control
U Software Modules Update
= [ Kaspersky Security Center Administration Server
| Advanced
U Fix vulnerabilities
U Install application remotely
U Install Windows Update updates

Mext Cancel

24. Leave the Task creation method as New and click Next.

@ Mew Task Wizard

Settings

Task ceation method
@ New
Import task created with Kaspersky Industrial CyberSecurity for Nodes
Configuration file:

[ Cancel ]
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25. In the Update source window check Kaspersky Security Center Administration Server. and click Next.

A
<« New Task Wizard

Update source

Update source

(O Kaspersky update servers

(O Custom HTTP or FTP servers, or network folders

Use Kaspersky update servers if specified servers are not available

Connection settings...

Disk I/ usage optimization

[CJLower the load on the disk 1/0

RAM used for optimization 500 =
(ME):

Cancel

26. Simply click Next in the Schedule window.

=
'@ Pa Mew task wizard

Schedule

Schedule settings

[T run by schedule

Frequency: |After Administration Server has retrieved updates

Task start settings

Task will be performed according to the local time on the computer,
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27. In the Selecting an account to run the task window specify the Default account. Click Next.

X

<« New Task Wizard

Selecting an account to run the task

™y Spedify user account under which you run the task
-

() Specify account

We do not recommend saving confidential data of an organization level, such as domain or group
administrator credentials.

MNext Cancel

28. Give a new name to the task or keep the default one. Click Next.

@ Pa New task wizard

Define the task name

Name:

(et ] (e ]
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29. In the Finish creating the task window, check Run task after Wizard finishes and click Finish.

@ DL New task wizard

Finish creating the task

Click the Finish button to create "Database Update® and complete the Wizard.

[¥]Run task after Wizard finishes

30. If you go to the group task list and select the just created task, you will see its execution progress displayed
in the right-hand pane. Wait until the Database Update task gets marked as Completed successfully.

Kaspersky Security Center 13.1 — O X
P ity

File Action iew Help

s nE 4 BIXECIHBE
|( Kaspersky Security Center 13.1
v [E Administration Server PCS7-KSC Administration Server PCS7-KSC > Managed devices >
~ L Managed devices
O siMco Group tasks
[] Mobile Device Management
! Device selections Devices Palicies Tasks Group properties
11 Unassigned devices
57 Policies
Tasks Import task from file Add/Rem Refresh
I_-'=,°| Kaspersky Licenses .
~ 3% Advanced == v
i Usar_a“_ou"ts Inherited tasks: hide | show
1 Application management o
v Bl Remote installation Marme Application Task type
- Installation packages Dstabase Updste Database Update x M
& Dats encryption and protection [£] Database Updat K Industrial CyberSecurity for Nod Database Updat
v Q Device discovery atabase Update aspersky Industrial CyberSecurity for Nodes atabase Update Task type: Database Update
. Domains Application: Kaspersky Industrial
. CyberSecurity for Nodes
- Active Directory
- IPranges Execution statistics
' Deleted objects an devices
= | Rapo.slton?s ) Completed
- Triggering of rules in Smart Tr successfully on 1
- Updates for Kaspersky databz devices
- Quarantine
- Backup View results
+ Active threats
Start
*| Configure task v
< >
( , velp v Kaspersky

Tasks: 1
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31. In order to make sure that our KICS for Nodes host (in our case, SIMCO) has received updated AV
databases, switch to the Devices tab. Then right-click on the device and in the context menu select
Properties. In the Properties window go to Applications; select Kaspersky Industrial CyberSecurity for

Nodes and press the Properties button. In the popup window refer to the Database date.

l¢ Kaspersky Security Center 13.1 - O X
File Action View Help
e 75 4 0(XE G HE
|¢ Kaspersky Security Center 13.1
~ [l Administration Server PCS7-KSC Administration Server PCS7-KSC > Managed devices >
~ [ Managed devices .
I siico Managed devices
[] Mobile Device Management
' Device selections Devices Policies Tasks Group properties
i Unassigned devices
=7 Policies
[E] Tesks Mave devices o group New group Perform action ¥ Refresh
Kaspersky Licenses
v Advanced
L Useraccounts “
[ Application management
~ Bl Remote installation
- Installation packages
B Data encryption and protection N
q Device discovery Name Last connecte..  Network Agen... Real-.. Created
= 2 7 SIMCO X A
01" Deleted objects SIMCO . — R.. 2daysago
i Protecti
Bl Repositories rotection @ Device status: Critical/Visible
Events
Install application Databases are outdated v
Check device accessibility GEcmts
G ey 5 DNS domain name:  simco
c et to Remote Deskt 1P address: 192.168.0.80
onnect to Remote Deskto
P Protection status: Running
Custom tools > (recommended
settings)
All tasks v Spam protection No data from device
status:
Gt Data Leakage Mo data from device
Delete Prevention status:
Endpoint Sensor Mo data from device
Refresh status: v
Export list Colhoration servers Mo data from davica
Properties relp +  Icasperslky
N by’
Groups: 0, devices: 1
B Properties: SIMCO m] X
Applications
General
Protection m Kaspersky applications installed on the device:
Applications
Kaspersky Industrial CyberSecurity for Nodes
Tasks Running
Events Kaspersky Security Center Network Agent D
Tags Running
System Info
General system info
Incidents
Sessions
Applications registry
Executable files
Hardware registry
Software vulnerabilites
Available updates
Active policies
Active policy profiles
Distribution points
< >
Events Statistics Properties
Help Cancel Apply
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B Kaspersky Industrial CybErSecurltnyU\‘;r Nodes settings

m} X
General
General
rSecurity for Nodes |
Application settings
Supplementary
Real-Time Computer Protection Wersion number: | 3.0.0,287 |
Logs and notifications Installed: 11/18/2021 3:13: 28 PM
Malfunction diagnosis Current status: Runining
Components Last software update: 11/19/2021 2:29:29 PM
License keys Installed updates:
Event configuration Cumulative critical fix 3;
Advanced
Application databases
Database date: 11/19/2021 12:33:00 AM
Last updated: 11/19/2021 2:29:23 PM
Start Stop
Help Cancel Apply

virus databases, available in Administration Server->Reports as shown below.

32. Alternatively, you can obtain detailed information on the actual databases from the Report on usage of anti-

|¢ Kaspersky Security Center 13.1 h - m] x
File Action View Help
e 2T XE|H@
|( Kaspersky Security Center 13,1
~ [ Administration Server PCS7-KSC Administration Server PCS7-KSC (PCS7-KSCQ\ES_USER)
v [J Managed devices
L1 simco Monitoring Statistics Reports | Evenis Server properties
[ Mobile Device Management
' Device selections
L1 Unassigned devices New report template Configure report delivery Configure reparting Refresh
=7 Policies
[ Tesks Add/Remove columns
Kaspersky Licenses -
Name Type Description &
~ Advanced ola P .
AL Useraccounts =/ Report on installed applications Report on installed appl...  This report lists all apg Report on usage of antivirus databases
1 Application management =, Report on Kaspersky software versions Report on Kaspersky sof...  This report lists the cu Properties
~w B Remote installation =/ Report on license key usage by virtual A..  Report on license key us...  This report provides sf Type: Report on usage of anti-
Installation packages =, Report on most heavily infected devices  Report on most heavily ... This report lists Top 1 virus databases
B Data encryption and protection = Report on prohibited applications Report on prohibited ap...  This report provides ir Description: This report provides
~ Q Device discovery =, Report an prohibited applications in test .. Report on prohibited ap...  This report provides ir LTJ"KQ?E'&LBEE?L“‘;Z“
Demains =, Report on protection deployment Report on protection de...  This report provides i databases.
J‘Qpct\ve Directory =, Report on protection status Report on protection st This report provides ir Created: 11/16/2021 3:49:19 AM
21 Del :ni.es =, Report on results of installation of third-... Report on results of inst...  This report provides ir
E Re atat objects =/ Report on rights Report on rights This report specifies th Actions
~ 5
ap;:\ggo:;:g of rules in Smart T j, :Epnz on ngf::: to a((:sts encrypted dev... :Epuz on ng&h: to a((da... Es rEpnz dlspladys t.h ¥] Show report
Updates for Kespersky databe ? eport on software up a es eport on software upd... !s report provi as!r %] Save
Quarantine =, Report an status of application compon...  Report on status of appl... This report provides i [ —
Backup f, Report on threat detection distributed by... Report on threat detecti...  This report provides ir +] Properties
Active threats =, Report on threats Report on threats This report provides ir =] Delate
=, Report on triggered rules of Adaptive An... Report on triggered rule...  This report provides ir —
=, Report on usage of anti-virus databases Report on usage of anti...  This report provides i
=, Report on usage of license keys Report on usage of lice..  This report displays th
=, Report on users of infected devices Report on users of infec...  This report lists the us
=} Report on vulnerabilities Report on vulnerabilities  This report lists softwe
=, Report on Web Control Report on Web Control This report provides ir
v
< >
e - belp +  kasperslcy
JReports: 34
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Performing On-Demand Scanning on target hosts

Once we the antivirus databases are actualized, it is highly recommended to configure and start the On-Demand

scan task on the SIMCO host. This essential step aims to ensure that the target host will be free of any malicious

software that could later appear on the Application Launch Control white list.

Obviously, the On-Demand scan requires some additional processing resources and may slightly deteriorate
computer performance. That is why we recommend that you start this task only in the manual mode in order to be

able to supervise its execution. The ideal case would be running this task during a control system standstill.

Please perform the following steps to configure the scanner:

1. Go to the SIMCO group and switch to the Tasks tab. Using the context menu, start creating a new task as

was shown earlier.

4 ] Managed devices
3 smco

' Device selections
o1 Unassigned devices
=7 Policies
[E] Tasks
E:a Kaspersky Lab Licenses
4 @@ Advanced
A Useraccounts

4 B Remote installation

Q, Network poll
H Repositories

[] Mobile Device Management

1 Application management

- Installation packages
. @ Data encryption and protection

Group tasks

Devices Policies Tasks

‘Create a task Import task from file

Inherited tasks: hide | show

”
Name

Database Update
[=] Database Update

Create

All tasks

View

Group by column

Refresh
Export list...

Application Task type

Kaspersky Ind...  Database Update

» Task
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2. In the New task wizard window select Kaspersky Industrial CyberSecurity for Nodes -> On-Demand
Scan. Click Next.

Ls X

Mew Task Wizard

Select the task type

=] H Kaspersky Industrial CyberSecurity for Nodes
[E] Activation of Application
U Application Integrity Control
[5] Baseline File Integrity Monitor
U Copying Updates
[5] Database Update
&
U Rollback of Database Update
U Rule Generator for Applications Launch Control
[=] Rule Generator for Device Control
[=] software Modules Update
=] H Kaspersky Security Center Administration Server
7 Advanced
U Fix vulnerabilities
U Install application remotely
U Install Windows Update updates

Mext Cancel

3. Keep the Task creation method selected as New and click Next.

=x=
@ Mew Task Wizard

Settings

Task creation method
@ New
Import task created with Kaspersky Industrial CyberSecurity for Nodes
Configuration file:

[ Cancel ]
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4. Configure the Scan scope so that it would look as shown below. Select the Local hard drives item and

double-click on it.

X
<« New Task Wizard
Scan scope
Scan scope

Scan scope Security level
Local hard drives Recommended
M removable drives Recommended
L System memory Recommended
“H Startup objects Recommended

Configure. .. By default... Add... Edit...

Next Cancel

5. In the following window that pops up click the Settings... button.

I{ On-demand scan settings ? x
Security level
Security level
Recommended %
Settings. ..

The Recommended security level is advised by Kaspersky experts as the optimum level. If
the Recommended security level is set, the application:

- Scans modified, unchanged, and new files
- Scans disk boot sectors and MBR

- Scans alternate NTFS streams

- Scans self-extracting archives

- Scans packed files

- Scans embedded OLE files

- Scans archives

Cancel

Page 89 of 140



lkaspersky

6.

In the On-demand scan settings window, specify the settings as shown below.

|¢ On-demand scan settings ? >

General Actions Performance

Scan objects

Objects to scan:
(® All ohjects
(O Objects scanned by format

(O Objects scanned according to list of extensions spedfied in anti-virus database

(O Objects scanned by spedified list of extensions:

m
o

Subfolders

Subfiles

Scan disk boot sectors and MBR
Scan alternate NTFS streams

Performance:

Scan of compound objects:

[¥ Archives [¥ Packed objects
¥ [¥ Plain email
[+ Email databases [+ Embedded OLE objects
Security level...
Cancel

Switch over to the Actions tab. As a rule, we recommend applying the following settings, which seem quite
a good compromise between control system security and its operability. However, your requirements may
differ and some “softer” configuration may be chosen. For example, some would rather set up the antivirus
engine to solely alert a threat than block or delete any files. Please consider this with extreme care before

moving on.

|¢ On-demand scan settings ? *

General Actions  Performance

Actions on objects
Action to perform on infected and other objects:
(O Disinfect
(® Disinfect. Remove if disinfection fails
O Remaove
(O Perform recommended action

(O Notify only

Action to perform on probably infected objects:
O} !
O Remove
(O Perform recommended action

(O Notify only

Actions depending on the detected object type:
[Jrerform actions depending on the type of object detected Settings...

Actions on unmodifiable compound files:

0 Entirely remove compound file that cannot be modified by the application in case of
embedded object detection

Cancel
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8. Switch over to the Performance tab and make the following configuration. Click OK when done.

|¢ On-demand scan settings ? X

General Actions Performance

Exclusions

[ Excude files:

[Jbo not detect:

Advanced settings

Stop scanning if it takes longer than (sec.): E
[0 not scan compound ebiects larger than (MB):: E
Use iswift technology

Use iChecker technology

EULANE NS

Information

"-I The Trusted Zone is applied within this task. In addition to exdusions specified on
§ this tab, Trusted Zone exdusions are also taken into account,

Cancel

9. Repeat steps 5-8 for the remaining item: Removable drives, System memory and Startup objects. Click
Next when done.

« MNew Task Wizard
Scan scope
Scan scope
Scan scope Security level
“e#|ocal hard drives Custom
.5Remnvable drives Custom
grSystem memory Custom

Custom

Configure... By default... Add... Edit...
Next Cancel
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10. In the Options window specify the settings as shown below. Click Next.

®©

Mew task wizard

Options

Heuristic analyzer

Use heuristic analyzer

Light Medium

Integration with other components
Apply Trusted Zone

Perform task in background mode
Consider task as critical areas scan
[]Use KSN for scanning

Deep

11. In the Schedule window specify the settings as shown below. Click Next.

New task wizard

Schedule

Schedule settings

[ run by schedule

Frequency: |Hourly
Task start settings
Every: 1 haur(s)
Start time: 5:19PM
Start date: Friday May 22,2020

Task will be performed according to the local time on the computer

[ Next Cancel
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12. In the Selecting an account to run the task window leave the default settings and click Next.

(©) New task wizard
Selecting an account to run the task

™ Spedfy a user account under which you run the task.

(® Automatically generated account

() specify an account

[TITT YT,

[TITT YT,

Net || Concel |

13. Give a new name to the task or keep the default one and click Next.

()] New task wizard

Define the task name

Mame:

On-Demand Scan

Net | [ Cancel |
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14. In the Finish creating the task window just click Finish. This will create the task but will not launch it.

©

New task wizard

Finish creating the task

Click the Finish button to create "On-Demand Scan”™ and complete the Wizard.

[]Run task after Wizard finishes

Finish Cance!J

15. Using the context menu, start the On-Demand Scan task manually.

4 L1 Managed devices
J simco
[] Mobile Device Management
' Device selections
[J1 Unassigned devices
=7 Policies
[E] Tasks
f:ﬂ Kaspersky Lab Licenses
BE Advanced
X Useraccounts
[C1 Application management
4 51 Remote installation
- Installation packages
B Data encryption and protection
Q, Network poll
H Repositories

[N

Group tasks

Policies Tasks

Devices

Import task from file

Inherited tasks: show
Name = Application Task type Status Runn...
Database Update
[=] Database Update Kaspersky Ind...  Database Update 0
On-Demand Scan
[~ On-Demand Scan Kaspersky Ind...  On-Demand Scan " 0
Start
Stop
Pause
Resume
Results
All tasks

Group by column

Cut

Copy
Delete

Export list...

Properties
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16. Wait patiently until the task is completed. It may take up to 3 hours depending on the target PC performance
as well as its software composition.

17. When the task is finished, you can view the results by going to the Administration Server node, switching
to the Reports tab and opening the Viruses report. We hope that this report will not contain any malware

alerts.
Execution of the Generate Rules for Application Launch Control task

Following its activation, Application Launch Control keeps on watching executable files launches by referring to
the predefined list of legitimate applications (to the, so called, white list). The module can also process dll calls as
well as script runs. Application Launch Control can function in either of the two modes — Statistics only and

Active.

e While running in the Statistics only mode, the module does not actually block executable files which are not
on the white list. It only alerts when an authorized file is launched.

e While running in the Active mode, the module blocks execution of any file which is not on the white list.

Please note, that the Statistic only mode is the most appropriate option for industrial control systems as it provides
an optimal balance between preserving DCS performance/robustness, on the one hand, and providing the sufficient
cyber protection level, on the other.

Please go through the following steps in order to have the Application Launch Control white list automatically

generated.

1. Remain in our managed devices group (SIMCO, in our case) and enter the Tasks tab. Right-click on the

Tasks list and in the context menu choose Create->Task.

a [] Managed devices
I simco Group tasks
. [0 Mobile Device Management
51 i i . -
I;ll: Device selections Devices Policies Tasks
1 Unassigned devices
=/ Policies
Tasks Import task from file Add/Remove columns
E=:| Kaspersky Lab Licenses
4 B8 Advanced
A Useraccounts .
. [ Application management Inherited tasks: hide | show
Remote installati
482 en;:stz:\r:t;napl::kage; Name Application Task type Status
. B Data encryption and protection Database Update
X Q Device discovery U Database Update Kaspersky Ind...  Database Update Completed
' Deleted objects On-Demand Scan
+ B Repositories [Z] On-Demand Sean Kaspersky Ind...  On-Demand 5can
Create 3 Task
All tasks »
View 3
Group by column 3
Refresh
Export list...
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2. Inthe Select the task type window that pops up select Rule Generator for Application Launch Control.
Click Next.

Mew Task Wizard

Select the task type

= n Kaspersky Industrial CyberSecurity for Nodes
U Activation of Application
U Application Integrity Control
U Baseline File Integrity Monitor
U Copying Updates
U Database Update
U On-Demand Scan
U Rollback of Database Update
E
U Rule Generator for Device Contral
[5] Software Modules Update
= n Kaspersky Security Center Administration Server
7 Advanced
[] Fix vulnerabiities
U Install application remotely
U Install Windows Update updates

MNext Cancel

3. Leave the Task creation method selected as New and click Next.

@ Mew Task Wizard

Settings

Task areation method
@ New
Import task created with Kaspersky Industrial CyberSecurity for Modes
Configuration fie:

Cancel ] .
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4.

In the Rules window that follows click the Add... button to specify the scan scope.

«—

MNew Task Wizard

Rules

Prefix for rule names:

Allowing rules usage scope

[ create allowing rules based on running applications

Create allowing rules for applications from the folders:

Scan scope EXE DLL MSI

Local hard drives

Ser..

P F PR

el
i

Mext

51

W

Cancel

X

5. Define the scan area as Local hard drives and tick all the checkboxes as shown

I{ Add scan area

(®) Predefined scan area:

Local hard drives

() Disk or folder:

Allowing rules usage scope

Executable files

DLL modules

MSI packages

[

=

Cancel

=]

w
m

X

previously created the SWinventory folder on the C:\ drive of our SIMCO station. It is where the automatically
generated rule list (in a format of the XML-file) will be put onto as soon as the task finishes. In practice, you
can specify any existing folder on a target host. Always select Use digital certificate and check Use digital

certificate subject and thumbprint. Also, remember checking Replace allowing rules to the list of
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Application Launch Control list. This option facilitates the module configuration so that we will not

practically need to deal with an XML-file (this file will be created though). Click Next.

€« MNew Task Wizard

Options

While generating allowing rules
(®) Use digital certificate If the certificate is missing, use:
Usze digital certificate subject and thumbprint SHA256 hash
(") Use SHA256 hash

Generate rules for user or group of users:

| Everyone Browse...

After task completes
Add allowing rules to the list of Applications Launch Control rules
Principle of adding: | Replace existing rules ~

The allowing rules will be exported to & file.

Add protected device details to file name

| C:\SWinventory\SWInventory, smi| Browse. ..

Next Cancel

7. According to the architectural limitations of Application Launch Control, the rule list can not contain more
than 65532 rules. However, the fewer items there are on the list, the better it is from the performance point
of view. That is why it is good to keep the white list as compact as possible by excluding those executable

files which are 100% not going to be utilized. In particular, it is relevant to file storages.
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For example, it is assumed that in our study case we have a collection of outdated software distributives which are

hardly ever used: these are located in D:\Distributives\Outdated. So, we would not want to litter our white list with
those files.

&« New Task Wizard

Exclusions

[ Use the following exclusian list:

Scan scope

D:\Distributives\Cutdated

Remove

Next Cancel

Please note that, as per our research, engineering workstations of SIMATIC PCS7 v9.1 always require the
following exclusion to the generation

scope to be considered: C:\Program Files
(x86)\SIEMENS\STEP7\s 7hlp\*.js

8. Inthe Schedule window simply click Next.

@ New task wizard

Schedule

Schedule settings
[ Run by schedule
Frequency: |Hourly
Task start settings
Every: 1 hour(s)
Start time: 5:19 PM

Startdate:  Friday

May 22, 2020

Task will be performed according to the local ime on the computer.

[ Next Cancel

Page 99 of 140



kaspersky

9. In the Selecting an account to run the task window select Automatically generated account and click
Next.

= "
@ New task wizard

Selecting an account to run the task

™\ Specify a user account under which you run the task.
oy

@ Automatically generated account

() Specify an account

sscsccesnes

secscesases

10. In the Define the task name window specify some meaningful and relevant name for the task. Click Next.

@ New task wizard

Define the task name

Name:

SIMCO - Rule Generator for Applications Launch Control
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11. In the Finish creating the task window, check Run task after Wizard finishes and click Finish.

@ New task wizard

Finish creating the task

Click the Finish button to create "SIMCO - Rule Generator for Applications Launch Control” and
complete the Wizard.

Run task after Wizard finishes

12. We have now created and started the Rule Generator for Application Launch Control task. Actually, this
task affects every device located in the management devices group (in our case, we have just one device in
our group — SIMCO). If you select this task, you will be able to track its execution progress displayed in the
right-hand pane. Please note that the task may last for several hours depending on the software

composition of the target host and its hardware performance. Please take your time!

|¢ Kaspersky Security Center 131 - m} ®
File Action View Help
e w48 REGIH=

|¢ Kaspersky Security Center 13.1

v [ Administration Server PCS7-KSC Administration Server PCS7-KSC > Managed devices >

~ L] Managed devices

= o OSQSBMAIN Group tasks
[J siMco

[] Mobile Device Management Devices Policies  Tasks
&' Device selections
L1 Unassigned devices
=7 Policies Import task from file Add/Remove columns Refresh
Tasks
[2) Kaspersky Licenses i

T
== Advanced Inherited tasks: hide | show

Name Application Task type
Datsbase Update SIMCO - Rule Generator for = A
Applications Launch Control

[=] Database Update Kaspersky Industrial CyberSecurity for Nodes  Database Update

On-Demand Scan Task type: Rule‘Genemtnrfnrh ‘
Applications La Cont

[E] On-Demand Scan Kaspersky Industrial CyberSecurity for Nodes  On-Demand Scan - K:;‘igﬂ;du‘ﬁa‘ oo

Rule Generator for Applications Launch Centrel CyberSecurity for Nodes

[ SIMCO - Rule Generator for Applications Launch Contral  Kaspersky Industrial CyberSecurity for Nodes  Rule Generator for Appli.
Running: 27%

Execution statistics
on devices

Running on 1
devices

View results

nep~ kaspersky

Tasks: 3
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13. After the task is completed, go to the target host and make sure that the rule list (*. XML file) appears in the
export folder you have specified before (in our case, it should be present in C:\SWInventory\).

14. Using the context menu, you can start/stop/restart the task at any time. You can also edit task properties
unless the task is currently running.

Setting up Application Launch Control whitelisting

Now we are ready to fine-tune our generic (“backbone”) policy, which we have created and applied to the SIMCO
host earlier.

Please perform the following steps to rectify the Application Launch Control settings:

1. Remain in the SIMCO subgroup and switch to the Policies tab.

2. Locate the Generic — Kaspersky Industrial CyberSecurity for Nodes 3.0 policy, which we have created
before, and enter its Properties.

I{ Kaspersky Security Center 13.1
File Action View Help

e 2@ L0 XEE|HE
|( Kaspersky Security Center 13.1

~ [ Administration Server PCS7-KSC Administration Server PCS7-KSC > Managed devices >
v [ Managed devices ..
[ 0SSEMAIN Policies
3 simco
[0 Mobile Device Management Devices Policies Tasks

B! Device selections

o
T

o1 Unassigned devices
=/ Policies Mew policy mpart policy from f

Ve co Refresh
Tasks -
[Z] Kaspersky Licenses =¥
um
us Advanced Inherited policies: hide | show
~
Name Status  Application Inher.. Mt
Kaspersky Industrial CyberSecurity for Nodes Generic - Kaspersky Industrial 2
CyberSecurity for Nodes 3.0
@ Generic - Kaspersky Industrial & ' © oo s ' " v Industrial CyberSecurity for Nodes  Meti.. 11,
+  Active policy . .
Kaspersky Security Center Metwor Application: KEEDEFSW Irnjufstna\ p
. S N
@ Kaspersky Security Center 13 MNe iﬂmia"e palicy to another palicy ¢ Security Center Network Agent Inher... 11, Created: ﬂ;f;}:;;’f\;:g:sg :;I
S Changed: 11/18/2021 7:13:56 AM
All tasks > Inherited policy: Mot inherited
Group by column 2 Affected: 1 device(s)
Enforcement
Cut successful: 1 device(s)
Copy
Details
Delete
Export list
Eroperties xS
< >

pelp v kaspersky

Policies: 2
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3. In order to avoid confusion, give the policy some more specific name by editing the text field as shown below.
In our case, we will rename the policy to SIMCO_POLICY. Press Apply to save changes.

Properties: Generic - Kaspersky Industrial CyberSecurity for Nodes 3.0

General

Event configuration
Application settings
Supplementary

Real-Time Computer Protection
Local activity control

Metwork activity control
System inspection

Logs and notifications

Policy profiles

Revision histary

Help

General

B | SIMCO_POLICY|

Application:
Target administration group:
Created:

Modified:

Policy status
(@) Active policy
Out-of-office policy

() Inactive policy

Settings inheritance
Inherit settings from parent policy

Eorce inheritance of settings in child policies

[ Kaspersky Industrial CyberSecurity for Nodes

| Managed devices\SIMCO

11/18/2021 7:13:55 AM

11/18/2021 7:13:56 AM

Cancel Apply

4. Move onto Local activity control, press the Settings... button located on the Application Launch Control

panel.

1 Properties: Generic - Kaspersky Industrial CyberSecurity for Nodes 3.0

General

Event configuration
Application settings
Supplementary

Real-Time Computer Protection
Local activity contral

Netwark activity contral
System inspection

Logs and notifications

Policy profiles

Revision history

Local activity control

Applications Launch Control

e - Configure applications launch contral.
.:1‘ - Set the list of rules for applications launch contral.

Device Control

| m| ¥ - Configure device control.

- Set the list of rules for device control.

Wi-Fi Control

:I‘ - Configure Wi-Fi contral,

- Set the list of rules for Wi-Fi control,

] *
&
Settings...
=
Settings. ..
A
Settings...
Cancel Apply
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5. One you have got the General tab, make sure all the settings match those shown in the screenshot below.
Please note that the host-specific rule list (white list), which has been generated by the Generate Rules for
Application Launch Control task, is stored on the target host locally: you will not see it here.

P4 Applications Launch Control @
General | Software Distribution Control | Task management
Task mode &
[ tatistics only -

Repeat action taken For the: First file launch on all the subsequent launches For this file

[ peny the command interpreters launch with no command to execute

Rules managing |E
Rules list... Total rules: 24
Rules combination: |Add policy rules ko the local rules - |

S The application merges a policy-defined rules list with the local rules lists defined on each
0| computer, You can configure local rules lists via the Rule Generator for Applications
=" Launch Control tasks.,

Rules usage scope &
Apply rules to executable files
Monitar loading of DLL modules
Apply rules ko scripks and MSI packages
K5M Usage E
[] Deny applications untrusted by KSH
[ allows applications trusted by KSH

Users and [ ar user groups allowed to run applications trusted by KSH:

Everyone; NT AUTHORITY\SYSTEM Edit...

6. Now switch to the Task Management tab and specify the settings as shown below. In particular, make
sure that At application launch is selected from the Frequency drop-down list. Click OK to close the
window. This will finally put Application Launch Control running into operation.

Pa Applications Launch Control @
| General | Software Distribution Cantrol | Task management |
Schedule settings E
Run by schedule
Frequency: At application launch -
Task start

Advanced. ..

Task will be performed according to the lacal time on the computer,
ky
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7. Once you have reverted to the main window, close all locks [E press Apply and then OK to exit editing
the SIMCO_POLICY properties.

5 Properties: SIMCO_POLICY o =[]
Sections Local activity control

General -

Applications Launch Contral |E
Ewent configuration 3 "
r - Configure applications launch contral, Settings.:.

Application settings ,:I' - Set the list of rules for applications launch contral,

Supplementary

Device Contral &
Real-time computer profection

- | :} - Configure device control. Settings. .
Local activity control - Set the list of rules For device contral.
Metwork ackivity control
System inspection Wi-Fi Control [

Logs and notifications :} - Configure 'i-Fi contral. Settings. ..
- Set the list of rules for Wi-Fi contral,
Revigion history

|g§

o || comel || mpoy |

As a result, our KICS for Nodes policy is no longer a generic one because now it contains application restrictions
specific to a particular host (SIMCO, in our case).

Setting up Device Control whitelisting

So far, we have set up Device Control to operate in the Statistics Only mode but the Device Control white list is

still blank. Now, as an example, we are going to add a removable storage device to the white list of legitimate devices.
Please go through the following steps:

1. Take your USB storage device, which is deemed as trusted, and plug it into the target host running KICS for
Nodes. In our example, it will be SIMCO.

2. Wait for some minutes and then unplug the USB device.
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3. Refer to the KSC Administration Console. Go to Administration Server and switch to the Events tab.

Choose the Recent events selection and press Run selection to apply the filter.

4 [ Administration Server KSC Administration Server KSC (KSC\Administrator)
4 [J Managed devices
SIMCO
o Monitoring Statistics Reports Events

§' Device selections
L7 Unassigned devices
7 Policies
[ Tasks
=5 Advanced
A User accounts
4 [ Application managemer
+ Apphication categoric

Selection events

Run selection

.

Recent events v %

Selection properties Create a selection

Import/Export ¥

+ Applications registry
+ Executable files Time Device Event Descrpton Group
© Software vulnerabifti |5 o0 50 2018 18:34:58_ smMco Statistics Only: untrusted mass storage detected % 7 % 7 A
. 234 : age {"Vendor " VID_090C", Product”s PID_1000", Serialum”...,  SIMCO
* Software updates O 00201818:3229  sMco Running SIMCO
- Kesperskylablicenst @20 02 m1318:33:22  stMco Modfed SIMCO
4 B Remote installation 20.02.2018 18:33:21  SIMCO vodked SIMCO
+ Installation packages 20.02.2018 18:33:22 Administration Server <K...  Audit (changes to the object’s status) Group task Managed devices/SIMCO/SIMCO - Rule Gen...  Managed devices
4 Q Network poll 20.02.2018 18:33:21 Administration Server <K...  Audt (cbjects modification) Group task Managed devices/SIMCO/SIMCO -Rule Gen...  Managed devices
+ Domains 20.02.2018 18:33:22 SIMCO Scheduled SIMCO
+  Active Directory SIMCO Scheduled SIMCO
4 + IPsubnets €9 20.02.2018 18:26:42 Administration Server <K...  Audt (cbjects modification) Policy "SIMCO_POLICY" has been modified by user SC\... Managad devices
+ MyPCS? €9 20.02.2018 18:02:11 Administration Server <K...  Audt (objects modification) Policy "SIMCO_POLICY" added by user KSC\Administrator™  Managed devices
B Repositories £920.02.2018 17:44:58 Administration Server <K...  Audt (objects modification) Policy Kaspersky Security Center 10 Network Agent® ad...  Managed devices
0 20.02.2018 17:43:35 Admirsstration Server <X...  Device status is Critcal Status of device "SIMCO’ changed to Critical: Windows u...  Managed devkes
€ 20.02.2018 17:34:49 SIMCO Real-tme protection secunity leved has changed SIMCO
$20.02.2018 17:35:44  SIMCO Completed Remote instalation has been fully o ont.. SIMCO
222002 2012 172208 Suaco 2ocons Cab tad Shaco

4. Looking through the Events list, find the recent notification Statistics Only: untrusted mass storage

detected. This behavior is correct because our Device Control white list is still empty. That is why any USB

device connected to the target host is treated as an untrusted one.

5. Select this event, right-click on it and in the context menu select Export...

Time Device Event Description Group
20.02.2018 18:34:58  SIMCO Statistics Only: untrusted mass storage detecte [Alondar 20000062 Product™: PID_1000", SerialNum”...  SIMCO
20.02.2018 18:32:29 SIMCO Running Device Properties SIMCO
20.02.2018 18:33:22 SIMCO Modified Go to device SIMCO
20.02,2018 18:33:21 SIMCO Modified Go to group SIMCO
20.02.2018 18:33:22 Administration Server <K...  Audit (changes to the object’s status) evices/SIMCO/SIMCO -Rule Gen...  Managed devices
20.02.2018 18:33:21 Administration Server <K...  Audit (objects modification) Export.. evices/SIMCO/SIMCO -Rule Gen...  Managed devices
20.02.2018 18:33:22 SIMCO Scheduled Delete SIMCO
20.02.2018 18:33:21 SIMCO Scheduled SIMCO
20.02.2018 18:26:42 Administration Server <K...  Audit (objects modification) Delete All " has been modified by user *KSC\...  Managed devices
20.02,2018 18:02:11 Administration Server <K...  Audit (objects modification) View 5 - added by user "KSC\Administrator™ Managed devices
20.02.2018 17:44:58 Administration Server <K...  Audit (objects modification) rity Center 10 Network Agent”ad...  Managed devices

o 20.02.2018 17:43:35 Administration Server <K...  Device status is Critical Refresh 0' changed to Critical: Windows u...  Managed devices
20.02.2018 17:34:49 SIMCO Real-time protection security level has changed E SIMCO
20.02.2018 17:35:44  SIMCO Completed Properties been successfully completed on t...  SIMCO
20.02,2018 17:34:38 SIMCO Running Setup started. SIMCO
20.02.2018 17:35:26 Administration Server <K...  Audit (changes to the object’s status) Task for specific devices "Deploy KICS4NODES_HotFix8"... Managed devices
20.02.2018 17:35:26 Administration Server <K...  Audit (objects modification) Task for specific devices "Deploy KICS4NODES_HotFix8"... Managed devices
20.02.2018 17:35:26 SIMCO Running Copying files to the specified device... SIMCO
20.02.2018 17:35:26 SIMCO Scheduled Waiting for connection SIMCO
20.02.201_8 17:35:26 SIMCO Sd’\%d S_IMCO
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6. Inthe Events Export Wizard that pops up, check Export selected events only and specify the destination

file you want to export data to. Click Next.

v Events Export Wizard

Export file
Select file:
C:\Users\Administrator\Desktop'\BlockedUSB bd

[¥] Export selected events only

[ Next ][ Cancel J

7. Specify the export format as shown below. Click Next.

@ Events Export Wizard

Export format

() Export as tab-delimited text

@ Export as tab-delimited Unicode text

Next J[ Cancel
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8. Now revert to the recently created KICS for Nodes policy and enter its Properties again.

9. Proceed to Local activity control->Device Control. Click the Settings... button. In the popup window, click

B Properties: SIMCO_POLICY [m) X
Sections Local activity control

General

Rules list...

Applications Launch Contral &
Bent configuration =1 -Configure applications launch cantral, e
Application settings W} -Setthe list of rules for applications launch contral,
Supplementary
Device Contral I

Real-Time Computer Protection
[m| ¥ - Configure device contral.

Local activity control -Set the list of rules for device control.

Network activity control

System inspection Wi-Fi Control &

Logs and notifications } - Configure Wi-Fi control.

Settings...
- Set the list of rules for Wi-Fi control,

Policy profies

Revision history

|¢ Device Contral 7 x

General  Task management
Task mode li

Statistics only ~

Allow using all external devices when the Device Control task is not
i'unning

Rules list. .. Total rules: 0.

Cancel
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10. In the Device Control rules window, click the Add... button and select Import data of blocked devices

from Kaspersky Security Center report->Merge with existing rules.

Vo Device Contral rules = @
Search:  Type to search the rules
Aadd. .. ] | Remove selected | Export to a file...
Generate rules based on connected devices
Taokal rules: 0
— Generate rules based on system data
&ppl... M . Evice insk th 5 g
RE Irnport rules from XML file e Ener
Irnport data of blocked dewices from Kaspersky Security Center report 4 Merge with existing rules
Add to existing rules
Replace existing rules
] 111 3
o Help I Save ‘ I Cancel ‘

11. Using the file browser window, find the recently created file containing the blocked device information. In our
example, it is BlockedUSB.txt. As a result, we have got one rule added to the Device Control white list as

shown below. Click Save in the Device Control rules window.

PL Device Control rules A [ El ﬁ
Search: Type to search the rules
[ Add... ] [ Delete selected } Export to a file... |
Rules in total: 1.
[ Appl... Manufacturer (... Controller type ... Serial number Des... Device instance path Generation met...
| Yes VID_0S0C PID_1000 FC160923000253ZBK6XF USB\VID_090C&PID_1000\FC160923000253ZBK6XF  Added manually
(7)) Help Save ] [ Cancel
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12. Now set the Task mode to Active and click OK. From this moment on, any unknown USB thumb drive or

other storage device will be rejected by Windows.

Va Device Contral @
Task mode |E
[Active ']

Allow using all mass storage devices when the Device Control task is
riak Funnin
g

Rules lisk. .. Taotal rules: 1,

[ Ok H Cancel ]

13. Similar to Application Launch Control, proceed to the Task Management tab and specify the settings as
shown below. Additionally, make sure that At application launch is selected from the Frequency drop-

down list. Click OK to close the window.

Pa Device Contral @
Task management
Schedule settings [
Run by schedule
Frequency: [At application launch ’]
Task start

Task will be performed according ko the local time on the computer,

Ok ] [ Caneel
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14. Click Apply and OK in the policy Properties window. Wait until the policy enforcement finishes.

Setting up Network Threat Protection

This protection module functions pretty much like a host-based IDS/IPS. Its operation is based on network intrusion
signatures (patterns of malicious network activity) developed by Kaspersky experts. The signatures are updated
along with the virus definitions every time you launch the Database Update task (please refer to the section “Initial

update of antivirus databases”).

In fact, we have already taken a glance at some of this module settings, but there is still one minor improvement

left to be made:

1. Revertto the recently created KICS for Nodes policy and enter its Properties again.

2. Proceed to Real-Time Computer Protection->Network Threat Protection. Click the Settings... button.

B Properties: SIMCO_POLICY O *
Sections Real-Time Computer Protection
General . )
Real-Time File Protection o
Event configuration
v Configure file threat protection settings. Settings...
Application settings
Supplementary K5N Usage ﬂ
Real-Time Computer Protection o Configure Kaspersky Security Network usage and read KSM Statement.
Local activity control Data processing... Settings...
Metwork activity control
ty Exploit Prevention |E
System inspection F Configure memory protection settings and set exploit prevention
Logs and notifications technigues. Settings...
Policy profiles
Revision history Metwork Threat Protection &
-.{‘ Configure Metwork Threat Protection. Settings...
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3. Inthe General tab we can see that the Network Threat Protection is set up to work in the passive mode,
which seems a reasonable and fairly safe option for most of the critical sites. However, you are free to change

the processing mode at your discretion taking in account all the risks.

|¢ Metwork Threat Protection ? X

General Exdusions Task management
Processing mode |E

(") Pass-through

() Blodk connections when attack is detected

[JDon't stop traffic analysis when the task is not running

Cancel

4. Move over to the Exclusion tab. Here we suggest that you add every PLC available on you control network
to the trust-list. The point is that you would rather be attacked from a compromised workstation/server than
have your PLC involved in spreading the threat. Anyway, despite the fact that false alerts are extremely rare
in this protection module, such a configuration further reduces the risk of them. As you can see, in our study

case we have just one PLC (192.168.1.2) on our industrial network, so we put it on the exclusion list.

|¢ Metwork Threat Protection ? X

General Excusions  Tagk management

Exclusion list [&

Do not contral exduded IP-addresses

You can add exdusions for IP-addresses in IPv4 or IPv6 formats,

IP addresses
192,168.1.2

<«
5y
1

oK Cancel
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5. Click OK to finalize the module configuration.
6. Once your have returned to the policy properties window, click Apply and then OK for the changes to take
effect.

Setting up File Integrity Monitor

In most cases, it is necessary to adapt the configuration of the File Integrity Monitor to your control system
configuration. Normally, this procedure implies matching the monitored folders to those where your automation
project files are actually stored. However, you can instruct this module to monitor any location(s) at your discretion.
Remember to activate File Integrity Monitor by going to the task management tab (as we did before).

Please refer to the “KICS for Nodes 3.0 Administrator’s Guide” for details.

Setting up PLC Integrity Checker

PLC Integrity Checker controls the integrity of a control logic by polling a target PLC and comparing its control
application to the reference one. The polling interval is customizable.

In order to benefit from this module, the following prerequisites should be fulfilled:

e There must be at least one Siemens S7-300/S7-400(H) or Modicon M340/580 series PLC on your plant
network.

e The target PLCs should be accessible via TCP/IP (the Siemens ISO communications are not supported at
present). Try PINGing your PLC in order to check your control device accessibility.

e PLC Integrity Checker should be activated on those hosts that have network access to the target PLC.
Assign one polling host to each target PLC.

PLC Integrity Checker is not customized by means of security policies. Its configuration is carried out by
parametrizing respective tasks.

In our example, we have added on more host (Engineering Station, ES) to the managed devices. ES is located on
the same IP subnet as our target PLC.

In this guide we will show you how to work with a Siemens S7-400 series PLC. For the other PLC models please
refer to “KICS for Nodes 3.0 Administrator’s Guide”.
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Please perform the following steps in order to set up PLC Integrity Checker:

1. Go to Administration Server->Managed devices->ES and switch to the Devices tab. Right click on ES
and select Properties.

El Administration Server KSC Administration derver KSC > Mana_qea devices > ES
« [ Managed devices %
[ CLENTI0 ~ Managed devices

[J CUENT?
S E: \i Devices Policies Tasks
Virt
(mp
[ OSRC
J osse
3 PH
3 simMco
I <
@' Device selections

1 Unassigned devices |~ T MELsheeseets. BELLRLeS
=7 Policies The above numbers incdlude the number of devices with the specified status, which are in the selected group and in any of its nested subgroupy
< The list below only indudes devices from the selected group.

Add devices New group Perform action ¥ Adi

[ Tasks
L] -~
4 us Advanced Name Type of operatin em Windows dom... Agent installed Agent runnin
2u ype g syst 9 9 9
ser accounts —_— e ve————
« [ Application management Bes Protection WORKGROUP /' Yes V Yes
- Application categories Events
+ Applications registry
- Executable files Install application
+ Software vulnerabilities Check device accessibility
+ Software updates
+ Kaspersky Lab licenses Connect to Remote Desktop
4 B Remote installation Custom tools »
+ Installation packages
4 Q Network poll All Tasks Ls
+ Domains Cut
+ Active Directory
4 - [P subnets Delete
* MyPCS Refresh
+ New su222bnet Ex
4 B Repositories Export k...
+ Kaspersky Lab software Properties
+ Quarantine
- Backup

- _Unprocessed files
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2. In the Properties window that pops up, go to Tasks. Keep scrolling down the Tasks list until you find the
PLC Project Investigation task; select the task and click the Properties button. This task is used to form

or update a reference control logic snapshot (a sort of an etalon).

i = S|

General

T
Protection |V Tasks created for the device:
Applications [ OSPTSRy S OS  C O SOSG ey TOr TR =
Tasks [*=] pevice Control
| Kaspersky Industrial CyberSecurity for Nodes
Events
Tags | File Operations Monitor
Kaspersky Industrial CyberSecurity for Nodes
System Info T
KSN Usage
General system info | Kaspersky Industrial CyberSecurity for Nodes
Inddents ¥ l Log Inspection
z -l Kaspersky Industrial CyberSecurity for Nodes
Sessions 52 Running

Applications registry j On-Demand Scan
v

Executable files Kaspersky Industrial CyberSecurity for Nodes

Hardware registry I PLC Project Integrity Check
Kaspersky Industrial CyberSecurity for Nodes
Software vulnerabilities

m

[7=1 PLC Project Investigation
Rypebicpdates | = | Kaspersky Industrial CyberSecurity for Nodes
Active policy profiles
I Quarantine Scan
Distribution points : Kaspersky Industrial CyberSecurity for Nodes

r 1 Real-Time File Protection
i Kaspersky Industrial CyberSecurity for Nodes
=24 Running

[7="] Rrollback of Application Database Update
Kaspersky Industrial CyberSecurity for Nodes

[7==] Rule Generator for Applications Launch Control
| Kaspersky Industrial CyberSecurity for Nodes

| Dila Genaratar far Navics Cantral

[ Results ] [ Add... | ]. Properties

= (o Jles ) =

3. Inthe task Properties window that pops up, proceed to PLC configurations and click the Add from PLC
Registry button as shown below.

| Properties: PLC Project Investigation = @
Sections PLC configurations
General
List of PLC configurations: Total rules: 0.
PLC configurations
PLC type Description Connection settings PLC Reqistry ID
Account
Motification
4 m |
Link ta PLC Registry ©1 | Add fram PLC Registry | Edit. .. Remove
Help [ OF l I Cancel Apply
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4.

5.

Now we have to add a monitored PLC to the PLC Registry. Press the Add... button.

5 PLC Registry managerent = @
PLC Registry allows you to centrally manage all PLCs inside a protected perimeter, It is available For a shared use by the Kaspersky Industrial CyberSecurity
application solutions,

Filker: | Total configurations: 0,
Only show PLC that can be protected by Kaspersky Industrial CyberSecurity For Nodes
Import... Expott... Madify. .. Remove

Mame ¢ Model Publisher Description Connection settings PLC Regist

4 . b

Add bo bask list Clase

In the PLC settings window that pops up, choose an appropriate PLC type, assign an arbitrary name
(description) of the PLC and specify the device IP address. Among other parameters, you should specify
the Rack number, Port and Slot number values depending on your PLC type and its hardware
configuration. In most cases, for Siemens SIMATIC S7-300 PLCs you can assume Rack number=0,
Port=102, Slot number=2. For fault-tolerant Siemens SIMATIC S7-400H stuff, the MASTER CPU normally
has Rack number=0, Port=102, Slot number=3, whereas the STANDBY CPU has Rack number=1,
Port=102, Slot number=3.

In our example, we have chosen to poll the S7-400 CPU available at 192.168.1.2. Click OK when done.

Al PLC settings (added via PLC Registry) o (2[5
General Settings
Name: MyPLC
PLC type: Siemens Simatic 57-400 v
Description: 57-410
Wait For connection: 5 = seconds

Connection settings

1P address: 192.168.1.2 Port: 102 =
Rack number: 1 = Slot number: 3| :
Apply password
Password:

[T1Read data blocks

OK ] ‘ Cancel
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6. In the parent window you should now see the just added PLC (as shown below). Revise the PLC

configuration by expanding the Connection settings column and click Add to task list if everything is

correct. Click Close to hide the window.

5| PLC Registry management

solutions,

Filter: Tatal canfigurations: 1.

[ onky show PLC that can be protected by Kaspersky Industrial CyberSecurity For Modes

=[O ]ws]

PLC Registry allows you to centrally manage all PLCs inside a protected perimeter, It is avalable for a shared use by the Kaspersky Industrial CyberSecurity application

o Remove

Mame Model Publisher Description Connection settings
MyPLC Simatic 57-400 Siermens 57-410H IP-adress: 192,168.1.2; port: 102; r...

PLC Regiskry ID
201905231206...

Add ko kask list

] [ Close

7. Click OK in the parent window to finalize the task parametrization.

5| Properties: PLC Project Investigation =1 @
Sections PLC configurations
General . . .
List of PLC configurations: Tatal rules: 1.
PLC configurations
PLC type Description Connection setkings PLC Registry ID
Account
Siemens Simatic ... 57-410H IP-adress: 192,168,1.2; port: 102; r.., 201905231206,
Motification
4 I 3
Link ko PLC Registry Add fram PLC Registry ] Edit. .. Remove
Help [ Ok ] [ Cancel l [ Apply
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8. Select the just configured PLC Project Investigation task and start it by pressing u Wait until the task is
displayed as Completed.

General

I
Protection | Tasks created for the device:
Applications _ [=
Tasks KSMN Usage
Kaspersky Industrial CyberSecurity for Nodes 2.6
Events .
1 Log Inspection
Tags e Kaspersky Industrial CyberSecurity for Nodes 2.6
Running
System Info a
On-Demand Scan
General system info /| Kaspersky Industrial CyberSecurity for Nodes 2.6
Incidents PLC Project Intearity Check
Sessions Kaspersky Industrial CyberSecurity for Nodes 2.6
Applications registry PLC Project Investigation —
Kaspersky Industrial CyberSecurity for Nodes 2.6
Executable files Completed

Hardw: istr Quarantine Scan
FrCNEE reqistry Kaspersky Industrial CyberSecurity for Nodes 2.6
Softw Inerabilit
orhare vunerabiities 1 Real-Time File Protection
Available updates ~ Kaspersky Industrial CyberSecurity for Nodes 2.6
Running

m

Active policy profiles
poley P Rollback of Application Database Update

Distribution points Kaspersky Industrial CyberSecurity for Nodes 2.6

Rule Generator for Applications Launch Control
Kaspersky Industrial CyberSecurity for Nodes 2.6

Rule Generator for Device Contral
Kaspersky Industrial CyberSecurity for Nodes 2.6

Scan at Operating System Startup
Kaspersky Industrial CyberSecurity for Nodes 2.6

rr 11 SIMCO - Rule Generator for Applications Launch Control [<
v

Lins Too s sibria] Padimw D st Fe Blndnn 0 £

[ Results ] [ Add... ] [ Properties ]

9. In order to make sure that the reference control logic has been successfully retrieved from the PLC, click the
Properties button. Make sure that in the popup window the most recent status is displayed as Information

about PLC project received. Close the popup window.

B " Results Iiléj

Time Status it

13.04.2018 18:39:01 Information about PLC project received
0' 13.04.2013 18:22:58 Error receiving PLC project information
05.04,2018 16:03:21 Information about PLC project received
05.04,2013 15:55:52 Information about PLC project received
05.04,2015 15:49:33 Information about PLC project received
05.04,2018 15:33:32 Information about PLC project received
05.04,2013 15:04:45 Information about PLC project received
05.04,2013 14:57:46 Information about PLC project received
05.04.2018 14:52:54 Information about PLC project received
05.04,2013 14:46:03 Information about PLC project received

f
|| 05.04.2015 14:33:52 Information about PLC oroiect received
1 | m 3

m

Mumber of events: 19
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10. Now, wait a little bit until the inter-task synchronization is completed. It takes 15 minutes or so.

11. Select the PLC Project Integrity Check task and press the Properties button.

12. In the window that appears, go to Settings. Click the Add... button.

B ' Properties: PLC Project Integrity Check

General
Settings
Schedule
Account

Notification

E

1= |

st

Check projects integrity for PLC configurations:

PLC type

Connection settings

Reference PLC project rece...

Apply

13. In the window that appears, select the PLC type and choose the most recent PLC project snapshot (hash)

which the PLC Project Investigation task has previously generated. The selected hash will be a basis for

comparing with subsequent PLC polls. Also specify a polling interval, which, according to our estimations,

should exceed 30 minutes. It is important to avoid excessively frequent polling since it may deteriorate

network performance. In most cases, one polling request per hour seems a reasonable frequency. Click

Add... when done.

il Data for PLC project integrity check

BB ===

Check PLC project integrity with an interval:

60 = mir. a =

Configurations for PLC type selected:

S,

Siemens SIMATIC 57-400

Connection settings

Description

IP-address: 192.168.1.2; port: 102; rack: 1; slot: 3; read... CPU model : 6ES7 410-5HX08-0AB0 ; Firmware version : ...

Project version to consider as reference for PLC configuration selected:

Reference PLC project receipt date PLC project hash Description o
05.03.2018 15:30:40 45595da68 157e6a2bd354fch3aeb0...  S7-410H

05.03.2013 16:13:33 bacbd19947407afdc693bf0de55c4c0d  57-410H

05.03.2013 16:11:50 bacbd19947407afdc693bf0de55c4c0d  57-410H

05.03.2013 16:03:51 bacbd19947407afdce93bf0de55c4c0d  57-410H

02.03,2018 1%:01:39 0634e11c48b647e3f5f9f82873ce43d7  S7400STBY

02.03,2013 19:00:33 e8b893eb120867013f37beb61301e...  57400STBY L
02.03.2015 18:54:34 26e8cc93f32e688e392355bee5c5c60c  ST4005TBY i
02.03.2013 18:51:39 4eced06d25a98de21ch56d0eda370...  S7400STBY

02.03.2018 18:26:16 df522bee 164bfbagofda1asfefsa40d7  S7400STBY ™

Add... ] [ Cancel
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14. In the parent window, check the just added reference project as shown below and proceed to Schedule.

i ' Properties: PLC Project Integrity Check Elm
TR o
G |
snera Chedk projects integrity for PLC configurations:
Settings
Schedul PLC type Connection settings Reference PLC project rece...
edule
Siemens SIMATIC 57-400 IP-address: 192.168.1.2; p... | 05.03.2018 16:57:32
Account
Notification
1
I
1
[ Add... ] ’ Edit... ] ’ Remave ]
Help [ oK ] ’ Cancel l [ Apply l
]

15. In Schedule specify the task Schedule settings as shown below. Click OK to finalize the task

parametrization.

' Properties: PLC Project Integrity Check M

Coecions [

General

Schedule settings
Settings Run by schedule
Schedul
SaUiE Frequency: [At application launch -
Account
Notification Task start settings

.

Task will be performed according to the local ime on the computer,

Cancel Apply
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16. Select the PLC Project Integrity Check task and click

in order to start it.

General

Protection

Applications

Tasks

Events

Tags

System Info

|‘ General system info
Indidents

Sessions
Applications registry
Executable files
Hardware registry
Software vulnerabilities
Available updates
Active policy profiles

Distribution points

I‘?/. Tasks created for the device:

KSN Usage
*= | Kaspersky Industrial CyberSecurity for Nodes

== Log Inspection
: Kaspersky Industrial CyberSecurity for Nodes
Running

1 On-Demand Scan
V| Kaspersky Industrial CyberSecurity for Nodes

PLC Project Integrity Check
Kaspersky Industrial CyberSecurity for Nodes

— | PLC Project Investigation
“= | Kaspersky Industrial CyberSecurity for Nodes

Quarantine Scan
Kaspersky Industrial CyberSecurity for Nodes

Real-Time File Protection
: 7l Kaspersky Industrial CyberSecurity for Nodes
Running

. — | Rollback of Application Database Update
*= | Kaspersky Industrial CyberSecurity for Nodes

Rule Generator for Applications Launch Control
“= | Kaspersky Industrial CyberSecurity for Nodes

Rule Generator for Device Control
Kaspersky Industrial CyberSecurity for Nodes

Scan at Operating System Startup
Kaspersky Industrial CyberSecurity for Nodes

r?::h §IMCO :Ru!e enerator for Applications Laun:jw Control

Tack inboinl CrdinrCam wibs: Enr Madan

8

( Results ] [ Add... I

17. Make sure that the task status is now displayed as Running. Click OK to exit the ES Properties window.

(oo =8

General

Protection

Applications

Tasks

Events

Tags

System Info
General system info
Incidents
Sessions
Applications registry
Executable files
Hardware registry
Software vulnerabilities
Available updates
Active policy profiles
Distribution points

I‘:/' Tasks created for the device:

KSN Usage
Kaspersky Industrial CyberSecurity for Nodes

=1 Log Inspection
[:é Kaspersky Industrial CyberSecurity for Nodes
Running

“4 On-Demand Scan
V| Kaspersky Industrial CyberSecurity for Nodes

<1 PLC Project Integrity Check
: 7l Kasoersky Industrial CyberSecurity for Nodes

PLC Project Investigation
Kaspersky Industrial CyberSecurity for Nodes

Quarantine Scan
= | Kaspersky Industrial CyberSecurity for Nodes

==y Real-Time File Protection
: 2l Kaspersky Industrial CyberSecurity for Nodes
Running

Rollback of Application Database Update
Kaspersky Industrial CyberSecurity for Nodes

Rule Generator for Applications Launch Control
Kaspersky Industrial CyberSecurity for Nodes

Rule Generator for Device Control
Kaspersky Industrial CyberSecurity for Nodes

.— | Scan at Operating System Startup
‘= | Kaspersky Industrial CyberSecurity for Nodes

r:;\,] SIMCO - Rule Generator for Applications Launch Control
[ ey 5 PR Sow Mndan

biad CodnmeCam witss Sne

m

( Results ] | Add... J(

Properties
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18. Subsequently, you will be able to track PLC polling results if you go to Administration Server and switch
to the Events tab.

[l Administration Server KSC Administration Server KSC (KSC\Administrator)
4 [ Managed devices
CLIENT10 - -
S CLENT? Monitoring Statistics Reports Events
IEs
ES_Virt . .
gls_ : Selection events Informational events ~
. I 0SRC N
L3 ossB Selection properties Create a selection Import/Expart ¥
L1 PH
» L smMco Add/Remove columns

. O wes

' Device selections

- - Time Device Event Description Grou
I; Unassigned devices 05.04.2018 16:22:11  ES PLC project matches reference project Controler type: Siemens SIMATIC 57-400. PLC configura...  ES
# Policies 05.04.2018 16:21:11 ES PLC project matches reference project Controller type: Siemens SIMATIC 57-400. PLC configura... ES
Fi Tasks 05.04,2018 16:20:29 ES PLC project matches reference project Controller type: Siemens SIMATIC 57-400, PLC configura... ES
4 gg Advanced 05.04.2018 16:19:24 ES PLC project matches reference project Controller type: Siemens SIMATIC 57-400. PLC configura... ES
A Useraccounts 05.04.2018 16:18:24 ES PLC project matches reference project Controller type: Siemens SIMATIC 57-400. PLC configura... ES
4 [ Application management 05.04.2018 15:17:23 ES PLC project matches reference project Controller type: Siemens SIMATIC 57-400. PLC configura...  ES
+ Application categories 05.04.2018 16:16:24 ES PLC project matches reference project Controller type: Siemens SIMATIC 57-400. PLC configura...  ES
o L L

19. Sometimes, during system operation, you may need to edit the PLC settings. Rather than navigating to the
PLC Project Investigation task, you can go to Advanced->Repositories->Hardware and select Open
PLC Registry hidden in Additional actions.

L |2 Administration Server K35C Administration >erver Ksl. > Advanced > Repositories > Hardware
a L] Managed devices
> Administration Servers Hardware
> L CLIENT1D The list displays information about hardware and devices of the organization. You can edit data from|
s D CLIEMTT
a C1ES
» EE Administration Servers View hardware repaort Additional actions ¥
’ S ESC Configure criteria for enterprise devices
! OSRC » No filter specified, records total: 222 | Configure custom data fields
» O Open PLC Registry
4 L 0ssE )
5 Administration Servers Add/Remove colums
. I PH .
. [ sMco MNarme Description Type
R

! Device selections
i Unassigred devices
= Paolicies
Tasks
I__'=:] Kaspersky Lab Licenses
4 B3 Advanced
L Useraccounts
» [ fpplication management
4 B Rernote installation
Deploy dewvice images
- Installation packages
4 'Q_ Metwork poll
>+ Domains
> = Active Directory
> = IPranges
4 B Repositories
- Hardware
Kaspersky Lab softaar
Quarantine
Backup
Unprocessed files

This section completes the KICS for Nodes parametrization for a single host. In case of multiple hosts, you should

act in absolutely the same manner, making use of the already defined group policies and group tasks.
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Enabling optional password protection

By default, any local user having administrative privileges is allowed to uninstall or modify KICS for Nodes even
without asking KSC permission. Such users can also launch the KICS for Nodes management console locally
(providing that it is installed) and manipulate with the protection settings at their discretion (unless these settings are
overridden and locked by the KSC policy). In order to prevent tampering the endpoint security, you can additionally

enable the KICS for Nodes password protection, which restricts the software removal/modification as well as

management console access.

Please perform the following steps.

1. Go to the SIMCO node and switch to the Policies tab.

2. Locate your active policy applied to SIMCO. Right-click it and in the context menu go to Properties.

3. Goto Application settings and press Settings... located on the Security and reliability panel.

i Properties: SIMCO_POLICYh
Sections Application settings

General

Event configuration

Application settings
Supplementary

Real-Time Computer Protection
Local activity control

Metwork activity control
System inspection

Logs and notifications

Policy profiles

Revision history

Help

Scalability, interface and scan settings
- Configure scalability settings.
{} - Configure user's interaction settings.
- Configure scan settings.

Security and reliability

- Configure self-defense and reliability settings.

- Set actions when switching to UPS backup power,
- Configure password protection usage.

*k

Connections
- Configure proxy server settings.

@' - Configure authentication settings on the proxy server,

Run local system tasks
Configure schedule settings for local system tasks,

Cancel

m}

Settings...

Settings...

Settings...

Settings...

X
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4. Inthe Security settings window that pops up go to the Password protection settings panel, check Apply
password protection and enter your password twice.

|¢ Security settings ? x
Security

Self-defense |E

[~]erotect application processes from external threats:

Password protection settings |E

Apply password protection

Password: | SEABSEIBOEIBOEBOENBERRBEN |

Confirm password: | SRR EER RN RN RN RN RN R RS |

Reliability settings [
Perform task recovery
Recover on-demand scan tasks no more than 2 -
(times): X
Actions when switching to UPS backup power |E

Do not start scheduled scan tasks
Stop current scan tasks

Cancel

5. Enable each of the three LocksIE and press OK.
6. Press Apply and then OK in the parent window.
7. Wait until the policy changes are applied to the SIMCO host.

From now on, any KICS for Nodes removal/modification attempt, made by a local user on a local machine, will
prompt him/her to enter the protection password. Opening KICS for Nodes management console locally (providing
that it is installed) will also require entering the valid password.
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Installing optional KICS for Nodes management console

This console enables local management of a KICS for Nodes instance. For a few-node or stand-alone installation it

could be a good alternative to using KSC. We do not mind you using both the tools, of course.
For security purposes, local management capabilities can be centrally restricted by activating corresponding feature

locks I—ﬂ— while setting up your KSC policy and applying it to a target host. In addition to that, the password protection
of the local console can be activated in order to prevent unauthorized local users from manipulating with KICS for

Nodes settings (please refer to the section “Enabling optional password protection”).

The good thing is that you can install the KICS for Nodes management console on one machine and use it to
manage a KICS for Nodes instance installed on another machine. However, this will require you to open UDP/TCP
135 ports on both the source and target machines. By default, the console attempts to get connected to the local

machine.
In order to install the KICS for Nodes management console using KSC, please go through the following steps.

1. Go to Administration Server->Advanced->Remote Installation. Right-click on any spare area of the

installation packages list. In the context menu choose Create->Installation package.

I{ Kaspersky Security Center 13,1
Eile Action View Help
e 2@ E 6 Bml e

I( Kaspersky Security Center 13.1

v [ Administration Server PC57-KSC Administration Server PCS7-KSC > Advanced > Remote installation =
w ] Managed devices .
O smco Installation packages

[0 Mobile Device Management Installation packages listed below are used for remote deployment.

& Device selections

L1 Unassigned devices - 5 .
7 Policies Create installation package View the list of stand-alone packages Additional actions ¥

Tasks .
I-g::] Kaspersky Licenses Add/Remove columns
v Ea Advanced Mame - Application Versi..  Lang..
é )liserliacca::iooin::ana ment (P HOTFIXS 64 critical_fix_core_3_xB4.msp
v R::wte installatio?w ™ Kaspersky Security Center 13.1 Network Agent ... Kaspersky Security Center 13.1 Network Ag...  13.1... en
™ KICSANODES_X64_ENG Kaspersky Industrial CyberSecurity for Nod...  3.0.0... en

- Installation packages
B Dats encryption and protection
Q, Device discovery Show current application versions
& Deleted objects

H Repositories Create > lnstallatior&ackage
All tasks >
View >
Group by column >
Refresh
Export list
Properties
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2. In the Select installation package type window, click Create installation package for specified

executable file as shown below.

Mew Package Wizard

Select installation package type

Create an installation package for a Kaspersky application.

Create an installation package for the specified executable file.

Select an application from the Kaspersky databaze to create an installation
package.

qml e| e|

Cancel

3. Name this new installation package, for example, KICSANODES_CONSOLE_X64. Click Next.

<« MNew Package Wizard

Defining the installation package name

Mame:

KICS4NODES_COMNSOLE_X54

Next Cancel
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4. Inthe Selecting the distribution package for installation window browse to the setup.exe file (located in
the subfolder KICS4NODES\client\ of the KICS for Nodes 3.0 distribution package) and select it. Specify
the following command line options: /s /p PRIVACYPOLICY=1 EULA=1 ALLOWREMOTECON=1 /gn.

Check Copy entire folder to the installation package. Click Next.

<« MNew Package Wizard %

Selecting the distribution package for installation

| {ICS4NODES 3, 0L _DistributivesWICS4NODES \dientisetup. exe | I Browse...

Executable file command line (optional):

| fs /p PRIVACYPOLICY =1 EULA =1 ALLOWREMOTECON=1

Copy entire folder to the installation package

Mext Cancel

Page 127 of 140



kaspersky

5. Click Finish to close the New Package Wizard.

Mew Package Wizard

v

successfully created.

Installation package "KICS4MODES_COMNSOLE_X64" for "setup.exe 3.0.0.287" has been

6. Selectthe just created installation package, right-click on it and in the context menu select Install application

as shown below.

I( Kaspersky Security Center 13.1
File
e nDlEC Hml

Action View Help

|¢ Kaspersky Security Center 13.1
~ [ Administration Server PCS7-KSC
v [ Managed devices
L 0sSBMAIN
L siMco
[] Mobile Device Management
71 Device selections
L1 Unassigned devices
= Policies
Tasks
Kaspersky Licenses
Advanced
L Useraccounts
1 Application management
~ B Remote installation
- Installation packages
B Data encryption and protection
Q Device discovery
' Deleted objects
B Repositories

Administration Server PCS7-KSC > Advanced > Remote installation >

Installation packages

Instaliation packages listed below are used for remote deployment.

Create installation package

Add/Remove columns

MName

T HOTFIX3 64

™ Kaspersky Security Center 13.1 Network Agent ...

B KICS4MODES_XE4_ENG

Application

critical_fix_core_3 x64.msp

Kaspersky Security Center 13.1 Network Ag...
Kaspersky Industrial CyberSecurity for Nod..,

Versi...

Lang..

T KICS4MODES_CONSOLE_X64

setup.exe

- [m] x
Refresh
KICS4NODES_CONSOLE_X64 X
Properties
Application: setup.exe
Install application pe7
KB
k_reata stand-alone installation package
Show the list of stand-alone packages
Group by column >
Delete n package
e
Export list
Properties
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7. In the following window click Select devices for installation.

) Rernote Installation Wizard

Select devices for installation

Install on group of managed devices

E Use this installation mode if you have already induded devices in administration
groups. The application will be installed on all matching devices in the selected
group and &l of its subgroups.

Select devices for installation

E Use this option to install the application on devices that have been induded in

none of the administration groups (for example, at the initial system deployment).
‘fou should also use this option when you need to ingtall the application on
selected devices in a group,

Installation will not affect devices where the same (or & later) version of the application is
already installed.

8. Check particular devices for installation. In our case, it will be SIMCO. Click Next.

X

<« Remote Installation Wizard

Select devices for installation

v [ 1} Managed devices
i v O smco
: 3 smco

Add

If no relevant devices are

-8 pes7sc displayed in the list, dlidk Add
: to type their names or IF
N _.|!| Unassigned devices addresses.

MNext Cancel
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9. Inthe Defining remote installation task settings window specify the settings as shown below. Click Next.

@ Remote Installation Wizard

Defining remote installation task settings

Force installation package download
Using Network Agent
|| Using operating system resources through distribution points

Using operating system resources through Administration Server

To perform installation by using the API of a doud service provider, you need a spedial license.
Learn more...

Behavior for devices managed through other Administration Servers
@) Install always
() Install only on devices managed through this Administration Server

[ Do not re-install application if itis already installed

[ Assign package installation in Active Directory group policies

10. In the Selecting an operating system restart option window select Do not restart the device and click
Next.

[ E—Te ]

@ Remote Installation Wizard

Selecting an operating system restart option

Select the action that will be performed if the application installation prompts you to restart the
operating system.

@ Do not restart the device
() Restart the device
Device wil be restarted automatically,

~) Prompt user for action

User wil be prompted to restart the device.
Prompt will appear every 5 minute(s).
Device wil be restarted in 30 minute(s).

Force dosure of applications in blocked sessions
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11. In the Select accounts to access devices select No account required (Network Agent installed). Click
Next.

@ Remote Installation Wizard

Select accounts to access devices

@ No account required (Network Agent installed)

() Account required {for installation without Network Agent)

Add

12. In the Starting installation windows that follows, click Next and finally Finish. So, we have created the task
that is about to launch the console installation on the target host.

13. Now you are automatically redirected to the Administration Server->Tasks node where you can see the
just created task Deploy KICS4ANODES_ CONSOLE_X64 running. Wait for its completion.

l¢ Kaspersky Security Center 13.1 - m] X
File Action View Help

«= 2@ s0lp

|¢ Kaspersky Security Center 13.1

~ [ Administration Server PCS7-KSC Administration Server PCS7-KSC >

~ ] Managed devices

] 0SSBMAIN Tasks

J sIMCO

[ Mobile Device Management o
@1 Device selections Import task from file Refresh

L1 Unassigned devices

H =

= Policies
2] Tasks AddRemove columns
[5] Kaspersky Licenses ~
Advanced Name Application Task type Status Runn.. Com.. Fi
)
4 Useraccounts Administration Server maintenance Deploy KICS4NODES_CONSOLE_X64 <
[ Application [=] Admin: Server maintenan Kaspersky Sec..  Administration Server .. Completed su.. 0 1 0 Task type: Instal application remotely
~ LBl Remote installation Database Update Application: Kadspersky Security Center
. i ‘Administration Server
Installation packages [E] Database Update Kaspersky Inc...  Database Update Completedsu.. 0 1 '} )
B Data encryption and protection Group: Tasks for specific devices
Q Device discovery Download updates to the Administration Server repository
3 Deleted objects [ Download updates to the Administration... Kaspersky Sec.. Download updates to th.. Completed su..  © 1 O Running: 38%
B Repositories Install application remotely
[=] Deploy HOTFIX3_x64 Kaspersky Sec..  Install application remo...  Completed su.. 0 1 0 -
[=] Deploy Kaspersky Security Center 13.1 N... Kaspersky Sec...  Install application remo... 0 1 0 setupstarted.
i) Deploy KICSANODES, CONSOLE 64 Kaspersky Sec. . Instail appiication remo.. aN [} [}
[=] Deploy KICSANODES_X64_ENG Kaspersky Sec..  Install application remo...  Completed su.. 0 1 0 Execution statistics
On-Demand Scan on devices
[=] On-Demand Scan Kaspersky Ind..  On-Demand Scan 0 0 0 da%ﬂ
Rule Generator for Applications Launch Contral
[] SIMCO - Rule Generator for Applications... Kaspersky Ind...  Rule Generator for Appli.. Completed su... 0 1 0 View results

relp ~  lcasperslcy

Tasks: 9
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Uninstalling KICS for Nodes and KLnagent

We hope that you will never encounter a situation that would make you do this. However, if it is necessary, you can

perform software removal even without having to shut down your control system runtime.
Please perform the following compulsory steps to get the protection software removed from your computer (we are

still referring to our SIMCO host as an example):

1. Go to the SIMCO node and switch over to the Tasks tab as shown below.

a [ Managed devices
. I SIMCO
- [ Mobile Device Management
' Device selections Devices Policies Tasks
L1 Unassigned devices
=/ Paolicies

Tasks ﬁ Import task from file Add/Remove columns
L_'=:] Kaspersky Lab Licenses

4 33 Advanced
L Useraccounts
- 1 Application management

Group tasks

Inherited tasks: hide | show

Remote installati
4 B Remo elns.a aten MName Application Task type Status
- Installation packages
> @ Data encryption and protec Database Update
, Q Device discovery [=] Database Update Kaspersky Ind...  Database Update Completed
' Deleted objects On-Demand Scan
4 B Repositories [Z] On-Demand Scan Kaspersky Ind...  On-Demand Scan

Kaspersky Lab software

. Triggering of rules in Sn Rule Generator for Applications Launch Control

+ Quarantine [l SIMCO - Rule Generato... KasperskyInd..  Rule Generator for Applications Launch Co...  Completed

- Backup
+ Active threats

2. Right-click on any spare area of the Tasks list and in the context menu choose Create->Task.

4 L] Managed devices
Group tasks

- OJ sIMCO
- [ Mobile Device Management
31 i i . .
o' Device selections Devices Palicies Tasks
L1 Unassigned devices
=/ Policies -
Tasks Import task from file Add/Remove columns
L_'=:] Kaspersky Lab Licenses

4 B8 Advanced

L Useraccounts
. [ Application management Inherited tasks: hide | show

4 B Remote installation

M Applicati Task
+ Installation packages ame PR on _
> @ Data encryption and protec Database Update
. Q Device discavery UDatabase Update Kaspersky Ind...  Database Update
' Deleted objects On-Demand Scan
4 B Repositories [] On-Demand Scan Kaspersky Ind...  On-Demand Scan

+ Kaspersky Lab software

- Triggering of rules in Sn Rule Generator for Applications Launch Control

[Z]SIMCO - Rule Generato... KasperskyInd..  Rule Generator for Applications Launch Co...

= Quarantine
- Backup _
+ Active threats Create 3 Task
All tasks 3
View 3
Group by column 3
Refresh
Export list...
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3. Inthe New task wizard window that appears, select Kaspersky Security Center Administration Server-

>Advanced->Uninstall application remotely as shown below. Click Next.

x

New Task Wizard

Select the task type

= E Kaspersky Industrial CyberSecurity for Nodes ~
[E] Activation of Appiication
U Application Integrity Control
U Baseline File Integrity Monitar
[Z] Copying Updates
[Z] Database Update
[=] On-Demand Scan
[=] Rallback of Database Update
U Rule Generator for Applications Launch Contral
U Rule Generator for Device Control
[=] Software Modules Update
= ﬂ Kaspersky Security Center Administration Server
= [T Advanced
U Find vulnerabilities and required updates
[E] start or stop application
U Send message to user
u Change Administration Server
[E] Manage devices
[E] Update verification
U Download updates to the repositories of distribution peints
u Distribute installation package
B
[E] Fix vuinerabilities
[=] Install application remotely
U Install Windows Update updates w

Next Cancel

4. In the next window click Uninstall application supported by Kaspersky Security Center 13.1 as shown

below.

<« Mew Task Wizard

Select application to be uninstalled

— Uninstall application supported by Kaspersky Security Center 13.1
W

- l Uninstall incompatible application

= 1 Uninstall application from the applications registry

By

Uninstall the specified application update, patch, or third-party application

>

Mext Cancel
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5. Inthe window that appears specify Kaspersky Industrial CyberSecurity for Nodes as an application to be
removed. Click Next.

< New Task Wizard

Settings

Application to be uninstalled:

Ii_(_i_;gpersk Industrial CyberSecurity for Modes

Mext Cancel

6. Inthe Uninstall utility settings window specify the settings as shown below. Additionally, you need to enter
your protection password in the Uninstall password field unless you have the password protection disabled
(please refer to section “Enabling optional password protection”). As you can see, in our case we have not

enabled the password protection, which is not good, to be honest.

' New Task Wizard

Uninstallation utility settings

Farce download of the uninstallation utility

sing Nebwark Agent:
Using operating system resources through Administration Server

[[Jusing operating system resources through distribution points

[ verify operating system type before downloading

[Juse uninstallation password

Next Cancel
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7. Inthe Selecting operating system restart option window specify the settings as shown below and click
Next.

-
Q MNew task wizard

Selecting operating system restart option

Select the action that should be performed when a restart is required after removal.

1@ Do not restart device
() Restart device

() Prompt user for action

Uninstallation completed. Your operating system must be restarted to finish the uninstallation, =

o

Repeat prompt every (min):

Restart after (min): 30

Force dosing the applications in blocked sessions

8. Inthe Selecting an account to run the task select No account required (Network Agent Installed) as

shown below. Click Next.

P
@ New task wizard

Selecting an account to run the task

@ No account required (Network Agent installed)

() Acrount required (for installation without Network Agent)
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9. Inthe Configure task scheduling settings window specify the settings as shown below. Ckick Next.

e .
@ Mew task wizard

Configure task scheduling settings

Scheduled start: [Manually -

[F1Run missed tasks
Define task launch delay automatically

Randomize the task start with interval (min): 1

10. Give a name to the task in the following window. Click Next.

P
@ New task wizard

Define the task name

MName:

Uninstall application remotely - KICS
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11. In the Finish creating the task window check Run task after Wizard finishes. Click Finish. This will start

KICS for Nodes removal immediately.

R
Q New task wizard

Finish creating the task

Click the Finish button to create "Uninstall application remotely - KICS" and complete the Wizard.

Run task after Wizard finishes

12. Wait a few minutes until the just created Uninstall application remotely task is completed. You can track

the progress by observing the progress bar.

4 [J Managed devices
I SIMCO
[] Mobile Device Management
£ Device selections
71 Unassigned devices
7 Policies
[F] Tasks
[5) Kaspersky Lab Licenses
28 Advanced
X User accounts
[ Application management
4 51 Remote installation
+ Installation packages
B Data encryption and protec
Q_ Device discovery
' Deleted objects
4 [ Repositories
- Kaspersky Lab software
+ Triggering of rules in Sn
+ Quarantine
- Backup
+ Active threats

[

Import task from file Add/Remove co

Inherited tasks: hide | show

Name

Database Update
[Z] Database Update
On-Demand Scan

|5 On-Demand Scan

Group tasks

Policies Tasks

Application

Kaspersky Ind...

Kaspersky Ind...

Rule Generator for Applications Launch Control

[Z] SIMCO - Rule Generator for Applicatio... Kaspersky Ind...

| L KICS - Uninstall application remotely

«

Uninstall application remotely

m

Kaspersky Sec...

Task type

Database Update

On-Demand Scan

Rule Generator for Applications Launch Co...

Uninstall application remotely

Status

Completed

Completed

Running (38% completed)

KICS - Uninstall application remotely

Task type:
Application:

Running: 38%

Running uninstall scripts.

Group proper]
Refrd

Uninstall application remotely

Kaspersky Security Center
Administration Server

Execution statistics on
devices

Running on 1

devices

View results

13. After you finish uninstalling KICS for Nodes 3.0, you may also want to uninstall the management agent
KLnagent from your host (do not uninstall KLnagent prior to KICS for Nodes 3.0!). In order to get KLnagent

removed, please perform exactly the same sequence of actions as was described in steps 1-11. The only

difference is that as you come to step 5 again, you will need to select Kaspersky Security Center Network

Agent as an application to uninstall (as shown below).
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Mew Task Wizard

Settings

Application to be uninstalled:

¥acpersky Security Center Metwork Agent P

Next Cancel

It is also possible to uninstall KICS for Nodes from a computer locally (without operating from KSC). Please mind
the following nuances in order to get it done:

e Do not initiate software removal via Windows Control Panel-> Programs and Features!

e Instead, go to the Start menu and find the Modify or Remove Kaspersky Industrial CyberSecurity for
Nodes 3.0 shortcut.

¢ Run Modify or Remove Kaspersky Industrial CyberSecurity for Nodes 3.0 as administrator.

e Follow all the hints and tips of the uninstallation wizard; they are intuitively clear.

¢ If you have enabled password protection, you will be required to enter this password to authorize software

removal.

FSTEK certification for KICS for Nodes installations within
the territory of Russia

FSTEC of Russia forms a federal executive authority implementing national policy, organizing interdepartmental
coordination and interaction, and exercising special and control functions in the sphere of state security including
information security. The FSTEK directives and guidelines are solely valid within the territory of the Russian
Federation.

As per FSTEK guideline there is a certain category of productions sites (commonly referred to as “critical
infrastructure”) that require the compulsory certification of any cybersecurity software for compliance with the FSTEK
requirements. Plant owners, production executives or security officers are surely aware whether the production area

entrusted to them falls under the FSTEK regulation. If it is a case, only the certified version of KICS for Nodes must
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be used, which implies that NO Hotfixes must be installed on top of the KICS for Nodes release version (3.0.0.287)
whatsoever.
The corresponding FSTEK certificates and compatibility statements can be downloaded from the following web-

location: https://support.kaspersky.ru/common/certificates/14567

Recommendations

In order to ensure sufficient reliability and security of your control system operating in conjunction with KICS for

Nodes 3.0, the following recommendations and prerequisites may be considered:

e Prior to installing KICS for Nodes, it is required to remove any other antivirus software from your computer.
e Simultaneous operation of KICS for Nodes and Windows Defender should be avoided. Please follow the

given link to learn how to disable Windows Defender permanently https://answers.microsoft.com/en-

us/insider/forum/insider_wintp-insider_security/how-to-disable-windows-defender-in-windows-
10/b834d36e-6da8-42a8-8516-da9a520f0512 (this should only be done if Windows Defender remains active
despite the KICS for Nodes installation).

e KICS for Nodes Firewall management should not be installed. Alternatively, it is recommended to rely on
properly configured Windows Firewall.

e After enabling Application Launch Control and setting it to the Statistics only mode, it is required to
perform a limited time trial run involving regular process supervision/engineering operations on your DCS
(such as viewing real-time and historical trends, adjusting setpoints, switching between mimics, generating
reports, acknowledging process alarms, doing PLC diagnostics or even making modifications in a process
control logic). The said technique ensures enhanced discovery of dynamically created executable files: those
that did not exist while the Generate Rules for Application Launch Control task was running. Generally,
the trial run period must not be less than 12 hours but you can make this “fine tuning” of Application Launch
Control a lot easier by rebooting your computer (as long as it is practically possible). If you encounter any
alerts on file launches (providing that these files are legitimate), you should add them to the existing white
list by looking into KSC Administration Server->Events. To get a hint on how to feed Application Launch
Control with previously unseen executables, please refer to the similar technique described in “Setting up
Device Control whitelisting”.

e Although we have never encountered it in practice, some minor probability remains that new virus definitions
might affect the operability of the control system software. Therefore, it is recommended that you should
check even minor anti-virus updates on a simulation platform prior to deploying them onto operational
workstations or should, at least, first validate such updates on a standby workstation leaving a redundant
partner intact throughout the validation (in case of a fault-tolerant DCS architecture).

e Itis recommended to avoid launching the Update antivirus databases task on every DCS station at the
same time. The best solution is to adhere to consecutive updates carried out under strict supervision on a
host-by-host basis. The same advice is relevant to the On-demand scanning and Find vulnerabilities

tasks.
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e Such tasks as Update antivirus databases, On-demand scanning and Find vulnerabilities obviously
consume additional computational resources while they are running. That is why these tasks should only be
started manually and their execution should be closely supervised. Avoid scheduled or automatic execution
of these “heavy duty” tasks!

e Prior to putting your USB device on the Device Control white list, we suggest that you do its anti-virus
clearance (by using the On-demand scanning task, for example).

e Itrecommended assigning a static IP-address to your Kaspersky Security Center machine. When it comes
to KICS for Nodes configuration, it is also advised to operate with explicit IP-addresses (whenever possible)

instead of using domain or NetBIOS names.
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