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Warranty and liability

Warranty and liability

Note

Security
informa-
tion

The Application Examples are not binding and do not claim to be complete
regarding the circuits shown, equipping and any eventuality. The Application
Examples do not represent customer-specific solutions. They are only intended
to provide support for typical applications. You are responsible for ensuring that
the described products are used correctly. These Application Examples do not
relieve you of the responsibility to use safe practices in application, installation,
operation and maintenance. When using these Application Examples, you
recognize that we cannot be made liable for any damage/claims beyond the
liability clause described. We reserve the right to make changes to these
Application Examples at any time without prior notice.

If there are any deviations between the recommendations provided in these
Application Examples and other Siemens publications — e.g. Catalogs - the
contents of the other documents have priority.

We do not accept any liability for the information contained in this document.

Any claims against us — based on whatever legal reason — resulting from the use of
the examples, information, programs, engineering and performance data etc.,
described in this Application Example shall be excluded. Such an exclusion shall
not apply in the case of mandatory liability, e.g. under the German Product Liability
Act (“Produkthaftungsgesetz”), in case of intent, gross negligence, or injury of life,
body or health, guarantee for the quality of a product, fraudulent concealment of a
deficiency or breach of a condition which goes to the root of the contract
(“wesentliche Vertragspflichten”). The damages for a breach of a substantial
contractual obligation are, however, limited to the foreseeable damage, typical for
the type of contract, except in the event of intent or gross negligence or injury to
life, body or health. The above provisions do not imply a change of the burden of
proof to your detriment.

Any form of duplication or distribution of these Application Examples or excerpts
hereof is prohibited without the expressed consent of the Siemens AG.

Siemens provides products and solutions with industrial security functions that
support the secure operation of plants, systems, machines and networks.

In order to protect plants, systems, machines and networks against cyber
threats, it is necessary to implement — and continuously maintain — a holistic,
state-of-the-art industrial security concept. Siemens’ products and solutions only
form one element of such a concept.

Customer is responsible to prevent unauthorized access to its plants, systems,
machines and networks. Systems, machines and components should only be
connected to the enterprise network or the internet if and to the extent necessary
and with appropriate security measures (e.g. use of firewalls and network
segmentation) in place.

Additionally, Siemens’ guidance on appropriate security measures should be
taken into account. For more information about industrial security, please visit
http://www.siemens.com/industrialsecurity.

Siemens’ products and solutions undergo continuous development to make them
more secure. Siemens strongly recommends to apply product updates as soon
as available and to always use the latest product versions. Use of product
versions that are no longer supported, and failure to apply latest updates may
increase customer’s exposure to cyber threats.

To stay informed about product updates, subscribe to the Siemens Industrial
Security RSS Feed under http://www.siemens.com/industrialsecurity.

Recording user activity on a SIMATIC Controller
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1 Task

1

Task

Introduction

Modern automation infrastructures are becoming increasingly complex. The
individual stations and components in the automation plant are increasingly
networked and develop continuously. Due to this deep complexity and networking
as well as the standardization, certification and regulatory requirements (including
the IT Security Act \6\), the issue of industrial security is becoming increasingly
important.

In order to meet the requirements of leading security standard IEC 62443 (\5\) in
the industrial environment, one measure that must be taken is fully recording all
user activities. An important prerequisite for this is the generation and provision of
appropriate security events. Security events are considered all security-relevant
events that are generated in involved system components and sent to the SIEM
system or made available for retrieval. Such events are generated by a variety of
components (for example, industrial PCs, servers, network components,
controllers) and include, among other things, information about the activities
performed by different users (for example logins, configuration changes).

SIMATIC controllers (e.g. CPU 410) do not feature user administration, unlike
some other systems established in the industrial environment (for example, various
operating systems from Microsoft). Such a controller recognizes a legitimate user
only when the correct password is entered, which is also referred to as a protection
level password. A login shared by several users cannot be resolved to a specific
person. Therefore it is not necessary to provide the user name as part of their
security events. However, determination of the user name for the individual events
of the controller can be implemented using what is referred to as a "Security
Information and Event Management System (SIEM)".

Recording user activity on a SIMATIC Controller
Entry ID: 109748211, V1.0, 06/2017 4
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1 Task

Overview of the automation task
The figure below provides an overview of the automation task:

Figure 1-1

Domain Controller

Il PCN

(optional) —_—
Es1 — B2 A

W CcsN

ERC
(optional)

CPU410

Description of the automation task

When using a SIEM system (McAfee SIEM in this case), the task is to record he
user activity as completely as possible. In particular, the name of the user who
performs certain actions on a SIMATIC controller should be recorded.

However, since login to a SIMATIC controller (e.g. CPU 410) is performed with a
valid password and without a user name, this must be determined for the individual
logged actions using correlation rules. This is done with the aid of a SIEM system,
"McAfee SIEM" in this case.

Recording user activity on a SIMATIC Controller
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2 Solution

2
2.1

Diagram

Benefits

Solution

Overview

The present document describes an approach for applicative determination of the
user name using a SIEM system. The approach is also illustrated using the
example of the SIEM system by McAfee, McAfee SIEM.

The term "SIMATIC controllers” used in this document refers to the
SIMATIC controllers CPU 410-5H and CPU 410E.

The plant diagram according to Figure 1-1 shows the network architecture and the
systems involved (highly simplified). The SIEM system (McAfee SIEM in this case)
consists of the actual hardware appliance in the plant network, running McAfee
ESM, McAfee ELM, and the McAfee ACE correlation engine. The system also has
a receiver (ERC) to receive the events of the system components, the

SIMATIC controller in this scenario, as well as the engineering stations (ES) from
the PCN and CSN network. These systems can be either dedicated or available as
a "ComboBox".

Alternatively, ERC dedicated receivers can also be installed in each network (PCN,
CSN). The events received by these receivers are subsequently normalized and, if
necessary, passed in aggregated form to the higher-level SIEM system.

The engineering stations (ES1 and ES2) belong to a Windows domain. On the
domain server responsible for the domain, the user administration is implemented
via Microsoft Active Directory (AD).

Each user is clearly identifiable in the network via his own login.

The solution presented in this document with the core functionality described in the
Task offers the following advantages:

e It enables efficient applicative determination of the user name and thus
improves proactive detection of unauthorized access and deviations from
normal behavior, as well as compliance with relevant standardization,
certification and regulatory requirements.

e Itis based on standard mechanisms of a SIEM system and should therefore be
installed on every SIEM system.

Recording user activity on a SIMATIC Controller
Entry ID: 109748211, V1.0, 06/2017 6
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2 Solution

Exclusions
This application example does not contain descriptions of the following topics:
e Set up and management of Active Directory entries
e Set up and management of access rights
e System installation and/or configuration
e Network planning and/or configuration
e Plant design

e Configuration of the SIEM system for receiving events of the system
components

e Configuration of the engineering stations (ES) for transferring events to the
SIEM system

Furthermore, with the correlation rule described in this document, it is only possible
to determine the user name from known engineering stations integrated in the
SIEM system. Unauthorized access cannot be detected and reported by the SIEM
system with the correlation rule described in this application example. This requires
further correlation rules, which are not a covered in this document.

Required knowledge

Basic knowledge of the SIEM system "McAfee SIEM" and the setup and
management of Active Directory entries, as well as Windows user and rights
management are required.

Recording user activity on a SIMATIC Controller
Entry ID: 109748211, V1.0, 06/2017 7
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2 Solution

2.2

221

2.2.2

Hardware and software components
Validity

This application example is valid for the following SIMATIC controllers:
e CPU 410-5H, as of Firmware V8.2.0

e CPU 410E, as of Firmware V8.2.0

as well as for the following SIEM system:

e McAfee SIEM (ESM, ELM, ACE, ERC); Version 9.6.0

as well as for the process control system PCS 7 V9.0.

Components used

This application example was tested with the following components:

Hardware components

Component Article number HW version FW version
CPU 410-5H 6ES7 410-5HX08-0AB0O as of V1.0 as of v8.2.0
CPU 410E 6ES7 410-5HM08-0ABO as of V1.0 as of v8.2.0

Software components

Component Qty. Article number Note
McAfee SIEM 1 External supplier V9.6.0 MR 9
McAfee ACE 1 External supplier V9.6.0 MR 9
McAfee ERC* 1* External supplier V9.6.0 MR 9
McAfee Windows opt External supplier V11.0
SIEM Collector
SIMATIC PCS 7 1 6ES7658-...58-.... V9.0

* One receiver (ERC) may be required per network segment depending on the
network and security policies to be fulfilled

A combination system (ComboBox) can also be used as an alternative to dedicated
SIEM components (ESM, ELM, ACE, ERC).

Component Qty. Article number Note
McAfee ComboBox | 1 External supplier ESM V9.6.0 MR 9
ENMELM-4600
McAfee Windows opt External supplier V11.0
SIEM Collector
SIMATIC PCS 7 1 6ES7658-...58-.... V9.0

Recording user activity on a SIMATIC Controller
Entry ID: 109748211, V1.0, 06/2017 8
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2 Solution

Example files and projects

The following list contains all the files and projects used in this example.

Component

Note

Correlation_Rule.zip

This file contains the correlation
rules to be created

109748211 Recording _user_activity en.pdf

This document

Recording user activity on a SIMATIC Controller
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2 Solution

2.3

Description

Description of the core functionality for determining
the user name

of system processes

Using the core functionality described in this chapter, the user name is determined
by application.

The corresponding correlation rule is based on an implicitly predetermined
sequence of events, which are made available to the SIEM system by the
components involved.

Access to a SIMATIC controller is usually made from an engineering station (ES)
connected in the PCN via a configuration tool such as PCS 7 HW Config. The
project engineer logs on to this system with his personal Windows login for this
purpose. The user's successful login is recorded in the event memory of the
Microsoft Windows operating system, which is called the Windows Event Log. The
SIEM system is configured to access and retrieve the events via the WMI
(Windows Management Instrumentation) interface. It is recommended that you
assign the SIEM system a separate account in the domain and grant this account
administrative or explicit access rights. Alternatively, the "Windows SIEM Collector”
can be installed on the respective Windows systems and configured so that the
corresponding events are forwarded to the SIEM system.

The events are further interpreted and processed by the SIEM system based on
the system configuration.

If a change is made to the system configuration on the SIMATIC controller, the
events triggered by this action are sent to the SIEM system if the controller has
been configured accordingly.

Provided the IP address from which access to the SIMATIC controller is made
matches the IP address of the ES, the user name can be extracted from the login
events of the Windows system stored in the Windows Event Log.

Note the following in this regard:

Due to network segmentation, the IP address in the PCN network is specified in the
login event of the ES. However, the SIMATIC controller is accessed via its IP
address in the CSN network. To correctly identify the user name, the IP addresses
associated with an ES must be assigned. The "data enrichment" of the SIEM
system, McAfee SIEM in this case, is used for this.

The underlying configuration file, which handles the assignment of IP addresses
between the PCN and the CSN network, must be created and maintained. A
complete and consistent dataset is essential to ensure that the SIEM system draws
the right conclusions and that the logged user activities are not corrupted.

Recording user activity on a SIMATIC Controller
Entry ID: 109748211, V1.0, 06/2017 10
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2 Solution

Since the user name is to be logged for all configuration changes of an
SIMATIC controller, it is recommended to determine the user name for the
following events supported by the SIMATIC controller:

Event Meaning
SE_NETWORK_SUCCESSFUL_LOGON Correct entry of the
protection levels password
SE_ACCESS_PWD_CHANGED Load configuration with password

SE_SECURITY_CONFIGURATION_CHANGED | Change protection level; Syslog server
configuration new/changed

SE_OPMOD_CHANGED Operating state changed
SE_CFG_DATA_CHANGED The system configuration of the
SIMATIC controller has been changed
SE_USER_PROGRAM_CHANGED A new user program has been loaded
SE_FIRMWARE_LOADED Firmware loaded
SE_FIRMWARE_ACTIVATED Firmware enabled
SE_SYSTEMTIME_CHANGED System clock time set

A complete description of the events supported by the SIMATIC controller is
documented in \4\.

2.4 Requirements / scenarios

To ensure that the name of the user who performs a specific action on a
SIMATIC controller can be determined using the appropriate correlation rules, the
following boundary conditions regarding the application environment must be
fulfilled:

e A previous analysis must be performed to ensure that the available network
bandwidth is sufficient for the additional network load

e Allinvolved components (see Figure 1-1) report the events required for the
correlation to the SIEM system or provide them via a defined interface. In this
example, the SIMATIC controller reports its events to the SIEM system via the
SYSLOG log. The events of the engineering stations are retrieved from the
SIEM system via the Microsoft Windows-specific Windows Management
Instrumentation (WMI) interface or transferred to the SIEM system via
"Windows SIEM Collector".

e All systems involved have a static IP address or are assigned the same IP
address by dynamic address assignment (DHCP).

e The identification of the user name relies on the user administration of the
automation system. A login shared by several users cannot be resolved to a
specific person.

e Only one user can be logged on at a given time on an ES (Single User Mode).

e If the SIEM system retrieves the Windows Event Logs from the system's WMI
interface, it is recommended to create a separate account with explicit access
rights for the SIEM system.

Recording user activity on a SIMATIC Controller
Entry ID: 109748211, V1.0, 06/2017 11
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Note With the correlation rule described in this document, only user names can be
identified by the ES integrated in the SIEM system. If access is performed by a
source that is unknown to the SIEM system, neither a user name nor an alarm
can be determined by the SIEM system using this correlation rule. This requires
additional correlation rules, which are not a covered in this document.

Core functionality process

The following figure shows the process of core functionality:

Timeline

F 2

Login

=> Determination of the user name from the login event of the ES with the

enriched IP address <CSN_IP>

Successful login with a user that is a member
of SIMATIC-User group from authorized
<PCN_IP>

Data enrichment by the SIEM-Systems
‘m — M <PCN_IP>=><CSN_IP>
y
Login
i There is an event on the CPU410 with the
il source address <CSN_|P>

The correlation rule is based on the logical relationships described in the following

table.

Action

Note

A user logs on to an ES with a user
name.

The associated login event from
Windows is sent to the SIEM system
via SIEM Collector, or retrieved from

the SIEM system via the WMI interface.

If the events are retrieved from the SIEM
system from the engineering stations via
the WMI interface, it is recommended to
configure a separate Windows login.

This system accesses the

SIMATIC controller and changes the
configuration within a defined time
window.

The time window is set in the correlation
rule and must include at least the work
time of the plant operators.

The SIMATIC controller sends the
events associated with the user action

to the SIEM system.

The IP address and port of the SIEM
system must have been made known to
the SIMATIC controller beforehand.

Recording user activity on a SIMATIC Controller
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Action

Note

The SIEM system must be accessible to
the SIMATIC controller.

With data enrichment, the SIEM system adds the CSN IP address of the system to
the login/logout events of the ES as a new parameter. The assignment of the CSN
IP address to a PCN IP address is based on a configuration file, which is created,
maintained and made available to the SIEM system by the user.

Recording user activity on a SIMATIC Controller
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3 Configuration

3 Configuration

Note Configuration is performed in three main steps:

Create and deploy configuration files
Configuration of the systems involved to provide the required events
Configuration of the SIEM system and creation of new correlation rules

3.1 Create and provide the configuration files for IP
mapping

PCN — CSN IP addresses

As described in the Task, an ES has two physical interfaces to the PCN or CSN
network, while a user logs on via the PCN network and accesses the CPU 410 via
the CSN network. The table below provides a step-by-step description for creating
a configuration file which is used to map the IP address from PCN to CSN.

No.

Action

On your system, create an ASCII text file in any directory with any filename, without
special characters, umlauts, or spaces, and set "txt" as the extension for the file.

Open the file in an editor of your choice.

Enter an assignment for each line. The PCN-CSN mapping is performed according
to the following structure:

<PCN_IP>=<CSN_IP>
<PCN_IP> is the IP address of the machine in the PCN network, and <CSN_IP> is
the IP address of the same machine in the CSN network. Example:

192.168.10.11=192.168.100.1
192.168.10.12=192.168.100.2

Save the file.

Ensure that the SIEM system can access the file over the network.

In the current version 9.6.0, the SIEM system "McAfee SIEM" supports the
following methods for retrieving a file from an external data source (see the
documentation \7\):

CIFS

FTP

SCP

SFTP

NFS

http or https

Recording user activity on a SIMATIC Controller
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3 Configuration

3.2 Configuration of the ES server

You can learn how to form the Microsoft Windows Event Log in \8\. The following
events must be logged by the Windows computer and provided to the SIEM system
via WMI in order to correctly perform all the required corrections:

e Account login:
- Monitor verification of login information
- Monitor Kerberos Authentication Service
- Monitor other account login events
e Account management:
- Monitor computer account management
- Monitor user account management
e Login/logout:
- Monitor login
- Monitor logout
- Monitor other login/logout events
- Monitor special login
- Monitor account lockout
More information on the events mentioned here is provided in \6\.

In \7\, you can find a tutorial on how the Microsoft Windows Event Log can be
integrated into the SIEM system via WMI.

© Siemens AG 2017 All rights reserved
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3 Configuration

3.3 Configuration of the CPU 410

No.

Action

Log in to an ES with your user name and valid password.

Open your PCS 7 project in the SIMATIC Manager.

Navigate to the configured SIMATIC 400 station and open the hardware
configuration

2 SIMATIC Manager - SIEMWT
File  Edit Insert PLC  ‘View Options Window  Help

= & B | 2 25 %o T EE < Mo Filter >
%SIEMW(CDmpDnentView)— iy (40,0 SIEMEM SV ETEPTVET Projh Siemt

SIEMYT Fm Hardware CPU 410-5H
= SIMATIC 40001)
&[] CPU #1054

Open the properties of the Ethernet interface through which the SIEM system can
be accessed (PN-10-X5 modules (1) in this case) and switch to the "Security
Events" tab (2

B H/ Config - SIMATIC 400(1)
Station Edit Insert PLC View Options Window Help

DE 8 & & IEEELS 7\
al SIMATIC 4000) (Canfiguration) - nzmwr\ \2 ! & =]
| ) i B
1 \ 1 /J ‘ Ethemet{1) PROFINET 10 system [100) 3
1 PS5 407 104 1 i
Properties - PN-I0-KS (RI/S2.5) =
3 CPU 410-5H
Media redundancy | Time-of-Day Synchronization | Options |
r P Geneisl | Addiesses | PROFINET SecurtyEvents | synchonization |
Securiy Server Addiesses/Porls
5 5 Add
X5PTA Poit
X5P2R FPoitZ
X8 PAONRE.
XaPra Pt T
XEPZR Poit 2
5
[
g <
« i v
== o v
St | /[ Modue | Order rumber Fimrg
T | LG BES7 407 CRADT DRAD -
3 CPU #10-5H [EES7 410-5HX08-0AB0 [v8.2
X7 [E o7 | il
s b t —
Cancel Help

Click on the "Add" button and enter the IP configuration of the SIEM system in the
new form.

Recording user activity on a SIMATIC Controller
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3 Configuration

No. Action
-
Properties - PH-I0-X5 (R0/53.5) 23
Media redundancy ‘ Time-of-0 ay Synchronization | Optionz |
General ] Addresses ] PROFINET Secunty Events | Synchronization |
Security Server Addresses/Ports
Add...
Edit Security Server Address @
IP address: 172 16 . 20 . 10gf
Port; 514
ot | v B

Check your entry and then click "OK".
Apply your configuration changes by clicking "OK" in the Properties window.

Save the project (1) and compile it again (2).
Then, load it to the module (3).

Efk Hyi¥ Caopfig - SIATIC 40001
Station 2 PLE  Wiewr tions  Window  Help

O = &t B||& | & min jgin | [N O3 | %R N2

@l SIMATIC 400(1) (Configuration) - SIEMYT

| Mo uRz
9 Follow the instructions of the wizard to program the modules.
10 Ensure that the module is in the desired operating mode (RUN mode, STOP
mode).
3.4 Configuration of the SIEM system

Requirements

e You need sufficient authorizations to create new "Custom types", "Data
enrichment”, and "Correlation rules".

e The systems (ES, SIMATIC S7-410) required for determining the user name
must be successfully created as a data source in the SIEM system.

e The SIEM system must be able to access a data store on the network, which
contains the necessary configuration file for IP address mapping.

Note All details refer to the English user interface.

Since the GUI of the ESM can be individually adapted, deviations in the display
cannot be ruled out.

Recording user activity on a SIMATIC Controller
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3 Configuration

Create a new custom type to assign the CSN IP address

This section describes how to create a custom field for assigning the CSN IP

address.

First, check which custom field is available for the new type. To do this, perform
steps 1-6 from the description "Extend the field assignment of the parsing rule for
the SIMATIC controller" and note the name of an offered type. Take the field
assigned for this type from the table of custom types (step 4).

Table 3-1

No.

Action

Open the web-based user interface for McAfee ESM.

Log in with your user name and the password.

First select the entry "Local ESM" (1) and then open its system properties (2):

SIEMENS
F:.«.E.Jahuh‘?r Hor life E N te rpr

EFercdao®
Phvysical Displ IiIJ

o= /' Physical Display
O &8 / Local ESM
Bs / (Local ESM)

IEl G5A | aral Racsiver-FI M

Select the menu command "Custom Types".
I

Iq System Properties

Alarms

! Content Packs

-l

Custom Settings
Custom Types
Cyber Threat Feeds

Data Enrichment

) A s 1

Database

Click on the "Add" to create a custom type.

Recording user activity on a SIMATIC Controller

Entry ID: 109748211, V1.0,

06/2017

18




© Siemens AG 2017 All rights reserved

3 Configuration

No. Action
L=
| Add |
| E i |
I Import I
The following input dialog opens:
" Add Custom Type )

=
Create a definition for custom data. The data type and index settings cannot be changed once k,-_,
they are created and only indexed types will be available for filtering. Non-indexed string types

will be filterable by regular expression only.

Mame:
Dats Type: ' Random String =
Events Field: " Mone T—1
Flows Field: ' None =
Index Data: )

(
Description:

The String data type should be used for strings that appear fraquently, such as a user name.
Random string should be usad if the data appears to be random or does not frequently repeat, such
as full URLs. Random strings will not be able to use the Alias or case insensitive options while
filtering. Too many entries in a string type may cause a decrease in parformance on the ESM.
Please select the appropriate string type for the intended use.

o

TSI TR A OOTESS O TS TevIce

Configure the new custom type as follows:

"Name" = "CSN_IP"

"Data type" = "IPv4 address”

"Event field" = Afree field on your system
here: "Custom Field: 6 (short)"

"Flow Field" = "None"

"Data Index" = Set checkmark to select

"Descriptions” = Your description

here: "CSN-IP address of this component"

Recording user activity on a SIMATIC Controller
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3 Configuration

No.

Action

Fccesc_Privileges | mandom oirng Custom Fiend - 27 Lo mone

| Add Custom Type 9‘

Create a definition for custom data. The data type and index settings cannot be changed once k_
they are created and only indexed types will be available fer filtering. Mon-indexed string types
will be filterable by regular expression only.

Name: CSN_IP

[she
Data Type: " 1pva Address T [she
Events Field: " Custom Field - 6 (short) |
Flows Field: " None | -
Index Data: (W]
Description: CSN-IP Address of this ::Iel.'i:d

Save this setting by clicking the "OK" button.

If you want to proceed directly to the next step of data enrichment, go to step 4
of Table 3-2.

Setting up data enrichment

Note The configuration file (see Table 3-1) must be created and available for opening
by the SIEM system.

Table 3-2

No.

Action

Open the web-based user interface for McAfee SIEM.

Log in with your user name and the password.

Open the system properties of "McAfee SIEM".

Recording user activity on a SIMATIC Controller
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3 Configuration

No.

SIEMENS

f I-\.H.Jﬂhul-\‘?l -ﬁm- {4'&

Herco®

' Physical Display

o= /' Physical Display
C B8 / Local EsM
ES / (Local ESM)

[E G5A | aral Racsivar-FI M

| System Properties

System Information
a

Alarms
=l

Content Packs
2]

i Custom Settings

1

Cyber Threat Feeds

Data Enrichment

Database

4, Select the menu command "Data Enrichment".

5. Click on the "Add" button.

The following configuration window opens:
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3 Configuration

No. Action
" Data Enrichment Wizard LS
[ “main | source | Scoring " Destination | @
{ Enter the name of the enrichment scurce, select the field types for each column that will be in your query, and the frequency to pull. .
! Enrichment Name:
1 Enable: (]
| Lookup Type: ' 32 bit TP Range T
{ Enrichment Type: " None s
| pull Frequency: ! Daily At Specified Time =
| Daily Trigger Time
Hour: 0 B Minute: o B
|
|
|
|
1 [Se— =y
6. Make the following settings in the "Main" tab:
"Name" = "CSN_IP"
"Enable" = Select by setting a checkmark
"Lookup Type" = "IP address"
Note:
If you select the "IP Address" lookup type
of the "Scoring" tab of the configuration window
is hidden.
"Enrichment Type" = "IP address”
"Pull Frequency™: = Set how often the SIEM system should read the
configuration file again. Since the
IP addresses are fixed, a slow
update frequency is sufficient, for example:
On every first day of a month at 12 noon.
:' Data Enrichment Wizard XN
e e @
3 Enter the name of the enrichment source, select the field types for each column that will be in your query, and the frequency to pull.
5 Enrichment Name: CSN_IP
| Enable: Fi
:| Lookup Type: | 1P Address =
| Enrichment Type: " 1P Address =3
4 pull Frequency: " Daily At Specified Time =
Daily Trigger Time
4 Hour: 12 B Minute: o =
’
L
1 , _ .
7. In the "Source" tab, set the file enable to provide the configuration file for the IP
mapping (see chapter 3.1) for the SIEM system.
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3 Configuration

No.

Action

' Data Enrichment Wizard

- Main III Source III Destination |

C| From the type combeo box choose the correct driver to connect to your external source and then fill in

D Type: " NFs

1P Addrass: 172.16.10.5

Mount Pegint: Jwar/storage

Path: IP_Mapping/ pcn_csn_mapping.txt

5| Test Connection: Connect

To test the connection configuration, click the "Connect" button. If the connection
can be established, the following message is displayed. Check and correct the
connection configuration if an error message occurs and test again.

Success

Settings tested successfully.

OK

In the "Destination” tab, click on the "Add" button

10.

In the newly displayed "Devices and Rule" configuration window, select the affected
engineering stations (ES) in the system tree.

For a multiple selection, hold down the "Ctrl" key at the same time.

In addition, make the following settings in the configuration window:

"Lookup field" = "Source IP"

"Enrichment Field" = The newly created custom field;
"CSN_IP" in this case
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3 Configuration

No.

Action

PO Canbear

Devices and Rule

v

Select the devices that you would like to enrich and create a field mapping rule for
those devices.

B SN o

= @Ph'si:al Display
I &8 Local ESM
&= (Local ESM)
B @ Local Receiver-ELM

k-1 (Local Receiver-ELM)

@ ace
@ cPu_s1
@ Eso1
@ Eso2

Rule

Lockup Field Enrichment Field

| Source 1P = "esn_1p =]

B Modify Severity

| I
" T

Note:

again and make the same settings.

-' Data Enrichment Wizard = ® Iﬂ
- “main | source | pestination [
|
3 Selact the devices to which you want to apply the enrichment. The lookup field indicates the key field that will match against the source's data set. The
enrichment field is the field that will be enriched by the valus indicated by the lookup field match.
Device Lookup Field Enrichment Field Add
ES02,E501 Sourcs TR csn_tp e
Remove

] B | e <ok

I

Alternatively, you can create each ES individually. To do this, click the "Add" button

After you have added the engineering stations, the input dialog appears as follows:

11.

Click on the "Finish" button to conclude the configuration.

et

12.

Ensure a checkmark is set for the "Enabled" option.
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3 Configuration

No.

Action

Run Now

Il Enabled

13.

Click on the "Write" button to save the settings.

=
Write Write all Datz

14.

Select the non-synchronized devices (in this example, Local Receiver-ELM). To
start the rollout, click "OK".

>
Select the devices that you would like to rollout data enrichment rules to. L,LI

Devices Status

| 4 |JLocal Receiver-ELM Out of Sync

©)

15.

If the data enrichment rules was successfully written, the following dialog is
displayed. Close the dialog with the "Close" button.

' Command Execution Complete g‘

Data Enrichment wrote successfully to the selected devices.

o

16.

Select the created rule "CSN_IP" and click the "Run Now" button. to force a first-
time retrieval of the configuration file. Ensure a checkmark is set for the "Enabled"

option.
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3 Configuration

No.

Action

Click the add button to add a2 Data Enrichment source. k_
MName Frequency Status Add

CSN_IP Daily 12 Hr 0 Mins Enabled ITI

17.

If all settings are correct and the configuration file has been successfully read, the
following dialog is displayed. Close this by clicking on the "Close" button.

Command Execution Complete @ I

Data Enrichment wrote successfully to the selected devices.

[——

The status of the created rule changes from "Enabled" to "<n>" rows processed,
where <n> must match the number of IP assignments created in the mapping file
created under 3.1.

Status

2 rows processed

18.

Force another rollout of the imported mapping file repeating steps 13-15.

Extend the field assignment of the parsing rule for the SIMATIC controller

Note The new Custom Field for the IP address of the systems in the CSN Field must
be successfully created and available for mapping.

No.

Action

Open the web-based user interface for McAfee ESM.

Log in with your user name and the password.

Open the Policy Editor (2) of the SIMATIC Controller ("CPU_51" in this case) (1).
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3 Configuration

No.

Action

o= /. Physical Display
E B8 / Local ESM
B= / (Local ESM)
=] Local Receiver-ELM

W:d (Local Receiver-ELM)

ACE (::)

CPU_51

ES01

B E|E|E

ES02

Open the corresponding rule for the SIMATIC controller ("SIEMENS - Generic
Siemens Syslog Parser" in this case).

If needed, adapt the filter on the right side of the Policy Editor to make the search
easier. To do this, clear the automatically set filters (1) and select the "Custom"
option under "Origin". Refresh the view (3) and select the specified rule (4).

" e anor o

i
OrO)
T | Fitters/Tagging

@ Variable 43 Action Severity Filter Tags
& @ Receiver SIEMENS - Generic Siemens Syslog Parser

File  New  Edit  Operstions  Tools  Help

f£ \ DefaultPolicy » & PCS7_VO0 B [E PA-CPU_S1

" Rule Types ' Advanced Syslog Parser Rules.

I enabled HEEL] | o ]

Filter Tags

I

Advanced Syslog "advanced
Data So El~

Action @

=

Go to the "Parsing” tab and enter the following event as an example:

<38>1 2017-04-05T10:54:12.047 172.16.20.51 CEF:0|Siemens AG|CPU 410-
5H|V8.2.0|95|SE_SESSION_ESTABLISHED|6|dvc=172.16.20.51 protlevel=2
start=APR 05 2017 10:54:12.046 opmod=RUN conntype=0x00000106 sid=0
proto=TCPnative src=172.16.20.51 smac=20:87:56:28:43:dd spt=51295
dst=172.16.20.100 dpt=514
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3 Configuration

No.

Action

T e
" Advanced Syslog Parser Rule FC)
T Rile  Teols  melp |

| — = I —
| Parsing | | Mapping

Provide a process name to be matched on the header for the incoming log data. (optional)

Provide content strings to be matched on incoming log data. Content strings are faster than regular expressions and are used to filter out incoming log data based on matching
| results. Quotes within a string must be escaped by using 3 backslash (1).

Siemens, Edit

¥ Only use regular expressions for parsing purposes B Case Insensitive [ Trigger when data doesn't match

Enter one or mare regular expressions to match on incoming log data. e = Key value
Name Regular Expression Targetkey | Cof-DevicsProduct st
CEF.DevicaVendor Siemens AG
CEF.DeviceVersion P30.7.0
CEF.EventName S&_SESSION_ESTAE...
CEF.Savarity 3
P9 Include syslog header in rgulsr sxprassion match. CEF.SignatureiD -
conntype 0x00000106
I . dpt 514
<38>1 2017-05-12T14:57:47.262 172.16.20.51 CEF:0Siemens AG|CPU 410-5H|P30.7.0|35|SE_SESSION_ESTABLISKED6|dv . P raperey
172.16.20.51
opmod RUN
protlevel 3
proto TCPnative
sid 0
smac 20:87:56:28:43:dd

Go to the "Field Assignment" tab.

_r Po  Advanced Syslog Parser Rule
f f File  Tools  Help
E—:Lm—l|l_m [ Field Assignmemnt i

—
RY  Match the following fields on the left with a group on the right
the desired field expressions. You can concatenate grouping fie

a '+' sign (e.g. 1, 142, 14+"test"+2 etc...).

B

Add the new custom field, CSN_IP (2) in this case, created in Table 3-1. To do this,
first click on the "+" symbol (1).

AN YITURIEY 1 IEIUS DR S0 LRl WL w,.-@
+

Drag and drop a val

Expression Sample Value Key
f Custom Types @ |
MName Data Type
= Authentication_Type Random String [_
Caller_Process Random String [
Capacity Integer
Category Random String
Command String
Contact_Mame String
Count Accumulator Valu@
CSM_IP 1Pv4 Address
DAT_Version - DAT_Version Decimal

Al
| Dok et

-eProduct
Confirm the selection and close the window with the "OK" button.

For the "expression”, enter the key "src".

Recording user activity on a SIMATIC Controller

Entry ID: 109748211,

V1.0, 06/2017 28




© Siemens AG 2017 All rights reserved

3 Configuration

No.

Action

\1_‘ Advanced Syslog Parser Rule ga'j
1 File  Toolz  Help I
i

E ‘I‘ ng \Ir Field Assi ‘l"—w-u"

[

# Match the following fields on the left with a group on the right by entering the group id within each of
the desired field expressions. You anate grouping fields and string literals together by using

3 '+ sign (e.g. 1, 142, 14"test"+2 of

Drag and drop a valug below onto an exprassion to the left.

+ - =
=
Field Expression Sample Value Key Value B
+ Action act ;_ CEF.DeviceProduct CPU 410-5H [
== 1. Action reason CEF.DeviceVendor Siemens AG
4 apeD CEF.DavicsVersion £30.7.0 CEF. DeviceVarsion £30.7.0
o Bytes_Received in CEF.EventName SE_SESSION_ESTABLISHED
——— = CEF.Severity &
4 csnw [ 172.16.20851 CEF.SignatureID 35
Suib conntype 0x00000106 i
+ Destination IP dst 172.16.20.100 dpt 514
+ Destination Mac Address. dmac dst 172.16.20.100
= Destination Port dpt 514 0| |dve 172.16.20.51
= Destination_Hostname dhost opmod RUN
wfs Destination_UserID duid protlevel 2
+ Event Count ent proto TCPnative
o Filename fname sid o
+ First Time start APR 05 2017 10:54:12.046 smac 20:87:56:28:43:dd
o HostiD CEF. DaviceProduct CPU 410-5H -
+ Last Time start APR 05 2017 10:54:12.046 I src 172.16.20.51
+ Message_Text CEF.DeviceVendor Siemens AG
o ObjectiD feauturs C i
I ]
Ccancel | <Back | CNext> | [ Finish |
OR: In the key table, select the source IP (CEF key: src) and assign it to the
"CSN_IP" field using Drag&Drop
Note: The parsed keys are only displayed if an example event is displayed in the
"Parsing" tab.
: ]
Key Value E
]
CEF.DeviceProduct CPU 410-5H i
CEF.DevicaVendor Siemens AG
CEF.DeviceVersion P30.7.0
CEF.EventMame SE_SESSION_ESTABLISHED
CEF.Severity &
CEF.SignaturelD 95
conntype 000000106 i
dpt 514
dst 172.16.20.100
dvc 172.16.20.51
opmod RUN
protlevel 2
proto TCPnative
sid o
smac 20:87:56:28:43:dd
=) 51295 i
src 172.16.20.51
T Lol e s e
Drag&Drop the "src" key into the "CSN_IP" field.
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No. Action

:‘ ‘Advanced Syslog Parser Rule
T File  Tools  Help

e Ganeral Parsing | Field assignment | Mapping |
|

Match the following fields on the left with a group on the right by entering the group id within each of
the desired field expressions. You can concatenate grouping fields and string literals together by using

2+ sign (e.g. 1, 142, 1+"est"$2 otc...). Drag and drop 2 valus below onto an expression to the left,

+ -
i Field Expression Sample Value Key Value
4 Action act E |cer.paviceproduct cPu a10-3K
- 1 Action CEF.Eventiame SE_SESSION_ESTABLISHED CEF.DeviceVendor Siemens AG
4 AppiD CEF.Deviceversion P30.7.0 CEF.Deviceversion Pa0.7.0
o Bytes Received in ceF.Eventiams SE_SESSION_ESTABLISHED
4 Bytes Sent out CEF.Severity 3
+ csip B 72.16.20.51 CeF signstursiD ss
+ Destination GUID conntype 0x00000106
o Destinstion dst 172.16.20.100 dpt 514
o Destination Mac Address dmac dst 172.16.20.100
o Destination Port dpt 514 duc 172.16.20.51
o Destination_Hostname dhost apmod RUN
o Destination_userl duid protlevel 3
o Event Count ent proto TCPnative
+ Filename fname sid 0
o FirstTime start MAY 12 2017 14:37:47.262 smac 20:87:56:28:43:dd
4 HostiD CEF.DeviceProduct CPU 410-5H pt 43252
& LestTime stat MAY 12 2017 14:57:47.262 e 172.16.20.51
+ Message_Text CEF.DeviceVendor Siemens AG start MAY 12 2017 14:57:47.262
4 Objectin feauture E
I

10 Switch to the "Mapping" tab and check whether the "Action Value" "success" and
"failure" are assigned the corresponding events
SE_NETWORK_SUCCESSFUL_LOGON or
SE_NETWORK_UNSUCCESSFUL_LOGON. Complete this if needed.

7 e 1001S Hep

:L&!m"lll-m—ll"ﬁﬁlwl[ Mapping |

I Fill out the desired custom fields below. Custom fields are used in rare cases that you might have with re

particular way that is beyond the norm.

+ -
Time Format Time Fields

oY -Som-2ed T2 T, 3f First Time, Last Time

Match the desired action fields on the left to the different kinds of actions that could occur based off
of incoming log data to the right by entering values into the action mapping column.

Action Key Action Value
error L
SE_MNETWORK_SUCCESSFUL_LOGON SUCCESS E
SE_MNETWORK_UNSUCCESSFUL_LOGON failure
—
Eemergency [
B Use the following action for the default if one is not specified [ pass |i| !
Saverity Mapping: + -
Severity Key Severity Value

11 Save the rule using the "Finish" button.
|

pack | x> el |

12 Start the rollout procedure with the corresponding button.
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3 Configuration

No.

Action

=

G B\ gy

Kennzeichnung
[ —

13

Confirm the rollout with the "OK" button. Ensure that the option "Rollout policy to all
devices now" is enabled.

——
" Rollout ®®

2| —
Click on the label in the Rollout Time column to change the device rollout methed. Click the icon to the left of the device name k'_
to rollout an individual device, otherwise choose OK to process all rollout requests.

Device Rollout Time
@ AcE Roll this policy out now. |
@ CcPU_S1 Roll this policy out now.
@ Es01 Roll this policy out now.
| @ Esoz Roll this policy out now. [
@ Local Receiver-ELM Roll this policy out now.

| Rollout policy to all devices now
' —ox— (femmca
.‘S'lgr'ature TOT 37-6500000T
Note:

The name of the displayed components may vary in your configuration.

14

If you want to proceed directly to the next step of the normalization check, you can
go to step 4 of the Table 3-3.

Check the normalization rule of the CPU events

Note To do this, the corresponding events must have been sent to the SIEM system
and imported by a SIMATIC controller beforehand.

Table 3-3

No.

Action

Open the web-based user interface for McAfee ESM.

Log in with your user name and the password.

Open the Policy Editor (2) of the SIMATIC Controller ("CPU_51" in this case) (1).
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3 Configuration

Severity

defa...
defa...
defa...
defa...
defa...
defa...
defa...
defa...
defa...
defa...
defa...
defa...

Aggregation

on

on

an

on

on

an

on

on

on

an

on

on

v
Copy Packet
off

off

off

off

off

off

off

off

off

off

off

off

No. Action
o= /' Physical Display
E B8 / Local ESM
E= / (Local ESM)
=] Local Receiver-ELM
¥:d (Local Receiver-ELM)
@ ACE @
E CPU 51
ESO1
= Eso2
4, Select the menu command "Data Source".
e —
File  Edit  Operations  Tools  Help
& & pefaultpPolicy » @ cPU_SL
| Rule Types ' | Data Source Rules
@ Variable Name Subtype
B Gl Receiver SE_ACCESS_PWD_CHANGED E ena.
Filter SE_ACCESS_PWD_DISABLED E ena.
= ACCESS_PWD_ENABLED E ena
Data Seurce (12) E_CFG_DATA_CHANGED E ena
:_NETWORK_SUCCESSFUL_LOGON E ena.
@ Normalization SE_NETWORK_UNSUCCESSFUL_LOGON E ena.
SE_OPMOD_CHANGED E ena
SE_SECURITY_CONFIGURATION_CHANGED E ena
SE_SESSION_CLOSED E ena.
SE_SESSION_ESTABLISHED E ena.
SE_SYSTEMTIME_CHANGED E ena.
SE_USER_PROGRAM_CHANGED E ena
5. Select the event SE_ NETWORK_SUCCESSFUL_LOGON and check whether it is
assigned Normalization Name: "Login".
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3 Configuration

No.

Action

Advanced Syslog Parss

Data Source (12)
Windows Events

& Normalization

SE_ACCESS_PWD_ENABLED

SE CFG _DATA CHANGED

SE_NETWORK_SUCCESSFUL_LOGON

=S =LA e e e ) gy e
SE_OPMOD_CHAMNGED
SE_SECURITY_CONFIGURATION_CHANGED
SE_SESSIOMN_CLOSED
SE_SESSIOM_ESTABLISHED
SE_SYSTEMTIME_CHANGED

SE_USER_PROGRAM_CHANGED

EEE EEE EEE EEw A A EnE REE EEE mmE
L]
E
w

Rule Name: SE_NETWORK_SUCCESSFUL_LOGON

=

Mormalization Mame: Leogin

If this is not the case, open the properties by double-clicking on the event. Then click
on the selection icon.

ena... = deta... = on = oft Name:
|

¢ Modify Rule

€ MName:

€

SE_NETWORK SUCCESSFUL _LOGO!

Normalized ID:

(=

Description:

®"

A=

=

In the new window, select the "Login" group, which is assigned to the
"Authentication" group.
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3 Configuration

No. Action
5 S LI S g o Sianaturs 10:
f Mormalization Taxonomy G |—
Choose a normalized rule in the normalized taxonomy and select ok to submit.
@Appli:ati:r [_
B (&5 authentication L
ﬁ Group
ﬁ Login
ﬁ Logout
@ Misc Authentication
ﬁ Password —
@ Policy
@ SNMP Access —
ﬁ User Account
@ User Defined
[ Dos
I LFL 4P Evnlnit El —
Description:
MNormalized 1D: 408344640
Description: The Login category indicates events related to logging in to hosts or services.
Belongs to Authentication: The authentication category indicates events relating to system
= |access. ™~
I o e
T Eeverity: ’
Confirm your selection with the "OK" button.
Also close the Properties window by clicking "OK".
10. | Repeat steps 5-9 for the event:
SE_NETWORK_UNSUCCESSFUL_LOGON
[ ]
Data Source [12) SE _CFG_DATA_CHANGED E
Nindows Events SE_MNETWOREKE_SIMCCESSFUL_LOGOM E
@ MNormalization SE_METWORK_UNSUCCESSFUL_LOGON .
SE_OPMOD_CHANGED .
SE_SECURITY_CONFIGURATION_CHAMNGED E
SE_SESSION_CLOSED .
SE_SESSION_ESTABLISHED E
SE_SYSTEMTIME_CHAMNGED E
SE_USER_PROGRAM_CHAMNGED E
Rule Mame: SE_METWORK_UNSUCCESSFUL_LOGON
Signature ID: 451%0-4
Mormalization Mame: Login
11. | Start the rollout procedure with the corresponding button.
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3 Configuration

No.

Action

= |

G B\ g
Kennzeichnung

12.

Confirm the rollout with the "OK" button. Ensure that the option "Rollout policy to all
devices now" is enabled.

—
— )

?
Click on the label in the Rollout Time column to change the device rollout methed. Click the icon to the left of the device name k'_
to rollout an individual device, otherwise choose OK to process all rollout requests.

Device Rollout Time
@ Ace Roll this policy out now. |
@ cPu_s1 Roll this policy out now.
@ Eesot Roll this policy out now.
| @ Eso2 Roll this policy out now. [
@ Local Receiver-ELM Roll this policy out now.
74 Rollout policy to all devices now B

.‘Si;rature IO 47-600000T
Note:
The name of the displayed components may vary in your configuration.

Import the correlation rule for determining the user name

No.

Action

Open the web-based user interface for McAfee ESM.

Log in with your user name and the password.

Select the "Rule Correlation" (2) under "ACE" (1) and open the "Policy Editor" by
clicking on the corresponding icon (3).

Note: The names of the displayed components may vary with your configuration. In
this example, a dedicated "ACE" is used.
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3 Configuration

No.

= @ Physical Display
[E @8 Local ESM

.5 (Local ESM)

{ACE)

[ Destination 19 @

I Rule Correlation I

.[l Source IP Risk

If the receiver of your system has a correlation engine, your structure might look like
this:

B (= / Physical Display
B8 / Local ESM
B8 / (Local ESM)
) 8 Local Receiver-ELM

B (Local R@r-ELM}

@ ACE

@ CPuU 51
@ Esoi

ES02

In the "File" menu, click "Import > "Rules".

' policy Editor
" File  Mew  Edit  Operations

FPolic‘r > % PCS7

Import Policy Ia

Export » Rules ‘e

Variables

Receiver
o/= Correlation (1)

Click on the "Import Rules" button
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3 Configuration

No.

Action

f Import Rules @ |

Click "Import Rules" to select and upload a file to the ESM. Then select impaort l‘,'-l

options and click OK to complete.

You will not be able to undo changes made in this dialeg.

[

exist. How should these conflicts be resolved?

Overwrite existing rules
% Create a new rule when a conflict exists

Skip the rule when an existing rule exists

Comeet

In the window displayed, click on the "Choose file" button and select the rule
provided in your file system.

File upload

Rules export file (*.nrf or *.mil).

Choose file | No file chosen

| Upload || Cancel |

Start the upload process with the "Upload" button

File upload

Rules export file (*.nrf or *.xmil).

| Choose file | Rule_PA_CP...ation.xml

| Upload || |Cancel |

Successful rule import is confirmed by the following dialog. Exit the dialog by
clicking the OK button.

Notihication

Rule import was successful. Number of rules imported: 1

ES_Lagin akti... 50 .

PA_CPU_Allowed_User_Login Device ID akdti...

pa Pl Allnwad llser | anin White |ist alti

sn o

50 l. aus

Call up the settings of the imported rule "CPU User Login" by double-clicking on it.
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3 Configuration

No.

Action

10

The filter conditions applicable to the correlation rule are displayed:

i= Fiters-> Source User (Not In) [$, ANONYMOUS LOGON, DWH-, TUSR, TWAM,
LOCAL SERVICE, nt authority, ntim, SYSTEM], Signature 1D (In} [43-211005150,

ers Device

-(-I:) [success]

11

i= Filters -> Source

[regesx(\x24|nt\x20
2d*|NETWORK),

AND

0

12

Select the "Device ID" filter and click on the "Edit" button.

The filters defined below should apply to:

74 Events

B Flows @ < : 2 I

Device ID (In) [1 |

MNormalization Rule [In) [Login] * I

Event Subtype (In) [success] |
" pelete |

13

Click on the edit icon.

" Edit Filter Field =)
Choose the items below to configure the filter component and click ok to submit. L;l
Device 1D ‘m T E Il

~ S

14

In the "Devices" tab, click on the "+" icon of the "Physical Display" folder.

i

i— Add your default values below and click ok to subm

: Devices | Parameters | Fields |

Physical Display

In the system tree displayed, navigate to the created data sources under Receiver
(ELM).

15

Select your SIMATIC controller ("CPU_51" in this case) and click the "Add" button

to add it to the "Default Values". Finally, click on the "OK" button to confirm your
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3 Configuration

No.

Action

changes.

" Default Value Editor - Device

Add your default values below and click ok to submit.

{ [ Devices ||| Parameters ||| Fields |

- (Local Receiver-ELM)

-

| @ CPU_51 1 ’ !

ES02

1

Default Values:

i1l

| 3

| p .El— )

16

Click the "OK" button to save the new filter options of the "Match component”
window.

17

Ensure that the rule is enabled in the "Action" column.

18

Roll out the new correlation rule.

Q B[e

19

Confirm the rollout of the changed rule with the "OK" button. Ensure that the option

"Rollout policy to all devices now" is enabled.
" Rollout CX]

Click on the label in the Rollout Time column to change the device rollout method. Click the icon to the left of the device name LZ'
to rollout an individual device, otherwise choose OK to process all rollout requests.

— =

Device Rollout Time
@ ACE Roll this policy out now.
@ cPu_s1 Roll this policy out now.
@ Esn1 Roll this pelicy out now.
| @ Esoz Roll this policy out now.
@ Local Recaiver-ELM Roll this policy out now.
74 Rollout peolicy to all devices now

! - : '
Signatire 107 47-5000001 T

Note:
The name of the displayed components may vary in your configuration.
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4 Function test

4 Function test

Chapter 3 describes the settings to be made for the affected ES and
SIMATIC controllers.

To test if all settings have been successfully made and the user name is working,

proceed as follows:

No.

Action

Log in to an ES with your user name and valid password.

Open your PCS 7 project with the SIMATIC controller in SIMATIC Manager.

E.

SIMATIC Manager

Make a change on the SIMATIC controller.

Download the configuration to the SIMATIC controller.

Open the web-based user interface for McAfee ESM.

Log in with your user name and the password.

Nojlo|b~|W

Select "ACE" or "Rule Correlation" in the system tree.

Herd?

Physical Display |i|J|

=] @ Physical Display
C B8 Local ESM
&= (Local ESM)
B kg ace
{ACE)
¥ Destination 1P Risk
[ Rule Correlation

& Source IP Risk

I“ Cmtirmm | lmme D=l

In the "Event Summary", the correlation event

"CPU User Login" must now be listed.
ogon Trom MUITIple AosTs 1

| [N U S IS M - N El

Note:

correlation result appears.

Depending on the configured update speed, a few minutes may elapse before the

Select the correlation event and open the
"Event Drilldown" (2) for "Events" (3).
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4 Function test

No. Action
"‘-.:
ok,
Event Drilldown @ ¥ Events @
Summarize Summary L]
Bl difar mmmemmmmbimm bl e - . 1 -
10 Click on the "+" symbol in front of the event listed.
| ‘= Events
Bound to Event Summary
Severity Rule Message
50 CPU User Login
11 Select the coming event from the ES.
EIDu\n.d to Event Summary
Severity Rule Message Event Count Source IP
50 CPU User Login 1 172.16.20.16
- T p——— - R T
1. N0 An account was successfully logged on 2 172.16.10.16 |
12 In the "Details" tab, you can find the "Source User", which user has accessed the

SIMATIC controller.

[ Details ]ll-mm-lll-m-lll-m

Device: Local Receiver-ELM - ESO2

First Time: 15.05.2017 09:47:08 Last”
Source IP: 172.16.10.16 Dest.
Source Port: o Dest.
Source MAC: 00: 00: 00: 00: 00: 00 Dest.
Source User: johndoa Dest.
Signature ID: | 43-263046240 Morm
Src. GUID: Dest.
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5 List of abbreviations

5 List of abbreviations

The following abbreviations are used in this document:
Abbreviation Definition
ACE McAfee Advanced Correlation Engine
CSN Control and System Network
ELM McAfee Enterprise Log Manager
ERC McAfee Event Receiver
ES Engineering Station
ESM McAfee Enterprise Security Manager
PCN Process and Control Network
SIEM Security Information and Event Management
WMI Windows Management Instrumentation
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6 Related literature

6 Related literature
Topic area Title

\1\ | Siemens Industry https://support.industry.siemens.com/cs/ww/en/
Online Support

\2\ | Download page for https://support.industry.siemens.com/cs/ww/en/view/10974
this entry 8211

\3\ | Industrial security https://www.siemens.com/Industrial-Security

\4\ | Description of the http://w3.siemens.com/mcms/industrial-automation-
security events of systems-simatic/en/manual-overview/tech-doc-
the pcs7/Pages/Default.aspx
SIMATIC controller

\5\ | Security for https://webstore.iec.ch/publication/7561&preview=1
industrial process
measurement and
control - Network
and system security

\6\ | Law for increasing http://www.bgbl.de/xaver/bgbl/start.xav?startbk=Bundesanz
the security of eiger BGBI&umpTo=bgbl115s1324.pdf
information
technology systems | (o, 31 from 24/07/2015)
(IT security law)

\7\ | Data Source https://kc.mcafee.com/corporate/index?page=content&id=P
Configuration Guide | D25083
for Microsoft
Windows Event Log
WMI
PD25083

\8\ | Audit Policy https://technet.microsoft.com/en-us/library/dd941595.aspx
Settings Under
Local Policies for
Windows Server

\9\ | Configuring the https://technet.microsoft.com/en-us/library/dd277416.aspx
Event Logs

\10\ | Windows Server - https://technet.microsoft.com/en-us/library/dd349798.aspx
Event Log
\11\ | Event Log Policy https://technet.microsoft.com/en-us/library/cc778402.aspx

Settings
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