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Legal information

Legal information
Use of application examples
Application examples illustrate the solution of automation tasks through an interaction of several
components in the form of text, graphics and/or software modules. The application examples are
a free service by Siemens AG and/or a subsidiary of Siemens AG (“Siemens”). They are nonbinding and make no claim to completeness or functionality regarding configuration and
equipment. The application examples merely offer help with typical tasks; they do not constitute
customer-specific solutions. You yourself are responsible for the proper and safe operation of the
products in accordance with applicable regulations and must also check the function of the
respective application example and customize it for your system.
Siemens grants you the non-exclusive, non-sublicensable and non-transferable right to have the
application examples used by technically trained personnel. Any change to the application
examples is your responsibility. Sharing the application examples with third parties or copying the
application examples or excerpts thereof is permitted only in combination with your own products.
The application examples are not required to undergo the customary tests and quality inspections
of a chargeable product; they may have functional and performance defects as well as errors. It is
your responsibility to use them in such a manner that any malfunctions that may occur do not
result in property damage or injury to persons.
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Disclaimer of liability
Siemens shall not assume any liability, for any legal reason whatsoever, including, without
limitation, liability for the usability, availability, completeness and freedom from defects of the
application examples as well as for related information, configuration and performance data and
any damage caused thereby. This shall not apply in cases of mandatory liability, for example
under the German Product Liability Act, or in cases of intent, gross negligence, or culpable loss of
life, bodily injury or damage to health, non-compliance with a guarantee, fraudulent
non-disclosure of a defect, or culpable breach of material contractual obligations. Claims for
damages arising from a breach of material contractual obligations shall however be limited to the
foreseeable damage typical of the type of agreement, unless liability arises from intent or gross
negligence or is based on loss of life, bodily injury or damage to health. The foregoing provisions
do not imply any change in the burden of proof to your detriment. You shall indemnify Siemens
against existing or future claims of third parties in this connection except where Siemens is
mandatorily liable.
By using the application examples you acknowledge that Siemens cannot be held liable for any
damage beyond the liability provisions described.

Other information
Siemens reserves the right to make changes to the application examples at any time without
notice. In case of discrepancies between the suggestions in the application examples and other
Siemens publications such as catalogs, the content of the other documentation shall have
precedence.
The Siemens terms of use (https://support.industry.siemens.com) shall also apply.

Security information
Siemens provides products and solutions with industrial security functions that support the secure
operation of plants, systems, machines and networks.
In order to protect plants, systems, machines and networks against cyber threats, it is necessary
to implement – and continuously maintain – a holistic, state-of-the-art industrial security concept.
Siemens’ products and solutions constitute one element of such a concept.
Customers are responsible for preventing unauthorized access to their plants, systems, machines
and networks. Such systems, machines and components should only be connected to an
enterprise network or the internet if and to the extent such a connection is necessary and only
when appropriate security measures (e.g. firewalls and/or network segmentation) are in place.
For additional information on industrial security measures that may be implemented, please visit
https://www.siemens.com/industrialsecurity.
Siemens’ products and solutions undergo continuous development to make them more secure.
Siemens strongly recommends that product updates are applied as soon as they are available
and that the latest product versions are used. Use of product versions that are no longer
supported, and failure to apply the latest updates may increase customer’s exposure to cyber
threats.
To stay informed about product updates, subscribe to the Siemens Industrial Security RSS Feed
at: http://www.siemens.com/industrialsecurity.
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1 Introduction

1

Introduction

1.1

Overview
The simple syslog protocol allows applications to send messages, alerts, or error
conditions to a syslog server. Syslog is used typically in computer system
management and security monitoring and has now become established as a
standard (RFC 5424) in the field of logging. For more information on the syslog
protocol, refer to section 3.
This library recreates the syslog protocol and makes it possible to send messages
to the server via open communication.

Possible application of the "LSyslog" library
You can transmit individually generated messages via this block from your S7 PLC
to the syslog server
Figure 1-1

Syslog server

 Siemens AG 2018 All rights reserved
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1 Introduction
Validity:
The "LSyslog" library can be used with all PROFINET-capable S7 PLCs and via
Ethernet CPs/CMs with which Open User Communication (OUC) can be
programmed.
These can be PLCs of the following series:


S7-1200 PLCs from FW 4.0



S7-1500 PLCs



S7-300 PLCs from FW 3.2



S7-400 PLCs from FW 6.0



ET 200SP PLC



ET 200SP Open Controllers

The TIA Portal V14 SP1 serves as the configuration software.

 Siemens AG 2018 All rights reserved

All standard products can be used as a syslog server. The Kiwi Syslog Server
version 9.2.1 from SolarWinds was used for the configuration.
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1 Introduction

1.2

Mode of operation

Function
The library provides a function block (FB) that fulfills the following functions:


Establishment of a UDP connection to the syslog server by means of open
communication blocks.



Embedding of the user alarm with timestamp in the syslog protocol.



Sending the syslog alarm.

Sequence
The "LSyslog_Send" FB internally operates as a state machine, which is controlled
via the inputs "enable" and "sendRequest". The following figure shows the
sequence for the FB "LSyslog_Send".
Figure 1-2: Sequence

 Siemens AG 2018 All rights reserved
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2

Engineering

2.1

Interface description
The "LSyslog" library contains the following blocks:

S7-1200/1500 and S7-300/400
Table 2-1: Overview of specific library blocks
Name

Type

Version

Description

LSyslog_Send

FB

V1.0.0

Organizes the
transmission and creation
of the message frames.

LSyslog_Data

DB

V1.0.0

Optional data block for
wiring the inputs and
outputs of
"LSyslog_Send".

S7-300/400
Table 2-2: Overview via S7-300/400 blocks
 Siemens AG 2018 All rights reserved

Name
LSyslog_typeUtcTime

Type
Data type

Version
V1.0.0

Description
This data type
contains a structure
to convert the
timestamp to a
string.

Common
Table 2-3: Overview of common library blocks
Name
LSyslog_typeMessage

2.1.1

Type
Data type

Version
V1.0.0

Description
This data type
contains all variable
data of a syslog
message.

LSyslog_Send

Function description
The FB "LSyslog_Send" manages the connection to the syslog server and
transmits the messages.


Connection establishment and termination via the input "enable".



Creates a alarm and sends it to the syslog server with a positive edge at the
"sendRequest" input.



Adds the current timestamp and sender information to the message.



Outputs error statuses of the block over the output parameters "status",
"statusID" and "error" for at least one cycle.
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Block interface for S7-1200/ 1500
The following figure shows the calling up of the "LSyslog_Send" block for S7-1200
and S7-1500:
Figure 2-1: LSyslog_Send
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Int

"LSyslog_typeMessage"

The following table shows the input and output parameters of the "LSyslog_Send"
block for S7-1200 and S7-1500:
Table 2-4: Parameters of LSyslog_Send for S7-1200/1500
Name

P type

Data type

Comment

enable

IN

Bool

The block is started with a positive
edge at the "enable" input.
The block initializes a UDP
connection.

sendRequest

IN

Bool

With a positive edge at the input
"sendRequest" a transmission can
be started if the connection has
been initialized.

error

OUT

Bool

Displays parameter assignment
errors or errors of the OUC blocks.

status

OUT

Word

Specifies the error (see chapter
2.4).

statusID

OUT

Int

Specifies the source of the error
(see chapter 2.4).

valid

OUT

Bool

Is true if the block is activated,
there are no errors and thus the
outputs of the FB are valid.

busy

OUT

Bool

Is true if the block is in progress.
Only if the output is "false" are
changes made to the inputs.

done

OUT

Bool

Is set for one cycle when a
transmission has been completed
successfully.

connectionEstablished

OUT

Bool

Is set as soon as a connection has
been established successfully.
Only if the output is true can a
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2 Engineering
Name

P type

Data type

Comment
message be sent.

IN_OUT

TCON_IP_v4

All information about the
connection must be transferred
here.

hostAddress

IN_OUT

String

IP address of the source of the
message.

plcName

IN_OUT

String

Name of the controller in which
the message was generated.

message

IN_OUT

"LSyslog_type
Message"

The following parameters are
transferred to the block with the
PLC data type:

"facility"
(Message source. For further
information see Figure 3-4)

"severity"
(Severity of the message. For
further information see Figure
3-5)

"message" (any message
text)

 Siemens AG 2018 All rights reserved

connectionDescription
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Block interface for S7-300/400
The following figure shows the calling up of the "LSyslog_Send" block for S7-300
and S7-400:
Figure 2-2: LSyslog_Send for S7-300/400
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The following table shows the inputs and outputs of the "LSyslog_Send" block for
S7-300 and S7-400:
 Siemens AG 2018 All rights reserved

Table 2-5: Parameters of LSyslog_Send for S7-300/400
Name

P
type

Data type

Comment

enable

IN

Bool

The block is started with a positive
edge at the "enable" input.
The block initializes a UDP
connection.

sendRequest

IN

Bool

With a positive edge at the input
"sendRequest" a transmission can
be started if the connection has
been initialized.

hostAddress

IN

String

IP address of the source of the
message.

plcName

IN

String

Name of the controller in which the
message was generated.

message

IN

"LSyslog_typeMe
ssage"

The following parameters are
transferred to the block with the
PLC data type:

"facility"
(Message source. For further
information see Figure 3-4)

"severity"
(Severity of the message. For
further information see Figure
3-5)

"message" (any message text)

connectionDescription

IN

TCON_PAR

All information about the connection
must be transferred here.

error

OUT

Bool

Displays parameter assignment
errors or errors of the OUC blocks.

status

OUT

Word

Specifies the error (see chapter
2.4).

statusID

OUT

Int

Specifies the source of the error
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Name

P
type

Data type

Comment
(see chapter 2.4).

2.1.2

valid

OUT

Bool

Is true if the block is activated, there
are no errors and thus the outputs
of the FB are valid.

busy

OUT

Bool

Is true if the block is in progress.
Only if the output is "false" are
changes made to the inputs.

done

OUT

Bool

Is set for one cycle when a
transmission has been completed
successfully.

connectionEstablished

OUT

Bool

Is set as soon as a connection has
been established successfully. Only
if the output is true can a message
be sent.

Optional: LSyslog_Data

 Siemens AG 2018 All rights reserved

The data block "LSyslog_Data" is used for the compact administration of all data
required for the block calling of "Syslog". Its use is not absolutely necessary, but
can also be done individually in distributed data blocks.

2.1.3

LSyslog_typeMessage
The data type "LSyslog_typeMessage" contains the parameters:


Facility



Severity



Message

These parameters must be assigned suitable values for each message. You can
find an overview of the valid values in the section 3.2.

2.1.4

LSyslog_typeUtcTime
The data type "LSyslog_typeUtcTime" contains the parameters:


Year



Month



Day



Hour



Minute



Second



Millisecond



ms

These parameters serve as a template for using the AT view. This means that the
timestamp read from the controller can be quickly and easily converted into a
string.
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2.2

Integration into the User project
In this chapter you will learn how to integrate the library into your user project and
how to parameterize the "LSyslog_Send" block.

2.2.1

Integration of the block library
1. Extract the file "51929235_SYSLOG_LIB_TIA_V30.zip" into a directory of your
choice.
2. Open your TIA V14 project.
3. Change to the task card "Libraries".
4. Open the "Global libraries" pane.

 Siemens AG 2018 All rights reserved

5. Click on the "Open global library" icon and select the "LSyslog.al14" library.

6. Drag and drop the "LSyslog_Send" block from the "Types" folder to the
"Program blocks" folder. If you want to use the "LSyslog_Data" data block, then
drag it from the "Master copies" folder to the "Program blocks" folder as well.
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2.2.2

Integration of the blocks into the program

Function call
The following instructions show how to integrate and parameterize the
"LSyslog_Send" block in your project based on a call.
1. Open the OB1 "Main" and call the block "LSyslog_Send".
2. A dialog is opened. Give the instance data block a name and, if necessary,
assign a block number.
3. Click on "OK".

 Siemens AG 2018 All rights reserved

4. Supply the input and output parameters with values. If you use the data block
"LSyslog_Data", interconnect the block as shown in the figure. The variables
"#enable" and "#send" are wildcards for your control variables.

5. Load your user program into the PLC.

2.3

Operation of the block "LSyslog_Send"
You can use the following procedure to send a message using the "LSyslog_Send"
function module.
1. Connect to the syslog server by setting the "enable" input to "true". The block
takes over the connection data from the "connectionDescription" input.
2. As soon as the block returns the value "true", you can start sending messages.
3. Transfer the desired message text to the "sendData" input.
4. Set the "sendRequest" input to "true". The block starts sending.
5. If the "sendDone" output returns the value "true", then a new positive message
can be sent via a new positive edge at the "sendRequest" input.
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2.4

Error handling
The function block "LSyslog_Send" has an internal error handling. Information
about errors is output via the output parameters "error", "status" and "statusID".
The "valid" parameter shows you whether the output values are valid. Output
"valid" to "true" means that the block is activated, there are no errors and thus the
outputs of the FB are valid.
Table 2-6: Status codes

 Siemens AG 2018 All rights reserved

statusID

status

Meaning

1

16#80xx

Error while processing the "TCON" block. The meaning
of the status can be found in the online help of STEP 7.

2

16#80xx

Error while processing the "TDISCON" block. The
meaning of the status can be found in the online help of
STEP 7.

3

16#80xx

Error while processing the "TUSEND" block. The
meaning of the status can be found in the online help of
STEP 7.

4

16#8101

The watchdog timer has expired. The controller was
unable to connect to the syslog server within 2 minutes.

4

16#8102

A send command was triggered before a connection
was established. Make sure that you do not set the
"sendRequest" input until the "connectionEstablished"
output returns the value "true".

Depending on the "busy" parameter, you can see whether the block can correct the error itself
or if you need to intervene.
Table 2-7: Troubleshooting
busy

Procedure

1

The block can solve the problem independently. Intervention is not
required.

0

The error that has occurred cannot be corrected by the block.
1. Correct the error.
2. Set "enable" to "false".
3. Set "enable" to "true".
The block starts working again.
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3

Useful information

3.1

The syslog protocol

3.1.1

Description
Syslog is a logging system for the transmission of messages in an IP network and
has since become a standard (RFC 5424) in the field of logging.

 Siemens AG 2018 All rights reserved

There are now many applications that are able to generate syslog entries. A big
advantage of Syslog is its clear structure and its use in distributed systems. In
principle, syslog entries from different computers can be sent via the network to a
central computer and collected there.
Generating a syslog entry is quite simple:
A UDP packet is sent to port 514 on a machine running a syslog server. The
content of the UDP packet may not exceed 1024 characters, must be defined in the
US7 - ASCII character set and should be formatted accordingly. If necessary, the
following information can be transferred to the server via formatting:
•

Priority and type of package,

•

Time of generation

•

Name of the source computer.

•

Different identification numbers

If packages are formatted incorrectly, they will also be accepted. However, the
complete content is interpreted as message text. For unrecognized parameters
(such as the time of generation), corresponding default values are used. The
structure of the syslog protocol
The syslog protocol is very simple and can be divided into two main blocks: the
header and the actual message.
Figure 3-1

Header

Message

The following graphic shows syslog messages received by the syslog server:
Figure 3-2
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3.2

The message header

Description
The header manages the following information:

Note



the type of message,



the time,



a VersionID,



the host name.
Except for the "type of message", the syslog client can not make any further
modifications to the header.
The remaining parameters are all filled with values by the syslog server.

Formatting
The characters used must be in ASCII (7-bit) format in an 8-bit field.
The following section shows the ASCII character table.

 Siemens AG 2018 All rights reserved

Figure 3-3: ASCII character table
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Structuring
The syslog protocol prescribes a specified order and structure of the parameters
for the header. If these rules are disregarded, the information from the syslog
server cannot be interpreted as such.
In detail, the structure is as follows:
PRI VERSION SP TIMESTAMP SP HOSTNAME SP APP-NAME SP PROCID SP
MSGID
A syslog message does not necessarily have to contain all elements.
Unrecognized parameters are allocated default values.
Note

All elements and parameters must be entered in ASCII format (7 bits) in the
header.

The parameters have the following meanings:
Table 3-1: Parameters of a syslog message

 Siemens AG 2018 All rights reserved

Parameters

Note

Meaning

PRI

The PRI area must be delimited by the characters "< (% d60)" and ">
(% d62)" and has a size between three and five characters.
Within PRI, the priority of the syslog message is coded into a severity
and facility field.

VERSION

The VersionID has a size of up to two bytes and may only contain
characters between 1..9 (%d49-57). In this field, the version number
of the syslog specification can be specified.

TIMESTAMP

This area includes the timestamp and has its own structure.

HOSTNAME

HOSTNAME references the source computer with its name and IP
address. Its length can be between 1..255 and may contain all
characters between %d33-126.
If no information about the source computer is known, the character "" is output.

APP-NAME

APP-NAME contains the application name. Its length can be between
1..48. All characters between %d33-126 are permitted. If no
application name is known, "-" is output.

PROCID

PROCID carries the ProcessID as information. Its length can be
between 1..128. All characters between
%d33-126 are permitted. If no ID is known, "-" is output.

MSGID

This parameter identifies the message and provides a length of 1..32.
All characters between %d33-126 are permitted. If no ID is known, "-"
is displayed.

SP

Corresponds to the ASCII Code %d32.

Additional information on the meaning of the parameters can be found in RFC
5424.
http://tools.ietf.org/html/rfc5424

Syslog-Logging mit S7-CPUs
Entry-ID: 51929235, V3.0, 01/2018

17

3 Useful information
The coding for the PRI area
PRI stands for priority and defines the origin (facility field) and the severity (severity
field) of the message. This parameter is the only one that can be modified via the
syslog client.
For the facility field there are 5 bits available which, depending on the numerical
value, indicate the service or component which generated the syslog message.
An excerpt from RFC 5424 shows the possible range of values:

 Siemens AG 2018 All rights reserved

Figure 3-4: Excerpt from the RFC 5424 facility

For the severity field, there are 3 bits that define the severity of the syslog
message, depending on the numerical value.
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3 Useful information
An excerpt from RFC 5424 shows the possible range of values:
Figure 3-5: Excerpt from the RFC 5424 severity

The value to be entered between the characters "<[Value of Priority]>" (coded as
ASCII characters) is calculated as follows:
Priority value = facility value * 8 + severity
Example:

 Siemens AG 2018 All rights reserved

A "local use 4" message (Facility = 20) with a severity level of "notice" (severity =
5) has a priority value of 20*8 + 5 = 165.
This result must be placed between the brackets as ASCII characters. In this case,
the parameter PRI in the header is a total of five bytes long and contains as value
"<165>" or in decimal terms "%d60 %d49 %d54 %d53 %d62".

3.3

The transmission mechanism
Syslog uses UDP/IP and Ethernet as transmission protocol.
UDP is a connectionless and therefore unreliable transport protocol. A successful
transmission cannot be 100% guaranteed.
For the transmission of the syslog messages, these are packed into the payload
area of the UDP frame. Theoretically, the syslog message could take up the full
capacity of the UDP payload (64kbyte). However, since the UDP frame is itself
packed into the payload area of the IP frame, which in turn is in the data area of
Ethernet, the size of a syslog message is limited to the maximum size of the
Ethernet payload area.
The data field in Ethernet measures only 1500 bytes. With the overhead of the
headers (IP (20 bytes), UDP (8 bytes) and the syslog message), the syslog
message text must not exceed 1024 bytes in size.
Figure 3-6: Message frame structure
UDP Header
8 Byte

IP Header
20 Byte

SFD
1 Byte

Präambel
7 Byte

Ziel-MAC Quell-MAC VLAN-Tag Ethertype
2 Byte
6 Byte
4 Byte
6 Byte
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Appendix

4.1

Service and Support

Industry Online Support
Do you have any questions or need assistance?
Siemens Industry Online Support offers round the clock access to our entire
service and support know-how and portfolio.
The Industry Online Support is the central address for information about our
products, solutions and services.
Product information, manuals, downloads, FAQs, and application examples – all
the information you need is accessible with just a few mouse clicks at:
https://support.industry.siemens.com/

Technical Support
The Technical Support of Siemens Industry provides you fast and competent
support regarding all technical queries with numerous tailor-made offers
– ranging from basic support to individual support contracts.

 Siemens AG 2018 All rights reserved

You can send queries to Technical Support via the web form:
https://support.industry.siemens.com/My/ww/en/requests
SITRAIN – Training for Industry
With our globally available training courses for our products and solutions, we help
you with innovative learning methods.
You can find out more about the training and courses offered as well as their
locations and dates at:
https://www.sitrain-learning.siemens.com/DE/en/index.do

Service offer
Our range of services includes the following:


Plant data services



Spare parts services



Repair services



On-site and maintenance services



Retrofitting and modernization services



Service programs and contracts

You can find detailed information about our range of services in the service
catalog:
https://support.industry.siemens.com/cs/sc

Industry Online Support App
You can also receive optimum support wherever you are on the go using the
"Siemens Industry Online Support" app. The app is available for Apple iOS,
Android and Windows Phone:
https://support.industry.siemens.com/cs/ww/en/sc/2067
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4 Appendix

4.2

Links and Literature
Table 4-1
No.

4.3

Topic

\1\

Siemens Industry Online Support
https://support.industry.siemens.com/

\2\

Link to the entry page for the application example
https://support.industry.siemens.com/cs/ww/en/view/51929235

\3\

Link to RFC 5424
http://tools.ietf.org/html/rfc5424

Change documentation
Table 4-2

 Siemens AG 2018 All rights reserved

Version

Date

Modification

V1.0

08/2011

First version

V1.1

06/2012




Supplementary Input parameters at the FB100 (local
port, ConnectionID)
IP address is now specified as DWORD.
Integration of the blocks into the TIA Portal V12
Additional block for S7-1500

V2.0

08/2013




V3.0

01/2018

Complete revision
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