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Note

Security
informa-
tion

GMP

The Application Examples are not binding and do not claim to be complete
regarding the circuits shown, equipping and any eventuality. The Application
Examples do not represent customer-specific solutions. They are only intended
to provide support for typical applications. You are responsible for ensuring that
the described products are used correctly. These Application Examples do not
relieve you of the responsibility to use safe practices in application, installation,
operation and maintenance. When using these Application Examples, you
recognize that we cannot be made liable for any damage/claims beyond the
liability clause described. We reserve the right to make changes to these
Application Examples at any time without prior notice.

If there are any deviations between the recommendations provided in these
Application Examples and other Siemens publications — e.g. Catalogs - the
contents of the other documents have priority.

We do not accept any liability for the information contained in this document.

Any claims against us — based on whatever legal reason — resulting from the use of
the examples, information, programs, engineering and performance data etc.,
described in this Application Example shall be excluded. Such an exclusion shall
not apply in the case of mandatory liability, e.g. under the German Product Liability
Act ("Produkthaftungsgesetz”), in case of intent, gross negligence, or injury of life,
body or health, guarantee for the quality of a product, fraudulent concealment of a
deficiency or breach of a condition which goes to the root of the contract
("wesentliche Vertragspflichten”). The damages for a breach of a substantial
contractual obligation are, however, limited to the foreseeable damage, typical for
the type of contract, except in the event of intent or gross negligence or injury to
life, body or health. The above provisions do not imply a change of the burden of
proof to your detriment.

Any form of duplication or distribution of these Application Examples or excerpts
hereof is prohibited without the expressed consent of the Siemens AG.

Siemens provides products and solutions with industrial security functions that
support the secure operation of plants, systems, machines and networks.

In order to protect plants, systems, machines and networks against cyber
threats, it is necessary to implement — and continuously maintain — a holistic,
state-of-the-art industrial security concept. Siemens’ products and solutions only
form one element of such a concept.

Customer is responsible to prevent unauthorized access to its plants, systems,
machines and networks. Systems, machines and components should only be
connected to the enterprise network or the internet if and to the extent necessary
and with appropriate security measures (e.g. use of firewalls and network
segmentation) in place.

Additionally, Siemens’ guidance on appropriate security measures should be
taken into account. For more information about industrial security, please visit
http://www.siemens.com/industrialsecurity.

Siemens’ products and solutions undergo continuous development to make them
more secure. Siemens strongly recommends to apply product updates as soon
as available and to always use the latest product versions. Use of product
versions that are no longer supported, and failure to apply latest updates may
increase customer’s exposure to cyber threats.

To stay informed about product updates, subscribe to the Siemens Industrial
Security RSS Feed under http://www.siemens.com/industrialsecurity.
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1 Task

1

Task

Introduction

In industries, e.g. the pharmaceutical industry, or the food and luxury food industry,

there are various regulations regarding the traceability and documentation of

production data. These include, among others, the following regulations:

e Complete tracing of operator control actions carried out by operators, using a
timestamp (creation of audit-trails)

e Protection of important process steps using an electronic signature
e Archiving of accountable user actions

The option package SIMATIC WinCC Audit (TIA Portal) supports you in
implementing a GMP-compliant configuration. Via the option package, you can also
automatically create, document and archive the Audit Trails.

Overview of the application example

GMP

The application example teaches the following skills:
e Implementing a GMP-compliant configuration via an HMI control panel
e Displaying recorded Audit Trails with WinCC Audit Viewer

Figure 1-2
[—
__ ¥
— o ©
¥ &
_ I

Audit Trail

Time Operation Operator
07:05 am Recipe “Orange” selected E. Meier
07:08 am Start line 1 E. Meier
13:20 pm Recipe “Water” selected K. Fuchs

Entry ID: 109744244, V1.0, 05/2017 4
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2 Solution

2.1 Overview

2
2.1

Solution

Overview

Schematic layout

The figure below shows a schematic overview of the most important components of
the solution:

Figure 2-1

Comfort Panel TP1200
CPU 1516-3 PN/DP

AR -
I
C 1
LU
Scalance X208
M PROFINET / IE _E |
EH: WinCC Runtime Advanced

in][]
inl[]
g

Advantages

The solution presented here offers the following advantages:

e Time and cost savings

¢ Reducing the engineering effort

e Electronic recording of Audit Trails as opposed to paper documentation

Topics not covered by this application

GMP

This application example does not contain a description of:
e The basics of configuring with TIA Portal

e Basics of HMI configuration

e Comprehensive information on GMP

Basic knowledge of these topics is assumed.

Entry ID: 109744244, V1.0, 05/2017 5
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2 Solution

2.2 Hardware and software components

2.2

221

2.2.2

Hardware and software components

Validity

This application is valid for the following versions:

STEP 7 Professional V14

WinCC Advanced V14

SIMATIC Logon V1.5 SP 3

SIMATIC WinCC Audit (TIA Portal)

Components used

The application example has been created with the following components:

Hardware components

Software components

GMP

Entry ID: 109744244, V1.0,

Table 2-1
Component Qty. Article number Note

CPU 1516-3 PN/DP 1 6ES7516-3AN01-0AB0O -

SIMATIC Memory Card 1 6ES7954-8LL02-0AA0 -

256 Mbyte

SIMATIC Comfort 1 6AV2124-0MCO01-0AX0 Alternatively, other Comfort

Panel TP1200 Panel can also be used
(requires device exchange)

Industrial PC SIMATIC 1 6AG4104-3....-.... Alternatively, other IPCs can

IPC 547E also be used (requires
device exchange)

Table 2-2
Component Qty. Article number Note

STEP 7 Professional 1 6ES7822-1A.04-0YAS -

V14 Upd 1

WinCC Advanced V14 1 6AV2102-0AA04-0A.5 -

Upd 1 (Engineering)

WinCC Runtime 1 6AV2104-0BA04-0A.0 -

Advanced 128

PowerTags V14 Upd 1

SIMATIC Logon V1.5 1 6ES7658-7B...-.... optional

SP3 Upd 3

SIMATIC Logon 6ES7658-7B.00-2YBO optional

Remote Access for 3

Clients

SIMATIC WinCC Audit 1 6AV2107-0RP00-0B.0 -

for SIMATIC

Comfort/Mobile Panels

SIMATIC WinCC Audit 1 6AV2107-0RA00-0B.0 -

for Runtime Advanced

AuditViewer V7.0 SP3 1 -

05/2017
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3 Basics

3.1 Good Manufacturing Practice (GMP)

3
3.1

Note

3.2

Note

321

GMP

Basics

Good Manufacturing Practice (GMP)

GMP stands for "Good Manufacturing Practice”. The term refers to certain
guidelines designed to ensure the quality of production of, e.g. pharmaceuticals,
substances, cosmetics and food. Next to production, the GMP guidelines also
demand high quality standards on processing, packaging and storage. If the GMP
guidelines are not complied with, companies are not allowed to manufacture the
respective products.

The most important regulatory basis is the Title 21 CFR Part 11 of the US Food
and Drug Administration on electronic data recording and electronic signatures.
Further country-specific and industry-specific regulations also apply.

Before implementing a project, observe the respective country- and industry-
specific laws and regulations concerning GMP.

WinCC Audit (TIA Portal)

WinCC Audit (TIA Portal) is an option package of WinCC (TIA Portal). This gives
you extended functions of WinCC (TIA Portal) Engineerings, whereby you are able
to ensure the GMP compliance of your project.

A detailed description on the WinCC Audit functions can be found on the
websites about GMP validation (see link) under the section "GMP Engineering
Manuals”

Good Manufacturing Practice

Function extension with WinCC Audit

If you activate the WinCC Audit (TIA Portal) option, the following additional
functions will be made available:

e Archive Audit Trall

e Audit Trail Protocol for printing archived changes

e System function "Notify User Action"

e "GMP relevant” markings for tags and recipes possible
e Electronic signature

e Archiving tags and messages with checksum

Entry ID: 109744244, V1.0, 05/2017
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3 Basics

3.3 User administration in GMP

3.2.2

3.2.3

3.24

3.3

GMP

Supported HMI control panels

The WinCC Audit (TIA Portal) option is available for the following control panels:
e TP277

e OP277
o MP277
e MP377

e Comfort Panels
e Mobile Panels 277 and Mobile Panel 2nd Generation
e WinCC Runtime Advanced

Licensing

In order to be able to use the functions of WinCC Audit (TIA Portal) in the Runtime
of the operator panel, you need to license each used HMI control panel
individually. The following licenses are available for this purpose:

e SIMATIC WiIinCC Audit for SIMATIC Panels: 6AV2107-ORP00-0B.0
e SIMATIC WinCC Audit for Runtime Advanced: 6AV2107-ORA00-0B.0
How to license the different HMI control panels is described in Chapter 4.2 .

Restrictions

If you use WinCC Audit (TIA Portal), some functions and configurations will be
restricted. Further information can be found in the manual "WinCC Advanced V14
— Options" in chapter 1.4.2 "Restrictions (Panels, RT Advanced)".

The manual can be found in the appendix of the entry "SIMATIC WinCC Advanced
AVAR

https://support.industry.siemens.com/cs/ww/en/view/109742297

User administration in GMP

The user administration plays a central role for a GMP-compliant manufacturing
process. In the pharmaceutical industry, for example, it must be ensured that
recipe data can only be changed by authorized personnel.

Depending on the plant concept, you can implement the following two types of user
administration:

e Local user administration
e Central user administration (SIMATIC Logon)

A detailed description, as well as the pros and cons of both concepts, are
described in the application example "User Administration in WinCC (TIA Portal)”:

https://support.industry.siemens.com/cs/ww/en/view/109738532

In this application example, you can furthermore find detailed step-by-step
instructions on how to realize a local or central user administration at the plant.

Entry ID: 109744244, V1.0, 05/2017 8
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4.1 Activating GMP

4 Configuration

Prerequisite

In this chapter, you can find all necessary configuration steps on how to implement
a GMP-compliant configuration in WinCC. As a prerequisite, you already must
have created a project with at least one of the supported HMI control panels

(Chapter 3.2.2).
4.1 Activating GMP

To be able to use "Good Manufacturing Practice”, you first need to activate it. The
following table shows which steps are necessary for this.

Table 1-4
No. Action
1. Open the HMI control panel in the project navigation.

~ [ ] 109744244 _GMP_WinCC_Advanced_PRIJ_V10
B ~dd new device
i Devices & networks
» [ PLC_1 [CPU 1516-3 PN/DP]
.2 HMI_1 [TP1200 Comfort]

Quice cenfiguration
ne & diagnostics
ime settings.

reens.

» [ screen management
» [ HM tags
"Za Connections
£ HM alarms
S Recipes
i Historicsl data
» [l Scripts
5] scheduled tasks
2 Cycles
» [E] Repons
2] Textand graphic lists
§9 User administration
+ [Q PcSystem_1 [SIMATIC PC station]
+ [ Ungrouped devices
» (4§ common dats

2. e Open the Runtime settings of the HMI control panel (1).
e Inthe context menu, select "GMP” ("Good Manufacturing Practice”) (2).

e Activate the checkbox "Configuration conforms to GMP”) (3).

109744244_GMP_WinCC_Advanced_PRIJ_V10 » HM_1 [TP1200 Comfort] » Runtime settings

Devices

[ Eavzel Good Manufacturing Practice
Services
P GMP (Good Manufacturing Practice)

= [ ] 109744244_GMF_WinCC_Advanced_FRU_V10
 Add new device eytoand Configuration conforms to GIvP
i

B Devices & networks Good Manufacturingwractice;
» [ PLC_ 1 [CPU 1516-3 PN/DP] Alarms o : ‘

~ [ HML_1 [TP1200 Comfort] User administration | @ !
[I{ Device configuration Language & font \ 2

% Online & diagnostics OPC settings

¥ Runtime settings Tag settings

[ screens =
[ Screen
2 HMItags

%2, Connectiens

CA HM alarms

& Recipes

U Historical data

(1) Scripts.

5] scheduled tasks

) Gycles

[E] Repores

£4] Text and graphic lists
§3 Useradministration

GMP
Entry ID: 109744244, V1.0, 05/2017 9
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4 Configuration

4.2 Licensing HMI control panel

4.2

4.2.1

GMP

Licensing HMI control panel

WinCC Audit (TIA Portal) is an option package subject to licensing. This chapter
shows you how to license the respective HMI control panels.

Licensing SIMATIC panels

Table 4-2
No. Action
1. ¢ Right-click on the control panel you would like to license (1).

¢ Inthe context menu, select "HMI Device maintenance” (2).

e Then click on "Authorize/License” (3).
¥ | ] 109744244 _GMP_WinCC_Advanced_PRIJ_V10

B Add new device
#y Devices & netwarks
» [ PLC_1 [CPU 1516-3 PN/DP]

= [ HML_1 [TP1200 Comfort]
Y pevice configuration \
4| Online & diagnastics ‘ @
1 Runtime settings

-

[ screens

-

[ Screen management

-

ré HMI tags

24 Connections

[ HMialarms

&) Recipes

U Historical data

[l scripts

] scheduled tasks

) Cycles

E]]] Reports

4] Text and graphic lists
§7 Useradministration
'8 pCSystem_1 [SIMATIC PC station]
[t Ungrouped devices

-

-

]

¥
2

» |gf Common data

» 5] Documentation settings
¥ r:@ Languages & resources

» [jg Online access

» [ Card Reader/USE memory

&

kf\d

Change device /version

Open
Open in new editor

}{ Cut Ctrl+x
E5| Copy Crrl+C
¥ Delete Del

Rename F2

& Go to topology view
Eg'h Go to network view

'._3 Generate the visualization (SiVArc) »

Compile 4

Download to device 4
ﬁ Go online Crrl+K
&Y Go offline Crrl+
%) Online & diagnostics Cerl+D

Change object color ‘

Stop runtimelsimulation N\ 2
G4 Searchin project Crrl+F
_}(J Cross-references F11

The "Load licenses” dialog box opens.

Backup
Restore

Update operating 5)'5:

Options \ 3
Pack & Go

Resetto factory settings

Entry ID: 109744244, V1.0, 05/2017
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4 Configuration

4.2 Licensing HMI control panel

No.

Action

2.

e  Set the respective communication parameters (1).
e Click on "Start search” (2).

e Choose the control panel to be licensed (3).

e Click on "Load” (4).

Load licenses %
Configured access nodes of "HMI_1"

Device Device type Slot Type Address Subnet
HMI_T TP1200 Comdort Etheret 192.168.0.2
HMI_1E_CP_1 PROFINET Interface 5 X1 PRIIE 192.168.0.2 PNIE_1

HMI_RT_1 s7UsB —
HMI_1 MPIIDP_CP_1 MPIIDF Interface 7X2 MPI 1

Type ofthe PGIFCinteriace: | PNIE |

FGIFCinterface: [l Intel(R) PRO/1 000 MT Network Connection ~| ® g

Connection to interfacelsubnet: | Direct atslot's X1' @
. o X
\N

Selecttarget device: show all compatible devices [+]
Device Device type Interface type Address Target device
- hmi_1 h\ SIMATIC-HM PNIIE 192.168.0.2 hmi_1
= \ E = PNIIE Access address =
k/\/

[ | Flash LED.

Online status information:
= Connection established to the device with address 192.168.0.2.
€ scsn completed. 1 compatible devices of 4 accessible devices found.

%2 Retrieving device information. ..
Scan and infermation retrieval completed. @

S

Startsearch
[[] Display enlyerror messages t@

=

EIEAEA

(o

The "Automation License Manager” opens.

Under "My Computer” you can now find the HMI control panel to be licensed,
together with the corresponding IP address.

-
Automation License Manager

File Edit LicenseKey View Help

_'I’-El g| X, = X |H J‘ﬂ' ‘ License
-l My Desktop

: My Computer

I Floppy Disk Drive (A:)

Local Disk (C)

B pata (09

|;| Master License( s )

Select the license "WinCC Audit for SIMATIC Panel” on your PC and drag it to the
"HMI_Panel”.

Automation License Manager

File Edit LicenseKey View Help

22 8| ¥ = X | I |[License keys Oa?
==l My Desktop
B2 My Computer
Floppy Disk Drive (&)
B Local Disk (C) Status Family Product

B b 0 SIMATIC HMI
I Master License(s)

B License (F)
-~ HMI_Panel_3 [192.168.0.2]

" 4§ Web License Key Download

WinCC Audit for SIMATIC Panel

GMP
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4 Configuration

4.3 Configuring function extensions

No.

Action

5.

If you select the licensed SIMATIC Panel in the "Automation License Manager”

now, all licenses that have been loaded to the SIMATIC Panel will be displayed.

[ Automation License Manager

File Edit LicenseKey View Help
O ?

8 ©| X % X [ 0 [[License keys
=12 My Desktop
=) My Computer
[ Floppy Disk Drive (&)
-8 Local Disk (C) Status Family Product
8 oat: 0) v SIMATIC HMI WinCC Audit for SIMATIC Panel
g [?:::’EL('F‘E”“( s) v SIMATIC HMI WinCC Sm@rtServer for SIMATIC Panel

5] HMI Panel 3 [192.168.0.2]

-+f Web License Key Download

Licensing is complete and you can close the "Automation License Manager”.

4.2.2 Licensing Runtime Advanced

If you have WinCC Runtime Advanced installed on your PC, the "Automation
License Manager” will automatically be installed as well. Therefore, the license
transfer works the same way as usual in SIMATIC STEP 7 (TIA Portal) or SIMATIC

WiInCC (TIA Portal).

Further information on licensing can be found in the manual of the "SIMATIC
Automation License Manager”:

https://support.industry.siemens.com/cs/ww/en/view/102770153/70701911051

4.3 Configuring function extensions

43.1 Creating Archive Audit Trail

Audit Trail as CSV file

As soon as you have checked the "Good Manufacturing Practice” option box, you

can find the additional tab "Audit Trail” under "Historical data”.

Table 4-3
No. Action
1. Select the "HMI_1" in the project navigation and double-click on "Historical data”.

* [ ] 109744244 GMP_WinCC_Advanced_P
B Add new device
gy Devices & networks
» [l PLC_1 [CPU 1516-3 PN/DP]
w [} HMI_1 [TP1200 Comfort]
Y Device configuration
% Online & diagnostics
1 Runtime settings
» Tj Screens
] r\ﬂ] Screen management

» [ HMitags

%24 Connections
-
4 HMI alarms @
&) Recipes ~
“ Historical data
» [z scripts

] scheduled tasks
PrUspE.

In the work area, the archive editor opens.

GMP
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4 Configuration

4.3 Configuring function extensions

No. Action
2. e  Open the "Audit Trail” tab (1).
e  Mark the automatically created "Audit Trail” in the chart (2).
e In the inspector window, adjust the settings of the Audit Trail (3).
109744244 _GMP_WinCC_Advanced_PRIJ_V10 » HML_1 [TP1200 Comfort] » Historical data
[§= Data logs  [J= Alarm logs [ Audit Trail \_
Audit Trail : - gﬁ
- ::;n:m" ::::rage S [Lli(:‘;a;?(ncm j:hm@ Hah\egtanup mcngrmmed ypass e\em[jc signature | Log alar| @ /
\ =
<] il 1>
|'el Properties  [*}info 4|2 Diagnostics |
|| Properties | Events _\| Texts @\
- [—
Settings (e
[ AuditTrail |
Storage location
Storage location: [ csv file (asc) [~]
Path: |\storage Card 5D\ I~]
Free storage space limitinB: 20 [§]
Note:
Information on how to store an archive file from a panel onto a network computer
can the found in the application example "Integrating HMI Control Panels in
TCP/IP Networks and access to a NAS or to a shared Windows folder”:
https://support.industry.siemens.com/cs/ww/en/view/92346478
3. In the area navigation under "Settings”, you have the option to make further
settings.
‘gPloperties H‘illnfo yHE Diagnostics ‘
J Properties | Events | Texis
Settings
Enables logging
L [+ Enable logging at runtime start
Force
[ signature bypass possible
[ Forcing allowed if storage space is exhausted.
Settings
[ Log alarm text in Audit Trail
4. Optional
e Inthe inspector window, open the "Events” tab (1).
e Inthe area navigation, click "Low free Space” (2).
e Add the system function "ShowSystemAlarm” (3).
e Enter a message text (4).
It will be output as soon as the storage space on the medium falls below the
configured minimum volume (from step 3).
‘Q.Properties ||‘;i.'.lnfo y||ﬂ Diagnostics ‘
Properties Events | _Tope |
Y o
Free space critically low ( )
%) Low free space ~ ShowSystemAlarm —&
" Temy'-\sfalue Low remaining Memory h
( <Add function>
Note A precise description of the individual parameters can be found in the manual

"WinCC Advanced V14 - Options” in chapter 1.2.3 "Parameters for Audit Trail”,
as well as in chapter 1.2.8 "Archiving concept of Audit Trail”.

GMP
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4 Configuration

4.3 Configuring function extensions

Audit Trail as RDB file

If you store an Audit Trail as RDB file and want to view it via the WinCC Audit
Viewer at a later time, the following settings have to be made.

Table 4-4

No. Action

1. Changing the logging language
e  Open the "Runtime settings” of the control panel (1).

Q).

e Under "Historical data”, select "English (United States)” as "Logging language”

109744244_GMP_WinCC_Advanced_PROJ_V10 » HM_1 [TP1200 Comfort] * Runtime settings

BF Add new device
iy Devices & networks

~ [ HMI_1 [TP1200 Comfort]
Y Device configuration
%/ Online & diagnestics

~ [ ] 109744244_GMP_WinCC_Advanced_PROJ V10

» (W PLC_1 [CPU 1516F-3 PN/DP]

¥ Runtime settings

NS

» |5 screens
» [ Screen management
» [2 HMmitags
2, Connecticns
[ HMi alarms
= Recipes.
B Historical data
» [a] seripts
5] scheduled tasks
) oycles
» [5] Reports
2] Text and graphic lists

(8o

Geners|

Services

Screens

Keyboard

Good Manufacturing Practice
Alarms

User administration
Language & font

OPC settings

Tag settings

General

Screen

start screen: ..
Default template: | Template_1 EIE

Default style of the project: (@]

Style of the HM device:
Adaptfont size to style: [
Screen resolution: [ roaon <]
Colordepth: [16bit  |+|

Lock task switching: ]
Load names: (4

Identification

Project ID:

Historical data

Logging language: [EEEIIINIE

Open the Control Panel in Windows.

Changing the Windows format

e Open the "Clock, Language and Region” category in the control panel (1).
e Click on "Region and Language” (2).

e Select "English (USA)” as format (3).

e  Confirm your selection with "OK” (4).

© Siemens AG 2017 All rights reserved

@.uv\«‘& » Control Panel » Clack, Language, and Region

v [ 4] [ searc

Control Panel Home 1 Date and Time

Set thetime and date

System and Security
Network and Internet

Hardware and Sound

User Accounts and Family
Safety

Appearance and
Personalization

® Clock Language, and Region

Ease of Access \

& ®nstall or uninstall display languages
Programs Change the date, time, or number fermat

e @ )He Add ¢
Add the Clock gadget to the 1 2
. . =
& Region and Language <

Change display language | Change location
Change keyboards or other input methods

locks for different ime zones

‘9 Region and Language

Fomats | Logation | Keyboards and Languages | Administrative

Format:

[English (United States)

Long time:

Date and time formats

Short date: [Mrdryyyy -
Long date: dddd, MMMM dd, yyyy -
Shontme (e |
P |
Fist day of week: | Sunday -

What does the notation mean?

Examples
Short date: 4/25/2007
Long date: Tuesday, April 25, 2017
Short time: 1218 PM

Go online to learn sbtut(h( @

121805 PM

Additional settings.
lages and regional formats

CoxJ

4, Now, create the Audit Trail as described in Table 4-3.

GMP

Entry ID: 109744244, V1.0, 05/2017

14




© Siemens AG 2017 All rights reserved

4 Configuration

4.3 Configuring function extensions

4.3.2 Recording tags

This chapter describes how to capture and record a manual change of the tag

value in Audit Trail. Th
created.

Table 4-5

is assumes, that GMP relevant tags have already been

No.

Action

1.

In the project navigation, open the standard tag table of the HMI control panel.

* | ] 109744244 _GMP_WinCC_Advanced_PROJ_...
B Add new device
t,-Eh Devices & networks
» [ PLC_1 [CPU 1516F-3 PN/DP]
= [ HMI_1 [TP1200 Comfort]
[IY Device configuration
| Online & diagnostics
1 FRuntime sewings
3 Tj Screens
] r"_ﬂ] Screen management
~ r\_‘g HIl tags
% Showall tags
B Add newtag table
_3.! Default tag table [44] N
"2 Connections
A HM alarms

J Recipes

e Inthe tag table, mark the tag relevant for GMP (1).
e Inthe "Inspector window” open "properties” (2).
e Inthe area navigation, click on "Good Manufacturing Practice” (3).

109744244 GMP_WinCC_Advanced PROJ V10 » HMI_1 [TP1200 Comfort] » HMI tags » Default tag table [44]

[Z5HMItags |55 System tags

Ik =
Default tag table
Neme Deta type Connection FLCname PLCtag Ade.
@ HMI_Reset_Filling_Level K 8ol HM|_Connectio.. PLC_1 RESET_FILLING_Level K
@ HMI_Reset Filling_Level_ b Bool HM_Connectio.. PLE_1 RESET_FILLING_Level_M
@ HMI_Reset_Filling_Level Y Bool HM|_Connectio.. PLC_1 RESET_FILLING_Level_Y
@  HM_Start_Conveyor Bool HM_Connectio.. PLE_1 Conveyor_Find_Fillpasiti...
@ HM_Str_Filing_Process Bool HM|_Connectio.. PLC_1 START_FILL_RECIFE
@ HM_Start Mier Bool HM_Connectio... PLC_1 START_MIXER
@@ HMI_Star_Miing_Process Bool HM_Conne_. [] PLC_1 START_MIXING_Process [ E
@ HM_tag_Recipe Int dnternal tags

' — \@\a ]

[ Properties _ |*i}Info )| % Diagnostics |

J Properties H Events ‘l Texts ‘ \'\

GMP (Good Manufacturing Practice) @
General \\,‘/

Good Manufacturing Practice

Settings
Range [ eMPrelevant

Linear scaling Comment required
Wlee ) Confirmat e |

Comment

Multiplexing

Good Manufacturing Pra¢

GMP
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4.3 Configuring function extensions

No. Action

3. e Activate the "GMP relevant” checkbox (1).
e  Open the drop-down list to select the confirmation type (2).

e Select the confirmation type "Acknowledgment” (3).
‘g Properties H"_i.'.lnfo yuﬂ Diagnostics

JFererﬁes ” Events H Texts ‘

GMP {Good Manufacturing Pra @ }
G I
enere Good Manufacturing Pract, ~—W)

Settings

Range ¥ GNP relevant @ <

Linearscaling D Comment required —
Values

Canfirmation type: | Acknowledgment 1~]

|Acknowledgment
Electrenic signature

None \ @ ‘
Optional

Activate the checkbox "Comment required”, in case you want to capture an
additional comment during the change of the tag value in the Audit Trail.

Comment

Multiplexing
Good Manufacturing Practice

4. Save your project and load it to your control panel.

Confirmation type "Electronic signature”

Note

GMP

Depending on the confirmation type, a dialog in Runtime for entering the
configured information is displayed. The following figure exemplifies the
confirmation dialog, if you select "Electronic signature” and "Commentary required”.

Figure 4-1

WinCC Runtime V14.0

I

Please confirm the following action by signing / through signature.
User: siemens
Action Change of the tag value 'HMI_Start_Mixer' from
'0'to 1.
Comment |
(Required field)
Password:

Upon selecting "Electronic signature”, a logged on user needs to confirm the
operator control action with his password. The operator control action and the
authorized user are both captured in the Audit Trail.

If the user enters the wrong password, the operator control action will not be
executed.

Electronic signatures can also be realized centrally with SIMATIC Logon and its
included software component, SIMATIC Electronic Signature.

Further information is available in the manual of von "SIMATIC Logon V1.5.3" in
the chapter "What is SIMATIC Electronic Signature".

https://support.industry.siemens.com/cs/ww/en/view/109738714/3870564107
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4.3 Configuring function extensions

4.3.3 Recording recipes

This chapter describes how to capture and record a change of the recipe data in
Audit Trail. This assumes, that recipes complying with requirements of a GMP-
compliant configuration, have already been created.

General information on the recipes can the found in the manual of "WinCC
Advanced V14” in the chapter "Working with recipes (Basic Panels, Panels, RT

Advanced)”:
https://support.industry.siemens.com/cs/ww/en/view/109742297/91389190283
Table 4-6

No. Action

1. In the project navigation, open the "Recipes” of the HMI control panel.

* [ ] 109744244_GMP_WinCC_Advanced_PROJ_...
B Add new device
B Devices & netwarks
3 h PLC_1[CPU 1516F-3 PN/DP]
= [ HMI_1 [TP1200 Comfort]
Y Device configurstion
% Online & diagnostics
Y Runtime settings
» h Screens
b r_]j] Screen management
= ré HM tags
:é Show all tags
B Add new tag table
.?q’ Defaulttag table [44]
DZG Connections
4 HM alarms
o Recipes
I Historical data
» rﬂ Scripts
5] scheduled tasks

e Select the "ColorSelection” recipe (1).
¢ Inthe "Inspector window” open "properties” (2).
e Inthe area navigation, click on "Good Manufacturing Practice” (3).

@& 1T =
Recipes
ﬂ Blecing Ll el by —lez WMMHE.I

=) Colorselection \\ Colorselection 1 |#] 29.102013 11:.. FlashiRecipes|=| Limited || 500 Tags

“<ADD news ) @;
[<] [ ] y

T
J Elements H Data records |

Name Display name Tag Data type Data length  Defaultvalue Minimurn value Maxi...
=3 Cyen Cyen HMI_Recipe_Curr.. Dint 4 o 2147483648 214
3 Magenta Magenta HMI_Recipe_Curr... Dint 4 ] 2147483648 214,
3 Yellow Yellow HMI_Recipe_Curr_. Dint 4 o 2147483648 214
a Black Black HMI_Recipe_Curr_. Dint 4 o 2147483648 214

<Add new>
(<] 1l ] )

‘g Properties H"_i.llnfu ||ﬂ Diagnostics |
General Texts N\
GMP (Good Manufacturing Practice) &
General .
Settings
Data storage
AR Record operator control actions in Audit Trail: [
synchronization @ Sign loading of recipe dats®
LR Sign recipe data saving:
Good Manufacturing Practice
GMP
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4.3 Configuring function extensions

No. Action

3. Activate the checkbox "Record operator

General Texts

control actions in Audit Trail".
|QProperties ||‘_i.‘.|nfo uﬂ Diagnostics

General .
Settings

Data storage

Communication

Synchronizaticn

Toaltip

Good Manufacturing Practice

GMP (Good Manufacturing Practice)

Record operator control actions in Audit Trail: [#]

Sign leading of recipe data: [ |
Sign recipe data saving: || @ )

The checkboxes for sign loading and saving of recipe data are unlocked.

Optional

saving”.

Activate the checkboxes "Sign loading of recipe data” and "Sign recipe data

‘gProperties H"_i.‘.lnfo uﬂ Diagnostics |

General Texts

General

GMP (Good Manufacturing Practice)

Settings
Data storage
Communication Record operator control actions in Audit Trail: @
Synchrenization sign loading of recipe data: (] | /_~
eolia ign recipe data saving:
Geed Menufacturing Practice = gstot el
6. Save your project and load the configuration to the HMI control panel.

Behavior in the Runtime

If you change or load a recipe in Runtime, a
will be displayed to confirm the user action.

Figure 2-3

message (depending on the selection)

Recipe Name:

| =1
Data Record Name:

Lcyan 1

Entry Name Value
Cyan

Magenta

Yellow

Black

B«

E B @

‘Writing data record to PLC

WInCC Runtime V14.0 x

Please confirm the following action by signing / through signature.
User: siemens
Action Data record Cyan: Transfer displayed data record
to PLC.
Comment
Password:

3

GMP
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4.3 Configuring function extensions

43.4 Recording user actions

Automatic recording

The following functions are automatically captured in Audit Trail in Runtime and
recorded:

e user administration

User logon and logoff
Import user administration

e Message system

Messages acknowledged by the user
Incorrect acknowledgment attempts

e Archive

Manual recording

Start and stop archive
Open and close archive
Delete and copy archive
Start sequence archive
Long-time archive

Next to automatic recording, you can record user actions manually. For this
purpose, the system function "NotifyUserAction” is available to you.

The following table shows how to configure a manual recording, using the example
of a button. This assumes that there are already configured screens and buttons.

Table 4-7
No. Action
1. Open the directory "Screens” in the project navigation and open the screen with

the button, to which you would like to add a manual recording. In this application
example "Start screen”.
> ] 109744244 GMP_WinCC_Advanced_PROJ_...
B Add new device
i Devices & networks
3 r;[l PLC_1 [CPU 1516F-3 PN/DP]
= [ HMI_1 [TP1200 Comfort]
JIY Device cenfiguration
% Online & diagnostics
Y Runtime settings
~7 Tj Screens
‘l‘ Add new screen
[] Alarms archive
[[] Diagnesis
[] Different jobs
[] Froject information
] Recipes
I:I SIMATIC PLC Status/Force
b | Startscreen \
[[] system information W
] System screens @

[] System settings

GMP
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No. Action
2. e  Select the "Button” (1).
e Inthe Inspector window, click "Properties > Events” (2).
¢ Inthe area navigation, click "Release” (3).
1 oo B
: ‘]ﬁﬁZZIIIZZZIIIZZZIIIZZZIIIZZZIIIZZZI
ZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZ
" P S £ W rrrerreri
|§.Properties ”:i.llnfo ‘ﬂDiagnostics ” Plug-ins |
Properties " Animations " Events, ‘ Texts ‘
L=
dlick
Press «<Add functgh>
Actwati
Deactiy|
3. e Add the "NotifyUserAction” system function to the button (1).
e For the parameters "Confirmation type” and "Mandatory commenting”, select
the corresponding settings from the drop-down list. (2)
‘ngperties ”‘_i.‘,lnﬁ) Hﬂ Diagnostics H Plug-ins ‘
| Properties " Animations " Events H Texts |
+THRE X
Click
Press " NotifyUserAction
[ Release : § Confirmation type Electronic signature
Activate @ g Mandatory commenting [es 2 ﬂgﬂ
Deactivate J
Change Object name
= ®;
<Add functions =<
4. Fill in the category, the object name and the description that are to be entered in
the Audit Trail.
| Properties || Animations || Events H Texts |
Tt BE X
Click
Press * NotifyUserAction
[ Release Confirmatien type Electronic signature
Activate eeacnention
Deactivate Category Button
=
A precise description of the individual parameters can be found in the manual
"WinCC Advanced V14” in chapter "NotifyUserAction (Panels, RT Advanced)":
https://support.industry.siemens.com/cs/ww/en/view/109742297/69070035211
5. Save your project and load the configuration to the HMI control panel.
435 Recording system functions

Depending on the control panel and options used, the use of system functions is
restricted.

In connection with WinCC Audit (TIA Portal), some system functions are recorded
in Audit Tralil. For further system functions, an electronic signature may be
required.

Further information on system functions that are GMP-relevant can be found in the

manual "WinCC Advanced V14 — Options" in chapter 1.3.4 "Recording system
functions (Panels, RT Advanced)".

GMP
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4.4 Evaluating Audit Trail

4.4 Evaluating Audit Trail

44.1 Transferring Audit Trail (Panels)

If you have selected the SD card of the panel as storage location for Audit Trail,
you first need to transfer the Audit Trail to a PC in order to be able to view it
afterwards.

In this regard, by using the system function "ArchiveProtocolData”, you can move
the Audit Trail to a connected network computer. During this, you need to observe
the following steps:

1. Close all archives (System function "CloseAllLogs”)
2. Then move the archive (System function "ArchiveLogFile”)
3. Open all archives again (System function "OpenAllLogs”).

Note With the system function "CloseAllLogs”, archiving is continued in the
background and the data are buffered. As soon as the system function
"OpenAllLogs” is executed, the buffered process data are entered into the
corresponding archive.

Figure 4-4
|gProperties ”:i.'.lnfo yuﬂ Diagnostics || Plug-ins
| Properties " Animations ” Events ” Texts |
P TBE X
Click
Press * NotifyUserAction
I Release Confirmation type Electronic signature
Activate Mandatory commenting Yes
Deactivate Category Audit Trail
Change Object name Audit Trail
Descriosion hoe sudicTailco copar
CloseAllLogs
i * ArchiveLogFile
[l Log type Audit Trail
d Log AuditTrail
[ Directory name Wtest-PClitest
Made Maove
OpenAllLags

<Add function>

Further information on the system function can the found in the manual of "WinCC
Advanced V14” in the chapter "ArchiveLogFile (Panels, RT Advanced)”:

https://support.industry.siemens.com/cs/ww/en/view/109742297/76202771339

GMP
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4.4 Evaluating Audit Trail

4.4.2 Viewing Audit Trail

The following table shows you how to evaluate Audit Trail via "SIMATIC Audit

Viewer”.

Note The "SIMATIC Audit Viewer” can be found on the installation CD of WinCC

Advanced V14 in the "Support” folder.

Prerequisite

To view the Audit Trail, you need to tranfer it from the control panel to a PC.

Note To be able to open an RBD file with WinCC Audit Viewer, you need to switch the
Windows format to "English (USA)” in the Windows Control Panel, see Table 4-4

Step 3.
Table 4-8
No. Action
5. Open "All Programs > Siemens Automation > Options and Tools > HMI Tools” and

click on "WinCC Audit Viewer”.

In "SIMATIC Audit Viewer”, click on "Select Database”.

&y SIMATIC WinCC Audit Viewer

=E—

&

=[] Corfiguration

WinCC Explorer

AMams
-] Tag Logging
-] User Archives
=& Rurtime

Custom Operator Actions
-] User Archives

=[] Document Control
-] Check IN

Kl [ b

File Tools View Language Window

Toolbd)
Filter @ LL Audits Tah)

m

Help

Date Time Filter
From Date
2017-02-03-10:01:13

To Date
2017-02-03-10:01:13

The "SQL Server / Audit Trail Browser” opens.
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No.

Action

7.

e  Click on "Audit Trail / Backups /Archives / Data records” to select an Audit Trail

).

e Navigate to the storage location of the Audit Trail and select it (2).

«  Click on "Open” (3).

& SQL Server / Audit Trail Browser

-

Name Gioke T g

Status

1 Computer
&, Local Disk (C:)
s Data (D)

- License (F)

& Audit files
p—
) |& » Computer » Local Disk () » + [#3 )| Search Local Disk ()
Organize = New folder =~ 0l @
 Favorites ~ HName ’ Date modified Type
X
M Desktop FLASH 10/17/2016 3:22 PM  File foldes
[ ‘it Trale  Backums / Archivest Data recrds 18 Downloads inetpub 5/0/2016 436 PM  File foldes
%] Recent Places . Perflogs 7/14/2009520 AM  File foldes
i = N\ Program Files 10/7/2016 218 PM  File foldes
ALL SQL 5
[ 3 ALLSAL Serw @ 4 Libraries E Program Files (:86) 10/11/2016 934 PM  File foldes
2 [ 5 Local SQL Servel [ Documents Storage Card SD 2/3/201710:30 AM  File folder
& Music Toals ] File folder
& Pictures . Users File folde
[ Recent Locations — - .
Videos Windows 10/27/2016 5:52 PM  File foldes

File name:  AuditTrail.csv

|8 AuditTrailese 2/1/2017204PM  Microsofi

<[

In "SQL Server / Audit Trail Browser”, the selected Audit Trail appears.

Then click on "OK” in "SQL Server / Audit Trail Browser” to acknowledge the

selection.
&) SQL Server / Audit Trail Browser ==
[l

Name Grobe Typ

l Audit Trails / Backups / Archives/ Data records ‘

l 7 ALLSGL Servers ‘

l G Local SQL Servers ‘

YIS 8KB  Microsoft Office Excel Comma Separated Values Fie  2/1/2017 2:04:1

Geandert am

(B

i \

| e |

Cancel 0K /T’

Status

In "SIMATIC Audit Viewer”, all recorded user actions of the Audit Trail are
displayed. The "Data Validity Indicator” shows you, whether the Audit Trail file has

been modified after the creation.

& SIMATIC WinCC Ausdit Viewer - [Audit View 1 - AuditTrailcsv] =
H] —lalx
File Took View Language Window Help
AL I A
[ AL Aucits | Gustom |
Data Validity Indicator RecondID TimeSiamp DeltaT UseriD Object ID Doscription
. v I 31.01.2017 0847:55 +0:00  siemena Tag: HMI_Start_Maxer Change of the tag value 'HMI_Start_Mixer’ from 0'to 1"
220 31012017 08:47:48 4000 siemerss Tag: HMI_Stert_Mering_Frocess Change of the tag value "HMI_Start_Mising_Process’from '0'ta T
O 218 31.01.2017 08.46:44 +0-00 VMTIAVIA/v Recipe ColorSelection Dala record Minzgnin: Synchronization executed
214 31012017 084458 +0-00 VMTIAVI4/ 5 Logs Exporting a log.
o 31.01.2017 08:44:59 +000  System Aoplication New log fle during rum of WinCC Runtime Advanced ¥14.0 on HMI device HMI_P;
215 3101201708458 000 VMTIAVI4/si... | Logs Open all loge.
216 31012017 084557 100 VMTIAVI4/s.. | User admnsstration User logged off
222 31012017 085303 4000 System User administration User logged oft
219 31.01.2017 084725 +0-00 siemens User adminisiration User ‘siemens’ logged on with group ‘Administralor group”
27 31.01.2017 084557 +0-00 VMTIAVIA/v User administration User VMTIAV14/vmuser’ logged on with group Users”
Press F1 for Help 10 Records on current tab SQL
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4.4.3

Recording Audit Trail

In WIinCC (TIA Portal), reports can be generated automatically. Therefore, you can

also document and archive the Audit Trail. This chapter shows you how to record

the Audit Trail in WinCC Advanced.

Note General information on reports in WinCC (TIA Portal) can the found in the
manual of "WinCC Advanced V14” in the chapter "Working with reports (Panels,
RT Advanced)”:

https://support.industry.siemens.com/cs/ww/en/view/109742297/91449612811

Table 4-9
No. Action
1 e Open the "Reports” folder in the HMI control panel project navigation (1).

e Add a new report (2).
e Rename the report to "ReportAudit” (3).

¥ ] 109744244 GMP_WinCC_Advanced_PROJ ...
B Add new device
EE,, Devices & networks
] I:E. PLC_1 [CPU 1516F-3 PN/DP]
~ |54 HMI_1 [TP1200 Comfort]
11 Device configuration
%| Online & diagnostics
1 Runtime settings
Tj Screens
[[§} Screen management
[3 HM tags
Za Connections

v v -

4 HM alarms

& Rrecipes
w Historical data
:ﬂj Scripts

E Scheduled tasks
) Cycles @ )
> E]]] Reports
K ~dd newreport &Y

RecipeColorSelection

-

= || Reportaudit
Eﬂl TankLevel
E:_.i Text and graphic
i{f User administrati 3

e Inthe work area, open the "Controls” task card and open the "Controls” tab
(2).

e  Select the "Print audit trail” control and drag it into the "Detail page” area via
Drag & Drop (2).

109744244_GMP_WinCC_Advanced_PROJ_V10 » HM_1 [TP1200 Comfort] » Reports » ReportAudit

| Devices Toolbox
] i g 3

~ | ] 109744244_GMP_WinCC_Advanced_PROJ_..
B Add new device

) Devices & networks L Elements

@ Basic objects
=\

» [l PLC 1 [CPU 1516F-3 PN/DP] B

¥ Device configuration -
1%/ Online & diagnostics
Y1 Runtime settings

[E screens

[} screen management
[ HMitags 3
2, Connections R

v | Controls
~ (4 HMI1 [TP1200 Comfort] BB Deteil page 1

1

(2 HMI alarms e

& Recipes

Wl Historical data
» [fa) scripes

SuopE RIS WoAeTUE]  xoqio0L B

GMP

=
5] scheduled tasks = 5
3 Cycles i Z
~ []) Reperts 2
I Add new report : m
2] RecipeColorselection 5 =
=] Reportaudit [ 4
Z]] Tankievel 5 E
12! Text and graphic lists. N g
§§ Useradministration I
24
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No.

Action

3.

Optional
Adjust the header and footer line according to your specifications.

Further information can be found in the manual "WinCC Advanced V14" in the
chapter "Objects and reports (Panels, RT Advanced)”:
https://support.industry.siemens.com/cs/ww/en/view/109742297/74775254539

The Archive Trail Protocol has now been configured.

e

RecordID Time stamp DeltaToUTC  UserID

u} 18.11.2007 23:00 -1:00 Systemn
ChijectlD:
Application
Description:
This is an example description. It may not be cut and will be printed out
completely.

Save your project.

GMP
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5 Links & Literature

Table 5-1

Topic

\1\ Siemens Industry Online Support
https://support.industry.siemens.com

\2\ Download page of the entry
https://support.industry.siemens.com/cs/ww/en/view/109744244

\3\ Manual - SIMATIC WinCC Advanced V14
https://support.industry.siemens.com/cs/ww/en/view/109742297

\4\ Manual - SIMATIC Automation License Manager
https://support.industry.siemens.com/cs/ww/en/view/102770153

\5\ Manual — SIMATIC Logon V1.5.3
https://support.industry.siemens.com/cs/ww/en/view/109738714

\6\ | Application example - User Administration in WinCC (TIA Portal)
https://support.industry.siemens.com/cs/ww/en/view/109738532

\7\" | Application example - Integrating HMI Control Panels in TCP/IP Networks and
access to a NAS or to a shared Windows folder

https://support.industry.siemens.com/cs/ww/en/view/92346478

6 History

Table 1-2
Version Date Modifications
V1.0 05/2017 First version
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