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Legal information

Warning notice system

This manual contains notices you have to observe in order to ensure your personal safety, as well as to prevent
damage to property. The notices referring to your personal safety are highlighted in the manual by a safety alert
symbol, notices referring only to property damage have no safety alert symbol. These notices shown below are
graded according to the degree of danger.

A\DANGER
indicates that death or severe personal injury will result if proper precautions are not taken.

AAWARNING
indicates that death or severe personal injury may result if proper precautions are not taken.

A\CAUTION
indicates that minor personal injury can result if proper precautions are not taken.

NOTICE
indicates that property damage can result if proper precautions are not taken.

If more than one degree of danger is present, the warning notice representing the highest degree of danger will
be used. A notice warning of injury to persons with a safety alert symbol may also include a warning relating to
property damage.

Qualified Personnel

The product/system described in this documentation may be operated only by personnel qualified for the specific
task in accordance with the relevant documentation, in particular its warning notices and safety instructions.
Qualified personnel are those who, based on their training and experience, are capable of identifying risks and
avoiding potential hazards when working with these products/systems.

Proper use of Siemens products
Note the following:

AAWARNING

Siemens products may only be used for the applications described in the catalog and in the relevant technical
documentation. If products and components from other manufacturers are used, these must be recommended
or approved by Siemens. Proper transport, storage, installation, assembly, commissioning, operation and
maintenance are required to ensure that the products operate safely and without any problems. The permissible
ambient conditions must be complied with. The information in the relevant documentation must be observed.

Trademarks

All names identified by ® are registered trademarks of Siemens AG. The remaining trademarks in this publication
may be trademarks whose use by third parties for their own purposes could violate the rights of the owner.

Disclaimer of Liability
We have reviewed the contents of this publication to ensure consistency with the hardware and software
described. Since variance cannot be precluded entirely, we cannot guarantee full consistency. However, the
information in this publication is reviewed regularly and any necessary corrections are included in subsequent

editions.
Siemens AG C79000-G8976-C253-04 Copyright © Siemens AG 2011 - 2015.
Division Process Industries and Drives ® 12/2015 Subject to change All rights reserved
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90026 NURNBERG
GERMANY



Preface

Validity of this manual
This manual applies to the following modules:
e TIM 3V-IE DNP3
Hardware product version: 4
Firmware version V3.1
Article number: 6NH7803-3BA00-0AA0
¢ TIM4R-IE DNP3
Hardware product version: 4
Firmware version V3.1
Article number: 6NH7803-4BA00-0AA0

Communications modules for the SIMATIC 300/400 for DNP3 communication via classic
WAN networks (via serial interface) and IP-based LAN / WAN networks (via RJ-45 interface)

Product names and abbreviations

The following short forms of product names are often used in this manual:
e TIM

e DNP3 TIM

Simplified names of the two TIM modules named above if the property being described in the
particular context applies equally to both modules.

Purpose of the manual

This manual supports you during the configuration, installation, commissioning and operation
of the DNP3 modules in a DNP3 network.

TIM DNP3
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New in this release

o New functions of the above firmware version of the TIM:

New data object "DNP_Cmd01X_R" for the function of the DNP3 Object Group 12 /
Variation 1 in the station

Expansion of the DNP3 station address range to 65519
Expansion of the data objects “Dat12D_S / Dat12D_R* with the data type DWORD
Expansion of the data objects “Par12D_S / Par12D_R* to all data types except BOOL

For information on the new and expanded data objects refer to Objects of TD7onTIM
(Page 177) and Data objects: Specific channel parameters (Page 206).

Expansion of the Security functionality to protect against loading and deleting SDBs
(system data) of the TIM from a PG/PC

See section "Options" tab (Page 130) for information on this.

e Adaptation of the SINAUT engineering software for configuration of the new functions

e Editorial revision

Replaced documentation

This manual replaces the manual release 06/2014.

Current manual release on the Internet

You will also find the current version of this manual on the Internet pages of Siemens
Industry Online Support under at the following address:

49109245 (https://support.industry.siemens.com/cs/ww/en/ps/15939/man)

46636298 (https://support.industry.siemens.com/cs/ww/en/ps/15940/man)

Compatibility with older firmware versions

The DNP3 TIM with the firmware version described here is downward compatible with a
DNP3 TIM with firmware version 2.0.

Hardware and software requirements and compatibility

The hardware components and software versions required for configuration and operation of
the DNP3 TIM modules can be found in the section Requirements for operation - necessary
components and services (Page 31).

There, refer to the information on the compatibility of the SINAUT configuration tool.

TIM DNP3
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Required experience

To be able to configure and operate the devices described in this document, you require
experience of the following products and systems:

e SIMATIC S7-300/ S7-400
e SIMATIC STEP 7 V5
e DNP3 protocol

Further information on the Internet

You will find further information on the telecontrol products such as the latest information,
manuals, FAQs or software updates on the Internet on the pages of Siemens Industry Online
Support under the following address:

Link: (https://support.industry.siemens.com/cs/ww/en/ps/15939)

There select the required information under "Entry type" (for example "Updates", "Manuals",
"FAQs" etc.).

SIMATIC NET glossary

Explanations of many of the specialist terms used in this documentation can be found in the
SIMATIC NET glossary.

You will find the SIMATIC NET glossary here:

e SIMATIC NET Manual Collection or product DVD
The DVD ships with certain SIMATIC NET products.

e On the Internet under the following address:

Link: (https://support.industry.siemens.com/cs/ww/en/view/50305045)

License conditions

Note
Open source software

Read the license conditions for open source software carefully before using the product.

You will find license conditions in the following documents on the supplied data medium:
® DOC_OSS-S7CMCP_74.pdf
e DOC_OSS-TIM-DNP3_76.pdf

Training, Service & Support

You will find information on Training, Service & Support in the multi--language document
"DC_support_99.pdf" on the data medium supplied with the documentation.

TIM DNP3
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Trademarks

The following and possibly other names not identified by the registered trademark sign ® are
registered trademarks of Siemens AG:

TIM 3V-IE DNP3, TIM 4R-1E DNP3, SINAUT, SCALANCE, MODEM MD720, Modem MD2 /
MD3 / MD4, LTOP
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Uses and properties of the TIM 1

1.1 Application

DNP3 communication via WAN and Ethernet
The DNP3 TIM is a communications module for the SIMATIC® S7.

The TIM (Telecontrol Interface Module) is a communications module of the SIMATIC S7-
300/400 and has an S7-300 housing. There are two variants available:

e TIM 3V-IE DNP3

Communications module for the SIMATIC S7-300
e TIM 4R-IE DNP3

Possible applications:

— Communications module for a SIMATIC S7-300

— Stand-alone device that can be connected to a SIMATIC S7-400 or S7-400H via
Ethernet.

With the TIM modules, communication can be established between DNP3 master stations
and SIMATIC S7 stations via a WAN (Wide Area Network) or Ethernet (TCP/IP).

Connecting the SIMATIC S7 to DNP3 master stations

S7 stations with a DNP3 TIM can be connected to DNP3 control systems from Siemens or
other vendors.

A DNP3 master station can be a TIM or a control system.

In the SIMATIC world, PCS 7 (single or redundant) can be used as the central control center.

Output of process data to display devices

The process data in the process image of a master station TIM is output to the local CPU of
the master station TIM. Via interfaces of the CPU or additional interfaces (CPs) of the
SIMATIC station, process data can be output to other display devices, for example to
Operator Panels.

TIM DNP3
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1.1 Application

Classic WAN networks

In a classic WAN network, the following media can be used for data transfer with the TIM:

Ethernet

Dedicated line

Medium: Copper or fiber-optic cable
Dial-up networks

— Analog dial-up network

— |ISDN network

Star, bus (linear) and node structures can be implemented.

Communication is possible between the station and master station via an Ethernet network
with the DNP3 protocol.

Redundant transmission paths

14

Redundant paths with TIM 3V-IE DNP3

The classic WAN network can be combined with Ethernet networks. This allows
redundant paths to be established with the two interfaces of the TIM 3V |[E DNP3.

Redundant paths with TIM 4R-IE DNP3

With the 4 interfaces of the TIM 4R |E DNP3, there are further options for establishing
redundant transmission paths.

Interface combinations for redundant paths according to SIMATIC families:

S7-300

In configurations with S7-300, two identical or different interfaces of the TIM can be used
to create a redundant transmission path.

S7-400 / S7-400H

In configurations with S7-400 / S7-400H, the following interfaces can be used to create a
redundant transmission path:

— A serial interface and an RJ-45 interface
— Two serial RS-232/RS-485 interfaces

TIM DNP3
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1.2 TIM 3V-IE DNP3 - Overview

1.2 TIM 3V-IE DNP3 - Overview

TIM 3y.
DN 1E

P3

Image 1-1  TIM 3V-IE DNP3

Overview of the Properties of the TIM 3V-IE DNP3
e TIM without integrated modem, single width
® For installation as a communications processor (CP) in an S7-300
® |t has two interfaces:
— RJ-45 interface for attachment to Ethernet
Allows DNP3 communication via IP-based networks (LAN or WAN).
— RS-232 interface

Allows the connection of a modem for DNP3 communication (classic WAN) or
connection of a MODBUS slave.

Both interfaces can be used simultaneously.

TIM DNP3
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1.2 TIM 3V-IE DNP3 - Overview

DNP3 communication

With a TIM 3V-IE DNP3, an S7-300 CPU or a C7 control system can handle DNP3
communication:

— Over an IP-based network (WAN or LAN) with DNP3 subscribers
— Via a classic WAN with DNP3 subscribers

The TD7 software is integrated on the TIM (TD7onTIM)

Message memory: 64 000 data points

Module replacement without PG possible with the MMC of the CPU
Can be combined with other TIMs in the rack: no

Communication via MPI of the S7-300 CPU: no

Design of the TIM 3V-IE DNP3
The TIM 3V-IE DNP3 has all the advantages of the SIMATIC S7-300 system design:

16

Compact design; single standard width of the SM modules of the SIMATIC S7-300
9-pin D-sub male connector with an RS-232 interface for connecting a modem

RJ-45 jack for connection to Ethernet; industrial design with additional collar for inserting
the IE FC RJ-45 Plug 180

2-pin plug-in terminal block for connecting the external supply voltage of 24 V DC
Front LEDs for display of Ethernet and WAN communication

Easy to mount; the TIM is mounted on the S7-300 rail and connected to adjacent
modules by means of the bus module connectors. No slot rules apply.

Can be operated in an expansion rack (ER) in conjunction with the IM 360/361. This
allows the TIM to be combined with a C7 control system, with the newer C7 control
systems it can also be combined using the supplied I/O expansion cable.

Can be operated without a fan

The device is operated without an additional back-up battery or memory module.

TIM DNP3
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1.3 TIM 4R-IE DNP3 - Overview

- -SIEMENS
i TIM 4RE
%nuu

ESTOP

SiMATm NET

Image 1-2  TIM 4R-IE DNP3

Overview of the Properties of the TIM 4R-IE DNP3
e TIM without integrated modem, double width
e Compact unit that can be used in a wide variety of situations:
— As a communications processor (CP) in an S7-300

— As a standalone device combined with an S7-400 or S7-400H via the Ethernet
interface.

® |t has four interfaces:
— 2 x RJ-45 interface for attachment to Ethernet
Allows DNP3 communication via IP-based networks (LAN or WAN).
— 2 x combined RS-232/RS-485 interface

Allows DNP3 communication with a modem connected (classic WAN) or the
connection of MODBUS slaves.

The interface standard (RS-232/RS-485) is specified in the interface configuration.

All four interfaces can be used at the same time for DNP3 communication. The four
transmission paths can all be different and operated independently.

TIM DNP3
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1.3 TIM 4R-IE DNP3 - Overview

DNP3 communication

The SIMATIC devices named above can use DNP3 communication:
— Via any two WAN networks with DNP3 subscribers

— via two IP-based networks (WAN or LAN) with DNP3 subscribers

The four transmission paths can all be different and operated independently. All
interfaces can be used for the establishment of redundant transmission paths.

When installed as a CP in an S7-300, the following communication is also possible:
— With the CPU

— Via the MPI interface of a CPU 312 /313 /314 / 315-2 DP / 315F-2 DP with other
CPUs and control center PCs connected to the MPI bus

The TD7 software is integrated on the TIM (TD7onTIM). It can be used when the TIM is
installed as a CP in an S7-300.

Message memory: 200 000 data points

Modules can be replaced without a PG:

— In standalone mode using the optional C-PLUG

— When installed as a CP in an S7-300 over the MMC of the CPU

Optional: Battery for backup of the stored data messages and the hardware clock

Design of the TIM 4R-IE DNP3
The TIM 4R-IE DNP3 has all the advantages of the SIMATIC S7-300 system design:

18

Compact design; double standard width of the SM modules of the SIMATIC S7-300

Two 9-pin D-sub male connector with a combined RS-232/RS-485 interface for
connecting a modem

Two RJ-45 jacks for connection to Ethernet; industrial design with additional collar for
inserting the IE FC RJ-45 Plug 180

2-pin plug-in terminal block for connecting the external supply voltage of 24 V DC
Front LEDs for display of Ethernet and WAN communication

Simple mounting; the TIM is installed on an S7-300 rail. If the TIM is installed in an
S7-300 as a CP, it is connected to adjacent modules by means of the bus module
connectors. No slot rules apply.

Can be operated in an expansion rack (ER) in conjunction with the IM 360/361. This
allows the TIM to be combined with a C7 control system, with the newer C7 control
systems it can also be combined using the supplied I/O expansion cable.

Can be operated without a fan

A backup battery and a memory module (C-PLUG) can be installed as options.

TIM DNP3
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1.4 Communications services of the TIM

1.4 Communications services of the TIM

DNP3 communication

The communication of the TIM is based on the DNP3 SPECIFICATION Version 2.x
(2007/2009).

This handles the data traffic for the S7-CPU or for the control center PC with the aid of the
DNP3 protocol via the relevant network.

DNP3 conformity level of the TIM

The DNP3 specification divides devices into classes according to their range of functions.

The DNP3 TIM supports the DNP3 implementation levels 1 - 4 according to the DNP3
specification (DNP3 Application Layer protocol Level).

Some communications objects of the TIM provide functions that go beyond the DNP3
specification, refer to the section Supported DNP3 object groups (Page 162). The DNP3
implementation level of these objects is designated "5".

To ensure that the communications functions are possible during operation, the
implementation level of every DNP3 subscriber in the project is specified in the TD7onTIM
configuration.

S7 communication

The TIM supports S7 communication and PG/OP communication with the following
functions:

® PG functions
® Operator control and monitoring functions (HMI)
e PUT/GET (TIM 4R-IE only)

The TIM 4R-IE supports the PUT/GET services as client and server for data exchange
with remote S7-300/400 stations.

Connecting MODBUS slaves

Devices that communicate using the MODBUS protocol can be connected as MODBUS
slaves to a SIMATIC S7 station with a DNP3 TIM. The TIM of the S7 station operates as
MODBUS master.

The communication is handled in the S7 station via the serial interface of a DNP3 TIM. The
serial interface of the TIM is configured for this purpose in the SINAUT configuration tool for
the MODBUS protocol.

You will find the number of MODBUS slaves that can be connected per station in the section
Configuration limits (Page 28).

TIM DNP3
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1.4 Communications services of the TIM

DNP3 subscriber types
The following subscriber types are specified in the DNP3 specification:
® Master
Synonym: DNP3 master station
For the subscriber type "Master", the term "DNP3 master station" is used in this manual.
A master station is a higher-level controlling device.

When using DNP3 TIM modules, the following devices can operate as the DNP3 master
station:

— DNP3 TIM
— Control center system
System supported by the DNP3 master function, for example an OPC client system.
e Qutstation
Synonym: DNP3 station
For the subscriber type "Outstation", the term "DNP3 station" is used in this manual.

As a lower-level system, the DNP3 station sends process data (measured values,
statuses) to the DNP3 master station and receives switching or setpoint commands from
the DNP3 master station.

DNP3 subscriber types supported by the TIM
The following DNP3 subscriber types are supported by the TIM modules:
e DNP3 master station
Master in the sense of the DNP3 specification
The DNP3 master station is a DNP3 TIM in an S7-300/S7-400 station.

Due to the lower performance of the TIM 3V IE DNP3 (max. 8 possible connections), the
TIM 4R |E DNP3 is recommended as the master station TIM.

In the case of the TIM 3V IE DNP3, the output device for the process data is the
connected S7 CPU.

If a TIM 4R-1E DNP3 is used, the process data can be sent to control systems or other
output devices via other interfaces of the module.

The polling of the stations is specified in the configuration of the TIM.

TIM DNP3
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1.5 DNP3 device attributes of the TIM

® DNP3 station

Outstation in the sense of the DNP3 specification

TIM 3V-IE DNP3 or TIM 4R-IE DNP3 in an S7-300/S7-400 station
® "Node station"

S7 station with a TIM 4R-IE DNP3, that connects two DNP3 networks. It has at least the
following connections:

— Connection to the DNP3 master station via LAN or WAN

— Connection to hierarchically lower-level DNP3 stations via LAN or WAN

Setting the DNP3 subscriber type on the interface of the TIM

1.5

The DNP3 subscriber type is set in the configuration using the "Connection mode" of the
Ethernet interfaces of the TIM.

e Master station function

The setting of the master station function on an interface has the effect that the TIM
functions as a DNP3 master station on this interface.

e Station function

The setting of the station function on an interface has the effect that the TIM functions as
a DNP3 station on this interface.

e Node station function

The two interfaces with the "Node station" setting must therefore be connected once to
the master station and once to the lower-level DNP3 network.

You make the settings for the DNP3 functions of the interfaces in the STEP 7 configuration
of the TIM, refer to the section "Interfaces" tab (Page 119).

DNP3 device attributes of the TIM

Device attributes

The DNP3 protocol defines a series of device attributes that identify the functions of the
devices of different manufacturers. A DNP3 master station can query and, if required,
evaluate the attributes of the connected stations.

The DNP3 TIMs support the following device attributes:

Table 1-1 Device attributes of the TIM modules
Attribute Meaning Return value of the DNP3 TIM
211 Number of user-defined attributes Not supported (negative acknowledgment)
212 -215 Number of data set prototypes In each case 0
216 Number of binary commands (object 12) inames- | 10
sage
TIM DNP3
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1.5 DNP3 device attributes of the TIM

Attribute Meaning Return value of the DNP3 TIM
217 Accuracy of the TIM time stamp 10 ms
218 Time for which the time stamp accuracy can be 600 s

maintained following synchronization.
219 Support of analog output events Not supported (negative acknowledgment)
220 Max. index of the analog outputs According to the configuration
221 Number of analog outputs Max. index +1
222 Support of binary output events Not supported (negative acknowledgment)
223 Max. index of the binary outputs According to the configuration
224 Number of binary outputs Max. index +1
225 Support of frozen counter events Is supported
226 Support of frozen counters Is supported
227 Support of counter events Is supported
228 Max. index of the counters According to the configuration
229 Number of counters Max. index +1
230 Support of frozen analog inputs Not supported (negative acknowledgment)
231 Support of analog inputs Is supported
232 Max. index of the analog inputs According to the configuration
233 Number of analog inputs Max. index +1
234 Support of double bit inputs Not supported (negative acknowledgment)
235 Max. index of double bit inputs 0
236 Number of double bit inputs 0
237 Support of event messages with binary inputs Is supported
238 Max. index of the binary inputs According to the configuration
239 Number of binary inputs Max. index +1
240 Max. size of the application layer fragments in send | 2048 bytes

direction (station -~ master station)
241 Max. size of the application layer fragments in re- 2048 bytes

ceive direction (master station — station)
242 TIM software version Software version
243 TIM hardware version Hardware version
244 Not defined in the protocol specification -
245 User-specified string (location) Not supported (negative acknowledgment)
246 User-specified string (code) MAC address as string
247 User-specified string (name) Not supported (negative acknowledgment)
248 Serial number of the TIM Not supported (negative acknowledgment)
249 DNP3 implementation level Value of the configured conformity level of the DNP3

master station
250 Product name and model Order number as string
252 Vendor SIEMENS AG
TIM DNP3
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Detailed information on DNP3 attributes in the DNP3 device profile

1.6 Other properties of the TIM

You will find a detailed overview of the attributes and properties specified in the DNP3
protocol and supported by the two DNP3 TIM modules in the DNP3 device profile.

You will find the DNP3 device profiles on the Internet pages of Siemens Automation

Customer Support under the following entry IDs:
e TIM 3V-IE DNP3

Link: (https://support.industry.siemens.com/cs/ww/en/view/103655295)

* TIM4R-IE DNP3

Link: (https://support.industry.siemens.com/cs/ww/en/view/103655863)

1.6 Other properties of the TIM

Compatible SIMATIC families

The following table shows the SIMATIC families in which the two TIM variants can be used.

Can be used in SIMATIC family:

S7-300 S7-400
TIM 3V-IE DNP3 . no
TIM 4R-IE DNP3 . .

Interfaces
The table below shows the number of interfaces of the two TIM variants.
Ethernet RJ-45 port Serial interface for an exter-
nal modem or for connecting
MODBUS slaves
TIM 3V-IE DNP3 1 1
(RS232)
TIM 4R-IE DNP3 2 2
(RS232/RS485)
TIM DNP3
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1.7 Transmission types and connection establishment

DNP3 communication between stations

Depending on the network type via which the DNP3 stations communicate, communication
between the DNP3 stations is handled as follows:

® Direct communication
The DNP3 stations are connected via the following network types:
— Ethernet
— Dial-up network
A direct connection is established.

® |nter-station communication
The DNP3 stations are connected via the following network types:
— DNP3 dedicated line

The connection is always via the CPU of the DNP3 master station or a higher-level node
station.

Data received in the master station or node station from the transmitting source station is
initially stored on the CPU of the master or node station. For this to be possible, receive
objects must be configured on the TIM of the master or node station.

In a second step, the data must then be read out of the CPU by send objects and
forwarded to the destination station.

Remote programming

Diagnostics and programming functions provided by SIMATIC and SIMATIC NET
Telecontrol for station automation and telecontrol communication can be used via Ethernet
while process data transmission is active.

You will find details in the section SINAUT diagnostics and service tool (Page 242).

1.7 Transmission types and connection establishment

Transmission types (prioritization)

The priority of the transfer of the process values from the station to the master station is
configured in the parameter box "Send parameters" for sending communications objects:

The configuration of the send parameters is described in the following section:
Data objects: Partner and send parameters (Page 194)

® No event class (static)

The data is read out of the image memory of the station TIM when it is polled by the
DNP3 master station (class 0 poll).

TIM DNP3
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1.7 Transmission types and connection establishment

e Eventclass1,2o0r3

The data is stored as an event in the send buffer and actively transferred to the DNP3
master station.

You will find detailed information about the event classes in the section Classification of
the data according to the type of transmission (Page 161).

Transfer of the data can be triggered by various criteria:
— Reaching a configured number of events in the send buffer of the TIM

The configuration is described in the following section:
"DNP3 parameters" dialog (Page 123) > "DNP3 event parameters" tab

For dial-up networks, you will find further setting options in the following section:
Configuring WAN network nodes (Page 99)

— Settable trigger conditions:
- Change-driven transmission
- Cyclic transmission
- Time-driven transmission

The configuration is described in the following section:
Data objects: Memory area and triggers of the channels (Page 200)

Connection establishment
o Master station connections

The initiative for connection establishment depends on the transmission type configured
for a data point:

— Static data points

The current values of all data points (including the events) are always transferred as
the reply to polls by the DNP3 master station. The initiative for connection
establishment comes from the DNP3 master (see above "Command direction"
parameter).

— Data points configured as an event

The value of a data point configured as an event is transferred on the initiative of the
station, see above (event classes).

e Connections between stations

To allow a station to establish the connection to a partner station actively, the "Command
direction" parameter must be enabled in the sending objects (TD7onTIM configuration >
TIM with TD7onTIM > Object > Send parameter).

TIM DNP3
System Manual, 12/2015, C79000-G8976-C253-04 25



Uses and properties of the TIM

1.8 Message memory of the TIM for events

1.8

Message memory of the TIM for events

Message memory for events

1.9

Note
Reducing the size of the message memory
The overall size of the message memory can be configured and can be reduced. Since the

transmission of several thousand events via connections with a low transmission speed
(modem) takes a relatively long time, a reduction may be practical.

The TIM saves the data messages (including the time stamp) of data points that are
configured as an event. This reduces the data loss if disturbances occur on the
communications path or if a partner fails.

Size of the message memory:
e TIM 3V-IE DNP3: 64 000 events
e TIM 4R-IE DNP3: 200 000 events

If you use a backup battery in the TIM 4R-IE DNP3, events are retained even if there is a
power outage. On return of power, the connected DNP3 master stations can read these
events.

If there are several DNP3 master stations connected, the available message memory of a
station is divided up according to the number of master stations.

Time synchronization

Options for time-of-day synchronization of DNP3 stations

26

The system time of the station TIM of a DNP3 station can be set in two ways as described
below:

® Time-of-day synchronization using DNP3 mechanisms
® Time-of-day synchronization with NTP (Network Time Protocol)
(for TIM 4R-1E DNP3 only)

Note
Avoiding time-of-day inconsistencies
Note the following points relating to time-of-day synchronization:

e Make sure that only one subscriber ever operates as the time-of-day master in a DNP3
network.

e Make sure that only one of the methods of time-of-day synchronization listed below is
used.

TIM DNP3
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1.9 Time synchronization

Time-of-day synchronization using DNP3 mechanisms

The system time of the station TIM can be set by a PC of the connected DNP3 master
station.

If the TIM module has established a connection to the DNP3 master station, the TIM module
requests time-of-day synchronization by the master station in the accompanying internal
indication bit "lIIN1.4 [NEED_TIME]".

If the master station supports this function, it sends time-of-day messages with the time of
day to the TIM module. The TIM system time is set whenever a time-of-day message is
received.

Remember that the time of day of DNP3 master stations in UTC format generally does not
take into account daylight saving time or time zones.

To request a renewed time-of-day synchronization, the TIM sets the corresponding [IN1.4 bit
after a configurable time has elapsed since the last time-of-day synchronization. The
synchronization cycles are specified in the configuration.

Time-of-day synchronization with NTP

Configuration

TIM DNP3

The time of day synchronization using NTP is only supported by the TIM 4R IE DNP3. Itis
intended for the TIM as DNP3 master station.

The following use of the two Ethernet interfaces of the TIM 4R IE DNP3 is a practical
solution:

® One Ethernet interface for connecting the DNP3 network
® One Ethernet interface for connecting to one or two NTP servers
As a result, the two networks are separated from each other.
The TIM supports the following variants of NTP:
e NTP
time-of-day synchronization method without authentication
o NTP (secure)

The secure method NTP (secure) uses authentication with symmetrical keys according to
the hash algorithms MD5 or SHA-1.

You configure time-of-day synchronization in STEP 7, refer to the section Configuring time-
of-day synchronization (Page 134).
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1.10 Configuration limits

1.10 Configuration limits

Number of communications partners (connection resources) per TIM

The maximum number of communications partners is the maximum possible number of
DNP3 connections (sessions) per TIM.

You will find the connection resources in the form of the table after the following listing.

TIM configured as DNP3 master station / node station
®* TIM4R-IE DNP3

Number in total: Max. 128,
of which:

— Pro Ethernet interface:
- Configured with master station function: Max. 64
- Configured with station function: Max. 16

— Pro RS-232 interface:
- Configured with master station function: Max. 32
- Configured with station function: Max. 16

e TIM 3V-IE DNP3

Number in total: Max. 8,
of which:

— Via the Ethernet interface: Max. 8
— Via the RS-232 interface: Max. 8

TIM configured as DNP3 station
e TIM 4R-IE DNP3

Number in total: Max. 32,
of which:

— Per Ethernet interface Max. 16
— Per RS-232 interface: Max. 16
e TIM 3V-IE DNP3

Number in total: Max. 8,
of which:

— Via the Ethernet interface: Max. 8
— Via the RS-232 interface: Max. 8

Note

Double the connection resources with direct communication between stations (only via
Ethernet or dial-up network)

Note that when there is direct communication between two stations, 2 connection resources
are occupied per station: One for the master station connection, one for the station
connection.

TIM DNP3
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Table 1- 2 Overview of the connection resources

TIM type Subscriber type / Max. number of Interface Network type Max. number of
interface configura- | connections per connections per
tion TIM in total interface

TIM 4R-IE DNP3 Master station 128 * Ethernet 1 TCP 64

Ethernet 2 TCP 64
RS232 no. 1 Dedicated line 32
Dial-up network 32

RS232 no. 2 Dedicated line 32
Dial-up network 32

Station 32 Ethernet 1 TCP 16
Ethernet 2 TCP 16
RS232 no. 1 Dedicated line 16
Dial-up network 16

RS232 no. 2 Dedicated line 16
Dial-up network 16

TIM 3V-IE DNP3 Master station / 8 Ethernet TCP 8

node station RS232 Dedicated line 8
Dial-up network 8

Station 8 Ethernet TCP 8
RS232 Dedicated line 8

Dial-up network 8

* The total number of 128 also applies to the TIM 4R |IE DNP3 as a node station. The maximum number per interface is
obtained from the information in the "Master station" or "Station" rows.

Number of communications objects per TIM

The maximum number of communications objects for DNP3 communication per TIM is 100.

Size of the message memory for events
e TIM 3V-IE DNP3: 64 000 events
e TIM 4R-IE DNP3: 200 000 events

TIM DNP3
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1.11 Scope of delivery

Number of S7 connections via Ethernet

In addition to the DNP3 connections, the number of possible S7 connections via the Ethernet
interface is as follows:

* TIM4R-IE DNP3

Number in total: Max. 5,
of which:

— 2 configurable S7 connections
— 2 PG connections
— 1 OP connection

e TIM 3V-IE DNP3

Number in total: Max. 3,
of which:

— 2 PG connections
— 1 OP connection

No S7 connections can be established via the serial interface.

Number of MODBUS slaves per station

The maximum number of MODBUS slaves that can be connected to the serial interface of a
TIM depends on the configured interface standard:

® RS-232: Maximum of 1 MODBUS slave
® RS-485: Maximum of 8 MODBUS slaves

1.11 Scope of delivery

In addition to the TIM module, the following components ship with the product:

Bus module connector

Both TIM modules are supplied with a bus module connector allowing the TIM to be installed
in an S7-300 as a CP.

Adapter cable foe TIM 4R-IE DNP3
The adapter cable for the second RS-232/RS-485 interface ships with the TIM 4R-IE DNP3.

Documentation
The "SIMATIC NET Manual Collection" with documentation ships with both TIM modules.

You will find the link to the current edition on the Internet in the preface of this manual.

TIM DNP3
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1.12 Requirements for operation - necessary components and services

1.12 Requirements for operation - necessary components and services

The TIM is based on the SIMATIC S7-300, S7-400 and S7-400H systems. It expands these
systems with the components listed below that include both hardware and software.

1.121 Hardware and required services

Required hardware components and services
To use Internet and mobile wireless services, you require suitable network providers.

The following description of the devices relates only to the communications components.
CPU, power supply and 1/0 modules as well as rails, enclosures, cabling and other
accessories are not taken into account.

o DNP3 master station

An S7 station with DNP3 TIM or a PC with SIMATIC PCS 7 TeleControl is required as the
DNP3 master station.

For communication via the Internet, a router is required, for example SCALANCE M816.
Communication using mobile wireless
— With connection to the Ethernet interface of the TIM:

For communication using mobile wireless and via the Internet, your GSM network
provider needs an access point (APN) to the Internet. The master station is connected
to the Internet; the station is connected to the GSM network.

— With connection to the serial interface of the TIM:

For communication using only mobile wireless (without Internet), you require a
MODEM MD720. Your GSM network provider must support the CSD service.

TIM DNP3
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1. 12 Requirements for operation - necessary components and services

o DNPS3 station

To set up DNP3 stations, SIMATIC stations are required consisting of CPU, 1/0O modules
and possibly other modules.

The following is required in the SIMATIC station for DNP3 communication:
— TIM 3V-IE DNP3
or
— TIM 4R-IE DNP3
For communication via the Internet, a router is required, for example SCALANCE M812.
For communication using mobile wireless, a router or modem is required:
— With connection to Ethernet interface: Mobile wireless router, e.g. SCALANCE M87x

— Connection to Ethernet interface: MODEM MD720 (see below) in terminal mode
(CSD)

For communication via classic WAN, the TIM requires a suitable modem:
— DNP3 dedicated line: Dedicated line modem MD2

Optional: LTOP overvoltage protection modules for the dedicated line attachment
— Analog dial-up network Analog dial-up modem MD3

Alternative: Third-party modem with RS-232 interface and support of AT commands
and the duplex mode

— ISDN network: ISDN MD4 modem (is no longer available)

Alternative: Third-party ISDN modem with RS-232 interface and support of AT
commands and the duplex mode

— GSM network: MODEM MD720
When connecting modems, you require a suitable cable.

For more information on routers, modems, connecting cables and optional components, refer
to the section Accessories (Page 313).

TIM DNP3
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1.12.2 Compatible SIMATIC CPUs

1.12.2.1 CPUs for installing the TIM 3V-IE DNP3 in an S7-300

Compatible CPU types in the S7-300

The TIM 3V-IE DNP3 can be used in an S7-300 as a communications processor (CP). In
principle, all S7-300 standard and compact CPUs can be combined with this TIM. All the
following standard and compact CPUs can be used without restrictions.

Standard CPU modules

CPU 312

CPU 314

CPU 315-2 DP
CPU 315-2 PN/DP
CPU 315T-2 DP
CPU 315F-2 DP
CPU 315F-2 PN/DP
CPU 317-2 DP
CPU 317-2 PN/DP
CPU 317T-2 DP
CPU 317F-2 DP
CPU 317F-2 PN/DP
CPU 319F-3 PN/DP
CPU 319-3 PN/DP

ab 6ES7 312-1AE14-0ABO
ab 6ES7 314-1AG14-0AB0O
ab 6ES7 315-2AH14-0AB0
ab 6ES7 315-2EH14-0AB0
ab 6ES7 315-6TH13-0AB0O
ab 6ES7 315-6FF04-0AB0O
ab 6ES7 315-2FJ14-0AB0O
ab 6ES7 317-2AJ10-0AB0O
ab 6ES7 317-2EK14-0AB0O
ab 6ES7 317-6TK13-0AB0O
ab 6ES7 317-6FF03-0ABO
ab 6ES7 317-2FK14-0AB0
ab 6ES7 318-2FL01-0ABO
ab 6ES7 318-3EL01-0ABO

Compact CPU modules

CPU 312C

CPU 313C

CPU 313C-2 PtP
CPU 313C-2DP
CPU 314C-2 PtP
CPU 314C-2 DP

ab 6ES7 312-5BE03-0AB0O
ab 6ES7 313-5BF03-0AB0
ab 6ES7 313-6BF03-0AB0
ab 6ES7 313-6CF03-0AB0O
ab 6ES7 314-6BG03-0AB0
ab 6ES7 314-6CG03-0AB0

Instead of an S7-300 standard or compact CPU, one of the following C7 control systems can

also be used.

C7 control systems
SIPLUS C7-613
SIPLUS C7-635 KEY

TIM DNP3
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1. 12 Requirements for operation - necessary components and services

1.12.2.2

Introduction

34

CPUs for installing the TIM 4R-IE DNP3 in an S7-300

The TIM 4R-IE DNP3 can be used in an S7-300 as a communications processor (CP). In
principle, all S7-300 standard and compact CPUs can be combined with this TIM. All the
following standard and compact CPUs can be used without restrictions.

Standard CPU modules

CPU 312

CPU 314

CPU 315-2 DP
CPU 315-2 PN/DP
CPU 315T-2 DP
CPU 315F-2 DP
CPU 315F-2 PN/DP
CPU 317-2 DP
CPU 317-2 PN/DP
CPU 317T-2 DP
CPU 317F-2 DP
CPU 317F-2 PN/DP
CPU 319F-3 PN/DP
CPU 319-3 PN/DP

ab 6ES7 312-1AE14-0ABO
ab 6ES7 314-1AG14-0AB0
ab 6ES7 315-2AH14-0AB0
ab 6ES7 315-2EH14-0AB0
ab 6ES7 315-6TH13-0AB0O
ab 6ES7 315-6FF04-0ABO
ab 6ES7 315-2FJ14-0AB0O
ab 6ES7 317-2AJ10-0AB0
ab 6ES7 317-2EK14-0AB0O
ab 6ES7 317-6TK13-0AB0
ab 6ES7 317-6FF03-0AB0
ab 6ES7 317-2FK14-0AB0
ab 6ES7 318-2FL01-0ABO
ab 6ES7 318-3EL01-0ABO

Compact CPU modules

CPU 312C

CPU 313C

CPU 313C-2 PtP
CPU 313C-2DP
CPU 314C-2 PtP
CPU 314C-2 DP

ab 6ES7 312-5BE03-0AB0O
ab 6ES7 313-5BF03-0AB0
ab 6ES7 313-6BF03-0AB0
ab 6ES7 313-6CF03-0AB0O
ab 6ES7 314-6BG03-0AB0
ab 6ES7 314-6CG03-0AB0O

Instead of an S7-300 standard or compact CPU, one of the following C7 control systems can

also be used.

C7 control systems
SIPLUS C7-613

ab 6ES7 613-1CA02-4AE3

SIPLUS C7-635 KEY ab 6ES7 635-2EC02-4AE3
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1.12.2.3 CPUs for a standalone TIM 4R-IE DNP3 with S7-400 or S7-400H

Compatible CPU types for a standalone TIM 4R-IE DNP3

TIM DNP3

In standalone mode, in other words, without an S7-300-CPU, the TIM 4R-IE DNP3 is ideally
suited as a communications processor for an S7-400 or S7-400H. They are then linked over
one of the Ethernet ports of the TIM.

With an S7-400 or S7-400H, an Ethernet CP is used as the interface. The following S7-400-
CPUs can be linked over an Ethernet CP:

S7-400

CPU 412-1 ab 6ES7 412-1XJ05-0AB0 (Version 02)
CPU 412-2 ab 6ES7 412-2XJ05-0AB0 (Version 01)
CPU 412-2 PN/DP ab 6ES7 412-2EK06-0AB0O (Version 01)
CPU 414-2 ab 6ES7 414-2XK05-0AB0 (Version 01)
CPU 414-3 ab 6ES7 414-3XM05-0AB0 (Version 01)
CPU 414-3 PN/DP ab 6ES7 414-3EM06-0AB0O (Version 01)
CPU 414F-3 PN/DP  ab 6ES7 414-3FM06-0AB0 (Version 01)
CPU 416-2 ab 6ES7 416-2XN05-0AB0 (Version 01)
CPU 416-3 ab 6ES7 416-3XR05-0AB0 (Version 01)
CPU 416-3 PN/DP ab 6ES7 416-3ES06-0AB0O (Version 01)
CPU 416F-2 ab 6ES7 416-2FN05-0ABO (Version 01)
CPU 416F-3 PN/DP  ab 6ES7 416-3FS06-0AB0 (Version 01)
CPU 417-4 ab 6ES7 417-4XT05-0AB0 (Version 01)
S7-400H

CPU 410-5H 6ES7 412-5HX08-0AB0 (Version 01)
CPU 412-3H 6ES7 412-3HJ14-0AB0O (Version 01)
CPU 412-5H 6ES7 412-5HK06-0AB0 (Version 01)
CPU 414-4H 6ES7 414-4HM14-0AB0O (Version 01)
CPU 417-4H 6ES7 417-4HT14-0ABO (Version 01)
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1.12.3 Software

1.12.3.1 Required software components

Software components
® Configuration software
- STEP7V5
STEP 7 is required for the basic configuration.
— SINAUT engineering software

The SINAUT configuration and diagnostics software from this software package is
required for the PG.

e Control center software

SIMATIC PCS 7 TeleControl from the SIMATIC environment can be used as control
center software.

You will find the required software versions in the section Software versions (Page 36).

1.12.3.2 Software versions

Required software
This manual applies to the following configuration software versions:
e SINAUT engineering software
Required version: V5.5 + SP1
Order number: 6NH7997-0CA54-0AA0

An already installed full version V5.x can upgraded to the current version with an upgrade
package. You will find the upgrade package under the following article number:
6NH7997-0CA54-0GA0

Information on the upgrade package can be found on the Internet pages of Siemens
Industry Online Support under the following entry ID:
87795994 (http://support.automation.siemens.com/WW/view/en/87795994)

You will find the STEP 7 version required for the SINAUT engineering software in the
"STEP 7" bulleted point below.

e Operating system for the SINAUT engineering software

For the the SINAUT engineering software you require a Windows operating system
compatible with the installed version of STEP 7.

TIM DNP3
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e STEP7
At least STEP 7 V5.4 Service Pack 4 is required.
As of STEP 7 V5.4 SP4 the following operating systems are supported:
— Windows XP Professional SP2
— Windows Server 2003 SP2
With STEP 7 V5.5 SP1, the following operating systems are supported:
— Windows 7 (32-bit or 64-bit)
The Windows XP mode in Windows 7 is not released.
— Windows Server 2008 (32-bit), without or with SP1
— Windows Server 2008 R2 (64-bit), without or with SP1

There is no guarantee that STEP 7 will run on other operating systems; any attempt to do
so is the responsibility of the user. Refer to the readme of the relevant STEP 7 version for
further details.

e SIMATICPCS7

The devices described in this manual are compatible with the following process control
system versions:

— SIMATIC PCS 7 V7.1 SP2 (basic system for the DNP3 master station)
— SIMATIC PCS 7 TeleControl Server V7.1 SP2 (add-on for telecontrol functions)

1.12.3.3 The SINAUT engineering software

Components of the SINAUT engineering software and how it is supplied
The SINAUT ST7 Engineering Software is made up of two parts:
e The SINAUT configuration and diagnostics software
The software is installed on the programming device or on the engineering station.
e The SINAUT TD7 block library for the CPU (not necessary)

The TD7 library contains software blocks for telecontrol communication. It is not required
for DNP3 TIMs.

The the TD7 software is integrated in DNP3 TIMs as TD7onTIM. It is configured with the
SINAUT configuration software.

How the SINAUT engineering software is supplied
The SINAUT engineering software is supplied on a CD-ROM.
The CD-ROM also contains the following manuals in electronic form (German/English):
e DNP3-TIM - System manual
e SINAUT ST7 - System Manual (volume 1, volume 2)

TIM DNP3
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Licensing

The software package is a working package that can be used for any number of projects
without licensing.

Components of the SINAUT configuration and diagnostics software

The SINAUT configuration and diagnostics software includes the following components:
e Expanded functions for STEP 7 V5

When you install the SINAUT configuration and diagnostics software, additional software
functions are integrated in the STEP 7 installation:

— Enhancement in STEP 7 NetPro

With the enhanced functions, WANs and network nodes can be displayed and
assigned parameters in NetPro.

— Enhancement in STEP 7 HW Config

With the enhanced functions, the TIM modules can be displayed and assigned
parameters in HW Config.

® The SINAUT Configuration Tool

This is used for project-wide functions such as connection configuration and subscriber
management.

e The SINAUT diagnostics and service tool.

Apart from the diagnostics functions of STEP 7, the diagnostics and service tool can be
used, for example, to load new firmware on a TIM.

Expansions in STEP 7 HW Config

The catalog in STEP 7 HW Config is expanded by the SINAUT folder in the SIMATIC 300
directory. This lists all available TIM modules.

You can select the required TIM module from the SINAUT folder and install it in the S7 rack.

The relevant properties dialogs are available for assigning parameters to the TIM modules,
telecontrol networks and network nodes. They can also be called from NetPro.

Expansions in STEP 7 NetPro

38

The catalog in STEP 7 NetPro is expanded by the telecontrol networks in the Subnets
directory. You can select the telecontrol networks you require from this directory and install
them in the STEP 7 network window.

The TIM modules are interconnected with the networks in the STEP 7 network window using
the mouse. Errors in the interconnections are rejected immediately.

The relevant properties dialogs are available for assigning parameters to the TIM modules,
telecontrol networks and network nodes. They can also be called from HW Config.

TIM DNP3
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The SINAUT Configuration Tool

The SINAUT configuration tool is a separate configuration tool embedded in the STEP 7
environment. This allows you to perform the remaining tasks required for telecontrol
networks. It consists of the following:

® Connection configuration

® Subscriber administration

e SINAUT ST1 - Configuration Overview (not necessary)
Connection configuration

The first step is to use the connection configuration function to specify the subscribers
between which a connection is necessary. The tool provides you with a selection of all
theoretically possible connections in the right-hand pane of the split window. These are
identified automatically by the tool based on the network configured with NetPro. You then
select the actually required connections and copy them to the left-hand pane using the
shortcut menu.

Subscriber administration

Among other things, the subscriber administration provides a list with all subscribers. Where
necessary, you can make subscriber-specific adaptations, for example, changing the
SINAUT subscriber number of the individual devices.

The TD7 software is also configured in the subscriber administration (TD7onTIM); in other
words, the configuration of the data messages to be sent and received. Based on the
configuration data, the software generates the system data blocks (SDBs) for the CPU and
TIM modules.

The SINAUT diagnostics and service tool

In addition to the diagnostics functions familiar from STEP 7, you also have access here to
TIM-specific diagnostic information.

Using the service tool, new software can also be loaded on a TIM.

1.12.3.4 Compatibility of the versions of the SINAUT configuration tool

Use of the SINAUT configuration tool in existing projects

If you want to edit existing projects created with older versions of the SINAUT configuration
tool with the software version described here, remember the following:

Note
Editing with the current version of the SINAUT configuration tool
If you edit an existing project with the version of the SINAUT configuration tool described

here, do not edit it again with the older version of the configuration tool. This can lead to
inconsistencies.
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Network structures and configurations 2

2.1 Overview of the possible network types

With the DNP3 TIM, hierarchical networks consisting of control center and stations and if
required node stations can be set up via a WAN.

IP-based WAN
DNP3 communication is possible between station and control center via IP-based WANSs:
® \ia Ethernet (copper cable)
® OQver fiber-optic cable

— For example by using SCALANCE X switches with optical ports; this allows distances
of up to 120 km to be covered.

or also

— In conjunction with transmission systems such as PCM30 or OTN

Classic WAN
® Dedicated lines

Dedicated lines, private or leased copper cable or fiber-optic cable can be used as classic
WANSs for the data transmission. A suitable dedicated line modem is required for data
transmission, for example the dedicated line modem MD2.

e Dial-up networks
The following networks can be used for data transmission:

Private wireless networks

Analog telephone network
Digital ISDN network

Mobile wireless network (GSM)

2.2 Communication relations between DNP3 subscribers

Possible communications relations
o A DNP3 master station can communicate with several DNP3 stations.

o A DNP3 station can communicate with several master stations.

TIM DNP3
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® A node station with DNP3 TIMs can communicate with a higher-level DNP3 master
station and with DNP3 stations of a lower-level DNP3 network.

This means that DNP3 communication via several lower-level hierarchical networks is not
possible.

e Communication between station and station is also not supported.

Details on the attachment options can be found in the section Technical specifications
(Page 299).

The initiative for communication generally comes from the DNP3 master station that sends
commands to and polls the lower-level devices. The DNP3 station reacts with a
corresponding response.

Stations can also send spontaneous (unsolicited) messages relating to events to the master
station.

Communication relations that are not supported

e Communication between master station and master station is not supported.

2.3 Communication with MODBUS slaves

Connecting MODBUS slaves

Devices that communicate using the MODBUS RTU protocol can be connected as MODBUS
slaves to a SIMATIC S7 station with a DNP3 TIM. The S7 station operates as MODBUS
master. The communication is handled in the S7 station via the serial interface of a DNP3
TIM.

In the DNP3 network, the S7 station to which the MODBUS slave or slaves are connected
operates as a DNP3 station.

24 Configuration options with the DNP3 TIMs

241 Configurations with S7-300

Possible configurations

The following configuration options are possible with DNP3 TIMs in the S7-300. You will find
the numbering of the station connectors in the following figure.

1. Single connection of a station via 1 Ethernet network

2. Single connection of a station via 1 classic WAN network, alternatively:
— DNP3 dedicated line network
— DNP3 dial-up network

TIM DNP3
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3. Redundant connection of a station via 1 DNP3 dedicated line or dial-up network and 1
Ethernet network

4. Redundant connection of a station via 2 classic WAN networks (DNP3 dedicated line or
dial-up network)

5. Redundant connection of a station via 2 Ethernet networks

"-! DNP3 Master

H E RN
Ethernet (1)
Industrial Ethernet

\ \ 2
;T Ethernet (1)

Indwstrial {
DNP Station 1 — vy
WARN 1
DMNP3 Dedicated Line A
2 aT

DMNP Station 2

|DNP Station 4

CPU [T
2 ‘HH 314 | 4R-IE
DNP3
H BB @

(3] 2 (5]

DNP Station 3

Image 2-1 Configurations with S7-300

242 Configurations with S7-400

Possible configurations

The following configuration options are possible with DNP3 TIMs in the S7-400. You will find
the numbering of the station connectors in the following figure.

1. Single connection of a station via 1 Ethernet network
2. Single connection of a station via 1 DNP3 dedicated line or dial-up network

3. Redundant connection of a station via 1 DNP3 dedicated line or dial-up network and 1
Ethernet network
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4. Redundant connection of a station via 2 DNP3 dedicated line or dial-up networks (or
mixed)

5. Connections between the stations themselves via a local Ethernet network are not DNP3
connections. The connections are configured as S7 connections.

Access to the CPU data of the DNP3 station is configured using the TD7onTIM objects of
the TIM. Data is exchanged using the PUT/GET services.

The connection mode of the Ethernet interface of the TIM in DNP3 station 3 must be set
to "Neutral".

Note
Max. 1 CPU connected to stand-alone TIM

A maximum of one CPU can be connected to a stand-alone TIM (in the example Ethernet

network 5).
-! ‘DNPS Master
H NN

Ethernet(1)
Industrial Ethernet
WAR
n DNP3 Dedicgted Line
DNP3 Station 1 WA
- 3 Dedicated Lire
DHNP3
[ ]
2 L
|Stati0n 2 DMP3 Station 2 ;
TPU [CP DNP3 Station 4
DAL RIS B" B-IE
DHP3
B H EE B
|2E||I: IE (2) 2 2
Indystrial Ethernet (5]
Station 3 DMP3 Station 3
[CPU TP
L=t | -1
m |m strial Etherngt

I2|:||: [E (3) 2
indystrial Ethernet @

Image 2-2  Configurations with S7-400
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243 Configurations with S7-400H

Possible configurations

The following configuration options are possible with DNP3 TIMs in the S7-400H. You will
find the numbering of the station connectors in the following figure.

1.
2.
3.

TIM DNP3

Single connection of a station via 1 Ethernet network
Single connection of a station via 1 DNP3 dedicated line or dial-up network

Redundant connection of a station via 1 DNP3 dedicated line or dial-up network and 1
Ethernet network

Redundant connection of a station via 2 DNP3 dedicated line or dial-up networks (or
mixed)

Connections between the stations themselves via a local Ethernet network are not DNP3
connections. The connections are configured as S7 connections.

Access to the CPU data of the DNP3 station is configured using the TD7onTIM objects of
the TIM. Data is exchanged using the PUT/GET services.

The connection mode of the Ethernet interface of the TIM in DNP3 station 3 must be set
to "Neutral".

Note
Max. 1 CPU connected to stand-alone TIM

A maximum of one CPU can be connected to a stand-alone TIM (in the example Ethernet
network 5).

An H-CPU counts as 1 CPU.

Device redundancy with 2 TIM modules on an S7-400H is not supported.
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2.5 Configuration variants with IP-based WAN
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Image 2-3  Configurations with S7-400H
2.5 Configuration variants with IP-based WAN

Hierarchical networks with node stations
The two following examples illustrate configurations in a star or ring topology.

You will find hierarchical network structures with node stations in the following section
Configuration variants with classic and IP-based WAN (Page 48). The hierarchical setup with
node stations shown there also applies to IP-based networks.

TIM DNP3
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2.5 Configuration variants with IP-based WAN

IP-based optical network, linking via switches in a ring topology

SINAUT PCS 7
master station with
CP 1613 A2/
CP1623

Switch
SCALANCE
X204-2

[ Fiber Optic

S$7-300
with TIM 3V-IE
DNP3

§7-300
with TIM 3V-IE
DNP3

Switch Switch
SCALANCE SCALANCE
X204-2 X204-2

Switch
SCALANCE
X204-2

§7-300
with TIM 3V-IE
DNP3

Image 2-4 IP-based network, linking via switches

IP-based communication via DSL

B Industrial Ethernet
O VPN tunnel

SCALANCE
M8a12

Image 2-5  IP-based communication via DSL
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2.6 Configuration variants with classic and IP-based WAN

Dedicated line configurations

Dedicated line configurations

DNP3 master
station

DNP3 station

Image 2-6  Examples of dedicated line configurations
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2.6 Configuration variants with classic and IP-based WAN

Dial-up network configurations

Dial-up network configurations

B Explanations

deE dEy BEs sEE

-
]
]

Image 2-7  Examples of dial-up network configurations
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2.6 Configuration variants with classic and IP-based WAN

Various redundant configurations

| Explanations .

Image 2-8  Examples of redundant configurations
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LEDs and connectors

3.1 TIM 3V-IE DNP3
3.1.1 Display elements, connectors and buttons
TIM 3V-IE
SE DNP3 Front panel with labeling 'TIM 3V-IE DNP3'
LINK
RX/TX
Fld | Display elements (LEDs)
STOP I
SIMATIC NET

Order number of the TIM
TIM 3V-IE DNP3: 6NH7803-3BA00-0AA0

Display of the current hardware
version

i

Image 3-1 Front view of a TIM 3V-IE DNP3 with closed front panel

GNH7803-3BA00-0AA0
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3.1 TIM 3V-IE DNP3

9-pin connector:
SF RS-232 port for connecting an external
[ modem or other transmission equipment

LINK P
RX/TX
RUN
STOP
KBus
L

TxD
Further display elements (LEDs)
RxD

e —————  RESEThutton

(refer to note under figure)

| [ [ RJ-45 jack:
' = Ethernet Connection
| | =
,==;

Image 3-2 Front view of a TIM 3V-IE DNP3 with front panel removed

For information on the function of the RESET button, refer to "Default startup” in the section
Startup activities of the TIM 3V-IE DNP3 (Page 70).

3.1.2 LEDs of the TIM 3V-IE DNP3

The following table summarizes the meaning of the nine LEDs during normal operation. The
display during startup is explained in the section "Startup activities of the TIM 3V-IE DNP3
(Page 70)".

Table 3-1 Meaning of the LEDs on the front panel of the TIM 3V-IE DNP3

LED no. Labeling Relevant TIM port Description

1 SF All Group error
Indicates missing or bad parameter settings and RAM errors.

2 None - -
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3.1 TIM 3V-IE DNP3

LED no. Labeling Relevant TIM port Description
3 LINK Ethernet Connection to Ethernet
LED is lit when there is a physical connection to Ethernet.
LED is off when there is no physical connection to Ethernet.
4 RX/TX Ethernet Data flow over Ethernet
The display changes with each packet received or sent over Ether-
net.
5 RUN - Module in RUN
LED is lit when the module completes startup without error or is
switched to RUN mode by the PG.
LED is off when the module is switched to STOP mode by the PG.
6 STOP - Module in STOP
LED is lit when the module is switched to STOP mode by the PG.
LED is off when the module is switched to RUN mode by the PG
Table 3- 2 Meaning of the LEDs behind the front panel of the TIM 3V-IE DNP3
LED no. |Labeling Relevant TIM port Type of WAN Description
driver
7 KBus MPI / K bus - Data flow over MPI / backplane bus
The display state changes with each message
received or sent over MPI / backplane bus.
8 TxD RS-232 interface Dedicated line Transmit data
LED is lit constantly and is off while a message is
being sent (TXD).
9 RxD RS-232 interface Dedicated line Receive data
As long as receive level (DCD) is detected, the
LED is lit and goes off while a message is being
received (RXD).
TIM DNP3
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3.1 TIM 3V-IE DNP3

3.1.3 Pinout of the ports

RS-232 interface

The connector for the RS-232 port is designed as a 9-pin D-sub miniature connector (male).
The pinout is shown in the following table. As an RS-232 port, the pinout corresponds to that
of a standardized PC connector.

Table 3- 3 Pinout of the RS-232 port connector for connecting an external modem

Illustration Pin no. Signal name Signal direction | Remark

1 DCD Input

2 RXD Input

3 TXD Output

4 DTR Output

5 GND

6 -

7 RTS Output

8 CTS Input

9 -

Ethernet interface

The connector of the Ethernet port is designed as an 8-pin RJ-45 Western jack. The pinout is
shown in the following table.

Table 3- 4 Pinout of the RJ-45 Western jack for the Ethernet port

lllustration Pin no. Signal name Signal direction Remark

1 TXD+ Output

2 TXD- Output

3 RXD+ Input

4 -

5 -

6 RXD- Input

7 -

8 -

TIM DNP3
54 System Manual, 12/2015, C79000-G8976-C253-04



LEDs and connectors

3.2 TIM 4R-IE DNP3

3.2 TIM 4R-IE DNP3
3.2.1 Display elements, connectors and buttons

SIEMENS

(@] | :

5

- :: Display elements (LEDs)

Battery compartment

(open cover at lower slit)

RESET button
(see note below figure)

Front panel

X = placeholder for hardware
version

l\ C-PLUG (rear of device)

Image 3-3  Front view of the TIM 4R-IE DNP3 with closed front panel

For information on the RESET button, refer to "Default startup” in the section Startup
activities of the TIM 4R-IE DNP3 (Page 73).

TIM DNP3
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3.2 TIM 4R-IE DNP3

KBUS

' TIM 4R-IE
TXD1 X3 DNP3
RXD1 X4
TXD2 RUN
RXD2 STOP

__ ldentification of the RS-232/RS-485 interfaces
_I Two RS-232-/RS-485 interfaces (plugs) for

I ® RESET
/ connection of a modem or other transmission
X1 /‘- equipment

V1.0 Firmware version

Os-OO-OG-X}(-XX-XX — MAC address

@ L
~ =
| | , ,
—= —_ ‘| Two RJ-45 jacks for connection to
@ L

— — =~ Ethernet
| [
.
FOR LAN ONLY x3 4 Identification of the Ethernet interfaces (X3
|® o [+ = and X4)
o
|® SR b | Terminals for power supply 24 VDC

X4

'\ C-PLUG (rear of device)

Image 3-4 Front view of the TIM 4R-IE DNP3 with front panel removed

On the rear of the housing, there is an opening for the optional C-PLUG. The configuration
data of the TIM 4R-IE DNP3 can be stored on the C-PLUG. If service is required, a
standalone TIM can be replaced without needing a PG.

3.2.2 LEDs of the TIM 4R-IE DNP3

The following table summarizes the meaning of the LEDs during normal operation. The
display during startup is explained in the section "Startup activities of the TIM 4R-IE DNP3

(Page 73)".

TIM DNP3
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3.2 TIM 4R-IE DNP3

Table 3- 5 Meaning of the LEDs on the left of the front panel of the TIM 4R-IE DNP3
LED no. |Labeling Relevant TIM port Type of WAN Description
driver
1 BATF All - If there is a functioning battery installed, the LED is
off.
The LED lights up red if the battery is not inserted in
the battery compartment or if the battery voltage is
too low.
2 KBus K bus - Data flow over the backplane bus
The display state changes with each message re-
ceived or sent over the backplane bus.
3 TXD1 RS-232 interface 1 Dedicated line Transmit data
LED is lit constantly and is off while a message is
being sent (TXD).
4 RXD1 RS-232 interface 1 Dedicated line Receive data
As long as receive level (DCD) is detected, the LED
is lit and goes off while a message is being received
(RXD).
5 TXD2 RS-232 interface 2 Dedicated line Transmit data
LED is lit constantly and is off while a message is
being sent (TXD).
6 RXD2 RS-232 interface 2 Dedicated line Receive data
As long as receive level (DCD) is detected, the LED
is lit and goes off while a message is being received
(RXD).
Table 3- 6 Meaning of the LEDs on the right of the front panel of the TIM 4R-IE DNP3
LED no. |Labeling Relevant TIM port Description
7 SF All Group error
Indicates missing or bad parameter settings and RAM errors.
P1 Ethernet Connection to Ethernet (interface 1)
LED lights up yellow if there is a physical connection to Ethernet.
Green flashing LED indicates data flow.
LED is off when there is no physical connection to Ethernet.
10 P2 Ethernet Connection to Ethernet (interface 2)
LED lights up yellow if there is a physical connection to Ethernet.
Green flashing LED indicates data flow.
LED is off when there is no physical connection to Ethernet.
11 RUN - Module in RUN
LED is lit when the module completes startup without error or is
switched to RUN mode by the PG.
LED is off when the module is switched to STOP mode by the PG.
12 STOP - Module in STOP
LED is lit when the module is switched to STOP mode by the PG.
LED is off when the module is switched to RUN mode by the PG.
TIM DNP3

System Manual, 12/2015, C79000-G8976-C253-04

57



LEDs and connectors

3.2 TIM 4R-IE DNP3

3.2.3

RS-232/RS-485 interfaces

The plugs for the two serial ports are designed as a 9-pin D-sub miniature connectors
(male). The pinout of the two connectors is identical and is shown in the following table. As
an RS-232 port, the pinout corresponds to that of a standardized PC connector.

This is a combined RS-232/RS-485 port. As default, the ports are set to RS-232. The
switchover to RS-485 is set in the STEP 7 configuration and is therefore part of the
configuration data of the TIM 4R-IE DNP3.

Pinout of the ports

Table 3-7 Pinout of the connector of the combined RS-232/RS-485 port
Illustration Pin no. Signal name Signal direction | Remark

1 DCD Input

2 RXD Input Switching over to RS-485
in the configuration

3 TXD Output Switching over to RS-485
in the configuration

4 DTR Output

5 GND

6 -

7 RTS Output

8 CTS Input

9 -

Ethernet ports
The two Ethernet ports are designed as 8-pin RJ-45 Western jacks. The pinout is shown in
the following table.
Table 3-8 Pinout of the RJ-45 Western jack for the Ethernet port
lllustration Pin no. Signal name Signal direction Remark
1 TXD+ Output
2 TXD- Output
3 RXD+ Input
4 -
5 -
6 RXD- Input
7 -
8 -
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Installation and commissioning 4

4.1 Installation guide

411 Installation of a DNP3 TIM in an S7-300

Installation in a rack

With standard and compact CPU modules, the TIM can be inserted into any of the racks 0 to
3 but only in expansion racks 1 to 3 if these racks are connected to the CPU over the IM
360/IM 361 interface modules.

With the C7 control systems, the TIM can be inserted in any of the expansion racks 1 to 3.
These are connected to the C7 device over IM 360/IM 361 interface modules (the IM 360 is
already integrated in the C7 device). With the C7-635 and C7-636 devices, this is also
possible without the IM 361 if no more than four modules including the TIM are connected
externally.

For all S7-300 racks the following applies: All slots designed for SM, FM or CP can also be
used for the TIM.

A bus module connector ships with every TIM. The TIM is connected to the module to its left
by the bus module connector.

Note

In all of the sample configurations of the S7-300, it is assumed that a 24 V power supply is
available for the CPU, the TIMs and the other modules.

Note

Direct connection of a TIM 3V-IE DNP3 to the PROFINET interface of an S7-300-CPU is not
possible!

4.1.2 Configuration of an S7-300 with a DNP3 TIM

Note

A maximum of one TIM can be installed in an S7-300.

TIM DNP3
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4.1 Installation guide

S7-300 with modem connection for access to the WAN

To implement classic WAN access for an S7-300, you can use a TIM 3V-IE DNP3 or
TIM 4R-1E DNP3. The following figure shows such a configuration.

Connecting cable 7701

S7-300 TIM 3V-IE DNP3 MDx
— l] o — I]
7
o o L o L o - o ||
WAN

Image 4-1 SIMATIC S7-300 with TIM 3V-IE DNP3 with 1 connection to classic WAN via an external
MDx modem

Other modems with an RS-232 interface can be used, for example wireless devices.

S7-300 with attachment to Ethernet

S§7-300 TIM 3V-IE DNP3

STIE

4

a 2. ®p Lo Lo L

Ethernet

Image 4-2  SIMATIC S7-300 with TIM 3VIE DNP3 with 1 access to the Ethernet network

A module is required on the Ethernet interface (RJ-45) of the TIM to link the TIM to an IP-
based WAN. The following are, for example, possible:

® SCALANCE X switches for twisted-pair or FO cable

o SCALANCE W wireless devices for data transmission over IWLAN

® Other wireless devices optimized for Ethernet

e 3G/UMTS router SCALANCE M875 for data transfer via mobile wireless with GPRS

e ADSL router SCALANCE M812 for data transfer via the Internet

® Backbone transmission systems such as OTN, PCM30

Two examples are illustrated below.

TIM DNP3
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41.3

Installation

TIM DNP3

4.1 Installation guide

S7-300 TIM 3V—|E DNES SCALANCE X
— 1k o]
2 i

[l 8]

e

s

T

Ethernet FOC

Image 4-3  SIMATIC S7-300 with TIM 3V-IE DNP3 connected to a fiber-optic cable via a
SCALANCE X-200

— ﬂ i —
0 ﬂ

Frin 3vel

S7-300 [pnes

CPU

o 5] L_Ig -

GPRS
SCALANCE

Ethernet

Image 4-4 SIMATIC S7-300 with TIM 3V-IE DNP3, 1 GPRS access via SCALANCE M875

Installation of a stand-alone TIM 4R-IE DNP3

When installed separately, the TIM is normally installed on a separate S7-300 standard rail,
when necessary along with a power supply module to supply the TIM with 24 V. The bus
module connector that ships with each TIM is not required here, because the TIM and
modem are only connected together via a 6NH7701-xxx connecting cable.
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414 Connection of a stand-alone TIM 4R-IE DNP3 to S7-400 / S7-400H

TIM 4R-IE DNP3 with SIMATIC S7-400 or SIMATIC S7-400H

The TIM 4R-IE DNP3 is connected to a SIMATIC S7-400 or SIMATIC S7-400H via one of
the Ethernet interfaces of the TIM. With the S7-400 / S7-400H, an Ethernet CP is used as
the interface.

S7-400
[e] o|o|Oo|O]|O
|]:| |:| ” O [0 [0
Industrial Ethernet g g
=] =]
MDx MDx |:| B -
0
TIM 4R-IE
DNP3 —| L HLHL
a 10 10
;ﬂ
Industrial Ethernet
WAN WAN

Connecting cable 7701

Image 4-5  SIMATIC S7-400 with TIM 4R-IE DNP3 connected over Ethernet,
1 connection to IP-based WAN or LAN,
2 connections to classic WAN, for example via MDx modems

Instead of the MDx modem, other modems with an RS-232 or RS-485 interface can also be
used, for example wireless devices.

A 3G/UMTS router SCALANCE M875 for IP-based communication via a GSM network can,
for example, be connected to the second Ethernet interface of the TIM.

Per TIM, one (1) S7-400 or S7-400H cab be connected. An H-CPU counts as 1 CPU. With
an S7-400, one (1) connection resource is required per TIM.

415 Dimensions for installation

Introduction

This section contains information on the dimensions for installing DNP3 components. You
will require this information when planning the mechanical layout of the system.

TIM DNP3
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Dimensions for installation of the components

4.1 Installation guide

Table 4-1 Dimensions for installation of the SINAUT DNP3 components
Module Module Module Max. depth Installation
width height on
Communications module 40 mm 125 mm 120 mm or 150 mm with | S7 rail
TIM 3V-IE DNP3 open front panel
Communications module 80 mm 125 mm 120 mm or 180 mm with | S7 rail
TIM 4R-IE DNP3 open front panel

41.6

Horizontal and vertical installation

Permitted ambient temperatures with horizontal and vertical installation

You can operate the DNP3 components both in horizontally and in vertically installed racks.

Permitted ambient temperature

The DNP3 components can be operated in the same temperature range specified for the S7-

300.

Table 4- 2

Permitted ambient temperatures for the SINAUT TIM modules

Installation position

Permitted ambient temperature (operation)

[—]

1%

Vertically installed rack

0to 60 °C
—1
TIM
Horizontally installed rack
0to 40 °C

TIM DNP3
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4.2 Mounting and connecting up a TIM

4.2

4.21

Mounting and connecting up a TIM

Important notes on using the device

Safety notices on the use of the device

4211

64

Note the following safety notices when setting up and operating the device and during all
associated work such as installation, connecting up or replacing the device.

A WARNING

Safety requirements for installation

The devices are "open equipment" according to the standard IEC 61010-2-2010r UL 508 /
CSA C22.2 No. 142. To fulfill requirements for safe operation with regard to mechanical
stability, flame retardation, stability, and protection against contact, the following alternative
types of installation are specified:

¢ Installation in a suitable cabinet.
¢ |nstallation in a suitable enclosure.

¢ [nstallation in a suitably equipped, enclosed control room.

Notices on use in hazardous areas

A\ WARNING

The device may only be operated in an environment with pollution degree 1 or 2 (see IEC
60664-1).

A\ WARNING
EXPLOSION HAZARD

The device must not be opened.

TIM DNP3
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4.2 Mounting and connecting up a TIM

AAWARNING
Power supply

The equipment is designed for operation with Safety Extra-Low Voltage (SELV) by a
Limited Power Source (LPS).

This means that only SELV / LPS complying with IEC 60950-1 / EN 60950-1 / VDE 0805-1
must be connected to the power supply terminals. The power supply unit for the equipment
power supply must comply with NEC Class 2, as described by the National Electrical Code
(r) (ANSI/ NFPA 70).

A WARNING
EXPLOSION HAZARD

DO NOT CONNECT OR DISCONNECT EQUIPMENT WHEN A FLAMMABLE OR
COMBUSTIBLE ATMOSPHERE IS PRESENT.

A WARNING
EXPLOSION HAZARD

SUBSTITUTION OF COMPONENTS MAY IMPAIR SUITABILITY FOR CLASS |, DIVISION
2 OR ZONE 2.

A WARNING

When used in hazardous environments corresponding to Class I, Division 2 or Class |,
Zone 2, the device must be installed in a cabinet or a suitable enclosure.

421.2 Notices on use in hazardous areas according to ATEX / IECEx

A WARNING

Requirements for the cabinet

To comply with EC Directive 94/9 (ATEX95) or the conditions of IECEX, this enclosure or
cabinet must meet the requirements of at least IP54 in compliance with EN 60529.

TIM DNP3
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4.2 Mounting and connecting up a TIM

4213

422

66

A\ WARNING

If the cable or conduit entry point exceeds 70 °C or the branching point of conductors
exceeds 80 °C, special precautions must be taken. If the equipment is operated in an air
ambient in excess of 50 °C, only use cables with admitted maximum operating temperature
of at least 80 °C.

A\ WARNING

Take measures to prevent transient voltage surges of more than 40% of the rated voltage.
This is the case if you only operate devices with SELV (safety extra-low voltage).

Notices on use in hazardous areas according to UL HazlLoc

A WARNING
EXPLOSION HAZARD

DO NOT DISCONNECT WHILE CIRCUIT IS LIVE UNLESS AREA IS KNOWN TO BE
NON-HAZARDOUS.

This equipment is suitable for use in Class |, Division 2, Groups A, B, C and D or non-
hazardous locations only.

This equipment is suitable for use in Class |, Zone 2, Group IIC or non-hazardous locations
only.

Installing the TIM modules

Both DNP3 TIM types can be installed as a CP in an S7-300 device.

A\ DANGER

Only 1 DNP3 TIM per station.

Only 1 DNP3 TIM can be installed per S7 station.

The TIM 4R-IE DNP3 can also be mounted as a standalone device on an S7-300 rail and
then communicates via Ethernet with S7-400, S7-400H or S7-300 CPU modules and/or a PC
control center.

The following sections describe how to mount the devices as a CP or standalone device.

TIM DNP3
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4.2 Mounting and connecting up a TIM

423 Installing a TIM module as CP

Order of installation

Note

Only 1 DNP3 TIM module may be installed in an S7-300. This means that TIM modules of
other types cannot be added either.

Install a TIM as a CP in an S7-300 rack by following the steps in the order shown below:

1.
2.

N o g &

Turn off the power supply to the CPU.

A bus module connector ships with the TIM. Insert this in the backplane connector of the
module to the left of the TIM.

If you want to install further modules to the right of the TIM, insert the bus module
connector of the next module into the right backplane connector of the TIM.

Place the TIM on the standard rail and push it in towards the bottom.
Screw the TIM securely into position.
Connect the TIM to the same power supply as the CPU.

If you are connecting the TIM to an external modem, the insert the 9-pin D-sub connector
of the modem connecting cable into the X1 (or X2) connector of the TIM and screw it
tight.

. Turn on the power supply.

The TIM starts up. The LEDs indicate the current start-up activities (see separate section
Start-up activities).

Once it has started up, the TIM can be supplied with its parameters (SDBs) using the
SINAUT diagnostics and service tool.

With the TIM 3V-IE DNP3 and the TIM 4R-IE DNP3, the SDBs can also be loaded on the
memory card of the S7-300 CPU, with the TIM 4R-IE DNP3, you can also use the
optional C-PLUG of this module for storage. The TIM receives then its configuration data
from the CPU during startup or takes it from the inserted C-PLUG.

424 Installing a TIM 4R-IE DNP3 as a standalone device

Order of installation

To install the TIM 4R-IE DNP3 as a standalone device on an S7-300 rail, follow the steps
below in the order shown:

1.
2.
3.

TIM DNP3

Place the TIM on the standard rail and push it in towards the bottom.
Screw the TIM securely into position.

Connect the TIM to the power supply. Since this is a separate TIM rack, this does not
need to be the power supply of the CPU with which the TIM is connected via Ethernet.
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4. If you are connecting the TIM to an external modem, the insert the 9-pin D-sub connector
of the modem connecting cable into the X1 or X2 connector of the TIM 4R-IE DNP3 and
screw it tight.

5. Connect the TIM to the S7-CPU(s) or the PC of the control center. With a
TIM 4R-1E DNP3, this is via Ethernet.

6. Once the wiring is completed, the power supply can be turned on.

The TIMs start up. The LEDs on each TIM indicate the current start-up activities, refer to
the section Commissioning the TIM (Page 70).

7. Once it has started up, the TIM can be supplied with its parameters (SDBs) using the
SINAUT diagnostics and service tool.

With the TIM 3V-IE DNP3 and the TIM 4R-IE DNP3, the SDBs can also be loaded on the
memory card of the S7-300 CPU, with the TIM 4R-IE DNP3, you can also use the
optional C-PLUG of this module for storage. The TIM receives then its configuration data
from the CPU during startup or takes it from the inserted C-PLUG.

4.2.5 Connecting the TIM to the power supply

A WARNING

Connecting up only with power off

Connecting the TIM module to a live power supply can damage the module. Connect the
module to the power supply only when the power supply is off.

AAWARNING
SELV

The power for the device (24 V DC) must be generated as a safe extra low voltage. This
means it must be a SELV (Safety Extra Low Voltage) or PELV (Protective Extra Low
Voltage) according to DIN VDE 0100 Part 410 (IEC 60364-4-41).

Cables
To wire the power supply, use flexible cables with a cable cross-section of 0.25 ...0.75 mm2.

If you wire only one cable per connection, no wire-end ferrule is necessary.

TIM DNP3
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Wiring

4.2 Mounting and connecting up a TIM

To wire up the power supply module with a TIM, follow the steps below:

1. Open the front panels of the power supply module and the TIM.

2. Connect the power cables from the power supply module to the TIM: M and L+

3. Close the front panels.

Note

To avoid ground loops, do not connect the shielding of the TIM.

Wiring diagram

The following figure shows how to connect up the TIM 3V-IE DNP3 and the

TIM 4R-IE DNP3.

Power supply unit

s ]

24V DC

1. TIM

2. TIM
Ltpe L
M 24V |, ,\@ ®

®©

oV

L+pc
M 24V

Image 4-6  Connecting the TIM 3V-IE DNP3 and the TIM 4R-IE DNP3 to the power supply

If one or more TIMs are installed as a CP in an S7-300 device, the CPU and TIMs must be
connected to the same power supply. This ensures that the CPU and TIMs start up at the
same time when the power supply is turned on.

TIM DNP3
System Manual, 12/2015, C79000-G8976-C253-04

69



Installation and commissioning
4.3 Commissioning the TIM

4.3 Commissioning the TIM

4.3.1 Steps in commissioning

Requirements for commissioning
The following requirements must be met for the full commissioning of the TIM:
e |nstallation and wiring
Installation and wiring is described in the preceding sections.
® Full configuration
The configuration of the TIM is described in the following sections:
Configuration in STEP 7 (Page 77)
The SINAUT Configuration Tool (Page 139)

Steps in commissioning
Commissioning involves the following steps:
1. Turn on the common power supply of the fully wired S7 station.
The LED display during startup is described in the two following sections.
2. Download the configuration data to the station.
Downloading the configuration data is described in the following section:

Downloading (Page 239)

4.3.2 Startup activities of the TIM 3V-IE DNP3

Introduction

During startup, the LEDs on the front panel of the TIM 3V-IE DNP3 have a different
significance compared with normal operation. They are optical indicators of the various
startup phases and provide detailed information about any errors detected during startup.
The only exceptions are the LINK and RX/TX LEDs that have no significance during the
startup of the TIM 3V-IE DNP3.

TIM DNP3
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LED displays during startup

The following table summarizes the startup phases.

Table 4- 3 LED activity on the TIM 3V-IE DNP3 during the various startup phases

Phase Activity SF RUN STOP KBus TxD RxD
1 Power ON On On On On On On
followed by hardware initialization
2 Loading the operating system from flash Off On On On On On
memory
3 Starting VxWorks operating system Off Off On On On On
Loading and starting TIM firmware Off Off Off On On On
5 Initializing flash file system and starting Off Flashes On Off Off Off
the start manager
Loading and starting P bus driver Off Flashes On On Off Off
7 Loading and starting subscriber man- Off Flashes On Off On Off
agement (SubA)
Loading and starting LAN-COM Off Flashes On On On Off
Loading and starting subscriber man- Off Flashes On Off Off On
agement (MesA)
10 Loading and starting time-of-day driver Off Flashes On On Off On
11 Loading and starting the TD7 software of Off Flashes On Off On On
the TIM (TD70onTIM) on the TIM
12 Loading and starting WAN driver Off Flashes On On On On
13a Startup completed without error Off On Off X" X" X"
13b Startup completed with error On Off On X2 X2 X2
13c Startup aborted - user parameter assign- Off Off On Flashes | Flashes On
ment missing. Module expects user pa-
rameter assignment
13d Startup aborted - Off Off On On Flashes | Flashes
No firmware loaded
13e Startup aborted - No SDBs and no firm- Off Off On Flashes | Flashes | Flashes
ware loaded
13f Default startup completed Off Flashes | Flashes On On On
139 Startup aborted due to incorrect firmware On Flashes | Flashes | Flashes | Flashes | Flashes
(firmware does not match module type)

1) The LEDs KBus, TxD and RxD now operate in normal mode

2) The LEDs KBus, TxD and RxD remain in the phase in which the error occurred

TIM DNP3
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Group error LED

Default startup

72

If a problem occurs during startup, the red group error LED (SF) lights up and a diagnostic
interrupt is sent to the CPU. A message to this effect is also entered in the diagnostic buffer
of the TIM. In the section on the SINAUT diagnostics and service tool, you will find a table
with a summary of all the errors that can cause the group error LED to light up, as well as a
detailed description of each error message.

Note

After transferring the SDBs to the TIM, the group error LED flashes for approximately 10
seconds. This indicates that the TIM has registered the transfer and will automatically start a
reset after a further 10 seconds and the parameter assignment from the newly transferred
SDBs will be adopted. The TIM then behaves the same as following power "ON".

If the situation arises that the TIM 3V-IE DNP3 can no longer be addressed via the MPI
interface of the CPU or its own Ethernet interface following startup due to a bad parameter
assignment, the TIM can be returned to a defined state using the default startup. Following
the default startup, the TIM can have new parameters set both over the MPI interface of the
CPU and over its own Ethernet interface.

To force a default startup, follow the steps outlined below:
1. Turn off the power for the TIM.

2. Press the reset button accessible from the front, turn on the power while holding down the
reset button.

3. During hardware initialization (LED phase 1), the SF LED is turned off briefly and then
turned on again. Release the reset button at the moment when the RUN LED stops
flashing and the SF LED is turned on again.

4. Wait until the startup of the TIM is completed and the default startup is signaled by the
LEDs.

5. The TIM can then be supplied with its parameters over the MPI interface of the CPU or its
own Ethernet interface.

Note

With the CPU types CPU 312, CPU 312-C, CPU 313-C, CPU 314, CPU 314-C,

CPU 315-2 DP and CPU 315F-2 DP, the TIM is assigned MPI address 3 following a
default startup. If another subscriber on the MPI bus already has MPI address 3, a
conflict will arise. You will then have to disconnect one of the two modules temporarily
from the MPI bus to be able to transfer the parameters (including the correct MPI
address) to the TIM.

6. Restart the TIM on completion of the parameter assignment.

TIM DNP3
System Manual, 12/2015, C79000-G8976-C253-04



Installation and commissioning

4.3 Commissioning the TIM

4.3.3 Startup activities of the TIM 4R-IE DNP3
Introduction
During startup, the LEDs on the front panel of the TIM 4R-IE DNP3 have a different
significance compared with normal operation. They are optical indicators of the various
startup phases and provide detailed information about any errors detected during startup.
During startup on the TIM 4R-IE DNP3, the "BATF", "P1" and "P2" LEDs have no
significance.
LED displays during startup
The following table summarizes the startup phases.
Table 4- 4 LED activity on the TIM 4R-IE DNP3 during the various startup phases
Phase | Activity SF RUN | STOP | KBUS | TxD1 RxD1 TxD2 RxD2
1 Power ON, followed by hardware On On On On On On On On
initialization
2 Loading the operating system from Off On On On On On On On
flash memory
3 Starting VxWorks operating sys- Off Off On On On On On On
tem
4 Loading and starting TIM firmware Off Off Off On On On On On
5 Initializing flash file system and Off Flash- On Off Off Off Off Off
starting the start manager es
6 Loading and starting P bus driver Off Flash- On On Off Off Off Off
es
7 Loading and starting subscriber Off Flash- On Off On Off Off Off
management (SubA) es
8 Loading and starting LAN-COM Off Flash- On On On Off Off Off
es
9 Loading and starting subscriber Off Flash- On Off Off On Off Off
management (MesA) es
10 Loading and starting time-of-day Off Flash- On On Off On Off Off
driver es
11 Loading and starting the TD7 soft- Off Flash- On Off On On Off Off
ware of the TIM (TD7onTIM) on es
the TIM
12 Loading and starting WAN driver Off Flash- On On On On Off Off
es
13 Startup completed or aborted
13a Startup completed without error Off On Off X1 X1 XN X1 X1
13b Startup completed with error On Off On X2 X2 X2 X2 X2
13¢c Startup aborted - user parameter Off Off On On Flashes On Flashes On
assignment missing. Module ex-
pects parameter SDBs
TIM DNP3
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4.3 Commissioning the TIM

Phase | Activity SF RUN | STOP | KBUS | TxD1 RxD1 TxD2 | RxD2

13d Startup aborted - No firmware Off Off On Flashes On Flashes On Flashes
loaded

13e Startup aborted - No SDBs and no Off Off On Flashes | Flashes | Flashes | Flashes | Flashes
firmware loaded

13f Default startup completed (see Off Flash- | Flashes On On On On On
below) es

13g Startup aborted due to incorrect On Flash- | Flashes | Flashes | Flashes | Flashes | Flashes | Flashes
firmware (firmware does not match es
module type)

Group error LED

Default startup

74

) The LEDs operate in normal mode
2) The LEDs stop in the phase in which the error occurred.

If an error occurs during startup, the red group error LED (SF) lights up and, if the TIM is
installed as a CP in an S7-300, a diagnostic interrupt is sent to the CPU. A message to this
effect is also entered in the diagnostic buffer of the TIM. In the section on the SINAUT
diagnostics and service tool, you will find a table with a summary of all the errors that can
cause the group error LED to light up, as well as a detailed description of each error
message.

Note

After transferring the SDBs to the TIM, the group error LED flashes for approximately 10
seconds. This indicates that the TIM has registered the transfer and will automatically start a
reset after a further 10 seconds and the parameter assignment from the newly transferred
SDBs will be adopted. The TIM then behaves the same as following power "ON".

If the situation arises that the TIM 4R-IE DNP3 can no longer be addressed over the MPI
(over the CPU) or Ethernet bus following startup due to a bad parameter assignment, the
TIM can be returned to a defined state using the default startup. Following the default
startup, the TIM can be assigned new parameter settings over the MPI interface.

To force a default startup, follow the steps outlined below:
1. Turn off the power for the TIM.

2. Press the reset button accessible from the front, turn on the power while holding down the
reset button.

3. During hardware initialization (LED phase 1), the SF LED is turned off briefly and then
turned on again. Release the reset button at the moment when the RUN LED stops
flashing and the SF LED is turned on again.

4. Wait until the startup of the TIM is completed and the default startup is signaled by the
LEDs.

5. The TIM can then be supplied with its parameters over the MPI interface of the CPU or its
own Ethernet interface.

TIM DNP3
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4.4 Battery of the TIM 4R-IE DNP3

Note

If the TIM 4R-IE DNP3 is installed as a CP in an S7-300 and the CPU is of the type
CPU 312, CPU 312-C, CPU 313-C, CPU 314, CPU 314-C, CPU 315-2 DP or

CPU 315F-2 DP, the TIM is assigned the MPI address 3 following a default startup. If
another subscriber on the MPI bus already has MPI address 3, a conflict will arise. You
will then have to disconnect one of the two modules temporarily from the MPI bus to be
able to transfer the parameters (including the correct MPI address) to the TIM.

6. Restart the TIM on completion of the parameter assignment.

4.4 Battery of the TIM 4R-IE DNP3
A back-up battery can be ordered as an option for the TIM 4R-IE DNP3 that prevents loss of
messages stored on the TIM in the event of a power outage. You will find the order number
of the backup battery in the catalog.
Storage
A\ cauTion
Batteries can ignite or explode. There is serious risk of burns if the batteries are heated or
damaged.
Store the battery in a dry and cool location (below 30 °C) and not in the vicinity of heating
appliances. Protect the device with a battery inserted from direct sunlight.
Replacing the battery
NOTICE
Installation of non-approved or damaged batteries may result in damage to the device or its
surroundings. Only use batteries approved by the manufacturer. Before inserting a battery,
make sure that it is not damaged.
Note
If the ambient temperature is too high or too low, this will restrict the performance of the
battery
A low ambient temperature causes a voltage drop in the battery possibly to a point that the
device can no longer be operated.
A high ambient temperature causes a reduction in the capacity of the battery due to self
discharge.
TIM DNP3
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4.4 Battery of the TIM 4R-IE DNP3

Disposal

To replace the battery, follow the steps below:

1. Open the battery compartment with a screwdriver as shown in the figure.

2. Remove the old battery.
3. Insert a new battery.

4. Close the battery compartment.

Note
Environmental protection

The used battery contains lithium. The internal components of the battery must not be

allowed to pollute the environment.

e Do not dispose of the battery in the domestic refuse.

¢ Make sure that you observe the waste disposal regulations in your country.

Please ask your regional contact concerning the procedure for exchanging old batteries. You
will find additional information in the Internet at: Partner

http://www.automation.siemens.com/partner

Procedure for returning devices with batteries

76

A\ caution

Remove the battery before returning the device

Remove the battery before returning the device. Batteries must not be returned.

TIM DNP3
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5.1 Overview

5.1.1 The SINAUT configuration software in the SIMATIC world

The SINAUT configuration software is used to configure and assign parameters for the
specific properties of telecontrol systems. With this software, the user can implement and set
the parameters for the telecontrol components in a STEP 7 project.

The following figure shows where the SINAUT configuration software fits into the overall
system of the SIMATIC world. The areas with the "cloud" behind them are covered by the
SINAUT configuration software.

Operating system: | Windows ... |
Application: | Basis: SIMATIC STEP 7 V5 |
Tools: | SINAUT configuration soﬂware| ‘ STEP 7 editor ‘
provide: |
4
v v
Communication Communication User-specific telecontrol
parameters for TIM | |parameters for TD7 || program
/‘ DBs| | S7program
Software for a
SINAUT telecon-
trol device
TIM CPU

Image 5-1 The SINAUT configuration software within the overall system

The STEP 7 package provides the tools for configuring LANSs.

TIM DNP3
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5.1 Overview

The SINAUT software also allows the configuration of the following objects:

WAN networks and WAN network nodes
TIM modules
WAN connections

Objects (for example system and data objects)

5.1.2 Sequence of configuration of a telecontrol system
The configuration of a telecontrol system is shown below step-by-step. The dialogs of the
SINAUT configuration tool are also explained.
Creating a new project
(SIMATIC Manager)
Creating stations a Assigning parameters Configuration of the Adding to subscriber
g SINAUT : )
networks for stations and networks Connections information
(STEP 7 NetPro) (NetPro / HW Config) (SINAUT software) (SINAUT software)
‘ﬂ
Generating subscriber
information
(SINAUT software)
‘ﬂ
Loading information
on the hardware
(SIMATIC Manager /
SINAUT software)
Image 5-2  Sequence of configuration of a telecontrol system
When configuring a telecontrol system, the SINAUT configuration tool must be started after
the network has been configured to allow configuration of the communications module,
connections and then the data of the subscribers.
TIM DNP3
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5.1.3

Introduction

5.1 Overview

Following each step, the configured data must be saved.

As the second to last step, the subscriber information, the system data blocks (SDBs) are
generated for TIM and CPU modules.

Finally, the SDBs are downloaded to the relevant modules.

Configuration of a TIM - overview

The next sections provide you with a brief summary of configuration and parameter
assignment and explain which data generated during commissioning needs to be loaded on
the TIM to make it operational.

The individual steps are described in detail in the sections that follow.

Configuration in STEP 7 V5.5

TIM DNP3

As with all other S7 modules, the configuration of the TIM is performed in the STEP 7 HW
Config program. The various TIM modules can be found there in the hardware catalog in the
SIMATIC 300 / SINAUT ST7 folder.

You can select the TIM you want to install in a rack from this catalog. The following figure
shows an S7-300 station with a TIM and various other modules installed.
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5.1 Overview

Assigning parameters to the TIM

If you double-click on the TIM module, you open the parameter assignment dialog for the
TIM. You can then specify the required properties in a series of tabs.

[2' Hw Config - [Station 1 (Configurati

3 P ties - TIM 3%¥-IE DNP3 - (RO,/54 X
S ] cpcr Lies - TIM 3V-1EDNP3 - (RO/54) ]
J O = 2. B | = || B2 | General |Addlesses| Time Servicel Interfacesl Elptic-nsl

10
= (0| UR Short Dezignation: TiM 3-E DHP3

1 PS 307 104 TIM 3[1 2%AN, 1 & Industrial Ethemnet, no 57 connections, maodule _|

3 CPU 312 replacement without PG)

3 w

4 T 3W-IE DNP3 _I

5 Ald /0240 2Bt Order Mo BNHY 503-3BA00

5 DINGHDEZTY Name: TIM 3v-E DNP3

7 DO16ACT200 /0.5
N I—

&0

Slat Module ... | Order num

1 |[d PS5 307708 BESY 3071 omment:

2 ||§] CPu 32 BES7 3121

3 -

4 TIM 3v-IE DNP3  BMH7 803-

5 | E Al4AA02:0 2Bt BESY 3340 j
& |[] DIEsDC24y BESY 3211

7 DO1E=ACT 200 0.5EBE S 7 32241

ok I Cancel Help |
Press F1 ko get Help,

Image 5-3  S7-300 station with installed TIM and TIM parameter assignment dialog

Setting parameters for networks and network nodes

The next step is to connect the various stations in a WAN. This part of the configuration is
done with the NetPro STEP 7 program.

If you are using an IP-based WAN, take a normal Industrial Ethernet from the NetPro
catalog. The classic WAN "DNP3 dedicated line" can also be taken from the NetPro catalog.
These networks have been added to the "Subnets" folder.

TIM DNP3
80 System Manual, 12/2015, C79000-G8976-C253-04



Configuration in STEP 7

5.1 Overview

Properties

% PROFIBUS DP
i PROFIBUS-PA
& PROFINET 10 Ethemet(1)

] &m Industrial Ethernet

by DNP3
DNP3 Dedicated Lin

Image 5-4  Networked system with parameter assignment dialogs for network and network nodes opened

The properties of classic WANs are specified in a parameter assignment dialog. The relevant
dialog can be opened by double-clicking on the corresponding network. To set the
parameters for the various network nodes, you also double-click on the connecting line
between the network and the node to open the relevant parameter assignment dialog.

TIM DNP3
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5.1 Overview

Configuration in the SINAUT configuration tool

If the system is networked and the properties for the networks or network nodes have been
specified, the SINAUT configuration tool is called.

o] x]
Project Edit SINAUT View Extras Help
bﬂ\&gs‘h B-XQ’ !bhll‘\l.l*—jxa‘
ioix]

configured connections:
total number: 24, showne 24, selected: 1

[ 100 / Panel-Contraller [100) / CPU 316 /7 MP1 Control Cte

[ e 17577 Nodestation (117 CPU 314 / Partvine
SR TR RS R ot T [ VWY el AW 5 STNAUT ST7 : Configuration - Project 'SINAUT1', Path 'C:\Program Files\Siemens\Step7\57Proj\Sinautle’

5w 21/5T7 Station [21)/ CPU 315 / Partyine  project Edit SINAUT View Extras Help
(=%, via WAN subnet(s) — . —
w121 /5T75tion 21/ TMvIE /6 | B | R S | B & | 2 B2 Q (@] ! |
ve1 121 /517 Station (21) / TIM 3VIE / F
+-vmp 22/ ST7 Station (22) / CPU 314 / Partyine

_™ Subscriber administration *

- b 101 / ST7cc Control Ctr (101) / ST7 / MPI Control || ¢ 4 e types: Last change of connection configuration: 25/02/05 Selected CPUs: O
[=-%5 AISINAUT subscribers Subscriber... | R.] 5.] Subsciiber Module [ Station [ sinauT...|

SINAUT Configuration Tool X| ) SINAUT TIM subscribers (m i CPU 4 CPU 4 STV Nodestation (1) yes
SINAUT CPU subscribers [m ] CPU 314 CPU 314 ST7 Station [2) pes
N AUT ST7ec/STscsu | |7 3 SIMATICSS - ST1 Station (3) ves
h AUT ST1 subscribers o CPU 314 CPU 314 STV Station(11) yes
s edi".‘dsa:l";‘ﬁ';jg‘?kc 0O 12 CPU 314 CPU 314 ST7Station (12) yes
o ¥ (m R CFU 314 CPU314  ST7 Station (13) yes
(- ﬁ W T M:vith TD ZonTIM 04 SIMATICSS - ST1 Station (14) yes
= S T v —— o= CRU 315 CPUZS  ST7 Station (21) yes
> 1 guraton 2 Oz CPU 314 CPU314  ST7 Station (22) yes
O 100 CPU 316 CPU 316 Panel-Controller [100] yes
Z 0 101 Application ST7 ST7cc Control Cir (101)  yes
= 0 102 SINAUTTIM  TIM 42D TIM-Rackl Control Ctr - yes
(7] Cancel _| Hep | 0 121 SINAUTTIM  TIM 3VME  ST7 Station (21) yes
Il I LI m 197 CIMALIT Tikd Tikd wiIC CT7 Chnbime (771 1

Image 5-5  SINAUT configuration tool for connection configuration and subscriber administration

e Configuration of the telecontrol connections

Open the connection configuration in the SINAUT configuration tool. Here, the
connections that are possible from the PC of the control center to the CPU are identified
and made available for selection.

Select the required connections from the right-hand pane of the connection configuration
and drag them to the left-hand pane.

e Configuring the subscribers

After saving the selected connections, you then open Subscriber administration. Here,
the connections or the subscriber number can be changed.

All CPUs, PC(s) of the control center and all TIMs are also assigned a subscriber number
(DNP3 address) that is unique throughout the system. If no further changes are
necessary, this is followed by configuration of the TD7 software.

TIM DNP3
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e Configuring the communications software TD7onTIM

The communication of the CPU of an S7 station is handled by a DNP3 TIM. The TIM
supports communication with the following partners:

— Communication of the local CPU with DNP3 control centers
— Communication of the local CPU with MODBUS slaves

5.1 Overview

The organization of SINAUT communication is handled by the TD7 software. When using
the DNP3 protocol, the TD7 software is available only in the version "TD7onTIM"; in other
words, it is part of the TIM firmware.

TD70onTIM handles the sending and receiving of process data for the local CPU. Data
that the CPU sends is read from the CPU via the backplane bus by the TIM using
TD7onTIM. Received data is written to the CPU by the TIM using TD7onTIM.

The communications partners of the CPU, general communications parameters and the
data and address parameters are configured in TD7onTIM.

You create the configuration in the subscriber administration in the "TIMs with TD7onTIM"

entry.
&5 SINAUT ST7 : Configuration - Project *_DNP_Bsp400R’, Path 'C:\Program Files - 0| x|
%gl Project Edit SINAUT View Extras Help - =] x|
| & | W % oy
Subscriber types: Last change of connection configuration: 28/01411 14,2932 Selected CPUs: 0
@ Al SINAUT subscribers Subszcriber no. Subszcriber type | Module Station SIMAUT connect... | SIMALL.. | =
@y Redundant H-CPUs 1001 SIMNAUT TIM  TIM 4R-IE DNP3  DMP3-Station 1 yes TD7 lib...
B Redundant ST7cc/5T7s0 [ 1002 SIMAUT TIM  TIM 4RJEDNF3  DMF3Station 2 yes TD7 lib..
#FTks wih TD 7on T IM [ 1003 SINAUT TIM  TIM 4R-E DNP3 DMP3-Station 3 yes TO7 lib...
) All Destination Subscribers [ 1004 SIMAUTTIM  TIM 4F-IE DNP3  DNP3Station 4  yes D7 ...
' ﬂ 13312 j gﬁEg gtam”; [ 1005 SINAUTTIM  TIM 4R-E DNP3-Station 1
il tation O 1005 SINAUTTIM  TIM 4R-E DNP3-Station 2 - -

- 1003 / DNP3-5tation 3
&l 1004 / DNP3-Station 4
gl 1005 / DNP3-Station 1
gl 1008 / DNP3-5tation 2

B azic zettingz for TIM with TD7onTIM:

TOY read £ wiite cycle

TOY meszage receive

Mumber of configured : Check of zource address: rd
1eceive objects = 12 ohjects
b, varite: I 1 objects -
< | | »
NUM v

Image 5-6

Saving and compiling

TD70onTIM configuration

On completion of the configuration, the project is saved in the subscriber administration. The
SINAUT configuration tool generates the system data blocks (SDBs) resulting from the
configuration for all TIMs, the SDBs for the CPUs required by the TD7onTIM software.

TIM DNP3
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5.2 Creating a project in the SIMATIC Manager

Downloading the SDBs to a TIM

5.2

5.3

84

Note

The SDBs of a TIM can be stored on the TIM or the S7-300 CPU (not on stand-alone TIMs).
This is decided during the parameter assignment of the module (properties dialog of the TIM
> "Options" tab).

If you decide to store the SDBs on the TIM, the SDBs must be transferred to the module as
described above. If the SDBs are stored on the CPU, it is not necessary to transfer the SDBs
separately. The TIM receives the SDBs from the CPU during the common startup of the
modules in the S7-300 rack.

With the TIM 3V-IE DNP3 and TIM 4R-IE DNP3, the SDBs are transferred to a TIM via the
MPI interface of the CPU or via the Ethernet interface of the TIM.

The SDBs may only be transferred after the TIM has completed its startup. The TIM's LEDs
indicate when startup is completed. You will find more detailed information in the section
Commissioning the TIM (Page 70).

Creating a project in the SIMATIC Manager

The first step in configuring a new installation is to create a new project in the STEP 7
SIMATIC Manager. This project serves as a directory for all the configuration data of the
installation. You create the project in the SIMATIC Manager by selecting the File / New...
menu and entering the name of the project.

Copying projects in the SIMATIC Manager

In the SIMATIC Manager, you can copy entire projects by saving them under a different
name (File / Save As... menu). After selecting the function, the dialog for saving the project
opens in which you enter the name and storage path.

e "With reorganization”" option

When you save, you can also select the With reorganization copy option.

Note
Copying projects with / without reorganization

When you copy projects with reorganization, the subscribers and connection data are not
copied. These must be reconfigured following the copy function.

If you copy projects without reorganization, the telecontrol configuration data is also
copied. There are no disadvantages of using this variant.
The without reorganization variant is preferable.

TIM DNP3
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5.4

5.4.1

5.4 Creating stations and networks in network configuration

Creating stations and networks in network configuration

The STEP 7 NetPro tool is used for graphic configuration of network topologies. During
network configuration, networks and stations are added to a new project, given parameter
settings, and interconnected. The various network types and stations are available in the
network and station catalog. The basic functions and possible settings are described in the
STEP 7 documentation.

Creating non-STEP 7 stations

Creating non-STEP 7 stations

The term "Station" is used in STEP 7 as general term for a station that appears in hardware
configuration.

STEP 7 supports the configuration of different types of non-STEP 7 stations. This can be a
DNP3 master station (e.g. PCS 7 control center). As with the STEP 7 stations, they are
created by double-clicking on the icon in the station catalog or by dragging them to the
project window. The following objects must be selected for these subscribers:

® For a PC-based DNP3 master station: "Other station”

This third-party station is simply used as a placeholder for the network configuration. A
hardware configuration for a third-party station of the type "DNP3 master station" is not
possible since its content is unknown to STEP 7.

® Modbus slave

To connect a Modbus slave to the serial interface of the DNP3 TIM, no station needs to
be created in STEP 7.

To attach created stations to the networks of the project, module capable of communication
are first configured for the STEP 7 stations in HW Config so that the required interfaces can
then be configured.

With third-party stations, the interfaces can be created immediately.

Creating the interfaces for non-STEP 7 stations

5.5

TIM DNP3

o DNP3 master station

A DNP3 master station (Other station) can be configured with any number of DNP3
dedicated lines and Industrial Ethernet. To do this call up the Properties dialog using the
shortcut menu.

Configuring stations in STEP 7 / HW Config

The hardware configuration program HW Config is used to install hardware components in
stations. The HW Config program is opened by double-clicking on one of the station icons
configured in the network configuration.
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5.5 Configuring stations in STEP 7/ HW Config

The module catalog in the window on the right of HW Config contains the available objects.
For telecontrol networks, these are:

® Racks

® Power supplies

e CPU modules

e DNP3 modules

e Other modules

® Applications for control centers in the SIMATIC PC station directory

The devices are installed in the station from the module catalog. Possible slot restrictions are
checked and reported immediately during configuration of the object. This makes an
incorrect hardware configuration impossible.

The installation rules include, for example:

e S7-300 + S7-400 + S7-400H: Power supply permitted only in slot 1

e S7-300: CPU permitted only in slot 2

e S7-300: IM module permitted only in slot 3

e S7-300: Function modules (CPs, 1/0, FMs, TIMs) permitted in slots 4 - 11

e S7-300: There must be no gaps between the modules inserted in slots 4 - 11

The installation rules for function modules are different in the expansion racks depending on
the interface module (IM) with which the expansion rack is connected to the basic rack.

5.5.1 The hardware catalog

The catalog of the hardware configuration contains hardware from the following system
families:

* PROFIBUS-DP

e SIMATIC 300

e SIMATIC 400

e SIMATIC PC based Control 300/400
e SIMATIC PC Station

The SIMATIC 300 / SINAUT ST7 directory contains the TIM modules of the telecontrol range
Telecontrol Professional.

TIM DNP3
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5.5 Configuring stations in STEP 7/ HW Config

Image 5-7  The module catalog in the hardware configuration
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5.5 Configuring stations in STEP 7/ HW Config

5.5.2

Installing racks and modules

The editing window of hardware configuration is in two parts. In the upper part of the window,
you can see all the existing racks with the modules they contain. In the lower part of the
window, you will see a precise listing of the modules used in the current rack along with the
order number and the MPI or I/O addresses.

E-E_:HW Config - [Station 1 {Configuration) -- DNP3] - |EI|5|
By station Edit Insert PLC Wiew Options ‘“Window Help == x|
ID25E & &b dd B8
=(0] UR ;I
1 PS5 307 104 - -
2 CPUJ 312
3
4 TIk 3v-IE DHP3
5 Al4A0240 2B —
B DI1EDC4R-125
7 DO Bt CT 200 A0 Bd
. ~ _
« | _I_I
=] v
Shot| [ todule ... | Order number ... | Firmware | MPl address | | addresz | @ addresz | Comment |
1 PS 307 104

3

4 TIM 3V-IE DMP3 BMHY 803-3BA00 3 206,271 [256..271

] A14480 201 2Bt BESY 334-0KEBD- 27227 272275

G DI1ExDCA3-125 BESY 321-1CHB0 8.3

v DOTE=ACT 200 /0.5 (BESY 322-1EHD0 12..13 ;I
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BES 7 307-1KADD-

Image 5-8
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The window of HW Config with a station configuration with one SIMATIC 300 rack and various modules

Racks are either created by double-clicking on a rack entry in the catalog or by dragging the
rack entry, for example a standard rail for S7-300, to the station window. Since the system
type SIMATIC 300 or SIMATIC 400 is already specified by the selection of the station, only
suitable racks can be installed.

Modules are installed in the rack in one of two alternative ways:

® Selecting a suitable slot in the station window and double-clicking on a catalog entry

or

® Dragging a catalog entry to the required slot in the station window

In both cases, the system checks immediately whether the module is permitted in the slot.

Modules can be moved to a new suitable slot at any time with the mouse.

TIM DNP3
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5.5 Configuring stations in STEP 7/ HW Config

Once a station is complete and has all the required modules, it must be saved with the
Station / Save menu. When you close hardware configuration, a dialog opens automatically
prompting you to save your entries.

When you save, the consistency of your entries is checked and a message output in the
configuration errors are detected.

With the Station / Print... menu, you can print out the configured data of the station.

5.5.3 Configuring modules

When you double-click on one of the modules installed in the rack in the hardware
configuration, or when you select Object Properties in the context menu, the Properties
dialog is opened allowing you to set parameters for a module. Here, you can adapt the
properties of the particular object precisely to its requirements. The content of the Properties
dialog depends on the module type. Only practical parameters for this type are displayed.

Since each module has a set of default parameters, it is not absolutely necessary to set
parameters at this point. As an alternative, you can also open the same Properties dialog in
NetPro.

Note

At least all the TIM modules of the project should have parameters set using the Properties
dialog, for example to create the interfaces.

You can set parameters in the Properties dialog both in hardware configuration or in network
configuration (NetPro).

554 Cycle monitoring time of the CPU

Malfunctions of theTIM 3V-xxx.

Note
No cycle monitoring time of the CPU
If the cycle monitoring time of the CPU is set to very low values, for example 1 ms, this can

lead to malfunctions on theTIM 3V-xxx. In this case, increase the cycle monitoring time of the
CPU or use a TIM 4R-xxx.

TIM DNP3
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5.6 Configuring networks and network nodes in STEP 7 / NetPro

A fully configured network is required for the next steps in configuration.

e Configuring telecontrol connections

e Configuring telecontrol subscriber data

e Configuring the objects (for example data objects)

® Generating system data blocks (SDBs) and data blocks (DBs)

During the initial network configuration, the following is achieved:

e Connection of the modules with network capability to the networks

® Creation of a graphic view of the network consisting of one or more subnets

e Specification of the required properties and parameters for each subnet and each
networked module

e Documentation of the network configuration

Starting the parameter assignment dialogs for networks and network nodes

If you double-click on a network or network node icon or select the Object Properties menu
in the shortcut menu (right mouse button), the Properties dialog opens to allow you to set
parameters. Here, you can connect modules with networking capability with the networks
and adapt the properties of the relevant object to your requirements. All parameters have
default settings that simplify parameter assignment.

5.6.1 Configuring WANs

DNP3 WAN networks are configured in the "Properties DNP3 Dedicated Line" / "Properties
SINAUT Dial-up Network" dialog. The parameters to be set in the following tabs always
apply to the entire network and are identical for all attached network nodes or
communications partners:

® "General" tab
with general information and for modifying the module name or adding comments

® "Network Settings" tab
for setting the communications parameters of the current telecontrol network

® "Time Service" tab
for setting parameters for time synchronization on the telecontrol network

e "Node List" tab
with the list of all subscribers on the current telecontrol network

TIM DNP3
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"General" Tab

Properties - DNP3 Dedicated Line x|

5.6 Configuring networks and network nodes in STEP 7/ NetPro

General | Metworl, Settingsl Time Servicel Hode Listl

M arne:

57 subnet 1D IEIEIdf - IEIEIEIE

Praject path: [DNPIDNPE (1)

Storage location - - -

of project: IE:"\F'ru:ugram Filez“SiemenshStep s fprajhDinp3

Author: I

Date created: 16.09.2010 16:16:03

Lazt modified: 24.09.20010 14:48:57

Comment: :I

Cancel | Help |

Image 5-9 Properties - DNP3 Dedicated Line dialog, General tab

The following parameters are available in this tab:

TIM DNP3

Name:

The default entry in the Name input box is the default name of the network. You can
change this to suit your purposes. A new, modified name appears in the SIMATIC
Manager and in the network configuration.

S7 subnet ID:

The S7 subnet ID is made up of two numbers, one for the project and one for the subnet
separated by a dash.

If you want to go online with a PG without a consistent project, you must know the subnet
ID. The subnet ID is also printed out when you print the network configuration.

The project path is displayed.

The storage location of the project is displayed.

In the Author input box, you can enter the person who created the configuration.
The date created is displayed.

The date of the last modification is displayed.

In the Comment input box, you can enter comments with up to 254 characters.
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"Network Settings" tab

The Network Settings tab specifies the basic communications parameters for the current
network.

Properties - SINAUT Dial-up Network

"General Metwork Settings |Time Service I Node List I

— Mode
Operating mode:

— Message parameters —Connection
Message format: FT3 - Connection type: Iduple;.; - I
Acknowledgement: Ishort acknowl, = I Baud rate [bps]: IB'EI}I} - I
e IH—B ;I r Dialup networl: options
Retry factor: 7 - Cancel parameter: ID
Max. message length: 240 Redialing attempts: |3

— Identification

Customer identification:

G

x|

Cancel | Help

Image

5-10 Network Settings tab

The parameters are somewhat different for dial-up networks and DNP3 dedicated lines. The
"Identification" and "Dial-up network options" boxes are only available for dial-up networks.

Mode

® Operating mode

For DNP3 dedicated lines, the "Polling" mode is preset and cannot be changed.

Polling

In polling mode that is used with dedicated lines, the data exchange is controlled by
the master TIM. This polls the connected stations and node stations one after the
other. Stations with data to transmit send it as soon as they are polled. Stations that
do not currently have any data acknowledge the poll. Only data to be sent from the
master TIM to the stations can be transferred at any time between two individual polls.

For dial-up networks, only the "DNP3 mode" can be configured.

92
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— DNP3 mode

For dial-up networks, both the polling and the spontaneous (unsolicited) mode are
possible. In spontaneous mode, a TIM with an important data change transfers its
data unsolicited and waits for the acknowledgment from the partner. Prior to the actual
data transfer, the TIM must first establish a dial-up connection to the partner.
Following successful transmission of the data, the TIM waits for the acknowledgment.
Following this, the dial-up connection is terminated immediately again if the partner
does not use the existing connection to transfer any existing data.

The unsolicited transfer is configured in the properties dialog of the TIM > "Interfaces"
tab > "DNP3 parameters" button: "DNP3 parameters" dialog > "DNP3 basic
parameters" > "Unsolicited transfer"

Message parameters
In the "Message parameters" box, the following parameters are displayed grayed out:
® Message format:

For DNP3 dedicated lines, this parameter has the default setting "FT3" and this cannot be
changed. FT3 is recommended in the DNP3 specification.

For dial-up networks, the following values can be configured:

- FT1.2 (8E1):
Character format 8 data bits,
even parity, 1 start bit, 1 stop bit
Modem setting: Data format 11 bits

— FT2 (8N1):
Character format 8 data bits,
no parity, 1 start bit, 1 stop bit
Modem setting: Data format 10 bits

- FT3:
Character format 8 data bits,
no parity, 1 start bit, 1 stop bit
Modem setting: Data format 10 bits

You will find information on setting the message format of the modems in the
documentation of the modems, refer to the Appendix.

® Acknowledgment:

The acknowledgment type does not depend on the modem used. It is set dependent on
the quality of the transmission line.
Default: short acknowl.

For DNP3 dedicated lines, this parameter has the default setting "Short acknowl." and
this cannot be changed.

For dial-up networks, the following values can be configured:

— short acknowl.:
consists of one byte.

— long acknowl.:
consists of 5 bytes. The long acknowledgment is advisable in applications when
interference produces spurious characters on the transmission line that could be

TIM DNP3
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interpreted by the TIM as a short acknowledgment.
example: Bad wireless link

e WAN protocol:

For DNP3 dedicated lines, this parameter has the default setting "DNP3" and this cannot
be changed.

For DNP3 dial-up networks, select the setting "FT3".
® Retry factor:

This value decides how often a message that has not been acknowledged positively is
repeated.

For DNP3 dedicated lines, this parameter has the default setting 3 and this cannot be
changed.

For dial-up networks, the following values can be configured: 0 ... 15
e Max. message length (in bytes):

For DNP3 dedicated lines, this parameter has the default setting 240 (bytes) and this
cannot be changed.

For dial-up networks, the following values can be configured: 40 ... 240
Default setting: 240
For DNP3 networks the parameter has no significance except that with values < 240, PG
routing does not work. It is recommended that you use the default value of 240.
Connection
In the Connection box, you can set the following parameters:
e Connection type:

Range of values: Half duplex, duplex
Default: Duplex

Note

Half duplex must not be configured if the "Unsolicited transfer" function is enabled (see
also the properties dialog of the TIM > "Interfaces" tab > "DNP3 parameters" dialog
>"DNP3 basic parameters"), refer to the section "DNP3 parameters” dialog (Page 123).

e Baud rate:

This is the transmission speed at which the TIM and modem communicate. The
transmission speed in the current network is decided by the modem and is normally
identical to the speed of the modem.

If the modem is to be operated at a speed that is not prespecified, the next higher speed
needs to be set here (for example19200 bps if the modem operates at 14400 bps).

TIM DNP3
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5.6 Configuring networks and network nodes in STEP 7/ NetPro

Dial-up network options

® (Cancel parameter:

This is the number of attempted calls before the attempt is finally aborted.
Range of values: 0 ... 127

Default: 0

-0

The call attempts are finally aborted when a connection was established 127 times in
a row but no data could be transferred.

- 1..127

The call attempts are finally aborted when the calls failed n times in a row, regardless
of whether a connection could be established at all or whether no data could be
transferred if a connection was established.

Redialing attempts:

This is the number of attempted calls without successful connection establishment to the
communications partner following which a fault is assumed on the CPU.

Range of values: 1 ... 127
Default: 3

Identification

® (Customer identification:

The customer identification is used to specify whether connections can only be
established to partners permitted for the network. The customer identification has the
function of password protection in the network.

Range of values: 0 ... 65535
Default: 0
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"Time Service" tab

The Time Service tab specifies the extent to which time synchronization services will be
executed by the master station. The time-of-day synchronization for TIM modules is
described in the properties dialog of the TIM, refer to the section Configuring TIM modules
(Page 114).

Properties - DNP3 Dedicated Ling

X

Eenerall Metwork Settings  Time Service | Hode Listl

— Time sunchronization an Wk

hour scheme

—
—

10

IEIEI 'IIEIEI 'I

Synchronization cycle:

Start time:

I 0o:00 s I

Hour scheme [hr]:
inute zcheme [min:

Second scheme [z];

Time af day [hr/min]:

Cancel

Help

Image 5-11

Time Service tab

You can set the following options for the Synchronization cycle parameter:

96

No synchronization:
There is no time synchronization on the relevant network.

Hour scheme:
The number of hours between synchronization activities can be set in the "Hour scheme"
drop-down list.

Start time:
If the cycle for time synchronization is longer than 1 hour, you can set a start time for
time synchronization in the "Start time" drop-down list.

Minute scheme:
The number of minutes between synchronization activities can be set in the "Minute
scheme" drop-down list.

TIM DNP3
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® Second scheme:
The number of seconds between synchronization activities can be set in the "Second
scheme" drop-down list.

e Time of day:
Synchronization takes place once a day. Set the time of day for the synchronization in the
"Time of day" drop-down list box (for example 01:00).

On dedicated lines, a synchronization cycle of 1 hour is recommended.
On the DNP3 WAN, the DNP3 master station is the synchronization master.

"Node List" tab

The node list displays all the communications subscribers connected to the current network;
in other words, TIM modules. It also lists the station name, the WAN address and the
configured node type making it easy to check these parameters throughout the network.

The WAN address has no further significance for DNP3.

Properties - DNP3 Dedicated Line x|

Eenerall Metworl, Settingsl Time Service Mode List |

M ame | Station | Address | node type |
DMP3 Maszter DMP3 Master 4 b azter
TIM 34E DMP3 Station 3 2 S tation
TIM 34-E DHP3 Station 2 1 S tation
TIM 4R-1E DMP3 Station 4 3 S tation

Cancel Help

Image 5-12 Node List tab
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5.6.2

Generaltab

98

Configuring Industrial Ethernet

You set the parameters for Industrial Ethernet in the Properties - Industrial Ethernet dialog.

Properties - Industrial Ethernet x|

General |

Name: IEthemetH}

57 subnet 1D: IDD31 - ID'I 0A

Project path: [SINAUT ST7_TAT-Neu'\Ethemet(1)

Storage location

of the project: IC:"\F‘mglElm Files*Siemens’\Step M5 7ProjSinaut_T4T

Author: ||

Date created: 03.11.2004 12:32:21

Last modified: 25.11.2004 15:48:57

Comment: ;I

e | o |

Image 5-13  Properties - Industrial Ethernet dialog, Generaltab

The following parameters are available in this tab:

Name:

The default entry in the Name input box is the default name of the network. You can
change this to suit your purposes. A new, modified name appears in the SIMATIC
Manager and in the network configuration.

S7 subnet ID.
The subnet ID is made up of two numbers separated by a dash:

— The number for the project
— The number for the subnet

If you want to go online with a PG without a consistent project, you must know the subnet
ID. The subnet ID is also printed out when you print the network configuration.

The Project path is displayed.
The Sforage location of the project is displayed.
In the Authorinput box, you can enter the person who created the configuration.

The Date created is displayed.

TIM DNP3
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e The Date of the last modification is displayed.

® |Inthe Commentinput box, you can enter comments of up to 254 characters.

5.6.3 Generating network attachments

To network a project, the communication-compliant modules (for example CPU or TIM) must
be connected to suitable networks. The modules in the station icons in the project window of
the network configuration include interface and network node icons displayed in different
colors according to the network type.

Station

Image 5-14  Station with two network nodes, one of which is networked

Note

After changing connections, even if these are re-established again later, the SINAUT
configuration tool with the connection configuration and thesubscriber administration must be
called.

Printing network information

The project can be printed and documented as a graphic or as text using the Network / Print

menu.
5.6.4 Configuring WAN network nodes
Tabs of the dialog

Configure the WAN network nodes in the "Properties - DNP3 Dedicated Line / "Properties -
SINAUT Dial-up Network dialog in the tabs described below:

® "General" tab
with general information on the network node and entry of comments

® "Network Connection" tab
for setting the most important network properties

TIM DNP3
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e "Basic Param." tab
for setting the basic communications parameters

e "Dedicated Line" tab
with parameters specifically for dedicated lines

e "Dial-up Network" tab
with parameters specifically for dial-up networks

e "Dialing Param." tab
with parameters specifically for call numbers for dial-up network nodes

e "AT Initialization" tab
for configuring initialization strings for the dialing mode "AT mode"

General tab

Properties - DNP3 Dedicated Line TIM 3¥-1E DNP3 (RO54) x|

General | Network Connection I B azic: Param. I Dedicated Line I

M arne: TIM 2-IE DNP3

Project path: |DNP3ATIM 3v-IE DNP3

St locati

Dfﬂ;?:cﬁca e IE:HPngram Filez“Siemenz\StephedprojtDinp3

Luthor: I

Date created: 17.09.20010 10:53:50

Lazt modified: 24092000 14:48:57

Carmmemnt: ﬂ

Cancel | Help |

Image 5-15 Properties - DNP3 Dedicated Line TIM dialog, General tab

The following parameters are available in the General tab:

® The "Name" box displays the name of the module in SIMATIC stations. You can only
change the default interface name in SIMATIC PC stations and other stations. A new,
modified name appears in the SIMATIC Manager and in the network configuration.

® The project path is displayed.
® The storage location of the project is displayed.

® |n the Author input box, you can enter the person who created the configuration.

TIM DNP3
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e The date created is displayed.
e The date of the last modification is displayed.

® |n the Comment input box, you can enter comments with up to 254 characters.

Network Connection tab

The Network Connection tab allows you to set the most important networking properties of
the WAN network node.

Properties - DNP3 Dedicated Line TIM 3¥-1IE DNP3 (RO/54) x|

General Metwork Connection | B asic Param. I Dedicated Linel

—TIM
Mode type:
—WHAN parameter
Wikl address: |1 vI
— Subnet
--- Mot Metwarked -- Mew. .

DMP3[2) polling :
Froperties. .. |

Cancel Help

Image 5-16  Properties - DNP3 Dedicated Line TIM dialog, Network Connection tab

The parameters here are:
® Node type
The node type is selected in the drop-down list:

— The master station is the highest hierarchic level in the network. It generally collects
information from the underlying network nodes and specifies settings for the nodes in
the field.

— A station is at a level close to the field and hierarchically below a master station.

The network attachment of a DNP3 TIM is assigned the type "Station", "Node station" or
"Master station".

e The WAN address

The WAN address of the network node is decided by the address of the local CPU and is
not relevant.

TIM DNP3
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e Subnet

This lists all the networks of this type in the project. If the subscriber is not connected, the
row ----Not Networked---- is shown as selected in the subnet list.

— If the current subscriber is connected, the row of the relevant network is shown as
selected. You can set parameters for the current network with the Properties button.

— If no connection exists, a network connection can be set up using the New button.

— An existing connection can be deleted with the Delete button.

Basic Param. tab

The Basic Param. tab contains the communications parameters for the selected DNP3
network node.

Properties - DNP3 Dedicated Line TIM 3¥-1IE DNP3 (RO/54) x|

General | Metwork Connection  Basic Param. | Dedicated Line I

— General Mezsage parameters

Interface: IEHlEanﬂ "] Mumber of spontaneous |2D
Messages;

Interface type: |F|S232 "I

F5485 termination: Inein -I Lirit far locked meszages [%]: IED

Operating Interrupt (block, -
mode: I L ) J

— Connection

Extra transmizzion time ID
[ms]:

Cancel Help

Image 5-17 Properties - DNP3 Dedicated Line TIM dialog, Basic Param. tab

The parameters shown in the following tab cannot be modified for the TIM 3V-IE DNP3 and
only partly modified for the TIM 4R-IE DNP3.

e |Interface:
This parameter cannot be set for DNP3.

¢ Interface type (TIM 4R-1E DNP3 only):
Here, you set the type of interface: RS-232 or RS-485 mode
This parameter cannot be set for the TIM 3V-IE DNP3.

e RS485 termination (TIM 4R-IE DNP3 only):

This output box indicates whether the terminating resistor has been activated for the RS-
485 bus.

This parameter cannot be set for the TIM 3V-IE DNP3.

TIM DNP3
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e QOperating mode:

This parameter cannot be configured for DNP3 and has no significance.
e Extra transmission time:

This parameter cannot be set for DNP3 and has no significance.
e Number of spontaneous messages:

This parameter cannot be configured for DNP3 and has no significance.
e Limit for locked messages:

This parameter cannot be configured for DNP3 and has no significance.

Dedicated Line tab

The Dedicated Line tab contains special parameters required only when using dedicated
lines.

Properties - DNP3 Dedicated Line TIM 3V-IE DNP3 (RO/S5) ll

" General I Metwork Connection I Basic Param. Dedicated Line |

— Time options

RTS/CTS delay time [ms]: ID Send delay time [ms]: II}
Master manitoring time [s]: ID Max. allowed disnuption time [s]: IC

r— Polling parameters

Ratio polling / spontansous: I'I
MNumber of stations in sub-cycle: |1

— Transfer options

Transfer mode: Itmns‘fer data as blocks of single messages LI

Cancel | Hep |

Image 5-18 Properties - DNP3 Dedicated Line TIM dialog, Dedicated Line tab

The parameters for dedicated lines include:

TIM DNP3
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104

RTS/CTS delay time:

Setting the RTS/CTS delay time is required, for example when connecting a modem to
the RS-485 interface of the TIM module. The values necessary for the RTS/CTS delay
time can be found in the descriptions of the modems.

Possible values: 0 .. 65535 ms
Default: 0
— RTS/CTS delay time = 0:

After setting the RTS signal, transmission only starts when the CTS signal was set by
the modem.

— RTS/CTS delay time > 0:

Transmission is not delayed until the CTS signal of the modem. After the RTS signal
has been set, transmission is delayed for the selected time and then started
immediately.

Master monitoring time [s]:

Monitoring time for the DNP3 master station. Within the configured time, the TIM expects
a signal from the DNP3 master station at the application layer.

If the TIM does not receive a signal from the master station during this time it assumes a
fault on the master station, outputs an error message to the diagnostics buffer and, if
configured, sets the relevant bit in the PartnerStatus system object to zero. The
configured value is transferred to the connected DNP3 master stations.

When the monitoring time has elapsed, the master station must send a 'Daily
Measurement' message to the station that must be acknowledged by the station. If the
station does not reply to the message, it is classified as being unreachable by the master
station.

Range of values: 0...65 535

Default: 0 (no monitoring)

Note: This mechanism can also be used for monitoring passive redundant paths.
Send delay time:

The send delay time is used only when the CTS signal comes from the modem
(RTS/CTS delay time parameter = 0). As soon as the CTS signal comes from the
modem, the send delay time is started. Data transmission is started only after this time
elapses.

This parameter is required, for example, when additional times are necessary to allow
repeaters to start up on wireless links prior to starting data transmission.

If 0 is entered, no send delay time is used.

Range of values: 0 to 65 535 ms

Default: 0

Max. allowed disruption time:
This parameter cannot be configured for DNP3 and has no significance.
Ratio polling / spontaneous:

This parameter cannot be configured for DNP3 and has no significance.

TIM DNP3
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e Number of stations in sub-cycle:
This parameter cannot be configured for DNP3 and has no significance.
® Transmission mode:

This parameter cannot be configured for DNP3 and has no significance.

"Dial-up Network" tab

This tab contains special parameters required only when using dial-up networks.

Properties - SINAUT Dial-up Network TIM 4R-IE DNP2 (RO, ll

" Generl I Metwork Connection I Basic Param. Dial-up Network | Dialing Param. I AT Initialization I

— Parameters for conditional spontaneous messages

Transmission

crteria: Islan-:lar-:l condtions ;I Hours: I:
Minutes: IC

— Time options

Master manitoring time [min]: ID

Max. connection duration [s]: IE Redial delay [min]:

r— Transfer options

20
Transfer mode: Itrcinsfer data as blocks of single messages ;I

transfer data as blocks of single messages
transfer data as blocks of multiple messages

Crcs |t

Image 5-19 Properties - DNP3 Dial-up Network TIM dialog, Dial-up Network tab

The dial-up network parameters include:
® Transmission criteria:

The transfer criterion for connection establishment to transfer unsolicited messages
(events) is only relevant for stations and node stations and as the default "standard
conditions" is set for the DNP3 dedicated line which cannot be changed.

— Standard conditions:

If unsolicited messages are pending, no connection is established. The unsolicited
frames are only transferred when there is a threat of buffer overflow or the connection
is called up from the other end.

TIM DNP3
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e Master station monitoring time [min]:

Monitoring time for the DNP3 master station. Within the configured time, the TIM expects
a signal from the DNP3 master station at the application layer.

If the TIM does not receive a signal from the master station during this time it assumes a
fault on the master station, outputs an error message to the diagnostics buffer and, if
configured, sets the relevant bit in the PartnerStatus system object to zero. The
configured value is transferred to the connected DNP3 master stations.

When the monitoring time has elapsed, the master station must send a 'Daily
Measurement' message to the station that must be acknowledged by the station. If the
station does not reply to the message, it is classified as being unreachable by the master
station.

Range of values: 0...65 535

Default: 0 (no monitoring)

Note: This mechanism can also be used for monitoring passive redundant paths.
e Max. connection duration [s]:

Here, the maximum connection duration for dial-up connections can be set. A dial-up
connection will be terminated at the latest when the configured time elapses even if there
is still data to be transferred.

Range of values: 0 ... 65535

Default: 5

If you enter zero, the function is deactivated.
e Redial delay [min]:

This parameter specifies how long after a connection abort, connection termination or
unsuccessful connection establishment, a new dial-up connection will be established at
the earliest.

Range of values: 0 ...255
Default: 0
® Transmission mode:
This parameter specifies the form in which data messages are sent.
Range of values:
— Sending data messages as individual messages
— Sending several data messages as a block

Default: Single messages
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"Dialing Param." tab

The Dialing Param. tab appears only with dial-up network nodes and includes all parameters
specific to call-numbers.

Properties - SINAUT Dial-up Network TIM 4R-IE DNP3 (RO/ ll

" Generl I Metwork Connection I Basic Param. I Dialup Network  Dialing Param. |ﬁT Inttialization I

r— Dialing parameters

Corfigured modem: |3rd party modem

Dialing mode: -
Dialing format: IE data hits, no parity, 1 stop bit ;I
Dialing command: m Dialing prefic: I—
Own tel. number: I
—Options
FIN number: I—
Special service: Ino special service LI

Cancel Help

Image 5-20 Properties - DNP3 Dial-up Network TIM dialog, Dialing Param. tab

The parameters here are:
e Configured modem:

The modem specified in the hardware configuration is displayed.
¢ Dialing mode:

Type of activation of the modem. Note that only the AT mode can be used on the internal
interface of the TIM.

Note

If two MD3 modems communicate with each other, they must not be operated in the 1200
baud, half-duplex, AT mode.

TIM DNP3
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e Dialing format:

The data format of the dial-up phase depends on the type of modem. The following
settings are possible:

— 8 data bits, no parity, 1 stop bit

— 8 data bits, odd parity, 1 stop bit

— 8 data bits, even parity, 1 stop bit
— 8 data bits, no parity, 2 stop bits

— 8 data bits, odd parity, 2 stop bits
— 8 data bits, even parity, 2 stop bits
— 7 data bits, no parity, 1 stop bit

— 7 data bits, odd parity, 1 stop bit

— 7 data bits, even parity, 1 stop bit
— 7 data bits, no parity, 2 stop bits

— 7 data bits, odd parity, 2 stop bits
— 7 data bits, even parity, 2 stop bits
Default:

— In AT mode: 8 data bits, no parity, 1 stop bit

Note
MD3 modem

The data listed above applies only to the dialing phase. The data format in the data phase
is set with switch 5 on the MD3 modem.

It is only necessary to set the dialing format on older modems that do not support
"Autoband". With "Autoband”, the modem can determine the character and data format in
the dialing phase automatically based on the first AT string.

Dialing command:

This is the dialing command for the local modem. The following dialing commands are
possible:

— D (AT command)

— DP (AT command, pulse dialing)

— DT (AT command, tone dialing)

Default: D. This default modem dialing command should be used where possible.
Dialing prefix:

This is the access number (outside line) for a private branch exchange (typical entry O or
9) or for an alternative telephone provider. A number up to 12 digits long can be
specified. With direct connection to the dial-up network and without an alternative
telephone provider, this parameter can remain empty.

The dialing prefix can be changed again in the Properties of subscriber dialog.

TIM DNP3
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e Own tel. number:

Here, you enter your own telephone number for the network node including the area
code. This telephone number can no longer be changed later in the Properties of
subscriber dialog.

Note

In dial-up networks, in which another subscriber within the same local network cannot be
dialed with the local area code, it is advisable to enter your own telephone number in the
Own tel. number box (without area code) and to specify the area code in Dialing prefix.

¢ PIN number:

For a GSM module, the 4 to 8 digit PIN number must be entered here so that this can be
transferred from the TIM module to the module.

If you have a contract without a PIN, leave the box empty.

Note

If an incorrect PIN is entered, the SIM card in the module might be disabled. If the fault
LED lights up during connection establishment, the diagnostics buffer of the TIM must be
checked because an entry for a bad PIN is generated here.

® Special service:

This parameter cannot be configured for DNP3 and has no significance.

"AT initialization" tab

Properties - SINAUT Dial-up Network TIM 4R-IE DNP2 (RO ll

"General | Network Connection | Basic Param. | Dial-up Network | Digling Param. AT Initialization |

r Initizlization string
ATS45=3\NOFDAW ] [41545334353d335c4e 30 ~| [ Userdefined
46 30 26 57
Type of string: dialup network, MD3, 19200 bps, FT1.2

Mote:

- Enter line feeds with CTRL+ENTER fhave no influence an the string)
- Enter wildcards with ot oot in the decimal system)

- Enter . as W\

Crcs |t

Image 5-21 Properties - DNP3 Dial-up Network TIM dialog, AT initialization tab
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The AT Initialization tab appears only for dial-up network nodes and when the AT mode is
selected as the Dialing mode in the Dialing parameters tab. The string stored here is formed
automatically from the previously set dial-up network parameters and the SINAUT dial-up
modem selected on the TIM interface.

If "3rd party modem" is set on the TIM interface, no initialization string is displayed. You will
then need to enter the correct string for the modem you are using. The initialization string set
here is transferred to the modem operating in AT mode only when the TIM starts up.

e |nitializing string

In the left-hand input box, the AT string is displayed as text and in the right-hand box in
hexadecimal notation. No entries can be made in the right-hand box. In the left-hand box,
a string can only be entered when either no entry can be found for the current
combination of modem and network parameters in the SINAUT modem database or the
User defined option was set. Otherwise the valid string is taken from the database.

e User defined:

This option allows the manual entry of AT Initialization strings for the basic settings of the
modem.

e Type of string:

The content of the current string is shown in this output box.

Special features of the MD4 modem (is no longer available)

On the MD4 modem, the standard string is ATS45=83$P1\NO&W$M=n.

The part string $P1 defines the V.110 mode at a transmission speed of 9600 bps.

The n character at the end of the string is the placeholder for the MSN (last digit of the
telephone number) of the subscriber.

The stored standard string allows only transmission rates of 9600 and 19200 bps, no other
speeds are supported.

When using the MD4 modem in ISDN networks, it is only possible to operate at a
transmission speed of 9,600 bps with the standard setting and not at the maximum speed of
38,000 bps.

If the maximum speed of 38,000 bps is required when using the MD4 in ISDN networks, the
entry $P1 in the default string must be replaced by $P5. This brings about a change from
transmission mode V.110 to the X.75 mode which allows a transmission speed of up to
38,000 bps.

Note

Since the MSN number is automatically added to the generated AT string with the MD4
modem, if you change the telephone number later, remember that the MSN number in the
AT string for the MD4 modem may need to be modified manually.

TIM DNP3
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5.6.5 Configuring Ethernet nodes

"General" Tab

Properties - Ethernet interface TIM 4R-1IE DNP3 (RD/S4) x|

General | Parameters I

Hame: TIt 4R-IE DHP2

Froject path: |DNP3ATIM 4R-E DNP3

St locah

Df?ﬁaeg;n?g;:mn IE:"uF'rl:ngram FileghSiemens\StepheFprojiDinpa

Luthor: I

D ate created: 094742010 17:07:40 A

Lazt modified: 097/2010 11:171:16 Akd

Caomment; ﬂ

Cancel | Help |

Image 5-22 Properties - Ethernet interface dialog, General tab

The General tab informs you about general parameters of the Ethernet interface.

® Name:
The Name box displays the name of the module.

® The project path is displayed.

® The storage location of the project is displayed.

® |n the Author input box, you can enter the person who created the configuration.
® The date created is displayed.

® The date of the last modification is displayed.

® |n the Comment input box, you can enter comments with up to 254 characters.
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"Parameters" Tab

Properties - Ethernet interface TIM 4R-1IE DNP3 (RO/S4)

General  Parameters |

[T SetMALC address £ uze 150 protocol

MALC address: I

IF address: Gateway

Subnet mazk:

[192.168.0.3
| 255. 255, 255.0

" Do not uze rauter

" |ze router

112

Address;
Subnet;
--- hiat nebwark.ed -- Mew... |
Ethermet(2] Froperties. .. |
Delete |
ocel |t |

Image 5-23 Properties - Ethernet interface dialog, Parameters tab

The Parameters tab provides the following parameters:
e Set MAC address / use ISO protocol:

Since an Ethernet TIM does not use the ISO protocol but TCP/IP, this option remains

disabled.

e The IP address:
This has a default entry and cannot be changed here.

® The Subnet mask:

This has the default value 255.255.255.0 and can be changed / restricted.

TIM DNP3
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® |n the Gateway box, you have the option of specifying whether data transmission is via a
router.
If a router exists, the IP address of the router is entered in the Address box.

® The Subnet:
This lists all the networks of this type in the project. If the subscriber is not connected, the
row ----Not Networked---- is shown as selected in the subnet list.

— If the current subscriber is connected, the row of the relevant network is shown as
selected. You can set parameters for the current network with the Properties button.

— If no connection exists, a network connection can be set up using the New button.

— An existing connection can be deleted with the Delete button.

5.6.6 Plausibility check of the network configuration

A plausibility check of the configured network is performed either when the network is stored
with the Save and Compile... function or when the consistency check is started directly from
the Network / Check Consistency menu. The following is reported:

® Subscribers not connected to a any subnet

® Subnets with only one subscriber

® Inconsistent connections, for example due to the wrong WAN protocol

The following is also checked for telecontrol networks:

e Compatibility of the connected modem types with each other

e Compatibility of the connected modem types with the network parameters
The following is checked for dedicated line networks:

® The parameter assignment of a master station for the dedicated line network

The configured version must then be saved with the Network / Save menu to allow other
STEP 7 and SINAUT applications access to the configured data.

Configuration continues by calling the SINAUT configuration tool.

Note
Save and compile only in "subscriber administration”

From the network configuration, not only the Save but also the Save and Compile... function
can be called that generates the system data blocks (SDB) after saving the configuration.

To acquire all the configured parameters of the TD7 software when generating the SDBs
both in new projects or when making modifications to the configuration of existing SINAUT
installations, the generation of SDBs for telecontrol networks should only be performed in the
Subscriber Administration of the SINAUT configuration tool.
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5.7 Configuring TIM modules

The parameters for a TIM module are divided among various tabs of the "Properties - TIM"
dialog. The following tabs are available:

® "General" tab
with general information and for modifying the module name or adding comments

® "Addresses" tab
with information on 1/O address areas of the CPU

® "Time Service" tab
for setting the parameters for time-of-day synchronization of a TIM module

® ‘“Interfaces" tab
for configuring the Ethernet and WAN interface(s)

e "Options" tab
with parameter assignment options for the message memory

Note

Communication-specific parameters are entered in the "Properties" dialogs for network
and network node parameter assignment. These are explained in the relevant sections.

TIM DNP3
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5.71 "General" tab

General tab

The "General" tab informs you about the general properties of a TIM module.

Properties - TIM 4R-IE DNP3 - {R0D/54) x|

General |.-’-'-.ddresses| Time Servicel Interfacesl Dptinnsl

Short Designatiorn; TIM 4R-IE DHP3

TIM 4 [2 2 'WAN, 2 « Industrial Ethernet, 2 57 connections, module ;I
replacement without PG, C-Plug]

Order Mo.: EBMHY 803-4BA00-04A40
M arrie: TIM 4B-E DPS

Caomment;

=
[

0k, I Cancel Help |

Image 5-24 "Properties - TIM" dialog, "General" tab

This tab contains the following output boxes and parameter assignment options:

e "Short Designation:" output box the module type and a brief description are displayed.
® The "Order No." output box displays the article number of the module.

® The "Name:" input box allows you to change the name of the module.

® |n the "Comment:" input box comments, for example relating to the use of the module can
be entered.

The subscriber number (DPN3 address) of the TIM module that can be generated as a
comment in the "Subscriber Administration" of the SINAUT configuration software is then
displayed in this comment box.
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5.7.2

Addresses tab

116

"Addresses" tab

Propetties - TIM 4R-IE DNP3 - (RD/54) X|

General |Addlesses| Time Servicel Interfacesl Elptic-nsl

Short Dezignation: TiM 4R-IE DNF3
TIM 4 [2 wWwWiAN, 2 % Industrial Ethermet, 2 57 connections, module :l
replacement without PG, C-Plug]

Order Mo.: EMNHT 803-4BA00

Mame: TIk 4R-1E DNP3

Cormment:

ok I Cancel Help |

Image 5-25 "Properties - TIM" dialog, "Addresses" tab

The "Addresses" tab provides information on the address areas occupied by the TIM module
in the 1/0 from the perspective of the CPU.

These addresses are also relevant to you if the CPU is supplied with the date and time of
day by the TIM. In this case, the TIM supplies the time data to the inputs specified here. This
is described in detail elsewhere (refer to the section: Synchronization of the CPU time with
TD70onTIM (Page 135))

The start address and length of the address ranges are assigned by the system. As an
alternative, you can change the inputs and outputs by disabling the system selection option
and entering the start address in the input box manually. Since the addresses are always set
consistently by the system and are not generally used, it is not normally necessary to make a
change.

TIM DNP3
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5.7.3

Time Service tab

TIM DNP3

5.7 Configuring TIM modules

"Time Service" tab

This tab applies only to the Ethernet interface of the TIM.

Note

Here, it is not possible to set the time-of-day synchronization via the network attachments to
a dedicated line (RS-232/RS-485 interface of the TIM). You make these settings in the
properties dialog of the relevant dedicated line network, refer to the section: Configuring
networks and network nodes in STEP 7 / NetPro (Page 90). There is no setting per network
node in this tab because the hierarchical distribution of the time is specified automatically
during parameter assignment (master station/station).

If the TIM is connected to a network on which the DNP3 master station is located, the PC in
this network is always time master and the TIM always time slave.

In the 7ime Service tab of a TIM module, you decide how the TIM will react to time
synchronization on its interfaces:

® Time-of-day synchronization via the Ethernet interface(s)
® Time-of-day synchronization via the S7-300 backplane bus cannot be configured.
The following figure shows the tab for a DNP3 TIM.

Properties - TIM 4R-IE DNP3 - (RD/54) X|

General | Addresses  Time Service |Interfaces| Dptinnsl

Interface | State | Infa |
S7-300-Backplans - Mo zunchronization,
Ethermet 1 - Synchionized u 2 minubes.,
Ethermet 2 - Mo zunchronization,

Synchronization cycle: minte schene

Synchronization master: o -

Howr zchenne [kl |1 'I Start tirne: IEIEI:DD 'I
Mirute scherme [min]: |2 'I Second scheme [s]: 10 ¥
Time of day [hrimin]: IEIEI - " uli] 'I

0K I Cancel Help |

Image 5-26  Properties - TIM dialog, Time Service tab

If you click on one of the interfaces, the parameters for time synchronization appear below
the box for the interface.
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Each Ethernet interface to be synchronized by the master must be activated. Otherwise
synchronization is not accepted on this port. The setting of the synchronization interval or
time of a slave should be identical to that of the master on the Ethernet network because the
slave monitors whether or not the synchronization takes place at the specified intervals or at
the specified time. Setting a shorter interval or a different time would lead to error messages
in the diagnostic buffer of the TIM.

Note

The error message is not exactly coordinated with the interval or the point in time.

With an interval, the error message comes after 2.5 times the set interval. Example: At an
interval of 2 hours, the error message is entered only after 5 hours.

If a specific time is selected, a tolerance of 2.5 hours is allowed before an error is
signaled.

Parameter settings for time synchronization

You can set the following options for the Synchronization cycle parameter:

118

No synchronization:
There is no time synchronization on the relevant network.

Hour scheme:
The number of hours between synchronization activities can be set in the "Hour scheme"
drop-down list box.

— Start time:
If the cycle for time synchronization is longer than 1 hour, you can set a start time for
time synchronization in the "Start time" drop-down list box.

Minute scheme:
The number of minutes between synchronization activities can be set in the "Minute
scheme" drop-down list box.

Second scheme:
The number of seconds between synchronization activities can be set in the "Second
scheme" drop-down list box.

Time of day:
Synchronization takes place once a day. Set the time of day for the synchronization in the
"Time of day" drop-down list box (for example 01:00).

Synchronization master (only for Ethernet interface)

This parameter cannot be set for DNP3.
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574 "Interfaces" tab

"Interfaces" tab

The "Interfaces" tab displays a list of interfaces of the TIM module.

Properties - TIM 3Y-IE DNP3 - (R0,/S4) x|

Generall .ﬂ.ddressesl Time Service  Interfaces | Dptinnsl

Interface | State | Info |
MPI not connected addrezs = 3
‘Ethernet 1 connected to 'Ethernet [1] address = 192,168,025
WM 1 connected to SAfAM 1 ghation, poling, 'WaAM address = 2
l Ethernet 1 | Froperties ... I DMP3 parameters ... |

Send keepalives for connechions - Interval [2] [0-B5535, 0 = off): I'I 1]

k.eepalive monitoring time [2] [0-255, 0 = uze defaultz): IU

Connection mode:; I DMP3 station j
Tranzport protocal LDE; |

DMF3 maszter monitoring tinme []: IEI
0k, I Cancel Help |

Image 5-27 "Properties - TIM" dialog, "Interfaces" tab for an Ethernet TIM

If you click on an interface, the parameter box for the relevant interface is displayed below
the interface list.

TIM DNP3
System Manual, 12/2015, C79000-G8976-C253-04 119



Configuration in STEP 7

5.7 Configuring TIM modules

MPI

Ethernet 1/ 2
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The DNP3 TIM does not have an MPI interface. The display of the MPI interface depends on
the configured CPU type:

e Configurations with CPU 315F, 315T, 317, 319
With these configurations, no MPI interface is displayed for the TIM.
e With configurations with smaller CPU types

With these configurations, the MPI interface is displayed for the TIM. For the TIM, with the
"Properties" button, you can only change the station-internal MPI address of the TIM. If
an MPI bus is configured, access to the MPI bus is via the CPU.

This applies to configurations with the following CPU types:
— All variants of the CPU 312, 312C, 313C, 314, 314C
— The CPU 315-2 DP and 315F-2 DP

If an Ethernet interface is selected, the parameters of the interface become visible.
Ethernet 1 corresponds to interface X3, Ethernet 2 corresponds to interface X4.

In the list box for the (static) Ethernet interface, "Ethernet 1" (or "Ethernet 2") is selected as
default. You set the IP parameters of the Ethernet interface by clicking the "Properties..."
button, see Configuring Ethernet nodes (Page 111).

Note
No switch function

The two Ethernet ports of a TIM 4R-IE DNP3 are not designed as a switch, but are intended
for connection to different networks. Operation in the same Ethernet network is not
permitted.

If this is ignored, it will not be possible to generate SDBs for the TIM. This is detected during
the verification in subscriber administration and signaled.

The IP addresses of the two interfaces must therefore differ in at least one of the three
leftmost decimal (separated by a period) numbers (applies to the usual subnet mask
255.255.255.0).

TIM DNP3
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When an Ethernet interface is selected, you will see the following parameters:
e Send Keepalives for Connections - Interval [s]
Range of values: 0...65 535

This parameter specifies the interval in seconds at which keepalives are sent. If the value
is set to 0, no keepalive messages are sent.

For connections via mobile wireless networks, a value of 120 seconds is recommended.
The keepalive interval should always be shorter than the interval for "dead peer
detection" (DPD) on the connected router.

e Keepalive monitoring time [s]
Range of values: 0...255
Default: 0

This parameter specifies the monitoring time in seconds when sending a keepalive. An
acknowledgement of the message just sent must arrive within the monitoring time defined
here.

If the TIM does not receive an acknowledgement, the TIM outputs an error message to
the diagnostics buffer.

If the value is set to 0, the default value (1 second) is used on the TIM.

In mobile wireless networks, a message is normally acknowledged within a few seconds.
This may take longer depending on the load on the network. Experience has shown that
an "Ethernet timeout" of 10 seconds is practical in wireless networks.

Note

For the influence of the "Master station monitoring time" parameter on the "Keepalive
timeout" parameter, see below.

e Connection mode
You can set the Ethernet interface as follows:
— Neutral

Select this setting if the station is connected to a SIMATIC S7-400/400H via the
selected interface.

The S7 connection is then created automatically in NetPro.
— DNP3 master station

Select this setting if the TIM is the DNP3 master station or a node station and the
selected interface is connected to the lower-level stations.

— DNP3 node station

Select this setting if the station is a node station and the selected interface is
connected to the higher-level DNP3 master station.

— DNPS3 station

Select this setting if the station is a DNP3 station and is connected to the DNP3
master station via the selected interface.
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WAN 1/2

122

e Master station monitoring timel[s]:

Monitoring time for the DNP3 master station. Within the configured time, the TIM expects
a signal from the DNP3 master station at the application layer.

If the TIM does not receive a signal from the master station during this time it assumes a
fault on the master station, outputs an error message to the diagnostics buffer and, if
configured, sets the relevant bit in the PartnerStatus system object to zero. The
configured value is transferred to the connected DNP3 master stations.

When the monitoring time has elapsed, the master station must send a 'Daily
Measurement' message to the station that must be acknowledged by the station. If the
station does not reply to the message, it is classified as being unreachable by the master
station.

If this parameter is > 0, connection failure at the TCP level that is detected using the
keepalive mechanism is not signaled (see above).

Range of values: 0...65 535

Default: 0 (no monitoring)

Note: This mechanism can also be used for monitoring passive redundant paths.
® DNP3 parameters

Clicking the "DNP3 parameters" button opens the "DNP3 parameters" dialog, see section
"DNP3 parameters" dialog (Page 123).

If a WAN interface is selected, the parameters of the interface become visible.
WAN 1 corresponds to interface X1, WAN 2 corresponds to interface X2.

Behind each interface that is to be connected with a network, there must be a network node
of the corresponding type and this can be recognized by the "Properties" button being
available for selection.

For each WAN access, you have the following options:
e |nterfaces drop-down list
— Drop-down list locked with "DNP3 dedicated line" display:

There is already a network node for this interface. Using the "Properties..." button, you
can branch to the "Properties" dialog of the network node to make parameter settings.
Using the "DNP3 parameters" button, you open the dialog with the same name; for the
parameter assignment, refer to the section "DNP3 parameters dialog". With the
"Delete..." button, you can remove the network node.

The "Properties" dialog of the interface is described in the section dealing with
parameter assignment of network nodes.

— Drop-down list selectable with "DNP3 dedicated line" display:

There are not yet any network nodes for this interface. With the "New..." button, you
create a network node of the type displayed in the interface list box.
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System Manual, 12/2015, C79000-G8976-C253-04



Configuration in STEP 7

5.7 Configuring TIM modules

® Modem type

The type of connected modem is displayed for each interface in "Modem type" if a
modem exists on the TIM module or can be connected externally. The type of modem on
the interface must be configured using the list box.

The modem type is checked during the plausibility checks to establish whether or not it is
compatible with the current network parameters.

5.7.5 "DNP3 parameters"” dialog

"DNP3 parameters" dialog

This section describes the tabs of the "DNP3 parameters" dialog that is opened from the
"Interfaces" tab.

Properties - TIM 4R-IE DNP3 - (R0/S4) x|

DNP3 basic parameters  DNF3 station parameters | DNP3 event parameters I

— Polling parameters

Event polling interval: I (0-65535)
Class 0 polling interval: I 10 (0-65535)

Ma. polling period [] {0 = no limit): I 10 (-65535)

Paolling mode: IOnly after statup | = I

—CPU status
Signal CPU STOP with bit IIN 1.6: r

— Mode station parameters
Reply without cument station image: I

0K I Cancel Help

Image 5-28 The "DNP3 parameters" dialog

The tabs differ depending on the subscriber type of the TIM interface (master station /
station).
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"DNP3 Basic Parameters" tab

"Transmission settings" box
e Unsolicited transfer

The parameter specifies whether or not event messages from a station TIM can be sent
spontaneously to the DNP3 master station.

Range of values:
- No:

No unsolicited (spontaneous) messages are sent.
- Yes:

The station TIM can send spontaneous messages.
Default: No

If the option is enabled on the station TIM, this sends a query to the master station TIM. If
the option is disabled on the master station TIM, the master station TIM sends a control
message (DISABLE_UNSOLICITED) with the information that the sending of unsolicited
messages by the station is not permitted and the station TIM saves the events without
sending them.

To achieve a consistent configuration you should select the same setting for the
communicating interfaces of the station TIM and master station TIM.

Note

If the TIM interface is connected to a serial DNP3 dedicated line with the type of
connection "half duplex”, you will need to set the "Unsolicited transfer" parameter to "No".
To avoid collisions, you should also set the parameter to "No" when connected to full
duplex multidrop dedicated lines.

e Repetition of spontaneous messages

This parameter specifies how often spontaneous messages are repeated if transmission
is disrupted. On serial connections, repetitions may be useful if transmission is not always
reliable. On Ethernet connections, the value 0 is generally configured because any
necessary repetitions are handled by the protocol implementation.

Possible values: 0 ... 255
Default: 0
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® Preselection time [s]

The time value specifies the maximum time between command preselection and
command input in seconds (select before operate). If the command is not input within the
specified time after the command preselection by the operator in the master station, the
command must be selected again. Having to enter the command twice reduces the risk of
accidental operation in the master station.

Possible values: 1 ... 255
Default: 5

If a master station sends an object with the control code "DIRECT_OPERATE", the
"Preselection time" for the received object is not evaluated in the station.

The following objects are always sent by the master station with the control code
"DIRECT_OPERATE": Bin08X_S (12), Cmd01B_S (12), Par12D_S (41), SetO1W_S (41)

® Transmission mode

This parameter specifies the order in which the DNP3 events are transmitted to the DNP3
master station.

Possible values:
— Type-specific

This is the bundled transfer of events according to data types typical for DNP3. First,
the existing binary events are sent then all analog values and finally all counted value
changes. This makes the messages somewhat more compact and transmission more
efficient.

— Chronological

In this mode, events are transmitted strictly chronologically. The optimizing effect of
grouping in blocks of the same data type as described in the DNP3 specification (see
above) is lost. This mode is primarily intended for control systems that archive events
strictly chronologically.

Default: Type-specific

"Connection properties data link layer” box
® Frame repetitions

The parameter specifies the maximum number of repetitions at the data link layer. On
serial connections, repetitions may be useful if the connection quality is not good. On
Ethernet connections, the value 0 is configured here because any necessary repetitions
are handled by the protocol implementation.

Range of values: 0 ... 255
Default: 0

TIM DNP3
System Manual, 12/2015, C79000-G8976-C253-04 125



Configuration in STEP 7

5.7 Configuring TIM modules

® Acknowledgment request (data link layer)

Here, you specify whether or not the TIM requests an acknowledgement from the
communications partner on the application layer with sent data messages (sending of the
function code "CONFIRMED_USER_DATA"). On Ethernet connections, the DNP3
specification recommends that the acknowledgement requests are not used on the data
link layer. On connections that are liable to disturbances, for example wireless links, the
configuration of acknowledgement requests can be useful on the data link layer.

Possible values:
— Never:
No acknowledgments are requested.
— Always:
Acknowledgments are always requested.
— When segmented:

Acknowledgements are only requested with data messages that are segmented due
to their length.

Default: When segmented
e Acknowledgment monitoring time [ms]

This value specifies how long an acknowledgement may take on the data link layer
before a message is entered in the diagnostics buffer of the TIM. The default value of
2000 ms normally only needs to be increased for slow serial connections.

Possible values: 0...65535
Default: 2000
e TCP/IP listener port

Here, you assign the port number via which the DNP3 station sends connection queries
to the DNP3 master station. The DNP3 specification recommends using port number
20000.

Possible values: 0 ... 65535
Default: 20000

"DNP3 event parameters" tab

This tab is shown only for interfaces with the connection mode "DNP3 station" or "node
station".

TIM DNP3
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"Event properties " box
e Buffer for class 1/ class 2 / class 3 events

Once the number of events of the specified class entered here is reached in the send
buffer (message memory) of the TIM, the relevant messages are sent to the DNP3
master station and the events are deleted from the send buffer.

Note that the maximum size of the send buffer of the TIM is divided among all connected
DNP3 master stations.

Ranges of values:
— TIM 3V-IE DNP3: 0 ... 65535
— TIM 4R-IE DNP3: 0 ... 200000
Default: 1
e Delay time for class 1/ class 2 / class 3 events [s]

Specifies the maximum delay after which an event belonging to the specified class can
be sent to the partner after it has occurred if spontaneous transfer is configured (see
"DNP3 basic parameters" tab, "Transmission settings" parameter box.

Possible values: 0 ... 65535
Default: 0

"DNP3 station parameters" tab
This tab is shown only for interfaces with the connection mode "DNP3 station" or "node
station".
"Polling parameters" box
e Event polling interval

Specifies the number of basic intervals after which events in the station should be polled
by the DNP3 master. For the basic interval, refer to the "DNP3 master station
parameters" tab

This parameter is particularly important for event transfer if no spontaneous transfer of
events is configured (see "DNP3 basic parameters" tab, "Unsolicited transfer").

The value configured for the station is transferred to the master station and stored there.
Possible values: 0 ... 65535
Default: 1

e C(Class 0 polling interval

Specifies the number of base intervals after which the class 0 data should be polled from
the image memory of the station. For the basic interval, refer to the "DNP3 master station
parameters" tab

The value configured for the station is transferred to the master station and stored there.
Possible values: 0 ... 65535
Default: 1
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e Max. polling period [s]

Specifies the maximum period for which the DNP3 master station can poll this station
continuously. Even if there is still data to be transferred in the station after this time,
polling is stopped by the DNP3 master station. As a result, the DNP3 master station is
available for other stations again.

The value configured for the station is transferred to the master station and stored there.

With the setting 0 (zero), the function is disabled; in other words the polling period is
unlimited.

Possible values: 0 ... 65535
Default: 10
Polling mode
Here you specify the mode with which the DNP3 master station polls the station.
The value configured for the station is transferred to the master station and stored there.
Ranges of values:
— Interval query
The stations are queried for the setting of the "Class 0 polling interval " parameter.
— Only after startup

The stations are polled only after the first startup of the TIM and after the station
restarts.

"CPU status" box

Signal CPU STOP with bit IIN1.6

If the CPU changes to STOP and if the option is enabled this leads to the following
reactions:

— A diagnostics message is entered in the diagnostics buffer of the station TIM.
— The CPU STORP is signaled to the partner.

To do this, the internal indication bit "IIN1.6" is set in the next message.

"Node station parameters" box

Preliminary overview: A node station TIM maintains the station process image in the image
memory for each lower-level DNP3 station.

Reply with current station image
— Option enabled

If the option is enabled, the node only replies to a class 0 poll if the process image in
the image memory of the node station is up to date.

— Option disabled

If the option is disabled, the node replies to a class 0 poll even if the process image in
the image memory of the node station is not up to date. When polled by a DNP3
master station, the data of all connected DNP3 stations is sent to the master station
even if one or more stations are not up to date.

TIM DNP3
System Manual, 12/2015, C79000-G8976-C253-04



Configuration in STEP 7

5.7 Configuring TIM modules

"DNP3 master station parameters” tab

This tab is shown only for interfaces with the connection mode "DNP3 master station".

"Master station parameters" box
e Base polling interval [s]
Here, you specify the base interval for polling stations by the DNP3 master station.

The base polling interval is used to calculate the following parameters in the "DNP3
station parameters" tab:

— Event polling interval
— Class 0 polling interval
Possible values: 0 ... 65535
Default: 30

e Max. number of events per poll

Maximum number of events that can be sent in the reply message of the station after
being polled by the DNP3 master station.

If you enter O (zero), the function is turned off (no limitation).
Possible values: 0 ... 65535
Default: 0

e Connection monitoring time (application layer) [s]

Time within which a sign of life is expected from the station. If the configured time is
exceeded, the DNP3 master station sends a message to the station on the application
layer. If this message is not acknowledged by the station, the station is classified as being
unreachable. With redundant paths, if the acknowledgment is not received, the
transmission path is classified as disturbed.

If you enter O (zero), the function is turned off and no message is sent.
Possible values: 0 ... 65535
Default: 5

Note on commands: If a connection to a station is interrupted or disrupted, commands
are repeated a maximum of three times before they are discarded by the master station if
the interruption to the connection remains.
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5.7.6

"Options" Tab
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Properties - TIM 4R-IE DNP3 - (R0/S4) x|

"Options" tab

.Generclll Addresses I Time Service I Interfaces Options | NTP I

—Global message memany RAM drive
Size [Kbytes]: IE Size [Khytes]: |1CC
Size of memory black [bytes]: 123

— Replace module without PG

[¥ Save corfiguration data on the CPU

r Local subscrbers

[~ Sendinformation about disrupted local subscibers via dial-up networks

Security settings for Ethemet interface
’7 [¥ IP address may be read using DCP

Security settings for SDBs
[¥ Check SDB source

QK I Cancel Help

Image 5-29 "Properties - TIM" dialog, "Options" tab

"Global message memory" box

e Sijze:

This parameter specifies how much memory is used to manage buffered DNP3 events.

40 bytes of memory are necessary for each DNP3 event. The maximum number of
events that can be stored depends on this value. The available memory is assigned in
equal parts to the configured DNP3 master stations. At runtime, the possible number of
stored DNP3 events is displayed in the diagnostics dialog of message management.

Example:

If 10 kB (10240 bytes) of global message memory are used with 2 configured DNP3
master stations, this results in 10240 / 40 = 256 events. This means that 128 events can
be stored per master station.

If the value zero is configured for the global message memory, the message memory will
be created with the maximum possible size. The maximum number of DNP3 events in the
message memory is as follows:

— With the TIM 3V-IE DNP3: 64 000 events
— With the TIM 4R-IE DNP3: 200 000 events

Remember that the transmission of several thousand events can take a very long time
especially with serial connections with a low transmission speed. Since the oldest stored
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events are sent first, it takes a correspondingly long time before the latest events are
known in the master station.

Range of values: 0 to 1024 KB
default: 0

e Size of memory block:
This parameter cannot be set for DNP3, it is set permanently to 128..
® RAM drive:

This parameter cannot be set for DNP3, it is set permanently to 100..

"Replace module without PG" box
e Save configuration data on the CPU:

If you enable this option, the system data blocks (SDBs) of the TIM module are stored on
the CPU. If the TIM module fails, the defective TIM can be replaced by a TIM of the same
type without leading to download the SDBs to the TIM using a PG. The Tim module
receives its SDBs during startup from its local CPU.

If the TIM is configured as a stand-alone without a CPU in the rack, this function is not
available.

Note

If there is no C-PLUG inserted in a TIM 4R-IE DNP3, the configuration data is stored in
flash memory. If there is a C-PLUG inserted in the TIM 4R-IE DNP3, the configuration
data is stored automatically on the C-PLUG when it is downloaded to the TIM. If you
replace the module, you can insert the C-PLUG with the configuration data in the new
module.

“Security settings for Ethernet interface” box
® |P address may be read using DCP

If the option is enabled, the TIM replies to read queries for the IP address using the DCP
protocol (Discovery and Basic Configuration Protocol). The address of the TIM cannot be
modified using DCP.

DCP is used by a PG with the aid of the Primary Setup Tool (PST) or the addressing
function of the SIMATIC Manager.
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“Security settings for Ethernet SDBs" box
® Check DDB source

The option is only effective when the system data blocks are stored on the CPU, refer to
the parameter group “Replace module without PG* (“Save configuration data on the
CPU:“ enabled).

Enabling the option “Check SDB source* has the following effects:

— When the SDBs are stored on the CPU, the TIM checks the origin of new SDBs. If
SDBs are to be loaded on the TIM from a PG, the TIM rejects loading of the SDBs.
The deleting of SDBs from a PG is also blocked.

— Resetting the TIM from a PG is blocked.
— Updating the firmware of the TIM is blocked.

5.7.7 "NTP" tab

"NTP" tab

Here, you make the settings for a TIM 4R-IE DNP3 in a master station for time-of-day
synchronization by up to two NTP servers.

In NTP mode, UTC (Universal Time Coordinated) is transmitted. This corresponds to GMT
(Greenwich Mean Time).

x
" General I Addreszes I Time Service I Intefaces I Options MNTP |
— Basic settings
Synichronization cycle of Bthemet intedface: 02:00 =| (hours)
GMT offset: +01:00 *| (hours)
NTP (secure): v
—NTP server 1
Key ID: 33330 (D- 65.535)
Key name: I— I{max. 11 characters)
IP address of the server: enable: rd I 192 .168 . 1 . O
—NTP server 2
Key ID: 0 {0-65.535)
Key name: I— ima¢. 11 characters)
IP address of the server: enable: Il I 0 .0 .0 . 0D
[ ok | cancel Help

Image 5-30 "NTP" tab
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"Basic settings" box
e Synchronization cycle
You specify the synchronization cycle using the drop-down list.
e GMT offset (hours)
Here, select the offset of your local time zone to Greenwich Mean Time.
e NTP (secure)
— If the option is disabled, NTP without authentication is used.
— If the option is enabled, the secure method NTP (secure) is used.

NTP (secure) uses authentication with symmetrical keys according to the hash
algorithms MD5 or SHA-1.

You then make the settings for the parameters of the NTP servers.

"NTP server 1"/ "NTP server 2" boxes
e KeyID
Here, enter the key ID agreed with the provider of the NTP server.
The hash function MD5 is supported for the key.
Possible values: 0...65535
e Key name
Here, enter the key name that helps you to identify the key with the key ID entered above.
Range of values: 5 ... 11 ASCII characters
¢ |P address of the server
If you want to use the NTP server, first select the "enable" check box.

Then enter the IP address of the NTP server in decimal numbers.

5.8 Consistency check and saving

Saving and consistency check

Once you have completed the parameter assignment in the hardware configuration, the
current version must be saved with the "Station / Save" menu. You can generate system
data blocks (SDBs) using the "Save and compile" menu later since there are still other
configuration steps necessary before the SDBs can be generated completely. When you
close hardware configuration, a dialog opens automatically prompting you to save your
entries.

When you select the "Save and compile..." function, a consistency check is run and a
message is displayed if configuration errors are detected.
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Note

To be able to acquire all the configured parameters for the TD7 software following changes
in the hardware configuration of existing installations when the system data is generated, the
SINAUT configuration tool must first be started with the connection configuration and then
with the subscriber administration. The project should be saved there, and the SDBs should
be generated exclusively in "Subscriber administration”.

Printing module information

5.9

5.9.1

The information on all configured modules in the current rack or for a selected module can
be printed out using the "Station / Print..." menu.

Configuring time-of-day synchronization

Configuring time-of-day synchronization - overview

Configuring time-of-day synchronization

134

You configure time-of-day synchronization in STEP 7.

Note
Avoiding time-of-day inconsistencies
Note the following points relating to time-of-day synchronization:

e Make sure that only one subscriber ever operates as the time-of-day master in a DNP3
network.

e Make sure that only one of the methods of time-of-day synchronization listed below is
used.

Initially, specify 1 time master in the network. This obtains its time of day from a PC or an
NTP server.

® You make the settings for synchronization by a PC in the "Time Service" tab of the TIM,
see below.

® You make the settings for synchronization of a TIM 4-IE DNP3 by an NTP server in the
following tabs: "NTP" tab (Page 132)

To connect the TIM to the network / Internet in which the NTP server is located, you do
not need to specify an interface in the configuration. Simply enter the IP address of the
NTP server in the "NTP" tab mentioned above.

It is advisable to separate the two interfaces of the TIM 4R IE DNP3 into the internal data
network (your system) and external network (connection to NTP server).
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The procedure that follows differs depending on the S7 device family (S7-300 / S7-400) and
on the network type.

Time-of-day synchronization via the TIM in an S7-300

You specify day direction of the time-of-day synchronization with the type of connected
interfaces of the TIM modules. The configuration is slightly different for the various network
types:

e FEthernet

The direction of time-of-day transfer is made here by setting the "connection mode" of the
TIM interfaces. Set the connection mode in the properties dialogs of the TIM in the
"Interfaces" tab; for the master station set "DNP3 master station" and for the other TIM
modules set "DNP3 station" or "DNP3 node station".

® Dedicated line / dial-up network

Here, the direction of the time of day transfer is decided by the setting of the "Network
node type" of the connected TIM modules (properties dialog of the TIM > "Interfaces" tab
> WAN interface X > Properties > Node type) The time of day is sent by the master
station to the connected station TIMs or node stations. For information on configuration,
refer to the properties dialog of the WAN network, section Configuring WAN network
nodes (Page 99)

You configure the time-of-day synchronization of the TIM modules in the properties dialog of
the TIM > "Time Service" tab (Page 117).

The station TIM makes the time of day available to the local CPU in its I/O addresses. This
makes the time of day available to the assigned S7 CPU. You will find details in the section
Time-of-day synchronization of the S7-300 CPU (Page 135).

Time-of-day synchronization via the TIM in an S$7-400

You will find a description of the procedure for a TIM as CP of the S7-300 and for the S7-400
in the section Time-of-day synchronization of an S7-400 CPU (Page 137).

Time-of-day synchronization using the CPU

Apart from the time of day synchronization of the station using the TIM, you can also
synchronize the time of day of the TIM with that of the CPU.

You will find a description of the procedure for an S7-300 and an S7-400 in the section
Synchronization of the TIM time of day by the CPU (Page 138).

5.9.2 Time-of-day synchronization of the S7-300 CPU

Time information provided by the TIM

The time-of-day synchronization of the TIM is configured in STEP 7 in the properties dialog
of the TIM, refer to the section "Time Service" tab (Page 117).

The function described below applies only if the TIM is installed as a CP in the S7-300 rack.
It does not apply to a stand-alone TIM.
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The TIM in the S7-300 makes the time of day available to its local CPU in the I/O addresses.
The CPU user program can then read and evaluate the time there.

The I/0O addresses of the CPU that makes the date and time information available to the TIM
are set in the properties dialog of the TIM, "Addresses" tab; refer to the section "Addresses"
tab (Page 116).

The time information of a time-synchronized TIM module with TD7onTIM is stored in 8 bytes
of the peripheral inputs. The time information has an offset of 8 bytes from the start value of
the inputs. The following table shows the assignment of the 8 bytes of time information.

Time-of-day format

Table 5-1 Format of the time information in the inputs of the I/O addresses of the TIM

Byte No. Offset Meaning High nibble Low nibble
[bytes]
Value Range of val- Value Range of val-
ues (decimal) ues (decimal)

1 +8 Year tens 0...9 ones 0...9

2 +9 Month tens 0...9 ones 0..9

3 +10 Tag tens 0...9 ones 0...9

4 +11 Hour tens 0...9 ones 0...9

5 +12 Minute tens 0...9 ones 0..9

6 +13 Second tens 0...9 ones 0...9

7 +14 Millisecond hundreds 0...9 tens 0...9

8 +15 Millisecond ones 0...9 Status bit coded
Meaning of the entries in the table:
e Offset: Offset to the base value of the peripheral inputs in bytes
e High nibble: Bits 4-7
® |ow nibble: Bits 0-3
® Value: Position of the relevant number

— Year, month, day, hour, minute and second are two-digit (tens + ones)
— Milliseconds are three-digit (hundreds + tens + ones)
e Status: Status of the time information
TIM DNP3
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Format of "Status"

The status of the time information is available in the four bits of the low nibble of byte 8. The
following table shows the meaning and the values of the status.

Table 5-2  Status bits of the time (low nibble of byte no. 8)

Bit No. 3 2 1 0
Meaning Prewarning bit Not defined Daylight saving Validity of the time
time (DS), standard
time (ST)

Value 0=- 0=S8T 0 = invalid

1 = prewarning: 1=DS 1 = time valid

Changeover at the

next full hour

(DS -> ST or ST -

> DS)

Initial setting of the time

The user program that reads out the time on the CPU should only do this when the validity
bit is set. This is the case as soon as the TIM is synchronized the first time, either by the time
master in the DNP3 network or by the PG.

Note

If the time on the TIM was set from a PG, this is always indicated as standard time (status
bit 1 has the value "0").

Time-of-day synchronization of an S7-400 CPU

Time information provided by the TIM 4R-IE DNP3

If a TIM 4R-IE DPN3 in stand-alone mode is connected to a master station via Ethernet and
an S7-400 CPU is connected to the second Ethernet interface, the TIM can synchronize the
time of day of the CPU. The TIM synchronizes the S7-400 CPU using SNAP messages.

The parameters for time-of-day synchronization are set in the properties dialog of the TIM in
the "Time Service" parameter group:

® The synchronization cycle is set on the Ethernet interface connected to the master
station. The TIM automatically obtains the time-of-day from the master station computer.

® The second Ethernet interface that is connected to the S7-400 CPU is set to
"Synchronization master".

The S7-400 CPU must be configured in the "Clock" parameter group as a slave.
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594 Synchronization of the TIM time of day by the CPU

Apart from the option of synchronizing the TIM by a master station or using NTP, the TIM
can also be synchronized by its local CPU.

Please note: You require an Ethernet CP in the 400 station.

Follow the steps described below when configuring in STEP 7.

Time-of-day synchronization of the TIM by the 300 CPU

1.
2.

In the properties dialog of the CPU, open the "Diagnostics / Clock" tab.

In the "Clock" box, select the option "As master" in the "On PLC" drop-down list and
select the time interval.

3. Close the properties dialog of the CPU.

Open the properties dialog of the TIM with the "Time Service" tab.

5. Select the backplane bus and set the synchronization cycle to the same setting as

configured on the CPU.

Close the dialog and save.

Time-of-day synchronization of the TIM by the 400 CPU

1.
2.

In the properties dialog of the CPU, open the "Diagnostics / Clock" tab.

In the "Clock" box, select the option "As master" in the "On PLC" drop-down list and
select the time interval.

3. Close the properties dialog of the CPU.

4. Open the properties dialog of the Ethernet CP and enable the "Enable time-of-day
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synchronization" option in the "Options" tab.
Close the properties dialog of the CP.
Open the properties dialog of the TIM with the "Time Service" tab.

Select the backplane bus and set the synchronization cycle to the same setting as
configured on the CPU.

Close the dialog and save.

TIM DNP3
System Manual, 12/2015, C79000-G8976-C253-04



The SINAUT Configuration Tool 6

6.1 Installing / uninstalling

6.1.1 Installation of the SINAUT standard software package

To install individual or all components of the engineering software, the required versions of
the following components must exist on the PC:

e Windows operating system
e STEP7
You will find the required versions of these software components in Preface (Page 3).

If the Autorun feature is activated on your PC/PG, the SINAUT setup program starts
automatically when you insert the CD. Otherwise, use the Explorer to open the root directory
on the CD and click on the Setup.exe application.

The setup program checks which components on the CD can be installed and then displays
a list from which you can make your selection. Setups are currently available for the
following components.

e SINAUT configuration tool: Basic version
e SINAUT TD7 Library

Select the components you want to install (you can select several packages at once using
shift-click) and start the installation by clicking the Install button. To configure DNP3 systems,
the TD7 Library component does not necessarily need to be installed.

During installation, the setup program will prompt you for or display any further information
necessary.

The installation programs perform the following individual operations:

e The programs and data supplied with the engineering software are copied to the correct
locations in the STEP 7 directory.

e A new submenu SINAUT ST7 containing the tools of the engineering software is
integrated in the SIMATIC menu in the Windows Start menu.

e A SINAUT ST7 Configuration icon is created on your desktop.

Note

The engineering software registers in the Microsoft Windows system files. Do not use
Microsoft Windows tools such as the Explorer to move or rename SINAUT files or folders or
to modify STEP 7 data in the Microsoft Windows registry. Following such modifications, your
program may no longer functioning correctly.
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6.2 Version information and link to Infernet pages

6.1.2

6.2

Uninstalling SINAUT software packages

Uninstalling SINAUT software packages must be in conformity with the operating system you
are using. Open the Windows Control Panel and select "Add/Remove Programs".

In the dialog that opens, select Change or Remove Programs and select the required
component from the list and then select the Add/Remove button. Following a prompt for
confirmation, the component is then removed from your system.

Version information and link to Internet pages

Version information using the Start menu

The version information wizard displays the currently installed version and compilation time
of the most important components of the configuration software. The installed versions of the
TD7 library (for the CPU) and the TIM firmware are also shown.

This is called from the Windows Start menu:
Start > Siemens Automation > SIMATIC > SINAUT ST7 > SINAUT ST7 - Information

Version information of the engineering tool and link to telecontrol Internet pages

6.3

To display program version information, call up the About dialog of the SINAUT configuration
tool with the "Help > About" menu.

Using the Internet address www.sinaut.de (http://www.sinaut.de) at the top right of the About
dialog, you open the telecontrol homepage of the Siemens Industry communications division.

Startup and operation

Starting the SINAUT configuration tool
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The SINAUT configuration tool is started from the Start menu:
Start > Siemens Automation > SIMATIC > SINAUT ST7 > SINAUT ST7 Configuration

Open a project using the Project > Recently used" menu or by using the "Open project”
button in the toolbar.

After selecting the project, the "SINAUT ST7: Configuration" dialog opens making the three
following main functions of the SINAUT Configuration Tool available:

e Connection Configuration
For configuring the telecontrol connections
® Subscriber Administration
— For configuring subscriber-specific properties
— For configuring the communications software TD7onTIM

Here, you configure the communications procedures and the communications objects
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6.3 Startup and operation

e SINAUT ST1 ...

This tool is not required for DNP3 systems.

SINAUT Configuration Tool x|

S-r] i~ SIMAUT 5T1 - Configuration Overview

[~
-
2]
-
-
<
=
N

Cancel Help

Image 6-1 Selection dialog of the SINAUT Configuration Tool

To create the configuration, first select the Connection Configuration option.

Changing between the tools

When the SINAUT Configuration Tool is open, you can change between the three functions
using:

e The "SINAUT"... menu
® The corresponding buttons in the toolbar
® The following function keys:

— F3 for Connection Configuration

— F4 for Subscriber Administration

Operator input

The SINAUT configuration software fits into the familiar Windows sequences. Functions such
as window technology, menu bar, toolbar or the online help for the dialogs correspond to the
Windows or STEP 7 standard.

Select a graphic object by clicking it once with the left mouse button.

Further functions for this object are then available over the menu bar, over the buttons of the
toolbar or often over a context menu that opens when you select an object with the right
mouse button.

Buttons in the properties dialogs have the following functions:
e OK

Applies the entries made and closes the dialog.
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e Cancel
Discards the entries made and closes the dialog.

Exception:

In the "Subscriber Administration, the Cancel button is not available. In this case, the
dialog is closed without entering changes by clicking on the close button [x] in the right-
hand top corner of the header line of the dialog.

® Help
Opens the online help.

How to work with the functions of the individual configuration tools "Connection
Configuration", "Subscriber Administration" and "TD7onTIM" is explained in the following

sections.
6.4 The connection configuration
6.4.1 Configuring the connections

The DNP3 connections
In DNP3 systems, connections are always configured between the following subscribers:

o Between the CPU of a station and the CPU of the DNP3 master station
o Between the CPU of a station and a control center PC

e Between two CPUs of stations (only with direct communication in Ethernet / dial-up

network)
@i ‘DNPS Master
Ethernet(1)
Industrial Ethernet
|Station
B (55c |2eie
S| OHP.
E m
2

Image 6-2 Example of a DNP3 connection between DNP3 master station and DNP3 station

TIM DNP3
142 System Manual, 12/2015, C79000-G8976-C253-04



The SINAUT Configuration Tool
6.4 The connection configuration

The connection shown in red in the figure between the DNP3 master station and DNP3
station is not shown in this form in NetPro.

This is taken into account in the SINAUT connection configuration:
e Connections can be configured without knowing the exact connection path.

® The exact connection path can be viewed based on a list of used network nodes. The
degree of detail of the connection information can be set.

View of the Connection Configuration window

Open the connection configuration only after the configuration in STEP 7 NetPro has been
completed.

After opening the connection configuration, the configuration window opens.

1 SIMNAUT 517 : Configuration - Project ‘DNP3, Path "C:yProgram Files', Siemens' Step T\ sTpro - [Co — ST
%, Project Edt SINAUT View Extras Help e _|_|_ &

possible connections:
total raamber; 58, shown: 58, selected: 11

& = 1/ DMP3 Master / DNP2 master # Ethernet(1]

O IR 1/ DNP3 Master / DNP3 master / E teenmet[1]

=i 1/ DNP3 Master # DNP3 master / E teenmet]2] [= b 17 DMP3 Mazster £ DMP3 master £ Etheanet(2)
[=vmp 2/ Stabion 1./ CPU 312 FMA ] vep 3/ Shabion 3/ CFU 312 7 WP
* ‘h,, wia subscnber1 1001 ] vep 4 Shahion 2/ CPU 212 7 MPI
="y, via subscriber1005 <100 & vep 5/ Station 4 / CPU 312 4/ WP
v 1005  Stabion S/ TIM 4R-IE DNP3 7 Ethemnet(2) / TIM 4R4E DHP3 f Ethernet 2 = vep B/ Station S/ CPU 312/ MP
vibn 1005 / Stabion 5 / TIM 4R-IE DNP3 / Ethemel{1] / TIM 4R4E DHP3 / Ethermet 1 [ W, wia subscriber 1005
van 1000 ¢ Station 1 4 TIM 3-1E DNP3 £ Ethemet{l) # TIM 3-IE DNP3 / Ethemet 1 %, via subsecriber] 1005
v 1001 / Stabion 1/ TIM 350E DNE3 S WP TiM 30E DNP2 S WP interface: [ W, via subscriber.1004 1005

+- W, via subscriber1004 -100
vep 3/ Shation 3 4 CPU 312/ MF
vep 4/ Shation 2/ CPL 302 7 MP
vep 5/ Station 4 / CPL 302 7 MF

[¥ v &/ Station 5/ CPU 312 FMFA
Bl 2/ Station T/ CPU 327 WP
o b 3/ Station 3/ CPU 32/ WP
b 4 Station 2/ CPU 312 7 WP

b= 3/ Shation 3/ CPU 312 7 MP1
b= &/ Slhation 2/ CPL 32 7 4P
b= 5/ Shahon 4/ CPL 312 7 WP
b= G/ Shation 5/ CPU 312/ MF1

= [+ [+
===

o e

Image 6-3  The Connection configuration window of the SINAUT configuration tool

In the right-half of the window, the possible connections are listed in a tree structure resulting
from the network configuration in NetPro. The connections actually required and used for
communication in the telecontrol system installation must be transferred from the right-hand
to the left-hand window configured connections.

The two lists display the number of connections involved.
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The entries in the connection tables must be interpreted as follows:

Table 6- 1 Symbols in the connection list of the connection configuration

Level Symbol Meaning

1 Connection starting point
=]

2 Connection end point
= P

3 ."E: Alternative path

4 = Connection node over which the connection runs
1l

Invalid connections are displayed in red as shown in the example of a connection that no
longer exists due to reconfiguration (see figure).

The labeling of the individual connection point in the basic setting describes the relevant
subscriber with:

Subscriber number / Station name / Module / Interface.
Example: 5 / Station 3/ CPU 312 / MPI (2)

The representation can be set to meet individual requirements using the Extras / Options
menu.

Rules for connection configuration (DNP3)
e For each path (physical network) only one connection can be configured.

® Between a DNP3 master station and a DNP3 station, a maximum of 2 paths can be
configured.

Exception: a redundant DNP3 master station is involved. In this case, a station TIM can
have a maximum of 4 connections on 2 paths (interfaces).

® |n DNP3 dedicated line networks, connections can only be configured between the
following partners:

— DNP3 master station - DNP3 station
DNP3 master station - node station
Node station - DNP3 station

® |n Ethernet and dial-up networks, connections between two stations can also be selected
for direct communication.
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Functions of connection configuration

To make configuration of the required connections as simple as possible for the user, the
SINAUT Configuration Tool uses the following strategy:

® The entire currently configured network is analyzed. All potential communications
subscribers from the engineering software perspective are assigned a subscriber number
(DNP3 address) if they do not already have one. The subscriber numbers for CPU
modules and third-party stations are assigned starting at no. 1, for TIM modules there are
assigned starting at no. 1001.

® A tracking algorithm detects all connections in the current network. These connections
can also extend over several LAN and WAN networks. The connections permitted based
on specified rules are represented on the right as possible connections in a tree structure.

e Telecontrol connections that have already been configured are displayed in the left-hand
window for configured connections. Each of the connections loaded there is then checked
to establish whether its configured parameters match the current network and hardware
configuration. If this is not the case, and error message indicating incorrect connections is
displayed as soon as the connection configuration is opened and the bad connection is
displayed in red in the configured connections window.

If a station of the type other station was configured in NetPro, connections from the stations
to stations of the type DNP3, PG/PC, or a PCS 7 control center are not displayed. This does
not, however, mean that these connections do not exist. These connections are in fact
displayed in the opposite direction; this means, for example, from a DNP3 station to a station
of the type other station.

As a general rule, a connection displayed in the configured connections in only one direction,
works in both directions.

Selection of the required connections

If no connections are displayed in the left-hand window, the required connections must be
transferred from the right-hand window. Follow the steps outlined below:

1. Expand the tree structure by clicking on the branch symbol (+) or by double-clicking on
the connection group. The tree structure opens.

2. Select a possible connection in the right-hand window.
3. Enter the possible connection as a configured connection in the left-hand window by
— selecting the Edit / Apply menu or
— pressing the right mouse button and selecting Apply in the displayed shortcut menu.

If alternative communications paths exist and you want to use them, expand the possible
connection structure in the possible connections by double-clicking on it and select the
connection and apply it.

Redundant connections

With redundant connections, for example those of a redundant DNP3 master station, the
higher connection in the tree structure is the preferred path and the lower connection is the
substitute path. The master station always sends via the preferred path first. It only sends via
the substitute path if the preferred path fails.
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The connection with the preferred path should therefore be applied first.
A station always replies on the path on which it received the polling message.

Connections that are not required can be removed from the list of configured connections at
any time. Follow the steps outlined below:

1. Select the connection in the "Configured connections" window.
2. Select the "Edit" > "Delete" menu.
or
Select the "Delete" menu in the displayed shortcut menu (right mouse button).

Bad connections displayed in the configured connections window are shown in red and can
result from bad configuration or subsequent changes to a configuration. If there is an
incorrect connection between two subscribers, the old and no longer valid connection must
be deleted from the configured connections and the current connection must be taken from
the list of possible connections again.

Note

If a connection configured in the network configuration is not included in the list of possible
connections because it is invalid, this is displayed in the list of invalid connections. The
invalid connections dialog is described separately and contains information on connections
that do not conform.

Saving the connection configuration

Once any invalid connections have been checked and removed and all required connections
configured so that they appear in the left-hand window, the connection configuration must be
saved with the SINAUT / Save menu or the Save button in the toolbar. Saving is necessary
to store the connections permanently.

If a message is displayed during saving indicating that a connection between two stations
configured in NetPro could not be found, the connection must be checked in NetPro and
reconfigured.

After saving the connection configuration, open Subscriber Administration of the SINAUT
Configuration Tool to configure the subscriber data and to generate the system data blocks
there.

Changing the connection configuration

146

By opening the connection configuration again, you can change the scope of the configured
connections at any time. By changing parameter settings or by reconfiguring, it is possible
that a previously configured connection no longer exists. This then appears in the Recover
lost connections list that is described separately.

After changing the connection configuration, this must be saved, Subscriber Administration
must be called and the generation of the system data blocks started.

To document the configured DNP3 connections, the SINAUT configuration tool allows
connection lists to be printed in 2 formats. You start a printout with the Project / Print menu.
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Before printing, you can use a print preview function to check the printout using the Project/
Print Preview menu.

6.4.2 Invalid Connections

With its algorithms, connection configuration finds all the possible connections in the current
project. Connections that do not meet certain rules are displayed for the user in the Invalid
Connections dialog. The connections contained here are then not included in the list of
possible connections. If there is a large number of invalid connections, memory space does
not always allow all invalid connections to be displayed.

The Invalid Connections dialog is displayed using the SINAUT / Show Invalid Connections
menu or the Show Invalid Connections button in the toolbar.

Invalid Connections

invalid connections - total number; 100

-t 1/ DHP3 Master / DNP3 master / Etheret(1) =
-vwp 3/ Station 3/ CPU 312 / MPI

R via subscrber-1004 -1003

‘Qr wia subscriber-1 -1004 1003

‘Qr wia subscriber-1 -1004 1003

‘Qr wia subscriber-1005 -1004 -1003

il-omp 4 4 Station 2 / CPU 312 4 MPI

il-omp 5/ Station 4 / CPU 312 4 MPI

[+-v=p G/ Station 5/ CPU 312 / MPI b
e 1/ DHP3 Mazter / DMP3 master # Ethemet(2)

[-bme 3/ Station 3/ CPU 312 / MPI

[+--bme 4/ Station 2/ CPU 312 / MPI j

E
E

Emar: T hiz connection containg at least one TIM that iz neither at the beaginning or end of
the connection but iz configured az a "Station'.
Thiz constellation iz not allowed.

|

Image 6-4 Invalid Connections dialog

If you expand a connection structure in the list of invalid connections by double-clicking on it
and if you then select a single connection, the reason for the invalidity and a note on how to
remedy the situation are displayed in the lower part of the dialog. The note might, for
example, inform you that the connection should be configured in the reverse direction.
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The permitted connections must keep to the following rules:

® A connection must not run through an inconsistent network. Examples are described
along with the plausibility check in the network configuration.

Note

To avoid including large numbers of connections unnecessarily in the list of possible and
configured connections, some connections used between two subscribers in both
directions are shown only in one direction.

A connection displayed in the configuration tool is always valid in both directions.

6.4.3 Recovering lost connections

If changes are made to connections in a project, it is advisable to open the Recover lost
connections window afterwards. You can do this with:

® The SINAUT / Recover lost connections menu or

® The Recover lost connections button on the right of the toolbar

If changes to the connection configuration, previously existing connections were modified
and either linked to other objects or completely deleted, connection configuration has
algorithms with which to find these lost connections in the project.

Deleted connections are displayed in red in the left-hand part of the Recover lost
connections window. Connections that are similar to the deleted connections may also be
listed in the right-hand part of the window. This allows you to check whether there is a
substitute or successor to the last connection.

If you no longer require the lost connections in the left-hand part of the window, you can
delete these by selecting and clicking the Delete lost connections button.

If connections are displayed in the right-hand part of the window that are similar to the last
connections you can insert these again if you have accidentally deleted connections and still
require them. To do this, select the connection in the right-hand part of the window and click
the Recover connections button.
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6.5 The Subscriber Administration

6.5.1 Functions of subscriber administration

Configuring subscriber data

Once the telecontrol connections have been configured, all the requirements are met so that
you can configure the subscriber data for the DNP3 communications subscribers as follows:

® Generating subscriber data
e Displaying subscriber data
e Editing subscriber data

® Pack the subscriber data so that it can be understood by the hardware components; in
other words, in data blocks (DBs) or system data blocks (SDBs).

Processing is always necessary when data needs to be acquired that is connection-related,;
in other words cannot be assigned to a particular subscriber.

Processing of subscriber data is also necessary when data other than for objects is stored,
for example the DB configuration for the CPU modules.

After starting subscriber administration, first the previously known data of the subscribers is
loaded from the data management and then updated. The following data is updated:

® Subscriber information: Which subscribers exist?
® Networking information: Who communicates with whom over which connections?

® DB configuration information: Which data blocks are generated for a CPU?

Configuring TD7 software

The last entry in the navigation to the left in the window contains the subscribers with
TD70onTIM. With these subscribers, the properties of the TD7 software are configured
directly on the TIM.

The parameter assignment for this data is described in the section TD7onTIM (Page 158).

Printing subscriber lists

To provide users with an overview of the existing subscribers, the SINAUT configuration tool
provides the option of printing out the list of subscribers in a brief overview format and as a
long version.

A print preview function is available to check the output before printing.
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6.5.2 Subscriber list

Information in the subscriber list
The window of the subscriber administration contains the following areas:
® Directory tree in the left-hand part of subscriber administration

® Subscriber list top right

® Parameter area below the subscriber list

2] SINAUT STT7 : Configuration - Project '_DNP_BEsp300', Path 'C:'Program Files' Siemens', =101l
E‘ﬁ Projeck  Edit SINAUT  Wiew Extras Help - |ﬁ||ﬂ
|F(wyw @S| 20 e @ !
Subszoriber ypes Laszt change of connection configuration: 06072 17.17.00 Selected CPUsz: 0
el Subscriber no.l | | Subscriber typel rd odule | Station | SIMAIT connectedl Sik
subscribers O+ CPU 314 CPU 314 DMP3-Station 1 ypes
SINAUT CPU subscribers Oz CPU 314 CPU 314 DMP3-Station 2 -
SINAUT 5T7ec/STrse subscri | 1] 3 CPU 314 CPU 314 DNP3-Station 3 - 1)
W SINAUT STT subscribers 04 CPU 314 CPU 314 DMP3Gtation 4 - TD_|
]
: gﬁg_;mtm' center 0s CPU 314 CPU 314 DNF3Station 5 - D
: master Os CPU 417-4 CPU 4174 SIMATIC 400(1) - 0
----- By Fedundant H-CPU: 0O .
_____ B Redundant ST7oc/STTse 100 Other Station - DNP}ZBHFIE”B neg
[]"ﬁ TIMs with TDFanTIM gl 10Mm SIMAIT TIM TIM 34 E DMNP3  DMP3-Station 1 wes I TD
1 »
i | | ﬂ Mo data awailable j
Press F1 For help. MM v

Image 6-5  Windows of subscriber administration

Directory tree

By making a selection in the directory tree, a selection of subscriber types is displayed in the
subscriber list.

When using DNP3, the following subscriber types are not relevant: SMS master stations,
SINAUT ST1 subscribers, redundant ST7cc/ST7sc subscribers

The lowest directory "TIMs with TD7onTIM" is used to configure the TD7 software for the
TIM modules. You will find the description of the TD7onTIM configuration in the section
TD70onTIM (Page 158).

Subscriber list

In the subscriber list on the right, you will see the following entries for the DNP3
communications subscribers:

e Subscriber no.

DNP3 address
The subscriber number is the DNP3 address of a subscriber for DNP3 communication
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and is unique throughout the project. The subscriber number of a CPU that is assigned to
a TIM module is used as the address for DNP3 communication.

Changing the subscriber number

To change the subscriber number, click on the required subscriber. By clicking again on
the subscriber number, the "Subscriber no." box can be edited (alternatively also using

the function key 2 or the Edit / Change Subscriber menu). You can assign a subscriber

number that has not yet been assigned from the range 1 ... 65519.

The subscriber number 0 is reserved and cannot be assigned.
¢ Red. Subscriber no.

The redundant subscriber number is used only when there is a redundant partner for the
subscriber in question. The number specifies the common subscriber number under
which the redundant system can be addressed by other subscribers.

In the case of an S7-400H CPU, the common subscriber number is displayed in the "Red.
Subscriber no." column. At the same time, this is the subscriber number of the primary
redundancy partner.

You can change the subscriber numbers of the two partners in the appropriate input field
for the numbers or in the "Properties - CPU redundant" dialog. You can open this dialog
by expanding the "Redundant H CPUs" directory in the directory tree, selecting the H
CPU below it and then selecting "Properties” in the shortcut menu (right mouse button). In
this dialog, you can also change the primary CPU.

e Subscriber no. of red. Partner

The "Subscriber number of the redundant partner" only has an entry when there is a
redundant partner for this subscriber. The parameter specifies which of the subscribers
belong to a redundant relationship.

e Subscriber type

The "Subscriber type" specifies the class of subscriber involved. This cannot be changed
by the user.

¢ Module

The module, application or PC/PG name. This can be changed in the configuration. As
default, this is the name of the module type or the application as specified in the
configuration.

e Station

Name of the station assigned in the network configuration in "NetPro".
e SINAUT connected

Specifies whether or not a telecontrol connection was configured for the subscriber.
e SINAUT library

Name of the TD7 block library for CPUs (not for DNP3) or for TD7onTIM-compliant TIM
modules.

You set the parameters for some subscriber-related properties in the "Properties of
subscriber" dialog, see section The "Properties of Subscriber" dialog (Page 152).
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Parameter area

The dialogs below the subscriber list are used for configuring the TD7 software for the TIM

(TD70nTIM).
6.5.3 The "Properties of Subscriber" dialog
6.5.3.1 Parameter overview

Overview of the tabs of the Properties of subscriber dialog

By double-clicking on a subscriber number or by selecting the Edit / Properties menu, the
Properties of subscriber dialog is displayed. The content and number of the tabs of the
Properties of subscriber dialog depend on the subscriber type.

Table 6- 2 Overview of the Properties dialog tabs according to subscriber type

Tab CPU TIM Other station, Names of follow-up dialogs | Note

SIMATIC S5,

PC station, PG
Info yes yes yes - -
Partner yes yes DNP3 master |- -

station
Connections yes yes - Properties - Local Connec- |-

tion
Polling List - - - Properties - Poll list entry -
DB Configura- |yes - - - Not relevant for DNP3 because the
tion CPU does not require any telecontrol-
specific DBs.

Library Infor- | yes - - - Not relevant for DNP3 (information on
mation TD70onCPU).
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6.5.3.2 "Info" tab

Infotab

Properties of subscriber 2 X|

Info |F'artner| I:-:nnne-:til:unsl DB I:l:unfiguratil:unl S5 I:anigurati-:unl Library [nfo

— Subgcriber infarmation

Mame: [CPU 312

Statior: |Station 1

Subscriber | 2

Statusz frorm: 24/09/10 15.42.50

— Subgcriber type
B asic bype: |I:F'L| N2

Estended bpe:

o |

Image 6-6 Properties of subscriber dialog (CPU), /nfo tab

The /nfo tab displays the following information on the selected subscriber:

® MName shows the default name of the module or the name assigned in network
configuration

e Station displays the set network node type

® The subscriber numberis displayed

e Slatus from displays the date of the last configuration

® The dafe crealedis displayed.

® Basic type displays the network object type from the network configuration

® [Exfended type displays the extended network object type adopted in the NetPro (for
example DNP3 CPU, DNP3 TIM, DNP3 master station)

To display a DNP3-CPU, a completed connection configuration is required.
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6.5.3.3 "Connections" tab

Connections tab

This tab lists all the configured local connections over LAN along with their most important
properties for the current subscriber:

e X connections

Unconfigured S7 connections that use the SFCs "X_SEND" and "X_RCV".
e PBC connections

Configured S7 connections that use the SFBs "BSEND" and "BRCV".
® CR connections

Read/write connections of the TD7 software "TD7onTIM" to the local CPU that do not
require S7 connections.

® S7-400H connections (local)
Connection to the local partner (S7-400H CPU or TIM)
e DNP3 connections

Connection to the remote destination partner (DNP3 master station)

Note

If, during the analysis of the subscriber data, the configuration software recognizes that

processing a DNP3 connection requires STEP 7 homogeneous connections, then these
are created automatically. The prerequisite is that the connection mode of the Ethernet

interface is set to "neutral".

STEP 7 homogeneous connections are connections from an S7-400 CPU to a TIM
module and from TIM to TIM module via the MPI bus and communications block
connections.

As an alternative, you can create these connections manually during network
configuration. Existing connections are automatically used by the SINAUT configuration
tool.
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x
ifo  Connections | DB Configuration | SMS Configuration | Library Info |

—local connections

Subscrber | Partner | Connection type | lenath of the send buffer
% 10 1001 PEK connection 2020

PBK connection

Length of the CPU send buffer for PBC connections IEI}EI}
To change entries double click on the list tem.

Image 6-7 Properties of subscriber dialog (CPU), Connections tab

Here, you can configure the following:
® |ength of the CPU send buffer for any existing communications block connections [bytes]
This parameter cannot be set for a DNP3 CPU.

The length of the CPU send buffer for any existing communications function block
connections of a CPU. This is the same for all communications function block
connections of the current CPU.

Range of values: 202 .. 65208 bytes

Default: 2020 bytes

By double-clicking on a subscriber row in the /ocal connections output box, you open the
Properties - Local Connection dialog for this connection.

TIM DNP3
System Manual, 12/2015, C79000-G8976-C253-04 155



The SINAUT Configuration Tool

6.5 The Subscriber Administration

Properties - Local Connection dialog for the TIM

This dialog displays the properties of the local LAN connection of a TIM module to its CPU.

— Connection identification

fram subzcriber: I 1007 to zubscriber: I 1001
connection [0 I 1 [= CFB reference]

— Connection properties

FPBLC connection

¥ connection, configured
* connection, not canf.
CR connection

F-Buz connection

Connection type:

E ztablizhing type: ztatic

dynamic

b 05 T T T T 0

Send FKeepalives for thiz connection I~ [10%]

Clueue entries [number]: |84

Image 6-8 Properties - Local Connection dialog (TIM)

For the local connection of the TIM module, you can set the following here:

® Send Keepalives for this connection.

If this option is enabled, keepalive messages are sent on this connection at the intervals
set in the network configuration for the TIM.

® Queue entries [number}].
Range of values: 10 .. 256
Default: 64

The number of queue entries is the number of messages that the TIM module can buffer
prior to transmission. In general, you do not need to change the default setting.
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Properties - Local Connection dialog for the CPU

TIM DNP3

This dialog visualizes the properties of a local LAN connection of a CPU and allows the
following properties to the selected:

® CPU modules with X connections / P bus connections:

— The /ength of the send buffer [byfes]for these connections

Range of values: 76 ... 65382 bytes
Default: 760 bytes
This parameter is not relevant for PBC connections.

This parameter cannot be set for a DNP3 CPU.

The Connection monitoring time [s}. in other words, the time that must elapse before
dummy messages are sent to check the connection.

Range of values: 1...32 s
Default: 5 s

This parameter cannot be set for a DNP3 CPU.

® CPU modules with PBC connections:

— The Connection monitoring time [s],

Range of values: 1...32 s
Default: 5 s

This parameter cannot be set for a DNP3 CPU.

Properties - Local Connection
— Connection identification

from subscriber: I ] to subscriber: I B
connection 10: I 2 [= MPI ho. af parther)

— Connection properties

PBC connection
¥ connection, configured
¥ connection, not canf.

Caonnection type:

CR connection
P-Bus connection

shatic
dynanic

Length of the send buffer [bytes]: I?EEI
|5

LConnection monitorinig time []:

E ztablizhing type:

b IO R T I i T

Cancel | Help |

Image 6-9 Properties - Local Connection dialog (CPU)
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6.5.3.4 "DB Configuration" tab

DB Configuration tab

This tab has no significance for DNP3, because the CPU does not require any telecontrol-
specific data blocks.

6.5.3.5 "Library Info" tab

Library Info tab

This tab shows the name, path, version, date of creation and source information for the
German and English version of the SINAUT TD7 library with which system data for the
current CPU will be generated.

Nothing is displayed here for a DNP3 CPU because TD7onTIM is used if you use the DNP3
protocol.

6.6 TD70onTIM
6.6.1 Function of the TD7 software
Functions

158

The telecontrol communication of the CPU of an S7 station is handled by a DNP3 TIM. The
TIM supports communication with the following partners:

® Communication of the local CPU with DNP3 control centers
® Communication of the local CPU with MODBUS slaves

The organization of telecontrol communication is handled by the "SINAUT TD7" software
package. When using the DNP3 protocol, the TD7 software is available only in the version
"TD7onTIM"; in other words, it is part of the TIM firmware.

TD70onTIM handles the sending and receiving of process data for the local CPU. Data that
the CPU sends is read from the CPU via the backplane bus by the TIM using TD7onTIM.
Received data is written to the CPU by the TIM using TD7onTIM.

The communications partners of the CPU, general communications parameters and the data
and address parameters are configured in TD7onTIM.

TIM DNP3
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6.6.2 DNP3 elements with TD7onTIM

6.6.2.1 Implementation of DNP3 elements in TD7onTIM

Overview of the elements with DNP3 and TD7onTIM

The DNP3 protocol specifies various elements for addressing subscribers and for classifying
and identifying data to be transmitted. Below you will find an overview of how the DNP3
elements are implemented in the corresponding elements of the TD7onTIM communications
software.

Table 6- 3 Implementation of the DNP3 elements in TD7onTIM

DNP3 TD70nTIM
Station address Subscriber number
The station address on the data link layer is the The communications partner in the DNP3 net-
address of a subscriber in the DNP3 network. work is addressed using the subscriber number.

The subscriber number is assigned automatically
but can be modified manually, refer to the section
Subscriber list (Page 150).

Point Data point

Uniquely identifiable physical or logical unit Smallest data unit that corresponds to a binary or
analog process input or output or a calculated
value.

Point Index Index

The index is used for the unique identification of a | The index is adopted in TD7onTIM.
data point. Note:

Refer to the information in the section Configuring
the index (Page 160).

Object Data object
Coded representation of data point or another The data points are also configured in objects for
data unit for transmission. TD70onTIM. The objects are assigned to the sub-

scribers from the TD7onTIM library in the
SINAUT configuration tool.

Group Object group
Objects are grouped according to the following The most important object groups for the transfer
criteria: of process data are adopted in TD7onTIM.

 Signal type (binary, analog, counter, time info) | The signal type and transmission direction are

e Transmission direction (input, output) specified by the type of the data object.

The transmission type is specified in the chan-

¢ Transmission type (read, event) nels; refer to the lower part of the table.

Other groups are defined for special tasks.

Variation -
Variations further specify the object groups ac- There is no direct counterpart for variations in
cording to the data format. TD70onTIM. The data format is specified by the

data object.

TIM DNP3
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6.6.2.2

DNP3 TD70onTIM

- Channels

Channels are not defined in the DNP3 protocol. Each data object has a fixed set of one or more
channels for sending or receiving data (send
channels, receive channels).

Depending on the object type, one or more data
points are configured in a channel.

The transmission type and the CPU memory area

of the data points are configured in the channels.

Configuring the index

Configuring the index or start index

The index is used for the unique identification of data points.

Rule

Note
Unique index per subscriber and per object group

For every subscriber, the index of a data point within an object group must be unique.

Configuring using the "Start index"

The index is configured with the data objects. Objects containing more than one data point
therefore have an index band with several indexes.

In the configuration, the index band of an object is specified using the start index. You
specify the start index manually.

If objects have several data points, the index is assigned by the system continuously starting
from the start index. This means that data points within a data object are numbered through
with ascending indexes; refer to the next example.

You will find an overview of the number of indexes occupied by the data objects in the
section Data objects: Partner and send parameters (Page 194).

Note
Continuous index assignment
For each station (subscriber) make sure that the numbering of objects of an object group

starts at zero, is consecutive and, where possible, without gaps. Gaps in the numbering and
very high index numbers reduce the data throughput.

Example of the index assignment for the object "Bin04B_S"

160

The data object belongs to object group 1 "Binary input with flag".

The data object contains 4 channels each with 1 byte for receiving binary data. In each
channel, 8 data points are assigned an ascending index according to the 8 bits.

You configure the preassigned start index "0" for the object.

TIM DNP3
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The following indexes will be assigned:
e Channel 1: Index O to 7

® Channel 2: Index 8 to 15

® Channel 3: Index 16 to 23

e Channel 4: Index 24 to 31

In this station, the indexes 0 to 31 cannot be used for any other object of the type
"Bin04B_S" or "Cmd01B_S".

6.6.2.3 Classification of the data according to the type of transmission

Classification of process data according to the type of transmission

The process data that the TIM sends to a communications partner is assigned to classes
during configuration. This assignment decides whether the values are only read by the
master station or (if there is a defined change) stored and sent unsolicited to the partner:

e Static data (class 0)

Static data means all the pending analog and binary measured values or calculated
values in DNP3 stations intended for transfer. This is the data of the image memory on
the TIM.

Static data is known as class 0 data in the DNP3 specification. Static data can be
transmitted in the following ways:

— Reading by the DNP3 master station

The DNP3 master station can request any number of individual values that are
addressed using the object group and the DNP3 index. Here, the DNP3 master station
can specify the variation in which the data is to be sent by the station.

— Sending following a general request by the DNP3 master station

All configured values can be transmitted in a general request. Here, the station selects
the default variation of the object.

e Events (class 1, 2, 3)

The values of process data configured as an event are written to the send buffer
(message memory) when a trigger fires. The events have a higher priority for transfer
compared with static data. The triggers fire when there are configurable changes in the
process value, at certain intervals, at configurable points in time or in response to
programmable signals.

The DNP3 protocol specifies two possibilities for transmission of the stored events:

— The DNP3 master station can request the stored events of one or all event classes
and read them like static data.

— The station can transmit the events spontaneously (unsolicited).

Whether or not the station can report spontaneous events is specified in the
configuration of the DNP3 master station. The spontaneous sending of events by the
station is initiated by the master station with a corresponding control message to the
station.

TIM DNP3
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Division into event classes

When configuring the TIM module, each process value to be transmitted to the DNP3 master
station can be defined as an event with a selectable class.

The DNP3 protocol defines object groups for events and these are listed below. The DNP3
specification also recommends assigning events according to the priority of the process
value of an event class:

e (Critical events, for example process alarms are assigned to event class 1.
® | ess critical events such as tolerance violations are assigned to classes 2 and 3.

You can group the events in the various classes to suit your purposes, for example based on
technological aspects.

You specify the event class for each object in TD7onTIM, refer to the section Data objects:
Partner and send parameters (Page 194).

Note
Changing the event class for node stations

The classification of events of class 2 and 3 in substations is set uniformly to class 1 in the
node station when sending via a node station.

Note
No spontaneous sending on half duplex connections

To avoid data collisions, the TIM modules do not send any spontaneous messages on half
duplex connections.

6.6.2.4 Supported DNP3 object groups

Object groups supported by DNP3 TIM modules

The following table provides an overview of the DNP3 object groups and variations
supported by the DNP3 TIM. For both station types “station” and “master station” you will find
the suitable TD7onTIM obects.

The station type "master station" can be a TIM module in a master station or a TIM 4R |IE
DNP3 in a node station.

TIM DNP3
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For some TD7onTIM objects, the communications partner must support certain DNP3
implementation levels. If there are special requirements, you will find the corresponding
information in the right-hand column.

Table 6-4  Assignment of DNP3 object groups and TD7onTIM objects

Object | Variation | Format according | Station type | TD7onTIM object S7 data DNP3 level of the part-
group to the DNP3 speci- type ner ***
fication
1 2 Binary input with Station Bin04B_S, Cmd01B_S BOOL
flag Master sta- | Bin04B_R
tion
2 2 Binary input event | Station Bin04B_S BOOL
- with absolute Cmdo1B S BYTE
time —
Master sta- | Bin0O4B_R BOOL
tion
10 2 Binary output - Station Bin08X_S ** BOOL
status with flags Cmdo1B R BYTE
Master sta- | BinO8X_R ** BOOL
tion Cmd01B_R BYTE
11 2 Binary output Station Bin08X_S ** BOOL As of DNP3 level 4
event - with time Master sta- | BinO8X_R **
tion
12 1 Binary command - | Station Bin04B_R BYTE
control relay output Bin08X R BOOL
block =
Cmd01B_R BYTE
DNP3_Cmd01X_R BOOL
Master sta- Bin04B_S BYTE
tion Bin08X_S **** BOOL
Cmd01B_S **** BYTE
20 2 Counter - 16-bit Station Cnt01D_S, Cnt04D_S WORD
with flag Master sta- | Cnt01D_R, Cnt04D_R
tion
21* 2 Frozen counter - Station Cnt01D_S, Cnt04D_S WORD DNP3 level 1to 4
16-bit with flag
6 Frozen counter - Cnt01D_S, Cnt04D_S WORD DNP3 level 5 only
16-bit with flag and
time
22 2 Counter event - Station Cnt01D_S, Cnt04D_S WORD DNP3 level 1to 4
16-bit with flag Master sta- | Cnt01D_R, Cnt04D_R
tion
6 Counter event - Station Cnt01D_S, Cnt04D_S WORD DNP3 level 5 only
16-bit with flag and | paster sta- | Cnt01D_R, Cnt04D_R
time tion
TIM DNP3
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Object | Variation | Format according | Station type | TD7onTIM object S7 data DNP3 level of the part-
group to the DNP3 speci- type ner ***
fication
23* 2 Frozen counter Station Cnt01D_S WORD
event - 16-bit with
flag
30 1 Analog input - Station Dat12D_S DINT
32-bit with flag Master sta- | Dat12D_R
tion
2 Analog input - Station Ana04W_S, WORD
16-bit with flag Mean04W_S
Dat12D_S BYTE, INT,
WORD
Master sta- | Ana0O4W_R, WORD
tion Mean04W_R
Dat12D_R BYTE, INT,
WORD
5 Analog input - Station Dat12D_S REAL DNP3 level 5 only
32-bit float with Master sta- | Dat12D_R
flag tion
32 1 Analog input event | Station Dat12D_S DINT DNP3 level 1to 3
- 32-bit Master sta- | Dat12D_R
tion
2 Analog input event | Station Ana04W_S WORD DNP3 level 1 to 3
- 16-bit Mean04W_S WORD
Dat12D_S BYTE, INT,
WORD
Master sta- | Ana0O4W_R WORD
tion Mean04W_R WORD
Dat12D_R BYTE, INT,
WORD
3 Analog input event | Station Dat12D_S DINT As of DNP3 level 4
- 32-bitwithtime | pagter sta- | Dat12D_R
tion
4 Analog input event | Station Ana04W_S WORD As of DNP3 level 4
- 16-bit with time Mean04W S WORD
Dat12D_S BYTE, INT,
WORD
Master sta- | Ana04W_R WORD
tion Mean04W_R WORD
Dat12D_R BYTE, INT,
WORD
7 Analog input event | Station Dat12D_S REAL DNP3 level 5 only
- 32-bit float with | paster sta- | Dat12D_R
time tion
TIM DNP3
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Object | Variation | Format according | Station type | TD7onTIM object S7 data DNP3 level of the part-
group to the DNP3 speci- type ner ***
fication
40", * 1 Analog output Station Dat12D_R DINT
status - 32-bit with Par12D_R ** As of DNP3 level 4
flag Master sta- | Par12D_S ** As of DNP3 level 4
tion
2 Analog output Station Ana04W_R, WORD
status - 16-bit with Mean04W_R
flag Set0O1W_R ** As of DNP3 level 4
Dat12D_R BYTE, INT,
WORD
Master sta- | SetO1W_S ** WORD As of DNP3 level 4
tion
3 Analog output - Station Dat12D_R REAL DNP3 level 5 only
32-bit float with
flag
41 1 Analog output - Station Dat12D_R, Par12D_R DINT
32-bit Master sta- | Dat12D_S DINT
tion Par12D_S ****
2 Analog output - Station Ana04W_R, WORD
16-bit Mean04W_R,
Set01W_R
Dat12D_R BYTE, INT,
WORD
Master sta- | Ana04W_S, WORD
tion Mean04W_S;
Set01W_S ****
Dat12D_S BYTE, INT,
WORD
3 Analog output - Station Dat12D_R REAL DNP3 level 5 only
32-bit float Master sta- | Dat12D_S
tion
42> ** |3 Analog output Station Par12D_R ** DINT As of DNP3 level 4
event - 32-bit with | Master sta- | Par12D_S **
time tion
4 Analog output Station Set01W_R ** WORD
event - 16-bit with | Master sta- | Set01W_S **
time tion
110 1...255 | Octet string Station / Dat12D_R, Dat12D_S CHAR
master sta-
tion
111 1...255 | Octet string event | Station Dat12D_S CHAR
Master sta- Dat12D_R
tion

* The object groups 21, 23, 40 and 42 are formed in the stations only by being polled by a master or by internally generated

events.

** These objects are used to mirror back values from the station to the master station, see the following reference.

*ekk

the required implementation level of the communications partner is specified.
**** The following objects are always sent by the master TIM with the control code "DIRECT_OPERATE": Bin08X_S (12),
Cmd01B_S (12), Par12D_S (41), Set0O1W_S (41)

TIM DNP3

System Manual, 12/2015, C79000-G8976-C253-04

If there is no information included about the DNP3 level, the object is supported by all implementation levels. Otherwise

165



The SINAUT Configuration Tool

6.6 TD7onTIM

Mirroring back: You will find an description of the function in the section in the section
Mirroring back (Page 183).

The DNP3 implementation level is specified for every subscriber in the SINAUT configuration
tool:
> Subscriber Administration > TIMs with TD7onTIM > All Destination Subscribers

You will find a table sorted according to TD7onTIM objects in the section Objects of
TD70onTIM (Page 177).

TD70onTIM objects not supported
The "Par12x1D_R" object is not supported for the DNP3 protocol.

6.6.3 Configuring TD7onTIM (overview)

Configuring the TD7 software

The configuration of TD7onTIM is set in the subscriber administration of the SINAUT
configuration tool in the following steps:

1. Parameter assignment / configuration of the basic settings for each TIM with TD7onTIM
2. Specifying the parameters specific to the destination subscribers
3. Adding objects:

The objects are grouped together in the TD7onTIM library that is called from the
subscriber administration.

— System objects

Using the system objects, system information is displayed and communications
functions are activated and set.

— Data objects
Which data is to be sent or received is configured using standardized data objects.
— MODBUS-specific objects
MODBUS-specific properties are configured with these objects.
4. Parameter assignment / configuration of the objects

5. Parameter assignment / configuration of the send and receive channels of the data
objects

Basic settings for TIMs with TD7onTIM

For each TIM with TD70onTIM, several settings must be made that are always required for
communication, for example specifying the read/write cycle.

TIM DNP3
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Parameters specific to the destination subscribers

System objects

Data objects

Destination subscribers are the communications partners of the local CPU of the S7 station.
Data is exchanged with the partner via the TIM module that has TD7onTIM.

The basic settings for each destination subscriber that apply to the data traffic of all DNP3
TIMs in the project with this subscriber are made here.

MODBUS slaves are not configured as destination subscribers. You will find an overview of
configuring MODBUS communication in the section Configuring MODBUS communication
(Page 223).

The system objects provide information for the CPU user program relating to communication.

The sending and receiving of process data is configured with the aid of standardized data
objects. The data objects are available in a standard library and are inserted from the library
into the TD7onTIM configuration.

An example of a data object is Ana04W_S that organizes the transmission of 4 analog
values.

Each data object contains one or more send or receive channels. The number and type of
send and receive channels per data object cannot be modified.

Send and receive channels

TIM DNP3

The send and receive channels of the data objects are responsible for the processing of an
individual process value, for example for processing and sending an analog value or
receiving and outputting a command.

The data object Ana04W_S, for example, has 4 send channels of the type send analog
value.
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6.6.4 Dialogs for TD7onTIM

Calling and appearance of the parameter assignment dialogs

The displayed information and parameter assignment boxes of TD7onTIM are divided into
three areas in subscriber administration:

® Directory tree in the left-hand part of subscriber administration

® Subscriber list top right

® Parameter area below the subscriber list
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Image 6-10  Subscriber administration of the SINAUT Configuration Tool

The "TIMs with TD7onTIM" directory is selected in the directory tree.

The subscriber list shows the subscribers with TD7onTIM.

The parameter area for these subscribers shows the "Basic settings for TIM with
TD7onTIM".
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Directory tree

Subscriber list

TIM DNP3

6.6 TD7onTIM

The TD7-compliant TIM modules of a project are shown in the directory tree in the "TIMs
with TD7onTIM" directory. If you expand the directory with the (+) symbol or double-click on
the directory, the following contents are displayed:

e The "All Destination Subscribers" directory
® The directories of all TIMs with TD7onTIM

If you expand a single TIM directory, the data objects already configured on this TIM are
displayed.

At the top right of the subscriber administration there is a subscriber list that lists certain
subscriber types, objects, or send/receive channels depending on what is selected in the
directory tree. By successively expanding the "TIMs with TD7onTIM" directory, the
subscriber list displays the following content:

e TD7-compliant TIMs of the project

® Destination subscribers with which the TD7-compliant TIMs can communicate
e System and data objects of a TD7-compliant TIM

e Channels of a data object

The SINAUT objects are displayed with the following symbols:

® Blue symbols: System objects

® Yellow symbols: Data objects

The channels are distinguished as follows:

® Receive channels are displayed with an incoming arrow.

e Send channels are displayed with an outgoing arrow.
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Image 6-11

Parameter area

Selected channel of a data object in the node list, below this the parameter range of the channel

In the parameter area below the subscriber list, you set the parameters for the TD7onTIM-
relevant subscribers, objects and channels. The parameter area is only visible when the
"TIMs with TD7onTIM" directory or a subdirectory is selected.

Depending on the selection in the navigation pane or node list, the following parameters are
displayed in the parameter area:

Basic parameters of a TD7-compliant TIM
Parameters of a destination subscriber
Parameters of a system or data object

Parameters of a send or receive channel

If a subscriber with TD7onTIM is selected in the directory tree, the parameters of the first
object of this subscriber are displayed in the parameter area.

If an object is selected in the directory tree, the parameters of the first channel of the
selected object are displayed in the parameter area.
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Entering and saving parameters

6.6.5

2] SINAUT STT7 : Configuration - Project '_DNP_Esp300', Path 'C:',Program Files' Siemens! 101 =l
E‘ﬁ Projeck  Edit SINAUT  Wiew Extras Help =12l x|

To simplify data input, the relevant parameter area is not opened and closed using separate
buttons or menus but is shown automatically.

Entries in the parameter assignment dialogs are adopted immediately with the following
actions:

e Activating or deactivating an option
e Exiting the input box with the mouse or tab key

The entries are applied permanently using the Save function.

Basic settings for subscribers with TD7onTIM

To make the basic settings for the TD7 software of the individual TIM subscribers, you first
select the "TIMs with TD7onTIM" directory in the directory tree. The subscriber list then
displays all the TD7-compliant TIM modules of the project.

The parameter area with the parameters of the TIM selected in the subscriber list opens
below the subscriber list.
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Image 6-12 Parameter area with basic settings for the TIM subscriber 1001
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The parameters of the basic settings for TIM subscribers with TD7onTIM relate to the
following:

e Configuration of the read/write cycle of the TIM
® Checking the source address when a message is received
e MODBUS polling cycle (only with MODBUS configuration)

TD7 write / read cycle

172

Data to be sent by TD7onTIM, is read by the TIM over the backplane bus of the CPU and
received data is written to the CPU.

The TIM also writes system information to the CPU (see system objects "Watchdog",
"PartnerStatus" and "OplnputMonitor") and certain data is reset; in other words, 0 is written.
In the latter situation, this involves send trigger and command information that was read from
the memory bit area or data blocks. TD7onTIM ensures that these are reset to 0
automatically after they have been acquired. All of these procedures take place within a
defined and selectable read/write cycle.

The writing and reading of data takes place in consecutive read/write cycles. A basic cycle of
the read/write cycle of TD7onTIM is made up as follows:

1. Write all pending system information (see system objects) to the CPU and reset all
currently acquired send triggers and commanded entries. If no such data is currently
pending, there is no write procedure in the basic cycle.

2. Read all data of the send objects that were assigned to the fast cycle. If no objects were
configured for the fast cycle, this read procedure is omitted in the basic cycle.

3. Read data from some of the send objects that were assigned to the normal cycle. How
many objects per basic cycle will be read can be set by the user. Refer to the "Max. read"
parameter below.

4. Write data of some of the currently pending receive objects.
How many objects this can be as a maximum per basic cycle can be selected by the
user. Refer to the "Max. write" parameter below.
If less received data is currently pending than is permitted as maximum per basic cycle,
only this subset is written in the basic cycle.
If there is currently no received data from the remote partner, this write procedure is
omitted in the basic cycle.

5. Cycle pause (optional) to relieve the TIM and backplane bus communication.

With the "Max. read" and "Max. write" parameters and by specifying how many objects are
assigned to the fast cycle, the user can set the duration of a basic cycle. Essentially, this
specifies how fast the fast cycle really is: It is identical with the duration of the basic cycle.
With the default value 1 for the "Max. read" and "Max. write" parameters, the basic cycle has
the shortest possible duration.

It must also be taken into account that the make-up of the basic cycle decides how long
TD70onTIM requires to read all the data of the objects assigned to the normal cycle once. If,
for example, 12 objects are assigned to the normal cycle and if "Max. read" is set to 2
objects per basic cycle, it takes 6 basic cycles until all the data of the 12 objects has been
read once completely from the memory areas of the CPU.

TIM DNP3
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Name:

Range of val-
ues:

Default:
Explanation:

Name:

Range of val-
ues:

Default:
Explanation:

Name:

Range of val-
ues:

Default:
Explanation:
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Parameters in the TD7 Read / Write Cycle box

Max. write
1...32000

1

This is the maximum number of (different) data objects whose data is written
to the CPU per basic cycle.

If there are several messages of the same receive object in the buffer, only
the data of one message of this object is written per basic cycle.

As information, the number of receive objects configured for the TIM in total

by the user is displayed above the input box beside Number of configured
receive objects.

Max. read
0 ... 32000

1

This is the maximum number of data objects whose data is read from the
CPU per basic cycle.

As information, above the input field beside Number of configured send ob-
jects, you can see how many send objects the user configured for the TIM
- in the normal cycle and

- in the fasf cycle

Cycle pause
0 ... 32000 [ms]

1

This parameter specifies the duration of an optional pause between 2 basic
cycles.

A pause may be necessary if communication of other modules on the back-
plane bus is disrupted too much by the write and read jobs between the TIM
and CPU. This also applies to subscribers on the MPI bus (further CPUs or
PG) if the backplane bus is implemented as a party line. By setting a suitable
time for the pause, the other bus subscribers have time for their communica-
tion.

Specifying a cycle pause may also be necessary to relieve the TIM itself; in
other words, when it becomes clear that it has too little time for other tasks
due to the fast read/write cycle.
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Parameters in the TD7 Message receive box

Name: Check of source address

Range of val- Function active, function deactivated
ues:

Default: Function active

Explanation:  With this parameter, you specify whether or not the source address of the
sending subscriber is checked prior to accepting data from a received mes-
sage. If the function is activated, all messages that do not originate from the
configured partner are discarded.

Note: If a data object receives messages from several partners, the check of
the source address must be deactivated.

Parameters in the MODBUS polling cycle box

The parameters in this box are relevant only if the TIM uses MODBUS communication.

Name: 87 CPU polling pause

Range of val- 0 to 65535 [ms]

ues:

Default: 200

Explanation:  The parameter specifies the duration of the pause on the TIM between two
CPU polls.

Name: MODBUS polling pause

Range of val- 0 to 65535 [ms]

ues:

Default: 200

Explanation:  The parameter specifies the duration of the pause on the TIM between two
MODBUS slave polls.

Copying basic settings to other TIMs
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Once the basic settings of a subscriber with TD7onTIM have been made, the settings can
also be transferred to other TIMs that require the same parameters. Follow the steps
outlined below:

1. Select a TIM for which you have already set the parameters in the subscriber list.
2. Select "Copy" in the shortcut menu (right mouse button).

3. Select a second TIM.
4

. Transfer the parameters to this second TIM using "Paste" in the shortcut menu.

TIM DNP3
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Core statement

i¥| SINAUT ST7 : Configuration - Project '_DNP_Bsp400R’, Path 'C:\Program Files\Siemens)Ske;
%ﬂ Projeck Edit SINALUT  Yiew Extras Help

F nwYyEdES B Y e !

6.6 TD7onTIM

Parameters specific to the destination subscribers

Each TIM with TD7onTIM can exchange data with one or more partners, known as
destination subscribers. Which subscribers in the project can be destination subscribers
depends on the connection configuration. There, you specify which TIM with TD7onTIM will
have a connection to which subscriber in the network.

The destination subscriber of a DNP3 station is always a DNP3 master station.

Several settings are required for each of the possible destination subscribers that apply to
data traffic between the TD7onTIM of a project and this subscriber.

To set the parameters specific to destination subscribers, open the TD7 on TIM directory and
select the "All Destination Subscribers" directory. The list displays all potential destination
subscribers of the TD7-compliant TIM modules.

Destination subscribers are:
e SIMATIC S7 CPU modules
e SIMATIC PCS 7 control centers (DNP3 master stations)

o x|
5 x|

Subscrber lypes:

L&t change of connection confguration: BT 142932 Selecled CPUs: 0

w0 A SINAUT subscribers
# -8 Bedundant H-CPUs
B Fedundant ST7ec/ST e

= gl TIMs with TD7onTIM
% Al Destnation Subscribers
1007 / DHP3-Station 1
Bl 1002 / DMNE2-Shation 2
g 1003 / DMF3-5tation 3
il 1004 / DNF3-Station 4

Subseriber no. | B.] 5. | Subscriber ype | Module

| Station

| SINAUT corin

Dtk Shaticn

1]

O 1 11 CPULITAH  CPUAIT-4H (1) DHP Station 1 (57 400H]  yes
Lz 2 22 CPUA74H CPU 417-4 H (1) DHP Station 2 [S7 400H)  wes
O: F 33 COPUA/4H CRU4T7-4H (1] DHF Station 3 (57 400 H]  yes
0 4 44 CPUNTAH

CPU 417-4H (2] DMP Station 4 (57 400H)  yes

DHP3-Zemtrale

Basic setings per destnation subscnber:

DHP3 protacol

DMHP3

corifoemily level: 3
Timestamp: [+

ul |

A

Image 6-13 Directory tree, subscriber list, and parameter area with destination subscriber-specific parameters of a DNP3
master station as destination subscriber

The parameter area of the selected destination subscriber opens below the subscriber list.
The parameters to be entered here are valid in terms of communication with the configured
communications partners (destination subscribers) for all TD7-compliant TIM modules of the

TIM DNP3
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project. The parameter area for the destination subscriber-specific parameters is opened and
the parameters are set for every configured destination subscriber.

The following destination subscriber-specific parameters are available:

Parameters of the DNP3 master station

Name:

Range of val-
ues:

Default:
Explanation:

Name:
Default:
Explanation:

DNP3 implementation level
1..5

3

With the SINAUT configuration software, you can specify the DNP3 imple-
mentation level for each configured DNP3 master station (subscriber type:
other station). Specify the highest conformity level supported by the DNP3
master station.

Values can be assigned in the range from 1 to 5. Based on this information,
the TIM firmware selects the suitable standard variations of the process
data for this master station.

Level 5 that is not specified in the standard corresponds to implementation
level 4 and additionally includes the support of the following objects / data
types (object group/variation):

e Frozen counter with time of day in 16-bit format (21/6)

o Counter event with time of day in 16-bit format (22/6)

¢ Analog input, floating point, 32-bit format (30/5)

e Analog input event, floating point with time, 32-bit format (32/7)

¢ Analog output status, floating point, 32-bit format (40/3)

¢ Analog output, floating point, 32-bit format (41/3)

Time stamp
Function activated

When using DNP3, the parameter is always activated. This cannot be deac-
tivated.

The parameter assignment is only practical if the DNP3 master station was
selected as the destination subscriber.

Data read by the local CPU is given a time stamp before it is sent to the des-
tination subscriber.

Copying parameters to other destination subscribers
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Once the destination subscriber-specific parameters have been set for a destination
subscriber, they can be transferred to other destination subscribers that require the same
parameters. Follow the steps outlined below:

1. Select a destination subscriber for which you have already set the parameters in the list

box.

2. Select "Copy" in the shortcut menu (right mouse button).

TIM DNP3
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3. Select a second destination subscriber in the list box.

4. Transfer the parameters to this other destination subscriber using "Paste" in the shortcut
menu.

Objects of TD7onTIM

Transmission direction of the objects

The transmission direction of the objects can be seen in the name suffixes _S or _R (send or
receive):

e S
send direction
— Use in the station type "station" for the monitoring direction (in)
Station sends message to master station.
— Use in the station type "master station" for the control direction (out)
Master station sends message to station.
e R
Receive direction
— Use in the station type "station" for the control direction (out)
Station receives message from master station.
— Use in the station type "master station" for the monitoring direction (in)

Master station receives message from station.

Overview of the TD7onTIM objects

TIM DNP3

Table 6-5  System objects of TD7onTIM

System object Function
General system objects
WatchDog Monitoring of the CPU-TIM connection

Indicates to the CPU whether the communication between CPU and local
TIM is still working; in other words, whether TD7onTIM is still reading from
and writing to the memory areas of the CPU.

PartnerStatus Displays the status of the connection with a maximum of 8 communications
partners

Signals to the CPU whether communication with a partner "DNP3 master
station" is functioning or disrupted.

OplnputMonitor Signals detection of hardware entries

Indicates the status of operator input to the CPU (with command, setpoint,
and parameter input).

Is not normally used with the DNP3 protocol.
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System object Function
System objects for MODBUS communication

ModbusGateway Configuration of the MODBUS protocol for a serial interface of the TIM

The use of the MODBUS protocol for a serial interface of the DNP3 TIM is
specified using the "ModbusGateway" object. The interface and various con-
nection parameters are configured with this object.

ModbusPartnerStatus | Displays connection status of max. 8 MODBUS slaves

Signals to the CPU whether communication with a partner "MODBUS slave"
is functioning or disrupted.

System objects not supported

SmServiceCenter The object is not supported for the DNP3 protocol.

Table 6- 6 Data objects of TD7onTIM

Data object Object type and function Number of | DNP3 object group [vari- | DNP3 level * Use in stations
indexes ation] type **
occupied | (S7 data type)

Message / binary objects

Bin04B_S Binary value object for send 32(4x8) |e 1[2](BOOL) 1..5 e S

:Ire(;tlzr:) tes of bi inf * 212(Bool) ° S
en ytes of binary infor-
mation e 12[1](BYTE) « M
Bin04B_R Binary value object for receive | 32(4x8) |« 1[2](BOOL) 1..5 e M
(;rect.lon4 o . e 2[2] (BOOL) e M
eceive 4 bytes of binary in-
formation « 12[1](BYTE) * S
Bin08X_S Binary value object for send 8 e 10[2] (BOOL) *** e 1..5 e S
g‘re‘:';’” e of b i « 11[21(BOOL)*™  |e 4.5 . s
end 8 x 1 bits of binary infor- i
mation independently of each  12[11(BOOL) 1.5 e M
other
Bin08X_R Binary value object for receive 8 e 10[2] (BOOL) *** e 1..5 e M
direction « 11[21(BOOL)*™  |e 4.5 « M
Receive 8 x 1 bit of binary
information e 12[1](BOOL) . 5 e S
Analog value / mean value objects
Ana04W_S Analog value object for send 4 e 30[2] (WORD) e 1..5 e S
:‘rej‘;’” g valuos (1651 « 32[2] (WORD) « 1.3 . s
end 4 analog values (16-bi
value) e 32 [4] (WORD) e 4..5 e S
e 41[2] (WORD) e 1..5 e M
Ana04W_R Analog value object for receive 4 e 30][2] (WORD) e 1..5 e M
direction « 32[2] (WORD) « 1.3 « M
Receive 4 analog values (16-bit
value) e 32 [4] (WORD) e 4.5 e M
e 41[2] (WORD) e 1..5 e S

TIM DNP3
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Data object Object type and function Number of | DNP3 object group [vari- | DNP3 level * Use in stations
indexes ation] type **
occupied | (S7 data type)

Mean04W_S | Mean value object for send 4 e 30][2] (WORD) e 1.5 ¢« S

direction « 32[2] (WORD) « 1.3 . S
Send 4 mean values (16-bit
value) e 32[4] (WORD) e 4.5 e S
e 41[2] (WORD) e 1..5 e M
Mean04W_R | Mean value object for receive 4 e 30[2] (WORD) e 1..5 e« M
direction « 32[2] (WORD) ¢« 1..3 « M
Receive 4 mean values (16-bit
value) e 32[4] (WORD) e 4.5 e M
e 41[2] (WORD) e 1..5 e S
Counted value objects
Cnt01D_S Counted value object for send 1 e 20[2] (WORD) e 1..5 S
direction « 21[2] (WORD) o 1..4
Send 1 counted value
e 21[6] (WORD) e 5
e 22[2] (WORD) e 1..4
e 22[6] (WORD) e 5
e 23[2] (WORD) e 1..5
Cnt01D_R Counted value object for re- 1 e 20[2] (WORD) e 1..5 M
ceive direction e 22[2] (WORD) « 1.4
Receive 1 counted value
e 22[6] (WORD) e 5
Cnt04D_S Counted value object for send 4 e 20[2] (WORD) o 1. S
:’re‘:';’”  counted val e 21[2] (WORD) o 1.
end 4 x 1 counted value « 21[6] (WORD) . 5
e 22[2] (WORD) e 1..4
e 22[6] (WORD) e 5
Cnt04D_R Counted value object for re- 4 e 20[2] (WORD) e 1..5 M
‘F’{e"’e.d'rj"t'? vl « 22[2] (WORD) . 1.4
eceive 4 x 1 counted value « 221[6] (WORD) . 5
Command objects
Cmd01B_S Command object for send di- 1 e 1[2](BYTE) e S
rection « 2[2] (BYTE) . S
Send 1 command (1 bit)
e 12[1](BYTE) **** e M
Cmd01B_R Command object for receive 1 e 1[2](BYTE) e M
direction . 2[2] BYTE) « M
Receive 1 command (1 bit)
e 10[2] (BYTE) e M
e 12[1](BYTE) e S
DNP3_Cmd0 | Command object for receive 1 e 12[1](BOOL) S
1X_R direction
Receive 1 command (1 bit)
(with mirroring back function)
TIM DNP3
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Data object

Object type and function

Number of
indexes
occupied

DNP3 object group [vari-
ation]
(S7 data type)

DNP3 level *

Use in stations
type K%

Setpoint and parameter objects

Set01W_S

Setpoint object for send direc-
tion

Send 1 setpoint (16 bits), object
with 3 channels:

e "LocalOperation"

- not used -

e "ReturnedSetpoint"

Function: Mirrored back
setpoint

Channel type: Data receive

e 40 [2] (WORD) ***
e 42 [4] (WORD) ***

e "Setpointinput"
Function: Setpoint input

Channel type: Setpoint
send

o 41[2] (WORD) ****

Set01W_R

Setpoint object for receive
direction

Receive 1 setpoint (16 bits),
object with 3 channels:

e "Local"

- not used -

e "LocalSetpointinput”
Function: Local setpoint

Channel type: Data send

e 40 [2] (WORD) ***
e 42 [4] (WORD) ***

e "SetpointOutput”
Function: Setpoint output

Channel type: Setpoint re-
ceive

e 41[2] (WORD)

Par12D_S

Parameter object for send
direction

Send max. 12 double words
with parameters or setpoints,
object with 3 channels:

e "LocalOperation"

- not used -

¢ "ReturnedParameter"

Function: Returned parame-
ter

Channel type: Data receive

e 40 [1] (DINT) ***
o 42[3] (DINT) ***

o "Parameterinput”
Function: Parameter input

Channel type: Setpoint
send

o 41 [1] (DINT) ***

180
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Data object Object type and function Number of | DNP3 object group [vari- | DNP3 level * Use in stations
indexes ation] type **
occupied | (S7 data type)

Par12D_R Parameter object for receive

direction
Receive max. 12 double words
with parameters or setpoints,
object with 3 channels:
e "Local" - not used -
e "LocalParameterlnput" 1..12 |e 40[1](DINT) *** o 1. S
Function: Local parameters o 42[3] (DINT) *** e 4.
Channel type: Data send
¢ "ParameterOutput" 1..12 |e 41[1](DINT) e 1..5
Function: Parameter output
Channel type: Setpoint re-
ceive
Universal data objects
Dat12D_S Data object for send direction 1..12 |e 30[1](DINT) e 1..5 e S
Send max. 12 double words (at e 30[5] (REAL) e 5 e« S
least 1 double word) with any
information  32[1] (DINT) 1.3 S
e 32 [3] (DINT) e 4..5 e S
e 32[7] (REAL) e 5 e S
e 41 [1] (DINT) e 1..5 e M
e 41[3] (REAL) e 5 e M
2..24 |« 30[2](INT, WORD) e 1..5 e S
e 32[2](INT, WORD) |e 1..3 e S
e 32[4](INT, WORD) |e 4..5 e S
e 41[2](INT, WORD) |e 1..5 e M
4..48 |e 30[2](BYTE) e 1..5 e S
e 32[2](BYTE) e 1..3 e S
e 32[4] (BYTE) e 4..5 e S
e 41[2] (BYTE) e 1..5 e M
e 110[1..255] (CHAR) |e 1..5 e M/S
e 111[1..255] (CHAR) |e 1..5 e S
TIM DNP3
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Data object

Object type and function

Number of
indexes
occupied

DNP3 object group [vari-
ation]
(S7 data type)

DNP3 level *

Use in stations
type K%

Dat12D_R

Data object for receive direction

Receive max. 12 double words
(at least 1 double word) with
any information

1...12

30 [1] (DINT)
30 [5] (REAL)
32 [1] (DINT)
32 [3] (DINT)
32 [7] (REAL)
40 [1] (DINT)
40 [3] (REAL)
41 [1] (DINT)
41 [3] (REAL)

[ ]
I3, IS RN, B NS N

30 [2] (INT, WORD
32 [2] (INT, WORD
32 [4] (INT, WORD
(
(

—_ —= = —=

40 [2] (INT, WORD
41 [2] (INT, WORD)

[ ]
R N U UL U §

30 [2] (BYTE)
32[2] (BYTE)
32 [4] (BYTE)
40 [2] (BYTE)
41[2] (BYTE)
110 [1..255] (CHAR)
111 [1..255] (CHAR)

a o a0 o0 g W oo o0 a0 W O,

[ ]
[EE N U U U LU U

[ ]
=T 20| 0OLn =000 ns ==L
w

Objects for data exchange with MODBUS slaves

(only in stati

ModbusWrite

Write data from the station
CPU to the MODBUS slave

ModbusRead

Read data from the MODBUS
slave to the station CPU

Data objects not supported

Par12x1D_R

Cannot be used for the DNP3
protocol

* DNP3 implementation level that must be supported by the communications partner.

** Station type: M = master station TIM, S = station TIM

*** These objects are used to mirror back values from the station to the master station, see the following reference.

**** The following objects are always sent by the master TIM with the control code "DIRECT_OPERATE": Bin08X_S (12),
Cmd01B_S (12), Par12D_S (41), Set0O1W_S (41)

182

Mirroring back: You will find an description of the function in the section in the section
Mirroring back (Page 183).

You will find a table sorted according to DNP3 object groups in the section Supported DNP3

object groups (Page 162).

TIM DNP3
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6.6.8 Mirroring back

Mirroring back

The values of data points in DNP3 stations that are set by commands or setpoints by the
DNP3 master station can also be set by manual operator input in the station. This overwrites
the values set by the master station.

With the following object pairs, the current values in the station can be mirrored back to the
DNP3 master station:

e Setpoint objects Set01W_S / Set01W_R (object groups 40/42)

Setpoints with mirror back functionality are sent by the master to a station using the
Set01W_S object. The station receives the data via the Set01W_R object.

The receive object (..._R) of the station mirrors the current or, if applicable, locally entered
value back to the master station using the channel type "LocalSetpointinput”.

To receive the value mirrored back by the station, the send object (..._S) of the master
station has the channel type "ReturnedSetpoint".

— Set01W_R in the DNP3 station
Send channel of Set01W_R for the local setpoint: LocalSetpointinput
— Set01W_S in the DNP3 master station
Receive channel of Set01W_S for the mirrored back setpoint: ReturnedSetpoint
e Parameter objects Par12D_S / Par12D_R (object groups 40/42)

Parameter settings with mirror back functionality are sent by the master to a station using
the Par12D_S object. The station receives the data via the Par12D_R object.

The receive object (..._R) of the station mirrors the current or, if applicable, locally entered
value back to the master station using the channel type "LocalParameterinput".

To receive the value mirrored back by the station, the send object (..._S) of the master
station has the channel type "ReturnedParameter”.

— Par12D_R in the station
Send channel of Par12D_R for the local parameters: LocalParameterinput
— Par12D_S in the master station
Receive channel Par12D_S for the mirrored back parameters: ReturnedParameter
e Message/binary value objects Bin08X_S / BinO8X_R (object groups 10/11)

Messages / binary values are sent by the master to a station using the BinO8X_S object
(object group 12). The station receives the data via the BinO8X_R object.

The mirrored back value can be sent to the master station by the station using the
Bin08X_S object (object group 10 or 11). The master station receives the mirrored back
value with the BinO8X_R object (object group 10 or 11).

e Command object DNP3_Cmd01X_R (object group 12)

A command with Control Code is sent by the master (SCADA system) to the station with
a suitable command of the object group 12 / variation 1. The station receives the data via

TIM DNP3
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the DNP3_CmdO01X_R object and sends the local value back to the master via the mirror
back channel.

You will find a detailed description of the channel types in the section Data objects: Specific
channel parameters (Page 206).

During configuration make sure that the two objects of every pair in the station access the
same address range in the CPU when mirroring back.

Mirroring back a value changed by local operator input

184

The mirror back mechanism is explained based on Bin08X_x.

1. A value sent by the master station is written to the CPU by the receive object of the
station.

2. Following this, the value is changed in the memory area of the CPU by local operator
input.

3. The modified value can be mirrored back to the master station with one of the two
following types of transmission:

e Static
Example: Bin08X_S without configured event class (basic settings of the object)
This corresponds to the DNP3 object group 10, variation 2.
The new value is transferred only when polled by the DNP3 master station.

e Asevent
Example: Bin08X_S with configured event class (basic settings of the object)
This corresponds to the DNP3 object group 11, variation 2.

For the transfer of the new value to the DNP3 master station, one of the two following
options can be set for the send trigger of the channel in the station:

— Send at change of"

Here, you define the deviation of the value in the memory area of the CPU at which
message transfer is triggered.

With this send trigger, all values are sent back to the master station that have either
been changed manually or overwritten by a new value from the master station.

— “Time trigger"

With this send trigger, you can trigger the transfer of a message according to the
following time-related criteria:

- Time of day
- Time scheme
— Trigger signal”

With this send trigger, for example, you can configure the signal resulting from manual
intervention as an input that then triggers transfer of the message.

TIM DNP3
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6.6.9 Inserting and copying objects and channels

Opening the TD7onTIM library

After setting the basic parameters of TD7onTIM and the destination subscriber-specific
parameters, the objects of TD7onTIM are configured. To do this, a TIM module is selected in
the directory tree. If no objects have yet been configured for the TIM (as is the case in a new
project), the directory of the TIM cannot be expanded any further and the list box is empty.

The TD7onTIM library can be opened either using:

e The "TD70onTIM library" icon in the toolbar

e The "SINAUT" > "TD70onTIM Library" menu

® The F7 function key

Every TIM with TD7onTIM now has the required objects added from the library.

Inserting objects in the project
To insert new objects in the TD7onTIM of a subscriber, follow the steps outlined below:
1. Go to the directory tree and select the TIM for which you want to configure the objects.
2. Open the TD70onTIM library (see above).

The library is opened in a separate window. The objects are listed with the object name
and a brief object description.

3. Select an object with the mouse in the window of the library.

To insert several objects at the same time, select an object and move up or down using
the arrow keys while holding down the Shift key or select several distributed objects one
after the other while holding down the Ctrl key.

All selected objects are shown on a colored background.

4. Inthe TD7onTIM library window, click the "Paste" button or select "Paste" in the shortcut
menu (right mouse button).

The selected objects are then added to the TIM. They are all displayed in the subscriber
list. Only the data objects are displayed in the directory tree below the selected TIM.

5. Delete objects that are not required from the directory of the TIM by selecting them in the
directory tree or in the subscriber list and then selecting the shortcut menu "Delete".

6. Close the library with the "Close" button when you no longer require it.

Note
A maximum of 100 objects can be configured per TIM with TD7onTIM.

TIM DNP3
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Copying objects to other TIMs

Once all the objects for a TIM have been configured and have had parameters assigned, you
can copy the objects and the parameter assignments to another TIM in the project that
requires the same or similar objects.

Follow the steps outlined below:

1. Select the objects in the subscriber list (<Shift > + arrow keys or select the objects +
<Ctrl>).

2. Select the "Copy" shortcut menu.
3. Select another TIM in the "TIMs with TD7onTIM" directory.
4. Add the selected objects to this TIM with "Paste" in the shortcut menu.

The objects along with their entire parameter assignment are adopted by the TD7onTIM of
the other TIM. In the copied object and its channels, it may be necessary to adapt the
subscriber-specific parameter assignment (for example the input and output addresses).

If the complete parameter assignment of TD7onTIM is required for other TIM modules, you
can also transfer the entire objects to a different TIM. Follow the steps outlined below:

1. Select a TIM in the "TIMs with TD7onTIM" directory.

2. Select the "Copy" shortcut menu.

3. Select another TIM in the "TIMs with TD7onTIM" directory.
4

. Add all objects to the other TIM with "Paste" in the shortcut menu.

Overview of the channel types

Each data object has a defined number of channels with default parameters. The number of
channels and the data type cannot be changed for an individual data object.

The data type of the channels depends on the object type. Apart from the setpoint and
parameter objects, all data objects have one or more channels of the same type.

The channel types differ in the transmission direction relative to the communications partner
and fall into the following two classes:

e Send channels
Function: Data send

Channel types: Binary send, analog send, data send, mean value send, counted value
send, command send, setpoint send

® Receive channels
Function: Data receive

Channel types: Binary receive, analog receive, data receive, mean value receive,
counted value receive, command receive, setpoint receive

TIM DNP3
186 System Manual, 12/2015, C79000-G8976-C253-04



The SINAUT Configuration Tool

Dialogs for setting channel parameters

TIM DNP3

Depending on their function, the channels have different parameters:

Obligatory parameters

6.6 TD7onTIM

These are general parameters that can be set depending on the channel class:

— Obligatory parameters of the send channels

— Obligatory parameters of the receive channels

Specific parameters

These are special parameters for some channel classes. Not all channel classes have

specific parameters.

To set the parameters for the channels, you select the data object of a TIM with TD7onTIM
in the directory tree. The list box displays the channels of this object with the channel name
and channel type. If channels have already had parameters set, the input or output address
is displayed in the list.

Below the list box, there is a parameter assignment dialog for the channel selected in the list
box.

&%) SINAUT ST7 : Configuration - Project 'SINAUT ST7_T4T new', Path 'G:\Program Fil
Project Edit SINAUT View Extras Help

=101 x]

EEE DRI G

_™ Subscriber administration *

Subscriber types:

=10Ix]

Last change of connection configuration: 03/12/04

Selected CPUs: 0

% Al SINAUT subscribers |
=B Redundant ST7cc/ST7sc
=gl TIMs with TD7onTIM
5 &l Destination Subsc
=] 'H 1001 / Station 2_IE

Channel name

P#DB 3.0BX 6.0BYTE 1

\ | OutputByte_1  Binary receive
wf OutputByte_2  Binary receive
-ﬂ OutputByte_3 Binary receive
-ﬂ OutputByte_4  Binary receive

5 1/BinD4B_S
&} / BinD4B_R
59 3/ Analdw_S T
5 47 Analaw_R Channel name:  OutputByte_1 Channel type: Binary receive —
5/ Dat12D_5
g 6/ Datl 2D_H Channel active: F
5 7/ Meanldw S — Output addre
5 8/ Meanldw_R
5 9/Cnt01D_S Memory area: & DB Memop C Output
& 10/Cnt01D_R . |—L|
@ 11/ Crit04D_S Data type.: BYTE I
9 12/Cnt4D_R — ot
5 13/Cmd01B_S )
3 14/ Cmd01B_R DB-No.: [2
5 15/ Sel0lwW_S Address [Byte}: [5
9 16/ Se01W. R ~
J (B -
4 I I » 7
INUM A

parameter dialog below
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Copying channels

To simplify parameter assignment, channels along with their parameter assignment can be
copied. If a data object requires more than one channel with the same parameter
assignment (except for the input or output address) and if the parameter settings have been
completed for one channel, this channel along with its parameters can be copied.

When you copy channels, the channel you are copying is not added to the existing channels
since the number of channels is fixed per data object. The channel selected prior to paste is
overwritten by the copied channel and its parameters.

To copy, follow the steps outlined below:
1. Select a channel in the list box.

2. In the shortcut menu (right mouse button), select the "Copy" menu or use the key
combination <Ctrl>+C.

3. Select a different channel of the same object or the channel of another data object of the
same type.

4. Insert the channel after parameter assignment using the shortcut menu (right mouse
button) "Insert" or use the key combination <Ctrl>+V.

The selected channel is overwritten by the copied channel and its parameters.

Note

You will find a practical example of the configuration of the send triggers in the section Data
objects: Memory area and triggers of the channels (Page 200).

6.6.10 System objects: Configuration

You will find a description of the MODBUS-specific system objects in the section Configuring
MODBUS communication (Page 223).

Configuration - procedure
Configure the system objects you have assigned to a subscriber as follows:
1. Select a subscriber in the "TIMs with TD7onTIM" directory.
2. Select the required system object in the list.
The corresponding parameters are displayed in the parameter area.

3. Assign the parameters there.

TIM DNP3
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& SINAUT ST7 : Configuration - Project 'SINAUT ST7_T4T new’, Path 'C:\Pro =10]x]
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Image 6-15 TIM with selected system object "WatchDog" and the corresponding parameters

WatchDog
The "WatchDog" system object can be included as an option. It indicates to the CPU
program whether the communication between CPU and local TIM is still working; in other
words, whether TD7onTIM is still reading from and writing to the memory areas of the CPU.
As long as communication is functioning correctly, a selectable output bit changes state at 5
second intervals. The constant status change can be evaluated by the CPU user program.
Parameters in the "Output Bit" box:
Name: Output bit
Memory area: The following options are available:
e DB: Data block
e Memory bit: Memory bit area
e Output: Process output image (PIQ)
DB No.: Specifies the DB number in the CPU if the data block memory area (DB) was
selected
Address Input fields for the byte and bit number in the selected memory area
[Byte.Bit]:
TIM DNP3
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PartnerStatus

190

The optional Pa

rtnerStatus object can be used to monitor the reachability of up to 8

communications partners (DNP3 master stations). The status is made available to the CPU
in an output byte. One bit per communications partner is reserved in the output byte to

indicate the stat

us of the partner:

If TD7onTIM has a connection to more than 8 partners whose status needs to be monitored,
the "PartnerStatus" system object needs to be configured more than once.

System Object: PartnerStatuz

Statuz Output Byte — Partner

Memory area; & DB ¢ Memory © Output Bit 0: IE;’StatiunE =l

DE-Hao.: |3— Bit 1 ISHStatiDHS j

Addrezs [Bute]: I.'-"— Bit 2 I j
Bit & | =]
Bit 4 |- =]
Bit 5 |- |
Bit & |- =]
Bit 7| =]

Image 6-16 Parameter assignment dialog of the "PartnerStatus" system object

Name:
Memory area:

DB No.:

Address
[byte]:

Name:
Explanation:

Bit status:

Status output byte

The following options are available:

e DB: Data block

¢ Memory bit: Memory bit area

e Output: Process output image (PIQ)

Specifies the DB number in the CPU if the data block memory area (DB) was
selected

Input box for the byte number in the selected memory area

Partner

In the 8 selection boxes, the communications partners to be monitored are
assigned to the 8 status bits of the output byte. The list boxes display only
the partners with which the TIM can actually communicate; in other words, to
which a connection was configured.

Status = 0: Problem on partner or bit not assigned

Status = 1: Partner OK

TIM DNP3
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OplnputMonitor indicates the status of operator input to the CPU when a command, setpoint
or parameter is input. The current status can be displayed to the operator for each user
program in a suitable form, for example using the LEDs, on an operator panel etc.

Note
OplnputMonitor is not normally used when using DNP3.

The OplnputMonitor system object can only be included once per subscriber with TD7onTIM.

TD70onTIM should therefore have the OplnputMonitor system object added when one or
more of the following objects is used with this TD7onTIM:

e Set01W_S (Setpoint object for send direction)

® Par12D_S (Parameter object for send direction)

Check for the input time of hardware inputs

The OplnputMonitor is recommended particularly when commands are entered over digital
inputs, for example using buttons connected to them. This also applies to the situation when
setpoint and parameter entries are transmitted as the result of the send trigger signal and
when this triggering is over a digital input, for example, once again using a button.

Using OplnputMonitor reduces the risk of incorrect input when the entries are made over
digital inputs. For these inputs, the "minimum input time" can be specified for
OplnputMonitor, in other words, the button must be pressed for the minimum time.
Accidental activation of a button does not then lead to unwanted command, setpoint or
parameter transfer. When the minimum input time has elapsed and the button can be
released, OplnputMonitor indicates this with its status byte for operator input in the "Input
OK" bit.

Apart from the minimum duration, the "maximum input time" can also be set for digital inputs.
This allows a button that is sticking or defective digital inputs that supply a permanent 1
signal to be detected in good time. Such errors are once again indicated in the status byte
for operator input of OplnputMonitor, in this case in the "Input error" bit.

The two times and the code bits mentioned above are relevant only for operator input over
digital inputs.
1-out-of-n check of memory bit, DB and hardware input

For all types of operator input, in other words both for input via digital inputs as well as input
via the memory or data blocks, OplnputMonitor also returns the error status 1 out-of-n error.
It is set when TD7onTIM has detected that there is more than 1 operator entry pending
within a fast read cycle (input error):

e |f there is only 1 operator entry pending, the entry will be processed and transferred.
e |[f there is more than one entry, the entries are rejected (double input lock).

A new setpoint or parameter is processed only when previously no entry was acquired in
at least 1 fast cycle.

If increased reliability is required for the input of commands, setpoints and parameters, all
objects with which this data is sent must be assigned to the fast read cycle (see Data
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objects: Partner and send parameters (Page 194) > "Read cycle" parameter). All setpoint
and parameter objects in the fast cycle are subjected to a 1-out-of-n check; in other words, at
the end of the fast cycle there is a check to make sure that there is a setpoint or parameter
entry for only 1 of the acquired objects.

Note
Resetting the in
e If entries are

put bits
made via a memory or data byte, or a setpoint or parameter entry is enabled

by a memory or data bit (via the send trigger "Triggersignal"), the set entry bit or trigger
signal is automatically reset to zero by TD7onTIM.

e If, however, a 1-out-of-n error is detected, the bit is not automatically reset. You then
need to reset the input bit manually or have it reset by the user program.

System object:

b emary area:

DB-Ma.:

— Statuz byte for operator input

Addrezs [Bute]: I?

O plnputkd oritor

—

— Taolerance time

kir. input tirme:

b &, Input time: I 2 %10z

for hardware input

I 5 R0z

Image 6-17 Parameter assignment dialog of the "OplnputMonitor" system object

"Status byte for

Name:
Memory area:

DB No.:
Address

[byte]:
Explanation:

192

operator input" box

Status byte for operator input

The following options are available:

e DB: Data block

e Memory bit: Memory bit area

e Output: Process output image (PIQ)

Specifies the DB number in the CPU if the data block memory area (DB) was
selected

Input box for the byte number in the selected memory area

The status byte for operator input is the output byte of the OplnputMonitor
system object.

In the status byte for operator input, the next 3 bits are assigned (explanation
see above).

TIM DNP3
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Assignment of the status byte for operator input

Bit no. 7 6 5 4 3 2 1 0

Status - - - - - 1-out-of- Input Input OK
n error error

For val- 0 0 0 0 0 1 1 1

ue:

Unused bits are set to 0

"Tolerance time for hardware input" box

Name: Max. input time

Range of val- Enter value x 1 [s] (10 corresponds to 10 seconds)
ues:

Default: 0

Explanation:  Monitoring time for commands entered over hardware inputs, or setpoints
and parameters whose transmission is triggered over a hardware input. If the
1 signal is set at these hardware inputs for longer than defined in Max. input
time, then the "input error" bit is set in the status byte for operator input. Fur-
ther hardware entries are not processed as long as the "input error” bit is set.
The max. input time is specified in seconds.
A time of at least 30 seconds is recommended (entry: 30).
0 (zero) can be entered if the parameter is not required.

Name: Min. Input Time

Range of val- Enter value x 0.1 [s] (10 corresponds to 1 second)
ues:

Default: 0

Explanation:  Delay time for commands entered over hardware inputs, or setpoints and
parameters whose transmission is triggered over a hardware input. The
message is entered in the send buffer of the TIM only if the currently entered
command, setpoint for parameter remains unchanged for the specified delay
time and no other command or setpoint input is detected during this time.

The min. input time is specified in tenths of seconds.
A time of at least 1 second is recommended (entry: 10).
0 (zero) can be entered if the parameter is not required.

TIM DNP3
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6.6.11 Data objects: Partner and send parameters

Configuration of the objects and channels

You configure the data objects and their channels in two steps:

1. Configuring the objects
Here, you specify the properties valid for the entire object and all its channels.
— The communication partner
— Start index of the object
— Object number
— Send parameters

2. Configuring the channels
Here, you specify the properties of the individual channels of an object:
— Memory area of the CPU
— Send trigger for send channels

— Specific properties of the individual object types

Configuration of the objects (partner, start index, object number, send parameters)
Follow the steps outlined below:
1. Select a TIM with TD70onTIM in the directory tree.
2. Select the required data object in the list box at the top right.
The parameter assignment dialog below now shows the parameters of this object.

3. You set the parameters in this dialog.

TIM DNP3
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Image 6-18 Subscriber administration with the parameter assignment dialog of a data object

Note

In the subscriber management, if a TIM is selected with TD7onTIM with the system object
“ModbusGateway*, in the object list in the column “Partner no.” with the Modbus objects, the
gateway number is displayed preceded by “G”.

Parameters in the "Object" box

Name: Object no.
Range of val- 1 ... 32000
ues:

Explanation:  The object number is assigned consecutively and uniquely by the configura-
tion tool. As long as this uniqueness is retained, you can change the value
as necessary. This value serves only as a criterion for the internal organiza-
tion of the objects.

TIM DNP3
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Parameters in the "Partner" box

From the "Available partners" list, select the DNP3 master station to which the process
values of the data object will be sent. With receiving objects in stations, only one DNP3
master station is normally selected as the data source.

Note
Selection of at least one partner

All partners from which data of the object will be received must be added to the "Selected
partners” list. If you do not enter a partner in the "Selected partners" list, the object will not be
processed.

Partners with communication via node stations

If there is communication between master stations and stations in which the messages are
transferred via a node station, for both directions only the destination partner is entered in
the list of selected partners. The node station is not taken into account here.

Inter-station communication (DNP3 dedicated lines)

With inter-station communication between stations on DNP3 dedicated lines, the messages
are transferred via a node station. In this case, the node station must be selected as the
partner. After being saved in the CPU of the node station, the data is forwarded to the
destination subscriber by a second object in the node station. In other words, the actual
destination partner is configured in the node station.

Direct node station (Ethernet, dial-up networks)
With direct communication between stations in Ethernet networks and dial-up networks, only

the communications partner is entered in the list of selected partners. The node station is not
taken into account here.

Name: Selected partners

Explanation:  The "Selected partners" list displays the communications partners for the
relevant data object. These are selected from the "Available partners” list
box.

You enter partners in the "Selected partners" list by selecting one or more
(using the Citrl key) partners in the "Available partners” list and clicking on
the button with the arrow pointing to the right. The selected partners are then
entered in the "Selected partners" list. The double arrow button is used to
enter all available partners.

With the left arrow button, you remove a selected subscriber from the list of
selected partners.

Up to 8 partners can be configured per data object.

Name: DNP3 start index
Range of val- 0 ... 32000
ues:

TIM DNP3
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Default: 0

Explanation: By assigning the DNP3 start index, each process value of a TD7 data object
is assigned a consecutive index number that must be unique within a DNP3
object group.

Rules for configuring the start index:
e Assign an index only once per DNP3 object group

An index may only be assigned once per DNP3 object group (not once per data object)!

Example:

If the value 100 is assigned as the start index of the data object "Ana04W_S" from the
DNP3 object group "Analog Input”, no other data object of this DNP3 object group
(Ana04W_S, Mean04W_S, Dat12D_S) can use the indexes 100 to 103 as the start index.

Note

You will find an overview of the indexes occupied by the individual object types and the
DNP3 object groups in the table in the section Objects of TD7onTIM (Page 177).

e Data objects with more than one channel

With data objects that have more than one channel, a channel that is configured as being
"inactive" also occupies one or more indexes.

Example
With a data object with 3 channels each with 1 byte, the following indexes are occupied:

— Channel 1: Start index up to start index + 7

— Channel 2 (inactive): -

— Channel 3: Start index + 16 up to start index + 23
® Addressing the bits in a channel

The least significant bit of the first channel (bit 0) is always addressed with the "start
index" the most significant bit with "start index + 7".

Parameters in the "Send parameters" box

Event classes

With the sending data objects, the process values of the object can be as-
signed to DNP3 event class1, 2 or 3.

If an event class is configured, changed process values of the data object
are buffered as an event in the send buffer (message memory) and reported
to the master station. This ensures that the history of process value changes
is transferred to the master station.

The event classes 1 and 2 can, for example, be used to transfer values of an
alarm sequence display.

The transfer of events is triggered by the send trigger, refer to the section
Data objects: Memory area and triggers of the channels (Page 200).

Event class 1

TIM DNP3
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Event class 2

Event class 3

No event class

All changes of a process value are buffered in the event memory and report-
ed immediately to the master station.

All changes of a process value are buffered in the event memory and report-
ed immediately to the master station.

Only the last change to a process value is buffered in the event memory. The
current, modified value is transferred to the master station when the master
station requests events of event class 3.

Event class 3 is, for example, suitable for transferring counter readings since
only the last counted value is of interest.

If you do not specify an event class, there is no change monitoring of the
process values of the data object and changes are not reported to the mas-
ter station as an event (class 0 poll).

Command direction

Range of val-
ues:

Default:

Explanation:

IN/OUT

e TIM with master station function: ON (cannot be changed)
e TIM with station / node station function: OUT

The parameter specifies whether an object is sent with the master station
function or the station function of the TIM.

e "Command direction" activated: The object is sent with the master station
function of the TIM. The object is assigned a master station connection
(session).

e "Command direction" deactivated: The object is sent with the station
function of the TIM.

The parameter must be identified differently for the two corresponding ob-

jects by two communicating stations (object pair). The option is enabled for

the sending object and disabled for the receiving object.

TIM DNP3
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Name:

Range of val-
ues:

Default:
Explanation:
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Note the differences in the configuration for the various subscriber types:
e Master TIM
For a TIM whose interfaces only have the master station function, the
parameter is automatically enabled and grayed out.
¢ Node station TIM
For a node station, you need to enable or disable the parameter

individually. An object cannot be sent simultaneously via two interfaces if
one has the master and the other the station function.

e Station TIM

For the station TIM, the parameter is configured individually for each
object.

For objects that are sent to the master station, the parameter must be
disabled.

For objects that are sent to a different station (inter-station
communication), the TIM has the master function and the parameter must
be enabled.

Read cycle
¢ Normal cycle
e Fastcycle

Normal cycle

Each data object that sends data must be assigned to one of the two read
cycles. The normal cycle is the most suitable selection for most process da-
ta. Data that must be acquired quickly such as alarms and pulse messages
are suitable for assignment to the fast cycle.

Command, setpoint and parameter objects for which a 1-out-of-n check is
required, must be assigned to the fast cycle. If these objects are acquired in
the normal cycle, they are not included in the 1-out-of-n check.

All send channels of a data object are included in the same read cycle.

The parameters of the read/write cycle themselves are set in the basic set-
tings for all objects of a subscriber, refer to the section Basic settings for
subscribers with TD7onTIM (Page 171).
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6.6.12 Data objects: Memory area and triggers of the channels

Enabling the channels of an object

When configuring the send and receive channels, you need to enable the individual channels
so that the transfer of data during operation is enabled for this channel. To allow this, each
channel of an object has the following option:

¢ Channel active
Select this check box to enable the channel for data transfer.

If you are not sure whether or not you actually require a channel that has already had
parameters assigned or you want to block a channel later (possibly only temporarily), you
can disable it here without losing the parameters that have been entered.

If you do not require certain channels of a data object, ignore them and leave them without a
parameter assignment.

Memory area and triggers

With the two channel classes send channel and receive channel, apart from the object-
specific parameters, the following information is always configured:

® For send channels:
— Input address

Here, you specify the source address in the memory area of the CPU for the data to
be sent.

To send data to the communications partner, the TIM accesses this data area of its
local CPU.

— Send trigger

Here, you specify whether the data transfer will be triggered and which trigger with
which setting will be used.

® For receive channels:
— Output address
Here you specify the destination address in the CPU memory for the received data.
The parameters are described below.

You can see examples of the parameter assignment dialogs in the two figures below.

TIM DNP3
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DB Memony € [nput

N iE—

Image 6-19 Parameter assignment dialog of a send channel based on the example of Counted value
send

Image 6-20 Parameter assignment dialog of a receive channel based on the example of Binary
receive

TIM DNP3
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Input / output address

202

Data transferred from TD7onTIM to a communications partner is first read from the work
memory of the CPU. For each send channel, the source address (input address) must be
specified in the relevant memory area of work memory on the local CPU module from which
the data will be read.

Name:
Memory area:

Data type:

Number:

Input address

The following options are available for the source or destination address:
e DB: Data block

e Memory bit: Memory bit area

e For sending channels:

Input: Process input image (PIl)
e For receiving channels:

Output: Process output image (PIQ)

Only the specified address areas can be read or written by TD7onTIM. Data
from other areas, for example analog values acquired via peripheral input
words (PIW) or output via peripheral output words (PQW) must be mapped
to the bit memory or data block area by the user program.

Apart from the objects Dat12D_S, Dat12D_R, Par12D_S, Part12D_R, the
box shows the default data type for the particular channel:

e Binary send/receive: BYTE
¢ Analog send/receive: WORD
e Mean value send/receive: WORD
e Counted value send: WORD
e Counted value receive: DWORD
e Command send/receive: BYTE
e DNP command received / DNP command return message: BOOL
e Send/receive data:
— Bin08X_S/Bin08X_R: In each case 1 status bit of the byte

— Dat12D_S/Dat12D_R: BYTE, CHAR, WORD, DWORD, INT, DINT,
REAL

e Setpoint send/receive
— Object Set01W_S/Set01W_R: WORD
— Object Par12D_S/Par12D_R: BYTE, CHAR, WORD, DWORD, INT,
DINT, REAL

Amount of data included in the array (maximum 12 double words or 48
bytes). The parameter is only active for channels that can be configured with
a variable length. The parameter is available for the following channel/object
types and is explained further below with the specific channel parameters:

e Data send/Dat12D_S

e Data receive / Dat12D_R

e Setpoint send / Par12D_S

e Setpoint receive / Par12D_R

TIM DNP3
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DB No.: Specifies the DB number in the CPU if the data block memory area (DB) was
selected

Address [Byte]: Input field for the byte number in the selected memory area. For data types
involving more than one byte (WORD, DWORD, DINT), the least significant
byte number must be entered as in STEP 7.

With all send channels, the send trigger specifies the reason for the data to be read from the
CPU and transferred to the process image or to the send buffer (message memory for
events) of the TIM.

Note that it is not the configuration of the send trigger that decides whether or not the data
point of a channel is transferred as an event, but rather the setting of the send parameters of
the entire object, refer to the section Data objects: Partner and send parameters (Page 194).

Four options are available for the send trigger. For each channel, you can configure a single
option or a combination of different options.

Note
Transfer of the data of all channels when the send trigger of only one channel fires
Note the following for objects with multiple channels of the same type:

The send trigger can be configured individually for each channel. Note that if the send trigger
of an individual channel fires, all channels of the object are transferred.

Since the various options of the send trigger must be activated alternatively or additionally
with most channel types, make sure that the configuration is selected to produce practical
results.

Note
Consistent trigger settings for multiple channels by copying

To simplify consistent configuration of the send trigger, you can copy a configured channel
more than once into the same object. When you have copied a fully configured channel
(shortcut menu or <CtrI>+C), select a second channel and insert the first channel there
(shortcut menu or <CtrI>+V). The last selected channel is overwritten. You then need to
activate the copied channels and adapt their address ranges.

Note
Threshold trigger (Send at change of): Calculation only after analog value preprocessing

Note that the analog value preprocessing is performed before the check for a configured
threshold value, refer to the section Data objects: Specific channel parameters (Page 206).
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Name: Send at change of
Range of val- In general: 0 ... 32767
ues: Exceptions:

¢ Channel type Command send (Cmd01B_S): 0 or 1
e Channel type Data send (Dat12D_S): 0 or 1
e Channel type Setpoint send (Set01W_S / Par12D_S) 0 or 1

Default: e For binary value, counted value, data and command channels: 1
e For mean value and setpoint channels: 0

e For analog value channels: 270 (1% of the raw value of S7 analog input
modules, 27648 = 100%)

Explanation:  In the input box, the value must be entered as an integrated value (an inte-
ger) by which the process value must change so that it is transferred again.

If you enter 0O (zero), the function is deactivated.

How the integration calculation of the threshold value trigger "Send at change of" works with
analog values

To calculate the threshold value trigger, the integration method is used. In the integration
threshold value calculation, it is not the absolute deviation of the process value from the last
transferred value that is evaluated but rather the integrated value of the integrated deviation.

Calculation cycle: The integration threshold value calculation works with a cyclic comparison
of the integrated current value with the last stored value. The calculation cycle in which the
two values are compared is 500 milliseconds.

(Note: The calculation cycle must not be confused with the scan cycle of the CPU memory
areas).

The integrated value is calculated in every calculation cycle according to the following
formula:

Iy =1o + IDI/((IDI * 10) / T) + 1)

IN= Current integrated threshold value (as a natural number)
lo= Previous integrated threshold value
D= Amount of deviation of the current process value from the last stored process value

T=  Configured threshold value (Send at change of)

When the amount of the integrated value reaches the value configured for the threshold
value trigger, the trigger is set and a new process value is entered in the send buffer.

The calculated threshold value is shown in the following example.

TIM DNP3
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Table 6-7 Example of the integration calculation of a threshold value configured with 12
Time [s] Process value Current process | Value of the devia- Integrated
(calculation cycle) stored in the value tion threshold value
send buffer
0 30 30 0 0
0.5 28 2 1
1.0 30 0 1
1.5 32 2 2
2.0 32 2 3
2.5 34 4 4
3.0 34 4 5
3.5 36 6 6
4.0 34 4 7
4.5 36 6 8
5.0 38 8 9
5.5 36 6 10
6.0 38 8 11
6.5 36 36 6 12
7.0 38 2 1

The configured threshold value of 12 in this example is reached after 6.5 seconds and a new
process value of 36 is entered in the send buffer.

Time trigger

The "Time trigger" is activated with the "Active" option.

A combination of the two alternatives "Time of day" and "Time scheme" is not possible.

If the "Time trigger" is, for example, initially set to "Time of day" and then changed to "Time
scheme", the previously set time of day is deleted.

Name:

Time of day

Range of val- Time of day (hour and minute)

ues:
Default:
Explanation:

Function not active
With a time-of-day controlled send trigger, the data is read out at the select-

ed time of day.

Name:

ues:
Default:

Explanation:

Time scheme
Range of val- Time scheme (hour, minute or second)

Function not active with the exception of "Mean value send" (Mean04W_S):
Function active, time scheme: 15 minutes

With a time scheme send trigger, the data is read out at the selected inter-
vals.
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The "Trigger signal" area includes the option of an external send trigger that can be activated
with the "Active" option.

Name: Trigger signal

Memory area: The following options are available for the source address:
e DB: Data block
e Memory bit: Memory bit area
e Input: Process input image (PIl)

Default: Function deactivated
DB No.: Specifies the DB number in the CPU if the data block memory area (DB) was
selected

Address [Byte]: Input box for the byte number in the selected memory area

Explanation:  If a trigger signal is specified, the data of the object is transferred when the
trigger signal changes from 0 to 1.

If the trigger signal is a memory or data bit, it is automatically reset after it
has been read. The reset can, if required, be evaluated by the user program.

Data objects: Specific channel parameters

Note
Assignment of DNP3 index and start index

With the data objects described here, you should take special care with the assignment of
the DNP3 start index and the occupation of the indexes by the various channels.

The indexes used by the individual data objects and the assignment of the TD7 data objects
to the DNP3 object groups is available as an overview in the section Data objects: Partner
and send parameters (Page 194).

Mirroring back

The following objects provide a mirror back function:

e Bin08X_S/_R

e Set0O1W_S/ R

e Par12D_S/_R

e DNP3_Cmd01X_R (integrated mirroring back via the channel CmdFeedBack)

For a description of the function, refer to the section Mirroring back (Page 183).

You will find a description of the specific channels in the following sections of the data
objects.

Channel "InputByte_x"
Channel type: Binary send

TIM DNP3
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Bin04B_S allows sending of up to 32 binary values. The object contains 4 channels each for
1 byte (8 binary values).

The object occupies 32 indexes if all 4 channels are configured.

The "Masks" box provides three options for transmitting binary value messages. You can
specify bit-by-bit whether certain bits do not trigger message transmission or which bits
trigger a different type of transmission than was specified in the basic parameters of the

object.

—Mazksz
Blarm maszk.: I A3 HE=
Send buffer principle maszk: I I HEX
Dizable mazk: I 00 HE=

Image 6-21 The "Masks" box in the parameter assignment dialog of the "Binary send" channel type

Name:

Range of val-
ues:

Default:
Explanation:

Name:

Range of val-
ues:

Default:
Explanation:

Name:
Range of val-
ues:

Default:
Explanation:

Alarm mask
Mask in hexadecimal format

00 (hex)
This alarm mask is not relevant for DNP3.

Send buffer principle mask
Mask in hexadecimal format

00 (hex)

Changes in masked bits in the byte of the "Binary send" channel cause a
message transmission according to the send buffer principle. Changes from
0 to 1 and from 1 to 0 are evaluated.

The corresponding bits are masked in hexadecimal format.

Disable mask
Mask in hexadecimal format

00 (hex)

Masked bits in the byte of the "Binary send" channel are ignored when
changes are checked. This means that changes to the masked bits for this
channel do not trigger message transmission. A masked bit always has the
value 0 in the message.

The corresponding bits are masked in hexadecimal format.
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The bits are masked as shown in the following example in which the hexadecimal value "A3"
is entered in the input box of the parameter assignment dialog. The bits with the value 1 are
masked; in other words bits no. 0, 1, 5 and 7 cause the relevant masking function in the
described masks.

Byte assignment

Bit no. 7 6 5 4 3 2 1 0
Masked 1 0 1 0 0 0 1 1
Hexadecimal mask A 3

Channel "OutputByte_x"
Channel type: Binary receive

Bin04B_R theoretically allows receipt of up to 32 binary values in 4 channels each of 1 byte
(8 binary values per byte). The object occupies 32 indexes if all 4 channels are configured.

In the station, however, due to the control code "LATCH_ON" (see below) the object can
only be received 1 bit at a time. To receive binary information, the "Bin08X_R" object is
therefore recommended.

Taking control codes into account

Note

Interlock function (LATCH_ON) for receiving only 1 bit

With control codes sent from a master station in a message (DNP3 object group 12, variation
1), Bin04B_R only takes into account the interlock function LATCH_ON. If more than 1 bit is

set at the same time in the entire object, LATCH_ON only sets the bit with the highest index
in the object. All other bits of the object are set to zero.

LATCH_OFF is not supported by Bin04B_R. The bit set with LATCH_ON must be reset by
the user program of the CPU.

Channel "StatusBit_x"
Channel type: Data send

Bin08X_S allows sending of up to 8 binary values. The object contains 8 channels each for 1
bit.

The object occupies 8 indexes if all 8 channels are configured.

Each index is written with a separate message. The messages are sent independently of
other.

The object in a master station corresponds to the DNP3 object group 12 with the function
code "Direct Operate".

TIM DNP3
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Channel "StatusBit_x"
Channel type: Data receive

Bin08X_R allows receipt of up to 8 binary values. The object contains 8 channels each for 1
bit.

The object occupies 8 indexes if all 8 channels are configured.

Taking control codes into account

Note
LATCH_ON / LATCH_OFF

The object in the station takes into account the control codes LATCH_ON and LATCH_OFF
sent in a message from a master station (DNP3 object group 12, variation 1).

Channel "Analoglnput_x"
Channel type: Analog send

Ana04W_S allows sending of up to 4 analog values. The data object is divided into 4
channels to each of which an analog value is assigned.

With 4 configured channels, the object occupies 4 indexes (1 index per channel).

Each index is written with a separate message. The messages are sent independently of
other.

As the data source, an S7 word variable with a range of validity of 0 to 32766 is specified for
each active channel. With variable value less than zero, zero is transferred. Values greater
than 32766 (7FFER) are not transferred. For other ranges of validity, the data object
"Dat12D_S" is available.

Analog value preprocessing

In the parameters described below, you configure the methods and parameters of analog
value preprocessing. The analog value preprocessing takes place before the analog value is
transferred to the communications partner.

Note
Threshold trigger (Send at change of): Calculation only after analog value preprocessing

Note that the analog value preprocessing is performed before the check for a configured
threshold value. This has effects on the configured value of the "Send at change of"
parameter for the trigger conditions, refer to the section Data objects: Memory area and
triggers of the channels (Page 200).
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Analog value processing is handled in the following order:

1. Reading the data from the input area of the CPU

2. Analog preprocessing in the following steps:

— Unipolar analog value

— Fault suppression time

— Smoothing factor

3. Threshold value calculation for the trigger condition "Send at change of"

4. Storage of the value in the send buffer

Transfer of the value to the partner if trigger and threshold value conditions are met.

Processing parameters

The following parameters are available in the "Processing parameters" box:

Name:

Range of val-
ues:

Default:
Explanation:

Name:

Range of val-
ues:

Default:
Explanation:

Unipolar analog value
Function active, function deactivated

Function active

If the function is activated, negative analog values are corrected to the value
zero.

The error ID 80004 (-32768), that is displayed, for example, if there is a wire
break in life zero inputs, is nevertheless transmitted.

Smoothing factor
1 =none, 4 = weak, 32 = medium, 64 = strong

1

Using the smoothing factor, quickly fluctuating analog values can be
smoothed to a greater or lesser extent depending on the parameter setting.
It may then be possible to set a lower value for the send trigger "Send at
change of".

The smoothing factors are identical to the smoothing factors that are config-
ured for some S7 analog input modules. The smoothing in the channel func-
tions according to the same formula as on an input module:

Xn+ (;Jl’ - ])"l"u 1
Vp =
’ k

where

yn = smoothed value in the current cycle n
yn = acquired value in the current cycle n

k = smoothing factor

TIM DNP3
System Manual, 12/2015, C79000-G8976-C253-04



The SINAUT Configuration Tool

AnaO4W_R

TIM DNP3

6.6 TD7onTIM

Name: Fault suppression time
Range of val- 0 ... 32767 [s]

ues:

Default: 0

Explanation:  Transmission of an analog value located in the overflow or underflow range
(7FFFH or 8000+) is suppressed for the time period specified here. The value
7FFFH or 8000+ is only sent after this time has elapsed, if it is still pending. If
the value returns to below 7FFFy or above 8000h again before this time
elapses, it is immediately sent again as normal. The suppression time is
started again for the full duration the next time 7FFFy or 8000+ is detected.

This is typically used for temporary suppression of current values that may
occur when powerful motors are started. The analog input may exceed sev-
eral times the maximum range under some circumstances. Suppression
prevents these values from being signaled as faults in the control center
system.

The suppression is adjusted to analog values that are acquired by the S7
analog input modules as raw values. These modules return the specified
values for the overflow or underflow range for all input ranges (also for life-
zero inputs).

When the user provides specific values, fault suppression is only possible if
these also adopt the values 7FFFH or 80004 when the permitted ranges are
exceeded. If this is not the case, the parameter does not need to have a
value entered.

Channel "AnalogOutput_x"
Channel type: Analog receive

Ana04W_R allows receipt of up to 4 analog values. The data object is divided into 4
channels to each of which an analog value is assigned.

With 4 configured channels, the object occupies 4 indexes (1 index per channel).
As the data destination, an S7 word variable is specified for each active channel.

When receiving analog values of a master station, values in the range from 0 to 65535 are
accepted.

If values outside the valid range are received, there is no transfer of the value to the S7
CPU. The DNP3 master station receives a negative acknowledgment for such a command.
For other ranges of validity, the data object "Dat12D_R" is available.

Note that with a write operation of the DNP3 master station, all active channels of the data
object are transferred to the assigned S7 CPU by TD7onTIM, even if the DNP3 master
station only sends 1 channel.
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Channel "MeanValuelnput_x"
Channel type: Mean value send

Mean04W_S allows sending of up to 4 analog mean values. The data object is divided into 4
channels to each of which an analog value is assigned. Values in the range from 0 to 65535
are transferred.

The object occupies 4 indexes (1 index per activated channel).

Channel "MeanValueOutput_x"
Channel type: Mean value receive

Mean04W_R allows receipt of up to 4 analog mean values. The data object is divided into 4
channels to each of which an analog value is assigned.

The object occupies 4 indexes (1 index per activated channel).

As the data destination, an S7 word variable is specified for each active channel. When
receiving, values in the range from 0 to 65535 are accepted.

If values outside the range of validity are received, in the case of a station, the value is not
transferred to the S7 CPU. The DNP3 master station receives a negative acknowledgment
for such a command. For other ranges of validity, the data object "Dat12D_R" is available.

Note that with a write operation of the DNP3 master station, all active channels of the data
object are transferred to the assigned S7 CPU by TD7onTIM, even if the DNP3 master
station only sends 1 channel.

Channel "Datainput”
Channel type: Data send

Dat12D_S allows the sending of data of a size up to 12 double words in 1 channel.

Input address

— Input address

Mermory area: (DB Memore € Input

Data type.: IDINT "’I

Mumber; |1 2
DE-Mo.: |D
Address [Byte]: IEI

Image 6-22 "Input address" box in the dialog of the "Datalnput" channel

TIM DNP3
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Specifying the data type specifies how the data of the S7 CPU is interpreted and transmitted
to the communications partner.

The number of required elements, in other words the size of the data field is configured in
the Number input box.

The configured number of values specifies how many DNP3 indexes are occupied
consecutively by the object starting with the specified start index. The following assignment
between the data type used and the index used applies:

Data type Range of values Number of DNP3 indexes
occupied
BYTE 0..255 4..48
CHAR Printable ASCII characters 4..48
WORD 0..65535 2..24
INT -32 768 .. 32 767 2..24
DINT -2 147 483 648 .. 2 147 483 647 1..12
DWORD 0..4294 967 295 1...12
REAL =-3,4*10%..3,4*10% 1..12

You will find the DNP3 object groups compatible with the individual data types in the section
Objects of TD7onTIM (Page 177).

Note
Reducing network load
By reducing the maximum size (parameter “Number”), the message length can be reduced

to the actually required length if the entire data range of the object is not required. This saves
transmission time.

Channel "DataOutput”
Channel type: Data receive
Dat12D_R allows receipt of data with a size of up to 12 double words.

The master station can send all variations of the DNP3 object group "Analog output". If the
transferred analog value is outside the range of validity of the configured data type, this
value is not transferred to the S7 CPU. A negative acknowledgement is sent to the master
station.

Output address

Setting the data type specifies how the data of the communications partner will be
interpreted and in the case of the station transferred to the S7 CPU.

The number of required elements, in other words the size of the data field is configured in
the Number input box.
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The configured number of values specifies how many DNP3 indexes are occupied
consecutively by the object starting with the specified start index. The following assignment
between the data type used and the DNP3 indexes used applies:

Data type Range of values Number of DNP3 indexes
occupied
BYTE 0..255 4..48
CHAR Printable ASCII characters 4..48
WORD 0..65535 2..24
INT -32 768 .. 32 767 2..24
DINT -2 147 483 648 .. 2 147 483 647 1..12
DWORD 0..4294 967 295 1..12
REAL =-3,4*10%..3,4*10%% 1..12

You will find the DNP3 object groups compatible with the individual data types in the section
Objects of TD7onTIM (Page 177).

Note
Reducing message length
By reducing the maximum size (parameter “Number”), the message length can be reduced

to the actually required length if the entire data range of the object is not required. This saves
transmission time.

Cnt01D_S / Cnt04D_S

214

Note
Configuring counted values as an event

For reliable transfer, counted values should always be assigned to an event class, for
example, event class 3. If counted values are transferred only as static unacknowledged
DNP3 data, there is a danger that these are not sent consecutively to the DNP3 master
station if there are disruptions in communication.

Channel "Counter_x"
Channel type: Counted value send
The object always occupies 1 or 4 indexes (1 index per activated channel).

Cnt01D_S sends 1 counted value, Cnt04D_S sends 4 counted values to a DNP3 master
station.

The objects can only be used in the station.

As the data source, an S7 word variable with a range of validity of 0 to 65535 is specified for
each active channel. The value transferred by the S7 CPU is added up in the DNP3 TIM and
transferred as a 16-bit counted value to the DNP3 master station. When the CPU or DNP3
TIM is restarted and if there is overflow of the counted value, the corresponding flag (restart /
discontinuity) of the counter is set.

TIM DNP3
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The master station can freeze counted values with a "Freeze" command and then read them
as a "Frozen counter". Counted values that are assigned to an event class are stored in the
event memory as a "Frozen counter" event when the "Freeze" command is received.

Decrementing the counter reading is not supported.

Cnt01D_R / Cnt04D_R

Channel "CounterValueOutput_x"

Channel type: Counted value receive

The object always occupies 1 or 4 indexes (1 index per activated channel).

Cnt01D_R receives 1 counted value, Cnt04D_S receives 4 counted values from a station.
The objects can only be used in the master station.

As the data source, an S7 word variable with a range of validity of 0 to 65535 is specified for
each active channel. The value transferred by the S7 CPU is added up in the DNP3 TIM and
transferred as a 16-bit counted value to the DNP3 master station. When the CPU or DNP3
TIM is restarted and if there is overflow of the counted value, the corresponding flag (restart /
discontinuity) of the counter is set.

The master station can freeze counted values with a "Freeze" command and then read them
as a "Frozen counter". Counted values that are assigned to an event class are stored in the
event memory as a "Frozen counter" event when the "Freeze" command is received.

Cmd01B_S
Channel "CommandIinputByte"
Channel type: Command send
The object occupies 1 index.
CmdO01B_S allows the sending of 1 binary value. Only the least significant bit O of the
transferred byte can be used. The object sends only when there is a 0—1 transition.
The object in a master station corresponds to the DNP3 object group 12 with the function
code "Direct Operate".
Control Code "LATCH_ON"
The command is sent with the interlock ID LATCH_ON. LATCH_OFF cannot be sent to a
station. For resetting the bit in the station (LATCH_OFF), see below (Cmd01B_R).
Send trigger
Special feature of the send trigger: For the Send at change of send trigger, only the values 0
and 1 can be set. Values higher than 1 are meaningless for command input.

TIM DNP3
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Mask

Individual bits of the byte to be sent can be blocked using the disable mask for command
acquisition:

Name: Disable mask

Range of val- Mask in hexadecimal format
ues:

Default: 00 (hex)

Explanation:  Masked bits in the byte of the "Command send" channel are ignored when
changes are checked. This means that changes to the masked bits for this
channel do not trigger message transmission. A masked bit always has the
value 0 in the message.

The corresponding bits are masked in hexadecimal format.
The bits are masked as shown in the following example in which the hexadecimal value A3

is entered in the input field of the parameter assignment dialog. The bits with the value 1 are
masked; in other words bits no. 0, 1, 5 and 7 are ignored in command acquisition.

Byte assignment

Bit no. 7 6 5 4 3 2 1 0
Masked 1 0 1 0 0 0 1 1
Hexadecimal mask A 3

Channel "CommandOutputByte"

Channel type: Command receive

The object occupies 1 index.

Cmd01B_R it is intended for the station and is pointless for a master station.

CmdO01B_R allows receipt of a binary command. Only the least significant bit O of the
transferred byte can be used. The other bits are set to zero.

Only ON commands (bit status 1) are accepted.

As the data destination of the command, a byte variable of the S7 CPU is specified.

Control Code "LATCH_OFF"

Automatic resetting of the bit: In the station, the object resets a bit set by the master station
back to zero immediately if the command output time (see below) is set to zero.

LATCH_OFF is not used if the command output time is set higher than zero.

Name: Command output time
Range of val- 0 ... 50 [s x 0.1] (tenths of seconds; 5 = 0.5 seconds)
ues:

TIM DNP3
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Default: 5

Explanation:  Time during which the command output of the channel is active. When the
configured time has elapsed, the bit is reset to zero by TD7onTIM.

DNP3_CmdO1X_R

TIM DNP3

Channel "CmdReceive"
Channel type: Receive DNP3 command
The object is intended for the station and occupies 1 index.
As the data destination of the command, a bit variable of the S7 CPU is specified.
The channel allows receipt of a DNP3 command with the following control information:
e LATCH_ON/LATCH_OFF
e PULSE_ON
- NUL
- CLOSE
- TRIP

When the byte "Control Code" is received with the function "PULSE_ON" information sent
with it by the master "Count", "On-time" and "Off-time" is evaluated. This information is
compared with the relevant object parameters “Max.pulse duration®, “Pulse duration
equivalent time* and “Number ofpulses” (see below).

The data object supports the following control codes id the object is suitably configured and
the necessary information is received from the master.

Table 6- 8 Functions of the data object

Receipt of: Reaction of the object depends on the configuration
Control TCC Op Type Output mode = Output mode =
Code Pulse on Latch on/off

0x01 NUL PULSE_ON | The output is set to 1 for the The command is rejected.
duration of “On-time*.

0x03 NUL LATCH_ON | The command is rejected. The output is set permanently
to 1.

0x04 NUL LATCH_OFF | The command is rejected. The output is set permanently
to 0.

0x41 CLOSE | PULSE_ON | The outputis set permanently | The command is rejected.
to 1 (as with LATCH_ON).

0x81 TRIP PULSE_ON | The output is set permanently | The command is rejected.
to 0 (as with LATCH_OFF).

Note that DNP3_CmdO01X_R only has one output. If both the function “LATCH_ON/OFF* and
the function “PULSE_ON* are to be used for a switching device. separate objects need to be
created for both functions.
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Parameters of CmdReceive:

Name:

Range of val-
ues:

Default:
Explanation:

Name:

Range of val-
ues:

Default:
Explanation:

Name:

Range of val-
ues:

Default:
Explanation:

Name:

Range of val-
ues:

Default:
Explanation:

Output mode
e Pulse on
e Latch on/off

Pulse on

Specifies the type of command The control code received from the master is
evaluated.

Max. pulse duration
0...2147483647

0

Monitors the pulse duration sent by the master (On-time). If the pulse dura-
tion received from the master exceeds the value configured here, the com-
mand is rejected.

If you enter O (zero), the monitoring is disabled.

Pulse duration equivalent time
0...2147483647

0

Replacement value for the pulse duration If the pulse duration received from
the master exceeds the value configured in “Max pulse duration®. The pa-
rameter is only used when “Max. pulse duration® is configured.

If the value is O (zero), no replacement value is used.

Number of pulses
0...255
0

Monitors the number of pulses sent by the master (Count). If the number of
pulses received from the master exceeds the value configured here, the
command is rejected.

If you enter O (zero), the monitoring is disabled.

Channel "CmdFeedBack"

Channel type: DNP command response

Returns the value of the output address of the receiving channel “CmdReceive® to the

master.

TIM DNP3
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Set0O1W_R

TIM DNP3

6.6 TD7onTIM

Set01W_S sends 1 setpoint. The locally valid setpoint can also be indicated by this object.

The object can only be used in the master station.

Checking the input time and 1-out-of-n check of entries

For information on checking the input time and on the 1-out-of-n check of inputs for
increased reliability when inputting setpoints and parameters, see the description of
"Par12D_S" below.

Channel "LocalOperation”

Channel type: Data receive Function: Status 'Local setpoint input'.

The channel is not used for the DNP3 protocol.

Channel "ReturnedSetpoint"
Channel type: Data receive
Function: Mirrored back setpoint

The partner object in the station that receives the setpoint mirrors back the currently valid
setpoint if the "LocalSetpointinput" channel parameter is set (see Set01W_R). This mirrored
back value is displayed here at the ReturnedSetpoint output.

If you do not require the parameter, leave it disabled.

Channel "Setpointinput”
Channel type: Setpoint send
Function: Setpoint input

The entered setpoint is sent to the partner object via this channel. This channel of the object
corresponds to the DNP3 object group 41 with the "Direct Operate" function code.

Set01W_R receives 1 setpoint. The object also has an input over which the locally valid
setpoint can be returned.

The object can only be used in the station.

Channel "Local"
Channel type: Data send Function: Status input mode 'local'.

The channel is not used for the DNP3 protocol.

Channel "LocalSetpointinput”
Channel type: Data send
Function: Local setpoint input

Via this input, the locally active setpoint can be mirrored back to the send block. This can be
useful if a different setpoint from the one output previously by the master is entered locally.
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If you do not require the parameter, leave it disabled.

Channel "SetpointOutput”
Channel type: Setpoint receive
Function: Setpoint output

The setpoint sent by the partner object or entered locally at LocalSetpointinput is output at
SetpointOutput.

Par12D_S sends 1 to 12 parameters. In addition to this, the parameters currently valid in the
station can be displayed with this object.

The object can only be used in the master station.

1-out-of-n check of inputs

If increased reliability is required for the input of setpoints and parameters, all objects with
which this data is sent should be assigned to the fast cycle. All setpoint and parameter
objects in the fast cycle are then subjected to a 1-out-of-n check.

With the 1-out-of-n check, a check is made at the end of the fast cycle to ensure that there is
one setpoint or only 1 parameter entry ready for transmission for precisely one of the
acquired objects. Only then is the corresponding entry processed and transferred.

If there is more than one entry, the entries are rejected. A new setpoint or parameter is
processed only when previously no entry was acquired in one fast cycle. The error status is
indicated in the output byte of the "OplnputMonitor" system object using the "1-out-of-n error"
bit, refer to the section System objects: Configuration (Page 188).

Checking the input time

If a parameter entry is transmitted as a result of the "Trigger signal" send trigger, and if this is
triggered via a digital input, for example by a connected button, the button must remain
activated until the signal has been acquired by TD7onTIM. The status byte for operator input
of the OplnputMonitor system object indicates whether acquisition was successful in the
"Input OK" bit. OplnputMonitor also takes into account any "Min. input time" configured there;
in other words the button must be pressed at least as long as this selected time. Only then is
"Input OK" indicated.

If the trigger signal is a memory or data bit, the bit is automatically reset by TD7onTIM as
soon as it is acquired. Successful acquisition can be recognized indirectly because the
trigger bit was reset.

Channel "LocalOperation”

Channel type: Data receive Function: Status 'Local parameter input'.

The channel is not used for the DNP3 protocol.

Channel"ReturnedParameter”
Channel type: Data receive

Function: Returned parameter

TIM DNP3
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In TD7onTIM, the partner object in the station receiving the parameter values reports back
the currently valid local parameter values if the "LocalParameterinput" channel is set in the
receive object in the station. These returned values are indicated at the
"ReturnedParameter” output. If new input is made to the partner object, the parameters
changed there are indicated here by "ReturnedParameter”.

The address range is taken form the channel “Parameterinput*

If you do not require the parameter, leave it disabled.

Channel "Parameterinput”
Channel type: Setpoint send
Function: Parameter input

The entered parameters are sent to the partner object via this channel. This channel of the
object corresponds to the DNP3 object group 41 with the "Direct Operate" function code.

The number of required elements, in other words the size of the data field is configured in
the “Number” (address) input box.

The configured number of values specifies how many DNP3 indexes are occupied
consecutively by the object starting with the specified start index. The following assignment
between the data type used and the index used applies:

Data type Range of values Number of DNP3 indexes
occupied

BYTE 0..255 4..48

CHAR Printable ASCII characters 4..48

WORD 0..65535 2..24

INT -32 768 .. 32 767 2..24

DINT -2 147 483 648 .. 2 147 483 647 1..12

DWORD 0..4 294 967 295 1...12

REAL =-3,4*10%..3,4*10% 1..12

Note

Reducing network load

By reducing the maximum size (parameter “Number”), the message length can be reduced
to the actually required length if the entire data range of the object is not required. This saves
transmission time.

Par12D_R
"Par12D_R" receives 1 to 12 parameters, for example setpoints. The object also has an
input channel via which the current locally valid parameters can be mirrored back.
The object can only be used in the station.

TIM DNP3
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Channel "Local"
Channel type: Binary send Function: Parameter input mode 'local'.

The channel is not used for the DNP3 protocol.

Channel "LocalParameterinput”
Channel type: Data send
Function: Local parameter input

Local active parameters can be returned to the send block via "LocalParameterinput". The
data area corresponds to the data area set for "ParameterOutput” of the same object.

The address range is taken form the channel “ParameterOutput®.

If you do not require the parameter, leave it disabled.

Channel "ParameterOutput”
Channel type: Setpoint receive
Function: Parameter output

The parameters sent by the partner object or entered locally at "LocalParameterinput" are
output at "ParameterOutput”.

The number of required elements, in other words the size of the data field is configured in
the “Number” (address) input box.

The configured number of values specifies how many DNP3 indexes are occupied
consecutively by the object starting with the specified start index. The following assignment
between the data type used and the index used applies:

Data type Range of values Number of DNP3 indexes
occupied

BYTE 0..255 4..48

CHAR Printable ASCII characters 4..48

WORD 0..65535 2..24

INT -32 768 .. 32 767 2..24

DINT -2 147 483 648 .. 2 147 483 647 1...12

DWORD 0..4 294 967 295 1..12

REAL =-3,4*10%8 ..3,4*1038 1..12

Note

Reducing network load

By reducing the maximum size (parameter “Number”), the message length can be reduced
to the actually required length if the entire data range of the object is not required. This saves
transmission time.

TIM DNP3
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Configuring MODBUS communication

Differences in the configuration of MODBUS communication

Since MODBUS slaves are not SIMATIC devices or stations they are not configured as
stations in STEP 7 nor are they configured as destination subscribers. Connections to
MODBUS slaves are therefore also not configured in the connection configuration.

Configuring MODBUS communication

MODBUS communication is configured in the areas and objects of the subscriber
administration listed below:

1.
2.

Select the "TIMs with TD7onTIM" directory.
Select a TIM in the subscriber list.

Parameters of the MODBUS polling cycle of the CPU of this station are set in the
parameter area.

3. Select a DNP3 TIM in the "TIMs with TD7onTIM" directory.
4. Open the TD7onTIM library and insert the MODBUS-specific objects.

The following MODBUS-specific objects are inserted from the TD7onTIM library for a TIM
with TD7onTIM:

System object "ModbusGateway"

The use of the MODBUS protocol for the serial interface of the DNP3 TIM is specified
using the "ModbusGateway" object. The interface and parameters of the connection to
the MODBUS slaves are configured with this object.

System object "ModbusPartnerStatus”

The object signals the reachability of the MODBUS slave to the CPU.

Data object "ModbusWrite"

Writes data from the configured input memory area of the CPU to a MODBUS slave.
Data object "ModbusRead"

Reads data from a MODBUS slave and writes this to the configured output memory area
of the CPU.

The objects are described in the sections that follow.

6.6.14.1 MODBUS-specific system objects

ModbusPartnerStatus
The optional object "ModbusPartnerStatus” is used to monitor the reachability of the
connected MODBUS slaves. The status is made available to the CPU in an output byte. One
bit per communications partner is reserved in the output byte to indicate the status of the
partner:

TIM DNP3
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If the serial interface is set to the standard RS-485, up to 8 MODBUS slaves can be
connected and monitored (1 slave with RS-232).

Name:
Explanation:

Name:

Memory area:

DB No.:
Address
[byte]:

Name:
Explanation:

Bit status:

ModbusGateway

Gateway number
Internal partner number of TD7onTIM, cannot be set.

Note on the gateway number

In the subscriber management, if a TIM is selected with TD7onTIM with the
system object “ModbusGateway*, in the object list in the column “Partner
no.” with the Modbus objects, the gateway number is displayed preceded by
‘G

S7 CPU status output byte

The following options are available:

e DB: Data block

e Memory bit: Memory bit area

e Output: Process output image (PIQ)

Specifies the DB number in the CPU if the data block memory area (DB) was
selected

Input box for the byte number in the selected memory area

MODBUS slaves

In the 8 input boxes, the MODBUS slaves to be monitored are assigned to
the 8 status bits of the output byte. The MODBUS address is specified for
each MODBUS slave.

Status = 0: Problem on partner or bit not assigned
Status = 1: Partner OK

The "ModbusGateway" system object is used to activate the MODBUS protocol for a serial
interface of the TIM and to configure the connection to the MODBUS slaves.

"Gateway property" box

Name:
Explanation:

224

Connection to TIM interface

Specifying the serial interface of the TIM
Selection for TIM 4R-IE DNP3:

e WAN 1 = interface X1

e WAN 2 = interface X2

TIM DNP3
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MODBUS role
Specifies the MODBUS role for the TIM.
Only the default role "Master" is possible.

"WAN connection" box

Name:
Explanation:

Range of val-
ues:

Name:
Explanation:

Range of val-
ues:

Name:
Explanation:

Range of val-
ues:

Default:

Name:
Explanation:

Range of val-
ues:

Default:

Name:
Explanation:

Range of val-
ues:

System Manual, 12/2015, C79000-G8976-C253-04

Interface type:

Selection of the interface standard and the directional dependency of the
interface

e TIM 3V-IE DNP3:
— RS-232 half duplex
— RS-232 duplex

e TIM 4R-IE DNP3:
— RS-232 half duplex
— RS-232 duplex

— RS-485 not terminated
(TIM not as bus terminator)

— RS-485 terminated
(TIM as bus terminator)

Transmission speed
Transmission speed on the serial interface [bps]
300, 600, 1200, 2400, 4800, 9600

Retry factor

This value decides how often a message that has not been acknowledged
positively is repeated before an error is signaled.

0...255

Send timeout

Time within which the acknowledgement is expected after sending a mes-
sage [ms].
0 to 86 400 000 ms (= 24 hours)

3

RTS/CTS delay time

After setting RTS, a message is only sent after the configured time has
elapsed.

0 to 65535 ms
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Default: 0
If you configure the value 0, a message is only sent after setting the RTS
signal when the CTS signal has been received from the partner and the send
delay time (see below) has elapsed.

Name: RTS off delay

Explanation:  Time that is waited after sending the last data before the RTS signal is
cleared.

Range of val- 0 to 255 ms

ues:

Default: 0

Name: Send delay time

Explanation:  The send delay time is only used if the clear to send (CTS) signal has been
received from the modem (if it exists) and no time was set for the RTS/CTS
delay time.
As soon as the CTS signal is received from the modem, the send delay time
is started. The transfer of the data starts only after the time has elapsed.

Range of val- 0 to 65535 ms

ues:

Default: 0
0 = no send delay time

Name: Data format

Explanation:  Format with which individual characters are transferred

Range of val- e 8 data bits, odd parity, 1 stop bit

ues:

o 8 data bits, even parity, 1 stop bit
e 8 data bits, no parity, 2 stop bits

6.6.14.2 The "ModbusWrite" object

The "ModbusWrite" object

To map the data to be written between the S7 CPU and MODBUS slaves, the
"ModbusWrite" object is available. A separate "ModbusWrite" object is configured for each
MODBUS slave.

TIM DNP3
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Data written from TD7onTIM to the MODBUS slaves is read from the input address area of
the CPU. Only the specified address areas can be read by TD7onTIM. Data from other
areas, for example analog values acquired over peripheral input words (PIW) must be
mapped to the bit memory or data block area by the user program.

Name:
Memory area:

Data type:

Number:
DB No.:

Address [Bytel]:

MODBUS output

S7 CPU input address

The following options are available for the source address:

e DB: Data block

e Memory bit: Memory bit area

e Input: Process input image (PIl)

By specifying the data type, you specify the data type with which the data is

transferred from the S7 CPU to the MODBUS slaves. The drop-down list
offers the following data types for the three memory areas:

BOOL, BYTE, CHAR, WORD, DWORD, INT, DINT, REAL
Number of double words included in the array (maximum 100).

Specifies the DB number in the CPU if the data block memory area (DB) was
selected

Input field for the byte number in the selected memory area. For data types
involving more than one byte (WORD, DWORD), the least significant byte
number must be entered as in STEP 7.

Here, the register address on the MODBUS slave to which the data will be written is

specified.

Name:

MODBUS output

Register ad-
dress:

Specifies the register address.

You will find the permitted address ranges in the documentation of your MODBUS
slave.

Range of val-
ues:

0...65535

TIM DNP3
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Function code: | Specifies the MODBUS data type. The following MODBUS data types are available:

o Write single coil

(write 1 value, 1 bit)
e Write multiple coils

(write multiple values,1 bit)

o Write single register

(write 1 parameter,16 bits)
o Write multiple registers

(write multiple parameters, 16 bits)
Default setting: |« MODBUS output

— Function code: Write single register
e S7 CPU input address

— Data type: WORD

— Number: 1

Note

Changing the MODBUS output

The function codes are interlocked with certain data types and their number in the S7 CPU
input address.

Note the following conditions when switching over the function codes:

e Multiple Coils « Single Coil

If you select the number 1, you can switch over between single coil and multiple coils by
changing the data type from BYTE to BOOL and vice versa.

o Multiple Registers < Single Register
If you select the data type WORD and the number 1, you can change over between
single register and multiple registers.
With the other constellations for changing over the MODBUS output, note the following
sequence when changing the parameters.
¢ Single Register — Single Coil
Conversion sequence:
— Single Register —» Multiple Coils
— Data type - BOOL
The function code switches automatically to single coil.
¢ Single Coil - Single Register
Conversion sequence:
— Data type - WORD

The function code changes to multiple coils. It is now possible to change over to single
register.

¢ Multiple Registers — Single Coil
Changeover first to single register (see above) and then to single caoil

TIM DNP3
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MODBUS write status

The result of a write job is returned by the MODBUS slave in an acknowledgement message.
The result is returned as a hexadecimal word and can be saved as a status in the input area
of the CPU.

Name: MODBUS write status
Memory area: | The following options are available for the address range of the S7 CPU:
o DB: Data block

e Memory bit: Memory bit area

e Input: Process input image (PIl)

DB No.: Specifies the DB number in the CPU if the "data block" memory area (DB) was
selected

Address [Byte]: | Input field for the byte number in the selected memory area.

Range of val- See following table
ues:

Table 6-9  Value range of the MODBUS write status

Code Meaning

0x7002 Job executed without errors
0x8000 Job executed with error
0x8001 lllegal Function

After this error occurs, the S7 address of this write job is no longer read until the
next restart on the TIM.

0x8002 lllegal Data Address

0x8003 lllegal Data Value

0x8004 Slave Device Failure

0x8005 Message transferred but slave device busy with a different process (Acknowledge)
0x8006 Slave Device Busy with other process

0x8008 Memory Parity Error

0x800C Wrong CRC check value in the response message of the slave

0x800D Wrong net data in the response message of the slave

0x800E Wrong slave address in the response message of the slave

After this error occurs, the S7 address of this write job is no longer read until the
next restart on the TIM.

0x800F Wrong function code in the response message of the slave

0x8010 No response (send timeout exceeded)

6.6.14.3 The "ModbusRead" object

The "ModbusRead" object

To map the data to be read between the MODBUS slaves and S7 CPU, the "ModbusRead"
object is available. A separate "ModbusRead" object is configured for each MODBUS slave.

TIM DNP3
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MODBUS input

The register address on the MODBUS slave from which the data is read is specified here.

Name: MODBUS input
Register ad-  Specifies the register address.

dress: You will find the permitted address ranges in the documentation of your
MODBUS slave.

Range of val- 0...65535

ues:
Function code: Specifies the MODBUS data type. The following MODBUS data types are
available:
e Read coils

(read 1 value, 1 bit)
Read discrete inputs

(read multiple input values,1 bit)
Read holding register

(read 1 parameter,16 bits)
Read input register

(read multiple values,16 bits)

Note

Changing the MODBUS input

The function codes are interlocked with certain data types and their number in the S7 CPU

output address.

Note the following conditions when switching over the function codes:
e Coils / Discrete Inputs -~ Holding Register / Input Register

Conversion:

— Data type - WORD
The conversion is now possible.
¢ Holding Register / Input Register - Coils / Discrete Inputs

Conversion:

— Data type - WORD

The changeover of the function code to coils or discrete inputs followed by the
changeover of the data type to BOOL is now possible.
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S7 CPU output address

Data read from the MODBUS slaves by TD7onTIM is saved in the output address area of the
CPU. Only the specified address areas can be written by TD7onTIM. Data for other areas,
for example analog values output via peripheral output words (PQW) must be mapped via
the bit memory or data block area by the user program.

Name: Output address
Memory area: The following options are available for the destination address:
e DB: Data block
e Memory bit: Memory bit area
e Output: Process output image (PIQ)
Data type: By specifying the data type, you specify the data type with which the data is

transferred from the MODBUS slaves to the S7 CPU. The drop-down list
offers the following data types for the three memory areas:

BOOL, BYTE, CHAR, WORD, DWORD, INT, DINT, REAL

DB No.: Specifies the DB number in the CPU if the data block memory area (DB) was
selected

Address [Byte]: Input field for the byte number in the selected memory area. For data types
involving more than 1 byte (WORD, DWORD, ...), the least significant byte
number must be entered as in STEP 7.

Number: Number of double words included in the array (maximum 100).

MODBUS read status

The result of a read job is returned by the MODBUS slave in an acknowledgement message.
The result is returned as a hexadecimal word and can be saved as a status in the output
area of the CPU.

Name: MODBUS read status

Memory area: The following options are available for the address range of the S7 CPU:
e DB: Data block
e Memory bit: Memory bit area
e Input: Process input image (PIl)

DB No.: Specifies the DB number in the CPU if the "data block" memory area (DB)
was selected

Address [Byte]: Input field for the byte number in the selected memory area.

Range of val- See following table
ues:

TIM DNP3
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Table 6- 10 Range of values of the MODBUS read status

Code Meaning

0x7002 Job executed without errors

0x8000 Job executed with error

0x8001 lllegal Function
After this error has occurred, the read job is blocked until the TIM restarts and is no
longer sent to the slave.

0x8002 lllegal Data Address

0x8003 lllegal Data Value

0x8004 Slave Device Failure

0x8005 Message transferred but slave device busy with a different process (Acknowledge)

0x8006 Slave Device Busy with other process. The query should be repeated by the mas-
ter.

0x8008 Memory Parity Error

0x800C Wrong CRC check value in the response message of the slave

0x800D Wrong net data in the response message of the slave

0x800E Wrong slave address in the response message of the slave
After this error has occurred, the read job is blocked until the TIM restarts and is no
longer sent to the slave.

0x800F Wrong function code in the response message of the slave

0x8010 No response (send timeout exceeded)

TIM DNP3
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6.7 Saving and generating system data

6.7.1 Saving subscriber data

You save the data from subscriber administration using the Save button in the toolbar or with
the SINAUT / Save menu. The Options dialog opens in which you specify the scope of the
system data to be saved, processed and prepared.

x|

Subscriber administration I

— Print
= Ovenviey format
| Details

—Generation / Compilation options
[V Generate System data blocks for TIMs and CPUs;

[V Generate SINAUT TD7 source files for CPLUs
¥ Compile SINSUT TD7 source files for CRLs

Generation / Compilation of TD7 source files will be done
(% forall CPUs
" for selected CPUs

[V Subscriber number as comment for
stations, CPUs and TIMs

— SMS configuration

¥ | Check character set of SMS message stings

I

Image 6-23 The Options dialog after selecting the Save function

The Options dialog provides the following convenient functions in the Generation /
Compilation options area:

® Generate System data blocks for TIMs and CPUs
® Generate SINAUT TD7 source files for CPUs
(With DNP3, no TD7 source files are generated for CPUs.)

TIM DNP3
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The other options relate to the scope of system data generation
e for all CPUs or

e for selected CPUs (selected in the subscriber list)

The third option relates to generating the

® subscriber number as comment for stations, CPUs and TIMs

The convenient functions described below represent the automation of several operator
control steps in the STEP 7 system. These functions always relate to all networked
subscribers; in other words, to subscribers involved in at least one telecontrol connection.

Regardless of the selected generation options, the internal data is saved and a consistent
version is always available later.

After saving the internal data, a consistency check determines whether the user data is free
of errors. If this is the case, the required functions are executed.

If problems are detected during the consistency check, the convenient functions are not
executed. An error list is displayed as well as a message indicating the functions that have
not been executed.

As soon as the generation has been completed successfully, this is indicated by a status
dialog.

Info - Generation / Compilation

All SINAUT configuration data have been zaved successfully,

State of optional generation # compilation functions:

- Generation of System data blocks for TIMz and CPL s ]
- Generation of SINAUT TO source files for CPL s Ok
- Compilation of SIMALT TDY zaurce files far CPL s ]
- Generation of comment for stations, CPU s and TIMs:: Ok

E ttention |

Pleaze note that the state of the compilation of SINAIT TDT source files
does not include the rezult af the campiler rie.

Faor zafety reazonz the output meszages of the STEFY block editor
ghould always: be checked.

Help |

Image 6-24  Status dialog after saving and generating the system data

TIM DNP3
System Manual, 12/2015, C79000-G8976-C253-04



The SINAUT Configuration Tool

6.7 Saving and generating system data

6.7.2 Generating system data blocks

All the parameters of the TIM module from the hardware setting to information on
communication partners or local connections are packed in system data blocks (SDBs).
SDBs with numbers starting at 1000 are used.

If S7-homogeneous connections (communication block connections) are used for
communication between TIM and CPU, their data is packed in SDBs starting at no. 700.

If the Generate System data blocks for TIMS and CPUs option is selected in the Options
dialog, this system data is saved for all existing and networked TIM and CPU modules in the
subscriber list and saved in the offline data management.

Note

The SDBs must be transferred to the modules either in the SIMATIC Manager or using the
SINAUT diagnostics and service tool.

6.7.3 Creating subscriber numbers as comments

To make the subscriber numbers that are important for communication visible in the
SIMATIC Manager or in the hardware configuration, subscriber administration allows you to
enter the subscriber number of networked components in the comment field of the
properties.

The function is activated by selecting the option Subscriber number as comment for stations,
CPUs and TIMs in the Options dialog when you call the Save function in the Options dialog.

With the following networked subscribers, the subscriber number is entered in the comment
bar of the SIMATIC Manager:

e Stations:

e CPU modules

e TIM modules

e Third-party stations

The comments are visible in the SIMATIC Manager when you select the "View / Details"
menu. The TIM modules are visible after expanding the tree structure and selecting a
station.

Note

Creating the subscriber number when generating the system data overwrites comments
previously entered in the network configuration without any possibility of restoring them.
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6.7.4 Consistency check

The consistency check is always started automatically before you use the generate/compile
functions in subscriber administration to prevent SDBs or DBs being created with
inconsistent data.

The consistency check can also be started as a separate function using the SINAUT / Check
consistency... menu in subscriber administration.

Errors detected during the consistency check are displayed to the user in an error list.

=Tk
No. Error / Warhing
@ 1 Error: subscriber "1004', module 'TIM 34", station 'Station 2 [ST7). node type "station’
In ST1 mode the WAN network address (1) of the TIM must match the subscriber no. of a local CPU [curent subscriber no.: 3).
Please comect either the address in the 'WAN net or the subscriber number [using the SINAUT ST1 configuration overview).
@ 2 Eror: subscriber "1002', module 'TIM 34', station 'Station 3 [ST7). node type "station’
InST1 mode the WaN network address (1] of the TIM must match the subscriber no. of a local CPU [current subscriber no.: 4),
Please comect either the address in the WAN net or the subscriber number [using the SINAUT ST1 configuration overview).
2_5um..  Found 2 erors and 0 wamings.

Image 6-25 Example of an error list after running the consistency check

If inconsistent connections are found, the error list indicates that cause will be diagnosed in
the connection configuration in the /nvalid connections dialog.

After eliminating an error, you must save prior to the next consistency check otherwise be
eliminated error will still be reported.

6.7.5 Generating system data after changing the configuration of an existing system

Generating system data after changing the configuration of an existing system

Changes to an existing system made in NetPro or in HW Config are stored there. The new
system data blocks, on the other hand, can be generated in various configuration tools.

In the following situations, after changes have been made to the project configuration, the
SINAUT configuration tool should be started to generate the system data blocks (SDBs) in
the Subscriber Administration:

e After changing the configuration of a TIM module
® After changing the configuration of a configured connection to a subscriber
® After changing communications parameters of a DNP3 master station

After changing or adding new subscribers or connections, the connection configuration and
then the subscriber administration must be called in the SINAUT configuration tool to
generate the SDBs there.

The activities required following a configuration change are summarized in the section
Changing the configuration (Page 237).
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6.8 Changing the configuration

Changing the configuration

This section describes the required follow-up actions after typical operator activities in the
SINAUT configuration software.

Table 6- 11 Change matrix

Object affected Action in the SINAUT configu- | Necessary follow-up action

ration tool

Station Adding a station -

Station Renaming a station -

Station Changing the parameter set- | -

tings of a station

Station Deleting a station All telecontrol connections running via a module in this station
are then invalid and are removed the next time you open the
connection configuration. When necessary, these must be re-
placed by alternative connections. The SDBs or DBs of all mod-
ules that were involved in these deleted connections must be
regenerated in the subscriber administration.

TIM module Adding a TIM module -

TIM module Renaming a TIM module -

TIM module Changing the parameter set- | If the parameter settings of a TIM module are changed, the

tings of a TIM module SDBs only need to be regenerated in the subscriber administra-
tion for this TIM.
Exception:
If parameters are changed in the "WAN Access" tab, this has
effects on all telecontrol connections running via the modified
WAN driver.

TIM module Deleting a TIM module All telecontrol connections running via this module are then
invalid and are removed the next time you open the connection
configuration. When necessary, these must be replaced by
alternative connections. The SDBs or DBs of all modules that
were involved in these deleted connections must be regenerat-
ed in the subscriber administration.

Network Adding a network -

Network Renaming a network -

Network Changing the parameter set- | The SDBs of all the modules connected to this network must be

tings of a network regenerated in the subscriber administration. In WAN networks,
these are only TIM modules, in LANs all connected modules.

Network Deleting a network All telecontrol connections running via this network are then
invalid and are removed the next time you open the connection
configuration. When necessary, these must be replaced by
alternative connections. The SDBs or DBs of all modules that
were involved in these deleted connections must be regenerat-
ed in the subscriber administration.

Network nodes Adding a network node -

Network nodes Renaming a network node -

TIM DNP3
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Object affected

Action in the SINAUT configu-
ration tool

Necessary follow-up action

Network nodes

Changing the parameter set-
tings of a network node

The SDBs of the module that contains this network node must
be regenerated.

Network nodes

Networking a network node

Network nodes

Deleting a network node

All telecontrol connections running via this network node are
then invalid and are removed the next time you open the con-
nection configuration. When necessary, these must be replaced
by alternative connections. The SDBs or DBs of all modules that
were involved in these deleted connections must be regenerat-
ed in the subscriber administration.

Network nodes

Canceling the networking of a
network node

All telecontrol connections running via this network node are
then invalid and are removed the next time you open the con-
nection configuration. When necessary, these must be replaced
by alternative connections. The SDBs or DBs of all modules that
were involved in these deleted connections must be regenerat-
ed in the subscriber administration.

Telecontrol connection

Adding a telecontrol connec-
tion

The SDBs or DBs of all subscribers over which this connection
runs must be regenerated in the subscriber administration.

Telecontrol connection

Deleting a telecontrol connec-
tion

The SDBs or DBs of all subscribers over which the deleted
connection runs must be regenerated in the subscriber admin-
istration.

Telecontrol subscriber

Changing the parameter set-
tings of a subscriber

The SDBs or DBs of all connections that run over this subscrib-
er must be regenerated in the subscriber administration.

Destination subscriber
properties of TD7onTIM

Changing the parameter set-
tings of the destination sub-
scriber properties of a
destination subscriber of
TD7onTIM

The SDBs of all TIMs with TD7onTIM that communicate with
this destination subscriber must be regenerated in subscriber
administration.
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6.9 Downloading

6.9.1 Downloading data blocks to the CPU

To download data blocks to the CPU module, you use the STEP 7 SIMATIC Manager
standard tool. This allows you to copy blocks using drag-and-drop or a menu either in an
online window (configured online access) or in the window with the accessible nodes (non-
configured online access).

Note

When you download blocks to the automation system by dragging and dropping, you
yourself are responsible for ensuring that the blocks are copied to the correct online object
(in other words, the object with the correct MPI address). The STEP 7 tool does not check
this.

For more detailed information on these activities, refer to the online help of the SIMATIC
Manager.

6.9.2 Downloading system data blocks to the TIM

You should only download system data blocks (SDBs) to the TIM in the SIMATIC Manager
or in the SINAUT diagnostics and service tool.

Note

When downloading system data blocks in hardware configuration, make sure that no
connection SDBs (SDB7xx) are downloaded. If SDBs of this type need to be downloaded to
the TIM module, you must use the SIMATIC Manager or the SINAUT diagnostics and
service tool.

SDBs can also be downloaded in network configuration. Creating SDBs during network
configuration is a different procedure from that in the SIMATIC Manager and hardware
configuration and is not suitable for the TIM module. Copying SDBs to TIM modules should
therefore only be done in the SIMATIC Manager or SINAUT diagnostics and service tool.

In the SIMATIC Manager, all SDBs of a module are indicated by a symbol with the name
System data. This means that you can only ever manipulate all SDBs of a module as a
single unit. Otherwise, the same applies as for data blocks.

In the hardware configuration, it is possible to download the SDBs of individual modules or
entire stations.

In both cases, the function is followed by a dialog in which you are asked whether you want
to restart the TIM module. This dialog must be exited with Yes to restart the TIM and activate
the new SDBs.

TIM DNP3
System Manual, 12/2015, C79000-G8976-C253-04 239



The SINAUT Configuration Tool

6.9 Downloading

6.9.3 Uploading stations with the Upload Station to PG function

The STEP 7 function "PLC" > Upload station to PG" allows the configuration of a connected
station to be adopted. In conjunction with TIM modules, this function can only be used with
the following restriction.

Note
Restrictions regarding the "Upload Station to PG" function

e If station to be uploaded is a TIM rack (the rack contains only one standalone TIM), it is
not possible to upload the station. The "Upload Station to PG" function can only be used
in racks with CPU modules.

o Ifthere is a 300 CPU in the rack, the configuration can be uploaded but the TIM module
shown afterwards in the rack is not fully initialized and not suitable for further
configuration. It must be replaced by a new module from the catalog in HW Config.

If you continue configuration with TIM modules uploaded in this way, then problems,
particularly in communication and in handling the module can occur.

6.9.4 Changing the MPI address of the CPU

In hardware configuration, it is possible to change the MPI address of the CPU. If TIM
modules are installed in the same rack, when downloading the SDBs ,it is necessary that the
download is performed in two steps.

1. Download SDBs only to the CPU not to the TIM. Once the CPU module has received its
new MPI address, the TIM modules go through a reset.

2. Download the SDBs to the TIM modules when they have completed the restart.

TIM DNP3
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71 Diagnostics options

The following diagnostics options are available:

LEDs of the module
For information on the LED displays, refer to the following sections:
LEDs of the TIM 3V-IE DNP3 (Page 52)
LEDs of the TIM 4R-IE DNP3 (Page 56)

The SINAUT diagnostics and service tool

The SINAUT diagnostics and service tool provides you with the diagnostics options of
STEP 7 and other functions for communication with the TIM modules in telecontrol networks.

For a more detailed description, refer to the following sections.

7.2 Updating firmware

New firmware versions of the TIM

If a new firmware version is available for the module, you will find this on the Internet pages
of Siemens Industry Online Support under the following ID:

89372872 (http://support.automation.siemens.com/WW/view/en/89372872)

On the Internet page, select the "Entry list" tab and the "Download" entry type.
The firmware of the TIM is in 2 parts:
1. Firmware driver package

You load the driver package using the SINAUT diagnostics and service tool. You will find
the description in the section Loading new firmware (Page 276).

2. Firmware basic package

You load the basic package using the NCM S7 firmware loader supplied with STEP 7
You will find the description in the following section.

The two parts of the firmware must be loaded one after the other in the order shown.

As a requirement for loading new firmware, you require a PG with the STEP 7 project of your
installation.

You will find information on the interfaces of the PG in the two sections on loading the
firmware packages.
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Loading the firmware basic package

7.3

7.3.1

Introduction

242

You can only load a new firmware driver package via the Ethernet interface of the TIM.

To load firmware, you require an Industrial Ethernet CP module in the PG/PC (for example,
CP 1613) or a normal Ethernet module with the "Softnet" software package.

On your PG, set the S7-ONLINE interface to the "ISO - Industrial Ethernet" protocol. It is not
possible to download using TCP/IP (and therefore not to other networks).

Follow these steps:

1. Connect the PG to the TIM.

2. Open the NCM S7 firmware loader on the PG.

3. First press the RESET button of the TIM briefly to bring it to a loadable status.
The TIM restarts and turns on all LEDs for 5 seconds.

4. During these 5 seconds during which all LEDs are lit, press the RESET button again until
the “RUN” LED starts to flash.

As soon as the “RUN” LED flashes you can release the button.
The TIM is in a loadable status.

5. Now start the loading of the firmware basic package using the NCM S7 firmware loader.
You will find detailed information on this topic in the online help of the firmware loader.

When loading begins, the “STOP” LED of the TIM starts to flash and continues until the
procedure is completed.

After loading the TIM restarts.

SINAUT diagnostics and service tool

Overview of functions and operation

The SINAUT diagnostics and service tool provides the user with functions for checking
connections, interfaces and communication as well as the firmware and software
components of the network subscribers of a DNP3 installation.

The most important functions are as follows:

® Reading the diagnostic data from a TIM or CPU module
® Reading the diagnostic buffer

® Checking and setting the module time

® Reading the module parameter assignment

e Activating a message trace

TIM DNP3
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e Firmware update of TIM modules

® Downloading a new parameter assignment to the TIM modules

Note

Diagnostics functions that are also available in the SIMATIC Manager are described here
with the emphasis on diagnostics of TIM modules.

7.3.1.1 Starting the program and types of access

Opening the SINAUT diagnostics and service tool

The SINAUT diagnostics and service tool is opened in the Windows start menu SIMATIC /
SINAUT ST7 / Diagnostics and Service.

You can access the module-specific diagnostic information alternatively over:
® Accessible nodes
o the SINAUT subscriber list of the STEP 7 project

Note

Regardless of whether you access this information using Accessible nodes or the
SINAUT subscriber list, unless you activate the PG routing function, you can only access
subscribers of the subnet of the local MPI bus to which the PG is connected.

Access using Accessible Nodes
To access the diagnostic data using Accessible Nodes, follow the steps outlined below:

1. Click on the Accessible Nodes button
or click on the Project / Accessible Nodes menu.
The Accessible Nodes dialog opens.

2. In the Selectable Nodes dialog, select the required subscriber from the list of MPI
addresses by clicking on it with the mouse.

Access using the SINAUT subscriber list of a STEP 7 project

To open the STEP 7 project in the diagnostics and service tool and to access the diagnostic
data using the SINAUT subscriber list, follow the steps outlined below:

1. Click on the Open Projectbutton in the toolbar or select the Project / Open menu. The
Open dialog is displayed.

2. Select the STEP 7 project in the User Projects tab of the Open dialog and click on the OK
button. The project window with the SINAUT subscriber list of the relevant project opens.

3. If the required project is not displayed in the Open dialog, click the Browse button. In the
Browse dialog that opens, you can search for other projects and include them in the
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project list.
As an alternative, you can open a current project with the Project / Recently Used menu.

4. Select the subscribers you require for the subsequent diagnostic functions in the SINAUT
subscriber list by clicking on them with the mouse.

il Project 'DNP3', Path 'C: Program Files'Siemens',Step 7' 7projiDnp O] x|

SINAUT subscriber list:
Subscriber no. | | | Subscrber t_lrlpel MHame I Station | SINAUT -:u:unneu:tedl SINALT IiI:urar_l,II TIk firmwarel
LI Other Station DMP3-Eentrale pes

% 2 CPU 2 CPU 32 Station 1 ves

% 3 CPU 312 CPU 312 Station 3 ves

% 4 CPU 312 CPU 312 Station 2 yes

% ] CPU 312 CPU 312 Station 4 pes

% E CPU 312 CPU 312 Station 5 pes

# 10m SINAUT TIk TIk 34-E DMP3  Station 1 pes

# 1002 SINAUT TIk TIM 34-E DMP3  Station 2 pes

# 1003 SINAUT TIk TIM 34-E DMP3  Station 3 yes

#1004 SINAUT TIkM T 4R-IE DMP3  Station 4 ypes

# 1005 SINAUT TIk TIM 4R-IE DMP3  Station & ypes

Image 7-1 The SINAUT subscriber list of a sample project

Note

Attempting to access a remote subscriber using the SINAUT subscriber list of a STEP 7
project can lead to "misunderstandings"” if the subscriber is not connected to the local MPI
bus and the PG routing function is not activated. With functions involving access to the
module, the remote subscriber is displayed in the Path field of the diagnostics dialog,
however the diagnostic data is that of the locally connected subscriber.

The SINAUT subscriber list displays the following entries for each subscriber:

® Subscriber no.: The subscriber number of the SINAUT subscriber that is unique
throughout the project

® Red. Subscriber no.: The redundant subscriber number parameter is used only when
there is a redundant partner for the subscriber in question. The number specifies the
common subscriber number under which the redundant system can be addressed by
other subscribers.

® Subscriber no. of red. Partner: The Subscriber number of the redundant partner
parameter is used only when there is a redundant partner for this subscriber. The
parameter specifies which of the subscribers belong to a redundant relationship.

® Subscriber type: The subscriber type specifies the class of subscriber involved. The
subscriber type cannot be set by the user.
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Name: The module, application or PC/PG name. This can be changed in the
configuration. As default, this is the name of the module type or the application as
specified in the configuration.

Station: Name of the station specified by the user in the configuration using NetPro.

SINAUT connected: Specifies whether a SINAUT connection was configured for the
subscriber.

TD7 library version: SINAUT system library for the TD7 software blocks
Nothing is displayed here for DNP3 CPUs because TD7onTIM is used.

TIM firmware version: With TIM modules, the version of the TIM firmware is displayed.

If you connect a programming device (PG) or a PC to access the diagnostic data, you only
have access to the local network. The diagnostic data of remote subscribers in other subnets
is not accessible.

To access subscribers in other subnets, you can use PG Routing. If you access data in a
subordinate subnet after activating PG Routing, remember that you can only access
subordinate subnets and not subnets higher in the network hierarchy. The prerequisites,
functions and activation of PG routing are described in a separate chapter.

The PG Routing function is possible only when using the SINAUT subscriber list, PG Routing
is not possible when using Accessible Nodes.

7.3.1.2 Access to subscribers and working with the diagnostics dialogs

Activating diagnostic functions

The diagnostic functions are activated as follows:

1.

TIM DNP3

Select a subscriber by clicking on it with the mouse in Accessible Nodes or in the SINAUT
subscriber list of a STEP 7 project.

. Start the required diagnostic functions with one of the following alternatives:

— Clicking on the corresponding button in the toolbar
— Selecting the function in the Project, STEP 7 Diagnostics or SINAUT menus
— Pressing the relevant function key

— Right-clicking on the subscriber in Access of Nodes or in the SINAUT subscriber /ist.
After clicking on the subscriber, select the required function with the right mouse
button in the displayed context menu.

The dialog belonging to the selected diagnostic function is displayed.
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Working with the dialogs

The graphic user interface of the SINAUT diagnostics and service tool is designed based on
Windows technology. To use diagnostic functions, you must generally first select a particular
subscriber or a component from a list in the Windows and dialogs and the function will then
be executed and the diagnostic data displayed for this subscriber or component. The
function is then activated from a menu or by selecting a button and a dialog for the specific
diagnostic function then opens.

When selecting a menu, a subscriber, or object is described, this involves clicking on the
object once within the left mouse button.

Buttons found in many of the diagnostics dialogs are explained here and not in each
subsection. These include the buttons:

246

Print:
Starts a printout of the currently open dialog.

Update:
Updates the content of the dialog with the current diagnostic data of the selected
subscriber.

Save:
Saves the content of the open dialog in a file. You can select any directory and file name
in the Save dialog.

Load:
Loads the diagnostic data relevant to the current dialog content from a previously saved
file into the open dialog. The loaded diagnostic data is displayed in the dialog.

Note

When /oading data from a file, the current project data in the dialog is overwritten by the

data from the file. To display the data of the connected subscriber again, the dialog must
be closed and reopened, in some cases, the display can be updated with the data of the
connected subscriber again using the Update button.

Close:

Closes the current dialog. You return to the Accessible Nodes or SINAUT subscriber list.
Help:

Opens the online help function for the currently selected diagnostic function.

OK:
Confirms the entries made and closes the dialog.

Cancel:
Discards the entries made and closes the dialog.
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7.3.1.3 Functions of the SINAUT diagnostics and service tool

Overview of the diagnostic and service functions

The diagnostic functions of the SINAUT diagnostics and service tool can be grouped
together as follows:

e STEP 7 diagnostics
e SINAUT diagnostics (TIM status information and TD7 software diagnostics)
® Message protocol diagnostics

® Service functions

The following table shows the diagnostic and service functions and all the menus in which
the functions of the SINAUT diagnostics and service tool can be called.

The two right-hand columns in the table indicate that the scope of information when using
the SINAUT subscriber list of a STEP 7 project is greater than when using accessible nodes.

Table 7-1 Overview of the diagnostic and service functions of the SINAUT diagnostics and service

tool
Function group, Subscriber type Called in Access over | Access us-
diagnostic function relevant for diag- menu STEP 7 ing Accessi-
(remarks) nostics project ble Nodes
STEP 7 diagnostics STEP 7

diagnostics

CPU messages CPU, TIM " X X
Module information (including mes- | CPU, TIM " X X
sages in diagnostic buffer)
Operating mode CPU, TIM " X X
Setting the time CPU, TIM " X X
SINAUT
SINAUT diagnostics SINAUT
TIM Diagnostics TIM " X X
TIM subscriber diagnostics TIM " X X
TIM diagnostic messages TIM " X
TIM Message Monitor TIM " X
TD7 software diagnostics SINAUT
TD7 CPU diagnostics (TD7 messag- | CPU " X X
es in diagnostics buffer)
TD7 block structure CPU " X
(configured data)
TD7 block structure for all CPUs CPU " X
(configured data)
TD7 CPU program comparison CPU " X
(configured data)
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Function group, Subscriber type Called in Access over | Access us-
diagnostic function relevant for diag- menu STEP 7 ing Accessi-
(remarks) nostics project ble Nodes
TD7 communication configuration CPU " X

check (configured data)

TD70onTIM diagnostics TIM " X

SDB Viewer CPU, TIM " X X
Service functions SINAUT

Download SDB TIM " X

Firmware update TIM " X

Repair TIM " X

Message protocol diagnostics Project

TIM message protocol TIM " X X

The diagnostic information is displayed only for SIMATIC CPU modules and SINAUT TIM modules.

7.3.2 STEP 7 diagnostics

Introduction

STEP 7 diagnostics involves the standard diagnostic functions of SIMATIC STEP 7. Over
and above SIMATIC installations, the STEP 7 diagnostics in the SINAUT diagnostics and
service tool provides information not only on the CPU modules but also information on the
TIM modules of a project. The functions in the SINAUT diagnostics and service tool that are
implemented on the TIM module:

® CPU messages
® Module information
® Operating mode

® Setting the time

7.3.2.1 CPU messages

Description of the functions

The CPU messages function is used to archive diagnostic messages entered by a CPU or
TIM module in its diagnostic buffer. Without archiving, messages in the ring buffer of the
CPU or TIM would be successively overwritten once the buffer is full.

The CPU messages function registers the PG used for diagnostics with one or more
modules. The modules then transfer all newly generated diagnostic messages to the
registered PG. The diagnostic messages of one or more modules are archive in a common
list on the PG. The archive is designed as a ring buffer. The oldest messages are overwritten
by newly arriving messages once the archive is full.
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o [=] B
File Edit PLC View Options Help
&l 3| @EE= oz s
| Wl A | Module I
[T [T Erreichbare TeinehmerMPl= 2
M7 I [Accessbie Nodes\iPi = 2 |
Datettime | D | Message text |status | 4]
12.10.04 01:53:14694.. ... Message-Update End. 0
Module: Accessible Nodes\MPI= 2
Source: PGI/PC
12.10.04 01:53:19:668 ... Message for W' (diagnostic events): Activated
Messages for 'A’ (process and system error): Deactivated
Module: Accessible Nodes\MPl = 2
Source: PGIPC
12.10.04 01:53:22:063 ... Message for W' (diagnostic events): Deactivated
Messages for "A’ (process and system error): Deactivated
Module: Accessible Nodes\MPl = 2
Source: PGIPC
12.10.04 01:53:30:363 ... Message for W' (diagnostic events): Deactivated
Messages for ‘A’ (process and system error): Deactivated
Module: Erreichbare Teinehmer\MPl= 3
Source: PGIPC
12.10.04 01:53:32:569 ... Message for "W (diagnostic events): Activated
Messages for 'A’ (process and system error): Deactivated
Module: Accessible Nodes\MPl= 2 |
Source: PGIPC L!
%\ Archive £ Alam /
Ready [Message 300 of 300 preselected | UM

Image 7-2 CPU Messages dialog

The messages for diagnostic events are entered at the bottom of the dialog in the Archive
tab of the message list.

From the menu of the dialog or using the buttons of the toolbar, various user-specific settings
can be made for message output such as emptying the archive, processing messages, the
view of the message window, the settings for the archive size and saving the PG
connections to the registered modules for the next time the CP messages function is called.

Operator activities

1. Select a subscriber by clicking on it in the SINAUT subscriber list of the open project or in
Accessible Nodes.

2. Open the CPU Messages dialog by selecting the STEP 7 Diagnostics / CPU Messages
menu.

3. To register the PG/PC for the CPU Messages function, select the module in the W
column of the module list at the top of the dialog. After the registration, the connection
option (check box) of the module is selected in the W column. All the generated
diagnostic messages of the module are then displayed in chronological order in the
Archive tab of the message list at the bottom of the dialog.

If no connection can be established to the subscriber, a symbol is displayed in the first
column of the module list indicating that the connection is interrupted.
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7.3.2.2

. Click on the relevant field for the module in the W column of the module list again to

deactivate archiving of the diagnostic messages.

Select the menu or the button of the dialog to change the settings.

6. Close the CPU Messages dialog by clicking on the close dialog button (x) in the title bar

or double-clicking on the dialog name in the title bar of the dialog.

Closing the dialog deactivates the CPU Messages function.

Module information

Description of the functions

The module information function reads diagnostic data from the module of the connected
station. The diagnostic data is displayed for the specific module in a series of tabs:

Generaltab
List of hardware and firmware components with their versions and information on the
status of the CPU module

Diagnostic Buffertab
List of diagnostic messages

Memory tab
Information on the utilization of the load and work memory.

Time System tab
Information on the data, time, time system and time synchronization as well as on the
operating hours counter of CPU modules

Performance Data tab
Lists of the organization blocks, system blocks and address ranges

Communication tab
Information on transmission speeds, connection resources and cycle load caused by a
communication

Further tabs are displayed for CPU modules:

Operator activities

250

1.

Cycle Time tab
Set and measured cycle times of CPU modules

Stacks tab
Information on the content of the block stack (B stack), interrupt stack (I stack) and local
data stack (L stack) of CPU modules

Select a local subscriber in the SINAUT subscriber list of the open project or in
Accessible Nodes.

Open the dialog by selecting the STEP 7 Diagnostics / Module Information menu.

Select the individual tabs with the mouse.

TIM DNP3
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Generaltab

The Generaltab displays the operating mode of the local CPU module and the operating
mode and status of the connected module if this is selected for outputs of diagnostic data.
The Statfus text box displays information on the status of the connected module from the
perspective of the local CPU module. The following possible statuses are distinguished:

e Status OK: Module exists, access possible

e Status Error. Problem, access to module not possible (parameter assignment or access
error)

Information on the module name and system identification is also display and in the Version
output box, you will see a list of hardware and firmware components of the module with their
order numbers or the name and version.

This is followed by information on the rack, address and slot of the CPU module.

Diagnostic Buffertab

The Diagnostic Buffertab displays the content of the diagnostic buffer of the module with
information on the message number, time of day, date and event. The entries are sorted in
descending chronological order; in other words, the latest message is at the top.

For the TIM, the last 200 entries of the diagnostic buffer are displayed, for a CPU normally
the last 10 diagnostic messages.

For TIMs, or diagnostic messages are displayed in plain language.

For CPUs, the system diagnostic messages are displayed as plain language and the TD7
diagnostic messages (in other words the messages created by the SINAUT user program)
are displayed in hexadecimal format.

The station number (STA no.) listed with some messages in the Defails on Eventtext box is
the WAN network address of the relevant SINAUT network.

Note

If you have selected a CPU and want to see the plain text equivalent of TD7 diagnostic
messages displayed in hexadecimal format in the Diagnostic Buffer tab, select the 7TD7 CPU
Diagnostics function for the same CPU.

You will then see the same TD7 diagnostic messages

e in the Module Information / Diagnostic Buffer dialog in hexadecimal format and

e inthe 7D7 CPU Diagnostics dialog as plain text.

To change the settings and select the event types of the message display in the Diagnostic
Buffertab, follow the steps outlined below:

1. Select the Seftings button to open the Sefting for Display Diagnostic Buffer dialog. The
default number of entries can be changed either for CPUs or TIMs.

2. In the Display Events box, select or deselect the event types for message output. The
selection is displayed or hidden.
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3. In the lower part of the dialog, select the following options if necessary:
- Output event information in hexadecimal format
- Update display during operating mode transition
- Save settings for this dialog box

4. Confirm your settings by clicking on the OKbutton or to discard the settings, click on
Cancel. You then return to the Diagnostic Buffertab.

Memory tab
The Memory tab displays information on the utilization of the free and assigned load memory
and work memory.
The work memory utilization of a TIM of approximately 90% is normal and adequate for the
TIM to function.
Time System tab
The 7ime Systfem tab provides information on the time system of the module in three boxes:
® The current state and time of the module, its resolution and the existence of a real-time
clock
e Time-of-day synchronization (CPU only)
® Run-time meter (CPU only)
Performance Data tab
The Performance Data tab does not contain any diagnostic information relevant to TIM
modules. For CPU modules, information is displayed on organization blocks (OB), system
blocks (SFC, SFB) and address ranges.
Communication tab
The Communication tab displays the following information:
e Maximum and unused connection resources for
— PG communication
— OP communication
— S7 basic communication
e Configured cycle load due to communication. For a TIM, this is 100%.
Information on a communication relates only to the CPU.
IP Parametertab

The /P Parametfers tab displays the most important IP parameters of an Ethernet TIM:
e |P address: Configured IP address of the module.

e Subnet mask: Configured subnet mask of the module.

TIM DNP3
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e Default router: If a default router was specified during configuration, the IP address of the
default router is displayed here.

® |P settings: Indicates where the module obtained the IP parameters from.

Note

With a TIM 4R-1E DNP3, only information on the first Ethernet port P1 is displayed. For an
overview of the status and parameters of both Ethernet ports of the module, refer to
SINAUT Diagnostics, /P Parameters tab.

Network Connection tab

The Network Connection tab for an Ethernet TIM displays the MAC address of the module
and information on the status and settings of the Ethernet port:

e Link Status: Indicates whether or not a physical connection to Ethernet exists.

e Settings: Shows the setting for detecting network settings, here: "Automatic”
(Autosensing)

® Mode: Indicates the transmission speed and duplexity on Ethernet.

Note

With a TIM 4R-IE DNP3, only information on the first Ethernet port P1 is displayed. For an
overview of the status and parameters of both Ethernet ports of the module, refer to
SINAUT Diagnostics, /P Parameters tab.

Stafistics tab
The Stafistics tab contains transmission statistics for the Ethernet ports. The number of
transferred data packets with and without errors since the last reset or restart of the module
is displayed for the send and receive directions. This time time is displayed as module time
in the tab. The statistical values can be reset to zero with the Resef button.

7.3.2.3 Operating mode

Description of the functions

With the Operating mode function, you can change the operating mode of TIM and CPU
modules. Apart from the operating mode, the current keyswitch setting and the last operating
mode are displayed for CPU modules.

With TIM and CPU modules, the operating mode can be changed from Runto Stop or from
Stop to Run. Changing the operating mode from Sfop to Run triggers a restart on the TIM
module.
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Operator activities

7.3.2.4

1. Select a subscriber in the SINAUT subscriber list of the open project or in Accessible
Nodes.

2. Open the dialog by selecting the STEP 7 Diagnostics / Operating Mode menu.
3. Click on the Sfop button to stop the module.

4. Click on the Warm Restart button to restart the module.
A TIM goes through a warm restart after approximately 10 seconds.

Setting the time

Description of the functions

The Sef Time of Day function is used to display and set the date and time of a module. It is
possible to set the module time to the PG/PC time or to set an edited time.

CPU modules have a hardware clock.
TIM modules have a software clock in the operating system of the module.

Operator activities

7.3.3

7.3.3.1

1. Select a subscriber in the SINAUT subscriber list of the open project or in Accessible
Nodes.

2. Open the dialog by selecting the STEP 7 Diagnostics / Set Time of Day menu.

3. To set the module time manually, click in the date or time display with the mouse, change
the data and/or time using the keyboard and confirm by clicking the App/y button
or or select the Apply from PG/PC option in the Module time field and confirm by clicking
the Apply button.

SINAUT diagnostics

TIM Diagnostics

Description of the functions

254

The T7/M Diagnostics function provides various diagnostic data of a TIM module. This is
displayed in the following tabs:

o  Memory tab:
Information on memory and disk configuration

® Message buffertab:
Information on the buffer areas of an Ethernet TIM for messages

® Communication tab:
Displays the installed communication drivers on the various interfaces of the TIM

TIM DNP3
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Time synchronization tab:
Status of the time-of-day synchronization on the interfaces of the TIM

Time tab:
Information on the system clock of the TIM

Filesystem tab:
Displays all the files in the flash file system or on the RAM disk of the TIM

Select a subscriber in the SINAUT subscriber list of the open project or in Accessible
Nodes.

Open the dialog by selecting the SINAUT / TIM Diagnostics menu.

3. Select the individual tabs with the mouse.

4. To display the interface-specific diagnostic data in the Communication and Time

Memory tab

Synchronization tabs, select the name of an interface. The information on the relevant
interface is displayed in the fields in the lower part of the two tabs.

— In the Communication tab: Select an interface in the Communication drivers list box.

— Inthe Time Synchronization tab: Select an interface in the Communication interfaces
for time synchronization list box

The Memory tab displays current diagnostic data on the memory configuration on the TIM:

Message buffer tab

In the Memory configuration field:
— Static flash EPROM

— Dynamic flash EPROM

- RAM

— Available RAM: Size of the free storage space available to the drivers on the TIM for
dynamic data.

— Memory overflow: If the free RAM is no longer adequate, a checkmark appears in the
Memory overflow check box.

— Message memory: Size of the memory for data messages that can be stored
— Size of a memory block that is reserved for a DNP3 event.

— Number of stored events

In the Disc configuration field:

Storage space, used and free storage capacity of the flash or RAM disk.

The tab displays the current diagnostic data on the size and utilization of the buffer areas for
messages on the selected TIM module.

TIM DNP3
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With TD7onTIM-compliant TIM modules, the message buffer contains the buffer area for
data messages, divided up according to destination subscribers (destination subscriber
buffer)

The Message buffer diagnostic function analyzes the buffer areas of the destination
subscribers in which the DNP3 events are stored.

The Total output box provides the following information:

Size (blocks).

Total size of the message buffer. The value indicates the total number of storable DNP3
events. This is calculated from the total size of the message memory set for the TIM and
the byte size of a memory block. The parameter assignment is made in the network
configuration in NMefProin the Properties dialog, Options tab, Global message memory
field.

Free (blocks):

Free area of the message buffer. The value indicates the number of free memory blocks.
Free (%)

Free area of the message buffer as a percentage

Image blocks.
Number of events stored in the message memory of the TIM.

The Buffers box shows the currently stored events for the various communication partners
with the following information:

fronm.
DNP3 subscriber number of the TIM module

fo:
Subscriber number of the DNP3 master station

no. of messages.
Number of stored events for the relevant TIM module and DNP3 master station

If a message buffer is selected on the left with the mouse in the Buffers field, the following
detailed information is displayed in the Buffer info list:

fronm.
DNP3 subscriber number of the TIM module

fo:
Subscriber number of the DNP3 master station

Type:
— = 2: Buffer for organizational messages and handshake messages

no. of messages.
Total number of stored events for the TIM module named above and DNP3 master
station

no. of uncond. messages:.
Number of stored messages to be sent unconditionally and spontaneously (not relevant
for DNP3).
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® no. of prio. messages.
Number of stored messages to be sent with high priority (not relevant for DNP3).

e Slatus:
The status is a hexadecimal value that codes the buffer information following it into
binary.

® forced image mode:
If events are not sent unsolicited, all events are processed in forced image mode

® Jala brake:
The sending of messages to the remote partner is currently disabled either because the
remote partner is unavailable or there is a lack of memory on the remote partner (not
relevant for DNP3).

® blocked:
Reserved for future functions. Nothing is currently displayed.

® Qverflow warning:
If more than 90% of the event buffer is occupied, an overflow warning is set.

* XGA:
Reserved for future functions. Nothing is currently displayed.

® uncond. messages:
Reserved for future functions. Nothing is currently displayed.

Communication tab

The Communication tab displays information on the status of communication of the TIM with
information on interfaces, drivers (available/not available) and baud rate. The data is
displayed in the lower part of the dialog when you select one of the communication
interfaces.

Time Synchronization tab

The 7ime Synchronization tab displays information on the time synchronization on the
various interfaces of the TIM with information on the interface, synchronization and status of
time synchronization. The information is displayed in the lower part of the dialog when you
select one of the communication interfaces.

Time tab

The 7ime tab displays the data and current module time of the TIM on the left in the Current
time area.

On the right in the Clock status area, information on the validity of the time, daylight
saving/standard time and the changeover from daylight saving to standard time is displayed.
If the " Time is valid" option is set, the time was set by one of the connected DNP3 master
stations. The DNP3 protocol uses Greenwich Mean Time or UTC. There is no distinction
between standard and daylight saving time at the protocol level. The "Standard time" entry is
always set.
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Filesysfem tab
The Filesystem town displays all the system data blocks and files of the individual firmware
components installed on the flash file system.
This data is stored on the RAM disc of the module and can be transferred to the connected
programming device using the "File System" dialog.

7.3.3.2 TIM subscriber diagnostics

Description of the functions

The 7IM Subscriber Diagnostics function displays the diagnostic data of the known SINAUT
subscribers of the connected TIM module. The following detailed information is available:

e Selection list of the known subscribers (on the left):
The selection list of the known subscribers is used to select individual subscribers known
to the connected TIM module allowing the information to be displayed in the tabs on the
right. The known subscribers are listed with their subscriber number and subscriber type,
if accessed over a STEP 7 project the name and station is also displayed.

e Statustab:
Information on the availability of the partners, on connections or connection disruptions
and data communication

® Parinertab:
Displays the known partners:

— With CPU modules: Display in the known partners tab of the CPU selected in the list
of known subscribers on the left of the dialog

® Dialing extern (optional):
Dial-up service and command of the connected TIM module

Not relevant for DNP3.

The colored symbols in the selection list of known subscribers indicate the availability of the
individual subscriber and have the following meaning:

Table 7-2  Symbols indicating subscriber availability in subscriber diagnostics

Symbol Status

) Subscriber is available, all connections OK
N
¥ Subscriber is available, at least one connection is disrupted
o W
o
Subscriber is not available

4 X
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1. Select a TIM module in the SINAUT subscriber list of the open project or in Accessible
Nodes.

2. Open the dialog by selecting the SINAUT / TIM Subscriber Diagnostics menu.

3. Select a subscriber in the selection list of the known subscribers on the left in the dialog.

4. To display the information on Stafus or Partner, click on the relevant tab.

Status tab

The Sfatus displays the following information on the subscriber selected on the left in the list
of known subscribers from the perspective of the connected TIM module:

® |nthe Generalfield:

Availability of the known subscriber. Entries indicating problems are highlighted.
Any connection disruptions

Information on gateways to the known subscriber (subscriber local / remote)

® |n the Connection field:

Interface of the connection
Type of connection
Connection enable
Information on polling

Status of data communication

Note
Media redundancy
With connections with redundant media, only one of the two connections is ever

active. As a result, in this dialog one of the two possible connections is displayed as
being not available.

® Inthe Specialfield:
Not relevant for DNP3
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Partnertab

7.3.3.3

The Partnertab displays the following no partners with their subscriber number, name and
station in the List of partners area:

e With CPU modules: Display of the communication partners of the CPU selected in the list

on the left of the dialog.

e With TIM modules: Display of the communication partners of the connected TIM module

selected in the subscriber list prior to opening the dialog.
If different subscribers are selected on the left in the dialog, the same subscribers are
always displayed in the L/st of pariners.

Not relevant for DNP3

TIM diagnostic messages

Description of the functions

With the "TIM Diagnostic Messages" function, extended diagnostic messages are activated
or deactivated at selected levels for various components of the TIM firmware. The extended
diagnostic messages are intended for the Siemens hotline.

The extended diagnostic messages contain detailed information on subfunctions of individual
firmware components and are entered in the diagnostic buffer of the TIM. The extended
diagnostic messages are displayed in hexadecimal format. The display of extended
diagnostic messages can be selected for various firmware components and some functions
(diagnostic areas).

Operator activities

260

1.
2.

Select a subscriber in the SINAUT subscriber list of the open project.

First open the Module Information / Diagnostic Buffer tab by selecting the STEP 7
Diagnostics/ Module Information / Diagnostic Buffer tab and click on the Seffings button.

Make sure that the Update display during operating mode transition option is deselected
(no check mark) at the bottom of the Seftings for Display Diagnostic Buffer dialog and
confirm with OK. You can leave the Module Information dialog open.

Change to the SINAUT diagnostics and service tool and open the 7/M Exfended
Diagnostics dialog by selecting the SINAUT / TIM Diagnostics menu.

5. Select the required function in the field on the left of the dialog.

Then select the following in the Firmware module and diagnostics level area
— The required firmware component in the Module list box and
— The required level (area) in the Leve/list box.

Confirm your entries by clicking on the Activate button. A dialog Loading opens briefly
and indicates that the activation information for extended diagnostics is being sent to the
module by displaying a progress bar. Once the information has been sent successful, the
Loading and TIM Extended Diagnostics dialogs are closed.

Any diagnostic messages are activated on the selected module and displayed in the
active diagnostic buffer.
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If multiple extended diagnostic messages are activated, you must confirm the activation
of the message output for each individual firmware component and level with Activate.

8. Change back to the Module Information / Diagnostic Buffer tab that is still open and click
on Update, if necessary, several times. Extended diagnostic messages are displayed in
hexadecimal code.

If necessary, save the diagnostic messages as a text file as described for the Module
Information function.

9. To disable the output of extended diagnostic messages for an individual level, select the
deactivate selected level option in the T/IM Extended Diagnostics dialog and close the
dialog with the Acfivate button.

10.To disable the output of all extended diagnostic messages for all firmware components
and all levels of the selected subscriber, select the deactivate all extended levels option
in the 7/M Extended Diagnostics dialog and close the dialog with the Activate button.

7.3.3.4 TIM Message Monitor

Description of the functions

The TIM Message Monitor function is used to specify the settings for message monitoring of
a selected TIM and starts the monitoring.

In TIM message monitoring, the messages received and sent by the TIM are recorded. As
soon as the monitoring function is activated, copies of every message are stored in a buffer
created specifically for this function. The messages are read out of the buffer of the TIM and
saved in a monitoring file.

To start to message monitoring, you must set the following:
e the output file in which the recorded messages are saved and
e the stop action for the monitoring, either

— manual for
- continuous sampling (reading out the buffer at 5 second intervals) or
- read data once after stop of monitor,

— fill buffer only once or
— time-limited reading by specifying the elapsed time.

Reading the data once after stopping monitoring is set if the messages are to be monitored
following any intervention, for example turning off the TIM.

If the message buffer of the TIM is read once without any time limitation, the entire saved
SINAUT data traffic of the relevant TIM is read out. With the fixed buffer size of the TIM, this
involves 400 messages.

Monitoring is always started manually in the 7/M Message Monitor dialog. When monitoring
is started, the 7/M Message Monitor progress bar is displayed and the group error LED of
the TIM flashes while monitoring is active.

If the manual stop option is selected, monitoring is also stopped in the 7/M Message Monitor
progress bar.
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Operator activities

7.3.3.5

1.
2.

Select a subscriber in the SINAUT subscriber list of the open project.

Open the TIM Message Monitor dialog by selecting the SINAUT / TIM Message Monitor
menu.

In the Output file box, enter the name of a file of the type * 7df, in which your recorded
TIM messages will be saved or browse for the directory of the 7dt file in the file tree using
the square button.

. Inthe TIM Message Monitor dialog, in the Monitor stop action area, select one of the

three options for starting message monitoring. If you select manual, you must decide
whether the recorded messages are read by continuous sampling or after stopping
monitoring.

Start monitoring with the Sfart Monitor button. The 7/M Message Monifor progress dialog
opens and displays information on the acquisition mode and the progress of the message
recording over time indicating the elapsed and remaining time. The amount of data read
and data remaining is also displayed.

Click on the End Monijtor button in the 7/M Message Monitfor dialog to stop monitoring
manually.

In the next dialog, decide whether you want to read the monitored messages immediately
(the TIM Message profocol window opens) or whether you want to read the monitored
messages at a later point in time (you return to the SINAUT subscriber list).

Note

You can open and evaluate the TIM message protocol later using the TIM message
protocol (Page 265) function of the diagnostics and service tool.

TD70onTIM diagnostics

Description of the functions

262

Note

The TD7onTIM Diagnostics function is available only for TD7onTIM-compliant TIM modules
on which parameters were set for the 7D70onTIM software (for example TIM 3V-IE DNP3).

TD7onTIM Diagnostics provides information on the status of the data transmission of the
TD7onTIM software of the TIM module selected in the SINAUT subscriber list.

In keeping with the parameter assignment of 7D70onT/M, the diagnostic functions are
displayed for the following objects:

Status of system objects
Status of data objects

Status of the input and output channels
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The dialog displays the following information for the station of the selected TIM module:
® The path of the TIM in the project

® The subscriber no. of the TIM

® The subscriber no. of the CPU

The lower part of the dialog displays the SINAUT objects and channels with their
parameters:

e 7D7onTIM Configuration:.
This area lists the following directories of the selected TIM as they are successively
expanded:

System objects (blue symbols)

Data objects (yellow symbols)

The cycle time

Send and receive channels

® Properties.
This area displays the following properties of an object selected in the directory tree:

— Parameter name
- Value
— Comment

The Parameter name column lists the individual parameters with colored symbols indicating
the following status:

- Blue symbols: Configured data

- Red symbols: Online data

The cycle time is displayed in the 7D7onTIM Configuration box below the last data object.
This is the current time of a sampling cycle in which TD7onTIM samples the work memory of
its local CPU. If you click on the cycle time, the corresponding value is displayed in the
Properties area.

Operator activities
1. Select a TD7onTIM-compliant module in the SINAUT subscriber list of the open project.

2. Open the dialog by selecting the SINAUT / TD7onTIM Diagnostics menu. The dialog
opens.

3. Expand the directory tree in the 7D70onTIM Configuration area.

4. Select a SINAUT object or a send or receive channel in the opened directory tree. The
relevant parameters are displayed in the Properties area.
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7.3.3.6 SDB Viewer

Description of the functions

The SDB Viewerfunction lists the content of the system data blocks (SDBs) of a previously
selected CPU or TIM module.

For TIM modules, the following SDB classes can be selected for display:

e SDBO

e WAN data

® Subscriber data

e Connection data

® AN connections

e TD70onTIM data (only TIM modules on which parameters have been set for TD7onTIM)
e Ethernet data (only TIM modules that are connected to Ethernet)

® Routing data

e Connection data (PBC)

Apart from SDBO, the representation of the SDB data for the TIM modules is in plain text (as
default), you can, however, change to hexadecimal display. The CPU DBs are always
displayed in hexadecimal and the corresponding button cannot be deactivated here.

When accessing the subscriber using the SINAUT subscriber list, you have the option of
displaying the system data blocks from the module (on/ine) or from the project (offline).
There may be differences between online and offline access.

The content of all system data blocks can be saved as a text file.

Operator activities

1. Select a subscriber in the SINAUT subscriber list of the open project or in Accessible
Nodes.

2. Open the SDB Viewer dialog by selecting the SINAUT / SDB Viewer menu.

3. To access data online on the connected module (instead of the project data), deselect the
offline option on the right to the dialog. The data display is updated immediately with the
current module data.

4. Select the required system block class (SDB0, WAN data etc.) in the Sysfem data blocks
list box.

5. Click on the Save button to save the content of all system data blocks as a text file.
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7.3.4 Message protocol diagnostics

Introduction

To read out messages, SINAUT DNP3 provides you with the option of recording and
archiving transferred messages on the TIM as a storable TIM message log.

the TIM message log (protocol) is used to record messages received and sent by a TIM
module.

The message protocols are displayed in a message list in the form of a table.

Note

The functions of message protocol diagnostics are used only for the analysis of already
stored message protocols.

TIM message logging is activated as follows:
¢ In the "TIM Message Monitor" function of the SINAUT diagnostics and service tool

7.3.4.1 TIM message protocol

Description of the functions

The recording of the TIM messages is started with the 7/M Message Monitor of the SINAUT
diagnostics and service tool. The messages received and sent by the routing server of the
TIM are recorded.

The 7/IM message protocol function is used only to open a TIM message protocol for
subsequent evaluation.

Operator activities

1. Open the TIM message protocol by selecting the Project / TIM Message Profoco/ menu.
The Open dialog is displayed.

2. In the file tree, select the directory and the 7DT file of the required TIM message protocol
and confirm with the Open button. The TIM message protocol is opened in a separate
window.

Note

You activate and deactivate recording of the TIM message protocol and specify the name
and storage location of the message protocol file using the 7/M Message Monitor function
of the diagnostics and service tool.
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7.3.4.2

Diagnostics of the TIM message protocol

Structure of the TIM message protocol

The upper part of the 7/M message protocol dialog summarizes the following information:
- Total number of messages,

- Number of messages shown,

- Source and path of the protocol file

Below this, there is the list of TIM messages, that has nine columns as default and provides
the following information on every message:

- A symbol for incoming and outgoing messages

- Message number

- Source: number of the open message protocols in ascending order
- msec: (No entry for DNP3)

- Block: Number of the message block

- Subscriber number of message source and destination

- Object number (no entry for DNP3)

- Index no.: (no entry for DNP3

)- Organizational information (no entry for DNP3

)- User data

The net data is output in hexadecimal code.
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5 1 5 120> 130 8% 26 d1 c203 0c 01 28 07 00 071 00 03 01 64 000000 De 4c 64
ﬂlE 1 E 130120 F4diebe2 8100000z 01 2801 0007 000301 6400 146 001
-ﬂ? 1 7 1200-» 130 83 a6 d2e3040e01 2801 0007 000301 6400000052 4c 64
fes 1 8 130120 74dF 73810000 0c 01 28 01 00 01 00 03 01 64 00 80 de OC
e 9 120130 B 57 d3 o4 01 3¢ 02 06 3¢ 03 06 3c 04 06 02 0006 21 43 (0.6
10 1 1m0 130120 2344 cBcd 8100000z 02000021 0 000701 07107 0236007
afl 11 1 11 120130 55 3cdd o503 29 02 28 01 00 01 00 00 00 00 ¢7 61 ID.EEIFﬁ-ill
‘| | »

Image 7-3 The 7TIM Message Profocol dialog

Functions of the TIM message protocol

266

Further functions are available with the right mouse button in a context menu. These can be
grouped as follows:

® Presentation of the messages

e Details (of the message content)

TIM DNP3
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e Statistics
e Filter functions

e Exporting protocol files

Working with the message list

After opening the 7/IM message profocol with the Project / TIM Message Profoco/ menu, the
following options are available in the open dialog:

1. If you click on the header of any column, the message list will be sorted according to this
criterion instead of the consecutive number.

2. Right-click (cursor within the protocol window) to activate further functions. A context
menu opens with other functions.

3. Select the required function with the left mouse button in the context menu. Each function
opens a dialog.

Presentation of the messages

Details

TIM DNP3

Add new columns

With this function, you can add extra columns in the TIM message list with further message
information.

After starting the Add New Columns function, the Add Column dialog opens in which you can
select the properties with the mouse. The selected message properties are displayed as
additional columns in the message list.

Delete additional columns

This function deletes all previously added columns. No further dialog is displayed.

The Details function provides you with detailed information on the content of the individual
messages.

To open the Details dialog, you must first select a message. As an alternative to using the
right mouse button, the Defails dialog can also be opened by double-clicking on a message
in the list.

In the upper part of the Defails dialog, you can see the path of the protocol file and five tabs
containing further information.
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To page to other messages within the Defails dialog, click on the <<or >>button. In each
tab, the dialog view switches to the previous or next message.

® The Message Headertab displays a table containing three columns with the following
data from the message header of the selected message:

— Variable name or short name of the message

— Value of the individual variables

— Variable name

Details - Message MNo.: 1

=101 x|

Path: T4 Tirnd. 7t

Meszage Header I MHet [ata I TIM Routing Inh:usl Hex I Source/Deztination/Time stampl

Wariable:

| ‘Jalue:| Comment:

| -

@ Length

1

Meszzage length

@ hC 1] bezzage counter [0-7]

@ EC 1] Contral code

@ F5 1] Function selection

@.-‘l'-.E 1] Address extension

DE 0 Direction bit

@ 55T 1] Meszsage fram substation

(EIHP 0 High Pricrity

@.&H"-.-" 1] Standby flag for archive operation

@K 1] Mezzage will not be stored

@F‘ack 1] Fack parameter for ST1 protocol with AE =1 b

@ 57 0 S5¥ meszage / STV message

@ BT 0 Mezzage type

@D 0 Data object dizabled

@ T 0 tezzage with time stamp

@ P 1] Permanent transmission

@ U 1] Unconditional spontaneous transmiszion

AThT 3 I ekt ol sk s 2 _be i, ;I

Cloze | pdate Erint... SEvE... | €4 | > | Help |

Image 7-4 Details dialog, Message Headertab

® The Net Data tab shows the net data of the message.
With the message type 0 and 1 (organizational messages), the data is displayed as plain

text.

with message type 2 and 3 (data messages), the values are displayed.

Note that when analog and counted values are selected, the data in this tab is displayed
as raw values in STEP 7 format and not in DNP3 format.

268
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Details - Message No.: 5 =100 =]

Path: 4 Tirnd. 7t

Mezzage Header MetData I TIM Routing Infnsl Hex I Source/Deztination/Time ztamp I

Digplay mode:

looolool o
10100110
11010001
l10d00alo
Qoooooll
ooooliao
oooooool
ool1olaao
9: 00000001
10: 000aoaao
11: 000000ol b
1Z: 000000aoo
13: 00000011
14: 00000001
15: 01100100
la: 00000000
17: 000a0aoo

(=i B R B O T o I )

Cloze | |l pdate Brint ... Save... | <<| >>| Help |

Image 7-5  Details dialog, Net Data tab
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® The T7/IM Routing Infos tab shows the following:

— Atthe top in the Message area:
- the internal task ID
- the complete message length [bytes]

— Below in the Address infos area:
- the device ID as a number and in plain text (for example MPI bus)
-the CN ID
- the station address

Details - Message No.: 4 ;IEIEI
Path: T4 Tirnd. 7t

Mezzage Headerl Met Data  TIM Routing Infos I Hex I Source/Deztination/Time stampl

Wariable: | W alle: | Conment: |
QL Task ID of arigin 130

@, Length 148

O\ CH-ID 10 Connection identifier
Q 5TA 2

Q@ DevicedD 5 WAN interface 2

9 04 00 05 0a 02 01 00 b& 3£ ..¥........

00z S8d 02 00 94

5

Cloze | pdate Erint ... Save... | <<| >>| Help |

Image 7-6 Details dialog, TIM Routing Infos tab
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® The Hextab shows the following in hexadecimal format:

R=E

Path:

Message Headerl Met Data I TIM Routing Infos  Hex |Suurce;"Destinatiunﬂ"|me stamp I

complete buffer:

In the complete buffer box, the content of the entire message

The 1st block of numbers in each line is the byte number and data begins with the
second block of numbers. Before the net data, there are other blocks of numbers from
the message header, for example the message length etc.

In the net data box, only the net data of the message

The 1st block of numbers in each line is the byte number and the net data begins with
the second block of numbers.

ID:'z_SINAUT ST7 Diagnose und Servicetool\TimMsg_02.06.04. 7dt

000 1e &4 90 15 00 12 00 02 7f£ £f 00 03 ..ceeenunnnn ;I
00c 7£ ££ 00 00 04 08 02 15 04 25 31 21 ..eeunn.. 1!
0ol 0004 OO O3 00O aaaa..

i o

net data:

000 00 04 00 03 00 01 eeaas -]

i o

Close | pdate Erint ... Save ... | <<| :=-:=-| Help |

Image 7-7 Details dialog, Hex tab

® The Source/Destination/Time stamp tab provides information in its three boxes on the
source, and destination and time stamp of the message. The fields provide the following
information:

TIM DNP3

Source: Information on the subscriber number, name, type name, station name, object
number and index number

Destination: Information on the subscriber number, name, type name, station name
and object number

Time stamp: Information on the date, time, status, status info.
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Statistics

272

Details - Message No.: 1 =10 =]

Path: T4 Tirnd. 7t

Meszage Header I Met D ata I TIM Routing Infas I Hex  Source/Destination/Time stamp |

— Sounce — Destination
Subscriber Mo |130 Subzcriber Ma.: -
I ame; I arne;
T ype name: Type name:
Station name: Station name:
Object Mo IEI Object Ha.: IEI
[ndes Mo, IEI
— Time ztamp
Drate: I
Time: I I s

Time status / Statuz infor:

Cloze | pdate | Erint ... | Save... | <<| >>| Help |

Image 7-8 Details dialog, Source/Destination/Time stamp tab

The Statistics function provides a statistical evaluation of the entire message protocol in
terms of numbers, types, and throughput of messages of the subscribers involved are sorted
according to

e All messages
® Data messages
® Organizational messages

With the aid of the statistics, you can, for example recognize particular concentrations of
certain message types with individual subscribers allowing you to decide whether normal or
acceptable message traffic is possible in the particular installation.

TIM DNP3
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The Statistics dialog displays the statistical data of the TIM message protocol in three tabs.
In each tab, the sampling period of message recalling is displayed at the top. The three tabs
of the dialog list the messages as tables sorted according to the following:

® The Counters tab provides information on the total number of messages and the number

of different sent and received message types.

® The Message flowtab provides information on the amount of message traffic per minute.
It shows the total number of messages and the number of different sent and received

message types per minute.

o The Subscribertab displays a table with the number of different message types per
subscriber. With the list box at the top right, you can sort the messages according to

subscriber number or message type.

With message types, only the following are relevant:

— Column C (requested organizational and data messages)

Data messages are included in the organizational messages with DNP3.

— Column D (sent organizational and data messages)

Data messages are included in the organizational messages with DNP3.

=101 x]

Path: 24 Tirnd. 7o

Eu:uuntersl Meszage flow  Subscriber |

Sampling period: IEIEI:EIEI:42 IEI

M .= Spontanecus org messages sent
Sul:usu:ril:uerNu:u.l Tu:utall | I C | ] I | I | |
BEva? 4 00 0 4 0 0 00
%120 BE 0 0O 44 22 0 0 00
%130 BE 0 0O 44 22 0 0 0 0
Cloze pdate Brint ... Save.... Help |

Image 7-9 Stalistics dialog, Subscribertab
Filter functions

Delete list

TIM DNP3
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If you select the Delefe /ist function with the mouse, the TIM messages displayed in the list
view are delefed. This deletion can be reversed. The messages can be inserted in the list
view again using the to functions Selection and Show all messages.

Selection

The Selection function is used to select certain message types to be displayed again after
they were deleted from the list view. Messages can be selected, for example, according to
individual subscribers, direction, message header entries etc. This function allows you to
reduce the number of messages to make the list view clearer.

Show all messages

The Show all messages function insert or messages of the TIM message protocol in the list
view that were previously deleted completely with the Delete /istfunction or selectively with
the Selection function.

Exporting protocol files

Save current list
The Save current list function is used to save the currently open list with all data of the
current list view in a CSV file. The CSV file can then be read in MS EXCEL.

If you activate the function, an input box opens in which you have the option of entering a
comment on the protocol you are saving. This comment is then included in the top rows of
the CS the saved file. You then specify the directory and file name of the CSV file.

Export complete list
The Export complete listfunction is used to save the entire country open list with a//available
data in an MS EXCEL-compatible CSV file.

If you activate the Export complete /istfunction, an input box opens in which you have the
option of entering a comment on the protocol you are saving. This comment is then included
in the top rows of the CS the saved file. You then specify the directory and file name of the
CSV file.

Note

You can open the CSV file created with the Save current list or Export current listfunctions in
MS EXCEL by selecting the File / Open... menu, so that the data from the individual columns
of the list view of the TIM message protocol are shown in separate columns in EXCEL.

If you open the CSV file by double-clicking in the Explorer, the data is shown with separators
but nevertheless in one single column.

TIM DNP3
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7.3.5 Service functions

7.3.51 Download SDB

Description of the functions

The Download SDB function downloads the system data blocks of a TIM module from the
program directory of the SIMATIC Manager to the module. This is the same procedure as
the Download Module function in the SIMATIC Manager.

To activate newly downloaded SDBs on a TIM module, the TIM must be restarted.

Note

When a TIM module is restarted after downloading new SDBs, the connection between the
TIM and other SINAUT partners (SINAUT connections) is terminated. This leads to error
messages on the partners of the TIM module.

When downloading SDBs to TIM modules, you should therefore note the following points:

® Before you transfer the SDBs, you should give the TIM the opportunity of transferring any
messages stored on it.

e After restarting the TIM, the SINAUT connections are established again automatically, the
connection between the PG and the TIM must, however, be activated by the user on the
PG if it is required.

For more detailed information, refer to section Configuration in STEP 7 (Page 77).

Operator activities
1. Select a TIM module in the SINAUT subscriber list of the open project.

2. Start the function by selecting the SINAUT / Download SDB menu. The Open dialog is
displayed.
Follow the instructions in the subsequent dialogs. When necessary, you can cancel the
procedure in these dialogs.

3. After downloading SDBs, the Open message dialog asks you when you want to start the
module again. To activate the downloaded SDBs, you must restart the module.

4. Click on Yes to restart module. A message is displayed indicating that the SDBs were
successfully loaded.

5. Confirm this message by clicking on OK.

TIM DNP3
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7.3.5.2 Loading new firmware

Firmware update

The "Firmware Update" function allows you to load a new firmware version of the firmware
driver package on a TIM module.

Note

You can read out the version of the operating system of a TIM using the "Module
Information" function > "General" tab.

To use this function, the firmware must have been installed on the computer using the setup.
If the firmware is not installed on the PG or is incomplete, a message is displayed.

By clicking the “Update details” button in the Firmware Update dialog, you open the “Update
details” dialog. This displays the firmware version installed on the TIM and the version on
your computer.

After loading, the TIM is automatically reset to activate the new firmware.

The configuration data of the TIM is not affected by loading firmware.

Note

Loading the firmware on the TIM can take several minutes.

Loading the firmware driver package
You can load a new firmware driver package on the TIM module as follows:
® Via the MPI interface of the CPU
On your PG, set the S7-ONLINE interface to “MPI".
® Via the Ethernet interface of the TIM
On your PG, set the S7-ONLINE interface to “Ethernet... TCPIP.Auto”.
Follow these steps:
1. Connect the PG to the device of the station.
2. In the project window of the SINAUT diagnostics and service tool. select the relevant TIM.
3. Select the "SINAUT" > “Firmware update" menu.

After confirming the dialog the loading of the driver package starts on the TIM. This may
take several minutes. During this time do not turn off the power supply and do not unplug
the MPI or Ethernet cable.

After loading the TIM restarts.

TIM DNP3
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Operator activities

Note

Make sure that you select the correct TIM module in your project. The station and module
name must match and the configured module must be of the same type as the module to
which you are downloading.

If this is not the case, a dialog will inform you of this at regular intervals during the update.
The display of this message interrupts the update until the dialog is acknowledged by
clicking on OK.

1. Select the relevant TIM in the SINAUT subscriber list of the open project.

2. Start the function by selecting the SINAUT / Firmware Update menu. The Firmware
Update dialog opens.

3. Click on the Upadate details button if you require a detailed information on the firmware
update. The Update details dialog opens.

4. Click on the Update button in the Firmware Update dialog to start the firmware update.
The following dialog Loading informs you of the current progress of the update.

5. On completion of the firmware update, a dialog appears with a message to this effect.
Confirm the message with OK.

Update details dialog

TIM DNP3

The Update details dialog that can be opened from the Firmware Update dialog displays
detailed information on the firmware update. The function and version of each firmware
component on the TIM module and on the PG is shown and you can see whether the
relevant component is copied, replaced, ignored, or deleted during the firmware update.

The various actions have the following significance:
® copy: The file is copied from the PG to the TIM module.
e replace: The file on the TIM module is replaced by the file on the PG.
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e ignore: The file is not affected by the firmware update.

e delete: There is no newer version for the file. The existing file is no longer required and is
deleted during the firmware update.

x

driver | function | action | dateoffile (PG) | date of file [TIM) |

[ diagnose.exe  diagnostics server replace  21/11/03 07.21.14 15/10/04 11.46.58

[ install. exe install kask replace 04411702 03.25.22 15/10/04 12.14.58

|._D routing.exe routing server replace 20711703 14.38.40 08/10/04 14.11.58

[ uhrzeit. exe time server replace  24/10/03 085222 24/10/031052.22

[ wandrvD.exe WaN dedicated line replace  20/11/03 11.2216 21/10/0415.10.22

[ wandviZ.exe WaN dialup netwark replace  12/11/03 23.31.06 15410/041314.42

) wandrvOd.exe WAN TIM bus ignore e e

) wandrvD3.exe WAN multimaster network ighore 19711703 06.52.08 -

) wandrv0l.exe “WAN spontaneous nebwork  ignore -
[ log.dat ighore
[ sdbsrv.exe SDE server ignore

Help |

Image 7-10  Update details dialog of the Firmware Update function

7.3.5.3 Repair
Description of the functions

The Repairfunction allows you to restore TIM modules with a defective flash disk. The
Firmware Update function is available for loading firmware on a functioning TIM module.

The Repairfunction runs a completely new installation of the firmware on a TIM module.

Note

The Repairfunction should not be used without consulting the offline.

Note

After downloading the firmware, the module is automatically reset to activate the new
firmware.

TIM DNP3
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Requirements

® To use this function, the firmware must have been installed on the computer using the
setup. If the firmware is not installed on the PG or is incomplete, a message is displayed.

e By clicking the /nstallation defails button, you open the Update defails dialog that displays
the firmware version installed on the TIM module and the version on your computer.

® You can read out the required version of the operating system of a TIM using the Module
Information function | Generaltab.

Steps in repairing
Repairing involves the following steps:

e The flash disk of the TIM module is formatted. After formatting, the TIM module runs a
reset.

e This is followed by a default startup.

® Once the wait time for the default startup has elapsed, the firmware version installed on
the computer is downloaded to the TIM.

e Following this, the system data blocks are transferred to the TIM module.

® The module is then reset and resumes operation with its full functionality.

Note
You can download the new firmware via Ethernet or the MPI interface.

If you download the firmware using the MPI interface (TIM as a CP in the S7-300), then
during the new installation of the firmware, the TIM module uses MPI address 3. Make
sure that this address is free on the MPI bus to which the TIM module is connected.

Operator activities

Note

Make sure that you select the correct TIM module in your project. The station and module
name must match and the configured module must be of the same type as the module to
which you are downloading.

If this is not the case, a dialog will inform you of this at regular intervals during the update.
The display of this message interrupts the update until the dialog is acknowledged by
clicking on OK.

1. Make sure that MPI address 3 is either free or is occupied by the module on which you
want to install.

2. Select the TIM you want to repair in the SINAUT subscriber list of the open project.

3. Start the function by selecting the SINAUT / Repair menu and then Complete
reinstallation in the context menu. The Firmware Install dialog opens. The version
installed on the PG is displayed. If the firmware on the PG is incomplete, a message to
this effect is also displayed.

TIM DNP3
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4. Click on the Update details button if you require a detailed information on the firmware
update. The /nstallation details dialog opens.

5. Click on the Start Installation button in the Firmware Install dialog to start the repair. The
following dialog Download informs you of the current progress of the procedure.

6. On completion of the repair, a dialog opens with a message to this effect. Confirm the
message with OK.

Installation deftails dialog

The /nstallation details dialog that can be opened from the Firmware Install dialog displays
detailed information on the repair. For each firmware component, the function and version on
the TIM module and on the PG are shown and you can also see whether the component will
be copied, replaced, ignored or deleted during the repair.

The various actions have the following significance:

® copy: The file is copied from the PG to the TIM module.

e replace: The file on the TIM module is replaced by the file on the PG.
e ignore: The file is not affected by the repair.

e delete: There is no newer version for the file. The existing file is no longer required and is
deleted during the repair.

7.3.6 Messages in the diagnostic buffer of the TIM
7.3.6.1 Introduction
Introduction

In much the same way as on and S7 CPU, a diagnostic buffer is also maintained on the TIM.
The TIM stores its specific diagnostic messages in this buffer. The diagnostic messages of
the TIM module are read out in the same way as those of a CPU.

Note

If there is no text file with the diagnostic texts of the TIM events on the PG with which the
diagnostic buffer is read out, the events are displayed in hexadecimal format.
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7.3.6.2 Diagnostic messages of the TIM

Classification of TIM messages

The TIM uses a reserved area within the event class F, namely Fx60, known as the event ID.
All TIM diagnostics messages start with Fx60 in the hexadecimal representation, where x a
digit is the placeholder for an identifier that allows a global classification of the message:

Table 7-3  Global classification of the TIM diagnostic messages

ID x Resulting event ID Classification

2 F260 Event message, exiting state

3 F360 Event message, entering state

4 F460 Event message, internal error, exiting state

5 F560 Event message, internal error, entering state
8 F860 Event message, external error, exiting state
9 F960 Event message, external error, entering state

The event ID Fx60 is followed by the actual message, the detailed event. This occupies the
numeric range from 0000h to OFFFh. Depending on the message, there may be additional
information under Additional info 1/2/3 or Additional info 4/5.

The diagnostic messages of the TIM in hexadecimal and plain text format

The following table lists all the TIM diagnostic messages in ascending order of the detailed
event in hexadecimal format.

To complete the picture, the corresponding event ID is also listed. The event ID is used only
to classify the message and has no relevance for the order.

Table 7- 4 Diagnostic messages of the TIM

Event ID Detailed Meaning

(hex) event
(hex)
General messages
F560 0001 Entering state: Heap memory overflow.
F460 Exiting state: Heap memory overflow eliminated.

Init task messages

F360 0060 DNP3 installation started.

F560 0061 Error creating the message queue of the INIT task.

F360 0062 Archive was created.

F560 0063 Error installing the DNA interrupt service routine.

F560 0064 Error installing the interrupt service routine for the external interface.

F560 0065 Error installing the interrupt service routine for the internal interface.

F560 0066 Error installing the TIMER interrupt service routine.

F560 0067 Structure of the interface administration could not be entered in the catalog.
TIM DNP3
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Event ID Detailed Meaning
(hex) event
(hex)
F560 0068 Dongle flag not found in catalog.
F560 0069 EXE loader not found in catalog.
F360 006A Internal / external WAN interface: Driver not released.
F560 006B Internal / external WAN interface: Error sending the load job for a driver.
F560 006C Internal / external WAN interface: Error loading the basic task of a driver.
F560 006D Internal / external WAN interface: Error creating the basic task of a driver.
F560 006E Internal / external WAN interface: Error receiving the task ID of a driver.
F560 006F Internal / external WAN interface: Error starting the basic task of a driver.
F560 0070 WAN SDB could not be opened.
F560 0071 WAN SDB could not be found.
F560 0072 Error sending the load job for the clock driver.
F560 0073 Error loading the basic task of the clock driver.
F560 0074 Error creating the basic task of the clock driver.
F560 0075 Error receiving the task ID of the clock driver.
F560 0076 Error starting the basic task of the clock driver.
F560 0077 WAN SDB does not start with the 7/A/ parameter block.
F560 0078 Not enough memory available.
F560 0079 Error creating the global message memory.
F560 007A Error sending the load job for the routing program.
F560 007B Error loading the basic task of the routing program.
F560 007C Error creating the basic task of the routing program.
F560 007D Error receiving the task ID of the routing program.
F560 007E Error creating the main task of the routing program.
F560 007F Routing tables were not created within the specified time.
F560 0080 WAN driver was not installed within the specified time.
F560 0081 Unknown parameter block in WAN SDB.
F360 0082 Startup of module completed.
F560 0083 Flag group unknown.
F360 0084 RAM drive was created.
F560 0085 Error creating RAM drive.
F560 0086 Error in memory analysis in HEAP.
F560 0087 Error installing the clock driver. No message received at end of installation.
F360 0088 Message of the message and HEAP memory initialized on the TIM.
F360 0089 Routing SDB could not be found.
F560 008A Routing SDB could not be opened.
F560 008B Routing SDB starts with incorrect subnet block ID.
F560 008C No memory available for routing function.
F560 008D Incorrect block ID detected in routing SDB.
F560 008E Error sending a job to the LAN task.
F560 008F Installation of the routing function was aborted.
TIM DNP3
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Event ID Detailed Meaning
(hex) event
(hex)

F560 0090 DNP3 installation started.

F360 0091 Wrong TIM firmware loaded.

F560 0092 Installation error in the Start manager

F560 0100 Module startup: Installation error

LAN messages

F560 0101 Installation of the AMPLUS-L emulation aborted.

F560 0103 LAN communication: Error sending a message.

F560 0104 LAN communication: Error receiving a message or |ID unknown.

F360 0105 LAN communication: Unknown job.

F360 0106 LAN communication: Connection could not be entered in routing table.

F360 0107 LAN communication: Connection could not be deleted in routing table.

F560 0108 LAN communication: Error in a connection SDB.

F360 0109 LAN communication: No resources available for connection.

F560 010A LAN communication: PBC connection could not be established. Reference number unknown.

F560 010B LAN communication: PBC connection could not be established. Reference number unknown.

F360 010C Entering state: LAN communication: Connection down.

F260 Exiting state: LAN communication: Connection OK.

F560 010D Entering state: LAN communication: Threat of send queue overflow for a connection.

F460 Exiting state: LAN communication: Threatening send queue overflow for a connection elimi-
nated.

F560 010E Entering state: LAN communication: Send queue overflow for a connection.

F460 Exiting state: LAN communication: Send queue overflow for a connection eliminated.

F560 010F Entering state: Disruption of MPI/party line interface (SPC/2) detected.

F460 Exiting state: Disruption of MPl/party line interface (SPC/2) eliminated.

F560 0110 LAN communication: Error reading the LAN SDB.

F560 0111 LAN communication: Error occurred during PBC send.

F560 0112 LAN communication: Error in SDBO - bad MPI parameter.

F560 0113 LAN communication: A negative acknowledgment was sent.
Byte 6 of the message codes the error class (ERRCLS) and byte 7 codes the error code
(ERRCOD). For the meaning of ERRCLS and ERRCOD, see section Meaning of ERRCLS
and ERRCOD (Page 296).

F560 0114 No Ethernet SDB.

F560 0115 Ethernet SDB could not be opened.

F560 0116 Ethernet SDB with bad block ID received.

F560 0117 Error creating a socket.

F560 0118 Error linking a socket.

F560 0119 Invalid socket.

F560 011A Error listening on a socket.

F560 011B Ethernet port: RFC1006 has received a packet whose length exceeds the maximum.

F560 011C Bad RFC1006 PDU header.

F560 011D Undefined PDU received.
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(hex)
F560 011E Bad TCP/IP packet.
F560 011F Error setting a socket.
F560 0120 Error in ACCEPT socket.
F560 0121 TCP/IP connection termination by partner.
F560 0122 TCP/IP reception error.
F560 0123 TCP/IP send error.
F560 0124 TCP/IP connection number invalid.
F560 0125 Error receiving a CR-PDU.
F560 0126 lllegal access over TCP/IP.
F560 0127 Invalid PDU length.
F560 0128 KEEPALIVE expired.
F560 0129 Entering state: Connection information: Ethernet port problem.
F460 Exiting state: Connection information: Ethernet port OK.
F560 012A Error in socket CONNECT job.
F560 012B Error receiving a CC-PDU.
F560 012C Unknown error code.
F560 012D Maximum number of S7 connections exceeded.

WAN messages

F560 0300 Internal / external WAN interface: Installation of the WAN driver was aborted.

F360 0301 Internal / external WAN interface: WAN driver is installed.

F360 0302 Internal / external WAN interface: Connection to a subscriber established (incoming call; sub-

scriber number identified).

F560 0303 Bad organizational message from routing task.

F360 0304 Entering state: Internal / external WAN interface: Send buffer changed over to image.

F260 Exiting state: Internal / external WAN interface: Send buffer changed back from image.

F360 0305 Entering state: Internal / external WAN interface: Send buffer overflow occurred.

F260 Exiting state: Internal / external WAN interface: Send buffer overflow eliminated.

F960 0306 Bad message: max. number of destination subscribers exceeded.

F960 0307 Bad message: Unknown source subscriber number.

F960 0308 Bad message: S7 PDU not with AE ID = 2.

F960 0309 Entering state: Internal / external WAN interface: CTS disturbance occurred on modem.
F860 Exiting state: Internal / external WAN interface: CTS disturbance eliminated on modem.
F560 030A Entering state: Internal / external WAN interface: USART error occurred.

F460 Exiting state: Internal / external WAN interface: USART error eliminated.

F360 030B Entering state: Subscriber failed.

F260 Exiting state: Subscriber OK.

F360 030C Entering state: Internal / external WAN interface: WAN driver disabled.

F260 Exiting state: Internal / external WAN interface: WAN driver enabled.

F360 030D Entering state: Internal / external WAN interface: Subscriber call disabled.

F260 Exiting state: Internal / external WAN interface: Subscriber call enabled.

F360 030E Entering state: Internal / external WAN interface: Subscriber call in subcycle.
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(hex)

F260 Exiting state: Internal / external WAN interface: Subscriber call in main cycle.

F360 030F Entering state: Internal / external WAN interface: Permanent call to a subscriber enabled.

F260 Exiting state: Internal / external WAN interface: Permanent call to a subscriber ended.

F360 0310 Entering state: Internal / external WAN interface: Lack of resources on a subscriber.

F260 Exiting state: Internal / external WAN interface: Lack of resources on a subscriber eliminated.

F360 0311 Entering state: Internal / external WAN interface: Alternative path changeover on.

F260 Exiting state: Internal / external WAN interface: Alternative path changeover off.

F560 0312 Internal / external WAN interface: No message memory available for new image element.

F560 0313 Internal / external WAN interface: Image element too large for image memory.

F560 0314 Internal / external WAN interface: Set number of subscribers exceeded in image.

F560 0316 Internal / external WAN interface: 'List of Active Stations' (LAS) not available.

F560 0317 Internal / external WAN interface: Error receiving a message.

F560 0318 Internal / external WAN interface: Error enabling message memory.

F560 0319 Entering state: Internal / external WAN interface: Communication with AMPLUS-L task dis-
rupted.

F460 Exiting state: Internal / external WAN interface: Communication with AMPLUS-L task OK.

F560 031A Entering state: Internal / external WAN interface: Communication with clock driver disrupted.

F460 Exiting state: Internal / external WAN interface: Communication with clock driver OK.

F560 031B Entering state: Internal / external WAN interface: Communication with routing task disrupted.

F460 Exiting state: Internal / external WAN interface: Communication with routing task OK.

F560 031C Internal / external WAN interface: Modem command invalid.

F560 031D Internal / external WAN interface: Invalid dialing string or bad call number transferred to mo-
dem when calling a subscriber.

F960 031E Internal / external WAN interface: Incorrect handshake PDU received from a subscriber.

F360 031F Internal / external WAN interface: Own telephone connection occupied.

F960 0320 Internal / external WAN interface: Modem not replying.

F960 0321 Internal / external WAN interface: Access to called subscriber not permitted.

F960 0322 Internal / external WAN interface: No answer tone received from modem of called subscriber.

F960 0323 Internal / external WAN interface: Called subscriber is not operational.

F960 0324 Internal / external WAN interface: Modem of called subscriber has no power.

F960 0325 Internal / external WAN interface: Telephone line is disrupted.

F360 0326 Internal / external WAN interface: Supervision time exceeded. Repetition starting.

F360 0327 Internal / external WAN interface: All attempts to dial a subscriber were executed. No connec-
tion was established.

F360 0328 Entering state: Internal / external WAN interface: Telephone number list with telephone num-
ber(s) of a subscriber deactivated.

F260 Exiting state: Internal / external WAN interface: Telephone number list with telephone num-
ber(s) of a subscriber activated.

F560 0329 Internal / external WAN interface: Telephone number list with telephone number(s) of a sub-
scriber is invalid or disrupted.

F360 032A Internal / external WAN interface: Telephone number of a subscriber temporarily disabled.

F360 032B Internal / external WAN interface: Telephone number of a subscriber was changed.
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F560 032C Internal / external WAN interface: STA number not found in telephone number list.

F360 032D Entering state: Internal / external WAN interface: Permanent connection established to a
subscriber.

F260 Exiting state: Internal / external WAN interface: Permanent connection to a subscriber was
terminated.

F360 032E Entering state: Internal / external WAN interface: Permanent connection to a subscriber was
registered.

F260 Exiting state: Internal / external WAN interface: Permanent connection to a subscriber was
deregistered.

F560 032F Internal / external WAN interface: Permanent connection to a subscriber was aborted.

F360 0330 Entering state: Internal / external WAN interface: Incoming call disabled.

F260 Exiting state: Internal / external WAN interface: Incoming call enabled.

F360 0331 Internal / external WAN interface: Establishing connection to a subscriber.

F360 0332 Internal / external WAN interface: Connection to a subscriber established (outgoing call).

F360 0333 Internal / external WAN interface: Connection to a subscriber established (incoming call; sub-
scriber number not yet identified).

F360 0334 Internal / external WAN interface: Connection to a subscriber was terminated.

F560 0335 Internal / external WAN interface: Connection to a subscriber was aborted.

F360 0336 Internal / external WAN interface: Connection to a subscriber is already terminated.

F360 0337 Internal / external WAN interface: Supervision time exceeded. No repetition.

F360 0338 Internal / external WAN interface: Send buffer was deleted.

F360 0339 Internal / external WAN interface: Image memory and send buffer were deleted.

F360 033A Internal / external WAN interface: No telephone number in modem memory.

F960 033B Internal / external WAN interface: PDU received with unknown STA number.

F360 033C Entering state: Internal / external WAN interface: Driver redundancy - memory management
switched over.

F260 Exiting state: Internal / external WAN interface: Driver redundancy - memory management
switched back.

F560 033D Internal / external WAN interface: Incorrect service request to pager (SMS).

F360 033E Internal / external WAN interface: No entries in the send queue.

F560 033F Internal / external WAN interface: Unknown message type.

F560 0340 Internal / external WAN interface: Communication with WAN driver disrupted.

F360 0341 Internal / external WAN interface: Incoming call (RING).

F960 0342 Internal / external WAN interface: No connection with incoming call.

F960 0343 Internal / external WAN interface: Call or connection abort.

F960 0344 Internal / external WAN interface: No carrier frequency detected on partner.

F360 0345 Entering state: Internal / external WAN interface: Further dialing attempts were made in the
background to a disturbed subscriber.

F260 Exiting state: Internal / external WAN interface: Subscriber is available again. Dialing attempts
in the background will be stopped.

F960 0346 Internal / external WAN interface: Incorrect PIN number transferred to GSM module.

F960 0348 Internal / external WAN interface: Error occurred in GSM module.

F960 0349 Internal / external WAN interface: GSM module not responding or not available.

TIM DNP3
286 System Manual, 12/2015, C79000-G8976-C253-04



Diagnostics and upkeep

7.3 SINAUT diagnostics and service tool

Event ID Detailed Meaning
(hex) event
(hex)

F960 034A Internal / external WAN interface: SMS server of the TIM has received an unknown message.

F960 034C Internal / external WAN interface: Short message (SMS) acknowledgment received from an
unknown mobile subscriber.

F360 034E Internal / external WAN interface: Incoming call detected. Incoming calls are disabled.

F360 034F Internal / external WAN interface: Incoming call detected. DTR signal was activated.

F360 0350 Internal / external WAN interface: SMS server of the TIM was installed and started.

F360 0351 Internal / external WAN interface: SMS status, global status request/deletion.

F360 0352 Internal / external WAN interface: SMS status, single status request/deletion.

F360 0353 Internal / external WAN interface: Spontaneous SMS status message.

F960 0354 Internal / external WAN interface: Short message (SMS) acknowledgment incorrect. Format
or ID no. unknown.

F560 0355 Internal / external WAN interface: No send buffer could be made available for sending a short
message (SMS).

F960 0356 Internal / external WAN interface: The GSM module expects the PUC number.

F960 0357 Internal / external WAN interface: Telephone number of the SMS recipient could not be found.

F360 0358 Internal / external WAN interface: The GSM signal strength is xx dBm.

F360 0359 Subscribers cannot be blocked.

F360 035A Internal / external WAN interface: GSM module detects wrong service ID.

F360 035B Internal / external WAN interface: GSM module ready to receive.

F360 035C Internal / external WAN interface: The switchover to the image method for blocked messages
was forced.

F360 035D Internal / external WAN interface: Threat of forced switchover to image method.

F360 035E Internal / external WAN interface: Threat of forced switchover to image method.

F360 035F Internal / external WAN interface: Permanent connection already active.

F360 0360 Internal / external WAN interface: Maximum number of messages exceeded.

F360 0361 Entering state: Internal / external WAN interface: The data brake for the connection to a sub-
scriber was enabled.

F260 Exiting state: Internal / external WAN interface: The data brake for the connection to a sub-
scriber was disabled.

F960 0362 Internal / external WAN interface: After transferring the PIN to the GSM module, no network

contact could be established.

Messages with the detailed events 0400 ff. can be found in the section DNP3-specific diagnostics messages of the TIM

(Page 293).

Messages from the routing task

F560 0500 Installation of the routing program aborted.
F560 0501 Internal / external WAN interface: Receive task of the WAN driver unknown.
F560 0502 Receive task of the clock driver unknown.
F560 0503 Read time function unknown.
F560 0504 Receive task of the LAN task unknown.
F560 0505 Partner table unknown.
F560 0506 Error occurred receiving a message.
F560 0507 Unknown PDU received.
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F560 0508 PDU with bad address received. Destination subscriber number not found.
F560 0509 No WAN driver available.
F560 050B Error enabling heap memory.
F560 050C Installation of the routing program ended. All routing tables available.
F560 050D Error occurred sending a message.
F560 050E No resources for creating the destination address table.
F560 050F Destination address table not created.
F560 0510 No resources for PDU copy.
F560 0511 No resources for copy of partner table.
F360 0512 Entering state: Internal / external WAN interface: Redundancy function activated.
F260 Exiting state: Internal / external WAN interface: Redundancy function deactivated.
F960 0513 Message with incorrect block length received or block length is zero.
F560 0514 Max. number of messages exceeded.
F560 0515 Error in time-of-day synchronization over LAN.
F560 0516 MesA - Error sending a message.
F560 0517 The partner table/substitute table of a subscriber does not exist.
F560 0518 Error releasing memory.
F560 0519 Error in the MesA memory management
F560 051A Entering state: MesA - Start of indication of a message memory overflow.
F460 Exiting state: MesA - End of indication of a message memory overflow.
F560 051B Entering state: MesA - Start of indication of a message memory overflow.
F460 Exiting state: MesA - End of indication of a message memory overflow.
F560 051C Message memory overflow occurred.
F560 051D Entering state: Start of indication of a message buffer overflow.
F460 Exiting state: End of indication of a message buffer overflow.
F560 051E Entering state: Overflow of message buffer active.
F460 Exiting state: Overflow of message buffer deactivated.
F560 051F Buffer with messages was deleted.
F560 0520 MesA - Error in the dynamic assignment table.
F560 0521 MesA - WAN/LAN router: Error sending messages.
F560 0522 MesA could not send the acknowledgment for an org. 262 PDU to SubA.
F560 0523 MesA - WAN/LAN router; error sending over WAN/LAN driver.
F560 0524 Installation error occurred in the MesA.
F560 0530 MesA - System error occurred.
F560 0531 MesA - Error in the request for an Org4/14 message.
F560 0532 MesA - Unknown control command received.
F560 0533 MesA - Error in MesA system status list query.
F560 0534 MesA: Bad PDU detected.

Messages from clock driver

F560 0620

Installation of clock driver aborted.
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F360 0621 for error code = 0: Installation of the clock driver completed
for error code = 1: Installation of clock driver aborted.
F560 0622 Entering state: Time synchronization (master) disturbed.
F460 Exiting state: Time synchronization (master) OK.
F960 0623 Entering state: Time synchronization (slave) disturbed.
F860 Exiting state: Time synchronization (slave) OK.
F560 0624 Error occurred setting the operating system clock.
F560 0625 Error occurred reading the operating system clock.
F360 0626 lllegal setting of the operating system clock by Sef clock PG service. TIM has onboard DCF77
clock.
F360 0627 Unknown message received.
F360 0628 Time synchronization PDU with incorrect ORG number received.
F360 0629 Bad synchronization PDU received from LAN.
F560 062A Entering state: Time synchronization by DCF77 clock disturbed.
F460 Exiting state: Time synchronization by DCF77 clock OK.
F960 062B Entering state: DCF77 clock radio signal disturbed.
F860 Exiting state: DCF77 clock radio signal OK.
F360 062C TIM time OK. Operating system clock set for the first time.
F360 062D Entering state: Changeover to daylight saving time.
F260 Exiting state: Changeover to standard time.
F360 062E Entering state: Notification hour for daylight saving/standard time changeover active.
F260 Exiting state: Notification hour for daylight saving/standard time changeover completed.
F360 0630 Change in synchronization mode.
F360 0631 Daylight saving/standard time changeover performed manually.
F360 0632 Error occurred in manual daylight saving/standard time changeover.
F560 0633 Error occurred starting the synchronization task.
F560 0634 Error occurred starting the control task for synchronization.
F960 0635 Two time masters detected in one network.
F960 0636 Incorrect synchronization mode on MPI. Master mode expected.
F960 0637 No further module exists on MPI bus/party line.
F560 0638 External / internal WAN interface: A subscriber could not be synchronized following restart.
F360 0639 Error detected in time-of-day synchronization.
F360 063A Bad time-of-day message received from DCF77 module.
F360 063B Bad time-of-day message received from DCF77 module.
F360 063C Time jump occurred.
F360 063D Bad time-of-day message received from DCF77 module.
F560 063E Error in synchronization request.

Messages from diagnostic server

F560 0660 Error occurred installing the diagnostic server.
F360 0661 Installation of diagnostic server completed.
F560 0662 Error occurred sending a message.
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F560 0663 Entering state: Error occurred receiving a message.
F460 Exiting state: Error occurred receiving a message.
F560 0664 Entering state: Heap memory overflow.
F460 Exiting state: Heap memory overflow eliminated.
F960 0665 Entering state: Unknown PDU received.
F860 Exiting state: Unknown PDU received.
F560 0666 Incorrect firmware version installed on TIM.
F360 0667 Entering state: All [n] LAN connections are disrupted.
F260 Exiting state: [x] of [n] LAN connections are OK.
F360 0668 Message buffer of TIM records was deleted.
F360 0669 Entering state: DNP3 Message Monitor
F260 Exiting state: DNP3 Message Monitor off
F360 066A Entering state: Extended diagnostics on
F260 Exiting state: Extended diagnostics off
F360 066B Extended diagnostics - modification
F360 066C Error occurred in system status list query.
F560 066D Wrong firmware.

Messages from P bus server

F560 06B0 Installation of P bus server aborted.

F360 06B1 Unknown message received from task.

F560 06B2 Error occurred receiving a message.

F360 06B3 Entering state: Power outage on P bus.

F260 Exiting state: Power supply on P bus OK.

F360 06B4 Entering state: 1/0O disabled by CPU.

F260 Exiting state: 1/0 enabled by CPU.

F560 06B5 Module on P bus not capable of communication.

F960 06B6 Parity error in P bus communication.

F960 06B7 Bit shift error in P bus communication.

F360 06B8 Diagnostic interrupt cannot be sent. Module is not enabled on P bus.
F360 06B9 Diagnostic interrupt cannot be sent. Diagnostic interrupt is not enabled on P bus.
F360 06BA SDBO0 cannot be opened. File overwritten without comparison.

F360 06BB SDBO0 cannot be created.

F360 06BC SDBO0 cannot be written.

F560 06BD BUS3-ASIC could not be initialized.

F360 06BE SDB5 cannot be opened. File overwritten without comparison.

F360 06BF SDB5 cannot be created.

F360 06CO SDBS5 cannot be written.

Messages from the SDB handler

F560 06EO Installation of the SDB handler aborted.
F560 06E1 SDB could not be copied.
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F560 06E2 SDB could not be deleted.
F560 06E3 SDB could not be loaded.
F560 06E4 SDB information of hierarchy 1 not available.
F560 06E5 SDB information of hierarchy 2 not available.
F560 06E6 SDB information of hierarchy 3 not available.
F560 06E7 Error chaining SDBs.
F360 06E8 SDB handler: Unknown job.
F360 06E9 Control instruction unknown.
F560 06EB Error occurred during firmware update.

TD70onTIM messages

F560 0700 Entering state: TD7 installation started.

F460 Exiting state: TD7 installation ready.

F560 0701 Semaphores not created.

F560 0702 Semaphores not created.

F560 0703 Seclntervall task was not started.

F560 0704 TD7_ObjectAdmin task was not started.

F560 0705 The path for SDB files could not be opened.

F560 0706 The TD7 SDB could not be found.

F560 0707 The TD7 SDB could not be opened.

F560 0708 Header with incorrect length of block ID.

F560 0709 TD7-SDB: No TD7 parameters found.

F560 070A TD7-SDB: Block not found.

F560 070B TD7-SDB: T4T_MAINHDR has incorrect length.

F560 070C TD7-SDB: T4T_SUBDATA has incorrect length.

F560 070E TD7-SDB: Unknown format in a destination subscriber block.

F560 0711 TD7-SDB: Number of partner blocks incorrect.

F560 0712 TD7-SDB: Unknown format in a partner block.

F560 0713 TD7-SDB: Unknown channel type.

F560 0715 TD7-Run: Not enough memory for the channel list.

F560 0716 TD7-SDB: Channel block not found.

F560 0717 TD7-Run: Not enough memory for a channel object.

F560 0718 TD7-SDB: The number of data entries is incorrect.

F560 071B TD7-SDB: The number of object entries is incorrect.

F560 071C TD7-Par: Subscriber object for a partner not found.

F560 071D TD7-Par: Unknown partner.

F560 0721 TD7-Par: Invalid scan cycle ID.

F560 0722 TD7-Run: Object not in fast cycle.

F560 0725 TD7-SDB: No objects found in header ID.

F560 0726 TD7-SDB: Unknown format in an object.

F560 0729 TD7-Par: Not enough memory for scan cycle job list.
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F560 072A Basic channel memory assignment error.
F560 072D TD7-Par: Wrong channel data type.
F560 072E Unknown channel type.
F560 0730 TD7-Par: Invalid scan cycle ID.
F560 0731 Memory assignment error creating the object list for the current subscriber.
F560 0732 TD7-SDB: Number of objects does not match the number of objects in the header.
F560 0733 A read job to the CPU was not responded to after 1 ms.
F560 0736 TD7-Com: CPU communication error in object X, channel Y.
F560 0737 TD7-Com: CPU access error for object X, channel Y.
F560 073B Memory assignment error creating the message buffer for a scan cycle.
F560 073D A write job to the CPU was not responded to after 1 ms.
F560 073E TD7-Com: Negative acknowledgment from LAN communication for job from scan cycle.
F560 0742 TD7-Run: Error reading an input trigger.
F560 0744 TD7-Par: Object without channels.
F560 074A TD7-Par: Invalid address with trigger signal.
F560 074B TD7-Par: Invalid address for net data in object X, channel Y.
F560 074C An invalid address was reported for object X in channel Y.
F560 0752 TD7-SDB: Number of subscriber blocks does not match main header entry.
F560 0755 Unknown channel type.
F560 0759 Not enough memory to create the TD7onTIM send job list.
F560 0760 Initialization of TD7onTIM for source subscriber complete.
F560 0761 The general request of a subscriber is incomplete.
F560 0762 Timeout in the general request to a subscriber.
F560 0763 The general request of object X of a destination subscriber is incomplete.
F560 0766 Message with unknown source subscriber.
F560 0767 Unknown start index in received organizational message.
F560 0768 TD7-Run: Received organizational message not accepted due to invalid length.
F560 076C Invalid start index in received data message.
F560 076D TD7-Run: Received data too large for destination object.
F560 076E TD7-Run: Start index of received data message does not match the receive channel of the
destination object.
F560 0773 TD7-Run: Object without partner or channels.
F560 0774 TD7-Run: No destination object found.

Diagnostic messages and activation of the group error LED

292

If an error occurs during startup, the read group LED (SF) of the TIM lights up and a
message to this effect is entered in the diagnostic buffer of the TIM.

If the TIM is installed as a CP in an S7-300 rack, a diagnostic interrupt is sent to the CPU.
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The following table contains a summary of all error messages that caused the group error
LED (SF) to light up.

Table 7-5  Classification of the messages and activation of the group error LED

Error class Detailed event (hex) in the diagnostics message

Internal error 0061

0063, 0064, 0065, 0066, 0067
0069

0078, 0079, 0080

0083

06B0

External error 0320

No parameter assignment 0070
0071
0620
Bad parameter assignment 0077
0081
0110
0112
0300
031C
0500
0620
RAM error 0085
0086

7.3.6.3 DNP3-specific diagnostics messages of the TIM

Diagnostic messages

Below you will find a list of the DNP3-specific diagnostics messages sorted according to the
detailed event:

Event ID | Detailed | Status message Meaning
(hex) event
(hex)
F560 0400 No TD7onTIM configuration exists TD70onTIM configuration data was not transferred to the
module.
F560 0401 Memory error The available RAM memory on the module is exhausted.
F560 0402 Error receiving message Internal error
F560 0403 Amount of diagnostics data to high Diagnostics data relating to message management could
(> 32 767). Diagnostics data of the not be transferred to the diagnostics tool.
event buffer cannot be transferred
F560 0404 Unknown ORG PDU received Internal error
TIM DNP3
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Event ID | Detailed | Status message Meaning
(hex) event
(hex)

F560 0405 DNP3 data output locked No DNP3 communication possible

F360 0405 DNP3 data output released DNP3 communication possible

F560 0406 Unknown control message Internal error

F560 0407 Error releasing memory The available RAM memory on the module is exhausted.

F560 0408 Time-of-day function not available Time-of-day synchronization by DNP3 master station not
possible

F560 0409 WAN SDB cannot be interpreted Inconsistent system data block

F560 040A Error creating a task Internal error

F560 040B WAN driver successfully installed. DNP3 driver loaded

F960 040C Modem does not set CTS signal CTS control signal on the serial interface inactive

F860 040C Modem sets CTS signal again CTS control signal on the serial interface active

F560 040D WAN interface disrupted Serial communication disrupted. Bad data frame, for
example due to incorrect baud rate or invalid parity.

F460 040D WAN interface OK Serial communication is OK again.

F560 040E WAN driver ready for communication WAN driver ready

F560 040F Time synchronization received DNP3 master station has synchronized system time.

F560 0410 Unsolicited event transmission activated | Request to activate of deactivate unsolicited messages

or deactivated

F560 0411 IP connection established Connection to DNP3 master station was established.

F360 0411 IP connection terminated Connection to DNP3 master station was terminated.

F560 0412 Inconsistent routing table Inconsistent configuration

F360 0413 DNP3 connection disrupted Connection to specified master station disrupted

F260 0413 DNP3 connection established Connection to specified master station established

F560 0414 Size of the process image of the inputs | Highest DNP3 indexes of the input values (received from
DNP3 master station) are output.

F560 0415 Size of the process image of the out- Highest DNP3 indexes of the output values (sent to

puts DNP3 master station) are output.

F560 0416 TD7 data cannot be interpreted Internal error

F560 0417 Unknown DNP3 subscriber address DNP3 master station sends unknown address. The re-

received ceived master station and station address are displayed.

F560 0418 Command rejected A command of the DNP3 master station could not be
executed. Object group, variation and type of the com-
mand are displayed.

F560 0419 Command not supported An unknown or unsupported command of the DNP3
master station was received. Object group, variation and
type of the command are displayed.

F560 0420 Installation abort - DNP3 stack has Configuration error

detected an inconsistent parameter
assignment.
TIM DNP3
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Event ID | Detailed | Status message Meaning
(hex) event
(hex)

F560 0421 Message incoming: CPU of the station | Note: The message is formed by a DNP3 master TIM
<DNP3 address> (subscriber number) | when it receives the set internal indication bit "[IN1.6" of
in STOP mode the station.

Message outgoing: CPU of the station
<DNP3 address> (subscriber number)
in RUN mode

F560 0422 Message incoming: Messagequeue With an incoming message: Due to bottlenecks in the
Mesa full - image method active message transmission, there is a changeover from the
Message outgoing: Messagequeue send buffer method to the image method. Values of data
Mesa no longer full — image method points configured as an event are not written to the send
inactive buffer but to the image. If the status remains, the firm-

ware nevertheless attempts to enter intermediate values
of the data points configured as an event in the send
buffer.
With an outgoing message: There is a changeover back
to the send buffer method.

7.3.6.4 MODBUS-specific diagnostics messages of the TIM

Diagnostics messages

Below you will find a list of the MODBUS-specific diagnostics messages sorted according to

the detailed event:

Event ID | Detailed | Status message Meaning / remark
(hex) event
(hex)
F560 0800 Modbus gateway installation error
F360 0801 Modbus gateway installation successful
F560 0802 Error releasing memory
F560 0803 No memory in heap Heap memory overflow
F560 0804 Error when reading or writing to a
MODBUS slave
F560 0805 Error sending a message
F560 0806 Error receiving a message or ID un-
known.
F560 0807 Unknown message type received
F560 0808 Message queue overflow (incoming) Meaning in byte 5 of the diagnostics message:
e 1=LANCOM
e 2 =87 adapter
e 3 = Modbus adapter
TIM DNP3
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Event ID | Detailed | Status message Meaning / remark
(hex) event
(hex)
F460 0808 Message queue overflow (outgoing) Meaning in byte 5 of the diagnostics message:
e 1=LANCOM
e 2 =87 adapter
e 3 = Modbus adapter
F960 0809 CTS error (incoming)
F860 0809 CTS error (outgoing)
F560 080A UART error (incoming)
F460 080A UART error (outgoing)
F360 080B Status change of the MODBUS slave MODBUS slave not accessible
(incoming)
F260 080B Status change of the MODBUS slave MODBUS slave accessible
(outgoing)
F560 080C Negative S7 acknowledgement re- Byte 6 of the message codes the error class (ERRCLS)
ceived (message only incoming) and byte 7 codes the error code (ERRCOD). For the
meaning of ERRCLS and ERRCOD, see Meaning of
ERRCLS and ERRCOD (Page 296).
F560 080D Negative S7 access result received Bytes 6 and 7 of the message code the access result
(message only incoming) (hex) with the following meaning:
e FF =success
e 01 =hardware error
e 02 = temporary lack of resources
e (3 = object access not permitted
e 05 =invalid address
o 06 = type not supported
e (07 = type inconsistent
¢ OA = object does not exist
e OE...EF: Reserved
e FE = data unchanged since last access
7.3.6.5 Meaning of ERRCLS and ERRCOD

Meaning of ERRCLS and ERRCOD in messages 0113 and 080C

Table 7- 6 Meaning of ERRCLS and ERRCOD (hex)
ERRCLS ERRCOD | Meaning
FF 01 The LAN connection via which the frame is to be sent is not established. The message is
deleted.
FF 02 The queue of the LAN connection via which the frame is to be sent has overflowed. The mes-
sage is deleted.
TIM DNP3
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ERRCLS ERRCOD | Meaning

FF 03 Wrong LAN connection: The connection index is higher than the maximum index limit. The
message is deleted.

FF 04 Wrong LAN connection:

e The send channel was not found.

or
e The addressed connection does not exist.
The message is deleted.

FF 05 No memory could be reserved for the send job. The message is deleted.

FF 06 No memory could be reserved for the send job. The message is deleted.

FF 07 No send job exists. The message is deleted.

FF 08 The send job is already being used. The message is deleted.

FF 09 During the LAN connection establishment, there were still messages in the queue. All mes-
sages in the queue will be deleted.

FF 20 Only with TD7onTIM: The message is generated when a read or write job is transferred by
TD70onTIM to the LAN COM and no acknowledgement is received from the CPU within 5
seconds. The job is returned with a negative acknowledgement to TD7onTIM by the LAN
COM.

FF 22 Only with TD7onTIM: The message is generated when a read or write job is transferred by
TD70onTIM to the LAN COM and there is no connection (CR connection) to the local CPU.
The job is returned with a negative acknowledgement to TD7onTIM by the LAN COM.

81 04 Context is not supported:

e Errors in the PDU structure
or
e Service unknown.

83 01 No memory can be reserved to forward the received message. The message is acknowl-
edged negatively to the sender with result code 0x8301.

84 02 The TIM has sent a message and has received a negative acknowledgement from the partner
with result code 0x8402 (remote BRcv block is in the incorrect status). The message is re-
peated.

84 04 A message was received via the LAN but could not be forwarded because there was no re-
ceive job. The message is acknowledged negatively to the sender with result code 0x8404.

84 05 The TIM has sent a message and has received a negative acknowledgement from the partner
with result code 0x8405 (remote BRcv block is DISABLED). The message is repeated.

85 00 lllegal PDU size:

e Received PDU is larger than the negotiated maximum PDU size.
or
e The response does not fit in a PDU of the negotiated maximum PDU size.

87 02 A message with an unknown RID was received. The message is discarded and acknowl-
edged negatively with event code 0x8702.

EO FF Error coding

TIM DNP3
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8.1 Technical specifications of the TIM 3V-IE DNP3

Table 8- 1 Technical specifications of the TIM 3V-IE DNP3

Technical specifications of the TIM 3V-IE DNP3

Article number

6NH7803-3BA00-0AA0

Connection to WAN classic

Number 1

Execution Serial port, 9-pin D-sub male connector
Standard RS-232

Maximum permitted cable length 6m

Transmission speed

9600 ... 38 400 bps

Connection to LAN or IP-based WAN (Industrial Ethernet)

Number 1
Execution RJ-45 jack
Properties 10/100BASE-T, IEEE 802, half duplex/full duplex, autocrossover, autonegotiation,

autosensing

Maximum permitted cable length

10m

Transmission speed

10/ 100 Mbps

Permitted cable lengths (Ethernet) - (Alternative combinations per length range) *

0..55m

Max. 55 m |[E TP Torsion Cable with IE FC RJ45 Plug 180

Max. 45 m |E TP Torsion Cable with IE FC RJ45 + 10 m TP Cord via
IE FC RJ45 Outlet

Max. 85 m IE FC TP Marine/Trailing/Flexible/FRNC/Festoon/Food Cable with
IE FC RJ45 Plug 180

Max. 75 m IE FC TP Marine/Trailing/Flexible/FRNC/Festoon/Food Cable +
10 m TP Cord via IE FC RJ45 Outlet

0..100m

Max. 100 m IE FC TP Standard Cable with IE FC RJ45 Plug 180
Max. 90 m IE FC TP Standard Cable + 10 m TP Cord via |IE FC RJ45 Outlet

Electrical data

External power supply Supply voltage 24 VDC
Permitted range min. 20.4 V, max. 28.8 V
Execution 2-pin plug-in terminal strip
Current consumption From 24 VDC, typical 160 mA
From 24 VDC, maximum 200 mA
From backplane bus 200 mA
Power loss at 24 VDC Typical 58W

TIM DNP3

System Manual, 12/2015, C79000-G8976-C253-04 299



Technical specifications

8.1 Technical specifications of the TIM 3V-1E DNP3

Technical specifications of the TIM 3V-IE DNP3

Permitted ambient conditions

Ambient temperature

During operation with the rack in-
stalled horizontally

0°Cto +60 °C

During operation with the rack in-
stalled vertically

0°Cto+40°C

During storage

-40°C to +70 °C

During transportation

-40 °C to +70 °C

Relative humidity

During operation

< 95 % at 25 °C, no condensation

Operating altitude

During operation

< 2,000 m above sea level at max. 60 °C
ambient temperature

Contaminant concentration

Acc. to ISA-S71.04 severity level G1, G2, G3

Design, dimensions and weight

Module format

Compact module for S7-300, single width

Degree of protection

IP20

Weight

250¢g

Dimensions (W x H x D)

40 x 125 x 120 mm

Installation options

e Installation on a DIN rail

e [nstallation on an S7-300 standard rail

o Wall mounting
e Mounting in a 19" rack
e Switch panel

Product functions *

Configuration

Software for PG

SINAUT configuration software for PG

Storage of TIM configuration data

e oninternal TIM flash memory
e on MMC of the S7-300-CPU

TIM can be operated in the role

e Station
¢ Node station
e Master station

e vyes
e yes
e yes

No. of TIM 3V-IE DNP3 modules per
S7-300

1

Local communication

Via backplane bus with the S7-300
CPU

possible using TD7onTIM

Via backplane bus with other TIMs in
the rack

Not possible

Via MPI interface of the S7-300 CPU
with other CPUs, TIMs, and/or PCs

Not possible

Work memory required on the S7
CPU

TD70onTIM software

Best case, 0 bytes

Data memory on the TIM Battery backed no
Transmission protocol RS-232 Selectable protocols DNP3
Asynchronous character format 10 bits
(DNP3)
Hamming distance d (DNP3) 2
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8.2 Technical specifications of the TIM 4R-IE DNP3

Technical specifications of the TIM 3V-IE DNP3
Transmission protocol Ethernet

Protocol DNP3
Transport protocol e TCP
« UDP
Communication services e DNP3 using S7 communication

e PG communication

* You will find further product characteristics in the section Uses and properties of the TIM
(Page 13).

8.2 Technical specifications of the TIM 4R-IE DNP3

Table 8-2  Technical specifications of the TIM 4R-IE DNP3

Technical specifications of the TIM 4R-IE DNP3

Article number 6NH7803-4BA00-0AA0

Connection to WAN classic

Number 2

Execution Serial port, 9-pin D-sub male connector

Standard (can be changed in the e RS-232

configuration) « RS-485

Maximum permitted cable length ¢ RS-232 e 6m
e RS-485 e 30m

Transmission speed 9600 ... 115 200 bps

Connection to LAN or IP-based WAN (Industrial Ethernet)

Number 2

Execution RJ-45 jack

Properties 10/100BASE-T, IEEE 802, half duplex/full duplex, autocrossover, autonegotiation,

autosensing

Maximum permitted cable length 10m

Permitted cable lengths (Ethernet) - (Alternative combinations per length range) *

0..55m e Max. 55 m IE TP Torsion Cable with IE FC RJ45 Plug 180

e Max. 45 m IE TP Torsion Cable with IE FC RJ45 + 10 m TP Cord via
IE FC RJ45 Outlet

0..85m e Max. 85 m IE FC TP Marine/Trailing/Flexible/FRNC/Festoon/Food Cable with
IE FC RJ45 Plug 180

e Max. 75 m IE FC TP Marine/Trailing/Flexible/FRNC/Festoon/Food Cable +
10 m TP Cord via IE FC RJ45 Qutlet

0..100m e Max. 100 m IE FC TP Standard Cable with IE FC RJ45 Plug 180
e Max. 90 m IE FC TP Standard Cable + 10 m TP Cord via IE FC RJ45 Outlet

TIM DNP3
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8.2 Technical specifications of the TIM 4R-IE DNP3

Technical specifications of the TIM 4R-IE DNP3

Exchangeable media

Slot for exchangeable media

C-PLUG (optional)

Electrical data

External power supply

Supply voltage 24 VDC

Permitted range min. 20.4 V, max. 28.8 V

Execution 2-pin plug-in terminal strip
Current consumption From 24 VDC, typical 150 mA

From 24 VDC, maximum 170 mA

From backplane bus, maximum 200 mA
Power loss at 24 VDC Typical 46 W

Backup battery (optional)

Backup of:

e Message memory
e Hardware clock

Order number

6ES7 971-0BA00

Battery type Lithium battery type Tadiran SL-306, cell type AA
Capacitance 2.3 Ah
Voltage (nominal) 3.6V

Current consumption during backup

typically 100 pA, max. 160 pA

Leakage current

typically 15 pA

Clock

e Hardware clock (real-time clock) e yes
e Backup e yes, with backup battery (optional)

e Deviation per day e max.4s

Permitted ambient conditions

Ambient temperature

During operation with the rack in- 0 °C to +60 °C

stalled horizontally

During operation with the rack in- 0 °C to +40 °C

stalled vertically

During storage -40 °C to +70 °C

During transportation -40 °C to +70 °C

Relative humidity

During operation <95 % at 25 °C, no condensation

Operating altitude

< 2,000 m above sea level at max. 60 °C
ambient temperature

During operation

Contaminant concentration

Acc. to ISA-S71.04 severity level G1, G2, G3

Design, dimensions and weight

Module format

Compact module for S7-300, double width

Degree of protection

1P20

Weight

400 g

Dimensions (W x H x D)

80 x 125 x 120 mm
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8.2 Technical specifications of the TIM 4R-IE DNP3

Technical specifications of the TIM 4R-IE DNP3

Installation options

e [nstallation on a DIN rail

e Installation on an S7-300 standard rail

e Wall mounting
e Mounting in a 19" rack
e Switch panel

Product functions *

Configuration

Software for PG

SINAUT configuration software for PG

Storage of TIM configuration data

e oninternal TIM flash memory
e on TIM in optional C-PLUG

e on MMC of the S7-300-CPU (if TIM
fitted in S7-300)

TIM can be operated in the role

Station

Node station

Master station

e yes
e vyes
e yes

No. of TIM 3V-IE DNP3 modules per
S7-300

Local communication

Via Ethernet interface
e With CPUs, PCs and further TIMs

Possible using S7 communication (for
PCS 7 and TIMs)

Via backplane bus
¢ With local CPU
e With further local TIMs

e Possible using TD7onTIM

e Not possible

When used in an S7-300 controller

Via backplane bus with the S7-300
CPU

Possible using TD7onTIM

Via backplane bus with other TIMs in
the rack

Possible

Via MPI interface of the S7-300 CPU
with other CPUs, TIMs, and/or PCs

Possible using S7 communication (for PCS
7 and TIMs)

Work memory required on the S7
CPU

TD70onTIM software

Best case, 0 bytes

Data memory on the TIM Battery backed yes
Transmission protocols RS-232/RS-  Selectable protocols DNP3
485 Asynchronous character format 10 bits
(DNP3)
Hamming distance d (DNP3) 2
Transmission protocol Ethernet Protocol DNP3
Transport protocol e TCP
e UDP

Communication services

e DNP3 using S7 communication
e PG communication

TIM DNP3
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8.3 Current consumption and power loss

* You will find further product characteristics in the section Uses and properties of the TIM

(Page 13).

8.3 Current consumption and power loss

Introduction

The DNP3 components obtain the current required for operation from an external power
supply. If the communications module TIM 3V-IE DNP3 is installed in an S7-300, it also

draws current over the S7-300 backplane bus.

You require the information on current consumption of the DNP3 components from the
external load power supply and from the backplane bus, for example, to configure the

cabinet for a DNP3 station.

Current consumption and power loss

The following table lists the current consumption and power loss of the DNP3 components

TIM and modem.

Table 8- 3

Current consumption and power loss of the SINAUT DNP3 TIM and modem components

Short module name

Module order no.

Current consumption
from backplane bus

Current consumption
from 24 V load power

Power loss (nominal)

(max.) supply

TIM 3V-IE DNP3 6NH7 803-3BA00-0AA0 200 mA 200 mA 58W
TIM 4R-IE DNP3 6NH7 803-4BA00-0AA0 200 mA 170 mA 46 W
Example

An S7-300 is configured with the following modules:

e 1 power supply PS 307; 2 A

e 1CPU 314

e 2 digital input modules SM 321; DI 16 x 24 VDC

e 1 relay module SM 322; DO 8 x AC 230 V/5 A

e 1 analog input module SM 331; Al 8 x 12 bits

e 1 analog output module SM 332; AO 2 x 12 bits

® 1 communications module

® 1 modem

TIM DNP3
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Calculation of the current and power loss balance

8.3 Current consumption and power loss

The following table contains the power consumption and loss balance for the S7- 300
configuration described above. This current consumption and power loss balance does not
include any actuators connected to the outputs.

Table 8-4  Current consumption and power loss balance
Module Current consumption Current consumption from 24 Power loss
from S7-300 backplane V load power supply
bus
Power supply PS 307; 2 A - - 10W
CPU 314 - 700 mA 8w

2 digital input modules
SM 321; DI 16 x DC 24 V

(2 x 25 mA) = 50 mA

(2 x 25 mA) = 50 mA

2x35W)=7W

1 relay module 40 mA 125 mA 42W
SM 322; DO 8 x AC 230 V/5 A
1 analog input module 60 mA 200 mA 1.3W
SM 331; Al 8 x 12 bits
1 analog output module 60 mA 135 mA 3W
SM 332; AO 2 x 12 bits
1 communications module 200 mA 160 mA 43 W
1 modem 200mA 48 W
Total: 410 mA 1570 mA 426 W
Result
The following results can be derived from the table above:
1. Current consumption from the S7--300 backplane bus:
The current consumption of the signal and TIM modules from the backplane bus amounts
to a total 410 mA. It does not therefore exceed the 1.2 A that the CPU 314 can supply to
the backplane bus.
2. Current consumption from the 24 V load power supply:
The current consumption of the signal, TIM and modem modules from the 24 V load
power supply amounts to approx. 1.6 A. All additional loads must also be taken into
account. Depending on this, you can then select the PS 307 power supply.
Check whether the assumed PS 307 with 2 A output current is adequate for this example.
3. Power loss:
The power loss of the S7-300 configuration amounts to a total of 42.6 W.
The power loss of all the components used in a cabinet (including the S7-300
configuration with 42.6 W) must not exceed the maximum power that the cabinet can
discharge.
Note
When planning the dimensions of the cabinet, make sure that the temperature in the
cabinet does not exceed the permitted maximum of 60°C even when the temperature
outside the cabinet is high.
TIM DNP3
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Approvals issued

Note
Issued approvals on the type plate of the device

The specified approvals apply only when the corresponding mark is printed on the product.
You can check which of the following approvals have been granted for your product by the
markings on the type plate.

Approvals for shipbuilding are not printed on the device type plate.

EC declaration of conformity

C€

TIM DNP3

The device (the TIM modules) meets the requirements and safety objectives of the following
EC directives and it complies with the harmonized European standards (EN) for
programmable logic controllers which are published in the official documentation of the
European Union.

e 94/9/EC (ATEX explosion protection directive)

Directive of the European Parliament and the Council of 23 March 1994 on the
approximation of the laws of the Member States concerning equipment and protective
systems intended for use in potentially explosive atmospheres

e 2004/108/EC (EMC)

EMC directive of the European Parliament and of the Council of December 15, 2004 on
the approximation of the laws of the member states relating to electromagnetic
compatibility.

® 2011/65/EU (RoHS)

Directive of the European Parliament and of the Council of 8 June 2011 on the restriction
of the use of certain hazardous substances in electrical and electronic equipment

The EC Declaration of Conformity is available for all responsible authorities at:

Siemens Aktiengesellschaft
Process Industries and Drives
Process Automation
DE-76181 Karlsruhe
Germany

You will find the EC Declaration of Conformity on the Internet at the following address:

Link: (https://support.industry.siemens.com/cs/ww/en/view/87608462)

> Entry type: "Certificates", certificate type: "EC Declaration of Conformity"
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Approvals

IECEXx

ATEX

308

The device meets the requirements of explosion protection according to IECEXx.
IECEX classification: Ex nA IIC T4 Gc
IECEX certificate: IECEx DEK 14.0086X
The device meets the requirements of the following standards:
e |[EC 60079-0
Hazardous areas - Part 0: Equipment - General requirements
e |EC 60079-15
Explosive atmospheres - Part 15: Equipment protection by type of protection 'n'

You can see the current versions of the standards in the IECEx certificate that you will find
on the Internet at the following address:

Link: (https://support.industry.siemens.com/cs/ww/en/view/109475158)

The conditions must be met for the safe deployment of the product according to the section
Notices on use in hazardous areas according to ATEX / IECEx (Page 65).

You should also note the information in the document "Use of subassemblies/modules in a
Zone 2 Hazardous Area" that you will find on the Internet at the following address:

Link: (https://support.industry.siemens.com/cs/ww/en/view/78381013)

The device meets the requirements of the EC directive 94/9/EC "Equipment and Protective
Devices for Use in Potentially Explosive Atmospheres".

Applied standards:
e EN 60079-0
Hazardous areas - Part 0: Equipment - General requirements
e EN 60079-15
Explosive atmospheres - Part 15: Equipment protection by type of protection 'n'

The current versions of the standards can be seen in the EC Declaration of Conformity, see
above.

ATEX approval: Il 3 G Ex nA lIC T4 Gc
Test number: KEMA 03 ATEX1228 X

The conditions must be met for the safe deployment of the device according to the section
Notices on use in hazardous areas according to ATEX / IECEx (Page 65).

You should also note the information in the document "Use of subassemblies/modules in a
Zone 2 Hazardous Area" that you will find on the Internet at the following address:

Link: (https://support.industry.siemens.com/cs/ww/en/view/78381013)

TIM DNP3
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Approvals

EMC

RoHS

c(UL)us

cus

The device meets the requirements of the EC Directive:2004/108/EEC "Electromagnetic
Compatibility” (EMC directive).

Applied standards:
e EN 61000-6-4

Electromagnetic compatibility (EMC) - Part 6-4: Generic standards - Emission standard
for industrial environments

e EN 61000-6-2

Electromagnetic compatibility (EMC) - Part 6-2: Generic standards - Immunity for
industrial environments

The device meets the requirements of the EU directive 2011/65/EC on the restriction of the
use of certain hazardous substances in electrical and electronic equipment.

Applied standard:
e EN 50581:2012

Applied standards:

e Underwriters Laboratories, Inc.: UL 508 Listed (Industrial Control Equipment)

® Canadian Standards Association: CSA C22.2 No. 142 (Process Control Equipment)
Report / UL file: E85972 (NRAG, NRAG7)

cULus Hazardous (Classified) Locations

CUS

HAZ. LOC.

TIM DNP3

Underwriters Laboratories, Inc.: CULUS Listed 7RA9 IND. CONT. EQ. FOR HAZ. LOC.
Approval for the device

Applied standards:

o ANSIISA 12.12.01

® (CSA C22.2 No. 213-M1987

APPROVED for Use in:

e Cl.1,Div.2,GP.A,B,C,D T4

® Cl.1,Zone 2,GP.IIC T4

Ta: Refer to the temperature information on the type plate of the device

Report / UL file: E223122 (NRAG, NRAG7)

Note the conditions for the safe deployment of the device according to the section Notices on
use in hazardous areas according to UL HazLoc (Page 66).
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FM
Factory Mutual Approval Standard Class Number 3600, 3611, 3810
Class I, Division 2, Group A, B, C, D, T4 or Class |, Zone 2, Group lIC, T4

Ta: Refer to the temperature information on the type plate of the device

APPROVED

Australia - RCM
g The device meets the requirements of the AS/NZS 2064 standards (Class A).

Marking for the customs union
EAC (Eurasian Conformity)
Customs union of Russia, Belarus and Kazakhstan
Declaration of the conformity according to the technical regulations of the customs union

(TR CU)

MSIP AL - For Korea only
Certification Number: MSIP-REM-S49-S7400CP
E@ A= 717|(¥F8 Y& S L7IRHA)

Ol 7|71 YR E(AZ) TAto ME7|7|2 M EHOHK E= AL XM= O] HE FolstAI7]
Ht2tm, 7HY 2|2 X[Ho M Ar8stEZdE SH2 = FfLch

Current approvals

SIMATIC NET products are regularly submitted to the relevant authorities and approval
centers for approvals relating to specific markets and applications.

If you require a list of the current approvals for individual devices, consult your Siemens
contact or check the Internet pages of Siemens Industry Online Support:

Link: (https://support.industry.siemens.com/cs/ww/en/ps/15937/cert)

Overview of the approvals for SIMATIC NET products

You will find an overview of the approvals for SIMATIC NET products including approvals for
shipbuilding on the Internet pages of Siemens Industry Online Support under the following
address:

Link: (https://support.industry.siemens.com/cs/ww/en/view/57337426)

TIM DNP3
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Accessories A

A.1 Router SCALANCE M

Routers for IP-based communication

To connect a TIM to IP-based infrastructure networks, the following routers are available:
e SCALANCE M812

ADSL router for wired IP communication via the Internet,
1 RJ-45 Ethernet interface,

1 digital input, 1 digital output ADSL2T or ADSL+,
security functions

e SCALANCE M816

ADSL router for wired IP communication via the Internet,
1 RJ-45 Ethernet interface with 4-port switch,

1 digital input, 1 digital output ADSL2T or ADSL+
security functions

e SCALANCE M875

UMTS router for wireless IP communication using UMTS mobile wireless HSDPA and
HSUPA;

1 RJ-45 Ethernet interface,

1 mobile wireless interface,

1 digital input, 1 digital output

security functions

Information on the devices can be found on the Internet pages of Siemens Industry Online
Support under the following entry ID:
80046561 (http://support.automation.siemens.com/WW/view/en/80046561)
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A.2 Modems

The following modem variants are available:
® For dedicated line networks:
- MD2

Dedicated line modem

for multipoint connection, can be tapped.
Can also be used as a repeater,

max 19200 bps

® For dial-up networks:
- MD3

Modem for the analog telephone network,
max. 33600 bps.
Can also be used a dedicated line modem for a point to-point connection.

- MD4

ISDN modem
RS-232/RS-485 interface,
max. 64000 bps

(no longer available)

Information on the devices can be found on the Internet pages of Siemens Industry Online
Support under the following entry ID:
89330308 (http://support.automation.siemens.com/WW/view/en/89330308)

These modems can be connected to the serial modem interface of the TIM.

Due to the design, the modems can be installed on an S7-300 standard rail just like the TIM
modules. As an alternative, the modems can also be installed on a 35 mm standard
mounting rail. In this case, an adapter is required that can be ordered separately.

The following figure shows the modem modules with further details (schematic
representation with the covers removed).

TIM DNP3
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A.2 Modems

—— RS232 interface
(9-pin, male)

—— RS485 interface
(9-pin, female)

24V RJ12 Western connector:
WAN access point

G_IK10_XX_30050

Image A-1  Connectors of a SINAUT ST7 modem

Rt

SNMAVENS

=
B
-4
s

Image A-2  Classic SINAUT MD modem

TIM DNP3
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Technical specifications of the MD2 dedicated line modem
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MD2

Interfaces

o Attachment to dedicated line
e RS-232 attachment to DTE
¢ RS-485 attachment to DTE
e Connection to power supply

e RJ-12

e 9-pin D-sub male connector

e 9-pin D-sub female connector
e 4-pin terminal strip

Power supply 24V DC
Current consumption

e From24VDC e 100 mA
Power loss 24 W

Permitted ambient conditions
e Operating temperature
e Transport/storage temperature

e Relative humidity

e 0 °C through +60 °C
e -40 °C through +70 °C
e Max. 95 % at+25 °C

Construction

e Module format

e Dimensions (W x H x D) in mm
e Weight

e Compact module for S7-300, double width
e 80x125x120
e Approx. 300 g

Degree of protection

IP 20

Transmission path

2-wire, 2 x 2-wire or 4-wire,
twisted pair, without loading coils or with few
loading coils

Type of modulation

¢ Frequency shift keying (FSK)

Transmission speeds e 1200 bps
e 2400 bps
e 9600 bps (not for telephone company
leased lines)
e 19,200 bps (not for telephone company
leased lines)
Mode
e With 2-wire or 2 x 2-wire e Half duplex
o With 4-wire e Duplex or half duplex
Transmit level can be set to e 0dB
e -6dB

e -9 dB (for telephone company leased lines)
e -15dB

Receive level

0 to -43 dB

TIM DNP3
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MD2

Terminating resistor can be adjusted

e For 1200 and 2400 bps
e For 9600 and 19,200 bps
e For tapping point

e 600 ohms
e 150 ohms
e > 6 kilohms

Ready to send

e At 1200 bps

e At 2400 bps

e At 9600 and 19,200 bps

e After 7 ms
e After 4 ms
e After 0.5 ms

Lower / upper keying frequency

e At 1200 bps
o At 2400 bps
e At 9600 and 19,200 bps

e 1300 Hz /2100 Hz
e 2400 Hz /3300 Hz
e 20,800 Hz /33,600 Hz

Asynchronous character format 10 or 11 bits
Floating optical relay output

e Max. connected voltage e 60V AC/DC
e Max. permitted permanent current e 400 mA

e Max. Ron e 3ohms
Surge withstand capability

U1.2/50 to DIN VDE 0804

between supply circuit and

e FSKremote line circuits o 25kV

e Optical relay output o 25KkV

Compatible with SINAUT modems

e MD100
e MD124

e At 1200 bps
e At 1200, 2400 and 19,200 bps

Certifications and approvals

EU approval CE 0682 X

Technical specifications of the MD3 analog dial-up modem

MD3

Interfaces

e Attachment to telephone network or dedicated

line

e RS-232 attachment to DTE
e RS-485 attachment to DTE

e Connection to power supply

e RJ-12
e 9-pin D-sub male connector
e 9-pin D-sub female connector

e 4-pin terminal strip

Power supply 24V DC
Current consumption
e From24VDC e 200 mA

TIM DNP3
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MD3

Power loss

4.8W

Permitted ambient conditions
e Operating temperature
e Transport/storage temperature

e Relative humidity

e 0 °C through +60 °C
e -40 °C through +70 °C
e Max. 95 % at+25 °C

Construction

¢ Module format

e Dimensions (W x H x D) in mm
o Weight

e Compact module for S7-300, double width
e 80x125x120
e Approx. 300 g

Degree of protection

IP 20

Transmission path

Analog dial-up telephone network
Dedicated line, 2-wire twisted pair, without load-
ing coils

Available ITU transmission standards in the analog

telephone network

e V.22 1200 bps, duplex

o \/.22bis 2400 bps, duplex

o V.32bis 4800 bps, duplex

e V/.32bis 9600 bps, duplex

o V.32bis 14,400 bps, duplex
e V\/.34bis 19200 bps, duplex
e V.34bis 33,600 bps, duplex

Error correction

V.42 and MNP4

Data compression

V.42bis and MNP5

Modem control

e AT commands
e V.25bis commands

Metering pulse filter can be adjusted to

e 12kHz
e 16kHz

Dialing mode

e Tone dialing
e Pulse dialing

Loop power section

Exists, can be switched in or out

Loudspeaker

Exists, can be switched on or off

Line adjustment

e 600 ohms
e Zr (frequency-dependent)

Transmit level can be set to e -10dB
e -15dB
Asynchronous character format 10 or 11 bits

TIM DNP3
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MD3

Standard dedicated line profile

e 300 bps (direct)

e 1200 bps (direct)

e 2400 bps (direct)

e 9600 bps (direct)

e 19,200 bps (direct)

e 19200 bps (buffered)
e 33,600 bps (buffered)

Compatible with SINAUT modems (as telephone
modem)

e MD125

e MDM2425B DX

e MD3 (hardware version < 4)

e V.22 1200 bps, duplex

o V.22bis 2400 bps, duplex

e V.22bis 2400 bps, duplex

e V.22 1200 bps, duplex

e V.22bis 2400 bps, duplex

o V.32bis 4800 bps, duplex

e V\/.32bis 9600 bps, duplex

o V.32bis 14,400 bps, duplex

Certifications and approvals e Europe
e USA
e Canada
Recommended line quality for telephone company « M1020
leased lines . M1025
Technical specifications of the MD4 ISDN dial-up modem
MD4
Interfaces
e Attachment to ISDN dial-up network or ISDN e RJ-12

dedicated line
e RS-232 attachment to DTE
e RS-485 attachment to DTE

e Connection to power supply

e 9-pin D-sub male connector
e 9-pin D-sub female connector

e 4-pin terminal strip

Power supply 24V DC
Current consumption

e From24V DC e 100 mA
Power loss 24 W
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MD4

Permitted ambient conditions

e Operating temperature e 0 °C through +60 °C

e Transport/storage temperature e -40 °C through +70 °C
¢ Relative humidity e Max. 95 % at+25 °C
Construction

¢ Module format e Compact module for S7-300, double width
e Dimensions (W x H x D) in mm e 80x125x120

o Weight e Approx.300g

Degree of protection IP 20

Transmission path  Digital ISDN network

o |SDN dedicated line, for example the ISDN
dedicated line products of the German Tele-
kom:

— LeasedLink SFV Digital 64S
— LeasedLink SFV Digital 64S2
— LeasedLink SFV Digital TS02

Available standard transmission standards e V.110 1200 bps, duplex
e V.110 2400 bps, duplex
e V.110 9600 bps, duplex
e V.110 19,200 bps, duplex
e X.75 1200 bps, duplex
e X.75 2400 bps, duplex
e X.75 19200 bps, duplex
o X.75 38,400 bps, duplex

Modem control e AT commands

e V.25bis commands

Asynchronous character format 10 or 11 bits

Certifications and approvals Europe

Compatible with SINAUT modems

o LGM64K e V.110 9600 bps, duplex
A.3 Connecting cables

A series of standard connecting cables is available to connect the TIM to a modem or to the
WAN network. Some of these connecting cables are supplied along with the hardware
components. Other cables can be ordered as necessary

TIM DNP3
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Standard connecting cable for the DNP3-TIMs

A.3 Connecting cables

A modem or other transmission device can be connected to the 9-pin connector of the serial
interface of the TIM. The following standard connecting cables are available for connection

to these connectors.

Connecting cables for the DNP3-TIMs

Connecting cables for the serial interface of the TIM

Order no.

Description

lllustration

6NH77701-4AL

Connecting cable for connecting the serial interface of a
DNP3 TIM to one of the SINAUT modems MD2 or MD3
(RS-232).

Also suitable for linking the modems to a SIMATIC point-to-

point CP such as the CP 340, CP 341 or CP 441 with RS-
232 interface.
Cable length 1.5 m

6NH7701-5AN

Cable for connecting the TIM (RS-232) to third-party mo-
dems or wireless devices with standard RS-232.
Cable length 2.5 m

6NH7701-4BN

Cable with one end without connector for connecting the
TIM (RS-232) to a third-party modem or wireless device
(RS-232)

Cable length 2.5 m

TIM GSM

N — modem
[ HH | 1]

jﬂ Third-

TIM party
- - modem,
wireless

device

6NH7701-0AR

Test cable.

Cable for connecting two TIM modules via their RS-232
interface without modems (null modem).

Cable length 6 m

TIM DNP3
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Connecting cable only for the TIM 4R-IE DNP3

Table A- 1 Connecting cable for the serial interface of the TIM 4R-IE DNP3

Order no. Description lllustration

6NH7701-4DL Cable for connecting a TIM 4R-IE DNP3 (RS-485) with
multiple SINAUT DNP3 dedicated line modems of the type
MD2 or MD3 (RS-485) connected in parallel.

Cable length 1.5 m

TIM MD
- . .
Structure of the connecting cables for WAN attachment
The following figures show the assembly of the connecting cables.
TIM 3V-IE DNP3 /| . _ . Modem MD2,
4R-IE DNP3 Pin no. Interconnection Pin no. MD3 (RS-232)
(RS232)
Casing Casing
shield [ | shield
I DCD [
1 — — 1
I 1 RXD 1 ]
2 — — 2
i Mgy
DTR i
4 4
GND
5 ; 1 1 5
I 1 DSR 1 I
6 - T 6
7 L RTS HE 7
W cs B
D-sub, female 8 ] RI/T ] 8 D-sub, female
9-pin 9 ' o 9 9-pin
Image A-3  Assembly of the standard connecting cable 6NH7701-4AL
TIM DNP3
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TIM 4R-IE . . . Modem MD2,
DNP3 Pin no. Interconnection Pinno. | mp3 (RS-485)
(RS485)
Casing Casing
shield [ | shield
1 i
! 1 1 ]
2 | ll Data B : .I A ©)
I
i |0 .
I I I 1
5 b P
P P
I N
T b
: 8 Vo Vo
D-sub, female v i D-sub, female
9-pin 9 .u; ‘U" 9-pin
Image A-4  Assembly of the standard connecting cable 6NH7701-4DL
TIM3V-IE DNP3 /[ _ , GSM modem
4R-IE DNP3 Pin no. Interconnection Pinno. | MC45/MD720-3
(RS232) (RS-232)
Casing Casing
shield [~ 5| shield
1 DCD [
A A
I BXD [
2 — — 2
7o TXD “° oo
3 3 °
DTR o
4 4 0 °
GND ow)
5 + H 5 —0
L DSR HI
6 1 1 ] 1 6
I RTS H
L cTs -
D-sub femaie 8 II i — 8 D-sub, female
' v RI/T Vi "
9-pin 9 7 ) 9 9-pin
Image A-5  Assembly of the standard connecting cable 6NH7701-5AN
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Connecting cables for connecting to Ethernet

324

TIM 3V-1IE DNP3/

open cable end

AR-IE DNP3 Pin no. Interconnection Pin no.
(RS232)
Casing Casing
shield [~ | shield
[ oco i\ :
1 — T 1 white
2 P RXD i 2
T T brown
P TXD i
3 T I 3 green
DTR i
4 4 yellow
GND
° | —— 5 gray
6 | OSR i s ink
'.: RTS ] P
7 ] T 7 blue
P H CTS ] 8 red
D-sub, female '1”.' RI/T \1”;
9-pin 9 Vs v 9 black
Image A-6  Assembly of the standard connecting cable 6NH7701-4BN
TIM 3V-IEDNP3 /| ) TIM 3V-IE DNP3 /
4R-IE DNP3 Pin no. Interconnection Pinno. | 4R-IE DNP3
(RS232) (RS232)
Casing Casing
shield [\ 5| shield
i A
5 It RXD RXD | ! 5
3 I} TxD > TXD | | >
p DTR DTR .
i GND GND
5 I : ] 5
1 1 DSR DSR 1 1
6 I 1 ] I 6
1 1 RTS RTS 1 1
__TT ors [ors {1 F—
8 : 8
D-sub, female ] ] D-sub, female
9-pin 9 \ \/ 9 9-pin
Image A-7  Assembly of the standard connecting cable 6NH7701-0AR

For the Ethernet attachment of the TIM 4R-IE DNP3, you can use the suitable Ethernet
connecting cables (for example IE TP Cord) from the SIMATIC NET product range (catalog

IK PI).

If a DNP3 TIM is connected to a hub, switch or router, it is advisable to use fully shielded
straight-through patch cables with RJ-45 connectors and 1:1 pin assignment. The cable must
be suitable for the 10Base-TX or 100Base-TX specification.

Two DNP3 TIMs can also be connected over Ethernet as a point-to-point link using a

crossover patch cable with RJ-45 connectors at both ends and the following pinout:

TIM DNP3
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Pin no. / Interconnection Pin no. /
Signal Signal
TXD (+) 1 f~o__ =11 TXD(#)
XD () 2| :::I:~=:::: A2 ™D
RXD (+) 3 """:\ l,:'h':““s RXD (+)
4 -------Ef:—ei-:: -------- 4
5 --::/:: ______ \ _‘:..\_\_\___ 5
RXD(-) 6 ™6 RXD()
A e e 7
L 8
Image A-8  Pinout of a crossover Ethernet RJ-45 cable

A.3 Connecting cables

The cable must be suitable for the 10Base-TX or 100Base-TX specification.

A.3.2 Connecting cables for WAN attachment with LTOP

A 6NH7700-xxx connecting cable ships with every MD2 / MD3 modem. This can be used to
connect the modem to the relevant WAN network.

Table A-2  WAN connecting cables

Order no. Description

lllustration

6NH7700-2AR60 Connecting cable with 2 x RJ-12 plugs for connection to an
MD2 modem (RJ-12) with an LTOP overvoltage protection
module (RJ-12).

Cable length 6 m

6NH7700-3BR60 Connecting cable with 2 x RJ-12 Western plug and snap-
on TAEGN plug to connect an MD3 modem (RJ-12) to a
telephone jack (TAEBN) or an LTOP overvoltage protection
module (RJ-12) if the MD3 modem is being operated as a
dedicated line modem.

Cable length 6 m

With DNP3, the TAEG6N plug is not required.

TIM DNP3
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A4 Antennas

The ANT794-4MR GSM/GPRS antenna

The following antennas are available for use in GSM/GPRS networks and can be installed
both indoors and outdoors. The antennas must be ordered separately.

® (Quadband antenna ANT794-4MR

You will find detailed information in the device manual. You will find this on the Internet on

the pages of Siemens Industrial Automation Customer Support under the following entry
ID:

16518558 (http://support.automation.siemens.com/WW/view/en/16518558)

Image A-9  ANT794-4MR GSM/GPRS antenna

Short name Order no. Explanation

ANT794-4MR 6NH9 860-1AA00 Quadband antenna (900, 1800/1900 MHz, UMTS);
weatherproof for indoor and outdoor areas; 5 m
connecting cable connected permanently to the
antenna; SMA connector, including installation
bracket, screws, wall plugs

e Flat antenna ANT794-3M

Image A-10 Flat antenna ANT794-3M

Short name Order no. Explanation

ANT794-3M 6NH9 870-1AA00 Flat antenna (900, 1800/1900 MHz); weatherproof
for indoor and outdoor areas; 1.2 m connecting cable
connected permanently to the antenna; SMA con-
nector, including adhesive pad, screws mounting
possible

TIM DNP3
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A.5 LTOP overvoltage protection modules

A.5.1 Variants and overview of the LTOP overvoltage protection modules

Copper dedicated lines are highly susceptible to electromagnetic interference. The coupling
of extraneous voltages can be inductive or capacitive, for example due to the effects of
lightning. Direct conductive coupling is also possible due to bad insulation.

The LTOP overvoltage protection modules limit extraneous voltage and overvoltage to a
non-critical level. The floating transformer also provides electrical isolation preventing
coupling of voltages into other cable sections. An LTOP protects persons and investment
and is therefore an indispensable safety element in private dedicated line networks.

Image A-11  LTOP2 overvoltage protection module

The LTOP overvoltage protection module is available in two variants:

LTOP 1
Overvoltage protection module for use at the start or end of a 2-wire dedicated line.

LTOP2
Overvoltage protection module for use at the start or end of a 4-wire dedicated line or in a 2-
wire tapping point. In a 4-wire tapping point, two LTOP2 modules are required.

Table A- 3 Overview of the LTOP modules

Short name Order no. Explanation

LTOP1 6NH9821-0BC11 Single line transformer LTOP1, with one OPM over-
voltage protection module for use at the start or end
of a 2-wire dedicated line

LTOP2 6NH9821-0BC12 Double line Transformer LTOP2, with two OPM
overvoltage protection modules for use at the start or
end of a 4-wire dedicated line or a 2-wire tapping
point

OPM 6NH9821-0BB00 OPM overvoltage protection module for LTOP1 and
LTOP2, plug-in (pack of 4)

The two LTOP variants have both screw terminals and an RJ-12 Western jack.

TIM DNP3
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A.5.2 LTOP line transformer with overvoltage protection

Introduction

Copper dedicated lines are highly susceptible to electromagnetic interference. The coupling
of extraneous voltages can be inductive or capacitive, for example due to the effects of
lightning. Direct conductive coupling is also possible due to bad insulation.

The LTOP (Line Transformer with Overvoltage Protection) limits extraneous voltages and
overvoltages to a non-critical level. The floating transformer also provides electrical isolation
preventing coupling of voltages into other cable sections.

The protection concept

The protection concept involves a combination of components whose functions supplement
each other:

e Overvoltage suppressors filled with inert gas providing protection against high voltage
(G1, G2)

® |nductors that limit the rise in current (L1, L2)
e Metal oxide varistors as fine protection (voltage dependent resistance; R1)
e Transformer for electrical isolation (T1)

e Suppressor diode to limit the secondary voltage of the transformer (V1)

Modem

Dedicated line _L1

L2

OPM| OPM

(]| @ | -
2
T2

D © wm

L2 L4 ."'-'

Image A-13 Location of the circuit elements of an LTOP 2 (view from above)

TIM DNP3
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Note

The protection elements in the OPM (Overvoltage Protection Module) undergo high stress
during discharge processes and progressively deteriorate. It is therefore recommended that
you replace the OPMs approximately once a year. To be on the safe side, in regions with
frequent thunderstorms this period should be reduced to approximately 6 months.

Structure of the LTOP variants

The housing contains either one LTOP unit (= LTOP 1) or two LTOP units (= LTOP 2). The
following figures show the design of both LTOP variants with their connectors and
configuration switches.

View from above Schematic
= Modem connector
R o2
B[ RJ12
= X6l 2534
- nN i I
—o
o
LTOP1
Dedicated line connec-
1.2 3 4
X1
X1 Dedicated line (screw terminals 1, 2, 5, 6)
Chassis (screw terminals 3, 4)
X2 Modem attachment 2-wire over screw terminals
X2 + X3 Modem attachment 4-wire over screw terminals
X6 Modem attachment 2-wire/4-wire via RJ-12 western plug
S1+ 82 Configuration switches

TIM DNP3
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View from above Schematic
5o | =25 Modem connector
P |
St g Xo i X6[ RJ12
123458
X1 Dedicated line connector
A.5.3 Technical specifications of the LTOP overvoltage protection module

LTOP

Transmission paths

Private transmission lines with or without loading coils

Transmission ratio

1:1;+£5 % (e.g. 600/600 ohms in the voice band)

Transmission range

300 Hz to 35 kHz

Frequency-dependent attenuation

Attenuation Frequency Transmission speed [bps]

[dB] [Hz] MD100 MD124

0.2 1300 ... 3300 1200 1200
2400

0.8 5200 ... 8400 4800

0.9 10400 ... 16800 9600

1.0 20800 ... 30600 19200

Insulation resistance

> 2000 Mohms

Test voltage

4kV,50Hz,10s

Surge withstand capability

6 kV/2 J to EN 60 099-1

Normal discharge current isn (8/20 ps)

5 kA

Output voltage limitation at isn

Approx. 15V

Telecontrol connector

Screw terminals
Cross-section 0.2 — 4 mm?2 with rigid cores
Cross-section 0.2 — 2.5 mm? with flexible cores

Modem connector

Screw terminals (wire cross-section, see telecontrol line attachment) or RJ-
12 jack for Western plug

Installation location

As close as possible to where cable enters building

330
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LTOP

Permitted ambient conditions

e Operating temperature

e Transport/storage temperature
e Relative humidity

e 0 °C through +60 °C
e -40 °C through +70 °C
e Max. 95 % at+25 °C

Construction

e Dimensions (W x H x D) in mm
o Weight

e 90x75x 110 mm
e LTOP1:300g

e LTOP2:320¢g

e OPM:10g

Degree of protection

IP 20

Installation

DIN rail TS35 (35 mm; EN 50 022)

TIM DNP3
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B.1 What is PG Routing?

B.1.1 Introduction
In the SIMATIC world, the term routing is defined as follows:
Routing is finding the path for information beyond network boundaries.

In the SIMATIC world at the present time, it is not possible to configure a connection over
which data can be transmitted between the two endpoints involved if this connection goes
beyond the boundaries of a network.

What is possible, however, is PG routing. Using the PG routing, it is possible to access a
programmable module or a module with diagnostic capability beyond network boundaries
from a programming device (PG) or computer (PC).

SIMATIC PG routing and SINAUT PG routing

PG routing allows any type of diagnostics with diagnostics-compliant modules. Test,
commissioning, and service functions can be executed, such as opening blocks online,
monitoring, editing and overwriting or changing the operating mode mode of modules.

e SIMATIC PG routing

SIMATIC PG routing is possible only over network types such as MPI, PROFIBUS, and
Ethernet. SIMATIC PG routing was released with STEP 7 V5.0.

e SINAUT PG routing

Expanding SIMATIC PG routing, SINAUT PG routing also works over SINAUT networks;
in other words, in WANS.

In terms of functionality, SIMATIC PG routing and SINAUT PG routing are largely identical
with the only difference being that SINAUT PG routing also functions beyond the boundaries
of SINAUT networks. This gives the user a convenient option of remote programming and
remote diagnostics over the company telecontrol network.

Note

In the remainder of this section, the terms "PG routing" and "remote" are used with the
following meanings:

e PG Routing

PG routing is PG routing over network types such as MPI, PROFIBUS, and Ethernet as
well as SINAUT networks. In SINAUT DNP3 only Ethernet is supported.

e Remote

A remote CPU or remote TIM is a module that can be accessed from a PG over SINAUT
telecontrol networks.

TIM DNP3
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B.1 What is PG Routing?

B.1.2 Configuration for PG routing

The following figure shows the basic principle of PG routing.

Basic configuration of PG routing

In the basic configuration, a PG in the master station is configured and connected to the
Ethernet network. PG routing extends from the PG via Ethernet to a station TIM via which
the CPU connected to it can be reached.

DNP3 master station - PG

D

]

Ethernet

L

Image B-1 Basic configuration of PG routing

B.1.3 Range of functions of PG routing

Range of functions of PG routing

In SINAUT DNP3, PG routing via an Ethernet network is supported. Access to remote TIM
and CPU modules is from the PG/PC in the master station to the station.

Table B- 1 Communication path of PG routing

Starting point Target
PG/PC on Ethernet Station TIM or station CPU

For the routing function, a spontaneous S7 connection is established from the PG.

B.1.4 Properties and restrictions of PG routing

When using PG routing with the SINAUT diagnostics and service tool or the SIMATIC
Manager, certain special features and restrictions to the functions must be kept in mind.

TIM DNP3
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Functions of the SINAUT diagnostics and service tool with PG routing

e "TIM Message Monitor" function
Activating the TIM message monitor on a remote TIM using PG routing is not possible.

e "Firmware update" function
When using the firmware update function, remember that large amounts of data are
transferred. With remote modules, long processing times of several minutes can occur.

® "Repair" function
The "Repair" function using PG routing is not permitted.

When the "Repair" function executes, the flash disk of the TIM is formatted and the
software on the TIM is therefore completely deleted. Following this, the module is no
longer accessible over the SINAUT network. Reloading the TIM software is then only
possible locally over the MPI bus.

Functions of the SIMATIC Manager with PG routing
e "Display Accessible Nodes" function

The "display accessible nodes" function is available only for subscribers connected to the
local MPI bus. This restriction applies to SIMATIC PG routing and therefore also to
SINAUT PG routing.

e "Hardware Diagnostics" function

The "hardware diagnostics" function is available only for subscribers connected to the
local MPI bus. This restriction applies to SIMATIC PG routing and therefore also to
SINAUT PG routing.

e "Download" function

The download of an entire station (CPU 300 plus TIM) leads to a connection abort. Since
the TIM system data are downloaded first followed by a restart on the TIM, the second
step of the CPU data download is interrupted.

It is possible to repeat the CPU download. We, nevertheless, recommend that you
download the block folder of the CPU and the TIM module separately.

e "Upload to PG" function

The "Upload to PG" function is available only for subscribers connected to the local MPI
bus. This restriction applies to SIMATIC PG routing and therefore also to SINAUT PG
routing.

TIM DNP3
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B.2 System requirements for PG routing

B.2

System requirements for PG routing

Software requirements

B.3

B.3.1

B.3.2

To use the PG routing function in the SINAUT telecontrol network with SINAUT DNP3, the
following requirements must be met:

e STEP 7 is installed on the PG/PC.
You will find the required version in Preface (Page 3).
e The SINAUT software package is installed on your PG/PC.

You will find the required version in Preface (Page 3).

Preparations for PG routing

Setting the PG/PC interface and assignment

Before you perform PG routing over the SINAUT telecontrol network with your PG of PC, you
must first adapt the properties of the PG/PC interface and set the assignment of the PG/PC
in the SINAUT network.

Properties of the PG/PC interface

Adapting the PG/PC interface

336

1. Open the Control/ Pane/window by clicking on the Start / Settings / Contro/ Pane/ menu.
2. Select the Set PG/PC inferface icon.

3. Inthe Set PG/PC Interface dialog, set the Ethernet interface in the /nferface parameter
assignment used box.

4. Then click on the Properties button.

5. Confirm the warning dialog with Yes. The properties dialog of the interface opens.

TIM DNP3
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B.3 Preparations for PG routing

6. In the "Connection monitoring time" box, set the value "100 sec." for the "Timeout"
parameter.

7. Close the dialogs with "OK".
This completes the adaptation of the PG/PC interface.

Properties - CP5611{MPI}) x|

MPI |

— Station Parameters

[T PG/PLC iz the only master on the bus

Address: IU _I?
Timeaut: I 100 ~ I

— Metwark, Parameters

Transmizzion Bate: I'IE?.E Kbps 'I

Highest Station Address: K1l -

] I Default | Canicel | Help |

Image B-2  Properties dialog of the interface in the Control Panel

B.3.3 Canceling the PG/PC attachment in the network

Canceling the PG/PC assignment

If a PG was assigned in a project and then needs to be used at a different location, for
example locally connected directly to a CPU or TIM, the assignment must first be canceled.
Follow the steps outlined below:

1. Right-click on the PG/PC that is still assigned in the project you have opened in NetPro.
2. In the context menu that opens, select Cancel/ PG/PC Assignment.

3. Acknowledge the warning dialog with OK.
The PG/PC assignment is now canceled, this is indicated as follows in the network image
of NetPro:

— The connecting line from the PG/PC to the MPI bus is no longer on a yellow
background.

— The yellow arrow in the PG/PC icon disappears.

4. Save your project in NetPro.

TIM DNP3
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B.3 Preparations for PG routing

B.3.4 PG/PC assignment in the network
Before you can use PG routing with a PG/PC over WAN networks, this must be configured
and assigned within a project.
Assigning the PG/PC
The PG/PC is assigned in the network using the SIMATIC network configuration tool NetPro.
1. Open the project in which you want to use PG routing in the SIMATIC STEP 7 NetPro
network configuration tool.
2. Drag a PG/PC to the network window from the NetPro catalog directory Stations and
place it at a suitable position.
3. Right-click on the PG/PC you have just installed. A context menu opens.
4. In the context menu, click on the Assign PG/PC option. The Properties dialog opens.
5. Select the Ethernet network to which the configured PG/PC is connected in the
Configured interface box of the Properties dialog.
Propetties PG,/ PC N x|
General | Interfaces  Sssignment I
— Mot Assigned
Configured Interfaces:;
M arrie: Tupe Submet 1
Ethernet S chnittstels(1]
MPI S chrittstele[2) MPI MPI[1)
|nterface Parameter Asgignments in the PG/PC;
CR1E1Z150] s
CPTE13HECTO0E] E
CPEETT[MPI)
CP5E11[PROFIELS]) LI Aesign I
Aszsigned: izconmnest I
| nterface | Parameter azzign... | Subnet | S570nline .
STOMLIME fccess:
1 I I LI ™ achive
Cancel | Help
Image B-3  Properties - PG/PG dialog / Assignmenttab in NetPro
6. Select the Ethernet interface you want to use in the /nferface Parameter Assignments in
the PG/PC.
7. Click on Assjgn. The assigned Ethernet interface is displayed in the Assigned box. The
interface is now enabled for PG routing access.
TIM DNP3
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9.

B.3 Preparations for PG routing

Close the dialog with the OK'button. The successful assignment of the PG/PC is
indicated by an Ethernet connection on a yellow background and a yellow arrow pointing
upwards in the PG/PC icon in NetPro and in the SIMATIC Manager.

Save your project in NetPro.

10.Connect your PG/PC to the Ethernet network to which you assigned your PG/PC in

NetPro.

Note

As long as you leave your PG/PC connected to the point in the network as you assigned
it in MetPro, you do not need to cancel the assignment. Not even if you want to turn off
the PG/PC. Each time you turn on the PG/PC and open the project, you can use PG
routing again immediately. You do not need to make settings or assignments again.

If, on the other hand, your PG/PC is not always at the same location or if you change to
different projects on your PG/PC, we strongly recommend that you always cancel the
assignment before your PG/PC is turned off or before you change to a different project.
This ensures that the PG/PC can be assigned again when used at a different location or
in a different project.
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Analog value

COM port

Command

Configuration

Counted value

CTS

Data message

TIM DNP3

For further terms, go to the reference to the SIMATIC NET glossary in the preface of the
manual.

An analog value is an analog process variable such as pressure, temperature etc. It is
acquired over an analog input as a current or voltage value and converted by this module to
a binary-coded value. In total, the converted value occupies 1 word; in other words, 16 bits
including sign bit.

- R§-232

A command it is a setpoint or a switching command from the DNP3 master station. It is sent
to a station.

During configuration, communication- and connection-specific system settings are made for
each device.

A counted value (for example amount of flow) is acquired via a digital input as a pulse train
and totaled to produce a binary-coded value. A counted value is 2 words (between TIM and
CPU): 28 bits for the binary-coded value 4 display bits.

In DNP3, numeric values are transferred between subscribers in WORD format.

Clear to send

Signal in the data flow control

The actual transmission of data takes the form of data messages. These contain a specified
number of a certain information type.
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DNP

DNP3 protocol

DNP3 TIM

Distributed Network Protocol

The DNP3 protocol is a telecontrol protocol that allows the process data of sensors, field
devices and RTUs to be connected to operator control and monitoring systems. The protocol
was first specified in 1990. In 1993, this specification was released for general use under a
public domain license. The protocol is maintained and has been further developed by the
DNP user group founded in October 1994. The DNP user group is made up of users and
manufacturers of DNP-compliant devices.

Apart from the continuous further development of the DNP specification, the DNP user group
provides a test procedure for checking the conformity of DNP products. The certification of
the DNP device using this procedure ensures the compatibility of devices from different
vendors. The test procedure divides the DNP-compliant devices into different conformity
levels according to their range of functions (simple sensors, field devices, complex
controllers).

The SIMATIC NET modules TIM 3V-IE DNP3 and TIM 4R-IE DNP3 were certified with this
test procedure according to DNP level 2 "outstation".

- T7IM

Ethernet / Industrial Ethernet

Ethernet TIM

Firewall

General request

342

Industrial Ethernet is a powerful communications network complying with the international
standard IEEE802.3 (Ethernet) that was optimized to meet the requirements of industrial
application. Ethernet is designed with a linear, star or ring topology. The transmission media
are shielded coaxial cables, twisted pair, or fiber-optic cables.

- T7IM

A firewall is a network component via which a secure network can be linked with an
unsecure network. The task of a firewall is to control data exchange between the networks.

With a general request (GR), subscribers in a SINAUT network can request a current
process image from their communications partners. This happens automatically when a
disrupted connection has been restored or when a failed partner reports a restart. Apart from
the automatic general request, a general request can also be triggered at any time by the
user program or from the control center.

TIM DNP3
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TD70onTIM does not support the general request.

Image memory / send buffer
A TIM has a send buffer and an image memory for buffering send messages.

The data of the process image of the CPU configured for transfer by the TIM in the objects of
the TD7onTIM is written continuously to the image memory of the TIM.

Before it is forwarded to the communications partner, each message is entered in the send
buffer. Once it has been sent, the message is cleared from the send buffer. The size of the
send buffer depends on the type of TIM.

A message is transferred either based on the send buffer principle or the image memory
principle. The type of transmission is specified during configuration of the objects (data
points) using the 'Event' attribute. See also 'Image memory principle' and 'Send buffer
principle'.

Image memory principle

A fixed position is reserved in the image memory for each data message transferred to the
TIM for transmission. Each newly transferred message always overwrites the old message in
the image memory. The image memory therefore contains all data messages with their up-
to-date content from the process.

If a send message is entered using the image memory principle, only a reference to the
location of the message in the message image memory is entered. If the TIM has not yet
been able to transmit the message when the same message is transferred to it again, the
message is not entered in the send buffer a second time, but rather the image is simply
updated.

At the time of transmission, the message is sent with its up-to-date content from the image
memory. Only then can the message be entered in the send buffer again.

Transmission using the image memory principle achieves the following:
® The transmission path has less load. Fewer messages are transferred.

e The send buffer of the TIM is used less. An image memory message is entered a
maximum of once in the send buffer.

See also Image memory / send buffer.

LTOP
Line Transformer with Overvoltage Protection

Copper dedicated lines are highly susceptible to electromagnetic interference. The coupling
of extraneous voltages can be inductive or capacitive, for example due to the effects of
lightning. Direct conductive coupling is also possible due to bad insulation.

The LTOP overvoltage protection modules limit extraneous voltage and overvoltage to a
non-critical level. The floating transformer also provides electrical isolation preventing
coupling of voltages into other cable sections. An LTOP protects persons and investment
and is therefore an indispensable safety element in private dedicated line networks.

TIM DNP3
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Master TIM
Interface of a TIM set to the "master station" function. Use in control centers and node
stations.

Message
The term message generally is used generally for a data message or particularly for data
messages of the application layer.

MPI

Multi Point Interface

MPI is the programming device interface of SIMATIC S7. Devices with an MPI interface (for
example a TIM), can also communicate with each other (MPI bus).

Node station

A node station is a station located between the master station and stations in the hierarchy
of a telecontrol network. One or more subordinate stations are connected to a node station.
The data traffic between these stations and the master station is handled via the node
station. Depending on the connected network type, inter-station communication or direct
data exchange between lower-level stations is possible.

Node station TIM
Interface of a TIM in a node station set to the "node station" function.

On a TIM used in a node station, one interface is set to "node station" for connection to the
higher-level master station and one or more interfaces are set to "master station" for one or
more lower-level networks.

NTP
Network Time Protocol
Ethernet-based method for synchronizing the time of day.

SIMATIC NET components that support the "NTP" function use the method without
authentication. See also: NTP (secure)

NTP (secure)

The secure method NTP (secure) uses authentication with symmetrical keys according to
the hash algorithms MD5 or SHA-1.

Object

An object contains the data of one or more process variables such as analog values,
commands, calculated values, status information on motors, sliders etc. An object has type-

TIM DNP3
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specific processing functions and change checks assigned to it to minimize the
communication traffic in the WAN. Type-specific processing functions include, for example,
change checks or smoothing with the object type for analog values. The change check is
designed so that a message is generated only when the object data has changed compared
with the last time its value was transferred or when the type-specific processing enables
generation of a message because the object data is "worth" transferring.

Organizational message

Organizational messages are used to execute organizational system functions.
These include, for example:

® General requests

e Time synchronization

e Counted value storage

e Coordinated connection establishment and termination in a dial-up network
® Message indicating station startup and station failure

® Requests for and transmission of subscriber records

Parameter assignment

PG

PG Routing

Polling

Polling

Polling mode

TIM DNP3

- Configuration

Programming device

Allows access by the STEP 7 configuration software to the SIMATIC stations.

Using PG routing, it is possible to access programmable modules or modules with
diagnostics capability beyond network boundaries from a programming device (PG) or
computer (PC).

- Polling mode

- Polling mode

Polling is a type of data transfer in which a master station polls the stations and controls data
exchange in the telecontrol network.
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Protocol

RJ-12

RJ-45

RS-232

RS-485

RTS

Send buffer

When a TIM is used as the master station, the master TIM sends a polling message to the
connected stations (station TIMs) one after the other instructing them to transmit their stored
data messages to the master TIM. If a polled station has not saved any data messages, it
replies with an acknowledgment message.

A protocol is a set of rules for controlled transfer of data. Protocols, for example, specify the
data structure, the structure of data packets and the coding. Protocols can also specify a
control mechanisms and hardware and software requirements.

This describes a 6-pin connecting cable with a standardized modular (Western) connector.

This describes a 8-pin connecting cable with a standardized modular (Western) connector.

RS-232 is a standard for serial (i.e. bit-by bit) data transmission with +12 V and -12 V
signals. RS-232 is a Recommended Standard of the Electronic Industries Association. For
the RS-232 interface, 9-pin and 25-pin connections with D-sub connectors are normal.
These are sub-miniature connectors with a D-shaped face.

RS-485 is a standard for data transmission with 5 V differential signals. The RS-485
interface uses only one pair of wires and is operated in half duplex. The connection is
multipoint-compliant; in other words, up to 32 subscribers can be connected.

Request to send

Signal in the data flow control

- Image memory / send buffer

Send buffer principle

346

If a send message is transmitted using the send buffer principle, each time the message is
transferred to the TIM, it is entered completely in the send buffer. If the message cannot or
should not be transmitted immediately, it may therefore exist more than once in the send
buffer. When it is sent successfully, the complete message is taken from the send buffer.

TIM DNP3
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See also Image memory / send buffer

Setpoint

A setpoint is a selected digital or analog value that is transmitted once after the value has
been set. The entered value is recalculated when necessary. A setpoint is always
transmitted as 1 word. At the receiving end, the setpoint can either the output directly to the
process as an analog signal (for example to an external controller) or the value is made
available to the local program for further processing (setpoint for internal controller, limit
value, threshold value etc.).

Setpoint and command input are interlocked for safety reasons; in other words, a setpoint
input cannot be made at the same time as a command input. In this case, the acquisition
program recognizes an error. Neither the setpoint nor the command are transmitted.

SIMATIC S7

Siemens automation system

SINAUT
Slemens Network AUTomation
Telecontrol system based on SIMATIC S7

SINAUT configuration software
- SINAUT engineering software

SINAUT configuration tool
- SINAUT engineering software

SINAUT diagnostics and service tool
- SINAUT engineering software

SINAUT engineering software
Software package for TIM modules consisting of:
e SINAUT configuration and diagnostics software consisting of:
— SINAUT configuration software
— SINAUT diagnostics and service tool
e SINAUT TD7 block library (for the CPU - cannot be used for the DNP3 TIM)

TIM DNP3
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SINAUT ST7 protocol

SNAP

This protocol is used in the SINAUT ST7 system for data transmission via classic WAN
networks and IP-based networks. It is not compatible with DNP3.

Subnetwork Access Protocol

Spontaneous message

Unsolicited messages are generated and transferred if a process value changes or event-
driven.

Spontaneous mode

ST7 protocol

Station

Station TIM

Status message

TD?7 library

348

The unsolicited or spontaneous mode is a type of transmission with which stations send
messages on their own initiative without the station being polled by the master station (see
"Polling mode"). Unsolicited messages can be sent for data points that are configured as an
event.

Protocol for transmitting process data over WANs in the SINAUT ST7 system.

In the telecontrol world, the term station includes the entire hardware components of a
SIMATIC station required for detection, processing and communication with other stations or
a master station. A station can, for example, consist of a modem, a TIM and a programmable
controller (in turn consisting of a CPU and 1/0 modules).

WAN interface of a TIM set to the "station" function. Use in stations.

A status message is a process status (for example pump on, valve open) or alarm (for
example limit value exceeded). This is binary information with the values 0 or 1.

The TD7 software in the stations allows change-driven transmission of process data
between the individual CPUs and the control center, for example ST7cc. Failure of
connections, CPUs, or the control center are displayed. Once a problem has been corrected
or the CPUs or control center have started up, data is updated automatically. When
necessary, data messages can be given a time stamp.

TIM DNP3
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TD7 software

TD7onTIM

TIM

UART

TIM DNP3

The following variants of the TD7 software exist:
e TD70onTIM

This TD7 variant runs on the TIM. It is available for the Ethernet and DNP3 TIMs and can
only be used in an S7-300 station.

TD70onTIM can only be used as an alternative to TD7onCPU. Simultaneous use in a
station is not possible.

e TD7onCPU
If the DNP3 protocol is used, TD7onCPU is not supported.

The SINAUT TD7 library consists of software blocks for the CPU. It can be run both on an
S7-300 or an S7-400 CPU (except the S7-400H CPUs). There are only a few blocks
intended specifically for the S7-300 or S7-400.

- TD7 library

- TD7 library

Telecontrol Interface Module

The TIM transmission processor is a communications module and in the SIMATIC S7-
300/400 family, it provides all data transfer functions in telecontrol networks and handles
them independently. Depending on the type, the TIM has one or two WAN interfaces, an MPI
interface or one or two Ethernet interfaces. Depending on the requirements, a variety of
transmission equipment can be connected. The module is supplied in an S7-300 housing.
The TIM modules described in this manual are available for the DNP3 protocol. Other TIM
modules are available for the SINAUT ST7 protocol.

An Ethernet TIM is a TIM module with one or two Ethernet interfaces.

Universal Asynchronous Receiver Transmitter

Hardware interface for sending / receiving data
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"Command direction (parameter), 198

1

1-out-of-n check, 219, 220
1-out-of-n error, 191, 191

4
400H CPU, redundancy, 151

A

Acknowledgment, 126, 129
Analog value preprocessing, 209
Attributes (DNP3), 21

C

Channels, 160
Class 0 data, 161
Communications partner, max. number, 28
Compatibility
Configuration tool, 39
Firmware, 4
Hardware, 4
Software, 4
Configuration
Changing the, 236, 237
Creating a new project, 84
Hardware configuration, 85
Network configuration, 85
Networks, network attachments, 99
Parameters for subscribers, 152
Subscriber data, 149
Configuration software, 77
Connection establishment, 25
Connection interrupted
Commands, 129
Message repetitions, 124
Connection monitoring, 104, 106, 122
Connection resources, max. number, 28
Connections - invalid, 147
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Consistency check, 113, 234, 236
Control code, 208

Copying projects, 84

Current information, 5

Cycle monitoring time (CPU), 89

D

Data object, 159
Data point, definition, 159
DCP, 131
Definition of terms, 20
Definitions, 20
Device attributes (DNP3), 21
Diagnostic messages
of the TIM, 281
Diagnostics and service tool
Overview of functions, 247
PG Routing, 245
Direct communication, 24
DIRECT_OPERATE, 125, 165, 182
DNP3
Implementation level of the TIM, 19
DNP3 address, 150, 159
DNP3 device profile, 23
DNP3 implementation level, 163
DNP3 level, 163
DNP3 master station
Definition, 20
DNP3 station
Definition, 21
Documentation, 30
Double input lock, 191
Downloading, 84
Downloading SDBs to a TIM, 84

E

Ethernet interface, 120
Event classes, 24, 162
Event memory, 26

F

FAQs, 5
Firmware - update, 241
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IIN1.4, 27
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Image memory, 161

Index
Configuration, 160
Function, 159

Interfaces, overview, 23

Inter-station communication, 24

L

LATCH_ON, 208
LED display
TIM 3V-IE DNP3, 52
TIM 4R-1E DNP3, 56
Loading/deleting SDBs, 132
Lost connections, 148
LTOP, 327, 328

M

Manuals, 5
Master, 20
MD modem, 314
Message memory, 26
Message memory - configuring size, 130
Message memory - events, 161
Message protocol diagnostics
TIM, 265
Mirroring back, 183
MODBUS connection, 19
MODBUS RTU, 42
MODBUS slaves, configuration limits, 30

N

NetPro, 85
Node station
Definition, 21
Node station - interface configuration, 21
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Node station -
NTP, 27
NTP (secure),

O

process image, 128

27

Object group, 159
Objects, max. number, 29

Ordering data
LTOP, 327
Outstation, 20

P

Par12x1D_R, 166
Path redundancy
Monitoring, 104, 106, 122
Path redundancy, preferred path / substitute path, 145

PCS 7,13
Power supply,

68

Printing module information, 134
Process image - node station, 128

R

Receive channels, 160

Redundancy

Interface combinations, 14
Redundancy (paths), 104, 106, 122
Redundant 400H CPU, 151
Redundant connections, 145
Redundant paths - monitoring, 129
Redundant transmission paths, 14

Repair, 278

Replace module without PG, 131

Requirements

(software), 36

Resetting the TIM, 132

S

Safety notices, 64

select before operate, 125
Send buffer, 161

Send channels, 160

Service & Support, 5

SIMATIC Manager, 84
SIMATIC NET glossary, 5
SIMATIC PCS 7, 13

SINAUT configuration tool, 140
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SINAUT diagnostics
SDB Viewer, 264
TD70onTIM diagnostics, 262
TIM Diagnostics, 254
TIM Message Monitor, 261
TIM subscriber diagnostics, 258
SINAUT software
Version, 36
Software
Version, 36
Stand-alone TIM
Configuration, 44, 45
Connector, 62
Start index, configuring, 160
Static data, 161
Station address (DNP3), 159
Station types - definition, 20
STEP 7 diagnostics
CPU messages, 248
General, 248
Module information, 250
Operating mode, 253
Setting the time, 254
Structure
LTOP, 328
TIM 4R-IE DNP3, 55
Subscriber number, 159
Subscriber number - change, 150
Switch function, 120
System data blocks
Generation of, 233

T

Technical specifications

LTOP, 330

MD3 modem, 317

MD4 modem, 319

Modem MD2, 316
Telecontrol Internet pages, 140
TIM - abbreviation, 3
Time synchronization, 134

in SINAUT networks, 96

on the Ethernet interface of the TIM, 117

S7-300, 135
S7-400 (DNP3), 137

Time-of-day synchronization - methods, 26

Training, 5

Transferring system data blocks, 235

Types of transmission, 24, 161
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