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Purpose of the Manual

This manual describes the characteristics and functions of the following products:

e (CP-8031
e (CP-8050

Target Audience

This manual is addressed to personnel and customers who are responsible for evaluation, conceptual design,
configuration, and technical system maintenance.

It provides hints on how to get information or files via the website https://support.industry.siemens.com. If
you do not have access to this website, contact your project manager at Siemens.

Scope

This manual is valid for the SICAM A8000 series.

Indication of Conformity

SICAM A8000 Series, CP-8031, CP-8050, Manual

DC8-026-2, Edition 11.2022

The product described conforms to the regulations of the following European Direc-

tives:

e 2014/30/EU
Directive of the European Parliament and of the Council of 26 February 2014 on
the harmonization of the laws of the Member States relating to electromagnetic
compatibility; Official Journal of the EU L96, 29/03/2014, p. 79-106

e 2014/35/EU
Directive of the European Parliament and of the Council of 26 February 2014 on
the harmonization of the laws of the Member States relating to the making avail-
able on the market of electrical equipment designed for use within certain voltage
limits; Official Journal of the EU L96, 29/03/2014, p. 357-374

e 2011/65/EU

Directive of the European Parliament and of the Council of 8 June 2011 on the
restriction of the use of certain hazardous substances in electrical and electronic
equipment; Official Journal of the EU L174, 01/07/2011, p. 88-110

The conformity of the product with the above mentioned regulations is proven through
the observance of the following harmonized standards:

® |EC/EN 60870-2-1 for 2014/30/EU
® |EC/EN 61010-1 and IEC/EN 61010-2-201 for 2014/35/EU;

IEC/EN 61010-2-030 (only AI-8510, Al-8511, CM-8820, Al-8330, Al-8340)
® [EC/EN 63000 for 2011/65/EU

This declaration certifies the conformity with the specified directives, but is not an
assurance of characteristics in the sense of the product liability law.

The product is intended exclusively for use in an industrial environment.


https://support.industry.siemens.com
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Standards

This product is UL-certified based on the Technical data:
UL 61010-2-201 incl. UL 61010-1; UL 61010-2-030
CAN/CSA-C22.2 No.61010-1 and CAN/CSA-C22.2 No.61010-2-201

IND. CONT. EQ.
H us E486146
E496940
LISTED

For more information, see Product iQ on the Internet: https://productiq.ulprospector.com/de.

Log in (or use the option Search abridged site without login und search for UL File Nummer E486146 or
E496940.

Additional Support
For questions about the system, contact your Siemens sales partner.

Customer Support Center

Our Customer Support Center provides a 24-hour service.

Siemens AG
Smart Infrastructure — Protection Automation Tel.: +49 911 2155 4466
Customer Support Center E-Mail: energy.automation@siemens.com

Training Courses

Inquiries regarding individual training courses should be addressed to our Training Center:

Siemens AG

Siemens Power Academy TD Phone: +49 911 9582 7100
HumboldtstraBe 59 E-mail: poweracademy@siemens.com
90459 Nuremberg Internet: www.siemens.com/poweracademy
Germany

Notes on Safety

This document is not a complete index of all safety measures required for operation of the equipment (module
or device). However, it comprises important information that must be followed for personal safety, as well as

to avoid material damage. Information is highlighted and illustrated as follows according to the degree of
danger:

A DANGER

DANGER means that death or severe injury will result if the measures specified are not taken.

< Comply with all instructions, in order to avoid death or severe injuries.

A WARNING

WARNING means that death or severe injury may result if the measures specified are not taken.

< Comply with all instructions, in order to avoid death or severe injuries.

SICAM A8000 Series, CP-8031, CP-8050, Manual
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A CAUTION

CAUTION means that medium-severe or slight injuries can occur if the specified measures are not taken.

<~ Comply with all instructions, in order to avoid moderate or minor injuries.

NOTICE

NOTICE means that property damage can result if the measures specified are not taken.

< Comply with all instructions, in order to avoid property damage.

NOTE

°®
l Important information about the product, product handling or a certain section of the documentation
which must be given attention.

Qualified Electrical Engineering Personnel

Only qualified electrical engineering personnel may commission and operate the equipment (module, device)

described in this document. Qualified electrical engineering personnel in the sense of this document are

people who can demonstrate technical qualifications as electrical technicians. These persons may commission,

isolate, ground and label devices, systems and circuits according to the standards of safety engineering.
Proper Use

The equipment (device, module) may be used only for such applications as set out in the catalogs and the
technical description, and only in combination with third-party equipment recommended and approved by
Siemens.

Problem-free and safe operation of the product depends on the following:
®  Proper transport

®  Proper storage, setup and installation

®  Proper operation and maintenance

When electrical equipment is operated, hazardous voltages are inevitably present in certain parts. If proper
action is not taken, death, severe injury or property damage can result:

®  The equipment must be grounded at the grounding terminal before any connections are made.
e All circuit components connected to the power supply may be subject to dangerous voltage.

®  Hazardous voltages may be present in equipment even after the supply voltage has been disconnected
(capacitors can still be charged).

®  QOperation of equipment with exposed current-transformer circuits is prohibited. Before disconnecting the
equipment, ensure that the current-transformer circuits are short-circuited.

®  The limiting values stated in the document must not be exceeded. This must also be considered during
testing and commissioning.

®  The device does not represent a safety-oriented application; it does not provide fault protection. Any fault
protection must be provided by protection relays or other suitable means.

SICAM A8000 Series, CP-8031, CP-8050, Manual 5
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Selection of Used Symbols on the Device

No. Symbol Description

OpenSSL

1 = Direct current, IEC 60417, 5031

2 R Alternating current, IEC 60417, 5032

3 ~ Direct and alternating current, IEC 60417, 5033

4 J:_ Earth (ground) terminal, IEC 60417, 5017

5 @ Protective conductor terminal, IEC 60417, 5019

6 6 Caution, risk of electric shock

7 & Caution, risk of danger, ISO 7000, 0434

8 IE' Protective insulation, IEC 60417, 5172, safety class Il devices
9 E Guideline 2002/96/EC for electrical and electronic devices

10 ERL Guideline for the Eurasian market

11 @ Mandatory conformity mark for electronics and electrotechnical products in Morocco

This product includes software developed by the OpenSSL Project for use in OpenSSL Toolkit (http://

www.openssl.org/).

This product includes software written by Tim Hudson (tjh@cryptsoft.com).
This product includes cryptographic software written by Eric Young (eay@cryptsoft.com).

SICAM A8000 Series, CP-8031, CP-8050, Manual
DC8-026-2, Edition 11.2022
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General Information
1.1 The Basic Units CP-8031, CP-8050

1.1 The Basic Units CP-8031, CP-8050
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Figure 1-1 Master Module CP-8031 Figure 1-2 Master Module CP-8050

1.1.1  High Performing

With the SICAM A8000 Series you can implement different applications, depending on the requirements: tele-
control applications and automation solutions. Evidently all applications can be combined with each other.

The devices of the SICAM A8000 Series are universally usable. They are suitable for electrical distribution
substations, gas distribution substations, hydro power plants, pipelines, railway power supplies, as well as in
building protection or for alarm signaling.

Your advantages at a glance:

®  Mechanical design for DIN-rail mounting and simple process connection.

®  Versatile communication, integrated node functionality

®  Expandable with external /0 modules (local and up to 15 remote 1/0 rows)

®  Configuration, diagnostics and tests via SICAM Device Manager and SICAM TOOLBOX II; diagnostics and
tests via SICAM WEB

e User-friendly through remote maintenance, remote diagnosis and remote parameterization
® |Interlocking and local control in compliance with IEC 61131-3 thanks to smart user programs
®  Optional data storage on SD card; plug-and-play for start-up and service

®  Use of the devices of the SICAM A8000 Series under varied ambient conditions thanks to wide tempera-
ture range and extremely high degree of EMC

NOTE

®
l Please consider the performance features of the systems and of its components in chapter 5, System
Components and Technical Data
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1.1 The Basic Units CP-8031, CP-8050

1.1.2 Different Fields of Application

Due to its node functionality, CP-8031/CP-8050 can be used in a variety of ways:

Classical small telecontrol unit

Remote terminal unit with manifold communication to the central station
Automation and supervision of local network stations

Transformer control

Energy distribution and transmission

Micro grids

Traction power supply

Communication gateway

In principle, for this all necessary functionalities are available. The actual application is defined simply through
the corresponding configuration and parameterization.

Field of Application: Intelligent local network control

With this application CP-8031/CP-8050 enables a three-stage intelligence:

®  Monitoring
—  High availability
—  Rapid fault location
®  Telecontrol
—  Minimizing downtime
® |oad flow control
—  Management of distributed infeeds
—  Minimizing losses
LOW VOLTAGE SMART METER
CP-8050
[
MID VOLTAGE
|| ”
(\> N - T
HIGH VOLTAGE f
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1.1.3 Mechanical Design

Assembly

The mechanical design is focused on achieving highest ease in handling. The installation of CP-8031/CP-8050
takes place on a DIN rail (TH35), which can be mounted horizontally. Remote 1/0 rows can also be mounted
vertically.

Figure 1-3 CP-8050 and Power Supply mounted on DIN-rail

An essential feature of CP-8031/CP-8050 is the efficient and simple interfacing possibility of the process
signals via removable screw terminals. This way of interfacing permits a direct sensor/actuator wiring without
requiring the use of intermediate terminals. Where through the peripheral signals can be acquired very close
to their point of origin, a wide cabling can be reduced to a minimum.

When the system is exchanged, no connections need to be detached, since the screw terminals carry the
wiring. This reduces the assembly effort considerably.

With delivery, the screw terminals are plugged on the device.

1.1.4 Versatile communication, integrated node functionality

There are several possible means of communicating with the control center:

®  Serial Communication
You can connect external communications modules via the V.28 interface for transmission in point-to-
point and mulit-point traffic. The standard protocols are freely selectable, as for example
IEC 60870-5-101/-103 and Modbus RTU. Additional protocols are available on request.

® LAN/WAN

In the case of communication via LAN/WAN networks, transmission is implemented for example in
accordance with the IEC 60870-5-104 or IEC 61850 — based on Ethernet TCP/IP.

Network services such as NTP, SNMP, PTP, Radius or Syslog are also available.
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Further local devices can be connected in a very simple way via communication interfaces, in order to connect
them to an entire unit.

1.1.5 Expandability

CP-8031
CP-8031 can be expanded with a local I/O row with up to 8 I/O modules. Further SICAM RTUs or other devices
can be connected.
Freely programmable user programs for on-site control or regulating functions demonstrate the versatility of
the CP-8031.
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Local I/0 Modules (max. 8)

LED Module

Redundant Power Supply
Power Supply

CP-8031

CP-8050
CP-8050 can be expanded with a local I/O row and up to 15 SICAM A8000 remote I/O rows or up to 4 SICAM
A8000 racks. Further SICAM RTUs or other devices can be connected.

Freely programmable user programs for on-site control or regulating functions demonstrate the versatility of
the CP-8050.
The local 110 modules always have the address PBAO. The remote I/0 rows PBA1-15 (I0O#1-15).

CP-8050 Basic Configuration with Local I/O Row

extension modules

W
Communication Local I/0 modules (max. 8)

LED module

Redundant power supply
Power supply

CP-8050

Figure 1-4 CP-8050 Basic Configuration with Local I/O Row
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1.1.6

1.1.7

1.1 The Basic Units CP-8031, CP-8050

CP-8050 Basic Configuration with Local /0 Row and Remote I/0 Rows (Ring Configuration)

Base device
Remote 1/0 rows

(max. 15)
A

<«—— /O row 01

i

AL L L Ly

Local I/O modules (max. 8)

CP-8050 '1 <«— 1/O row 02

v

AL\ SLLN iy iy

J <«— /O row 03

L LU Ly iy

j <«—— |/Orow 15
=

Figure 1-5 CP-8050 Basic Configuration with Local I/O Row and Remote 1/0 Rows (Ring Configuration)

Spare Parts Concept

The optional usage of the SD card in CP-8031/CP-8050 enables a smooth exchange of all modules. The SD card
which contains the data of the device to be replaced must only be inserted into the replacement device.

The replacement device must be in delivery status or the spare parts concept must be enabled in the loaded
parameter (SD card mode). By default (after equipping) this concept is enabled, but it may be disabled due to
security reasons.

Compatibility

The SICAM A8000 Series is in the range of IEC 60870 5 101/103/104, when using standard protocols, compat-
ible with the hitherto existing SICAM RTUs system family (SICAM AK3 , SICAM AK, SICAM TM, SICAM EMIC,
SICAM MIC, SICAM BQ).
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1.2 Performance Properties

CP-8031 CP-8050

Maintenance-free, compact device for mounting on DIN rail v v
Expandable with SICAM A8000 1/O modules 16 (1 local /O row, 1| 128 (16 1/0 rows,
remote 1/0 row") each 8)
Supported SICAM A8000 I/O Modules all all
Expandable with SICAM A8000 Rack I/O modules ' - 64 (4 1/0 racks, each
16 1/0s)
Expandable with SICAM TM 1/0 modules 8 on local row 8 per /0 row
Combined automation and telecontrol function v v
Freely programmable application programs according to v v
IEC61131-3
Watchdog- and error-relais - v
Function and error indication via LED v v

Communication

RJ45 Ethernet interfaces 10/100Base-TX 2 on master module | 2 on Master Module
(up to 7 with (up to 12 with CI-
Cl-8520/227) Modules)
RS-232 interfaces with parameter-settable protocols according to | 1 on master module | 1 on Master Module
IEC 60870-5-101/103/104, Modbus RTU and others (up to 5 with (up to 25 with CI-
Cl-8551") Modules)
RS-485 interfaces with parameter-settable protocols according to | 1 on master module | 1T on Master Module
IEC 60870-5-101/103/104, Modbus RTU and others (up to 4 with (up to 19 with CI-
Cl-85517) Modules)
Number of protocols on firmware Central processing 4 8
(CPCI85)
Number of protocols on firmware Extended processing - 4
(EPCI85)
Number of firmware files Extended processing (EPCIS5) - 4
1
Total number of protocols (CPCI85 + EPCI&S)' 4 24
Multiple IP addresses per interface v v
Supported interface modules CI-8551/20/22 1117 612122

Engineering, diagnosis and test via SICAM TOOLBOX I

SICAM TOOLBOX Il connection via LAN/WAN (remote connec- v v
tion)

Connection via proprietary TCP/IP protocol (one SICAM TOOLBOX v v
Il session can be served at the same time)

Simulation and logging of messages v v
Display of connection-, statistic- and developer information v v

Engineering, diagnosis and test via SICAM Device Manager

SICAM Device Manager connection via LAN/WAN (remote v v
connection)

1 License required; see chapter14 Licenses
2 Observe configuration rules. See Configuration Rules for Communication Modules, Page 709
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Simulation and logging of messages

v

1.2 Performance Properties

CP-8031 CP-8050

v

Display of connection-, statistic- and developer information

v

v

Integrated web server for diagnosis via web browser (appli-
cation SICAM WEB)

Display of time, connection- and statistic information

Configuration of role based access control

Access to the web server with standard web browser via http(s)

Simulation and logging of messages

Dashboard for displaying data points and output of commands

ANERYRSNA YA

ANESESANAS

Integrated protocol SNMP-Agent

AN

«

Time synchronization via NTP server

<

Simplified maintenance operation by means of data storage on
SD card

AN

Authentication optional via RADIUS-Server

<

Secure password storage

«

Security3

BDEW White Paper conformance statement

Firmware signature

Configurable firewall

Integrated Crypto-Chip

IPSec

802.1X - Network authorization supplicant

802.1Q - VLAN Tagging

Secure NTP

Service Forwarding (Port forwarding)

Security Logging

Role Based Access Control

Remote authentication via RADIUS or LDAP

HW based Application Firewall

X.509 certificate-based communication

Automatic certificate distribution using SICAM GridPass (EST)

AR SRR SANASAEYASANASANANANANAN

ANESNENENASAYANANASASANAYA YA YA

SIAPP Container '

3

Maximum number of data points

20 000

400 000

Maximum number of stations

50

400 at CPCI85
+ 200 per EPCI85

CFC resources of firmware Central processing (CPCI85)

1

CFC resources extension firmware CPCI85 + EPCI85'

4

Redundancy '

v

3

Details see SICAM Administrator Security Manual (DC0-114-2)
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1.3  System Architecture

The basic configuration of a system consists of:

® A master module and a power supply module

Based on the requirement, the basic configuration can be expanded with another power supply (optional
for redundancy reasons).

® upto 8 local SICAM I/O modules
The communication of the field process takes place via the extended SICAM 1/O modules.

®  The LED module
The process data of 8 1/0 modules are visualized by the LEDs on the LED module.

The communication to higher-level automation devices or to a control system takes place via the master
module or additional extension modules. Up to 8 protocol elements can be loaded on the master module.

8 additional 1/0 modules can be connected to a CP-8031 system via a remote SICAM A8000 I/O row.
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Figure 1-6 CP-8031 System Architecture
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1.3 System Architecture

Further I/O modules can be connected via up to 15 remote SICAM A8000 I/0O rows (each up to 8 I/O modules)
or via up to 4 SICAM A8000 Racks.
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Figure 1-7 CP8050 System architecture
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1.4 First Steps

1.4

Hardware

Setup

42

First Steps

Below you will find a chronological list of all the steps required to create a minimum configuration (master
module with power supply) using the SICAM TOOLBOX Il and a SD card.

®  Unpack the master module (CP-8031/CP-8050) and the power supply (PS-862x or PS-864x)
®  Read carefully the product information for these devices

®  Mount the master module on DIN rail as described in the PI
For more information about mounting, see 6.5 Mounting/Removal of a SICAM A8000 Module

®  Mount the power supply to the right of the master module as described in the PI
® Read the following chapters:

- 6.10 Memory card

- 6.11.6 Switching the Device On and Off

®  Read chapter 8.71.7 One Click to Connect
Necessary parameter settings via OPM II:

—  Definition of the interface, definition of the desired IP address, enable DHCP server:
System settings | Network settings | Interface

—  Enable HTTP(S) WEB-Server:
System settings | Network settings | Services | Web server

- Enable SICAM WEB:

System settings | Network settings | Services | Web server | Applications

—  Enable remote operation:

System settings | Network settings | Services | Web server | Applications
| Remote operation

®  Configure firewall (OPM II, system technique, generate firewall)
® [f necessary, obtain the latest firmware, e.g. via the live update in the SICAM TOOLBOX Il

® |nitialize the directly connected AE / load parameter
or

®  Generate flashcard (OPM I, system technique, flashcard, create files), insert flashcard into the device
Note: The master module is delivered without SD card, the SD card must be ordered separately.

®  Switch on power, automatic startup
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2.1 Power Supply

2.1 Power Supply

Base Device
The power supply of a CP-8031/CP-8050 base device takes place via one of the following power supply
modules: PS-8620, PS-8622, PS-8640 or PS-8642. These provide the operating voltage for the master module,
the transmission facilities with multi-point traffic and dial-up traffic (modem, interface converter) as well as
for the local I/O modules.
To increase the availability a second power supply module can be used.

110 row
The 110 remote rows are powered by the power supply that is integrated in the 1/O remote modules (CI-8530,
C1-8531, CI-8532 and CI-8533). To increase the availability of the /O rows an additional power supply module
(PS-8620, PS-8622, PS-8640 or PS-8642) can be used.
If the integrated power supply of the 1/0 remote module is not sufficient, it is possible to use up to two power
supply modules instead. The integrated power supply must then not be wired.

1/0 Rack

The power supply of the 1/0 racks takes place via the power supplies PS-2630 and PS-2632. To increase the
availability in the 1/0 racks a second power supply module can be used.

Features of the Power Supply Modules

e Different input voltages
—  PS-862x: DC voltage input
PS-864x: AC or DC voltage input

Cl-853x: DC voltage input (further information see 2.4 SICAM A8000 /0 Remote Modules)
PS-2630: DC voltage input
—  PS-2632: AC or DC voltage input

® Inputvoltage

®  Monitoring of the output voltages

®  Monitoring of the input voltage

®  Failure detection for redundancy

®  Environmental conditions with enhanced electromagnetic compatibility
® Removable screw terminals

®  Function indication via LED

Product Overview

44

Designation
PS-8620 Power Supply 24-60VDC 12W

PS-8622 Power Supply 110-220VDC 12W

PS-8640 Power Supply 24-60VDC 45W

PS-8642 Power S. 100-240VDC or VAC 45W

CI-8530 SICAM 1/0O Remote 24-60VDC el.

CI-8531 SICAM 1/O Remote 24-60VDC F/O

Cl-8532 SICAM 1/O Remote 110-220VDC el.

CI-8533 SICAM 1/O Remote 110-220VDC F/O
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2.1 Power Supply

PS-2630 Power supply 24-60VDC

PS-2632 Power supply 110-220VDC, 230VAC

Configuration Rules for 2nd Power Supply

The 2nd power supply module must be plugged directly to the right of the first power supply module, or in the
remote 1/O row, just to the right of the /O remote module.
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2.2 Master module

The master module is the central processing unit. Its functionality is provided by means of a loadable and
parameter-settable firmware.

The master module integrates the function packages for the telecontrol function (spontaneous processing and
communication) and the openiclosed-loop control function (periodical processing and peripheral functions)
into one common device.

Additionally, it serves as centrally coordinating element for all system services.

Features
®  Data node functionality
®  Organization of the data flow from and to the communication interfaces
—  Ethernet (TCP/IP) for LAN/WAN connections according to IEC 60870-5-104 and IEC 61850

—  RS-232 for point-to-point or multi-point traffic according to IEC 60870-5-101 with supply for an
external transmission facility

—  RS-485 for multi-point traffic according to IEC 60870-5-101 and interfacing of protective devices
according to IEC 60870-5-103

®  Time management and time synchronization via NTP
—  up to 4 different NTP servers (redundancy)
—  cyclically, adjustable in seconds, self-adapting
®  Main focus in telecontrol
—  Parameter-settable telecontrol functions
—  Parameter-settable communication protocols
—  Monitoring and simulation of process signals
®  Automation
—  Freely programmable open/closed-loop control function
®  Autonomous behavior (for instance in the case of communication failure)
®  Decentralized archive (DEAR) for the avoidance of data loss during communication fault
® |oadable firmware
® Joadable SIAPP | LXC Container
®  Optional storage of application data and firmware on SD card
®  Watchdog- and Error-Relays (only CP-8050)
®  Secure clock function
®  Redundancy
®  Network services (NTP, SNMP, Syslog, ...)

®  Security

Product Overview

Designation MLFB

CP-8031 Master Module 6MF28031AAQ0
(Bus connector CM-8813 is included; without SD card)
CP-8050 Master Module 6MF28050AA00

(Bus connector CM-8813 is included; without SD card)
CPCI85 Firmware Central processing and communication
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Designation MLFB

EPCI85 Extended Processing 6MF27500EPOO

SD-card 512 MB (optional) 6MF12132GA050AA0
Temperature range - 40 to + 70 °C

SD-card 2 GB (optional) 6MF12131GA050AAOHH

Temperature range - 25 to + 70 °C
CM-8813 Bus connector CP-8050 -
(this bus connector is part of CP-8031/CP-8050)
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2.3 SICAM A8000 I/0O Firmware

2.3.1 SICAM A8000 I/0 Master Firmware

The SICAM A8000 I/O Master Firmware serves for the acquisition or output of process signals and performs the
process-compliant adaptation, monitoring and processing of the process signals at each point of entrance or
exit of the system. The functionality is provided by means of a loadable and parameter-settable firmware per
SICAM A8000 row.

Features

®  SICAM A8000 I/O Master firmwares can only be used on a basic firmware CPCI85

®  Support of up to 8 SICAM 1/O or SICAM TM 1/O modules per /O row
Acquisition and preprocessing of process data according to IEC 60870-5-101/104 with and without time
tag
—  Transmission of process information to the telecontrol function (for further distribution) and to the
open-/closed-loop control function (for further processing)
- Single-point and double-point information items
- Count pulses
- Measured values

—  Transmission of system information (example: diagnosis data)
®  Postprocessing and output of process data according to IEC 60870-5-101/104

—  Reception of process information from the telecontrol function and from the open-/closed-loop
control function

- Single-point information
- Single-point and double-point command items
- Setpoint command

—  Reception of system information (example: Parameter)
® Secured data exchange with the SICAM /O modules
®  Supervision of the I/0 modules and failure handling

®  Errordisplay via LED

Product Overview

Designation
IOMI85 Universal Signal Input and Output for SICAM A8000 I/0 Modules
IOMI65 Universal Signal Input and Output for SICAM TM 1/0 Modules

2.3.2 SICAM A8000 Rack I/0 Firmware

The SICAM A8000 Rack I/O Firmware serves for the acquisition or output of process signals and performs the
process-compliant adaptation, monitoring and processing of the process signals at each point of entrance or
exit of the system. The functionality is provided by means of a loadable and parameter-settable firmware per
SICAM A8000 Rack 1/0 module.

Features
®  SICAM A8000 rack I/O firmware can only be used on Expansion Processing firmware EPCI85
® Aseparate I/O firmware is required for each SICAM A8000 Rack I/0 module
® The different firmware functions are listed in the Rack I/O modules
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Product Overview

BISI85  |Digital input (8x8, 1 ms)

(for DI-2100%)

BISI86  |Digital input (8x8, 1 ms)

(for DI-2110%, DI-2111%)

BISIX86 |Digital input (8x8, 1 ms)

(for DI-2112, DI-2113, DI-2114, DI-2115)

BISO85 |Digital output (Transistor, 40x1)

(for DO-2201)

PASI85 [Analog input (16x + opt. extension)

(for AI-2300, Al-23024, Al-2303%)

PCCO86 |Command output

(for DO-2210, DO-2211)

PCCO87 |Command output with on/off rail

(for DO-2210, DO-2211)

USI086 |Univ. input/output (32 DI, 16 CO, 2 DO, 2 Al, opt. extension)
(for MX-2400)

USIO87 |Univ. input/output (32 DI, 16 CO, with on/off rail, 2 DO, 2 Al, opt. extension)
(for MX-2400%)

4 Module state: termination of delivery
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24 SICAM A8000 I/0 Remote Modules

The SICAM A8000 I/O remote modules are used to couple remote SICAM A8000 I/O or SICAM TM 1/O rows to a
CP-8031°/CP-8050 base device via the Ethernet-based I/O bus (electrical or fiber optic). The integrated power

supply supplies up to 8 SICAM A8000 I/O modules.
Features
®  Support of up to 8 SICAM A8000 1/0 or SICAM TM 1/O modules
®  Ring-, Star and Daisy Chain configurations are possible
®  QOptional redundant power supplies are supported

®  Errordisplay via LED

Product Overview

Designation Power MLFB

CI-8530 SICAM 1/O Remote 24-60VDC el. 1.5W 6MF28530AA00
Cl-8531 SICAM 1/0O Remote 24-60VDC F/O® 45W 6MF28531AA00
Cl-8532 SICAM 1/O Remote 110-220VDC el. 1.5W 6MF28532AA00
CI-8533 SICAM 1/O Remote 110-220VDC F/Q® 45W 6MF28533AA00
CM-8812 Bus Connector SICAM I/0 7 - -

5 License required

6  Power consumption is 4.5 W with factory supplied SFP modules. Power consumption is dependent on type of SFP mudule used. Refer
to 5.5.1.2 Technical Data.

7 Supplied with each I/O module
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2.5 SICAM A8000 Rack I/0 Remote Modules

The SICAM A8000 1/0 remote module CI-2530 serves for coupling remote SICAM 1/O Racks (CM-2846) to the
CP-8050 base device via the Ethernet based I/0 bus. A separate power supply (PS-2630/32) is required for each
rack, which can supply up to 16 rack I/O modules.

Features
®  Support for up to 4 racks
®  Ring-, Star and Daisy Chain —configurations are possible
®  Optional redundant power supplies are supported

®  Error display via LED

Product Overview

Designation MLFB

Cl-2530 SICAM Rack 1/0 Remote 6MF22530AA00
CM-2846 Rack for 17 slots 6MF11130CJ460AA0
PS-2630 Power supply DC 24 to 60 V 6MF11130CG300AA0
PS-2632 Power supply DC 110 to 220V, AC 230 V 6MF11130CG320AA0
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2.6  SICAM A8000 I/0 Modules

The SICAM A8000 I/O modules support the master module with the input and output of process signals.

The SICAM A8000 I/O modules communicate with the master module via an internal bus. This bus transmits
data of different classes:

®  Spontaneous data for the function package Telecontrol

—  Process information and system information that is transmitted acknowledged between the master
module and the SICAM A8000 I/0 modules within the acquisition and output grid

®  Periodical data for the function package Automation

— Information, which are transmitted between the master module and the SICAM A8000 /O modules
in the cycle of the open Iclosed-loop control function

® |/O Process data

— /0 process status and I/O process errors that are transmitted from the SICAM A8000 I/O modules to
the LED module for visualization
Features

®  Acquisition of process signals and preprocessing by means of hardware
— Digital inputs
— Analog inputs (current, voltage, temperature)

®  Qutput of process signals and postprocessing by means of hardware
- Digital outputs
— Analog outputs (current, voltage)

®  Visualization of I/O process data via the LED module for each SICAM A8000 I/0 row without any addi-
tional tool

Product Overview

Designation MLFB

DI-8110 Digital Input 2x8, 24VDC 6MF28110AA00
DI-8111 Digital Input 2x8, 48/60VDC 6MF28111AA00
DI-8112 Digital Input 2x8, 110VDC 6MF28112AA00
DI-8113 Digital Input 2x8, 220VDC 6MF28113AA00
DO-8212 Dig Outp Rel 8x 24-220VDC/230VAC 6MF28212AA00
DO-8221 Secured Command Output8 6MF28221AAQ0
DO-8230 Dig Outp Transistor 16x 24-60VDC 6MF28230AA00
Al-8310 Analog Input 2x2 Pt100/Pt1000 6MF28310AA00
Al-8320 Analog Input 4x £20mA/=10V 6MF28320AA00
Al-8330 Ana. Input 3xI(6A) for Al-8340 6MF28330AA00
Al-8340 Ana. Input (4xU(250V), 2xDO) 6MF28340AA00
Al-8510 Analog Inp.(3xU(240V),3xI(LoPo))8 6MF28510AA00
Al-8511 Analog Inp.(3xU(LoPo),3xI(LoPo))8 6MF28511AA00
AO-8380 Analog Output 4x +20mA/+=10V 6MF28380AA00
CM-8830 SICAM I/O Module LED Unit 6MF28830AA00
CM-8820 CT-Adapter 3xI TA_5A/225mV 6MF28820AA00

8 Cannot be used for redundancy
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2.6 SICAM A8000 I/0 Modules

Designation MLFB

CM-8812 Bus connector SICAM 1/O
(this bus connector is part of all SICAM /O modules)

CM-8816 Bus Connector Al-8340
(this bus connector is part of Al-8330)
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2.7 SICAM A8000 Rack 1/0 Modules

2.7

Features

SICAM A8000 Rack I/0 Modules

The SICAM A8000 Rack I/O modules support the CP-8050 master module with the input and output of process

signals.

The SICAM A8000 1/0 modules communicate with the CP-8050 master module via an internal bus. This bus

transmits data of different classes:

®  Spontaneous data for the function package Telecontrol

—  Process information and system information that is transmitted acknowledged between the master

module and the SICAM A8000 Rack I/O modules within the acquisition and output grid

®  Periodical data for the function package Automation

— Information, which are transmitted between the master module and the SICAM A8000 Rack I/

O modules in the cycle of the open Iclosed-loop control function

®  Acquisition of process signals and preprocessing by means of hardware

—  Digital inputs

— Analog inputs (current, voltage, temperature)

®  Qutput of process signals and postprocessing by means of hardware

—  Digital outputs

—  Analog outputs (current, voltage)

Product Overview
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Designation MLFB

DI-2112 Digital Input 8x8, 24VDC,Tms 6MF10130CB120AA0
DI-2113 Digital Input 8x8, 48/60VDC,1ms 6MF10130CB130AA0
DI-2114 Digital Input 8x8, 110VDC,Tms 6MF10130CB140AAQ
DI-2115 Digital Input 8x8, 220VDC,Tms 6MF10130CB150AA0
DO-2201 Dig. Outp.Trans 40x1,24-60VDC 6MF10110CCO10AAQ
DO-2210 Command Output 24-60VDC 6MF10110CCT100AAOQ
D0O-2211 Command Output 125VDC 6MF10110CC110AAO
Al-2300 Ana. Inp.16x £20mA + 4x opt.IOM 6MF10110CDO0O0OAAO
SM-0570 Analog Input Extension (2x+/-20mA) 6MF10110AF700AAOQ
SM-0571 Analog Value Extension (2x Pt100) 6MF10110AF710AAO
SM-0572 Analog output extension (2x =20 mA,x1/10 V) 6MF10110AF720AA0
SM-0574 Counter input (2x24-60VDC) 6MF10110AF740AA0
SM-2506 Measuring module for command output 24-60VDC 6MF10110CFO60AAQ
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2.8

Features

SICAM TM 1/0 Modules

The SICAM TM 1/0 modules support the I/O master module (IOMI65) with the input and output of process

signals.

2.8 SICAM TM 1/0 Modules

The SICAM TM /0O modules communicate with the master module via an internal bus. This bus transmits data

of different classes:

®  Spontaneous data for the function package Telecontrol

—  Process information and system information that is transmitted acknowledged between the master
module and the SICAM TM I/O modules within the acquisition and output grid

®  Periodical data for the function package Automation

— Information, which are transmitted between the master module and the SICAM TM /O modules in

the cycle of the open Iclosed-loop control function

®  Acquisition of process signals and preprocessing by means of hardware

—  Digital inputs

— Analog inputs (current, voltage, temperature)

®  Qutput of process signals and postprocessing by means of hardware

—  Digital outputs

— Analog outputs (current, voltage)

i

NOTE

The coupling module CM-6812 is required for the physical connection of SICAM TM 1/0 modules to a

CP-8031/CP-8050 system.

Product Overview

Designation MLFB

DI-6100 Binary input 2x8 DC 24 to 60 V 6MF11130GBO00AAOD
DI-6101 Binary input 2x8 DC 110/220 V 6MF11130GB010AAOQ
DI-6102 Binary input 2x8 DC 24 to 60V, 1 ms 6MF11130GB020AAO
DI-6103 Binary input 2x8 DC 110/220V, 1 ms 6MF11130GB0O30AA0
DI-6104 Binary input 2x8 DC 220 V 6MF11130GB040AAOQ
DO-6200 Binary output transistor 2x8 DC 24 to 60 V 6MF11130GCO00AAQ
DO-6212 Binary output relays 8x DC 24 to 220V / AC 230V 6MF11130GC120AA0
DO-6220 Secured command output basic module 6MF11130GC200AA0
DO-6221 Secured command output basic module measurement 6MF11130GC210AAQ
DO-6230 Secured command output relay module 6MF11130GC300AA0
Al-6300 Analog input 2x2 +20 mA/x10 V 6MF11130GDO00AAO
Al-6307 Analog input 2x2 +2.5 mA/+=5 mA/=10 V 6MF11130GD070AA0
Al-6308 Analog input 2x2 =1 mA/x2 mA/=10 V 6MF11130GDO80AAO
Al-6310 Analog input 2x2 Pt100/Ni100 6MF11130GD100AAO
AO-6380 Analog output 4x =20 mA/=10 mA/+=10 V 6MF11130GD800AAQO
TE-6420 Speed acquisition 2x2 DC 5/24VINAMUR 6MF11130GE200AAQ
TE-6430 Counting Pulse Inp. 2x DC 24 to 60 V 6MF11130GE300AAQ
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Designation MLFB
TE-6450 Position acquisition 2x2 SSI/RS422 6MF11130GE500AAQ
CM-6812 Coupling SICAM TM 1/0 modules 6MF11130GJ120AA0
= NOTE
l ®  Asof version 4.20 of IOMI85, the module TE-6420 can also be used for redundancy

®  To the right of the module TE-6420, only additional TE-6420 can be used
(no other modules possible)
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2.9 Devices with Conformal Coating

Product Overview

2.9 Devices with Conformal Coating

Designation MLFB

CP-8050 Master Module 6MF28050AC00
CP-8031 Master Module 6MF28031AC00
PS-8620 Power supply DC24Vto 60V, 12 W 6MF28620AC00
PS-8622 Power supply DC 110V to 220V, 12 W 6MF28622AC00
CI-8520 Ethernet Interface 6MF28520AC00
CI-8530 SICAM 1/0 Remote 24-60VDC el. 6MF28530AC00
CI-8532 SICAM 1/0 Remote 110-220VDC el. 6MF28532AC00
DI-8110 Digital Input 2x8, 24 VDC 6MF28110AC00
DI-8111 Digital Input 2x8, 48/60VDC 6MF28111AC00
DI-8112 Digital Input 2x8, 110VDC 6MF28112AC00
DI-8113 Digital Input 2x8, 220VDC 6MF28113AC00
DO-8230 Digital output transistor 16x 24-60VDC 6MF28230AC00
DO-8212 Dig Outp Rel 8x 24-220VDC/230VAC 6MF28212AC00
Al-8310 Analog input 2x2 Pt100/Pt1000 6MF28310AC00
Al-8320 Analog output 4x +20 mA/=10 V 6MF28320AC00
CM-8830 SICAM 1/0 Module LED Unit 6MF28830AC00

° NOTE

l The hardware of the MLFBs 6MF28xyzAA00 and 6MF28xyzACO0 is equal, but 6MF28xyzAC00 is conformal

coated.
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Configuration Rules for SICAM A8000 1/0 Modules

If you use SICAM A8000 1/0 modules, pay attention to the following rules:

The total power consumption of the I/O modules must not exceed the following values:
- 7 W (PS-862x, CI-853x)
- 8 W (PS-864x)

The total power consumption of all modules (/0 + CP + Cl + LED module) must not exceed the power
provided by the power-supply module.

I/0 modules with a power consumption > 800 mW must be mounted directly to the right of the power
supply.
Exception:

— A LED module is mounted at the first slot.

—  If AI-8340 and PS-864x (with synchrocheck) are used, between these two modules a distance of 2
modules must be adhered.

When using the LED module for each SICAM A8000 1/O row, the module can be mounted at any position
on the right side from the power-supply module.

The LED module can also be mounted before the I/O module which is having a power consumption >
800 mW.

The combination of binary information and pulse commands on the single DO module is not possible,
except with usage of the categories DO_SX and DO_DX (for details, refer to the manual SICAM RTUs
Common Functions Peripheral Elements According to IEC 60870-5-101/104, chapter Binary information
and Command Output).

Following cases explain the mixing of binary information and pulse commands on a single module
DO-820x, DO-821x or DO-823x:

—  Mixing of DO_SX, DO_DX, DO_SC_1.5POL and DO_DC_1.5POL is possible

Mixing of DO_SC_1POL and DO_DC_1POL is possible

Mixing of DO_SC_2POL and DO_DC_2POL is possible

Mixing of DO_SX and/or DO_DX with DO_SC_1POL and/or DO_DC_1POL is not possible

For current measurement of each Al-8510 module, CM-8820 must be used; the CM-8820 must be always
mounted at the end of an I/O row or at a separate /O row.

The current measuring module Al-8330 is only functional in combination with an analog voltage meas-
uring module Al-8340 and the associated bus connector CM-8816. The voltage measuring module must
always be plugged in to the left of the current measuring module.

Option “Assignment of Return Information to Pulse Command”

With the parameter-settable assignment, the sequence of DI modules and DO modules is arbitrary.

With the fixed assignment respectively after a DI-811x (DI-610x), a DO-82xx (DO-62xx) must be
equipped.
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2.11 Configuration Rules for SICAM TM Modules

If you use SICAM TM 1/O modules, pay attention to the following rules:
® Upto 8 SICAM TM I/O modules can be used, as long as
—  the total power of the SICAM TM 1/O modules do not exceed 7.0 W

—  the total load of all /0 modules and the peripheral control module does not exceed the power
provided by the power supply module
(with TE-6430 consider the startup power consumption of 0.6 W)

®  AO modules must be installed on the first slots (max. 3 pieces possible; in the case of a 2-line arrange-
ment, with the extension cable CM-6810, only allowed in the first line)

® The CM-6810 (TM I/O module extension cable) can also be used as an option
®  The mixture of current and voltage on the same Al module is not possible

® [tis not possible to mix binary information and pulse command on the same DO module, except when
using the categories DO_EX and DO_DX
(for details refer to manual SICAM RTUs Common Functions Peripheral Elements According to IEC
60870-5-101/104, chapter Binary information and command output)
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2.12 Communication

2.12 Communication

2.12.1

Protocol Elements

A protocol element serves for the exchange of data — and thus for the transmission of messages — via a
communication interface to other automation units or process control systems.
The hardware for the protocol elements is integrated on the master module and the communication modules,
and their functionality is provided by means of loadable and parameter-settable firmware.

Via the communication interfaces the master module is able to communicate with an arbitrary superior or
subordinate automation unit in point-to-point or multi-point traffic (with the aid of an external transmission
facility), or via LAN/WAN.

Supported protocols

CP-8050 supports the following protocols and interfaces.

Protocol Firmware Designation Interface
CP-8031/50 CI-852x CI-8551
Integrated standard protocols

DHCP CPCI85 Dynamic Host Configuration ETH (X2, X3) |ETH (X1 - X5)
Protocol

EST CPCI85 "Enrollment over Secure Trans- |ETH (X2, X3) |ETH (X1 - X5)
port Protocol (EST)" for the
remote request of certificates
(Client)

http/https CPCI85  |TOOLBOX Il remote operation ETH (X2, X3) |ETH (X1 - X5)

IPSec CPCI85 Internet Protocol Security (IPsec) |ETH (X2, X3) |ETH (X1 - X5)

IRIG-B CPCI85 Inter Range Instrumentation RS-232 (X5)
Group Time Code Protocol RS-422 (X4)

LDAP CPCI85 "Lightweight Directory Access ETH (X2, X3) |ETH (X1 - X5)
Protocol (LDAP)" — Internet
protocol security (IPsec) for the
role based administration of the
authorized users

NTP CPCI85 Network Time Protocol (Client + [ETH (X2, X3) |ETH (X1 - X5)
Server)

NTPsec CPCI85 Secure Network Time Protocol |ETH (X2, X3) |ETH (X1 - X5)
(NTPsec) (Client + Server)

PTPmc CPCI85 IEEE1588 "Precision Time ETH (X2, X3) [ETH (X1 - X5)
Protocol" Master Clock (PTPmc)

PTPoc CPCI85 IEEE1588 "Precision Time ETH (X2, X3) |ETH (X1 - X5)
Protocol" Ordinary Clock (PTPoc)

RADIUS CPCI85 "Remote Authentication Dial-In  |ETH (X2, X3) |ETH (X1 - X5)
User Service" for administration
of the authorized user (Client)

SNMP V3 Agent CPCI85  |Simple Network Management  [ETH (X2, X3) |ETH (X1 - X5)
Protocol

SNTP CPCI85 Simple Network Time Protocol  |ETH (X2, X3) [ETH (X1 - X5)
(Client + Server)

Syslog CPCI85  |System Message Logging ETH (X2, X3) |ETH (X1 - X5)
(Client)
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Protocol

Firmware

Designation

CP-8031/50

2.12 Communication

Interface

ClI-852x

CI-8551

Equipable standard protocols

DNP3 DNPIIM DNP3 TCP Slave ETH (X2, X3) |ETH (X1 - X5)
DNPII2 DNP3 TCP Master ETH (X2, X3) |ETH (X1 - X5)
DNPSIO DNP3 Slave RS-232 (X5) RS-232 (X1, X2, X4, X5)
RS-485 (X4) RS-485 (X1, X2, X3)
RS-422 (X4) RS-422 (X1, X2, X3)
DNPMIO |[DNP3 Master RS-232 (X5) RS-232 (X1, X2, X4, X5)
RS-485 (X4) RS-485 (X1, X2, X3)
RS-422 (X4) RS-422 (X1, X2, X3)
DSfG DSFGIO DSfG-Bus Slave (Instance) RS-485 (X4) RS-485 (X1,X2, X3)
IEC 60870-5-101 BPPIO Point-To-Point Traffic RS-232 (X5) RS-232 (X1, X2, X4, X5)
RS-422 (X4) RS-422 (X1, X2, X3)
IEC 60870-5-101 UMPMIO | Multi-point traffic Master RS-232 (X5) RS-232 (X1, X2, X4, X5)
RS-485 (X4) RS-485 (X1, X2, X3)
RS-422 (X4) RS-422 (X1, X2, X3)
IEC 60870-5-101 UMPSIO | Multi-point traffic Slave RS-232 (X5) RS-232 (X1, X2, X4, X5)
RS-485 (X4) RS-485 (X1, X2, X3)
RS-422 (X4) RS-422 (X1, X2, X3)
IEC 60870-5-103 |103MIO |Protective device interfacing RS-232 (X5) RS-232 (X1, X2, X4, X5)
Master RS-485 (X4) RS-485 (X1, X2, X3)
RS-422 (X4) RS-422 (X1, X2, X3)
IEC 60870-5-103 |103SI0  |Protection device interfacing RS-232 (X5) RS-232 (X1, X2, X4, X5)
Slave RS-485 (X4) RS-485 (X1, X2, X3)
RS-422 (X4) RS-422 (X1, X2, X3)
IEC 60870-5-104 |ETI4 Ethernet TCP/IP ETH (X2, X3) |ETH (X1 - X5)
IEC 60870-5-104  |FWi4 Ethernet TCP/IP with Application [ETH (X2, X3) |ETH (X1 - X5)
Layer Firewall
IEC 61850 Ed. 1+2 |ETI5 Ethernet TCP/IP (Client) ETH (X2, X3) |ETH (X1 - X5)
IEC 61850 Ed. 2 ETI5 Ethernet TCP/IP (Server) ETH (X2, X3) |ETH (X1 - X5)
IEC61850 Ed 2 ETI5 Ethernet TCP/IP (GOOSE) ETH (X2, X3) |ETH (X1 - X5)
10T OPUPIO IOT Publisher (MQTT) ETH (X2, X3) |ETH (X1 - X5)
OPUPI1 IOT Publisher (MindSphere) ETH (X2, X3) |ETH (X1 - X5)
Modbus RTU MODMIO [Modbus RTU Master RS-232 (X5) RS-232 (X1, X2, X4, X5)
RS-485 (X4) RS-485 (X1, X2, X3)
RS-422 (X4) RS-422 (X1, X2, X3)
MODSIO |Modbus RTU Slave RS-232 (X5) RS-232 (X1, X2, X4, X5)
RS-485 (X4) RS-485 (X1, X2, X3)
RS-422 (X4) RS-422 (X1, X2, X3)
Modbus TCP MBCIIO Modbus TCP Master ("Client") ETH (X2, X3) |ETH (X1 - X5)
MBSII0 Modbus TCP Slave (“Server") ETH (X2, X3) |ETH (X1 - X5)
PROFIBUS-DP DPMIO PROFIBUS-DP Master (DPVO) ETH (X2, X3) |ETH (X1 - X5)
with ext. Gateway
PROFINET-10 PNMIO PROFINET-IO Master ETH (X2, X3) |ETH (X1 - X5)
("Controller") with ext. Gateway
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Protocol

Firmware

Designation

CP-8031/50

Interface

CI-852x

CI-8551

Installable protocols (project-specific)

AGP AGPMIO |AGP Master for power distrib- RS-232 (X5) RS-232 (X1, X2, X4, X5)
utor branch specific test equip-
ment
DLMS/COSEM ETMCI9 DLMS Ethernet counter inter- ETH (X2, X3) | ETH (X1 - X5)
facing Master (Client)
EAW Ursatron u80zI0 EAW Ursatron 8000 Master RS-232 (X5) RS-232 (X1, X2, X4, X5)
8000 RS-485 (X4) RS-485 (X1, X2, X3)
RS-422 (X4) RS-422 (X1, X2, X3)
SAT SK 1703 GV PCBMIO |SAT SK 1703 PCMBA RS-232 (X5) RS-232 (X1, X2, X4, X5)
Multi-point traffic Master RS-485 (X4) RS-485 (X1, X2, X3)
for serial coupling of RS-422 (X4) RS-422 (X1, X2, X3)
SK 1703, MK 1703,
uk 1703, Ax 1703
SAT SK 1703 Point- | SKEEI1 SAT SK 1703 PCMBA Point-to- RS-232 (X5) RS-232 (X1, X2, X4, X5)
to-Point Point for serial coupling of SK RS-422 (X4) RS-422 (X1, X2, X3)
1703, MK 1703, Ax 1703
Siemens SINAUT 8 |SA8MIO |Siemens SINAUT 8 Master RS-232 (X5) RS-232 (X1, X2, X4, X5)
Point-to-point or multi-point RS-485 (X4) RS-485 (X1, X2, X3)
traffic Master RS-422 (X4) RS-422 (X1, X2, X3)
SA8SIO Siemens SINAUT 8 Slave RS-232 (X5) RS-232 (X1, X2, X4, X5)
Point-to-point or multi-point RS-485 (X4) RS-485 (X1, X2, X3)
traffic Slave RS-422 (X4) RS-422 (X1, X2, X3)
0OBB X.25 0X25I11 0OBB X.25 with ext. "PAD" for RS-232 (X5) RS-232 (X1, X2, X4, X5)
railway control center informa-
tion
VLZ VLZIO 0OBB VLZ (PIPS1) for railway RS-232 (X5) RS-232 (X1, X2, X4, X5)
control center information RS-422 (X4) RS-422 (X1, X2, X3)
Additional information on interfacing to third-party systems and further protocols is available on request.
2.12.2 Communication Interfaces
In addition to the master modules, the communication modules CI-8520, CI-8522 and CI-8551 offer interfaces
for serial, Ethernet or fiber optic communication.
All interfaces can be operated simultaneously.
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CP-8031 CP-8050

X5: RS-232 X5: RS-232

X4: RS-485 - X4: RS-485

X3: Ethernet X3: Ethernet

X2: Ethernet X2: Ethernet

NN

Figure 2-1 Communication interfaces of the master modules

Cl-8520 Cl-8522 Cl-8551

X5: Ethernet

X5: Ethernet optic

X5: RS-232

X4: Ethernet

X4: Ethernet optic X4: RS-232

X3: RS-485

X3: Ethernet RS-422

X2: Ethernet X3: Ethernet X2: RS-232

RS-485
RS-422

X1: RS-232
RS-485
RS-422

X2: Ethernet

X1: Ethernet

X1: Ethernet

Figure 2-2 Communication interfaces of the communication modules
° NOTE
l An additional license is required to use one of these communication modules with the CP-8031.
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2.12.3 Transmission Facilities

Supported transmission facilities:

Connection

Transmission facility

Protocol-Firmware

Multi-point traffic CE-0700 V.23 Leased line modem? UMPMIO, UMPSIO
Point-to-point traffic | cE.0701 VFT Channel modem? UMPMIO, UMPSIO
(serial) CM-0847 fiber optical interface (electrical/FO) 103MI0, 103510, UMPMIO,
UMPSI0, MODMIO, MODSIO,
DNPSIO
SIEMENS 7XV5450 Mini Starcoupler 103MI0, 103510, UMPMIO,
UMPSIO
SIEMENS 7XV5652 RS-232/LWL Converter 103MI0, 103510, UMPMIO,
UMPSIO
PHOENIX PSM-ME-RS232/RS485-P 103MI0, 103S10, UMPMIO,
UMPSI0, MODMIO, MODSIO,
BPPIO
Westermo TD-23 (analog)'0 UMPMIO, UMPSIO
SATELLINE 2ASxE UMPMIO
TP Radio WDM 8000 UMPSIO
Radio digital UMPMIO, UMPSIO
Radio analog UMPMIO, UMPSIO
Direct connection RS-232 11 103MI0, 103510, UMPMIOQ,
UMPSI0, MODMIO, MODSIO,
BPPIO, DNPSIO, U80ZI0, VLZIO,
PCBMIO, SKEEIT, SASMIO,
SA8SI0, OX25I1
Direct connection RS-422 BPPIO, 103MI0, 103SI0,
UMPMIO, UMPSIO, MODMIO,
MODSIO, DNPSIO, U80ZI0,
VLZI0, PCBMIO, SKEEIT,
SA8MIO, SA8SIO
Direct connection RS-485 103MI0, 103S10, UMPMIO,
UMPSIO, MODMIO, MODSIO,
DNPSIO, DSFGIO, US0ZIO,
PCBMIO, SA8MIO, SA8SIO
AGP interface adapter UN1373BiS (optical/RS-232) AGPMIO
GPRS Siemens SCALANCE M874-2 ETI4, FWI4, OPUPIO, OPUPI1
Siemens MD741-1 ETI4, FWI4, OPUPIO, OPUPI1
Dr. Neuhaus Tainy EMOD-V2-10 ETI4, FWI4, OPUPIO, OPUPI1
Dr. Neuhaus Tainy EMOD-L1-10 12 ETI4, FW14, OPUPIO, OPUPIN
Welotech TK701G ETI4, FWI4, OPUPIO, OPUPI1
Welotech TK704G ETI4, FWI4, OPUPIO, OPUPI1
Ethernet ETI4, FWI4, ETI5, MBCIIO,
MBSIIO, DNPIIT, OPUPIO,
OPUPIT, ETMCI9

64

5V supply via modem cable for CE-070x

provides RS-232 and RS-485 interface

For multi-point traffic only possible with 1 substation
without IPsec VPN tunnel VPN-Tunnel
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Connection Transmission facility Protocol-Firmware
Field bus (PROFIBUS- |Hilscher netHOST NHST-T100-DP/DPM DPMIO

DP)

Field bus (PROFINET- |Hilscher netHOST NHST-T100-EN/PNM PNMIO

10)

All interfaces can be operated simultaneously.
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Firmware Structure and Data Flow

The basis for CP-8050 is a modular, open, and thus non-technology-dependent system architecture for
processing, communication, and peripherals (single-processor system, firmware).

The adaptation to the specific needs of the application is accomplished by relying on an individual hardware
configuration and by loading standard firmware and parameters. Within their defined limits, the parameters
thereby not only influence the behavior of the firmware functions, but also that of the hardware functions. As
a result, mechanical parameterizations such as the changing of jumpers or loads are no longer necessary on
any of the module types. This permits not only online reconfiguration but also the gapless documentation of
set parameters by the engineering system, as well as simplified inventory management.

Due to the different requirements in terms of functionality, also different data flow concepts are produced:

®  Telecontrol. For telecontrol tasks and the distribution of user data in networked plants, the use of sponta-
neous transmission proves advantageous for optimizing the utilization of the in many cases limited
communication bandwidth. This helps avoid constant burdening of the data sinks with unnecessary data.

®  Automation. For the implementation of a freely definable open-/closed-loop control function a determin-
istic guaranteed reaction time is needed. This is achieved by using the consistently periodic concept with
regard to data acquisition, execution of functions, and data transfer, regardless of the number of
changing signals.

As interface to the process serve the [/O modules. The input/output and processing of the process signals is
performed by means of the /0 master firmware or the rack /O firmwares.

Communication

interfaces .
R . Acquisition /

output

Preprocessing / w

Communication postprocessing n

L

i1 S

; O

Extended e

Processing o

Central
Processing Preprocessing/  «....... Acquisition /
4— t e >
Open-/closed loop [—» postprocessing output

control function  [€=75%

*—— spontaneous data <——_- periodical data oy I/O bus
Figure 2-3 Internal Data Flow
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2.14 Engineering

Depending on the master module, configuration, diagnostics and testing are alternatively carried out via
e (CP-8031

—  SICAM TOOLBOX Il (as of Version 7.00)

—  SICAM Device Manager (as of V03.50)

—  SICAM WEB (as of Version 4); only diagnostic!
e (P-8050

—  SICAM TOOLBOX Il (as of Version 6.01)

—  SICAM Device Manager (as of V03.00)

—  SICAM WEB (as of Version 4); only diagnostic!

2.14.1 SICAM TOOLBOX II

Of course the SICAM TOOLBOX Il, the integrated engineering system for SICAM RTUs, supports the SICAM
A8000 Series. The SICAM TOOLBOX Il comprises all stages of plant configuration and maintenance, this means
data collection, configuring, parameter setting, expanding, changing, testing, system diagnosis, and docu-
mentation.

Object Orientation

The introduction of object orientation allows project engineers to describe real units and pieces of equipment
in the configuration process (circuit breakers, feeders, etc.). Project engineers can take advantage of these
structural advantages especially in cases where systems are constituted of a plurality of primary units and
pieces of equipment of equal type (for example a transformer substation). This yields enormous streamlining
effects for the engineering process.

Consistent Data Management

The SICAM TOOLBOX Il stores all information in one central database. Once a piece of information has been
entered, it will immediately and always be available in its latest updated form to all tools of the
SICAM TOOLBOX Il and to all people working on a project.

Networkability and shared-work operations

This reaches from stand-alone terminal solutions all the way to complex network solutions. In networks,
several engineers may work on one or more projects at the same time. Whether on a standalone terminal or in
a network, always the same SICAM TOOLBOX Il is used.

Function Diagram for the Implementation of Application Programs

When configuring via the SICAM TOOLBOX II, application programs (open-/closed-loop control function) can
be created as function diagram (FUD) with the tool CAEx plus. Optionally, also an existing instruction list can
be imported into the SICAM TOOLBOX 1.

In view of its conformity with IEC 61131-3, CAEx plus grants the user access to a well-established and gener-
ally acknowledged standard. This helps shorten staff training times considerably.

By means of the available standard-conformal module libraries and standard-conformal data types, the engi-
neering becomes more transparent and is possible with high application quality.

2.14.2 SICAM Device Manager

Intuitive Engineering for SICAM A8000. Engineering is an important cost factor in the creation of new plants
for energy generation, distribution and transmission. The maintenance of existing systems and the mainte-
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2.14.3
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nance of the relevant databases also require high expenses. Configuration, parameterization, test and
commissioning with the SICAM Device Manager solve these tasks and requirements in an intuitive manner and
save time and money.

The current engineering software for the SICAM A8000 series supports project and device management for:

e (CP-8031
e (CP-8050
e (CP-8000
e (CP-8021
e (P-8022

The SICAM Device Manager is available in German and English language.
There are 3 licenses to choose from:

®  6MF7800-1FB00: SICAM Device Manager Basic
Intuitive Engineering Tool for SICAM A8000 Series

®  6MF7800-1FS00: SICAM Device Manager Standard
Intuitive Engineering Tool for SICAM A8000 Series incl. CFC

®  6MF7800-1GS00: SICAM Device Manager Upgrade Basic to Standard
Supported operating systems:

®  Microsoft Windows 7

®  Microsoft Windows 10

®  Microsoft Windows 2012 Server R2

®  Microsoft Windows 2016 Server R2

Cyber Security

In line with the SICAM A8000 series, the SICAM Device Manager also meets the cyber security requirements of
tomorrow. In addition to the already known features, such as BDEW White Paper conformity, the SICAM Device
Manager only supports digitally signed firmware.

SICAM WEB

Particular value was placed on simplest operation. SICAM WEB has an integrated web server that is operated
with a standard web browser. By means of that, no special tools or additional licenses are needed.

Supported web browser:
® Google Chrome ®
®  Microsoft Edge ®

®  Mozilla Firefox ®
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SIEMENS
SICAM A8000

Device information Administration Hardware

Service
- i Ha’dwalehﬁt
Y

Monitoring Service

Alarms & Events, Process Data Dashboard Redundancy Support
Archive

Figure 2-4 SICAM WEB dashboard

2.14.4 Differences with the Engineering Tools

SICAM TOOLBOX Il SICAM WEB
License required X -
Interfacing ®  direct point-to-point connection | ®  direct point-to-point connection
via serial interface via Ethernet interface

(via patch cable and D-Sub/RJ45 |e | AN/WAN-connection via
Adapter) Ethernet interface

®  Serial connection via telecom-
munications equipment

®  direct/remote LAN/WAN-connec-
tion via Ethernet interface

® | AN/WAN-connection via serial
interface and terminal server

®  remote via additional SICAM
RTUs automation units

Addressing Via region, component Via IP address
Parameterization mode Offline, subsequently transform -
parameters and load into target
system
Remote Maintenance X -
HW Configuration I/0 modules must be configured in |-

the OPM Il after configuring the I/
O master module

Process-technical parameteriza- | ®  Images can be created for the |-
tion instancing of object types

®  Bulk edit for the values of the
images possible

Application program Based on IEC 61131-3, with restric- |-

tions from system limits (memory)

®  Function chart via CAEx plus

® [nstruction list
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SICAM TOOLBOX II SICAM WEB

Test functions for telecontrol ® Data Flow Test ®  Process data Monitoring
® Topology Test ®  Process data Simulation
® /O test ® |/OTest

® |/O Simulation

Test of application program ®  Online test
e  Offline simulation

Sum diagnosis information X -

Role Based Access Control - X

Read security logbook - X
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System Services

The function package System Services provides general functions and basic services that are required by other
function packages. It contains

® Communication with the engineering system
® |ntegrated web server

® Time Management

®  Monitoring Functions

®  Failure Management

®  Diagnostic and Signaling

®  Autonomy

®  Storage of application data

®  Storage of firmware

®  Role Based Access Control

®  Remote Operation

®  Factory Reset

®  Configurable SD card usage

®  Configurable Firewall (Whitelisting)
®  Network management

® [PSec VPN

®  Security Logging

Communication with the Engineering System (SICAM TOOLBOX 1)

For the communication between the SIEMENS TOOLBOX Il and CP-8050 exist different variants:
®  Physical connection of the SICAM TOOLBOX Il with the automation unit
—  Locally by means of a direct cable (RS-232 interface)
—  Remotely
—  Serial communication link via modems (RS-232 or RS-485 interface)
—  Ethernet connection (TCP/IP) and Terminal Server (RS-232 interface)
—  Ethernet connection (TCP/IP)

® |[ogical connection of the SICAM TOOLBOX Il with that automation unit, that is the subject of the engi-
neering task:

—  Local automation unit
(that is that one, to which the physical connection exists, regardless in which of the previously
mentioned forms)

—  Remote automation unit
(automation unit that can be reached via the local automation unit; consistent remote communica-
tion according to IEC 60870-5-101 or -104 is required)
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With the exception of the very first initialization procedures, all tasks are possible in each of the above
mentioned variants, including for example:

®  Parameter setting
®  Diagnosis

® Test

®  Firmwareloader

® |oad parameters

3.1.2 Simplified Engineering via SICAM WEB

For restricted engineering tasks a web server resides on the master module. The web server provides the
menus for maintenance designed as websites.

The following functions are supported:

®  Diagnosis

®  Read security logbook

®  Configuration of role based access control

®  Time synchronization command

® [oad firmware

®  Overview of installed and operating firmwares
® Read out of error information

®  Monitoring & Simulation

®  Dashboard

® Alarms & Events

3.1.3 Time Management

3.1.3.1 Clock

Generally, the SICAM A8000 Series supports automatical time tagging for all data. On the master module
resides the central clock of the automation unit.

Time tagging takes place automatically at each point in the system where spontaneous data originates. The
transfer of the data (priority-controlled) with standard protocols takes place with 7 octet date and time with
Tms resolution.

3.1.3.2  Time Setting and Synchronization

In CP-8031/CP-8050, the system time is either set automatic via time synchronization with external reference
clocks or by usage of the internal RTC chip.

The configuration is done with parameter [Home] System settings | Time management |
Synchronizing of the device.

®  automatic
Time synchronization takes place via external reference clocks

®  No time synchronization (free running)
The internal RTC chip is used; the system time can be set with the engineering tool.

SICAM A8000 Series, CP-8031, CP-8050, Manual 73
DC8-026-2, Edition 11.2022



Function Packages

3.1 System Services

i

NOTE

For CP-8031/CP-8050 the time setting source must be set. Therefor the manual time setting works only if it
is parameterized. If “automatic” is set, manual time setting it is not possible. This is different to the legacy
systems.

Automatic synchronization of the automation unit

Value of parameter [Home] System settings | Time management | Synchronizing of the
device =Automatic.

Following methods of automatic time synchronization are supported and automatically recognized:
®  Time synchronization via digital IRIG-B signal (highest priority)

®  Time Synchronization via LAN/WAN (NTP)

®  Time synchronization via IEEE 1588 Edition 2008 (PTP)

®  Time synchronization via serial communication (z.B.: IEC 60870-5-101, third-party protocols)

®  Time synchronization via RTC (Hardware clock, pulse per second, lowest priority)

Synchronization via IRIG-B

The CP-8031/CP-8050 system time can be synchronized via the digital IRIG-B signal received from external
reference clocks.

The received message frame must include the information “Year” and the included time tag must be coded in
UTC.

The IRIG-B signal has the highest priority of all external time references. Only if it fails, other kind of reference
clocks are used to synchronize the internal system time.

The preferred format type is IRIG-BOO7.
Additional following formats are supported: IRIG-BO04 — BO06 and IEEE 1344
Supported plugs:

° X5 ... RS-232 (Wiring RXD, GND)
® X4 ...RS-485 (2-wire wiring: RX/TX+, RXITX-, 4-wire wiring: TX+,TX-)

The plug must be selected via parameter [Home] System settings | Time management | Inter-
face IRIG-B. The IRIG-Binput can be inverted with the parameter [Home] System Settings | Time
management | Inversion IRIG-B input. This parameters is only visible in the Device Manager with
the function “Show all parameters”.

1

NOTE
®  SICAM A8000 supports the time synchronization of its own device with IRIG-B.
®  max. accuracy: typical T ms

®  SCAM A8000 cannot synchronize other devices with IRIG-B.

74

Synchronization via NTP (Client)

Up to 4 different NTP servers can be parameterized for the time synchronization. The selection of the NTP-
servers used for time synchronization is done by the NTP-daemon by means of a predefined algorithm.
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NOTE

i @

If only 2 NTP servers are configured in ([Home] Communication | Client Services | Network
Time Protocol Client (NTP) / Simple Network Time Protocol Client (SNTP) |
Assigned LAN interfaces) ), the first configured NTP server is the preferred NTP server. The second
is only used as backup.

Synchronization via IEEE 1588 Edition 2008 (PTP)

The IEEE 1588 protocol is used to synchronize clocks via network communication. IEEE 1588 is available as a
time receiver in all Ethernet communication modules. Transfer and processing times in the components are
also transferred within the protocol. These correction times can be taken into account in the terminal and
improve the temporal synchronization of the terminals. A runtime measurement (IEEE Standard Profile for Use
of IEEE 1588™ Precision Time Protocol in Power System Applications) is not supported. Time synchronization
via I[EEE 1588 Edition 2008 (PTP) is only supported in multicast mode. The reception of messages with IEEE
802.1Q marking (VLAN tag, single tagged only) is supported.

Grandmaster clock

IEEE 1588 ordinary clock

CP-8050

|IEEE 1588 master clock &
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PTP is used in CP-8050 in 2 different ways:

® |EEE 1588 ordinary clock (slave)

When used as “IEEE 1588 ordinary clock”, the system gets the time from an external time source, the
“Grandmaster Clock” (e.g., Meinberg M600).

The LAN interface to the Grandmaster Clock is selected with the parameter [Home] Communication |
Client Services | IEEE 1588 Ordinary Clock (PTPoc) | assigned LAN interfaces.

- max. accuracy: typical 1 ms

For PTP Slave under [Home] Communication | Client Services | IEEE 1588 Ordinary
Clock (PTPoc) | IEEE 1588 advanced parameters, the following parameters can be set:

Delay Mechanism:

—  P2P (Peer-to-Peer)

—  E2E (End-to-End)

This parameters is only visible in the Device Manager with the function “Show all parameters”.

® |EEE 1588 master clock

When used as an “IEEE 1588 Master Clock”, the system time can be passed on to up to 4 freely selectable
virtual networks.

The LAN interfaces that are to be synchronized with CP-8031/CP-8050 as grandmaster clock are selected
with the parameter [Home] Communication | Client Services | IEEE 1588 Ordinary
Clock (PTPoc) | assigned LAN interfaces. If no LAN interfaces are assigned, the PTP master
clock function will be disabled.

—  max. accuracy: typical 1 ms

For PTP Master under [Home] Communication | Server Services | IEEE 1588 Master
Clock (PTPmc) | IEEE 1588 advanced parameters the following parameters can be set:

Delay Mechanism:

—  P2P (Peer-to-Peer)

—  E2E (End-to-End)

PTP Timescale:

—  UTC (Coordinated Universal Time)
—  TAIl (International Atomic Time)

These parameters are only visible in the Device Manager with the function “Show all parameters”.

° NOTE
l ®  Delay Mechanism P2P with CI-852x is not supported!

Synchronization via serial communication

The time synchronization can also take place by means of serial communication protocols (e.g.: IEC
60870-5-101, third-party protocols)

This synchronization method is only used if IRIG-B and NTP are not configured or not working.

Synchronization via RTC

Time synchronization via the RTC chip (real-time clock) installed on the CP-8031/CP-8050 is only used if the
methods described above are not available and the timeout [Home] System Settings | Time
management | Monitoring time for synchroniz. event has expired.

76 SICAM A8000 Series, CP-8031, CP-8050, Manual
DC8-026-2, Edition 11.2022



Function Packages
3.1 System Services

The RTC-chip has a high accuracy of typical = 2 ppm.
This synchronization method uses the clock of the RTC-chip to minimize deviations of the system time.
The time is read periodically (every 20 seconds) from the RTC-chip.

No synchronization of the automation unit

If time synchronization is not possible or required for the device, then the synchronization of the device is
disabled with the parameter [Home] System settings | Time management | Synchronization
of the device =no synchronization (free running).

Synchronization via RTC

With this configuration the RTC-chip equipped on CP-8031/CP-8050 is used to synchronize the system time.
Due to its high accuracy (typical + 2 ppm), deviations of the system time can be limited.

The time is read periodically (every 20 seconds) from the RTC-chip.

Only in this configuration it is possible to use the engineering tools (SICAM TOOLBOX I, SICAM WEB) for time
setting. This can be necessary for tests if no external reference clock is available, or if the system time differs
more than the time defined in parameter [Home] Communication | Client services | Network
Time Protocol Client (NTP) / Simple Network Time Protocol Client (SNTP) | NTP/
SNTP | Advanced parameter | Panic threshold (default =15 min) from the reference time.

Then the system time must be adjusted manual to the reference time. After that, the synchronization can be
set back to “automatic” in order to synchronize the system time with the reference time again.

NTP-daemon in CP-8031/CP-8050

For the time synchronization of the automation unit a NTP-daemon is installed. This NTP-daemon is respon-
sible for setting the system time by synchronizing it with an external reference clock.

Additional to the standard time synchronization with NTP, the installed NTP-daemon offers the possibility to
use other reference clocks, which use other methods of synchronization (e.g. IRIG-B, serial protocols, RTC).
Ideally the reference time is the same all over the world. Once synchronized, there should not be any unex-
pected deviations between the time on the system clock and the time of the reference clock, except the leap
second.

The NTP-daemon evaluates the offset between system clock and reference clock. Under normal conditions the
deviations are minimal and are corrected continuous from the NTP-daemon, without influencing the system or
applications.

Individual, short-term deviations over 0.5 sec are discarded. If those deviations occur more than 300 seconds,
the system time will be adjusted to the reference time.

Further the NTP-daemon monitors, if the deviations between system time and reference time exceed the
panic threshold. This is set to the standard value of 15 minutes. Exceeding this value means a substantial devi-
ation of the system time which points to a serious error. In this case the NTP-daemon stops working and
displays an error message.

Then the user has to check the reference time or set the system time manually. The manual set time may
maximum deviate from the reference time about the value of the “panic threshold”.

A value of “0” for the Panic threshold parameter means, that the monitoring of the deviation between
the system time and the reference time is deactivated.

Time information items from reference clocks are only accepted as valid, if several have been received and
checked. Data from reference clocks which are marked “invalid” cannot be used for time synchronization.

If case of time synchronization via NTP, the NTP-Daemon polls the time information using the “Clock Discipline
Algorithm”. This poll process provides sufficient accuracy while minimizing network load.

The poll interval is configured with the parameter [Home] Communication | Client services |
Network Time Protocol Client (NTP) / Simple Network Time Protocol Client (SNTP)
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3.1.4

3.1.5

| NTP Minimal poll interval (165,32s, 645, 128 sto 65536 s). After a restart of the NTP-daemon,
the poll interval starts with the value of this parameter. If the time synchronization has reached sufficient
accuracy, the poll interval is doubled until Max_poll (=NTP min poll interval * 2; but>=128s)is
reached. If clock accuracy is insufficient, the poll interval is divided by 2 until NTP min poll intervalis
reached.

General Interrogation

On startup and after faults in the system (communication faults, FIFO overflows), the participating automation
units ensure, that the operation is resumed automatically in a coordinated manner.

This means that the communication connection is established and all data concerned as well as relevant
system information are transferred from their source all the way to their sink, in order to update the process
images throughout the system (taking a multi-hierarchical network into account). This is done by prompting a
general interrogation of the respective portion of the automation network where the error has occurred.

Monitoring Functions

Monitoring of an automation unit

®  Functionality of processor and memory
—  periodical test of program, data and parameter memory, and watchdog function
—  permanent hardware based memory monitoring (ECC)
—  separated process frames with memory access protection
® Internal communication capability (periodical internal test messages with monitoring function)

®  Data integrity (internally secured data transmission with parity, plausibility check at the internal inter-
faces, identification of data of failing modules)

® |nformation loss due to a buffer overflow

®  Correctness of internal workflow sequences

Monitoring of system environment

®  Plausibility of process states
®  Plausibility of process sequences

®  Availability of process circuits

Monitoring of communication

3.1.6

78

®  Functionality (periodical call messages with monitoring function, monitoring of transmission quality)

® Data integrity (secured transmission, identification through failure of data concerned)

Failure Management

The failure management system concept implemented in CP-8050 ensures the individual identification of data
of failing system components and the correct system and process behavior in disturbance events. For this
purpose, the failure management function includes:

® asystem function for failure detection (for instance for modules, communication)

®  derived therefrom a system signaling in the form of status information in spontaneous messages and in
the form of special data points for the open-/closed loop control function

® a3 parameter-settable behavior of digital outputs
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This way, the state for each process information is available at all data sinks (peripheral outputs, open/close-
dloop control function, process control system), and it is possible - depending on the requirement and func-
tionality - to elicit an appropriate counterreaction therefrom.

Diagnostics and signaling

The diagnostics function manages the system states and error information detected by the various functions
and their watchdogs. It permits the indication of the internal system and error information, and of the process
states by means of the engineering tool.

Storage of Application Data

With engineering via the SICAM TOOLBOX Il, application data are stored in a data base on the engineering PC.
From there they can be loaded into a target system, or else be written on a suitable SD card.

After the plug in of a configured SD card into the target system, this checks the user authorization (see Role
Based Acces Control) and takes over the configuration (firmwares + parameter) during startup, if the valida-
tion was successful.

i 0

NOTE

If the user authorization (password) used when creating the SD card is not known on the target system, the
SD card will not be accepted. Then the user and password must be configured beforehand on the target
system via SICAM WEB.

3.1.9

Storage of Firmware

Current firmware revisions for CP-8031/CP-8050 can be loaded as binary files into a target system:
® online direct into a target system (with or without an equipped SD card)
e  offline through storage on a suitable SD card

In both cases, the target system unpacks during startup the corresponding files and stores the firmwares
permanent in the internal memory.

i 0

NOTE

All firmwares are signed. Only signed firmwares can be loaded. The signature is checked during each instal-
lation.

3.1.10 Autonomy
This system concept ensures that, if central parts succumb to a failure, as much of the functionality as possible
will remain intact. CP-8050 is capable of functioning autonomously — this means, it will continue carrying out
its defined local function even where the entire communication is disturbed.
In such events, the system invariably ensures that the failure is detected and signaled. Based thereon, a func-
tional behavior may be defined, if necessary, that is adapted to the disturbance event at hand.

3.1.11 Role Based Access Control
The "Role Based Access Control" (RBAC) is a process to restrict the access to data or services in a multi user
system. Therefore different roles with different access rights are assigned to the users. Each user is protected
by a password.
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In CP-8031/CP-8050 the configuration of the local role based access control is done with SICAM WEB (Adminis-
tration - User). You have to create local user for each device. That activity can only be done by users which
have the corresponding authorization (e.g. the standard user "administrator"). You can assign one or more of
the predefined roles to each local user. Each of these roles has different rights/functions for working with
CP-8031/CP-8050. The following chapter shows which roles are predefined and which rights each has.

NOTE

i 0

The local users must be configured for each CP-8031/CP-8050 device separately.

The authentication of the user can also be done via an external RADIUS server. But then the user can have
only one role.

Roles
® \Viewer
®  Operator
®  Engineer
® |nstaller
®  Security Admin
®  Security Auditor
®  Role Based Access Manager

e Admin

NOTE

i 0

Which rights/functions these roles have in SICAM WEB and SICAM TOOLBOX Il can be found in the Adm7n-
istrator Security Manual; DCO-115-2,section Role Based Access Control in SICAM
A8000 Series.

Configuration of user/roles with SICAM WEB

See chapter 15.7.3 Creation of a local user

Role based access control with SICAM TOOLBOX I

When you start SICAM TOOLBOX Il you have to log on with the SICAM TOOLBOX Il Login and can start working
local.

55l TOOLBOX I Login ==

Licensed to: VIE-13376-SIEMENS-EM-DG-PRO-DANTERNAL

Username:  |[TEG
Password:

K| Concd | Hep |

Only when you preform tasks which need online access to the connected CP-8050 (e.g. diagnosis), RBAC
becomes active and you need to enter the required login credentials.

NOTE

°®
l This takes only place if a user role was already defined on the AU with SICAM WEB. If no role was assigned
with SICAM WEB, there will be no question for a password.

Then you have to use a local user created with SICAM WEB.
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%5l TOOLBOXT Logon to Device (=]
Device: DFAT_CPBOS0_JB [Reg:230 Comp:15)

User name: |UserView
Password:

K| caca | Hep |

Following warning will appear If the entered local user has not the required rights.

TOOLBOXT

Missing permission for this action
A8\ Logon again to device with sufficient permission

Now you can repeat the login with another user (with corresponding rights) to continue the login.
After the first successful login the user can perform all enabled actions on the device without another login.

NOTE

i 0

You have to login again, if the connection to the device is interrupted (e.g. caused by a reset during param-
eter loading) or no input was made within 2 minutes.

3.1.12 Secure Factory Reset

A Secure Factory Reset sets the device in the delivery status.

That means, that following security relevant information will be deleted, or set to delivery status (Factory
Settings):

® all firmwares, except CPCI85, SWEBOO

e all configurations (parameter, user management, user, passwords, keys, certificates)
® alllogging- and diagnosis information (diagnosis logbook, security log)

® all data on the SD card

When is it necessary to make a Secure Factory Reset?:

®  Your device is defect and must be sent back to factory.

e Allinterfaces are set to secure (no more access possible) and you have forgotten the admin password.

Procedure:
®  Format the SD card
®  (reate in the root directory of the SD card a text file called: FactoryReset. txt.
®  (Content of the file: FactoryRreset

® |nsert the SD card in CP-8031/CP-8050 and switch on the device.
Wait until the RY LED lights (can last up to 2 minutes)

~ NOTE

l This method of Secure Factory Reset via SD card also works if the SD card is deactivated.

Comparison of Factory Settings with Default Settings

The following table shows the items affected by a Secure Factory Reset and their settings after the reset in
column "Factory Settings". Additional you can see in the right column the "Default Settings" of a CP-8050.
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Item

Firmwares

Factory Settings

CPCI85, SWEBOQO (Version
according to time of production)

Default Settings13

CPCI85, SWEBOO (Version
according to latest loaded version)

Region number

249

is set during creation of the AU

Component number 254 is set during creation of the AU
X3 (LAN 1) TCP/IP address 172.16.0.3 172.16.0.3

8.1.1 One Click to Connect enabled via X3 (LAN 1) DHCP Disabled

Remote Operation enabled via X3 (LAN 1) Disabled

WEB browser for SICAM WEB
(https)

enabled via X3 (LAN 1)

enabled via X3 (LAN 1)

serial connection with
SICAM TOOLBOX Il

enabled via X5

enabled via X5

Standard user

administrator (no password set)

administrator (no password set)

Mode of SD-Card

Spare Parts Concept

Spare Parts Concept

3.1.13 Configurable SD Card Usage

3.1.14

CP-8031/CP-8050 can be operated both with and without an SD card.
If an SD card is used during operation, the following functions are available:

®  Spare parts concept, plug & play when replacing devices
Details see 12.4 Replacement of the Hardware, section “Master Module”

The usage of the SD card in CP-8031/CP-8050 can be set by parameter CP-80xx/CPCI85 | System

settings | Security |

SD-Card Mode.

The following settings are available for operation with an SD card:

®  Spare part concept active and updates via SC-Card allowed (default)
The spare part concept (simple device replacement) is activated in the CP-8031/CP-8050 delivery status.
Thus the usage of the SD-Card is activated.

The following settings are available for operation without an SD card:

® No data on SD card (factory reset possible)
This setting must be used if no SD-Card is used (e.g. due to security reasons).

®  Allow updates via tool generated SD-Card
The password of the target system must be entered during generation of the SC-Card.

®  No SD card (no factory reset possible)
This setting should be selected if no SD card is used and the factory reset should be deactivated. (e.g. due

to security reasons).

Remote Operation with SICAM TOOLBOX Il

The remote operation of SICAM RTUs components via LAN/WAN can be performed with the function "Remote

Operation”.
Parameters: System settings

tions | remote operation

| Network settings |

13 State after configuration of CP-8050 with SICAM TOOLBOX I
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Services

| Web server | Applica-
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Remote Operation via TCP/IP (http/https)

For the remote maintenance of SICAM RTUs components with "remote operation" a transparent connection is
established over TCP/IP (http/https) between the SICAM TOOLBOX Il and the SICAM RTUs component via the
protocol element.

For “remote operation" with SICAM TOOLBOX Il a proprietary Client-Server protocol is used for remote mainte-
nance and remote diagnostics of SICAM RTUs components working through firewalls, NAT and Proxy-Server.

Remote Operation via Integrated Terminal Server

For the remote maintenance of SICAM RTUs components with "remote operation” a transparent connection is
established over Ethernet between the SICAM TOOLBOX Il and the integrated Terminal Server on the protocol
element.

The Terminal Server protocol for the "remote operation" is based on TCP/IP and is a Client-Server protocol. The
SICAM TOOLBOX Il thereby always takes over the Client function, the SICAM RTUs component always the
Server function. The connection for the "remote operation” is always set up by the SICAM TOOLBOX II.

Remote Operation via external Terminal Server

3.1.15

General

For the remote maintenance of SICAM RTUs components with "remote operation” via external Terminal Server
the serial interface of the SICAM TOOLBOX Il is connected with a selected SICAM RTUs component via
Ethernet. Thereby an external Terminal Server (=Serial to Ethernet Converter) is used at the SICAM TOOLBOX I
side and at the SICAM RTUs component side. At the SICAM RTUs side the serial interface of the external
Terminal Server is connected with the M-CPU via TIAX0O.

Firewall (Whitelisting)

CP-8031/CP-8050 offer the option of automatically generating and manually editing a firewall table with the
engineering tools. The firewall table shows information of the incoming and outgoing network traffic. In detail
these are data of the system-technical parameter (e.g. activated WEB server) and system-technical spread-
sheets (e.g. connection definition, network parameter).

Display of the firewall table with SICAM Device Manager

®  (lick on the SICAM WEB dashboard in the Systems group on the Firewall tile.

w UDPITCP Generated firewall entries depending on settings

Y (Y) (%) (%) (i)

Local device Remote Station 4
Interface Ethernet port group IPV4 address Port  Service/Protocol Direction Type Source IP address Subnet mask

LAN1 RSTP CI0-X1, CI0-X2 172.16.0.130 123 NTP/SNTP client both directions UDP Service 00 0 0 0 0 0 0
LAN1 RSTP CI0-X1, CI0-X2 172.16.0.130 2404 | IEC60870-5-104 incoming TCP Protocol 00 0 0 0 0 0 0
LAN1 RSTP CI0-X1, CI0-X2 172.16.0.130 443 | HTTPS server incoming TcP Service 0. 0 0 0 0. 0 0 0
LAN2 PRP CI0-X3, CI0-X4 172.16.0.4 80| HTTP server incoming TCP Service 00 0 0 00 0 0
LAN2 PRP CI0-X3, Cl0-X4 172.16.04 443 | HTTPS server incoming TcP Service 0. 0 0 0 0. 0 0 0
LAN3 Singular CP-X3 172.16.03 80|HTTP server incoming TcP Service 0. 0 0 0 0. 0 0 0
LAN3 Singular CP-X3 172.16.0.3 443 | HTTPS server incoming TCP Service 00 0 0 0 0 0 0
LAN1 RSTP CI0-X1, CI0-X2 172.16.0.130 162 SNMP USM Trap outgoing uppP Service 0. 0 0 0 0. 0 0 0
LAN1 RSTP CI0-X1, CI0-X2 172.16.0.130 161 SNMP USM Agent incoming UDP Service 00 0 0 00 0 0
LAN2 PRP CI0-X3, CI0-X4 172.16.0.4 162| SNMP USM Trap outgoing ubP Service 0.0 0 0 0.0 0 0

w ICMP User defined firewall entries
Ad (W Y @ % 0 of 1 selected (total: 0)
n u| u| u| u| u|
Interface Ethernet port group IPV4 address Comment Type
[J |[LANT W |RSTP CI0-X1, CIO-X2 172.16.0.130 Ping allowed Ping
w  Service forwarding
Global forwarding configuration
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Generation of the firewall table with SICAM Toolbox Il

The entries of the firewall table are generated automatically based on the configuration of the relevant param-
eter (e.g. NTP Client used, WEB Server http enabeld, ...) Already existing entries will be deleted during genera-
tion.

®  Select the master module (CP-80xx/CPCI85) of the desired AU in the system technique of OPM.

® (Choose Generate Firewall from the context menu.

i 0

NOTE

You get a note, that existing firewall entries will be lost. If you have manual entries which should be
rescued, you need to save them before the automatic creation (select the entries and use the context menu
"copy"). After generating the new firewall table you can enter the copied entries (use context menu "insert
values").

A2 System technique M=l 3

| CP-BO50/CPCIES
=g DOKU M. designation Tepe FRE =
b geate niew Automation Urit... 0 AP-DS3/ETI4 Protocol lement |0
Region 001 [Reg 1] X
Ed Ak 3001) 1 AP-0553/ETIR Protocaol element |1
8 SICAM AK 123(1.123) £ bt S
<88 CMIC[1.124) 3 Topology Parameter
: - 83 CP-8022(1,125] 4 System settings Parameter group
- @ Region 002 [Reg 2 5 Drata flow filker Parameter group
E}E;] &T-Bﬁsggéi]ﬁmr'nﬂm B BSE comman settings Parameter group
?', W Remave hardware assignment common ettings Parameter group
S MF Delete munication Farameter group
TR 10 nidancy Parameter group
B Tor Create customer parameters. ..
& Spz Delete custamer parametears

H- BSE Copy mirror parameters
G- RTI Paste mirrar patameters
- Car
,,& Rec Prink

Prink Preview. ..

Accept For bulk edit | _'ILI
)

Expand

Copy

Paste

The generated table can be found in OPM under System settings | Security | Firewall (White-
list)

Content of the Firewall Table

84

The firewall table shows following settings for each entry:

e DB
Value "U" means, that the entry in this row was changed.

® |nterface
° Port
® Text

®  Direction
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® Type

® created from
indicates if the entry was created automatically or manual.

® |Paddress

®  Subnet mask

B SICAM A3000 CP-8050 (Reg 53) ~ DB [Interface | | Text | Direction | Type | created by remote |P-Adress  remote subnetmask
= @2 8050 101-5L-RS-425_1 (53.1) [ | PSsever  |incoming  |v || automatically |+
= B M CPE0SU/CRCIES i _ " =43 [ATTPSsever  mcomng [ TCP |z automatical
& MPREQ APO5SS/ETI4 : = o 1 = =
& MPRE 1: AP-D5S9/ETIS 2 = M [incoming ] 1 |
& MPRE4: AP0SSS/UNMPSID (|3 E A NTF |both direction = ] |
TE 10Bus 4 | [ B Syslog oulgoing =l = |
[ Topology 5 | |LaNZ +| 2204 IECB0870-5-104  |incoming = || automatically = |
& jf‘EDm ““‘”g: 3 LANT - 22 S5H both di «||manualy = |
e evice setlings B e
7 LANZ vz SSH TCP = manvaly = |
& Time management g | L
& Hardware configuration 2 notused 7] 65535 UDPATCP |7 imanualy = |
& Network seitings 3 [notused = UDPATCP  |=||marualy  |= |
& Senial Interfaces 10 [notused =] UDPSTCP  |=||manualy =] |
& C';"gc it 1 Inotused 7| UDPATCP  |=||manualy  |= |
it Hlode 3 | &lle R =
S 12 | retwsed x| UDPATCP = manualy |+ ]
Debug Support BN |notused  [F] UDPATCP  [Rljmanualy [ |
IP Securyenabled |14 | notused | [ [manualy = |
=R Frewal (Whieist) 15 otused v = manvaly = |
2 g;‘lﬁMﬁased Access Gl | Jnotused ¥ manualy = |
rogemert. [ | roueed  Fon nenh 3
& B0D v Athenticator M | |notused [ |manualy |7 |

To disable an entry you have to set the interface value to "not used".

For all server services (NTP Server, WEB Server, ...) standard entries will be generated for all defined LAN inter-
faces.

For all client services individual interface definitions can be made (direct via the enable / disable setting).

The firewall entries can be manually restricted to IP addresses or IP address ranges by editing the IP address
and Subnet mask columns. The default values 0.0.0.0 for both columns result in access from anywhere.

~ NOTE

l Each port that shall be used must be enabled in the firewall table!

For example: Configuration of a NTP client

ystem technique =] E3
|
= @ Region 002 [Feg 2] || NTP-Server |DB IAddless I Interface I -
=-E8 CP-E050 (2.7) 0 172.168.1.17 L&N 1 |
=- |ﬁi k: CP-8080/CPCI35
d 1 0000 not uzed -
- M-PRE 0: AP-0533/ETI4
& MPRE 1: 4P-0539/ETIS z noon ok used M
3 0000 ot uzed -

g% Spstem settings

[ &% Device seftings

& Time management
--& Hardware configuration
=% Mebwork settings
B Interface

& Part

4% Services

B NTP/SNTP client
@ Advanced setings
B
- SpsLog

B #% Seral Interfaces h -
1] | » q 1P

This configuration generates following entry in the firewall table.
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A2 System technique M= E3
E}Eﬂ] CP-80501[2.7) ;I IDB Ilnleﬂace IPoll |Texl IDileclion IT_vpe It:lealed by I -
[ M: CP050/CPOISS 0 LA&NT RS NTP Both | uop | automaticaly | —
(-4 M-PRE 0 AP0S93/ETIH 1 notused = 5535 Both <||uDPsTCR [ manualy =
-4 M-PRE 1: AP-0599/ETIS
TR 1/0-Bus 2 ot uged - || 65535 Bath * || UDPETCP = || manually -
..... B Topalogy 3 hiot uzed - ||E5535 Bath * |[UDPETCP = || manually -
1% Spstem settings 4 not used || EBR35 Both « ||UDPETCP = || manually -
@ Device setlings 5 notused ||| 65535 Bath v||UDPETCP  w| marualy
2 L‘mzma”age”f‘_e”‘ ; [ notused || B5535 Both ~|uDPsTCP | marualy
& N:{w":ii;%:;“'a on 7 notused v 65535 Bath > |[UDPETCP = |[marualy =
& Serial Interfaces 8 ot used ¥ || 65535 Buoth || UDPLTCP = || manually h
=& Securty gl hiot uzed - ||E5535 Bath * || UDPETCP = || manually -
SD-Card Mode 10 ot uged - || 65535 Bath * || UDPETCP = || manually -
%B‘SJUQS_UDDU"H . 11 notused v || 65535 Bath v|[UDPsTCP w | marualy
Fhev::ﬁ‘?\m:‘jist']e 12 notused |+ E5535 Both ~|[UoFsTeR | marualy =
& Role Based Access Cc 13 ot uged - || 65535 Bath * || UDPETCP = || manually - -
- e . _'I_I

For example: Enabling SICAM WEB

To enable the SICAM WEB functionality you have to enable the protocol (http, https) for the Web Server
before.

Enable the desired protocol under System settings | Network settings | Services | Web

server .
&+ System technique =] E3
= [f M: CP-8050/CPCIES ;I Mo. designation Type Yalue Unit 1=
- M-PRE 0. AP-0S33/ETI4 1] HTTP web server Parameter dizabled -
G- 4 M-PRE1: AR-DS3I/ETIS 1 HTTPS web server Parameter -
BT 1/0-Bus ——
_____ B Topology 2 Applications

1% Spstem settings

& Device settings

#& Time management

#& Hardware configuration
$& Metwork settings

Bl Services
MTF zerver

4 el served

HTTP web set
- HTTPS web =

& Applications -
" I Ll_“ .

NOTE

i 0

If on of these parameter is set, you can use the Web Server in CP-8031/CP-8050 and both protocols are
available. The selection of the protocol is used for the automatic generation of the firewall table.

Enable afterwards the SICAM WEB application under System settings | Network settings | Serv-
ices | Web server | Applications | SICAM WEB.
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=-[B M: CP-8050/CPCISS - || Mo. designation Tupe |LA
- M-PRE 0: AP-0599/ETI4 0 SICAM WEE [y y j
-4 M-PRE 1: AP-0599/ETIS Sieabiod B
TR T e —
B Topology
$& Spstem settings
& Device settings
#& Time management
#& Hardware configuration
= Metwork settings
B Interface
& Port
E-& Services
MTF zerver
& Web server
HTTP web sel
HTTPS web s
=% Applications
: SICAM W]
$& remote op
- SNMP
B NTP/SNTP client
& Syslog
[+ & Senial Interfares i T
4 | LlJ 1 _’l_I
These configurations generate following entries in the firewall table.
E}@ Fegion 002 [Reg 2) - DB |Inteiface Puort Text Direction Type created by =
(-8 CP-8050 (2.7) i) LAMNT 443 HTTPS server Incaming ~ || TCP automatically
& lg--:&C:ﬁ%?&i&%:aamﬂat 1 N1 123 NTP Both ~||uoP automatically
Bl @ MPRE 1: APOSIETIS 2 ot used EER3E Eath = || UDPETCP manually
BT 1/0-Bus 3 ot used EBG535 Both * ||UDFETCF marally
- Topology 4 not used EB535 Bath | UDPLETCP manually
& System s.ettings. 5 ot used E5535 Bath - || UDPETCP mmanually
& Device sellings B not used E5535 Both ~||uDFeTCR manualy
2 L';:V:“;Zg;“;:::atm 7 ot used 5535 Both ~|[unPsTCP manually
S Metwork settings 8 nat uzed E5535 Bath - || UDPLTCP manually
& Serial Interfaces 9 ot uged E5535 Bath ~ || UDPETCP manually
Ed Securily 10 not uged E5GR35 Both || UDPLTCP manually
i not used ERAR35 Both | UDPLETCP manually
12 not used E5035 Both || UDPETCP manually
13 nat used E5535 Bath ~ || UDPETCP manually
14 nat uzed E5535 Bath ~ || UDPLETCP manually
[ 1P securty 15 ot used EB535 Both ~ || UDPETCP manually
o Daata flow filker 15 ot used ERE35 Both «||uoPsTCR Tarualy
& BSE common seltings 17 ot used 5535 Bath +||upreTCP manually
- RTU comman setlings
& Communication 18 ot uzed B5535 Both * ||UDPETCR marually
E-d& Redundancy = 13 ot used E5535 EBoth ~ ||UDPETCF manually =
41 I ol o - . 'mmm " _'l_l
° NOTE
l If you want to prevent access to an interface, set it to “not used”.
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Start SICAM WEB from inside SICAM TOOLBOX Il

To start SICAM WEB directly from the SICAM TOOLBOX Il system technique, you need to enter the CP-8031/

CP-8050 IP-address. You find the required input field when you select the corresponding region in the system
technique.

8 system technique =1 e
RS = =17
Region: Region 002, REG: 2

=% DOKU Mo, Shart text COMP |BD Al type Long text IP-address TCP-pc =
- Lreate new Automation Urit... i CP-3050 7 20| SICAM ABDOD CP-805: | CR-8050 172168.1.23
@ Region 001 [Reg 1]
-
£} =3 CP-8050 (2.7)
B (B M: CP-80S0/CPCIES
G- M-PRE O AP-0533/ET14
-4 M-PRE 1: AP-0599/ETIS
[T 1/0-Bus
B Topology
[ System settings
- Data flow filter
g% BSE common settings
£
£
[

i RTU common settings
- Communication

- |
i Redundancy q | .

After entering the IP-address, click on the region and select "Start SICAM WEB..." from the popup menu.

° NOTE

l SICAM WEB requires a new password for the CP-8031/CP-8050 access. This is afterwards also valid for the
SICAM TOOLBOX I1.

For example: Enable NTP Server

Enable the NTP server under System settings | Network settings | Services | NTP server.

~C System technique

I[= B3
-8 CP-8050(27) a|[Me. | designation Type [Unit =
=-[f M: CP-BOS0/CPLIES 0 MNTP server Paramneter j
- M-PRE 0: AP-0533/ETI4 T

- M-PRE 1: AP-OS99/ETIS dizabled

G- T 1/0-Bus

----- B Topology

- System settings

(% Device settings
(% Time management
--& Hardware configuration
e Metwork settings
B Interface

G- Port

Services

; -
- Web server

HTTP web server
HTTPS web server
- Applications
SICAM WEB

$& remote operation ¥
o it

-
A 13

Each configured interface (see System settings | Network settings | Interface) generates an entry in the fire-
wall table.

For example: Enable DHCP

Enable DHCP under System settings | Network settings | Interface | DHCP server
enable.

This configuration is required for 8.71.7 One Click to Connect .
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stem technique [ O[]
s CPa050(2.7) 2] CAX1 [C¥2 |CI1%3 |[CIIé  [CIXS  |IPV4 addiess | IPY4 subnet mask. IFV4 defaul galeway | Mode DHCP server enable |MTU TP mir =
B[ M: CPB050/CPOISS 0 - - - - =| 1721603 255, 255.0.0 singular
g MPRE 0: AP-0S3S/ETI4 g = = = = = Py ——
@ MPRE 1: APOSIO/ETIS R
T 110 Bus 2 - - - - - singulat [
B Topoloay 3 X x - - - - singular
B & System seliings 4 -z = - > - singular
[+ & Device settings 5 - ~|l% - - - singular
B % Time management B = = S% = = nalar
e Hadware ]
=& Network settings g 2 i A |l i snaulat
= i 8 - - - 2 - singular
& Port ] - - - x = singular
5 & Serices 10 = - - - - singular
B NTPserver 11 - - - - - singular
B de Web server 12 - - - - - singuia
HTTP web server a
HTTPS e server 3 id d d - B sngulat
= Applcations 14 52 52 = = = singular
B SICaMwER 15 - - - > - singular
& temote operation | |4 = = = = = Singular
& SNMP
& NTP/SNTP client 7 = e — = = snauer
& Syslon 18 - - - - - singular
B & Serial Interfaces 19 d id d B B singulat
@ & Seouity 0 - - - - - singular
& Data flow fiker Az - - - - - singular
&% BSE common settings 2 S S5 = = = Singular
- d RTU common settings | - 7 - - = = = pr—— =T = .«
4 »

This configuration generates following entry in the firewall table.

ystem technique [_[O]x]

-
= ¢ DOKU DB Interface Part Text Direction Type created by =
Create new Automation Lirit.. 0 LENT |3 HTTPS server Incoming 7| TCP = || automatically =
=@ Fegon 001 [Feg 1) 1 LEN2 <43 HTTFS server Incoming 7| TCP || automatioally =
-8 Ak 311)
& SICAM AK 1231123 2 LANZ |l 443 HTTPS server Incoming «| TCP || automatically =
&) CMIC (1,124) 3 L&N4 | 443 HTTPS server Incoming | TCP ¥ || automatically +
-84 CP-8022[1,125) 4 LaMG || 443 HTTPS server Incoming = | TCP || automatically =
@ Fegion 002 Rea 2) 5 LANG x| 442 HTTPS server Incoming ||| TCP || automatically =
& E;] l;f'aﬁagfégswcpmss g LENT - (442 HTTFS server \ncoming =] TCP || automaticaly =
B4 M-PRE O AP-0593/ETI4 7 LANE |l 443 HTTPS server Incoming «| TCP || automatically =
[ 4 M-PRE 1: AP-0533/ETIS g LANT -| &7 DHCP server Incaming -| UDP || automatically +
[ G 1/0-Bus El Lam1 ~||EB DHCP server Outgoing ~ | UDP ~ || automaticaly =
-[E Topology 10 L&NT ~| 53 DNS server Incoming ~|/upP || automaticaly +
*;ﬁs‘em seftings 1 LaNT -|[123 NTP Both ~|/upP - || automatically =
Device sellings 12 Lanz SR Both = uop = || sutmaticaly =
& Time management .
& Haidware configuration 13 LAM3 (123 NTP Both ~ | UDP - || automatically
& Metwork settings 14 LAN4 x| 123 NTP Both «| UDF || automatically =
#- & Serial Interfaces 15 LANS x| 123 NTP Both x| uop x| automatically +
- i 16 LANME ~|[123 NTP Both ~| UDP || automatically =
= & Security M
5D Card Mode 1" LANT SENRLE Bath ~|/uop = || automatically =
Diebug Suppart o
\P Seourity enabled 18 LANE (123 NTP Both ~ | UDP - || automatically
= 13 not uged || 65535 Both = | UDPETCP = | manually -
20 not used || 65535 Both w| UDRETCP || manually -
2 not uged || 65535 Both = | UDPETCP = || manually -
4| i

Network management

All Ethernet interfaces in a SICAM A8000 system have their own MAC address. There are 2 Ethernet interfaces
on the master module CP-8031/CP-8050. In addition, 2 Cl modules (CI-8520 and CI-8522) with 5 Ethernet
interfaces each can be connected to the CP-8050. CI-8520 provides 5 electrical Ethernet interfaces, whereas
CI-8522 provides 2 optical and 3 electrical Ethernet interfaces each.
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Coptical |
Ethernet
interfaces

______ A
'_electrical

| Ethernet
| interfaces

One or more LAN interfaces can be assigned to each physical Ethernet interface. Each of these LAN interfaces
may be assigned with one or more Ethernet protocols (e.g. ETI4, ETI5).

The assignment of the LAN interface to the physical Ethernet interfaces is done with SICAM TOOLBOX Il in the
OPM system technique under System settings | Network settings | Interface.

It is also possible to add one or more VLANs (Virtual Local Area Network, according to the IEEE 802.1Q
standard) to each physical Ethernet interface. Details about VLANs see 73.25 VLAN. As described above, these
VLANS can in turn be assigned one or more LAN interfaces.

2 System technique M= |

5@ Region 002 [Reg 2] -] DE |Interface CPX2 |[CPR3 |CIDR1 |CI0XZ |CIOK3 |04 |CIOX5 O [CIW2 |CHX3  |CR4 D16 | 1PV addiess | IFV4 subnet masi =
& EEi: [clsl-srisgfé?sommas 0 LAN 1 17216.03 256,255.0.0
5 M-PRE 0: APOS99/ETI4 ! 1721604 252800
5§ M-PRE 1 AP-0S33/ETIS 2 LN 3
oG 1/0-Bus 3 LAN 4
Topolagy 4 LAN 5
5
6
7
8

L&N 2

—}- & System sellings LANE
LAN 7
LAN 8

& Device settings
- Time
% Hardware
B & Network seftings
i =) 3 not used
& Port 10 not used
& Servies &
o NTP/SNTP clert

| B Splog

& Serial Interfaces 13 not used

& Secuity 14 nat used
o] - Data flow fiker |15 ot used
5-& BSE common seflings 16 ot wed

71 & RTU common seliings ~|[ <] _»rl

not used

not used

12 not used

Sl N N N ] ) N o o I K
S N N ) N o e I K
RO RO R R N N N R o A K K
ROl N N N R R N N N R R I KK
R N N N R R N N N o I K
S N N N R N N NN o o I K
Sl N N N ] ) N o o I K
Sl N N ) o N o e I K
RO RO R R N N N R o A K K
RO MR N N R R N N N R o I KK
ROl N AN N R R T N N o I KK
SO N N R N N NN o o I K
S N N o N N o e A I KK

Table cells with gray background show parameter setting which cannot be changed. Red colored cells show
errors and can be changed.

NOTE
® Several interfaces on a Cl-Module can be combined to a switching group.
®  On the CP there are always 2 separated Ethernet. This means that no switching is possible on the CP.

®  Also switching between modules is not possible.

Configuration of the Ethernet based 1/0 Port

90

The Ethernet interfaces on the master module can be used to connect remote 1/O rows. Therefor you have to
configure the Ethernet based I/0 port. In the SICAM Device Manager under Hardware | Base device |
I/0 bus | I/O bus port groups | Mode the following options are available:
® Line

The remote 1/0 rows will be connected in a line configuration.
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® Ring
The remote /O rows will be connected in a ring configuration.
® Ringopen

This option is used when a ring configuration made up of separate I/O rows cannot be closed due to local
conditions.

¥ SICAM Device Manager - R53 — O %

SIEMENS
SICAM Device Manager

UW West [A]

o Hardware

e Basisgerat J w /O bus port groups

/0 Bus (Line CP-X2) e T e ST

1/0 Zeile 01 (M) Module Line w ]

110 Zeile 02 (M)
1 Ring
Ring offen
1/O Bus l{e}
loschen hin:

3

With the SICAM TOOLBOX Il you will find these options under System Settings | Network Settings
| Ports | Ethernet-based IO..Thereisthe additional optionnot used. This is to be used if no sepa-
rate 1/0 rows are connected. X2 and X3 can be used for communication.

MAC addresses

MAC addresses for CP-8031/CP-8050

Each Ethernet port has its own MAC address

MAC addresses for CI-852x

For CI-8520, the MAC addresses depend on the mode of the interface:

®  Singular
Plug has its own MAC address

®  Switch
The group has one MAC address, the MAC address of the least significant connector (Example X2, X4, X5
— MAC address of X2)

® PRP
The group has one MAC address, the MAC address of the least significant connector (Example X1, X3 —
MAC address of X1), in addition, LAN A is the least significant connector and LAN B is the more significant
connector.

e HSR
The group has one MAC address, the MAC address of the least significant connector (Example X1, X3 —
MAC address of X1)

® RSTP
The group has one MAC address, the MAC address of the least significant connector (Example X1, X3 —
MAC address of X1)

® Line
(= like HSR) The group has one MAC address, the MAC address of the least significant connector (Example
X1, X3 - MAC address of X1)
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3.1.17

3.1.18

92

®  External Switch
The group has no MAC address. With "External Switch" several external devices can be connected to
CI-852x which have an Ethernet connection among each other. The ,external switch” has no connection
to CP-8050.

IPSec VPN

IPSec VPN (Internet Protocol Security — Virtual Private Network) is an extension of the Internet Protocol (IP) for
encryption and authentication mechanisms. IPSec actively establishes a VPN tunnel (initiator), which guaran-
tees the required confidentiality, authenticity and integrity of data transmission in IP networks. The termina-
tion of the IPSec VPN tunnel takes place in a router (e.g Siemens Scalance, Ruggedcom, Cisco, ...). CP-8050
supports up to 8 IPSec VPN tunnel.

Thus, it is e.g. possible, to secure the IEC 60870-104 communication completely between a CP-8050 and a
higher-level control center, even if the connection is running over a public network.

CP-8031/CP-8050 uses the IKE-protocol (Internet key exchange) and the PSK-authentication process (pre-
shared key). The used pre-shared key can be set by means of the engineering tool (e.g. SICAM TOOLBOX II)
and is securely stored in SICAM TOOLBOX Il and also in CP-8050.

Security Logging

CP-8031/CP-8050 provides a security logbook which acquires security-relevant events and transmits the
events by means of a SysLog client to up to 2 configurable SysLog server.

The security logbook can also be read out with SICAM WEB.
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3.2 Telecontrol

The function package Telecontrolincludes the following functions:
®  Communication with other stations via selectable protocols
—  Protocol Elements
—  Automatic or selective data flow routing
—  Data Storage
—  Priority control
—  Monitoring of the communication links upon failure
®  Communication within the Automation Unit
®  Protocol Element Control and Return Information
®  Archiving of events (DEAR)
®  Process Data Archive
®  Online-Test
®  Process Data Input and Output
®  Data Flow Control
®  Addressing

®  General Interrogation

NOTE

i @

The listed functions are described in detail in the document STCAM SICAM RTUs Common Functions
System and Basic System Elements.

3.2.1 Communication with Other Stations

3.2.1.1 Protocol Elements

The communication function controls the transmission of messages via protocol elements to other automa-
tion units or control systems.

A protocol element is based on hardware integrated in the master module for serial or LAN/WAN communica-
tion, and supports protocols according to IEC 60870 5 101/103/104, as well as various protocols for the
communication with third-party systems.

Communication Function in Transmit Direction

®  The messages to be transmitted are learned through the automatic data flow routing and stored in the
data storage.

®  The transfer of the messages from the data storage to the protocol elements takes place via a priority
controller in order to optimally utilize the transmission route.
Communication Function In Receive Direction
® Messages with process informationare distributed to all functions within the automation unit

® Messages with system informationare either processed directly (e.g. station interrogation) or
distributed further based on their destination address (CASDU) (e.g. messages for remote maintenance)
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3.2.1.3

94

Automatic or Selective Data Flow Routing

For the data flow routing, a routing of individual process information items is not necessary. Simply only the
direction (monitor direction, control direction, both directions), in which the messages are to be transmitted,
is to be parameterized.

The type identification of each message provides information about the class (refer to Messages with Process
Information) to which a message belongs and with which methods it is to be distributed:

® Messages with process informationin monitor direction
—  Forsimple applications, the messages can be distributed via an entry in the topology

—  For more complex applications, the messages can be distributed selectively by means of data flow
filters For each communication interface, pass-through filters or blocking filters can be set; since
wildcards can also be used for all address attributes of the message, it is possible to control the data
flow very specifically with simple means

® Messages with process informationin control direction
—  The messages are distributed to the destinations determined by their CASDU over interfaces that are

defined in the topology; the CASDU is interpreted as destination address

Data Storage

The messages that are intended for transmission over communication interfaces, are in principle stored chro-
nologically in rings. There is a process image both before and after a ring. The arrangement, consisting of one
ring and two process images, is called a priority channel (priority channels for transparent data do not have
any process images).

Depending on the data communication mode of the protocol element over which the communication is
processed, priority channels are provided for every priority of the messages to be transmitted and for every
station that can be reached via the protocol element:

®  Data communication mode "Multi-Point" (e.g. multi-point traffic, LAN). One priority channel for every
transmission priority, for every station and for every protocol element

® Data communication mode "Single-Point". One priority channel for every transmission priority and for
every protocol element

With regard to the data that they transport, priority channels are distinguished as follows:
®  Time synchronization

®  System information

®  Process information in control direction

®  Process information in monitor direction Priority HIGH with class 1 data

®  Process information in monitor direction Priority MEDIUM with class 2 data

®  Process information in monitor direction Priority LOW with class 2 data

®  Transparent information

Functions for priority channels:

®  State compression for measured values (can be set using parameters) for the reduction of the flood of
messages, that can continuously generate fluctuating measured values

®  Behavior with a priority channel overload
®  Behavior during a communication failure (transmit direction)

®  Monitoring of the dwell time (parameter-settable) of messages with process information in control direc-
tion. Messages that are stored too long in the priority channel are discarded

®  Answering of station interrogations
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®  Behavior during failure of 1/0 master modules, communication interfaces etc.

®  Blocking (series of information elements)

3.2.1.4  Priority Control
The priority controller has the task of selecting messages recorded in the data memories independently and
individually for each interface and station and to direct the transmission of the messages via the protocol
elements in accordance with their priority. This ensures that even with continuously available higher-priority
data, those of lower priority can also be transmitted.
The prioritization does not however represent an absolute priority status, but rather a measure for dividing up
the channel capacity. This ensures, that even with continuously available higher-priority data, those of lower
priority can also be transmitted.
3.2.2 Communication within the Automation Unit
Within the automation unit, the function package Telecontrol communicates with the function package Auto-
mation via its Telecontrol Interface.
3.2.3 Protocol Element Control and Return Information
The function for protocol element control/protocol element return information is different supported,
depending on the protocol element:
®  Protocol element control
—  Test if stations are reachable
e.g.: Set control location
—  suppression of errors with intentionally switched-off stations
®  Protocol element return information
—  Station failure
—  State of state line DTR, DSR
3.2.4 Decentralized Archive
In case of a communication fault, occurring events are stored in an archive (DEAR). After elimination of the
fault the superior control system can demand the archive of the respective target system. By means of this
function, a possible data loss will be prevented.
®  Reconstruction of all process-relevant data during a communication fault
®  Transmission of the archive to the control system
— Automatic initiation by the control system
—  File transfer acc. to IEC 60870-5-5
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3.2.5

3.2.6

3.2.7
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®  Datasaving
—  Datapoint-specific (parameter-settable)
—  Number of files, memory size parameter-settable
—  Spontaneous for binary information items and integrated totals
—  Definable cycle for measured values

- Non-volatile on flash card
When parameter SD-Card Mode is set accordingly. If no SD-Card is parametrized, storage is done
on the internal memory of CP-8050.

®  (Configuration acc. to IEC 60870-5-101/104 (point-to-point, multi-point traffic, Ethernet)
®  Also multi-hierarchical configurations are possible

®  Reading of the archive via SICAM TOOLBOX Il possible

Process Data Archive

Binary information states, measured values and integrated totals can be recorded in a process data archive.
This archive comprises up to 5.000.000 records over a maximal period of 3 months.

® Datasaving
—  Datapoint-specific (parameter-settable)
—  Spontaneous for binary information items and integrated totals
—  Definable cycle for measured values
—  Non-volatile on flash card

®  Reading of the archive via SICAM WEB by means of file download possible

Process Data Input and Output

The process data input and output comprises
®  Acquisition and preprocessing of the process data from the process image of the 1/0 modules

®  Generation and spontaneous transfer of messages with process information to the communication for
further processing therein included are

—  time information (resolution 1 ms)
—  processed input signals
—  change-monitored conditioned values
—  change-monitored derived information
®  Spontaneous reception of messages with process information from the communication

®  Post processing and forwarding of the process data for the output via /O modules

Data Flow Control

The data flow control is that system function which co-ordinates the communication of messages within the
automation unit.
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This function supports:

®  Messages with Process Information

®  Messages with System Information

For the tracking of messages within an automation unit the following test functions are available:
®  Data Flow Test

®  Message Simulation

3.2.71 Messages with Process Information
IEC 60870-5 distinguishes between the following classes of messages. The type identification of each message
provides information about the class to which a message belongs and with which methods it is to be
distributed:
®  Messages with process information in monitor direction

—  binary information, measured values, integrated totals and bit patterns
®  Messages with process information in control direction
— commands, setpoint values and bit patterns

The distribution of messages with process information takes place by way of routing (telecontrol function) or
assignment (openl/closed-loop control function) based on the message address and type identification in the
message.
Messages with process information, that are to be transmitted to other automation units via pro-tocol
elements, are distributed with the help of the function Automatic Data Flow Routing.
For messages with process information that are to reach sinks within the automation unit (/O modules, open-/
closed-loop control function) the routing information or as-signments are automatically derived from parame-
ters (datapoint address).
Predominantly used are message formats according to IEC 60870-5-101/104 in the public range with the
exception of user data containers. Therefore, for their part the messages are compatible and interoperable
with many other manufacturers. Therefore, for their part the messages are compatible and interoperable with
many other manufacturers.
Messages with process information have a 5-stage message address. Message addresses must be parameter-
ized at the sources (I/O modules, open-/closed-loop control function).

3.2.8 Addressing

3.2.8.1 Addressing of Automation Units
Each device of the SICAM A8000 Series forms an automation unit and is addressed with
®  Region number (0...249)
e  Component number (0...255)IEC 0 (255)
Within a system-technical plant, the automation unit must be uniquely addressed, which makes the maximum
size of a system-technical plant 64000 automation units.

3.2.8.2 Addressing of the Process Information
The addressing and the structure of the process information to be passed on by an automation unit comply
with the standard IEC 60870-5-101/104. Therefore, the information is in turn compatible and interoperable
with many other vendors.
In the automation network, each data point is addressed by means of
CASDU 1.......... Common address of ASDU, octet 1 (low octet "LSB")
CASDU 2.......... Common address of ASDU, octet 2 (high octet "MSB")
[OA T.eeeeeann. Information object address, octet 1 (low octet "LSB")
[OA2..cceveeennn. Information object address, octet 2
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IOA 3., Information object address, octet 3 (high octet "MSB")
Tl Type identification

3.2.9 General Interrogation

On startup and after faults in the system (communication faults, FIFO overflows), the participating automation
units ensure, that the operation is resumed automatically in a coordinated manner.

This means that the communication connection is established and all data concerned as well as relevant
system information are transferred from their source all the way to their sink, in order to update the process
images throughout the system (taking a multi-hierarchical network into account). This is done by prompting a
general interrogation of the respective portion of the automation network where the error has occurred.
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3.3 Automation

The function package Automation contains the following functions:
® Telecontrol Interface

—  Reception of messages with process information

—  Treatment for commands according to IEC 60870-5-101/104

—  Change Monitoring and Generation of Messages with Time Tag
®  Open/Closed-Loop Control Function

—  Online test

®  Process Data Input and Output

3.3.1 Telecontrol Interface

3.3.1.1 Transfer of Messages with Process Information

Reception of messages with process informationand transfer to the open/closed-Toop
control functionfor the purpose of further processing.

Messages with process informationin monitoring direction:

®  Single-point information, double-point information, step position information
®  Measured values

® Integrated totals

®  Bitstring of 32-bit

Messages with process informationin control direction:

®  Single commands, double commands, regulating step commands

®  Setpoint commands

®  Bitstring of 32-bit

Treatment for commands according to IEC 60870-5-101/104

The treatment for commands serves for the check of the spontaneous information objects to be processed
with the help of the open/closed-Toop control functionand transmission of the confirmations for:

®  Pulse commands (single commands, double commands, regulating step commands)

®  Setpoint values (setpoint command)

®  Bitstring of 32-bit

The data transfer of the spontaneous information objects to the open,/closed-Toop control function

for further processing is dependent on the result of the checks.

The activation of the element or function to be controlled is the task of the open/closed-Toop control
function.

For the proper operation of this function, information is required by the open/closed-loop control function
(e.g. from an interlocking logic) for the choice of a posi-tive or negative confirmation.

The treatment for commands can be activated individually for each command via a parameter.
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3.3.1.2

3.3.2

The treatment for pulse command comprises the following processing functions:
®  Prepare command output procedure
—  Formal check
—  Retry suppression
— 1 outof ncheck
—  Direct command or
—  Select and execute command
—  Control location check
—  Command interlocking
® |nitiate command output procedure
—  Command to application program
®  Monitor pulse duration (only pulse commands)
—  Command output time
—  Return information monitoring

®  Terminate command output procedure

Change Monitoring and Generation of Messages with Time Tag

For the generation of Messages with process information, the signalsin the output process images
that are assigned to an element of a spontaneous information object, are monitored for change.

The change monitoring takes place in the grid of the cycle time of the open-/closed-Toop control
function, in which the signal is assigned to a spontaneous information object.

On a change of the state in a corresponding element of the spontaneous information object, the generation of
the message is initiated.

If a spontaneous information object has been activated for transmission due to a change, a message with
process informationis generated. The time tag corresponds either cycle-synchronous with the current
time (resolution corresponds with the cycle time) or the time information from an assigned spontaneous
information object.

Open/Closed-Loop Control Function

The open-/closed-Toop control functionis used for the management of automation tasks with the
help of a freely programmable application program.

i 0

NOTE

The correct behavior of the open-/closed-loop control function created by the user must be ensured by
means of suitable test scenarios by the user.

100

The application program is mainly created using function diagram technology in accordance with [IEC 61131-3
with the following engineering tools:

®  SICAM Device Manager with the logic editor CFC
®  SICAM TOOLBOX Il with the CAEx plus tool

The application program processes process information (so-called signals) from the connected /0 modules
and/or from other system elements in the automation network of the specific process-technical plant.
Process images form the interface of the application program to the outside world. We distinguish between
input process images and output process images.
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3.3.2.2
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The exchange of the process information can take place in two ways:

®  Transmission of periodical information objects from and to the I/O master module (process data input
and output)

®  Transmission of spontaneous information objects from and to functions within the automation unit,
other automation units or control systems via the telecontrol interface

Non-Volatile Storage

Variables, signals (input process images for spontaneous information objects) and function blocks can be
saved non-volatile. That means, that after a power failure these variables and signals are immediately avail-
able again with their values before the power failure.

Task Management

The open-/closed-loop control function manages the application program in a periodically running task.

Coordination of the Sequences of a Task

Cycle Time

®  Periodical start in the selected cycle

®  Programmable single-run upon change of a signal from the communication or from the [/O modules (no
hardware interrupt)

® [nput handling
®  Program processing

®  Qutput handling

®  Within the cycle time, the application programs must process the input handling and the output handling

®  The cycle time can be set in the application program

Watchdog Timer

3.3.2.3

3.3.24

This function monitors the proper sequence of the task within its set cycle time. If the task is not finished with
its input handling, program processing and its output handling within this time, the next cycle for this task is
omitted and a time-out is signaled.

With serious time-outs, for example due to a malfunction, the reliability of the application program becomes
questionable. A time scale can be defined for such cases, the exceeding of which leads to an error message
and a controlled shutdown of parts or the entire application program as well as all /O master modules
connected.

Load Application Program

The initial loading of an application program is always associated with a startup.

Fundamentally however, the fault-free operation and consequently the availability of every control or
controller depends on the quality of the program — in other words the measure of how free they are of formal
and logical errors. The loading of error-burdened changes can always lead to interruptions to operation.

Online test
The entire functionality of the Online Test applies to

® the engineering tool ("CAEx plus Online Test" of the SICAM TOOLBOX Il or SICAM WEB)

® the Online Test function of the open-/closed-Toop control functionof the automation unit
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While in the engineering tool all functions of the user interface can be found, the open-/closed-Toop
control functionprovides functions for the execution of the operator inputs.

If for example a value is to be displayed, the selection of the value and its display takes place in the engi-
neering tool. For this purpose, the open-/closed-T1oop control functionis given the task of reading
out the selected value and transmit it to the user interface.

In the following, those functions are listed that the Online Test function of the open-,/cTosed-Toop
control functionprovides.

Display and setting of variables and signals

® Display of variables and signals
®  Single setting of variables

—  The value of a variable can change again at any time after setting, due to the function of the
program (“CAEx plus Online Test")

—  The value of a variable remains maintained until the test mode is active (SICAM WEB)

Blocking and enabling of messages with process information and periodical information

Blocking and Enabling of Messages with Process Informationand Periodical Information
® inthe input-side process images or

® from the output-side process images

can be blocked and enabled. This can take place with the following granularity:

®  Per message

®  All messages

®  Per periodical information

® |/O master module

Changing the Execution Status of the Open-/Closed-Loop Control Function

®  Program halt and continue

®  Perform cold start or warm start of the program

Test means

The available test means are:
(a) Halting of the execution due to a trigger condition (breakpoint)
(b) Execution of the task in cycle steps

For each of the functions (a) a Trigger Condition is defined in the tool "CAEx plus Online Test". A trigger condi-
tions consists of up to 4 conditions. The conditions of a trigger condition are linked equal-ranking with AND or
OR.

A condition compares a variable with a constant value to be specified:

Variable of the Type Operation <operator>

BOOL variable <operators |= <>
value

INT or REAL variable <operators |< = <> >
value

The function "halting the execution due to a trigger condition" halts the task, if the trigger condition is satis-
fied. The trigger condition is evaluated at the end of the task.

Display Statistic Information

102

The following information on the application program is made available:
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Parameterized cycle time

Current runtime

Maximum run time

Number of time-outs that the system has registered

During the course of the interrogation, the current run time and the number of time-outs can be option-
ally reset (does not apply for SICAM WEB).

3.3.3 Process Data Input and Output

The process data input and output comprises

®  Acquisition and preprocessing of the process data from the process image of the I/0 modules

®  Periodical transfer of the process information to the open-/closed-T1oop control function
therein included are
—  Processed input signals
—  For processing, operations-relevant error information of the processed input signals (for instance

"measured value faulty")

®  Periodical reception of the process information from the open-,/closed-T1oop control function
therein included are
—  Derived information items
- Processing results
—  Operations-relevant error information (for instance “command output fault”)

®  Postprocessing and forwarding of the process data for the output via I/O modules
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4.1 SICAM A8000

4.1 SICAM A8000
4.1.1 Protection type
Operational Equipment Protection type acc. to IEC 60529 Protection type acc. to IEC 61140
CP-8031 Front: IP 40 Class Il
CP-8050 Other housing sides: IP 20 Low voltage
(incl. terminals)
PS-8620 Front: IP 40 Class Il
PS-8622 Other housing sides: IP 20 Protection through double or rein-
PS-8640 (incl. terminals) forced insulation
PS-8642
CI-8520 Front: IP 40 Class 11l (CI-8520)
Cl-8522 Other housing sides: IP 20 Class Il (CI-8522)
(incl. terminals) Low voltage
Cl-8530 Front: IP 40 Class Il
Cl-8531 Other housing sides: IP 20 Protection through double or rein-
Cl-8532 (incl. terminals) forced insulation
Cl-8533
C1-8551
SICAM 1/O-Module Front: IP 40 Class Il
SICAM TM 1703 1/0-Modules Other housing sides: IP 20 Protection through double or rein-
(incl. terminals) forced insulation
CM-8830 Front: IP 40 Class llI
Other housing sides: IP 20 Low voltage
4.1.2 Mechanical Ambient Conditions
Harmonic
Parameter value Testing Standard Clas Product Standard Clas
s s
Amplitude of the excursion +3.0 mm IEC 60068-2-6 IEC 60870-2-2 Bm
1...9Hz
Acceleration 10 m/s2
9...200 Hz
Acceleration 15 mjs?
200...500 Hz
Amplitude 10 .. 60 Hz +0.075 mm IEC 60068-2-6 IEC 60255-21-1 2
Acceleration 60 .. 150 Hz 1.09
Shock
Parameter value Testing Standard Clas Product Standard Clas
s s
Acceleration; 11 ms 100 m/s? IEC 60068-2-27 |EC 60870-2-2 Bm
duration (functional capability)
Acceleration; 11 ms 1549 IEC 60068-2-27 IEC 60255-21-2 1
duration (resistivity)
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Continuous shock

Parameter Clas Product Standard Clas

Testing Standard

Acceleration; 16 ms duration 10g |EC 60068-2-27 IEC 60255-21-2 1
Seismic harmonic

Parameter value Testing Standard  Clas Product Standard  Clas
3 s

Oscillation 1...8 Hz +7.5mm IEC 60068-3-3 IEC 60255-21-3 2

(horizontal)

Oscillation 1...8 Hz +3.5 mm

(vertical)

Oscillation 8...35 Hz 24

(horizontal)

Oscillation 8...35 Hz

(vertical) 19

S

S

The listed values cover or exceed the required seismic loading according to IEC 60870-2-2 CI.S3 and

IEC 60255-21-3 Cl.1. The values apply in operation and for storage.

The permitted mechanical stresses during transport depend on the transport packaging. The device packaging

is not a transport packaging.

4.1.3 Climatic Ambient Conditions

Parameters Range Testing Standard Product Standard Class
Minimum air temperature 25°C/72h 14 |IEC 60068-2-1 IEC 60870-2-2 C2/C3
(cold) 40°C/96 h 15 |Ad IEC 60654-1 C2/C3
Maximum air temperature 70°C/96 h 16 IEC 60068-2-2 IEC 60870-2-2 c3
(dry heat) 50°C/96 h 17 |Bd IEC 60654-1 a3

10 % rH
Maximum air temperature for 70°C 16 IEC61010-1 - -
safe operation '8 55 °C 1719
Moisture heat, cyclic 25°Cto55°C |[IEC 60068-2-30 - -

for 144 h

95 % rF
Corrosive influences 25°Cfor 504 h |DIN EN 60068-2-60 |- -

75 % rF Method 4
Moisture heat, stationary 40 °C for IEC 60068-2-78 - -

240 h'®

93 % rF
Temperature gradient <30°Ch - IEC 60870-2-2 Cc2

IEC 60654-1 c2

14 valid for CP-8031/CP-8050, CI-852x, and CI-8551
15 valid for SICAM A8000 power supply, I/O remote modules and I/0 modules; on request for CP-8031, CP-8050, and CI-8520
16 applies to horizontal mounting
17 applies to vertical mounting (I/O modules, remote I/O interface)
18 applies in the sense of personal and plant safety

19 not valid for DO-8221
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Parameters Range Testing Standard Product Standard Class
Relative air humidity 5% to 95 % - IEC 60870-2-2 1
IEC 60654-1 C1
Absolute air humidity <35g/m? - IEC 60870-2-2 C3
IEC 60654-1 3
Air pressure 70 kPa to - IEC 60870-2-2 Cc2
106 kPa (up to IEC 60654-1 C2
3000 m) 20
Temperature with storage and -30°Cto +85°C |- - -
transport
Degree of pollution 2 IEC61010-1 - -

The listed values apply for the use in open-air cabinets for bay devices. The products can be exposed to sun
and heat. They can be exposed to air flow caused by draught in buildings, e.g. by open windows or by the

influences of technical processes.

Condensation is possible for a short time, e.g. during maintenance tasks (not in operation). Condensation,
precipitations, water and icing are not permitted during operation.

Heating and cooling is used to maintain the necessary conditions, especially in case of great differences

between indoor and outdoor climate.

The conditions of this class normally occur in living and working areas, as well as in production rooms for elec-

tronic and electrotechnical products, telecontrol rooms, in storage rooms for valuable and sensible devices.

4.1.4 Electromagnetic Compatibility
4.1.41 System Properties
Parameters Value Testing Standard Product Standard Clas
s
Discharge of static electricity 8 kV-Air discharge IEC 61000-4-2 IEC 60870-2-1 3
(ESD) 6 kV-Contact
discharge
Electromagnetic fields 30 V/m2! IEC 61000-4-3 IEC 60870-2-1 3
(80 MHz to 6 GHz)
Electromagnetic fields (50 Hz) 100 A/m (cont.) IEC 61000-4-8 IEC 60870-2-1 4
1000 AIm (3 s)
Pulse-shaped magnetic fields 1000 Alm IEC 61000-4-9 - -
Radio interference voltage 79 dBpV CISPR22 IEC 60870-2-1 A
approximate peak value (0.15 MHz to CISPR3222 CISPR32
0.5 MHz)
60 dBpV
(0.5 MHz to 30 MHz)
Radio interference voltage - 66 dBpV CISPR22 IEC 60870-2-1 A
mean value (0.15 MHz to CISPR32 CISPR32
0.5 MHz)
60 dBpV
(0.5 MHz to 30 MHz)
20 for DO-8221 with revision CC: 80 to 106 kPa (up to 2000 m)
21 (1-8522, AI-8330, Al-8340, DO-8221, AI-8510, and Al-8511 tested with 10 V/Im
22 valid for PS-8640 and PS-8642
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Parameters

Radio interference field strength
(10 m)

approximate peak value

Value

40 dBpVIm
(30 MHz to 230 MHz)

47 dBpVim
(0.23 MHz to 1 GHz)

56 dBpV/m average;
76 dBpV/m peak

(1 GHz to 3 GHz)

60 dBpV/m average;
80 dBpV/m peak

(3 GHz to 6 GHz)

Testing Standard

CISPR22
CISPR3223

4.1 SICAM A8000

Product Standard

IEC 60870-2-1
CISPR32

Clas
s

A

The characteristics required according to the standards IEC 61000-6-2, IEC 61000-6-4, and IEC 61000-6-5 are

covered by the listed values.

A WARNING

< Thisis a class A product. In a domestic environment this product may cause radio interference in

which case the user may be required to take adequate measures.

4.1.4.2

Power Supply

Parameter Value Testing Standard  Product Standard Class

Dielectrical test (50 Hz) 3.0kV60s IEC61010-1 IEC61010-1 -

U=<DC60VIAC30V

Dielectrical test (50 Hz) 3.0kV 4605 IEC61010-1 IEC61010-1 -

DC60VIAC30V<U<DC286 3.8kV5s

VIAC 253V

(DC 220 V+30%/AC 230 V+10%)

Insulation resistance test > 100 MQ IEC 60255-27 - -

Impulse voltage test 1.2/50 ps, 5.0kv, IEC 60255-27 IEC 60870-2-1 VW3

common

Impulse voltage test 1.2/50 ps, 5.0kv, IEC 60255-27 IEC 60870-2-1 VW3

normal

Voltage tolerance DC +30/-25% - IEC 60870-2-1 DC3
IEC 60654-2 DC4

Voltage tolerance AC +10/-15% - IEC 60870-2-1 AC2
IEC 60654-2 AC3

Harmonic content <20% IEC 60870-2-1 IEC 60870-2-1 >H2
IEC 60654-2

Starting current Class S1 IEC 60870-4 - -

Harmonic current - IEC 61000-3-2 IEC 60870-2-1 A=B

Fast transient burst common 4.0kV, 5 kHz IEC 61000-4-104  |IEC 60870-2-1 4

Fast transient burst (fast repeti-
tion)

4.0 kVp 100 kHz

IEC 61000-4-104

Fast transient burst common

4.0 kv

IEEE C37.90.1

23 valid for AO-8380, Al-8310, DO-8230, CI-8531, CI-8533, CM-8830, CI-8522, CI-8520, CI-8551,CI-8530, CI-8532, PS-8640, and

PS-8642
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4.1 SICAM A8000

Parameter Value Testing Standard  Product Standard Class
Fast transient burst transverse 4.0 kv IEEE C37.90.1 - -
Surge 1.2/50 ps, common 4.0 kVp IEC 61000-5-104 IEC 60870-2-1 4
Surge 1.2/50 ps, normal 4.0 kVp IEC 61000-5-104 IEC 60870-2-1 >4
Conducted disturbance (induced [10V 0,15...80 MHz IEC 61000-6-104 [EC 60870-2-1 3
HF) 80% AM (1 kHz)
Voltage dips, short-time interrup- Dips: (AUn) IEC 61000-11-104 |IEC 60870-2-1 -
tion and voltage fluctuations on |20% 5ms IEC 61850-3 Ed.2
AC input connections 30% 20ms

30% 500ms

40% 200ms

60% 200ms

60% 1s

70% 500ms

Interruptions:

(AUN)

100% 10ms

100% 20ms

100% 50ms

100% 100ms

100% 1s

100% 5s

Fluctuations (AUn)

+8% 5s
Frequency fluctuations AC 10 % IEC61000-11-104 |IEC 60870-2-1 >F3
Ring waves 100 kHz common 2.0 kVp IEC61000-12-104 |IEC 60870-2-1 3
Ring waves 100 kHz normal 2.0kV, IEC 61000-12-104 |IEC 60870-2-1 >3
Conducted asymetrical distur- 30...3V, 15 Hz...150 |IEC 61000-4-16 -
bances (induced HF) kHz

30V, 162/3/50/

60 Hz 60 s

300V 50/60Hz 1s
Voltage ripple DC 10% U, IEC 61000-17-104 |IEC 61850-3 Ed.2 >VR3
Damped oscillotory waves 1 MHz | 2.5 kV,, IEC 61000-18-104 |IEC 60870-2-1 4
common
Damped oscillatory waves 1 MHz | 2.5 kV,, IEC 61000-18-104 |IEC 60870-2-1 >4
normal
Damped oscillatory waves 2.5kV, IEC 61000-18-104 |- -
10 MHz common?24
Damped oscillatory waves 1 MHz | 2.5 kV,, IEEE C37.90.1 - -

common

24 valid for PS-8620, PS-8622, PS-8640, PS-8642, CI-8530, CI-8531, CI-8532 and CI-8533
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Environmental Conditions

4.1 SICAM A8000

Parameter Testing Standard  Product Standard Class
Damped oscillatory waves 1 MHz |2.5 kV,, IEEE C37.90.1 - -
transverse

Voltage dips, short voltage fluctu- | Dips: (AUn) IEC 61000-29-104 |IEC 60870-2-1 -
ation on DC input connections 25 |30% 20ms IEC 61850-3 Ed.2

30% 500ms
60% 100ms
60% 500ms
Interruptions:

(AUN)
100% 10ms
100% 50ms
100% 100ms
100% 500ms
100% 5s
Digital 1/0s
Parameters Value Testing Standard Product Standard Clas
s
Dielectric test (50 Hz) 3,0 kV, 60 526 IEC61010-1 IEC61010-1
U<DC60VIAC30V
Dielectric test (50 Hz) 3.0kV460s IEC61010-1 IEC61010-1
DC60V/IAC30V=U=<DC 3.8kV5s
286 VIAC 253V
(DC 220V + 30 %/AC
230V + 10 %)
Surge 1.2/50 ps, common 5.0 kVp IEC 60255-27 IEC 60870-2-1 VW3
Surge 1.2/50 ps, normal 5.0kv, IEC 60255-27 IEC 60870-2-1 VW3
Fast transient burst common 4.0 kVp 5 kHz IEC 61000-4-104 IEC 60870-2-1 4
Fast transient burst (fast repeti- |4.0 kv, 100 kHz IEC 61000-4-104 - -
tion)
Fast transient burst common 4.0 kVp IEEE C37.90.1 - -
Fast transient burst transverse 4.0 kVp IEEE C37.90.1 - -
Surge 1.2/50 ps, common 4.0 kVp IEC 61000-5-104 IEC 60870-2-1 4
Surge 1.2/50 ps, normal 4.0 kV527 IEC 61000-5-104 IEC 60870-2-1 >4
Conducted disturbances (induced |10V, 0.15 MHz to IEC 61000-6-104 IEC 60870-2-1 3
HF) 80 MHz,
80% AM 1 kHz
Ring waves 100 kHz, common 2.0kv, IEC 61000-12-104 IEC 60870-2-1
Ring waves 100 kHz, normal 2.0kv, IEC 61000-12-104 IEC 60870-2-1
25 for interruptions/fluctuations > 50 ms applies criterion B: restart of the device allowed
26 DO-8230:1.5 kVp
27 DO-8221:2.0 kVp
SICAM A8000 Series, CP-8031, CP-8050, Manual 11
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4.1 SICAM A8000

Parameters

bances (induced HF)

Conducted asymetrical distur-

Value

30Vto3V,15Hzto
150 Hz
30V,162/3/50/
60Hz 60 s

300V, 162/3/501/
60Hz1s

Testing Standard

IEC 61000-16-104

Product Standard

Clas
s

Damped oscillatory waves 1 MHz, | 2.5 kV,, IEC 61000-18-104 IEC 60870-2-1 4
common
Damped oscillatory waves 1 MHz, | 2.5 kV,, IEC 61000-18-104 IEC 60870-2-1 >4
normal
Damped oscillatory waves 1 MHz, | 2.5 kV,, IEEE C37.90.1 - -
common
Damped oscillatory waves 1 MHz, | 2.5 kV,, IEEE C37.90.1 - -
transverse
4.1.44  Analogl/Os
Parameter Value Testing Standard Product Standard Clas
s
Dielectrical test (50 Hz) 1,6 kV 60 IEC61010-1 IEC61010-1
U<DC60V/IAC30V 1,8kV5s
Surge 1.2/50 ps, common 2.5kv, IEC 60255-27 IEC 60870-2-1
Surge 1.2/50 ps, normal 2.5kV, IEC 60255-27 IEC 60870-2-1 >VW
2

Fast transient burst common 4.0kV, 5 kHz IEC 61000-4-104 IEC 60870-2-1 3
Fast transient burst (fast repeti- [4.0 kVp 100 kHz IEC 61000-4-104 - -
tion)
Fast transient burst common 4.0kv, IEEE C37.90.1 - -
Surge 1.2/50 ps, common 2.0k, IEC 61000-5-104 IEC 60870-2-1 4
Surge 1.2/50 ps, normal 2.0 kVp IEC 61000-5-104 IEC 60870-2-1 4
Conducted disturbances (induced |10V, 0.15 to 80 MHz |IEC 61000-6-104 -
HF) 80% AM 1 kHz
Ring waves 100 kHz common 2.0kV, IEC 61000-12-104 IEC 60870-2-1 4
Ring waves 100 kHz normal 2.0kV, IEC 61000-12-104 IEC 60870-2-1 4
Conducted asymetrical distur- 30to3V28, 15 Hzto |IEC61000-16-104 - -
bances (NF) 150 kHz

30V29,162/3/50/

60 Hz 60 s

300V39,50/60 Hz 1's
Damped oscillatory waves 1 MHz | 2.5 kV,, IEC 61000-18-104 IEC 60870-2-1 4

common

28 AI-8310: tested with 10to 1V
29 AI-8310: tested with 10 V
30 AI-8310: tested with 100 V
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4.1.4.5

4.1.4.6

Parameter

Value

Testing Standard

Product Standard

4.1 SICAM A8000

Clas
s

common

Damped oscillatory waves 1 MHz |2.5 kV, IEC 61000-18-104 IEC 60870-2-1 4
normal
Damped oscillatory waves 1 MHz | 2.5 kV, IEEE C37.90.1 - -

Communication with Insulation: RS-485/RS-232

Parameters Value Testing Standard Product Standard Class
Dielectrical test (50 Hz) 1.5kV 605 IEC 60255-27 IEC 60870-2-1 -
U=DC60VIAC30V
Insulation resistance test > 100 MQ IEC 60255-27 - -
Impulse pulse voltage test 1.2/50 | 2.5 kV, IEC 60255-27 IEC 60870-2-1 -
ps common
Impulse voltage test 1.2/50 ps 2.5kV, IEC 60255-27 IEC 60870-2-1 >VW2
normal
Fast transient burst 4.0kV, 5 kHz IEC 61000-4-104 IEC 60870-2-1 3
Fast transient burst common3! 4.0 kVp 100 kHz IEC 61000-4-104 IEC 60870-2-1 3
Fast transient burst common 4.0kv, IEEE C37.90.1 - -
Fast transient burst normal 4.0 kVp IEEE C37.90.1 - -
Surge 1.2/50 ps common 4.0kv, IEC 61000-5-104 IEC 60870-2-1 3
Surge 1.2/50 ps normal 4.0 kVp IEC 61000-5-104 IEC 60870-2-1 3
Surge 10/700 ps common3’ 4.0kv, IEC 61000-5-104 IEC 60870-2-1 3
Conducted disturbances (induced |10V, 0.15 to 80 IEC 61000-6-104 |[EC 60870-2-1 3
HF) MHz

80% AM 1 kHz
Ring waves 100 kHz common 2.0kv, IEC 61000-12-104 IEC 60870-2-1 4
Ring waves 100 kHz normal 2.0k, IEC 61000-12-104 IEC 60870-2-1 4
Conducted asymmetrical distur- |[30to 3V, 15Hzto |IEC 61000-16-104 - -
bances (induced HF) 150 kHz

30V, 162/3/50/

60 Hz 60 s

300V, 162/3/501/

60Hz1s
Damped oscillatory waves 1 MHz |2.5 kV, IEC 61000-18-104 IEC 60870-2-1 4
common
Damped oscillatory waves 1 MHz | 2.5 kV,, IEEE C37.90.1 - -
common

The listed values are valid for shielded cables.

Communication without Insulation: RS-232

The communication via RS-232 is designed only for distances < 2.5 m. Therefore this interface does not need
to show an immunity. The immunity and the galvanic insulation is assumed by the external data communica-

tions equipment.

You can find the electrical ambient conditions of data transmission equipment in the related data sheets.

31 valid for CI-8551
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Environmental Conditions

4.1 SICAM A8000

4.1.4.7

4.1.4.8

Storage

Transport

Communication with Insulation: LAN

Parameters Value Testing Standard Product Standard Class
Dielectrical test (50 Hz) 1.5kV60s IEC61010-1 IEC61010-1 -
U<DC60VIAC30V
Insulation resistance test > 100 MQ IEC 60255-27 - -
Impulse voltage test 1.2/50 ps 2.5kV, IEC61010-1 [EC61010-1 -
common
Impulse voltage test 1.2/50 ps 2.5 kVp IEC 60255-27 IEC 60870-2-1 >VW2
normal
Fast transient burst common 4.0 kVp 5 kHz IEC 61000-4-104 IEC 60870-2-1 3
Fast transient burst common32 4.0 kVp 100 kHz IEC 61000-4-104 IEC 60870-2-1 3
Fast transient burst 4.0 kVp IEEE C37.90.1 - -
Surge 1.2/50 ys common 2.0kV, IEC 61000-5-104 IEC 60870-2-1 3
Surge 1.2/50 ps normal 2.0 kVp IEC 61000-5-104 IEC 60870-2-1 3
Conducted disturbances (induced |10V 0,15...80 MHz |IEC 61000-6-104 IEC 60870-2-1 -
HF) 80% AM 1 kHz
Ring waves 100 kHz common 2.0 kVp IEC 61000-12-104 IEC 60870-2-1
Ring waves 100 kHz normal 2.0kV, IEC 61000-12-104 IEC 60870-2-1
Conducted asymmetrical distur-  {30...3V, 15 Hz... IEC 61000-16-104 IEC 61850-3 -
bances (induced HF) 150 kHz

30V,162/31501/

60Hz60s

300V, 16 2/3/50/

60Hz1s
Damped oscillatory waves 1 MHz | 2.5 kV,, IEC 61000-18-104 IEC 60870-2-1 4
common
Damped oscillatory waves 1 MHz | 2.5 kV,, IEEE C37.90.1 - -
normal

The listed values are valid for shielded cables.

Storage and Transport

Store the device in dry and clean rooms. The relative humidity must not lead to the formation of either

condensation water or ice.

For storage Siemens recommends that you maintain a limited temperature range of between +10°C and

+35°C, in order to prevent premature ageing of the electrolytic capacitors used.
For a longer storage period Siemens also recommends connecting the device to the supply voltage once a year

for 1 to 2 days, in order to form the electrolytic capacitors used. You should proceed likewise before a planned
use of the device.

The transport packaging of the devices can be re-used for forwarding. If other packaging is used the observ-
ance of the transport requirements according to ISO 2248 must be ensured. Storage packaging of the indi-
vidual devices is not adequate for transport.

32 valid for CI-8522 Ethernet-Port (X1, X2, X3): 4 kV 100 kHz; CI-8522 Ethernet SFP Module (X4, X5): 2 kV 100 kHz; CI-8531/CI-8533
Ethernet SFP Module: 2 kV 100 kHz. (CP-8050, CP-8031, CI-8520, CI-8530/CI-8532 are not tested with 100 kHz)
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Environmental Conditions

4.2 SICAM A8000 Rack

4.2.1 Protection type

Operational Equipment

4.2 SICAM A8000 Rack

Protection type acc. to IEC 60529

CM-2846

Rear panel installation with wall fastening kit
IP 20

19" (swing) frame installation with backside cover kit
IP 20

4.2.2 Mechanical Ambient Conditions

Harmonic
Parameters Value Testing Standard  Clas Product Standard  Clas
s s
Amplitude of the excursion +3.5mm IEC 60068-2-6 IEC 60870-2-2 Bm
1...9Hz
Acceleration 10 m/s2
9...200 Hz
Acceleration 15 mjs?
200...500 Hz
Amplitude 10 ... 60 Hz +0.075 mm IEC 60068-2-6 IEC 60255-21-1 2
Acceleration 60 ... 150 Hz 1.09
Shock
Parameters Value Testing Standard Clas Product Standard Clas
s s
Acceleration; 11 ms 100 m/s? IEC 60068-2-27 |EC 60870-2-2 Bm

duration (functional capability)

Acceleration; 11 ms 159
duration (resistivity)

IEC 60068-2-27 IEC 60255-21-2

—_

Continuous shock

Parameters

Testing Standard  Clas Product Standard Clas
s s

Acceleration; 16 ms duration 10g

IEC 60068-2-27 IEC 60255-21-2 1

SICAM A8000 Series, CP-8031, CP-8050, Manual
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4.2 SICAM A8000 Rack

Seismic harmonic

Parameters Value Testing Standard Clas Product Standard Clas
s s
Amplitude 1 ... 8 Hz +3.5mm IEC 60068-3-3 IEC 60255-21-3 1

(horizontal)
Acceleration 8 ... 35 Hz 1g
(horizontal)

Amplitude 1 .. 8 Hz

. +1.5mm
(vertical)
Acceleration 8 ... 35 Hz
(vertical) 059

The listed values apply in operation and for storage.
The permitted mechanical stresses during transport depend on the transport packaging. The device packaging
is not a transport packaging.

4.2.3 Climatic Ambient Conditions
Parameters Range Testing Standard Product Standard Class
Minimum air temperature -5°Cl72 h IEC 60068-2-1 IEC 60870-2-2 C1
(cold) Ad IEC 60654-1 C1
Maximum air temperature 55°C/72 h 33 IEC 60068-2-2 IEC 60870-2-2 C2
(dry heat) Bd IEC 60654-1 C2
Temperature gradient <30°C/h - IEC 60870-2-2 C2
IEC 60654-1 Cc2
Relative air humidity 5% to 95 % - IEC 60870-2-2 1
IEC 60654-1 c1
Absolute air humidity <35g/m? - IEC 60870-2-2 C3
IEC 60654-1 3
Air pressure 70 kPato 106 |- IEC 60870-2-2 Cc2
kPa (up to IEC 60654-1 C2
3000 m)
Temperature with storage and -30°Cto +85°C |- - -
transport

The listed values apply for indoor locations with temperature control and a wide range of relative humidity.
The humidity is not controlled. The products can be exposed to sun and heat. They can be exposed as well to
air flow caused by draught in buildings, e.g. by open windows or influences of technical processes.

Bedewing is possible for a short time, e.g. during the course of maintenance tasks (not in operation). Conden-
sation, precipitations, water and icing are not permitted.

Heating and cooling is used to maintain the necessary conditions, especially in case of great differences
between indoor and outdoor climate.

The conditions of this class normally occur in living and working areas, as well as in produc-tion rooms for
electronic and electrotechnical products, telecontrol rooms, storage rooms for valuable and sensible devices.

33 max. 40°C allowed in case of a full equipped mounting rack
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Environmental Conditions

4.2.4

4.2.4.1

Electromagnetic Compatibility

System Properties

4.2 SICAM A8000 Rack

Parameters Value Testing Product Standard Clas
Standard s
Discharge of static electricity (ESD) |8 kV-Air discharge IEC 61000-4-2 |IEC 60870-2-1 3
6 kV-Contact discharge
Electromagnetic fields 10 Vim IEC61000-4-3 |IEC 60870-2-1 3
(80 MHz to 1 GHz)
3Vim
1 GHz to 2 GHz
1Vim
2 GHzto 2.7 GHz
Induced HF voltage Vv IEC 61000-4-6 IEC 61000-6-2 -
50 Hz magnetic field 100 A/m (cont.) IEC 61000-4-8 IEC 60870-2-1 4
1000 AlIm (3 's)
Pulse-shaped magnetic fields 1000 Alm IEC61000-4-9 |- -
Radio interference voltage 79173 dBpVv CISPR22 IEC 60870-2-1 A
approximate peak value CISPR22 A
Radio interference voltage - mean |66/60 dBpV CISPR22 IEC 60870-2-1 A
value CISPR22 A
Radio interference field strength 40/47 dBpV CISPR22 IEC 60870-2-1 A
(10 m) CISPR22 A
/A warninG
< Thisis a class A product. In this case the user may be required to take adequate measures.
4.2.4.2 Power Supply
Parameter Value Testing Standard Product Standard Class
Dielectric test 2,5kV, IEC61010-1 IEC61010-1
U < DC 60 V against SELV circuits
Dielectric test 3,0kV,, IEC61010-1 IEC61010-1
U>DC 60 V against SELV circuits
Surge 1.2/50 ps, common 5.0 kVp IEC 60255-27 IEC 60870-2-1 VW3
Surge 1.2/50 ps, normal 5.0kv, IEC 60255-27 IEC 60870-2-1 VW3
Vo|tage tolerance DC 34 +30/-25% IEC 60870-2-1 IEC 60870-2-1 >DC3
IEC 60654-2 DC4
Voltage tolerance AC 35 +10/-15% IEC 60870-2-1 IEC 60870-2-1 AC2
IEC 60654-2 AC3
Frequency tolerance AC +5% IEC 60870-2-1 IEC 60870-2-1 F3
IEC 60654-2
34 referring to supply voltage rated values: 24/48/60 VDC, 110/220 VDC
35 referring to nominal values of the supply voltage: 115V AC/ 230 V4 AC
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4.2 SICAM A8000 Rack

4.24.3

118

Parameter Value Testing Standard Product Standard Class
Harmonic content <20% IEC 60870-2-1 IEC 60870-2-1 >H2
IEC 60654-2
Starting current S1 IEC 60870-4 IEC 60870-4 S1
Harmonic current - IEC 61000-3-2 IEC 60870-2-1 A=B
D
Fast transient burst common 4.0 kVp IEC 61000-4-104 IEC 60870-2-1 -
IEC 60255-26
Surge 1.2/50 pys, common 4.0 kVp IEC 61000-5-104 IEC 60870-2-1 -
IEC 60255-26
Surge 1.2/50 ps, normal 4.0kv, IEC 61000-5-104 IEC 60870-2-1 -
IEC 60255-26
Interruption time AC <50 ms IEC 61000-4-11 IEC 60870-2-1 >1
(AU = 100%) IEC 60255-26
Ring waves 100 kHz common 2.0 kVp IEC61000-12-104 |IEC 60870-2-1 3
Ring waves 100 kHz normal 2.0kV, IEC 61000-12-104 |IEC 60870-2-1 >3
Voltage ripple DC 3* <15% IEC 61000-17-104 |IEC 60870-2-1 >VR3
IEC 60255-26
Damped oscillatory waves 1 MHz | 2.5kV, IEC61000-18-104 |IEC 60870-2-1 3-4
normal IEC 60255-26
Damped oscillatory waves 1 MHz 2.5 kV,, IEC 61000-18-104 |IEC 60870-2-1 >3-4
common IEC 60255-26
Interruption time DC (AU = 100%) [<50 ms IEC 61000-4-29 |[EC 60870-2-1 >1
IEC 60255-26
Digital and Analog I/0"s
Parameters Value Testing Standard Product Class
Standard
Dielectric test 1,5kV, IEC61010-1 IEC61010-1
Surge 1.2/50 pys, common 2.5kV, IEC 60255-27 IEC 60870-2-1 >VW2
Surge 1.2/50 ps, normal 2.5kV, IEC 60255-27 IEC 60870-2-1 >VW2
Fast transient burst common 2.0kV, IEC 61000-4-104 IEC 60870-2-1 -
IEC 60255-26
Surge 1.2/50 ps, common 2.0 kVp IEC 61000-5-104 IEC 60870-2-1 -
IEC 60255-26
Surge 1.2/50 ps, normal 2.0kV, IEC 61000-5-104 IEC 60870-2-1 -
IEC 60255-26
Conducted.common mode distur- |10V 0...150 kHz IEC 61000-16-104 |- -
bances common 100V 50/60 Hz
Damped oscillatory waves 1 MHz | 1.0 kV, IEC 61000-18-104 |IEC 60870-2-1 2
common
Damped oscillatory waves 1 MHz | 1.0 kV, IEC 61000-18-104 |IEC 60870-2-1 >2
normal
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Deviating values for DO-2210 and DO-2211

4.2.4.4

4.2 SICAM A8000 Rack

DC8-026-2, Edition 11.2022

Parameters Value Testing Standard Product Class
Standard
Fast transient burst common 4.0kv, IEC 61000-4-104 IEC 60870-2-1 -
IEC 60255-26
Damped oscillatory waves 1 MHz 2.5 kV, IEC61000-18-104 |IEC 60870-2-1 3-4
common IEC 60255-26
Conducted.common mode distur- |1V 0...150 kHz IEC61000-16-104 |- -
bances common 10V 50/60 Hz
Deviating Values for DI-2112, DI-2113, DI-2114, DI-2115
Parameters Value Testing Standard Product Class
Standard
Dielectric test 2,5kV, IEC 60255-27 IEC 60870-2-1 VW3
U, =60 V against SELV circuits
Dielectric test 3,0kV, IEC 60255-27 IEC 60950-2-1 2
Uy > 60V against SELV circuits
Surge 1.2/50 ps, common 5.0kv, IEC 60255-27 IEC 60870-2-1 VW3
Conducted.common mode distur- {30V 0...150 kHz IEC61000-16-104 |- -
bances common 300V 50/60 Hz
Communikation LAN
Parameters Value Testing Standard Product Standard  Class
Dielectric test (50 Hz) 1,5kV, IEC 60255-27 IEC 60870-2-1 >VW2
Surge 1.2/50 ps, common 2.5 kVp IEC 60255-27 IEC 60870-2-1 >VW2
The listed values are valid for CAT5 cables with a length of up to 3 m.
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System Components and Technical Data

5.1 Power Consumption Total System

5.1

Power Consumption Total System

Depending on the power consumption of your system, suitable power supply modules are available. For the
base device (master module as stand-alone or with expansion modules), these are external power supply
modules with 12 W and 45 W power. In I/O rows, the power supply is integrated in the 1/O remote modules (7
W output power). If required, the external power supply modules can also be used.

External power supply modules:

®  PS-8620 Power Supply 24-60VDC 12W

®  PS-8622 Power Supply 110-220VDC 12W

®  PS-8640 Power Supply 24-60VDC 45W

®  PS-8642 Power Supply 100-240VDC o. VAC 45W

1/0 Remote modules with integrated power supply for 1/O rows:
®  (I-8530 SICAM 1/O Remote 24-60VDC el.

® (I-8531 SICAM I/O Remote 24-60VDC F/O

® (l-8532 SICAM I/O Remote 110-220VDC el.

® (l-8533 SICAM I/O Remote 110-220VDC F/O

To select the appropriate power supply, you must determine the power requirement of the base device and, if
applicable, each 1/0 row. To do this, add up the power consumption of all SICAM A8000 modules and any
modems that may be included.

Modules Available power for I/0 modules Available total power
PS-8620, PS-8622 7W 12W

PS-8640, PS-8642 8w 45 W

CI-8530, CI-8531, CI-8532, CI-8533 |7 W 7W

The values for the power consumption can be found in the section 5.1.2 Power Consumption of the SICAM
A8000 Modules. For the values of the used modems see the documentation of the respective modem.

i

NOTE

The efficiency factor of 80% (voltage transformer on CP-8031/CP-8050) must be considered if a modem is
supplied via interface X5.
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5.1 Power Consumption Total System

5.1.1 Example for the Calculation of the Power Consumption

CP-8050 as simple data node

CP-8050
PS-86xx

Figure 5-1 CP-8050 as simple data node

Modules Power consump- Power consump- Total power
tion I/O Modules tion of other consumption [W]
[W]; £ max. 7 modules [W]

CP-8050 Master-Module - 4.50

Sum - 4.50 4.50

— Recommended
power supply unit:

PS-8620 or PS-8622

CP-8050 as an automation device with local I/0-modules and modem

o 1% o o o N
8 2 3 3 8 8 ¢ g 2 ¢g¢gy
To) 0 0 o0 e} [¢e] ~ -~ -~ ~— -~ (o)
2 d H = o o 2 2 2 22 0
ol ol o ol < < al ol a o al o
Figure 5-2 CP-8050 as an automation device with local I/0-modules and modem
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5.1 Power Consumption Total System

Modules Power consump- Power consump- Total power
tion 1/0 Modules tion of other consumption [W]
[W]; Z max. 7 modules [W]

CI-8520 Ethernet Interface - 2.50

CP-8050 Master Module - 4.50

CM-8830 SICAM I/0 Module LED Unit 0.50 -

AO-8380 Analog output 4x =20mA/=10V  [2.20 -

AO-8380 Analog output 4x £20mA/=10V  [2.20 -

DI-8110 Digital input 2x8, 24VDC 0.13 -

DI-8110 Digital input 2x8, 24VDC 0.13 -

DI-8110 Digital input 2x8, 24VDC 0.13 -

DI-8110 Digital input 2x8, 24VDC 0.13 -

DI-8110 Digital input 2x8, 24VDC 0.13 -

DO-8212 Dig Outp Rel 8x 24-220VDC/ 0.80 -

230VAC

Modem - 7.2036

Sum 6.35 14.20 20.55
— Required power
supply unit:
PS-8640 or PS-8642

~ NOTE
l With PS-864x the available power increases to 8 W to /0 modules.

Calculation for an External I/O Row

The basis of each 1/O row is a SICAM 1/0 remote module (CI-853x). This is connected to the CP-8050 base unit
and supplies the connected 1/0O modules via an integrated power supply. The output power is 7 W.

x
)
s}
*®
(@]

Figure 5-3 Calculation for an External I/O Row

DI-8110
DO-8212
DI-8110
DO-8212
DI-8110
DO-8212
DO-8212
DI-8110
CM-8830

36 Power consumption of an external modem is 6 W. But due to 80 % efficiency of CP-8050, 7.20 W have to be considered.
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5.1 Power Consumption Total System

Modules Power consump- Power consump- Total power
tion 1/0 Modules tion of other consumption [W]
[W]; Z max. 7 modules [W]

DI-8110 Digital Input 2x8 DC 24 V 0.13 -

DO-8212 Dig Outp Rel 8x 24-220VDC/ 0.80 -

230VAC

DI-8110 Digital input 2x8, 24VDC 0.13 -

DO-8212 Dig Outp Rel 8x 24-220VDC/ 0.80 -

230VAC

DI-8110 Digital input 2x8, 24VDC 0.13 -

DO-8212 Dig Outp Rel 8x 24-220VDC/ 0.80 -

230VAC

DO-8212 Dig Outp Rel 8x 24-220VDC/ 0.80 -

230VAC

DI-8110 Digital input 2x8, 24VDC 0.13 -

CM-8830 SICAM 1/0 Module LED Unit 0.50 -

Sum 4.22 - 4.22
— no external
power supply
required; the power
supply integrated in
CI-853x is sufficient

5.1.2 Power Consumption of the SICAM A8000 Modules

Master Module

Module Power consumption [W]

CP-8031 Master Module 4.20
CP-8050 Master Module 4.50

Communication Modules

Module Power consumption [W]

Cl-8520 Ethernet Interface 2.50
Cl-8522 Network Interface F/O 4.50
Cl-8551 Communication Interface serial 4.50

SICAM A8000 I/0-Module

Module Power consumption [W]

Al-8310 Analog Input 2x2 Pt100/Pt1000 0.50
Al-8320 Analog Input 4x £20mA/=10V 0.18
Al-8330 Ana. Input 3xI(6A) for Al-8340 0.30
Al-8340 Ana. Input (4xU(250V), 2xDO) 1.40
Al-8510 Analog Inp.(3xU(240V),3xI(LoPo)) 0.80
AO-8380 Analog Output 4x +20mA/+10V 2.20
DI-8110 Digital Input 2x8, 24VDC 0.13
DI-8111 Digital Input 2x8, 48/60VDC 0.13
DI-8112 Digital Input 2x8, 110VDC 0.13
DI-8113 Digital Input 2x8, 220VDC 0.13
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Module Power consumption [W]

DO-8212 Dig Outp Rel 8x 24-220VDC/230VAC 0.80

DO-8221 Secured Command Output 2.00 (during command output)
1,30 (at rest)

DO-8230 Dig Outp Transistor 16x 24-60VDC 0.50

CM-8830 SICAM I/0 Module LED Unit 0.50

CM-8820 CT-Adapter 3xI TA_5A/225mV -

SICAM A8000 I/0 Remote-Modules

Module Power consumption [W]

CI-8530 SICAM 1/0 Remote 24-60VDC el. 1.5
CI-8531 SICAM 1/0 Remote 24-60VDC F/O 4.5
CI-8532 SICAM 1/0 Remote 110-220VDC el. 1.5
CI-8533 SICAM 1/O Remote 110-220VDC F/O 4.5

5.1.3 Power Consumption of the SICAM TM Modules

SICAM TM 1/O Modules

Module Power consumption [W]
Al-6300 Analog input 2x2 £20 mA/=10 V 0.48
Al-6307 Analog input 2x2 £2.5 mA/=5 mA/£10 V 0.48
Al-6308 Analog input 2x2 =1 mA/=2 mA/=10 V 0.48
Al-6310 Analog input 2x2 Pt100/Ni100 0.5
AO-6380 Analog output 4x =20 mA/=10 mA/+=10 V 1.9
DI-6100 Binary input 2x8 DC 24...60 V 0.17
DI-6101 Binary input 2x8 DC 110/220 V 0.17
DI-6102 Binary input 2x8 DC 24...60 V, 1 ms 0.19
DI-6103 Binary input 2x8 DC 110/220V, 1 ms 0.19
DI-6104 Binary input 2x8 DC 220 V 0.17
DO-6200 Binary output transistor 2x8 DC 24...60 V 0.6
DO-6212 Binary output relays 8x DC 24...220 V/ AC 230 V 0.8
DO-6220 Checked command output basic module 1.2
DO-6221 Checked command output basic module measurement 2.09
DO-6230 Checked command output relay module 0.33
TE-6420 Speed acquisition 2x2 5/24VDC/INAMUR 0.79
TE-6430 Counting Pulse Inp. 2x DC 24 to 60 V 0.6
TE-6450 Position acquisition 2x2 SSI/RS422 0.77

5.1.4 Power Consumption of the SICAM A8000 Rack Modules

SICAM A8000 Rack I/0 Remote Modules

Module Power consumption [W]
Cl-2530 SICAM Rack 1/0 Remote 1.30
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SICAM A8000 Rack I/0 Modules

5.1 Power Consumption Total System

Module Power consumption [W]

DI-2112 Digital Input 8x8, 24VDC,Tms 1.10
DI-2113 Digital Input 8x8, 48/60VDC, 1ms 1.10
DI-2114 Digital Input 8x8, 110VDC,Tms 1.10
DI-2115 Digital Input 8x8, 220VDC,Tms 1.10
DO-2201 Dig. Outp.Trans 40x1,24-60VDC 0.60

+ 0.03 W for each active output

DO-2210 Command Output 24-60VDC

1.00 without SM-2506
1.60 with SM-2506

+ 0.60 W during command
output

DO-2211 Command Output 125VDC

1.00 without SM-2506
1.60 with SM-2506

+ 0.60 W during command
output

Al-2300 Ana. Inp.16x £20mA + 4x opt.IOM

2.50

SICAM A8000 Rack I/0 Submodules

Module Power consumption [W]

SM-0570 Analog Input Extension (2x+/-20mA) 0.60
SM-0571 Analog Value Extension (2x Pt100) 0.90
SM-0572 Analog output extension (2x £20 mA,+1/10 V) 1.50
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5.2 SICAM A8000 Master Modules

5.2

5.2.1

5.2.1.1

SICAM A8000 Master Modules

CP-8031, CP-8050

Figure 5-4 CP-8031

Technical Data

Processor and Memory

128
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Figure 5-5 CP-8050

Processor

Altera Cyclon V SoC 5CSEB A4 Dual Core ARM Cortex A9 MPcore Processor

Clock frequency

Core clock: 800MHz
System Clock: ca. 333 MHz

System/Core pulse

Quarz 50 Mhz, = 50 ppm

Internal real time clock and
external synchronization

®  Buffered maintenance-free 72h
®  Automatical daylight-saving time/normal time change
®  External time synchronization via:

—  Digital IRIG-B signal

—  LAN/WAN (NTP)

-  |EEE 1588 (PTP)

—  Serial Communication

Accuracy clock pulse

Real Time Clock RTC + 3.5 ppm (-40 °C to +80 °C), = 2 ppm (0 °C to 40 °C)

Free run accuracy

12,6 ms/h

Program memory

QSPI Flash 64 MB — Boot Flash
eMMC Flash 4GB

Main memory

DDR3 RAM 512 MB

Local non-volatile memory

NVRAM 256kBytes

Changeable non-volatile
memory

SD card up to 2 GB

Application program max. size

3 MB
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5.2 SICAM A8000 Master Modules

Number of variables for applica-
tion program

200 000 binary or analog data types, thereof 5000 non-volatile

Memory for online test, real
time archive

512kB

Program sampling

Cyclical 10 to 65520 ms (settable grid 10 ms)

Decentralized archive

Binary Out

®  Recording raster for measured values 1, 2, 3, 5, 10, 15, 30, 60 min,
settable

®  Max. message length of a segment 1 to 200 bytes, settable

®  Memory configuration, settable

10 files, each 1000 entries (= 10000 entries)
20 files, each 500 entries (= 10000 entries)
50 files, each 400 entries (= 20000 entries)
80 files, each 450 entries (= 36000 entries)
100 files, each 100 entries (= 10000 entries)
100 files, each 25 entries (= 2500 entries)
200 files, each 50 entries (= 10000 entries)
200 files, each 25 entries (= 5000 entries)

puts (Watchdog, Error) - only CP-8050 !

2 Binary Outputs (Relays)

1 group with 2 outputs; galvanically insulated

Rated voltage:

DC24V/48VI60V

Max. operating voltage

® DC60Vaccording to:
IEC61010-1:2010/AMD1:2016
UL 61010-1:2012

CSA C22.2 No. 61010-1-12

® DC70V according to:

EN 61010-12010

Maximum continuous current

TA

Switching capacity (DC voltage)

Max. 30 W acc. to diagram
Max. DC load breaking capacity

300

200

-
o
o

resistive load

50
40 \

\
30

DC voltage [V]

20

10
0.1

0.2 05 1 2 5 20

DC current[A]

Switching cycles

1-10°

SICAM A800

Rated impulse voltage

2.0kv
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5.2 SICAM A8000 Master Modules

Response behavior of the watchdog/error relay:

Error Relais Watchdog Relais

Power Off OFF OFF
Startup ON OFF
Ready (no pending error) OFF ON
Ready (pending error) ON ON
CPCI85 Firmware shut down (Ready LED flashes) ON OFF

ON: Relay is energized
OFF: Relay has dropped

Communication

2 Ethernet/LAN interfaces (X2, |® Ethernetacc. to IEEE 802.3 (10Base-T or 100Base-TX)
X3) ®  Galvanically insulated
®  ESD protection
®  Transmission rate max. 100 Mbit/s
e  Half duplex or full duplex
®  Auto-MDI(X)
®  Time synchronization via NTP server
® Linelength <100 m
®  Rated impulse voltage 2.0 kV
1 serial interface (X4) RS-485 Mode
®  Balanced interchange circuit RS-485
®  Galvanically insulated
®  ESD protection
®  Configuration 4-wire/2-wire with/without terminating resistor (param-
eter-settable)
®  Transmission rate up to 115.2 kbit/s (depending on protocol)
®  Rated impulse voltage 2.0 kV
® Linelength=1200m
1 serial interface (X5) RS-232 Mode
® Unbalanced interchange circuit RS 232/V.28
®  Galvanically not insulated
®  ESD protection
®  Transmission rate up to 115.2 kbit/s (depending on protocol)
® Transient over voltages 2 kVp
® Llinelength < 2,5 m (cabinet internal)
Power Supply (from Internal Bus)
Operating voltage Input DC5V:
DC4.75V to 5.5 V; CP-8031: 0.2 W; CP-8050: 0.5 W
Input DC 28 V:
DC 25.2t030.8V; 4 W + 3.0/7.2 W if an external modem is supplied (5V /
12V)
Internal operating voltages LogicDC3.3V/2.5V/1.35V/1.1V/0.675V
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Supply for external modem

takes place via X5 De-energized (for reset of modem)
DC5.2V;+5%; 2.5W or
DC12V;=5%; 6 W
Connectors
Ethernet/LAN X2, X3 RJ45 socket 8-pole (IEC 60603-7)
Serial RS$-232 X5 RJ45 socket 8-pole (IEC 60603-7)
Serial RS-485 X4 RJ45 socket 8-pole (IEC 60603-7)
Watchdog/Error X137 Removable screw terminal, 6-pole (grid size 5.08)
Connection data X137 Locking torque (PHOENIX terminal) 38 0.5Nm to 0.6 Nm
Locking torque (FCI terminal) 38 0.36 Nm to 0.44 Nm
AWG min. 22
max. 12
Conductor cross section solid min. 0.33 mm?
max. 2.5 mm?2
Conductor cross section stranded min. 0.33 mm?
max. 2.5 mm?
Conductor cross section stranded with ferrule min. 0.33 mm?
without plastic sleeve max. 2.5 mm?2
Conductor cross section stranded with ferrule min. 0.33 mm?
with plastic sleeve max. 2.5 mm?2
2 wires stranded with ferrule without plastic min. 0.33 mm?
sleeve max. T mm?
2 wires stranded with ferrule with plastic sleeve |min. 0.5 mm?
max. 1.31 mm?
Wire strip length min. 6 mm
max. 7mm
Length ferrule 10 mm
Mechanics
Structure System for mounting on 35 mm DIN rail
Dimensions (W x H x D) 30 mm x 132 mm x 124 mm (without DIN rail, plug and terminal, locking
hook closed); D 142 mm (with inserted terminal)
Weight Approx. 235 g (incl. bus module 12 g)

37 only CP-8050
38 The respective manufacturer is imprinted at the terminal (see section Types of screw terminals, Page 353)
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5.2 SICAM A8000 Master Modules

5.2.1.2

CP-8031

132

Block Diagram and External Circuitry

CP-8031
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Basic System
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Insulation
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CP-8050

5.2 SICAM A8000 Master Modules

i
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NOTE

The meaning of the LED is described in chapter "Service", Section 12.3.7 Master Modules .

5.2.1.3

Pin Assignment

Connector X1 (Watchdog, Error) - only CP-8050 !

ER_NO

ER_NC

ER_COM

WD_NO

WD_NC

= [ N|W|[hfU]| O

WD_COM
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Connector X2, X3 (Ethernet)

n.c. 39

n.c. 3

RXD-

/

n.c. 3

\

n.c. 3°

RXD+

= N W H oo N

TXD-

= | N|W|lh|lU|O| | 0

TXD+

w

Connector X4 (RS-485 2-wire)

Pin

Signal
n.c.

n.c.

GND

n.c.

n.c.

n.c.

w

TXD+/RXD+

= | N|W|[h|U| O ]| 00

TXD-/RXD-

Connector X4 (RS-422 4-wire)

RXD+

RXD-

GND

n.c.

n.c.

n.c.

| |
M

TXD+

= N W s oo N

= | N|W|[h|U|O| ]| 00

TXD-

Connector X5 (RS-232)

DTR (O)

DCD ()

GND

RXD (1)

TXD (O)

(OSSR EESN O | e NN o]

VCC/OUT
5VI12v

| |
W

RTS (O)

=[N

CTS (1)

39 terminated by terminating resistor
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5.3 SICAM A8000 Power Supply Modules

5.3.1 PS-8620, PS-8622

Figure 5-6 PS-8620

5.3.1.1 Features

® Inputvoltages

- PS-8620: DC 24 to 60V

5.3 SICAM A8000 Power Supply Modules

Figure 5-7

- PS-8622:DC110to 220V

®  The voltage is supplied on the front side

PS-8622

®  The power supplies can be connected in parallel to increase the operation reliability (redundancy)

®  Removable screw terminal

® |nstallation on 35 mm DIN rail

®  Function indication via LED

5.3.1.2 Technical Data

Voltage Input

(The voltage is supplied via the [PS-8620 PS-8622
terminal X1)
Input voltage DC24to 60V DC110to 220V

Operating voltage

DC 18 to 70V (78 V 40)

DC 82.5 to 253 V (286 V 4°)

40 As of production level CC
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5.3 SICAM A8000 Power Supply Modules

Input current

0.8AatDC24V
0.4AatDC48V
0.3AatDC60V

0.16 AatDC110V
0.08 AatDC220V

Reverse voltage protection Yes
Overload protection Yes
Short-circuit protection Yes

Can be connected in parallel

Yes (for redundancy, not for power enhancement) 4°

Inrush peak current

Specified acc. to IEC 60870-4 (90) class S1

Voltage Outputs

Output nominal voltage 1

DC 5.15 V +2% static, =3% dynamic

Output nominal current 1 0Oto1.8A

Output nominal voltage 2 DC 28 V +10 % static, =3 % dynamic 4’
Output nominal current 2 0to 0.43A

Output power 1 (P, ) 9w

Output power 2 (P, ) 12W-P_ ., (12WifP ., =0W)

Total output power 12W

Guaranteed interruption time |50 ms

Startup time <2s

Sustained short-circuit proof Yes

Mechanics and Connectors

Connectors

Removable screw terminal (grid size 5.08 mm), 4-pole

Connection data X1

Locking torque (PHOENIX terminal) 42 0.5Nmto 0.6 Nm

Locking torque (FCI terminal) 42 0.36 Nm to 0.44 Nm

AWG Min. 22
Max. 12
Conductor cross section solid Min. 0.33 mm?
Max. 2.5 mm?
Conductor cross section stranded Min. 0.33 mm?
Max. 2.5 mm?
Conductor cross section stranded with ferrule Min. 0.33 mm?
without plastic sleeve Max. 2.5 mm?2
Conductor cross section stranded with ferrule Min. 0.33 mm?
with plastic sleeve Max. 2.5 mm?
2 wires stranded with ferrule without plastic Min. 0.33 mm?
sleeve Max. 1 mm?
2 wires stranded with TWIN ferrule with plastic  [Min. 0.5 mm?
sleeve Max. 1.31 mm?
Wire strip length Min. 6 mm
Max. 7 mm
Length ferrule 10 mm

Rated impulse voltage

4.0 kv

41

For the generation of auxiliary voltage for specific transmission facilities

42 The respective manufacturer is imprinted at the terminal (see section Types of screw terminals, Page 353)
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Dimensions (W x H x D) 30 mm x 132 mm x 124 mm (without DIN rail and terminal, locking hook
closed); D 142 mm (with inserted terminal)
Weight Approx. 240 g (incl. bus module 12 g)

5.3.1.3 Block Diagram and External Circuitry

insulation

I
I
|
I
I
|
reinforced I
I
I
|
|
d

PS-8620: DC 24 to 60 V
PS-8622: DC 110 to 220 V

Figure 5-8 PS-8620/PS-8622 — Block Diagram and External Circuitry

° NOTE
l The function of the RY LED is described in section 12.3.2 Power Supply Modules.

5.3.1.4  Pin Assignment

Connector X1: Power Supply

Pin Signal Meaning

1 L+ Input voltage

PS-8620: DC 24 to 60 V
PS-8622: DC 110 to 220V
- Do not connect

3 - Do not connect
N/- Input voltage
SICAM A8000 Series, CP-8031, CP-8050, Manual 137
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5.3 SICAM A8000 Power Supply Modules

Figure 5-10

PS-8642

®  The power supplies can be connected in parallel to increase the operation reliability (redundancy)

5.3.2 PS-8640, PS-8642
Figure 5-9 PS-8640
5.3.2.1 Features
® |nputvoltages
—  PS-8640:DC 24 to 60V
—  PS-8642:DC 100 to 240V, AC100to 240V
®  The voltage is supplied on the front side
®  Removable screw terminal
® |nstallation on 35 mm DIN rail
®  Function indication via LED
5.3.2.2 Technical Data

Voltage Input

(The voltage is supplied via the |PS-8640 PS-8642

terminal X1)

Input voltage DC24to60V DC100to 240V AC 100 to 240V
Operating voltage DC18to 78V DC82.5t0 286V AC 85 to 264 V

(45 to 66 Hz)

Temporary overvoltage

DC 300V for 500 ms

Input current

3.05AatDC18V
2.20AatDC24V
0.90AatDC60V
0.67 AatDC78V

0.68 AatDC82.5V
0.55AatDC100V
0.24 Aat DC 240V
0.20AatDC286V

0.66 AatAC85V

0.56 Aat AC100V
0.26 Aat AC240V
0.25AatAC 264V

138

SICAM A8000 Series, CP-8031, CP-8050, Manual
DC8-026-2, Edition 11.2022




System Components and Technical Data
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Power consumption

55WatDC18V
52.9WatDC48V
52.5WatDC78V

55.5WatDC82.5V
55.1 WatDC220V
55.3WatDC286V

55.2WatAC85V
55.0 WatAC 100V
54.8 W at AC 264 V

Reverse voltage protection Yes
Overload protection Yes
Short-circuit protection Yes

Can be connected in parallel

Yes (for redundancy, not to increase power)

Inrush peak current

Specified acc. to IEC 60870-4 (90) class S1

Voltage Outputs

Output nominal voltage 1

DC5.15 V +£2% static, =3% dynamic

Output nominal current 1 Oto2A

Output nominal voltage 2 DC 28 V +10 % static, =3 % dynamic 43
Output nominal current 2 0to1.79A

Output nominal voltage 3 DC 24 V +0 %/-15 % 44

Output nominal current 3 0.42 A4

Output power 1 (P, ;) 0w

Output power 2 (P, ,) A5 W -P_ 1 Paux @5 WP aux=0W)
Output power 3 (P, ) 10 W (30 W peak) 44

Total output power 45 W

Guaranteed interruption time |50 ms

Startup time <2s

Sustained short-circuit proof Yes

43 For the generation of auxiliary voltage for specific transmission facilities

44 Applies only for PS-8642
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5.3 SICAM A8000 Power Supply Modules

Mechanics and Connectors

Connectors

Removable screw terminals (grid size 5.08 mm), 4-pole

Connection data X1 (X2)

Locking torque (PHOENIX terminal) 4>
Locking torque (FCI terminal) 4°

0.5Nmto 0.6 Nm
0.36 Nm to 0.44 Nm

AWG Min. 22
Max. 12
Conductor cross section solid Min. 0.33 mm?
Max. 2.5 mm?
Conductor cross section stranded Min. 0.33 mm?
Max. 2.5 mm?
Conductor cross section stranded with ferrule Min. 0.33 mm?
without plastic sleeve Max. 2.5 mm?
Conductor cross section stranded with ferrule Min. 0.33 mm?
with plastic sleeve Max. 2.5 mm?2
2 wires stranded with ferrule without plastic Min. 0.33 mm?
sleeve Max. 1T mm?2
2 wires stranded with TWIN ferrule with plastic |Min. 0.5 mm?
sleeve Max. 1.31 mm?
Wire strip length Min. 6 mm
Max. 7 mm
Length ferrule 10 mm

Rated impulse voltage

4.0 kv

Dimensions (W x H x D)

30 mm x 132 mm x 124 mm (without DIN rail and terminal, locking hook

closed); D 142 mm (with inserted terminal)

Weight

Approx. 400 g (incl. bus module 12 g)

45 The respective manufacturer is imprinted at the terminal (see section Types of screw terminals, Page 353)
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5.3 SICAM A8000 Power Supply Modules

5.3.2.3 Block Diagram and External Circuitry

Controller

reinforced

insulation
777777777777777777 ‘7777777777 \ — -

I
I
I
I
|
| 5V|28V
|
|
I
|
I

| |
! |
| |
! |
| ! |
v ‘ ‘777 - | - ‘ ‘ 77777777777 il ‘
= ~ Lo ‘ - v A | |
Y eoae | | Rioa- |
B B S SRS A P S S
$ 83 -
>>>>
X X X X D
2222
. —i—
contact wetting/
modem Supp|y PS-8640: DC 24 V to 60 V
PS-8642: DC 100 V to 240 V
7 only PS-8642 AC 100 V to 240 V
Figure 5-11 PS-8640/PS-8642 — Block Diagram and External Circuitry
- NOTE
l The function of the RY LED is described in section 12.3.2 Power Supply Modules.
5.3.2.4 Pin Assignment
Connector X1: Power Supply
Pin Signal Meaning
1 L+ Input voltage
PS-8640: DC 100 to 240 V
PS-8642: DC 100 to 240 V, AC 100 to 240 V
2 - Do not connect
3 - Do not connect
4 N/- Input voltage
Connector X2: Contact wetting
Pin Signal Meaning
1 AUXVO+ Contact wetting/modem supply
2 AUXVO+ Contact wetting/modem supply
3 AUXVO- Contact wetting/modem supply
4 AUXVO- Contact wetting/modem supply
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5.4 SICAM A8000 Rack Power Supply Modules

5.4  SICAM A8000 Rack Power Supply Modules

5.4.1 PS-2630, PS-2632

Figure 5-12 PS-2630

5.4.1.1 Features and Functions

® |nputvoltages

PS-2630:18...78 VDC
PS-2632:82.5...286 VDC, 90...264 VAC

®  The voltage is supplied on the front side of the housing

Figure 5-13 PS-2632

® The 5V output is galvanically insulated and protected against continued short circuit

®  The power supplies can be connected in parallel to increase the operation reliability (redundancy).

®  Supervision and signaling

Power supply failure
Power supply not failure monitored
Temperature rise

Output voltage failure

® indication of the operating state by means of a LED on the front panel
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5.4.1.2

Technical Data

Voltage input

5.4 SICAM A8000 Rack Power Supply Modules

PS-2630

PS-2632

operating voltage (incl. toler-
ances)

DC18Vto78V

DC82.5t0 286V

AC90to 264V
45 to 66 Hz

Input current
if Pout=120 W

5.80 A (DC 24 V)
2.86 A(DC48V)
2.28 A(DC60V)

1.28 A(DC110V)
0.63 A(DC220V)

1.22A(AC115V)
0.60 A (AC230V)

Power consumption

139.5 W (DC 24 V)

140.0 W (DC 110 V)

140.0 W (AC115V)

88.5% (DC 60 V)

if Pout=120 W 137.5W (DC48V) 138.0 W (DC220V) |[138.0 W (AC230V)
137.0 W (DC 60 V)

Efficiency 86.9 % (DC 24 V) 86.4% (DC110V) 86.6 % (AC 115 V)

if Pout=120 W 88.2 % (DC 48 V) 87.5% (DC 220V) 87.7 % (AC 230 V)

Inrush peak current

Inrush current limitatio

n according to IEC 60870-4 (90) class S1

Bridgeable interruption of the min. 50 ms min. 50 ms

operating voltage (after 30s oper-

ation)

Reverse voltage protection yes can be operated with either polarity
Overload protection yes yes

Short-Circuit Protection

yes (max. 34 A)

yes (max. 34 A)

Can be connected in parallel

yes (for redundancy)

Voltage Output

Mechanics

Output nominal voltage

DC5.05V (-1/+2 %)

Max. output voltage in case of
error

DC6V

Output nominal current

0.5t0 24 A

Output nominal current (Pout)

® 120Wat-5°Cto+55°C

® 120 Wat-55°Cto+ 70°C
from + 55°C derating: -10%/3°C

® 60Wat+70°C

Sustained short-circuit proof

yes

and Connectors
Mechanics Housing with front panel
Dimensions Double euro format, 8 WU

Supply connector X1

®  3-pin removable screw terminal

®  Screw terminals for direct conductor assembly
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5.4 SICAM A8000 Rack Power Supply Modules

144

Connection data X1

Conductor cross section solid

min. 0.33 mm?
max. 2.5 mm?

Conductor cross section stranded

min. 0.33 mm?
max. 2.5 mm?

Conductor cross section stranded with ferrule
without plastic sleeve

min. 0.33 mm?
max. 2.5 mm?

Conductor cross section stranded with ferrule
with plastic sleeve

min. 0.33 mm?
max. 2.5 mm?

2 wires stranded with ferrule without plastic
sleeve

min. 0.33 mm?
max. 1 mm?

2 wires stranded with TWIN ferrule with plastic
sleeve

min. 0.5 mm?
max. 1.31 mm?2

Wire strip length min. 6 mm
max. 7 mm
Length ferrule 10 mm

Bus connector (X99)

® 96 pin according to DIN 41612 type C

Rated impulse voltage

4.0 kV

Weight

Approx. 1.3 kg
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5.4.1.3

Block Diagram and External Circuitry

5.4 SICAM A8000 Rack Power Supply Modules
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Figure 5-14 PS-2630
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5.4 SICAM A8000 Rack Power Supply Modules

5.4.1.4

146

Figure 5-15

Display
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PS-2632

The LEDs on the front panel indicate the operating state of the module.
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SIEMENS
SICAM

@ +

® @

PS-2630 Front

5.4 SICAM A8000 Rack Power Supply Modules

0
=

@

PS-2632

SIEMENS
SICAM

® ®

PS-2632 Front

LED Meaning
RY Readiness

5.4.1.5 Pin Assignment

PS-2630, Connector X1: Power Supply

Pin Signal Meaning

1 + Voltage supply + (24 to 60 VDC)
- Voltage supply - (24 to 60 VDC)

3 PE Protective earth

PS-2632, Connector X1: Power Supply

Pin Signal Meaning

1 L+ Voltage supply + (110 to 220 VDC, 230 VAC)
2 N/- Voltage supply - (110 to 220 VDC, 230 VAC)
3 PE Protective earth
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5.5 SICAM A8000 I/O Remote Modules

5.5 SICAM A8000 I/0 Remote Modules

5.5.1 CI-8530, CI-8531, CI-8532, CI-8533

Cl-8530 Cl-8531

Cl-8532

NOTE

®
l For the operation of the 1/0 remote modules CI-8530 and CI-8532 revision CC (6MF28530AA00 CC,
6MF28532AA00 CC) firmware IOMI85 as of revision 4.20 is required.
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5.5 SICAM A8000 I/0 Remote Modules

5.5.1.1 Features

The SICAM A8000 I/0O remote modules are used to connect remote SICAM A8000 /O rows, each with up to 8
I/0 modules. Up to 15 I/0 rows can be connected to the CP-8050, with the CP-8031 one separate /O row can
be used with a license. Ring-, Star and Daisy Chain —configurations are possible. The integrated power supply
supplies up to 8 /0 modules. Optional redundant power supplies are supported.

e (CI-8530, CI-8532
— 2 electrical Ethernet interfaces
e (CI-8531, CI-8533
— 2 optical Ethernet interfaces, based on the used SFP modules
— can be used as a media converter with 1 electrical SFP and 1 optical SFP
®  Device is used as I/0 remote module
®  Deviceis used as a repeater
® 1 rotary switch for address selection of the 1/0 row (1/O#)
®  Communication to CP-8031/CP-8050 via Ethernet based 1/0 bus
®  Status indication of the Ethernet connection via LED (LKx, PKx)
® |ndication of the module via LED (RY, ER)
®  Power supply via bus connector (if redundant power supply is used)

® |nstallation on 35 mm DIN rail
5.5.1.2 Technical Data

DC voltage input

(The voltage is supplied via the Cl-8530/CI-8531 Cl-8532/CI-8533
terminal X1)
Input voltage DC24Vto60V DC110Vto 220V
Operating voltage DC18Vto78V DC82.5Vto 286V
Input current 0.6/0.3/0.25 A (DC 24 VI48 VI60 V) |0.13/0.07 A (DC 110 VIDC 220 V)
Reverse voltage protection yes
Overload protection yes
Short-circuit protection yes
Can be connected in parallel yes, with power supply PS-86xx
(to increase the availability, not for power enhancement)
Operating voltage 1: DC5.15V Operating voltage 1: DC5.15V
1.5 W (from bus) 1.5 W (from bus)

Operating voltage 2: DC 28.0 V
3 W (from bus)
Inrush peak current Specified acc. to IEC 60870-4 (90) class S1

Voltage Outputs

CI-8530/CI-8532 |CI-8531ICI-8533
Output nominal voltage DC5.15V + 2 % static, =3 % dynamic
Output nominal current OAto1.4A
Output power 7W
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5.5 SICAM A8000 I/O Remote Modules

Mechanics

Guaranteed interruption time

® 50ms

® 100 ms with DC 220 V input voltage:
CI-8532: for output powers up to 7 W and input voltage tolerance
-25 %/+30 %
Cl-8533: for output powers up to 5.5 W and input voltage tolerance
-25 %/+30 %
CI-8533: for output powers up to 7 W and input voltage tolerance
-10 %/+30 %
These values also apply when using redundant power supplies
(PS-86x2) on the remote I/O row.

Startup time

<2s

Sustained short-circuit proof

yes

Power available on X2 and X3
ports for SFP modules

- 3.3V, 1 Weach
1.5 W in total 46

Example: SFP module single port utilizes maximum of 1 W and when using 2 ports, total power is limited to

1.5W.

CI-8530/CI-8532 |C|—8531/CI—8533

Terminal (X1)

Removable screw terminals, 4-pole (grid size 5.08)
wire cross sections up to 2.5 mm?

Rated impulse voltage 4.0 kV

Ethernet/LAN electrical (X2, X3)

RJ45 socket 8-pole (IEC 60603-7) |-
Auto-MDI(X)

Line length < 100 m

Rated impulse voltage 2.0 kV

Ethernet or Fiber Optic (X2, X3)

- 2 x LC duplex optical interface
Maximum line length<2000 m at
62.5pm/125pm, Wavelength

1310 nm (with supplied multimode
SFP)

|0O# switch

Hex-switch for I/O module address

Dimensions (W x H x D)

30 mm x 132 mm x 124 mm (without DIN rail, plug and terminal,
locking hook closed); D 142 mm (with inserted terminal)

Weight

Approx. 240 g (incl. bus module |Approx. 290 g (incl. bus module 12 g)

129)

1

NOTE

With factory supplied SFP modules, class 1 is maintained in compliance with EN 60825-1 when using

optical fibers 62.5 ym/125 pm.

46 2 electrical SFP modules can be used, provided the power consumption is<1.5 W
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5.5 SICAM A8000 I/0 Remote Modules

5.5.1.3 Block Diagram and External Circuitry (CI-8530, CI-8532)

CI-8530 - —
CI-8532 J L

I Controller

FPGA

insulation
PHY PHY = / it

I
I
|
I
I
|
— reinforced I
I
I
I
|
d

CI-8530: DC 24 to 60 V
CI-8532: DC 110 to 220 V
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5.5 SICAM A8000 I/0 Remote Modules

5.5.1.4  Block Diagram and External Circuitry (CI-8531, CI-8533)

pd ™~
_______ il\ Busﬁ/lj________
- —

e g |
| \F\‘/( I
| 5\ Controller :
| FPGA I
| |

T reinforced I
|

PHY PHY = / Hnsulation I
| =
,,,,,,, o i o
| } TX | | RX j} x| RX Cw ol i T AN i |

| X X \ SR G Xqeeao !
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Cl-8531: DC 24 to 60 V
CI-8533: DC 110 to 220 V

Fiber Optic Interconnection (Tx, Rx) — Line and Ring 1/0 row Configurations

The fiber optic from device 1 Tx must be connected to device 2 Rx; and device 1T Rx must be connected to

device 2 Tx.
Device 1 —— - — — 4 Device 2
cl-8s3x) | RX « Tx | (Cl-853x or
I : Converter)
: Tx > Rx 1
L— — — 1

5.5.1.5  Pin Assignment

Connector X1: Power Supply

Pin Signal Meaning

1 + Input voltage

CI-8530/CI-8531: DC 24 to 60 V
Cl-8532/CI-8533: DC 110 to 220 V
n. c. not connected

3 n. c. not connected

- Input voltage
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5.5 SICAM A8000 I/0 Remote Modules

5.5.1.6 104# switch

Different versions of 10 # switches are used. The following picture shows these types. Both hex switch indicate
address 0.

The triangle on the yellow rotary The lateral groove on the white rotary
switch points towards "0". switch points towards "0".
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5.5.1.7 Unplug the SFP module

The modules CI-8531/CI-8533 have 2 slots that are equipped with optical SFP modules as standard. Please
note the following when changing an SFP module (these also apply to electrical SFP modules):

®  Unplug the cable from the SFP module

®  Open the handle on the SFP module

®  Pull on the handle to open the locking mechanism of the SFP module and take the module out of the slot.
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5.6 SICAM A8000 Rack /0O Remote Modules

5.6 SICAM A8000 Rack I/0 Remote Modules

5.6.1 CI-2530

Figure 5-16 Cl-2530

5.6.1.1 Features

Cl-2530 is an Ethernet expansion module for connecting remote Rack 1/0s. Up to 4 racks, each with up to 16
Rack I/Os, can be connected via the EblO bus. Ring and line topology are possible.

Use cases see: 15.5 Configurations with SICAM A8000 Rack 1/Os

®  Communication with Master Module CP-8050 via EbIO

®  can be equipped in rack CM-2846

®  Status indication of the Ethernet connection via LED (LKx, PKx)
®  Power supply via bus connector

®  Status indication of the module via LED (RY, ER)

®  Status indication of the master module via LED (RY, ER)

®  Assembly in Rack

° NOTE

l Use only in connection with CP-8050.

5.6.1.2 Technical Data

Power Supply
Operating voltage DC4.75to DC5.25V
The voltage is picked off from the bus of rack
Power Consumption typ. 1.3 W

Mechanics and Connectors

Mechanics Board without front plate
Rated impulse voltage 2 kv
SICAM A8000 Series, CP-8031, CP-8050, Manual 155

DC8-026-2, Edition 11.2022



System Components and Technical Data

5.6 SICAM A8000 Rack I/O Remote Modules

5.6.1.3

156

Dimensions

Suitable for 19” frame according to DIN 41494/IEC 60297
Height: Double euro format

Width: 4 WU

Depth: according to DIN 41494/IEC 60297

Bus connector X99

96 pin according to DIN 41612 type C

Ethernet/LAN X1, X2

®  RJ45 socket 8-pole (IEC 60603-7)
®  Auto-MDI(X)
® Linelength<3m

cabinet internal cabling

Rack# Switch

Hex-Switch for rack number

Double euro format 233.4 x 160 mm, 4 WU

Weight

Approx. 190 g

Block Diagram and External Circuitry

FPGA

PHY

reinforced insulation
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5.6.1.4  Pin Assignment and Display

@

Cl-2530

RY
ER

Master
RY
ER

© <

Figure 5-17  Cl-2530 Front

Pin assignment X1, X2 (Ethernet)

Pin Signal

8 n.c. 8

7 n.c. 7. O
6 RXD- N —

5 n.c. 5— \E

4 n.c. 4 "/E

3 RXD+ sy

2 TXD- f O
1 TXD+

Status indication module

LED Meaning
RY Readiness
ER Fault

Status indication Master Module

LED Meaning
RY Readiness
ER Fault
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5.6.1.5 Rack Switch

The Rack# switch is used to define the number of the rack in which the CI-2530 module is equipped.

Since only a maximum of 4 racks can be coupled to a CP-8050, the switch may only be setto 1, 2, 3 or 4. The
set value corresponds to the BSE number of the extended processing function.

Figure 5-18 Rack# switch on position 1
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5.7 SICAM A8000 Communication Modules

5.7.1 CI-8520 Ethernet Interface

NOTE

®
l ®  For the operation of the communication module CI-8520 with revision CC (6MF28520AA00 CC) firm-
ware CPCI85 from version 4.20 is required

®  An additional license is required for use with CP-8031

5.7.1.1 Features

This module serves to expand CP-803147/CP-8050 with 5 Ethernet interfaces. These interfaces serve for
communication with Ethernet devices (e.g. Switch, Router, IEDs, redundancy operation HSR, PRP, RSTP and
Line Mode). Also the engineering tools (SICAM TOOLBOX Il and SICAM WEB) can be connected to parametrize
CP-8031/CP-8050. A maximum of 2 of these modules can be connected directly to the left of a CP-8050, one
with CP-8031.

e  Communication to CP-8031/CP-8050 via bus connector (CM-8814)
®  Status indication of the Ethernet connection via LED (LKx, PKx)

®  Status indication of the module via LED (RY, ER)

®  Power supply via bus connector

®  Mounting on 35 mm DIN rail

® |EEE 1588 Delay Mechanism P2P (Peer To Peer) is not supported

47 License required
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5.7 SICAM A8000 Communication Modules

5.7.1.2 Technical Data

Communication

5 Ethernet/LAN interfaces (X1 -
X5)

® FEthernetacc. to IEEE 802.3 (10Base-T or 100Base-TX)
®  Galvanically insulated

®  ESD protection

®  Transmission rate max. 100 Mbit/s

®  Half duplex or full duplex

®  Auto-MDI(X)

® Linelength <100 m

®  Rated impulse voltage 2 kV

Power supply (from internal bus)

Operating voltage

Input DC 28 V:
DC25.2t030.8V;2.5W

Internal operating voltages

Logik DC3.3V/25V/1.1VI1.2V

Mechanics and Connectors

Ethernet/LAN interfaces
X1-X5

RJ45 socket 8-pole (IEC 60603-7)

Dimensions (W x H x D)

30 mm x 132 mm x 124 mm (without DIN rail and plug, locking hook
closed)

Weight Approx. 210 g (inkl. bus module 12 g)
5.7.1.3 Block Diagram
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5.7.1.4  Pin Assignment

Connector X1 - X5 (Ethernet)

Pin

Signal

n.c. 48

n.c. 48

RXD-

n.c. 48

n.c. 48

RXD+

TXD-

=|IN|W[ PO V| ©©

TXD+

5.7.1.5 Typ

e Plate

5.7 SICAM A8000 Communication Modules

The MAC addresses of the Ethernet interfaces X1 and X5 are printed on the type plate. The MAC addresses of

X2, X3 and X4 lie in between, for example:

Connector MAC Address

X1 00-E0-F7-C3-A8-3E
X2 00-E0-F7-C3-A8-3F
X3 00-E0-F7-C3-A8-40
X4 00-EO-F7-C3-A8-41

X5 00-E0-F7-C3-A8-42

SIEMENS

CI-8520 ETHERNET INTERFACE

CI-8520 ETHERNET INTERFACE
MAC X1: 00-E0-F7-C3-A8-3E
X5: 00-E0-F7-C3-A8-42

6MF28520AA00 BB
BF1705017185

B C€ZOA

Humboldtstr. 59, 90459 Nuremberg, Germany

www.siemens.com/sicam

Made in Germany

5.7.1.6  Configuration

The configuration of a CI-8520 is done with the parameter CP-8050/CPCI85 | System settings |
Hardware configuration.

48 terminated by terminating resistor
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& OPM Il Object-oriented process data manager - [System technique ] - ] X
kﬂ System Edit View Tools Target systems Extras Workflow Window Help - 8 %
FOPEENG @ A&D B DD0 T T awwHa DE | SIEMENS
[
- ABDDD_Panel ~|[Me. Type Value [ Unit Values r
.+ Create new Automation Unit... 0 Communication interface 0 [C10] Parameter LI
&g CP-ED50 (Reg 1) 1 Communication interface 1 [CI1] Parameter
(=183 CP-8050 with 15C1(1,0)
& (B M:CP-8050/CPCISS 2 Power Supply Master Modul Parameter Cl-8622
B4 WM-PRE 0. AP-0538/ETI4 3 Power Supply 10 Row 1 Parameter :‘olesid
- Interface parameter 4 Power Supply 10 Row 2 Parameter TFE53K hd
- % Station definition {Connection definition] 5 Pawer Supply /0 Row 3 Parameter Cl-853 -
& [EC60870:5104 §  Power Supply /0 Row 4 Parameter Cresa -
- Redundanoy 7 Power Supply /0 Row 5 Paramet Crsax
[#- % Data base management T " Sremeter
& Advanced parameters 8 Power Supply 1/0 Row 6 Parameter Cl-853x hd
-5 1/0-Bus 3 Power Supply [0 Row? Parameter Cl-853« -
-~ Topology 10 Power Supply 1/0 Row 8 Parameter Cl-853 -
& 4: 2’:“3“ settings 11 Power Supply 140 Row 9 Parameter CH53 -
evice seftings
F & Tons managument 12 Power Supply /O Row 10 Parameter Cl-853
B 13 Power Supply 110 Row 11 Parameter Cl-853« -
i@ Communication interface 0 [C10] 14 Power Supply 110 Row 12 Parameter PS-B6kx singular -
B Communication interface 1 [C11] 15 Power Supply [0 Row 13 Parameter Cl-853x hd
. E Power Supply Master Modul 16 Power Supply /O Row 14 Parameter CH53 -
- Power Supply 110 Row 1 =
e 3 |17 | Power Supply 140 Row 15 Parameter Cl-853
< >
AB000_Panel (Originaly | Defautt (Original) | Calculate formulas automatically ‘ Logging off OFFLINE

5.7.2 CI-8522 Network Interface Optical

NOTE

i 0

®  Firmware CPCI85 V04.50 or higher is required to operate the communication module

®  An additional license is required for use with CP-8031

5.7.2.1 Features

This module serves to expand CP-803149/CP-8050 with 5 Ethernet interfaces having 2 slots for SFP modules
(opticallelectrical) and 3 sockets for electrical TP cables. These interfaces serve for communication with

49 License required
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Ethernet devices (for example switch, router, IEDs, redundancy operation HSR, PRP, RSTP, and Line Mode)
having electrical and optical interfaces. Also the engineering tools (SICAM TOOLBOX Il and SICAM WEB) can be
connected to parametrize CP-8031/CP-8050. A maximum of 2 of these modules can be connected directly to
the left of a CP-8050, one with CP-8031.

e  Communication to CP-8031/CP-8050 via bus connector (CM-8814)

®  Status indication of the Ethernet connection via LED (LKx, PKx)

®  Status indication of the module via LED (RY, ER)

®  Power supply via bus connector

®  Mounting on 35 mm DIN rail

® |EEE 1588 Delay Mechanism P2P (Peer To Peer) is not supported

®  Supports single mode, multimode SFPs

®  Equipped with 2 multimode optical SFP modules each supporting up to 2000 m for optical interfaces

®  (l-8522 supports hot plug-in of SFP modules

NOTE

i 0

CI-8522 supports electrical and optical SFP modules at interface X4 and X5. Details about the modules see
A.9 SICAM A8000 I/0 Remote Modules.

Consider that purchased (spare) parts may have different EMC levels than SICAM A8000. This can influence
the overall performance of the system.

2 electrical SFP modules can be used as long as the total power consumption for X4 and X5 is <2 W.

5.7.2.2 Technical Data

Communication

3 Ethernet interfaces (X1-X3) |® Ethernetacc. to IEEE 802.3 (10Base-T or 100Base-TX)
®  Galvanically insulated

®  ESD protection

®  Transmission rate max. 100 Mbit/s

e Half duplex or full duplex

®  Auto-MDI (X)

® Linelength <100 m

2 Ethernet interfaces (X4, X5) |®  Ethernetacc. to IEEE 802.3

®  Galvanically insulated

®  Transmission rate max. 100 Mbit/s
® 2 xLCduplex optical interface

® Line length (MM) <2000 m

® Line length (MM) <30 000 m

Power supply (from internal bus)

Operating voltage Input DC 28 V:
DC25.2t030.8V;4.5W
Internal operating voltages Logik DC3.3V/25V/1.1V/1.2V
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5.7 SICAM A8000 Communication Modules

Mechanics and Connectors

Ethernet interfaces

RJ45 socket 8-pole (IEC 60603-7)

X1-X3
Ethernet interfaces Ethernet over fiber optic using SFP module
X4, X5 2 x LC duplex optical interface

CI-8522 is supplied with 2 SFP modules operating with 50/125 pum or
62.5/125 pm wavelength 1310 nm multimode optical fibre (MM).

If large distances have to be bridged, modules for single mode fibre (SM)
are to be used.

Rated impulse voltage

2 kV (Category Il /| AC 230 V)
(based on installation, Category Il | AC 230 V & Category Il / AC 150 V)

Powe available on X4, X5 port
for SFP modules

1 W on each port,
2 Win total

Dimensions (W x H x D)

30 mm x 132 mm x 124 mm (without DIN rail, SFP module and plug,
locking hook closed)

Approx. 246.5 g (incl. bus module 12 g)

Insulation

o:o:%o.o:aga ;
ceFcexrER <
[

I | HOOI\(OLDV(")(\I\—‘ ‘OOI\(OLDV(")(\I\—l

i i et i Sy — .
IR X RX 1 Y2 loooooooo] lboooooool loooooooaly
Pl IR R L |

5

v
v [V 2N B

X2
(Ethernet)
iA G h

G e0uddad ¢ 90ssdag
Eé“%?ﬁ% E%S“%?ﬁ%

Weight
5.7.2.3 Block Diagram
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: Switch

1 7'y

1

|
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(SFP) (SFP)

Figure 5-19 Cl-8522 Block Diagram

5.7.2.4 Pin Assignment

Connector X1 - X3 (Ethernet)

Pin Signal
8 n.c. >0
7 n.c. >0
6 RXD-

5 n.c. >0
4 n.c. >0

50 terminated by terminating resistor
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Pin Signal
3 RXD+
2 TXD-
1 TXD+

Connector X4 - X5 (Ethernet over Fiber Optic Using SFP Module)

Pin Signal

TX Transmit
RX Receive
5.7.2.5  Configuration

The configuration of a CI-8522 is done with parameter CP-8050/CPCI85 | System settings | Hard-
ware configuration.
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Power Supply Master Modul 16 | Power Supply 'O Row 14 Parameter 1853 -
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5.7 SICAM A8000 Communication Modules

5.7.3 CI-8551 Communication Interface Serial

NOTE

i 0

An additional license is required for use with CP-8031.

5.7.3.1 Features

A CI-8551 module is used to extend CP-8031°1/CP-8050 systems with 5 serial ports. A maximum of 6 of these
modules can be connected directly to the left of a CP-8050, one with CP-8031.

® 2 serial RS-232 interfaces (RJ45)

® 1 serial RS-485/422 interface (RJ45)

® 2 serial RS-232/485/422 interfaces (Push-in terminal)

®  Communication to CP-8031/CP-8050 via bus connector (CM-8814)
®  Status display of the serial connections via LED (OHx, RTXx)

®  Status indication of the module via LED (RY, ER)

®  Power supply via bus connector

®  Mounting on 35 mm DIN rail

51 License required
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5.7.3.2 Technical Data

Communication

2 serial interfaces (X4, X5) RS-232 Mode

®  Unbalanced interchange circuit RS 232/V.28

®  Galvanically insulated

®  ESD protection

®  Transmission rate up to 115.2 kbit/s (depending on protocol)
®  Rated impulse voltage 2 kVs

® linelength<30m

®  Supply of external modem / external converter
1 serial interface (X3) RS-485/422 Mode

®  Balanced interchange circuit RS-485
®  Galvanically insulated
®  ESD protection

®  Configuration 4-wire/2-wire with/without terminating resistor (param-
eter-settable)

®  Transmission rate up to 115.2 kbit/s (depending on protocol)
®  Rated impulse voltage 2 kV

® Linelength <1200 m

2 serial interfaces (X1, X2) RS-232/485/422 Mode

®  Unbalanced interchange circuit RS 232/V.28

®  Balanced interchange circuit RS-485
®  Galvanically insulated
®  ESD protection
®  Transmission rate up to 115.2 kbit/s (depending on protocol)
®  Rated impulse voltage 2 kVs
® linelength
- RS-232:<30m
- RS-485/422:<1200m

Power supply (from internal bus)

Operating voltage Input DC 28 V
DC25.2t030.8V
Internal operating voltages LogicDC3.3V/25V/1.1V

Power consumption 4.5W + 1.5 W if 2 external converters (CM-0847) are supplied

Supply of external modem / external converter

Is done over X4 and X5 DC5.0V+10%; 0.75W

Connections

Serial RS-232 Interface RJ45 socket 8-pole (IEC 60603-7)
(X4, X5)
Serial RS-485/422 interface RJ45 socket 8-pole (IEC 60603-7)
(X3)
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Mechanics

168

Serial RS-232/485/422 interface
(X2, X1)

removable push-in terminal; 8-pole (no possibility for shielding)

Connection data X1, X2

AWG

min. 24
max. 16

Conductor cross section solid

min. 0.21 mm?
max. 1.31 mm?

Conductor cross section stranded

min. 0.21 mm?
max. 1.31 mm?

Conductor cross section stranded with ferrule
without plastic sleeve

min. 0.25 mm?
max. 1.31 mm?

Conductor cross section stranded with ferrule
with plastic sleeve

min. 0.21 mm?
max. 0.75 mm?

2 wires stranded with ferrule without plastic
sleeve

min. 0.21 mm?
max. 0.51 mm?

2 wires stranded with ferrule with plastic sleeve

min. 0.21 mm?
max. 0.51 mm?

Wire strip length min. 9 mm
max. 10 mm
Length ferrule 10 mm
Structure System for mounting on 35 mm DIN rail

Dimensions (W x H x D)

30 mm x 132 mm x 124 mm (without DIN rail, plug and terminal, locking

hook closed); D 142 mm (with inserted terminal)

Weight

Approx. 210 g (inkl. bus module 12 g)
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5.7.3.3 Block Diagram
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5.7.3.4 Pin Assignment

Connector X4, X5

DTR (O)

DCD (1)

GND

RXD (1)

TXD (0O)

VCC/OUT 5V

RTS (0)

= N|W|Ph~|lU|O| | O

CTS (1)
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Connector X3

8 n.c. RXD+
7 n.c. RXD-

6 GND GND

5 n.c. n.c.

4 n.c. n.c.

3 n.c. n.c.

2 TXD+/RXD+ TXD+
1 TXD-/RXD- TXD-

4/'/:

Connector X1, X2

8 RXD (1) n.c. RXD+
7 DCD (1) n.c. RXD-
6 GND GND GND
5 n.c. n.c. n.c.
4 DTR (O) n.c. n.c.
3 CTS (1) n.c. n.c.
2 TXD (O) TXD+/RXD+ TXD+
1 RTS (O) TXD-/IRXD- TXD-
5.7.3.5  Configuration
®  The configuration of a CI-8551 is done with parameter CP-8050/CPCI85 | System settings |
Hardware configuration.
®  Fora system, consisting of a CP-8050 and a CI-8551 module, a PS-862x can be used for the power
supply.
®  For systems with more modules, the power consumption should be evaluated to select the power supply.
See examples 5.1.7 Example for the Calculation of the Power Consumption
®  You find further configuration rules in section Configuration Rules for Communication Modules,
Page 709
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5.8  SICAM A8000 I/0 Modules

5.8.1 DI-8110

Figure 5-20 DI-8110

5.8.1.1 Features

Digital input module

Installation on 35 mm DIN rail

16 inputs (2 groups, 8 inputs each)
Galvanically insulated by optocouplers
Each group has a common return
Signal voltage

- DC24vV

- AC24V

Removable screw terminals

Function indication via LED

5.8.1.2 Functions

Single-Point Information

Acquisition with a resolution of 1 msf

5.8 SICAM A8000 I/0 Modules

Update every 10 ms 2 (in the cycle of the open/closed-loop control function, if larger)

Revision f
Power monitoring

Inversion fe
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DC8-026-2, Edition 11.2022

171



System Components and Technical Data
5.8 SICAM A8000 I/0 Modules

®  Firmware filter f

®  Bounce suppression f

®  Determination of the cause of transmission f
®  Spontaneous transmission upon change f

®  Periodical transmission @

Double-Point Information
®  Acquisition with a resolution of 1 ms f

®  Update every 10 ms 2 (in the cycle of the open/closed-loop control function, if larger)

®  Revisionfa

®  Power monitoring fa

® Inversionf

®  Firmware filter f

®  Bounce suppression f

®  Monitoring intermediate and faulty positions f
®  Determination of the cause of transmission f
®  Reporting switching operations in progress f

®  Breaker tripping detection

®  Breaker tripping suppression during automatic reclosure
®  Spontaneous transmission upon change f

®  Periodical transmission 2

Integrated Totals via Count Pulses f!
®  Acquisition by firmware with a maximum count frequency of 20 Hz
—  Pulse length/pause >20 ms/>20 ms
—  Revision
—  Power monitoring
- Inversion
—  Pulse counting
®  Counter value formation
—  Count pulse evaluation
—  Set Counter
® [ntegrated total formation
—  Counter interrogation
— Interval control
—  Frozen absolute value
—  Frozen relative value
®  Not power-fail safe
® Integrated total transmission according to IEC 60870-5-101/104

®  Spontaneous transmission
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1

NOTE

The previously mentioned functions are described in detail in the document SICAM RTUs Common Func-
tions Peripheral Elements according to IEC 60870-5-101/104.

5.8.1.3  Technical Data
Digital Inputs
16 digital inputs ® 2 groups 8 inputs each
®  Galvanical insulation
®  For each group one common return with selectable polarity
Filter time 3 ms
(if the sensor voltage of a group of digital inputs is monitored for failures
(parameter SVM_moni toring), there is a dedicated digital input for each
group (IN DO7 and IN D17); this input has a filter time of 2 ms)
Rated voltage: e DC24V
® AC24Vat50Hz=10%; 60Hz=+10%
Operating points <12V (logical “0")
> 18V (logical “1”)
Input circuits e DC18toDC31.2V
e ACT19toAC28V
The circuits are operated by means of an external voltage.
Current consumption 0,9t04,8mAat18to31.2V
Power Supply
Operating voltage DC4.75to DC5.5V
The voltage is picked off from the system bus
Power consumption 130 mW
Mechanics and Connectors
Terminals 2 removable screw terminals (grid size 5.08 mm), 10-pole
Rated impulse voltage 4 kV (category Il / AC 230 V)
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Connection data X1, X2 Locking torque (PHOENIX terminal) 52 0.5Nmto 0.6 Nm
Locking torque (FCI terminal) 52 0.36 Nm to 0.44 Nm
AWG Min. 22
Max. 12
Conductor cross section solid Min. 0.33 mm?

Max. 2.5 mm?

Conductor cross section stranded Min. 0.33 mm?
Max. 2.5 mm?

Conductor cross section stranded with ferrule Min. 0.33 mm?

without plastic sleeve Max. 2.5 mm?
Conductor cross section stranded with ferrule Min. 0.33 mm?
with plastic sleeve Max. 2.5 mm?
2 wires stranded with ferrule without plastic Min. 0.33 mm?
sleeve Max. 1 mm?

2 wires stranded with ferrule with plastic sleeve [Min. 0.5 mm?
Max. 1.31 mm?

Wire strip length Min. 6 mm
Max. 7 mm
Length ferrule 10 mm
Dimensions (W x H x D) 30 mm x 132 mm x 124 mm (without DIN rail and terminal, locking hook
closed); D 142 mm (with inserted terminal)
Weight 249 g (incl. bus module 12 g)

5.8.1.4  Pin Assignment and Display

The process signals must be connected to two 10-pin screw terminals. The peripheral connectors are assigned
according to the tables.

o0 o o ]
9599090009

O &
Ol @3
O 23
O 2
Ol @9
O o4
Ol @+
O 2
Ol 27
%)

Figure 5-21 DI-8110 Front

Connector X1

Pin Signal Meaning
10 COMO00 Common supply of group 0
9 COMO00 Common supply of group O

52 The respective manufacturer is imprinted at the terminal (see section Types of screw terminals, Page 353)

174 SICAM A8000 Series, CP-8031, CP-8050, Manual
DC8-026-2, Edition 11.2022



System Components and Technical Data

Pin Signal Meaning

8 IN DO7 Digital input 7 of group 0
7 IN DO6 Digital input 6 of group O
6 IN DO5 Digital input 5 of group 0
5 IN DO4 Digital input 4 of group 0O
4 IN DO3 Digital input 3 of group O
3 IN D02 Digital input 2 of group 0
2 IN DO1 Digital input 1 of group 0
1 IN DOO Digital input O of group O

Connector X2

Pin Signal Meaning

10 COM10 Common supply of group 1
9 COM10 Common supply of group 1
8 IND17 Digital input 17 of group 1
7 IND16 Digital input 16 of group 1
6 IND15 Digital input 15 of group 1
5 IND14 Digital input 14 of group 1
4 IND13 Digital input 13 of group 1
3 IND12 Digital input 12 of group 1
2 IND11 Digital input 11 of group 1
1 IND10 Digital input 10 of group 1

Display
LED Meaning
RY Readiness

5.8.1.5  Block Diagram and External Circuitry

5.8 SICAM A8000 I/0 Modules

The following circuitry variants are examples, and do not relate exclusively to the depicted inputs/outputs.
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Block diagram and external circuitry variant with DC voltage detection
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NOTE

i 0

®  The use of different power networks (e.g. AC and DC voltage) within one input group is not permitted.
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5.8.2 DI-8111

Figure 5-22 DI-8111

5.8.2.1 Features

Digital input module

Installation on 35 mm DIN rail

16 inputs (2 groups, 8 inputs each)
Galvanically insulated by optocouplers
Each group has a common return
Signal voltage

- DC48VI/I60V

-  AC48V

Removable screw terminals

Function indication via LED

5.8.2.2 Functions

Single-Point Information

Acquisition with a resolution of 1 ms f

5.8 SICAM A8000 I/0 Modules

Update every 10 ms 2 (in the cycle of the open/closed-loop control function, if larger)

Revision fa

Power monitoring f
Inversion fa
Firmware filter

Bounce suppression f
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Determination of the cause of transmission f

Spontaneous transmission upon change f

Periodical transmission 2

Double-Point Information

Acquisition with a resolution of 1 ms f

Update every 10 ms 2 (in the cycle of the openiclosed-loop control function, if larger)

Revision fa

Power monitoring f

Inversion f

Firmware filter f

Bounce suppression

Monitoring intermediate and faulty positions f
Determination of the cause of transmission f

Reporting switching operations in progress f

Breaker tripping detection f

Breaker tripping suppression during automatic reclosure f

Spontaneous transmission upon change f

Periodical transmission 2

Integrated Totals via Count Pulses f'
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Acquisition by firmware with a maximum count frequency of 20 Hz

Pulse length/pause >20 ms/>20 ms
Revision

Power monitoring

Inversion

Pulse counting

Counter value formation

Count pulse evaluation

Set Counter

Integrated total formation

Counter interrogation
Interval control
Frozen absolute value

Frozen relative value

Not power-fail safe

Integrated total transmission according to IEC 60870-5-101/104

Spontaneous transmission
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5.8 SICAM A8000 I/0 Modules

1

NOTE

The previously mentioned functions are described in detail in the document SICAM RTUs Common Func-
tions Peripheral Elements according to IEC 60870-5-101/104.

5.8.2.3  Technical Data
Digital Inputs
16 digital inputs ® 2 groups 8inputs each
®  Galvanical insulation
®  For each group one common return with selectable polarity
Filter time 3 ms
(if the sensor voltage of a group of digital inputs is monitored for failures
(parameter SVM_monitoring), there is a dedicated digital input for each
group (IN DO7 and IN D17); this input has a filter time of 2 ms)
Rated voltage: e DC48VI60V
® AC48Vat50Hz=+10%; 60Hz+10%
Operating points <24V (logical “0")
> 36V (logical “1”)
Input circuits e DC36toDC78V
e AC38toAC57V
The circuits are operated by means of an external voltage.
Current consumption 0,5t02,5mAat36to 78V
Power Supply
Operating voltage DC4.75to DC5.5V
The voltage is picked off from the system bus
Power consumption 130 mW
Mechanics and Connectors
Terminals 2 removable screw terminals (grid size 5.08 mm), 10-pole
Rated impulse voltage 4 kV (category Il  AC 230 V)
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Connection data X1, X2 Locking torque (PHOENIX terminal) 53 0.5Nmto 0.6 Nm
Locking torque (FCI terminal) 53 0.36 Nm to 0.44 Nm
AWG Min. 22
Max. 12
Conductor cross section solid Min. 0.33 mm?

Max. 2.5 mm?

Conductor cross section stranded Min. 0.33 mm?
Max. 2.5 mm?

Conductor cross section stranded with ferrule Min. 0.33 mm?

without plastic sleeve Max. 2.5 mm?
Conductor cross section stranded with ferrule Min. 0.33 mm?
with plastic sleeve Max. 2.5 mm?
2 wires stranded with ferrule without plastic Min. 0.33 mm?
sleeve Max. 1 mm?

2 wires stranded with ferrule with plastic sleeve [Min. 0.5 mm?
Max. 1.31 mm?

Wire strip length Min. 6 mm
Max. 7 mm
Length ferrule 10 mm
Dimensions (W x H x D) 30 mm x 132 mm x 124 mm (without DIN rail and terminal, locking hook
closed); D 142 mm (with inserted terminal)
Weight 249 g (incl. bus module 12 g)

5.8.2.4  Pin Assignment and Display

The process signals must be connected to two 10-pin screw terminals. The peripheral connectors are assigned
according to the tables.

;,

Figure 5-23 DI-8111 Front

Connector X1

Pin Signal Meaning
10 COMO00 Common supply of group 0
9 COMO00 Common supply of group 0

53 The respective manufacturer is imprinted at the terminal (see section Types of screw terminals, Page 353)
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Pin Signal Meaning

8 IN DO7 Digital input 7 of group 0
7 IN DO6 Digital input 6 of group O
6 IN DO5 Digital input 5 of group 0
5 IN DO4 Digital input 4 of group 0O
4 IN DO3 Digital input 3 of group O
3 IN D02 Digital input 2 of group 0
2 IN DO1 Digital input 1 of group 0
1 IN DOO Digital input O of group O

Connector X2

Pin Signal Meaning

10 COM10 Common supply of group 1
9 COM10 Common supply of group 1
8 IND17 Digital input 17 of group 1
7 IND16 Digital input 16 of group 1
6 IND15 Digital input 15 of group 1
5 IND14 Digital input 14 of group 1
4 IND13 Digital input 13 of group 1
3 IND12 Digital input 12 of group 1
2 IND11 Digital input 11 of group 1
1 IND10 Digital input 10 of group 1

Display
LED Meaning
RY Readiness

5.8.2.5  Block Diagram and External Circuitry

5.8 SICAM A8000 I/0 Modules

The following circuitry variants are examples, and do not relate exclusively to the depicted inputs/outputs.
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5.8 SICAM A8000 I/0 Modules

Block diagram and external circuitry variant with DC voltage detection
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NOTE

i 0

®  The use of different power networks (e.g. AC and DC voltage) within one input group is not permitted.

182 SICAM A8000 Series, CP-8031, CP-8050, Manual
DC8-026-2, Edition 11.2022



System Components and Technical Data

5.8.3 DI-8112

Figure 5-24 DI-8112

5.8.3.1 Features

Digital input module

Installation on 35 mm DIN rail

16 inputs (2 groups, 8 inputs each)
Galvanically insulated by optocouplers
Each group has a common return
Signal voltage

- DC110V

- AC120V

Removable screw terminals

Function indication via LED

5.8.3.2 Functions

Single-Point Information

Acquisition with a resolution of 1 ms f

5.8 SICAM A8000 I/0 Modules

Update every 10 ms 2 (in the cycle of the open/closed-loop control function, if larger)

Revision fa

Power monitoring f
Inversion fa
Firmware filter f

Bounce suppression f
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Determination of the cause of transmission f

Spontaneous transmission upon change f

Periodical transmission 2

Double-Point Information

Acquisition with a resolution of 1 ms f

Update every 10 ms 2 (in the cycle of the openiclosed-loop control function, if larger)

Revision fa

Power monitoring f

Inversion f

Firmware filter f

Bounce suppression

Monitoring intermediate and faulty positions f
Determination of the cause of transmission f

Reporting switching operations in progress f

Breaker tripping detection f

Breaker tripping suppression during automatic reclosure f

Spontaneous transmission upon change f

Periodical transmission 2

Integrated Totals via Count Pulses f'
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Acquisition by firmware with a maximum count frequency of 20 Hz

Pulse length/pause >20 ms/>20 ms
Revision

Power monitoring

Inversion

Pulse counting

Counter value formation

Count pulse evaluation

Set Counter

Integrated total formation

Counter interrogation
Interval control
Frozen absolute value

Frozen relative value

Not power-fail safe

Integrated total transmission according to IEC 60870-5-101/104

Spontaneous transmission
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5.8 SICAM A8000 I/0 Modules

1

NOTE

The previously mentioned functions are described in detail in the document SICAM RTUs Common Func-
tions Peripheral Elements according to IEC 60870-5-101/104.

5.8.3.3  Technical Data
Digital Inputs
16 digital inputs ® 2 groups 8inputs each
®  Galvanical insulation
®  For each group one common return with selectable polarity
Filter time 3 ms
(if the sensor voltage of a group of digital inputs is monitored for failures
(parameter SVM_monitoring), there is a dedicated digital input for each
group (IN DO7 and IN D17); this input has a filter time of 2 ms)
Rated voltage: e DC110V
e AC120Vat50Hz+10%; 60Hz+10%
Operating points <55V (logical “0")
>82.5V (logical “1")
Input circuits e DC82.5toDC143V
e AC96toAC144V
The circuits are operated by means of an external voltage.
Current consumption 0,4to1,4mAat82.5t0 143V
Power Supply
Operating voltage DC4.75to DC5.5V
The voltage is picked off from the system bus
Power consumption 130 mW
Mechanics and Connectors
Terminals 2 removable screw terminals (grid size 5.08 mm), 10-pole
Rated impulse voltage 4 kV (category Il  AC 230 V)

SICAM A8000 Series, CP-8031, CP-8050, Manual

DC8-026-2, Edition 11.2022

185



System Components and Technical Data
5.8 SICAM A8000 I/0 Modules

Connection data X1, X2 Locking torque (PHOENIX terminal) 54 0.5Nmto 0.6 Nm
Locking torque (FCI terminal) 54 0.36 Nm to 0.44 Nm
AWG Min. 22
Max. 12
Conductor cross section solid Min. 0.33 mm?
Max. 2.5 mm?
Conductor cross section stranded Min. 0.33 mm?
Max. 2.5 mm?2
Conductor cross section stranded with ferrule Min. 0.33 mm?
without plastic sleeve Max. 2.5 mm?
Conductor cross section stranded with ferrule Min. 0.33 mm?
with plastic sleeve Max. 2.5 mm?
2 wires stranded with ferrule without plastic Min. 0.33 mm?
sleeve Max. 1 mm?
2 wires stranded with ferrule with plastic sleeve [Min. 0.5 mm?
Max. 1.317 mm?
Wire strip length Min. 6 mm
Max. 7 mm
Length ferrule 10 mm
Dimensions (W x H x D) 30 mm x 132 mm x 124 mm (without DIN rail and terminal, locking hook
closed); D 142 mm (with inserted terminal)
Weight 249 g (incl. bus module 12 g)
NOTE

i 0

Above an ambient temperature of +65 °C (horizontal mounting) / +45 °C (vertical mounting) a derating
occurs. In this case, only a maximum of 13 inputs may be operated simultaneously.

5.8.3.4  Pin Assignment and Display

The process signals must be connected to two 10-pin screw terminals. The peripheral connectors are assigned
according to the tables.

0 o
9999099009

O &
Ol @3
Ol @s
Ol 2
Ol @9
Ol 2+
Ol @+
Ol 2
Ol @4
AL ©

Figure 5-25 DI-8112 Front

54 The respective manufacturer is imprinted at the terminal (see section Types of screw terminals, Page 353)
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Connector X1
Pin Signal Meaning
10 COMO00 Common supply of group O
9 COMOO Common supply of group 0
8 IN DO7 Digital input 7 of group 0
7 IN DO6 Digital input 6 of group O
6 IN DO5 Digital input 5 of group 0
5 IN DO4 Digital input 4 of group 0
4 IN DO3 Digital input 3 of group O
3 IN D02 Digital input 2 of group 0
2 IN DO1 Digital input 1 of group 0
1 IN DOO Digital input O of group O
Connector X2
Pin Signal Meaning
10 COM10 Common supply of group 1
9 COM10 Common supply of group 1
8 IND17 Digital input 17 of group 1
7 IND16 Digital input 16 of group 1
6 IND15 Digital input 15 of group 1
5 IND14 Digital input 14 of group 1
4 IND13 Digital input 13 of group 1
3 IND12 Digital input 12 of group 1
2 IND11 Digital input 11 of group 1
1 IND10 Digital input 10 of group 1
Display
LED Meaning
RY Readiness

5.8.3.5  Block Diagram and External Circuitry

5.8 SICAM A8000 I/0 Modules

The following circuitry variants are examples, and do not relate exclusively to the depicted inputs/outputs.
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5.8 SICAM A8000 I/0 Modules

Block diagram and external circuitry variant with DC voltage detection
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NOTE

i 0

®  The use of different power networks (e.g. AC and DC voltage) within one input group is not permitted.
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5.8.4 DI-8113

Figure 5-26 DI-8113

5.8.4.1 Features

Digital input module

Installation on 35 mm DIN rail

16 inputs (2 groups, 8 inputs each)
Galvanically insulated by optocouplers
Each group has a common return
Signal voltage

- DC220V

- AC230V

Removable screw terminals

Function indication via LED

5.8.4.2 Functions

Single-Point Information

Acquisition with a resolution of 1 ms f

5.8 SICAM A8000 I/0 Modules

Update every 10 ms 2 (in the cycle of the open/closed-loop control function, if larger)

Revision fa

Power monitoring f
Inversion fa
Firmware filter f

Bounce suppression f
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Determination of the cause of transmission f

Spontaneous transmission upon change f

Periodical transmission 2

Double-Point Information

Acquisition with a resolution of 1 ms f

Update every 10 ms 2 (in the cycle of the openiclosed-loop control function, if larger)

Revision fa

Power monitoring f

Inversion f

Firmware filter f

Bounce suppression

Monitoring intermediate and faulty positions f
Determination of the cause of transmission f

Reporting switching operations in progress f

Breaker tripping detection f

Breaker tripping suppression during automatic reclosure f

Spontaneous transmission upon change f

Periodical transmission 2

Integrated Totals via Count Pulses f'

190

Acquisition by firmware with a maximum count frequency of 20 Hz

Pulse length/pause >20 ms/>20 ms
Revision

Power monitoring

Inversion

Pulse counting

Counter value formation

Count pulse evaluation

Set Counter

Integrated total formation

Counter interrogation
Interval control
Frozen absolute value

Frozen relative value

Not power-fail safe

Integrated total transmission according to IEC 60870-5-101/104

Spontaneous transmission
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5.8 SICAM A8000 I/0 Modules

1

NOTE

The previously mentioned functions are described in detail in the document SICAM RTUs Common Func-
tions Peripheral Elements according to IEC 60870-5-101/104.

5.8.4.3  Technical Data
Digital Inputs
16 digital inputs ® 2 groups 8inputs each
®  Galvanical insulation
®  For each group one common return with selectable polarity
Filter time 3 ms
(if the sensor voltage of a group of digital inputs is monitored for failures
(parameter SVM_monitoring), there is a dedicated digital input for each
group (IN DO7 and IN D17); this input has a filter time of 2 ms)
Rated voltage: e DC220V
® AC230Vat50Hz=10%; 60Hz =10 %
Operating points <110V (logical “0")
> 165V (logical “1”)
Input circuits ® DC165toDC253V
e AC184toAC253V
The circuits are operated by means of an external voltage.
Current consumption 0,3t0 0,7 mA at 165to 253V
Power Supply
Operating voltage DC4.75to DC5.5V
The voltage is picked off from the system bus
Power consumption 130 mW
Mechanics and Connectors
Terminals 2 removable screw terminals (grid size 5.08 mm), 10-pole
Rated impulse voltage 4 kV (category Il  AC 230 V)
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Connection data X1, X2 Locking torque (PHOENIX terminal) 55 0.5Nmto 0.6 Nm
Locking torque (FCI terminal) 55 0.36 Nm to 0.44 Nm
AWG Min. 22
Max. 12
Conductor cross section solid Min. 0.33 mm?
Max. 2.5 mm?
Conductor cross section stranded Min. 0.33 mm?
Max. 2.5 mm?2
Conductor cross section stranded with ferrule Min. 0.33 mm?
without plastic sleeve Max. 2.5 mm?
Conductor cross section stranded with ferrule Min. 0.33 mm?
with plastic sleeve Max. 2.5 mm?
2 wires stranded with ferrule without plastic Min. 0.33 mm?
sleeve Max. 1 mm?
2 wires stranded with ferrule with plastic sleeve [Min. 0.5 mm?
Max. 1.317 mm?
Wire strip length Min. 6 mm
Max. 7 mm
Length ferrule 10 mm
Dimensions (W x H x D) 30 mm x 132 mm x 124 mm (without DIN rail and terminal, locking hook
closed); D 142 mm (with inserted terminal)
Weight 249 g (incl. bus module 12 g)
NOTE

i 0

Above an ambient temperature of +65 °C (horizontal mounting) / +45 °C (vertical mounting) a derating
occurs. In this case, only a maximum of 13 inputs may be operated simultaneously.

5.8.4.4  Pin Assignment and Display

The process signals must be connected to two 10-pin screw terminals. The peripheral connectors are assigned
according to the tables.

Figure 5-27

DI-8113 Front

55 The respective manufacturer is imprinted at the terminal (see section Types of screw terminals, Page 353)
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Connector X1
Pin Signal Meaning
10 COMO00 Common supply of group O
9 COMOO Common supply of group 0
8 IN DO7 Digital input 7 of group 0
7 IN DO6 Digital input 6 of group O
6 IN DO5 Digital input 5 of group 0
5 IN DO4 Digital input 4 of group 0
4 IN DO3 Digital input 3 of group O
3 IN D02 Digital input 2 of group 0
2 IN DO1 Digital input 1 of group 0
1 IN DOO Digital input O of group O
Connector X2
Pin Signal Meaning
10 COM10 Common supply of group 1
9 COM10 Common supply of group 1
8 IND17 Digital input 17 of group 1
7 IND16 Digital input 16 of group 1
6 IND15 Digital input 15 of group 1
5 IND14 Digital input 14 of group 1
4 IND13 Digital input 13 of group 1
3 IND12 Digital input 12 of group 1
2 IND11 Digital input 11 of group 1
1 IND10 Digital input 10 of group 1
Display
LED Meaning
RY Readiness

5.8.4.5  Block Diagram and External Circuitry

5.8 SICAM A8000 I/0 Modules

The following circuitry variants are examples, and do not relate exclusively to the depicted inputs/outputs.
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5.8 SICAM A8000 I/0 Modules

Block diagram and external circuitry variant with DC voltage detection
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NOTE

®  The use of different power networks (e.g. AC and DC voltage) within one input group is not permitted.

®  Only two input channels per input group can be used on the DI-8113 (= max. 4 inputs for AC voltage
detection on the DI-8113).

[}

Adjacent inputs on the DI-8113 must not be used for AC voltage monitoring. The binary inputs
IN_DOO, IN_D06 and IN_D11, IN_D17 are to be used.
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5.8.5 DO-8212

Figure 5-28 DO-8212

5.8.5.1 Features

Digital output module

Installation on 35 mm DIN rail

8 relay outputs (4 groups with 2 outputs each)
Galvanical insulation

Switching voltage DC 24 to 220 V/ AC 230V
The outputs can switch both DC and AC voltages
Removable screw terminals

Function indication via LED

5.8.5.2 Functions

Pulse commands !

Secured output of pulse commands

-  1-pole, 1%%-pole, 2-pole

—  Cannot be mixed

Single, double and regulating step commands

Command output (OC)

5.8 SICAM A8000 I/0 Modules

Basic application functions and procedures according to IEC 60870-5-101/104

—  Formal check
—  Direct command

—  Select and execute command
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®  Retry suppression

®  1-out-of-n Check

®  Control location check

®  Command interlocking

®  Synchronization

®  Revision

® Command output time
—  Can be set by parameter
—  Dependent on the process

®  Return information monitoring

® Command prolongation

®  Switching sequences

®  Command output for the auto-reclose function

e |f outputs of the module are used for pulse commands, no outputs of the same module can be used for
binary information output

Binary Information

®  Selectable behavior upon communication failure fa (deactivation or retention)

®  Deactivation upon module failure f

®  Spontaneous transmission for

®  Periodical transmission @

® |f outputs of the module are used for binary information output, no outputs of the same module can be
used for pulse commands

® Use as watchdog realizable by means of application program (categories DO_SXand DO_DX must be
used)

NOTE

°®
l The previously mentioned functions are described in detail in the document SICAM RTUs Common Func-
tions Peripheral Elements according to IEC 60870-5-101/104 (DC0-011-2).
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5.8.5.3 Technical Data

Digital Outputs

8 digital outputs (relay) ® 4 groups, 2 outputs each
®  FEach relay has a 1-pole normally-open contact

®  The outputs are galvanically insulated from logic circuits and ground
by monostable relays with reinforced insulation

®  Each group is galvanically insulated from the other groups, logic
circuits and ground with reinforced insulation

®  Within the groups, the outputs are galvanically insulated from each
other with functional insulation of 250 V

®  The Outputs can be used for switching of direct voltage or also alter-
nating voltage

®  Display of function and state of outputs via engineering tool or LED
module

Nominal voltages e DC24V/48VI60V/110V/220V
e AC110V/230V
Maximum continuous current | Standard circuitry

® 8 outputs max. 3 Aeach (5A /1 min)

Circuitry with derating at 5 A

® 2 outputs max. 5 A each

® 6 outputs max. 2 A each

or

® 4 outputs max. 5 Aeach

® 4 outputs max. 0 A each (relay must not be activated)
Power augmentation 36

® 4 outputs max. 6 A each (max. DC 24 V + 20 %; max. AC 230 V + 10 %)

Switching capacity with DC ® Min.50 mWatDC5V Max. DC load breaking capacity
300
®  Max. acc. to diagram 200
< 100 \\‘ resistive load
\
5 50
S ™
2 % —~—
20
10
01 02 05 1 2 5 10 20
DC current[A]
Switching capacity with AC ® Max. 1250 VA at 5 A (AC 250 V), resistive load
® Max. 500 VA at2 A (AC250V) cosp =0.4
Switching cycles 3-10%
Output circuits Max. DC 250 V| AC 253 V (operated with external voltage)
UL/CUL DC6A[24V
AC 6 A 253V resistive
Pilot duty: R300, B300
56 With parallel connection within a group
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Power Supply

Operating voltage DC4.75toDC5.5V
The voltage is picked off from the system bus

Power consumption 800 mW

Mechanics and Connectors

Terminals 4 removable screw terminals (grid size 5.08 mm), 4-pole
4 kv

< 2000 m: category llI

< 3000 m: Category Il 57

Rated impulse voItageA

Connection data X1, X2, X3, X4 Locking torque (PHOENIX terminal) 8 0.5Nmto 0.6 Nm
Locking torque (FCI terminal) 58 0.36 Nm to 0.44 Nm
AWG Min. 22
Max. 12
Conductor cross section solid Min. 0.33 mm?
Max. 2.5 mm?
Conductor cross section stranded Min. 0.33 mm?

Max. 2.5 mm?
Conductor cross section stranded with ferrule Min. 0.33 mm?

without plastic sleeve Max. 2.5 mm?
Conductor cross section stranded with ferrule Min. 0.33 mm?
with plastic sleeve Max. 2.5 mm?2
2 wires stranded with ferrule without plastic Min. 0.33 mm?
sleeve Max. T mm?

2 wires stranded with ferrule with plastic sleeve [Min. 0.5 mm?
Max. 1.31 mm?

Wire strip length Min. 6 mm
Max. 7 mm
Length ferrule 10 mm
Dimensions (W x H x D) 30 mm x 132 mm x 124 mm (without DIN rail and terminal, locking hook
closed); D 142 mm (with inserted terminal)
Weight 287 g (incl. bus module 12 g)

NOTE

i 0

Within a group of outputs the wiring with different current circuits is not permissible since only functional
insulation exists.

NOTE

i 0

®  For power augmentation 2 relays may be connected parallel, this must happen within a group (applies
onlyforl<6A —2-3A).

® Siemens recommends that outputs which are more heavily loaded should not be adjacent to each
other. As a result, the stress on the device is distributed more evenly.

57 Category Ill - ONLY when connecting identical external voltage levels for each load on each contact of the groups X1 & X2 and X3 &
X4 respectively
58 The respective manufacturer is imprinted at the terminal (see section Types of screw terminals, Page 353)
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° NOTE
l The altitude at which DO-8212 is operated shall be considered applicable for all devices in the system.

5.8.5.4  Pin Assignment and Display

The process signals must be connected to four 4-pin screw terminals. The peripheral connectors are assigned

according to the tables.

Figure 5-29 DO-8212 Front
Connector X1

Pin Signal Meaning

4 COM DO1 Common supply output 1 of group 0

3 COM DOO Common supply output 0 of group 0

2 OUT DO1 Digital output 1 of group O

1 OUT D00 Digital output 0 of group O
Connector X2

Pin Signal Meaning

4 COM D03 Common supply output 3 of group 1

3 COM D02 Common supply output 2 of group 1

2 OUT D03 Digital output 3 of group 1

1 OuUT D02 Digital output 2 of group 1
Connector X3

Pin Signal Meaning

4 COM D05 Common supply output 5 of group 2

3 COM D04 Common supply output 4 of group 2

2 OuUT D05 Digital output 5 of group 2

1 OUT D04 Digital output 4 of group 2
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Connector X4

Pin Signal Meaning
4 COM D07 Common supply output 7 of group 3
3 COM D06 Common supply output 6 of group 3
2 OuT D07 Digital output 7 of group 3
1 OUT D06 Digital output 6 of group 3
Display
LED Meaning
RY Readiness
5.8.5.5 Block Diagram and External Circuitry
The following circuit variants are exemplary and do not relate exclusively to the depicted inputs/outputs.
1-Pole Circuitry
P e \\\
< BUS >
— — — — — — — N d —— — — — — — — —
| e
| DO-8212 I_q I_n |
Nyya- |
| Controller |
| ‘ relnforced\/ \/ \/ |
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- teT feg - £ Ea e ot fed
—‘ I I —\ | ﬁ
| \\ I \\ l ‘\\ I \\ |
| \ ‘\\ | ‘\ \\ | L \\ I L \\
| \ | \ | N\ | \ |
N~ © |~ © l [T} < o o« l © NS I - o - o |
| 8858 1§888 18888 18§33
| 5355 ! 3855 13355 1335565 |
6 6 6 © ; O O ©o o ; O O ©o o | O © o ©
—_— — —— L L - l - - I_l
§|<rmN‘—|§|<rmN‘—|Q|<rmN‘—|;'vmmq
- 4 I_J________. . .
U+‘ — °
U-i P,
T
=~ N N
L F 4 F
RZ RZ RZ
__ 7 N N/ (N )
BN ~ ~
1-pole with 1-pole with 1-pole with
switched plus switched minus switched minus
Figure 5-30 DO-8212 Block Diagram and External Circuitry 1-Pole
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1.5-Pole Circuitry

5.8 SICAM A8000 I/0 Modules

DO-8212

Controller

\

reinforced

ﬁ

~ o | o 0
8 8 g8 38 a
3 3 5 5 3
(@] o] O o ] (@]
_,.____'_l_,.-_
"‘l/\q- o O O ‘°| <
x, ) | }%3
1 L I __
7U-. °
U+
& J
™ —

Plus
switched ™

Figure 5-31
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2-Pole Circuitry
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Figure 5-32 DO-8212 Block Diagram and External Circuitry 2-Pole
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5.8.6 DO-8221

Figure 5-33 DO-8221

5.8.6.1 Features
Digital output module for secured command output
® |nstallation on horizontal mounted 35 mm DIN rail only
® 12 relay-outputs (1 group)
®  Galvanical insulation
®  Switching voltage: DC up to 220 V and AC up to 230 V
®  Removable screw terminals

®  Function indication via LED
5.8.6.2 Functions

Pulse commands
® Secured output of pulse commands
—  1-pole, 1Y2-pole, 2-pole
— 1 and 2-pole double commands can be mixed
® Single, double and regulating step commands
®  Command output with continuity check (CC1) 59
—  Selective activation check
— Idle check
—  Continuity check

59 Command output with current flow check is not supported for AC loads and must be disabled in the configuration.
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®  Basic application functions and procedures according to IEC 60870-5-101/104
—  Formal check
—  Direct command
—  Select and execute command

®  Supports load usage categories for direct current and alternating current according to IEC 60947-4-1,
table 10 (DC-1, 3, 5, 6 and AC-1, 2, 3/3e, 5b) 60

®  Retry suppression
®  J-out-of-n Check
®  Control location check
® Command interlocking
®  Synchronization
®  Switching sequence
®  Revision
® Command output time
—  Can be set by parameter
—  Dependent on the process
®  Return information monitoring
® Command prolongation
®  Periodical control circuit check
®  Switching sequences
®  Monitoring the Command Output Sequence

®  Spontaneous transmission

NOTE

°®
l Siemens recommends return information monitoring by means of a DI/DO coupling.

Return Information to Pulse Command Assignment
Settable assignment for pulse commands that are acquired or output as follows:
® on the peripheral element itself

e on different peripheral elements of the same basic system element

NOTE

i 0

The previously mentioned functions are described in detail in the document SICAM RTUs Common Func-
tions Peripheral Elements according to IEC 60870-5-101/104 (DC0-011-2).

60 For AC load categories according to IEC 60947-4-1 table 10, the maximum switching currentis (I ) 2.5 A. For DC load categories
according to IEC 60947-4-1 Table-10, DC-3 and DC-5, the maximum switching currentis (I ) 4 A.
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5.8.6.3

Technical Data

Digital Outputs

5.8 SICAM A8000 I/0 Modules

~ NOTE

1

Operation with AC voltage is only permissible from production level DD onwards.

12 command outputs

1 Group (2 fused circuits)

External circuit variants

12 x 1-pole, 12 x 1.5-pole or 6 x 2-pole command output

Rated voltage: BB version CC version DD version EE version
DC24V/48V | DC24V/48V/I DC24V/48VI60V/I110V/220V,
60V 60V / AC230V

110V /220V

Maximum switching current |[DC4 Ato 59V DC4A DC4A DC5A

(Irated) (DC2Ato72V) AC3.25A AC3.5A

Maximum switching capacity, |[DC 240 W DC 1000 W 1000 W DC 1250 W

DC (LIR <40 ms), AC (cos ¢ < AC 800 VA AC 875 VA

0.4)

Maximum continuous current |1 A

Maximum supported inrush

10 A for 200 ms

current

Power augmentation Command output cutoff
| ax (DC)IIpeak (AQ) {, ctive max tause min
1.5A 60s tctive
<2.2A 60s 3 Xt ive
< 2.6A 10s 5 X, ive
<5A 10s 20 X t, e

Overload proof No

If the current exceeds maximum | _, ., > 200 ms, then overload is detected;
the command is aborted and the command output block is activated

Sustained short-circuit proof

Yes

Short-circuit detection at 12 A with deactivation after 200 ps (above 72 V
only with external limitation to | .. = 50 A); the current command is aborted

Command output block

If an overload or short-circuit is detected, the commands following the over-
load of short circuit are discarded for 3 min

Switching cycles (activate
output)

® 107(=78V)
* 10°(>78V)

Maximum switching
frequency

30/min

Output circuits

DC 18V to 253 V; AC 195V to 250 V (operated with external voltage)

Test current

Max. 4.1 mA

Output circuit voltage drop

e <12VatlA
® <6.5Vat5A

line length

Max. 200 m

SICAM A8000 Series, CP-8031, CP-8050, Manual
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Dimensioning of the load in the command circuit

NOTICE

< During the control circuit check, the internal and external command circuits are monitored by means
of a test current. It must be ensured that this test current does not lead to an unintentional activation.
Siemens recommends planning a sufficient reserve.

< It must be ensured that this test current can still flow over the load at the minimum working voltage.

< Control circuit check is not supported by AC motor loads.

® Inorder to enable the test current, the ohmic resistance of the load should be below the values forR
given in the table.
If necessary, a resistor must be connected in parallel.

®  Since the test current must be reached within 50 ms, the series inductance must not exceed the value
L. given in the table.

U, =U,-25% (U, -12V) /4 mA
DC 24V DC 18V 1.5kQ 50 H
DC 48V DC36V 6 kQ 200 H
DC 60 V DC 45V 8.2kQ 200 H
DC 110V DC82.5V 17.6 kQ 200 H
DC 220V DC 165V 38.2kQ 200 H
NOTICE

< An appropriate external surge suppressing component must be provided for inductive loads.
< Incase of a DC Load, an external freewheeling diode must be connected across the load.

< Incase of an AC Load, an external surge protector must be connected across the load.

®  Anpossible inrush current (e.g. with a capacitive load) must drop below 12 A after 100 ps.

®  Use only SFIUTP, SFIFTP or SIFTP cable (CAT 6A) for the EblO-Bus to CI-853x. Siemens recommends the
usage of 6XV1878-2A or 6XV1870-3QH or 6XV1870-3QN.

®  Use only shielded RJ45 connectors. Consider a reliable and durable contacting of the cable shield with the
RJ45 shield.

® Communication cables must be installed separately from the supply and peripheral cables.

Power Supply
Operating voltage DC4.75to DC5.5V
The voltage is picked off from the system bus
Power consumption ® 2 W (during command output)
® 1,3Watrest
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Mechanics and Connectors

5.8 SICAM A8000 I/0 Modules

Terminals

2 removable screw terminals (grid size 5.08 mm), 10-pole

Rated impulse voltage

4 kV (category Ill | AC 230 V) 61

Connection data X1, X2

Locking torque (PHOENIX terminal) 62
Locking torque (FCl terminal) 62

0.5Nmto 0.6 Nm
0.36 Nm to 0.44 Nm

AWG Min. 22
Max. 12
Conductor cross section solid Min. 0.33 mm?
Max. 2.5 mm?2
Conductor cross section stranded Min. 0.33 mm?
Max. 2.5 mm?2
Conductor cross section stranded with ferrule Min. 0.33 mm?
without plastic sleeve Max. 2.5 mm?
Conductor cross section stranded with ferrule Min. 0.33 mm?
with plastic sleeve Max. 2.5 mm?
2 wires stranded with ferrule without plastic Min. 0.33 mm?
sleeve Max. 1 mm?
2 wires stranded with ferrule with plastic sleeve [Min. 0.5 mm?
Max. 1.317 mm?2
Wire strip length Min. 6 mm
Max. 7 mm
Length ferrule 10 mm

Dimensions (W x H x D)

30 mm x 132 mm x 124 mm (without DIN rail and terminal, locking hook

closed); D 142 mm (with inserted terminal)

Weight

343 g (incl. bus module 12 g)

5.8.6.4

Pin Assignment and Display

The process signals must be connected to two 10-pin screw terminals. The peripheral connectors are assigned
according to the tables.

NNV VV VNN VN

SN o s

S

0 2o
a2
a2
oo
| = [l
oo
a2
a2
a2
oo

4
3|
2|
1

>

Figure 5-34

DO-8221 Front

61 Production level CC supports < 2000 m
62 The respective manufacturer is imprinted at the terminal (see section Types of screw terminals, Page 353)
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Connector X1
Pin Signal Meaning
10 CB0O4 Command output 4 of common supply B
9 CA04 Command output 4 of common supply A
8 CBO3 Command output 3 of common supply B
7 CAO3 Command output 3 of common supply A
6 CB0O2 Command output 2 of common supply B
5 CA02 Command output 2 of common supply A
4 CBO1 Command output 1 of common supply B
3 CAO01 Command output 1 of common supply A
2 CBOO Command output 0 of common supply B
1 CA00 Command output 0 of common supply A
Connector X2
Pin Signal Meaning
10 OAY2 Battery voltage input Y (—/+)
9 OAY1 Battery voltage input Y (+/-)
8 OAX2 Battery voltage input X (-/+)
7 OAX1 Battery voltage input X (+/-)
6 COM2 Common supply 2
5 COM1 Common supply 1
4 COMB Common supply B
3 COMA Common supply A
2 CBO5 Command output 5 of common supply B
1 CAO05 Command output 5 of common supply A
Display
LED Meaning
RY Readiness
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5.8.6.5 Block Diagram and External Circuitry

The following circuit variants are examples, and do not relate exclusively to the depicted inputs/outputs.
1-Pole Circuitry AC/DC

rDO-8221 I
I reinforced |
| insulation I
T T T A |
RS s S s e R s 7 5 s o o A
| I
T

Y N _ _ k [
ST Ao <! do
Xl_(ﬁmooq)r\comvmc\l‘—l xlrmool\comvmc\l‘—l

_ | —_— — —_— —_ — —_— T | - — o — e — —_ 4

N - 8 = @ £ 2 < 6o T O ® N N - - O O

X xx225%%505338¢%2 g Ia<agsaacg

0 0 G0 OO0 0 O O O O 6 O 6 OO0 O 6 O O

i q] 1]
() ~(+)
1\
=/—==
Figure 5-35 DO-8221 Block Diagram and 1-Pole AC/DC External Circuit Variant
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1-Pole Circuitry AC Motor Drive

I
I reinforced |
I

I

I

[ insuiston e D :
|

5 e dd | dddddddddd |

| @ |

I - I

- e |
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N 9 £ o < -
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[] q] max 6 capacitor -
P! motordrive  ( \ / |_ _ _ _ _ _ _ _ _ _ _ _ _ _ _ ________
possible .
O s {
—_— AC 239 \Y AC 230V
Capacitor Capacitor
motor drive motor drive

Figure 5-36 DO-8221 Block Diagram and 1-Pole AC Motor Drive External Circuit Variant
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1.5-pole Circuitry AC/DC

insulation

. L / ___________________

I
I reinforced |
I

I
I
I
I
I
I
I
|

COM2
COM1
COMB
COMA

Figure 5-37 DO-8221 Block Diagram and 1.5-Pole AC/IDC External Circuit Variant
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1.5-Pole Circuitry AC Motor Drive

insulation
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I

I
I
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I
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I
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Figure 5-38 DO-8221 Block Diagram and 1.5-Pole AC Motor Drive External Circuit Variant
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2-pole Circuitry AC/DC

I
I reinforced |
| insulation

. L / ___________________

I
I
I
I
I
I
I
|

CB04
CA04
CB03
CA03
CB02
CA02
CBO01
CAO01
CB00
CA00

Figure 5-39 DO-8221 Block Diagram and 2-Pole AC/DC External Circuit Variant
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2-Pole Circuitry AC Motor Drive
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_________________ / .
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COM2
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motor drive
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= AC 230V
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motor drive

Figure 5-40 DO-8221 Block Diagram and 2-Pole AC Motor Drive External Circuit Variant
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1-pole Hybrid ON-Commands

L T }
I I
- |
| nsulaton v :
I

5 e dd | dddddddddd |

@

= i
: "
| |

Uext- Uext+ ‘
(Uext+) (Uext-) — — T

Measuring in the plus circuit
(Measuring in the minus circuit)

Figure 5-41 DO-8221 Block Diagram and 1-Pole Hybrid ON-Commands External Circuit Variant

~ NOTE
l ® All 1-pole commands must be output by the same common potential COMA. COMB must remain free.
® Any 1-pole command output can also remain free.

®  Any group of the command outputs can also remain free.
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1-pole Hybrid OFF-Commands

I
I reinforced I
| insulation

. L / ___________________

I
I
I
I
I
I
I
|

Uext- Uext+

(Uext+) (Uext-) — — —
Group 2

Measuring in the plus circuit
(Measuring in the minus circuit)

Figure 5-42 DO-8221 Block Diagram and 1-Pole Hybrid OFF-Commands External Circuit Variant

i 0

NOTE
® All 1-pole commands must be output by the same common potential COMA. COMB must remain free.
® Any 1-pole command output can also remain free.

®  Any group of the command outputs can also remain free.

WARNING

Danger due to improper operation of the device
Failure to observe the safety instructions means that death, severe injuries or considerable damage
to property can occur.

< The 2 fuse circuits must be be supplied by one voltage source only. The use of different voltage
sources is not permitted.

216
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WARNING

Danger due to improper operation of the device

Failure to observe the safety instructions means that death, severe injuries or considerable damage
to property can occur.

< The connectors X1 and X2 may be detached or attached in de-energized state only!

< Connector X1 must always be plugged in during operation even if no external loads are connected.

5.8.7 DO-8230

Figure 5-43 DO-8230

5.8.7.1 Features

Digital output module

®  Assembly on 35 mm DIN rail
® 16 transistor outputs (2 groups, each with 8 outputs)
®  Galvanic insulation
® Nominal voltage DC 24 V to 60 V
®  Removable screw terminals
®  Function indication via LED
SICAM A8000 Series, CP-8031, CP-8050, Manual 217
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5.8.7.2

Functions

Pulse commands !

Secured output of pulse commands

- 1-pole

Single, double and regulating step commands
Command output

Basic application functions and procedures according to IEC 60870-5-101/104
—  Formal check

—  Direct command

—  Select and execute command

Retry suppression

1-out-of-n check

Control location check

Command interlocking

Synchronization

Revision

Command output time

—  (Can be set by parameter

—  Dependent on the process

Return information monitoring

Command prolongation

Switching sequences

Command output for the auto-reclose function

If module outputs are used for pulse commands, no outputs of the same module can be used for the
output of binary informations

Binary information items

218

Selectable behavior upon communication failure f (deactivation or retention)
Deactivation upon module failure fa

Spontaneous transmission f or

Periodical transmission 2

If outputs of the module are used for binary information output, no outputs of the same module can be
used for pulse commands

Use as watchdog realizable by means of application program (categories DO_SXand DO_DX must be
used)

Adjustable assignment of binary information items and pulse commands that are acquired or output on
the 1/0 master module

Predefined assignment for binary information items and pulse commands that are acquired or output on
the 1/0 master module
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° NOTE
l The previously mentioned functions are described in detail in the document SICAM RTUs Common Func-
tions Peripheral Elements according to IEC 60870-5-101/104 (DC0-011-2).
5.8.7.3  Technical Data

Digital Outputs

16 digital outputs ® 2 groups, each with 8 outputs
®  Each output has a 1-pole normally-open contact

®  Each group is galvanically insulated from the other groups, logic circuits
and earth by reinforced insulation

®  Display of function and status of the outputs via engineering tool or LED
module

DC24V/48VI60V
Standard circuity

Nominal voltages

Maximum continuous current

® 16 outputs, each max. 0.5 A

Power augmentation Number of 1-A-  |Number of 0.5-A- |Number of 0.25- |Number of 0.1-A-
outputs outputs A-outputs outputs
1 15 0 0
2 12 2 0
3 8 3 2
4 4 2 6
Switching capacity (resistive |® 78 W at DC 78 V (with power augmentation)
load, Uy) e 30WatDC60V

e 24WatDC48V
e 12WatDC24V
No

Current limitation of 10 A (when current limitation is active, the current is
switched off within 10 ps)

Cyclic reclosing:

Overload proof

Proof against continued short
circuit 63

®  Break time > 240 ps
®  Make time <10 ps

Switching cycles Unlimited
Output circuitry voltage drop |<0.25Vat0.5A
<0.5Vat1A

Dynamic withstand capability |[®  Capacitive load max. 100 nF at 60 V

®  |nductive T <500 ms (with external free wheeling diode)®4

® |ineZ=100Q, line length up to 3 km
®  Lamp <500 mA 65

<200 pA at 70 °C66
DC 18V to 78 V (operated with external voltage)

Creepage

Output circuits

63
64
65
66

SICAM A8000 Series, CP-8031, CP-8050, Manual

This function is always supported on 1 channel only.

When DO-8230 is connected to an external mechanical relay, a free wheeling diode must be used across the relay coil.

A delay can occur during switch-on at higher lamp loads.

If DO-8230 is connected to an external mechanical relay, then use a 100 K Q, 2 W resistor in series with the LED (if any) inside the
external mechanical relay to avoid LED blinking due to leakage current.
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NOTE

®
l Parallel connections are not allowed in the case of switching load.

Power Supply

Operating voltage

DC4.75to 5.5V
The voltage is picked off from the system bus

Power consumption

500 mW

Mechanics and Connectors

Terminals

2 removable screw terminals (grid size 5.08 mm), 10-pole

Rated impulse voltage

4 kV, category Il AC 230 V

Protection type according to
IEC 60529

IP 20

Protection type according to
IEC61140

Connection data X1, X2

Locking torque (PHOENIX terminal) 67
Locking torque (FCI terminal) 67

0.5Nmto 0.6 Nm
0.36 Nm to 0.44 Nm

AWG Min. 22
Max. 12
Conductor cross section solid Min. 0.33 mm?
Max. 2.5 mm?
Conductor cross section stranded Min. 0.33 mm?
Max. 2.5 mm?
Conductor cross section stranded with ferrule Min. 0.33 mm?
without plastic sleeve Max. 2.5 mm?2
Conductor cross section stranded with ferrule Min. 0.33 mm?
with plastic sleeve Max. 2.5 mm?
2 wires stranded with ferrule without plastic Min. 0.33 mm?
sleeve Max. 1 mm?2
2 wires stranded with ferrule with plastic sleeve [Min. 0.5 mm?
Max. 1.31 mm?
Wire strip length Min. 6 mm
Max. 7 mm
Length ferrule 10 mm

Dimensions (W x H x D)

30 mm x 132 mm x 124 mm (without DIN rail and terminal, locking hook

closed); D 142 mm (with inserted terminal)

Weight

295 g (incl. bus module 12 g)

67 The respective manufacturer is imprinted at the terminal (see section Types of screw terminals, Page 353)
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5.8.7.4  Pin Assignment and Display

5.8 SICAM A8000 I/0 Modules

The process signals must be connected to two 10-pin screw terminals. The peripheral connectors are assigned

according to the tables.

>

Figure 5-44 DO-8230 Front

Connector X1

Pin Signal Meaning

10 COM 00+ Common supply of group 0
9 COM 00+ Common supply of group 0
8 OuT D07 Digital output 7 of group 0

7 OUT D06 Digital output 6 of group O

6 OUT D05 Digital output 5 of group 0

5 OUT D04 Digital output 4 of group O

4 OUT D03 Digital output 3 of group O

3 OUT D02 Digital output 2 of group 0

2 OUT DO1 Digital output 1 of group 0

1 OuUT D00 Digital output 0 of group O

Connector X2

Pin Signal Meaning

10 COM 10+ Common supply of group 1
9 COM 10+ Common supply of group 1
8 OuUT D17 Digital output 17 of group 1
7 OuUT D16 Digital output 16 of group 1
6 OuUT D15 Digital output 15 of group 1
5 OUT D14 Digital output 14 of group 1
4 OuUT D13 Digital output 13 of group 1
3 OouT D12 Digital output 12 of group 1
2 OUT D11 Digital output 11 of group 1
1 OuT D10 Digital output 10 of group 1
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Display
LED Meaning
RY Readiness
5.8.7.5 Block Diagram

I DO-8230
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NOTE

i -

The connectors X1 and X2 are to be connected or disconnected in de-energized state only.

®  The inputs of connector X1 and X2 must not be connected directly with a mains supply circuit.

® Theinsulation between the groups is provided as reinforced insulation.

®  The connections from supply source to the connectors X1 and X2 must not be connected in reverse

polarity.

222

SICAM A8000 Series, CP-8031, CP-8050, Manual
DC8-026-2, Edition 11.2022



System Components and Technical Data
5.8 SICAM A8000 /0 Modules

5.8.8 AI-8310

Figure 5-45  AI-8310

5.8.8.1 Features
Analog input module
® |[nstallation on 35 mm DIN rail
®  4inputs (2 groups, 2 inputs each)
®  Galvanically insulated by optocouplers

®  Acquisition of temperatures via Pt100/Pt1000/Ni100 resistance measurement in 2-wire, 3-wire and 4-
wire technology.

®  Noise rejection
®  Removable screw terminals

®  Function indication via LED
5.8.8.2 Functions

Temperatures

®  Connection of the resistance thermometers: 2-, 3- or 4-wire technique

®  Update every 400 ms
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Settable measuring ranges

—  Temperature values
Input range
Pt100: -50 to +350 °C/-58 to +662 °F | (=80.31 t0 229.67 Q)
Pt100:-100 to +700 °C/-148 to +1292 °F | (=60.25 to 345.13 Q)
Ni100: -60 to +250 °C/-76 to +482 °F | (=69.5 t0 289.2 Q)
Pt1000: -100 to +700 °C/-148 to +1292 °F | (»602.5 to 3451.3 Q)
Resolution
Pt100: -50 to +350 °C 0.15°C/0.28 °F / (10 mQ)
Pt100:-100 to +700°C 0.15°C/0.28 °F / (10 mQ)
Ni100: -60 to +250 °C 0.15°C/0.28 °F / (10 mQ)
Pt1000:-100 to +700 °C 0.15°C/0.28 °F / (100 mQ)
Response Time
16%5Hz<1.2s
50Hz<1.0s
60Hz<09s

—  Resistance values
Input range
40 to 400 Q, resolution: 10 mQ
400 to 4000 Q, resolution: 100 mQ
Response time
16%5Hz<1.25s
50Hz<1.0s
60Hz<0.9s

Revision

Noise rejection

Calibration for 2-wire technique

Smoothing

Adaptation

—  Temperature value (°C, °F), conversion using implemented curves
—  Resistance (Q)

Change monitoring

Spontaneous transmission of changes

i

NOTE

The above mentioned functions are described in detail in the document SICAM RTUs Common Functions
Peripheral Elements according to IEC 60870-5-101/104.
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5.8.8.3 Technical Data

Analog Inputs

5.8 SICAM A8000 I/0 Modules

4 analog inputs

® 2 groups 2 inputs each
®  Galvanically insulated

® \oltage between 2 inputs of a group max. DC 600 mV

Measuring ranges

® 40to 400 Q (Pt100, Ni100)
® 400 to 4000 Q (Pt1000)

Resolution

10 mQ (Pt100, Ni100)
100 mQ (Pt1000)

Noise rejection

16% Hz, 50 Hz, 60 Hz

Conversion time

Noise rejection for 50 Hz, 200 ms
Noise rejection for 60 Hz, 200 ms
Noise rejection for 16% Hz, 500 ms

Accuracy

0.19 % at 0 to +50 °C
0.4 % at-40 to +70 °C

Reference current

250 pA

Lead resistance

Sum of go-and-return line max. 300 Q

Common mode rejection

16% Hz, 50 Hz, 60 Hz to 20 kHz > 100 dB
10 Hzto 1 MHz > 70 dB

Normal mode rejection

16% Hz > 106 dB
50 Hz >98 dB
60 Hz>91dB

Input circuits

The circuits are operated with internal voltage (constant current source)

Power Supply

Operating voltage

DC4.75to DC5.5V
The voltage is picked off from the system bus

Power consumption

Max. 500 mW

Mechanics and Connectors

Terminals

2 removable screw terminals (grid size 5.08 mm), 10-pole

Rated impulse voltage

2.0 kv
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Connection data X1, X2 Locking torque (PHOENIX terminal) 68 0.5Nmto 0.6 Nm
Locking torque (FCI terminal) 68 0.36 Nm to 0.44 Nm
AWG Min. 22
Max. 12
Conductor cross section solid Min. 0.33 mm?

Max. 2.5 mm?

Conductor cross section stranded Min. 0.33 mm?
Max. 2.5 mm?

Conductor cross section stranded with ferrule Min. 0.33 mm?

without plastic sleeve Max. 2.5 mm?
Conductor cross section stranded with ferrule Min. 0.33 mm?
with plastic sleeve Max. 2.5 mm?
2 wires stranded with ferrule without plastic Min. 0.33 mm?
sleeve Max. 1 mm?

2 wires stranded with ferrule with plastic sleeve [Min. 0.5 mm?
Max. 1.31 mm?

Wire strip length Min. 6 mm
Max. 7 mm
Length ferrule 10 mm
Dimensions (W x H x D) 30 mm x 132 mm x 124 mm (without DIN rail and terminal, locking hook
closed); D 142 mm (with inserted terminal)
Weight 241 g (incl. bus module 12 g)

5.8.8.4  Pin Assignment and Display

The process signals must be connected to two 10-pin screw terminals. The peripheral connectors are assigned
according to the tables.

O
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SRR
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7l
6|
5|
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3
2
1

Figure 5-46  AI-8310 Front

Connector X1

Pin Signal Meaning
10 IREF1- Analog current output 1 of group 0
9 INV1- Analog voltage input 1 of group 0

68 The respective manufacturer is imprinted at the terminal (see section Types of screw terminals, Page 353)
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Pin Signal Meaning

8 INV1+ Analog voltage input 1 of group 0
7 IREF1+ Analog current output 1 of group 0
6 DNC Do not connect

5 DNC Do not connect

4 IREFO- Analog current output O of group 0
3 IN VO- Analog voltage input 0 of group 0
2 IN VO+ Analog voltage input 0 of group 0
1 IREFO+ Analog current output O of group 0

Connector X2

Pin Signal Meaning

10 IREF3- Analog current output 3 of group 1

9 IN V3- Analog voltage input 3 of group 1

8 IN V3+ Analog voltage input 3 of group 1

7 IREF3+ Analog current output 3 of group 1

6 DNC Do not connect

5 DNC Do not connect

4 IREF2- Analog current output 2 of group 1

3 IN V2- Analog voltage input 2 of group 1

2 IN V2+ Analog voltage input 2 of group 1

1 IREF2+ Analog current output 2 of group 1
Display

LED Meaning

RY Readiness
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The following circuitry variants are examples, and do not relate exclusively to the depicted inputs/outputs.

5.8.8.5 Block Diagram and External Circuitry
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Al-8310 Block Diagram and External Circuitry Variant
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5.8.9 AI-8320

Figure 5-48  AI-8320

5.8.9.1 Features

Analog input module

Installation on 35 mm DIN rail

4 inputs (4 groups, 1 input each)
Galvanically insulated by transformer
Acquisition of currents 20 mA
Acquisition of voltages +10 V
Removable screw terminals

Function indication via LED

5.8.9.2 Functions

Currents and Voltages

Settable acquisition grid n - 100 ms f

Measurement range settable with a resloution of f

— 16 bits (15 bits + sign) at full measurement range
—  Shrinking the range results in decreasing resolution
Revision f

Noise rejection f

Automatic calibration f

Smoothing f
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Adaptation

—  Linear (normalized, technologically scaled or short floating-point)
- Zero-range suppression

—  Plausibility check

Change monitoring

Spontaneous transmission upon change f

Currents and voltages can be mixed on the same module

The category AI_U_m17x— voltage value acquisition in conjunction with the category AZ_I — current
value acquisition allows to specify individually for each channel of the module whether voltage value
acquisition or current value acquisition should be used.

NOTE

°
l The above mentioned functions are described in detail in the document SICAM RTUs Common Functions
Peripheral Elements according to IEC 60870-5-101/104, chapter Currents and chapter Voltages.

5.8.9.3 Technical Data

Analog Inputs

4 analog inputs

® 4 groups,Tinput each

®  Groups are galvanically insulated from one another

Measuring ranges

Current measurement —20 to 0 to +20 mA
Voltage measurement -10to O to +10 V
Overrange current ~20 %, voltage ~30 %

Resolution 0.004 % at 20 mA
0.004 % at =10V
Accuracy 0.15% at 25°C

Accuracy current inputs

0.2% at0to 50°C
0.3% at-20to 70 °C
0.4 % at-40to 70 °C

Accuracy voltage inputs

0.4 % at 0 to 50 °C
0.5 % at-20to 70 °C
0.6 % at-40to 70 °C

Input impedance

52 Qat +20 mA
10.5kQat+10V

current inputs

Common mode rejection

Min. 90 dB (1 Hz to 1 MHz)

voltage inputs

Common mode rejection

Min. 50 dB (1 Hz to 5 kHz)
Min. 70 dB (5 kHz to 1 MHz)

Normal mode rejection

0 dB (10 Hz to 500 Hz)

+30 dB/decade (500 Hz to 1 KHz)
+50 dB/decade (1 kHz to 10 kHz)
Min. 70 dB (10 kHz to 1 MHz)

Noise rejection

50 dB (50 Hz, 60 Hz, 16% Hz)
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Power Supply
Operating voltage DC4.75to DC5.5V
The voltage is picked off from the system bus
Power consumption Max. 180 mW

Mechanics and Connectors

Terminals 4 removable screw terminals (grid size 5.08 mm), 4-pole
Rated impulse voltage 2.0 kv
Connection data X1, X2, X3, X4 Locking torque (PHOENIX terminal) 69 0.5Nmto 0.6 Nm
Locking torque (FCl terminal) 6° 0.36 Nm to 0.44 Nm
AWG Min. 22
Max. 12
Conductor cross section solid Min. 0.33 mm?

Max. 2.5 mm?

Conductor cross section stranded Min. 0.33 mm?
Max. 2.5 mm?

Conductor cross section stranded with ferrule Min. 0.33 mm?

without plastic sleeve Max. 2.5 mm?
Conductor cross section stranded with ferrule Min. 0.33 mm?
with plastic sleeve Max. 2.5 mm?
2 wires stranded with ferrule without plastic Min. 0.33 mm?
sleeve Max. 1 mm?

2 wires stranded with ferrule with plastic sleeve [Min. 0.5 mm?
Max. 1.317 mm?2

Wire strip length Min. 6 mm
Max. 7 mm
Length ferrule 10 mm
Dimensions (W x H x D) 30 mm x 132 mm x 124 mm (without DIN rail and terminal, locking hook
closed); D 142 mm (with inserted terminal)
Weight 241 g (incl. bus module 12 g)

69 The respective manufacturer is imprinted at the terminal (see section Types of screw terminals, Page 353)
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5.8.9.4  Pin Assignment and Display
The process signals must be connected to four 4-pin screw terminals. The peripheral connectors are assigned
according to the tables.
Figure 5-49 Al-8320 Front
Connector X1
Pin Signal Meaning
4 IN VO U- Analog voltage input of group 0 (=10 V)
3 IN VO I- Analog current input of group 0 (=20 mA)
2 IN VO I+ Analog current input of group 0 (+20 mA)
1 IN VO U+ Analog voltage input of group 0 (+10 V)
Connector X2
Pin Signal Meaning
4 INV1 U- Analog voltage input of group 1 (=10 V)
3 INV1I- Analog current input of group 1 (=20 mA)
2 INVT I+ Analog current input of group 1 (+20 mA)
1 INV1 U+ Analog voltage input of group 1 (+10 V)
Connector X3
Pin Signal Meaning
4 INV2 U- Analog voltage input of group 2 (=10 V)
3 INV2I- Analog current input of group 2 (=20 mA)
2 INV2 I+ Analog current input of group 2 (+20 mA)
1 INV2 U+ Analog voltage input of group 2 (+10 V)
Connector X4
Pin Signal Meaning
4 IN V3 U- Analog voltage input of group 3 (=10 V)
3 INV3I- Analog current input of group 3 (=20 mA)
2 IN V3 I+ Analog current input of group 3 (+20 mA)
1 IN V3 U+ Analog voltage input of group 3 (+10 V)
232
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Display

LED Meaning
RY Readiness

5.8.9.5 Block Diagram and External Circuitry

The following circuitry variants are examples, and do not relate exclusively to the depicted inputs/outputs.

R SN i
| Al-8320 - — P_ - |

I !
Controller |

l

| reinforced

. insulation
T 4 — e P

IN V3 U+

N

(2) 3)

—

Figure 5-50  AI-8320 Block Diagram and External Circuitry Variants

(1) Connection of a 2-wire measuring transducer with current output
(2) Connection of a 4-wire measuring transducer with voltage output
(3) Connection of a 3-wire measuring transducer with current output
(4) Connection of a 4-wire measuring transducer with current output

5.8.10 AI-8330

The SICAM 1/0 module AI-8330 is the current measurement expansion module for the module Al-8340 for the
measurement of voltages. It is used to expand SICAM A8000 systems with analog current measurement
inputs. It can only be used in combination with the analog input module Al-8340.
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Figure 5-51 Al-8330

5.8.10.1 Features
® |nstallation on horizontal mounted 35 mm DIN rail

® 3 current measurement inputs
The current inputs are galvanically insulated by transformers, from each other and from logic circuits

®  Acquisition and processing according to IEC 60870-5-101/104

®  Function indication via LED
5.8.10.2 Functions (only in combination with Al-8340)

Current inputs
®  Acquisition of currents up to the 25th harmonic, with signal scanning 256 times per period
®  (Calculation of r.m.s. values over 25 harmonics by means of discret fourier transformation
®  Acquisition of frequency and provision as:
—  Frequency instantaneous value
- Frequency mean value
®  Measuring range of the secondary quantities
—  Nominal current 6 A with 100% overrange and a resolution of 15 bits
—  Nominal frequency 16,7 Hz, 50 Hz oder 60 Hz +15%
®  Technological adaptation of currents
®  (Calculation of the zero phase system

®  (Calculation of active and reactive power value(s) according to the 1, 2 or 3 wattmeter method
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® Transfer of the acquired and calculated values using spontaneous information objects according to
IEC 60870-5-101/104, in a selectable format

- Measured value, short floating point number
- Measured value, normalized value
—  Measured value, scaled value
®  Smoothing, zero-range suppression and change monitoring can be set individually for each value

®  Transfer of values to the higher-level open-/closed-loop control function, using periodical information
objects

®  Messages of voltage transformer MCB's are considered

NOTE

i @

The previously mentioned functions are described in detail in the document SICAM RTUs Common Func-
tions Peripheral Elements according to IEC 60870-5-101/104, chapter Three-Phase Measurement on
Al-8330/40 .

5.8.10.3 Technical Data

Inputs for Transformer Currents

3 current inputs The current inputs are galvanically insulated by transformers, from each

(X1) other and from logic circuits

Nominal current I 0.2 Ato 6 A (settable) typ. TAI2AI5AI6A
Max. measurement current 200 % I

Rated voltage 300V

Nominal frequency 50 Hz, 60 Hz, 16%; Hz (settable)

Resolution 16 bits

Scanning 256 values per system period

Thermal withstand capability

25 A (continuously)
120 A (1s)

Intrinsic consumption

<0.TWatl=1TA
<0.3Watl=5A

Power Supply

Operating voltage

DC4.75to DC5.5V
The voltage is picked off from the system bus

Power consumption

300 mW

Mechanics and Connectors

Terminals

Integrated screw terminal for 3 transformer current inputs, 6-pole

Rated impulse voltage A

4 kV, measurement category llI
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Connection data X1 Locking torque 0.5Nm
AWG Min. 24
Max. 14

Conductor cross section solid Min. 0.2 mm?

Max. 4.0 mm?

Conductor cross section stranded Min. 0.2 mm?

Max. 2.5 mm?

Conductor cross section stranded with ferrule Min. 0.25 mm?

without plastic sleeve Max. 1.5 mm?
Conductor cross section stranded with ferrule Min. 0.2 mm?
with plastic sleeve Max. 1.5 mm?
2 wires stranded with ferrule without plastic Min. 0.33 mm?
sleeve Max. 1 mm?
2 wires stranded with ferrule with plastic sleeve [Min. 0.25 mm?
Max. 0.34 mm?
Wire strip length Min. 9 mm
Length ferrule 10 mm
Dimensions (W x H x D) 30 mm x 132 mm x 124 mm (without DIN rail, locking hook closed)
Weight 252 g (incl. bus module 12 g)
~ NOTE
l The current carrying capacity of the connection cable is to be designed in relation to the maximum contin-

uous current or overcurrent.

Accuracy of the measured values under reference conditions

Nominal current [ = 0.5 A Nominal current | < 0.5 A

3 x current (r.m.s. value) Class 0.2 ® 1%l (forl=5%]Iy)

® 25%I(forl<5%Iy)

1 x zero current (r.m.s. value) Class 0.5 -

Reference conditions

Reference factor Reference value

Ambient temperature 23°C+2°C
Frequency Fn £ 2%

Input current Iy = 2 %, sinusoidal
Warm-up time > 15 minutes

Influencing factors

Parameter Nominal range of use Additional error through influencing
effects*)

Ambient temperature -25°C...23°C...85°C 100 ppm/K

Curve form of the input Rectangular 1:1 2.5%

current Sine phase control a=90° 2.5%

*) Error to be added to accuracy under reference conditions
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5.8.10.4 Pin Assignment and Display

5.8 SICAM A8000 I/0 Modules

The process signals must be connected to a 6-pin screw terminal. The peripheral connectors are assigned

according to the tables.

CORCORCORCONC )

)

Figure 5-52 Al-8330 Front

Connector X1
Pin Signal Meaning
6 P Current transformer input 1
5 TN Current transformer input 1
4 2P Current transformer input 2
3 12N Current transformer input 2
2 I3 P Current transformer input 3
1 I3N Current transformer input 3
Display
LED Meaning
RY Readiness

5.8.10.5 Block Diagram and External Circuitry

The following circuitry variants are examples, and do not relate exclusively to the depicted inputs/outputs.
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Ireinforced

linsulation 22|
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NOTE

i 0

® The device is designed for connection of current transformers with secondary currents of TA/2A/[5
Al6A.

®  Please take account of the direction of current flow when connecting the current measuring inputs. In
the case of an inverse connection, the currents are measured in phase opposition and therefore direc-
tion-dependent variables are given a negative sign.

A WARNING

The current transformer terminals may only be detached or attached in de-energized state! Al-8330 must
not be connected directly with a mains supply circuit!

< Open current transformer circuits will result in electric shock and arc flashover.
< Will cause death, serious injury or considerable property damage.

< Only measure current with external current transformers. Do not use fuses for circuit protection. Do
not open the secondary circuit under load. Short circuit the secondary current terminals of the current
transformers before removing this device. The safety information for the current transformers used
must be followed.

5.8.11 AI-8340

The SICAM 1/0 module Al-8340 is an analog input module for measuring alternating voltages.
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Figure 5-53 Al-8340

5.8.11.1 Features

Installation on horizontal mounted 35 mm DIN rail

4 voltage inputs (250 V)
The voltage inputs are galvanically insulated by transformers from each other and from logic circuits

2 digital outputs (relay)
1 group with 2 outputs; galvanically insulated

Acquisition and processing according to IEC 60870-5-101/104
Removable screw terminals

Function indication via LED

5.8.11.2 Functions

Voltage inputs

®  Phase voltages or phase-to-phase voltages can be wired to the voltage inputs
®  Acquisition of voltages up to the 25th harmonic, with signal scanning 256 times per period
®  (Calculation of r.m.s. values over 25 harmonics by means of discret fourier transformation
®  Acquisition of frequency and provision as:
—  Frequency instantaneous value
- Frequency mean value
®  Measuring range of the secondary quantities
—  Nominal voltage 250 V with 50% overrange and a resolution of 15 bits
—  Nominal frequency 16,7 Hz, 50 Hz oder 60 Hz +15%
®  Technological adaptation
®  (Calculation of phase-to-phase voltages dependent on wiring
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i 0

®  (Calculation of the zero phase system

®  (alculation of voltage-, frequency- and phase difference for the synchrocheck function

® Transfer of the acquired and calculated values using spontaneous information objects according to
[EC 60870-5-101/104, in a selectable format
—  Measured value, short floating point number
—  Measured value, normalized value
—  Measured value, scaled value

®  Smoothing, zero-range suppression and change monitoring can be set individually for each value

® Transfer of values to the higher-level open-/closed-loop control function, using periodical information
objects

®  Messages of voltage transformer MCB's are considered

®  Synchrocheck function with dynamic parameter switch-over, for up to 4 operating states

®  Connecting a de-energized line/busbar

®  Optional direct output of the synchronization status over relay contacts

NOTE

The previously mentioned functions are described in detail in the document SICAM RTUs Common Func-
tions Peripheral Elements according to IEC 60870-5-101/104, chapter Three-Phase Measurement on

Al-8330/40 .

5.8.11.3 Technical Data

Inputs for Transformer Voltages

4 voltage inputs (X2)

The voltage inputs are galvanically insulated by transformers from each
other and from logic circuits

Nominal voltage U

AC 10 to 250 V (settable)
Typ. 110,110 VIV3, 230 V

Max. measuring voltage

150 % U, if Uy <110V
110 % U, if Uy < 250 V

Rated voltage 300V

Nominal frequency 50 Hz, 60 Hz, 16%: Hz (settable)
Resolution 16 bits

Scanning 256 values per system period

Thermal withstand capability

3 x 275V continuously

Intrinsic consumption

<0,44VAatU=230V
<0,11TVAatU=110V
<0.04VAatU=110VIV3

Digital outputs

240

2 digital outputs (relay) (X1)

® 1 group with 2 outputs; galvanically insulated

® recognition of contact welding

Error_behavior

Command termination resp. command disable

Check

Activation of the relay winding by means of reading back the respective
second contact
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Power Sup

Mechanics

5.8 SICAM A8000 /0 Modules

Switching cycles

® 10°AC220V(s1A)@cosp=1
L4 5x 10*DC

Maximum switching current

ACorDC1A

Output circuits

Max. DC 250 V| AC 253 V (operated with external voltage)

Pilot duty

R300, B300

Switching capacity with DC

Min. 500 mW at DC5V
Max. DC250V /0.2 A

Switching capacity with AC

Max. 250 VA1 Al AC 250V, resistive load

ply

Operating voltage

DC4.75Vto 5.5V
The voltage is picked off from the system bus

Power consumption

1400 mW

and Connectors

Terminals

2 removable screw terminals (grid size 5.08 mm)
® 4 measuring voltage inputs, 10-pole (X2)

e 2 digital relay outputs, 4-pole (X1)

Rated impulse voltage

e X1:4kV
< 2000 m: Category Il | AC 230V
<3000 m: Category Il | AC 230 V

e X2:4kV
< 2000 m: Measurement category Il
< 3000 m: Measurement category Il

Connection data X1, X2

Locking torque (PHOENIX terminal) 70 0.5Nmto 0.6 Nm
Locking torque (FCl terminal) 7° 0.36 Nm to 0.44 Nm
AWG Min. 22
Max. 12
Conductor cross section solid Min. 0.33 mm?
Max. 2.5 mm?
Conductor cross section stranded Min. 0.33 mm?
Max. 2.5 mm?
Conductor cross section stranded with ferrule Min. 0.33 mm?
without plastic sleeve Max. 2.5 mm?2
Conductor cross section stranded with ferrule Min. 0.33 mm?
with plastic sleeve Max. 2.5 mm?
2 wires stranded with ferrule without plastic Min. 0.33 mm?
sleeve Max. 1 mm?2
2 wires stranded with ferrule with plastic sleeve [Min. 0.5 mm?
Max. 1.31 mm?
Wire strip length Min. 6 mm
Max. 7 mm
Length ferrule 10 mm

Dimensions (W x H x D)

30 mm x 132 mm x 124 mm (without DIN rail and terminal, locking hook
closed); D 142 mm (with inserted terminal)

Weight

252 g (incl. bus module 12 g)

70 The respective manufacturer is imprinted at the terminal (see section Types of screw terminals, Page 353)
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Accuracy of the measured values under reference conditions

4 x voltage (r.m.s. value) Class 0.2
1 x zero voltage (r.m.s. value) Class 0.5
Power (active power, reactive power, power factor) Class 0.5
Phase Angle Class 0.5
Voltage difference Class 0.5
Frequency mean value & frequency difference 1 mHz

The frequency mean value is determined by means of a contin-
uous mean value generation over 16 system periods respec-
tively. The measuring range is the parameterized nominal
frequency +5Hz with a resolution and an accuracy of TmHz.

Frequency instantaneous value 5 mHz

NOTICE

Siemens recommends adhering to the following assembly rules. If this is not possible, have your configura-
tion checked by Customer Support Center.

< Use the AI-8340 only in configurations with the power supplies PS-862x or I/O remote modules
Cl-853x.

< Al-8340 and the power supplies PS-864x can only be used together, if the synchrocheck is not used.

< Al-8340, PS-864x and synchrocheck with a nominal voltage of the measuring transformer <200V, can
only be used together, if there is at least 2 modules distance between the PS and the Al module.

5.8.11.4 Pin Assignment and Display

The process signals must be connected to a 10-pin and a 4-pin screw terminal. The peripheral connectors are
assigned according to the tables.

SINNVNNNNNNY

S S = - S

Figure 5-54  AI-8340 Front

Connector X2

Pin Signal Meaning
10 DNC do not connect
9 uip measuring voltage input 1
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Pin Signal Meaning

8 UTN measuring voltage input 1
7 uzp measuring voltage input 2
6 U2N measuring voltage input 2
5 u3sp measuring voltage input 3
4 U3N measuring voltage input 3
3 DNC do not connect

2 u4p measuring voltage input 4
1 U4 N measuring voltage input 4

Connector X1

Pin Signal Meaning
4 OUT D01 COM Common supply output 1
3 OUT D00 COM Common supply output O
2 OUT D01 N/O Digital output 1
1 OUT DOO N/O Digital output O
Display
LED Meaning
RY Readiness

5.8.11.5 Block Diagram and External Circuitry

The following circuitry variants are examples, and do not relate exclusively to the depicted inputs/outputs.

SICAM A8000 Series, CP-8031, CP-8050, Manual 243
DC8-026-2, Edition 11.2022



System Components and Technical Data
5.8 SICAM A8000 I/0 Modules

Circuitry with phase Voltage

I Al-8340

DSP

O

K
R
R
Rl

e e — e — —— —— — —

reinforced
insulation
] .
s s :
I 9\J9 [0 |2 1
........ . s\ 3 |3 |3
i . | - o — o !
| Ireinforced i 8 \8 18 |8
I 5 linsulation My | 55 5 |5
_— ok _°_° °o_ o
9] — | _r
2
>
2 U+
I SRR U-
- ¢ |
Rz
\;'—/
1-pole with
switched plus
u2 —-—-__ ... basic insulation
DNC ... do not connect
U3
J The inputs X2 may be connected with mains
N up to AC 250/440 V directly.
For higher voltages, voltage transformers
must be interconnected according to the
o grafic.
N
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Circuitry with Phase-to-Phase Voltages

I Al-8340

reinforced
insulation

2 o
2
2
Ry

N i
! s |= !
I Q\'9 |o |2 1
—._. . Emm A= W - - s\ 3 |3 |3
| . | — o - s |
i | 'reinforced  §_ i 8 \8 18 |8
i Zl 9 g :insulation ~ 5 15 5 |5 i
S| O > ! L © |0 |3 |o ;
X = §*0m G O~ X193 Om g o
2 2
> >
2 2 U+
] IR S u- {
b a b é
— Rz
B AI llB
1-pole with
U switched plus
u2 —-—-__ ... basic insulation
DNC ... do not connect
U3
The inputs X2 may be connected with mains
N up to AC 250/440 V directly.
For higher voltages, voltage transformers
must be interconnected according to the
o grafic.
N
NOTE

i 0

The connectors X1 and X2 may be detached or attached in de-energized state only!

Please note the direction of the voltage when connecting the voltage measurement inputs. With an inverse
connection, direction-related measured values are inverted and given a negative sign.
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5.8.12 AI-8510

5.8.12.1

246

Figure 5-55 Al-8510

Features

Analog input module

Mounting on 35 mm DIN rail

3 low-power (LoPo) current measuring inputs in conjunction with adapter module CM-8820

3 voltage measuring inputs (settable 100 V/v/3, 240V, or 415 VIV/3)

Frequency acquisition (nominal frequency 45 to 65 Hz)

Calculation of the r.m.s. values

Currents

Phase and phase-to-phase voltages

Calculation of

Frequency

Active, reactive and apparent power
Zero-sequence voltage, zero-sequence current
Power factor

Phase angle

Fault current direction, power direction

Acquisition and processing according to IEC 60870-5-101/104

Removable screw terminals

Function indication via LED
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5.8.12.2 Functions

Acquisition Functions
®  Measuring currents

— Acquisition of currents through submodule CM-8820 using DFT algorithm, 1 signal sampling per
millisecond

—  Nominal value 1 A/5 A with 16-bit resolution
®  Measuring voltages

—  Acquisition of voltages through transformers or direct measurement using DFT algorithm, 1 signal
sampling per millisecond

—  Circuitry of the voltage inputs with phase voltages
- Nominal value 100 VIV3, 240V, 415 VIV/3 with 16-bit resolution
—  Supervision of the measuring voltage
®  Frequency
—  Acquisition of frequency using signal zero crossing of voltage U1

—  Measuring range 45 Hz to 65 Hz (parameter-settable nominal frequencies of 50 Hz and 60 Hz) with
a resolution of 100 mHz
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Calculation Functions

®  (Calculation of values from acquired values

Currentr.m.s. value 11,12, 3
Phase voltage r.m.s. value U1 fo, U2 o, u3
Phase-to-phase voltage r.m.s. value U12 o, U23 fo, U31

Frequency

Voltage and current r.m.s. values undergo a linear (technological) adaptation > and are the base for
calculating further values

Zero current r.m.s. value 10 f
Zero voltage r.m.s. value UO f
Active power P1f, P2 fpP3f
Active power P (total value) f
Reactive power Q1f,Q2f, Q3f
Reactive power Q (total value) f
Apparent power S1f,52f S3f
Apparent power S (total value) f
Power factor 1,21, 3f

Power factor (total value) f
Phase angle 11 f, 12, 137, INf
Phase angle f, U23f, U31f
Phase angle U1 f, U2f, U3f, UOf

To calculated values the following functions are applied:

Revision f

Format conversion f

—  Normalized, technologically scaled or short floating-point number
- Zero-range suppression

Change monitoring

Fault detection

Spontaneous transmission upon change f

i 0

NOTE

The previously mentioned functions are described in detail in the document SICAM RTUs Common Func-
tions Peripheral Elements according to IEC 60870-5-101/104, chapter Measurement in Three-Phase
Systems - 1/0 Module.

5.8.12.3 Technical Data

Inputs for Measuring Currents (Only Via Adapter Module CM-8820)

248

Nominal voltage at I AC 225 mV following IEC 60044-8

Max. input voltage AC2.25V
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Nominal frequency

50 Hz, 60 Hz (range 45 to 65 Hz)

Resolution

16 bits

Scanning

1 value/ms

Inputs for Measuring Voltages

Nominal voltage U

AC 100 VIV3, AC 240V, AC 415 VIV3 acc. to IEC 60044-7 (parameter-
settable)

Max. measuring voltage

150% V,, (fault condition)

Rated voltage 300V

Nominal frequency 50 Hz, 60 Hz (range 45 to 65 Hz)
Resolution 16 bits

Scanning 1 value/ms

Internal consumption 71

<0,3VAatU,=AC240V
<0,02 VA at U, = AC 100 VI3

Power Supply

Operating voltage

DC4.75to DC5.5V
The voltage is picked off from the system bus

Power consumption

Max. 800 mW (typ. 625 mW)

Mechanics and Connectors

Terminals

2 removable screw terminals (grid size 5.08 mm)

® 3| oPo measuring current inputs, 10-pole (X1)

® 3 measuring voltage inputs, 9-pole (X2)

Rated impulse voltage A

4 kV (X2)
< 2000 m: Measurement category llI
< 3000 m: Measurement category Il

71 irrelevant for the power consumption
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Connection data X1, X2

Locking torque (PHOENIX terminal) 72
Locking torque (FCI terminal) 72

0.5Nmto 0.6 Nm
0.36 Nm to 0.44 Nm

AWG Min. 22
Max. 12
Conductor cross section solid Min. 0.33 mm?
Max. 2.5 mm?
Conductor cross section stranded Min. 0.33 mm?
Max. 2.5 mm?2
Conductor cross section stranded with ferrule Min. 0.33 mm?
without plastic sleeve Max. 2.5 mm?
Conductor cross section stranded with ferrule Min. 0.33 mm?
with plastic sleeve Max. 2.5 mm?
2 wires stranded with ferrule without plastic Min. 0.33 mm?
sleeve Max. 1 mm?
2 wires stranded with ferrule with plastic sleeve [Min. 0.5 mm?
Max. 1.317 mm?
Wire strip length Min. 6 mm
Max. 7 mm
Length ferrule 10 mm

Dimensions (W x H x D)

30 mm x 132 mm x 124 mm (without DIN rail and terminal, locking hook

closed); D 142 mm (with inserted terminal)

Weight 252 g (incl. bus module 12 g)
o NOTE
l The altitude at which AI-8510 is operated, shall be considered applicable for all modules in the system.

Accuracy of the Measured Values

Measured variable Dependency of accuracy class acc. to IEC 61557-12:2007-08 (K55)

Hz)

Voltage U 1% (100/V/3 up to 3 %)
Phase current | 1 % at nominal frequency
Power P 3%

Reactive power Q 3%

Apparent power S 3%

Power factor 3%

Frequency f (49t0 51/59to 61 |1 %

72 The respective manufacturer is imprinted at the terminal (see section Types of screw terminals, Page 353)
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Accuracy of the Measured Ground Current with Isolated/Resonant Ground Connection

Measured variable Dependency of accuracy class acc. to IEC 61557-12:2007-08 (K55)
Ground current IN setting 0.4t01.9A 2.0 to 2000 A
Measuring range 0.2t02.89 Aat50 Hz 2.9 to 600 A at 50 Hz
0.2t02.99 Aat 60 Hz 3.0 to 600 A at 60 Hz
Accuracy +0.19 A for measuring range 0.2 to  |+0.19 A for measuring range 2.8 to
29A 11.99 A
=1 % for measuring range 12 to 600
A

5.8.12.4 Pin Assignment and Display

The process signals must be connected to a 10-pin and a 9-pin screw terminal. The peripheral connectors are
assigned according to the tables.
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Figure 5-56  AI-8510 Front

Connector X1

Pin Signal Meaning

10 DNC Do not connect

9 DNC Do not connect

8 1+ Measuring current input 1

7 I1- Measuring current input 1

6 12+/IN+ Measuring current input 2 / (sensitive) zero
current

5 12-/IN- Measuring current input 2 / (sensitive) zero
current

4 13+ Measuring current input 3

3 13- Measuring current input 3

2 DNC Do not connect

1 FE shield Functional earth
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Connector X2
Pin Signal Meaning
9 CC shield Capacitive coupled to protective earth
8 DNC Do not connect
7 U1 Measuring voltage input 1
6 N Measuring voltage input 1
5 u2 Measuring voltage input 2
4 N Measuring voltage input 2
3 u3 Measuring voltage input 3
2 N Measuring voltage input 3
1 DNC Do not connect

Display
LED Meaning
RY Readiness

5.8.12.5 Block Diagram
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Figure 5-57 Al-8510 Block Diagram
° NOTE
l For the measurement of currents, the current transformer adaptor module CM-8820 must be connected via

the X1 terminal. The specification for the connection cable is in section 5.8.14.3 Technical Data.
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DANGER

<~ The connectors X1 and X2 may be detached or attached in a de-energized state only!

< The connector X1 must always be plugged during operation (even if no current measurement is used)!

WARNING

< Theinputs of connector X1 must not be directly connected with a mains supply circuit!

< The inputs of connector X2 may be directly connected with a mains supply current circuit up to AC
240/415 V. Higher voltages must be adapted via interconnected voltage transformers!

i 0

NOTE

Bear in mind the direction of the current flow when connecting the current measuring inputs. In the case of
inverse connection, the measured values are inverted and are given a negative sign.

The same applies to the voltage measurement (direction and rotation angle) respectively.

5.8.12.6

External Circuitry

The following circuitry variants are examples and do not relate exclusively to the depicted values.

A DANGER

Work may be performed on the circuitry in a de-energized state only!

< During electrical installation, all the rules and regulations governing power systems must be observed.
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Short-Circuit Indicator

The current inputs 11, 12/IN, 13 are connected via the adaptor module CM-8820 with the measuring trans-
formers of the corresponding phase currents.

In this configuration, the module functions as a short-circuit indicator. Fault information on the direction is not

provided.
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Figure 5-58  AI-8510 External Circuitry Variant for Short-Circuit Indicator
NOTE

°®
l With this connection scheme, the accuracy of ground current measurements for isolated/resonant ground
connections cannot be guaranteed.
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Ground-Fault Indicator

The current input I12/IN is connected via the adaptor module CM-8820 with the sum current measuring trans-
former.

In this configuration, the module functions as a non-directional ground-fault indicator.
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Figure 5-59 Al-8510 External Circuitry Variant for Ground-Fault Indicator
Fault Detector

The current inputs 11, 12/IN, 13 are connected via the adaptor module CM-8820 with the corresponding meas-
uring transformers. Additionally, the voltage inputs U1, U2, U3 are connected:

e through voltage transformers with 100 V/v/3 to the middle-voltage network

e through voltage transformers with 415 V/v/3 to the low-voltage network

e  directly with 240V to the low-voltage network

In this configuration, fault information with directional indication is output. All the measured and calculated
measurands are thus also provided.

3-Phase Voltage, 3-Phase Current

Through the current inputs 11, 12/IN, 13, the corresponding phase currents are measured. The value IN is calcu-
lated.
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This configuration is used for solidly grounded networks.

In this configuration, the module also works as a

power meter.

Example: Middle-voltage network
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Figure 5-60  AI-8510 External Circuitry Variant for 3-Phase Voltage, 3-Phase Current (MV)
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Example: Low-voltage network

5.8 SICAM A8000 I/0 Modules
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Figure 5-61 Al-8510 External Circuitry Variant for 3-Phase Voltage, 3-Phase Current (LV)

A WARNING

< Miniature circuit breakers are mandatory (2 A recommended).
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3-Phase Voltage, 2-Phase Current + Sensitive Zero-Sequence Current

Through the current inputs 11 and 13, the corresponding phase currents are measured, and through the input
I12/IN, the sensitive zero-sequence current is measured. The value 12 is calculated.

This configuration is used for isolated and resonant grounded networks.

Example: Middle-voltage network
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Figure 5-62  AI-8510 External Circuitry Variant for 3-Phase Voltage, 2-Phase Current, Sensitive Zero-

Sequence Current

Medium Voltage/Low Voltage Measurement

The voltages in the middle-voltage network are determined by measuring the voltages from the low-voltage
network (secondary side of the transformer).
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The voltage inputs U1, U2, U3 are directly connected to 240 V in the low-voltage network. The current inputs
11, I2]IN, 13 are connected through the adaptor module CM-8820 with the corresponding measuring sensors in
the middle-voltage network.

In this configuration, the module determines the direction of the phase fault and ground fault.
These connection diagrams are used for solidly grounded networks.

NOTE

®
l The module supports the Dy-11 transformer type only. For this type, the secondary side of the transformer
lags the primary side by a phase angle of 330°.

5.8.13 AI-8511

Figure 5-63  AI-8511

5.8.13.1 Features
Analog input module
®  Mounting on 35 mm DIN rail
® 3 Jow-power (LoPo) current measuring inputs (225 mV)
® 3 Jow-power (LoPo) voltage measuring inputs (3.25 V/V3)
®  Frequency acquisition (nominal frequency 45 to 65 Hz)
®  (Calculation of the r.m.s. values
- Currents

—  Phase and phase-to-phase voltages
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5.8.13.2

®  (Calculation of
- Frequency
—  Active, reactive and apparent power
—  Zero-sequence voltage, zero-sequence current
—  Power factor
—  Phaseangle
—  Fault current direction, power direction
®  Acquisition and processing according to IEC 60870-5-101/104
®  Removable screw terminals
®  Function indication via LED
Functions

Acquisition Functions

260

Measuring currents

Acquisition of currents through low-power measuring sensors using DFT algorithm, 1 signal
sampling per millisecond

Nominal value 0 to 225 mV with 16-bit resolution

Measuring voltages

Acquisition of voltages through low-power voltage transformers using DFT algorithm, 1 signal
sampling per millisecond

Circuitry of the voltage inputs with phase voltages
Nominal value 3.25 V/v/3 with 16-bit resolution

Supervision of the measuring voltage

Frequency

Acquisition of frequency using signal zero crossing of voltage U1

Measuring range 45 Hz to 65 Hz (parameter-settable nominal frequencies of 50 Hz and 60 Hz) with
a resolution of 100 mHz
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®  (Calculation of values from acquired values

—  Currentr.m.s. value 1 f, 2 |3

—  Phase voltage r.m.s. value U1, U2 fo, y3 fo

- Phase-to-phase voltage r.m.s. value U12 fo, U23 >, y31 f

- Frequency

Voltage and current r.m.s. values undergo a linear (technological) adaptation > and are the base for

calculating further values

Zero current r.m.s. value 10 f
Zero voltage r.m.s. value UO f
Active power P1f, P2 fP3f
Active power P (total value) f
Reactive power Q1f,Q2f, Q3f
Reactive power Q (total value) f
Apparent power S1f, 52 S3f
Apparent power S (total value) f
Power factor 1,21, 3f

Power factor (total value) f
Phase angle 11, 12f, 13, INf
Phase angle f, U23f, U31f
Phase angle U1 f, U2f, U3f, U0

To calculated values the following functions are applied:

—  Revision

- Format conversion f

—  Normalized, technologically scaled or short floating-point number

—  Zero-range suppression

- Change monitoring f

—  Fault detection

- Spontaneous transmission upon change f

NOTE

i 0

The previously mentioned functions are described in detail in the document SICAM RTUs Common Func-

tions Peripheral Elements according to IEC 60870-5-101/104, chapter Measurement in Three-Phase

Systems - I/0 Module.

5.8.13.3 Technical Data

Inputs for Measuring Currents

Nominal voltage at I

AC 225 mV following IEC 60044-8

Max. input voltage

AC2.25V
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Nominal frequency

50 Hz, 60 Hz (range 45 to 65 Hz)

Resolution 16 bits
Scanning 1 value/ms
Internal resistance 22 kQ

Inputs for Measuring Voltages

Nominal voltage U

AC 3.25 VIV3 acc. to IEC 60044-7

Max. measuring voltage 150 % Vy,

Nominal frequency 50 Hz, 60 Hz (range 45 to 65 Hz)
Resolution 16 bits

Scanning 1 value/ms

Internal resistance 200 kQ

Power Supply

Operating voltage

DC4.75toDC5.5V
The voltage is picked off from the system bus

Power consumption

Max. 800 mW (typ. 625 mW)

Mechanics and Connectors

Terminals

2 removable screw terminals (grid size 5.08 mm)

® 3 |oPo measuring current inputs, 10-pole (X1)

® 3 |oPo measuring voltage inputs, 9-pole (X2)

Rated impulse voltage A

4 kV (X2)
< 2000 m: Measurement category llI
< 3000 m: Measurement category Il

Connection data X1, X2

Locking torque (PHOENIX terminal) 73 0.5Nm t0 0.6 Nm
Locking torque (FCI terminal) 73 0.36 Nm to 0.44 Nm
AWG Min. 22

Max. 12
Conductor cross section solid Min. 0.33 mm?

Max. 2.5 mm?2
Conductor cross section stranded Min. 0.33 mm?

Max. 2.5 mm?

Conductor cross section stranded with ferrule Min. 0.33 mm?2

without plastic sleeve Max. 2.5 mm?2
Conductor cross section stranded with ferrule Min. 0.33 mm?
with plastic sleeve Max. 2.5 mm?2
2 wires stranded with ferrule without plastic Min. 0.33 mm?
sleeve Max. 1T mm?2

2 wires stranded with ferrule with plastic sleeve [Min. 0.5 mm?
Max. 1.31 mm?

Wire strip length Min. 6 mm
Max. 7 mm
Length ferrule 10 mm

73 The respective manufacturer is imprinted at the terminal (see section Types of screw terminals, Page 353)
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Dimensions (W x H x D) 30 mm x 132 mm x 124 mm (without DIN rail and terminal, locking hook
closed); D 142 mm (with inserted terminal)
Weight 252 g (incl. bus module 12 g)

Accuracy of the Measured Values

Measured variable Dependency of accuracy class acc. to IEC 61557-12:2007-08 (K55)
Voltage U 1%

Phase current | 1% at nominal frequency

Power P 3%

Reactive power Q 3%

Apparent power S 3%

Power factor 3%

Frequency f (49 to 51/59to 61 |1 %

Hz)

Accuracy of the Measured Ground Current with Isolated/Resonant Ground Connection

Measured variable Dependency of accuracy class acc. to IEC 61557-12:2007-08 (K55)

Ground current | setting 04t01.9A 2.0to 2000 A
Measuring range 0.2to 2.43 A at 50/60 Hz 2.44 to 600 A at 50/60 Hz
Accuracy +0.1 A for measuring range 0.2 to +0.18 A for measuring range 2.44 to
243A 11.99 A
+1 % for measuring range 12 to 600
A

5.8.13.4 Pin Assignment and Display

The process signals must be connected to a 10-pin and a 9-pin screw terminal. The peripheral connectors are
assigned according to the tables.

@19
)9
el
(%
Qs
%5
D4
%)
%)
%)

>

Figure 5-64  AI-8511 Front

Connector X1
Pin Signal Meaning
10 DNC Do not connect
9 DNC Do not connect
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Pin Signal Meaning
8 11+ Measuring current input 1
7 I1- Measuring current input 1
6 [2+/IN+ Measuring current input 2 / (sensitive) zero
current
5 12-/IN- Measuring current input 2 / (sensitive) zero
current
4 13+ Measuring current input 3
3 13- Measuring current input 3
2 DNC Do not connect
1 FE shield Functional earth
Connector X2
Pin Signal Meaning
9 CC shield Capacitive coupled to protective earth
8 DNC Do not connect
7 U1 Measuring voltage input 1
6 N Measuring voltage input 1
5 u2 Measuring voltage input 2
4 N Measuring voltage input 2
3 u3 Measuring voltage input 3
2 N Measuring voltage input 3
1 DNC Do not connect
Display
LED Meaning
RY Readiness
264
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5.8.13.5 Block Diagram
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Figure 5-65  Al-8511 block diagram

A DANGER

< The connectors X1 and X2 may be detached or attached in a de-energized state only!

A WARNING

< The inputs for the connectors X1 and X2 must not be connected directly with a mains supply circuit!

NOTE

i 0

Bear in mind the direction of the current flow when connecting the current measuring inputs. In the case of
inverse connection, the measured values are inverted and are given a negative sign.

The same applies to the voltage measurement (direction and rotation angle) respectively.

5.8.13.6 External Circuitry

The following circuitry variants are examples and do not relate exclusively to the depicted values.
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A DANGER

Work may be performed on the circuitry in a de-energized state only!

<~ During electrical installation, all the rules and regulations governing power systems must be observed.

Short-Circuit Indicator

The current inputs 11, 12/IN, 13 are connected with the LoPo measuring sensors of the corresponding phase

currents.
In this configuration, the module functions as a short-circuit indicator. Fault information on the direction is not
provided.
! I
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Figure 5-66  Al-8511 External Circuitry Variant for Short-Circuit Indicator

- NOTE
l With this connection scheme, the accuracy of zero-sequence current measurements for isolated/resonant
ground connections cannot be guaranteed.
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Ground-Fault Indicator
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The current input 12/IN is connected with the LoPo sum current measuring sensor.
In this configuration, the module functions as a non-directional ground-fault indicator.

o) ICC Shield

x2 |

L1

Al-8511
+
2 ¢ 4 .|
8| 48] =] =]
R
< 3,02 O O O~

S

! 12-/IN-

6

225mV .

»S2

L2

L3

N

P1

Figure 5-67

Fault Detector

Al-8511 External Circuitry Variant for Ground-Fault Indicator

The current inputs 11, 12/IN, 13 are connected to the corresponding LoPo measuring sensors. Additionally, the
voltage inputs U1, U2, U3 are connected through LoPo voltage transformers with 3.25 V/v/3 to the middle-

voltage network.

In this configuration, fault information with directional indication is output. All the measured and calculated

measurands are thus also provided.

3-Phase Voltage, 3-Phase Current

Through the current inputs 11, 12/IN, 13, the corresponding phase currents are measured. The value IN is calcu-
lated. This configuration is used for solidly grounded networks.

In this configuration, the module also works as a power meter.
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Example: Middle-voltage network
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Figure 5-68  AI-8511 External Circuitry Variant for 3-Phase Voltage, 3-Phase Current

3-Phase Voltage, 2-Phase Current + Sensitive Ground Current

Through the current inputs 11 and I3, the corresponding phase currents are measured, and through the input
12/IN, the sensitive zero-sequence current is measured. The value 12 is calculated.

This configuration is used for isolated and resonant grounded networks.

Example: Middle-voltage network
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Figure 5-69  AI-8511 External Circuitry Variant for 3-Phase Voltage, 2-Phase Current, Sensitive Zero-
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5.8.14 CM-8820

Figure 5-70 CM-8820

5.8.14.1 Features
®  Mounting on DIN rail, at the last (right-most) slot of the I/O module line
®  Current transformer adaptor for Al-8510
® 3 current transformer inputs
—  Nominal current max. 1 A or 5 A with 100% overrange
® | oPo voltage output 225 mV
—  Connection with AI-8510

—  Removable screw terminal for LoPo output
5.8.14.2 Functions

Acquisition Functions
®  Measuring currents
— Acquisition of currents via current measuring sensors

—  Measuring range 1 A or 5 A with 200% overrange

Output Functions
®  OQutput through low-power outputs
—  Nominal voltage 225 mV

—  Measuring range 0 V to 450 mV
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5.8.14.3 Technical Data

Inputs for Transformer Currents

Nominal current

1 A5 A (parameter-settable)

Max. measurement current

200 % I,

nominal frequency

50 Hz, 60 Hz (range 45 to 65 Hz)

Internal consumption 74

<0.1Watly=1A
<03Watl;=5A

Thermal withstand capability

10 A permanent
100A1s

Outputs for measuring currents

Mechanics

Rated voltage:

AC 225 mV at | =1 A following IEC 60044-8
1.125Vatl;=5A

Max. voltage

2.25Vatl =10A

nominal frequency

50 Hz, 60 Hz (range 45 to 65 Hz)

and Connectors

Terminals

®  Removable screw terminal (grid size 5.08) mm) for 3 LoPo measuring

current outputs, 10-pole (X1)

® |Integrated screw terminal for 3 transformer current inputs, 6-pole (X2)

Rated impulse voltage A

4 kV (measurement category Ill)

Connection data X1

Locking torque (PHOENIX terminal) 7>
Locking torque (FCI terminal) 7>

0.5Nm to 0.6 Nm
0.36 Nm to 0.44 Nm

AWG

min. 22

max. 12

Conductor cross section solid

min. 0.33 mm?
max. 2.5 mm?

Conductor cross section stranded

min. 0.33 mm?
max. 2.5 mm?

Conductor cross section stranded with ferrule
without plastic sleeve

min. 0.33 mm?
max. 2.5 mm?

Conductor cross section stranded with ferrule
with plastic sleeve

min. 0.33 mm?
max. 2.5 mm?

2 wires stranded with ferrule without plastic
sleeve

min. 0.33 mm?
max. 1T mm?

2 wires stranded with ferrule with plastic sleeve

min. 0.5 mm?
max. 1.31 mm?

Wire strip length min. 6 mm
max. 7mm

Length ferrule 10 mm

Max. cable length 0.5m76

74 irrelevant for the power consumption (= 0 W)

75 The respective manufacturer is imprinted at the terminal (see section Types of screw terminals, Page 353)
76 plastic-insulated copper conductors (7 leads) with shield; up to 0.1 m (for side-by-side plugged Al-8510 and CM-8820) single wires
without shield are possible Nominal voltage U,/U = 300/500 V, Temperature range -40 to 80°C
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Connection data X2 Locking torque 0.5Nm
AWG min. 24
max. 14

Conductor cross section solid min. 0.2 mm?2

max. 2.5 mm?

Conductor cross section stranded min. 0.2 mm?2
max. 2.5 mm?

Conductor cross section stranded with ferrule min. 0.25 mm?

without plastic sleeve max. 1.5 mm?2
Conductor cross section stranded with ferrule min. 0.2 mm?2
with plastic sleeve max. 1.5 mm?2
2 wires stranded with ferrule without plastic min. 0.33 mm?
sleeve max. 1T mm?

2 wires stranded with ferrule with plastic sleeve |min. 0.25 mm?
max. 0.34 mm?

Wire strip length 9 mm
Length ferrule 10 mm

Dimensions (W x H x D) 30 mm x 132 mm x 124 mm (without DIN rail and terminal X1, locking
hook closed); D 142 mm (with inserted terminal X1)

Weight 303 g (incl. bus module 12 g)

NOTE

i 0

For USA and Canada: NRTL/SCC certified current transformers are required. Use only UL listed energymoni-
toring current transformers.

NOTE

i @

For each installed AlI-8510 a CM-8820 must be connected ahead, if the current measurement is used.
Thereby CM-8820 modules may only be installed at the end of a module line (right-most), else the internal
system bus is interrupted.

CM-8820 modules may also be installed at a separate DIN rail, whereby the maximal cable length must be
considered.

NOTE

i @

The current carrying capacity of the connection cable is to be designed in relation to the maximum contin-
uous current or overcurrent.
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Accuracy of the Measured Values

Measured variable Dependency of accuracy class acc. to IEC 61557-12:2007-08 (K55)

Nominal current (input) TA
2 % at 50 Hz, max. angle deviation 3°
2 % at 60 Hz, max. angle deviation 3°
5A
2 % at 50 Hz, max. angle deviation 3°
3 % at 60 Hz, max. angle deviation 3°

Nominal voltage (output) 3 %

nominal frequency 50 Hz
2% at0.2to 10 A, max. angle deviation 3°
60 Hz

3% at0.2to 10 A, max. angle deviation 3°

5.8.14.4 Pin Assignment

The process signals must be connected to 2 screw terminals. The peripheral connectors are assigned according
to the tables.

tv

Figure 5-71 CM-8820 Front

Connector X1

Pin Signal Meaning

10 DNC do not connect

9 DNC do not connect

8 11+ measuring current output 1

7 I1- measuring current output 1

6 [24+/IN+ measuring current output 2 / (sensitive) zero-
sequence current

5 12-/IN- measuring current output 2 / (sensitive) zero-
sequence current

4 13+ measuring current output 3

3 13- measuring current output 3

2 DNC do not connect

1 FE shield functional earth
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X2 current transformer terminals

Pin Signal Meaning

6 11_P current transformer input 1
5 I1_N current transformer input 1
4 12 P current transformer input 2
3 12_N current transformer input 2
2 I3_P current transformer input 3
1 I3_N current transformer input 3

5.8.14.5 Block Diagram
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Figure 5-72 CM-8820 block diagram

A DANGER

< The connectors X1 and X2 may be detached or attached in de-energized state only!

A WARNING

< Theinputs of connector X1 and X2 must not be connected directly with a mains supply circuit!
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i @

NOTE

Within the signal inputs exists only functional insulation. Therefore, the use of different current circuits is
not permitted.

A

CAUTION

<~ Direct currents cannot be measured with CM-8820.

i

NOTE

Please take account of the direction of current flow when connecting the current measuring inputs. With
inverse connection, the measured values are inverted and receive a negative sign.

5.8.14.6

External Circuitry

The following circuitry variants are examples and not related exclusively to the shown values.

A

DANGER

Works on the circuitry may be performed in de-energized state only!

< During electrical installation, all the rules and regulations of power systems must be considered.

A

DANGER

Open transformer circuits will result in electric shock and arc flashover. Will cause death, serious injury or
considerable property damage.

< Only measure current with external current transformers. Do not use fuses for circuit protection. Do
not open the secondary circuit under load. Short circuit the secondary current terminals of the current
transformers before removing this device. The safety information for the current transformers used
must be followed.

3-Phase Current

274

Through the current inputs I1_P/I1_N, 12_P/I2_N, 13_P/I3_N the corresponding phase currents are measured.
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Figure 5-73 ~ CM-8820 external circuitry for 3-phase current
Further options see 5.8.12.6 External Circuitry.
5.8.15 CM-8830
Figure 5-74 CM-8830
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5.8.15.1 Features
LED Module for a SICAM A8000 1/O row
®  Assembly on 35 mm DIN rail
® |ndication of I/O module status (RY)
® |ndication of I/O process status
® |ndication of I/O process errors (ER)
®  With a power consumption of less than 0.5 W, CM-8830 does not affect the power distribution of an
existing SICAM A8000 I/O row
5.8.15.2 Functions
® (CM-8830 is detected after mounting without project engineering from the Master Module.
® (CM-8830 is ready (RY) only when the Master Module system startup has been completed.

® Thel/O process status of the DI and Al modules is displayed without project engineering from the SICAM
A8000 system.

®  The LEDs provide actual status functions and status indications during system operation
® The LEDs also indicate correct wiring during commissioning

®  (CM-8830 updates the process data display every 100 ms

A detailed description of the visualization is provided in chapter 12.3.6 LED Module

CM-8830 can be fitted in any position on the right side of the power supply on the SICAM A8000 I/O row, as
shown in the following 3 figures.

Figure 5-75  CM-8830 in the First Position
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Figure 5-76 ~ CM-8830 in the Middle Position
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Figure 5-77 CM-8830 in the Last Position

5.8.15.3 Technical Data

Power Supply
Operating voltage DC4.75Vto 5.5V
The voltage is picked off from the bus
Power consumption 500 mW
Mechanics
Dimensions (W x H x D) 30 mm x 132 mm x 124 mm (without DIN rail, locking hook closed)
Weight 185 g (inkl. bus module 12 g)
Protection type Class llI

5.8.15.4 Block Diagram

The following circuitry variant is an example, and does not relate exclusively to the depicted inputs/outputs.
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Controller
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Figure 5-78

LED Module Block Diagram

5.8.16 AO0-8380

Figure 5-79  A0-8380
5.8.16.1 Features
Analog output module
® |Installation on 35 mm DIN rail
® 4 outputs (4 groups with 1 output each)
®  Galvanically insulated by optocouplers
®  Qutput of currents £20 mA, £10 mA
278
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Output of voltages =10 V
Removable screw terminals

Function indication via LED

5.8.16.2 Functions

Setpoint Values via Currents and Voltages

®  Qutput range settable with a resolution of fa
— 16 bits (15 bits + sign) at full output range
—  Shrinking the range results in decreasing resolution

®  Basic application functions and procedures according to IEC 60870-5-101/104 f
—  Formal check
—  Direct command
—  Select and execute command

®  Adaptationf
- Linear (normalized, technologically scaled or short floating-point) f

®  Selectable behavior in case of communication failure and module failure
(keep value, output substitute value)

®  Spontaneous transmission for

®  Periodical transmission @

NOTE

i 0

The previously mentioned functions are described in detail in the document SICAM RTUs Common Func-
tions Peripheral Elements according to IEC 60870-5-101/104, chapter Setpoint Values by means of
Currents and Voltages.

5.8.16.3 Technical Data

Analog Outputs

4 analog outputs All outputs galvanically insulated
Current output Max. =20 mA on max. 500 Q load

Max. 10 mA on max. 1 kQ load
Voltage output Max. 10V on min. 1 kQ load
Resolution 0.025 % at +20 mA, 10 mA, =10V
Accuracy 0.3 % at 25°C

0.4 % at 0 to 50°C
0.7 % at-20to 70 °C
0.8 % at-40to 70 °C

Output circuits The circuits are operated with internal voltage
Power Supply
Operating voltage DC4.75to DC5.5V
The voltage is picked off from the system bus
Power consumption Max. 2200 mW
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Mechanics and Connectors

5.8.16.4

Terminals

4 removable screw terminals (grid size 5.08 mm), 4-pole

Rated impulse voltage

2.0 kv

Connection data X1, X2, X3, X4

Locking torque (PHOENIX terminal) 77
Locking torque (FClI terminal) 77

0.5Nm to 0.6 Nm
0.36 Nm to 0.44 Nm

AWG Min. 22
Max. 12
Conductor cross section solid Min. 0.33 mm?
Max. 2.5 mm?
Conductor cross section stranded Min. 0.33 mm?
Max. 2.5 mm?2
Conductor cross section stranded with ferrule Min. 0.33 mm?
without plastic sleeve Max. 2.5 mm?
Conductor cross section stranded with ferrule Min. 0.33 mm?
with plastic sleeve Max. 2.5 mm?
2 wires stranded with ferrule without plastic Min. 0.33 mm?
sleeve Max. 1 mm?
2 wires stranded with ferrule with plastic sleeve [Min. 0.5 mm?
Max. 1.317 mm?
Wire strip length Min. 6 mm
Max. 7 mm
Length ferrule 10 mm

Dimensions (W x H x D)

30 mm x 132 mm x 124 mm (without DIN rail and terminal, locking hook

closed); D 142 mm (with inserted terminal)

Weight

300 g (incl. bus module 12 g)

Pin Assignment and Display

The process signals must be connected to four 4-pin screw terminals. The peripheral connectors are assigned
according to the tables.

Figure 5-80

AO-8380 Front

77 The respective manufacturer is imprinted at the terminal (see section Types of screw terminals, Page 353)
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Connector X1
Pin Signal Meaning
4 DNC Do not connect
3 OuT VO- Analog output of group 0
2 OUT VO+ Analog output of group 0
1 DNC Do not connect
Connector X2
Pin Signal Meaning
4 DNC Do not connect
3 OuUT V1- Analog output of group 1
2 OUT V1+ Analog output of group 1
1 DNC Do not connect
Connector X3
Pin Signal Meaning
4 DNC Do not connect
3 OUT V2- Analog output of group 2
2 OUT V2+ Analog output of group 2
1 DNC Do not connect
Connector X4
Pin Signal Meaning
4 DNC Do not connect
3 OUT V3- Analog output of group 3
2 OUT V3+ Analog output of group 3
1 DNC Do not connect
Display
LED Meaning
RY Readiness
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5.8.16.5

282

Block Diagram and External Circuitry

The following circuitry variant is an example, and does not relate exclusively to the depicted inputs/outputs.
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A0O-8380 Block Diagram and External Circuitry Variant
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5.9 SICAM A8000 Rack I/0 Modules

5.9.1 DI-2112, DI-2113, DI-2114, DI-2115

NOTE

i 0

Use only in connection with CP-8050.

The Rack I/O modules DI-2112/BISIX86, DI-2113/BISIX86, DI-2114/BISIX86 and DI-2115/BISIX86 are used for
acquisition of digital input signals.

® DI-2112 Digital Input 8x8, 24VDC,Tms

® DI-2113 Digital Input 8x8, 48/60VDC, 1ms
® DI-2114 Digital Input 8x8, 110VDC,Tms
® DI-2115 Digital Input 8x8, 220VDC, 1ms

They consist of a module and loadable firmware (binary signal input).
(Firmware BISIX86 is firmware compatible to SICAM AK Firmware BISIX26)

5.9.1.1 Features

®  Acquisition and processing according to IEC 60870-5-101/104

Up to 64 single-point information units, or
Up to 32 double-point information units, or
Up to 64 integrated totals via count pulses, or

A combination thereof

® 64 binary inputs (8 groups)

® 1 additional binary input for power monitoring for each group

®  Galvanical insulation by optocouplers
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5.9.1.2

®  Common return for each group
®  Signal voltage
- DI-2112: DC 24V
- DI-2113: DC48Vto 60V
- DI-2114:DC 110V
- DI-2115: DC 220V
®  Filter-equipped input circuit
® Integrated totals not power-fail safe
® [ndication of function and state of the inputs via LEDs
® |nstallation in Rack
Functions

Single-point informations

Acquisition with a resolution of 1 ms

Update every 10 ms (or with the same cycle as the open-/closed-loop control function in the basic system

element, depending on which cycle is larger)
Revision

Power monitoring

Inversion

Firmware Filter

Bounce Suppression

Determination of the cause of transmission
Spontaneous transmission of changes

periodical transmission

Double-point informations

284

Acquisition with a resolution of 1 ms

Update every 10 ms (or with the same cycle as the open-/closed-loop control function in the basic system

element, depending on which cycle is larger)
Revision

Power monitoring

Inversion

Firmware Filter

Bounce Suppression

Monitoring intermediate- and faulty positions
Determination of the cause of transmission
Reporting switching operations in progress
Breaker Tripping Detection

Breaker Tripping Suppression during Auto-reclose
Spontaneous transmission of changes

periodical transmission
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° NOTE

l The above mentioned functions are described in detail in the document SICAM RTUS Common Func-
tions Peripheral Elements according to IEC 60870-5-101/104.

Integrated totals via count pulses
®  Acquisition by firmware with a maximum count frequency of 20 Hz
—  Pulse length/pause >20 ms/>20 ms
—  Revision
—  Power monitoring
- Inversion
—  Pulse counting
®  Counter value formation
—  Count pulse evaluation
- Set Counter
® Integrated total formation
—  Counter request
— Interval control
—  Frozen absolute value
—  Frozen relative value
®  Not power-fail safe
® |ntegrated total transmission according to IEC 60870-5-101/104

®  Spontaneous transmission

Return Information to Pulse Command Assignment
®  Settable assignment for messages and pulse commands, which
— areacquired or output on the peripheral element itself or

— on different peripheral elements of the same basic system element

5.9.1.3 Technical Data

Binary Inputs

64 binary inputs ® 8 groups, each with 8 inputs and 1 auxiliary input
8 auxiliary inputs ®  Galvanical insulation
®  Each group has a common return with settable polarity

®  Power monitoring using the auxiliary input of each group (optional)
Filter time typ. 3.5 ms
Rated voltage: ® DI-2112: DC24V

® DI-2113: DC48Vto 60V
® DI-2114:DC110V
DI-2115: DC 220V
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Operating points ® DI-2112: <12V (logical "0"); = 18 V (logical "1")
® DI-2113: <24 V (logical "0"); =36 V (logical "1")
® DI-2114: <55V (logical "0"); = 82.5 V (logical "1")
® DI-2115: <110V (logical "0"); = 165 V (logical "1")

Input circuits ® DI-2112:DC18Vto31.2V
(operated by means of external |[e  pJ-2113
voltage)

- DC36Vto70V according to EN 61010-1:2010
- DC36Vto60Vaccording to IEC61010-1:2010/AMD1:2016
e DI-2114:DC82.5t0 143V

(] DI-2115: DC 165 to 250 V
Rated current e DI-2112:1.4t05.2mA (at18t0 31.2V)

e DI-2113:0.6t0 2.2 mA (at 36 to 78 V)
° DI-2114: 0.4 to 1.1 mA (at 82.5to 143 V)
L] DI-2115: 0.2 to 0.4 mA (at 165 to 250 V)

Power Supply
Operating voltage DC4.75Vt05.25V
The voltage is picked off from the bus of rack
Power Consumption typ. TW

Mechanics and Connectors

Ax 1703 Peripheral Bus Transmission rate 16 Mbit/s

Peripheral connector 96 pin according to DIN 41612 type C
Rated impulse voltage 2.0 kv

Dimensions Double euro format 233.4 x 160 mm, 4 WU
Weight Approx. 300 g

5.9.1.4 Display

The LEDs on the front panel indicate the operating state of the module and the process state signals of the
digital inputs.
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LED Meaning
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ER Fault

D00 to D63 |Process status binary inputs

5.9.1.5  Pin Assignment

Connector X2

A 96-pin male connector according to DIN 41612 type C is used. The peripheral connector's pin assignment is
described in the following table.

X2 Peripheral Signal X2 Peripheral Signal X2 Peripheral
cable CM-2890 cable CM-2890 cable CM-2890

Wire Color Wire Color Wire Color
cl 03 | whbulye | IN D02 b1 02 | bu/whbu | IN DO1 al 01 | whbu/bu | IN DOO

c2 06 | gn/whbu | IN DO5 b2 05 | whbul/gn | IN DO5 a2 04 | yelwhbu | IN DO3
c3 09 | whbu/bk | IN PMO b3 08 | bn/whbu | IN DO7 a3 07 | whbu/bn | IN DO6
c4 12 | bulwhye b4 11 | whyel/bu a4 10 | bk/whbu | COMO
c5 15 | whyelgn [ IND10 b5 14 | yelwhye | IN D09 ab 13 | whyelye | IN DO8
c6 18 | bn/whye | IND13 b6 17 | whye/bn | IND12 ab 16 | gn/whye | IND11
c7 21 | whgn/bu | IN PM1 b7 20 | bk/whye | IND15 a7 19 | whye/bk | IND14
c8 24 | yelwhgn b8 23 | whgnlye a8 22 | bu/lwhgn | COM1
c9 27 | whgn/bn | IND18 b9 26 | gn/whgn | IND17 a9 25 | whgnign | IND16
c10 30 | bkiwhgn | IN D21 b10 29 | whgn/bk | IND20| a10 28 | bn/whgn | IND19
c11 33 | whbnlye [INPM2| b11 32 | bu/whbn | IN D23 all 31 | whbn/bu | IN D22
c12 36 | gn/whbn b12 35 | whbnign al2 34 | yelwhbn | COM2
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X2 Peripheral Peripheral Peripheral
cable CM-2890 cable CM-2890 cable CM-2890

Wire Color Wire Color Wire Color
c13 39 | whbn/bk | IN D26 b13 38 | bn/whbn | IN D25 al3 37 | whbn/bn | IN D24

cl4 42 | bulwhbk [ IND29 | b14 41 | whbk/bu [ IND28 | al14 40 | bkiwhbn [ IN D27
c15 45 | whbk/ign [INPM3 | b15 44 | yelwhbk | IN D31 al5 43 | whbklye [ IN D30
c16 48 | bn/whbk b16 47 | whbk/bn alé 46 | gniwhbk | COM3
c17 51 | rdbu/bu | IND34| b17 50 | bkiwhbk | IND33| a17 49 | whbk/bk | IN D32
c18 54 | yelrdbu | IN D37 b18 53 | rdbulye |[IND36| a18 52 | bulrdbu | IN D35
c19 57 | rdbu/bn |INPM4| b19 56 | gn/rdbu | IND39 al9 55 | rdbu/gn | IND38
c20 60 bl/rdbl b20 59 | rdbu/bk a20 58 | bn/rdbu | COM4
c21 63 | rdyelye |IN D42 b21 62 | bulrdye | IN D41 a2l 61 rdye/bu | IN D40
c22 66 | gnirdye | IN D45 b22 65 | rdyelgn | IND44 | a22 64 | yelrdye |IN D43
c23 69 | rdyelbk |INPM5| b23 68 | bnirdye |IN D47 a23 67 | rdye/lbn |IN D46
c24 72 | bulrdgn b24 71 | rdgn/bu a24 70 | bkirdye | COM5
c25 75 | rdgnign | IND50 | b25 74 | yelrdgn | IN D49 a25 73 | rdgnlye | IN D48
26 78 | bnlrdgn | IN D53 b26 77 | rdgn/bn | IN D52 a2é6 76 | gnirdgn | IN D51
c27 81 rdbn/bu | IN PM6 b27 80 | bkirdgn | IN D55 az27 79 rdgn/bk | IN D54
c28 84 | yelrdbn b28 83 | rdbnlye a28 82 | bulrdbn | COM6
c29 87 | rdbn/bn | IN D58 b29 86 | gni/rdbn | IN D57 a29 85 | rdbnign | IN D56
c30 90 | bk/rdbn |IN D61 b30 89 | rdbn/bk | IND60| a30 88 | bn/rdbn |IN D59
c31 93 | rdbklye |INPM7 | b31 92 | bulrdbk | IND63 a3l 91 rdbk/bu | IN D62
c32 96 | gni/rdbk b32 95 | rdbk/gn a32 94 | yelrdbk | COM7

The "X2" column refers to the male connector of the peripheral connector.
The abbreviations have the following meaning:

IN DOO to IN DO7 ... Digital inputs group 0, BitO to Bit7

IN DO8 to IN D15 ... Digital inputs group 1, BitO to Bit7

IN D16 to IN D23 ... Digital inputs group 0, BitO to Bit7

IN D24 to IN D31 ... Digital inputs group 0, BitO to Bit7

IN D32 to IN D39 ... Digital inputs group 0, BitO to Bit7

IN D40 to IN D47 ... Digital inputs group 0, BitO to Bit7

IN D48 to IN D55 ... Digital inputs group 0, BitO to Bit7

IN D56 to IN D63 ... Digital inputs group 0, BitO to Bit7

IN PMO to IN PM7 ... Digital inputs - Power monitoring O to 7
COMO to COM7 ... Common group O to 7

5.9.1.6  Block Diagram and External Circuitry

The following circuitry variants are examples, and do not relate exclusively to the depicted inputs/outputs.
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External Circuitry: Input with switched plus or minus

DI-211x A double-point information occupies
two binary inputs. The order is important::
INDOO —F—
IN DO1 _ ~——"""7] double-point information D00/D01
INDO2 ————
IN D03 ~ ——""7"771 double-point information D02/D03
GROUP 0 INDO4 ——— |
INDOS5 ] .
INDOE — | |
- INDO7 — ] |
PMO Vexr* ()
‘ COMO Vext ™ (+)
‘ One integrated total occupies one binary input:
IND48 — =] | Count D48
IN D49 % Count D49
IN D50 — |
IN D51 — |
GROUP 6 IN D52 — |
== [N D53 —
IN D54 —
IN D55 — :
PM6 Vexr*
COM®6 VexT -
One Single-point information occupies one binary input:
IN D56 SI D56
IN D57 SI D57
IN D58 |
IN D59 |
GROUP 7 IN D60
IN D61
IN D62
== [N D63 |
PM7 Vext* (-)
== COM7 Veyr- (+)

NOTE

The above figure shows one example of the assignment of inputs and/or outputs as well as their external
circuitry. Rules, which must be considered for the assignment of the inputs and/or outputs, can be found in
the following section.

i 0

5.9.1.7 1/0 Assignment

The assignment of the HW pins to the data points is done according to the following scheme.
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Inputs

HW pin Data Point

Single-point informations

IN DOO Single-point information DOO

IN DO1 Single-point information DO1

IN D63 Single-point information D63
Double-point informations

IN DOO/IN DO1 Double-point information DO0/D0O1
IN DO2/IN DO3 Double-point information D02/D03
IN D62/IN D63 Double-point information D62/D63
Integrated totals

IN DOO Integrated total DOO

IN DO1 Integrated total DO1

IN D63 Integrated total D63

5.9.1.8 Return Information to Pulse Command Assignment

Predefined assignment to PCCO26 (assigning commands without building groups)

Type Predefined assignment

Single-point information to single command SI DOO...command CA0O
(1-pole, 1.5-pole) SIDO1...command CAO1

SID31...command CA31
SID32...command CBOO
SI D33...command CBO1

SID63...command CB31
Single-point information to single command SI D0O0...command CA00/CBOO
(2-pole) SIDO1...command CA01/CBO1

SID31...command CA31/CB31
Double information to double command DI DOO/DO1...command CAOO/CAO1
(1-pole, 1.5-pole) DI D02/D03...command CA02/CA03

DI D30/D31...command CA30/CA31
DI D32/D33...command CBOO/CBO1
DI D34/D35...command CB02/CB0O3

DI D62/D63...command CB30/CB31
Double information to double command DI DOO/DO1...command CA00..CBO1
(2-pole) DI D02/D03...command CA02..CB0O3

DI D30/D31...command CA30..CB31
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Predefined assignment to PCCO27 (assigning commands in groups)

Type Predefined assignment

Single-point information to single command SI DOO...command CAOO
(1-pole, 1.5-pole) SIDO1...command CBOO
SID02...command CAO1
SI DO3...command CBO1

SID62...command CA31
SID63...command CB31
Single-point information to single command SI DOO...command CAO0/CBOO
(2-pole) SI D0O2...command CA01/CBO1

SI D60...command CA31/CB30
SID62...command CA31/CB31
Double information to double command DI DOO/DO1...command CAOO/CBOO
(1-pole, 1.5-pole) DI D02/D03...command CA01/CBO1

DI D62/D63...command CA31/CB31
Double information to double command DI DOO/DO1...command CA00..CBO1
(2-pole) DI DO4/D05...command CA02..CBO3

DI D56/D57...command CA28..CB29
DI D60/D61...command CA30..CB31

5.9.1.9 Application Notes

A WARNING

< Aninsulation plate must be installed left and right of the modules DI-2114 and DI-2115.

< Oneinsulation plate is included to these boards. Further can be ordered with following number:
< Insulation plate double-Euro format........... T12-001 / 6MF13010CAQ10AAOD

< Insulation plate holder.................. TC2-099 | (4 pieces per insulation plate) 6MF13133CA000AAQ
s

There is no reinforced isolation between the peripheral circuits. It is therefore not permissible to
protect these separately from one another.

5.9.2 DO0-2201

NOTE

i 0

Use only in connection with CP-8050.

The Rack /O module DO-2201/BISO85 is used for output of single-point information.

It consists of the hardware DO-2201 (Binary Output Transistor 40x 1, 24...60 VDC) and the loadable firmware
BISOS85.

(Firmware BISO85 is firmware compatible to SICAM AK Firmware BISI25)
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5.9.2.1 Features
®  Processing and output according to IEC 60870-5-101/104
—  up to 40 single-point information units
® 40 binary outputs

®  With regard to galvanic insulation, the outputs are partitioned into 8 groups with 2 outputs each, and 8
groups with 3 outputs each

®  Galvanical insulation of the groups from each other and within a group 8

®  The potential that shall be switched (plus or minus) can be determined for each output by external
circuitry

®  All outputs are overload-proof and proof against continued short-circuit
®  Respectively 2 outputs can be connected in parallel to increase the switching capacity
e [f an output short-circuits, it does not affect on other outputs

® [ndication of function and state of the inputs via LEDs
5.9.2.2  Functions

Single-point informations
®  Binary information output

—  Selectable behavior in case of communication failure
(deactivation or retention)

—  Deactivation upon module failure
—  Spontaneous transmission or

—  periodical transmission

° NOTE
l The above mentioned functions are described in detail in the document SICAM RTUs Common Func-
tions Peripheral Elements according to IEC 60870-5-101/104.
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5.9.2.3 Technical Data

Binary Outputs

40 outputs
(Transistor)

®  With respect to insulation, the outputs form

— 8 groups, 2 outputs each
—  8groups, 3 outputs each

®  Each group is galvanically insulated from the other groups, logic
circuits and ground (1.5kVeff)

®  Within the groups, the outputs are galvanically insulated from each
other with functional insulation of 80 V

®  The outputs are potential-free

®  The potential that shall be switched (plus or minus) can be determined
for each output by external circuitry

e  All outputs are overload-proof and proof against continued short-
circuit

®  Any 2 outputs can be connected in parallel to increase the switching
capacity; in this case the outputs have to be switched simultaneously

® [f an output short-circuits, it does not affect on other outputs

Nominal current (for ohmic
load)

® 0.7Aat24,48,60VDC

® 1.0 A possible when connecting 2 outputs in parallel

Maximum sum of continuous
current of all outputs

10A

Nominal switching capacity
(for ohmic load, UN +30%)

® 17 W (24 W) at 24 VDC
® 34 W (48W)at48VDC
® 42 W (60 W) at60VDC

Values in parenthesis apply when connecting 2 outputs in parallel

Maximum continuous current

09AatDC18Vto78V

Maximum switching voltage

® uptpDC70Vaccording EN 61010-1:2010
® uptoDC60Vaccording IEC61010-1:2010/AMD1:2016

Overvoltage protection: max. 1 mA leakage current up to 86 V

Maximum switching capacity

70 WatDC78V

Current limitation

10 A with over current cut-off, cyclic automatic reclosing with 300 ps

Switching cycles

Unlimited

Switching frequency

max. 50 Hz

Voltage drop in output circuit

<1Vat0.9A

Dynamic load capability

®  (apacitive load max. 100 nF at 60 V

® |nductive load T < 1 ms (arbitrary with external free-wheeling diode)
® linesZ =100 Q, length of line up to 3 km

® [ampsIN <200 mA (Iln<3 A)

Power Supply

Operating voltage

DC4.75Vto5.25V
The voltage is picked off from the bus of rack

Power Consumption

typ. 0.6 W + 0.03 W for each active output
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Mechanics and Connectors

5.9 SICAM A8000 Rack I/0 Modules

Ax 1703 Peripheral Bus

Transmission rate 16 Mbit/s

Peripheral connector

96 pin according to DIN 41612 type C

Rated impulse voltage

2.0kv

Dimensions

Double euro format 233.4 x 160 mm, 4 WU

Weight

Approx. 400 g

5.9.2.4 Display

The LEDs on the front panel indicate the operating state of the module and the process state signals of the

digital inputs.

®
D0-2201

(OO0O0000 Q0000000 O000C000D QO000000 Q0000000
NSISEEEE

®

LED Meaning
RY Readiness
ER Fault

D00 to D39 |Process state binary outputs

5.9.2.5 Pin Assignment

Connector X2

A 96-pin male connector according to DIN 41612 type C is used. The peripheral connector's pin assignment is

described in the following table.
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X2 Peripheral cable Signal X2 Peripheral cable X2 Peripheral cable
CM-2890 CM-2890 CM-2890

Wire Color Wire Color Wire Color
cl 03 | whbulye | OUTDO1+ | b1 02 | bu/whbu OUT D00- al 01 whbu/bu | OUT DOO+

c2 06 | gn/whbu OuT DO2- b2 05 | whbu/gn | OUT D02+ | a2 04 | yelwhbu OuUT DO1-
c3 09 | whbul/bk | OUT D04+ | b3 08 bn/whbu OUT DO03- a3 07 | whbu/bn | OUT D03+
c4 12 bu/whye b4 11 whye/bu a4 10 bkiwhbu OUT D04-
c5 15 whye/gn | OUT D06+ | b5 14 yelwhye OUT DO5- a5 13 whyelye OUT DO5+
c6 18 bn/whye OuT DO7- b6 17 whye/bn | OUT DO7+ | a6 16 gn/whye OUT D06-
c7 | 21 whgn/bu | OUT D09+ | b7 | 20 bk/whye OuUT DO8- | a7 19 | whye/bk | OUT D08+
c8 24 | yelwhgn b8 23 whgnlye a8 22 bu/whgn OuUT D09-
9 27 | whgn/bn | OUTD11+ | b9 26 | gn/whgn OuUT D10- a9 25 | whgn/gn | OUT D10+
c10 | 30 bkiwhgn OuUTD12- | b10| 29 whgn/bk OuT D12+ |al0| 28 bn/whgn OuT D11-
c11] 33 whbnlye | OUT D14+ |b11| 32 bu/whbn OuUTD13- |al1 | 31 whbn/bu | OUT D13+
c12| 36 | gn/whbn b12 | 35 | whbn/gn al2 | 34 | yelwhbn OouUT D14-
c13| 39 | whbn/bk | OUTD16+ |b13| 38 | bn/whbn | OUTD15- |a13 | 37 | whbn/bn | OUT D15+
c14 | 42 bu/whbk OUTD17- |[b14| 41 whbk/bu OUTD17+ |al4 | 40 bk/whbn OUT D16-
c15| 45 | whbkign | OUTD19+ |b15| 44 | yelwhbk OUTD18- |al5| 43 whbklye | OUT D18+
c16 | 48 bn/whbk b16 | 47 | whbk/bn al6 | 46 | gn/whbk OUT D19-
c17 | 51 rdbu/bu OUT D21+ | b17 | 50 bk/whbk OUTD20- |al17 | 49 whbk/bk OUT D20+
c18 | 54 yelrdbu OUT D22- | b18| 53 rdbulye OUT D22+ | a18 | 52 bu/rdbu OouT D21-
c19 | 57 rdbu/bn OUT D24+ | b19| 56 gnirdbu OUTD23- |al19| 55 rdbu/gn OUT D23+
c20 | 60 bl/rdbl b20 | 59 rdbu/bk a20 | 58 bn/rdbu OUT D24-
c21| 63 rdyelye OUT D26+ | b21| 62 bu/rdye OUT D25- | a21 | 61 rdye/bu OUT D25+
c22 | 66 gn/rdye OUT D27- | b22| 65 rdye/gn OUT D27+ | a22 | 64 yelrdye OUT D26-
c23 | 69 rdye/bk OUT D29+ | b23 | 68 bn/rdye OUT D28- | a23 | 67 rdyel/bn OUT D28+
24| 72 bu/rdgn b24 | 71 rdgn/bu a24 | 70 bk/rdye OuUT D29-
c25| 75 rdgn/gn OUT D31+ | b25| 74 yelrdgn OUTD30- |a25| 73 rdgnlye OUT D30+
c26 | 78 bn/rdgn OUTD32- |b26| 77 rdgn/bn OUT D32+ |a26| 76 gni/rdgn OUT D31-
c27 | 81 rdbn/bu OUT D34+ | b27 | 80 bk/rdgn OUTD33- |a27| 79 rdgn/bk OUT D33+
c28 | 84 yelrdbn b28 | 83 rdbnlye a28 | 82 bu/rdbn OUT D34-
c29 | 87 rdbn/bn OUT D36+ | b29| 86 gnirdbn OUTD35- |a29| 85 rdbn/gn OUT D35+
c30 | 90 bkirdbn OUTD37- |b30| 89 rdbn/bk OUT D37+ |a30| 88 bn/rdbn OUT D36-
31| 93 rdbklye OUT D39+ |[b31| 92 bu/rdbk OUTD38- |a31| 91 rdbk/bu OUT D38+
c32| 96 gn/rdbk b32 | 95 rdbkign a32 | 9% yelrdbk OUT D39-

The "X2" column refers to the male connector of the peripheral connector.
The abbreviations have the following meaning:
OUT DOO+(-) to OUT D39+(-) ... Digital outputs O to 39

5.9.2.6  Block Diagram and External Circuitry

The following circuitry variants are examples, and do not relate exclusively to the depicted inputs/outputs.
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< system bus

[ B il - ==
| |
! +5V system voltage !
I [ bus_confroller i |
| |
: \frmware madlng| \ shared RAM | \ watchdog | \ Hw-ID | :
| |
| ! 1
S Y O TR LED-displa X
| I | |
1 infernal_bus 4 1
| I
| |
| cPU |
| HW-REV \
| UART \
I I
I 8 . I
| shiff_register bus \
I I
| I
| |
I I
| I
S U gancdl

| insulation

|

|

I

I

|

I

I

—

§ E’/
output 0 output 39
binary outputs
SICAM A8000 Series, CP-8031, CP-8050, Manual 297

DC8-026-2, Edition 11.2022



System Components and Technical Data
5.9 SICAM A8000 Rack 1/0 Modules

External Circuitry: 1-pole output, load on the plus pole

DO-2201 | r&q

| OUT D00+

1

OUT D0Oo- *{%

OUT D30+ J B l u

OUT D39

External Circuitry: 1-pole output, load on the plus pole

DO-2201 | r&q

| OUT D00+

OUT DOD- «i}‘

OUT D30+ J B l u

OUT D39
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External Circuitry: 2-pole output

DO-2201

= QUT D00+

- OUT DO1-

= QUT D38+

= OUT D39-

o ES
= QUT D01+

- ES
= OUT D3ag+

5.9 SICAM A8000 Rack 1/0 Modules

5.9.2.7 1/0 Assignment
The assignment of the HW pins to the data points and the partitioning into groups is done according to the
following scheme.

Outputs
HW pin Data Point Group
OUT DOO+ Binary information DOO
OUT DO1+ Binary information DO1 0
OUT DO2+ Binary information DO2
OUT DO3+ Binary information DO3 1
OUT DO4+ Binary information DO4
OUT D05+ Binary information DO5
OUT D06+ Binary information D06 2
OuT D07+ Binary information DO7
OUT D08+ Binary information DO8 3
OUT D09+ Binary information D09
OuUT D10+ Binary information D10
OUT D11+ Binary information D11 4
OUT D12+ Binary information D12
OUT D13+ Binary information D13 5
OUT D14+ Binary information D14
OUT D15+ Binary information D15
OUT D16+ Binary information D16 6
OUT D17+ Binary information D17
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HW pin Data Point Group
OUT D18+ Binary information D18 7
OUT D19+ Binary information D19

OUT D20+ Binary information D20

OuUT D21+ Binary information D21 8
OUT D22+ Binary information D22

OUT D23+ Binary information D23 9
OUT D24+ Binary information D24

OUT D25+ Binary information D25

OUT D26+ Binary information D26 10
OuUT D27+ Binary information D27

OUT D28+ Binary information D28 11
OUT D29+ Binary information D29

OUT D30+ Binary information D30

OUT D31+ Binary information D31 12
OUT D32+ Binary information D32

OUT D33+ Binary information D33 13
OUT D34+ Binary information D34

OUT D35+ Binary information D35

OUT D36+ Binary information D36 14
OUT D37+ Binary information D37

OUT D38+ Binary information D38 15
OUT D39+ Binary information D39

5.9.3 DO0-2210, DO-2211

NOTE

i 0

Use only in connection with CP-8050.

The Rack /O Module DO-221x/PCCO8x are used for checked output of pulse commands.
Each consist of the hardware:

® DO0-2210 (Checked command output 24...60 VDC)
® DO0-2211 (Checked command output 125 VDC)
and the loadable firmware:

®  PCCO86 Preprocessing and checked command output (Assignment of the commands without group
formation)

(Firmware PCCO86 is firmware compatible to SICAM AK Firmware PCCO26)

®  PCCO87 Preprocessing and checked command output (Assignment of the commands in groups)
(Firmware PCCO87 is firmware compatible to SICAM AK Firmware PCCO27)

A slot for an optional measuring circuit module for command output is available:

®  SM-2506 Measuring module for command output via DO-2210 (24...60 VDC)
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5.9 SICAM A8000 Rack 1/0 Modules

DO-2210 DO-2211

5.9.3.1 Features
®  Processing and output according to IEC 60870-5-101/104
—  Upto 32 pulse commands (2-pole) or
—  Up to 64 pulse commands (1-pole or 1'%-pole) or
— A combination thereof
—  Checked command output
— Internal checks (IC1)
—  Optional resistance check (RC1) via SM-2506/SM-2507
® 64 relay-outputs (2 groups) plus
— 2 group outputs
— 4 pulse outputs
®  Common return for each group
®  Switching voltage
- DO0-2210: DC 24 to 60V
- DO0-2211:DC125V
®  Each group may have an own fuse circuit
®  Pulse outputs are current-limited electronically

® |ndication of function and state of the inputs via LEDs
5.9.3.2 Functions

Pulse commands
®  Checked output of pulse commands
- 1-pole, 1%%-pole, 2-pole (combinations are also possible)

®  Single, double and regulating step commands
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®  Command Output with Internal Checks (IC1)
—  Selective activation check
— Idle check
Command output with resistance check (RC1) via SM-2506
—  Selective activation check
—  Current flow check in the external command circuit
—  Resistance check in the external command circuit
— Interference voltage and earth fault check
— Idle check
®  Basic application functions and procedures according to IEC 60870-5-101/104
—  Formal Check
—  Direct Command
—  Select and Execute command
®  Retry suppression
®  J-out-of-n Check
®  (Control Location Check
® Command interlocking
®  Synchronization
®  Revision
® Command output time
—  Parameter-settable
—  Dependent on the process
®  Return information monitoring
® Command prolongation
®  Periodical control circuit check
®  Switching sequences
®  Monitoring of command output sequence to prevent incorrect outputs
®  Command output for the auto-reclose function

®  Activation of command contactors with, or without, series-break contacts

NOTE

)
l The above mentioned functions are described in detail in the document SICAM RTUs Common Func-
tions Peripheral Elements according to IEC 60870-5-101/104.

Return Information to Pulse Command Assignment
®  Settable assignment for messages and pulse commands, which
— on the peripheral element itself

— on different peripheral elements of the same basic system element
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5.9.3.3 Technical Data

Binary Outputs

5.9 SICAM A8000 Rack /0 Modules

2 x 32 command outputs
2 group outputs
2 pulse outputs

Every 32 outputs form a group (groups A, B)
Each group has a common return
Each group may have an own fuse circuit

The outputs are galvanically insulated from logic circuits and ground
by monostable relays

The pulse outputs are current-limited electronically

Output current (+25°C)

1.5 A continuous current

2 A 1 Minute
Switching voltage ® DO0-2210:DC24to 60V
® DO0-2211:DC24to 125V
Maximum switching voltage ® DO0-2210: DC60V + 30%
e DO0O-2211:DC 125V + 20%
Output circuits e DO-2210
\(/‘:)Fl’tzs‘:;d by means of external —  DC18Vto 70V according to EN 61010-1:2010
- DC18Vto 60V according to IEC 61010-1:2010/AMD1:2016
e DO0-2211:DC18to 150V
Switching cycles 1096
Switching capacity min. T mW
max. 120 W
Nominal switching capacity DO-2210 DO-2211
e 48 W/DC24V ® 48WIDC24V
® 96W/DC48V ® 96W/DC48V
e 120W/DC60V e 120W/DC60V
e 250W/DC125V

Optional measuring equipment for command outputs (SM-2506)

Resolution

12 Bit

Measuring range

30 Q...44 kQ

Accuracy

<1%at30Q..22 kQ
<2%at 22 kQ...44 kQ

Resistance measuring error due
to inductive load

This depends on relay time constant L/R
L...coil self inductance when fixing rail is open
R...inner coil resistance

® 0,1%17msLIR

® 0,3%20msLIR

® 1,9%30msLR

® 5%40msLR

® 9%50msLR
Reference voltage source of ®  Switchable between 2.5V and +10V
resistance check °

Resistance ranges at 2.5V 30...5 kQ at 10 V 5...44 kQ
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Power Supply

Operating voltage

5VDC + 5%, typ. 1.0 W without SM-2506
typ. 1.6 W with SM-2506

+ 0.6 W during command output
Voltage is picked off at the bus of rack

Mechanics and Connectors

Ax 1703 Peripheral Bus

Transmission rate 16 Mbit/s

Peripheral connector

96 pin according to DIN 41612 type C

Rated impulse voltage

2.0 kv

Dimensions

Double euro format 233.4 x 160 mm, 4 WU

Weight

Approx. 340 g

5.9.3.4 Display

The LEDs on the front panel indicate the operating state of the module and the process state signals of the

digital outputs.

(@) ©)
(©) @)
D0-2210 D0-2211
RY RY
ER ER
IC00 (Jcoo
1C01 co1
1C02 CJco2
IC03. Clcos
IC04. CJcoa
IC05. (J|cos
IC06. (CJcos
ICO7 Olcor
C08. (ycos
IC09 (CJlcog
IC10 cjc1o
IC11 @[]
IC12 CJC1.
IC13. QJc13
IC14. Jjc14
C15. Clc1s
IC16. Qc1e
IC17. CJc17
IC18. Cjc1s
IC19 Jjc19
IC20 Jjc20
IC21 CJlc21
IC22 Jjc22
IC23 COJcas
C24. (Jc24
IC25 (jc25
IC26 CJlc26
IC27 lc27
IC28 (Jjc28
IC29 J|c29
IC30 CJlc3o
IC31 Oc31
IGRA (JGRA
IGRB (CJGRB
JOR0 CJORrR0
IOR1 (CJoR1
ICE C)ICE
)
o
o
oM oM
SIN SIN
@) @)
(© ®

ER Fault

C00 to C31 |Process state binary outputs
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5.9.3.5  Pin Assignment

Connector X2

A 96-pin male connector according to DIN 41612 type C is used. The peripheral connector's pin assignment is
described in the following table.

X2 Peripheral Signal X2 Peripheral Signal X2 Peripheral
cable CM-2890 cable CM-2890 cable CM-2890

Wire Color Wire Color Wire Color
c1 | 03 | whbulye CA02 b1 | 02 | bulwhbu CAO1 al | 01 | whbul/bu CA00

c2 | 06 | gn/whbu CAO5 b2 | 05 | whbu/gn CAO4 a2 | 04 | yelwhbu CAO3
c3 | 09 | whbu/bk COMA b3 | 08 | bn/whbu CA07 a3 | 07 | whbu/bn CA06
c4 | 12 | bulwhye b4 | 11 | whyelbu a4 | 10 | bk/iwhbu GRA
c5 | 15 | whyelgn CB02 b5 | 14 | yelwhye CBO1 a5 | 13 | whyelye CB0OO
c6 | 18 | bn/whye CBO5 b6 | 17 | whye/bn CB0O4 a6 | 16 | gniwhye CBO3
c7 | 21 | whgn/bu COMB b7 | 20 | bkiwhye CBO7 a7 | 19 | whyelbk CBO6
c8 | 24 | yelwhgn b8 | 23 | whgnlye a8 | 22 | bu/whgn GRB
c9 | 27 | whgn/bn CB10 b9 | 26 | gn/whgn CB09 a9 | 25 | whgn/gn CBO8
c10| 30 | bkiwhgn CB13 b10| 29 | whgn/bk CB12 al0| 28 | bn/whgn CB11
c11| 33 | whbnlye COMB b11| 32 | bu/whbn CB15 al1| 31 | whbn/bu CB14
c12| 36 | gn/whbn b12| 35 | whbnign al2| 34 | yelwhbn
c13| 39 | whbn/bk CA10 b13| 38 | bn/whbn CA09 al3| 37 | whbnibn CA08
c14| 42 | bulwhbk CA13 b14| 41 | whbk/bu CA12 al4| 40 | bk/iwhbn CA11
c15| 45 | whbkign COMA b15| 44 | yelwhbk CA15 al5| 43 | whbklye CA14
c16| 48 | bn/whbk b16| 47 | whbk/bn al6| 46 | gn/iwhbk OA3
c17| 51 | rdbu/bu CA18 b17| 50 | bkiwhbk CA17 al7 | 49 | whbkibk CA16
c18| 54 | yelrdbu CA21 b18| 53 | rdbulye CA20 al8| 52 | bulrdbu CA19
c19| 57 | rdbu/bn COMA b19| 56 | gn/rdbu CA23 al9| 55 | rdbulgn CA22
c20| 60 bl/rdbl b20| 59 | rdbulbk a20| 58 | bni/rdbu OA1
c21| 63 | rdyelye CB18 b21| 62 | bulrdye CcB17 a21| 61 | rdye/bu CB16
c22| 66 | gnirdye CB21 b22| 65 | rdyelgn CB20 a22| 64 | yelrdye CB19
c23| 69 | rdyelbk COMB b23| 68 | bn/rdye CB23 a23| 67 | rdyelbn CB22
c24 | 72 | bulrdgn b24| 71 | rdgn/bu a24| 70 | bkirdye OA2
c25| 75 | rdgnign CB26 b25| 74 | yelrdgn CB25 a25| 73 | rdgnlye CB24
c26 | 78 | bnlrdgn CB29 b26| 77 | rdgn/bn CB28 a26| 76 | gnirdgn CB27
c27 | 81 | rdbn/bu COMB b27| 80 | bk/rdgn CB31 a27| 79 | rdgnibk CB30
c28| 84 | yelrdbn b28| 83 | rdbnlye VR a28| 82 | bulrdbn OAO
c29 | 87 | rdbn/bn CA26 b29| 86 | gnirdbn CA25 a29| 85 | rdbn/gn CA24
c30| 90 | bkirdbn CA29 b30| 89 | rdbn/bk CA28 a30| 88 | bnirdbn CA27
c31| 93 | rdbklye COMA | b31| 92 | bulrdbk CA31 a31| 91 | rdbk/bu CA30
c32| 96 | gnirdbk b32| 95 | rdbkign a32| 94 | yelrdbk

The "X2" column refers to the male connector of the peripheral connector.
The abbreviations have the following meaning:

CAO0O to CA31 ... Command output group A, 0 to 31

CBOO to CB31 ... Command output group B, 0 to 31

COMA, COMB ... Common CA, CB

GRA, GRB ... 2 group outputs

OAO to OA3 ... 4 pulse outputs

ORO, OR1 ... Output relay 0, 1
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VR ... Measuring circuit for command outputs

5.9.3.6  Block Diagram and External Circuitry

The following circuitry variants are examples, and do not relate exclusively to the depicted inputs/outputs.

< sysfem bus >

\ bus confroller

1 1
I I
I I
1 1
| [frmware loadng] | shared RAM | [ wafchdog | [ HW-D |
| 1
| 1
\ [rasH | [ e ] |
I I
! internal_bus 1 [ LEO-dsplay | !
| |
| 1
I CPU 1
e ]
1| iadjusim, values) HW-REV % I
| UART |
| [ ] |
! 4 peripheral_confral_bus Y !
| |
| L |
I V preedkooan 1o
| P E SM-2506 i |
1 i T
I [ P
| o ref. \iatue .
| | | measuring | |
| l | E_ (optional) J |
| o & | \ | I
Qalvanical . ———— — — —_ _
r 1 |

LZ:ZZZEI —ZIZEZE :iq

Lm o — = - — = T e T T o — — 4
— = | =]
é%ga[——:emgg &JE&L;J‘:@L
[ o o O ol ol ol Ol =
2x32 command outputs outputs of measuring
circuif, groups and pulses
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External Circuitry: 32 2-pole commands, measuring in the minus circuit

DO-2210 \
co0
o CAGD
- | L ¥
L CBOO
c31
o I CA31 jz
L CB31 i
COMA
l comB
Al B position A only ‘
——————— —
\ ;‘;L__ GRA
BI__‘ GRB

” VR

_— ] 0AD Uexts
F‘:—J oRo ‘
1
‘ oAl Uext-
__/\__ onz
OR1

OA3

NOTE

i 0

The fused circuit with output relais ORO must be used before the fused circuit with output relais OR1.
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External Circuitry: 32 2-pole commands, measuring in the plus circuit

DO-2210 \
coo
T CADD
: | LAY
! CBOD
c31
o | cA31 SiZ
‘ cBa ;
COMA
l CcomMB
A B position B only ‘
SR
= ———— o
BT e GRB
i VR
1f
ref:
inverted

OA1 Uex'f“'
g NN oAz
: OR1 ‘
L | 0OA3
o NOTE
l The fused circuit with output relais ORO must be used before the fused circuit with output relais OR1.
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External Circuitry: 64 1%:-pole commands, relay common return on minus pole with 2-rail system

D0-2210 \
oo o L1
|
L CBOO l Eﬂ ]
cat o ™
. = oA |
L CB31 [ B [
COMA
L cows
al s ‘
e A crA
Bl GRB

with 2-rail system

I
I VR

ref:
inverted

Fgg,/f/T ] 0AOQ Vext-
L 1

OA1 Yexts

| OA3

NOTE

i @

The fused circuit with output relais ORO must be used before the fused circuit with output relais OR1.
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5.9 SICAM A8000 Rack /0 Modules

External Circuitry: 64 1%.-pole commands, relay common return on minus pole with 1-rail system

DO-2210

ext-

Uexts

coo - a0 1 E
\
‘ B0 LE]——
ca o J
‘ ‘ cA31
‘ cBa1 LE]E
COMA
L cows
al, Je ‘
——————— —
R GRA
— \
B GRB
with 1-rail system
}I VR
ref:
inverted
: 0AD
r\:l—l oR0 ‘
: ‘ oA1
I oAz

OA3

i 0

NOTE

The fused circuit with output relais ORO must be used before the fused circuit with output relais OR1.
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External Circuitry: 64 1%:-pole commands, relay common return on plus pole with 2-rail system

D0-2210 |
coo | cAD
L l CBOO [ B I
C31
L ‘ CA31
L CBa1 [ B X
COMA
| comB
A 4B ‘
7777777 STl A GRA
Bl ‘ GRB
” VR
-—/ l QAD Uexts
ORO ‘
‘ OA1 Vext-
_/4_‘ 0A2
ORA1 ‘
I | QA3
~ NOTE
l The fused circuit with output relais ORO must be used before the fused circuit with output relais OR1.
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5.9 SICAM A8000 Rack /0 Modules

External Circuitry: 64 1:-pole commands, relay common return on plus pole with 1-rail system

Vexts

ext-

DO-2210 |
coo x00 I
: |
L CBOO L@
ca1 - J
- = oA
L CB31 Lg:[—
coma
L cows
al,Js ‘
S~ A GRA
B | GRB
with 1-rail system
}I VR
e } 0A0
J—\:I—lom ‘
‘ ‘ 0A1
_/I—_ 0A2

OA3

NOTE

i @

The fused circuit with output relais ORO must be used before the fused circuit with output relais OR1.
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External Circuitry: 64 1-pole commands, relay common return on minus pole

D0-2210 FKF[
coo ‘
‘ ‘ CAOD [ﬂ
CBOO [ Eﬂ [
c3 [—kﬂ—]
‘ ‘ cA3 Eﬂ
‘ CBH [ 1 [
COMA
| coms

- ’——GRA

BL e GRB

” VR

Eﬂ_—OAG = u

0OA1

ref.
inverted

ext-

Uexts

OA2

| QA3

NOTE

i @

The fused circuit with output relais ORO must be used before the fused circuit with output relais OR1.
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5.9 SICAM A8000 Rack I/O Modules

External Circuitry: 64 1-pole commands, relay common return on plus pole

D0-2210 | 43-47
coo - 1 Eﬂ
‘ 800 { Eﬂ }
ca {_Eﬂ_l
‘ CA31 Eﬂ
CB31 [ Eﬂ J
COMA
L cous
al,Je ‘
_______ el A - o
BL______L GRB
&
}I VR
.—/1——

QA0

L Uexts

OA1

0A2

OA3

ext-

1

NOTE

The fused circuit with output relais ORO must be used before the fused circuit with output relais OR1.

314

SICAM A8000 Series, CP-8031, CP-8050, Manual
DC8-026-2, Edition 11.2022



System Components and Technical Data

5.9 SICAM A8000 Rack I/0 Modules

Mixed circuitry: 1-pole and 2-pole commands, with one fused circuit each, and measuring in the minus circuit

DO-2210

Ccoo

CADD z jz
CB00

Co1

C30

CAD1

CBO1

™ CA%
! - CB0
31 ‘ lI A3
‘ CB31
‘ CoMA
L cous
A s position A only ‘
\7777___i‘\ Aﬁ_ GRA
EII__| GRB
}I VR
»—/ } 0A0 Uexl+
r‘:|—| ORO ‘ 2-pole output circuit
‘ ‘ OA1 Vext-
N 0A2
OR1 ‘ 1-pole output circuit
' T 0A3 Vest-
o NOTE
l The fused circuit with output relais ORO must be used before the fused circuit with output relais OR1.
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Mixed circuitry: 1-pole and 2-pole commands, with one fused circuit each, and measuring in the plus circuit

D0-2210 |
c00 |

: | CA00 ; jz
L CBOO

Co1 =

CAO01

CcBo1

c30 |

CA30

L - CB30

ca |

CA31

| ‘ C5314[§T‘

COMA

coms

-~ ’—_GRA

_-\E'Y—_‘ GRB

” VR

ref.

inverted
,_/] 0A0 Uexl—
|—|:|—J ORO ‘ 2-pole output circuit
| ‘ oA1 Uexts
_/I—- OAZ
: OR1 ‘ 1-pole output circuit
L 0A3 ext+
~ NOTE
l The fused circuit with output relais ORO must be used before the fused circuit with output relais OR1.

5.9.3.7 1/0 Assignment

The assignment of the HW pins to the data points is done according to the following scheme.

Outputs
Pulse commands - PCCO86
HW pin Data Point
Single commands 1-pole and 1 »-pole
CA00 Command CAOQO (RI:SI DOO)
CAO01 Command CAO01 (RI:SI DO1)
CA31 Command CA31 (RI:SI D31)
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HW pin Data Point

CBOO Command CBOO (RI:SI D32)

CBO1 Command CBO1 (RI:SI D33)

CB31 Command CB31 (RI:SI D63)

Single commands 2 pole

CAOQ0 / CBOO Command CAO0O0/CBOO (RI:SI DO0)

CAO01/ CBO1 Command CA01/CBO1 (RI:SI DO1)
CA31/CB31 Command CA31/CB31 (RI:SI D31)
Double command 1-pole and 1"%-pole

CAO00, CAO1 command CAO00/CAO01 (RI:DI DO0O/D0O1)
CA02, CA03 command CA02/CA03 (RI:DI D02/D03)
CA30, CA31 Command CA30/CA31 (RI:DI D30/D31)
CBOO, CBO1 command CBOO/CBO1 (RI:DI D32/D33)
CB0O2, CBO3 command CB02/CBO3 (RI:DI D34/D35)
CB30, CB31 Command CB30/CB31 (RI:DI D62/D63)
Double commands 2-pole

CAO00 / CBOO, CAO1 / CBO1 Command CA00..CBO1 (RI:DI DOO/DO01)
CA02 |/ CB02, CA03 / CBO3 Command CA30..CB31 (RI:DI D30/D31)
CA30/CB30, CA31/CB31 Command CA30..CB31 (RI:DI D30/D31)

Pulse commands - PCCO87

HW pin Data Point

Single commands 1-pole and 1 '2-pole

CA00 Command CA0O (RI:SI DOO)

CBOO Command CBOO (RI:SI DO1)

CA01 Command CAO01 (RI:SI DO2)

CBO1 Command CBO1 (RI:SI DO3)

CA31 Command CA31 (RI:SI D62)

CB31 Command CB31 (RI:SI D63)

Single commands 2 pole

CA00 / CBOO Command CA00/CBOO (RI:SI DOO)

CAO01 / CBO1 Command CA01/CBO1 (RI:SI D02)

CA30/CB30 Command CA30/CB30 (RI:SI D60)

CA31/CB31 Command CA31/CB31 (RI:SI D62)

Double command 1-pole and 1%z-pole

CAO00, CB0OO Command CA00/CBOO (RI:DI DOO/DO1)

CAO1, CBO1 Command CA01/CBO1 (RI:DI DO2/D03)

CA30, CB30 Command CA30/CB30 (RI:DI D60/D61)

CA31, CB31 Command CA31/CB31 (RI:DI D62/D63)
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HW pin Data Point

Double commands 2-pole

CA00 / CB0OO, CAO1 / CBO1 Command CA00..CBO1 (RI:DI DOO/DO01)
CA02 / CB02, CAO3/CBO3 Command CA02..CB0O3 (RI:DI DO4/D05)
CA04 | CBO4, CAO5 / CBO5 Command CA04..CB03 (RI:DI DO8/D09)
CA28/CB28, CA29 | CB29 Command CA28..CB29 (RI:DI D56/D57)
CA30/CB30, CA31/CB31 Command CA30..CB31 (RI:DI D60/D61)

5.9.3.8  Return Information to Pulse Command Assignment

Assignment BISX86 to PCCO86 (assigning commands without building groups)

Type Predefined assignment

Single-point information to single command SI D0O0...command CA0O
(1-pole, 1.5-pole) SIDO1...command CAO1

SID31...command CA31
SID32...command CBOO
SI D33...command CBO1

SID63...command CB31
Single-point information to single command SI D0O0...command CA00/CBOO
(2-pole) SIDO1...command CAO01/CBO1

SID31...command CA31/CB31
Double information to double command DI DOO/DO1...command CAOO/CAO1
(1-pole, 1.5-pole) DI D02/D03...command CA02/CA03

DI D30/D31...command CA30/CA31
DI D32/D33...command CBO0O/CBO1
DI D34/D35...command CB02/CB03

DI D62/D63...command CB30/CB31
Double information to double command DI DOO/DO1...command CA00..CBO1
(2-pole) DI D02/D03...command CA02..CBO3

DI D30/D31...command CA30..CB31
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Assignment BISX86 to PCCO87 (assigning commands in groups)

Type Predefined assignment

Single-point information to single command SI DOO...command CAOO
(1-pole, 1.5-pole) SIDO1...command CBOO
SI D02...command CAO1
SI DO3...command CBO1

SID62...command CA31
SID63...command CB31
Single-point information to single command SI DOO0...command CA00/CBOO
(2-pole) SI D0O2...command CA01/CBO1

SI D60...command CA31/CB30
SID62...command CA31/CB31
Double information to double command DI DOO/DO1...command CAOO/CBOO
(1-pole, 1.5-pole) DI D02/D03...command CA01/CBO1

DI D62/D63...command CA31/CB31
Double information to double command DI DOO/DO1...command CA00..CBO1
(2-pole) DI DO4/D05...command CA02..CBO3

DI D56/D57...command CA28..CB29
DI D60/D61...command CA30..CB31

5.9.4 AI-2300

NOTE

i @

Use only in connection with CP-8050.

The rack I/O module Al-2300/PASI85 is used for the acquisition of analog values and counting pulses, as well
as for the output of analog values.

It consists of the hardware Al-2300 (Analog Inputs 16x +20mA + 4x opt.IOM) and the loadable firmware
PASI85.

(Firmware PASI8S5 is firmware compatible to SICAM AK Firmware PASI25)
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Optional Al-2300 can be equipped with up to 4 input/
output modules.

®  SM-0570 Analog Input Extension (2x+/-20mA)
®  SM-0571 Analog Value Extension (2x Pt100)

®  SM-0572 Analog output extension (2x =20 mA,
+1/10V)

®  SM-0574 Counter input (2x24-60VDC)

5.9.4.1 Features
®  Acquisition and processing according to IEC 60870-5-101/104
—  Currents and voltages
—  Temperatures via SM-0571
—  Counting pulses via SM-0574
®  Processing and output according to [EC 60870-5-101/104
—  Setpoint commands via currents and voltages via SM-0572
® 16 analog inputs (+20 mA), galvanically insulated from logic and ground
®  Optionally expandable with up to 4 input/output modules, each 2 from the logic galvanically insulated
—  Analog inputs (=20 mA, =10 VDC) via SM-0570
— Analog inputs (Pt100; Ni100) via SM-0571
—  Analog outputs (x20 mA, DC +10 V) via SM-0572
—  Pulse inputs (24...60 VDC) via SM-0574

® [ndication of function and state of the inputs via LEDs
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5.9.4.2 Functions

Acquisition of currents

Settable acquisition grid n*100 ms

5.9 SICAM A8000 Rack I/0 Modules

Measurement range settable with a resolution of 12 bits + sign at +20 mA

Revision

Noise rejection
Automatic calibration
Smoothing

Adaptation

—  Linear (normalized, technologically scaled or short floating-point)

—  Zero-Range Suppression
—  Plausibility check
Change Monitoring

spontaneous transmission upon change

Acquisition of currents and voltages

Acquisition via the analog inputs of a SM-0570

Settable acquisition grid n*100 ms

Measurement range settable with a resolution of

— 12 bit+sign at £20 mA

- 12bit+signat+10V

—  shrinking the range results in decreasing resolution
Revision

Noise rejection

Automatic calibration

Smoothing

Adaptation

—  Linear (normalized, technologically scaled or short floating-point)

—  Zero-Range Suppression
—  Plausibility check
Change Monitoring

spontaneous transmission upon change

Acquisition of temperatures

Acquisition via the analog inputs of a SM-0571

Connecting resistance thermometers: 2-, 3- or 4-wire technique

Update every 400 ms
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Settable measuring ranges
—  When transferring temperatures

- Pt100:-50...+350°C/ -58...4+662°F | (=80.31

...229.67 Q)

- Pt100:-100...+700°C [ -148...4+41292°F | (~60.25...345.13 Q)

- Ni100:-60...+250°C/-76...+482°F | (=74.18
—  When transferring resistance values
- Pt100:0...230Q
- Pt100:0...346 Q
— Ni100:0...346 Q
Resolution
—  When transferring temperatures
- Pt100:0.20°C/0.36 °F | (90 mQ)
- Pt100:0.35°C/0.63 °F/ (130 mQ)
- Ni100:0.35°C/0.63 °F/ (130 mQ)
—  When transferring resistance values
- (a) Pt100: 90 mQ
—  (b) Pt100: 130 mQ
—  (c)Ni100: 130 mQ
Revision
Noise rejection
Automatic calibration
Calibration for 2-wire technique
Smoothing

Adaptation

...295.52 Q)

—  Temperature value (°C, °F) calculation by means of implemented characteristics

—  Resistance (Q)
Change Monitoring

spontaneous transmission upon change

Integrated totals via count pulses

322

Acquisition via the binary inputs of a power-fail safe SM-0574

Maximum pulse frequency 5 kHz

—  Pulse length/pause (see technical data SM-0574)
—  Revision

- Bounce suppression

—  Inversion

—  Pulse counting

—  Measures for power-fail safety
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Counter value formation

—  Count pulse evaluation

—  Setcounter

Integrated total formation

—  Counter interrogation

— Interval control

—  Frozen absolute value

—  Frozen relative value

Integrated total transmission according to IEC 60870-5-101/104

Spontaneous transmission

Output of Setpoint Values via Currents and Voltages

Output via the analog inputs of a SM-0572

Output range settable with a resolution of

— 15 bit + sign at £20 mA

— 15bit+signat+10V

—  shrinking the range results in decreasing resolution

Basic application functions and procedures according to IEC 60870-5-101/104
—  Formal check

—  Direct command

—  Select and Execute command

Adaptation

—  Linear (normalized, technologically scaled or short floating-point)
Selectable behavior upon communication failure and module failure (keep value, output substitute value)
Spontaneous transmission or

periodical transmission

1

NOTE

The previously mentioned functions are described in detail in the document STCAM RTUs Common
Functions Peripheral Elements according to IEC 60870-5-101,/104(DCO-011-2).
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5.9.4.3 Technical Data

Analoge inputs of Al-2300

16 current inputs ® max.+20 mA at 122.5 Q load

® |oadvoltage 2,45V

®  Overrange typ. 2%

® \oltage between the inputs of a group max. 4 VDC

®  Every 2 inputs form a group (8 groups)

® Allinputs are galvanically insulated from logic circuits and ground

®  The inputs of a group are not galvanically insulated from each other

®  Theinputs of a group are galvanically insulated from those of the other
groups and from the inputs/outputs of the input/output modules

Resolution

5 pV (12 bits + sign)

Sampling rate

Every 5 ms, free running

Accuracy

® 0/4..20mA
- 0.05%; 25°C
- 0.1%; 15to 35°C; class 0.1
-  0.15%; 0to 50°C

e -20..+20mA
- 0.25%; 25°C
- 0.30%; 15to 35°C; class 0.3
- 0.40 %; 0 to 50 °C

CMRR

min. -70 dB

Noise rejection

16%, 50, 60 Hz -60dB

Inputs/outputs via input/output modules SM-0570, SM-0571, SM-0572, SM-0574

see technical data of the respective submodule

Power Supply

Operating voltage

DC4.75Vt05.25V
The voltage is picked off from the bus of rack

Power consumption

typ. 2.5 W

Input circuits

Circuits are operated by means of an external voltage

Mechanics and Connectors

Ax 1703 Peripheral Bus

Transmission rate 16 Mbit/s

Peripheral connector

96 pin according to DIN 41612 type C

Rated impulse voltage

2.0 kv

Dimensions Double euro format 233.4 x 160 mm, 4 WU
Weight Approx. 270 g
5.9.4.4 Display
The LEDs on the front panel indicate the operating state of the module and the process state signals of the
analog inputs.
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®

Al-2300

10M0
J

1oM1
J

1om2
J

1oM3

5.9 SICAM A8000 Rack I/0 Modules

-
®
LED Meaning
RY Readiness
ER Fault
VOO0 to V15 Analog inputs 0 to 15

(LED activation from 3 % of full scale value)
V16 to V23 Analog inputs 16 to 23

(LED activation from 3 % of full scale value)

valid temperature value or setpoint value output)
IOMO Position for label with serial number of submodule (IOMO)
IOM1 Position for label with serial number of submodule (IOM1)
IOM2 Position for label with serial number of submodule (IOM2)
IOM3 Position for label with serial number of submodule (IOM3)
SIN Serial number

5.9.4.5  Pin Assignment

Connector X2

A 96-pin male connector according to DIN 41612 type C is used. The peripheral connector's pin assignment is
described in the following table.
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X2 Peripheral cable X2 Peripheral cable X2 Peripheral cable
CM-2890 CM-2890 CM-2890
Wire Color Wire Color Wire Color

cl 03 | whbulye INVO1+ b1 02 | bu/whbu IN VOO- al 01 whbu/bu IN VOO+
c2 06 | gn/whbu b2 05 | whbul/gn a2 04 | yelwhbu INVO1-
c3 09 | whbulbk IN VO3+ b3 08 bn/whbu IN VO2- a3 07 | whbul/bn IN VO2+
c4 12 bu/whye b4 | 11 whye/bu a4 10 | bk/whbu IN VO3-
c5 15 whyel/gn | [IOMO] /0 2 | b5 14 yelwhye | [IOMO] /O 1| a5 13 whyelye | [IOMO] I/0 O
c6 18 bn/whye b6 | 17 | whyelbn ab 16 | gn/whye | [IOMO]I/O 3
c7 | 21 whgn/bu | [IOMO] /06 | b7 | 20 bk/whye | [IOMO]1/O5 | a7 19 | whye/bk | [IOMO] /O 4
c8 24 | yelwhgn b8 23 whgnlye a8 22 bu/whgn | [IOMO] /0 7
9 27 | whgn/bn IN VO5+ b9 26 | gn/whgn IN VO4- a9 25 | whgn/gn IN VO4+
c10 | 30 | bkiwhgn b10 | 29 | whgn/bk al0 | 28 | bnlwhgn IN VO5-
c11] 33 whbnlye IN VO7+ b11 | 32 bu/whbn IN VO6- allt| 31 whbn/bu IN VO6+
c12| 36 | gn/whbn b12| 35 | whbn/gn al2 | 34 | yelwhbn IN VO7-
c13| 39 | whbn/bk | [IOM1]1/02 |b13 | 38 | bn/whbn | [IOM1]1/01 |a13 | 37 | whbn/bn | [IOM1]1/00
c14 | 42 | bulwhbk b14 | 41 whbk/bu al4 | 40 | bkiwhbn | [IOM1]1/O 3
c15| 45 | whbkign | [IOM1]1/06 | b15| 44 | yelwhbk |[IOM1]1/05 |a15| 43 whbklye | [IOM1]1/0 4
cl6 | 48 bn/whbk b16 | 47 whbk/bn ale | 46 gn/whbk | [IOM1]1/0 7
c17 | 51 rdbu/bu IN VO9+ b17 | 50 bk/whbk IN VO9- al7 | 49 whbk/bk IN VO8+
c18 | 54 yelrdbu b18| 53 rdbulye al8| 52 bu/rdbu IN VO9-
c19 | 57 rdbu/bn INV11+ b19 | 56 gnirdbu INV11- al9 | 55 rdbu/gn INV10+
c20 | 60 bl/rdbl b20 | 59 rdbu/bk a20 | 58 bn/rdbu INV11-
21| 63 rdyelye | [IOM2]1/02 | b21 | 62 bul/rdye | [IOM2]1/01 | a21 | 61 rdye/bu | [IOM2] I/0 O
22 | 66 gnirdye b22 | 65 rdyelgn a22 | 64 yelrdye | [IOM2]1/0 3
23| 69 rdye/bk | [IOM2]1/06 | b23 | 68 bn/rdye | [IOM2]1/05 | a23 | 67 rdye/bn | [IOM2]1/0 4
24 | 72 bulrdgn b24 | 71 rdgn/bu a24 | 70 bkirdye | [IOM2]1/07
c25| 75 rdgnign INV13+ b25| 74 yelrdgn IN V12- a25| 73 rdgnlye INV12+
c26 | 78 bn/rdgn b26 | 77 rdgn/bn a26 | 76 gni/rdgn IN V13-
c27 | 81 rdbn/bu IN V15+ b27 | 80 bk/rdgn IN V14- a27 | 79 rdgn/bk INV14+
c28 | 84 yelrdbn b28 | 83 rdbnlye a28 | 82 bu/rdbn IN V15-
c29 | 87 rdbn/bn | [IOM3]1/02 | b29 | 86 gn/rdbn | [IOM3]1/01 | a29 | 85 rdbn/gn | [IOM3]1/0 0
c30| 90 bk/rdbn b30| 89 rdbn/bk a30 | 88 bn/rdbn | [IOM3]1/0 3
31| 93 rdbklye | [IOM3]1/06 | b31 | 92 bu/rdbk | [IOM3]1/05 | a31 | 91 rdbk/bu | [IOM3] /O 4
c32| 96 gn/rdbk b32 | 95 rdbkign a32 | 9% yelrdbk | [IOM3] /O 7

The X2 column refers to the male connector of the peripheral connector.
The abbreviations have the following meaning:

IN VOO+(-) to IN V15+(-) ... Analog inputs O to 15

[IOMO] 1/0 0 to [IOMO] I/O 7 ... optional in-/outputs (in-/output module 0)
[IOM1]1/0 0 to [IOM1] 1/O 7 ... optional in-/outputs (in-/output module 1)
[IOM2] 1/0 0 to [IOM2] 110 7 ... optional in-/outputs (in-loutput module 2)
[IOM3]1/0 0 to [IOM3] 1/O 7 ... optional in-/outputs (in-/output module 3)

5.9.4.6 Block Diagram and External Circuitry

The following circuitry variants are examples, and do not relate exclusively to the depicted inputs/outputs.
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External Circuitry

Al-230x

J_— IN Voor——(D—
1 IN Voo —————
@ |
T INVO1¥ @
IN VO1-
J = INVO2+ @
IN V02
NV
IN VO3~
,—' IN Vo4
L E—
IN vos+ @)
IN V05~
,—- INvoss )
Il —
IN VO7+ @
IN VO7-
| T INvoss @
IN Vo —————
—
Q|
T Nvoss @
= INVog —————
INVIos— @D
IN VG-
NV @
I—— IN V1=
i TINvize @
@ INVIZ-
IN W13+ o
IN V13-
A
INVigs @D
— INVi4 1
INViss @)
IN v15ﬂ

5.9.4.7 1/0 Assignment

The assignment of the HW pins to the data points is done according to the following scheme.

Inputs
HW Pin Data Point
Measured values on Al-2300 (x20 mA)
IN VOO+ / IN VOO- Measured value VOO
INVO1+/INVO1- Measured value VO1
INV15+/IN V15- Measured value V15
328 SICAM A8000 Series, CP-8031, CP-8050, Manual

DC8-026-2, Edition 11.2022



System Components and Technical Data
5.9 SICAM A8000 Rack I/0 Modules

HW Pin Data Point

Optional measured values via SM-0570 (+20 mA)

[IOMx] 11O O/ [IOMXx] /O 1 Measured value [IOMx] 1/0 0-1
[IOMx] /0 4 [ [IOMx] 1/0O 5 Measured value [IOMx] I/O 4-5
Optional measured values via SM-0570 (Pt100, Ni100)

[lOMx] /OO /[IOMx] IO 1] Measured value [IOMx] 1/0 0-3
[IOMx] 1/0 2 [ [IOMx] 1/O 3 Measured value [IOMx] I/O 4-7

[IOMx] 11O 4 [IOMx] /05
[lOMx] 1/0 6/ [IOMX] /O 7
Optional integrated totals via SM-0574 (<5 kHz, 24...60 VDC)

[IOMx] 1/0 O/ [IOMXx] I/O 1 Measured value [IOMx] 1/0 0-1
[IOMx] 1/0 4 [ [IOMx] 1/0O 5 Measured value [IOMx] I/O 4-5
(x=0t1t03)

Outputs
HW Pin Data Point
Optional setpoint values via SM-0572 (£20 mA, 10 mA, 25 mA; +1V, 10 V)
[IOMx] 110 2 [IOMx] I/O 3 Measured value [IOMx] 110 2-3
[IOMx] 1/0 6 [ [IOMX] 110 7 Measured value [IOMx] /O 6-7
(x=0t1t03)

NOTE

i 0

In the SICAM TOOLBOX II, always Al-2300/PASI85 has to be equipped. The following parameters must be
set correspondingly:

Default-load yes

Bipolar acquisition X_100%: 20 mA
X_0%: 20 mA

Unipolar acquisition X_100%: 20 mA
X_0%: 0

5.9.5 SICAM Rack I/0 Submodules

5.9.5.1 SM-0570 Analog Input Extension (2x+/-20mA)

The submodule SM-0570 (analog value module) is used for modular expansion of peripheral module Al-2300.
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Overview
The submodule SM-0570 provides
® 2 analog inputs
- Measuring range -20 mA ... +20 mA.

—  Other measuring ranges (e.g. £5 mA, 10 mA; =1V, 10 V) are possible when changing load resis-
tors and providing external circuitry

The function of this submodule is determined by the firmware of the basic module.

Value adaptation
In order to be able to carry out these different value adaptations, changes must be made to the module or the
external circuitry. These are to be managed on a project-specific basis (attention when replacing!).
The load resistors and series resistors used must comply with the following specifications in order to comply
with the specified accuracies:
Values:
123.5 Ohm for 1,3 % overrange (old modules)
122.5 Ohm for 2 % overrange (new modules)
Techn. Data: RM10mm; 0207; 0.1 %; 5 ppm
After the conversion a factory calibration must be carried out at full-scale for all measured values at the same

time with a high-precision sensor, in order to comply with the specified accuracies. If only one sensor is avail-
able, the current values must be connected in series or the voltage values must be connected in parallel.

e  Adaptation for 5 mA:
The load resistance per measured value on the module must be exchanged for a 4 times value.

®  Adaptation for 10 mA:
The load resistance per measured value on the module must be exchanged for a double value.

®  Adaptation for any current value:
There must be a voltage of 2.468 V (1.3%) or 2.45 V (2%) at full load on the load resistor.
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e  Adaption for 10 V:

The load resistance per measured value on the module must be exchanged for a 5 k ohm load resistor.

5.9 SICAM A8000 Rack 1/0 Modules

Furthermore, an series resistor of 15k4 ohm must be set externally.

®  Adaption for 1 V:

The load resistance per measured value on the module must be exchanged for a 5 k ohm load resistor.
The full-scale voltage for a 12-bit value is now 2.45 V, which means that a resolution of only 11 bits is

available for a 1 V analog value. It must therefore be adapted to 12 bits in the CAEx.

Technical Data

Input circuits
2 current inputs

Parameter memory EEPROM 24C01 (48 Byte)

® Max. 20 mA at 122.5 Q load

® |oadvoltage 2,45V

®  Overrange typ. 2%

® \Voltage between the inputs: max. 4 VDC

® Allinputs are galvanically insulated from logic circuits and ground

®  The inputs are not galvanically insulated from one another

Resolution 12 Bit + polarity sign
Accuracy 0/4 mAto+ 20 mA
® 0.05%25°C
® 0.1%15to35°Cclass 0.1
® 0.15%0to50°C
® |ong-term stability 0.1% for 5 years
-20mAto+ 20 mA
® 0.25%25°C
® 0.3%15to35°Cclass 0.3
® 04%0to50°C
CMRR Min. -70 dB
120 1
100
&0
o
I 60
=y
4|:| 4
20
0

10
20
50 4

—t—t—t—t+—t+—t+—+—t+—+—+—1
o o oo o o o o o o 9 o
S 9 o9 o a o o a3 a
- & o e o a o a4 a o
- & o 48 o 4 4 a o
- Ao 4o o 4O
- A3 o

f [He]

Noise rejection

16 2/3 Hz, 50 Hz, 60 Hz: -60dB

Power Supply
Operating voltage

5VDC x5 %, typ. 0.6 W

Input circuits

Circuits are operated by means of an external voltage
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Mechanics and Connectors

Rated impulse voltage 2.0 kv
Dimensions 120 x 35 mm
Weight Approx. 30 g

Pin Assignment

Connector to carrier module

The pin assignment of the connector is described as follows:

Pin Alias Signal Pin Alias Signal
1 1100 1/0 VO+ 2 1101 1/O VO-
3 110 2 4 /103

5 6

7 110 4 11O V1+ 8 1105 1O V1-
9 10 6 10 o7

The abbreviations have the following meaning:
IN VO+, IN VO- = Analog input O
INV1+, INV1- = Analog input 1

Block Diagram and External Circuitry

internal_jnterface
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i i
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I 1
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i i
i i
I I
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== =
= = = =
2 Jnalng
inputs
Figure 5-83 SM-0570 block diagram
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o

SM-0570 ‘
J—T IN VOO+
IN VOO-
Nl
IN VO1+
—| ‘ IN VO1-

/oD @DW

/0 1 1
/O 4 ao A@T
/o5 T

Figure 5-84 External circuitry for current input

5.9.5.2 SM-0571 Analog Value Extension (2x Pt100)

1

The submodule SM-0571 (analog value module) is used for modular expansion of peripheral module Al-2300.

Overview

The submodule SM-0571 provides
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® 2 resistance thermometer inputs

For Pt100- or Ni100-sensors

—  For 2-wire, 3-wire or 4-wire connection technology

—  Theinput signals are quantified by an integrated measurement method

Adjustable measuring range

—  Adjustable acquisition time and ripple rejection

The function of this submodule is determined by the firmware of the basic module.

Technical Data

Input circuits
Resistance thermometer inputs

®  Pt100, Ni100
®  For 2-wire, 3-wire or 4-wire connection technology
®  The inputs are galvanically insulated from logic circuits and ground

®  The inputs are not galvanically insulated from one another

Measuring ranges

® Measuring range 1,230 Q
®  Measuring range 2, 346 Q

Resolution ® Measuring range 1, 90 mQ
®  Measuring range 2, 130 mQ
Accuracy at 25°C 0.2%

Reference current

® Measuring range 1, 2 mA +6%

® Measuring range 2, 1.33 mA +6%

Maximum line resistance

(in summary, go-and-return
line)

max. 40 Q for 2-, 3- and 4-wire-connection technology

Power Supply
Operating voltage

5VDC + 5 %, typ. 0.9 W

Input circuits

Circuits are operated by means of an external voltage

Mechanics and Connectors

Rated impulse voltage 2.0 kv
Dimensions 120 x 35 mm
Weight Approx. 35 g

Pin Assignment

Connector to carrier module

The pin assignment of the connector is described as follows:

Pin Alias Signal Pin IEH Signal

1 /100 IN IREFO- 2 /101 IN [REFO+
3 110 2 IN VO- 4 1103 IN VO+

5 6

7 110 4 INV1- 8 105 INV1+

9 110 6 IN IREF1- 10 1107 IN IREF1+

The abbreviations have the following meaning:

IN IREFx = reference current

IN Vx = measuring-circuit voltage
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X...number of input 0...1

Block Diagram and External Circuitry
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Figure 5-85 SM-0571 block diagram
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Pt100 / Ni100

SM-0571 |
L INIREFO+ 1/0 1
S
| IN VO+ 110 3 j

1 \
- IN VO- 110 2
| IN IREFO- | /00 j

Pt100 / Ni100

Lo e iNiREFI+ 1o 7
&
| INV1+ 1o 53

T \
- IN V1- /O 4
| IN IREF1- /O Gj

Figure 5-86 Connecting Resistance Thermometers in 2-Wire Technology

Pt100 / Ni100

SM-0571 \
LOD—— IN IREFO+
10 1 j ﬁs

A INVO+ ‘ 1103
<ﬂ INVO- | o2
|

IN IREFO- ‘ 1100

Pt100 / Ni100

L@__ IN IREF1+ o7

)
<—— INV1+ ‘ 1105 j
——‘_ INV1- | 110 4

IN IREF1-

oe

Figure 5-87 Connecting Resistance Thermometers in 3-Wire Technology
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f:'—— IN IREF1-
|

SM-0571 | PH00 / Ni100
LCﬁ)i—- IN IREFO+ 110 1 %9
4 | IN VO+ 110 3
< | IN VO- /02
f‘:'—|— IN IREFO- 1100
‘ Pt100 / Ni100
L@[}—— IN IREF1+ 1107 5
i+ | INV1+ 1105 /ﬁj
< | INV1- /0 4
| 11086

Figure 5-88  Connecting Resistance Thermometers in 4-Wire Technology

5.9.5.3 SM-0572 Analog output extension (2x +20 mA,+1/10 V)

The submodule SM-0572 (analog value module) is used for modular expansion of peripheral module Al-2300.

Overview

The submodule SM-0572 provides
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® 2 analog outputs

—  Current or voltage output can be selected for each submodule

—  Selectable current output range

- -20mAto+20 mA
- -10mAto+10 mA
- -5mAto+5mA

—  Selectable voltage output range

- -1Vio+1V
-  -10Vto+10V

The function of this submodule is determined by the firmware of the basic module.

Technical Data

Parameter memory EEPROM 96 Byte

Output circuits
Current outputs

® max. +20 mA on max. 500 Q load
® max. +10 mA on max. 500 Q load

®  max. +5 mA on max. 500 Q load

®  The outputs are galvanically insulated from each other, from the
carrier module, from the logic circuits and from ground

®  The outputs are protected by EMC filters and fault protection equip-

ment

Voltage Outputs

e +10Vatmin. 1kQ load
e +71Vatmin.1kQ load

®  The outputs are galvanically insulated from each other, from the
carrier module, from the logic circuits and from ground

®  The outputs are protected by EMC filters and fault protection equip-

ment

Resolution Current outputs

® 15 bit +sign at =20 mA

® 14 bit+signat=10 mA

® 13 bit+sign at =5 mA

Voltage Outputs

® 13 bit+signat=10V

® 11bit+signat+1V
Setting time 10 ms
Accuracy with fan operating Current outputs |20 mA =10 mA +5 mA
(valid, if the ambient tempera- |+25°C 0.05% 0.05% 0.05%
ture is constant since 10 0 to +50°C 02 % 0.4 % 0.8 %
minutes) -25t0 +70°C 0.35% 0.7 % 1.4%

Voltage Outputs [+10V +1V

+25°C 0.05 % 0.5% *)

0 to +50°C 0.4 % 4% *)

-25to0 +70°C 0.75 % 7.5%%*)
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Output circuits

Accuracy without fan operating |Current outputs |[+20 mA +10 mA

(valid, if the ambient tempera- [+25°C 0.1% 0.15%

ture is constant since 10 0 to +50°C 0.25 % 0.5 %

minutes) 25t0470°C 0.4 % 0.6 %
Voltage Outputs |10V =1V
+25°C 0.2% 2% *)
0 to +50°C 0.55 % 5.5% *)
-25to +70°C 0.9 % 9 % *)

Internal resistance with voltage [max. 0.6 Q

output

*) if needed, accuracy is possible as for the 10 V range

Power Supply

Operating voltage 5VDC£5 %, typ. 1.5W

Input circuits

Circuits are operated by means of an external voltage

Mechanics and Connectors

Rated impulse voltage 2.0kv
Dimensions 120 x 35 mm
Weight Approx. 26 g

Pin Assignment

Connector to carrier module

The pin assignment of the connector is as follows:

Pin Alias Signal Pin Alias Signal

1 100 2 1101

3 110 2 OUT VOo+ 4 1103 OuT Vo-
5 6

7 110 4 8 1105

9 1106 OUT V1+ 10 1107 OouT V1-

The abbreviations have the following meaning:
OUT VO+, OUT VO- = Analog output O
OUT V14, OUT V1- = Analog output 1
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Block Diagram and External Circuitry
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Figure 5-89 SM-0572 block diagram
SM-0572 ‘
OUTVO+ 11O 2
| OUT VO | R
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| | 10 3 (50002 max)
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8 | L
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Figure 5-90 External circuitry for current output
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SM-0572 ‘

5/ B OUT VO+ | /O 2 jj R
L
M—OUTVO- 1/O 3 (1kQ2 min)

78 QUT V1+ | /O 6 |j R|_
Ll——OUTW- /o7 (1kQ2 min)

Figure 5-91 External circuitry for current output

5.9.5.4 SM-0574 Counter input (2x24-60VDC)

The submodule SM-0574 (counter input module) is used for modular expansion of peripheral module Al-2300.

Overview

The submodule SM-0574 provides
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® 2 pulse inputs
—  Nominal voltage 24 to 60 VDC
—  The pulse inputs can be used alternatively as

— 2 counter inputs

1 counter input + 1 control input
— 1 pulse input drives 1 counter (pulse counting)
—  The counter has a maximum count of 24 bits width
—  Submodule functions which can be operated autonomously are supplied by backup voltage

—  Because of this counting function and counts are preserved over a supply-outage of up to 72
hours (count pulse frequency < 50 Hz)

— Inthe case of a supply-outage of more than 72 hours the counts are either still correct or
marked as "lost"

The function of this submodule is determined by the firmware of the basic module.

Technical Data

Parameter and counter memory |FRAM 512 Byte

Input circuits and counters
2 pulse inputs ® Rated voltage:
- DC24Vto70Vaccording to EN 61010-1:2010
— DC24Vto60V according to IEC61010-1:2010/AMD1:2016
®  Maximum pulse frequency 5 kHz
® |evel forlogical "0" < 12 VDC; Level for logical "1" = 18 VDC

®  Nominal power per input max. 170 mW at 24 VDC; max. 420 mW at 60
VDC

®  The inputs are galvanically insulated from logic circuits and ground

®  The inputs are operationally insulated from one another

Bounce suppression with Pulse length Pulse discontinua-
counter frequency stage: tion
5 kHz >10 ps >100 ps
500 Hz >150 ps >Tms
50 Hz >1.5ms >10 ms
20 Hz >3 ms >25ms
Backup devices 4 pieces 1F electric double layer capacitors (Gold Caps). Backup devices can
be changed
Calculated life time ®  Raising the average ambient temperature by 10 °C will reduce
(time after that 72 hours expected life by 50 %
buffering is still ensured) ® Avoltage >18V (level for logical 1) fed to the input of a channel

causes the channel's max. power consumption

® Avoltage >12 V (level for logical 0) fed to the input of a channel
causes the channel's max. power consumption

® Disturbance event means failure of the carrier module and autono-
mous buffered operation of the submodule
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Life time

5.9 SICAM A8000 Rack 1/0 Modules

Input circuits and counters

T Case A78 Case B79 Case (80
30 t, =14,6 t, =26,2 t, =292
40 t, =73 t, =131 t,=14,6
50 t, =36 t, =65 t,=7.3
T average ambient temperature in °C

t, calculated life in years

devices

Charging time for backup

Min. 12 h; during charging the power consumption decreases exponen-

tially:
at start 0.5 W (typ.)

after 2 minutes 0.25 W (typ.)

after 12 hours 50 mW (typ.)

Backup supply for counting
function and counts

72 h (count pulse frequency < 50 Hz)

5VDC+5%

Power Supply

Operating voltage

Input circuits

Circuits are operated by means of an external voltage

Mechanics and Connectors

Rated impulse voltage 2.0kv
Dimensions 120 x 35 mm
Weight Approx. 35 g

Pin Assignment

Connector to carrier module

The pin assignment of the connector is as follows:

Pin Alias Signal Pin Alias Signal
1 100 IN ICO+ 2 1101 IN 1CO-
3 110 2 4 1103

5 6

7 1/0 4 INICT+ 8 1105 INIC1-
9 1106 10 1107

The abbreviations have the following meaning:
IN ICO+, IN ICO- = pulse input O (counter input)

IN IC1+, IN IC1- = pulse input 1 (counter input or control input)

78 during the disturbance event, a voltage =18 V (level for logical 1) is fed to both inputs (= worst case power consumption)

79 during the disturbance event, a 50 Hz pulse signal is fed to both inputs; bounce suppression is set to 50 Hz

80 during the disturbance event, a 50 Hz pulse signal is fed to one of the inputs; bounce suppression is set to 50 Hz; the other input is
open or a voltage <12 V (level for logic 0) fed to that input
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Block Diagram and External Circuitry
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Figure 5-93 External circuitry for count pulse input

5.9.5.5 SM-2506 Measuring module for command output 24-60VDC

You find information on this submodule in the specification of the carrier module (DO-2210).
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5.10 SICAM A8000 Racks

5.10 SICAM A8000 Racks
5.10.1 CM-2846
NOTE

i 0

Use only in connection with CP-8050.

5.10.1.1

5.10.1.2

The mounting rack CM-2846 provides 17 slots for modules with double euro format.

The rack is primarily designed for 19" (swing) frame installation, but can also be used for rear panel installa-
tion with the optional wall mounting kit.
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CM-2846 with single power supply CM-2846 with redundant power supply

Overview

The mounting rack (84 TE, 9 HE) can be equipped as follows (these parts are not included in the scope of
supply)

®  SICAM A8000 Rack I/0 Remote Module (CI-2530)
® upto 16 SICAM Rack I/O modules

- DI-2112, DI-2113, DI-2114, DI-2115

- DO0O-2201, DO-2210, DO-2211

- AI-2300
® 1 to 2 power supply modules (PS-263x)

Features and Functions

® Theinstalled rack /O modules are connected to the EbIO, which is operated by exactly one - possibly
redundant - master module (CP-8050/CPCi85)

®  Wiring peripherals using prefabricated peripheral cables CM-2890
® 2 slots for power supply modules PS-263x
®  ESD Earth Facility for connecting a ground strap when changing modules

®  Unlocking tool for modules included
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5.10 SICAM A8000 Racks

5.10.1.3 Technical Data

Backplane and Connectors

Slot for CI-2530 Slot 0

Slots for SICAM A8000 Rack I/O |Slot for 1-17

Modules

Slots for PS-263x ® 1. Power supply module left
® 2. Power supply module right

NOTE

°®
l The connections for redundancy and Ax 1703 peripheral bus (X1 to X23) are not used when the rack is
connected to CP-8050.

Voltage output +5 VDC

Voltage is taken from the power supply module, and provided current-
limited using a PTC

Output nominal voltage8' 1A

PTC voltage drop®’ <100 mVat1Aand+70°C
Proof against continued short- |yes

circuit®’

Supply of the mounting rack

Operating voltage 5,1V; supplied by the installed power supply module PS-263x

Mechanical Design

Design Compact metal housing for

®  rear panel installation

®  19inch (swing) frame installation

Peripheral connectors Prefabricated peripheral cables CM-2890, 50x2x0.5, 5 m
Power supply connectors Screw terminals for direct conductor assembly up to 2.5 mm? cross-section
Dimensions Height: 320 mm

Width: 483 mm

Depth: 258 mm (power supply not installed)
Depth: 280 mm (power supply installed)
Weight Approx. 4.8 kg

81 applies additionally to the specification of the power supply
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5.11 SICAM TM 1/O Modules

5.11 SICAM TM I/O Modules

Following SICAM TM 1/O modules can be coupled to CP-8031/CP-8050 by means of the coupling module

CM-6812:

Type Designation Power MLFB

DI-6100 |[Binary input 2x8 DC 24-60 V 170 mW 6MF11130GBO00AAO
DI-6101 |Binary input 2x8 DC 110/220 V 170 mW 6MF11130GB010AAO
DI-6102 |[Binary input 2x8 DC 24-60V, 1 ms 170 mW 6MF11130GB020AA0
DI-6103 |[Binary input 2x8 DC 110/220V, 1 ms 170 mW 6MF11130GB0O30AAO
DI-6104 |[Binary input 2x8 DC 220V 170 mW 6MF11130GB040AAO
DO-6200 |[Binary output transistor 2x8 DC 24-60 V 600 mW 6MF11130GCO00AAQ
DO-6212 |Binary output relays 8x DC 24-220V [ AC 230V 800 mwW 6MF11130GC120AA0
DO-6220 |Secured command output basic module 560 mW 6MF11130GC200AA0
DO-6221 |Secured command output basic module measure- 1380 mW 6MF11130GC210AAQ

ment
DO-6230 |[Secured command output relay module 130 mW 6MF11130GC300AA0
Al-6300 |Analog input 2x2 +20 mA/=10 V 480 mw 6MF11130GDO00AAO
Al-6307 |Analog input 2x2 +2.5 mA/=5 mA/+=10 V 480 mW 6MF11130GD070AAO
Al-6308 |Analog input 2x2 £1 mA/+x2 mA/=10 V 480 mW 6MF11130GDO80AAO
AlI-6310 |Analog input 2x2 Pt100/Ni100 480 mw 6MF11130GD100AAQ
AO-6380 |Analog output 4x +20 mA/=10 mA/+=10 V 1900 mW 6MF11130GD800AAOD
TE-6420 |Speed acquisition 2x2 5/24VDC/NAMUR 790 mW 6MF11130GE200AAQ
TE-6430 |Counter input 2x DC 24 to 60 V 600 mW 6MF11130GE300AAQ
TE-6450 |Position acquisition2x2 SSI/RS422 770 mW 6MF11130GE500AAOQ
CM-6812 |Coupling SICAM TM I/O Modules - 6MF11130GJ120AA0
NOTE

i 0

®  The modules DI-610x, DO-6212 and Al-6300 can also be used for redundancy from version 04.50 of
the IOMI65.

®  Asof version 4.20 of IOMI85, the module TE-6420 can also be used for redundancy within an 1/O line,
together with SICAM A8000 1/0s

®  To the right of the module TE-6420, only additional TE-6420 can be used
(no other modules possible)

NOTE

i 0

Details such as functions, technical data and external circuitry can be found in document SICAM TM 1/O
Modules, DC6-041-2.
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5.12 MTBF Values

5.12 MTBF Values

The MTBF values shown in this chapter were calculated according to Siemens standard SN29500.

All electrical and electromechanical components were considered. Not included are mechanical components
(screws, housing, adhesive labels, ...).

The MTBF values are statistical values that serve only for the evaluation of maintenance and replacement
needs. These values are not a guaranteed product feature.

The MTBF values were calculated for 40 °C ambient temperature.

5.12.1 MTBF values of the SICAM A8000 Modules

Master Module

Module MTBF

[Hours] [Years]
CP-8031 Master Module 428 796 48.95
CP-8050 Master Module 421992 48.17

Power Supply Modules

Module MTBF

[Hours] [Years]
PS-8620 Power Supply 24-60VDC, 12 W 1809 267 206.54
PS-8622 Power Supply 110-220VDC, 12 W 1748221 199.57
PS-8640 Power Supply 24-60VDC, 45 W 1490671 170.10
PS-8642 Power Supply 100-240VDC o. VAC 45W 1014 243 115.80

Communication Modules

Module MTBF

[Hours] [Years]
CI-8520 Ethernet 'Interface 759 059 86.65
Cl-8522 Network Interface Fiber Optic 646 914 73.85
CI-8551 Serial Communication Interface 436 215 49.80

SICAM A8000 I/0-Remote-Module

Module MTBF

[Hours] [Years]
C1-8530 SICAM I/O Remote 24-60VDC el. 772 308 88.16
CI-8531 SICAM 1/0 Remote 24-60VDC F/O 664 095 75.81
Cl-8532 SICAM 1/0 Remote 110-220VDC el. 762998 87.10
CI-8533 SICAM I/O Remote 110-220VDC F/O 643 795 73.47

SICAM I/0-Module

Module MTBF
[Hours] [Years]
Al-8310 Analog input 2x2 Pt100/Pt1000 1293929 147.71
Al-8320 Analog output 4x +20mA/+10V 2238589 255.55
Al-8330 Ana. Input 3xI(6A) with Al-8340 3, 694, 809 421.78
Al-8340 Ana. Input (4xU(250V), 2xDO) 1,122,158 128.10
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5.12 MTBF Values

Module MTBF

[Hours] [Years]
Al-8510 Ana. Inp. (3xU(240V),3xI(LoPo)) 1354169 154.59
Al-8510 Ana. Inp. (3xU(LoPo),3xI(LoPo)) 1408 352 160.77
AO-8380 Analog output 4x =20mA/+10V 1377524 157.25
DI-8110 Digital input 2x8, 24VDC 1617914 184.69
DI-8111 Digital input 2x8, 48/60VDC 1617914 184.69
DI-8112 Digital input 2x8, 110VDC 1617914 184.69
DI-8113 Digital input 2x8, 220VDC 1552120 177.18
DO-8212 Dig Outp Rel 8x 24-220VDC/230VAC 2 362056 269.64
DO-8230 Digital output transistor 16x 24-60VDC 1019432 116.37

Accessories

Module MTBF

[Hours] [Years]
CM-8820 CT-Adapter 3xI 1A_5AI225mV 11993 284 1369.10
CM-8830 SICAM 1/0 Module LED Unit 1659916 189.00

5.12.2 MTBF Values of the SICAM A8000 Rack Modules

1/0 Remote Module

Module MTBF
[Hours] [Years]
Cl-2530 SICAM Rack I/O Remote 1,129, 637 128.95
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6.1 Mechanical Design

6.1 Mechanical Design

The electrical components of the device are housed in a plastic casing with the dimensions 30 mm x 132 mm
x 124 mm (W x H x D). The casing is designed for assembly on a DIN rail.

On the front are the LED display elements and the communication interfaces.

X5: RS-232
X4: RS-485

X3: Ethernet

X2: Ethernet

X1: Watchdog/Error

Figure 6-1 CP-8050 front view

At the back are the locking hooks, the bus connector and below the slot for the SD card.

Locking Hook

Bus connector SD Card

Locking Hook

View without
bus connector

° NOTE

l See A Ordering Information for compatible hardware versions of locking hook and bus connector with
SICAM A8000 devices.

Locking Hook

The device is locked onto the DIN rail and also removed again using the locking hook. For details see
6.5 Mounting/Removal of a SICAM A8000 Module
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6.1 Mechanical Design

Types of screw terminals

Two different types of screw terminals are provided (manufacturer PHOENIX or FCI, see different impressions
on the side of the terminal).

PHOENIX FCI

Type Plate

On the right side of the housing resides the type plate with specific information as type, order number, serial
number, hardware address for the network operation (MAC address).

SIEMENS
CP-8050 Master Module
CP-8050 Master Modul
MAC X2: 00-E0-F7-C3-A8-3E
X3: 00-E0-F7-C3-A8-3F
6MF28050AA00 BB
BF1702056622

o B CEZOA

Humboldtstr. 59, 90459 Nuremberg, Germany
www.siemens.com/sicam

Made in Germany

Figure 6-2 CP-8050 type plate
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6.2 Dimensions

6.2 Dimensions

Front and side view

122 mm

[
[
L
I

/N

<19 mm> 124 mm

Figure 6-3 CP-8050 Front and side view
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6.3

6.3 Installation Location and Position

Installation Location and Position

CP-8031/CP-8050 must be installed in a suitable cabinet with protection against fire and electrical hazard.
Typically, this is an industrial control cabinet or a rack. For USA/Canada, NRTL/SCC certified cabinets are recom-
mended.

For information on the subject of environmental conditions, please refer to chapter 4 Environmental Condi-
tions.

i @

NOTE

Not permissible are installations on the ceiling and on the floor (excessive temperature, dust load).

Base Device

The base device (with or without communication modules, 1/0-modules) may only be installed horizontally.

Remote I/O Row

Remote 1/0 rows can be mounted in horizontal and vertical position.

In the vertical installation position, a reduced maximum ambient temperature applies. Refer to 4.1.3 Climatic
Ambient Conditions.
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6.3 Installation Location and Position

° NOTE
l Remote 1/0 rows with the Modules DO-8221, Al-8330 or Al-8340 may only be mounted horizontally.
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6.3 Installation Location and Position

6.3.1 Base Device

The base device (with or without communication modules, [/O-modules) may only be installed horizontally.

Figure 6-4 CP-8031, CP-8050 - mounting position
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6.3 Installation Location and Position

6.3.2 Remote I/0O Row

Remote 1/0 rows can be mounted in horizontal and vertical position.
In the vertical installation position, a reduced maximum ambient temperature applies. Refer to 4.1.3 Climatic
Ambient Conditions.

N
N

Figure 6-5 Remote 1/0 Row - mounting position
° NOTE
l Remote I/O rows with the Modules DO-8221, Al-8330 or Al-8340 may only be mounted horizontally.

6.3.3  DIN Rail (TH35 Rail)

A DIN rail that conforms to the standard EN 60715 must be used for the installation of the modules. The orien-
tation and position in which the DIN rail is to be installed must be determined locally.

The DIN rail must be installed horizontally on a vertical wall.

A WARNING

Danger due to improper operation of the device
Failure to observe the safety instructions means that death, severe injuries or considerable damage
to property can occur.

<> The DIN rail must be screwed several times (distance between the screws: max. 150 mm) on an elec-
trically conductive, metallic surface (cabinet/rack frame/mounting plate). This surface must be
grounded properly. A mounting plate is recommended.
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6.3 Installation Location and Position

15 mm ~ max. 150 mm max. 150 mm U max. 150 mm .
€ 7 PN T
€ CC% O CoO Co dx¥p C o o Co Xo —Co o o &Ko
3
NOTE

Siemens recommends the use of a 15 mm deep DIN rail.
®  With DIN rails with a smaller depth, there is a risk that the fastening screw will hit the bus connector.
In such cases, screws with flat heads must be used.

i @

15 mm 7.5 mm

®  Furthermore, in the case of DIN rails with a smaller depth the usability of the modules is restricted
during assembly/disassembly.
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6.4 Space Requirement

6.4  Space Requirement

Space requirement for base device with power supply

To operate CP-8031/CP-8050, a power supply module is required. The dimensions and the minimum distance
(30 mm) around the SICAM A8000 row (for thermal reasons) must be considered for the determination of the
space requirement.

30 30 30 . 30
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7

Figure 6-6 CP-8050 Base Device with Power Supply Module

Space Requirement for a Maximum Configured CP-8050 Base Device

The maximum configuration consists of 6 CI modules, the CP module, 2 PS modules (for redundancy), 8
SICAM 1/0 modules and the LED module. Calculate 30 mm for each module. In addition, the thermal distance
of 30 mm must be considered on the left and right.
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6.4 Space Requirement

Thermal distance on the left 30 mm
6 ClI-Modules (6 x 30 mm) 180 mm
CP-Module 30 mm
2 PS-Modules (2 x 30 mm) 60 mm
LED Module 30 mm
8 SICAM 1/0 modules (8 x 30 mm) 240 mm
Thermal distance on the right 30 mm
Horizontal space requirement 600 mm
§ 600
30 30 30 30 30 30 30 30 30 30 30 30 30 30 30 30 30 30 30 30
> >L< T T >l’< %\4 >||< %\4 '\4 »d »ld »d »pld ;\4 L‘: L‘: »pd »pd ;\A »
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Figure 6-7 CP-8050 Base Device in Maximum Configuration
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6.5 Mounting/Removal of a SICAM A8000 Module

Assembly

< The modules of the SICAM A8000 Series are mounted by means of bus connector and locking hook on
the DIN rail without using any tool.

Each module is equipped with a bus connector. Disconnect the bus connector from the 1/0 module and
mount it on the DIN rail (1).

< Press the module on the bus connector (2). This opens the locking hooks.

< When module and bus connector are connected correctly, the locking hooks are latched on the DIN rail.

NOTE

i 0

You also can open and lock the locking hooks on the module, before you mount the module. They must be
closed manually after assembly.

Check if the locking hooks are engaged in the DIN rail. This is essential for the safe attachment, as well as
the correct function of the module and the other optionally mountable modules.
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6.5 Mounting/Removal of a SICAM A8000 Module

Removal

< Toremove a module again, or to change its position on the DIN rail, the locking hooks must be opened
again.
Insert a screwdriver suitable for slotted screws into the locking hook (shaft length at least 125 mm), as

shown in the picture. The screw driver must have contact to the housing. The locking hooks are opened
by carefully pushing the screwdriver downwards (1) resp. upwards (2).

< When the locking hooks are locked on the housing you can pull the module off forward (3).

SICAM A8000 Series, CP-8031, CP-8050, Manual

363
DC8-026-2, Edition 11.2022



Installation and Circuitry
6.5 Mounting/Removal of a SICAM A8000 Module

NOTE

°®
l Take care of the position of the locking hooks before removing the module from the DIN rail.

OK NOK

Make sure that the locking hooks are deflected exactly vertically, otherwise the module cannot be removed
from the DIN rail or it could be damaged.
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6.6 Mounting of SICAM A8000 I/0-modules

6.6  Mounting of SICAM A8000 I/0-modules

The SICAM 1/0 modules can either be installed locally on the CP-8031/CP-8050 base device or, in the case of
CP-8050 systems, in remote 1/0 rows. Up to 8 SICAM 1/0-modules can be connected in each case. The I/0-
modules must be assembled to the right of the power supply. Thereto the following steps are essential:

®  Mounting of the bus connector for SICAM 1/0-modules

®  Mounting of SICAM 1/O-modules

Mounting of the bus connector for SICAM 1/0-modules
Each SICAM 1/0-module is equipped with a bus connector. These bus connectors must be equipped separated
from the 1/0-module. Hence you have to disconnect the bus connector from the I/0 module before.

Mount the first bus connector right beside the power supply module on the DIN rail (1) and push it into the
bus plug of the power supply module (2). Both elements must be aligned seamless.

Afterwards you can mount the bus connectors of further SICAM 1/0-modules in the same way.

Mounting of SICAM 1/0-modules

The SICAM 1/0 modules can be mounted as shown in following picture.
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6.6 Mounting of SICAM A8000 I/0-modules

NOTE

i @

The tongue and groove system integrated in the modules facilitates the correct combination. The module is
only connected correctly when the locking hook is snapped onto the DIN rail.

NOTE

i @

After transporting a CP-8031/CP-8050 system, Siemens recommends to check if the modules (bus connec-
tors) are still in contact together.

You can take information on the SICAM I/0O-modules out of chapter 5.8 SICAM A8000 I/0 Modules
Please consider the notes in the section, . 2.70 Configuration Rules for SICAM A8000 I/0 Modules

Mounting of the SICAM I/O modules Al-8330 and Al-8340

The prerequisite for installing the I/0 module is that the SICAM A8000 system to be expanded has already
been mounted on the DIN rail.

Then the bus connector (CM-8816), enclosed with the I/O module Al-8330, is clicked onto the DIN rail to the
right of the installed system (1) and connected to the bus connector of the module on the left (2). Then the

analog input module Al-8340 is plugged into the left bus connector (3) and the analog input module Al-8330
into the right bus connector.
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6.6 Mounting of SICAM A8000 I/0-modules

CM-8816

Al-8330
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6.7 Mounting of SICAM TM 1/0-modules

The SICAM TM I/O modules can either be installed locally on the CP-8031/CP-8050 base device or, in the case
of CP-8050 systems, in remote I/O rows. Up to 8 SICAM TM I/O-modules can be connected in each case. At the
base device the SICAM TM 1/0 modules must be assembled to the right of the master module and power
supply. In a remote I/O row, install the I/O modules to the right of the CI-853x module, or if a redundant power
supply is available, to the right of it. Thereto the following steps are essential:

®  Mounting of the coupling module for SICAM TM 1/O modules (CM-6812)
®  Mounting of SICAM TM I/0O-modules

Mounting of the coupling module for SICAM TM 1/0O modules (CM-6812)

This example shows the mounting of the adapter in a remote 1/O row. This procedure is identical to the
mounting of the adapter to a CP-8031/CP-8050 base device.

Place the adapter on the right of the remote 1/0 module (and, if present, to the right of the power supply
module) on the rail (1) and slide it into the bus connector of the module adjacent to the left (2). Both
elements must be aligned seamless.
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Mounting of SICAM TM I/0-modules

Lead the first SICAM TM 1/0 module, as shown in the following picture, into the guides on the SICAM TM 1/0O
coupling module and lock it on the DIN rail.

00000000009
/ /

0000000000
/ a

——
0000000000

Then you can attach the further SICAM TM 1/O modules.

NOTE

®
l The last SICAM TM 1/0 module must be equipped with a protective cap to protect the bus. The appropriate
cap is delivered with the coupling module.
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6.7 Mounting of SICAM TM 1/0-modules

Mounting end clamp

For reasons of stability, a screwable end clamp or earthing clamp must be installed flush on the left side of the
CI-853x housing. Insert it onto the DIN rail (1), press it against the bus connector of the CI-853x module (2)

and screw it tight (3).
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6.8 Mounting of SICAM A8000 Racks

6.8 Mounting of SICAM A8000 Racks

6.8.1 Space Requirement

Certain minimum distances must be observed between rack and adjacent equipment. These minimum
distances serve the installation and removal of components, the cabling and the ventilation of the device in

operation.
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6.8 Mounting of SICAM A8000 Racks

CM-2846 - rear panel installation

Cabinet rear panel
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Space needed for cabling

3HU
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6.8 Mounting of SICAM A8000 Racks

CM-2846 - 19" (Swing) Frame Installation

Frame
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6.8.2 Assembly
CM-2846 19" (swing) frame installation
Proceed as follows:
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6.8 Mounting of SICAM A8000 Racks

®  Determine the position at which the mounting rack is to be installed; please note thereby, that a space of
3HU must be maintained above the mounting rack @

®  Screw the board rack to the 19" frame; use therefore the M6x16 (DIN 85) screws and the washers 6,4-
KST (DIN 125) at position @, and the ESD-screw M6x14 at position @
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®  To mount the optional wall bracket you have to screw the supplied screws (M6x12) half way into the
board rack, hang the wall bracket on the board rack @ and tighten the fas-tening screws ©.
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®  Attach the grounding straps to the cabinet/frame ®
Hint
The earthing straps are not part of the board rack. They have to be ordered separately.
EMC earthing strap 140/10/4.5-6.5 TF3-033 / 6MF13140DA330AA1
EMC earthing strap 300/16/6.5-8.5 TF3-031 / 6MF13140DA310AA1

® Tighten front cover and cable entry panel @

Earthing

strap
Earthing
strap

e

y p
= | o ) e \
=7 (L 6 )
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\_) a i I} Il Ll W I} Ll Ll ] I} ] & I} & I} &
| =
11 = | (=
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] X ” ﬂ .
g —
g 5 —
=
= P-Er-EE-Nr-} -EN- - N - - - Y- EY-EY-EY- - Y- - L
d =)
g —
O —
O —
O —
g =]

y,
Front panel TF3-161

Cable entry panel

CM-2846 Rear Panel Assembly

The rack CM-2846 is designed for 19” (swing) frame installation. The wall fastening kit (TC2-702 /
6MF13130CH020AAOQ) necessary for rear panel installation must be ordered separately.
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Proceed as follows:

®  Mark out the drill holes for the wall bracket on the rear panel of the cabinet according to the enclosed
assembly instruction (C53207-A5703-E421-1A-7431)

60.0 482.6 60.0

T
|
|
I
|
|
|
|
|
|
|
|
|
|
|

—
|
|
|
|
|
|
|
|
|
|
|
|
|
|

35.0

58.0

100.0

266.0

| WALL BRACKET

150.0

|
|
|
+ DEVICE EDGE WITHOUT ‘
|
|
MINIMUM SPACE ‘

|

®  Drill the holes according to the specifications on the drilling diagram
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® fasten the wall bracket

Mounting with self-tapping screws Mounting with conventional screws
Cabinet rear panel - Nut M5
Rear cover Cabinet rear panel
Rear cover
Contact washer
Contact washer

Self-tapping screw

(DIN7500 5x12) Screw M5x12 or 16

(DIN933 or DIN84)

Cabinet rear panel

>
//
I /U,/]
9 &P &0
C \
\ N\
A

Caution
The mounting rack must be fastened with at least 6 screws.

®  Screw the supplied screws (M6x12) half way into the board rack @, hang the board rack in the wall
bracket and tighten the fastening screws @.

378 SICAM A8000 Series, CP-8031, CP-8050, Manual
DC8-026-2, Edition 11.2022



Installation and Circuitry

6.8 Mounting of SICAM A8000 Racks

M6x12
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6.9 Mounting of the SICAM A8000 Module Rack

6.9 Mounting of the SICAM A8000 Module Rack

The SICAM A8000 module rack CM-8846 enables the installation of up to 13 SICAM A8000 modules in a
19" rack.

Scope of delivery:
®  TH35 holder
®  Front panel

® (Cable comb
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5 height units (222.25 mm) must be considered for the module rack
®  Equip the cage nuts (6 pieces M6)

®  Mount the TH35 holder with two suitable M6 screws and washers through the lower two mounting holes
and ensure good grounding

TH35-Halter / TH35 Holder

®  Mount the cable comb with two suitable M6 screws and washers

®  Break out the blank panels of the front panel by turning it several times, depending on the equipment.
(Attention: the blank panels cannot be refitted!)
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® Assemble the modules, either snapping the first 22 mm from the side wall or positioning it using the
front panel
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Assemble the front plate by placing it at a small angle upwards in the lower area and then pressing it

down. The extrusions from the cable comb need to come through the designated cutouts in the front
panel.

®  Fix the front panel with two suitable M6 screws and washers

H /F rontplatte / Front Plate H

SIEMENS
SICAM A8000

R = e =
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6.9 Mounting of the SICAM A8000 Module Rack

lefestigungsdhohrung fdr optionalen Clip
mounting hole for optional clip

Dimensions
465.1
i
Hutschiene EN 60715 35 x 7.5
Din rail EN 60715 35 x 7.5
) (@}
r / .
-
| o
) t:’ o
J
400
481.6
Figure 6-8 CM-8846 front view
151.5
7.5
1
@ - ap
N
28.5 k <
\—Erjmcs‘ahro
\ A ground lug
A-A Faston 6.3 x 0.8
Figure 6-9 CM-8846 side view
385
c
= —
0] O O i O O ]
rdungsfahne
ground lug
Faston 6.3 x 0.8
433
Figure 6-10 CM-8846 top view
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6.10 Memory card

SD card

CP-8031/CP-8050 uses an SD card (Secure Digital) for the storage of firmware, application and diagnosis data.
The master modules are delivered without SD card.

Product Overview

Designation MLFB

SD card 512 MB 6MF12132GA050AA0Q

Temperature range - 40 to + 70 °C
(Spare Part)
SD card 2 GB 6MF12131GA050AAQ
Temperature range - 25 to + 70 °C
(Spare Part)

Inserting the SD Card

With CP-8031/CP-8050 the SD card is inserted in the rear side, therefore the master module must be removed
from the DIN rail when exchanging the SD card.

CP-8050

Figure 6-11 Insert SD card into CP-8050

Put the SD card in the slot and press carefully until it engages.

Removing the SD Card

Disconnect the device from the supply voltage and wait for at least 30 s.
Push the SD card carefully until it is disengaged and springs out of the slot. The SD card can now be removed.
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6.11 Wiring

6.11

6.11.1

6.11.2

6.11.3

386

Wiring
Cabinet-internal wiring is preferably carried out with plastic-insulated cables according to IEC 60364-5-52. Use

only copper wires.

Due to the power dissipation in the device there is a higher temperature on the terminals than the device
ambient temperature. This increase is maximum 15 °C with full load. For this reason the isolation of the wires
must withstand a higher temperature than the device ambient temperature.

Example for process peripherals:

max. ambient temperature max. operating temperature Type

55°C 70°C HO5V-K, HO7V-K
70°C 85°C HO5V2-K, HO7V2-K
Power Supply

CP-8031/CP-8050 requires an external power supply module PS-862x or PS-864x.

®  The supply can be performed via a station battery or via a series power unit.

®  PS-8642 can be supplied optionally via the public low-voltage network.

®  Furthermore, 2 redundant power supply modules can be used (PS-862x as of production level CC).

®  For the fuse protection of PS-862x a circuit breaker 2-pole with 2 A, characteristic C is prescribed
(standard type: Siemens 55Y5202-7).

®  For the fuse protection of PS-864x a circuit breaker 2-pole with 10 A, characteristic C is prescribed
(standard type: Siemens 55Y5210-7).

®  The circuit breaker prescribed for switching on/off must be installed in a suitable location near the device,
easily accessible for the user and marked as a disconnector for the device.

You can establish the supply with single leads of the type HO7V-K (1.5 to 2.5 mm?2) or a cable of the type
LAYY-0 (2 x 1.5 to 2.5 mm?) or HO5VV-F 3G (1.5 to 2.5 mm?2).

Recommended and tested series power units (standard types) can be found in the Appendix A.15 Recom-
mended Upstream Power Supply Devices.

Process Peripherals

You can establish the connections with single leads of the type HO5V-K or HO5V2-K (0.5 to 1 mm?2), as well as
HO7V-K or HO7V2-K (1.5 to 2.5 mm?).

If a wire bridge with 0.75 mm?2 is used or a bridged comb, the cable cross section is limited to 1.5 mm?2.

The construction of the peripheral connectors is designed for direct peripheral wiring. That means, that the
wiring can be carried out without the use of a routing terminal or other additional screw terminals.

Removable screw terminals are used as peripheral connectors. These are attached to the device for delivery.
Optionally spring-loaded or crimp terminals can be used.

Preferably wire end sleeves are to be used.
A cable duct is to be provided for the wiring of the process signals.

Shielding - Process peripherals

Basically CP-8031/CP-8050 is designed in such a way that no shielded peripheral cables are required.
Normally, shielded cables are strain-relieved directly after the cabinet/rack entry and then grounded on a
large-surface screening rail installed for this purpose. The device itself provides no possibility of shield
clamping with peripheral I/Os.
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Figure 6-12 Cable shield

6.11.4 Shielding - Communication

The connections of communication interfaces from/to the modules are to be made with (double) shielded
patch cables of CAT 6A. These are to be laid separately from the supply and peripheral cables in separate cable
shafts/channels and may only be crossed in short areas / transitions.

Recommended are cables with a combination of braided shield (S) and foil shield (F) such as SF/UTP, SFIFTP or
SIFTP cables.

Designation scheme of the cables (XX/YZZ):
® XXstands for the overall shielding:
— U=Unshielded
- F=Foil Shield
— S =Braided Shield
—  SF =Braided and Foil Shield
® Y stands for the wire pair shielding:
— U= Unshielded
- F=Foil Shield
— S =Braided Shield
® 77 stands for:
— TP =Twisted Pair
— QP =Quad Pair

Order information for cables see Appendix A.16 Cables and Connectors.

6.11.5 Protective Earth/Ground

When installing CP-8031/CP-8050, it is to be ensured that the cabinet or rack used has proper protective earth
and ground. That means, that all electrical conducting parts must be connected large-surface and as short as
possible with the existing grounding system.

If these preconditions exist, the grounding of the device takes place via the connection of the DIN rail with the
cabinet spar. A reliable connection is achieved by using screws with contact washers.

6.11.6 Switching the Device On and Off

Before switching the device on it must be connected to the designated power supply. Switching on takes place
by connecting the voltage, commonly for example by switching on a miniature circuit breaker.
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Siemens recommends that the circuit breaker is located close to the device.

The device starts up automatically (startup after power-up). It is operational (without error display), as soon as
all connected modules have concluded the startup. The startup may last up to 10 minutes.

Pay attention to the status display during and after startup.
The switching off of the device takes place by disconnecting the power supply.

A CAUTION

< Switching off during writing operations to the SD card (load firmware, load parameters) is to be
avoided without fail, since the data on the SD card could be destroyed as a result.
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6.12

6.12 Installation of External Communication Connections

Installation of External Communication Connections

Via the communication interfaces of CP-8031/CP-8050 selected transmission facilities can be connected.

Depending on the kind of the selected communication type, different connection cables are required for the
connection of a data transmission facility.

Connection type Communication type Transmission facility Connection cable

Serial Multi-point traffic ® |eased line modem Modem cable see section
6.12.1.4 Multi-Point Traffic
via Leased Line Modem/VFT
Channel Modem

®  VFT channel modem

Multi-Point Traffic via Fiber |®  RS-232/LWL Converter |D-Sub/RJ45 Adapter see
Optic ° section 6.12.1.6 Multi-Point

Star coupler S .
Traffic via Fiber Optic

Point-to-point traffic (direct connection) See section 6.72.1.7 Direct
RS-232 connection to other
automation unit (AU)

Ethernet TCP/IP LAN/WAN Patch cable
GPRS ® MD741-1 GPRS router |Patch cable
®  Dr. Neuhaus Tainy
EMOD-V2-10
®  Dr. Neuhaus Tainy
EMOD-L1-10

Order information for transmission facilities and cables see appendix A.13 Transmission Facilities and
A.16 Cables and Connectors.

i

NOTE

Communication cables are, if possible, to be installed separately from the supply and peripheral cables.

A

CAUTION

< Itis not allowed to connect a serial interface to an Ethernet interface and vice versa.

i 0

NOTE

The examples shown in this chapter always show the master module CP-8050. The same configurations
and circuits apply to CP-8031.

6.12.1 Serial Communication

6.12.1.1 CP-8050 with 2 serial RS-485/RS-422 interfaces
CP-8050 provides an RS-485/RS-422 interface with X4. If it is necessary to connect a second device via an
RS-485/RS-422 interface, it is possible to use an external interface converter. This is connected via the RS-232
interface (X5). Siemens recommends using the Phoenix PSM-ME-RS232/RS485-P. For ordering information see
A.13 Transmission Facilities
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i

NOTE

As an alternative to using an external interface converter, it is also possible to use the serial interface

module CI-8551.

CP-8050

PHOENIX PSM-ME-RS232/RS485-P
Schnittstellenumsetzer

RS-232 (X5)
RJ45 \

1. RS-485/422
Schnittstelle (X4)

D-Sub/RJ45 Adapter 42

" 2.RS-485/422 |

>\ Patchkabel Kat.5

. max. 1,5m

Wiring for Connection CP-8050 - Interface converter

The connection is established with a standard patch cable and a D-Sub/RJ45 adapter.

i 0

8-pol. RJ45  8-pol. RJ45 | 8-pol. RU45 9-pol. D-Sub| 9-pol. D-Sub = Schraub- RS-485 RS-422
mannlich mannlich weiblich weiblich mannllich klemmen  Verdrahtung Verdrahtung
N S ke o - N N P
| q T g T ! i - -
: cTS (1) X5.14§ 1 : , 157” : LA 11 e : D(A){: Datenleitung Empfangsdaten
2 b 1 ! ] Fall ot 1 Datenleitung + Empfangsdaten +
I RTS (0) X5:2 4.2 : : —2=>— | 4%03 %L RXD | D(®) d prang
I X53 I 3 3 ! 3 Sendedaten -
1VCC(0) =l =l ) — 3! 1xp : T(A) - =
! X5:4 4 4 | o4y N I 41 4! Sendedaten +
L TXD (0) TG —— —p | |~ = DTR '1(B)— _—
I X555 1 1 I I 5] -
1 RXD (I) HJI:—S : : —5=ﬂ ‘ | {: 2! GND -
! X5: ! 1
| GND 6 4.8 | ! _654._1—‘ ! 6(:' S psr | , .
' X5:7 E 7 : I 7"{ : 17 ! 7| | 1 Betriebserde Betriebserde
1 DCD () = A - RTS GND—U
| . h | ] | 1
i TR (0) *¥% 42 LB 18 & cts ] 4 _
! H 1 | ! 1 ! 9l 4! d Schirmanschl.  Schirmanschl.
! o I ;o ] ! 4 _rg' n.c. I'SHD
! Schirm :' —. ___1____: I— —.— = Schirm -
PHOENIX Converter
CP-8050 Patchkabel D-Sub/RJ45 Adapter PSM-ME-RS232/RS485-P
NOTE

With a serial connection via X5 interface of CP-8031, CP-8050 a bridge between CTS and GND is required,

as far as the interface shall also be used for the connection with the engineering PC.
The CTS status line cannot be used by the protocol!

If the interface shall not be used as serial engineering interface, the function can be disabled with the

disabled.
Thereby no connection between CTS and GND is required.

parameter Serial engineering interface =

390

Recommended D-sub/RJ45 adapter: RS Pro Series MHDA D-Sub-Adapter for Sub-D plug, 9-polig

Order information see Recommended third-party products, Page 2186. This adapter provides a wired RJ45

socket and an unwired D-sub plug (female).
Wiring of the RJ45 socket:

SICAM A8000 Series, CP-8031, CP-8050, Manual
DC8-026-2, Edition 11.2022



Installation and Circuitry

6.12 Installation of External Communication Connections

1

Pin Wire color

1 black 1

2 yellow 2

3 orange =3
= 4

4 red = e

5 green =5

6 brown \\ 7

7 grey 8

8 blue

Shield black

NOTE

There are other similar converters on the market - the color of the wires can be different! (Check wire color
and pin assignment!)

Wiring at the 9-pole D-sub plug:

The assignment of the pins at the D-sub plug (“backside” view of socket connector) can be made according to
wiring diagram.

@
_— | 1
6
©otl2
71©
€} 3
8 O 4
9 o"
© 5
=
solding point )

Unused wires must be isolated!
When using the shield, it must be soldered to the metal plate of the D-sub plug.

Configuration of Phoenix PSM-ME-RS232/RS485-P

The Phoenix interface converter must be configured for operation as an RS-485 interface. For instructions, see
the package leaflet. This is also available via https://www.phoenixcontact.com.

1

NOTE

The Phoenix converter is to be used inself-controlled mode.

6.12.1.2

CP-8050 with 2 serial RS-232 interfaces

CP-8050 provides an RS-232 interface with X5. If it is necessary to connect a second device via an RS-232
interface, it is possible to use an external interface converter. This is connected via the RS-485/RS-422 inter-
face (X5). Siemens recommends using the Phoenix PSM-ME-RS232/RS485-P. For ordering information see
A.13 Transmission Facilities

1

NOTE

As an alternative to using an external interface converter, it is also possible to use the serial interface
module CI-8551.
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CP-8050

PHOENIX PSM-ME-RS232/RS485-P

Schnittstellenumsetzer

1. RS-232
Schnittstelle (X5)

——— e— e—

RS-485/422 (X4)
RJ45

Patchkabel Kat.5
max. 1,5 m
e

Wiring for Connection CP-8050 - Interface converter

The connection is established with a standard patch cable.

8-pol. RJ45 offenes Ende (Stecker Schraub-
F T oo 7=~ T 7T mannlich vom Patchkabel entfernt)  klemmen
,  CP-8050 N T/ __-__
I I
| LA RS-422 Verbindung el
! 1xD- (0) X414 :%1 D(A)!
- I
| TXD+ (0) X424-2 | b2om) %
1 a 1 @
X4:3 § 3 13 QR
: = ! —D=T(A)I §§
I X4:4 4 4 | 4 &
! s e | P Te) 88
. I
i X548 |
. | I I ] T
oo 40428 ! D— Q s
I A
' RxD-() 4Tl b onpl 23
. I a
| Rxor) XBG2 b
I
i Schirm E : —:)_A_S_lel
I St o
Patchkabel

2. RS-232
Schnittstelle

RS-485/RS-422
“\_Schraubklemme

9-pol. D-Sub
mannllich
_____ A
1!
n.c. ﬂ—1 |
I2 |
RXD = |
|
XD
I
4
DTR—1=| 2. RS-232
oND| 2| Interface
I
DSR }:i :
RTS = - |
|
1
cTS I::»E |
|
n.c. j'i|
Schirm L —!

Pin assignment RS-485 4-wire at Phoenix PSM-ME-RS232/RS485-P (screw terminal)

Pin Signal Designation

1 D(A) Receive data -

2 D(B) Receive data +

3 T(A) Transmit data -

4 T(B) Transmit data +

6 GND Signal ground

8 SHD shield connection
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Pin assignment RS-232 interface at Phoenix PSM-ME-RS232/RS485-P (SUB-D 9)

Pin Signal Designation
1 - o
2 RxD Receive data 6 // 1
3 TxD Transmit data o 2
4 DTR DEE ready 7 o 1N
5 GND Signal ground 8 4
6 DSR Data set ready 9 )
7 RTS Request to send N & 5
8 cTs Clear to send o
9 -

° NOTE

l ®  Atthe 9-pin SUB-D connector of the RS-232 interface of the PSM-ME-RS-232/RS485-P, there are no

status lines (RTS, CTS, DTR, DSR) controlled by the CP-8050.
® RS-232interface = half duplex / full duplex

Configuration of Phoenix PSM-ME-RS232/RS485-P
®  DIP switch 1-4 (Transmission rate)
®  Slide switch terminate = ON
®  Slide switch ST =DTE
®  DIP-Switch 5 = OFF (Self Controlled)
®  DIP-Switch 6 = OFF (RTS/CTS standard)
®  DIP-Switch 7 = ON (RS-485 4-wire operation)
®  DIP-Switch 8 = ON (RS-422)
®  DTE/DCE depending on the desired connector assignment on the 9-pin SUB-D connector

The package insert of the Phoenix interface converter can be found via https://www.phoenixcontact.com.

Configuration of CP-8050

o [BSE] System settings | Serial interfaces | Port | CP-X4 | Electrical inter-
face | RS-422 with termination

6.12.1.3 Communication via X.24/X.27 Interface (Isochronous) with Phoenix Interface Converter

The modules CP-8050 with X5 (RS-232) and CI-8551 with X1, X2, X4 and X5 (RS-232) provide in conjunction
with the Phoenix interface converter(s) PHOENIX PSM-EG-RS232/RS422-P/4K or PSM-ME RS232/RS485-P
("RS-232/RS-485/RS-422 converter”) a balanced interface X.24/X.27 (=balanced interchange circuit according
to ITU-T X.24 or ITU-T X. 27) according to IEC 60870-5-101.

IEC 60870-5-101: For digital transmission methods with digital signal multiplexers, the ITU-T X.24 or ITU-T
X.27 (X.24/X.27) interface may be used for channels up to 64 kbit/s by special agreement.

Order information see A. 14 Interface Modules

~ NOTE
l The structure of this type of communication is shown below using the example of a CP-8050. Analogously,
these illustrations also apply for the use of a CI-8551 module.
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CP-8050 Interface converter
PHOENIX PSM-EG-RS232/RS422-P/4K
or
2?41%32 (X5) PHOENIX PSM-ME-RS232/RS485-P

OOOOOOOOHOEEHHHEON

W _sf0110. 010 || Geny [6oino

\‘\ D-Sub/RJ45 Adapter

| female

Patch cable Cat.5
\_max.1,5m

° NOTE

l ®  The X.24/X.27 interface is supported by the following protocols:
— IEC60870-5-101 (Point-to-point traffic, BPPIO)
— IEC60870-5-101 (Multi-point traffic Slave, UMPxI0)

® |n mode X.24/X.27, the CP-8050/X5 interface cannot be used as a engineering interface for SICAM
TOOLBOX 1.

® The X.24/X.27 signal “Indicate” is signaled at the DCD signal.
The state of the DCD signal can be evaluated as a protocol element return information.

®  The X.24/X.27 signal “Control” is controlled by the RTS signal.
The RTS signal is switched to “ON” by the protocol element firmware (after Ready).

Required Settings
®  Baud rate (set on PRE): 2400, 4800, 9600, 19200 38400, 56000, 64000 bit/s

®  Mode of the interface:
BSE] System settings | Serial interfaces | Port | CP-X5 | Mode | Isochron
"X.24/X.27" (1-time bit clock internal) or

[BSE] System settings | Serial interfaces | Port | CP-X5 | Mode | Isochron
"X.24/X.27" (l-time bit clock external)

Bit clock internal: the bit timing is generated by the CP-8050 interface and provided for connected
systems

Bit clock external: the bit clock is provided by the transmission system or by the remote station

® Disable X5 as engineering interface:

[Home] Hardware | CP-X5 | Module properties | Serial engineering interface
disable = yes
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Wiring for connection CP-8050 - Interface converter (receive clock - Control used, Indicate not used)

Patch cable (with open end)
N

’/— %\\
X5: 8-pol. 8-pol. RJ45 RS232: 9-pol.  RS232: RS422: RS422: 15-pol. 15-polig DSUB, male
RJ45 female  male D-Sub male screw terminal screw terminal ~ D-Sub male X.24/X.27 (X21) interface
[ W P
l CP-8050 .y . PHOENIX Converter .
| | : ! 1 PSM-EG-RS232/RS422-P/4K : P . P 1
1 | 1 S1=DTE L1 L1 :
: RXC (1) ir:_1 ﬁ}r 24V {—4—2}—0—2 | (PE) Protective Earth
' RTS (0) zi 2 24V%CZ+ oV Tgnsmilt gataT(A)ﬁ—(: j : - ! ; ; | (TX_A)  Transmit Data T
1 3! 3 T 1 ontrol Data 4 | |
VeC(0) | = — O (switch on transmitter) € (A) O . 74—; . (RT_A)  Control Data C
! TXD (0) ij: 4 i“: (f'+ D (1) Receive Data R (A)ﬁ:—Oz—Tgf—s (RX_A)  Receive DataR
! 5,5 2 SI Indicator Data | L 1 CD A ;
' RXD (1) ;:_6 B_T 66: RxD (O) (ready to transmit)[(A) O | ~_ :_6 (CD_A)  Indicator Data |
| | 1 I ! ~__!
: GND PG — I O: CTS (0) : ,_7 —+— - (RCTC_A) Step Interval S
1 7l LT i i
1oco() —d=— 7— O+ RTS () ! —_ = | nc
: DTR (O) §:_8 —iﬁi (%L GND Functional Ground GND%?—s—%—;’—S i GND Functional Ground
! : NI Transmit Data T (B) - 7.9 | -2 | (Tx.B) TransmitData T
! Shield| | 1 Shield Control Data | 3110 110! RT B) Control Data C
) ; ; —— |
: : —_— : (switch on transmnter)C(B)TC 51 11 D1 ( ) ontrol Data
: l i : Receive Data R (B)AI—Q—.:t;é— (RX_B) Receive DataR
! ! o Indicator Data V1012 112 :
i | i) (ready to transmit)| B) 07—~ == | (CD_B) Indicator Data|
! ! ! R & 13} (RCTC_B) Step Interval S
I ' i : 14 14
I H 1 1 f— p— n.c.
: : : : 1150 150 ne
1 1 | | | K
L ___ ! e : 777777 [ [
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6.12 Installation of External Communication Connections

Wiring for connection CP-8050 - Interface converter (receive clock - Control & Indicate used)

Patch cable (with open end)
N

396

(EET R
| I
\

\

r/—/ %\\
X5: 8-pol. 8-pol. RJ45 RS232: 9-pol.  RS232: RS422: RS422: 15-pol. 15-polig DSUB, male
RJ45 female  male D-Sub male screw terminal screw terminal  D-Sub male X.24/X.27 (X21) interface
PP . W, P/ e e mmmemem2
' CcP-8050 ., . PHOENIX Converter 1
| ! ! ! 1 PSM-EG-RS232/RS422-P/4K : ;;r""' 1 f\"w‘
| RXC 0 Pa ;{u oav 81=DTE JI—Q—13—$— ! (PE) Protective Earth
Pt p bo P
! L 212 24V 1 2, , 1812 | 2 | (TX_A) TransmitData T
| RTS(0) | —a==+ O oV Transmit DataT(A)Tp4 i N T ’ 3 ! _
! 13,3 S Control Data i3 |
; vec () —-q— — O (switch on transmitter) C (A) ! OB "_4* 4‘—3 ) (RT_A)  Control Data C
: TXD (0) | ij 4 S (§+ D (1) Receive Data R (A) 17O~ f=—=—"1—+— (RX_A)  Receive DataR
! I 515 2 51 Indicator Data 1628 +5 | (CD_A) Indicator Data |
1 RXD (1) 1;1‘_6 ?T \é: RxD (0) (ready to transmit)l(A) :O ‘._6 ! 5_6 (CD_A)
| | | o i
: GND 1242 = O: CTS (0) : A — (RCTC_A) Step Interval S
: DCD (1) i 14'_7 Li /’Z_Ik RTS (1) | H—7 ! ;—7 n.c.
\ i N i o ! 31 i | .
: DTR(O) | Ea’:—s ° gi4 (3+ GND Functional Ground GND4‘~:—8—H»—%—8 GND Functional Ground
! . I Transmit DataT(B)—:—C7 9 | —2 | (TX_B) TransmitData T
! Shield| |1 Shield Control Data , o 1 3 10| 10| RT B) Control Data C
| ! — (switch on transmitter) C (B) 1 o . (RT_B)
: ] _i : Receive Data R (B)~:—4 : :_ (RX_B) Receive DataR
| ‘ i |
| ! o oty toromori1 ®) 1 01 = 12| (cD_B) Indicator Datal|
1 A | i |
! i ! R 13| (RCTC_B) Step Interval S
| : ! L4 R
1 H— P— .C.
i ! | A |
! ! ! P | ne.
L~ H [ | E— Lo LT
f______________________l
— ! PHOENIX Converter [
O PSM-EG-RS232/RS422-P/4K 1 -~
Lot S1=DTE A
O 24y A
! |82
24¥1{;~,: ov Transmit Data T (A) 1 O == |
I Control Data . ‘._3 |
—_ O (switch on transmitter) C (A) | 06 i . !
R 5‘+ T*D Receive Data R (A) W—
21 51 Indicator Data P2 15 1
T _8 T\Jgf RxD (ready to transmit) HA) ! O 6 |
—+ Of-CTs I
7 10 T 7o
— Ot RTS | 3?_8 |
. i,i, é}: GND Functional Ground GND i 1 %
— ' Transmit Data T (B) : of :—9 |
! 1 Shield Control Data . 0 1 110 |
— (switch on transmitter) C (B) ! Us :’_11 |
] Receive Data R (B) -+
P Indicator Data | | A1 120
1””: (ready to transmit) 1(B) : ~ o 13 !
: -
! L1
] o
! ! 15|
1 |
| I
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Installation and Circuitry

6.12 Installation of External Communication Connections

Wiring for connection CP-8050 - Interface converter (send clock - Control not used & Indicate used)

Patch cable (with open end)
N

\
\

T %\\
X5: 8-pol. 8-pol. RJ45 RS232: 9-pol.  RS232: RS422: RS422: 15-pol. 15-polig DSUB, male
RJ45 female  male D-Sub male screw terminal screw terminal ~ D-Sub male X.24/X.27 (X21) interface
S W P S
l CP-8050 .y . PHOENIX Converter |
| ! ! ! 1 PSM-EG-RS232/RS422-P/4K : ;r\" 2 ('\‘w‘
L ers |l a LA $1=DTE B S NG Protective Earth
i ' ol P by _
| RTS (0) £:£ 24LLCZ+ oV Transmit DataT(A)a—<I 8 2 : 2 i (TX_A)  Transmit Data T
| 3! 3 L Control Data 443! |3
; vec ) —qG= — O (switch on transmitter) C (A) ! V6 4' ‘\\ : (RT_A)  Control Data C
| TXD (0) 444 S (f'+ TXD (1) Receive Data R (A) O~ f=————x———=— | (RX_A)  Receive DataR
! 5,5 2 51 Indicator Data 2.5 .\ 5 | (CD.A) Indicator Data |
I RXD (1) ;]'—6 8—1 66: RxD (O)  (ready to transmit) ' (A)_E_OT NI (CD_A)
| I I . !
' GND 1 842 1 cTs (0) : — \,_ (RCTC_A) Step Interval S
| DCD (1) il idr RTS (1) | L L ne.
I Pl Lo ! 1 ‘ 1 .
| TxC (0) é: A R (%L GND Functional Ground GND—{ 8 ! 8 | GND Functional Ground
P ! L9 ! L9 .
! : NI Transmit Data T (B) - 7.9 | -2 | (Tx.B) TransmitData T
! Shield| | 1 Shield Control Data | 3110 10! rTB) G
| ) : A e | ontrol Data C
: : —_— : (switch on transmnter)C(B) : »/5 D11 T\ ?_11 ( )
' | Pl Receive Data R (BHI—O—t: N — N (RX_B)  Receive Data R
I = i : : -
i i u i (reaér;/dtIgE::g:]sDr:}ta) I (B)%C1 ; 12 AN 12 ' (¢D_B) Indicator Data |
1 Sy | !
! ! ! R & 13 (RCTC_B) Step Interval S
! ! I ' |14 14 e
! e — | nc.
] I ‘ ‘
: ! : : 1150 15 ne
1 ! 1 | !
H I H
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Installation and Circuitry
6.12 Installation of External Communication Connections

Wiring for connection CP-8050 - Interface converter (send clock - Control & Indicate used)

Patch cable (with open end)
,/—/\%\

X5: 8-pol. 8-pol. RJ45 RS232: 9-pol.  RS232: RS422: RS422: 15-pol. 15-polig DSUB, male
RJ45 female  male D-Sub male screw terminal screw terminal  D-Sub male X.24/X.27 (X21) interface
PP . W, P/ e e mmmemem2
' CP8050 | . PHOENIX Converter 1
| ! : ! \ PSM-EG-RS232/RS422-P/4K : ;;r""' . ;r T
i : e S1=DTE o L -
| CcTS() | 11_1 Lo o4y A —————=— | (PE) Protective Earth
! Lol o 24v | 2! - 1812 ~2 ! (TX_A) Transmit Data T
| RTS (0) }g;:_f O oV Tz:ansmllt[[))ataT(A)ﬁl—p4 i 5 | " ! -
! 13,3 1 ontrol Data i L3
vee () | = —i ot (switch on transmitter) C (A) O == o . » (RT_A) Control Data C
: TXD (O) % ij:_4 3 5’+ D (1) Receive Data R (A)ﬁ—<: ,&d}z b - —— S (RX_A)  Receive DataR
! 15,5 2 51 IndicatorData |\ y ~2 18 i 5 ' (CDA) Indicator Data
I RXD () 1;1‘_6 ?T \é: RxD (0) (ready to transmit)l(A) T 6 ! 6 (CD_A)
16 ! i 6 ‘
: GND 1242 = O: CTS (0) : A - —T (RCTC_A) Step Interval S
1 r7h7 L7 i i
I DCD (1) | —d— L—; O RTS() ' = = | nc
| TxC (0) %E:_S ° gifi (§| GND Functional Ground GND4~——y—133 8 | D—!—‘ 8 | GND Functional Ground
! . I Transmit DataT(B)—:—C7 9 | —2 | (TX_B) TransmitData T
! Shield| —— b Control Data -3 :1_10 | .10 (RT B) Control Data C
| I _— : (switch on transmitter) (B)TQS IT1 m (RT_B)
: : _i : Receive Data R (B)~:—4 : :_ (RX_B) Receive DataR
I ! [ Indicator Data b o112 112 ;
1 ! ) 1 —
! i ! (ready to transmit) I(B), O i : (CD_B)  Indicator Data |
! ! ! R — 13| (RCTC_B) Step Interval S
1 ! 1 ' I 14 P14
! I ! T = ne
! : ! e i ne
o ! e : ,,,,,, -7 Lo--77
f______________________l
— ! PHOENIX Converter [
O PSM-EG-RS232/RS422-P/4K 1 -~
Lo S1=DTE i (.
O 24y v
24Li{:, : ov Transmit Data T (A) ﬂI—C%‘:——%ff
T Control Data . 13
—*; CrIF (switch on transmitter) CA), C i 4 !
3 51+ TxD Receive Data R (A) i uz —_
21 51 Indicator Data |\ | 15 1
?T ’\Jgr RxD (ready to transmit) HA) ! “ .
— Ot cTs ! —7 |
7 10 T H !
—! O+ RTS A
5.1 8] . I .8
i = Ol GND Functional Ground GND : —
i ! Transmit DataT(B)4|—(“7 . 2
Lo Control Data . o 1 -3 110 |
— (switch on transmitter) C (B) ! Us :: |
] Receive DataR (B) | O == |
P Indicator Data B ' 1 12
-~ 1””: (ready to transmit) 1B) ;O i
1 R
1 it |
! L4
] o
| L
| I ——
______________________ [
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Installation and Circuitry

6.12 Installation of External Communication Connections

Connector assignment CP-8050 / X5 (RS-232) in mode Isochron 'X24/X.27"

RJ45 1...8 Signal
Pulse is transmitted Pulse is received
8 N 1 CTS () RxC (1)
7. O 2 RTS (0) RTS (O)
SR -—— 3 +5V +5V
S == 4 TxD (0) TxD (O)
SR —— 5 RxD (1) RxD
¥ 6 GND GND
f H 7 DCD () DCD (1)
8 TxC (0) DTR(O)
Legend:
CTS ... Clear to Send RxD ... Receive data
RTS ... Request to Send GND ... Signal Ground
DSR ... Data Set Ready +5V ... +5V Supply (output)
DCD ... Data Carrier Detect TxC ... Pulse is transmitted
DTR ... Data Terminal Ready RxC ... Pulseis received
TxD ... Transmit data (0) .. Output
) .. Input
Connector pin assignment for X.24/X.27 interface
DSUB 15-pole PIN Signal
1 PE
2 ™ A
o 3 RT_A
9 /O\ 1 4 RX_A
2 5 CD_A
10 3 6 RCTC_A
" 9 4 7 n.c.
12 8 GND
13 0) 5 9 TX B
14 6 10 RT B
15 (5 7 11 RX_B
(48 12 CD_B
\// 13 RCTC B
14 n.c.
15 n.c.
Legend:
PE ... Protective earth GND .. Signal ground
TX_A .. Transmitdata T TX_B .. Transmitdata T
RT_A .. Control C RT B .. Control C
RX_A  ...Receive dataR RX_B ... Receive data R
CD_A ... Notifyl CD_B ... Notifyl
RCTC_A ... Signal element timing S RCTC_B ... Signal element timing S
n.c. ... hot connected
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6.12 Installation of External Communication Connections

Wiring for connection cable if 2 systems are connected directly via the X.24/X.27 (X21) interface (Control &
Indication not used)

X2: 15-pole DSUB, male 15-pole DSUB 15-pole DSUB X2: 15-pole DSUB, male
X.24/X.27 Interface female female X.24/X.27 (X21) Interface
|————m—m o mmmmm—m———== SNy e e == -
L______SystemA ____ : \  SystemB |
i e P bl St
o ! i | ! I
1 i i i | 1
b Protective Earth (PE)4|1— D Shield 14 LIP Shield |
P L i . !
: : Transmit T (TX_A) :2 H Transmit (A) 2 (3 L'r Transmit (A) :
. 1 X 13 3 3 1 31 |
. | Control C(RT_A)ﬂI— i G —IH Control (A) |
[N " i e i 1
Y ReceiveR(Rx_A)Ali 4 Receive (A) 40 24 Receive (A) |
[ 5 L 5
: : é Indication | (CD_A)J,— };/‘é Sﬂ\; ‘: Indication (A) :
o 16 1.6 i imi 6 1 61
! | & Signal Timing S (RCTC_A) +— > Signal Timing (A) </ = signal Timing (A) |
| 1 i | 1
: §| <§ n.c. :L 3[}7 ’ q L: n.c. :
10! K il |
Lol Ground G -2~ 8 . Ground (GND) 8 - 24 Ground (GND) !
o, ) i i | I
: : s Transmit T (TX_B) ﬂ—l 2 3;)%3 Transmit (B) “ /—9 Q —&9 Transmit (B) :
1o '10 1 10 ; 101 10! I
. i Control C(RT_B)JI— iD— —C —IL Control (B) I
I I X }1 i /1 1
! ! z Receive R (RX_B) i b 11| Receive (B) 11(} 4 Receive (B) !
i | I
: : % Indication | (CD_B)ﬂ:ﬁ i;f»iz LZ; ﬁlﬁ Indication (B) :
I i 131 gj imi 13 | I
L% signal TimingS(RCTC_B)Alﬁ D Signal Timing (B) y ﬁlb Signal Timing (B) 1
\ : 14 114 141 14 :
: " n C.AI— H,% — i —‘— n.c. |
Lo ne. > Hjiis Lsi 2 ne :
| e i |
e
Wiring for connection cable if 2 systems are connected directly via the X.24/X.27 (X21) interface (Control &
Indication used)
X2: 15-pole DSUB, male 15-pole DSUB 15-pole DSUB X2: 15-pole DSUB, male
X.24/X.27 Interface female female X.24/X.27 (X21) Interface
——————————————————— A e e =,
L e SystemA | ! System B !
1 e T
! 1 il . ! " 1
I | 1
! | Protective Earth (PE)— 31?1 Shield 14 LIP Shield |
1 | i : | 1
: : TransmitT(TX_A)ﬂIL ;;DM\ 2 Q L'r Transmit (A) :
1 3 13 ) 30 31
! I Control C (RT_A) == D> Control (A) = = Control (A) |
o 4 Receive (A) * .
g Receive R (RX_A) = 4 Recelve (A) 4 iﬁ Receive (A) :
15 L icati 15
: : é Indication | (CD_A)ﬂI— :;Jé Indication (A) Sﬂ\; ‘: Indication (A) :
! @ 6 1.6 i imi 6 1 61
! | & Signal Timing S (RCTC_A) =— Signal Timing (A) =t signal Timing (A)
1318 n.c. e 7 LA A T |
112 ara e .
\ E: ) Ground G o= > Ground (GND) 8 - 21 Ground (GND) !
I w ! i i 1 I
! O: = TransmitT(TX_B)A—l 2 HJ—Q Transmit (8) o Q = Transmit (B) :
! n 10 10 | ! I
! :i Control C (RT_B) = |- Control (B) — ﬂlu Control (B) |
[ . L1 0 ive ( i '
i 'z RecelveR(RX_B)ﬂll i1 Refe'vf B — Mg U Receive (B) !
i : % Indication | (CD—B)# Hj’yiz indication (8) in ﬁlﬁ Indication (B) :
131 gj imi 13 | ! I
! | & Signal Timing S (RCTC_B)- = i Signal Timing (B) y ﬁlb Signal Timing (B) 1
P 114§ 14 141 14 |
: " nC.A:— ii‘f —«i — n.c. |
(. n.c. = 15 3315 Lsi 25 ne :
N IS T S| 1
L | ! l
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Installation and Circuitry
6.12 Installation of External Communication Connections

6.12.1.4 Multi-Point Traffic via Leased Line Modem/VFT Channel Modem
CE-070x
- 7

V24128 (X1) | mex. 330 mm

Wiring for Connection CP-8050 — CE-070x

| CP-8050 | 8-pole RJ45! i9-pole D-subl  CE-070x ":
I g | male; | female 1 . |
TS ) X141 o | X |
: X2:2
'RTS (0) 02 12 — ! 242 !
1 X5:3 1 3 h 1 X2:3
1VCC (0) 53—(:— | i ! i\: !
. 1 .
1TxD (0) Xt ad L l 4a X4 l
. i | X2: [
'RxD () P02 ; ’—:41: 5 eND :
X5: 6 ! X2:6
lonp 9042 6 ! ECEE !
I . .
1DCD (1) X5.LC: 7 | : %(: X2:7 :
X5: ! | X2:8 1
IDTR (0) 448* ! ! ;f:t i
: : | | : X2:9 5V |
| Shield 1 i i I Shield |
——————————————————————————— 4 "
I 8-pole RJ45| |
| male | :
| L X ers
: 2 X2 jrg !
: S;:D—X‘]'S n.c. :
I 1 .
! 4 :’\ﬁxm TXD (1) |
! &1, X15 pxp (o)
. |
e Ty
! L4 :\ﬁx1:8 DD (0)
i &L X prr
. L_Shield____ i |
NOTE

i @

With a serial connection via X5 interface of CP-8031, CP-8050 a bridge between CTS and GND is required,
as far as the interface shall also be used for the connection with the engineering PC.

The CTS status line cannot be used by the protocol!

If the interface shall not be used as serial engineering interface, the function can be disabled with the
parameter Serial engineering interface = disabled.

Thereby no connection between CTS and GND is required.
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6.12 Installation of External Communication Connections

6.12.1.5 Point-to-point traffic via fiber optics

Point-to-point connection with CM-0847 converter (RS-232 < FO)

RS-232 (X5)

CM-0847 . \____ CP-8050
N

Fiber optic cable
max. 1.5 km

CM-0847
DN

NOTE

The light idle state on the optical interface can be adjusted on the CM-0847 with the slide switch to set the
optical line idle state.
The setting for the light idle state must be set the same on both sides of the optical cable!

i @

Point-to-point connection with Siemens 7XV5652 converter (RS-232 < FO)

Optical interface with CP-8050 (X5: RS-232) and RS-232/FO converter Siemens 7XV5650 (RS-232 | FO
Converter).
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Installation and Circuitry

6.12 Installation of External Communication Connections

CP-8050

Fiber optic cable

3 km range with graded index fibre 62,5/125 ym.

(When connected to a SIPROTEC device, the maximum
distance via grade index fibre 62,5/125 pm is
approximately 1,5 km.)

RS232-LWL Converter
SIEMENS 7XV5652

Patch cable cat.5
\_ max.1.5m

D-sub/RJ45 adapter
male

»  CP-8050

i 0

NOTE

The light idle state on the optical interface can be adjusted on the Siemens 7XV5652 converter with the DIP
switch S1/8 (light idle state “ON” or light idle state "OFF”).

The setting for the light idle state must be set the same on both sides of the optical cable!

Changing the light idle state has no effect on the wiring!
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6.12 Installation of External Communication Connections

Wiring for Connection CP-8050 — Converter 7XV5652

Patch cable D-Sub/RJ45 Adapter
2N "
__________ I P [t e | P R |
I CP-8050 1, 8-pole RJ45| 18-pole RJ45 8-pole RJ45 | 19-pol. D-suby  7XV5652 |
: :I male : Imale :Ifemale : : male :: :
| . | 1 I | .
| cTs () x5.14jl: 1 ! ! 1::477 ! ! 1 :::,me e !
. I | 1 i . 1
| RTs (0) %2 42 i i 2 : | 2 X2
! X5:3 13 ! ! 31 ") ! | 3 4 X13 "
I vCC (0) \:: ! | o ! i a TXD :
) | )
I TXD (0) X5'4~;}‘| 4 ! ! 4::> : i . :::HX1'4 n.c. !
1 5 I r ! [ :
| RXD () 002 i i = i ! 2 XM¥gnp
! X56 I 6 ! [ 6! [ | 6 1 X6 i
| GND - ! ! —_ | —=——""nc. I
" . 1 | ] 1 | I i |
1 DCD (1) xsiT q z i ! Iy ! | L X !
. 1 | 1 B
| oTR(0) **%-1-2 i | 2 : ! o R
I I . 1
| ! | | :: | AR A
I
|____Shield_§ e oo ! Lo ___Shed_____ !
NOTE

i @

With a serial connection via X5 interface of CP-8031, CP-8050 a bridge between CTS and GND is required,
as far as the interface shall also be used for the connection with the engineering PC.

The CTS status line cannot be used by the protocol!

If the interface shall not be used as serial engineering interface, the function can be disabled with the
parameter Serial engineering interface = disabled.

Thereby no connection between CTS and GND is required.

Recommended D-Sub/RJ45 Adapter
RS Pro MHDA9-PMJ8-M-K (see Recommended third-party products, Page 2186). This adapter provides a wired
RJ45 socket and an unwired D-sub plug (male).

Point-to-point connection with Siemens 7XV5650 converter (RS-232 < FO)

Optical interface with CP-8050 (X5: RS-232) and RS-232/FO converter Siemens 7XV5650 (RS-232 / FO
Converter).
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Installation and Circuitry
6.12 Installation of External Communication Connections

CP-8050

Fiber optic cable

3 km range with graded index fibre 62,5/125 ym.

(When connected to a SIPROTEC device, the maximum
distance via grade index fibre 62,5/125 pm is
approximately 1,5 km.)

RS485 / RS232-FO Converter
SIEMENS 7XV5650-0CA00/BB

\ D-sub/RJ45 adapter
male

Patch cable cat.5

max. 1.5 m
Patch cable cat.5 ¥
max. 1.5 m /
¥ CP-8050
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DC8-026-2, Edition 11.2022



Installation and Circuitry
6.12 Installation of External Communication Connections

Wiring for Connection CP-8050 — Converter 7XV5650-0CA00/BB

Patch cable D-Sub/RJ45 Adapter
AN ~
__________ BT (vt Paliiiaete | L e |
: CP-8050 1 8-pole RJ45| 18-pole RJ458-pole RJ45 | : 9-pol. D-suby RS485/RS232
| :I male : :male ::female : | male :: Converter :
! X511 1 1 1 [ 1 b X1
L CTS () " : : b—- ! ! *::;H n.c. l
X52 4 2 I 2i I 2 b X122 !
| RTS (0) 542 i | =y | | =" Rxp
I X53 | 3 ! I 3" o | 34 Xx13 @
vee© . | R e B SO
. | . K >
| D (0) *F4-ad ! ! 2 : | i LT !
I X55 i 5 I 51 I ! 5 k. X1:5 S
PRXD () . l =p i ; b X1Penp 2!
: X56 ' 6 | I 6!l ! | 6 I X16 @
, GND " | ! —:: | | ;::“* nc. 2 !
| X5:7 7 1 7 | 7 w. X177 X
! DCD (1) ? T | v | ! — nc. ™~ |
. I [l : 1
| pTR (0) **8 -2 i i 2 : ! & X8he
! i | | i [ ' 9 & x19 '
| h ! | I I : —=H—"""n_c. !
I .
L ——— —— ! —— .S !
NOTE

i 0

With a serial connection via X5 interface of CP-8031, CP-8050 a bridge between CTS and GND is required,
as far as the interface shall also be used for the connection with the engineering PC.

The CTS status line cannot be used by the protocol!

If the interface shall not be used as serial engineering interface, the function can be disabled with the
parameter Serial engineering interface = disabled.

Thereby no connection between CTS and GND is required.

Recommended D-Sub/RJ45 Adapter

RS Pro MHDA9-PMJ8-M-K (see Recommended third-party products, Page 2186). This adapter provides a wired
RJ45 socket and an unwired D-sub plug (male).

Point-to-point connection with Siemens 7XV5650 converter (RS-485 < FO)

Optical interface with CP-8050 (X4: RS-485) and RS-485/FO converter Siemens 7XV5650 (RS-485 /| FO
Converter).

If the RS-232 interface of the CP-8050 [X5] is already in use, an optical connection to the remote station can
be made via the RS-485 interface of the CP-8050 [X4] with an external converter RS-485 « FO (e.g.: Siemens
7XV5650). For communication, only a half-duplex transmission protocol can be used (because of RS-485)
(e.g.: [EC 60870-5-101 or IEC 60870-5-103 in multi-point traffic).
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6.12 Installation of External Communication Connections

CP-8050

Fiber optic cable

3 km range with graded index fibre 62,5/125 ym.

(When connected to a SIPROTEC device, the maximum
distance via grade index fibre 62,5/125 pm is
approximately 1,5 km.)

RS232-LWL Converter
SIEMENS 7XV5650

Patch cable cat.5
\_ max.1.5m

D-sub/RJ45 adapter
male

Patch cable cat.5

with open end
max. 1.5 m

»  CP-8050

i 0

NOTE

The light idle state on the optical interface can be adjusted on the Siemens 7XV5650 converter with the DIP
switch S1/8 (light idle state "ON" or light idle state "OFF").

The setting for the light idle state must be set the same on both sides of the optical cable!

Changing the light idle state has no effect on the wiring!
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Circuitry for connection CP-8050 — Converter 7XV5650 (9 pol. Sub-D connector to 7XV5650)

8-pol. RJ45 8-pol. RJ45 8-pol. RJ45 9-pol. D-Sub 9-pol. D-Sub
mannlich mannlich weiblich mannlich (Stecker) weiblich (Buchse)
T T Dy 1
' xa1 b 1° :
1 - R : v .
! TXD-/RXD : - || Optische
x4:2 K : Schnittstelle
1 h . |
I TXD+/RXD+ : ; : 1 (ST-Buchse)
X4: 5 .
: 3 e X6:3 A :
I xa:4 b o4 - I
I I;/'\
| : F 2 X6:5 GND
| ws ks e
I GND 0 :
: xa7 k7 I
I
1 g F g '
" xas \_8 6.8 B I
| r I
1 . F 1
| Schirm 1
L....:
1 1 .!
NG G G
CP-8050 Patchkabel Adapter RJ45/DSUB9 Siemens 7XV5650 RS485-LWL
(max. 1,5 m) (HDA9-PMJ8-M-K) Konverter

(1) nicht benutzte Adern missen isoliert werden!
mandatory (erforderliche Verdrahtung im Adapter RJ45/DSUB9)

Connector pin assignment CP-8050 "X4" (RJ45 connector: RS-485 2-wire)

Pin Signal
8 n.c. 8.
7 n.c. 7\\ O
6 GND S —
5 n.c. > \Zg
e —
4 n.c. 3 g /g
3 n.c. 27 |
2 TXD+RXD+ |1~
1 TXD-/RXD-

Recommended D-sub/RJ45 adapter: RS Pro Series HDA D-Sub-Adapter for Sub-D terminal block, 9-pole (Order
information see Recommended third-party products, Page 2186). The adapter RS Pro HDA9-SMJ8-M-K provides
a wired RJ45 socket and an unwired D-sub plug (male).
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6.12 Installation of External Communication Connections

Wiring of the RJ45 socket on the adapter HDA9-SMJ8-M-K:

Pin Wire color
1 black o1
2 yellow §
3 orange % 4
4 red — .5
5 green — 6
6 brown 7
7 grey 8
8 blue
Shield black

° NOTE

l There are other similar converters on the market - the color of the wires can be different! (Check wire color

and pin assignment!).

Pin assignment of the D-Sub connector on the adapter HDA9-SMJ8-M-K:

=~
=]

OO | N[O |Uu|D|[W|N| =

D-Sub9 (male) "connector"

© 0 N O

a A WO DN

Wiring at the 9-pole D-sub plug: (Front view of plug)

Pins at the D-sub plug can be assigned according to the wiring diagram.

Unused wires must be isolated!

Soldering

©O©oo~N O

v

-

E

C

i

N
)
)

)

N\

[ONONO)
[ONGNON®)

abrbwnNn -

When using the shield, it must be soldered to the metal plate of the D-sub plug.
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Circuitry for connection CP-8050 — Converter 7XV5650 (RS-485 A/B connetion to 7XV5650)

8-pol. RJ45

|--—_-———_I mannlich | Rt 1
1 I:"'l' g Schraubklemmen | | |
I TxD-/RxD- 41 f : 1 I .
! xaz ko2 ! L s %pt‘gcth i
| Sy . I | | Schnittstelle
I TXD+/RXD+ |: : | 1 (ST-Buchse)
I x43 k3 - " I

I :

X . 1
: xaa ko4 - : I

I :
I r . T1) |:|'>
| xas kS I
! xae F_6° <=
I GND . | . :
: xa7 k7" I

I I
: x4:8 L 8- I

I
| F 1
1 . F I
I Schirm L 1

k.....
| 1 .!

N
-
CP-8050 Patchkabel mit offenem Ende Siemens 7XV5650 RS485-LWL
(max. 1,5m) Konverter
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6.12 Installation of External Communication Connections

Point-to-point connection with CM-0847 and Siemens 7XV5650 converter (RS-485 < FO)

RS-232 CP-8050 RS-232 CP-8050
(X5) (X5)

SISISISIOLS)

CM-0847

v

Glass fiber optic cable
max. 1.5 km

A
v

RS485-LWL Converter
SIEMENS 7XV5650

D-sub/RJ45 adapter

¥ _ male
U

Patch cable cat.5
with open end
max. 1.5 m

wfwhetw|

Patch cable cat.5 /
max. 1.5 m

DOSOO

*  CP-8050

NOTE

i 0

The light idle state on the optical interface can be adjusted on the CM-0847 with the slide switch to set the
optical line idle state and on the Siemens 7XV5650 converter with the DIP switch S1/8 (light idle state "ON"
or light idle state "OFF").

The setting for the light idle state must be set the same on both sides of the optical cable.

Changing the light idle state has no effect on the wiring!
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8-pol. RJ45 8-pol. RJ45 8-pol. RJ45 9-pol. D-Sub 9-pol. D-Sub
mannlich mannlich weiblich mannlich (Stecker) weiblich (Buchse)

| L. T 1 b e ! I
xa:1 ko1 i1 T
I TXD-/RXD- k : 1 ¢ ot : Optische
I xa2 bk 2 ) ! 2 ! | | Schnittstelle
: TXD+/RXD+ === : ; : ; > : ‘ . 3_':_ | | (ST-Buchse)
! X3 oy i U | Pt x63A :
I x4:4 L 4 iAo | . I
I s s g% I 5 | M=
I 2 C— I X6:5GND ! &
I we F o6 D I | S| R1|
I GND = P l Y —— :
| R i | : |
I xa7 k7 G P 7 :
| i i | : |
g F 8

I X48 .8 g - X6:8B I
| r 1 T | !
I _ i I D — I
| Schirm \ . | 1

k..o L. L., I
Lo I e I L -

N
Y Y e
CP-8050 Patchkabel Adapter RJ45/DSUB9 Siemens 7XV5650 RS485-LWL
(max. 1,5 m) (HDA9-PMJ8-M-K) Konverter

(1) nicht benutzte Adern missen isoliert werden!
mandatory (erforderliche Verdrahtung im Adapter RJ45/DSUB9)

Connector pin assignment CP-8050 "X4" (RJ45 connector: RS-485 2-wire)

Pin Signal

8 n.c. 8.

7 n.c. 7 O
6 GND g\ =

5 n.c. 4

4 n.c. e

3 n.c. 2V 0
2 TXD+RXD+ |1

1 TXD-/RXD-

Recommended D-sub/RJ45 adapter: RS Pro Series HDA D-Sub-Adapter for Sub-D terminal block, 9-pole (Order
information see Recommended third-party products, Page 2186). The adapter RS Pro HDA9-SMJ8-M-K provides
a wired RJ45 socket and an unwired D-sub plug (male).
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6.12 Installation of External Communication Connections

Wiring of the RJ45 socket on the adapter HDA9-SMJ8-M-K:

Pin Wire color
1 black o1
2 yellow §
3 orange % 4
4 red — .5
5 green — 6
6 brown 7
7 grey 8
8 blue
Shield black

° NOTE

l There are other similar converters on the market - the color of the wires can be different! (Check wire color

and pin assignment!).

Pin assignment of the D-Sub connector on the adapter HDA9-SMJ8-M-K:

=~
=]

OO | N[O |Uu|D|[W|N| =

D-Sub9 (male) "connector"

© 0 N O

a A WO DN

Wiring at the 9-pole D-sub plug: (Front view of plug)

Pins at the D-sub plug can be assigned according to the wiring diagram.

Unused wires must be isolated!

Soldering

©O©oo~N O

v

-

E

C

i

N
)
)

)

N\

[ONONO)
[ONGNON®)

abrbwnNn -

When using the shield, it must be soldered to the metal plate of the D-sub plug.
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Circuitry for connection CP-8050 — Converter 7XV5650 (RS-485 A/B connetion to 7XV5650)

8-pol. RJ45
|--—_-———_I mannlich | Rt 1
1 [ Schraubklemmen | | |
I TXD/RXD- X4 I !
I : : | 1 Optische
x4:2 £ 2 - Schnittstelle

1 . . 1 |
I TXD+/RXD+ |: : | 1 (ST-Buchse)
I x43 k3 - " I

I :

X . 1
: xa:4 L4 - : I
I =" T
| x45 L 5 - I
I P R1y <=
I GND X4:6 ' 6 :
: x47 k7 - I
I K I
| x4 bk 8- I

Il
: :
I Schirm : 1
| SRR _!

N
-
CP-8050 Patchkabel mit offenem Ende Siemens 7XV5650 RS485-LWL
(max. 1,5m) Konverter

Point-to-point connection with Siemens 7XV5650-0CA00/BB converter (RS-485 < LWL)

Optical interface with CP-8050 (X4: RS-485) and RS-485/FO converter Siemens 7XV5650-0CA00 (RS-485/FO
Converter)

If the RS-232 interface of the CP-8050 [X5] is already in use, an optical connection to the remote station can
be made via the RS-485 interface of the CP-8050 [X4] with an external converter RS-485 « FO (e.g.: Siemens
7XV5650). For communication, only a half-duplex transmission protocol can be used (e.g.: IEC 60870-5-101
or IEC 60870-5-103 in multi-point traffic).
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6.12 Installation of External Communication Connections

CP-8050

Fiber optic cable

3 km range with graded index fibre 62,5/125 ym.

(When connected to a SIPROTEC device, the maximum
distance via grade index fibre 62,5/125 pm is
approximately 1,5 km.)

RS232-FO Converter
SIEMENS 7XV5650-0CA00/BB

\ D-sub/RJ45 adapter
male

Patch cable cat.5

max. 1.5 m
Patch cable cat.5 ¥
max. 1.5 m /
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6.12 Installation of External Communication Connections

Circuitry for connection CP-8050 — Converter 7XV5650 (9 pol. Sub-D connector to 7XV5650-0CA00/BB)

8-pol. RJ45 8-pol. RJ45 8-pol. RJ45 9-pol. D-Sub 9-pol. D-Sub
male male female male (plug) female (connector)
L
! xa1 ko1 - . L
: TXD-/RXD- K x I 1 : Optical
x42 k2 2 I b interface

: TXD+/RXD+ k ; : 1 C (ST-connector)

3 kK 3 13 | -
: xa3 L : —3 X6:3 A (TXD-/RXD-) :

gk : 1 :
I X&8 I | A !
| was b s I 1 Il g5 | =
| 2 : — — L X6:5 GND !

. . R]_I <:|
! xa6 k 6 6 ! 1 6 : !
I GND : I p 1 | :
| - F 3 1 1 -
1 X4:7 i- 7 7 N | I L:: :
| . |: ) | 1 - 8 |
I X488 i 8%l X6:8 B (TXD+/RXD+) |
I r I l g =g | I
I Schirm | . I 1
I- . I

1

Patch cable (max. 1,5 m)

Adapter RJ45/DSUB9
(HDA9-PMJ8-M-K)

Siemens 7XV5651-0CA00/BB
RS485-LWL Converter

(1) unused wires must be isolated!
mandatory (required wiring in adapter RJ45/DSUB9)
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6.12 Installation of External Communication Connections

6.12.1.6 Multi-Point Traffic via Fiber Optic

Star configuration with CM-0821, CM-0822 and CM-0847

SICAM AK 3

[T

CM-0821

PS-663x CM-0822

Glass fiber optic cable
max. 1.5 km

= =

~._CM-0847 ~._CM-0847

l

1
3

]

Iwliwlw

RS-232 (X5)

CP-8050

OS8O

° NOTE
l A maximum of 6 star coupler (CM-0822) may be attached next to each other.
SICAM A8000 Series, CP-8031, CP-8050, Manual 417
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6.12 Installation of External Communication Connections

Star configuration with CM-0822 star coupler

418

Star couplers with CM-0822 are used when "line idle state light = ON" is required on the optical line. The star
couplers with CM-0822 can be supplied singularly or redundantly with the PS-663x power supply modules.

The following configuration drawings are shown with redundant PS-663x power supply modules.

Simple "singular" power supply module:

Star coupler row @

PS-663x CM-0822

[e]eJeJe)eTe)

é e 9 e ... Slave or next star coupler row @ @ @
[A]

Master (Device A)

@. .................... Master (Device B) “with redundant configuration® or Slave

Redundant power supply modules:

Star coupler row @

PS.663x  CM-0822

o

redundant \4

Power Supply

(optional)

ps-663x | | pS.e63x
l:em oush toalase _H:I ——

| W

OO0O0000

[e]eJeJe)eTe)

L2

9 e 9 e ... Slave or next star coupler row @ @ @

Q

Master (Device A)

@. .................... Master (Device B) “with redundant configuration® or Slave
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Star configuration with CM-0822 star coupler - singular / redundant master incl. "Redundant power supply for
CM-0822"

i) Device A Device B

©.9./IEC 608705-101/-103, Modbus [RS-232)

RS-232 (X5)

RS-232 (X5) RS-232 (X5)

1 J

redundant
Master Devices

€.9.:IEC 60870-5-101/-103, Modbus [RS-232]

1

Redundancy Link
Jo 9. EC 60870-5-104f

CM-0847

3]

CM-0847

PS-663x  CM-0822
"“ redungent |

Power Supply
(optional)

Star coupler row @

Star coupler row @

optial fber
s iokm '\cm iber
CM-0847 L AEL

RS:232 (X5)

RS232(X2)

RS-232(X2) ~

RS-232 (X2) - R$-232 (x2)

CP-8050

CP-8022 CP-8050

CP-8021

NOTE

®
l ®  Power supply of CM-0822 with PS-663x
(redundant power supply possible)

® Line idle state can be set for each optical interface via DIP switch on the CM-0822.

® (CM-0822 TX3/RX3 for connection to a master or slave.
CM-0822 TX1/RX1, TX2IRX2, TX4/RX4 for connection to a slave.
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Star configuration with CM-0822 star coupler - singular / redundant master (max. 23/22 Slaves) ncl. "Redundant
power supply for CM-0822"

CP-8050 Device A Device B

0.9.1IEC 60870-5-101/-103, Modbus [RS-232]

RS-232 (X5)

redundant
e.g: IEC 60870-5-103 [RS-232] — Master Devices

CM-0847
»

CP-8050

- PS-663; CM-0822
PS-663x CM-0822 ‘\X\ EM82e

&= s
e

@
B Ea T

Star coupler row

SIPROTEC 5

SIPROTEC 5

NOTE

®  Power supply of CM-0822 with PS-663x.
(redundant power supply possible)

® A maximum of 6 star coupler (CM-0822) may be attached next to each other.

i 0

® Line idle state can be set for each optical interface via DIP switch on the CM-0822.

® (CM-0822 TX3/RX3 for connection to a master or slave.
CM-0822 TX1/RX1, TX2IRX2, TX4/RX4 for connection to a slave.
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6.12 Installation of External Communication Connections

Star configuration with CM-0822 star coupler - singular master (max. 100 Slaves) incl. "Redundant power supply for
CM-0822"

e.g.: IEC 60870-5-103 [RS-232]

CP-8050 ;ﬂ:{ CM-0847 —Smea
- - redundant Master

PS-663x CM-0822

&

redundant
Power Supply
(optional)

Star coupler row

PS-663x CM-0822

redundant

@ Power Supply

(optional)

=z

= o
S Himemes —
=
3 - .
s [T 3
) sk PS-663x
s | Ao L}
%] |

000000 000000
o B

PS-663x CM-0822

redundant
@ | Toen”
8
5
o
g
5
(2]
=
SIPROTEC 5
Star coupler row Number Interfaces Interfaces Interfaces
CM-0822 for slaves for masters for cascading
4 8 1 4
6 23 1
3 6 23 1
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6.12 Installation of External Communication Connections

i 0

4 6 23 1
5 6 23 1
Sum 28 100
NOTE
[

Power supply of CM-0822 with PS-663x.
(redundant power supply possible)

A maximum of 6 star coupler (CM-0822) may be attached next to each other.
Line idle state can be set for each optical interface via DIP switch on the CM-0822.

CM-0822 TX3/RX3 for connection to a master or slave.
CM-0822 TX1/RX1, TX2IRX2, TX4/RX4 for connection to a slave.

For a star coupler for 100 protection devices: 28x CM-0822 are required.

Star configuration with CM-0822 star coupler - singular / redundant master. CP-8050 < CM-0822 optical with
Phoenix RS-485/422 FO converter

CP-8050

B

w [ 1:010100

Device A Device B
e.g.: IEC 60870-5-103 [RS-485/RS422]

&g IEC 60870-5-103 [RS485/RS422)

T

SIPROTEC 5

RS-485/422 (X4)
RS-485/422.
(xa)

SIPROTEC 5

Phoenix PSI-MOS-RS4B5W2/FO 850 E
Phoenix PSI-MOS-RS485W2IFO 850 £
Redundant Master Devices.

Redundancy Link (e.g.: IEC 60870.5-104)

NI
PS-663x  CM-0822 ﬁ CP-8050 PS-663x  CM-0822 ﬁ

TR i
e ‘Suppl a Pm;l:ﬁ;ly
§' H B H 4 A5 (@) 559 PG 559 % rokes .
oL e
1YY Y- J— [-1:Y: Y- Y—
SIPROTEC 5 SIPROTEC 5
° NOTE
1 e Power supply of CM-0822 with PS-663x.
(redundant power supply possible)
® A maximum of 6 star coupler (CM-0822) may be attached next to each other.
® Line idle state can be set for each optical interface via DIP switch on the CM-0822.
® Line idle state of the optical interface on the Phoenix PSI-MOS-RS485W2/FO 850 E can be set via DIP
switches.
® (CM-0822 TX3/RX3 for connection to a master or slave.

CM-0822 TX1/RX1, TX2IRX2, TX4/RX4 for connection to a slave.

422
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6.12 Installation of External Communication Connections

Star configuration with CM-0822 star coupler - single master CP-8050 < CM-0822 optical with Phoenix RS-232/FO

converter

CP-8050
0.9 IEC 80870-5-103 [RS-232)

RS-232 (X5) f CM-0847 can/should ot be.

PS-663x  CM-0822

" redundant '«
Power Supply

Phoenix PSI-MOS-RS232FO 850 E - 27083
used

Star coupler row @

SIPROTEC 5

Device A

CP-8050

Star coupler row @

Device B

Phoenix PSI-MOS-RS232/FO 850 - 270837

Redundant Master Devices.

Redundancy Link (e.g.: IEC 60870.5-104)

PS-663x

CM-OBZZ\

SIPROTEC 5

NOTE

i @

e Power supply of CM-0822 with PS-663x.

(redundant power supply possible)
® A maximum of 6 star coupler (CM-0822) may be attached next to each other.

® Line idle state can be set on the CM-0822 for each optical interface via DIP switch.

® Line idle state of the optical interface on the Phoenix PSI-MOS-RS485/FO 850 E can be set via DIP

switches.

® (CM-0822 TX3/RX3 for connection to a master or slave.
CM-0822 TX1/RX1, TX2/RX2, TX4/RX4 for connection to a slave.
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Star configuration with CM-0822 star coupler - singular / redundant master. CP-8050 < CM-0822 optical with RMC
20 RS-485/422 FO converter

CP-8050 Device A Device B

©.0.: IEC 60870-5-103 [RS-485/RS422]
SIEMENS
¢ 3 o o ol cecl oo rou
RS-485/422 (X4)
v SIPROTEC 5§ (xa) SIPROTEC 5
e - RUGGEDCOM RMC 20 .
RUGGEDCOM RMC 20 o, -

Redundant Master Devices

e O:00O00

Redundancy Link (e.g.; IEC 60870-5-104

CP-8050

PS-663x  CM-0822

PS-663x CM-0822

" redundant '« rocundant
Power Supply Power Supply
(optionai) optionah

Star coupler row @

Star coupler row @

SIPROTEC 5 SIPROTEC 5

NOTE

i @

Power supply of CM-0822 with PS-663x.
(redundant power supply possible)

® A maximum of 6 star coupler (CM-0822) may be attached next to each other.
® Line idle state can be set on the CM-0822 for each optical interface via DIP switch.
® Line idle state of the optical interface cannot be set on the RMC20!

® (CM-0822 TX3/RX3 for connection to a master or slave.
CM-0822 TX1/RX1, TX2IRX2, TX4/RX4 for connection to a slave.
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6.12 Installation of External Communication Connections

Star configuration with CM-0822 star coupler - singular / redundant master. CP-8050 < CM-0822 optical with RMC
20 RS-232 FO converter

CP-8050 Device A Device B
e.g.: IEC 60870-5-103 [RS-232)

e.g. IEC 608705103 [RS-232] 9./ IEC 60870-5-103 [RS-232)

SIEMENS, .

RS-232 (X5)

x5)

RS-485/422
)

RUGGEDCOM RMC 20

RUGGEDCOM RMC 20

Redundant Master Devices

R 000

Redundancy Link (e.g. IEC 60870-5.104)

PS-663x CM-0822

Star coupler row @

SIPROTEC 5 SIGROIECHS

NOTE

®
l ®  Power supply of CM-0822 with PS-663x.
(redundant power supply possible)

® A maximum of 6 star coupler (CM-0822) may be attached next to each other.
® Line idle state can be set for each optical interface via DIP switch on the CM-0822.
® Line idle state of the optical interface cannot be set on the RMC20!

® (CM-0822 TX3/RX3 for connection to a master or slave.
CM-0822 TX1/RX1, TX2IRX2, TX4/RX4 for connection to a slave.
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6.12 Installation of External Communication Connections

Star configuration with star coupler 7XV5450 and CM-0847 to another AE
CP-8050

Fiber optic cable

max. 1.5 km
CM-0847
Mini Starcoupler
SIEMENS 7XV5450
/
)
f L u I u 0
CM-0847 CM-0847 CM-0847
e L D D

¥ CP-8050

° NOTE
l ®  The the mini-star coupler SIEMENS 7XV5450 must be set on all channels to light idle state “OFF” (DIP-
Switch), otherwise the communication is blocked for all channels in case of failure or restart of a sub
station or defect FO.
® [f a channel on of the mini-star coupler SIEMENS 7XV5450 is not used, the light idle state must be set
to "OFF” (DIP-Switch), otherwise the communication via the mini star coupler will be blocked for all
channels.
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6.12 Installation of External Communication Connections

Star configuration with star coupler 7XV5450 to another AE
CP-8050

Lichtwellenleiter
max. 1,5 km

Mini-Sternkoppler

— 3 SIEMENS 7XV5450
< - |

Patchkabel
Cat.5

¥ max.1,5m X1

D-Sub/RJ45

Slave

CM-0847 CM-0847 CM-0847
Xy A x4 X A

—— —

RS-232 (X2)

CP-8021

CcP-g022 ¥ CP-8050 ¥

NOTE

®

l ®  The the mini-star coupler SIEMENS 7XV5450 must be set on all channels to light idle state “OFF” (DIP-
Switch), otherwise the communication is blocked for all channels in case of failure or restart of a sub
station or defect FO.

® [f a channel on of the mini-star coupler SIEMENS 7XV5450 is not used, the light idle state must be set
to "OFF” (DIP-Switch), otherwise the communication via the mini star coupler will be blocked for all
channels.

® [ the mini star coupler SIEMENS 7XV5450 is connected via the RS-232 interface, then the optical inter-
face R1/T1 of the mini star coupler cannot be used.

On the SIEMENS 7XV5450 mini star coupler, the operating mode must be set with DIP switch S1 to

“Data transfer in enhanced mode”, “Cascading star topology”, “RS-232=0N" and pins 7-8 in the cable of
RS-232 interface must be bridged.
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6.12 Installation of External Communication Connections

Wiring for Connection CP-8050 — star coupler 7XV5450

Patch cable D-Sub/RJ45 Adapter
AN N

I e T TS 1 1575 i Pt | P A a
| CP-8050 | 8-pole RJ45 18-pole RJ45 8-pole RJ45 | :9-po|. D-sub | 7XV5450 1
I :I male : :male ::female : , male = :
| |

X511 4 1 1 ! 1 L X1 1
L eTs () > j : b— | T e

2 | I [ : !

| RTS (0) 0% {-2 . ; 2 l Lo 2 X2
| X5:3 I 3 ! [ 31 ! | 31 x1:3 !
1vec(©) : ; v i —p XD |
|

X5:4_4_4 4 | 4t Xt !
XD (0) " : : b : LS e

X55 4 5 1 5i 1 5 1 X1:5
| RO () = i l —=v . ! P *"Penp
| X5:6 ! 6 ! [ 6! ! | 6 1 X186 !
I GND —— ! | —b | ! ;rﬁ ne !
1 . ! 1 I 1 .
| bep () X573 7 : | 7:.[\ : ! 7 b—X1'7"Rs-232" !

. I I F . 1
! bR (0) 82 l | 2 : ! B0 X8enp
| i ! 1 ] 1 ! 9 [} X1:9 I
I :I 1 l I I | ;F— n.c :
| .
R Shield {_ _— -~ ' ——— I ! — {_Shield
NOTE

i 0

With a serial connection via X5 interface of CP-8031, CP-8050 a bridge between CTS and GND is required,
as far as the interface shall also be used for the connection with the engineering PC.

The CTS status line cannot be used by the protocol!

If the interface shall not be used as serial engineering interface, the function can be disabled with the
parameter Serial engineering interface = disabled.

Thereby no connection between CTS and GND is required.

Recommended D-Sub/RJ45 Adapter

RS Pro MHDA9-PMJ8-M-K (see Recommended third-party products, Page 2186). This adapter provides a wired
RJ45 socket and an unwired D-sub plug (male).
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6.12 Installation of External Communication Connections

Star configuration with star coupler 7XV5450 to SIPROTEC 5
CP-8050

Fiber optic cable
max. 1.5 km

.

00000

CM-0847

Mini Starcoupler
SIEMENS 7XV5450

‘—

NOTE

®

l ®  No protective device slaves may be connected to the T1/R1 connector of the mini-star coupler Siemens
7XV5450 . T1/R1 is used for connection with the central station or to other star couplers in a star or
ring structure.

®  The the mini-star coupler SIEMENS 7XV5450 must be set on all channels to light idle state “OFF” (DIP-
Switch), otherwise the communication is blocked for all channels in case of failure or restart of a sub
station or defect FO.

® |fachannel on of the mini-star coupler SIEEMENS 7XV5450 is not used, the light idle state must be set
to "OFF” (DIP-Switch), otherwise the communication via the mini star coupler will be blocked for all
channels.
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6.12 Installation of External Communication Connections

Connection with star coupler 7XV5450 to SIPROTEC 5 (cascaded in star structure)
CP-8050

Fiber optic cable

max. 1.5 km
CM-0847

—

Tx Rx
T3t R3 T2t R2A Tt RL T3t R3 T2t R2A Tt RL ..
SIEMENS SIEMENS Mini Starcoupler

° H . SIEMENS 7XV5450

SRS o? SRS o? <

<

Ré T4 RS TSl 2 1L L+ R&_T4l RS _T5L 2 1L L+

SIPROTEC 5
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6.12 Installation of External Communication Connections

NOTE

®
l ®  To connect 100 protective devices with mini-star coupler SIEMENS 7XV5450 (cascaded in star struc-
ture) 33 mini-star coupler are needed.

At each of 32 mini-star couplers 3 optical interfaces can be used and on the last mini-star coupler in
the star structure 4 optical interfaces can be used to connect protective devices [32*3 + 1*4 = 100].
The other optical interfaces are used for cascading the mini-star coupler. It the master is connected
with RS-232 to the mini-star coupler, then one optical interface remains unused.

®  No protective device slaves may be connected to the T1/R1 connector of the mini-star coupler Siemens
7XV5450 . T1/R1 is used for connection with the central station or to other star couplers in a star or
ring structure.

®  The the mini-star coupler SIEMENS 7XV5450 must be set on all channels to light idle state “OFF” (DIP-
Switch), otherwise the communication is blocked for all channels in case of failure or restart of a sub
station or defect FO.

® [f a channel on of the mini-star coupler SIEMENS 7XV5450 is not used, the light idle state must be set
to “OFF” (DIP-Switch), otherwise the communication via the mini star coupler will be blocked for all
channels.

SICAM A8000 Series, CP-8031, CP-8050, Manual 431
DC8-026-2, Edition 11.2022



Installation and Circuitry
6.12 Installation of External Communication Connections

Connection with star coupler 7XV5450 to SIPROTEC 5 (cascaded in ring structure)
CP-8050

Fiber optic cable

max. 1.5 km
CM-0847
SIEMENS TZ oo SIEMENS 7201 e Mini Starcoupler
e . SIEMENS 7XV5450
B s | <
SIPROTEC 5
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6.12 Installation of External Communication Connections

NOTE

i @

®  To connect 100 protective devices with mini-star coupler SIEMENS 7XV5450 (cascaded in ring struc-
ture) 25 mini-star coupler are needed.

At each mini-star coupler 4 optical interfaces can be used to connect protective devices [25*4 = 100] -
per mini-star coupler one optical interface is used for cascading.

®  No protective device slaves may be connected to the T1/R1 connector of the mini-star coupler Siemens
7XV5450 . T1/R1 is used for connection with the central station or to other star couplers in a star or
ring structure.

®  Redundant master are not supported with SIEMENS 7XV5450 in a cascaded ring structure.

®  The the mini-star coupler SIEMENS 7XV5450 must be set on all channels to light idle state “OFF” (DIP-
Switch), otherwise the communication is blocked for all channels in case of failure or restart of a sub
station or defect FO.

® |fachannel on of the mini-star coupler SIEEMENS 7XV5450 is not used, the light idle state must be set
to "OFF” (DIP-Switch), otherwise the communication via the mini star coupler will be blocked for all
channels.
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6.12 Installation of External Communication Connections

Star configuration with redundant master (2x optical) via star coupler 7XV5450 to SIPROTEC 5

Device B Device A

CP-8050

Tat RA T2t RA TIt R

SIEMENS Mini Starcoupler
H SIEMENS 7XV5450

o
Mini-Starcoupler @
7XV5450-0BA00/DD

<

R4 T4 RS TS 2 1 L.L+

Fiber optic cable

max. 1.5 km
SIPROTEC 5
° NOTE
l ®  Forredundant master, the mini star coupler SIEMENS 7XV5450 version 7XV5450-0BA00/DDor higher
is required.

®  The the mini-star coupler SIEMENS 7XV5450 must be set on all channels to light idle state “OFF” (DIP-
Switch), otherwise the communication is blocked for all channels in case of failure or restart of a sub
station or defect FO.

® [f a channel on of the mini-star coupler SIEMENS 7XV5450 is not used, the light idle state must be set
to "OFF” (DIP-Switch), otherwise the communication via the mini star coupler will be blocked for all
channels.
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6.12 Installation of External Communication Connections

Star configuration with redundant master (1x optical, 1x RS-232) via star coupler 7XV5450 to SIPROTEC 5

Device B Device A

CP-8050 RS-232 CP-8050

Patch cable ¥ CM-0847
Cat.5
Y max.1.5m

Mini Starcoupler
SIEMENS 7XV5450

\_
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6.12 Installation of External Communication Connections

i

NOTE

For redundant master, the mini star coupler SIEMENS 7XV5450 version 7XV5450-0BA00/DDor higher
is required.

If the master is connected to the SIEMENS 7XV5450 mini star coupler via the RS-232 interface and the
“Data transfer in enhanced mode” is set on the mini star coupler, the the optical interface R1/T1 of the
mini Star coupler becomes a slave channel and can be used for protection device connection.

On the SIEMENS 7XV5450 mini star coupler, the operating mode must be set with DIP switch S1 to
“Data transfer in enhanced mode”, “Cascading star topology”, “RS-232=0ON" and pins 7-8 in the cable of
RS-232 interface must be bridged.

The the mini-star coupler SIEMENS 7XV5450 must be set on all channels to light idle state “OFF” (DIP-
Switch), otherwise the communication is blocked for all channels in case of failure or restart of a sub
station or defect FO.

If a channel on of the mini-star coupler SIEMENS 7XV5450 is not used, the light idle state must be set
to “OFF” (DIP-Switch), otherwise the communication via the mini star coupler will be blocked for all
channels.
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6.12 Installation of External Communication Connections

Star configuration with redundant master (1x optical, 1x RS-232) via star coupler 7XV5450 to SIPROTEC 5 (cascaded

in star structure)
Device B Device A

CP-8050

RS-232

CP-8050

redundant
master

Fiber optic cable

max. 1.5 km
IEC 60870-5-104
A
CM-0847
Patch cable
Cat.5 JR— p— PR P
¢ g o 0 0o o
& & 2= >0 05>
3 2 ] g K 88
(2] (2] n n )

|

Tot Ra T2t RA TIt RL

Tt R T2t R Tt RH

T3t RY T2t R2A  TIt R
H SIEMENS SIEMENS SIEMENS
Mini Starcoupler e ° °
SIEMENS 7XV5450 i s @ v T
» 7XV5450-0BA00/DD 7XV5450-0BA00/DD 7XV5450-0BA00/DD
L

R& T4 RS TS 2 1L L+ Re T4 RS TS 2 1 L-L+

Slave
Slave
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6.12 Installation of External Communication Connections

° NOTE
l ®  Forredundant master, the mini star coupler version 7XV5450-0BA00/DDor higher is required.

®  The the mini-star coupler SIEMENS 7XV5450 must be set on all channels to light idle state “OFF” (DIP-
Switch), otherwise the communication is blocked for all channels in case of failure or restart of a sub
station or defect FO.

® [f a channel on of the mini-star coupler SIEMENS 7XV5450 is not used, the light idle state must be set
to “OFF” (DIP-Switch), otherwise the communication via the mini star coupler will be blocked for all
channels.

® [f the master is connected to the SIEMENS 7XV5450 mini star coupler via the RS-232 interface and the
“Data transfer in enhanced mode” is set on the mini star coupler, the the optical interface R1/T1 of the
mini Star coupler becomes a slave channel and can be used for protection device connection.

®  Both masters (in Device A, B) must be connected to the same mini star coupler 7XV5450.

®  On the mini star coupler 7XV5450 to which the masters are connected (RS-232 and LWL2 as master),
the operating mode must be set to “Data transfer in enhanced mode”, “Cascading star topology”,
“RS-232 = ON” with the DIP switch S1 and the pins 7-8 must be bridged in the cable of the RS-232
Interfaces interface. For the other 7XV5450 mini star couplers, the operating mode must be set to

“Data transfer in compatibility mode (legacy mode)”.
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6.12 Installation of External Communication Connections

Star configuration with redundant master (2x optical) via star coupler 7XV5450 to SIPROTEC 5 (cascaded in star

structure)
Device A

Device B

CP-8050 RS-232 CP-8050
(X5)

redundant .
master | e—

Fiber optic cable

max. 1.5 km
Tx Rx
IEC 60870-5-104 ¥ CM-0847
CM-0847
1 ] o X
) ) ) ) )
> > > > >
o & oo
()] ()] ()] ()] n
Mini Starcoupler SI:';AER:S T; R2 Tt R SI:!WMER:‘LS TZ; R2 Tt R SI:!WMER;LS T; R2, Tt R
SIEMENS 7XV5450 a—— N

»
L R&_ T4 RS TSI 2 1L L+

Re T4l RS TS, 2 1 L-L+

9] 9] 9] 9]
> > > >
o o o
%) %) 0 n
ya A;/ A~ f/ 7 /
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6.12 Installation of External Communication Connections

NOTE

°®
l ®  Forredundant master, the mini star coupler SIEMENS 7XV5450 version 7XV5450-0BA00/DDor higher
is required.

®  The the mini-star coupler SIEMENS 7XV5450 must be set on all channels to light idle state “OFF” (DIP-
Switch), otherwise the communication is blocked for all channels in case of failure or restart of a sub
station or defect FO.

® [f a channel on of the mini-star coupler SIEMENS 7XV5450 is not used, the light idle state must be set
to “OFF” (DIP-Switch), otherwise the communication via the mini star coupler will be blocked for all
channels.

®  On the 7XV5450 mini star coupler to which the masters are connected (RS-232 and LWL2 as master),
the operating mode must be set to “Data transfer in enhanced mode” using DIP switch S1. For the
other 7XV5450 mini star couplers, the operating mode must be set to “Compatibility mode (legacy
mode)”.

®  Both masters (in Device A, B) must be connected to the same mini star coupler 7XV5450.
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6.12 Installation of External Communication Connections

Star configuration via star coupler 7XV5450 and converter 7XV5652 to another AE
CP-8050

Fiber optic cable
max. 1.5 km

CM-0847

SIEMENS o Mini Starcoupler
SIEMENS 7XV5450

°
Mini-Starcoupler @
7XV5450-0BA00IDD
<

Ret T4 RS TS 2 1L L+

RS232-FO
Converter
SIEMENS

7XV5652

D-sub/RJ45
adapter male
—

Patch cable
cat.5

max.1.5m

CP-8050
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6.12 Installation of External Communication Connections

NOTE

°®

l ®  This configuration with converters is given when, for example, the customer provides the complete
infrastructure for the communication. Alternatively, a CM-0847 can be used in the substations instead
of the optical converter RS232/FO 7XV56529.

®  The the mini-star coupler SIEMENS 7XV5450 must be set on all channels to light idle state “OFF” (DIP-
Switch), otherwise the communication is blocked for all channels in case of failure or restart of a sub
station or defect FO.

® |fachannel on of the mini-star coupler SIEEMENS 7XV5450 is not used, the light idle state must be set
to "OFF” (DIP-Switch), otherwise the communication via the mini star coupler will be blocked for all
channels.

Wiring for Connection CP-8050 - Converter 7XV5652

Patch cable D-Sub/RJ45 Adapter
A -

____________________________ e
' CP-8050 "1 8-pole RJ451 '8-pole RJ4518-pole RJ45 | 19-pol. D-suby  7XV5652 !
| :: male : :male ::female : , male :: :

[ X511 1 1 [ 1 X1
RUGR Pe T S R A Sy

: b [ 1 [ :
| RTS (0) 542 i | =y | ! =" Rxp
! X563 13 ! ! 3y ! 34 X3
el x4 b 4 : ! 4 | : 40 x14 :

4 I - X1z
| TXD (O) d i : i : I P c !
! RXD () X55 a5 | I 5:1, I ! 54 X155 0 "
N I % I I \

! 6 I | I I ! I .

. X5.64\1I|_6 | ! 8 i 6 5 X1:6 !
| ) ] | I 1 | ] . |
8 1 I 1 .
| oTR(0) **%-1-2 i | 2 : ! & X8he
| ] ! | I ! | 9 :: X1:9 |
I ! ! | v ! | . !
| ____Shied | — I — . Lo_____f_Sned ____ !

NOTE

i 0

With a serial connection via X5 interface of CP-8031, CP-8050 a bridge between CTS and GND is required,
as far as the interface shall also be used for the connection with the engineering PC.

The CTS status line cannot be used by the protocol!

If the interface shall not be used as serial engineering interface, the function can be disabled with the
parameter Serial engineering interface = disabled.

Thereby no connection between CTS and GND is required.

Recommended D-Sub/RJ45 Adapter

RS Pro MHDA9-PMJ8-M-K (see Recommended third-party products, Page 2186). This adapter provides a wired
RJ45 socket and an unwired D-sub plug (male).
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6.12 Installation of External Communication Connections

Ring configuration with converter 7XV5651-0CA00/BB to SIPROTEC 5
CP-8050

Fiber optic cable
max. 1.5 km

Patch cable
Cat.5
max.1.5m Y

RS485 - FO Converter
SIEMENS 7XV5651-0CA00/BB

D-Sub/RJ45
adapter male |
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6.12 Installation of External Communication Connections

Circuitry for connection CP-8050 — Converter 7XV5651-0CA00/BB (9 pol. Sub-D connector to 7XV5651)

8-pol. RJ45 8-pol. RJ45 8-pol. RJ45 9-pol. D-Sub 9-pol. D-Sub
male male female male (plug) female (connector)
L
! xa1 ko1 - . L
: TXD-/RXD- K x I 1 : Optical
x42 k2 2 I b interface

: TXD+/RXD+ k ; : 1 C (ST-connector)

3 k 3 13 | I -
: X4:3 : L : — e X6:3 B (TXD+/RXD+) :

gk : 1 :
| X4:4 ; 4 4t | | 4 g 4 Tl|
I was F s e & I lgosg | 1=
| 2 : — — L X6:5 GND !

. . R]_I <:|
! xa6 k 6 6 I 1 6 : !
I GND : I p 1 | :
1 - F 3 1 1 -
1 X4:7 i- 7 7 N | I L:: :
| . F . | 1 - 8 |
I X488 i 8% mmml— X6:8 A (TXD-/RXD-) |
I r I l g =g | I
I Schirm | . I 1
I- . I

1

Patch cable (max. 1,5 m)

Adapter RJ45/DSUB9
(HDA9-PMJ8-M-K)

Siemens 7XV5651-0CA00/BB
RS485-LWL Converter

(1) unused wires must be isolated!
mandatory (required wiring in adapter RJ45/DSUB9)
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6.12 Installation of External Communication Connections

Ring configuration with converter 7XV5651-0CA00/BB to SICAM A8000
CP-8050

Fiber optic cable
max. 1.5 km

Patch cable
Cat.5

max. 1.5m ¥

RS485 - FO Converter
SIEMENS 7XV5651-0CA00/BB

D-Sub/RJ45
adapter male

CcP-8021 ¥ cp-8022 Y . CP-8050 ¥
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6.12 Installation of External Communication Connections

446

Wiring for Connection CP-8050 — Converter 7XV5651-0CA00/BB

8-pol. RJ45 8-pol. RJ45 8-pol. RJ45 9-pol. D-Sub 9-pol. D-Sub
male male female male (plug) female (connector)
L
! xa1 ko1 - . L
: TXD-/RXD- I : i 1 : Optical
x42 k2 2 I b interface

: TXD+/RXD+ k ; : 1 C (ST-connector)

. F 3 3 | | -
: X4:3 k — : ——n X6:3 B (TXD+/RXD+) :

gk : 1 :
I Xa4 g i = o
I was F s e & I lgosg | 1=
| 2 : — | < I X6:5GND !

. . R]_I <:|
! xa6 k 6 6 I 1 6 : !
I GND : I p 1 | :
1 - F 3 1 1 -
| . |: - | 1 :: 8 |
I X488 i 8% mmml— X6:8 A (TXD-/RXD-) |
I r I l g =g | I
I Schirm | . | 1
... ool | R R
I I (I I D e A
J

Patch cable (max. 1,5 m)

(1) unused wires must be isolated!

Adapter RJ45/DSUB9
(HDA9-PMJ8-M-K)

mandatory (required wiring in adapter RJ45/DSUB9)

Siemens 7XV5651-0CA00/BB
RS485-LWL Converter
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6.12 Installation of External Communication Connections

Ring configuration with redundant master with converter 7XV5651-0CA00/BB to SIPROTEC 5

Device B Device A

N
/redundant>
AN

. _master

=

CP-8050

Fiber optic cable
max. 1.5 km

Patch cable
Cat.5

max.1.5m Y

P\

IEC 60870-5-104 . RS485 - FO Converter

SIEMENS 7XV5651-0CA00/BB

D-Sub/RJ45
adapter male
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6.12 Installation of External Communication Connections

Wiring for Connection CP-8050 — Converter 7XV5651-0CA00/BB

8-pol. RJ45 8-pol. RJ45 8-pol. RJ45 9-pol. D-Sub 9-pol. D-Sub
male male female male (plug) female (connector)
=TT T T T T TN -t == === 1
" - :1 1 ........... 1 :11| I
: TXD-/RXD-  “=—Cf. - : 1o —JI— Optical
x42 k2 12 I 2 =2 interface
: TXD+/RXD+ K ; > : [ —-:— (ST-connector)
3 k3 13 1 | | w3
: Xa:3 I T—— : — : X6:3 B (TXD+/RXD+) :
I x4 k4 4 EEF " : 4% A I
I E Tk I e i | ey
| xas t_5 D — - X6:5GND Rl: &
: oD xa6 k6 6~ : | : 658 1 I I
I o .
| . |: “ | 1 - 7 | I
: X4:7 | 7 7 )7 : " 7—( : :
. Ik - | -
! X8y 2 i 1 —o 1 xesa (TXD-/RXD-) :
I E : I l o 5 g |
I ok [ R I
I Schirm 1 . 1 |
L....o L. Lo...onaaes |
e I L e I I -
N J ~ ~ J
Adapter RJ45/DSUB9 Siemens 7XV5651-0CA00/BB
Patch cable (max. 1,5 m) (HDA9-PMJ8-M-K) RS485-LWL Converter
(1) unused wires must be isolated!
mandatory (required wiring in adapter RJ45/DSUB9)
6.12.1.7 Direct RS-232 connection to other automation unit (AU)
Automation unit
(e.g. SICAM AK 3)
a 7]
o ] [l [l [l [l [l [l [] “
SIEMENS H H H H H SIEMENS
|.I T »
RS-232 CP-8050 l
(X5) / B
4 4|
| d|
5l d
ql 4
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Wiring for Connection with SICAM AK 3

6.12 Installation of External Communication Connections

i 0

et e A
I CP-8050 I8 -pole RJ45 1 ' 8-pole RJ45 I SICAMAK3 1
| ; male : | male , |
| I I : : I
. I 1 1
| CTS (1) X5-Lf::1f— : ! d—r— cTs !
1 .
| RTS (0) 2 202 ! | 25 Rrs !
I
L vee (022 ) | : S_1 bsr !
I X5:4 1 4 ! I 4_ 1L !
XD (0) X%% 1 | D— TXD |
| OO s 1 s ! | 5 ! !
RXD (1) ] : i h— RXD !
i GND X5:6 | 6 " ! 6_1 oD "
| - ] N V 1
I 7 I ! I I
| DCD () *oT oL ! ! T—p— pep !
. | 8
' pTR (0) X088 ! | al‘k\ﬁ DTR !
1
: : : : 1 |
1 . 1 1 I I
| Shield | 1 : 1 Shield 1
b e e e e — U, S S 1
NOTE

With a serial connection via X5 interface of CP-8031, CP-8050 a bridge between CTS and GND is required,

as far as the interface shall also be used for the connection with the engineering PC.

The CTS status line cannot be used by the protocol!

If the interface shall not be used as serial engineering interface, the function can be disabled with the
parameter Serial engineering interface =

disabled.
Thereby no connection between CTS and GND is required.

Wiring for Connection with SICAM CP-8000

i 0

I"CP.8050 |8-pole RJ45 | 19-pole DSUBI  CP-8000 |
! :male : :female ' :
| 1 1 : : 1
| 4 19 I ) I
pers() XOtad ! 1—— pep !
x52 2 i 2 1
| RTS (0) 5;;:? ! : : " if RXD :
L vee @ a= ) ; D TXD |
| XD (0) ¥t At ! 4b prR |
| RXD (1) x557;: 5 | : Poe i—:% GND :
| X656 1 6 o o6 |
} GND G 4 1 : ! 4—:5 DSR |
! X57 17 [ ol 7 '
| DCD () = | | )| = RTs l
. 1 i 8 R
' pTR (0) X¥8 A8 ! | == CTs i
| 1 1 ! 9 L 1
1 1 1 : —=—)— n.C. |
! Shield | : ! | Shield |
b e e e e — U, J o ___ S, 1
NOTE

With a serial connection via X5 interface of CP-8031, CP-8050 a bridge between CTS and GND is required,

as far as the interface shall also be used for the connection with the engineering PC.

The CTS status line cannot be used by the protocol!

If the interface shall not be used as serial engineering interface, the function can be disabled with the
parameter Serial engineering interface

disabled.
Thereby no connection between CTS and GND is required.
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6.12 Installation of External Communication Connections

6.12.2 Ethernet TCP/IP

6.12.2.1 Communication via LAN/WAN

Ethernet TCP/IP
v._Switch
Patch cable
CP-8050

@

(i
ETH (X3)
_ETH (X2)

NOTE

i @

be used.

Depending whether a connection is done inside or outside of cabinets, different types of patch cables must

450
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6.12 Installation of External Communication Connections

6.12.2.2 Communicaton via GPRS

GPRS Modem
(z.B.: Siemens Scalance M874-2) v

CP-8050

Patch cable "

g

ETH (X3)

N F1:00]

ETH (X2)

@
@
%)
%)
%)
@)
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7 Redundancy

° NOTE
l Only CP-8050 devices can be implemented redundant. However, the CP-8031 can be used as an external

voter.

7.1 Overview 454

7.2 I/O Configurations 457

7.3 Communication Configuration 461

7.4 Redundancy Link 462

7.5 Automatic Voting 467

7.6 Applicative Voting 486

7.7 Data flow in the case of Redundancy 487

7.8 Engineering 496

7.9 Licensing of the Function 516

7.10 Application Notes 517
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7.1 Overview

7.1

454

Overview

To increase availability the CP-8050 system offers redundancy operation. The variety of use cases leads to lots
of different configurations. This chapter gives an overview and shows their advantages and disadvantages.

CP-8050 supports device redundancy. In this case two devices with the same functionality exist. The following
types are distinguished:

Global Redundancy
In this case a CP-8050 device pair is operated in the way, that one is active and the other one is passive. It

is thereby possible to synchronize singular remote A8000 1/Os and/or redundant PLC applications via
Ethernet based I/0 bus ring (EblO bus).

Protocol-selective Redundancy

With this type of redundancy, not all the devices are switched, but only individual protocols. Connections
to substations or SCADA systems can be switched independently between the redundant devices. Espe-
cially in data node configurations the permanent reachability of the substations can be increased. An
operation of singular A8000 1/Os is possible under certain preconditions but not recommended.

(for example: When using the protocol-selective redundancy switch, singular I/Os may only be operated
on CPCI85. This means that no SICAM A8000 Rack I/O modules are possible in this configuration.)

Each kind of redundant configuration is defined by two fundamental features, which can be applied in
different ways. That's why they must be considered right from the beginning in the concept phase. The two
features are:

Redundancy-switchover by voting function

The voting function is integrated in the CP-8050 firmware. That means that the devices decide about a
global active/passive switch-over (global redundancy) or protocol switch-over (protocol-selective Redun-
dancy) based on a voter-table. You can choose between “internal” or “external” voting. If the redundant
device-pair exchanges voting information among themselves and decides about switchover on their own,
this is called "internal voting". This kind of voting is preferred if singular A800O0 1/Os are operated in an
EblO-bus ring configuration. If, in addition to the redundant device pair, a third instance shall make the
voting decision, a third CP-8050 can also be used. This occurs as an "external voter" to switch the device
pair active/passive (global redundancy) or only individual protocols thereof (protocol-selective redun-
dancy). The external voter can also be redundant, which requires a fourth CP-8050.

The possible synchronization of the data via the redundancy link

The redundancy link can either be established via the encrypted EblO bus or via a routed network. Crucial
for the type of medium is mainly whether singular A800O 1/Os shall be used or not. If this is the case, the
I/0 signals must be synchronized anyway via the EblO bus. This also makes it possible to synchronize the
PLC application and to exchange the voting information via the EblO bus. The synchronization of data via
routed IP network is mainly useful if there are large distances between the redundant devices and a dedi-
cated synchronization link is not available or cannot be established. With large distances between the
redundant devices, it should be noted that singular A800O I/Os cannot be used due to the distances
between the individual I/O rows. Here, a data supply from the substations to both redundant devices
should be done, which may then be processed in a PLC application. This could in turn be synchronized
over the network.

The following figure shows an overview of the possible system configurations or hardware and firmware
configurations offered by the CP-8050 system.
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7.1 Overview

|;||i

Redundancy mode for communication
global / protocol selective

Voter
Configuration

Device ,A“ Device ,,B“

Redundancy Link
redundant PLCs PLC
Singular I/0s

Settings
I‘Image“
[Engineering Tool]

Settings
“Original“
[Engineering Tool]

Plant - Configuration

fossonsl

Singular 1/0s (elektrisch)

| I/Orow 1-15

............ Redundant I/Os ............

1/0 row 1-15 _"o ) 1/0 row 1-15
Configuration
BSE#M [CPCI85 BSE#C1 [EPCI85] BSE#C2 (3,4) [EPCI85]
Protocoll pre | PRe | PR | PR | PRE | PRE | PR | PRE | PRE | PRE [ PRE | PRE prE | PRE | PRE | PRE <
Firmware ol 12| s |4l se|l 7)ol ]z2]¢z ol 1| 2] s o
.‘g
Central Processing Extended Processing Extended Processing S
e r o R —
Processing ME | Pc PLC PLC D o
Firmware [ ] — —=F —=$ 'E o
| Redundancy funktion | | Extended Processing | | Extended Processing | 8 q>>
T O
Y
1/0 Master o# | wo# | wo# | wo# | o uo# | vo# (CINe]
Firmware 0 1 2 3 4 14 | 15 ;
System E
e

Voter information Redundancy Link

——— /O signals over Ethernet based 1/0 bus [_] licenceable firmware funktions

7.1.1 Basic Decisions
To provide a decision-making basis that makes it easier to select the appropriate configuration, here is a
summary of the most important questions:
®  Should individual connections to substations or SCADA systems be switched over or is the entire device
always switched over? (global or protocol-selective redundancy?)
® |saredundant PLC application required, which should also be synchronized between the devices?
(Redundancy link or not?)
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®  Which I/O configuration is intended to be used? (singular or redundant SICAM A8000 1/0s?)

®  Does a network connection exist between the redundant devices? (Redundancy link via IP network or
EbIO bus)

®  Should a third/fourth instance make the voting decision or should the function be covered by the redun-
dant device pair. (internal or external voting?)

7.1.2  Preferred Configurations

Based on the answers to these questions it is easier to find your way through the related chapters. You will
also notice, that not all combinations of possibilities do make sense. That's why the following chapters focus
on preferred configurations.

Table 7-1 There are different requirements for the various fields of application and thus also different
preferred configurations:

Preferred configuration for ... Power plant & Data nodes
tunnel automation

A8000 1/0s Singular within EblO [No or redundant No or redundant
Bus Ring

Redundancy Type Global Global Protocol-Selective

Redundant PLC application Yes Yes Not recommended

82
Redundancy Link / Synchronization EblO-Bus Ring IP network No
Redundancy Switchover/ Voting Internal Internal/external Internallexternal

7.1.3 Redundancy Function

Function Global Switch Over Protocol-selective  Protocol-selective

switch-over with applicative
voting

Device redundancy yes yes Applicative

Redundant PLC application possible limited possible No

Synchronization singular 1/0s possible limited possible83 No

Voting automatic automatic Applicative

Engineering Tool Parameter update (Copy yes yes no

Mirror Parameters)

82 If itis ensured, that the PLC application does not use data points which are provided from protocols which shall be switched over
selective, it can run on a redundant processing firmware. If this is not the case, it cannot be ensured that the PLC application is
constantly supplied with all necessary data points via active connections.

83  When using the protocol-selective redundancy switch, singular 1/0s may only be operated on CPCI85. This means that no SICAM
A8000 Rack I/0 modules are possible in this configuration.
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7.2 /0 Configurations

7.2.1 Redundant Devices with singular “l/0s” [Ring configuration]

In this configuration, the I/O modules are physically installed only once and communicate with redundant
devices via the EbIO bus. The active device communicates with the 1/0 rows and the installed I/O modules. The
passive device receives the information via the EbIO bus in listening mode. The EbIO bus is in ring configura-
tion what means that if a connection between the I/O rows fails (can also be between the two CP-8050
modules), full functionality is maintained.

Proccess LAN

Voting
Configuration

1/0s connetced to base

device not possible

Device ,,A“ Device ,,B*“

Ethernet based 1/0

C
C
»
[:::L

i
=k
=t
e up to 100m up to 100m
(electrical) (electrical)
Singular 1/Os for both devices
1/0 row 1 max. 15 1/0 rows 1/0 row 3

N

SERFERSRRE

oosc00os0g|
o BEEEEEEEEE
SEFFRREERS
«| EEEEEEEEEE
foscesssoss]
looooseosss]
lscoosesos)

SRERERRERF |
jooosoosseg

B O
B o
B o
B o
B o
B o
B 0
B o
Bl o:
B o!

EEEEEEERES
[soossccsss
[sossoosses
[0000Doooao)
SRRFERERRR]

Communication protocols

Voting informations

Redundancy link

1/0 signals
Ethernet based 1/O bus

9oooss9ssg)

up to 100m
(electrical)

EEEEEEEERE | EEEEEE
SERRFFRRRT

ikt |- (=ted
TS
=] g
o oSl -
[ 2
Sls o
o flE o7
M o
oG o
oG o
ofiillo 2
B o

The following points should be noted with this configuration:

® Upto 15 remote /O rows are possible

®  The installation of /O modules on the local row of the CP-8050 is not possible. However, the local row is
needed to monitor the power supplies (that means, IOMI85 must be installed for row 0)

®  The I/O modules Al-851x cannot be used with this type of 1/0 configuration

®  Connector X2 of the CP-8050 device A must be connected to an I/O row. The ring must be closed across
all I/0 rows and then connected to connector X2 of the CP-8050 device B. The two CP-8050 must be
connected via connector X3.
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®  The EbIO bus must be configured to ring

e |f the redundancy link is configured to "Ethernet based 1/0" and the "Internal Voter" is used, the 1/O ring is
also used automatically for the voter. Due to the ring topology, the voter has two communication chan-
nels in this case and no further voting connection needs to be defined.

® |nthe case of a redundant PLC application, redundant channels are also available for this synchronization
®  The synchronization channel is encrypted as with the via Ethernet connected remote 1/Os.

® The parameter Redundancy | BSE settings | Priority I/O failure should be set to not used, since a failure
of a single I/0 module is recognized in most cases on both devices and otherwise there may be an unnec-
essary redundancy switch.

i 0

NOTE

With a redundant CP-8050 with EbIO bus ring (X2 & X3), the warning "Ring open" always comes up if no
IOMI85 is equipped and loaded on the local I/0 row, even if the ring is closed.

7.2.2

458

Redundant Devices with singular “I/0Os” [Line Configuration]

This configuration is a special case and only makes sense in exceptional cases due to the limitations.

In this configuration, the I/O modules are physically installed only once and communicate with redundant
devices via the EblO bus. The active device communicates with the 1/0 rows and the installed /0 modules. The
passive device receives the information via the EbIO bus in listening mode.

Proccess LAN

Voting
Configuration

\

Device ,,A“ Device ,,B“

I_II_II
LJL_JI

i
1l

Ethernet based 1/O
1

1
LREY

SSERRE)

B
[EEEEEE
joosses|
B
[SIFIEE]
15S58)

up to 100m
(electrical)

>

Singular I/Os for both devices
110 Zeile 1 ... 15 max. 15 1/0 rows

Communication protocols

Voting informations

Redundancy link

1/0 signals
Ethernet based I/O bus

o
o
o
o
=
o
o
o
o

The following points should be noted in this configuration:
® Upto 15 remote I/O rows are possible

®  The installation of /O modules on the local row of the CP-8050 is not possible. However, the local row is
needed to monitor the power supplies (that means, IOMI85 must be installed for row 0)

®  The I/O modules Al-851x cannot be used with this type of I1/0 configuration
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Connector X2 of the CP-8050 device A must be connected to an I/O row. The connection must be closed
across all I/O rows and then connected to connector X2 of the CP-8050 device B.

The 1/0 bus must be configured to "Line"

If the redundancy link is configured to "Ethernet based I/O" and the "Internal Voter" is used, the I/O line is
also used automatically for the voter. That means, the voter already has a channel

The voter needs a second communication channel, which means that the second connection has to be
set up via an additional telecontrol protocol such as IEC 60870-104, IEC 60870-101 or IEC 61850.

If the redundancy link is configured to "Ethernet based I/0", then in case of a PLC synchronization, the
EblO bus will be used for the synchronization

The synchronization channel is encrypted as with the via Ethernet connected remote 1/Os.

The parameter Redundancy | BSE settings | Priority I/O failure should be set to not used, since a failure
of a single I/O module is recognized in most cases on both devices and otherwise there may be an unnec-
essary redundancy switch.

i @

NOTE

If a connection between the I/0O lines fails, the following 1/O lines can not be reached either.

In this case, device A reaches one part of the 1/0 rows and device B the other. Therefore, this configuration
is only possible with one I/O row, if a single error occurs.

Synchronization of the redundant PLC application is no longer possible if a connection fails.

7.2.3 Redundant Devices with redundant “I/Os”
In this configuration, the I/O modules are physically installed twice (redundant) and communicate via their
own EbIO bus with the redundant devices. The EblO bus is actively driven in both devices, but the /0 Master
firmware itself is switched active/passive.
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The following points should be noted in this configuration:

Up to 15 remote I/O rows are possible

It is possible to install /O modules on the local CP-8050 row.

The parameter "Redundancy/Settings for BSE/I/O mode" must be set to "redundant”

The EbIO bus cannot be used for redundancy synchronization, i.e. there is no connection for the voter

nor for the PLC synchronization

For redundant PLC applications, an IP connection must exist for the redundancy link

If outputs are to be switched on the passive device, then the parameter "Redundancy/Settings for BSEs /
Data Filter to 1/0" must be set to "Deactivate User Data Filter"
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7.3  Communication Configuration

7.3.1 Redundant Data Nodes

In this configuration, you can choose between global and protocol-selective redundancy. With protocol-selec-
tive redundancy, connections to substations or SCADA systems can be switched as required between the
redundant devices.

IEC101

IEC103
IEC104

Proccess LAN

Voting

IEC104 Configuration

IEC104

Device ,,A“ Device ,,B*
IEC101

IEC103

Redundancy Link IEC104

Mode ,,IP based“

EEEEEE)
[9S5088

CI-8551 CI-8551 CI-§520 CP-8050 PS-8640 CI-8551 CI-8551 CI-§520 CP-8050 PS-8640

IEC61850
Station LAN

Communication protocols

Voting informations

Redundancy link

The following points should be noted in this configuration:

® No EblOBusinring

® Noorupto 151/0 rows possible

® |tis possible to install /O modules on the local CP-8050 row.

®  The parameter "Redundancy/Settings for BSE/I/O mode" must be set to "redundant”

®  The EbIO bus cannot be used for redundancy synchronization, i.e. there is no connection for the voter
nor for the PLC synchronization

®  Forredundant PLC applications, an IP connection must exist for the redundancy link

® |f outputs are to be switched on the passive device, then the parameter "Redundancy/Settings for BSEs /
Data Filter to /0" must be set to "Deactivate User Data Filter"

e |f you do not want to switch globally, but protocol-selective, the type of redundancy must be selected
accordingly. On the other hand, a PLC may only work with data from /O rows or only with data from
protocols that are not switched over. (see 7.5.2.2 Protocol-selective Redundancy Switchover)
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7.4 Redundancy Link

7.4

7.4.1

7.4.2

Redundancy Link

General

The redundancy link is used to synchronize redundant PLC applications, singular 1/0 rows (I/0 master firmware
is available in both devices, but the I/O modules are only 1 x physical) and defined protocols. Synchronization
assumes that both devices have the same parameter and firmware revision level loaded for each function.

The redundant device is monitored by periodic monitoring messages. These monitoring messages are gener-
ated and monitored by the devices on both sides of the interface.

With the redundancy link you can choose the following media:

®  Ethernet based I/O Bus (EblO) in line or ring configuration ... Mode ,Ethernet based 1/0”
Advantages:

— If singular I/0 rows are coupled there is already this connection and this can also be used for the
redundancy link (thus no further Ethernet connection between the two devices is necessary)

— Aredundant channel (ring) can be configured
—  Datais encrypted via the EblO bus protocol
Disadvantages:

—  Distance of the redundant devices electrically only up to 100 m or optically up to 6 km possible
(depending on the media converter)

® via a"Raw IP" Ethernet connection ... Mode "IP based"
Advantages:

—  Anexisting Ethernet connection can be used if no EblO bus is configured (saving of Ethernet ports)
—  Distance between the two devices is only limited by the network architecture
Disadvantages:

—  no redundant channel can be defined

Configuration of the Redundancy Link

Ethernet based 1/0 Bus (EblO-Bus)

If remote I/O rows are connected to the device, it is also advisable to use the Ethernet based 1/0 bus for redun-
dancy synchronization.

If the mode "Line" is selected for the EbIO bus, a singular point-to-point connection is established. If the mode
"Ring" is selected, a redundant "point-to-point" connection is available. The EblO bus can also be used if there
are no /0 modules on the bus. In this case the bus is used exclusively for synchronization. (see 7.2 I/0 Config-
urations)

i @

NOTE

®  The Ethernet connection of the EblO bus may only be a switched, multicast enabled and not routed
network.

®  With a redundant CP-8050 with EbIO bus ring (X2 & X3), the warning "Ring open" always comes up if
no IOMI85 is equipped and loaded on the local I/O row, even if the ring is closed.

Raw IP Ethernet Connection

462

If synchronization takes place via a Raw-IP Ethernet connection, this can be done on any Ethernet port (except
Ethernet ports which are used for the 1/0 bus). For synchronization via raw IP, only the IP address of the
remote station must be parameterized.
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i

NOTE

If a router with a firewall is used between the devices, the IP packet Type 251 must be enabled in the router

settings.

7.4.3

7.4.3.1

Synchronization of the Devices via Redundancy Link

Synchronization of redundant PLC Applications

The redundancy function can be configured for each processing firmware via the parameter "Redundancy /
Settings for BSEs / PLC synchronization”, whether the redundant PLC application is synchronized via the redun-
dancy link.

~ Redundanz Doku A (Reg#10,Comp#20)

~ Central Processing (M)

Topology L]
» RTU common settings O priority 10 w | priorty 8 w | priorty 5 w |activelpassve  w w | singuiar v
+ Redundancy 0O |cot priority 10 w | priority 8 w | priority 5 w |activelpassve  wr |yes w | singuiar -
Settings for BSEs 0O |co2 priority 10 ~ [prioriy 8 w | priorty 5 w |activelpassve  wr |yes w | singuiar -
Settings for PRES O |cos priority 10 Uy [ priorty 8 w | priorty 5 w |activelpassve  wr |yes w | singuiar -
s 0O |cos priority 10 v | priorty 8 w | priorty 5 w |activelpassve  wr |yes w | singuiar -

If the "PLC synchronization" is enabled, the changed data of the PLC application are continuously transferred

from the active PLC to the passive PLC.

PLC
instance data

1l

N IEC Command Clock generation

/ handling Cycle time
|
g System data
U points
T
| -
| Periodic Periodic | | N\
T 5 inputs outputs ::9 7
E 3 g
R ® 3

2 @ Spontaneous

F Spontaneous 2 Spontaneous Spontaneous = :> message
A input data inputs outputs eneration
e} storage °
E =~

—cCc7Uv4H4CO

mormnoym-H=z—

Syncronization channel of the redundancy link

Spontaneous PLC Spontaneous Periodic

inputs instance data outputs outputs

— Function running if ,PLC active® or ,PLC passive — synchronization stopped*

) Function running if ,Synchronization active*
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The active PLC updates all inputs in the parameterized grid of the cycle time, carries out the calculation of the
PLC application and forwards the new output information spontaneously or periodically to the 1/0s or commu-
nication. All changed spontaneous input information, PLC instance data and output information are sent via
the redundancy link to the passive PLC.

The passive PLC itself does not carry out a calculation of the user program, but receives all the changed infor-
mation via the update function of the active PLC if the synchronizing function is active. This ensures that the
user program "seamless" continues to operate in the event of redundancy switching.

In opposite to SICAM AK, there is no need to install any applicative monitoring in the user program to ensure
that the application programs are consistent.

The synchronization of the PLC data is stopped at:

®  Failure of the redundancy link

®  Failure of the redundant PLC

e  Differently loaded firmware revisions of the redundant processing firmware

® |n case of inconsistency of the control parameter of the corresponding processing firmware

The check is carried out via a UUID for the application program and the associated input and output
assignments. This ID is calculated by the engineering tool for the complete PLC application and concerns
all tasks of the processing firmware

®  When using the test switches for input/output information in the online test

If synchronization is stopped, also on the passive PLC all input telegrams are forwarded to the PLC application
and the PLC application is calculated. Furthermore, an internal error with the exact cause is entered in the
diagnosis.

The online test can be used on both, the active and the passive device. For details on the online test, see
chapter Online test of the selected engineering tool.

i @

NOTE

If calculations are carried out in the PLC application which do not access any common input information of
the redundant PLCs (for example calculation of diagnostic information of the own device), these cannot be
performed in a redundant PLC. In this case, another processing firmware is required in which PLC synchro-
nization is disabled.

Synchronization Function of the PLC Application

The synchronizing function works in the transmission direction with a 2-buffer operation, what means that
during the transmission of the changes of the 1st buffer to the passive PLC, the new changes are written to a
2nd buffer. As soon as the 1st buffer has been transferred to the passive PLC and acknowledged, the new
changes to the 2nd buffer are transferred and the 1st buffer is used again for current changes.

As a result, the active PLC does not have to be stopped during the update.
During an update, the following data is transferred from the active to the passive control:

® |nstance data of all program instances/charts

® |nstance data of all global variable objects (CAEx plus)

®  Spontaneous input signal process image

®  Spontaneous output signal process image

®  Periodic output signal process image

® |EC command treatment: Control location and 1 out of n interlock

®  Status process image of the signals (CAEx plus)

1

NOTE

Note that redundant PLC applications require longer cycle times due to the synchronization function than
singular PLC applications.

464

SICAM A8000 Series, CP-8031, CP-8050, Manual
DC8-026-2, Edition 11.2022



Redundancy
7.4 Redundancy Link

Excluded from the synchronization are:

®  System data points (region number, component number)
®  Periodic input signal process image

® |[EC command handling: Select/Execute Timer

®  Test switch for forcing the input-output signal images

NOTE

i 0

For non-synchronized data, the current values of the own device are always displayed in the online test. If
this information is used in links, the result can be displayed incorrectly on the passive PLC since all block
outputs are synchronized by the active PLC.

When synchronizing, a distinction is made between a "delta" and a "full" update. With the delta update, only
changes since the last synchronization cycle are transferred; during full update, all data is transferred.

A full update will be carried out at the following moments:
® |n case of going failure of the redundancy link
®  After restarting the passive PLC

®  After parameter load when the parameters of the two PLCs are identical again (UUID of the user program
is equal in both PLCs)

®  When leaving the online test when the test switches of the input/output information are reset or during
warm/cold start of the passive PLC

®  During "Start synchronization" in the CFC online test (CFC only)

Timing of the update function

PLC cycle timet (e.g. 10ms)  Failure of active PLC

P
PLC device ,,A“ aktive |
PLC execution cycle |

| | ] 1
| i i |
‘ | 3 i |
Update Send 1 | 3 3 3 3 |
device ,A“ | 1 ! ! ! Lo :
T T T — T
Pl A | | | |
| H L ! L | i |
i | i |
Redundancy state \ \ ! ‘ ! !
device ,A“ |
T |
|
|

PLC Cycle (e.g. 10ms) |

PLC device ,,B“ aktive!
i

PLC execution cycle |

Last synchronizati D. I I I I I

Update Send
device ,,B“

Redundancy state
aktiv device ,,B“

U‘?daf:e cycle (é:.g. 2‘\‘PL(‘; cycles) i

]
i
| | i
i | | Redundanz Umschaltzeit
i

«

i
i i i i i

40ms  |50ms  60ms | 70ms | [80ms | iTo jTo+ - TO+ To+ 1O+

10ms 20ms 30ms 40ms 50ms

|
| 10ms 20ms 30ms

I PLC execution cycle of active PLC

L PLC Update-cycle of passive PLC

For fast cycle times, many changes or high load on the redundancy link due to further applications (e.g.: /O
synchronization or synchronization of other user programs) it is not guaranteed that all changes are trans-
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ferred in the same control cycle to the passive PLC. In the case of redundancy switching, the previously passive
PLC continues to calculate with the last cycle-consistent transmitted data image.

Via the redundancy link about 30 kB data change per 10 ms/bus cycle can be transmitted.

Design of the Application Program

As mentioned in the chapter "Synchronizing function®, the synchronization requires performance, since all
changes must be detected by a comparison function and transferred via the redundancy link.

The design of the user program has a significant influence on the utilization of the redundancy link.

If e.g. complex measured value processing is performed in a fast, high-priority task whose results are
constantly changing, so the transmission of these measured values loads the transmission very often. If these
values are not required with high priority, it would be useful to outsource them to a 2nd task, with a slower
cycle time. This significantly reduces the load on the redundancy link.

7.4.3.2 Synchronization of singular I/O Modules

If the configuration "Redundant devices with singular remote I/Os" is required for the /O connection, then the
parameter "Redundancy | Settings for BSEs | |0 mode" must be set to "singular”.

In this case, the spontaneous data to the I1/0 modules is synchronized from the active /O master firmware via
the redundancy link to the passive I/O master firmware. A synchronization is done also during startup of the
passive 1/0 master firmware. All relevant data of each /O firmware instance is transferred from the active to
the passive /O function.

The synchronization of the 1/O data per I/O master firmware is stopped at:

®  Failure of the redundancy link

®  Failure of the redundant I/O master firmware

® |n case of different /0 master firmware revisions

® |n case of inconsistency of the I/0 parameters of the corresponding processing firmware

Redundancy switchover

In the case of a redundancy switchover, the active I/O master firmware is switched to passive in the first step
and after a positive acknowledgment of this switchover the previously passive firmware becomes active. That
means, there is a short time frame in which both are passive. During this time, the previously passive 1/0
master firmware takes over the operation of the bus, so that the I/0 modules do not fail. If no active switching
occurs during the next 20 seconds, the 1/0 modules will fail.

If synchronization is stopped, the passive I/O master firmware cannot take over operation during a redundancy
switchover. In this case, the passive firmware is shut down. Furthermore, an internal error with the exact
cause of the error is entered in the diagnosis.

If, nevertheless, a redundancy switchover takes place, then the firmware is automatically restarted when
"switching active".

° NOTE

l The redundancy with singular 1/0 modules is only supported for SICAM 1/0 modules (IOMI85).
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7.5.1

7.5.1.1

7.5 Automatic Voting

Automatic Voting

Basic Function of the Voter

The voting function is based on the definition of priorities in the voter table.

Voting between both devices is performed automatically by the voting function, regardless of the type of
switching (global and protocol-selective redundancy switching).

For the device redundancy there are 2 possibilities of switching:

®  Global redundancy switchover
The entire device is either in the redundancy state active or passive. In this case, there is a voter table for
the entire device.

®  Protocol-selective redundancy switching

Only defined processing or protocol firmwares of a device are switched to the passive state. Within one
device some firmwares can be active, others passive.

The voter's decision is based on the redundancy voter tables of the two devices. Priorities are used to classify
the pending errors. To each error that is used to determine the state of redundancy, a parameterizable priority
is assigned.

A set error increases the counter of the parameterized priorities. The counters are sent to the voter in the case
of protocol-selective or global switching. The voter compares the priorities of the two devices, calculates the
redundancy state and communicates this to the two devices. The voter activates the device with the lower-
priority errors.

There are 16 levels of priority where:

®  Priority 15
equates to the highest priority and is reserved by the system for the error of the redundant device

®  Priority 0-14 (0 = lowest priority)
can be freely assigned by the user to the types of errors

The function fix operating mode is higher-prior than the 16 priority levels. (see 7.5.1.3 Fixing Operating
Mode)

Assignment of Error Priorities to the Voter Table

System error priorities

The system provides the redundancy voter with system errors (error types) that are already assigned in the
default parameters error priorities. The user can change or deactivate these priorities.

The parameter table "Redundancy/Settings for BSEs" defines priorities for BSE errors:

v Redundanz Doku A (Reg#10,Comp#20) 0 Y ® @ @ 0 0f 5 selected (total: 0)
~ Central Processing (M)
n L1 L1 L1 L1 L1 L1 L1
‘Topology BSE Priority BSE failure Priority PLC task suspend Priority I/O failure state PLC tion 1/0 operation mode
» RTU common settings 0O (M priority 10 w |priority 8 w |priority 5 w |activeipassive  wr | yes w | singular v
~ Redundancy 0O [coi priority 10 v [priority 8 v [priority 5 v |activeipassive  w | yes w | singular -
O [coz priority 10 w | priority 8 w | priority 5 w |activelpassive  w | yes w | singular v
Settings for PRES O [cos priority 10 v [priority 8 v [priority 5 v |activeipassive  w | yes v [singular -
Voteradresses O [cos priority 10 v [priority 8 v [priority 5 v |activeipassive  w | yes v [singular -
" . " . L.
The parameter table "Redundancy/Settings for PREs" defines priorities for protocol errors:
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n o RTU Settings

w Redundanz Doku A (Reg#10,Comp#20) ® @ @ 0 0f 24 selected (total: 0)
 Central Processing (M)

» RTU common settings 0o [m PREO priority 7 w | not used w |activelpassive
~ Redundancy 0O [m PRE1 priority 7 w | notused v |activelpassive
Settings for BSEs 0O [m PRE2 priority 7 w | notused v |activelpassive
0O [m PRE3 priority 7 w | not used w | activelpassive
e —— 0O [m PRE4 priority 7 w | notused v |activelpassive
» Protocol 0- ETI4 (PRED) 0O [m PRE5 priority 7 w | notused v |activelpassive
> P e -0 ) 0O [m PREG priority 7 w | notused v |activelpassive
N 0O [m PRE7 priority 7 w | notused v |activelpassive
T ——— 0O |cot PREO priority 7 w | notused v |activelpassive

The two tables are always designed for the maximum number of processing firmwares and the maximum
number of protocols. The real configuration is not considered here.

User Priorities

7.5.1.2

468

The system also offers the user the option of influencing the voter via so-called user priorities. For this
purpose, signals can be assigned to the central processing firmware "BSE-M" via redundancy control messages
with the control function "user priority".

The parameters BSE_RED and PRE_RED are not evaluated in the operating mode "global”, these are only
required for the operating mode "protocol-selective redundancy switchover".

~ Redundancy Dev_A (Reg#53,Comp#40) S
Parameter
Central Processing (M)
1/0 00 - IOMI85 (1000) @ Redundancy control message CP-8050 Y ® @ @ 0 0f 3 selected (total: 0)

w /0 01-10MI85 (1001)

10M 0 - AD-838x

[ |1om2 it
| O ||0M2,D|2

53-40-21-1-0
53402211

TI30.. |A+B w | User priority
[Ti30_[A+B

10OM 1 - Al-832x wr | terminate binary information e | Priority 6 w

v|Userpnumy v|1erm|natebmarymlurmatlon lenontyO(Iowest) v|

10M 2 - DI-811x

If a single message with the address "53-40-21-1-0" and "On" is received, based on the configuration example
shown in the last graphic, the priority 6 is set or reset in the corresponding voting table depending on the
binary information state.
0 ... reset priority (counter = 0)

.. priority set (counter > 0)
If these single-point information are received with the NT bit set, either the state is maintained (parameteriz-
able in response to failure) (counter remains unchanged) or possibly previously set messages are deleted
(counter decremented if the information was set).
A single-point information, which e.g. sets user priority 14, can therefore be used to override individual station
(priority 6) or communication (priority 7) failures in maintenance cases. (see Fixing operating mode via user
priorities, Page 470)

Readout of the Redundancy State in SICAM WEB

With SICAM WEB, the redundancy state for all processing firmwares (BSE) and protocol firmwares (PRE) can be
read from the device.

M active. - always active | -

cot active active active active

C02 | passive

The following states are displayed:

State Description

active the firmware has been switched to the "active" state

passive the firmware has been switched to the "passive" state
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State Description

always active Firmware is set to "always active" in ,Redundancy | Settings for BSEs/PREs”

- Firmware is not installed

7.5.1.3 Fixing Operating Mode

For test or maintenance purposes, it is often necessary to fix the redundancy state of the devices.

Fixing operating mode via redundancy control messages

The redundancy function provides the function "fixing operating mode", which can be operated via the
following redundancy control telegrams:

®  mode fix device A
®  mode fix device B
®  Operating mode fix automatic

By means of pushbuttons, key switches and control commands from the control system it is possible to fix the
devices, this means switch device A or device B to fix. There is then again, the possibility to switch the redun-
dancy function to automatic. These messages can be assigned both, to the voter (if configured externally) and
to the redundant devices. The requirements for this function vary depending on the system.

This function always affects the entire device, even for protocol-selective switching, all protocols are switched
to "fixed A" or "fixed B" either actively or passively.

If the redundancy function receives one of these 3 control messages, it switches to the selected operating
mode. The function can be handled by multiple sources, that means used from different places.

All sources have the same priority, for example, if source 1 is switched to "fix A" then it can be switched from
source 3 to "fix B". For this function, the time tag of the most recently received message is compared with the
last received message, whereby the message with the younger time tag is valid.

The function "fix operating mode" has the highest priority for the voter and switches off the automatic voting.
Even a failure of the fixed device causes no redundancy switchover. If this is not desired or if, in the case of
protocol-selective switching, a different operating mode is to be fixed for individual protocols, then this func-
tion cannot be used.

Message Formats

The following type identifiers are supported for this function:

®  TI30-Single-point information
Only a positive edge of the single-point information (0 -> 1 edge) leads to a switch-over

®  TI45 - Single command

For a switch-over, the status of the command must be "On" and "Execute”. The command is answered in
accordance with [EC command handling with confirmation and termination.

The selected operating mode can also be read back from the device via the following redundancy return infor-
mation message:

®  mode fix device A
® mode fix device B

®  Operating mode fix automatic

S NOTE
l For correct function, all sources must be time synchronized.
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Fixing operating mode via user priorities

There is also the possibility by setting the user priorities to influence the voting and thus to realize a preferred
position or a fixation. Here it is recommended to use the highest priority 14 for operating mode switch-over. If
device "A" is to be active, user priority 14 must be set in device "B"; if device "B" is to be activated, user priority

14 must be set in device "A".

If now the fixed device "A" fails, the voter automatically switches to the device "B", since the failure informa-
tion is permanently assigned to the higher priority 15.

For automatic mode, neither of the two devices may set a user priority for the "mode fix".

Applications with different operating mode sources

Based on the following figure, 3 different sources and the 2 different options are shown to fix the operating

mode.
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Source 1 - fixing the operating mode via the redundancy control message function
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Source 1 is a digital input module in singular mode, connected to the redundant device pair via the EbIO bus.
The 3 states (fix A, fix B, automatic) are read in via 3 digital inputs and sent to the voter via message format
single-point information. As input medium, three buttons are recommended. The 3 single-point information
messages of the pushbuttons can be used 1:1 as redundancy control messages for the voter.

If a key-operated switch is used, the 3 positions "A, B, Automatic" must be converted into 3 individual
messages via the function diagram.

@ Redundancy control message - Y @ @ @ 0 of 3 selected (total- 0)

4 |:| Fi SET t i 0-0-9-0-0 TI30.. A+B - | mode automatic w |terminate binary information -
5} |:| Feldebene SET Betriebsart fix A 0-0-7-0-0 T30 A+B w | mode fix device A w | terminate binary information v
6 |:| Feldebene SET Betriebsart fix B 0-0-8-0-0 TI 30 A+B | mode fix device B ~w | terminate binary information v

i 0

Attention: If the input module fails, e.g. both devices become passive due to an error or the input module is
defective, so the operating mode can no longer be changed via this source. In this case it is recommended
to enable a change of operating mode via another source (for example, source 3).

If the fixed device fails, it will not automatically be switched to the other device.

Source 2 - fixing the operating mode via user priorities of the voting table

This source uses the voting table via automatic voting. It is recommended to enter user priority 14 in the
voting table.

The function "fix mode" with redundancy control messages, has highest priority in voting. If "fix A" or "fix B" is
selected via source 1 or 3, it is not possible to switch via source 2 (user priority 14). If the mode "Automatic" is
selected via source 1 or 3, automatic voting is active and the operating mode can also be selected via source
2.

@ Redundancy control message v Y @ @ @ 0 of 2 selected (total: 0)

Stationsebene SET Betriebsart fix A 0-0-4-0-0 TI30 .. |B ~w | User priority w | terminate binary information ~w | Priority 14 (highest) -

User priority w | terminate binary information ~wr | Priority 14 (highest) L 4

>
4

Stationsebene SET Betriebsart fix B 0-0-5-0-0 TI30 .

d
|

Source 3 - fixing the operating mode via the function of the redundancy control messages

Source 3 is, for example, a computer in a control center. Here, the function "Fix operating mode" can also be
controlled via command messages. Source 1 and 3 have the same priority.

Redundanz Steuertelegramm CP-8 4 Leitstelle
[ ]
[] |Leitstelle SET Betriebsart Automatic -0-10-0-0 TI45  |A+B w | Belriebsart Automatk
[] |Leitstelle SET Betriebsart fix A 0-0-11-0-0 TI45 ... |A+B wr | Befriebsart fix Gerat A~
[] |Leitstelle SET Betriebsart fix B 0-0-12-0-0 TI45.. |[A+B w | Betriebsart fix Gerat B wr

Applications for data nodes without singular 1/0s

In data nodes without singular 1/0s, a separate input module can also be used for each device to read in the
operating mode buttons.
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7.5.2 Redundancy Type

The redundancy type determines the behavior of the device for the communication protocols.
You can choose between the following modes:

®  Global redundancy switchover and

®  Protocol-selective Redundancy Switchover

7.5.2.1 Global Redundancy Switchover

This mode is active if the parameter "RTU general settings | Redundancy" is set to "global".

With global redundancy, there is only one voter table for the entire device. All firmwares are always switched
to "active" or "passive". The I/O master firmwares are bound to the redundancy state of the higher-level
processing firmware.

Certain processing firmwares can be excluded from global redundancy switching by the permanent activation
in the menu item "Redundancy | Settings for BSEs or PREs".
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PRE| PRE | PRE| PRE | PRE| PRE | PRE| PRE | PRE| PRE | PRE| PRE | PRE| PRE | PRE
0 1 2 3 4 5] 6 7 0 1 2 8] 0 1 2
BSE#M BSE#C1 BSE#C2
<:: Voter —-1 —-1 —1
i PLC PLC PLC
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S A
(]
& Voter table
1x global
110 110 110 110 1/q 110 110
0 1 2 3 4 14 15
Voter System messages
PRE | PRE| |PRE | PRE | PR| PRE | PRE| PRE | PRE| PRE | PRE| PRE | PRE | PRE | PRE
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S Voter [ PLC_ DL@ PLC,
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(]
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0 1 2 3 4 14 15

Assignment of Error Priorities to the Voter Table of the Device

The following figure shows the default assignment of the error priorities due to the system errors for the
global redundancy switchover. This default assignment can be changed via parameters.

Furthermore, the voter can be influenced via optional "redundancy control messages" (marked as optional).
e.g. User priority 14 for "Fix operating mode" (see 7.5.1.3 Fixing Operating Mode)
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,»Global“ votertable device ,,A* ,Global“ votertable device ,,B“
Errortype Priority State State Priority Errortype
2x —
£& <
g 8 Signal: Redundancy control message ; [=2) 0 Fix A Signal: Redundancy control message
g 2 - a o g Fix B 0 — IX N R « :
oE ,mode fix device B“ (optional) = ,mode fix device A“ (optional)

Failure device ,A* ........... | 19 0 0 15 | .......... failure device ,B*
Signal: Redundancy control message 14 0 0 14 Signal: Redundancy control message
,User priority“ (optional) L,User Priority“ (optional)
13 0 0 13
12 0 0 12
11 0 0 11
g) BSE failure ............ 10 0 0 10  BSE failure
.'g
S 09 0 . 0 09
1O -
-la PLC Task suspend ............ 08 0 — 0 08 weeeeeeee... PLC task suspend
1Y
= o
2 Communication failure ............ 07 0 - 1 07 <.eeee...... Communication failure
= o
< Communication fault ... 06 0 0 06 ............ Communication fault
1/O failure ............ 05 1 0 05 weeeeeeeeee. 1O failure
04 0 0 04
03 0 0 03
02 0 0 02
01 0 0 01
3
00 0 3 0 00
v

active passive

:I ... System behavior can be canged with settings

|:| ... System behavior could not be changed

In order to illustrate the operation of the redundancy voter, the following assumption was made in the upper
figure:

® [|ndevice A, an I/O module has failed
® Device B has lost communication with the control center
Since the communication error is assigned a higher error priority than the 1/0 module failure, the redundancy
voter decides to switch device A to active.
Reading out the voter table from the device

With SICAM WEB, the error state of the voter table can be read from the device.
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ﬁ P J Redundancy ( p s‘il:ndancy

Instance Priorities device A Priorities device B
R#53, K#130 R#53, K#131
Device 00000000_10000000 Failure
TF =S
Bi;ls.‘. Bit0 ...
high priority Iow pricrity

The voter switches the device A to active in the picture above, as the error status of the device is better.

7.5.2.2  Protocol-selective Redundancy Switchover

This mode is active if the parameter "RTU general settings | Redundancy" is set to "protocol-selective”. In the
operating mode "protocol-selective redundancy switchover", there is a separate polling table for each
processing firmware (BSE) and for each protocol firmware (PRE). The voter makes the decision per processing
function and per protocol, whether the firmware is to switch active or passive. Exceptions are the firmwares
that are set in "Redundancy | Settings for BSEs or PREs" to "always active".

With this type of redundancy, not all the devices are switched, but only individual protocols. Connections to
substations or SCADA systems can be switched independently between the redundant devices. Especially in
data node configurations the permanent reachability of the substations can be increased.

The 1/0 master firmwares are always bound to the redundancy state of the higher-level processing firmware.

NOTE

i 0

If it is ensured, that the PLC application does not use data points which are provided from protocols which
shall be switched over selective, it can run on a redundant processing firmware. If this is not the case, it
cannot be ensured that the PLC application is constantly supplied with all necessary data points via active
connections.

Messages of protocols, that can have a different active/passive state than the processing firmware, must be
processed on a non-redundant PLC (in the example below on the BSE-C3)
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PRE | PRE PRE | PRE PRE | PRE PRE | PRE PRE | PRE | PRE | PRE PRE | PRE PRE
(0] 1 2 3 4 5 6 7 0 1 2 3 0 1 2
BSE#M BSE#C1 BSE#C2
N Voter
o (internal) — . e = = P
(&) PL PL PL
L [rg S [ mg B [P |
>
()]
(@] Voter tabele
1x each BSE
Voter tabele
1x each PRE
110 110 110 /[e] /e 110
0 1 3 4 14 15
Voter system messages
PRE | PRE E | PRE PRE | PRE PR PRE PRE | PRE | ARE | PRE PRE | PRE PRE
(0] 1 3 4 5 6 7 0 1 P 3 0 1 2
Voter table L
BYE#M B$E#C1 BSE#C2
1x each PRE [ S
Voter table
. 1x each BSE |
5 ’
) — .o W R
PL PL PL.
g Voter *L %* L %* L %ﬁ*
o (internal)
(]
110 110 110 110 110 110 110
3 4 14 | 15

o
=
N

active

Messages from aktive/passive protocols not possible, because PLC is not executed in passive state

Messages from aktive/passive protocols, because PLC has the same redundancy state as protocols

Redundant PLC synchronized over Redundancy-Link

Assignment of Error Priorities to the Voter Table of the Firmwares

476

The system provides the redundancy voter with system errors (error types) that are already assigned in the
default parameters error priorities. The user can change or deactivate these priorities.

The parameter table "Redundancy | Settings for BSEs" defines priorities for the processing firmwares (see
7.5.1.1 Assignment of Error Priorities to the Voter Table). These errors always affect the voter table of the
own processing firmware (BSE). e.g. If an error occurs in BSE#1, the error is entered in the voter table of
BSE#1 and the protocol is switched to "Active" or "Passive" in the corresponding device.
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,BSE* votertable device ,,A“

7.5 Automatic Voting

,BSE* votertable device ,,B*

State

Priority

Errortype

K=
[=2) Fix A Signal: Redundancy control message
< ,mode fix device A“ (optional)
0 15 <.......... failure device ,B*
0 14 Signal: Redundancy control message
,User priority“ BSEx / PRE=BSE itself
(optional)
0 13
0 12
0 11
0 o .. BSE failure
0 09
>
-
-— 0 08 .. PLC task suspend
1)
o - .
- 1 07 .. Communication failure
o
0 06 ... Communication fault
0 05 .. 1/O failure
0 04
0 03
0 02
0 01
3
3 0 00
‘v’
passive

Errortype Priority State
2x
g5 o
8% Signal: Redyndaqcy ccintrollmessage Fix B
oE ,mode fix device B* (optional)
Failure device ,A“ ............ 15 0
Signal: Redundancy control message 14 0
,User priority“ BSEx / PRE=BSE itself
(optional)
13 0
12 0
11 0
(=2} BSE failure ............ 10 0
(S
.g
S 09 0
10
b PLC Task suspend ............ 08 0
£
S Communication failure ............ 07 0
=
< —
Communication fault ........... 06 0
I/O failure ............ 05 1
04 0
03 0
02 0
01 0
00 0
active
:I ... System behavior could not be changed
|:| ... System behavior can be canged with settings

The parameter table "Redundancy | Settings for PREs" defines priorities for protocol firmwares (see 7.5.1.1
Assignment of Error Priorities to the Voter Table). These errors always affect the voter table of the corre-
sponding protocol. e.g. If an error occurs in BSE#1/Protocol#1, the error is entered in the voter table of BSE#1/
Protocol#1 and the protocol is switched to "Active” or "Passive” in the corresponding BSE.
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Reading out the Voter Table from the Device

478

»Protocol selective“ votertable device ,,A“

»Protocol selective“ votertable device ,,B“

Errortype

Operating
mode fix

Automatic Voting

........... failure device ,B*

Signal: Redundancy control message
,mode fix device A“ (optional)

............ Communication failure

............ Communication fault

Signal: Redundancy control message
L,User priority“ BSEx / PRE=y (optional)

Errortype Priority State State Priority
N — <
Signal: Redundancy control message Fix B 0 K= 0 Fix A
,mode fix device B“ (optional) =
Failure device ,A“ ............ 15 0 0 15
Signal: Redundancy control message 14 0 0 14
,User priority“ BSEx / PRE=y (optional)
13 0 0 13
12 0 0 12
11 0 0 11
10 0 0 10
09 0 0 09
>
-
08 0 — 0 08
£
_— ; o
Communication failure ............ 07 0 - 1 07
o
Communication fault ........... 06 0 0 06
05 1 0 05
04 0 0 04
03 0 0 03
02 0 0 02
01 0 0 01
3
00 0 32 0 00
v
active passive

]
[

... System behavior could not be changed

... System behavior can be canged with settings

With SICAM WEB, the error status of all voting tables of the processing and protocol firmwares can be read out
of the device.
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ﬁ o Redundancy °

Redundancy
voter

Instance Priorities Device A Priorities Device B
R#53, K#40 R#53, K#41

M 00000000_00000000 00000000_00000000
M-PREOQ 00000000_00000000 00000000_00000000
M-PRE1 00000000_10000000 00000000_00000000
M-PRE2 00000000_00000000 00000000_00000000
M-PRE3 00000000_00000000 00000000_00000000
M-PRE4 00000000_00000000 00000000_00000000
M-PRES 00000000_00000000 00000000_00000000
M-PRE6 00000000_00000000 00000000_00000000
M-PRE7 00000000_00000000 00000000_00000000
CO1 00000000_00000000 00000000_00000000
CO01-PREO 00000000_00000000 00000000_00000000

]

Bit15 ...
high Priority

(]

BitO ...
low Priority

7.5 Automatic Voting

In the picture shown above the voter switches the M-PRE1 of device B to active, because the error state of the
device is better. For all other protocols and BSEs, the previous decision of the voter remains.

7.5.3 Voter Configurations

The voter mode can be set via the parameter "Redundancy | Voter".

The voting function runs either in the redundant devices (internal voter) or on additional CP-8031/CP-8050

which in turn can be designed redundantly (one or two external voters).

The communication between the devices and the voters must be redundant. That means, the voter must
always be reachable via 2 communication channels (ways).

7.5.3.1 Mode “Internal Voter”

As already mentioned before, 2 channels must be available to the internal voter. The internal voter uses, if

available, also the redundancy link.

Failure Behavior:

If the voter cannot reach the redundant device, the own device is switched to "active". The assumption here is
that under normal circumstances the redundant device has failed.

i 0

NOTE

If both of the voter's communication channels have failed, the voter can not distinguish whether there is a
communication problem or the redundant device has failed. Therefore, both devices are switched to active
in this case.

Depending on the configuration of the redundancy link, there are the following options:
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Redundancy link is set to "Ethernet based 1/0" and "Ring"

With this configuration, 2 channels are automatically available to the internal voter and there is nothing else
to parameterize.

Redundancy state Redundancy state

One or both channels ok: < decission from voter im ,,Automatic mode*“ >

Both channels failed: - active

Device ,,B“
Reg. #1 / Comp #2

Device ,,A“

Reg. #1/ Comp #1 1. channel - Ethernet based 1/0

C C
C C
C L
C C
C

1/0 row 1 1/0 row 2-15

2. channel - Ethernet based 1/0

pooog]

Ricooodo
900

Voting information

:

EEEEEEEEEE
oooooooscoillc

oo

ol oo o
ol oG o
g oo o
- fst il o
o oo o
ol oo o
g oo o
g oD o

Redundancy link is set to "Ethernet based 1/0" and "Line" or the redundancy link is set to "IP-based"

In this case, only 1 channel is automatically available to the voter, a second channel must be defined via a
protocol and the RTU topology. Via this route, the voter exchanges the redundancy information via system
messages.
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Redundancy state Redundancy state

One or both channels ok: < decission from voter im ,,Automatic mode* >
Both channels failed:

Device ,,A“
Reg. #1 / Comp #1

Device ,,B“
Reg. #1 / Comp #2

1. channel e.g. ETI4 -
System messages (Topology)

BSE#M / PRE 0 BSE#M / PRE 0

2. channel - Ethernet based 1/0

1/0 row 1-15

Voting information

Topology definition for voter informations

A v| 1‘

O | 2|M v [PREO w |1 v |
Ol v o[ 1 e+ d

Redundancy link does not exist

In this case 2 channels for system messages must be defined via 2 protocols and the RTU topology.
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Redundancy state Redundancy state

One or both channels ok:

Both channels failed:

< decission from voter im ,,Automatic mode“ >

Device ,,A“
Reg. #1 / Comp #1

Voting information

1. channel e.g. BPPIO -
System messages (Topolog
BSE#M / PRE 0 BSE#M / PRE 0

Device ,,B“
BSE#M / PRE 3 BSE#M / PRE 3 D Reg. #1 | Comp #2

2. channel e.g. ETI4 -
System messages (Topology)

Topology definition for voter informations

O
O

7.5.3.2 Mode “1 external voter”

A v 1 2|M w |PRE3 w1 v
B v 1 1M w |PRE3 w1 L 4
1 A v 1 2|M w |PRE0 | pointto-point
1 |8 v 1 2/M w PRE0 | pointto-point

The 1 external voter solution consists of one SICAM CP-8031/CP-8050 voter and two (redundant) SICAM

CP-8050 devices.

The communication between the devices takes place crosswise via standard communication protocols (e.g. via
IEC 60870-5-104). The state functions send the voting information directly to the voter and also via the redun-
dant CP-8050 to the voter. The topology must be defined in both, the redundant devices and in the external
voter itself. The redundant path via which voting information is exchanged must either be established via a
communication protocol (IEC101/104) via system messages, or, if available, via the redundancy link.
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Device with ,,Voter“ function
Reg. #1 / Comp #10

Topology definition

O

M w PRE1 w1 v
1 1|m w |PRE1 w2 v BSE#M/ PRE 1
O 1 2|M w PRE1 w1 v
O 1 2|M w PRE1 w2 v
1. channel e.g. ETI4
System message (Topolody)
Redundancy state Redundancy state

One or both channels ok: < decission from voter im ,,Automatic mode* >

AN

/
Both channels failed: < last state from voter in ,,Automatic mode* before failure >
[active |
SE#M / PRE 0

< Option: definition with ,,redundancy control message* >

BSE#M / PRE §

Device ,,A“
Reg. #1/ Comp #1 Device ,,B“

Reg. #1 / Comp #2

Voter System messages over the Ebl/O
will be routed automatically

2. channel - Ethernet based /O ring

Region number of the voter 1

Component number of the voter 10/

Topology definition

O (A8 +| v

1| 1om v [PREO w |1

Voting information

Option: In case of voter failure, the redundancy state can be defined with the redundancy control message
»AIP control with failed voter

@ Redundancy control message CP-8050 Y @ @ @ 0 of 2 selected (total: 0)

[ | Voter failed state device A |0-01-00 LEED v | AP-control with failed voter
[ | Voter failed state device B 00300 ENE] w | APP-control with faled voter

In this example, the redundancy link is used as redundant communication (2nd channel). If there is no redun-
dancy link, a redundant connection via 2 protocols between the two devices can also be used as a redundant
channel.

Failure Behavior

If the device A or B detects a failure of the voter device, the redundancy state is retained. In this case, the
failure of the voter is assumed to be a single error, so the redundant device is still available. It is not switched
to active, as with the internal voter.

Optionally, if the voter fails, the redundancy state can also be defined for both devices via the redundancy
control message "AlP control on voter failure".

7.5.3.3 Mode “2 external voter”

The 2 external voter solution consists of 2 redundant SICAM CP-8031/CP-8050 used as voters and the redun-
dant CP-8050 device pair. The communication between the devices takes place crosswise via standard proto-
cols and must be defined via the topology.
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The redundant devices "A" and "B" always assume the redundancy states from the voter 1 in the error-free
state. If the voter 1 cannot be reached, the states of voter 2 are used, but the redundancy function is retained
in its entirety.

Only when both voters fail, the behavior for the voter failure comes into play and the redundancy state is
maintained.

Optionally, if the voter fails, the redundancy state can also be defined for both devices via the redundancy
control message "A/P control on voter failure". In this case, the redundant devices assume the status of the
control telegram if this has been validly received.

Device ,,Voter 1 Device ,,Voter 2“

1st way -
System messages
(Topology Device

1st way -
System messages
(Topology Device

Voter 1) Voter 2)
2nd way - 2nd way —

System messages  system messages
(Topology Device (Topology Device C
Voter 2) Voter 1) E
B 2]
82l
Device ,,A“ N

Device ,,.B*

Voting informations

7.5.3.4  Configuration of external Voters

Configuration of the redundant Devices

Basically, a functioning connection between the devices and the voters must be configured on all devices via a
telecontrol protocol with support for system messages together with valid topology entries with system
messages enabled.

In the case of redundant devices, the parameter "Voter" must be set to "1 external voter" or "2 external voters"
for operation of external voters. Then the parameter group "Voter addresses” is displayed, where the system-
technical addresses of the external voters must be entered.

Configuration of the Voter

The voter components must finally have a functioning connection together with valid topology entries with
system messages enabled to the redundant components. The voting function is then automatically active in
case of a valid configuration.

NOTE

°®
l The topology in the voters must be parameterized in such a way that the two redundant devices can be
reached via both interfaces.
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7.5.35 Supported Protocols

Any telecontrol protocol that implements the transmission of SICAM system messages can be used for

7.5 Automatic Voting

communication with the external voters. These include the protocols listed below.

Protocol firmware

Protocol

Physical transmission

BPPIO IEC 60870-101 Point to Point RS-232, RS-422, RS-485

UMPSIO IEC 60870-5-101 Multi-point traffic |RS-232, RS-422, RS-485
Slave

UMPMIO IEC 60870-5-101 Multi-point traffic |RS-232, RS-422, RS-485
Master

ETI4 IEC 60870-5-104 (Client/Server) TCPIIP Ethernet

ETI5 IEC 61850 (Ed2) Client/Server TCP/IP Ethernet
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7.6 Applicative Voting

7.6  Applicative Voting

The voting process is usually carried out by an external application based on the basis of received user data
messages (more precisely: Redundancy return information messages). However, the voting is primarily appli-
cative, where the voter also uses the error messages of the sum and detailed diagnostics to generate their
own redundancy control messages for the switchover.

So, the behavior of the external application can be defined flexibly. The voting process is not based on the
definition of priorities.
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7.7 Data flow in the case of Redundancy

7.7  Data flow in the case of Redundancy
7.7.1  Redundancy ldentifier R-Bit
In the case of redundant devices, the user data is almost always generated redundantly by the corresponding
functions. In order to distinguish whether the user data telegram was generated by the active or passive func-
tion, the redundancy identifier, the R-Bit, is used. The R-Bit is part of the message and is transmitted in
message status (bit 0).
R Redundancy Identifier
® 0...active or no redundancy
® .. passive
The R-Bit is mainly evaluated, added and managed by functions in the passive processing firmware. So it is
added on interfaces to passive protocol firmwares and 1/0 master firmwares and evaluated on the transmis-
sion side.
If the processing firmware is active, the R-Bit is not evaluated.
7.7.11 Set R-Bit when receiving from passive Firmware
If a message is received from a passive 1/O master firmware or passive protocol firmware, the R-Bit is added to
the message.
[ '
(] ]
PRE | [ a'ways active
7
aktive
; T —1
; T [ passive
M .
v v -------------- spontaneous data without R-Bit
R - -- - ----------- spontaneous data with R-Bit
Processing firmware
'
'
| Set R-Bit |
1/O# 1/O#
0 I/O Master firmware #01 15
'
'
In the upper figure, the protocol firmware PREO is active, in which case no R-Bit will be added.
7.7.1.2 Data Filter to passive protocol Firmware
If data is sent to a passive protocol, the data transfer depends on the parameter Redundancy | Settings for
PREs | Data Filter to PRE.
The following behavior can be defined for each protocol via this parameter:
if system element passive, filter user data (default)
In this mode, all user data is discarded if the protocol firmware is passive or the R-Bit is set in the message.
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7.7 Data flow in the case of Redundancy

A

Protocol firmware PRE1

PRE

Data filter to PRE

Data filter to PRE

Redundancy buffer

Redundancy buffer

Spontaneous protocol
Send data image
PREO / Station 1

Spontaneous protocol
Send data image
PRE1 / Station 1

T

i

Processing firmware

BSE#M

filters only user data with status R
In this mode, all user data is discarded if the R-Bit is set in the message.

A

A

Protocol firmware PRE1

PRE

A

Data filter to PRE

Data filter to PRE

Redundancy buffer

Redundancy buffer

Spontaneous protocol
Send data image
PREO / Station 1

Spontaneous protocol
Send data image
PRE1 / Station 1

i

i

Processing firmware

BSE#M

User data filter deactivated

I aiways active
] aktive
[ passive

.............. spontaneous data without R-Bit

............... spontaneous data with R-Bit

I aiways active
] aktive
[ passive

.............. spontaneous data without R-Bit

............... spontaneous data with R-Bit

In this mode, all user data is passed on regardless of redundancy state and R-Bit.
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A

Protocol firmware PRE1

PRE

X

Data filter to PRE

Data filter to PRE

Redundancy buffer

Redundancy buffer

Spontaneous protocol
Send data image
PREO / Station 1

Spontaneous protocol
Send data image
PRE1 / Station 1

+a

+a

Processing firmware

BSE#M

7.7.1.3

Data Filter to passive I/0 Master Firmware

7.7 Data flow in the case of Redundancy

I always active
[ akive
[ passive

-------------- spontaneous data without R-Bit

............... spontaneous data with R-Bit

If data are sent to a passive 1/0 master firmware, the data transfer depends on the parameter "Redundancy |
Settings for BSEs | Data Filter to 1/0".

Using this parameter, the following behavior can be defined for all I/O master firmwares of the corresponding

processing firmware:

"If system element passive, filter user data"

In this mode, all user data is discarded if the I/O master firmware is passive or the R-Bit is set in the message.

Processing firmware BSE#M
[ [
] '
Data filter to I/O
I/g# 1/0 Master firmware #01 |/105#

"User data filter deactivated"

L |aktive
[ passive
.............. spontaneous data without R-Bit

............... spontaneous data with R-Bit

In this mode, all user data is passed on to the I/0 master firmware, in the case of spontaneous data with R-Bit,

the R-Bit is deleted.
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7.7 Data flow in the case of Redundancy

7.7.1.4

7.7.1.5

7.7.1.6

aktive
Processing firmware BSE#M I
' ' [ passive
' '
v v -------------- spontaneous data without R-Bit

............... spontaneous data with R-Bit
Data filter to 1/0O

0 0
' '
I/g# 1/0 Master firmware #01 I/%#

vy

Processing Functions "Singular Source"

The following processing functions are spontaneously transmitted "singularly” on both the active and passive
processing firmware, i.e. there are no redundant data points with the same information.

®  Error message detailed diagnostic table (CP-8050)

®  Error message sum diagnostic table (CP-8050)

®  Redundancy return information message (CP-8050)

®  Protocol return information message (CP-8050)

®  PLC output message with assigned R-Bit (see 7.7.1.6 R-Bit in the PLC Function)

User data messages of these functions are also generated in the redundant state passively without R-Bits. If
these messages are to be transferred, for example to protocol firmwares, the data filter for protocols must be
set accordingly.

Processing Functions "Redundant Source"

The following processing functions are spontaneously transmitted both on the active without R bit and on the
passive processing function with R-Bit.

®  Special application output

®  SIAPP output information

R-Bit in the PLC Function

The R-Bit can be used in the PLC application via the "R" attribute in the spontaneous message.
Input Signals

i 0

NOTE

If the PLC is synchronized in the case of a redundant processing firmware, then the R-Bit is always 0.

490

Output Signals

If data is generated by the PLC function in a passive processing firmware, the R-Bit is always automatically
added when the message is generated. If the user uses the R-Bit of the output message in the PLC application,
the state of the PLC application is transferred into the message.

—| MOVE_B |——|SPT_OUT_ANA_OO.R' |
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° NOTE

l If the PLC is synchronized in the case of redundant processing firmware, then the R-Bit must not be used
because the data is always taken over by the active PLC.

7.71.7 General Interrogation with passive Firmware

If a general interrogation is received from another device on a passive processing firmware, only user data
messages are sent without an R-Bit set.

7.7.2 Data flow with Redundancy Switchover

Turn processing firmware to active

If the processing firmware is switched to "active”, a general interrogation (= "Gl after active") will be performed
or not due to the parameter "Redundancy | Settings for BSEs | General interrogation".

Turn processing firmware to passive

If the processing firmware is switched to "passive", the R-Bit is set for all functions that manage a message
process image. For messages generated by "singular” processing functions, the R-Bit is not set.

This concerns the following functions:
®  Protocol transmission image
®  |/O transmission image

® all other processing functions with a message process image

7.7.3 Data flow with synchronized PLC and singular 1/0s

The following figure shows the data flow in the default configuration:
®  Redundant synchronized PLC function
® |/O configuration "singular" 1/Os

® Communication connection to another device via IEC104, whereby this interface is switched to "always
active" in device "A" as well as in device "B".

In this configuration, the data from the "other device" is always transferred to the two redundant devices.

SICAM A8000 Series, CP-8031, CP-8050, Manual 491
DC8-026-2, Edition 11.2022



Redundancy

7.7 Data flow in the case of Redundancy

7.7.3.1

492

other device

Selective
data flow

Protocol Protocol
\ransmission Data storage transmission
in case o
PREO/ Station 1 fallure 2 REO Staton 2
'
A A
'
'
'
= ]
: :
.
v. ........ t = 8 Communication
" q connection
'
:< ........................ ‘@ i : e.g. IEC104
H ! Y
PRE PRE PRE PRE .
. ; ; ; | ~ |Device
Device
' i BSE#M H SetR-Bit | BSE#M B
1 > 1 3 T 1]
Redundancy v Processing Data filter to PRE H
] buffer functions Redundancy v Processing e
Protocol singular sources = buffer _ functions
D tra r:;r:lgs:ion orocesing E Protocol singular sovurces D
D PREO/ Station 1 il sources 3 image i D
PREO / Station 1 singular sources.
D : PLC input data :i--.-.-..."- - < « S y --é----F> PLC input data ) D
= 8 - R ' . ;u ..
D : LPLE Ledeccccceccf-- --.--.-...-.:-.--.» [P D
o - : 2 :
E 2 ] PLC output data ' ‘;“ PLC output data E I
@ o 2 5 g =fey
[=ife? £ 0 N H £ [=1fe?
0 o = ' 3 ' = T o
oo 2 2 ' = N o
2 ' ' <
‘@ 1o g H ‘0 |52 o
@ transmission image . ' B2 transmission image
g : : § 3s Data filter to 10| A
' = ata filter to *5 v
IS : ') S K 5
.
. . .
8 E Set R-Bit
T Los 1/Q Master fin?wware #015 oy o1 "6 1/0 Master fifmware #01 A L w
0 " >
> — : 2
— .
- ® ‘---,. ...... fecccaa peccdeccadeas -...0.-.->: ' (/7]
o g [ / A4 ! S v : (7))
€ 1/0 spontaneous | 1/0 periodical /0 periodical | /0 spontaneous £ 1/0 spontaneous | 1/0 periodical | | 1/0 periodical | 1/0 spontaneous <<
< = AO/DO data AO/DO data Al/DI data Al/DI data = AO/DO data AO/DO data Al/DI data Al/DI data o
g R 5]
g \ : . v 4
5 | A0 l Do I I Al oI I g [ ro oo | [ w oI
= v 1/0#01 2 1/0#01
EbIO bus output data I EbIO bus input data EbIO bus output data | EDIO bus input data
A
{ | Ethernet based I/0 Bus (EbIO)
B alwaysactive 0 [EEE ¢t Spontaneous data without R-Bit
] active singular  fell R Y o Spontaneous data with R-Bit
i /IOrows1-15 |E | -----oeeeee Synchronization with redundancy link
[ passive -
----------- Periodical data

[ *x .. Parametrization note

The redundant link is used to transfer the spontaneous PLC input information from the active PLC to the
passive PLC. Furthermore, the spontaneous information to the I/0 output modules is transferred directly from
the active firmware to the passive firmware through the 1/0 master firmware.

PLC synchronization of spontaneous input process information

For spontaneous input signals, the control function has data storage in the receive direction. In this case, chro-
nological information is temporarily stored during reception, on both the active and the passive PLC, possibly
temporary stored in upstream rings, and change by change transferred to the control function.

As soon as information in the active PLC is copied into the process image of the controller, this information is
also transmitted to the passive PLC and copied to the process image. When entering in the passive PLC, this
information is also deleted from the receive rings of the passive PLC.
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Due to this procedure, messages are not lost during redundancy switching (both passive).

Deleting the telegrams in the ring is timeout-monitored. If the messages are stored in the ring for more than
60 seconds without being synchronized by the active PLC, they are discarded.

7.7.3.2 Parameterization Notes
*1) Selective data flow - ,,Other device”
In certain redundancy configurations, messages of the control direction (commands, setpoint values, etc.) are
only transmitted to the active device after a startup, because the general interrogation was only answered
from the active device and thus the distribution criterion (CASDU) was learned.
If a transfer to the passive devices is required in this case, there are the following solutions:
®  Selective data flow
®  Data flow filter
If you enter the data flow direction "both directions" in the topology for a communication interface, then the
"Activation” will also be sent without any learned CASDU.
* 2) Data storage in case of failure - "Other device"
Since both interfaces of the other device are active to the "redundant device pair”, the redundant devices are
supplied with the "same data stream”. The PLC input processing synchronizes these two data streams in order
to enable lossless PLC switchover in the event of a device or communication line failure.
The protocol transmit image stores all data in rings until they are sent out to the stations. If the communica-
tion to one of the two devices fails, the data must no longer be stored in the rings, as the data are still sent to
the redundant device and this data are synchronized again.
With going interface failure or if the failed device is present again (for example, after a reset), the stored data
would be sent back to this device even though it has already been provided with this data by the redundant
device.
To prevent this behavior, it is recommended in case of two active interfaces, to set the parameter "ETI4 | data
management | data management in case of failure | Failure behavior for process information” to 0, i.e. clear
data immediately in case of communication failure
*3) Data filter to PRE
Set the parameter ,Redundancy | Settings for PREs | Data filter to PRE” for the protocol firmware BSE#M /| PREO
to ,if firmware passive, filter user data” (see 7.7.1.2 Data Filter to passive protocol Firmware
*4) PLC synchronization for processing firmware
Set the parameter ,Redundancy | Settings for BSEs | PLC Synchronization” for BSE#M to ,Yes".
*5) Data filter to 1/0
Set the parameter "Redundancy | Settings for BSEs | Data Filter to /0" for BSE#M to "if passive firmware, filter
user data". (see 7.7.1.3 Data Filter to passive I/O Master Firmware)
*6) Singular /0O configuration
Set the parameter ,Redundancy | Settings for BSEs | I/O operating mode” for BSE#M to ,singular”. (see 7.7.1.2
Data Filter to passive protocol Firmware
*7) Configuration of the Redundancy Link
Since in this configuration both, the synchronized redundant PLC function and the singular I/O modules
require a redundancy link, it is recommended to use the EbIO bus as a redundancy link. (see 7.4.2 Configura-
tion of the Redundancy Link)

SICAM A8000 Series, CP-8031, CP-8050, Manual 493

DC8-026-2, Edition 11.2022



Redundancy

7.7 Data flow in the case of Redundancy

7.7.3.3

494

Data flow with synchronized PLC and redundant 1/Os

The following figure shows the data flow in the default configuration:

® Redundant synchronized PLC function
® /O configuration "redundant” I/Os
® Communication connection to another device via IEC104, whereby this interface is switched to "always
active" in device "A" as well as in device "B". In this configuration, the data from the "other device" is
always transferred to the two redundant devices.
other device
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The redundant link is used to transfer the spontaneous PLC input information from the active PLC to the
passive PLC. The EbIO bus is available per device as the I/O modules are redundant.

Parameterization Notes

*1) Selective data flow — ,Other device”
* 2) Data storage in case of failure - "Other device"
*3) Data filter to PRE

*4) PLC synchronization for processing firmware Parameterization notes *1 - *4 see 7.7.3.2 Parameterization
Notes

It is also possible to disable the synchronization of the PLC function, then no redundancy link is required.

*5) Data filter to /O Set the parameter "Redundancy | Settings for BSEs | Data Filter to 1/0" for BSE#M to "User
data filter deactivated". (see 7.7.1.3 Data Filter to passive I/0 Master Firmware)

*6) Singular 1/0 configuration

Set the parameter ,Redundancy | Settings for BSEs | I/O operating mode” for BSE#M to ,redundant”. (see
7.2.1 Redundant Devices with singular “I/Os” [Ring configuration])

*7) Configuration of the Redundancy Link

Since only the synchronized redundant PLC function and not the EblO connect the two devices in this configu-
ration, the "IP based" must be used as the redundancy link. (see 7.4.2 Configuration of the Redundancy Link)

SICAM A8000 Series, CP-8031, CP-8050, Manual 495
DC8-026-2, Edition 11.2022



Redundancy
7.8 Engineering

7.8  Engineering

7.8.1 General

The engineering tool manages a separate parameter set for each device, which also has to be loaded for each
device. However, the parameters are designed so that a large part of these parameters can be copied via
redundancy copy functionality in the tool. Copying is always performed from device "A" (parameter original) to
device "B" (parameter image).

However, there are also parameters that are not copied because they are different between device "A" and
device "B".

The following architecture picture shows the different parameter types as well as the operator actions of the
user with the following device setup:

®  BSE#M (CPCI85) is redundantly defined, that means, same behavior in device A and B
®  BSE# C1 (EPCI85) is redundantly defined, that means, same behavior in device A and B
®  BSE#C2 (EPCI85) is not redundantly defined, that means, different behavior in device A and B

CPCI85 EPCI85 EPCI85
BSE#M [redundant] BSE#C1 [redundant] BSE#C2
ere | pre | pre [ pre | pre [ pre | pre | pre | pre | pre [ Pre | Pre ere | pre | pre [ PrE «
o 1 2 3 4 5 6 7 o 1 2 3 o 1 2 3 H
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2
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different settings in both devices -> these settings must be changed in both devices

: same settings in both devices -> these settings can be changed only in device ,,A“

Operator action by user

As can be seen in the picture, it can be defined for each processing firmware whether the same behavior is
needed in the redundant devices or not.
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7.8.1.1

7.8.1.2

7.8 Engineering

Select/Activate Redundancy

The first engineering step ist the activation and selection of the redundancy type. This is done with parameter
RTU Settings | Central Processing (M) | RTU common settings | Redundancy type

Redundant Processing Firmware

The installation of processing firmwares must be the same on both devices, since the global installation is
transferred to device "B" in the copy process.

Protocols for non-redundant processing firmware must then be parameterized and installed in both devices.
Thus, in these a different protocol installation can be performed.

Redundant processing firmware (BSE)

Redundant BSEs always have identical parameters that are parameterized in device A and copied to device B.
Unlike SICAM AK, SICAM CP-8050 copies all RTU settings for redundant BSEs.

The "Central processing (BSE#M)" must always be defined redundantly, in the "Extended processing
(BSE#C1-4)" it depends on the functionality of the PLC application and the protocols used, whether a redun-
dant BSE is required.

Not redundant processing firmware (BSE)

7.8.1.3

Should different user programs (for example: summations of diagnostic information of the own device) or
different protocols run in the two devices so the parameters must not be copied.

The definition whether a processing firmware is redundant or not is different between SICAM TOOLBOX Il (see
7.8.3.1 Generate Device ,B”) and SICAM Device Manager (see 7.8.2.1 Generate Device ,B”

Parameter ,Device” - A", ,A+B” and ,,B”

This column was introduced for the redundancy function and represents a significant improvement for the
redundancy engineering in contrast to the redundancy in SICAM AK. It is necessary in order to realize different
device behavior and still carry out the engineering only in device "A".

For example: The two devices "A" (Reg#1/K#1) and "B" (Reg#1/K#2) have a common connection to another
device (Reg#1/K#10)

A redundant device pair has a cross-connection via an end-end protocol (BPPIO)
The following selection box is available in the device column:

® "A+B"..This parameter entry is valid in device "A" as well as in device "B" (default)

e A" .. This parameter entry is only valid in device "A"
e "B"..... This parameter entry is only valid in device "B"
m e w ) m| m|
Device REG COMP SID-BSE SID-SSE SID-ST
D A+B - 1 10/M w | PREO w 1 v
D B A 4 1 1M w | PRE1 w | point-to-point v
D A A 4 1 2(M w | PRE1 w | point-to-point v

Since the topology is copied from device "A" to device "B", 3 topology sets are loaded into the target system in
both devices.

The firmware in the target system knows whether it is running in device A or B and activates the following
topology entries:

® |ndevice A, the 1 topology sets with the identifier "A + B" and the one with "A" are activated

® |ndevice B, the 1 topology sets with the identifier "A + B" and the one with "B" are activated

Advantage to the SICAM AK

The user has all topology entries in one table and does not always have to enter the same topology entry in
both devices.
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7.8.1.4

This method is used in many parameter tables, such as station definition and signal engineering, and is always
based on the same principle.

Properties of the Parameter Types for the Copy Function
Parameters can be copied from device A (original) to device B (image) if the following requirements are met:

®  The "global" or "protocol-selective" redundancy is set.

e SICAMTOOLBOXII

For engineering with SICAM Toolbox II, the redundant processing firmwares of the devices must be
defined (see Define redundant processing firmware , Page 503)

®  SICAM Device Manager
In the "Redundancy | Settings for BSEs" parameter group, the "Update" parameter defines the redundant
processing firmwares.

System settings

The SICAM CP-8050 system is an open platform for applications that can be used to run customer applications
in the future, not just the "RTU" function. Furthermore, there are many parameters that are different between
device "A" and "B". These include, for example, all IPv4 addresses, security settings such as radius server, but
also the firewall rules cannot be identical between the devices.

In order to be open for these different future requirements, the system settings are not copied by the copy
function.

System

Configuration Communication Firewall Security Services SIAPP Configuration

]

When generating device "B" all parameters including system settings are copied. Each time the copy function
is called again, the system settings are no longer copied. Then the parameters in device "A" and device "B"
must be selectively changed.

It is recommended to set and, if possible, to test all system settings (such as configuration, Ethernet port and
LAN interfaces, security settings ...) before the first copy

RTU Parameter

498

These parameters are essentially the RTU parameters as well as the protocol parameters and the protocol
signals.

~ Redundanz Doku E g @ o 1 rowe) Y @ @ Q
 Central Processing (M)
n L1 [ [] L1 L1 L1
Topology Device REG COMP SID-BSE  SID-SSE  SID-ST
» RTU common settings [0 A+8 w 1| 1o[M v |[PREO w1 v
» Redundancy mBE v 1 1M w |PRE1 W |pointto-point v
Extended Processing 01 (CO1) 0o [~ v 1 2[M w |PRE1 W |pointto-point v

Furthermore, the signals of the processing firmware and protocol firmware are also assigned to the RTU
parameters.
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» Redundanz Doku E ol

Central Processing (M)

- [RLAES (et i Y @ % @ 0 of 5 selected (total: 0)

w /0 01 - 10MI85 (1001) D D D D
10M 0 - AO-836x U ame . CASDUIOA T Processing type
1OM 1 - Al-832x 1| [] |Anwender Diagnose 1 0-0-4-0-0 T1 30 Error message detailed diagnostics table v
10M 2 - DI-811x 2| [] |Anwender Diagnose 2 0-0-5-0-0 TI30 . | Error message sum diagnostics table v
I0OM 3 - DO-821x 3 D Redundanzzustand Gerat A 0-0-1-0-0 TI 30 Redundancy return information message -
IOM 4 - DO-821x 4| [ | Redundanzzustand Gerat B 0-0-2-0-0 TI 30 Redundancy return information message L 4

w 1/0 02 - IOMI85 (1002) 5 D Setze Befriebsart fix Gerat A 0-0-3-0-0 TI30 Redundancy control message v

PLC Parameter

These parameters are the PLC application and its signal assignments. These parameters are always assigned to
a processing firmware. If the processing firmware is defined as redundant, the PLC application is copied by the
copy function, that means it can only be changed in device A.

These parameters are internally provided with the identifier "UUID-PLC", which is evaluated by the synchroni-
zation function in the target system. Each time these parameters are changed, the engineering tool calculates
a new UUID and supplies it with the PLC parameters.

If PLC synchronization is enabled, both devices must have an identical "UUID-PLC" for synchronization to work.
With different "UUID-PLC" the synchronization is stopped.

1/0 Parameter & Signals

UUID-BSE

These parameters are all I/0O parameters and their signal assignments for all [/O master firmwares of the associ-
ated processing firmware. If the processing firmware is defined as redundant, the parameters are copied by
the copy function, that means they can only be changed in device A.

 Redundanz Doku E !
Assignment Parameter
 Central Processing (M)
Q- I ((eLD) Ny @ YV 0 0f 4 selected (total: 0)
+ 1/0 01 - IOMI85 (1001)

L] L] L] L] L] L]
10M 0 - AO-838x Name " CASDU-IOA T Processing type Data point HW pins
10M 1 - AI-832x 1] O | Digttal Input 00 0-06-0-0 TI30... | DI_SI - Digital Input - Single Point Information w [SIINDOO  w |INDOO (X1.1)
10M 2- DI-811x 2 [0 Digital Input 01 0.07-0-0 TI30 . | DI_SI - Digital Input - Single Point Information w |[SINDOT  w |INDO1 (X12)
10M 3- DO-821x 3| [ |Digital Input 02 0-0-8-0-0 TI30 ... | DI_SI - Digital Input - Single Point Information w [SINDD2  w|INDO2 (X13)
10M 4 - DO-821x 4| [0 |pigital nput 03 00-9-0-0 TI30 ... | DI_SI - Digital Input - Single Point Information w |[SIIND03  w |INDO3 (X14)

These parameters are provided with the identifier "UUID-I/O". Each time you change these parameters, the
engineering tool calculates a new UUID and adds it to the I/0 parameters.

For singular 1/0s, an identical "UUID-I/O" must be present in both devices for the function to work. With
different "UUID-I/O" the synchronization is stopped for all I/O master firmwares of the processing firmware.
When the active device is loaded, only those I/O master firmwares are reset for which parameters requiring
reset are loaded.

Each of these above-mentioned parameter types is assigned to a processing firmware (BSE). As soon as a
parameter is changed, a new "UUID-BSE" is calculated. This "UUID-BSE" is used by the copy function of the
engineering tool for the parameter comparison between device "A" and device "B". The parameter comparison
is performed per redundant processing firmware.

7.8.2 Engineering Tool - SICAM Device Manager

7.8.2.1 Generate Device ,B”
To create a redundant device, a CP-8050 device must be selected in the device overview and the menu item
"Create redundant device" must be executed.
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Device ID

Muttiply device
Device ID B

Redundancy Dev_A Retrieve device

Ooo0ooaog

Redundancy Dev_B Archive device.
i T

Create redundant device.

K1

E Redundanz Doku A

E Redundanz Doku C

172.16.03 - SICAM AB000 CP-805x - CASDU#0.0 Generate SD card

E Redundanz Doku D

10od

Initialize device.
 Dadundans Dok £

After this action a dialog will appears, in which the properties of the redundant device are defined. The device
being copied is automatically defined as device "A", the new redundant device is defined as device "B". This can
also be seen on the icons.

Redundanz Doku A
Redundanz Doku B

SICAM A8000 CP-805x

172. 186.

]
[9%]

]

]

o
o
B

<
%)

Name, regions/component number and engineering IP address of device "B" must be defined. If the engi-
neering IP address is found in the system settings "LAN interfaces”, the IP address is changed automatically.
When the redundant device is created, the SICAM Device Manager automatically generates a device ID with
which the device is identified when "loading and reading back" the engineering data.

NOTE

i 0

It is recommended to set and, if possible, test all system settings (such as configuration, Ethernet port and
LAN interfaces, security settings ...) before generating device "B".

When generating the "redundant device", all parameters, including system settings, are copied. Every time
the copy function "Update redundant device" is called again, the system settings are no longer copied.
Thereafter, the system settings in device "A" and device "B" must be selectively changed

7.8.2.2 Copy function "Update redundant device"

If the device "B" is generated, all changes of the RTU settings and signals as well as all CFC plans of redundant
processing firmwares always have to be done in device "A". Changes for signals and CFC plans are blocked in
device "B". However, the changes can be transferred to device "B" using the "Update redundant device" oper-
ator action.
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1

NOTE

The system settings are no longer accepted. Exception for hardware/firmware configuration: The 1/0 bus
configuration and all protocol configuration and firmware versions are also copied for redundant BSEs.

In this copying process, only all redundant processing firmwares are adopted. This is derived from the param-
eter "RTU Settings | Redundancy | Settings for BSEs | Update". All BSEs marked with "Yes" will be copied.

h o RTU Settings

+ Redundancy Dev_A (Reg#53,Comp#40) g Y @ (%) 00f 5 selected (otal: 0)
w Central Processing (M) =
o opfo [ [ O (] [ (]
‘Topology DR# BSE Priority BSE failure Priority PLC task suspend Priority I/O failure Redundancy state PLC synchronsation Update
» RTU common settings O oM priority 10 w | priority 8 w | priority 5 w | active/passive w | yes w yes  w
+ Redundancy O 1| co1 priority 10 w | priority 8 w | priority 5 w | active/passive w |yes wlves w
O 2/c@  leomo < [proiy 8 < [prory 5 < [aciverassve v |yes = Era—
Settings for PRES O 3[co3 priority 10 w | priority 8 w | priority 5 w | active/passive w |ves w o w
» Protocol 1 - ETI4 (PRE1) O 4| coa priority 10 w | priority 8 w | priority 5 w | active/passive w |yes v o w
Update redundant device
® Select the original device A
® |n the context menu, select the entry Update redundant device ......
< 0 O S ale)
] | Devieeld -
PR e 5 po— —
L R _casousno Deice®
Retrieve device.
Redund: Dev_A
2805 S a0 e i
ReaunaaneyneiE Archive device.
(7] e ‘ s
O Redundanz Doku A Update redundant device
D Redundanz Doku C
172.16.03 - SICAM AB000 CP-805x - CASDU#0.0 Generate SD card
D Redundanz Doku D
A dialog with all changes appears.
Update redundant device
Red_A ’ Red_B
System:
Hardware modules will be updated (except Cl-modules).
Firmware configuration will be updated for selected processing modules (M, C1 - C4).
All other system data (System settings, License, Communication, Firewall, Security Services, SIAPP Configuration) are not updated!
These data need to be updated manually in device B if required.
RTU Engineering:
Name Update Action Details
7] |signallist Up-to-date
Enweiterte Verarbeitung 02 (C02) Nein Up-to-date
The copying of all redundant devices "A" to the corresponding redundant devices "B" can also be done in
the device overview.
Update redundant devices
Y @ (V) @ 0.0f 0 selected (total: 0)
State Device A name Device A folder Reg# Comp# Device B name Device B folder Reg# Comp# Details Device type
B |Upsatoroqured  [Devied | |0 [0 oeweos | o [ | [scAmAsocra. |
B |Upsatoroqured _[RodundancyDevA | [0 w0 [Reawndmnyoevs | [w [n [ [sCAMAW00CP&. |
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7.8.2.3 CFC Online test with redundant PLC function
The Online test works on both the active and the passive PLC. All values in the programs are displayed and also
the trend function works.

If changes are to be made in the Online test by operator inputs of the user, the synchronizing function must
first be stopped manually.

~ | Operation panel

|L v | Operation panel

Redundar Active

Synchroni Yes O stop synchroniz...

Redundar Active

Synchroni Mo © startsynchroniz...

||f‘¢ Cold start | ||f'-; Warm start |

||f‘¢ Cold start | ||f'-; Warm start |

|° Halt | @ Continue | @ Cycle st... |

|o Halt | L Continue | @ Cycle st... |

W
W
v |Automat|on state v |Automation state

T B B
Statistics - 1 - High priority task = Statistics - 1 - High priority task =

Task state: - Task

- [Bsk state: -

Defined cycle time [ms]: 10 v Defined cycle time [ms]: 10 v

v | Input signals for test

<Filter=-

v | Input signals for test

<Filter=-

Mame Process value
= Mame Process value
¥ _ | Spontaneous =
¥ _ | Spontaneous

» IoMZ_DI7 -

3 : SPTIN_ANA_0O z_l - 3

! SPTIN_ANA_ = » 4 SPTIN_ANA_0D +)
b _ | Periodical » _ | Periodical

Then the following functions are activated in the Online test:

Test Switches

The test switches for spontaneous/periodic signal input/output images can be operated. Changes are not
synchronized.

Cold start / warm start

Active PLC: If a cold start / warm restart is performed on the active PLC, the same procedure is used as for
single PLCs. All instance data are initialized and the processing of the application program is restarted.
Passive PLC: A cold start / warm start on the passive PLC initializes all instance data and then requests a full
update from the active PLC. If the synchronization was stopped during the Online test by operator actions of
the user, then a FULL update is carried out automatically and the synchronization is restarted if possible.
Leaving the Online test. If the synchronization was stopped during the Online test by operator actions of the
user, a FULL update is automatically carried out when leaving the Online test and the synchronization is
restarted if possible.

Leaving the Online test

If the synchronization was stopped during the Online test by operator actions of the user, a FULL update is
automatically carried out when leaving the Online test and the synchronization is restarted if possible.

7.8.3 Engineering Tool - SICAM TOOLBOX Il

7.8.3.1 Generate Device ,B”

After device A has been completely parameterized and tested, device B can be generated.
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Using the menu item "Create AE (Wizard)" and the selection "Copy existing automation unit", device B can be
generated for the first time in the toolbox.

Thereafter, the copied device B must be defined as redundant device to A via the following steps:

® |nthe parameter set of device B set the parameter Device to "B (image)" (see Define a redundant device,
Page 503)

e  Define all required redundant processing firmware as "redundant” (see Chapter Define redundant
processing firmware , Page 503)

S NOTE

l It is recommended to set and, if possible, to test all system settings (for example, configuration, Ethernet
port and LAN interfaces, security settings ...) before copying the device.

Define a redundant device

With the parameter "Device" a distinction is made between the two redundant devices, in device "A" (param-
eter original) and device "B" (parameter image).

In the Value drop-down list, select one of the following entries:

® A (original)
® B (image)
~ NOTE
l After the first call of the function "Copy mirror parameters to ...", this parameter is dimmed on device B and

can no longer be edited.

Define redundant processing firmware

These parameters define the redundant processing firmwares in the device. By means of these settings (must
match both in the device A and B), the "copy mirror parameters" function of the OPM is enabled for each
processing firmware. The region and component number also define the redundant device address for the
voter.

In both devices the address of the redundant device per processing firmware
®  Region number of the redundant device

®  Component number of the redundant device

®  BSE number of the redundant device

must be set.

These parameters must be parameterized accordingly for all redundant processing firmwares.
Central processing: 20 [BSE#M]

Extended processing: 1-4 [BSE#C1-BSE#C4]

If "Copy mirror parameters to ..." has already been carried out, this parameter is dimmed on device B and can
no longer be edited.

7.8.3.2  Copy function "Copy mirror parameters"

Copying device "A" to device "B" can be done per device, but also for the complete system technical plant.
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Copy mirror parameters per device:

®  Select the original device A

® Inthe context menu, select Copy Mirror Parameters to

@3 TM1703_RSTP (53.24)

&3 TM1703_RSTP_01(53.25)
(= &3 |Comp Redundancy A (5220
. E-[F M:CP-8050/CPC Hardware-Zuordnung l6schen

Spiegelparameter kopieren auf...

Laschen

: B Topologie
E}& Systemeinstel

Feinrangierung dber Steuerfile auslagern...

® A new window appears with the BSE pairs found

& Spiegelparameter kopieren

Bitte definiere_n Sie uber die Spale "l_(opieren", _welc:he Spiegelparameter von

welchem B temel it aul zein p triertes Ziel kopiert werden zoll
it DK, wird der Kopiervorgang gestartet.

Mr R# (Master) | K# (Master) BSEH (Maste R# (Slave) K#H(Slave) BSEH (Slave] Kopieren Kopi 15
0 53 0 20 53 3 20 a7 ktuel

dbbrechen | Hife |

® |n the Copy column, select the processing firmware to be copied and press OK

If the elements of the redundancy pair are configured differently (one is for example equipped with an 1/0
master firmware and 1/0 modules, the other is not), the following message appears:

TOOLBOX I

' Unterschiediche Zuzatzsystemelemente bzw. [0-Module bestiickt
= oder unterschiedlich bestiickt/vorbereitet in Quelle und Ziell

In the case of an inconsistency, however, this must be done manually on device B.

~ NOTE

l The copy function does not copy the system settings and firewall table. The system settings must be selec-
tively changed in device "A" and device "B" and the firewall in each device must be regenerated if necessary

7.8.3.3 CAEXx plus online test with redundant PLC function

The Online test works on both the active and the passive PLC. If changes are made in the Online test by oper-
ator actions of the user, however, due to the update function, the following must be observed:

504 SICAM A8000 Series, CP-8031, CP-8050, Manual

DC8-026-2, Edition 11.2022



Redundancy

7.8 Engineering

Test Switches

The test switches for spontaneous/periodic signal input/output images are not synchronized by the update
function. If an input or output is switched to test by the user, the synchronization is stopped.

Force Marker

Active PLC: If force markers are set on the active PLC, they are transferred to the passive PLC.
Passive PLC: If force markers are set on the passive PLC, the synchronization is stopped

Start/stop PLC

If PLC applications are stopped or started by operator actions, the synchronization is stopped.

Cold start / warm start

Active PLC: If a cold start / warm restart is performed on the active PLC, the same procedure is used as for
single PLCs. All instance data are initialized and the processing of the application program is restarted.
Changed data are automatically transferred via the update function to the passive PLC.

Passive PLC: A cold start / warm start on the passive PLC initializes all instance data and then requests a full
update from the active PLC. If the synchronization was stopped during the Online test by operator actions of
the user, then a FULL update is carried out automatically and the synchronization is restarted if possible.

Leaving the Online test

7.8.3.4

If the synchronization was stopped during the Online test by operator actions of the user, a FULL update is
automatically carried out when leaving the Online test and the synchronization is restarted if possible.

Redundancy Control/Return Information Messages

Redundancy control messages are parameterizable user data messages in single-point information format (Tl
30) or single commands (Tl 45) that define the desired redundancy behavior in the CP-8050.

Redundancy return information messages are user data messages with a configurable 5-level address
(CASDU1, CASDU2, I0AT, I0A2, I0A3) and a fixed type identifier (30 = single-point information), which
provide e.g. information about the redundancy states of the individual firmwares or the set operating mode.
The messages can be parameterized in the OPM, menu Tools, menu item Type overview (Parameter tab
Parameter: under SICAM 1703 + Ax 1703 + SICAM A8000 -> System functions -> Redundancy control
messages CP-8050 or Redundancy return information message CP-8050).
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& Typ-Ubersicht Parameter Value JI
Lk_Reg -
% E\R | £y | [7] ¥ Expertenmadus Lk_Comp j
nelenm Qe j Lk_Bse j
2 = — Lk_DS System Functions
__ Slg.znl\le‘lln?DS A 1703 + SICAM AgDOD — Lk_Cat Redundancy control message CP-8050 j
=8 Sustemfunktionen Lk_Prep Activated j
Ax 1703 CASDLA
Dezentrale Archivierung CASDUZ
Dezentrale Archivierung CP-8050 DA
Fehlertelegramm Detaildiagnozetabelle 10A2 .
Fehlertelegramm D etaildiagnosetabelle CP-8050 — —
Fehlertelegramm Summendiagnosetabelle 1043 .
Fehlettelegramm Summendiagnosetabelle CP-2050 T Single pt. information (T1 30} j
K.ommunik ationssteuertelegramm Control_function_{RED) j
Fommunik stiorssteuertelegramm CP-8050 Failure_behavior_(RED) 7P-contal
Parameter fiir bMesswerte ACP1703 BSE_(RED)
Protokaollelement Riickmeldetelegramm F‘HE_{HED} Switch-over dizabled
Protokallelement Riickmeldetelegramm CP-8050 = AP-control with failed vater
Pratokallelement Steuertelegramm Priority_(RED) listening mode-control
Protokallelement Steuertelegramm CP-8080 Device mode automatic
Prozeszdaten Befehl mode fix device A
Prozessdaten Befehl CP-3050 mods fix device B
Prozeszzdaten Meldung . P
Prozeszzdaten Meldung CP-8050 Flg ure 7-1 OPM ’ ed it Image
Prozeszdaten Messwert
Prozeszzdaten Messwert CP-8050
Fedundanz Riickmeldetelegramm
Fedundanz Riickmeldetelegramm CP-8060
Fedundanz Steuertelegramm
= Eedundanz Stevertelegramm EP-8050| —
Steverfunktion_[RED]
Ausfallzverhalten_[RED]
BSE_[RED)
PRE_[RED]
Prioitat_[RED)
- [ Selektive D atenflussrangienng hl
Redundanz Steuertelegramm CP-8050 Dietails anzeigen
S5 User | Farameter I &; Info I

7.8.4 Parametrization of the Central Processing [CPCI85]
7.8.4.1 System settings

Redundancy Link
This parameter is used to select and set the medium for synchronization between the redundant devices.

®  Selectin the system technology of the OPM under the M-CPU the synchronization interface under the
node System Settings | Redundancy Synchronization, or in the SICAM Device Manager under System |
Configurations | System Settings | Redundancy Link the synchronization interface

® |nthe Value drop-down list, select one of the following entries:
—  Ethernet based 1/O
— IP based

In the case of ,IP based”, two new parameters become visible to define the physical interface and the IP
address of the remote station
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® | AN interface

® remote IP address
7.8.4.2 RTU Setting

Redundancy Type

® |n the system technique of the OPM or the Device Manager, under "Central Processing", select the Redun-
dancy under the node RTU General Settings:

® |nthe Value drop-down list, select one of the following entries:
— global
—  protocol-selective
—  protocol-selective with applicative voting
® Anew folder Redundancy becomes visible in which the following parameters are available.

The following parameters apply only to the subtypes of device redundancy.
Most parameters are identical for all types of redundancy.

Voter

This parameter sets whether the voting function should run in the two redundant devices or whether there
are one or two external devices (CP-8031/CP-8050).
In the Value drop-down list, select one of the following entries:

® |nternal Voter
®  External Voter
® 2 external Voter

If 1 or 2 external voters are parameterized, a group "Voter addresses" becomes visible in which a region and
component number can be parameterized for the voters.

There are no parameters to be defined in the device in which the external voter is running.

Cyclic Monitoring Voter

This parameter is used to set the grid in which the redundant devices send their priority messages to the
voters (0.1 to 15 seconds in the 100 ms grid). The voters monitor reception twice the time.

Default: 1 second

Blocking time after a Switch-over

After a redundancy switch has been initiated, this parameter is used to prevent or delay the switchback for a
certain time (1 to 255 seconds in the second grid).
Default: 3 seconds

Settings for BSEs (global, protocol-selective)

~ Redundanz Doku A (Reg#10,Comp#20) g Y ® @ @ 0 0f 5 selected (total: 0)
Central Processing (M)
= O U L] L] L] L] L] L]
‘Topology BSE Priority BSE failure Priority PLC task suspend Priority I/O failure state PLC tion 1/0 operation mode
» RTU common settings O |m priority 10 | priorty 8 | priorty 5 w |activelpassive  w | yes | singuiar -
+ Redundancy O |cot priority 10 ~ | priorty 8 ~ | priorty 5  |activelpassve w | yes ~ | singuiar -
O [coz priority 10 w | priority 8 w | priority 5 w | activelpassive  wr | yes w | singular -
Settings for PRES 0O |cos priority 10 ~ | priorty 8 ~ | priorty 5  |activelpassve w | yes ~ | singuiar -
Voteradresses O |cos priority 10 ~ | priorty 8 ~ | priorty 5  |activelpassve w | yes ~ | singuiar -
Some columns, which usually need not be changed, are hidden and can be selectively faded in.
Select Settings for BSEs:
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Column Name /
Parameter

BSE

Description / Value

all BSEs (4 Cs, one M)

Note

not editable

Priority BSE failure

Definition of the priority level for the
failure of the relevant processing firmware
(error type: Firmware, application shut
down)

Delay after BSE
failure (Expert View)

Definition of the period after which the
priority for a failure of the processing firm-
ware is withdrawn after an going failure
(in seconds)

Also applies to the priority of the BSE#M in
a total startup

Priority PLC task
suspended

Definition of the priority level when a PLC
task is stopped

Priority 1/0 failure

Definition of the priority level, if the

®  Firmware of the I/O Master Module
® the CI-853x Hardware or

® an /O Module

fails.

Redundancy state

defines whether the voter should switch
the defined processing firmware (active/
passive) or not (always active)

The parameter applies to the selected
processing firmware. The 1/O master
module (if any) takes over the state of the
processing firmware.

is switched indirectly to passive: the data
of I/0 modules are marked with R-Bit.

General Interroga-
tion
(Expert view)

defines whether, after the processing firm-
ware has been switched over to active, a
Gl is to be sent (Gl after active) or not (no
Gl after active)

Data filter to 110
(Expert view)

defines the behavior of the processing
firmware (if passive) for "user data to the
I/O modules"

if processing firmware is passive, filter user
data

User data filter deactivated

the passive processing firmware filters all
user data messages

passive processing firmware sends all data,
including user data

PLC synchronization

Defines whether the PLC is to be synchron-
ized on the passive processing firmware

yes: the processing firmware uses the
redundancy link to synchronize the PLC

no: the PLC is not synchronized

I/O operating mode

Singular: There are only singular /0O
modules, which are used by both devices
(EbIO bus necessary)

Redundant: Each device uses its own 1/O
modules

With "Singular”, no 1/0 modules must be
connected directly to the local CP-8050.

Update

Defines whether it is a redundant
processing firmware, that means the
parameters of the processing firmware are
copied via the copy function

yes: Parameters are copied

no: Parameters are not copied

This parameter is only relevant for engi-
neering with SICAM Device Manager
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Settings for PREs (global, protocol-selective)
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v Redundanz Doku A (Reg#10,Comp#20)
~ Central Processing (M)
Topology

» RTU common settings

~ Redundancy
Settings for BSEs
Voteradresses

» Protocol 0 - ETI4 (PREQ)

» Protocol 1 - BPPIO (PRET)

» Protocol 2 - BPPIO (PRE2)

» Protocol 3 - BPPIO (PRF3)

.‘ Y @ @ @ 0 of 24 selected (total: 0)
1 [ [

| o o N

i

L1
PRE

PREO
PRE1
PRE2
PRE3
PRE4
PRES
PRE6
PRE7
PREO

priority 7 w | not used

priority 7 w | not used
priority 7 w | not used
priority 7 w | not used
priority 7 w | not used
priority 7 w | not used

priority 7 w | not used

=| =[ = =| =[ =| =| =|H

priority 7 w | not used

Q
2

priority 7 w | not used

w | activelpassive
w | activelpassive
w | activelpassive
w | activelpassive
w | activelpassive
w | activelpassive
w | activelpassive
w | activelpassive

w | activelpassive

(]

Priority communication failure Priority communication fault Redundancy state

LIRIRIRIRIRIRIRIR!

Some columns, which usually need not be changed, are hidden and can be selectively faded in. (Expert param-

eter)

Select Settings for PREs:

Column Name / Description/Value Note
Parameter

BSE all processing firmwares (4 Cs, one M) not editable
PRE Eight protocol firmwares (0-7) of M not editable

four protocol firmwares each (0 - 3) pro C

Priority PRE failure
(Expert view)

Definition of the priority level for the
failure of the relevant protocol (firmware
errors)

Priority communica-
tion failure

Definition of the priority level for the
communication failure of the concerned
protocol

Priority communica-
tion fault

Definition of the priority level for a
communication fault of 1 ... (n-1)
Connections on the affected protocol firm-
ware

Redundancy state

defines whether the voter should switch
the defined protocol (active/passive) or not
(always active)

For example: It is possible that not all firm-
wares are switched passively to continue
to transmit information on redundancy
statuses and diagnostic messages on the
interface to the master computer

General Interroga-
tion
(Expert view)

defines whether, after the affected
protocol has been switched over to active,
a Gl is to be sent (Gl after active) or not
(no Gl after active)

Data filter to PRE
(Expert view)

defines the behavior of the protocol (if
passive)
filters only user data with status R

if protocol firmware is passive, filter user
data

User data filter deactivated

the filter only refers to the transmission
direction. Filtering means that the data
point is not sent out

the passive protocol only filters messages
with the set status bit R (R bit = redun-
dancy)

the passive protocol filters all messages
with user data

the passive protocol sends all data,
including user data

PRE synchronizing
mode

(Expert view)

yes: the protocol uses the synchronization
interface to synchronize with its redundant
protocol

no: the protocol is not synchronized

Synchronization is only supported by
special protocol firmwares
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7.8.5

7.8.6

7.8.6.1

510

Settings for each Processing Firmware

The redundancy buffer serves to avoid data loss in the period from the occurrence of a fault/failure to a redun-
dancy switchover. These parameters are once present for central processing as well as for all extended
processing firmwares.

Column Name / Description/Value Note
Parameter
Buffer size maximum number of process information |Only valid for the communication func-
(Expert view) that can be additionally stored in the tion.
buffer time
Buffer time maximum time during which the process |1-255 seconds
(Expert view) information has to be additionally stored  |valid for communication and PLC function.
Signals

Signals must always be assigned to device "A" in both the Device Manager and the SICAM Toolbox Il. It can be
defined via the parameter "Device" in which device the signals are valid. (see 7.8.1.3 Parameter ,Device” - ,A”,
LA+B”and ,B")

Example for the control direction:

In the case of redundancy, control messages (e.g.: Operating mode fix device A", the signal can be used in
both devices. i.e. Device in this case be set to "A + B".

v Redundanz Doku E ‘
Parameter
Central Processing (M) N
1/0 00 - IOMI85 (1000) @ Redundancy control message CP-8.. w | W' ® @ @ 0 0f 1 selected (total: 0)

w /0 01-10MI85 (1001)

10M 0 - AD-838x

1OM 1 - Al-832x [[] | Setze Betriebsart fix Gerat A w | mode fix device A v

Example for the return information direction:
As return information the redundancy state can be read out via the message "redundancy state" for device A

as well as device B. For these two signals must be created and assigned once to the device A and once to the
device B.

@ @ @ 0 of 2 selected (total: 0)

@ Redundancy return information mes - Y

Redundanzzustand Gerat A redundancy state Priority 0 (lowest)

4

O
O

Redundanzzustand Gerat B 0-0-2-0-0 T30 B w | redundancy state o | Priority O (lowest)

4

Redundancy Control Messages CP-8050

Redundancy control messages are parameterizable user data messages in single-point information format (Tl
30) or single commands (Tl 45) that define the desired redundancy behavior in the CP-8050.

The redundancy control messages have the following parameters and can assume the following values (in
brackets):

® Device (A+B, A, B)
e (CASDU1 (0-255)
e (CASDU2 (0-255)
® |OA1 (0-255)

® |OA2 (0-255)
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® TI, Type identification (Single-point information TI=30, Single command TI=45)

® BSE_(RED) (C1 to C4, M, not used) ..... only relevant for protocol-selective switch over

®  PRE_(RED) (PREO bis PRE7, BSE itself, not used) ..... only relevant for protocol-selective switching

e  Control function_(RED) (A/P-control, User priority, Switch over lock, AIP-Control in case of voter failure,
Listening mode, Operating mode automatic, Operating mode fix device A, Operating mode fix device B)

®  Failure_behavior_(RED) (retain state, deactivate message)

®  Priority (RED) (Priority O (lowest) to Priority 14 (highest)) .... only relevant with user priority control func-

tion

Table 7-2

Control_function_(RED)

AlP-control

Redundancy

Protocol-selective with applicative
voting

Overview of the different combinations of functions with possible redundancy and type
identification

Type Identification

Single-point information TI=30

User-priority

Global
Protocol-Selective

Single-point information TI=30

Protocol-Selective

Protocol-selective with applicative
voting

Switch over disabled global Single-point information TI=30

AIP-Control with failed voter global Single-point information TI=30
Protocol-Selective

listening mode-control Global Single-point information TI=30

mode automatic
mode fix device A
mode fix device B

Global
Protocol-Selective

Single-point information TI=30
Single command TI=45

AJP control: only for protocol-selective with applicative voting

With the help of this message, the state (active or passive) of a single PRE (protocol-selective redundancy

switching) is controlled.

In applicative voting, the voter (e.g., control center) forms the desired state itself (e.g., by comparing parame-
terized error messages). The desired state of the firmwares is communicated by means of user data messages

of the central processing firmware.

The message can be parameterized in the OPM (SICAM 1703 + Ax 1703 system functions) under Redundancy
control message with the attributes Control_function_ (RED) (A/P control message), Failure_behavior_ (RED),

BSE_ (RED) and PRE_ (RED).

Routing destination in case of protocol selective switching is a selective firmware (BSE, ZSE).
A set message switches the selected firmware to active.

If these individual messages are received with the NT bit set, the state is either retained (parameterizable in

the case of failure) or the affected firmwares are switched passively.

For protocol firmware, which belong to a function-related redundancy due to the parameterization, only the
AIP control message to the least significant protocol firmware is required. However, this switches over all asso-

ciated protocol firmwares.

User-priority (global, protocol-selective)

User priority messages can be routed in single-point information format to the central redundancy handling.
The messages can be parameterized under "Redundancy Control messages CP-8050" with the attributes

Control_Function_ (RED) (User Priority), Failure_Behavior_ (RED), BSE_ (RED), PRE_ (RED) and Priority RED.

The destination routing applies with protocol-selective switch over to
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®  aselective firmware (BSE, ZSE)

With global redundancy switch over, there are only once priorities that apply to the entire device, so BSE and
ZSE are irrelevant. BSE and ZSE are only available in expert view.

A set message increases the counter of the parameterized priorities.

If these single-point information are received with the NT bit set, either the state is maintained (parameteriz-
able in response to failure) (counter remains unchanged) or possibly previously set messages are deleted
(counter decremented if the information was set).

The counters are sent to the voter in the case of protocol-selective or global switch over. The voter compares
the priorities of the two devices, builds the redundancy state and communicates it to the devices.

Switch over disabled

This function is only available for the redundancy type "Global".
With this function it is possible to suppress the automatic switch over of the voter.

The message can be parameterized under "Redundancy Control Message CP-8050" with the attributes
Control_Function_ (RED) (Switch over lock) and Failure_Behavior_(RED). The parameters BSE and ZSE are not
evaluated. A set message locks the switch over.

If this single-point information is received with the NT bit set, either the message state is retained, or the lock
is canceled (parameterizable in response to a failure).

The lock is displayed in the diagnostics with an error of diagnostic class Warning.

AJP-control with failed voter (global, protocol selective)

This function is only available in conjunction with 1 or 2 external voters. If a failure of the external voter is
detected by the redundant devices, the redundancy state is maintained. In this case, it is possible to change
the redundancy status of the devices with own user data messages in the single-point information format.

The message can be parameterized under "Redundancy control telegram CP-8050" with the attributes
Control_function_ (RED) (A/P control in the case of voter failure) and Failure_behavior_ (RED). The message
applies to the entire device.

A set message activates the entire device.

If this single-point information message is received with the NT bit set, the state of the message is either main-
tained (parameterizable in the case of failure) or the device is switched to passive.

listening mode-control

With the help of this message, the entire device is set to this mode. Listening mode means that the interfaces
always receive the state passive, no matter which state the A/P control message assigns. This ensures that all
interfaces do not switch their transmission lines to active and only listen to the data. Within the device,
however, the data is still distributed or filtered based on the active/passive state.

The listening mode is controlled by means of a user data telegram in single-point information format.

The telegram can be parameterized under "Redundancy control telegram CP-8050" with the attributes
Control_Function_ (RED) (monitoring operation) and FailureBehavior_ (RED).

There is only one message which applies to the entire device.
Due to the contents of the data, the entire device will be switched

® in normal operation (message = 1) or

® inthe listening mode (message = 0)

If the user data message is received with the NT bit set, either the state is retained (parameterizable in the
event of failure) or the device is switched to listening mode.

The state of the listening operation is also passed on as return information.
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Fixing Operating Mode (Automatic, fix Device A, fix Device B)

In the case of redundancy configurations, it should be possible for a device or interfaces to be switched alter-
natively via pushbuttons or a key switch as follows:

®  mode fix device A
®  mode fix device B
®  or automatic (desired state of the voter)

It is possible to read in this state via an input module or to determine it via communication from a higher-level
point and to send it to the central redundancy treatment by means of a user data messages (single-point infor-
mation or single command). Since this is only a status change, this happens (in contrast to the other control
messages) with a command or a coming edge of the single-point information.

The message can be set under "Redundancy control telegram CP-8050" with the attributes Control_func-
tion_(RED) (Operating mode ....... ). The Failure_Behavior_(RED) is irrelevant because only the coming edge is
evaluated. BSE_(RED) and PRE_(RED) are irrelevant even with protocol-selective switching since the state
always applies to the entire device.

The message can be assigned either in one of the redundant devices or in the voters. The state is distributed to
all involved devices. In order to be able to set the operating mode from several positions, several messages
can also be assigned. Since the last valid state is detected by the acquisition time stamp, all devices must be
timed.

7.8.6.2 Redundancy Return Information Messages CP-8050
Redundancy return information messages are user data messages with a configurable 5-level address
(CASDU1, CASDU2, I0AT, I0OA2, I0A3) and a fixed type identifier (30 = single-point information), which
provide e.g. information about the redundancy states of the individual firmwares or the set operating mode.
The "Redundancy Return Information Messages CP-8050" have the following parameters and can assume the
following values (in brackets):
® Device (A+B, A, B)
e (CASDU1T (0-255)
e CASDU2 (0-255)
® |OA1 (0-255)
® |OA2 (0-255)
® |OA3(0-255)
® TI, Type identification (Single-point information TI=30)
®  Return_Information_Function_(RED) (redundancy state, switch over runs in global switching, operating
mode automatic, operating mode fix device A, operating mode fixed device B, listening mode, priority)
®  BSE (RED), processing firmware (C1 to C4, M not used) ... .. only relevant for protocol-selective switch
over
®  PRE_(RED), protocol firmware (PREO to PRE7, BSE itself, not used) ... .. only relevant for protocol-selective
switch over
®  Priority (RED)
Table 7-3 Overview of the different combinations of functions with possible redundancy:
Return_Information_function_(RED) Redundancy
Redundancy state Global
Protocol-Selective
Protocol-selective with applicative voting
Switch over runs at a global switch over Global
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Return_Information_function_(RED) Redundancy

mode automatic Global
mode fix device A Protocol-Selective
mode fix device B

listening mode-control Global
Protocol-Selective
Protocol-selective with applicative voting

Priority Global, Protocol-selective

Redundancy state

The message can be parameterized under "Redundancy return information message CP-8050" with the attrib-
utes Return_information_function_(RED) (redundancy state), BSE_(RED) and PRE_(RED).

With global redundancy switch over, there is only one return information message that applies to the entire
device, therefore BSE and ZSE are irrelevant.

With protocol-selective switch over, a separate return information message is generated for each firmware
(selected by BSE_(RED) and PRE_(RED)).

A set message means that the affected firmware or in the case of global switch over, at least one firmware is
active.

Switch over runs at a global switch over

Applies only to global redundancy switch over.

The message can be parameterized under "Redundancy return information message CP-8050" with the attrib-
utes Return_Information_Function_(RED) (change over is active in the case of global switch over).

A set message means that the switch over has not yet been completed. This means that not all firmwares in
the device have the same redundancy state.

Fixing Operating Mode (Automatic, fix Device A, fix Device B)

This message returns the set operating mode.
®  mode fix device A
®  mode fix device B
®  or automatic (desired state of the voter)

The message can be set under "Redundancy return information message CP-8050" with the attribute
Return_Information_Function_(RED) (Operating mode ....... ). BSE_(RED) and PRE_(RED) are irrelevant even
with protocol-selective switch over since the state always applies to the entire device.

The message can be assigned either in one of the redundant devices or in the voters.

listening mode-control

Priority

514

The message can be set under "Redundancy return information message CP-8050" with the attribute
Return_Information_Function_(RED) (Listening mode ....... ).

There is only one return information message, which applies to the entire device, since the listening mode is
also only globally adjustable. Therefore, BSE and ZSE are irrelevant.

A set message means that the device is in normal operation.

The message can be parameterized under "Redundancy return information message CP-8050" with the attrib-
utes Return_information_function_(RED), (Priority), BSE_(RED), PRE_(RED) and Priority (RED).

With global redundancy switching, there is only one return message per priority (selected by Priority_ (RED)),
which applies to the entire device, therefore BSE and ZSE are irrelevant.

With protocol-selective switchover, a separate return message is generated for each firmware (selected by
BSE_ (RED) and PRE_ (RED)) for each priority (selected by Priority  (RED)).
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A set message means that the parameterized priority (0-14) of the firmware concerned or, in the case of

global switchover, the entire AE is set.

7.8.7 Parameterization of the Protocols

7.8.7.1 Parameters

7.8 Engineering

The parameterization for protocols is also transferred by the copy function from device A to device B. Parame-
ters that may be different in device A to device B are displayed twice. In the parameter set for device A, both

the parameter values for the own device and for device B must be assigned.
For individual parameters, a suffix"_A" or" B"is appended to the corresponding parameter text.
e.g. For the protocol BPPIO, a different baud rate can be defined in device A as well as in device B.

~ Redundanz Doku A (Reg#10,Comp#20) N

~ Central Processing (M)
Topology

» RTU common settings

~ Redundancy
Settings for BSEs
Settings for PRES
Voteradresses

» Protocol 0 - ETI4 (PREQ)

» Protocol 1 - BPPIO (PRE1)

» Protocol 2 - BPPIO (PRE2)

~ Protocol 3 - BPPIO (PRE3)

Interface parameter

7.8.7.2 Tables

Baud rate_ A 9600

Baud rate B 9600

w  Bd

w  Bd

If different parameters are required for device "A" and "B" in the tables, then the "Device" column can be used
to define which lines are active in the individual devices.

e.g.: Station definition with IEC104 protocol

n o RTU Settings
w Redundanz Doku A (Reg#10,Comp#20) \ @ Add
~ Central Processing (M)
0 L1
Topology e
» RTU common settings A+B
A+B

O
~ Redundancy O
Settings for BSEs O
Settings for PREs O
Voteradresses
~ Protocol 0 - ETI4 (PREO)

w Station definition (Connection definit

Statiok definition

A
B

v
v
v
v

1 row(s) Y
L1

0|yes
1] ves
2|yes
3|yes

The number of entries is limited to 100.
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v

v
v
v

® @ @ 00f 4 selected (total: 0)
L1 L1

Station number (internal) Station enable Controlling/Controlled IP address

controlled
controlled
controlled

controlled

v

v
v
v

10010
10011
10012
10013
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7.9 Licensing of the Function

7.9

General

Licensing of the Function

To operate CP-8050 systems redundant, the installation of a redundancy license is required.

The redundancy license includes the license for both devices, one license must be imported to device "A" and
one to device "B".

Each CP-8050 license can only be used on one system. It is bound to the parameter set of the respective
device. The licenses are delivered as USB sticks or OSD download. License Management requires the Automa-
tion License Manager (ALM).

The transfer of the licenses into the parameter set of a CP-8050 device takes place via the import function of
your engineering tool (SICAM Device Manager as of V3.01 or SICAM TOOLBOX Il as of 6.03)

Licensed features can be used on the CP-8050 system for up to 21 days without a valid license. Then you need
a valid license to continue using the feature. After 21 days the function will be deactivated automatically.

A replacement of spare parts is possible because the license is bound to the parameter set.

CP-8050 Redundancy License

The redundancy license is required to enable the following functions for the redundancy pair "Device A" and
Device "B":
®  Enabling of the parameter "Redundancy type"

"Global" ... for global redundancy switchover

"Protocol-selective" ... protocol-selective redundancy switchover

®  Enabling of the parameter "Redundancy Link"
for the use of singular /0 modules
redundant PLC synchronization via EbIO or via an IP network

For the permanent operation a redundancy license is needed - Order No. 6MF27500REOQO
If CP-8031/CP-8050 is used as an external voter, no license is required.

i 0

NOTE

Licenses can no longer be returned if they have been imported into a CP-8050 device.

7.9.1

7.9.1.1

516

Requirements

Engineering Tools

Tool From version

SICAM TOOLBOX Il 6.03
SICAM Device Manager 3.10
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7.10 Application Notes

7.10.1 Creation of a redundant device pair in the engineering tool

To perform the creation of the redundant device pair efficiently, the following steps should be followed:

Make definitions in device "A" before device "B" is generated

Create device "A"

Define hardware configuration and Ethernet port groups in device "A"

I/O installation (rows and modules) and, if necessary, EblO bus configuration

Define LAN interfaces and IP addresses based on the Ethernet ports in device "A"

Install processing firmwares in the system configuration

Install protocol firmwares in the system configuration

Define server/client functionalities in the system configuration

Define the redundancy link in the system configuration (see Redundancy Link, Page 506)
Define redundancy type in the RTU general settings (see Redundancy Type, Page 507)
Set voter configuration (see Voter, Page 507)

Perform settings for the redundancy function of the processing firmwares (BSEs) (see Settings for BSEs
(global, protocol-selective), Page 507)

Define redundant processing firmware (SICAM Device Manager - see 7.8.2.1 Generate Device ,B”) (SICAM
TOOLBOX Il - see Define a redundant device , Page 503

Perform settings for the redundancy function of the protocol firmwares (PREs) (see Settings for PREs
(global, protocol-selective) , Page 509)

Create and assign signals for redundancy control messages / return information messages (for example,
fix operation mode function)

Create PLC application
Load parameter set into device "A"

Test device "A", e.g. System settings, LAN connections, PLC application

Only after a test of device "A" the redundant device "B" should be created.

Create device "B"

®  Copy device ,A” to device ,B” (SICAM Device Manager - see 7.8.2.71 Generate Device ,B”) (SICAM TOOLBOX
Il - see Define a redundant device , Page 503)

®  Define redundant processing firmwares (only necessary for SICAM TOOLBOX Il in device B, see Define a
redundant device , Page 503)

®  Adjust different system parameters in device "B" e.g: IP addresses

® |oad parameter set into device "B"

® Test device "B", e.g. System settings, LAN connections, PLC application

®  Test the synchronization function in device "B"
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7.10.2 Activation of the licenses of a redundant device pair

If the redundancy function of both devices has been tested and ensured, the licenses must be activated in
both devices for permanent operation. To do this, the licenses must be assigned to the two devices in the
engineering tool and then loaded into both devices. (see 7.9 Licensing of the Function)

7.10.3 Function change of a redundant device pair

If the redundant device pair has already been created and changes are now to be made, the type of change
must be taken into account.
Changes of system settings
System settings are not copied by the copy function and must be changed separately in both devices (if neces-
sary).
Changes to signals and/or RTU settings
RTU parameters, signals and redundant PLC applications are transferred to device B by the copy function.
®  Change RTU parameters in device A.
®  Change user program in device "A" and generate code

®  (all up the copy function (SICAM Device Manager - see 7.8.2.2 Copy function "Update redundant device")
(SICAM TOOLBOX Il - see 7.8.3.2 Copy function "Copy mirror parameters"”)

®  Depending on the requirements and test strategy, both devices can now be loaded or the change can be
tested in one device before

7.10.4 Functional change of a synchronized device pair during operation

If a function change is to be carried out during operation and also the PLC application shall be changed "bump-
less", then it depends on whether the change requires a reset of the processing firmware or not. This function-
ality is currently only available with the SICAM TOOLBOX Il engineering tool.

If reset parameters (such as topology) are changed, the following steps must be carried out:
® |nitial state: both devices must be synchronized

®  (Change all system settings and RTUs settings on device "A"
In this step, the PLC application must not be changed.

®  Set device "B" to active (fix redundancy state on device "B" - active)

® |oaddevice "A" and perform a reset

Since both PLC applications have the same status at this time, an update of the PLC application is
performed after the device "A" has booted

® (Change user program in device "A" and generate code
In turn, no system settings and/or RTUs settings may be changed in this step

®  Permanently switch device "A" to active (fix redundancy state to device "A" - active)
® |oaddevice "A", a bumpless reload of the PLC application can be carried out

®  Copy changed parameters in the engineering tool from device "A" to device "B"

® |oad device "B", device "A" must be active at this time

®  After the reset of device "B" both devices are synchronous again

e  Setredundancy switchover back to "Automatic” (fix redundancy state to automatic)

518 SICAM A8000 Series, CP-8031, CP-8050, Manual
DC8-026-2, Edition 11.2022



8 Prepare Engineering

8.1 Connect Engineering PC with the Target System 520
8.2 Show Expert Parameters 523
SICAM A8000 Series, CP-8031, CP-8050, Manual 519

DC8-026-2, Edition 11.2022



Prepare Engineering
8.1 Connect Engineering PC with the Target System

8.1 Connect Engineering PC with the Target System

8.1.1 One Click to Connect

SICAM TOOLBOX I
\

CP-8050

[ sovers | X3 (ETH)
TOOLBOX i \

Standard patch cable \
max. 100 m

»

"One Click to Connect" is a simple and quick possibility to connect CP-8031/CP-8050 with an engineering PC
(SICAM TOOLBOX II, SICAM WEB). You just have to connect PC and AU with a standard patch cable via the
Ethernet interfaces. Take care that the AU is configured as DHCP Server (see For example: Enable DHCP,
Page 88) and the PC as DHCP Client.

° NOTE
l ® DHCPis enabled on CPCI85 during delivery. DHCP is disabled if SICAM TOOLBOX Il is used to equip
CPCI85.

®  For a connection with SICAM TOOLBOX Il, remote operation must also be enabled.

If these conditions are met, CP-8031/CP-8050 assigns automatically an IP address to the engineering PC. As a
consequence SICAM TOOLBOX Il or SICAM WEB can communicate with CP-8031/CP-8050. No further settings
are necessary.

"One Click to Connect" supports all SICAM TOOLBOX Il functions (incl. AE initialization).

If you use SICAM WEB to login to the AU, you can choose between two possibilities. Either you enter the IP
address of the connected CP-8031/CP-8050 (standard is 172.16.0.3) in the Internet browser, or you enter on
of the following addresses which create an automatic connection: https://sicamrtulogin.com or https://
www.sicamrtulogin.com.

Details about the automatic address assignment

If the engineering PC is connected to the X3 Ethernet interface of CP-8031/CP-8050 and the DHCP settings are
correct (AU = DHCP server, PC = DHCP client), then the engineering PC gets automatically an IP address from
CP-8031/CP-8050. This IP address is 10 "above" the IP address of CP-8031/CP-8050. For instance, if the IP
address of CP-8031/CP-8050 is 172.16.0.3 (=standard), then the engineering PC gets the IP address
172.16.0.13.

This increase is only valid, as long as the IP address of CP-8031/CP-8050 is below x.x.x.245, otherwise there
will be a decrease of 10. E.g. if CP-8031/CP-8050 has the IP address 172.16.0.246, then the engineering PC
gets the IP address 172.16.0.236.

When configuring the network mask on the CP-8031/CP-8050, take the 10 range into account. If the network
mask is too small, no connection is possible.
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8.1 Connect Engineering PC with the Target System

i @

NOTE

®  Only one LAN connection is allowed on the engineering PC.

® X3 is the default port for LAN on CP-8031/CP-8050. But you can also use any other LAN port on which
DHCP is enabled.

® |f parameters get loaded, on which DHCP is disabled, no more connection can be established. This
results in a timeout after the reset of up to 10min, during which no connection setup is possible.

°

The DHCP server assigns an address only once!

8.1.2 SICAM TOOLBOX II

Before parameters can be loaded via SICAM TOOLBOX Il into CP-8031/CP-8050, the following steps must be
performed:

Insert an appropriate SD card into the target device (optional)
Store required TBIl updates in the SICAM TOOLBOX Il
Switch on the target device

Set up physical connection with the target device

The following connection options are available:

Serial point-to-point connection

Serial connection via telecommunications equipment
LAN/WAN-connection via Ethernet interface
LAN/WAN-connection via serial interface and terminal server

Connection via further automation unit(s)

8.1.2.1 Serial point-to-point connection

With CP-8031/CP-8050 a standard patch cable and a D-Sub/RJ45 adapter are necessary.
SICAM TOOLBOX I

CP-8050

X5 (RS-232)
AN

TOOLBOX Il AN

Standard patch cable
max. 1.8 m

IS

D-sub/RJ45
\_ adaptor

Figure 8-1 Serial point-to-point connection SICAM TOOLBOX Il - CP-8050

SICAM A8000 Series, CP-8031, CP-8050, Manual
DC8-026-2, Edition 11.2022

521



Prepare Engineering

8.1 Connect Engineering PC with the Target System

Circuitry for connection CP-8031/CP-8050 - PC (D-Sub/RJ45 adapter + patch cable)

D-sub/RJ45 adapter

standard patch cable

| Engineering PC ! - R "I CP-8050 :
| [ T R - | | 1
1 | 9-pole D-sub | 8-pole RJ45! 8-pole RJ451 | 8-pole RJ451 |
: | DSUB: female : :female : male : : male : X5 | :
! 1 1 | ! 1
l DCD)| 4-131 ! ! 1=t l : 1 cTs !
1 1 | 1 | |
! RXD| ——b ! i 2\: 2 ; i 22 |RrTS !
| | I ! 313 | ! 3 ! :
: TXD| =D g : ! P3| vee
1
! DTRI ——b : 44 : : 4 4 L TXD |
I \ 1 " 1 ] |
i GND| = . 5;: S i ! >~ 5 | RXD !
1
! DSRI = ! ' 6.8 : i 6 6 | GND |
1 | | \ 70 7 1 7 ] |
1 N - 1 I
! RTS | ——I ! | Cr : : :%7 , DCD |
1 1
I cTS| ——b ! i 8:] 8 ! i 8_1 8 | DR
: | 19 ! | ! : | | | !
1D | 1 1
I 1 . - ' 1 I 1 1 . 1
! L shield | L. 1 ____ IR T L______:_Sh_'e'_dJ :
[ b
Figure 8-2 Circuitry of the connection Engineering PC - CP-8050

Recommended D-Sub/RJ45 Adapter

RS Pro MHDA9-SMJ8-M-K (see A.16 Cables and Connectors). This adapter provides a wired RJ45 socket and an
unwired D-sub plug (female).

RJ45 socket D-sub plug (female, backside)

" 152+3-4- 5
(O 00,00 O

© 6789

Table 8-1 Wiring of the RJ45 socket (wire color valid for MHDA9-SMJ8-M-K)

Wire color
black
yellow

)
S

orange (n.c.)

red

green

browne
grey
blue
black

0| N[ Al WIN| =

Shield

The assignment of the pins at the D-sub plug can be made according to wiring diagram.
Not used wires must be isolated!
With use of the shield this must be soldered at the metal plate of the D-sub plug.

° NOTE

1

If the engineering PC does not provide a serial COM port, additionally a USB/RS-232 converter is required
(see A.16 Cables and Connectors).
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8.2 Show Expert Parameters

For the most applications not all parameters are required. Therefore, only those parameters are displayed that
are minimally necessary to configure a function. For special applications, additional parameters, so-called
expert parameters, are available.

To simplify the engineering of the target device, the expert parameters are hidden by default. Thereby the
directory tree has a reduced number of directories and parameter tables have a reduced number of columns
(the parameter table of the signals page is not affected).

Depending on the used engineering tool, the expert parameters are displayed as follows:
®  SICAM TOOLBOX Il - System-technical parameter
—  Open the pop-up menu in the parameter table and select unhide columns | all
®  SICAM TOOLBOX II - Process-technical parameter (signals)
—  Activate View Expert Mode
®  SICAM Device Manager (System-technical parameter, Process-technical parameter = Signals)

—  Activate the checkbox Show all parameters
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9.1 Telecontrol

9.1 Telecontrol

Overview of the Tasks

Task Meaning

Presets Define user and rights; language
Initialization of the plant data Configure plant and automation unit
Import firmware Load firmware into SICAM TOOLBOX I
HW configuration Select installed system elements

Parameterization of the system tech- |®  Network Configuration
nique ®  Security settings

®  Hardware configuration

®  Topology

®  Time management

e  Communication common

®  Protocol elements

®  Representation of data points assigned to hardware 1/0s

® Decentralized Archive

Parameterization of the process tech- | ®  Create images
nique ®  Assign process images to data points
®  Settings for configured process signals

® Routing of send data and receive data

Bulk edit Edit great amounts of image parameters
Transfer parameters Translate parameters for the target system
SD card ®  Write and read application data
®  Decentralized Archive
Import/Export Generate and read backups of the application data
Documentation Formatted spreadsheets for printing

®  Hardware (configuration, pin assignment)

®  Parameter

Load Parameters Transfer parameters and function diagram to the target system
Parameter comparison Compare settings between current project and target system
Data flow test Record and store dataflow in the target system
Message simulation Send messages from the SICAM TOOLBOX Il to a target device
Service function online Read and set time of target system
ST emulation Execute system-internal functions (only for authorized users)
Topology test Acqusition of physically connected automation units in a SICAM RTUs
automation network

Diagnosis Read detailed information generated by the self monitoring
Read decentralized archive Chronological display of parameterized events
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Fundamental Procedure of the Parameterization

G
plant
1
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1
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1
(oomies )
4
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e

&
OPM I
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OPM I

e

&
OPM I

e

&
OPM I
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£

Load

v

P 4
A

-

Parameters
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process technical
plant (with wizard)

define customer
process technical
plant (with wizard)

basic system elementq
protocol elements
peripheral elements

system technique

| process technique

| —

| system technique

|

| process technique

| —>

| select AU

customer
process technical plant|
branch
number

system technical plant
region
AU

| —» [ system functions |

periphery
protocols
system data

ir automatically when
| saving

target system
SAT1703...
(select AU)

| — I load parameters

R

9.1 Telecontrol

select AU/BSE
set parameters
save

define images
set parameters
save

user defines the
moment
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9.1 Telecontrol

9.1.1

528

Essential Administrative Functions
Authorization
Presets -
TOOLBOX I >

=¥
(e

Presets

| project technique | — |customer
configure plant | —»- g?& - plant
plant — |system technique | —p | region
manage- AU
ment
plant
[ assemble technique | —p | station
building location
cabinet
board rack
lant
|processtechnique | — fange
== customer
- plant management
export/backup | —pm— % _pp |contentin export —p | system technique —»
iatri record ... ;
data distr- process technique
bution center system elements
=
import —> L |selection import file | — |selection import file |
data distri-
bution center
document HW @& —p |selectionAU | —p |services | —p
configuration » assembly
technical
documentation
document o - - P 4
tem tech
—P % —Pp |SYS em technique | —P |select/onAU

Presets

start export

generate (csv file)
documentation

I preview spreadsheet |

| print spreadsheet

Before you begin with the engineering of CP-8031/CP-8050, several basic settings are to be performed for the

work with SICAM TOOLBOX Il
®  User and rights
—  User-specific settings
®  Password
®  Workplace-specific settings
®  Organization of the SICAM TOOLBOX I
® Speech

For the access to the SICAM TOOLBOX Il a log on with user name and password is required.

The parameterization with the SICAM TOOLBOX Il happens exclusively off line. Only the transfer of data (firm-
ware, application data), as well as test and diagnosis are performed Online via a communication connection.
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9.1.1.1

9.1 Telecontrol

The globally valid configuration parameters in the SICAM TOOLBOX Il are displayed and set with the tool
"SICAM TOOLBOX Il Presets". They can - dependent on the access rights - be changed at any optional time.

You find the details thereto in the STICAM TOOLBOX II Online Help, chapter "SICAM TOOLBOX IT
presets"” and chapter "Administration of SICAM TOOLBOX II".

User and rights

The following user types are predefined and can be selected. For each user type different rights are prede-
fined.

® Type admin

®  Type profi

® Type standard

As user type admin you can freely assign new user names (max. 8 characters). For each user a special role

(max. 20 characters) can be assigned.

For each role certain rights can be freely selected and assigned from a list. Depending on which role a user has
been assigned, he may control determined functions. An exception are the unchangeable roles, that are
reserved for the specialists for maintenance purposes.

You find the details thereto in the STCAM TOOLBOX II Online Help, chapter "SICAM TOOLBOX II
Presets", section "User/Role Administration”.

i 0

NOTE

All operation and test functions of CP-8050 described in this manual are generally applicable for the SICAM
TOOLBOX Il role admin.

i 0

NOTE

From SICAM TOOLBOX 11 V5.11 it is possible to create domain users. Such a domain user does not use a
specific SICAM TOOLBOX Il user role to start SICAM TOOLBOX II, but he uses the user account for the log on
on his workstation.

9.1.1.2

Password

The entrance into the SICAM TOOLBOX Il is protected for each user by means of an individual password. The
preset password is equal to the predefined user type.

i 0

NOTE

The presest password must be changed after the first login.

9.1.1.3 Language
The language Deutsch or English can be selected.

9.1.2 Entrance into the Project

9.1.2.1 Logon
With the initial start of a tool of the SICAM TOOLBOX Il you must enter a user name and a password. After that
you are able to begin the paramerization.
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9.1 Telecontrol

9.1.2.2

9.1.2.3

x

Lizenziert fiir: SIEEMENS INTERN

Usemame: admin
Password: ****;‘

o0k | abbrechen | Hie |

A user change is possible with the tool “TOOLBOX Il Presets” (menu Authorization | Login).

Logoff

A user log off is possible with the tool “TOOLBOX Il Presets” (menu Authorization | Logout). You can continue
to operate tools that are still active, but the activation of tools requires another login.

If all tools are quit without logout, the user will remain logged in unless a logout from the SICAM TOOLBOX ||
PC or Toolbox Server takes place.

Change Password

As user type admin you can define a password for each newly added user.
Guidelines for the Assignment of Passwords:

®  The password may consist of up to 8 characters
® No differentiation between upper case and lower case
®  Special characters can be used

®  Empty password possible (logon to the project without password)

i 0

NOTE

The presest password must be changed after the first login.

9.1.3
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Plant Configuration

A plant is configured according to different views:
®  Project technique
®  System technique

®  Process technique

The configuration data is in each case specifically parameterized for the different views.

With the initial creation of a plant you must enter the configuration data into the SICAM TOOLBOX Il with the
tool “OPM II” . The entry of the parameters is thereby supported by “Wizards” . The plant topology is deter-
mined based on the parameter setting of the configuration data.

After the initialization, the administration of the plant configuration can be carried out with the tool “Plant
Management”. With this tool the configuration data can be changed or deleted at any time.

You find the details thereto in the SICAM TOOLBOX Il Online Help, chapter “ Plant Management”.
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9.1.4

9.1.5

9.1 Telecontrol

Import Firmware

For the parameterization of a target device the system elements to be used must be equipped, and the
belonging firmwares must be present in the SICAM TOOLBOX Il .

You can import the required firmwares - if not yet present - into the data base with the tool “Master Data
Update” of SICAM TOOLBOX Il . You find further information in section 11.5.1.2, Import Firmware into
SICAM TOOLBOX II. You find information on firmware files in section 7.3, Loadable Firmwares.

Parameterization of the Firmware Functionality

The acquisition, parameter setting and documentation of the process-technical process and its associated data
points is enabled in the SICAM TOOLBOX Il mainly with the help of the tool “OPM II” (Object Orientated Process
Data Manager). The user’s guide of the OPM Il can be found in the SICAM TOOLBOX Il Online-Help, chapter
“OPM II”. The description of the system-technical and process-technical settings can be found in the
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9.1.5.1 Hardware Configuration
Before the parameterization of the functionality, the target system must be configured with the required
system elements:
e  Master Module (Details see 2.2 Master module)
®  Protocol elements (Details see 2.12.1 Protocol Elements)
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®  Peripheral elements
—  SICAM I/O-modules (Details see 2.6 SICAM A8000 I/0 Modules)
—  SICAM TM I/O-modules (Details see 2.8 SICAM TM I/O Modules)

i

NOTE

The firmware codes of the corresponding system elements must exist in the target system

You find an overview of the available system elements and I/O Modules and their technical specification
chapter 5, System Components and Technical Data.

The configuration takes place with the tool “OPM II” via the menu items Tools | System technique and Tools |
Library Overview .

By dragging the system elements of the master module CP-8031/CP-8050 from the Template Overview onto
the respective target system in the system technique, the corresponding system elements are added with
default parameters.

When deleting a system element, all the corresponding settings are rejected in the system technique.

With use of 1/0s, the higher-level peripheral element (I/0-Master Module) must be configured at first. After
that you can drag I/0-Modules onto the peripheral element (I/0-Master Module) and assign signals to the
respective 1/0-Module (system technique).

i @

NOTE

The slots TOMO...TOM7 are available for the 1/O Modules.

When deleting an 1/0-Module, all the assigned signals (hardware pins and software data points) are deleted
from the plant tree.

The changed hardware configuration must be converted with the tool “OPM II” via the menu Destination
systems | SICAM 1703 transformer . Subsequently it must be transmitted to the target device with the tool
“Load parameters” to become effective.

During startup the target system checks if the mechanically installed system elements and 1/0-modules match
the parameterization.

i 0

NOTE

The configuration in the “OPM II” must match the mechanically installed [/O-modules.
If you remove an 1/0 module mechanically, you must delete it also in the “OPM II”.

If you do not adapt the configuration in the “OPM II”, the target system detects this I/O-module as failed
(error indication). If you add an I/0-module mechanically without adapting the configuration in the “OPM
I, this has no effects. In this case, the added I/0 module is ignored.

9.1.5.2

532

System-Technical Settings

The system-technical configuration of a target system can be opened via the menu item Tools | System tech-
nique.

The parameter setting is carried out in the directory tree, respectively below the selected Master Module:
®  Common settings

® Time management
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®  Communication protocols
®  Network settings

®  Topology

e  Dataflow filter

®  Periphery

®  Decentralized archiving

Communication

The protocol is determined by configuring a protocol element suitable for the existing application and its
parameterization. For security-relevant information refer to the SICAM RTUs / SICAM TOOLBOX II -
Administrator SecurityManual (DCO-115-2).

Periphery

The peripheral functions are defined by means of configuring the peripheral element (1/O Master Firmware),
the 1/0 modules suitable for the present application, as well as their parameters.

Below the level of the I/O bus the configured peripheral element with the configurable signals is displayed:
®  Hardware pins

®  Software data points

By means of the context menu of a hardware pin or software data point, selection Edit image, you get directly
to the process-technical settings of the respective signal.

9.1.5.3  Process-Technical Settings

Levels
The process-technical plant can be structured in freely-definable hierarchy levels. The following graphic shows
an example:
Plant Structure Lewvel Short text
Wit % Substation SUB
L 20kN < Woltage Lewvel WL
I._ Jo a By BAY
L Q0 = Device DEY
e Rl < Signal SIG
— LHE_aDR <
— LME_1703_01  «—F—— Link LME.
—_— LME_CaAEwplys +—
S CMD- = Signal SIG
— LHE_&DR <
— LME_1703_01  «—F—— Link LME.
—_— LME_CéAExplus +—
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Types

Images
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You find the instruction to create levels in the SICAM TOOLBOX Il Online-Help, chapter “OPM I, section
“Levels”.

The process-technical settings of the system elements can be opened centrally via the menu item Tools |
Images .

Types form the template for the structure of a process-technical plant. They serve for the simplification with
engineering of large quantities of objects, parameters and values.

Types of the following type categories can be defined below the levels:
®  Usertypes
® Link types
® Info types

®  Parameter types

A type is defined respectively for objects, that have the same features (examples: feeder, circuit breaker,
disconnector). You find the instruction to define the different types in the SICAM TOOLBOX Il Online-Help,
chapter “OPM II”, section “Types”.

Images are real objects of the plant with parameters and signals (examples: feeder north, circuit breaker Q00,
disconnector Q10).

® Typified images

—  Typified images can be created from the defined types, that means, each images is assigned to a
type. The assigned type defines thereby the structure for the image. The structure defines which
linktypes include a signal and which parameter includes a link. This structure can be changed only in
the type of the belonging image. All images that are assigned to that type, adopt automatically the
structure change (inheritance). The same behavior applies for default input.

—  The usage of typified images is the more efficient, the more identical images are present.
®  Typeless images

—  Typeless images do not have a reference to the types, that means, no inheritance takes place. Type-
less images are also created by structural changes of a typified image (since the image does not
have the same structure as the type).

—  Typeless images are advantageous, if images are only uniquely existing.

—  Below typless images, typified images can be used (example: voltage level 20 kV is typeless since it
is only uniquely existing, all feeders thereunder are typified images).

® Linkimages
— Inthelink images the parameters of the single target systems can be set.

—  Thesignals of the libraries include as first link a so-called common link (LNK_ADR). There reside
parameters (example: longtext, LAN station...) that include references to other links of the same
signal or are source of formulas.

® Areference causes that upon changes of an entry in the common link the change takes place automati-
cally in the link of the specific target system. Message address CASDU(1,2), I0OA(1,2,3) and Tl are gener-
ated automatically with filling of the 1703 link address (Lk_Reg, Lk_Komp, Lk_BSE, Lk_ZSE, Lk_DP) by
means of formulas and references and do not have to be entered.

®  Parameter types
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You find the instruction for the creation of images in the SICAM TOOLBOX Il Online-Help, chapter “OPM II,
section “Images”.

Parameterization of the Process Signals and Assignment to the System Technique

The parameters for the technological processing of process signals reside in the directory tree below the link
images:
The parameters for the technological processing of process signals reside in the directory tree below the link
images:

®  Addressing
®  Signal preprocessing

®  Signal post processing

You find the description of the parameters in the SICAM TOOLBOX Il Online-Help, chapter “Parameter-Docu-
mentation”.

9.1.5.4 Decentralized Archive (DEAR)
The decentralized archive serves for the local storage of events of a substation, and - whenever necessary - for
the transmission to the control system. By means of that, it is for instance possible to recover the archive of a
control system after a communication fault.
In the decentralized archive all the data points used in the substation can be acquired.
You can configure the archive in the system technique of the “OPM II” (parameter group Decentralized
archiving of the respective automation unit). In the images you can define the process-technical settings of
the data points to be acquired. During operation, these data points are archived chronologically upon status
change. This applies for all binary information items of the send and receive direction.
You find the detailed information on the settings in the manual SICAM RTUs Common Functions System and
Basic System Elements, chapter “Telecontrol”, section “Decentralized Archiving”.

9.1.6 Transform Parameters
Before loading into the target system, the process-technical parameters of the plant must be transformed. This
can be carried out with the tool "OPM II" through selection of the menu Destination systems |
SICAM RTUs... | SICAM RTUs Transformer.
System-technical parameters are automatically transformed when saved.
You find the details thereto in the STICAM TOOLBOX II Online Help, chapter "OPMII", section
"Transform and Load", "SICAM RTUs".

9.1.7 Import, Export and Backup of Engineering Data
The tool "Data Distribution Center"” enables the importing and exporting of parameters, as well as the creation
of backup files.
You find the details thereto in the STCAM TOOLBOX II Online Help, chapter "Data Distribu-
tion Center”.

9.1.8 Documentation
With the tool "OPM II" you can generate and print the documentation of the engineering data:
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9.1.8.1

9.1.8.2

9.1.8.3

9.1.8.4

®  Hardware Configuration
®  Assembly Technique
® |Interface to Elcad
® Telecontrol Function
—  System-technical configuration

—  Process-technical settings

You find the details thereto in the SICAM TOOLBOX II Online Help, chapter "opPM II", section
"System Technique"”, section "Documentation”.

Hardware Configuration

You can initiate the documentation of the system elements in the plant tree of the menu System technique,
via the context menu of the automation unit.

The output takes place as a table in a file (format . csVv) or to a printer.

With the tool "HW-FW Configuration” you can assign the required assembly-technical information to the
system elements.

Assembly Technique

You can initiate the documentation of the assembly-technical configuration in the plant tree of the menu
System technique, via the context menus of the peripheral elements.

The output takes place as a table with adjustable layout, optionally as preview on the screen or to a printer.
The documentation extends over the HW pins of the respective peripheral elements and contains:

®  Slot and module type

®  System-technical address of each pins within the message
®  Process-technical address of each pins within the message
®  Common information of a pin (long text)

® Assignment of the pins to a link image in the “OPM II”

Interface to ELCAD

For the coupling with the design tool ELCAD, it is possible to transfer images that are assigned to a system
element via this defined interface.

The output takes place to a text file (format asc).

The generation of the file takes place via selection of the menu Destination systems | SICAM RTUs... |
SICAM RTUs Transformer.

You find the details thereto in the STICAM TOOLBOX II online Help, chapter "OPMII", section
"Elcad".

Telecontrol Function

System-Technical Configuration

You can initiate the documentation of the system-technical configuration in the menu System technique, via
the context menu of an automation unit or of a specific system element.

The output takes place as a spreadsheet, optionally as preview on the screen or to a printer.

Process-Technical Settings
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You can initiate the documentation of the process-technical settings in the tree of the menu Edit image, via
the context menu of a selected hierarchical level.

The output takes place as a spreadsheet, optionally as preview on the screen or to a printer.

9.1.9 Commissioning and Test

For commissioning and test of the projected settings the following functions are available (online):
® |oading Engineering Data

®  Parameter Comparison

®  Test Functions

®  Diagnosis

For these functions the engineering PC must be connected with the target system.

9.1.9.1 Loading Engineering Data

The loading of the parameters of a process-technical plant from the PC into the target system takes place with
the tool "Load Parameters". You can launch it from the "OPM II" via the menu Target systems | SICAM RTUs |
Parameter loader, or directly via the start menu of your PC.

With the tool "Parameter Loader" you can add and select automation units, and initiate the loading via the
menu Load | Selected AUs.

All settings that have been performed in the SICAM TOOLBOX Il are thereby saved jointly on the SD card of the
target system:

®  Configuration parameters
®  System-technical parameters
®  Process-technical parameters (if they have been transformed previously)

®  Application program (if code has been generated previously)

For the loading of the parameters there are different variants available:

® |oadintelligent
— only the changed parameters are loaded into the target system
—  can be applied locally or remotely

—  after the loading of the parameters an automatic startup of the target device is performed (for each
selected automation unit a corresponding notification appears subsequently)

® |oad unconditional
— all parameters are loaded into the target system
—  can be applied locally or remotely

—  after the loading of the parameters an automatic startup of the target device is performed (for each
selected automation unit a corresponding notification appears subsequently)
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® |nitialize
— all parameters are deleted in the target system, and all parameters newly transferred
— can be applied only with the locally connected automation unit
— isused for the first loading of an automation unit or of a basic system element

— if achanged parameter requires a startup of the Master Module, a notice appears after the loading,
whether the startup is to be performed immediately or at a later time — for instance if further
changed parameters are to be activated jointly

TOOLBOX II

MHate: [f no rezet iz executed, the changed parameters will not be activated.

@ Whionld you like ko perfarm a reset of the bazic systemelement?
& reset of the AU must be performed later.

You find the details thereto in the SICAM TOOLBOX II Online Help, chapter "Service
programs", section "Parameter Loader".

NOTE

®
l "Load unconditional" and "Initialize" is only possible with user role Security Administrator or Administrator.

During a loading operation, the switching off of the target device is to be absolutely avoided, since the data
on the flash card could be destroyed as a result.

9.1.9.2 Parameter Comparison

With tool "Parameter Loader" you can check whether the parameter status in the destination system is current.
You can select an automation unit and start the comparison via the menu Parameter | Comparison AUs
<-> Toolbox.

For each selected automation unit appears the indication whether the parameters are current or not current.

9.1.9.3 Test Functions

The following test functions are available:
® Data flow test
®  Topology test

®  Message simulation
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