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Defense in depth

To provide industrial plants with comprehensive protection from internal
and external cyber attacks, all levels must be addressed simultaneously:
from operations to field level, from access control to copy protection.

With this in mind we have implemented a multi-faceted "defense in depth”
protection concept based on IEC 62443 recommendations, the leading
international standard for security in industrial automation. An essential
component of this concept, which has already proved its worth in IEC 62443-
based and certified product development, is network security.

B This includes safeguarding automation networks against unauthorized
accesses through network access protection, network segmentation and
encrypted communication. Reliable cell protection is ensured by features
such as SCALANCE S Industrial Security Appliances, SCALANCE M Industrial
Routers and Security communications processors.

B The reliability of network security components plays a major role in automa-
tion and communication networks in the energy sector and other industries
where harsh ambient conditions prevail. The robust RUGGEDCOM security
devices enable network security to be achieved in these environments as well.

B As a complement to integrated solutions for the management and adminis-
tration of secured remote accesses, other passive components are available
for physical network protection, such as the IE RJ45 Port Lock.

The SCALANCE TAP104 supports the export of data traffic for advanced
network analyses.

TIA Selection Tool
www.siemens.com/tstcloud

RUGGEDCOM Selector
www.siemens.com/ruggedcom-selector

W Secured remote access without direct connection to the automation network with SCALANCE S Industrial Security Appliances
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SIEMENS

SIEMENS

Industrial Security

Components for

network security and
access control

Ordering overview - 11/2018

ICENSE

siemens.com/networksecurity

Specific concepts for reliable protection

Want to find out how secure your industrial plant is, or what further security measures are
available for your systems?

With Siemens Industrial Security Services you benefit from the comprehensive know-how and
technical expertise of a global network of automation and cybersecurity specialists. The holistic
approach of the industry-specific concept is based on the latest technologies and applicable norms
and security standards. Threats and malware are recognized at an early stage, vulnerabilities are
analyzed in detail and appropriate comprehensive security measures implemented. Continuous
monitoring gives plant owners maximum transparency regarding the security of their industrial
facility, thus providing optimal investment protection at all times.

Find out more at:
www.siemens.com/industrial-security-services

Manage
Security

Charter of Trust for a more secure digital world

"We can't expect people to support the digital transformation

if the security of their data and networked systems is not guaranteed.”
Charter

That is why Siemens will be working with partners from industry, government and society of Trust

to sign the "Charter of Trust" - a charter aimed at three important objectives:

B Protecting the data of individuals and companies

B Preventing damage to people, companies and infrastructures

B Establishing a reliable foundation on which confidence in a networked, digital world
can take root and grow.

Find out more about the key principles and our partners:
www.charter-of-trust.com

We are signing
for Cybersecurity



http://www.siemens.com/networksecurity
http://www.siemens.com/tstcloud
http://www.siemens.com/ruggedcom-selector
https://www.siemens.com/industrialsecurity
https://www.siemens.com/industrialsecurity
http://www.siemens.com/industrial-security-services
http://www.charter-of-trust.com
www.siemens.com/networksecurity

Industrial Security ordering overview — Components for network security and access control

NCE S Industrial Security Appliances for flexible network segmentation

SCALANCE SC632-2C

SCALANCE SC636-2C

Industrial
Security
Appliances

SCALANCE S615

SCALANCE SC642-2C

SCALANCE SC646-2C

Industrial Ethernet

2 x combo port
with RJ45 or SFPs

4 x RJ45
2 x combo port
with RJ45 or SFPs

5x RJ45

2 x combo port
with RJ45 or SFPs

4 x RJ45
2 x combo port
with RJ45 or SFPs

Protection of devices and networks
with firewall (600 Mbit/s data
throughput); address translation with
NAT/NAPT; Connection to SINEMA
Remote Connect

Protection of devices and networks
with firewall (100 Mbit/s data
throughput) and VPN
(IPsec/lOpenV/PN2); address translation
with NAT/NAPT; Connection to
SINEMA Remote Connect

Protection of devices and networks
with firewall (600 Mbit/s data
throughput) and VPN
(IPsec/lOpenV/PN2); address translation
with NAT/NAPT; Connection to
SINEMA Remote Connect

6GK5632-2GS00-2AC2

6GK5636-2GS00-2AC2

6GK5615-0AA00-2AA2

6GK5642-2GS00-2AC2

6GK5646-2GS00-2AC2

SCALANCE M Industrial Routers for secured remote access via public and private networks

SCALANCE M804PB

SCALANCE M812-1

SCALANCE M816-1

SCALANCE M826-2

Industrial
Routers

SCALANCE M874-2

SCALANCE M874-3

SCALANCE M876-3

SCALANCE M876-4 (EU)

SCALANCE M876-4
(NAM)?)

PROFIBUS/

MPI

Internet
(DSL)

2-wire
(SHDSL)

Industrial

Ethernet
Mobile
wireless

GSM (26G)

Mobile
wireless

GSM (2G),
UMTS (3G)

Mobile
wireless

GSM (2G),
UMTS (3G)/
DMA2000

(EV-DO)

Mobile
wireless

GSM (2G),
UMTS (3G),

LTE (4G)

2 x RJ45
1 x RS-485

1 x RJ45
1TxRI12

4 x RJ45
1xRJ12

4 x RJ45
2 x terminal block
(2-pin)

2 x RJ45
1 x SMA
antenna connection

4 x RJ45
2 xSMA
antenna connection

4 xRJ45
2 x SMA
antenna connection

Router for connecting PROFIBUS/
MPI automation devices to Ethernet
networks; firewall and VPN
(IPsec/OpenVPN?); Connection to
SINEMA Remote Connect

ADSL2+ ANNEX A; firewall and VPN
(IPsec/OpenVPN?2)

ADSL2+ ANNEX B, J; firewall and VPN
(IPsec/OpenVPN>2)

ADSL2+ ANNEX A; firewall and VPN
(IPsec/OpenVPN?2); Connection to
SINEMA Remote Connect

ADSL2+ ANNEX B, J; firewall and VPN
(IPsec/OpenVPN?); Connection to
SINEMA Remote Connect

SHDSL; firewall and VPN
(IPsec/OpenVPN?); Connection to
SINEMA Remote Connect

IP router for transparent data
transmission between Industrial
Ethernet and 2G mobile wireless
network; firewall and VPN
(IPsec/OpenVPN?); Connection to
SINEMA Remote Connect

IP router for transparent data
transmission between Industrial
Ethernet and 3G mobile wireless
network; firewall and VPN
(IPsec/OpenVPN?); Connection to
SINEMA Remote Connect

IP router for transparent data
transmission between Industrial
Ethernet and 4G mobile wireless
network; firewall and VPN
(IPsec/OpenVPN?); Connection to
SINEMA Remote Connect

6GK5804-0AP00-2AA2

6GK5812-1AA00-2AA2

6GK5812-1BA00-2AA2

6GK5816-1AA00-2AA2

6GK5816-1BA00-2AA2

6GK5826-2AB00-2AB2

6GK5874-2AA00-2AA2

6GK5874-3AA00-2AA2

6GK5876-3AA02-2BA2

6GK5876-4AA00-2BA2

6GK5876-4AA00-2DA2

Industrial Security Communications Processors (CPs) for remote SIMATIC controllers and IPCs

CP 1243-7 LTE (EU)

CP 1243-7 LTE (US)

CP 1243-1

CP 1243-8 IRC

CP 1543-1

Security CP 1542SP-1 IRC

Communi-
cations
Processors

CP 1543SP-1

CP 343-1 Advanced

CP 443-1 Advanced

CP 1628

Mobile wireless GSM

(2G), UMTS (3G), LTE
(4G)

Industrial Ethernet

industrial | PROFINET
Ethernet ~ ndustria
thernet

Industrial Ethernet

1xSMA
antenna connection
for LTE

1xRJ45

1 x RJ45

1x 18-pin socket
left for connecting
TS modules

1 x RJ45

BusAdapter (BA),

2 ports (RJ45 or FO)
depending on

BA type

1 xRJ45 +
2 x RJ45

1xRJ45 +
4 x RJ45

2 x RJ45

For connecting the SIMATIC S7-1200
to the 4G mobile wireless network
(LTE); for connection to control rooms
via TeleControl Basic remote control
protocol; consider country approvals;
firewall and VPN (IPsec/OpenVPN?);
Connection to SINEMA Remote Connect

For connecting SIMATIC S7-1200;
to control rooms via remote control
protocols (DNP3, IEC 60870,
TeleControl Basic); firewall and VPN
(IPsec/OpenVPN?); Connection to
SINEMA Remote Connect

For connecting SIMATIC S7-1200;
to control rooms via remote control
protocols (SINAUT ST7, DNP3,

IEC 60870-5-104); can be expanded
with TS module; firewall and VPN
(IPsec/OpenVPN?); Connection to
SINEMA Remote Connect

For connecting SIMATIC S7-1500;
firewall and VPN (IPsec); and support
of FTPS and SNMPv3 protocols for
data encryption

For connecting SIMATIC ET 200SP
Distributed Controller; for connection
to control rooms via remote control
protocols (SINAUT ST7, DNP3,

IEC 60870-5-104, TeleControl Basic);
VPN (OpenVPN?); Connection to
SINEMA Remote Connect

For connecting SIMATIC ET 200SP
Distributed Controller; firewall and
VPN (IPsec/OpenVPN?); Connection to
SINEMA Remote Connect

For connecting SIMATIC S7-300;
firewall and VPN (IPsec); Layer 3
routing functionality

For connecting SIMATIC S7-400;
firewall and VPN (IPsec); Layer 3
routing functionality

For connecting a PC/IPC; firewall and
VPN (IPsec);

RUGGEDCOM - Rugged security components for harsh environmental conditions

6GK7243-7KX30-0XEO

6GK7243-75X30-0XEO

6GK7243-1BX30-0XEO

6GK7243-8RX30-0XEO

6GK7543-1AX00-0XEO

6GK7542-6VX00-0XEO

6GK7543-6WX00-0XEQ

6GK7343-1GX31-0XEO

6GK7443-1GX30-0XEO

6GK1162-8AA00

RUGGEDCOM RX1400

Mobile

Wireless

Routers RUGGEDCOM RM1224
(EV)
RUGGEDCOM RM1224
(NAM)*
RUGGEDCOM RX1500
RUGGEDCOM RX1501
RUGGEDCOM RX1510

<. . RUGGEDCOM RX1511
Multi-Service
Platform RUGGEDCOM RX1512

RUGGEDCOM RX5000

Mobile
wireless

GSM (2G),
UMTS (3G),

LTE (4G)

Mobile
Industrial = wireless

Ethernet
LTE (4G)

Mobile
wireless

GSM (2G),
EVDO (3G),

LTE (4G)

Industrial Ethernet

GSM (2G),
UMTS (3G),

4 x RJ45

2 x SFP

5 x SMA

antenna connection
(mobile wireless,
WLAN and GPS)

4 x RJ45
2 x SMA
antenna connection

Up to six line
modules for
up to 36 ports

Up to six line
modules for
up to 98 ports

Compact and rugged

Ethernet switch/router with

WLAN or mobile wireless; firewall and
VPN (IPsec); Virtual Processing Engine
for 3rd party applications®

IP router for transparent data
transmission between Industrial
Ethernet and 4G mobile wireless
network; VPN (IPsec/OpenVPN?);
Connection to SINEMA Remote Connect

Industrially hardened Layer 2 and
Layer 3 switch/router; firewall and
VPN (IPsec); APE module for 3rd party
applications®

Routing and switching platform
with high port density; firewall and
VPN (IPsec)

6GK6108-4AM00-2BA2

6GK6108-4AM00-2DA2

6GK6015-0AM2. .-...
6GK6015-0BM2.
6GK6015-1AM2.
6GK6015-1BM2.
6GK6015-1CM2..-...

6GK6050-0AM2. -...

SCALANCE TAP104 for exporting entire data traffic for detection of anomalies

Test Access

Port SCALANCE TAP104

Access control

Industrial Ethernet

2x RJ45 network
ports

2x RJ45 diagnostic
ports

For frame export in 10/100 Mbit/s
Industrial Ethernet networks for data
analysis

6GK5104-0BA00-1SA2

Physical
network access |E RJ45 Port Lock
protection

SIMATIC RF1060R

Access Control
Reader

SIMATIC RF1070R

Port lock with key for mechanical locking of RJ45 ports

For implementation of individual access rights and identification of
operating personnel at machines and plants

Software for control and transparent management of network accesses

6GK1901-1BB50-0AA0

6GT2831-6AA50

6GT2831-6BA50
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SINEMA Remote Connect Virtual Appliance

SINEMA Remote Connect Upgrade 64
SINEMA Remote Connect Upgrade 256

SINEMA Remote Connect Upgrade 1024

SINEMA Remote Connect Client

Management
platform for
secured
connections
and simple
remote access

KEY-PLUG SINEMA RC

SCALANCE M Industrial Routers

64 VPN connection upgrade

256 VPN connection upgrade

Basic software package for 4 VPN connections;
SINEMA Remote Connect Client, license key on USB flash drive

1024 VPN connection upgrade

OpenVPN client for connecting to SINEMA Remote Connect, license
key on USB flash drive

Removable data storage medium for activating the SCALANCE
M-800/ S615 connection to SINEMA Remote Connect

SINEMA Remote Connect with autoconfiguration

SCALANCE M-800
(except SCALANCE M812-1)

SCALANCE S615

SCALANCE S Industrial Security Appliances

Security Communications Processors
(CPs)

Software for
establishing
secured

connections

Secure Access
Management
Solution

1) Non-binding price suggestion

SOFTNET Security Client

RUGGEDCOM CROSSBOW

SCALANCE SC-600

CP 1243-1/CP 1243-7 LTE

CP 1243-8 IRC

CP 1543SP-1/

CP 1542SP-1 IRC

SIMATIC NET Ind. Ethernet
SOFTNET Security Client V5; SW for establishing secured IP-based
VPN connections from a PC/PG to network segments secured by
SCALANCE S, SCALANCE M and Security CPs, license key on USB
flash drive

Software for managing and securing remote maintenance access for

Yes, with KEY-PLUG SINEMA RC

Yes, with KEY-PLUG SINEMA RC

Yes

Yes, firmware V3.1 or higher

Yes, firmware V2.0 or higher

field devices according to NERC CIP standards

2) Current ordering data can be found on the Internet at: www.siemens.com/industrymall

Conditions of sale and delivery can be found at: www.siemens.com/automation/salesmaterial-as/catalog/en/terms_of_trade_en.pdf
3) Used for connection to SINEMA Remote Connect and/or as OpenVPN Client
4 For further information on tested software applications, please contact your local Siemens partner

5) For use in North America

6GK1720-1AHO1-0BVO

6GK1722-1JHO1-0BVO
6GK1722-1MHO01-0BVO

6GK1722-1QH01-0BVO

6GK1721-1XG01-0AA0

6GK5908-0PBOO

6GK1704-1VW05-0AA0

6GK6000-1BC43-0AA0


http://www.siemens.com/industrymall
http://www.siemens.com/automation/salesmaterial-as/catalog/en/terms_of_trade_en.pdf
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