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Legal information

Warning notice system
This manual contains notices you have to observe in order to ensure your personal safety, as well as to prevent
damage to property. The notices referring to your personal safety are highlighted in the manual by a safety alert
symbol, notices referring only to property damage have no safety alert symbol. These notices shown below are
graded according to the degree of danger.

A\ DANGER
indicates that death or severe personal injury will result if proper precautions are not taken.

A\ WARNING
indicates that death or severe personal injury may result if proper precautions are not taken.

A\ cAuTION
indicates that minor personal injury can result if proper precautions are not taken.

NOTICE
indicates that property damage can result if proper precautions are not taken.

If more than one degree of danger is present, the warning notice representing the highest degree of danger will
be used. A notice warning of injury to persons with a safety alert symbol may also include a warning relating to

property damage.

Qualified Personnel
The product/system described in this documentation may be operated only by personnel qualified for the specific
task in accordance with the relevant documentation, in particular its warning notices and safety instructions.
Qualified personnel are those who, based on their training and experience, are capable of identifying risks and
avoiding potential hazards when working with these products/systems.

Proper use of Siemens products
Note the following:

A\ WARNING

Siemens products may only be used for the applications described in the catalog and in the relevant technical
documentation. If products and components from other manufacturers are used, these must be recommended or
approved by Siemens. Proper transport, storage, installation, assembly, commissioning, operation and maintenance
are required to ensure that the products operate safely and without any problems. The permissible ambient
conditions must be complied with. The information in the relevant documentation must be observed.

Trademarks
All names identified by ® are registered trademarks of Siemens Aktiengesellschaft. The remaining trademarks in
this publication may be trademarks whose use by third parties for their own purposes could violate the rights of
the owner.

Disclaimer of Liability
We have reviewed the contents of this publication to ensure consistency with the hardware and software
described. Since variance cannot be precluded entirely, we cannot guarantee full consistency. However, the
information in this publication is reviewed regularly and any necessary corrections are included in subsequent

editions.
Siemens Aktiengesellschaft A5E52549861-AA Copyright © Siemens 2025.
Digital Industries (® 05/2025 Subject to change All rights reserved
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Cybersecurity information

Siemens provides products and solutions with industrial cybersecurity functions that support
the secure operation of plants, systems, machines and networks.

In order to protect plants, systems, machines and networks against cyber threats, it is
necessary to implement — and continuously maintain — a holistic, state-of-the-art industrial
cybersecurity concept. Siemens’ products and solutions constitute one element of such a
concept.

Customers are responsible for preventing unauthorized access to their plants, systems,
machines and networks. Such systems, machines and components should only be connected
to an enterprise network or the internet if and to the extent such a connection is necessary
and only when appropriate security measures (e.g. firewalls and/or network segmentation)
are in place.

For additional information on industrial cybersecurity measures that may be implemented,
please visit
https://lwww.siemens.com/cybersecurity-industry.

Siemens’ products and solutions undergo continuous development to make them more
secure. Siemens strongly recommends that product updates are applied as soon as they are
available and that the latest product versions are used. Use of product versions that are no
longer supported, and failure to apply the latest updates may increase customer’s exposure
to cyber threats.

To stay informed about product updates, subscribe to the Siemens Industrial Cybersecurity
RSS Feed under
https://new.siemens.com/cert.
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Industrial Security 2

This product is a part of SIMATIC PCS 7 and integrated into the overall plant security concept.
Siemens strongly recommends setting up, operating, maintaining, and decommissioning the
plant environment according to the SIMATIC PCS 7 Compendium Part F — Industrial Security:

SIMATIC PCS 7 technical documentation (https://support.industry.siemens.com/cs/ww/en/view/
109801081).
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Preface

3

Subject of the manual

Checklists

Validity

As a distinctly open system, SIMATIC PCS 7 can be flexibly adapted to a wide range of customer
needs. The system software provides the configuration engineer with a great deal of freedom in
terms of project configuration, as well as in the design of the program and visualization.

Experience has shown that subsequent modernization or plant expansion work is made
much easier if the project is configured in conformance with PCS 7 as far as possible right
from the start. This means users must adhere to certain basic rules to ensure that the
provided system functions will offer optimum usability in the future.

This manual serves as a compendium in addition to the product documentation for SIMATIC
PCS 7. The basic tasks for creating and configuring the project are described in the form of
instructions with numerous illustrations.

The compendium directly reflects the recommended method for configuration, which is
based on the results of a great deal of practical experience. The description relates to
working with the project and the parameter settings of the components it contains but not
the application itself.

The compendium is divided into the following parts:
* Configuration guidelines including checklist

* Process safety including two checklists

* Technical functions with SFC types

e Operation and maintenance including checklist

* Hardware installation including checklist

* Industrial Security

You can download the checklists for the SIMATIC PCS 7 Compendium Part A as a zip file with the
"Appendix" button from the Industry Online Support portal.

This documentation is valid for the software packages:
* SIMATICPCS 7V10.0

SIMATIC PCS 7 in Industry Online Support

An overview of the most important technical information and solutions for SIMATIC PCS 7 is
available at http://www.siemens.com/industrylonlinesupport/pcs7 (http://www.siemens.com/
industry/onlinesupport/pcs7).
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SIMATIC PCS 7 documentation

Full PCS 7 documentation is available to you free of charge and in multiple languages in PDF
format at www.siemens.com/pcs7-documentation (www.siemens.com/pcs7-documentation).
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What's new? 4

Below is an overview of the additions and changes made to the contents of the compendium for
SIMATIC PCS 7 V10.0.

Preparation and administration

In the "Preparation and administration” section, you will find the following new or edited topics:

Operating system selection
— Information and a note on the system selection
Virus scanners

— Revision of the approved virus scanners (See "Installation of the operating system
(Page 29)")

Installation

— New information: PCS 7 cannot be uninstalled from the PC station
Network settings

— Adapting the exemplary IP addresses

Configuring the terminal bus

— Deletion of the connection sequence

— Changed information on the use of IPv6

Configuring the system bus

— Revised note for setting the monitoring time

Creating and managing a PCS 7 project

General configuration rules: New information on the master data library and CMTs (Control
Module Types)

Configuring AS functions

The contents of the "Configuring AS functions” section have been updated to include the new
functionalities and operating options in PCS 7 V10.0. Attention must be paid to changes to the
procedures and settings as well as any enhancements in the following sections in particular:

Generating process tags: Control module type (CMT)

Configuration of the automation program (process tags / control modules)
Bulk data and integrated engineering

PCS 7 Plant Automation Accelerator

Plant Generator

Compendium Part A - Configuration Guidelines (V10.0)
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What's new?

Compiling and downloading

* Downloading the user program: New note for updating the CPU flash at CPU 410-5H

Configuring OS functions

The contents of the "Configuring OS functions" section have been updated to include the new
functionalities and operating options in PCS 7 V10.0.

Attention must be paid to changes to the procedures and settings as well as any
enhancements in the following sections in particular:

* Redundancy settings in the server project
— Connecting redundancy partners

* Archiving:
— Process Historian (PH): Revision of the content
— Information Server (IS): Revision of the content

e User administration

Compendium Part A - Configuration Guidelines (V10.0)
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Preparation and administration 5

5.1 Overview

Introduction

Implementation of the required automation functions is often possible with PCS 7 in various
ways. The work steps described in this document for project creation, configuration and
parameter assignment provide the basis for the PCS 7 application to be created. The following
aspects play an important role in this for the complete runtime of the system:

Availability
The availability of the overall system can be influenced by appropriate actions in the PCS 7
application starting in the planning phase.

Expandability

Expansions and/or changes will need to be made repeatedly following the initial
commissioning of a PCS 7 system. Attention must be paid to this when creating the PCS 7
application so that these can be executed more efficiently.

Maintainability

According tothe IEEE 610.12-1990 standard, software maintenance is understood to be "the
modification of a software product after delivery to correct faults, to improve performance or
other attributes, or to adapt the product to a modified environment".

Legibility

Among other things, one of the principles of programming in IT theory is that the software
must be created legibly. The requirements are that the code is well formatted, corresponding
identifiers are used and meaningful comments are inserted. The following points should be
achieved or improved by adhering to these principles:

— Options for reviewing the software in order to improve its correctness and robustness
— Options for maintaining the software

— Options for expanding the software

The following section provides an overview of the topics in this section.

Preparatory planning

Documentation

Plant concept
Hardware selection
Naming

Workgroup or domain

User rights

Compendium Part A - Configuration Guidelines (V10.0)
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5.2 Preparatory planning

* Backup management

* Patch management and security updates

Installation
* Hardware configuration and BIOS settings
* Hard disk partitioning
* Installation of the operating system
* PCS 7 installation
* Network settings
e Terminal bus setup
e System bus setup
* Setting up users and assigning rights

* License management

Administration tasks
e Tools for PC administration

¢ Documentation and inventories

See also
"SIMATIC PCS 7 — PC Configuration” Installation Manual: SIMATIC PCS 7 — PC Configuration
(https://support.industry.siemens.com/cs/ww/en/view/109973495)

5.2 Preparatory planning

5.2.1 Documentation

Configuration guidelines for the PCS 7 application

Approved specifications are a prerequisite for configuring a PCS 7 system in the GMP
environment (Good Manufacturing Practice). Projects of this type generally follow the GAMP 5
approach. GAMP 5 is a recognized standard that is used as a guideline for the validation.

Adherence to the guidelines has a positive influence on the following aspects:
» Compliance with legal regulations

* Quality of the products

Compendium Part A - Configuration Guidelines (V10.0)
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5.2 Preparatory planning

e Production efficiency
e Cost savings

Even in projects where there are fewer legal regulations to be complied with and less
stringent requirements regarding quality and efficiency, a similar and possibly toned down
approach (e.g. the so-called GAMP light) can be applied whereby only terms and phases from
GAMP 5 are used.

Note

You can find detailed information about the requirements in the GMP-regulated industry and
how they are implemented in product selection, configuration and operation of a system,
including examples, in the manual: "GMP Engineering (https://
support.industry.siemens.com/cs/ww/en/view/109811153)"

Compendium Part A - Configuration Guidelines (V10.0)
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5.2 Preparatory planning

Specifications/guidelines

The following figure shows the specifications/guidelines that are meaningful at the start of a
project:

Development Life Cycle

Project Kick-off/
Quality Plan

Hand over/
Quality Report

Design Commissioning

Design Configure
Modules Application
\_/
Testing
Modules

Implementation & Test

In accordance with the V model of the GAMP 5 approach, the documents build on each other
and become increasingly more detailed. However, it is not only creation of the PCS 7 solution
that is defined and regulated with these guidelines. They also form a very good basis for all
future work on a PCS 7 plant and provide consistent quality over the plant's entire lifecycle.

The following specifications must be observed:
* User Requirement Specification (URS)
* Functional Specification (FS)

* Design Specification (DS)

Compendium Part A - Configuration Guidelines (V10.0)
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5.2 Preparatory planning

The test documents used for reviewing and documenting adherence to the specifications are
just as important:

* Factory Acceptance Test (FAT), also known as Installation Qualification (IQ)

* Site Acceptance Test (SAT) also known as Operational Qualification (OQ)

* Performance Qualification (PQ)

These documents are used for quality assurance purposes during a plant's entire lifecycle.

The PCS 7 compendia should be taken into account for the design guidelines and test
specifications.

5.2.2 Plant concept

Introduction

The following plant concept is used in this documentation as an example for implementing
process automation:

QS Client 01 QS Client 02 05 Client 03 0S Client 04
B Terminal bus i i TCR/IP i I

ES
0S Server 1B

05 Server 1A

M Plant bus 1S0/Industrial Ethernet

A54105 A5 410H

Il PROFINET I PROFINET
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The concept presented consists of the following components:
* 1 engineering station (ES): Central station for configuring the complete automation solution.

e 2 automation systems (AS 410S and AS 410H): for automation of two plant areas, for
example, "Reactor 1" and "Reactor 2".

e 1 0Sserver with redundant OS server as a partner station for providing the process pictures
and process data for operating the plant.

* 4 0S clients for centralized and decentralized process operation

This structure can be easily scaled to larger quantity structures by adding further automation
systems or redundant OR server pairs.

Note

Derivation of the appropriate automation solution for a process plant is explained in more detail
through an overview of typical questions in the "SIMATIC Process Control System PCS 7
Engineering System (https://support.industry.siemens.com/cs/ww/en/view/109973491)"
manual. Taking this overview into account is recommended for effective planning of the plant.

5.2.3 Hardware selection

Recommended hardware configuration

The PC hardware should correspond to the recommended hardware configuration, which is
described in the supplied "PCS 7 Readme" documentation for the PCS 7 version to be installed.

Above all, it should be ensured that there is sufficient RAM, fast hard drives and industrial
compatibility for the place of use in order to avoid performance limitations at a later date.

Recommended hardware (as part of Lifecycle agreements)

Use SIMATIC PCS 7 industrial workstations based on SIMATIC IPC. These are system-tested and
preinstalled with the relevant PCS 7 version. Expenditure from installation, maintenance and
repair of the PC hardware is thereby reduced considerably.

Note

Special attention should be paid to hardware compatibility for the operating systems released
for PCS 7 V10.0, Windows 10 Enterprise 2019 LTSC, Enterprise 2021 LTCS, Windows Server
2019, and Windows Server 2022 based on 64-bit in the Standard and DataCenter version. Please
refer to the hardware compatibility matrix in the "PCS 7 Readme" (https://
support.industry.siemens.com/cs/ww/en/view/109813959) document for more information.
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5.24 Operating system selection

Various configurations are available for PCS 7. The technical requirements, e.g. support for a
large number of client connections as well for compatibility, dictate the possible operating
systems for the PCS 7 application.

The following operating systems were used in connection with an Industrial Workstation IPC
for the example configuration:

e OS server: Microsoft Windows Server 2019 and 2022 Standard Edition (64-bit)
e Engineering system (ES): Microsoft Windows Server 2019 and 2022 Standard Edition (64-bit)
» OS clients: Microsoft Windows 10 Enterprise LTSC 2019 and 2021 (64-Bit)

Note

You can find an overview of the supported operating systems and PCS 7 configurations in the
"Compatibility list PCS 7 configurations and operating systems" in PCS 7 Readme. Likewise, you
can use the compatibility tool (www.siemens.com/kompatool) to check individual PCS 7
applications and operating systems for compatibility.

5.2.5 Naming concept

Rules for computer names
The selection of the computer name is crucial to the project configuration.

Select short and descriptive computer names that provide some information about the
function of the PC station in the overall plant. Note the following rules:

¢ The computer name may only contain uppercase letters and numbers.
¢ The computer name must start with a letter.

e The computer name may only contain up to 15 characters (limited by the operating system).

Note

The following names must be identical when you configure an OS or BATCH Server and an
Engineering Station:

e Computer name

* Name of the PC station
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Note

You can find more information about the naming conventions in the following documentation:
* PCS 7 Readme V10.0 (https://support.industry.siemens.com/cs/ww/en/view/109813959)

* "SIMATIC Process Control System PCS 7 Engineering System (https://
support.industry.siemens.com/cs/ww/en/view/109973492)" Configuration Manual

e WinCC online help (search string "illegal characters")

Changing computer names

The computer name can no longer be changed after the installation of PCS 7. If you do change
the computer name, you will have to install the computer again (Restore USB flash drive).
Changing computer names often leads to problems in practice (e.g. in the case of multi-station
systems with the SQL server installed).

The following rules must be adhered to:

* If you want to change the computer name for bundle PCs outside of the restore process,
perform a new installation with the Restore USB flash drive.

* If you want to change the computer name for a PC you have installed yourself, reinstall
Windows.

5.2.6 Workgroup and domain

Working environment

You have the option of operating the computers in your PCS 7 plant in a workgroup or domain
environment.

The following tables present a comparison of the advantages and disadvantages (from a
technical perspective) as well as scenarios (examples) and their use in workgroups and
domains.

Note

This information is provided as a basis for discussion to assist you in the selection of the
appropriate environment for your computers. In addition to the technical criteria, also consider
organizational criteria (for example, plant-specific IT, Microsoft expertise, resources, workload
and maintenance, etc.).
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Advantages and disadvantages

5.2 Preparatory planning

Domain (AD; Active Directory)

Workgroup (WG)

General information (in
relation to Microsoft Win-
dows)

The user information is stored centrally.

Standard user settings are required at each PC
station.

Central safety database

Local safety database

Suitable for very large networks (scalability)

Suitable for short distances in the plant and a
limited number of PC stations.

Permissions for devices and files are managed in
the AD.

Permissions for devices and files are managed
by individual PC stations.

Administrator

The administrator must have comprehensive
knowledge (substantially higher qualifications).

The administrator must be familiar with the set-
up and management of PC stations in the work-
group network.

User accounts, group pol-
icies, resources, security

Central administration in the AD.

Distributed administration on each PC station.

Planning

Comprehensive planning is required.

Less comprehensive planning is required.

Number of PC stations

Additional PC stations required to manage the
AD. Windows server required to store central se-
curity information.

Windows server only required if this is used to
setup theinfrastructure, for example, asa DHCP
server

Use with SIMATIC Logon

* The users set up for the AD are used.

» Highreliability through the use of redundant
domain controllers.

* The users can be managed at a central PC
station.

* No redundancy is available for the central
logon station to be set up.

DHCP server

Note

In PCS 7, the use of a DHCP server is only permitted with address reservation. All PC stations must
work with reserved addresses.

DNS / WINS server

The use of DNS for name resolution is mandatory for the domain configuration.

Scenarios

Scenarios (examples)

Domain (AD; Active Directory)

Workgroup (WG)

New user is added.

The new user is created centrally in the AD and
is then available immediately on all PC stations.

The new user must be added on each PC station.

User password is changed.

The password is changed centrally in the AD.

The password must be changed on each PC sta-
tion.

Add or replace computer

The settings are applied automatically in accord-
ance with the group policies of the correspond-
ing organizational unit.

The settings must be adapted locally on the PC
station.

Modify security settings

The settings are changed centrally in the AD and
distributed by means of group policies.

All settings must be changed locally.
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Scenarios (examples)

Domain (AD; Active Directory)

Workgroup (WG)

Microsoft Updates are to
be distributed.

The settings for the Microsoft Windows Soft-
ware Update Service (WSUS) are made centrally
in the domain.

The settings for the Microsoft Windows Soft-
ware Update Service (WSUS) are made at each
PC station.

Devices are added (e.g.
printer, fax or scanner).

The devices are announced by AD.

Devices not announced.
The information for connecting to the device
must be known.

The security settings can be made centrally for
each device.

Each user that uses the device must be created
locally at this PC station and log on with local
user information.

One user uses multiple
computers.

The user profile can be saved centrally.

This applies the settings to all PC stations at log-
on.

The user has a local profile on each PC station.

If the profile is not saved centrally, every user
will have their own local profile.

The lists above are not weighted in terms of importance; you must determine which
advantage or disadvantage is the most significant for the PCS 7 plant in question.

Domain example

Changes can be made centrally, fast and conveniently in the domain structure. However, the
administration of a domain requires know-how, experience and additional work.

Workgroup example

In the workgroup, the majority of settings have to be made on the local computer. If a PCS 7 plant
is running with fixed settings, however, and few changes are expected, these settings only need
to be made once. In this case, additional time for creating a domain and providing extra training
for the operating personnel is not required.

Note

You can find additional information in the following manuals:

* SIMATIC Process Control System PCS 7 Security Concept PCS 7 (https://
support.industry.siemens.com/cs/ww/en/view/109973483)

* SIMATIC Process Control System PCS 7 Support and Remote Dialup (https://
support.industry.siemens.com/cs/ww/en/view/38621092)

* SIMATIC Process Control System PCS 7 Patch Management and Security Updates (https://
support.industry.siemens.com/cs/ww/en/view/38621083)

* SIMATIC Process Control System PCS 7 Managing Virus Scanners (https://
support.industry.siemens.com/cs/ww/en/view/109760461)

Integration in a domain

All PCs in the PCS 7 product bundles are configured for a Windows workgroup. If you include
preconfigured PC systems in a Windows domain, you must reactivate the security settings using
the SIMATIC "Security Controller" software.
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5.2.7 User administration

User concept
Use of the following roles for a PCS 7 system is recommended when planning the user concept:

e PCS 7 installation
A user account whichisa member of the local administrator group is required to start the PCS
7 set-up.

¢ Windows users for operator stations and engineering stations
Working permanently with administrator rights on the PCS 7 system is not recommended
once the installation is complete for security reasons. This means that at least one additional
Windows user is required on each station. In addition to the user groups required by PCS 7
components (e.g. SIMATIC HMI), membership in the "user" group will suffice.

Note

For some PCS 7 components (e.g. SIMATIC Management Console, Process Historian [PH]),
belonging to the group of administrators and logging in with administrator rights to the
station and to the component is required.

You will find further information on the SIMATIC Management Console in the manual
"SIMATIC Process Control System PCS 7 SIMATIC Management Console" (https://
support.industry.siemens.com/cs/ww/en/view/109973643).

You can find additional information on the Process Historian in the manual "Process Historian:
Administration" (https://support.industry.siemens.com/cs/ww/en/view/109974298).

* Logging onto OS Runtime (with SIMATIC Logon)
For each operator you can create a Windows user who logs on with the allocated user rights
with activated OS runtime. For this a Windows user only needs rights in the corresponding
groups that are also set up in the OS configuration. The same applies analogously to the PCS
7 "SIMATIC BATCH" and "SIMATIC Route Control" options.

¢ Logging onto SIMATIC Manager
For each project engineer you can create a Windows user in order to record configuration
changes in the change log. Windows users only require rights in the corresponding SIMATIC
logon groups.

Note
The following guidelines apply to creating a new user account in accordance with Microsoft
Windows Help:

* A user name may not be the same as another user or group name on the computer being
managed.

¢ The name may contain up to 20 small or upper case letters and figures.
e Thecharacters"/\[]:;]|=,+* ?<>"are not permitted in user names.
* A user name may not consist solely of periods (.) or spaces.
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SIMATIC Logon (as part of Lifecycle agreements)

SIMATIC Logon can be used without an additional license as of PCS 7 V7.1. Logon using SIMATIC
Logon groups is recommended for OS Runtime as well as for the PCS 7 "SIMATIC BATCH" and
"SIMATIC Route Control" options.

5.2.8 Backup management

Introduction

Creating at least one backup of the operational system partition including the PCS 7 installation
and storing this in case of any potential failure is required in order to increase availability of the
plant and to reduce failure times.

In connection with this, a restore USB flash drive is supplied with the SIMATIC PCS 7 Industrial
Workstation (IPC). You can find additional information in your IPC operating instructions.

PCS 7 multiprojects are archived via a SIMATIC manager function, meaning that no backup
needs to be created for a data partition.

Backup software
In selecting image software, ensure that it is suitable for the operating system in use.

"SIMATIC PC Image Creator" software is offered for data backups in Windows as a supplement
to the SIMATIC PCS 7 industrial workstation. This software enables simple backup and fast
recovery of complete compact flash and hard drive content as well as of individual partitions
(images).

You can find further information on this on the Internet at "Delivery release of the
SIMATIC IPC Image & Partition Creator" (https://support.industry.siemens.com/cs/ww/en/ps/
6ES7648-6AA03-4YAQ).

Note

Please note that neither license keys nor authorizations can be backed up along with the data.
Move authorizations and license keys to a different medium before creating the image, e.g. to
a separate partition.

Generate backup (as part of Lifecycle agreements)

After every change of the system partition, e.g. by a software update, a current backup must be
made and saved on the system path specified for it.
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5.2.9 Patch management and security updates

Windows Software Update Service

Using an additional WSUS server is recommended for distributing Microsoft security patches in
larger plants.

Note

Information on using the WSUS within PCS 7 plants can be found in the "SIMATIC Process Control
System PCS 7 Patch management and security updates (https://
support.industry.siemens.com/cs/ww/en/view/38621083)" document.

Released security patches

Information on the Microsoft security patches for SIMATIC PCS 7 that have been tested for
compatibility can be found on the Internet in the FAQ "Which Microsoft security patches have
been tested for compatibility with SIMATIC PCS 77 (https://
support.industry.siemens.com/cs/ww/en/view/18490004)".

Additional information

Additional information on installing security patches, hotfixes and service packs can be found in
the SIMATIC Process Control System PCS 7 - PC Configuration (https://
support.industry.siemens.com/cs/ww/en/view/109973495)" manual.

Recommendation on patches (as part of Lifecycle agreements)

Update all PC stations with the released patches in a uniform manner and in good time.

5.3 Installation

5.3.1 Hardware configuration and BIOS settings

Connecting and expanding hardware

Pay attention to the operating instructions for the relevant PC hardware before unpacking. In
particular compliance with the environmental conditions, the prescribed installation and
correct connection of I/0 and power supply devices helps to avoid faults and increase availability.

You can improve the security and stability of the PCS 7 plant by installing all PC stations in
lockable control cabinets.
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The following options, among others, are available to you as possible hardware expansions:

* Optional graphics expansion (dual head graphics card PCle x16) for multi-monitor-operation
with up to 4 monitors (up to 2 monitors with onboard graphics)

* Acoustic or visual signal transmitter = signal module
* Acoustic signal transmitter = sound card
e Time signal e.g. via central system clock = Time reception service

e Smart cards = smart card reader

Note

Setting up the relevant devices and drivers is described in the "SIMATIC Process Control
System PCS 7 - PC Configuration” (https://support.industry.siemens.com/cs/ww/en/view/
109973495) manual.

Information about the modules approved for use is available in the SIMATIC Process
Control System PCS 7 Released Modules (https://support.industry.siemens.com/cs/ww/en/
view/109973563)manual.

BIOS Settings

You can improve the security and stability of the PCS 7 plant through the following measures
within BIOS.

* C(Create a BIOS password. Change the existing default passwords.

» Deactivate any unneeded floppy disk, CD or DVD drives. This applies principally to the
operator stations.

» Deactivate USB port functions that are not required. This applies principally to the operator
stations.

» Deactivate the boot menu display and set the hard disk with system partition at the initial
position of the boot sequence.

Note

You can find more information in the "PCS 7 Readme V10.0 (https://
support.industry.siemens.com/cs/ww/en/view/109813959)" document.
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5.3.2 Hard disk distribution
Introduction
The following chart shows an example of how a PC station hard disk can be distributed:
drive Name Size Format Note
C: SYSTEM Recommendation: > NTFS Installation of Operat-
100GB ing System and PCS 7
D: DATA Recommendation: > NTFS PCS 7 project data
100GB
IMAGES Optional NTFS Backup files (including
potentially via the net-
work)
Note
The Microsoft SQL Server stores temporary files on the "C:" drive. Therefore, you should regularly
check whether enough hard disk space is available, especially during the FAT.
You can find additional information on the hard disk distribution in the "SIMATIC Process
Control System PCS 7 — PC Configuration (https://support.industry.siemens.com/cs/ww/en/
view/109973495)" manual.
5.3.3 Installation of the operating system
Introduction

The operating system and SIMATIC PCS 7 software are preinstalled on the SIMATIC PCS 7
industrial workstation (IPC). Take note of the information in this section in order to complete
their installation.

Note

If the installation of a computer is performed manually, the necessary prerequisites for the
installation and the installation procedure in the "PCS 7 Readme" and in the "SIMATIC Process
Control System PCS 7 - PC Configuration (https://support.industry.siemens.com/cs/ww/en/view/

109973495)" manual must be observed.
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Note

You can find important information on the subject of "Performance improvement of clients and
systems", "Certification authority (CA)" and "Using the Certificate Revocation List (CRL)" in the
"What can cause the start of SIMATIC PCS 7 applications being delayed?" (https://
support.industry.siemens.com/cs/ww/en/view/87057037) FAQ.

Licensing mode (Windows Server 2022)

Internet time

Virus scanners

30

Ensure that the operating systems are licensed correctly on all PCS 7 stations and that adequate
Microsoft Client Access licenses (CAL) are available for accessing a Windows server operating
system via the network.

All stations with a Windows server operating system installed are set to "Pro Server" licensing
mode in their control panel as standard.

Select the "per device or per user" option button for the licensing mode if more than one
server or more than five clients are present in one area.

You can use the "Licensing"” tool (Folder start menu > Administrative Tools) to manage the
CAL settings centrally from a Windows server in a network with multiple Windows servers.

Example configuration: Redundant OS server (2 servers), 5 OS clients and 1 ES
* 5 CALs are available for each OS server

e Each OS client or ES requires 1 CAL

¢ Available CALs: 10 CALs (red. OS server)

e Required CALs: 5 CALs (OS clients) + 1 CAL (ES) = 6 CALs

* Reserve: 4 CALs

Note

At a changeover to a newer Windows Server version (e.g. Windows Server 2012 R2 to Windows
Server 2019), the CALs must also be adapted to the new version.

Ensure that the Windows system time is not automatically synchronized via the Internet where
the PC stations are operated in a workgroup (Change date/time > Internet time). This allows you
to avoid corresponding error messages from the Windows time service in the events display.

By setting up a virus scan solution you can reduce the risk of plant faults occurring as a result of
malware. Virus scanners approved for PCS 7 can be installed later.
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Microsoft Defender Antivirus has been tested and released for PCS 7 version V10.0. You can
find the relevant approved software version in the "PCS 7 Readme" documentation. You can
find information about this in the Compatibility tool (www.siemens.com/kompatool).

Note

You can find information on installing and managing virus scanners within PCS 7 systems in the
"SIMATIC Process Control System PCS 7 Managing Virus Scanners (https://
support.industry.siemens.com/cs/ww/en/view/109760461)" manual.

Additional software

Only install the software products mentioned in the documentation on a PCS 7 PC, e.g. MS
Office components or burning software. The MS Office applications Word, Excel, and Access can
be used in process mode on client computers (OS, BATCH, Maintenance, WEB). However, their
use may result in significantly reduced performance in some situations. Office must not be used
in process mode on any other operator stations and BATCH stations.

The user bears sole responsibility when third-party products are used. If you require third-
party products, these should be installed before you install PCS 7. PCS 7 and third-party
products must not be active at the same time.

Network security (as part of Lifecycle agreements)

5.3.4

Introduction

Install a virus scanner solution for the terminal bus and supply this with current patterns.

Only install software approved by Siemens on all stations with process mode.

Installation of PCS 7

PCS 7 software is installed automatically via a PCS 7 framework setup. You can find extensive
information on this in the "SIMATIC PCS 7 — PC Configuration (https://
support.industry.siemens.com/cs/ww/en/view/109973495)" Installation Manual.

If the installation of a computer is to be performed manually, the necessary prerequisites
for the installation and the installation procedure must be observed. You can find more
information in the "PCS 7 Readme V10.0 (https://support.industry.siemens.com/cs/wwl/en/
view/109813959)" documentation and in the "SIMATIC PCS 7 — PC Configuration (https://
support.industry.siemens.com/cs/ww/en/view/109973495)" Installation Manual.

Note
Uninstalling PCS 7 software components via the system setup is not supported.

Uninstalling individual software components via the Windows Control Panel is not
recommended.

Compendium Part A - Configuration Guidelines (V10.0)
Configuration Manual, 04/2025, ASE52549861-AA 31


http://www.siemens.com/kompatool
https://support.industry.siemens.com/cs/ww/en/view/109760461
https://support.industry.siemens.com/cs/ww/en/view/109760461
https://support.industry.siemens.com/cs/ww/en/view/109973495
https://support.industry.siemens.com/cs/ww/en/view/109973495
https://support.industry.siemens.com/cs/ww/en/view/109813959
https://support.industry.siemens.com/cs/ww/en/view/109813959
https://support.industry.siemens.com/cs/ww/en/view/109973495
https://support.industry.siemens.com/cs/ww/en/view/109973495

Preparation and administration

5.3 Installation

5.3.5

Network settings

Address management

Following the PCS 7 installation, check the addresses and make any settings which may be
required. Systematic assignment of the addresses at the start of the project will make
configuration, commissioning, plant expansion, and maintenance easier.

Record the assigned addresses in a table like the one shown below, for example, and keep

them up to date:

Name Name Terminal bus System bus System bus PC compo- | System bus AS compo-
Subproject PC station/ IP address IP address nents nents
AS station (e.g. CP1623) (e.g. CP443-1)
MAC address MAC address
25 ES ES26 172.20.1.26 172.30.1.126 08-00-06-01-00-26 -
20_0S SERVERTA 172.20.1.xx 172.30.1.xx 08-00-06-01-00-xx -
20_0S SERVER1B 172.20.1.xx 172.30.7.xx 08-00-06-01-00-xx -
21 CL CLIENTO1 172.20.1.xx - - -
21 CL CLIENTO2 172.20.1.xx - - -
21 _CL CLIENTO3 172.20.1.xx - - -
21_CL CLIENTO4 172.20.1.xx - - -
01_Plant_A AS1_H - - - 08-00-06-01-01-10
01_Plant_A AS1_H - - - 08-00-06-01-01-11
02_Plant_B AS2 - - - 08-00-06-01-01-26
- Scalance20 172.20.1.xx - - -
- Scalance10 - 172.30.1.xx - -

Setting the transmission rate and operating mode in the network

32

Siemens devices, including Industrial Ethernet switches (SCALANCE X) and the Industrial
Ethernet CPs (CP443-1 as of version 1EX10) are factory set for automatic detection of the
parameters for transmission rate and operating mode (autosensing, autonegotiation).

Autosensing describes the property of network components to automatically interpret an
incoming transmission signal. In this case, the device independently determines if the signal
has a data rate of 10 Mbps, 100 Mbps, or 1,000 Mbps. No explicit setting has to be made.

Autonegotiation enables the devices involve to negotiate the transmission conditions before
data packets are transmitted. In so doing both the transmission rate (10/100/1000 Mbps) as
well as the transmission mode are negotiated. Half-duplex or full-duplex are the options for

the transmission method.
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The following applies as of PCS 7 V6.1: Retain the factory settings.

Note

The only time you need to manually set the two components on the patch cable to a uniform
transmission setting, for example 100 Mbps full-duplex, is when one of the components on the
system bus or terminal bus does not support the "autonegotiation” function. Deviating settings
may lead to unpredictable error scenarios.
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5.3.6

Procedure

Configuring the terminal bus

The following steps show how to configure the terminal bus for a PCS 7 system:

1. Rename the compatible network connection, e.g. to "terminal bus".

2. Set the settings for the "Internet (TCP/IP)" protocol inside the network connection in
accordance with the project specifications.

_ioix
@(j}v | @ ~ Network and Internet ~ Metwork Connections - - ml Search Metwork Connections E‘
J File Edit Wew Tools Advanced Help
Organize «  Disable this network device  Diagnose this connection  Rename this connection »» == o+ [ .@.
Name | Status | Device Name
U LaM 201 - Terminal Bus - IF 1-X 01 Dizabled

B | AN 202 - Terminal Bus - IF 2

L :
i AN #02 - Terminal Bus - IF 2 - X 02 Pre

MNetworking | Sharing |

L=

Connect using:
I CIIF‘ Intel(R) 82574L Gigabit Network Connecl

This connection uses the following items:

.@ File and Printer Sharing for Microsoft N
i SIMATIC Industrial Ethemet {150}

4. PROFINET 10 RT-Protocal V2.0

i |mtemet Protocol Version & (TCP/1PvE]
O rtemet Pre rsion 4 (TCP/IPvd]
i Link-Layer Topology Discovery Mappe
4. Link-Layer Topology Discovery Respol

i

Install... Wrimetall

r Description
Transmizssion Control Protocol/Intemet Protoc

wide area networlk protocol that provides con
across diverse interconnected networks.

Metzwerk

“oils Metzwerk

Internet Protocol Version 4 (TCP{IPv4) Propert

General |

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator

for the appropriate IP settings.

" Obtain an IP address automatically

—{* Uge the following IP address:

SIMATIC Miniport CP1623 PCle Ad...

2%

IP address:
Subnet mask:

Default gateway:

|192 .168 . 2. 50
255 .255. 0 . 0
192 .168 . 2 .5

Preferred DNS server:

Alternate DNS server:

) Gbkain DS server address autamatizally
—{% Use the following DNS server addresses:

[ validate settings upon exit

Advanced... |

oK

o]

Cancel |

3. Ensure that the energy-saving option is switched off in the network card properties.

4. Set the same work group for all PCS 7 stations where you are not using a domain structure.
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5. Create the LMHOSTS and HOSTS files for the NETBIOS name resolution and distribute these
files to all PCS 7 stations. The "LMHOSTS" file is located in the following file path in Windows:
"<Drive>\Windows\system32\drivers\etc\".

6. Inthe "LMHOSTS" file use the parameter #PRE for each computer name to be entered so that
this name is entered into the so-called NETBIOS cache when the computer is booted up. (The
cache can be displayed via the command line using the "nbtstat —c" command)

Note

You can find more information on the setup, management and protection of network
structures such as workgroups and domains in the "SIMATIC Process Control System PCS 7 |
PCS 7 Security Concept (Basic) (https://support.industry.siemens.com/csiww/en/view/
109973483)" Function Manual.

After installation of the operating system, the "public network" network profile is configured
by default for the network connections, which is not released for the terminal bus in PCS 7.
You can find information on connection to the terminal bus in the "SIMATIC PCS 7 — PC
Configuration" (https://support.industry.siemens.com/cs/ww/en/view/109794377)
Installation Manual ("How to set up a work group for connection to the terminal bus" section).

NOTICE

Certain PCS 7 network configuration prohibit the enabling of "Internet Protocol Version 6

(TCP/IPv6)". They include:

* Merged system and terminal bus

* Logical network segmentation via subnet mask based on the same physical network to
ensure that logical separation cannot be removed via the IPv6 protocol. This also applies
to virtualization environments

* Logical segmentation of subnets on a virtualization server
IPv6 may not be deactivated using the check box in the properties of the "Internet Protocol

Version 6 (TCP/IPv6)" network connection. Instead, the approach recommended by
Microsoft should be used for this:

Deactivation of IPv6 (https://[support.microsoft.com/en-us/help/929852/how-to-disable-
ipv6-or-its-components-in-windows)

The output of ipconfig -all should show the value "Hybrid" under "Node type".
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Checking the availability of communication partners

Once the network settings for the terminal bus are completed, you can use the SIMATIC Shell tool
on each station to check if the required partner stations (ES, OS server, and OS clients) can be
seen on the terminal bus. SIMATIC Shell is available as a folder in the workspace of the Windows

Explorer.

B simatic Shell i ] 53

‘@(_)v| . = ES50 - Simatic Shel - m‘ I Search DATA (D:) E‘
| File
Organize *  Indudein library - Burn  Mew folder 4= = il @
_~|| = @ simatic shel | status | object type | computer |
'“’! Station up STRTM ES50
WinCCProject ES50
d
.
&
. IP: 192168250/ 255 256.0.0 j
: Domain : SRCS2
B 12 items
T

If there is no required partner station in SIMATIC Shell, it may indicate that the TCP/IP name
resolution is poorly set. There are several concepts for a TCP/IP network in this regard,
beginning with the editing of the LMHOSTS and HOSTS files and continuing with the use of

WINS/DNS servers.

You can trigger a refresh of the SIMATIC Shell using "Settings ..." in the context menu. Select
the network adapter for the terminal bus and click "OK".
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B simatic Shell =10l =]

e -
‘0\\_)¢| _ + ES50 + Simatic Shel » 23 [ searchpaTa 02) [:]‘
| File

Organize *  Indudeinlibrary +  Sharewith =  Burn  Mew folder == = [ @
o - (@ Simatic Shell Object [ status | objecttype | Computer | N
' P o lf CLIENTO3 =) Es50 Station up STRTM ES50

J gr: Communication Settings il
= © ~Network Adapter Selection 1

w Network adapter Cancel | :I
= | AN #02 - Terminal Bus - IF 2 {Intel. .. :
- Lo LAN £03 -Plant Bus -IF 1-503 (SIMATL...  08:00:06:01:00:50 192.168.0.50
Help

,: —Multicast Time to Live (TTL) —I Encrypted communication
- 1 =

{ I =1 PSK Set..,

1

—Multicast Proscy Fart allocation for TERUDE n 1024 - 65535 range
1
Add

. I Park i I 8910
&
§_§ Remoyve |

e

‘LI ™| Migration mode

i 12

T

From PCS 7 V8.1 onwards, encrypted communication is possible. If you activate

encrypted communication, only the computers for which a common key is defined can
communicate with one another. You can find more information on this in the "SIMATIC

PCS 7 — PC Configuration (https://support.industry.siemens.com/cs/ww/en/view/109794377)
Installation Manual.

If all stations are available you can manage all stations centrally via the network using the
Microsoft Management Console (See "Tools for PC administration (Page 45)").
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Check of DNS name resolution

After completing the network settings for the terminal bus, you can use the "nslookup" tool

(Name Server Lookup) to check whether the DNS name resolution is working correctly, i.e.
supports the IPv4 protocol.

1. Open a command prompt window (cmd) and enter the command "nslookup”.

‘zh.| Administrator: G\Windows\system32\cmd.exe - nslookup

_{al x|
C-sUserssAdninistratorins lookup =
DHS regquest timed out.

timeout was 2 seconds.
Default Server: UnKnown
Address:-  =-:1
> -

The response to the "nslookup” command indicates that the server is attempting to resolve
the DNS name using the IPv6 protocol.

2. To change the DNS name resolution to the IPv4 protocol, change to the network adapter
settings.

3. Open the properties of the Internet Protocol Version 6 (TCP/IPv6).
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4. Select the "Obtain DNS server address automatically" option and confirm the change with
IIOKII‘

Internet Protocol Version 6 (TCP/IPv6) Properties

21x
General |

You can get IPvE settings assigned automatically if your network supports this capability.
Otherwise, you need to ask your network administrator for the appropriate IPv6 settings.

¥ Obtain an IPv6 address automatically
—{" Uge the following IPv6 address:

1P address: I
Subnet grefix length: I
Default gatetan: I

¥ Dbtain DNS server address automatically!

—{" Use the following DNS server addresses:

Ereferred DING server: I

Alkermate DS server: I

[™ | validate setbings upom exit

Go to the command prompt and enter the "nslookup" command again.

‘=.| Administrator: CG:\Windows\system32\cmd.exe - nslookup

_{al x|
C:xUzerssAdministrator>nslookup =
Default Server: localhost

Address: 127.8.8.1

> -

[ |

From the output of the address (127.0.0.1 =localhost), you can recognize that the DNS name
resolution is now using the IPv4 protocol.
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See also

5.3.7

SIMATIC PCS 7 PC Configuration 1 (https://support.industry.siemens.com/csiww/en/view/
109973495)

Configuring the plant bus

Communication of a PCS 7 ES via the system bus

40

In SIMATICPCS 7, the "S7 online" access point must be set to the "PCinternal” interface. All access
to the AS — in order to check the module information of an AS or to download S7 programs,
for example — is performed via "PC internal”. "PC internal" is a centrally configurable interface,
which can be loaded with project-specific settings for all stations on the system bus. The settings
are made on the ES in the PCS 7 multiproject and downloaded from the ES. You can find the

relevant procedure in Section "Engineering Station (Page 61)".

The communication on the system bus is normally based on the ISO protocol.

Note

Use TCP/IP on the system bus under the following conditions:

* Shared (combined) terminal and system bus for smaller systems without an OS server

¢ Routing via subnets required

* Use of an automation system with integrated Ethernet interface

e Use of NTP (Network Time Protocol) for time synchronization

* Monitoring of network components on the system bus for asset management

* Operation of gateways on the system bus (external connection of an AS)

» Configuration of "S7 connection (fault-tolerant)" for H-systems via the internal interface of
the CPU 41x with PROFINET or CP443-1

Use the ISO protocol on the system bus under the following conditions:

* Configuration of "S7 connection (fault-tolerant)" for H-systems (pertains to CPU firmware
versions before V5)

* Time synchronization based on the SIMATIC procedure
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Note

When fault-tolerant S7 connections via TCP/IP or ISO-on-TCP are used, set the monitoring time
(multiplier x 100 ms) in the connection properties. The monitoring time is the time in which a
telegram is expected from the communication partner.

e Upto 12 connections: Multiplier 5 (0.5 s)

* Up to 30 connections: Multiplier 10 (1 s)

* Up to 80 connections: Multiplier 20 (2 s)

e Up to 120 connections: Multiplier 30 (3 s)

In the input window, the first text box stands for the monitoring time which is multiplied by
100 ms. The second text box defines how many retries (multiplier) are accepted. When the set
number of the retries has been carried out, the partial connection is considered faulty. The

allowed value range of the monitoring time lies between 5 and 6000. Multiples of 100 ms can
be set. The allowed value range of the retries lies between 2 and 10.

Set the monitoring time to at least 2s if one of the connection partners is a CP 443-1. You can
find detailed information in the PCS 7 Compendium Part B - "Monitoring times" section.

You can find additional information in the "SOFTNET-IE S7 REDCONNECT" section of the
"Configuration Limits for Products of the SIMATIC NET PC Software V16" document in the
"What are the quantity frameworks and performance data of each of the SIMATIC NET
products?” (https://support.industry.siemens.com/cs/ww/en/view/15227599) FAQ.

Using CP1623/CP1628
Using a CP1623/CP1628 in the engineering station or OS server has the following benefits:
¢ More than eight AS can be connected.

¢ High availability AS-OS connections with automatic switching of the communication can be
configured (also possible with a network card for CPUs with firmware V6 or higher).

¢ The "OS simulation” function can also be used for a redundant automation system.

¢ The CP MAC address can have parameters assigned to it or be modified.

Note

If a BCE (Basic Communication Ethernet) module is being used for communication instead of
the CP1623/CP1628, parameters cannot be assigned to the MAC address. In the event of a
fault (e.g. defective module) this may mean that the connections have to be reconfigured by
the new MAC address of the replacement module and the project documentation has to be
changed.
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In the CP1623/CP1628, the following two TCP/IP protocols may be operated in parallel:
e Windows communication (via the NDIS adapter)

e Communication via the "S7 online" access point (can be configured in NetPro/HW config)

Note

Different TCP/IP addresses have to be set in both TCP/IP protocols of the CP1623/CP1628 for
unique identification purposes.

This appliesin particular from version PCS 7 V7.1. Starting with this version, the NDIS adapter
for CP1623/CP1628is installed automatically by the PCS 7 Setup and must not be deactivated
subsequently.
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Procedure
The following steps demonstrate how to configure the system bus:

1. If there is a network connection for CP1623/CP1628 in Windows, deactivate the "Client for
Microsoft Networks" and "File and Printer Sharing for Microsoft Networks" protocols in this
network connection, as these two Microsoft protocols are only required at the system bus.

2. Check the current configuration of your installed network cards with the "communication
settings” tool ("Start > All programs > Siemens Automation > SIMATIC > SIMATIC NET >
Communication settings"). The system bus is generally configured via the SIMATIC Manager
of your ES and is described in the "Creating and managing a PCS 7 project (Page 49)" section.

@ Siemens Communication Settings =00X

Fil= Language Help

?

¥ |l Modules |
v @ CP1623 |
] . Type of the module: Ethernet
0¥ Address @ Mode of the module: |Ca""gu'ed mode |v|

It 1CP parame @
It Timeofday @
comLs? @
“ersion 7

Index | 1 |v|

Mame of the module: | CP 1623 |

Interface profiles for: | cp4623.150.1
S7 test . CP1623.RFC1006.1

SR test .
Operating d: @
Firmware tra @ Module reaction:
cri6za15c @
CP1623.RF( @
W Intel(R) 225741 54

FEkElEEkElkErC

Trace setlings

ccess points | | | Cancel |

Set memary carc p
LLDF/DCP
FMNIC Adapter

(v
o
: @
o
o _
>

3. Check that the MAC address and the TCP/IP addresses correspond with the planning.

-ggung

Note

You can find detailed information about configuring the "System bus" connection in the "SIMATIC
Process Control System PCS 7 - PC Configuration” (https://
support.industry.siemens.com/cs/ww/en/view/109973495) manual.
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5.3.8

Introduction

Reference

5.3.9

Introduction

Procedure
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Setting up users and assigning rights

The following tasks should be executed as part of configuring the computer:

* Creating the users for logging onto Windows for ES and OS station with user rights and
membership in the SIMATIC HMI group

¢ Adapting NTFS authorizations for the project directories
If SIMATIC Logon is being used, the following task should also be performed:

¢ Creating the user groups for SIMATIC Logon in accordance with the planned distribution of
roles

You can find additional information on the topic of "user rights" in the "SIMATIC Process Control
System PCS 7 — PC Configuration" (https://support.industry.siemens.com/cs/ww/en/view/
109973495) manual.

License management

A process for managing evidence of the existing licenses should be defined for all stages in the
lifecycle of a PCS 7 plant. This management should cover all the licenses used in a plant. The
following points must be taken into account:

* Storage location

* Person responsible

e Access

* Procedure when a license is lost or defective

The serial number of each individual license should be listed in addition to the description
and article number so that the license documents can be clearly matched with the licenses
that are installed.

Use a defined station, e.g. the ES, in order to manage all license packages ordered centrally
with the "Automation License Manager" program.

1. Open the Automation License Manager on a PC station. Access protection is switched off as
standard.

2. Connect all computers permanently via the "Connect computers" function.

3. Transfer all required license packages from the USB stick to the partitions provided for this.
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5.4.1

5.4 Administration tasks

Note

Managing the Automation License Manager and a description of the possible license types can
be found in the "SIMATIC Process Control System PCS 7 Licenses and configuration limits" (https://
support.industry.siemens.com/cs/ww/en/view/109973493) manual.

There should be an overview of all licenses in use with the current reserves during the entire
lifecycle of a PCS 7 plant.

Attention must be paid in particular to the reserves where the number is limited:

Components Licensing levels Remark

Engineering system (ES) 250 to unlimited PO Number of configurable process
objects (PO) in the CFC

Operator stations (OS) 250 to 12,000 PO PO per OS server

Automation system (AS) 100 to 3000 PO PO per AS (depending on the CPU
type)

Archiving (archive server and OS | <512 to 8x5000 tags Archive tags

server)

SIMATIC BATCH stations (batch 1 to unlimited unit(s) Units

processes)

Route Control stations (route 10 to 300 routes Number of activated routes in

control) process mode

Maintenance station 128 to unlimited tags Number of hardware compo-
nents monitored

PDM 4 to unlimited tags Number of configurable devices

SIMATIC PCS 7 BOX 250 to 2000 PO Process objects (PO)

Administration tasks

Tools for PC administration

Microsoft Management Console (MMC)

You can add the computer management for each PC station as a "Snap-In" in a Microsoft
Management Console arranged by you. This allows you to manage all PC stations centrally from
one computer (e.g. SIMATIC Management Console, ES). For example you can check the event
displays for all stations or add new users to all stations.

You can find additional information on MMC in the "Step-by-Step Guide to the Microsoft
Management Console (http://technet.microsoft.com/en-us/library/bb742442.aspx)".
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SIMATIC Assessment Suite — Data Collector (SAS-DC)

The SIMATIC Assessment Suite - Data Collector (SAS-DC) provides you with the option of
compiling diagnostics and system information. There is the option of compiling diagnostics and
system information from one local system or from systems on the network and archiving these
together as one ZIP file per scanned computer.

You can find additional information on SAS-DC in the "How can you efficiently collect
diagnostics and system information? (https://support.industry.siemens.com/cs/ww/en/view/
65976201)" FAQ.

Expanded diagnostics for PCS 7 plants

The diagnostics available within the framework of PCS 7 plants should be collected and
evaluated using preventive measures. Automated and uniform diagnostics are required to
increase the quality of the diagnostics results and for comparison purposes.

You can find additional information about this in the following FAQs:

* "What diagnostics options are available for WinCC and PCS 7 OS? (https://
support.industry.siemens.com/cs/ww/en/view/48698507)".

* "How do you create a memory dump for diagnostics purposes in WinCC and PCS 7? (https://
support.industry.siemens.com/cs/ww/en/view/45020870)"

5.4.2 Documentation and inventories

Introduction

Once theinstallation is complete, document the actual state of the PC stations and the software
products in use. Record the deviation from the desired state separately.

The existing project documents, e.g. the plant overview plan, the network plan and the
network address list should be checked accordingly and updated as necessary.

SIMATIC Management Console

Using the PCS 7 system component "SIMATIC Management Console", an inventory of the
installed hardware and software components of the entire PCS 7 system can be created from a
central location. The inventory data can then be exported and documented as a report in XLSX
format.

Note

Starting with PCS 7 V9.0 you can store the inventory data of your system under your System ID
in Siemens Technical Support. The ensures more efficient and targeted advice. You can find more
information on this in the "System Registration — System ID" (Page 84) section.
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You can find more information on the SIMATIC Management Console in the following Entries:

* Application example: "Tool supported lifecycle management of PCS 7 plants (https://
support.industry.siemens.com/cs/ww/en/view/109479546)"

e System Manual: "SIMATIC Process Control System PCS 7 SIMATIC Management Console
(https://support.industry.siemens.com/cs/ww/en/view/109973643)"

Recommendations

If you do not use the SIMATIC Management Console, please note the following
recommendations:

e Export a list of the SIMATIC software installed for each PC station. The list is automatically
created by the SIMATIC Assessment Suite — Data Collector.

* Exporta list of the licenses installed for each PC station via the Automation License Manager.

* Use the export function of the Windows own system information program (msinfo32.exe) to
determine the existing hardware and software installation.

Installation data storage media

A process for managing installation data storage media should be defined for all stages in the life
cycle of a PCS 7 plant. Among others the following points should be taken into account:

* Are there installation data storage media available for all software components?
e Who is responsible for maintaining the installation data storage media?

* Are the installation data storage media up-to-date?

e Where and how are the installation data storage media stored?

* How is access to the installation data storage media regulated?

In this regard all the types of data storage media you need, e.g. for reinstallations of software
products or libraries, must be examined.

Backups

Images are often created when PCs are installed in order to have restore points on the one hand
in the event that faults occur later on in the installation, and so that any reinstallation can be
completed more efficiently on the other.

Attention must be paid to the following points when managing images:
* Secure storage location

* Detailed description for each image
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Creating and managing a PCS 7 project 6

This section describes how to create a PCS 7 project as a so-called multiproject on the
Engineering Station (ES). The description is based on the hardware architecture established in
the previous section:

0S Client 01 OS Client 02 0S Client 03 05 Client 04
B Terminal bus ‘ ‘ TCP/IP ‘ ‘

e
—_— -
= -

OS5 Server 1B

B Plant bus 1SO/Industrial Ethernet

11 AS 4105 111 AS 410H

Il PROFINET Il PROFINET
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6.1 General configuration rules

6.1

Introduction

General configuration rules

Before you create your own multiproject, you should be familiar with these important rules. This
will help you to avoid carrying out certain tasks twice.

Central configuration

Archiving

The entire configuration is performed on the ES in PCS 7 before the OS projects are loaded to the
respective PCs.

Note

You can find information about distributing the configuration work across multiple engineering
stations in the "Sharing out configuration work (Page 82)" section.

Do not forget to archive the overall project along with the individual projects on a regular basis
via the SIMATIC Manager, especially where it is being worked on by multiple individuals.

Note

From PCS 7 V8.1, the "auto-archiving" function is available when downloading the program
(with the optional package version trail).

Master data library

50

Use a uniform master data library for the complete multiproject and ensure that all configuring
engineers use the blocks, CMTs (control module types) and process tag types from this library.

Note

CMs (Control Modules - instances of the CMTs) are in constant relation to the associated CMT.
Therefore, the subproject, the master data library and multiproject, must remain interconnected
during technological engineering with CMTs. Especially when changing CMTs, or displaying the
technological 1/0s of a CM.
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Multilingual capability

SIMATIC PCS 7 provides a large number of settings for texts and languages. The following
application example provides a detailed description of how these are correctly configured,
adapted, or amended:

* Configuration of Texts and Languages in SIMATIC PCS 7 (https://
support.industry.siemens.com/cs/iww/en/view/56248153)

Time synchronization

Time synchronization is critically important for the interrupt and tag logging system. Make sure
that only one (redundant) time server is active in the running system and that all stations (PCs
and CPUs) use the correct time. In PCS 7 V7.0 and above the CPU always uses Coordinated
Universal Time (UTC).

For information on time synchronization see the following manuals:

* "PCS 7 Time Synchronization" (https://support.industry.siemens.com/cs/ww/en/view/
109973498)

e "SIMATIC Process Control System PCS 7 Operator Station" (https://
support.industry.siemens.com/cs/ww/en/view/109973492)

Special characters

When naming, it is generally recommended to not use any special characters (space % ."\? * :
§ €) in names such as tag and archive names in PCS 7. Project names and image names may only
contain ASClI characters.

The following chart shows additional characters which are not permitted for the components

in PCS 7:

Components lllegal characters

Hierarchy folder %

Names for WinCC projects 1?2+ =1V@* % []1{}<>space
AS/OS connection names L2 ?""\ * % space

The characters ["1["]1[.1[% ] [\][*1[?][:][space]withinaname are converted into
the substitute character [ $ | when compiling the OS. The ES separator [\ ] is converted to
the [ /] character.

Example

If, for example, you assign the name "TICA:1" for a CFC chart (this becomes "TICA$1" on the OS)
and use the name "TICA* 1" for another CFC chart, (also becomes "TICA$1"), you will receive an
error message with the OS compilation of the second chart because the chart name already
exists.
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6.2 Required settings in the SIMATIC Manager

6.2

Introduction

General

Language

Archiving

52

Required settings in the SIMATIC Manager

Before creating a multiproject, you should check the default settings of the SIMATIC Manager
and adapt them to your requirements. The defaults settings can be edited in the SIMATIC
Manager under "Options > Settings...".

The online help is available in every dialog to provide you with an exact description of
the optional settings. Practical settings which can make configuration work easier are listed
below.

Move the storage location for projects to a directory of a data partition.

Once the country language has been set you can determine whether the I/0 address concept for
the multiproject to be created should be based on German (e.g. AW512) or English (e.g.
QW512).

Set both paths for archiving and retrieving to your chosen directory. The "PKZip" archiving
program is the default setting for archiving a multiproject. You also need to set "Check options"
to "No" in the "Configuring" dialog to shorten the archiving process.

Xl
Language I Gerneral I Date and Time of Day | Wi |
Columns I Wizards I Message numbers Archiving
Ereferred Archiving Program: — Options

| PKZip 12.4 [*2ip) x| Corfiguing... | I™" Check options

—Archive Directary during

¥ Check target dirsctany

Archiving: W Use on retrietal
ID:'\F'ES?_F'rniect Browsze. . | .
¥ Generate archive path
autornatically
Betrieving: W Use ¥ Create new arnchive

ID:'\F'ES?_F'rniect Browse... | name if names conflict

Cancel Help
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Message numbers

In PCS 7 V6.1 and above the "Assign CPU-oriented unique message numbers" option is the
default setting. This ensures that S7 programs are copied without changes being made to the
message numbers.

6.3 Creating the multiproject

Division into individual projects for multiproject engineering

Dividing the multiproject into functional units is recommended in principle in PCS 7 (e.g. one
project per unit). This setup provides the maximum flexibility during the configuration and
commissioning phase. This applies in particular to automation systems (AS). This way the
configuring engineer responsible for one or more automation systems (AS) can, for example,
uncouple the appropriate project from the multiproject and configure this project separately.

0S Client 01 0S Client 02 05 Client 03 0S Client 04

1

1

1

1

1

1

1

1

! I~ JITITE I~ JITITE I~ JTIITm I I |

____________________________ —_———— |

B Terminal bus TCR/IP :

i E | I -T-==f---=-- - 1

! ES 1 |

: : : 05 Server 1B |

! I I 0SServer 1A M_ = m] !

I A [Il N !

1 — [

1 [ 1

. T .

L ____ I I IR .

M Plant bus 1S0/Industrial Ethernet

j————~— - —————-- [ e e e ———-q4-"—-—"—-"—-—"—--- |
: AS 4105 : : AS 410H
1 el | 1 1 b ls | : | | :
1 1 1 "
1 1 1 "
1 1 1 "
1 1 1 "
[ 1 1 T !
| W PROFINET [T G } | B PROFINET m—
=L = o [HH |
e e e e e e e e e e e e e = 1 L e e e e e e e e e e ———— - a

The multiproject ("Comp_MP" in the following example) should consist of the following parts:
* Project "01_PLANT_A" for a unit consisting of fault-tolerant AS
* Project "02_PLANT_B" for a unit consisting of standard AS

* Project "25_ES" for one or more engineering stations
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* Project "20_0S" for the redundant OS server pair and an OS client
* Project"21_CL", for OS clients of the same type as typical operator stations
* Master data library "Comp_Lib"

The division of the multiproject into various projects is determined by technological and local
circumstances, as well as by specific project factors, such as the number of project engineers
or the delineation of responsibilities.

Note

When PROFINET is used, it must be ensured when dividing the multiproject into individual
projects that all stations that share a PROFINET network are in the same project. The functions
of HW Config, e.g. topology configuration (automatic commissioning), can then be used.

You can find additional information on PROFINET in SIMATIC PCS 7 in the "PROFINET in SIMATIC
PCS 7 — Guidelines and Blueprints (https://support.industry.siemens.com/cs/ww/en/view/
72887082)" application example.

Note

A redundant OS server pair must always be created in the same project. Referenced operator
stations must be created in the same project as the reference.

You can find detailed information on distributed engineering in the "PCS 7 Multiproject/Multi-
user Engineering" (https://support.industry.siemens.com/cs/ww/en/view/22258951)
application example.
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Procedure

The following steps show how to create the project "Comp_MP" for the first automation system
and the standard library:

1. Select the "New Project Wizard" command in the "File" menu in SIMATIC Manager.
The PCS 7 Wizard executes.

2. Select an AS 410-2H in the second dialog box. You can enter an part number (MLFB) using
the “Find" button.

PCS 7 Wizard: 'New Project’ X

Which CPU are you using in your project ? 2(d)

CPU: AS410-2H Find Bundles: V1.37

Bundle: MLFB | Description |
6ES7656-6C30-1BF* E-Stand:8 /8.2; AC

AS410-5-2HVB.2 XT; ACT0A R; UR2-H; without CP; 10m Sync Me
AS410-5-2H V8.2; DC10A; URZ-H: without CP: 10 m Sync Module

6ES7656-6C"30-1CF* E-Stand:8
6ES7656-6C730-1GF” E-Stand:8

6ES7656-6C733-1BF° E-Stand:8
6ES7656-6C"33-1CF° E-Stand:8
6ES7656-6C733-1GF” E-Stand:8
6ES7656-6C"30-3BF E-Stand:8

AS410-5-2H V8.2; AC10A; UR2-H: CP443-1EX30: 10 m Sync Module
AS410-5-2H V3.2 AC10A R; UR2-H; CP443-1EX30; 10 m Sync Modi
AS410-5-2H V8.2 DC10A; UR2-H; CP443-1EX30: 10m Sync Module
AS410-5-2H V8.2: AC10A; UR2; without CP: 10 m Sync Module

6ES7656-6C"30-3CF* E-Stand:8

et L A T T Ln AFPEZARA AT AN meEARA LI B T T T

l |
[T =] crazsvio

AS410-5-2H V8.2 XTR: AC10A R: UR2; without CP; 10 m Sync Milill
»

Number of communication modules:

Preview »x: |

Hep |

[t ]

Back Firish | Cancel |

3. Deactivate the possible OS objects in the third dialog box. This project component is created
in a step described later in this guide.

PCS 7 Wizard: 'New Project’ X

[]  Which objects do you still use? 34
Flant hierarchy AS objects :
Number of levels: I_ vI ¥ CFC chart
Iv SFC chart
05 objects :
[ PCS705 ¥ Single station system
[~ OpenPCS7 ) Multiple station system
I~ SIMATIC BATEH ! Wultiple station system redundart
™| Boute Contral
Preview 333> |
Back | Net | Firish Cancel |  Hep |
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4. Adapt the project name and the storage location (path) in the fourth window. The project
name matches the directory name.

5. Click "Finish".

x
2}  Where do you want to store the multiproject 2 4(d)
Directory name: The following objects will be created:

IComp Muttiproject: Comp_MP
Project: Comp_Prj
Master data library: Comp_LIB
Storage location (path):
DAPCST_Project Browse

Available directories and files:

Preview >>> |
Back | Hew | Fish | Cancel | Hep |

The multiproject "Comp_MP" is created and opened in the SIMATIC Manager.
6. Change the project name "Comp_Prj" of plant A to "01_Plant_A".

o
File Edit Insert PLC View Options Window Help
D (224 2R dee %)% =& kol
I ]
| Type
.t’-‘n.S'I_H - SIMATIC H Station
- [L2)5hared Declarations Shared Declarations
EEH j}ggg1 88 bRpFIBUS(D) PROFIBUS
SHO) =@ eporpus) PROFIBLIS
CF 4431 [ .
% Plant Bus Industrial Ethermet
CP 443l [%, Gilobal labeling field Global labeling field
CP 4455 Ext obal labeling fiel obal labeling fie
CF 443-5 Ext[1]
-] Shared Declarations
[ Comp_Lib
1] | i
Press F1 to get Help. |PC internal.loc:

Note

Project names for multiprojects and projects can be assigned freely. PCS 7 automatically
specifies the file path to the storage location in the Windows file system. The path name may
differ from the project name (shortened to eight characters). As PCS 7 data is only edited in
the SIMATIC Manager, this path name is of no consequence to the user.
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7. Change the name of "SIMATIC H station (1)" to "AS1_H".
8. Change the name of the S7 program of the station "AS1_H" (e.g. to "S7-ProgAS1").

[ SIMATIC Manager - Comp_MP =] b

File Edit Insert PLC View Options Window Help

Dw [2%& % 2R o &%=k

” < No Filter > j ¥ |

£® Comp_MP (Component view) -- D:\Projekte\Comp_MP\Comp_MP 10| =l
=178 Comp_MP 57 ProghSi | Connections
=P 01_Plant_2,

o A51H
H

CPLU 410-5H
CPU 410-5H(1)

CP 4431

CP 4431(1)

CP 443-5 Ext

- -k CP 443-5Ex(1)
{27 Shared Declarations
[ Comp_Lib

Press F1 to get Help. |PC internal.loc:

Note

Assigning unique names to the S7 program files of different automation stations is
recommended. S7 program names may not contain any blanks.

Language of the display devices

Check that the "Language of the display devices" setting is set uniformly across all projects for the
entire multiproject. This setting is used to select the languages that are used for the OS
configuration. This must be done before the first compilation of projects that contain an OS
server so that the texts will be created in all languages on the OS.

To check the settings, select the respective project and then the "Language for Display
Devices" command in the "Extras” menu.

The project "01_Plant_AS" has been created via the multiproject Wizard and therefore
automatically contains the five PCS 7 standard languages. Only the relevant installation
language is generally entered for new projects to be added.
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Add/Delete Language, Set Default Language : 01_Plant_A x|

Avallable Languages: Inztalled Languages in Project:

Afkaans ﬂ E nglish [United States)

Albarian French [France]

Azer [Cwillic] German [Germany]

Azeri [Latin] -2 | Itakan (Italy)

Basque Spanish [International Soit)

Belarusian

Bosnian [Cyiillic, Bosnia and Herzey

Bosnian [Latin, Bosnia and Herzegs 5= |
Bulgaian

Catalan

Chinese HonaKona S4R1 =)

- Dafault Langusge

German [Germany] Set az Default |

oK | Apply Cancel | Help |

6.4 Adding additional projects

Procedure
The following steps demonstrate how to add an additional project:
1. Create a new project for Plant B. It will later contain a standard CPU.

2. Select the multiproject "Comp_MP" and select “Multiproject > Create in multiproject..." in the
shortcut menu.

3. Enter the name "02_Plant_B" (Plant_B - name of the plant) and amend the storage location
where applicable.

New Project x|

Usger projects |Libraries| Mulliprniectsl

M arne | Storage path ;l
% 01_Flant_a D:APCST_ProjectComp_MPSO1_Plant

¥ Add to current multiproject [Compendium_MP)

Marme: Type:
[02_ Pt B [Froiect =]
™| F Litirary

Storage location

ID:\F'CS?_F'rDiect'\Cnmp_MF' Browse... I
ok | Cancel | Help |
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4. Create a new project for the redundant OS server pair and the associated OS client. Select the
name "20_0S" and the storage location.

5. Create a new project for the remaining OS clients. Select the name "21_CL" and the storage
location.

6. Create a new project for the ES. Select the name "25_ES" and the storage location.

The "New Project" wizard has already generated the "Comp_Lib" master data library and
added it to the project. It should contain all blocks, process tag types and CMTs (control
module types) used in the project as a template.

Note

A central data management in the master data library is a prerequisite for essential PCS 7
functions such as the Import Export Assistant or the automatic block update for all S7 programs
in the multiproject. When CMTs are used, the instantiated CMTs can be synchronized with the
source type of the master data library.

Furthermore you can use the master data library to ensure that all project engineers are working
on the same database. This facilitates coordination and organization during the configuration
phase and during the later project expansions or upgrades.

Result
Once the projects are created the corresponding structure is displayed in the component view
of the SIMATIC Manager.
_SIMA.TIE Manager - [Comp_MP {Component view) - D:\PCST_P; 101 =l
File Edit Insert PLC View Options Window Help =] =l
Dﬁ|g?@|% E|ﬁ||?%|gﬂ’:_f: ||<NDFi|tEI> j
SR Cor  MP % 01_Plant_& % 02_Plant_B
; 01_Plant_a, =5 20 05 Epan
02_Plant_E = 25 ES & Comp_Lib
20 05
21_CL
25 ES
[ Comp_Lib
Press F1 to get Help, [PC internal {lacal) i
6.5 Adding Additional Stations

Once the projects have been created you will insert the automation systems (AS) and the PC
stations in this section in accordance with your plant layout.

Note

The network adapters for the terminal bus are not configured.
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_SIMATIE Manager - [Comp_MP (Component yview] -- D:! ) - |D|ﬂ
Fil=  Edit Insert PLC Wiew Options Window Help

You should use the following project structure as a template for creating these:

=& x|

D |8+ % =R (dnlo %[

Ll = || < Mo Fiter »

EI@ Comp_MF

=P 01_Plant_4

F- il A51_H

B[] Shared Declarations
= 02_Plant_E

a52

{17 Shared Declarations
=8P 20,05

-8 CLENTD

WinCC Appl. Client

WinCC Appl,

=2, SERVER1E
=[] winCC Appl. (Sthy.)
S 051_StBy

CLIEWNTOZ2
E--- WinCC Appl. Client

gl CLOZ

CLIENTO3

------ Iy CLO2_Re{1)
=48, CLIENTO4

I CLO2_Ref(2)

-7 57Lib
+_7] Shared Declarations

Press F1 ko get Help,

7 [ winCC Appl. Client Ref,

=[] WinCC Appl. Cliert Fief,

Kanfiguration  WinCC Appl. CP 1623

iy

¥

[PC internal (lacal) 4
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6.5.1 Engineering Station

Procedure
The following steps show how to insert and configure an engineering Station (ES):

1. Inserta SIMATIC PCstation into the project "25_ES" by selecting the project and selecting the
“Insert New Object > SIMATIC PC Station" via the context menu.

2. Rename the PC station.
The name of the PC station must match the station name in the Station Configuration Editor
in which the computer name is preset. We recommend using the Windows computer name
of the ES (for example, "ES22"). This applies to all PC stations.
Avyellow arrow then appears on the ES PCstation icon in the SIMATIC Manager to indicate the
capability of the ES to establish a connection to the system bus via the "PCinternal” interface.

_SIHATIC Manager - [Comp_MP (Component view) -- D:\Projekte\C - |EI|5|
Fle Edit Insert PLC View Options Window Help =0 S|
DS (8% | 4 2R dn|o 25 |0 8 2 | & |[<Nofter =%

=178 Comp_MP [2ly:Conhguration; WinCC Appl. ::ﬂ::EIF' 1623

“ Bp 0T Pl |

B 8 02_Plant_B

B8P 20_05

B-EP 21_CL

B8P 25 ES

© - ES22

-7 Globale Deklarationen
[ Comp_Lib

Press F1 to get Help. [PCinternal
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3. Select the "Computer name identical to PC station name" option in the PC station object
properties. The "Computer name" field cannot be empty as other functions such as
"Configure PC Station" need to be able to access this name.

Properties - SIMATIC PC Station x|

General |Settings| Canfiguration |

Mame:

Praject path: ‘25_ES&E822

Storage location

‘D:'\F'ES?'_F'rniec:l\Eomp_MF'\25_ES

lelo] 1<

of the project:

Aithor: |

Date created: 0142272007 03:15:56 PM
Last modified: 12401/2008 11:12:53 AM
Comment;

Computer name

¥ Computer name jdentical to PC station name

Computer name: ES22

Cancel Help

4. Open the PC station in HW Config.

62

Compendium Part A - Configuration Guidelines (V10.0)
Configuration Manual, 04/2025, A5E52549861-AA



Creating and managing a PCS 7 project
6.5 Adding Additional Stations

5. Inserta CP1623 for communication with the system bus. Optionally, when "WinCC
Application" is added, you can test OS Runtime on the ES with the "OS Simulation" function

[ Hw Config - [ES22 (Configuration) -- 25_ES] -0 x|
E“] Station Edit Insert PLC View Options Window Help =] =l
D3R & g bedda D%
= o=l
—End | ,,,ﬂ “'il
Profile:  [PCS7_v30 |
=, SIMATIC PC Station =
D Archiv
{:l BATCH
D Caontraller
20 CPndustial Ethermet
-0 CP1512
= -0 CP1612
4| | _,|—I -0 CP1613
=1 CP 1623
~HER SWWTA
ﬂﬂ i) PC %swvs.m..
; ol SWVETL
Index todule .| Ordernumber | Fio | M| T
i WinCC Appl, =l B33 CP 1628 =l
2 CP 1623 BGE1 162-384600 [WE.1. — [SIMATIC NET CF 1623; 2% 10/100/1000 = E<|
3 Mbps (IE SWITCH); RJ-45 ports; PCI-E =
2 bus; 1S0; TCP; UDP; 57-/57 H
hd communication; open communications LI
Press F1 to get Help. | | i

6. Create a new subnet for your system bus in the object properties of the CP1623 and assign
the planned MAC address to the CP1623. Change the name of this e.g. to "system bus".
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7. Activate the "Time-of-day mode" option in the "Options" tab of the CP1623 properties dialog
so that the CP1623 is generally capable of forwarding the time frames to the OS.

Properties - CP 1623 x|

" General I Assignment  Options | Ciagnostics I

— Time-of-Day Synchronization
v Time of day
1. i

— Send Keepalives for Connections
[V | Activate (30 seconds)

— Settings for TCP protocol

NDIS IP address I

res | o

8. Execute the "Save and compile” command (CTRL+S).
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9. Transfer the configured hardware to the system bus interface of the ES via the "PLC >
Configure..." in the context menu.

_SIMA.TIE Manager - [Comp_MP {Component view) - D:\PCSY_Proje
File Edit Imsert PLC ‘iew Options ‘Window Help

O (87 | 4 B2 @2 25| % & & |[ < NoFiter »
=128 Comp_tP Configuration WinC Application
B-E8 01_Plant_A CP1E13
02_Plant_B
2008
: 21_CL
= 25 ES
E%? Open Object A0
=T Ctri+x
; -] 5ha Copy Chrl+C
-G Comp_L pacre Chel+Y
Delete Dl
PLC 3 Dovanload Chrl+
Configure. .,
It Protecti -
Fhess Trotecton Zompile and Download Objects...
Print ’
rin Cormpare, ..
Chatts 3
SIMATIC Route Contral 3
SIMATIC BATCH
Renarne F2
Cibject Properties. .. Ale+Return

10.Load the configuration via the "PLC > Download..." command in the context menu in the
program.
Following successful configuration, the status and operating state of the two configured
components is displayed in the Station Configuration Editor. The Station Configuration Editor
starts automatically after Windows Login.
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Station Configuration Editor - [ONLINE]

Companents |Diagnnstics| Canfiguration Infol

Station: 522 Mode:

RUN_P

Index | Mame | Tupe | Ring

| e

| Statug | Run/Stop | Conn

1 [ winCCAppl
z O cPigz3

WinCC Appl.
CP1E23

[== It I = I ) I S )

[4=]

1
12
13
14
15
16

17

&
I

||

fdd.. | Edit.. |

Delete.. | Ringal |

Station Mame... | Impaort Station .. |

Dizable Station |

Help |

See also

Integrated asset management (Page 299)
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6.5.2 Automation system - Standard

Procedure
The following steps show how to insert a standard automation system (AS) into the project:

1. Insert a standard AS into the subproject "02_Plant_B" by selecting the subproject and
selecting the "Insert New Object > Preconfigured Station" command via the context menu.

=10l %]
File Edit Insert PLC View Options Window Help 18| x|
DB % 2R k2 55 % = | &1 [] < No Fiter > =% |
EI@ Comp_MF Ohject name | Surbaolic name | Type
01_Plant_a
02_Flant_B
Open Cbject Cirl+Alt+0
ot L
=R 25 ES
@ Comp_Lib Copy. ChrlHC
- Baste e R
Delete e
Insert New Object SIMATIC 400 Station
Multiproject SIMATIC 300 Station
PLC SIMATIC H Station
- — SIMATIC PC Station
Feess Fro en Other Station
PCS 7 License Information... SIMATIC 55
PGJPC
Shared Dedlarations 3
| ) & N MPI
Plant Hierarchy . PROFIELS
EantTypes - Industrial Ethernet
Erjarne . ; PTP
SHEEEREEETE EHELT Foundation Fieldbus
57 Program
SINAMICS
SINAMICS Libraries
Preconfigured Station...
a5
05 (Client)
Shared Dedarations
Project Documentation
| | i
Expands existing projects with a preconfigured AS or PC station v

The PCS 7 wizard for inserting new objects runs.

2. Using the PCS 7 wizard select your standard AS in accordance with the article number and
terminate the wizard without selecting any corresponding OS objects.
Information on running the PCS 7 wizard can be found in the section "Creating the
multiproject (Page 53)".
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6.5.3 OS server

Procedure
The following steps show you how to insert and configure OS servers in the project:

1. Inserta new PCstation into the subproject "20_0S" by selecting the project and selecting the
"Insert New Object > Preconfigured Station ..." via the shortcut menu.
The PCS 7 Wizard executes.

PCS 7 Wizard: 'Expand Project’ |
ki 1[3]
CFU: Eind | Bundles: 1.9
Bundle: | |

Mumber of communication modules: I - I ...........
Preview » > |

Back | Mext I Firish | Cancel | Help |

2. Click "Next" without selecting a CPU.
3. Select the "PCS 7 OS" option box and the "Multiple station system redundant” option.

PCS 7 Wizard: 'Expand Project’ x|
(= Which ohjects are you still using? 2[3]
Flant higrarchy : A5 ohjects :

Humber of levels: I vI [T CFC chart
[ SFE chart
05 ohjects :
v PCS7 05 " Single station system
[~ SIMATIC BATCH " Multiple station system
™ Foute Control * ultiple station system redundank
™ OperFLS 7
Prewiew »»» |
Back | Mext I Firizhy Cancel | Help |
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4. Terminate the PCS 7 wizard.
The following structure is created in the component view for project "20_0S":

_SIMA.TIE Manager - [Comp_MP {Component view) — 101 =l
File Edit Insert PLC View Options ‘Window Help =] =l
D (8% a | 4 e |dn||o %[5 o 6| & [ cNoFie

=)-{=a] Camp_MP
& 01_Plant_4, lﬁqﬂ

F.onfiguration  WwinCC Appl. CP 1623

&5 20 05
=&, CLENTM

. B[4 WinCC Appl. Client
=&
B[] WinCC Appl

; L.Eg D51
=8, SERVER1E
=[] WinCC Appl [Sthy )
L. D51_SiBy
-89 21_0L
&-&P 25 E5
- Comp_Lib
-z S7Lib
-] Shared Declarations

Press F1 to get Help. [ [PC internal {local) 4

5. Rename the three new PC stations. The names "SERVER1TA", "SERVER1B" and "CLIENTO1" are
used in the example project "Comp_MP".

6. Change the name of the OS object of station "SERVERTA" to "OS1".
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7. Open the properties dialog of the "0S1" and click on the "Target OS and Standby OS" tab.
Make the following settings:

— Enter the path for the target OS computer.
A shared folder with write access must be available on the target OS.

— Enter a meaningful name for the symbolic computer name.
The symbolic computer name determines the server prefix and therefore the server data.
It is decisive for the OS server-client communication. Avoid any special country-specific
characters with this.
This setting can only be entered with the initial configuration.

— Select "OS1_Stby" from the selection menu in the "Standby OS" area.

— Select the "Transfer to external archive server" check box if necessary.

Properties - 05: 051 x|

General  Target OS and Standby OS Computer |

Path to the Target 05 Computer

IS ERVER1Aproject VOS5 14051 mop Search .. |

Symbolic computer name:
[PlarisAB

Standby 05
|051_stBy =l

[¥ Create/update archive tags
[~ Transferto extemal archive server

ok | Aoy | Cancel |

8. Open the properties dialog for the assigned standby OS and enter the path for the
corresponding target OS computer here as well.
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the system bus in a free row. Use unique MAC addresse
name "Plantbus”.

6.5 Adding Additional Stations

9. Open the SERVER1A configuration dialog and configure the CP1623 as a network adapter for

s for this and assign a subnet with the

E-E_:HW Config - [SERVER1A (Configuration) -- 20_05] 101 =l
@l ststion Edit Insert PLC View Options Window Help =181 =]
e A =0
- ol
= {0y PC i =
1 CP 1623 - —|End: | | ani)
. WinCC Appl. | Profie:  [PCs7_va0 =
4 -l SIMATIC 400 =
5 =8, SIMATIC PC Station
& D Archiv
7 ﬂ {:l BATCH
2 D Caontraller
EID CP-Industrial Ethemet
- {:l CP1912
4 I I _,I_I H {:l CR1E12
{:l CP1613
=+ CP 1623
4= mp| SERVERTA - Sw VTl
o Swiva ..
Slat I Dezignation I %
& |Ar R swveLT. =l
SIMATIC NET CP 1623; 2 % 10/100/1000 ~ f(l
Mbps (IE SWITCH); RJ-45 ports; PCI-E =
buz; 150; TCP; UDP: 57-/57 H
communication; open communications LI
Press F1 to get Help. | | i

10.Select time of day mode in the "Options" tab of the CP1623 properties dialog.

Properties - CP 1623 x|

General I Assignment  Options | Diagnostics I

r— Time-of-Day Synchronization
¥ Time of day

) Waster [time sender]

'a

— Send Keepalives for Connections
[V fctivate (30 seconds]

r— Settings for TCF protocol

MDIS IP address

Cancel Help

11.Configure SERVER1B in the same way as SERVER1TA.
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6.5.4

Introduction

72

12.Transfer the PC station configurations from the SIMATIC Manager to both the OS servers via
the "PLC > Configure ..." command (See also Engineering Station (Page 61)).

13.Load the configuration via the "PLC > Download..." command in the program.

The following figure illustrates the configuration of the system bus, whereby all tasks are
performed from the central ES.

® @ @ CPU = Configure...
El El CPU > Download

B Terminal bus

£ E'r"""""mrcié_s_ér_dééiﬁ"_@ osserver 18| |

o ® W
IEI!! I
i
g \E As]

B Plant bus E: : i
i | i | il |
OS clients

By creating the stations in the project "20_0S" an OS client station has already been created
which was renamed to "CLIENTO1" in the previous section.

This OS client can be configured and started accordingly in the later configuration stages.
Furthermore the connection to OS servers already activated can also be tested.

The OS clients for the plant operator are created later once the configuration is complete in
the separate project "21_CL".
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Procedure
The following steps demonstrate how to create the station "CLIENT02":

1. Copy the completed station "CLIENTO1" from project "20_0S" to project"21_CL"and rename
it to "CLIENTO2".

2. Rename the OS client project in the SIMATIC Manager as "CL02".

3. Enter the path for the target OS in the object properties.
A shared folder with write access must be available on the target OS.

Using OS reference clients

OS reference clients are always used when all settings on several OS clients are identical. Each
configured OS client can be used as a basis for further clients. Creation and maintenance efforts
along with the project scope for operator stations are reduced considerably as a result.

In the example project, the stations "CLIENT03" and "CLIENT04" should be identical to station
"CLIENTO2".

As of PCS 7 V10.0, a standard server and preferred server can be configured for each OS
reference client, independently of the basic OS configuration.
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The following steps demonstrate how to configure the stations "CLIENTO3" und "CLIENTO4":

1. For the number of identical clients configure a PC station for each with "WinCC Appl. Client

Ref".

E-E_:HW Config - [CLIENTO03 (Configuration) -- 21_CL] 101 =l
E“] Station Edit Insert PLC View Options Window Help =] =l
D3R & g bedda D%

- ol
= [y PC i -
i1 ert Ref. b | I _1-In 2 _"’Iﬂ
. Profie:  [PCs7_va0 =
4 =-J8, SIMATIC PC Station =]
3 B Archiv
6
7 D Controller
2 D CPndustial Ethernet

-1 CPPROFIBUS
HHI
_ILI § 5POSA Al
KN — E [ wincc Appl
- wWinCC &ppl. (Sthy.)
ﬂ:l [0 PC |4 winCC Appl. Client
-4 WinCC &ppl. Client Ref.
Index Module Order... | Fi. | M| 1. | C.. I [ winCC Appl. Ref. ﬂ
1 WinCC Appl. Clisnt Ref. |- ] Lo oo
z = || £,
3 WinCC Application for aWinCC Client -
Reference Project
2 [
Press F1 to get Help. | | i

2. Configure the OS basis and the path to the target OS computer in the object properties of the
OS project created within "WinCC Appl. Client Ref".
A shared folder with write access must be available on the target OS.

3. Select the appropriate project from the existing OS client projects in the "OS Basis" field.

L SIMATIC Manager - [Comp_MP
@ Fle Edt Insot PLC View Optior
D@ 4 e gl Go=d 05 cheri neference optons |
=zl Cownpy MP

#29 01_Flart A Paii o the 05

§ Flori_B st ala

A Prapertics - 05 chent relerence: CL0Z_Rel{1) x|
s

0z | AT T 12 meo!
2005 WCLIEMT D LALLIIE me

0L
=B CLENTIR
B[] Wk Apd Chent 05 Batis
f cLoe L -
o -] cu&rnz l E
=[] Wt Appl Gl Rt
&, [CLO2_Ref{l)
= B CLIENTO
WinL T Appl Ciient Rled
o CL0G Red(2)
=8P 5 E%
=@ Comp_Lb
(@] STb
11 Shawed Declaatons

+
*

[Bress FI o get Hedp. E_I il
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The station "CLIENTO03" is identical to station "CLIENT02" in project "Comp_MP". In this case
the OS project "CLO2" can be used as a basis for station "CLIENT03". The path to the target OS
computer is set on the station "CLIENT03".

Note

If the settings for a referenced OS client change in relation to the base client, a new base client
must be created. We do not recommend making changes on the OS client computer.

6.6 Creating the plant hierarchy

Introduction

The individual stations have been added and the configuration of the automation system has
been stored in the SIMATIC Manager component view. The plant view is used to portray the
hierarchy of the process structure in the project.

One of the first and most important tasks in a project is defining the plant hierarchy (PH).
The PH is the basis for the outward appearance of the OS runtime or for the integration of
SIMATIC BATCH.

Creating the PH

In the example project "Comp_MP" the PH of the AS projects is structured as shown below:

_SIMATIE Manager - [Comp_MP (Plant ¥iew) -- D:\PC57_ProjectComp - |D|ﬂ
File Edit Insert PLC ‘View Options Window Help -2 =l

|| < Mo Fiter > =7 | =
25 01_Plart_&, 25 02_Plart_B B2 Es

01_Plant_a % 20_05 % 21_CL
_ 127 Shared Declarations @ Comp_Lib

D (89 % B i e ][o =]

fluid_products
main_fluids

pa) solid_products
=2 02_Plan_B

-2 Shared Declarations
=-(Edl reactorb

extraction
B 20 05
21_CL
B 25 ES
E-§ Comp_Lib
{17 Shared Declarations
@ Models
-- Process tag types

Press F1 to get Help, |PC internal (local) i
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Create a PH in the "01_Plant_A" and 02_Plant_B" projects for the two automation systems.
You can either create the individual hierarchy folders one by one or generate them
automatically using a script file in the Import/Export Assistant (IEA).

Note the following rules:

The plant designation (HID) is composed of a block name, CFC chart name and sometimes a
hierarchy folder name. In principle the HID should be kept as short as possible. We
recommend using CFC chart names (process tag name) that are unique throughout the
project. Incorporation of the hierarchical folder names can be avoided in the HID (see section
"Make PH settings").

If the plant naming convention is to be based on additional functional factors, the hierarchy
folder names can still be integrated in the HID. The length of the HID should be limited to
ensure that it can be fully displayed in all OS editing windows. The number of characters in
the name of the hierarchy folders should not exceed this limit. Names with characters that
exceed this limit will not be fully displayed in the HID.

The following special characters may not be used in the name of a hierarchy folder: [ . 1[ %]

WRRRURRSE
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Making PH settings

1. Adapt the HID using the object properties of the PH by right-clicking on the multiproject and
then selecting "Plant Hierarchy > Settings".

Customize Plant Hierarchy

Select the project to be uzed az a template:

01 _Plant & 4 ] omp_MPYComp PrisG
02_Plant_B WMESZ2AWPCS 7Projekte\Comp_MP402_Planty0z
20_05 YMESZ2APLS 7Pojekte\Comp_MPYW20_05420_
21_CL WMESZ2AWPCS 7Projekte\Comp_MPY21_CLA21_(
25_ES WMESZ2AWPCS7Pojekteh\Comp_MP4Y25_ESh25_|

Cancel | Help |

2. Select a subproject to serve as a template. In general, the PH settings should be uniform
throughout the multiproject in PCS 7.
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Customize Plant Hierarchy |

Humber of hierarchy levels: ] =

— Lewel Settingz

Lewel Max. number  Included in *fith 05 area
of characters HID separator
1 4 = r F o
z 4 = r F .
2 24 = r ¥ .
4 4 = r ¥
I} 24 = r M
E: 24 = r ~
Z 4 = r F
23 4 = r F
Freview: I

¥ Derive picture hierarchy from the: plant hierarchy

[ Derive diagnostic screens from the plant hierarchy

{% | [aintenance Station Standard [license required)
") Maintenance Station Basic [overview screens only)

" Waintenance Station EDR [ho A5 diagnostics]

% Derive PH names from the names of the hardware components

") Derive PH names from the comments of the hardware components

Higrate diagnostic settings ...

Cancel | Help |

* The number of hierarchy levels should remain set to 8, since for example the optional "Derive
diagnostic screens from the plant hierarchy" asset management function can automatically
generate up to 8 levels.

* You can use the "OS area” option to determine the level from which the PH is displayed in the
OS. The default setting is for the first level as in the example.

* The"Derive picture hierarchy from the plant hierarchy" setting is activated by defaultin PCS 7.
The advantage of this is that the OS picture hierarchy is fully derived from the configured PH
during OS compilation and does not have to be configured and maintained separately.
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Making the AS assignment

The object properties of a hierarchy folder play an important role in this regard. Using the
"reactor1" folder as an example: On the "AS-OS Assignment" tab, assign the "reactor1" folder an
automation system as a technical plant from the component view. In this case the charts from
station "AS1_H" are assigned.

E-{=a] Comp_MP filling fluid_products main_fluids zolid_products
EI--&_?EHL?D - Properties - Hierarchy Folder -- reactorA x|
- ared Declarations
=[] reactord General I Control and Monitoring Attributes ~ AS-05 Assignment |SBB Type Definition I
- (B filing

- [E] fluid_products Assigned AS (chart folder):

H
zolid_products

[‘]% 02_Plant_E Lowerdevel objects
D Globale Deklarationer

All lowerdevel objects have the selected assignment.

[
[
[ (B estraction [~ Wirite-protection for charts
+-S58 20_05
[+ 21_CL
- 25_ES Assigned O5:
(=)- & Comp_Lib <not assigned: j
Lowerdevel objects

All lowerdevel objects have the selected assignment.

Cancel |  Hep |

Each hierarchy folder then has an AS assigned as a technical plant, unit, or function in which
the charts run after being downloaded.

All elements which you add to the hierarchy folder will be assigned to this AS. If you transfer
the selected assignments to lower-level objects, the subordinate hierarchy folders adopt the
same AS assignment. You can recognize this by the note "All lower-level objects have the
selected assignment.”

Synchronizing the PH

The PH of the "20_0S" project with the two OS server stations is generated by synchronizing the
PH from the two projects for the automation systems.

To do this, use the command "Plant Hierarchy > Update in Multiproject".

Note

Additional information on this is available in the "SIMATIC Process Control System PCS 7 -
Engineering System" (https://support.industry.siemens.com/cs/ww/en/view/109973492)
manual.
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£¥ Comp_MP {Plant ¥ie ' PCS 7Projekte’, Comp_MP Comp_MP
E-[=a] Comp_MP (] fluid_products
=P 01 _Plant_4

{7 Shared Declarations

main_fuids

Cut Chrl+3

Copy Chrl+C

Paste CErl

Delete Del

Insert New Object 4
Access Protection 4
Prink 4

Plank Hierarchy Settings. ..
Process Tags
Models »

Check Consistency
Open Check Log

SIMATIC Rouke Conkral »
CreateflUpdate Block Icons. ..
SIMATIC BATCH 4 Open Block Icons Log
Rename Fz Change AS Assignment...
Obiject Properties. .. Alk+Return Change O35 Assignment. ..
[]--@ extrachion Cancel Assignment:. .,
H-=El 21_CL
w28 25 ES CreateflJpdate Diagnostic Screen
- Comp_Lib Display Diagnostic Screens Log
Advanced Diagnostics Setkings. ..
| 7 | Configured Objects
Update in the Mulkipre
Note

PCS 7 V7.0 or higher:

If e.g. the name of the hierarchy folder "reactor2" is changed in project "02_Plant_B", this change
in name automatically follows in the linked hierarchy folder of project "20_0S".

Making the OS assignment

You need to make the OS assignment for the hierarchy folder before you can add process
pictures.

All elements which you add to the hierarchy folder will be assigned to this OS. If you transfer
the selected assignments to lower-level objects, the subordinate hierarchy folders adopt the
same OS assignment.
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6.6 Creating the plant hierarchy

E@ Comp_MP @filling [ fluid_products {5) main_fluids {) solid_products
“ By pes x
D Shared Declarations
= reactond General I Control and Monitoring Attributes  AS-0S Assignment |SEB Type Definition I
filling
fluid_products Aasigned AS (chart folder):
a| main_fluids I::nl:lt assigned:> j
B solid_products
[—]--% 02_Plant_B Lowerdevel objects
(] Globale Deklarationer Al lowerdevel objects have the selected assignment.
= reactorB
-] boiling
[+-[B] destillation _ :
B extraction = wiite-protection for charts
=8 20,05
-] Globale Deklarationer ) ;
Elﬁ reactord, L
H []--@ filling SERVER1/
[]--@ fluid_products )
B g main_fluids e
[]--@ zolid_products All lowerdevel objects have the selected assignment.
E-{g] reactarB
@ builirg
@ destillation
@ extraction
-39 21_CL
- 0K Cancel Hel
Bp o5 s - E p

Checking the consistency of the PH

We recommend that you check the consistency of the plant hierarchy each time you have edited
it. For this right-click on the multiproject and select the "Plant Hierarchy > Check Consistency"
command in the context menu.

The screenshot below illustrates a naming conflict relating to CFC charts which are in
different AS programs, but the same multiproject.

x
Marming Conflicts |
Object t... | Project / librany | Path in the plant view | Plant D'ezignation
[=h M_Plant_& [AESZ2..  reactordMiling\RANVT003  RAVTO03
[=h 02_Plant_B [AESZ2..  reactorBMiling\Ray1003  Rav1003
<] | 2l
Claze | Pritt.... | Help |

Compendium Part A - Configuration Guidelines (V10.0)
Configuration Manual, 04/2025, ASE52549861-AA 81



Creating and managing a PCS 7 project
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6.7

Introduction

In the check log, all objects are displayed with their symbol, project name, and, if they exist,
the paths of the plant view and the component view.

Note

We recommend that the consistency check always be performed for the entire multiproject,
which will entail additional checks.

Additional information on this is available in the "SIMATIC Process Control System PCS 7
Engineering System" (https://support.industry.siemens.com/csiww/en/view/109973492)
manual or via the Help button in the log.

You can display the log without running the check again, via "Options > Plant Hierarchy > Open
Check Log" command.

Sharing out configuration work

Engineering management within a multiproject without any division of labor is a standard
practice.

However, if the goal is to shorten the configuration time by working in parallel, as of
PCS 7 Version 7.0 SP1 the question of the most suitable method arises, because multi-user
engineering has now been introduced as well as multiproject engineering.

Multiproject engineering

For fast and flexible AS configuration, individual projects can be divided among distributed
engineering stations. PCS 7 offers the appropriate system functions for managing, distributing
and merging the projects. Projects can be separated from the multiproject in order for them to
be processed on other engineering stations, e.g. in an office environment. Once they have been
processed these projects are reintegrated into the central multiproject of the plant.

Note

You can find additional information in the "SIMATIC Process Control System PCS 7 Engineering
System" (https://support.industry.siemens.com/cs/ww/en/view/109973492) manual and in the
"PCS 7 Multiproject / Multi-user Engineering (https://support.industry.siemens.com/cs/ww/en/
view/22258951)" application example.

Multiproject Engineering with SIMATIC BATCH

82

You can find information on multiproject engineering with SIMATIC BATCH in the "SIMATIC
Process Control System PCS 7 — SIMATIC BATCH (https://
support.industry.siemens.com/cs/ww/en/view/109974346)" manual.
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6.7 Sharing out configuration work

Multi-user engineering

In addition to multiproject engineering, PCS 7 as of Version 7.0 SP1 also offers the possibility of
working parallel on the same user program (CFC/SFC of an AS project). In this case the specific
project can remain at its storage location. The multiproject is filed on the central engineering
station. Using a Windows server operating system on the engineering server is recommended
for performance reasons. The individual projects from multiple engineering stations are opened
and processed via a network.

Note

In order for the required Sybase server to run on the central server computer, a user must be
logged in on the central server computer. In order to remove this condition, you can set up the
Sybase server as a service using the "setsybserv.exe" application.

You can find extensive information on this in the section "This is how you prepare the
engineering station for multi-user operation” in the "SIMATIC PCS 7 PC — Configuration" (https://
support.industry.siemens.com/cs/ww/en/view/109973495) manual.

Parallel working on a project via a combined network is restricted to CFC and SFC. Specific
improvements were implemented in CFC and SFC, including failsafe functions to safeguard
system integrity and data consistency when several users access the same data at the same
time.

Starting with PCS 7 V8.1, when a CFC chart is opened, the user receives the message "Chart
is being edited" if another editor has already opened this chart.

Chart is being edited x|

The 'NP111' chart is currently being edited by the
following users:

User | Computer name |
WSadmin ESOS

Would you also like to open the chart?

Cancel |

From PCS 7 version V8.1 onwards, the OS station can be opened and edited remotely by all
connected engineering stations.

The individual editors or images can only be opened by one user simultaneously in each
case. Sometimes a "read only" mode is also possible for looking at the configured data if
editors are already opened.

Note

Additional information on this is available in the "SIMATIC Process Control System PCS 7
Engineering System"” (https://support.industry.siemens.com/cs/ww/en/view/109973492)
manual.
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6.8 System Registration — System ID

6.8

84

System Registration — System ID

A new service concept was introduced with SIMATIC PCS 7 V9.0, which is based on a system-
specific system identification number — the System ID (SID). As of SIMATIC PCS 7 V10.0, use of
the System ID is mandatory.

The System ID is generated once when you register your new system for free at
www.siemens.com/SIDregistry (www.siemens.com/SIDregistry) and is stored centrally at
Siemens Technical Support. It then serves as the unique identification of your PCS 7 system
over its entire life cycle.

You can assign the System ID to your PCS 7 multiproject by entering the System ID in the
properties of the multiproject in the SIMATIC Manager. The System ID entered there is also an
integral component of the inventory data that you read out with the SIMATIC Management
Console and can be sent to Siemens Technical Support via a Support Request.

Technical Support adds the transmitted inventory data and all the requests you make over
the system's life cycle to your basic data. Registering your system offers you the following
advantages:

¢ Faster and more targeted support saves you time and may shorten or prevent system
stoppages.

* Holistic and fast error correction based on the current system configuration

e Lasting troubleshooting through documentation of all previous requests

Note

The "Determine inventory data" and "Export inventory data" functions of the SIMATIC
Management Console can be used without a license starting in V9.0.

Note

You can find more information on the System ID in the "SIMATIC Process Control System PCS 7
Engineering System"” (https://support.industry.siemens.com/cs/ww/en/view/109973492)
Configuration Manual.

Note

You can find more information on determining the inventory data in the "SIMATIC Process
Control System PCS 7 SIMATIC Management Console" (https://
support.industry.siemens.com/cs/ww/en/view/109973643) System Manual.
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Introduction

This section describes the settings in the hardware configuration (HW Config) of the example
project ("Comp_MP").

The screenshots provide an overview of the properties of the following configurations:
e H-system with CPU 410-5H and CP 443-1/CP 443-5 Ext.

e Standard AS with a CPU 410-5H and
CP 443-1/CP 443-5 Ext.

For other CPUs or CPs, the properties dialog boxes may differ slightly.
Note the following when using SIMATIC PDM in the project:

S7-400 CPUs firmware version 5.1 and higher and Win AC RTX software version V4.6 and
higher support dataset routing to the internal PROFIBUS DP interface. For this purpose,
the CPUs must also be configured in this firmware version. For all other S7-400 CPUs, the
required routing functions must be implemented with a CP 443-5 Ext.

7.1 General CPU settings (H system and standard AS)

PCS 7 features optimized default settings for a CPU so that only a few parameters need to be set
for a given project.

Detailed information on the parameters can be found in the HW Config online help. Special
contexts for PCS 7 are explained in greater detail in the following sub-sections. These
subsections also contain relevant recommendations, the parameters to be left at their default
settings, and the parameters you may need to adapt to your particular project.

CPU parameters highlighted in blue can be changed during operation on an H system. All
special information for the CPU settings in the H system is given in the section titled "Special
settings for an H system".

The following settings are made in the object properties of the CPU in HW Config.
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7.1.1

86

Startup

The parameters relating to the CPU startup characteristics can be checked on the "Startup" tab.
We recommend that you retain the default settings.

Properties - CPU 410-5H - (R0/53) ﬂ

Time-of-Day Intermupts I Cyclic Intermupts I Diagnostics/Clock I Protection I H Parameters
General Startup | Cycle/Clock Memory I Retentive Memony I Memory I Intemupts

[+ Startup if preset configuration does not match actual corfiguration;

[¥ | Eeset outputs at hot restart

[V | Dizable hat restart by operatar (for example, fiom PE]
ar communication [ob [for example, from ME stations],

— Startup after Power On

1 Hiok restart & Warm restart ' Cold restart

r— Monitaring Time for
"Finished" message from modules [100 ms]: 650

Transfer of parameters to modules [100 ms]: &00

:

Hat restart [100 ms]:

Cancel Hep |

This relates particularly to the enabled setting for "Warm restart." In this case, the current
process parameters are not reset to their initial values.

Another factor that plays a role in terms of startup characteristics is the fact thata PCS 7 AS is
always equipped with a backup battery.
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7.1.2 Cycle/Clock Memory
Settings on the "Cycle/Clock Memory" tab:

Properties - CPU 410-5H - (R0O/53) ﬂ

Time-of-Day Intermupts | Cyclic Intermupts | Diagnostics/Clock I Protection I H Parameters
General I Startup Cycle/Clock Memory | Retentive Memory I Memory I Intermupts

—Cycle

Scan cycle monitoring time [ms]: I'S'DDD

Minimum scan cycle time [ms]: ID
Scan cycle load from communication [3]: I2D

[" | Ericritized DER communication

Size of the processimage input area: |16334

Size of the processimage output area: |16334

0B85 - call up at 1/0 access emor: IOnh'fnr incoming and outgoing emors j
—Clock Memony

[ Clock memary

I Ernary bytes IC

Crcs |t

Note

For the CPU 410, the cycle monitoring time and the size of the process image inputs/outputs are
set to the maximum value and cannot be changed. For this reason, the following sections are
irrelevant for the 410 CPU.

Scan cycle monitoring time

The scan cycle monitoring time should not be changed from the default value of '6000 ms' for
PCS 7 projects to ensure the effectiveness of CPU performance monitoring and the emergency
stop (shutdown prevention).

Size of the process image input/output

The size of the process image of the inputs/outputs depends on the /O address space needed for
the process signals. Adapt both values using the signal list from the plant planning where the
default size set is not adequate. Factor in appropriate reserves where a standard AS is used and
you wish to expand your plant while in operation. For H systems, the parameters highlighted in
blue can be changed during operation.
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Note that when you adjust the values, the amount of usable work memory for code or data
blocks changes.

Note

A process image with the size of 1000 I/O bytes takes up 12 KB in the work memory. 20 KBytes
are taken up in CPU firmware V6 and above.

You can see an overview of the I/O address space currently in use under the HW Config menu
command "View > Address Overview...". The highest address for inputs or outputs listed
(without diagnostic addresses) must be within the configured size of the process image.

The process image is required for the PCS 7 configuration because all channel blocks access a
symbolic address from the process image and do not work with direct 1/0O access.

7.1.3 Process image partitions (PIP)

Using process image partitions

Note

The settings below are not required for fail-safe applications, as no process image partitions are
used in them (see also "Compendium Part B - Process Safety").

The process image is generally updated by calling the OB1 (default setting). When process
image partitions are used, they are updated by calling the respective associated cyclic
interrupt OB.

As a rule, we recommend the use of process image partitions for PCS 7. Otherwise,
"non-constant time response” will occur as a result of the free cycle of OB 1. This means that
the process values are not processed and updated reliably in a temporal context. The graphic
below is designed to illustrate this:

(100ms)

OB33
(500ms)

OBS5 |\Ii = =
OB1 |+ !

.
Ll

N x 500ms (N+1) x 500ms (N+1) x 500ms
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(1 Ifno process image partition is configured for OB 35 (the process image is updated in OB
1 only), OB 35 is executed three times with the "old" process values, without having
direct influence on the process.

Configuration is performed in the following three steps:

1. CPU properties:
Assign one of up to 15 free process image partitions to a cyclic interrupt OB
(e.g. OB 35 - 100 ms)

2. Module properties:
Assign the module addresses to a process image partition and thereby to the desired cyclic
interrupt OB

3. CFCchart:
Installation of the channel blocks in the cyclic interrupt OB which belongs to the process
image partition

The process image partition is automatically updated by the cyclic interrupt OB to which it
was assigned.

This ensures that the inputs really are read at the start of a cyclic interrupt OB (for example,
a controller is processed) and also that the outputs are written in accordance with the cycle
(input — process — output: IPO).

@

OB35
OBt OB

0 100 t
[ms]

(1) = Process image partition PIPx

Note

You can find background information about the relationship between process images and
process image partitions in the "SIMATIC Process Control System PCS 7 Engineering System"
(https:/Isupport.industry.siemens.com/cs/iwwl/en/view/109973492) manual, in the section
"Setting the process image".

If redundant 10 modules are used, TPAs must be used.
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7.1.4 Cyclic interrupts

Core statement

The following image shows the settings for cyclic interrupts:

Properties - CPU 410-5H - (R0/53)

" Generl I Startup I Cycle/Clock Memary I Retentive Memory I Memory I Intermupts

X

Time-of-Day Intemupts Cyclic Intemupts | Diagnostics,Clock I Protection I H Parameters
Pricrity BExecution Phase offzet Unit Process image partition
oB3L: |7 {5000 o fms =] |- =l
OB3L: |2 {2000 o fms x| |PP1 =]
0B3Z: |3 [1000 o fms x| |PP2 =]
o83z |10 [500 o fms =] |- =l
0B |11 [200 o fms =] |- =l
oz [12 I [ [rs =]
OB38: |13 |50 o fms =] |- =l
0B3Z: |14 j20 o fms =] |- |
os [z [ P 35—
Cancel Help

"Execution" column

The executions for the 9 cyclicinterrupts can be used directly in most processes. There is also the
option of defining your own execution times.

The following process control distribution is a typical example for a PCS 7 plant:

* Main process with 500 ms or 1000 ms.

* Slower processes (2 s)

* Some fast processes (50 ms or 100 ms)

"Process image partition" column

You have the option of selecting a separate process image partition for each cyclicinterrupt used

in order to guarantee a consistent signal update with the CPU at full load.

"Priority" and "Phase offset" columns

The "Priority" column should not be changed for standard applications.
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With several cyclic interrupt OBs that are to be called at the same time, we recommend

setting a phase offset for OBs with lower priority. For example, OB 38 to OB 32 are called in
sequence at 1000 ms. The execution time of the cyclic interrupts can be distributed beyond
the cycle using the phase offset. The table below shows the parameter assignments for the

example:
Cyclic interrupt OB Execution (processing portion) Phase offset
OB 32 1000 ms (150 ms) 100 ms (>70+20)
OB 33 500 ms (70 ms) 30 ms (>20)
OB 34 200 ms (20 ms) 0
Note

The fact that PCS 7 assumes that the OB3x with the slowest execution time is the OB3x with the
lowest priority has to be taken into consideration in the case of changes to the settings of the
cyclic interrupt (OB3x) and to avoid the OS message "Priorities of cyclic OBs not conforming to
PCS 7". Please note that only the OB3x which are contained in the program are considered. An
OB3x with slower execution time and lower priority being available in the CPU properties is not
sufficient If the cycle time does not correspond to the order of priority, a warning is shown in HW
Config. This warning can be ignored. In certain configurations, e.qg. fail-safe configurations, the
OB3x with the shortest cycle time must not have the highest priority.

7.1.5 Memory

Local data (priority classes)

Local data is derived from the declaration section of the logic blocks and stored centrally in the
local data storage area. On the "Memory" tab, you can define the local data size in the work
memory for each individual OB. This value must always be beyond the particular local data
requirement.

Each cyclic interrupt OB is assigned a local data size by means of its priority. OB 30, for
example, has the priority 7 and OB 38 the priority 15. The default setting is 2048 bytes for
each cyclic interrupt OB which is adequate for typical quantities of block types. As early as the
engineering phase, a check is made when compiling charts to determine whether a warning
threshold (preset to 90%) is exceeded.

If the warning threshold is exceeded due to import of new block types in complex processes,
increase the maximum size of the local data area (preset to 65536 for CPU 410-5H) and then
increase the local data of the priority classes used.
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x|
Time-of-Day Intemupts. I Cyclic Interupts I Diagnostics,Clock I Protection I H Parameters
" General I Startup I Cycle/Clock Memarny I Retentive Memarny Memoary | Intermupts
— Local Data (Prionty Classes)
1 7 [2048 13 [2048 19 [2048 25 2048
2 |2048 8 J2048 14 [2048 20 [2048 26 2048
3 |2048 9 |2048 15 |2048 21 [2048 27 [2048
4 |2048 10 [2048 16 [2048 22 [2048 28 [2048
5 [2048 11 |2048 17 |2048 23 [2048 29 [2048
6 |2048 12 |2048 18 |2048 24 [2048
Assigned 59352 Bytes of ma. IEE&&E
—Communication Resources
Mamimum communication jobs |1[I]]]
ot | _tin_|

It is also important to set the priorities 24 to 28 to a value of 2048. These contain OB 100
and the asynchronous error OBs.
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Checking the local data requirement

Use the CFC editor to compare the local data requirement and amount in the CPU. Use the
"Options > Chart > Chart Reference Data" command to open the editor in which the "Local Data"
can be viewed. An OB configured too low is shown in red in this view.

Display Chart Reference Data 10l =l
Reference Data Edit Wiew Window Help
=8 EEEFESPEEEIEM%E 0 BEmMN
8§ 57 Progras2 (Local data) -- 02_Plant_B\AS2\CPU 410-5H
OB Priority class Local data requirem... | Offline configured Online configured
OBL. ). B2 . 2048 ... S
OB1l0O 27 832 2048 ?
0OB121 0 256 - -
0OB122 0 256 - -
0OB32 9 832 2048 ?
0B35 12 832 2048 ?
OB70 24 768 2048 ?
0B72 28 768 2048 ?
OB8O 26 832 2048 ?
0OB81 25 832 2048 ?
0OB82 25 832 2048 ?
0B&3 25 832 2048 ?
0B84 25 832 2048 ?
0B85 25 832 2048 ?
OBB6 25 832 2048 ?
0OB88 28 832 2048 ?
Press F1 for help. [18 line(s) | MUM | v

The maximum amount of local data is CPU-dependent, e.g. 65536 bytes for CPU 410-5H.

Communication resources
The CPU also determines the maximum number of possible communication jobs.

A CPU 410-5H can, for example, manage a maximum of 10,000 communication jobs. Block
instances of, for example, BSEND, BRCV, ALARM, ALARM_8, ALARM_8P, NOTIFY and AR_SEND
occupy one communication job each.

A process object or its function block (FB) typically occupies up to 3 communication jobs per
instance.

With this CPU the default setting is for 10000 communication jobs which is adequate for
typical quantities of block instances. A check is made when compiling the charts during
the engineering phase as to whether a warning threshold has been crossed (with a default
setting of 90%).

Note

Adjust the warning level according to the planned number of PO for a CPU. Set the warning level
of 2,500 communication jobs (factor 2.5) taking the example of the CPU 410-5H with System
Expansion Card 1000 PO. Select the chart folder of the automation system to determine the
currently used communication jobs. Via "Extras > Charts > Chart reference data", you can open
the relevant program where you will find the "Statistics" view with the number of
communication jobs.
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You will receive further specific information in the Industry Online Support in the "Product
Support” area in the technical data of the CPU:

» ¥4 Industry Online Support International » Language p Contact » Help

> Home > Product Support

Filter criteria for entries
® Alle Produkte O Meine Produkte
B Product tree

Enter search term._.

Product Entry type Date
|5EST-11D-5HXDE-UABU Q|x‘ All ~  From To

» Search product

E6ES7410-5HX08-0AB0O

PCS 7 CPU410-5H F. 57-400/57-400H/F/FH

SIMATIC PCS 7, CPU 410-5H PROCESS AUTOMATION, CENTRAL UNIT FOR Si
400H/F/FH, 5 INTERFACES: ZX PN, 1X DP, 2ZX FOR SYNC-MODULE FOR SPARE
WITHOUT SYSTEM EXPANSION CARD

» Product details q Technical data p CAx data > Add to mySupport products

Checking communication resources

You can check the number of resources currently occupied in the CPU with the CFC Editor. Use
the "Options > Chart > Chart Reference Data" command to open the editor in which the
"Statistics" can be viewed.

Display Chart Reference Data - [S7-ProgAS2 (Sk: 101 =l

B8 Refererce Data Edit Wiew Window Help =] =l

S EOREESPHEEHE OB

= C_FC -
- Charts [53]

B-Block instances [219]
.af which are OCM-capable [99]
8 1 which are relevant for communication jobs [177]
E-Block types [19]
L FBs [14]
L FCs [5]
- Block 1[fOs [B407]

.. Interconnections [439] _l;|
1| | 3

Press F1 For help. 26 line(s) Z
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7.1.6 Diagnostics/clock

Time synchronization

For process data to be compatible for evaluation, all components of the process control system
must work with the same time of day so that messages — regardless of the time zone in which
they are generated — can be assigned correctly in terms of temporal sequence. This usually
involves an OS server or an external time-of-day master (central system clock) taking on the role
of the time master. All other operator stations and automation systems on the system bus then
have the time from this master and, therefore, identical time.

As a result the synchronization type is set to: "As slave" for each AS in a time-synchronized
PCS 7 plant in the SIMATIC mode.

Activate time synchronization in the CPU from the "Diagnostics/Clock" tab.

Properties - CPU 410-5H - (R0O/53) ﬂ

" General I Startup I Cycle/Clock Memory | Retentive Memory I Memory I Intermupts
Time-of-Day Intemupts | Cyclic Intemupts ~ DiagnosticsClock | Protection | H Parameters

— System Diagnostics
[" | Extended functions

™ Acknowledgment-riggered reporting of SFB33-35

Mumber of messages in the diagnostics buffer: W
Clock
Synchronization Synchronization Type Time Interval
Inthe PLC: I As slave j If‘-ll:nne j
D thie PP I None j I None j
[0 the FAEL: Ir'-lnne j If‘-ll:nne j

Cormection factor: ID ms

e ||

Set the CPUs of the automation systems to function as time slaves. They receive the time
from the active time master on the system bus.

Note

For the S7-400 CPU PN I/O with integrated Ethernet interface, the information on configuring in
the "SIMATIC Process Control System PCS 7 Time Synchronization" (https://
support.industry.siemens.com/cs/ww/en/view/109973498) manual, in the "How to set time
synchronization on an AS for NTP mode" section applies.
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7.1 General CPU settings (H system and standard AS)

Acknowledgment-triggered reporting (ATR)

96

With the "Acknowledgment-triggered reporting of SFB 33-35" option, it is possible to suppress
the repeated reporting of "fluttering” signals, until an acknowledgment has been issued. This
can help to make the message list clearer, as well as to take some of the strain off the
communication system.

However, we recommend that you leave ATR deactivated, for the following reasons:

* It can cause the plant operator to stop acknowledging messages, even those which are not
"fluttering messages". If this is the case, the operator will not realize that the event causing
the message is recurring.

* The ATR property is a property of the CPU, which must be explicitly set for each CPU. If this
property is not set to the same value for all CPUs, this can result in varying message behavior
for the operator.

e The ALARM (SFB 33), ALARM_8 (SFB 34), and ALARM_8P (SFB 35) blocks then only report a
change of signal if the previous change of signal (the previous incoming message) has been
acknowledged. This property applies to all signals on these blocks, irrespective of the
"Acknowledgment required" property in PCS 7.

* The setting can only be subsequently changed by performing a complete CPU download.

* "Fluttering messages" which appear during commissioning or when a process tag is faulty
can also be blocked using the "Acknowledge error" OS function.
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7.2 Special settings for H systems

7.2 Special settings for H systems
The following images shows the default settings on the "H Parameters" tab:
x

" General I Startup I Cycle/Clock Memory I Retentive Memory I Memory | Intermupts I
Time-of-Day Intermupts I Cyclic Intermupts I Diagnostics/Clock I Protection H Parameters

— Parameters for Expanded CP U Test
Test scan cycle time [min]: IED
Beaction to RAM/PIQ comparison emor; ITHOUBLESHOOTWG ﬂ
r— Update the Standby CPU
Fd Ewinnunn Aumber of attempts: |1C—
Cyclic interrupt OB with special handling: ID—
tA aiting bme betweer bwo attempts [=]; IEC—
Manitoring times
Max. scan cycle time extension [ms]: IM Calculate .
Max. communication delay [ms]: I‘?‘QM
Mz disabling time for priorty classes = 15 [ms]: IE’M W Use only
Min. 140 retention time [ms]: IT-"D :::Egl:tw
r Redundart 1/0
Data block no.: I'I and 2
Passivation behavior : IB:.' channels j

oK |

Parameters for the advanced CPU test

"Reaction to RAM/PAA comparison error" should remain set to the "TROUBLESHOOTING"
operating mode. The H CPU offers a function for detecting a memory error, fixing simple memory
errors, and automatically returning to the "RUN redundant” system mode.

Update of the reserve

The standby CPU is updated each time an H system goes from the "RUN solo mode" to "RUN
redundant” system mode. This process if often referred to as "linking and updating".

In the link-up phase, the CPU in RUN copies all blocks to the stopped CPU. In the update
phase, the data block values that have changed since copying are updated.

Note

You can find detailed information about link-up and update in the following manuals:

e CPU 410H "SIMATIC PCS 7 Process Control System CPU 410 Process Automation (https://
support.industry.siemens.com/cs/de/en/view/109826184)"

e S7-400H "SIMATIC Fault-tolerant Systems S7-400H (https://
support.industry.siemens.com/cs/ww/en/view/82478488)"
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7.2 Special settings for H systems

Calculating monitoring times for updating the standby CPU

98

Toavoid influencing the ongoing process during the critical update phase, four monitoring times
are provided that can cancel the update phase where a monitoring time is exceeded.

A dialog box is opened via the "Calculate" button where the monitoring times are calculated
using the hardware configuration and the information on the user program. The minimum
I/O retention time always stems from the quantity of DP slaves configured.

For PROFINET the minimum 1/O retention time corresponds to the largest watchdog time.

Update Reserve: Calculation of Monitoring Times x|

— Uzer program information

Time interval of high priorty cyclic interrupt ar cyclic intermupt
with zpecial handling [mz];

Runtime of the cyclic interupt concermed [mes];

Wwork. memaony used for all data blocks in the uzer program

[kbntes]: 1024

— Requirements arizing from the process [zafety timesz)

Maost critical F-Sk maoritaning time [ma]: no F-5M

LN

In DF magter spstem:

[ Calculate F modules downstream frarm v-Link

Recalculate |

Maximum scan cycle time extension [ms]: 2000

r— Calculated manitoring times

Maxirum communication delay [ms]: 3200
b amimum dizabling time for priority clazzes > 15 [me]: 200

Minimum [/0 retention time [me]:

Cahicel

117

Help |

Information on the user program is described in the online help.

Note

The default user program value settings (0,0,1024) provide the default monitoring times (8000
ms, 3200 ms, 800 ms, 30 ms). The lowest value of 30ms changes to 70ms as soon as distributed
I/O is configured. The other values are already optimized for typical use cases, meaning that no
new calculation is required.

In the event that monitoring times which are set too low prevent redundant operation during a
plant conversion (e.g. through configured DP slaves that cannot be reached, the update will take
longer than 800 ms), the times can be increased and updated during operation.

Compendium Part A - Configuration Guidelines (V10.0)
Configuration Manual, 04/2025, A5E52549861-AA



Configuration of the hardware (AS and 1/0)

7.3 Settings for CP443-1 as a plant bus interface

Ascertain the length of time for the monitoring time taken when updating

Redundant I/O

The period for the update phase for transition to redundant operation is adhered to each time
in the CPU diagnostic buffer. Look for the following event:

* Event 7 of 3000
— EventID 16# 7303
— Hsystem (10f2) gone into redundant operation
— Occurred in: Master CPU in rack no.: 0
e Start-up information:
— Start with no change in system expansion
— Update monitoring time in ms: 426

In order for the H system to transition to redundant operation the monitoring time displayed
for updating must be less than the maximum inhibit time for priority classes >15.

If redundant I/0 modules are configured, ensure that the DB number set here does not conflict
with the numbers of your user DBs.

Note
This setting is not relevant for the redundant I/O of the ET 200SP HA.

Note

You can find information on the use and configuration of redundant /O in the following manuals:
e "SIMATIC PCS 7 Process Control System CPU 410 Process Automation (https://
support.industry.siemens.com/cs/de/en/view/109826184)"

* "SIMATIC PCS 7 High Availability Process Control Systems (https://
support.industry.siemens.com/cs/iww/en/view/109973497)"

7.3 Settings for CP443-1 as a plant bus interface
7.3.1 CP 443-1 for plant A with H system
Introduction

Once the project has been created two CP443-1 are available in both racks of the H system for
a redundant connection of the H system (here Plant_A) to the plant bus.
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7.3 Settings for CP443-1 as a plant bus interface

Connecting the plant bus
Enter the correct MAC address for each CP and establish the connection to the plant bus.

Note
Both CP443-1 units in the H system must always be configured with different MAC addresses.

Properties - Ethernet interface PN-I0 (RD/55.1) ﬂ

" General Parameters |

¥ Set MAL address / use 1S protocal

MALC address: IDE»{H]-'I}E-'I]'I-[H}-'I]'I]

™ IP protocal is being used

IP address: [152-168.0-1 Gateweay
% Do not uze router
Subnet mask: |255.255.255 0
€ se rauter
Address: I
Subnet:

— not networked — Mew .

Properties. .. |
‘ 1 Deite |

Cancel | Hep |
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7.3 Settings for CP443-1 as a plant bus interface

Network settings

1. "Automatic setting" is the recommended "Transmission medium/duplex” in the "Options"
area.

Properties - PN-I0-2 - Port 1 (R0/S5/X1 P1 R) x|

| General I Addressesl Topology  Options |

- Connection

Transmission medium / duplex:

™| Disable autonegotiation

— Boundaries
™ End of sync domain
™ End of detection of accessible nodes

™ End of topology discovery

Corcd | __teb |

2. Ensure that the option "Activate fast switchover of connections" is selected.
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7.3 Settings for CP443-1 as a plant bus interface

Properties - CP 443-1 - (R0/S5)
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7.3 Settings for CP443-1 as a plant bus interface

Time synchronization

Activate time synchronization for both CPs in the SIMATIC mode.

x|

SNMP Web i Diagnostics
Genersl | Addresses | Options  Timeof-Day Synchronization | IP Access Protection
~ SIMATIC Mode

[ Accept time of day on CP

 Automatic " From station

™ Use corected time

' From LAN

—NTP Mode
[ Activate WTF time-of-day spnchnonization

[" | Time-of-day synchronization an the full minute

™| Accept time of day friom nomsynehnonized WTE servers
¥ | Fonward time of day ba station

IR semver addreszes [|F addiesses];

Add...

Edit... |
DEelete |

Time zane:

[Update interval [seconds];
[Ffange of walues T00- BE400]

I::GMT +01:00) Berin, Bem, Brussels, Rome, Stockholm, Vienna j

cn

ou

Cancel Help

7.3.2 CP 443-1 for plant B with standard AS

Connecting the system bus

Enter the correct MAC address and establish the connection to the system bus.

Note

A MAC address can only be used once on a system bus operated with the ISO protocol.
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7.3 Settings for CP443-1 as a plant bus interface

Properties - Ethernet interface PN-IO (RO/55.1) |

" Genersl  Parameters |
[V Set MAT address £ use 150 protocol

MAC address: 08-00-06-01-00-20

[ IP protocol is being used

IP address: J192.168.0.1 e
%) I ot wge router
Subnet mask: |255.255.255.0

1 Wse rauter

Address: I
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7.3 Settings for CP443-1 as a plant bus interface

Network settings

"Automatic setting" is the recommended "Transmission medium/duplex” in the "Options" area.

Properties - PN-10-2 - Port 1 (RD/S5/X1 P1 R) x|
'General | Addresses | Topology Options |

r Connection

Transmission medium / duplex:

[" | Dizable autonegotistion

r Boundaries
[~ End of sync domain
[~ End of detection of accessible nodes

[~ End of topology discovery

Crcs |t

Time synchronization

Activate time synchronization in the SIMATIC mode.

NTP mode

S7-400 standard CPUs PN 1/O with integrated Ethernet interface (FW < V7) can only be
synchronized using NTP. The H-CPUs in FW V6 and above support both NTP as well as SIMATIC
mode.

NTP mode is not yet supported by all PCS 7 components. As a result, both modes must be
used simultaneously in order to perform time synchronization with the IE bundles. If both
time servers are operated on a single PC, poor priority settings can lead to a time offset. A
remedy for this is the use of a central system clock which supports both modes.
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7.4 Settings for CP 443-5 Ext as PROFIBUS master

7.4

Introduction

106

An NTP server such as a central system clock or a PC is required to synchronize the time
of the S7-400IE. It forwards only the pure GMT time without time zone information to the
connected NTP clients.

Note

You can find more information about configuration in the "PCS 7 Time Synchronization” (https://
support.industry.siemens.com/cs/ww/en/view/109973498) manual.

Settings for CP 443-5 Ext as PROFIBUS master

Aseparate DP master system is needed for each PROFIBUS DP segmentin PCS 7. With the internal
DP interface of the CPU410-5H, a PROFIBUS network can already be integrated without an
additional CP. For each additional PROFIBUS network, one CP 443-5 Ext each is added to the rack.

Two PROFIBUS masters in each case from both racks form a redundant master system in H
systems.

The settings shown below apply to both H-systems and standard systems.
Note the following when using SIMATIC PDM in the project:

* Theintegrated DPinterfaces of a S7-400 CPU also support the "Data Record Routing" function
in configured firmware version V5.1 and above, and can therefore also be used as a fully-
fledged DP master. For all CPUs with lower firmware versions the "Data Record Routing”
function must be established with a CP 443-5 Extended.
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7.4 Settings for CP 443-5 Ext as PROFIBUS master

Settings on the "General" tab

The following procedure shows the configuration of the DP interface using the example of the
CP 443-5 Ext.

1. Open the properties dialog of the CP 443-5 Ext in HW Config.
x
General |Addresses I Operating Mode I Options I Diagnostics I

Short Description: CP 4435 Bd

PROFIBUS CP: DP master with SYMNC/FREEZE and redundancy, direct :l
ata exchange, constant bus cycle time, SEND/RECEIVE interface, 57
ommunication, time-of-day synchronization, routing, data record routing,

DPV1, fimware V7.0 LI
Order Mo/ fimware: BGK7 443-50X05-0XED / V7.0
Hame: |CP 4435 Bt
- Interface
Type: PROFIBUS
Address: Z

MNetworked: Yes

Comment:

FY

|

&1

-

QK | Cancel Help

Note

Always assign address 2 to the CP 443-5 Extended as the PROFIBUS master. Address 1 should
be reserved for connecting a programming device to the PROFIBUS for servicing purposes.
Address O is reserved for connection of the ES to the PROFIBUS.

2. Click the "Properties..." button and establish the connection to the PROFIBUS network.
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7.4 Settings for CP 443-5 Ext as PROFIBUS master

108

3. Press "New" to create a new PROFIBUS network for each additional CP 443-5 Extended.
i+ HW Config - [AS1 (Configuration) — 01_Plant_a] =101 x|
“ Station Edt Insert PLC View Oplions Window Help -_I_'_Iﬁl
Ll L 20 oo s -co 4435 (ojse) ]
Goneral | Addresse: | Dpessting Mode | Options | Disgnostics | i
i reriares I LLEY)
1 [ Fs 407 108 x

3 CPUAI7A  Genesl  Pacameters |
Address: E bt

Highest addess: 126
Transmission rale: 1.5 Mbps

Subnet:

- . Pisbwadikoasd - Mew,

Redundart Subnet: FROFIBUS(T)

e ] Comcel | Heb |
L L L | A E
e — 1t —1 = ||

Press F1 to get Heip. [ 1l 1l

4. You can make the network settings for each PROFIBUS network.
x|

General  Metwork Settings |

Highest PROFIBUS Options... |

Address: 126 et [ Change

Transmizsion Fake: 45,45 [31.25) Kbps =]
93.75 Kbps
187 5 Kbpz

R00 KhES J

2 hhne LI
Proie:
Standard

Univerzal [DP/FM5)
Uzer-Defined

Bus Parameters... |

Cancel | Help |

The default profile "DP" is suitable for most applications, e.g. networks in line structures. A
user-defined profile is required depending on the DP slaves used or the use of optical rings via
PROFIBUS OLM.

Set the transmission rate depending on the connected DP slaves and the length of the

PROFIBUS segment. The default transmission speed of 1.5 Mbps can be adjusted in individual
cases.
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7.4 Settings for CP 443-5 Ext as PROFIBUS master

5. Use the "Options" and "Take into account the following cable configuration" buttons to add
your bus architecture to the configuration and thereby optimize the DP bus parameters for

your process.

options x|

Cables |

¥ iTake into account the following cable configuration:

—Copper Cable

Mumber of repeaters: |1 Cable length: IG.BH'D km

r— Fiber-Optic Cables

Mumber of OLM, OBT: Iﬂ Cable length: Iﬂ.[H}1 km

™ Optical ring

= OLH P12
= OLM /GE12
= OLM /GIZEER
I DL /A GT2-1200

Crcs |t
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7.4 Settings for CP 443-5 Ext as PROFIBUS master

110

6. Using the "Bus Parameters" button you can check the bus parameters for the PROFIBUS
networks and adapt these as necessary once you are working with the user-defined profile.
The parameters are updated each time you add another DP slave. The default option "Turn on
cyclic distribution of the bus parameters" must be selected.

PROFIBUS{D) x|

Bus Parameters | H F'aramelerSI

¥ Turn on cyclic distribution of the bus parameters

Tzlat_|nit: 300 t_bit
b aw. T adr: 150 t_hit
it Tzdr: 11 t_hit
Tzet: 1 t_bit

Taui: 1] t_hit

Gap Factor: 10

dd dddd.s

Rietry limit;

Tzlat: 300 t_hit
Tid2: 150 t_bit
Trdy: 11 t_hit
Tid1: 37 Lbit
Ttr: I 1865 t_hit
= 2.2 mz
Thr typically: 3434 t_hit
= 2.3 ms
whatchdog:
I 121810 t_bit
= 1.2 ms
Hecalculate |

Cancel | Help |

The "Ttr" (target rotation time) value is included in the calculation of the monitoring times for
the H system. The parameter "Retry Limit" should be increased to 3 for ring structures with

Profibus OLM.

7. The "H Parameters" tab is only available when a redundant system is used.
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7.4 Settings for CP 443-5 Ext as PROFIBUS master

PROFIBUS(D) x|

Bus Parameters H Parameters |

Switch-ower time DF; I 150 e
Errar detection time DF: I 20 ms

Cancel Help

Note

These H-parameters for PROFIBUS are included in the calculation when calculating the
monitoring times for updating. The following applies: As the number of DP slaves configured on
the busincreases, the settings of these two H-parameters increase and the monitoring times for
updating increase within the CPU parameters.

Note

You can find detailed information on "Planning the PROFIBUS hardware" in the "SIMATIC NET
PROFIBUS Network Manual” (https://support.industry.siemens.com/cs/ww/en/view/35222591)
manual.
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7.4 Settings for CP 443-5 Ext as PROFIBUS master

Settings in the "Operating Mode" tab
Set the DP mode to "DPV1" in the "Operating Mode" tab of the CP443-5 properties dialog:

Properties - CP 443-5 Ext - (RO/56)

Generall Addresses  Operating Mode | Elptic-nsl Diagnostics

" Mo DP

& DP master

DF delay time [mz]: IIJ.D

b aster supports redundant slaves

DP rode: D1 ﬂ

Cancel | Help |

"DPV1" operating mode contains expansions for process automation. comprising acyclic data
exchange in respect of the parameter assignment, operation, visualization, and interrupt
control of intelligent programmable controllers, in parallel with cyclic data transmission.

In addition, DPV1 has three other interrupt types:
e Status interrupt
e Update interrupt

¢ Manufacturer-specific interrupt

Note

The DPV1 setting lets you connect and operate DP slaves that do not support DPV1.
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7.5 Settings of the internal PROFINET IO interface

Settings in the "Options" tab

Use the following default settings in the "Options" tab:

Forward time frames: "From station to LAN"

Assign parameters of field devices (Data record routing): "Activate data record gateway"
Properties - CP 443-5 Ext - (R0,/S6)

Generall Addressesl Dperating Mode  Options |Diagnnstics|

r— Time-of-0 ay Synchronization

Fazz on time-of-day frames:

o 0if % From station to L&N © From LA&N ta station

r— Field Device Parameter Azzignment [D'ata Record Routing)

¥ Activate data record gateway

Cancel

Help

Note

The "Data record gateway" option must be activated in order to use data routing with PDM.

7.5 Settings of the internal PROFINET 10 interface

Introduction

The CPU 410 has two internal PN/Ethernet interfaces and thus enables the configuration of two

physically separated PROFINET segments. Up to 250 devices can be operated on each PROFINET
interface. Use of the CP 443-1 for PROFINET is not possible with the CPU 410.

The settings shown below apply to both H-systems and standard systems.
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7.5 Settings of the internal PROFINET IO interface

Settings on the "General" tab

1. Open the properties of the interface, e.g. "PN-I0-X5", and enter a unique device name.

x
Media redundancy I Time-of-Day Synchronization I Cptions
General | Addreszes I PROFINET I Security Everts I Synchronization
Short description: PH-I0-X5
Device name: |PN.|O.}{5

¥ Support device replacement without exchangeable medium

r Interface
Type: Ethemet
Device 0
Address: 192.168.0.1
Networked: yes Properties... |
Comment:
=
-

T

Note

Device names and IP addresses must be unique within a network.

2. Enter a valid IP address and subnet mask.

Note

The IP addresses of the X5 and X8 interfaces must be in different IP address ranges.

3. Establish the connection to a PROFINET subnet. You create a new PROFINET network with the
“Neu..." button.
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7.5 Settings of the internal PROFINET IO interface

Properties - Ethernet interface PN-I0-X5 (R0/S3.5) ) |

' Genersl  Parameters |

Gateway
IP address: 152.168.0.1
s I % Do not use router
Subret mask: |255.255.255.0
 Use router
Address: I
Subnet:

— not networked — New... |
Properties. .. |
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7.5 Settings of the internal PROFINET IO interface

Settings on the "PROFINET" tab

1. Adjust the send clock according to your requirements.

Note

The send clock is the smallest possible send interval for the data exchange. The update times
of the IO devices are a multiple of the send clock.

2. Select the "Force IEC V2.2 LLDP mode" check box if you are using CiR.

3. Select the "Activate additional protection at the interface (Field Interface Security)" function
if you are using the CPU only for connection of field devices.

5I
Media redundancy Time-of-Day Synchronization I Options
General I Addresses | Securty Events I Synchronization

Send clock:

1.000 | ms

IO communication

Maw. IBT stations in line;

¥ Uze system settings

Communication allocation (FROFIMET 10):

—CBA communication

7| Use thiz module for PROFINET CBA communization
Communication allocation (PROFINET CBA):

ID.D %

Possible QoS with cyclic interconnections: 1-200 ms

¥ OB 82 /10 FaultTask - call at communications intemupt
™ Force |EC V2.2 LLDP mode

[ Activate additional protection at the inteface (Field Inteface Security).
Connection to extemal bus stations is no longer possible due to this action.

Cancel Help
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7.5 Settings of the internal PROFINET IO interface

Settings on the "Media redundancy" tab

The CPU 410 supports the Media Redundancy Protocol (MRP). The following settings must be
used for installation of the CPU in a ring topology.

1. Select the MRP domain and configure the role of the CPU ("Manager”, "Manager (Auto)" or
"Client").

2. Select the "Diagnostic interrupts” check box.

Properties - PN-I0-X5 (R0D/53.5) 1 ﬂ

General | Addreszes I PROFINET I Security Events I Synchronization
Media redundancy | Time-of-Day Synchronization | Options
—MRP Configuration

|ristance Ij

Domain: Imrpdomain-1 ﬂ

Role: IManager ﬂ

Hing port 1: I::PI'-J-iO-P{EI'-.F‘Grt 1 (RD/S3/X5 P1 R) j

Fing port 2 I::F‘u"-J-iO-)(E';"-.Poﬁ 2 (R/S3/X6 P2 R) ﬂ

¥ Diagnostic intemupts

T

Note

If the "Diagnostic interrupt” check box is not selected for the MRP Manager and an
interruption of the MRP ring occurs, no message will be generated in the operator station.

Settings on the "Time-of-Day Synchronization" tab
You can find information on the configuration of time synchronization in the following manuals:

"CPU 410 Process Automation (https://[support.industry.siemens.com/cs/ww/en/view!/
109826184)"

e "SIMATIC Process Control System PCS 7 High-Precision Time Stamping with Use of ET 200SP
HA (https://support.industry.siemens.com/cs/ww/en/view/109974028)"
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7.6 Configuration of the I/0 devices

You can find information on released components and modules in the "Released PCS 7 Modules"
manual. The listed components and modules are tested with PCS 7 and support the PCS 7
"Generate module drivers" function. These released PCS 7 modules can be selected within the
hardware configuration catalog from the "PCS 7_V100" profile.

Naming concept

The names of 10 devices and DP slaves should be based on the naming concept of a plant or plant
network to allow you to quickly localize the location of a problem during maintenance.

Industry-neutral as well as industry-specific names exist for this.

Table 7-1 Industry-neutral example: 2550C01CA04
25: Short designation of the production facility
50: Name of the control room

co1¢C: Name and position of the rack
A04: Module slot

Industry-specific example based on the water industry: RN-LISA-04

Adhere to the following convention for the names of the individual process tags:
XXN_XXXX_XX

XXN: Process step

XXXX: Measuring principle:
XX: Element

* According to the ATV260 guideline, the name of the process step must be shortened to two
characters, e.g. RB for rain overflow basin. The character "N" is optional if several identically
named process steps exist.

* The name of the process tag type is formed according to EN 62424. The example of LISA
(Level, Indication, binary Switching function, Alarm) for the level measurement including
indication, alarm information and a switching function is used in the following.

With this name concept, if an error occurs, e.g. in the DP subnet, a message containing
information about the position of the slave is generated on the OS.

Note
The following naming conventions apply to all components in HW Config:

The name should not exceed 14 characters. When generating the module drivers (CFC
compilation), the names from HW Config are used for the CFC block instances. CFC blocks can
have a maximum of 16 characters. The module driver wizard shortens the name from HW
Config to 14 characters and adds " 1" to "99" in ascending order.

Make sure that the assigned names are unique. Upper and lower case letters are not a
distinguishing feature and are not taken into account when the OS compiled.
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7.6.1

7.6 Configuration of the I/O devices

ET 200M as DP slave (H system and standard AS)

Introduction

The following describes the configuration of an ET 200M station as a typical DP slave.

Note

You can find an exact step-by-step description of the configuration of an ET 200M station in the
"SIMATIC Process Control System PCS 7 Engineering System" (https://
support.industry.siemens.com/cs/ww/en/view/109973492) manual.

[ Hw Config - [AS1_H (Configuration) -- 01_Plant_A]
E“] Station Edit Insert PLC View Options Window Help

DS B S e da o8

il UR2ALEH
1 PS 407 104 =]
3 & cPu 410-5H PROFIBUS(1): DP master system (1}
X1 DF
IF1 H-Sync-Modul
IF2 H-Sync-Modul

X5 FN-I0-X5

X5P1R Fort 1 T > :

- (4) 2550C0 (5) 2550C0D] {6) 2550C0 7) 2550CD

X5P2R Port 2 i @ e =7
(o [T | | D | | GO | T
X8PIR Fort 1

X8FP2R FPort 2
5 CP 4431
X1 PO
X1PIR Fort 1 =
X1P2R FPort 2
8 CP 4435 Bd 5 PROFIBUS(2): DP master system {7}
=
1 PS5 407 108 ;I
3 8 CPU 410-5HIT) |

4

ﬂﬂ (4] 2550CO1CA02

Slat tadule Order Nurber | Address | [ Address Conment

3

F @ M iERs EEET PR ARAGIHES FERE

3

4 [[] 2550Cc01cA04 BES7 321-7EHO0-04B0 i

5 [[§ 2550c01CA08 BES7 321-7EHO0-04B0 8.9

R BES7 321-7EHO0-04B0 10..11

7|4 2ss0coicao? BES7 321-7EHO0-04B0 12.13

3 [[§ 2ss0c01cA08 BES7 332-5HBO1-04B0 512,515

9 [[§ 2ss0c01CA09 BES7 332-5HBO1-04B0 516..519

10

11

Press F1 to get Help.
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Procedure

1. Open the HW Config catalog (PCS 7 profile) and select the appropriate IM 153-2HF from the
PROFIBUS DP/ET 200M folder.

2. Enter the DP address of the PROFIBUS DP slave in the DP slave properties. You can also select
the subnet for the DP slave (here, PROFIBUS (0)). With an H system, the system automatically
establishes the connection to the redundant subnet PROFIBUS (1).

sz HW Config - [AS1 (Configuration) — 01_Plant_A] (ol x|
.Station Edt Insert PLC Wiew Options Window Help =|g|5|

DFe-" %@ e da DO %

[0) URZALUH
:
3 PROFIBUS(O) DP masher syshem (1]
- | I
X1 x|
2 | e snsheniatin o |
5 x|
6 ET200) =
I
g I
q —_—
(IUAALLH Transaission rate: 1.5 Mbps
2 - &l gyslam
& .
IF1 Dielete |
IF2
5 Redundant Subnet PROFIBUS(T)
3
? -
o
KT — _'l_l
B 0o b ¢ N |
Siot| [] Module
1 -
7R mrEs e T
3
4 || =sacoicans E£57 321-7BHO0-0AB0 0.1
5 |[§ s5acoicans 6ES7 321.7BH00-0580 8.9
5[] s5acoicane [6€57 321-7BH00-04B0 0.1
7_|[§ Zsacocany |[6€57 321-78H00-04B0 12.13 |
8 ||J s5acoicane |[6€57 332.5HB01-04B0 512515
9 ||y zsacoicans |6€57 332 5HB01-04B0 516..519 |
Press Fi to get Hel, I =
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3. For high-precision time stamping, select the "Time-of-day synchronization" option in the
properties of the ET 200M station and set the synchronization interval to 10.00 s.

DF slave properties x|
Gerneral I Time-of-Lay Stamp | Redundancy |
Operating Parameters I lzochrone Mode Time-of-day Synchronization

¥ Time-of-day synchionization

Sunchronization interval; I 10,00 5

Cancel | Help |

4. The"Allow module switching during runtime" option must be activated within the operating
parameters since the ET 200 station is always set up with an active backplane bus for PCS 7.
For the connection to a redundant PROFIBUS, this option is preset and is grayed out because
the active backplane bus is mandatory in this case.

7.6.2 ET 200SP HA as PROFINET device

Introduction

The following describes the configuration of a redundant ET 200SP HA on the PROFINET
fieldbus.

Note

You can find an exact step-by-step description of the configuration of an ET 200SP HA station in
the "Configuration of the ET 200SP HA in PCS 7 based on different configuration examples
(https://support.industry.siemens.com/cs/ww/en/view/109747703)" application example.
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7.6 Configuration of the I/O devices

Procedure

1. Open the catalog (PCS 7 profile) in HW Config, and select IM 155-6 PN HA Red from the
PROFINET 10 / 1/0O | ET 200SP HA folder.

il W Config - [AS2_H (Configuration) - 01_Plant_A]
:E“] Station Edit Insert PLC View Options Window Help

DS B S e da o8

i ORUR2ALLH

1 PS 407 104 =]

3 B CPU 4105H

Xi OF

IF1 H-Sync-Modul

IF2 H-Sync-Modul

ﬁ b £$ ‘? i ] Fieldbus(1): PROFINET-IO-System (100)
X5P2R Port 2

X8 PN-IOXE

XEPTA Port 7 i (1) 2550C0 | Wie={eilcvelid Il YE TP i W= AT P o
X8FP2R Port 2

L= FD| WD | WD| W
Xi PN-O

XiPIR Port 7 —

XiP2R Port 2

5 CP 4435 Bd =l Fieldbus(2): PROFINET-0-System (101)
il (P URZALEEH

1 PS 407 104 -

3 8 CPU 4105HM |

4

ﬂ:l [1] 2550CMCA00

Slot todule Order number | address | O address | Diagnostic address Redundancy Comment
& SHERCRTEARE | B T ISR-EANGR-OPNE FEALFT

AT R RS

NPT A Lt} A ST RERAGR AT FEET

AT FIRE Fowd S I A e A TR
7 SHRERCRTCAGT | B T ISR-EANTR-OPRE FE AT

AT FRAER e RS

NPT A Lt} A ST RERAGR AT R

AT FIRE Flwd S I A e AR FEGE

2 Z5R0C01 CAD2 EDL1 131-6BHO0-0PH1 0.3

3 ZRR0C01CAD3 EDL1 131-6BHO0-0PH1 4.7

4 ZRR0C01CAD4 EDL1 131-6BHO0-0PH1 8.1

Press F1 to get Help. li I_
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2. Confirm the prompt asking whether the device should be connected redundantly to the
PROFINET system with "Yes".
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Insert (13:5849)

Do pou want to connect the 10 device with the
il * PROFIMET 10 systern "Fieldbus(2]:
D PROFIMET-10-Spstem (101]" redundantiy?
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3. Enter a unique device name for the interface module in the properties of the 10 device. You
can also adapt the automatically assigned IP addresses.

Properties - 2550C01CA00 il

General | Identification I F{edundancyl

Short description: IM155-6-PN-HA

Interface module with PROFINET interface V2.3 (RT) with cycle time from 250 -
icroseconds; 56 /0 modules; user data up to max. 256 bytes per /0 module;
nfiguration changes during operation; module replacement in operation {rnulti-hotll

Order no./ firmware: 6DL1 155-6AUDD-0PMO / V1.0

Family: ET2005P
Device number: |1 vl
Device name: |2550C01CADD

—Node in PROFINET 10 system - slot 0

Device name: |2550C01CADD
IP address: 192.168.0.2

¥ Zssign P address vialD cantroller

IF'F{DFINI:—I'-ID-System (100)

Ethemet...

—Node in PROFINET IO system - slot 1

Device name: |2550C01CADT
IP address: 1392.168.12

¥ Aszign P address via |0 cantroller

|F‘F{OFINI:—I'—ID—System (101)

Ethemet ... |

Comment:

| =
-

oot | _ver_|

Note

Device names and IP addresses must be unique within a network.

4. On the Redundancy tab, check whether the interface modules are connected to the correct

PROFINET 10 system in each case.
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Properties - 2550C01CA00

Note

You can find an overview of all the relevant information for realization of PROFINET solutions
in SIMATIC PCS 7 in the "PROFINET in Process Automation with SIMATIC PCS 7 (https://
support.industry.siemens.com/cs/ww/en/view/72887082)" entry.
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7.6 Configuration of the I/O devices

7.6.3

Il Edit Symbols - 2559C01CA04 x|

Symbolic names of inputs and outputs

You can enter symbols directly in HW Config. The screenshot below shows a typical signal list for
a chemical plant, as an example.

Addrezz £ | Symbol Data type | Comment =
1 ECLO BOOL
2 | 0.1 EQA BioOL
3 | 02 EOQ.2 BioOL
4 | 0.3 EO0.3 BioOL
5 | 0.4 EO0.4 BioOL
& | 05 E0.5 BioOL
7 | 0E EOE BioOL
e | 0.7 EQ.F BioOL o
a | 1.0 E1.0 BioOL
10 | 1.1 E11 BioOL
11 | 1.2 E1.2 BioOL
12 | 1.3 E1.3 BioOL j
Sdd ta Symbaolz | [ elete Sumbol | Sorting: I j

The symbalz are updated with ‘0K aor ‘Apply

[ Dizplay Columne B, O, M, C, CC

o]

Apply | Cancel Help |

7.6.4

Introduction

126

4

The symbols are added to the symbol table automatically and can then be used in the CFC.

Note

You can also import the list of hardware signals from an Excel file. This only works directly in the
symbol table.

General rules for configuring I/0 modules

In general, a channel of a module is activated only after connection of the corresponding
actuator, sensor or equivalent resistance. Unnecessary diagnostic messages are thus prevented
in the PCS 7 OS during runtime.

For some modules, channels are combined into channel groups, e.g. the Al8x12Bit module
with 8 channels is composed of 4 channel groups with 2 channels per channel group. In this
case, a group is activated as soon as one of the two channels is connected to a signal. At
least one equivalent resistance must also be connected in this case.
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Analog input (6ES7331-7KF02-0ABO0 in the example)

The measuring type depends on whether a transducer which is supplied with power by the
module (2-wire transducer) is operated on the Al module, or whether the transducer receives its
power from an external supply (4-wire transducer).

The setting of the measuring range module is displayed according to the configuration. This
setting must be suitable for the connected sensors and must be in place before voltage is
applied for the first time in order to avoid damaging the module.

Properties - Al8x12Bit - (R-/56) ﬂ

Generall Eddresses  Inputs |

—Enable

¥ Diagnostic Interupt [ Hardware Interrupt '¢hen Limit Ezcesded

Input | o1 | 23 | 45 | &7
Diagnostics

Group Diagnostics: i v
with Check for Wire Break: v v

71
1

i eazuring
Measuring Type: |4DMU |4DMU | I

Measuring R ange: |4..2Dm I4..2D|‘nﬁ'—\ | I

Fogition of Meazuring
Range Selection Module: [C] [C]

interference frequency |5EI Hz IED Hz | .- I ..

Trigger for Hardware Intermupt  Channel 0 Charnel 2
High Limit:
Lo Linnit: I ]

Cancel | Help |

Placing the "diagnostics interrupt" check mark in the "release" field effects the generation of
messages by the PCS 7 driver block "MOD_D...".

Note

You can find the description of the driver blocks including the available messages in the "Process

Control System PCS 7 Basic Library" (https://support.industry.siemens.com/cs/wwi/en/view/
109973503) manual.

You should deactivate the "Hardware interrupt at limit violation" option. This is realized in
PCS 7 with the channel block functionality in the charts.
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Analog output (6ES7332-5HD01-0ABO in the example)

You need to configure how the outputs are to respond to a CPU STOP. In this example, the
outputs have no current or voltage (OCV setting).

Properties - AD4x12Bit - (R-/56) x|

Generall Addresses  Outputs | Redundancy

— Enable
¥ Diagnostic Interrupt

Diagnostics

Group Diagnostics: | v || v ” r || r |

Cutput
Type of Output: |E |E | |

Output Range: |+.n"-1DV I+£-1D\-" I I

Reaction to CPL-STOP: jocy [ocv [ =
Substitute Value: I I | |

Cancel Help

Note

You must set the channel-specific setting "Reaction to CPU STOP" (OCV - No Output Current or
Voltage, KLV - Keep Last Value and USV - Use Substitute Value) of a module (e.g. analog output
with 4 channels) the same for all channels within the ET 200M distributed 1/0.

Process image partition (PIP)

Assign the process image partition to an I1/0 module you have previously defined in the CPU
properties for a cyclic interrupt OB (see the section titled "Assigning parameters for process
image partitions"). This step synchronizes the 1/0 values or signals of this module with the
process image in the CPU before and after the cyclic interrupt OB.

To do this, open the properties of the module and the "Addresses” tab and set the desired
process image partition (TPA1 in this case). The process image partition is therefore assigned
for all /0 values or signals of this module.
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Properties - DI16XDCZ4Y, Interrupt - (R-/59) 5[

General Addreszes | [nputs I

— Inputz

Stark: |-| 5 Process image: Hardwsare intermipt tiggers:

E f: 16 il W I‘”:I =

Cancel Help

Note

Itis generally practical to initially assign all modules to a medium program cycle (e.g. 500 ms or
1,000 ms) for a complete process consisting of a few fast and slow parts.

Then, you only assign the appropriate process image partition of the cyclic interrupt involved to
the modules containing the signals for fast control loops or interlocks (e.g. 50 ms or 100 ms).

This procedure saves you configuring time.

Redundant I/O modules
High availability in PCS 7 can be realized on the field level by using redundant distributed 1/O.

Note

You can find information on installing, wiring and configuring redundant I/0 modules based on
ET 200M in the "Configuration of Redundant I/0 Modules (https://
support.industry.siemens.com/cs/ww/en/view/28430682)" document.
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7.7 Plant changes during operation

See also
SIMATIC ET 200SP HA Distributed 1/0 system ET 200SP HA (https://
support.industry.siemens.com/cs/ww/en/view/109817158)
Configuration of the ET 200SP HA in PCS 7 based on different configuration examples (https://
support.industry.siemens.com/cs/ww/en/view/109747703)

7.7 Plant changes during operation

Introduction

With CiR (Configuration in RUN) it is possible to make certain hardware configuration changesin
RUN mode. Typical reasons for doing this include the complexity of the automated process and
high restart costs.

The Configuration in RUN function is available for use on PROFIBUS DP and PROFINET. For
Configuration in Run (CiR) on PROFINET, CPU 410 Firmware V8.2 or higher is required.

7.7.1 Configuration in Run on PROFIBUS DP

In the case of standard automation systems and PROFIBUS DP, Configuration in Run (CiR) is
available only after activation of the function in HW Config and a one-time download of the AS
in STOP.
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Procedure

7.7 Plant changes during operation

1. Toactivate CiRin HW Config, right-click on the subnet (DP master system) and select "Activate
CiR capability" from the shortcut menu.

This attaches a CiR object to the respective master system. It offers the possibility of
configuring an adjustable number of DP slaves in the future and downloading the changes
without a CPU STOP. Each existing DP slave automatically receives an orange colored title as
a sign that it can be changed.

2 HW Config - [AS2 (Configuration) -- 02_Plant_EB] =10l x|
B Steton Edt Jrsert BIC View Options Window Help =18 x|
D=B § & | o dad DO 8k
:
[T PS5 407 10A =
3 [ cPuatosn
Xt i ze
1F1 PROFIBUS(E: DP master system (1)
IF2 - | T
| ErErTTE— | g G GE
X5P2FR | |I|I
g‘m The additional number of the DP slaves is imaed to: mﬂ m iy
XEP2E Guararteed: [ iE =M 153
5 Mapimum: 45 T
X1 J HURE
o GR Synchorzatontme | 100 ms
¥ BtmSetngs
i~ Sum of address ranges
Input bytes: 3660
Output bydes 3660
] — L’J
e
- Tir: 1451 ms
_I_I Tir typical: 52 ms
Slat| De Watchdag: 3554 ms
s |
Press F1 to get Help, [ chg
2. Adapt the object properties of the CiR object to your plans. If the guaranteed number of
additional DP slaves has been exhausted then a planed STOP of the AS can be used to increase
the number and to activate through a complete download.
3. When CiR is activated, you have a CiR module in the first free slot within ET 200M and
ET 200iSP. It offers the possibility of configuring and loading an adjustable number of
modules in the future.
Adapt the object properties of the CiR modules to your plans.
4. Afteractivating CiRand checking the CiR settings in the CiR objects and CiR modules, save and

compile the hardware configuration and download it to the automation system in the STOP
operating mode.

Following this you can run the "Download in RUN mode" function in HW Config.
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Changes to the hardware configuration of an H-system

The CiR functionality described above is available in the H system without any special settings.
There are no CiR objects or CiR modules in the H system and the function does not need to be
explicitly activated.

You can use the "Download in RUN mode" function immediately. This opens an additional
dialog, in which you can start the tasks required for changing the configuration.

Mext Action;
|5elect a CPU.

H-Station:

CFU Operating mode /S Keyswitch
25 CPU 410-5 H{0) RUM td azter RUM-F
2N CPL 410-5 H{1) RLUM RLUM-P

Statusz
[~ CPU Selected

-
[~ Spstem Data Blocks Generated
[ Selected CPU is in STOP Operating Mode

[~ Hardware Configuration Downloaded

[ Switch to CPU with Modified Configuration Succeszful
[~ Reserve CPU iz in RUN Operating Mode [H-Station in redundant mode]

vE

In addition, all parameters marked in blue in the CPU properties dialog can be modified in
RUN.

Note
You can find a detailed description of the possible hardware changes with CiR on PROFIBUS DP
in the following manuals:

* "SIMATIC PCS 7 Process Control System CPU 410 Process Automation (https://
support.industry.siemens.com/cs/iww/en/view/109826184)"

* "SIMATIC Process Control System PCS 7 Engineering System (https://
support.industry.siemens.com/cs/ww/en/view/109973492)"

Compendium Part A - Configuration Guidelines (V10.0)
132 Configuration Manual, 04/2025, A5E52549861-AA


https://support.industry.siemens.com/cs/ww/en/view/109826184
https://support.industry.siemens.com/cs/ww/en/view/109826184
https://support.industry.siemens.com/cs/ww/en/view/109973492
https://support.industry.siemens.com/cs/ww/en/view/109973492

Configuration of the hardware (AS and 1/0)
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Configuration in Run on PROFINET

A prerequisite for the "Configuration in Run" function (CiR) on PROFINET is the use of CPU 410
Firmware V8.2 or higher and PCS 7 V9.0 or higher. The scope of the "Configuration in Run"
function is different for standard automation systems (CiR) and H-systems (H-CiR). In contrast to
PROFIBUS DP, no CiR objects are needed for CiR/H-CiR on PROFINET and no address spaces have
to be reserved.

Which changes are possible as a CiR/H-CiR operation is dependent on whether the utilized
(changed) 10 device supports CiR functionality.

The following table gives an overview of the possible changes.

CiR/ H-CiR operation

Device without CiR

Device with CiR

Adding 10 device

Removing 10 device

Adding submodule

Removing submodule

Reassigning submodule parameters

Interface parameter assignment

(e.g. enable/disable port, topology pa-
rameter assignment)

v
v
X
X
X
X

NSNS S

Changes to the hardware configuration of a standard AS

When CiR is used in a standard automation system, processing is stopped briefly for the
download operation (CiR synchronization time). During this time, process inputs and outputs
keep their last value. When the CPU 410-5H is used, the maximum CiR synchronization time is

60 ms.

Changes to the hardware configuration of an H-system

In addition to the changes that are possible as a CiR operation on the standard automation
system, changes such as changes to some CPU parameters are possible for H-systems.

Changes to the hardware configuration of H-systems are made by downloading with the

H-CiR wizard.

Note

You can find more information on the possible changes with CiR on PROFINET, as well as

instructions, in the following documents:

e "SIMATIC PCS 7 Process Control System CPU 410 Process Automation (https://
support.industry.siemens.com/cs/ww/en/view/109826184)"

e "PROFINET in SIMATIC PCS 7 — Guidelines and Blueprints (https://
support.industry.siemens.com/cs/ww/en/view/72887082)"
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7.8 Integrating field devices

7.8 Integrating field devices

7.8.1 Basic information about device integration

Integrating field devices

The configuring of field devices is divided into two steps: configuration and parameter
assignment.

The following image provides an overview of the ways in which a device can be integrated
in PCS 7. In principle, all PROFIBUS DP, PROFIBUS PA, HART, and Foundation Fieldbus (FF)
devices can be integrated in PCS 7 (as of PCS 7 V7.0).
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7.8 Integrating field devices

| OS Diagnostics Area |

Visualization Faceplate Faceplate
PDM GSD/OM

| CFC Diagnostics Driver

Automatically using wizard support: Manually:
for HART, FF, from PA profile 3.0 all others
and released modules

Connection
Driver Wizard

| HW Config |
| PDM with EDD | |Parameterization TooI| | Object Manager |
Parameterization
proprietary S7-Slave

| GSD |

Configuration

=

B HART devices | ® Remote I/O 1 SIMATIC

[ FF devices I B DP devices I ® Remote I/O
M PA devices : W PROFINET : M DP devices
[ DP devices I I B PROFINET
B PROFINET | |
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Note

You can find a list of components supported by the module wizard in the document "SIMATIC
Process Control System PCS 7 Released Modules" (https://
support.industry.siemens.com/cs/ww/en/view/109973563).

You can find the following lists on the SIMATIC PDM Installation USB flash drive:

* ListOfIntegratedDevices: Overview of integrated devices

e FF_Dynamic_Blocks_List: FOUNDATION Fieldbus devices with the support of dynamic blocks

Integration via the object manager

The object manager is available for many SIEMENS devices, such as the ET 200M. In this case, the
correct terminology is "S7 slave". The project engineering for an S7 slave is performed via the
dedicated STEP 7 object manager. Both the configuration and parameter assignment are
executed in HW Config.

Integration via the generic station description (GSD) as a standard slave

Field devices made by any manufacturer can be integrated via the standard GSD file (standard
slaves). This type of integration is used for PROFIBUS DP, PROFIBUS PA, FF and HART devices. The
configuration is set in HW Config. The default parameter assignment for the device is also pre-
defined in the GSD. Parameter adjustments must then be made using a proprietary tool;
alternatively, in the case of devices with EDD (Electronic Device Description) the adaptations can
be made using SIMATIC PDM.

Data can only be exchanged between the master and a field device if the master is aware of
the device-specific parameters and data formats. The field device manufacturer supplies this
"knowledge" in the form of a GSD file.

GSD files contain information about:

¢ Device manufacturer and identification number

¢ Transmission rate and bus parameters

* Volume and format of data for cyclic communication

In HW Config in the object properties of a device you can determine which revision level of
the GSD is installed and used. For this right-click on the device after positioning the device
and select "Object properties" in the context menu.
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x
General | Parameter Assighment I
— Maodule
Order number; G5O file [type file] SIEMB0AE GSE
Family: Py
DF slave type: SITRAMS P DS
Designation: SITRANS P DS
—bddreszes —Modestagter System————————————————

Diagnostic address:

PROFIBUS... | 2

IDF' mazter system [1]

— 5YNC/FREEZE Capabilties
[T SvHE I~ EREEZE

v Wwatchdag
[V | Corfiguration via POk

LCormment:

=l
[ -]
Cancel | Help |

For S7 slaves which are integrated via the object manager, no GSD file is specified here.

You can occasionally procure a later GSD for a field device from the field device manufacturer.
This GSD can be easily installed.

To install a GSD:
1. Open HW Config.
2. Close all open projects.

3. Select the "Install GSD File" command from the "Options" menu.

nfiguring hardware

Station PLC  Wiew | Options Help

J O 2. - q Customize. . Chrl+Al+E

Edit Zatalog Profile
Update Catalog

Inskall HW Updates ...

Find in Service & Support...

4. Select the GSD directory and install the selected GSD.

Note

If a new device for which parameters are to be assigned using SIMATIC PDM is integrated, the
GSD and EDD files of the device must be imported using the "Device Integration Manager"
PDM application.
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Assigning parameters using the SIMATIC Process Device Manager and EDD file

138

SIMATIC PDM can be used to assign the parameters for a field device (made by any
manufacturer). The EDD (Electronic Device Description) provides the basic information such as
device-specific parameters and information on acyclic communication.

The description language EDDL (Electronic Device Description Language) is used to generate
EDDs; this is also standardized in the IEC standard (IEC 61804).

This language can be used universally and facilitates the creation of cross-vendor device
descriptions for field devices (sensors and actuators).

The device manufacturer provides the relevant descriptions for each device in electronic
format. The EDD files describe the parameters and functions of a device and also contain
elements used for operation and visualization.

Once SIMATIC PDM has been opened, on the "Device" tab found under “Device > Object
Properties” you can define the storage folder and revision level of the EDD file corresponding
to the device.

Properties of SITRANS P DSIII {PROFIBUS PA device) x|

General Device | Upload to PC/progranining Devicel Download ta Devicel Change Iogl Importl Cnnneclionl

Dievice ype: I'\SIEMENS AGMSITRANS P DSIHNAbsolute pregzure from differential prezsured .3 bar

Device DDL: I...\F'A'\SENSDF|'\F'F!ESS\SIEMENS'\SITFmNSF'_DSE'\SIF':&_TF'DSDZDDL

Order-Mo: TIF4334-5Fre Iews Selection |

MaHUFACTURER: SIEMEMNS AG [42]
DD_REVISION: 5

DEVICE_TYPE: 1
DEVICE_REWVISION: 7E3

Subobjects: 0 [masimum permizzible number)

Redundancy: ?

You can occasionally procure later EDDs for field devices from the field device manufacturer.
The EDDs can be conveniently imported through the "SIMATIC PDM/Device Integration
Manager"

An EDD device description may contain the following components:
» Device description (EDD file)

* Lexicon/user languages

» Help files (relating to function and operation)

¢ Manuals (technical documentation)

e Communication description (GSD file)

* Images/ graphics
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Diagnostic support for field devices

PCS 7 automatically creates diagnostics drivers with the help of the module wizard for HART
devices, PA devices with profile 3.0 and above, FF devices, PROFIBUS DP standard slaves and
released modules.

Various add-ons are also supported, such as SIMOCODE PRO and DRIVE ES. When installed,
these add-ons provide the action lists required to automatically create diagnostics drivers.

Diagnostics drivers can also be configured manually, but they must be created separately
from the system charts.

7.8.2 Configuring and assigning parameters for field devices

Configuring field devices

Information on configuring field devices can be found in the "SIMATIC Process Control System
PCS 7 Engineering System" (https://support.industry.siemens.com/cs/ww/en/view/109973492)
manual.

You can find information about the functionality and operation of PDM in the
manual "SIMATIC Process Control System PCS 7 Help on SIMATIC PDM. (https://
support.industry.siemens.com/cs/ww/en/view/109973104)".

PROFIBUS DP and PROFINET devices

The configuration of PROFIBUS DP and PROFINET devices is described in section "Configuration
of the I/O devices (Page 118)".

PROFIBUS PA devices
PROFIBUS PA devices can be integrated in PCS 7 with the DP/PA coupler or the Compact Field Unit.
Information on configuring PA devices in HW Config can be found in the "SIMATIC Process

Control System PCS 7 Engineering System" (https://support.industry.siemens.com/cs/ww/en/
view/109973492) manual.

The PDM check box must be activated in the object properties of the DP/PA link in order to be
able to use the Multiview and LifeList functions for the devices on the PA field bus:

The "Configuration via PDM" option is activated as standard for PA field devices.
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DP slave properties |

General | Idenlificationl Hedundancyl Operating F'arametersl

— Module

Order Mumber:
Family:
DF Slave Type:

Dezignation:

EES7 153-2B201-0-B0
DP/PA-LINE
Ik4 153

|IM 153-2 0D, Redundant

addieszes

Diagnostic gddress: |1 E371 PROFIEUS... | 14

— Modest agter spgtem

IDF' mazter system [1]

~ SYMC/FREEZE Capabilities

v

I~ SrhE I~ EREEZE I
Comment:
=
|-
Cancel | Hep |

FF devices

You can find information on configuration and parameter assignment of FF devices in the
following manuals:

* SIMATIC Process Control System PCS 7 Help for SIMATIC PDM (https://
support.industry.siemens.com/cs/ww/en/view/109973104)

* SIMATIC Bus Link Compact FF Link (https://support.industry.siemens.com/cs/ww/en/view/

109810882)

7.8.3 Information on configuring field devices on the H system

Redundant interface

DP devices which have access to a redundant interface are always configured and connected
redundantly (e.g. ET 200M, ET 200iSP).

DP devices which do not have access to a redundant interface are connected downstream of
the Y link. The number of field devices which can be configured downstream of the Y link is
restricted here by the 1/0 range of 244 bytes that applies in each case.

PA devices are always connected redundantly downstream of a DP/PA link.
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Variables which restrict the number of permissible devices per DP/PA link, with a redundant
and a non-redundant connection:

* Feeding current of the DP/PA coupler (110 mA EX or 1,000 mA non-EX)

e Current consumption of the field devices (typically 12 mA)

e Address range of the field devices (max. 244 bytes of 1/0 data, 5 bytes per analog value)
e Cycle time on the PROFIBUS PA (if specific customer requirements need to be met)

Information on configuring Y-Link and DP/PA Link can be found in the "SIMATIC Process
Control System PCS 7 Engineering System" (https://support.industry.siemens.com/cs/ww/en/
view/109973492) manual.

7.8.4 Topics relating to the integration of field devices on the fieldbus

Fieldbus connection

As well as the configuration of field devices in the process control system, the layout of
fieldbuses must be taken into consideration too. Detailed information on the following topics
can be found in the Industry Online Support:

e PROFIBUS DP (RS 485)
"SIMATIC NET PROFIBUS Network Manual" (https://support.industry.siemens.com/cs/ww/en/
view/35222591)

e PROFIBUS DP intrinsically safe (RS 485 iS)
"SIMATIC Distributed 1/O ET 200iSP" (https://support.industry.siemens.com/cs/ww/en/view/
109811501) manual

* PROFIBUS PA

"SIMATIC Bus Links DP/PA Coupler, Active Field Distributors, DP/PA Link and Y-Link" (https://
support.industry.siemens.com/cs/ww/en/view/109805389) manual

"SIMATIC Distributed 1/O SIMATIC CFU PA" (https://
support.industry.siemens.com/cs/ww/en/view/109963263) manual

¢ Foundation Fieldbus

— Application example "Configuration of FOUNDATION Fieldbus H1 (FF) with SIMATIC PCS
7" (https:/Isupport.industry.siemens.com/cs/wwl/en/view/64329637)

— "SIMATIC Bus Link Compact FF Link" (https://support.industry.siemens.com/cs/ww/en/
view/109810882)

* PROFIBUS PA and Foundation Fieldbus
calculation tool and application example "Calculation and Design of Fieldbus Segments with

the SIMATIC Fieldbus Calculator” (https://support.industry.siemens.com/cs/ww/en/view/
53842953)
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Note

Theinstallation guidelines of the PNO (PROFIBUS User Organization) can be found under . http://
profibus.com (http://profibus.com/)

Extended fieldbus diagnostics (EFD system)

142

The extended field bus diagnostics (EFD system) determines the physical data of the PROFIBUS
PA bus segment via the Compact Field Unit PA or the installed coupler and active field distributor.
This information can be retrieved in the Maintenance Station or SIMATIC PDM.

A further advantage of the EFD system is the commissioning wizard, which can individually
activate (up to 6) spur lines of the AFDiSD one after another. This is makes it possible, for
example, to connect several PROFIBUS PA devices with the same PA address (e.qg., default
address 126) at the same time without having to change the address beforehand.

You can use the following components to implement the extended fieldbus diagnostics on
PROFIBUS DP segments:

¢ Interface module (IM 153-2 (Outdoor) 6ES7 153-2BA70-0AB0)
e Coupler (FDC 157)
¢ Field distributors (AFDiSD)

On PROFINET segments the Compact Field Unit PA supports the extended fieldbus
diagnostics for connected PROFIBUS PA devices.

Note

You will find further information on the individual components, integration, commissioning,
operation, and maintenance in the operating instructions "SIMATIC Bus link Extended fieldbus
diagnosticsin PROFIBUS PA” (https://support.industry.siemens.com/cs/ww/en/view/88994694).
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Configuration of the network connections

Introduction

After the stations are fitted and configured, the connections between the ES/OS server and the
automation systems, as well as the connections between the automation systems themselves,
are configured and downloaded to the individual stations.

The CPs of the relevant stations must be connected to the system bus for these connections
to be loaded. The ISO protocol is used for process communication.

The OS clients are also connected to the terminal bus like the OS servers. The terminal bus is
not configured in PCS 7 as it is already configured in full via the Windows control panel.

Example
For this example, the network configuration is as follows:
o 2AS
* 1ES
¢ 1 redundant OS server pair
* 4 0Sclients
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0S Client 01 0S Client 02 0S Client 03 0S Client 04
B Terminal hus‘ I ‘

0OS Server 1B
0OS Server 1A

I1SO/Industrial Ethernet

M Plant bus I

AS 4105

I PROFINET Il PROFINET

A ring structure made up of SCALANCE switches is recommended for the system bus or
terminal bus; optionally also in a redundant design. For the ring structure a switch is set up
as the redundancy manager (RM) in redundancy mode (Manager). The remaining switches
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NetPro view

must support the ring redundancy as nodes and be configured as the client in redundancy
mode. Permissible redundancy protocols are HRP and MRP.

Note

Connecting redundant stations to the bus via 2 different switches is recommended in order to
guarantee the availability of the plant (affects H systems as well as a redundant OS server pair).

The mandatory and optional settings for SCALANCE switches are described in the corresponding
manual.

In the NetPro view the following network structure for the project "01_Plant_A" with the H
system is presented as the result of the existing configuration.

PROFIBUS(0) PROFIBUS(1)
PROFIBUS PROFIBUS
—— g
Plant Blis
Industrial Ethernet
—g  a
TDF ‘FN- \PN- |CP FN- |CF |CFU ‘DF \PM- IFN- |CF FN- |CF
VI0-XS IC-NE |443-1 102 |443-5 J410-5H | V05 JHO-KE |443-1 (101 |442.5
H \ H | Ext |10 H i H b Ext{1)
H- | == ‘H H W ==
2 2 2 2

The station's orange color denotes pending changes that have not yet been compiled.
Once the configuration described in this section has been completed in NetPro, all stations
in the multiproject must be represented by an error-free compilation in white before the
configuration is loaded into the automation systems.

With a station-selective configuration, as in this example, the networks (subnets) of the
individual subprojects must also be merged.
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8.1 Merging networks in a multiproject
8.1 Merging networks in a multiproject

Procedure

1. In the SIMATIC Manager, right-click on the multiproject and select "Multiproject > Update
Projects".

2. Select"Ethernet" and click "Execute" to open the "Merge/Separate Industrial Ethernet" dialog
box. You can select the individual subnets here.

ik Adjust projects in multiproject <Comp MP C
T — [
= Merge / DownSubnel L

E‘f:"" Subnels in mukipicisct Megad L
FROFIBLS =R
Meaige carneclions 20 05\Plart bus
02 Plant_B'\Plant bus
= 01_Plant_A"Plart bus
25 ES\Flant bus -
Select highlghted subnet 8¢ laading select |
oz | ok | amk | Carcel | Hep |

The S7 subnet ID is displayed in the properties (this is the same for all plant bus components).

Properties - Industrial Ethernet x|

General |

Marne: Iplant bz

57 subnet [D: IDD42 . IDD‘I 8

Project path: | [Part of: Flantbus_MF]

Storage location -

of the project: ID:\F'EIS?_F'ro|ect'\[lnmp_MF"\DS_F'Iant

Authar: I

Date created: 05/19/2008 08:02:08 Ak

Lasgt modified: 05/19/2008 02:40: 23 PM

Conment: :I

0k | Cancel | Help I

The cross-project network view can then be accessed in NETPRO.
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8.2 Configuration of the connections

i1z NetPro - [02_Plant_B (Cross-project network view - Comp_MP) -- D:\Projekte\Comp_MP\02_Plant] =10]|
% betwork Edit [nsert PLC View Options \indow Help =12
YRS R dea S TS DR N
1 S
SERVER1A ES22
TF_[WinGC g WinGC [P
=] | 1522 |Appl Appl.  |1823
=] ]
Plant Bus MP
Indystrial Ethernet
S(0) PROFIBUS(1)
PROFIBUS
AS1_H AS2
CFU \DF WPN- :PN— CP «FN- [CF CFU DF PN- PN- |CF PMN- |CF CPU \DF «FN- FN- |CF PN-IO|CP
410-5H ' E|o-y.-_t HOXE 4431 Em—z ;:115 E:;-}eﬂ " Etaxs E'M :?a- {8 ;::ﬁ.h 410-5H ' E|o—x-_~ Em-xx 4431 ' gﬁ.—&
I mm ] ®mm | ‘B8 ‘s |m
2 2 2 |2 2 2
4| | PIT
Project name|Station | Interface| P address | [MAC agdress |pevice number|
20_08 ISERVER1B CP 1623 [./-1.I. 1.1, -l fiosl-100!- 106! Uf:-:ﬂrﬂ -121-
35 Es ES22lcpie23 LD Tesllidol- o8- clool-iml T
20008 | SERVERIA CP1623 - ... j08.100- 081101 -100- 23
Di_Plant A ASIH PN -l -l 708000~ 0B/~ D1 -101-230
02_Plant B AS2 PHAO  |-i-i-i-i--[-{ 0B/~ 00j-06{-(01-01-26]0
O1_Plant_A ASI_H  PNAO-1 - ---ic 508 - nu;-iue'_-'mﬁ‘fm-'_'-cs ]
| Ready [PCintemnal.local. 1 | [0 from & selected [Insert [Chg 2
3. When you click on the Industrial Ethernet plant bus in this view, you receive a list of the MAC
addresses of the PC stations and automation systems in the multiproject.
8.2 Configuration of the connections
8.2.1 AS-OS communication
Procedure
1. Open the NETPRO view in the OS subproject.
2. Toaddthe S7 connection, right-click on the WinCCapplication of the OS and select the option
“Insert New Connection".
3. Select the CPU of SIMATIC H station AS1.
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8.2 Configuration of the connections

4. Select "Fault-tolerant S7 connection” for the H system and then click "OK".

& NetPro - [20_05 (Network) -- D:\Projekte\Comp_IMP}20_0S]
%@ Metwork Edit Insert PLC \View Options Window Help

ERAE A e v comecton x

Plant Bus (Part of Plant E
Industrial Ethernet

[

SERVER1A

— Eonnection Partner

=1-18] In the current project
. m-Ep 2005
E@ In the multiproject; Comp_MP
- =-EP U1_Plant_a

- EfED As1H

I ECFL 410-5H/CPU 410-56H[1)

B 02 _Plant_B
21_CL
B 25 ES
1 unknown project

. %
Project: |1 _Plant_a =
Station: |.&S1_H
Module: IEF'U 410-5H/CPU 410-5H(1)
— Connection
Type: IS?’ connection fault-tolerant j
¥ | Display properties before inserting
QK I Apply | Cancel | Help |
4| | 3
| Ready [PCinternal.local. 1 | 4
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5. Name the connection for the AS.

8.2 Configuration of the connections

x
General | Status Information I
r Local Connection End Point Connection identification
[™ | Configured dynamic cotnection Local 1D:
™| Configured at oneend IST-" connection_1
[W¥ | Establish an active connection VFD Mame:
[T Send operating mode messages IWIT'I[I: Appl.
—Connection Path
Local Partner
End Poirt: 20_0S5/SERVER1AS 01_Plant_AsAS1_H/
aint: WinCC Appl. CPU 410-5H (RO/S3)
Interface: cp 1623 x| |pn0-2(RO/SH) =l
Local interface | Address | Subnet | Partner interface | Address |
CP 1623 08-D0-06-01-00-23  Plant Bus PN-I0-2 (RD/S5) 08-00-06-01-01-23
CP 1623 08-D0-06-01-00-23  Plant Bus PN-I0-1{R1/55) 08-00-06-01-01-43
Address Details... |
Redundancy
[" | Enable max. redundaney [with 4 connection paths]
Cancel | Hep |

6. Connect the AS2 in the same way with the "S7 connection” type (the S7 connection for AS2
is not fault-tolerant).
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8.2 Configuration of the connections

% NetPro - [20_05 (Network) - D:\Projekte\Comp_MP\20_05] I ]
%@ﬂetwork Edit Insert PLC Wiew Options Window Help 18| x|
I T s R L
Plant Bus (Part of: Plant Bus MP) 1 =
Industrial Ethernet
SERVER1A SERVER1B CLIENTO1

4]
Local IO Partner IO Partner Type =
AS1 1 01_Plant_A / AS1_H/CPU 410-5H / CPU 410-...: 57 connection fault-tolerant
AS2 1 02_Plant B/ AS2/CPU 410-5H 57 connection
-
1| | 3
| Ready |PC internal.local. 1 | [1fror 2

The connections for SERVER1B are made in the same way as for AS1 and AS2.
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8.2 Configuration of the connections

i NetPro - [20_05 (Network) -- D:\Projekte\Comp_MP\20_05] 10l =l
%'E Metwork Edit Insert PLC View Options Window Help -2 =l
8§ S ka8 TS B2l

Plant Bus (Part of: Plant Bus MP) 1 =

Industrial Ethernet

[ [

SERVER1A SERVER1B CLIENTO1

-
4| | »

Local ID Partner ID Partner Type =
AS51 2 01_Plant_A /AS1_H/CPU 410-5H / CPU 410-... | 57 connection fault-tolerant
AS2 2 02_Plant_B / AS2/CPU 410-5H 57 connection
-
1 | 3
| Ready [PCinternal.local. 1 | [Lfror 2z
Note

Configuring an AS-OS connection for the ES is only required when the "OS Simulation" function
is used on the ES. With "OS simulation” you can test functions of the OS server project such as
pictures or scripts on the ES before loading them to the OS server. In order to be able to use this
simulation function, it is essential that the ES-AS connection has the same name as the OS-AS
connection.

Note

The connections that lead from the two OS servers (as well as the ES) to the same automation
system must have the same name, e.g. "AS1".

8.2.2 AS-AS communication

Introduction

In PCS 7 V7.1 and above you can use the "AS-wide interconnections between 2 charts" function
from different AS. This function automatically inserts the correct S7 connection between the
relevant AS in NetPro.
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8.2 Configuration of the connections

The possible S7 connections and the characteristics resulting from these are described below.

Note

You can find additional information on using ISO on TCP in the section "Configuring the system
bus (Page 40)"

You will find additional information on AS-wide interconnections in the

"SIMATIC Process Control System PCS 7 Engineering System" (https://
support.industry.siemens.com/cs/ww/en/view/109973492) manual.

Communication between two standard AS

An additional standard AS must be configured for this section in addition to the AS1 in project
"01_Plant_B" or in the multiproject.

;i; MetPro - [02_Plant_B (Network) -- D:\Projekte\Comp_MP\02_Plant] 10| =l
%gNetwork Edit Insert PLC View Options Window HeI|:| 18| x|

=¥ § & e dd 2
T p— =]
T — Connection Partner

E-[&] In the curent project

=8P 02_Plant_E
. OF FH- CF FN-ID |CF EI. A54
IC)—)(F' ID—XS 4431 4435 . e
: Ext A

=] . . fi] ] - [Unspecified)

2 - Al broadcast stations
e B mulicast stations

{25 In the multiproject; Comp_tP

% In unknown project

Plapt Bus (Pa
Ind&trial Ethe
PROFIBUS({2)

PROFIBUS
_ %,
Praject: | 02_Plant_B -
AS4 Station: IAS4
z CPU . DP FN- \FN- |CP FN- i
T H| 410-5H | LI0-XS IOKE 44341 1o Module: JCPU 410-5H
.. = — Connection
2

Tupe: IS? connection j

v Display properties before inserting

ok I Apply | Cancel | Help |

-
1| | 3

Ready PC internal.local. 1 1 from 2 selected ||
d l.local fr | d | 2

1. Right-click on the CPU 410-5H of the AS2 in order to insert the S7 connection.

2. Select the "Insert new connection” option.
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8.2 Configuration of the connections

3. Select the CPU of SIMATIC station AS4 as the connection’s destination.

4. Select”S7 connection” as the connection type and click “OK”".

Communication between two H systems
Two H systems must be configured for this section in the project "01_Plant_A".

fip NetPro - [01_Plant_A (Metwork) — D-\Projekte \Comp_MP\Comp_Pril =100
(A tetwork Bt Feert |FLG tiew Oford Wedow | Bl HETES
8RS 00 d B TS M 2
1 -
Plant Bus (Part of. Plant Bus MP)
Industnal Ethernet
L
AS3_H
PN PN [CF PN |CP CPU «DF «PN- PN. |CP FN- |CFP ;] CPU  DF PN- PR [CF (PN |CP CPU  «OF PN- +PN- |CP PN |CP
EIMEiNE 4431 Elﬂ-\: :-:I!-! Itl'.I:!-Ehi élMilD—!& llilti-‘ Hi=2 i':—!né il;!’_‘ i‘.‘u.s 4439 ilﬂ-tl ::4:-5 ::'IJ-!HE ilS—.(!ilt—!S l.““ élQ—S ::‘:-3:!.
m im = (m mm m " m m m |m mm m ‘m (m
2 2 2 2 2 2 2
PROFIBUS(D) PROFIBUS{1) PROFIBUS(2) PROFIBUS(3)
PRDFIBUS PRPFIBUS PRPFIBUS PRDFIBUS
i | o
Local D Partoer D [ctive connection ol Subnet :"J
e 20,05 [SERVER.. 57 connecin Tt terart P Bus 15 en s
3 1 AS3_H ICPU 41 ST connéction faul-loleran Yes Piant Bus [E] Plan...
| o E
| Ready PC internaliocal 1 | [1from 3 selected [rsert Thg
In this case a "S7 connection fault-tolerant" with four paths can be configured between
the two H-systems. The number of available paths is displayed via the connection's object
properties, depending on the number of configured CP443-1 modules and the available
networks.
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8.2 Configuration of the connections

Properties - fault-tolerant S7 connection |

General | Status Information I

r Local Connection End Point Block Parameters
™| Configured dunamic connection Local 1D {Hex): WH16H3
[ Corfigured at one end |3
¥ Establish an active connection
[ Send operating mode messages Default |
r—Connection Path
Local Partner
End Foint: AS1_H/ AS3I_H/
airt- CPU 410-5H (RD/S3) CPU 410-5H (RD/S3)
Interface: |Ph-i0-2 (RO/S5) x| [|Pn-0-4 (Ro/SS) =
Local interface | Address | Subnet | Partner interface | Address
PN-I0-2 (RD/S5) 08-00-06-01-01-23  Plant Bus FN-I0-4 (RO/S5) 08-00-06-01-01-24
PN-I0-1 {R1/55) 08-00-06-01-01-43  Plant Bus FN-I0-5 (R1/55) 08-00-06-01-01-25
PN-I0-2 (RD/S5) 08-00-06-01-01-23  Plant Bus FN-I0-5 (R1/55) 08-00-06-01-01-25
PN-I0-1 {R1/55) 08-00-06-01-01-43  Plant Bus FN-I0-4 (RO/S5) 08-00-06-01-01-24
Address Details... |
Redundancy

™| Enable max redundaney (with 4 connection paths]

Cancel | Hep |

This connection internally contains four paths, of which the first path is activated in
operation. The second path is held in reserve and automatically takes on the active role
in the event of a fault. The third and fourth paths are passively broken at the beginning.

High availability communication (2 paths or 4 paths)

A "S7 connection fault-tolerant" is always used for communication between fault-tolerant
systems. The following connection partners are possible:

* Forasimple system bus:
— Standard AS with CPU 41xH, and 1x CP 443-1 if required
— H system with 2x CP 443-1
— PCstation with CP16xx

* For aredundant system bus
— Standard AS with CPU 41xH, and 2x CP 443-1 if required
— H system with 2x or 4x CP 443-1
— PCstation with 2x CP16xx
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8.3 Downloading connections

Communication between H systems and standard AS

Note

Fault-tolerant AS-AS communication is not possible between fault-tolerant systems and
standard systems in PCS 7 as standard, meaning that AS-wide interconnections also cannot be
used.

You can instead create two standard S7 connections and then realize the fault-tolerance as an
application-specific block solution.

The following provide the options for this:

e Industry-Library (ASSendH and ASRecvH)

e Library S7H4_BSR (also for older PCS 7 versions)

You can find further information in the "SIMATIC Process Control System PCS 7 Industry Library
for PCS 7" (https://support.industry.siemens.com/cs/ww/en/view/109815840) manual.

8.3 Downloading connections

Introduction

Once you have configured the stations and created the network connections, you have to
download the configuration data to the stations (AS/PC stations).

® @ @ CPU = Configure...
El El CPU > Download

B Terminal bus

R @
ES = 0S Server 1A i 0S Server 1B

i G |10 S

BBl

M Plant bus

=
8
=
8
=
8
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8.3 Downloading connections

156

At this point, the Station Configuration Editors of the OS servers must have already
been made ready for operation with the "Configure target system" function (Creating and
managing a PCS 7 project (Page 49)).

Compile and save your configuration in NetPro for this purpose. All stations have a "white"
status color when the configuration is without errors.

For an initial configuration, perform the "PLC > Download to Current Project > Selected
Stations" function for all automation and PC stations (only possible with the AS in STOP
mode).

For new or modified S7 connections, select the corresponding connection and use the "PLC >
Download to Current Project > Selected Connections” function (possible with the AS in RUN
mode).

Note

The active AS-AS connections are briefly interrupted when the "PLC > Download to Current
Project > Connections and Gateways" function is used for an AS. This interruption will not affect
the output parameters for the standard blocks of the CFC library (REC_R, REC_BO).

Only the "PLC > Download to Current Project > Selected Stations" function is possible for a PC
station.

The OS will then need to be compiled and downloaded if AS-OS connections are changed.

i NetPro - [01_Plant_A (Network) -- D:\Projekte\Comp_MP\Comp oy ] 4
BE network Edit Insert | PLC View Options Window Help -2 =l
= 8 & | & | [] Download to Current Project Selected Stations Cirl+L

Upload... Selected and Partner Stations
Stations an bhe Subnet

Achivate Conmection Skatus

pdate Conmeckion Status F5
IModule Information;.. el
Operating Mode. .. (Zhrl+T

EearfHeset., .
Seb Time of Day. ..

Save device name bo Memory Card, ..

Ethernet

PROFIBUS

Assign PGIET
Wnida PEIFE Sesignment

2 2 2
PROFIBUS(0) PROFIBUS
PROFIBUS PRPFIBUS
1| | L|J
J Downloads the connection data and gateway data of the selected station(s). |PC internal.local. 1 | i
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8.3 Downloading connections

Downloading to the ES
Always start with the Engineering Station when downloading stations.
1. Select the ES.

2. select the menu command "PLC > Download to Current Project > Selected Stations".

Downloading to OS servers
Download the configuration to SERVERTA and SERVER1B too.

Downloading to AS stations

The "PLC > Download to Current Project > Selected Stations" function loads the complete
configuration including HW Config to the AS. This function can only be performed in the STOP
operating state.
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8.3 Downloading connections
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Configuring AS functions 9

9.1 Principles

Introduction

Plant engineering gives rise to plant parts, functions or program sections which only differ from
one anotherin afew respects. In the interests of working efficiently, create basic elements which
can be reused repeatedly and which only have to be supplied with the current parameters. Once
created these are managed in the master data library and used as an instance or replica in the
AS assigned.

Note

All the information on configuring the AS functions can be found in the "SIMATIC Process Control
System PCS 7 Engineering System” (https://support.industry.siemens.com/cs/ww/en/view/
109973492) manual, from the "Basic Engineering Concepts" section.

Further information can also be found in the "Technical Functions for the Chemical Industry”
(https:/Isupport.industry.siemens.com/cs/ww/en/view/53843373) application.

9.1.1 Master data library

Adoption of existing base elements in the master data library
The following are available in PCS 7 as base elements for the purposes of reuse as an instance:

e Block type
Also referred below as a block.

e SFCtype

* Process tag type
As an interface for the Import/Export Assistant
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* Model
Models from completed hierarchy folder consisting of process tag types and of one or more
process images

e Control module type (CMT)
Starting with PCS 7 V8.0 the type concept based on control module types is available. The
control module type is referred to as CMT below. CMTs serve as an interface for the Plant
Automatic Accelerator.

Note

The complete description of the base elements and their use can be found in the "Typing,
reuse and central changeability of engineering data" section in the "SIMATIC Process Control
System PCS 7 Engineering System" manual. (https://
support.industry.siemens.com/cs/ww/en/view/109973492)

Copy all required base elements from all libraries used for the configuration (e.g. PCS 7 AP
Library) to the master data library of the multiproject ("Comp_LIB" in this case).

In the event that individual blocks should have changed attributes or names through

the copying process then the following message is received. Calling up the "Synchronize
attributes" function is recommended in this event so that no project-specific changes are lost
in the master data library.

Insert Function Block

The object 'FB1845" already exists. Do pou want to
owenarite it?

A

Adjuzt Attributes. |

Yes N Help |

Note

When copying blocks observe the rules and notes in the "SIMATIC Process Control System PCS 7
Engineering System"” (https://support.industry.siemens.com/csiww/enl/view/
109973492)manual.

Ensure that blocks are also copied that are opened as a multi-instance from other blocks, as the
function of the block is not ensured otherwise.

The following image shows an example of how existing process tags (templates) from the
PCS 7 Advanced Process Library are copied to the master data library using the plant view in
each case.

Compendium Part A - Configuration Guidelines (V10.0)
Configuration Manual, 04/2025, A5E52549861-AA


https://support.industry.siemens.com/cs/ww/en/view/109973492
https://support.industry.siemens.com/cs/ww/en/view/109973492
https://support.industry.siemens.com/cs/ww/en/view/109973492
https://support.industry.siemens.com/cs/ww/en/view/109973492

Configuring AS functions

_ﬂHATIC Manager - PCS 7 AP Library V90

File Edit Insert PLC View Options Window Help

9.1 Principles

=101 %]

D |22 % B dne %%

% G E B m|

=101 %]

[% FbiG ain chedLim
FiwdDisturbCompenzat
GainScheduling

b anagedhdotorStarker

FIDConl_ConPerton
FIDConA_CanPerkdon
PIDConR_ty_Fiamp
FIDControl_Lean

CazcadeControl
CascadeContral_Lean

Templates

K.alFil blacks

CazcadeR ModPreCon FIDControl_Lean_Fb
&=z MPC10:10 blocks CascadeStepContral Motar25 peed [ PracsimC
Digital8kd onitaring Motor_s_EwventTs Y ProcSims

DigitalManitaring
Digitaltd onitaring_Fb
Dose_Lean
Doge_Lean Fb
Dirive

Mator_Lean
MotorReversible

M atorS peedCaontrolled
OverrideControl
OverrideR

R atiaControl
FatioControl_Lean

R atioRt
SmithPredictorControl
SplitrangeContral

S—

SplitrangeContral_Lean
StepContraldctor
StepControlDirect
ValveEW'ay

B valve_Lean
ValveAnalog

1y alvetnalon_Fb

By valveMatar

E® Comp_MP (Plant View) -- D:\PC57_Project\Comp_MP\Cc - | Ellﬂ
E@ Carmp_MP CazcadeContral R atioR
-2 O01_Plant_& CascadeContral_Lean SmithPredictarCantrol
P 02_Plant_B CazcadeR SplitrangeContral
20 05 CazcadeStepCaontrol SplitrangeContral_Lean
21_CL FhwdDisturbCompenzat SteplControléctor
! EE—ES n GainScheduling StepControlDirect
e ZOmP_- 7 ModPreC:
-] Shared Declarations parrELen
@ M el OvwerrideControl
H = s i
E-{Z Process tag types - QverrideR
; Cortiol PIDCorL_ConPertdon
Dose FIDConR_ConPerton
Maritaring PIDContral_Lean
Matars FIDContral_Lean_Fb
PracSimulation RatioContral
Walves FatioControl_Lean
Press F1to get Help. |PC internal.local. 1 [ 4

Note

Only base elements from the master data library should be used for configuring the charts. This
ensures that all S7 programs will contain the same versions of the block types used. This avoids

errors and warnings during later OS compilation.

9.1.2 Creating user-defined technological blocks

Block library

In PCS 7, user-specific blocks can be created quite easily, meaning that particular customer
requirements can be metin a very flexible way. A user-defined block has a faceplate and its block

icon for operating and monitoring the OS.
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Be sure to always factor in the corresponding expertise, time and effort for the creation,
maintenance and upkeep of your own blocks. Working with existing PCS 7 block libraries is
recommended with this. A major advantage with the existing library blocks is the fact that
they are serviced and maintained systematically, including with regard to different PCS 7
versions. Project teams can save time and cost as a result, particularly for future upgrades
where the original project team may no longer be available.

Criteria to consider when making decisions about creating user-defined blocks

The following points must be reviewed before creating user-defined blocks:

* Whatfunctions do any existing PCS 7 block libraries offer (e.g. PCS 7 add-on catalog) in terms
of meeting your requirements?

* Does a sector-specific library already exist that covers your requirements?

* Canan existing PCS 7 block library be adapted to meet your requirements, e.g. related to the
display?

* Isjust one block to be created, or several blocks?
* Is there a description or specification of the functions required of the blocks to be created?

¢ (Can user-defined blocks be maintained and serviced in the future?

Guidelines on the range of numbers

The block number range for AS blocks 0 to 2799 is already allocated for the standard, add-on and
sector-specific libraries. To avoid any conflicts with the number ranges of existing AS blocks,
assign block numbers starting from 2800 when creating your own blocks.

Note

Please note that the following CPU types do not support a block range of numbers greater than
2048:

e (CPUs 412-416 with V4.x version

e H-CPU 412 and 414 with V4.x version

Numbers in the range from 1200 to 1249 are recommended when using user-defined blocks on
these CPU types. The UDT numbers from 1 to 50 are reserved for the data types of the APL.

Guidelines on naming

162

The system has a limit of 16 characters for symbolic names for function blocks. However, a
maximum of 8 characters is recommended on account of the display in the CFC Editor. Symbolic
names with more than 8 characters are not displayed in full in the CFC Editor for summary
reasons.

When determining symbolic names the first characters should be allocated with the block
names in order to allow the function blocks to be uniquely assigned during the configuration
phase. If you want to expand a symbolic name with additional information (e.g. company
abbreviation) then place this at the end of the symbolic name.
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The following example illustrates the naming guidelines:
* Block name: "CountOh"
¢ Symbolic name: "CountOh_Siemens"

e Display in the CFC Editor: "CountOh_"

Guidelines on creation

The "Compile chart as FB" function should not be used when using APL blocks to create user-
defined blocks as the "S7_x" attributes are not supported for structures. S7-SCL is provided for
creating the blocks in this case.

Note

You can find detailed information on creating technological blocks according to the PCS 7
guidelines in the "SIMATIC Process Control System PCS 7 APL Style Guide" (https://
support.industry.siemens.com/cs/ww/en/view/65601446) manual.

9.1.3 Creating user-defined driver blocks

Using driver blocks

Similar to the creation of technological blocks, you can also create driver blocks for non-
integrated modules/devices with PCS 7. A driver block evaluates the status or the diagnostics for
the modules/devices. Accordingly, a separate channel block is generally required for the actual
signal processing.

The main objective of creating driver blocks is to achieve integration in the hierarchical driver
concept of PCS 7. The hierarchical driver concept has been implemented in the PCS 7 Basic
library and forms a basis for asset management.

Note

Siemens offers expert support over the entire automation project. Contact one of our experts in
your area: https:/lwww.siemens.com/global/en/home/products/services/industry.html (https://
www.siemens.com/global/en/home/products/services/industry.html)
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9.1.4

Introduction

164

Changing the message class, priority and message text

You can change the message class, priority, and message text for all function blocks.

Note

Please take note of the "Aspects of Message Configuration” table in this regard in the "SIMATIC
Process Control System PCS 7 Engineering System" (https://
support.industry.siemens.com/cs/ww/en/view/109973492) manual.

The appearance of limit violations at the block can be influenced in process control in group
displays and in message lists. The "User-configurable message classes" function is available
for this purpose.

You can find additional information on the topic of "User-configurable message classes"
in the manual "SIMATIC Process Control System PCS 7 Engineering System"” (https://
support.industry.siemens.com/cs/ww/en/view/109973492).
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Procedure

To do this, click on an FB in the master data library and select "Special Object Properties >

Message".

| SIMATIC Manager - Comp_MP
File Edit Insert PLC View Options Window Help

=101 %]

Dw|B%# | 4 B2 sa|[o B2

WS @ | BB M

=101 %]

| | Object name Svmbalic name Created in language | Size in t;l
01_Plant_A 3 FE1820 GiainGched SCL i
UZ_Plart_B &3 FE1823 Integral sCL
: *"‘52EPU osy | [EFETEe Intlk02 5CL
OP 443 1- &3 FB1828 Lag SCL
CF 4475 Ext £ FB1832 teanTime SCL
) &3 FE1E42 AutoE xcitation SCL
7] Globale Deklaratic
20 0% £ FB1843 todPrelCon SCL
21_EL L3 FE1E544 LPOptim SCL
Ep 25:ES 1845 tdondnl
=% Comp_Lib &3 FE1847 MonDi0g SCL
-(z7 57Lib &3 FB1848 MonDiL SCL
&3 FEB1850 Fatl SCL
i £ FB1551 ratFRewl SCL

PCS7 Message Configuration - Comp_Lib\57Lib\Blocks\FB1845

Lazt changed 12/02/201370:14:78 AM

X

Diizplay language: English [United States)

Mezaage identifier Measage class |'E’| Priority |'E’| -
[=] |MsgEvid1
| siG1 Alarm - high o [~ |5SBlockCommentSs P/
| siG2 Warning - high o [~ |5SBlockCommentSs P/
| si1G3 Tolerance - high o [~ |5SBlockCommentSs P/
| siG4 Tolerance - low o [~ |5SBlockCommentSs P/
| siGs Warning - low o [ |5SBlockCommentSs P/
| siGs Alarm - low o [~ |5SBlockCommentss P
| siG7 Alarm - high o [~ |5SBlockCommentss L
L| 5iG3 Alarm - high o [~ |5SBlockCommentss L
=] [MsgEvid2
F| sie Alarm - low o [ [s5BlockCommentss L « |
1 | o
Morer» |
] LCancel | Help |

[FCTTEMTEnTotar T T

Note

First take care of the changes in the master data library and then update the FBs in the S7
programs of the AS subprojects (see also section: Updating block types (Page 167)).

Once these changes have been made, a delta download of the automation systems is still
possible. You will need to compile and download the OS servers if you make changes in the PCS
7 message configuration.
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9.1 Principles

9.1.5

Changing attributes

Introduction

You can change the attributes of any function block. For example, attribute "S7_m_c = true"
means that the block/block /O will be created as a structure/tag in the OS project by the OS
compilation.

Procedure

IBiLAD/STL/FBD - [FB1845 -- "MonAnL" -- Comp_Lib\S7Lib).\FB1845] — Ol x|
{} File Edit Insert PLC Debug View Options Window Help _|5’|5|

Set the attributes in the properties dialog of a block I/O on the appropriate tab.

DS H&| s BEeo = ¢dla|2ss

< ! |[MmE| s 2 B A O 1 L 2 |2

E | |Cnn1:ents 0f: "EnvironmenthInterface\IN'
EH-@ Interface | [veme Data Type |Address  |Initial \a
[#-{=] Mave =] =4 I |E| GradHUpEn |Bool 1146 TRUE
{E Program control l Variable Properties x|
=)z shift/Rotate
""" £T sHR1 Generclll Information ~ Attributes |
----- F sHr_DI -J
""" F sHw Attribute Value 2
""" £ stR_w 1 Op_Level 1
----- £l sH_ow =
2
----- £l sHr_pw
_____ E- ROL DW =2 57_wisible false
----- T rRoR_DW 4 _l;l
B-{d Status bits =l 5 5
Shift Right Integer £, [ - =
FB18&: 7 —
= e = = Comm 2 il
Eeo. [B=Cal.. | 52 Net.. | ‘J I =
= Address /£ I Block flaiz: I Loc:
|
Insert Row | Delete Row |
* } S |
[Af4[m[m] 1:Emor A 2Info 7.
A

Press F1 to get Help.

| 2 |offiine |abs < 5.2 |
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Configuring AS functions

9.1.6

Introduction

9.1 Principles

Note

First add the changes to the master data library so that the blocks in the S7 programs of the AS
subprojects can be updated later (see also section: Updating block types (Page 167)).

A delta download of the automation systems is still possible following changes to parameter
attributes.

You may need to compile and download the OS servers if you make changes to the block
attributes. You can find information on S7 attributes in the manual SIMATIC Process Control
System PCS 7 APL Style Guide (https://support.industry.siemens.com/csiww/en/view/
65601446).

Updating block types

You can update changed block types automatically in the individual S7 programs from the
master data library.

The charts of the master data library (blocks from process tag types/models) are
automatically updated in addition to the S7 programs in the AS subprojects with the "Update
block types" system function.

SFC types from the master data library in the S7 programs can also be centrally updated.

Once the engineering phase is complete all the block types used should be present in their
current version in the master data library and should match the configured types within the
multiproject.
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9.1 Principles

Procedure

To do this, select the block folder or a block in the master data library followed by "Options >
Charts > Update Block Types...".

.SIMATIE Manager - [Comp_MP {Component view) - D:\PCSY_Project'.Co 101 =l
Fil: Edit Insert PLC ‘“iew | Optigns ‘Window Help =] =l
0= | ] | 2 [, Customize... Chrl+AlE+E Filter » j Wy | 2@ g
Access Protection 4
[E-{@] Comp_tP | Created in Ianguage;l
= Change Log 3
EB 01_Plant_A ) SCL
= SIMATIC Logon Service. .,
i D2_F'Iant_B SCL
p 20,05 Teot Lbrars >
21_CL Language For Display Devices. .. SO
:!_ éi%Ei Manage Multilingual Texts 2 5oL
- (5 _
@@ Comp_Lib Rt v StL
El S7-ProgLIB Run-Time Properkies. .. sCL
i (B Source stL
Compare Blocks. .. SCL
Reference Data 4 SCL
Define Global Data SCL
canfigure Ketwork SCL
Simulate Modules sl
SCL
SIMATIC PDM 4 SCL
SCL
Configure Process Diagnoskics
d d 5CL
Edit: satety: program STL
Settings for CopyingiMowing. ..
<hared Declarati N Book Back Process Ohjecks
ared beclarations Brocess Ghjects Statistics
Pl [ L
ank Hlerar.chy Run Sequence
Process Objects 3 .
= Objects (Oniing) . Generate Madule Drivers,
prcn:ess . eiaEs R " hart Reference Data
rocess Tags
Read back progranm. ..
Models k Bray
Lags...
SIMATIC Rouke Conkral k
e — IUpdate Elock 000
mpem External Wiew
Updating of changed block types inse 05 | i

Note

If you select one or more blocks in the block folder, only these are updated. The advantage is that
this accelerates the update process.

Additional information on this process is available in the "SIMATIC Process Control System PCS 7
Engineering System"” (https://support.industry.siemens.com/cs/ww/en/view/109973492)
manual.
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9.1 Principles

Type updating in RUN (TCiR, Type Change in RUN)

9.1.7

In connection with the CPU 410 (firmware V8.1 or higher) and PCS 7 (V8.1 or higher), a type
update in RUN mode is supported. This makes it possible to update the instances and download
them to the CPU in RUN mode after changing an interface at the block types.

Note

You can find further information on the subject of "Type updating in RUN" in the "SIMATIC Process
Control System PCS 7 CFC for SIMATIC S7" (https://support.industry.siemens.com/cs/ww/en/
view/109954532) manual and in the "Process automation with the SIMATIC PCS 7 CPU 410-5H
controller" (https://support.industry.siemens.com/cs/ww/en/view/96839331) application
example.

Driver concept

General principle

Driver blocks act as an interface between the I1/0 modules, Pl devices and the S7 program. Input/
output signals and status information (e.g. wire break), which can then be used in the CFC
editor, are made available via the driver blocks. "Signal value invalid" (QBAD) and "Value status
of the signal" (Quality) are available on the channel driver.

AS

Diagnostilc‘_block Channel block

PeTas
tha

Status Signal T

Process image

¢

|
ET 200M module:
Channel address

ET 200M:
Diagnose address

PCS 7 features channel blocks for the actual signal and diagnostic blocks for diagnosing the
subnet, racks, and modules. The channel blocks must be configured in CFC.
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Configuring AS functions

9.1 Principles

Define symbolic names for each channel in the hardware configuration (e.g. H4711GO).
Linking a driver block to this symbolic name assigns this 1/0O signal to the signal driver.

The diagnostic blocks are automatically created by the system in the charts (@Charts) when
the CFC charts are compiled.

Parameters are already assigned automatically to the diagnostic blocks in accordance with
the settings made in the hardware configuration.

If an entire ET 200M fails, for example, a process control message is provided pointing to the
faulty ET 200M. The individual process control messages of the modules and their channels
are automatically suppressed. This prevents a message burst from occurring, thus making
troubleshooting easier. The relevant technological messages continue to be evaluated.

Note

The diagnostic blocks from the charts (@Charts) are described in the "SIMATIC process control
system PCS 7 Basis Library" (https://support.industry.siemens.com/cs/ww/en/view/109973503)
manual in the “Family: @System” section.

The channel blocks of the PCS 7 Advanced Process Library are described in the "SIMATIC process
control system PCS 7 Advanced Process Library" (https://
support.industry.siemens.com/cs/ww/en/view/109973505) manual in the "Channel Blocks"
section.

The channel blocks of the PCS 7 Library V7.1 are described in the "SIMATIC process control
system PCS 7 Standard Library" (https://support.industry.siemens.com/cs/ww/en/view/
36201733) function manual in the "Family: DRIVER" section.

Diagnostic block "CPU_RT"

170

Starting with PCS 7 V7.0, the @CPU_RT chart with the "CPU_RT" diagnostic block is automatically
created when the CFC is compiled. Channel/diagnostic blocks in PCS 7 Library V7.0 and above
must be used for this.

The "CPU_RT" diagnostic block implements a new controller and cycle behavior in the
overload range. All automation systems have the new behavior in the overload range.

A performance analysis of the AS load is also possible. The performance analysis depends on
the CPU firmware (CPU FW V4.5 and above). If the CPU FW supports SFC 78, the performance
data can be read via "CPU_RT". The performance data is shown in the diagnostic area of PCS 7
asset management (see also the "Integrated asset management (Page 299)" section).

Note

You can find additional information on "CPU_RT" in the "Family: @System" section of the
"SIMATIC Process Control System PCS 7 Basic Library" (https://
support.industry.siemens.com/cs/ww/en/view/109973503) manual.
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Configuring AS functions

9.1.8

Cycle load

Memory load

9.1 Principles

AS resource utilization

Itis advisable to always determine the cycle load of the AS during the engineering phase. If the
actual cycle load surpasses the results from the planning tools, such as PCS 7 ProTime,
corresponding adjustments are needed in the affected AS.

You can do this in the following ways:

¢ Using the "CPU_RT" block in PCS 7 V7.0 and above and the corresponding AS (FW > V4.5).
Information on FW can be found in the "Driver concept (Page 169)" section.

e ForanolderAS (FW <V4.5) you can configure determination of the cycle load and download
it to the AS in RUN mode at any time using CFC blocks.

Note

You can find additional information in FAQ "How can you calculate the cycle load of the
automation system (AS) online?" (https://support.industry.siemens.com/cs/ww/en/view!/
22000962).

Typical limits for the cycle load after commissioning the AS:

Observe the TOTALAV /O of the "CPU_RT" block (total average value of all OB 1, OB 3x, OB
8x (in %). This value should never be above 75%, regardless of whether it involves a standard
AS or an H system. This corresponds with the default limit on the MAXLIM 1/O with which the
"Net time consumption of all OBs exceeds Max Limit" is produced.

Peaks may occur through additional process loads, e.g. triggered by asynchronous OB errors,
which may also cause time errors with a basic load of more than 75%. This leads to OB 80
being called up with a process control message included and results in the following entry in
the CPU diagnostic buffer:

"Event ID 164# 3502 OB request error | Causing OB: Time error OB (OB 80)".
Increased availability as part of Lifecycle agreements:
The net time usage of all OBs must not exceed 75% on average.

After completion of the engineering phase, check the CPU diagnostic buffer for OB 80 entries.
Where there are entries present reduce the cycle load of the relevant cyclic interrupt OBs.

Current memory utilization for the work memory and the load memory can be ascertained in the
online module status of the CPU. The warning threshold for the work memory and the load
memory is 90% by default. This threshold can be changed in the CFC Editor.

Note

When changes are downloaded frequently, it is recommended that the assigned work memory
code not exceed 80%.
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9.1 Principles

Increased availability as part of Lifecycle agreements:

The assigned work memory code must not exceed 80%.

Communication utilization

The following recommendations for communication between two PCS 7-AS can be deduced
from the rules on configuring AS-wide interconnections in the CFC online help:

* AS-wide interconnections can be used for configuration in PCS 7 V7.1 and above. The
advantage with this is that the quantity structures are checked automatically upon
compilation and are captured in the CFC reference data.

* Configurations with the communication blocks based on BSEND/BRCV (e.g. SEND_R from PCS
7 Library) are preferred in earlier versions:

— Maximum of 50 or 100 frames/second

— Maximum number of nodes: 30 (CPU412/414) or 62(CPU 410-5H/416/417)
* The fastest possible cycle for the blocks on the transmitting and receiving end is 200 ms.
¢ The maximum transmission volume between two partner CPUs in an OB is 4,800 bytes.

* The volume to be transferred is calculated by adding all AS-wide interconnections of a CPU
in bytes per second. The maximum possible volume that can be transferred varies depending
on the CPU and its performance. This figure should not be exceeded.

The following table shows the recommended maximum values for the transmission volume
of a CPU:

H-systems V4.5 CPU41x V4.5 + V5 CPU41x V6 + V7 (Sin-
(Single) gle)CPU410 V8 (Sin-
H-systems V6 + V8 gle)

Recommendation for the overall transmission volume | 30 KB/s 60 KB/s 100 KB/s
Portion for the AS-wide communication 10 KB/s 20 KB/s 33 KBIs
(default setting 30%)

Recommendation for the number of communication 60 120 180

block instances per second

172

For S7-400 CPUs V6 and higher, the current transmission volume can be determined in

the online module information of the CPU. The "Connection statistics" tab contains a table
with all connections that contribute to the communication of the CPU. The connection type,
identification/communication partner and transmission volume (sent and received bytes) per
time interval (typically 5 s) are displayed for each listed connection.

Increased availability as part of Lifecycle agreements:

The recommended maximum values for the transmission volume may not be exceeded.
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9.2 Configuration of the automation program (process tags / control modules)

9.2 Configuration of the automation program (process tags / control
modules)

The automation program forms the basis of the automation. This program is configured in the
CFCin PCS 7 and typically contains the program logic, including interlocks, as well as the
connection to the process I/0. SIMATIC PCS 7 supports configuration with process tags according
to the old model, but also the enhanced control module (CM) type model. The main advantage
of CM technology over process tags lies in the flexible formation of variants and the optimal
connection to a higher-level engineering, project execution and documentation tool such as the
PCS 7 Plant Automation Accelerator and the COMOS Plant Engineering Software.

9.2.1 Process tag types (templates)

A process tag type (template) is a project-specific interconnection of blocks. It serves as a model
for a specific automation function.

Example
A valve-control process tag type from the PCS 7 AP library is shown below.

The valve-control process is completed here with the channel blocks for inputs and outputs,
the technological blocks "Intlk02" and "VIVL". The "Bad" output of the driver blocks is
interconnected to the "CSF" error input of the valve block (valve).

EH

......

Numerous process tag types are available in the PCS 7 AP library. They serve as a basis and
can be adapted to the automation function for a specific project in your master data library.

User-specific process tag types should be created in the same way as the process tag types of
the PCS 7 AP library.
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9.2 Configuration of the automation program (process tags / control modules)

Recommendation for creating custom process tag types

9.2.2

Introduction

174

Note the following recommendations:
* Use the comment fields (for describing the logic, for example).

* Usechannel blocks between the I/O data provided in the processimage and the technological
blocks.

* Arrange the blocks on the CFC sheets of the process tag type in a clear manner, e.g.
consistently from top left to bottom right.

* Create variants of process tag types. If a valve needs two interlock blocks, for example, create
a new process tag type for it.

* Test each process tag type before using it in the project.

Note

Information on creating CFCs and process tag types can be found in the "SIMATIC Process
Control System PCS 7 Engineering System" (https://support.industry.siemens.com/cs/wwi/en/
view/109973492) manual.

All process tag types are then to be saved in the master data library and can be maintained
and edited there as needed.

The process tags (replicas) in the project result from the process tag types of the master
data library - either by manual copying or using the Import/Export Assistant (see also section:
Import/Export Assistant (IEA) (Page 186)).

Control module type (CMT)

Compared with a process tag type, a control module type (CMT) has the following advantages:

* Instance-specific changes to the instance of the control module are not lost during
synchronization of type and instance.

e ltis possible to create different instances from one CMT. Optional blocks are configured for
this in the CMT. When the instances are created, the optional blocks needed in the respective
instance are defined. The "Technological I/Os" view is available for this in the CFC Editor.

CMTs also serve as an interface for the Plant Automatic Accelerator and the COMOS plant
engineering software.

Note

You can find information on the Plant Automation Accelerator in the "SIMATIC PCS 7 Plant
Automation Accelerator using a practical example” (https://
support.industry.siemens.com/cs/ww/en/view/109742154) application example.

The "Control Module (CM) technology — Efficient engineering with SIMATIC PCS 7" (https://
support.industry.siemens.com/cs/ww/en/view/109475748) application example describes
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9.2 Configuration of the automation program (process tags / control modules)

how to work with the control module technology in the PCS 7 environment based on
individual technological components and typical applications. These include:

e Structure of a CMT in comparison to process tag type (PTT)
» Structure of the interfaces

* Generation of a CMT with versions

* Configuration of a motor staging with CMT

* Function extensions and central type update

Note

Additional information on managing control modules can be found in the "SIMATIC Process
Control System PCS 7 Engineering System" (https://support.industry.siemens.com/cs/ww/en/
view/109973492) manual as well as in the CFC-Editor online help.
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Configuring AS functions

9.2 Configuration of the automation program (process tags / control modules)

9.2.3 Requirements for configuration in CFC Editor

Areas reserved for other applications

Open the "Settings for compile/download" dialog box in the CFC editor via "Options > Settings >
Compile/Download" and specify the DB and FC number ranges which should be skipped when
compiling the charts.

x
CPU: CPU 410-58H
warning Limitz
Local data [Z]: Iﬁ Communications jobs [Z]: Iﬂ
Load memary (%] |30 =5 wWork, memom [X]; L

Communication load rezerved for 45-wide
interconnections [Z]:

[
=
h.

Inztalled blocks per mntime group or 0OB:
[~ Suppress warning

Areaz Reserved for Other Applications

\_f-

DE numbers from: |1 o IEEI NESt
FC numbers frarm: IBD ta I?'EIEI [ Compress
Statigtic
b &xirnrn Available Ih uze Highest
| ‘ ‘ | number
DE 16000 15540 122 182
FC 8000 7353 167 an7

[ Generate image of downloaded program for comparison

ok | Cancel |

The settings for the number ranges should be the same for all S7 programs in the
multiproject. It may be necessary to change the preset range depending on the additional
project-specific user libraries.

The default settings are:
* DB:1to60
* FC:60to 700

Note
The FC range for a PST (Partial Stroke Test) is: 0 to 700

When using the Industry Library, a PST, or in relation to fail-safe, it is necessary to change the
default value from "60" to "0".
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9.2 Configuration of the automation program (process tags / control modules)

Installed blocks for each runtime group or OB
The default limit of 50 blocks is sufficient for typical configuration cases.
The monitoring is performed for:
» Blocks per runtime group (GROUP FC) or
* Blocks per TASK FC + runtime groups per TASK FC + SFCs per TASK FC

With the default setting of 50 blocks per runtime group or OB, a warning is triggered if more
than 50 runtime groups (CFCs) are configured.

Too many blocks per OB without using runtime groups can cause the SCL Compiler to abort,
as the compiler can only create a maximum of one 64 KB FC per OB.

The warning limit exists so that the 64 KB limit is not exceeded. You can set the warning
limit individually (1 — 32767), for example, after empirical determination. To determine the
warning limit empirically, the program must be compiled at regular intervals during the
configuration. Then you can check in the block folder of the program whether a block (Task
FC) is approaching the maximum allowable size of 64 KB. If the block size is close to this
limit, the warning limit is set too high. If the block size is well below the limit of 64 KB, the
warning limit can be increased.

If a block is close to the limit of 64 KB, you can reduce the block size by inserting new
runtime groups or by moving blocks/runtime groups to a different cyclic interrupt.

You can find more information on this topic in the FAQ "Why does the error message
"Maximum length of code area reached (max. 64 KB)" or "Insufficient main memory" appear
when the CFC charts are compiled?" (https://support.industry.siemens.com/cs/ww/en/view/
771569).

Generate image of downloaded program for comparison

As of the PCS 7 V7.0, the "Generate image of downloaded program for comparison” option is
available. This can prove useful or necessary as of a certain configuration phase (commissioning,
production).

If the option is activated, this allows you to subsequently view details of the changes to be
downloaded; The "Show changes" button is available for this purpose in the "Download to
target system" dialog window. The VXM tool (Version Cross Manager, including license) must
be available.

Note

The VXM process image is not updated during selective downloading of charts. An update is
complete if all changed charts have been downloaded.
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9.2 Configuration of the automation program (process tags / control modules)
9.2.4 Run sequence

Principle of the run sequence

A runtime group is created for every CFC chart (process tag) automatically upon creation. The
"Predecessor for runtime sequence” function in the runtime editor provides the option of
determining the installation position of the next CFC chart within a cyclicinterrupt OB. All blocks
of a CFC chart are therefore assigned to the same cyclic interrupt OB. This ensures that the
channel drivers and technological blocks are processed in the same cycle in a runtime sequence.

untime editor -- 01_Plant_A\AS1_H\CPU 410-5H\... =101l
0B34 [Cydlicinterruptd] (200 ms) Contents of 'OB35) Type | Pos | tnacti
OB35 [Cydicinterrupts] (100 ms) ﬂ' @CPU_RT\@CPU_RT CPU_RT 1f-
i ecru_RT\@CPU_RT (23 ravioo3 Runtime group 2/-
(X RAV1003 (100 ms) (3 ravi004 Runtime group 3/-
[ RAV1004 (100 ms) (3 rav1005 Runtime group 4)-
[ RAV1005 (100 ms) [ raTI017 Runtime group 5/-
% Eiﬁ 12;; EEE ::; [CAraTI057 Runt:me aroup /-
- RAQUIO62 (100ms) [ZA raQIioG2 Runt_me group 7/-
- B RADIOOD2 (100 ms) (23 raDIOODO2 Runt.me group 8/-
Fi- () RADI0OO1. {100 ms) (23 rADIDOOY Runtime group 9f-
5] RADIOOO3 (100 ms) (23 rADIDOO3 Runtime group 10/ -
M (L] RADIOOO7 (100 ms) (23 rADIODOT Runtime group 11/ -
F- (2] RADI0008 (100 ms) [ZJ raDIODOS Runtime group 12/-
- (L] RADI000S (100 ms) [ rapI0003 Runtime group 13 /-
...... 0B36 [Cydicinterrupts] (50 ms)
...... 0B37 [Cydicinterrupt?] (20 ms)
...... T OR3R Cwlic interruntd] (10 ms) hd
1] | 1] i

Note

If blocks with startup characteristics are included, these are also integrated in OB 100.

Execution time of the runtime groups
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You can set the execution time of the process tags by inserting the corresponding runtime group
in one of the following cyclic interrupt OBs.

Cyclic interrupt OB | Default value for time frame | Default value for priority class
OB 30 5s 7

OB 31 2s 8

OB 32 1s 9

0B 33 500 ms 10

OB 34 200 ms 11

OB 35 100 ms 12

OB 36 50 ms 13

Compendium Part A - Configuration Guidelines (V10.0)
Configuration Manual, 04/2025, A5E52549861-AA



Configuring AS functions

9.3 Generation of logical operations

Cyclic interrupt OB

Default value for time frame

Default value for priority class

OB 37

20 ms

14

OB 38

10 ms

15

Optimize the run sequence

The timing of each individual block, or of the entire program, can be optimized using the

9.3

"Options > Optimize Run Sequence" system function. This optimization is recommended is for
PCS 7. If certain runtime groups (e.g. CFCs with cascade connections) are not to be optimized
then the optimization may be deactivated in the runtime group properties.

5I
Tash: 0Ba32
After:
MHanne: IVaIve_I
Cornrmet:

Reduction ratio:
Phaze offsat:

Optimize run sequence

o]

Active;

Cancel | Help |

One advantage of optimization is that all process tags of the entire S7 program are executed
in the same order. This sequence is based on optimization under the IPO principle: Input
driver block — Processed blocks - Output driver block.

Note
If the runtime group contains fail-safe blocks, the option is not activated.

You can find more detailed information on the run sequence and how it is optimized in the
"SIMATIC Process Control System PCS 7 Engineering System" (https://
support.industry.siemens.com/cs/ww/en/view/109973492) manual.

Generation of logical operations

General information on logical operations

Logical operations are used for interlocking functions, for example. These can be implemented
within the PCS 7 program with the help of function blocks in the CFC. From PCS 7 V8.2, the
SIMATIC Logic Matrix supports the generation of the required operations with an interface.
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9.4 Creating step sequences

9.4

Generating logical operations with the Logic Matrix offers the following advantages:
* Clear generation of logical operations with the Logic Matrix Editor.

* Easy to amend and optimize the logical operations.

* Clear representation of the logical operations in the OS runtime.

* Filter options for quickly locating the cause of interlocking in the OS runtime.

Note

You will find detailed information on the SIMATIC Logic Matrix in the application example
"Efficient engineering of interlocking with PCS 7 Logic Matrix " (https://
support.industry.siemens.com/cs/ww/en/view/109482621) and in the "SIMATIC Process Control
System PCS 7 Logic Matrix" (https://support.industry.siemens.com/cs/ww/en/view/109973506)
manual.

Creating step sequences

General information about SFCs

SFC types

180

The sequential function chart (SFC) is a sequential control system executed in stages which,
depending on certain conditions, advances from one state to the next. A sequential control
system controls functions, such as CFC charts, via mode and state changes, and processes them
selectively.

It is created in the SFC editor. Block icons for SFCs and SFC types are generated automatically
during OS compilation.

Note

Additional information on this is available in the "Process Control System PCS 7
Engineering System"” (https://support.industry.siemens.com/cs/ww/en/view/109973492)
manual.

In the SFC, there are the "SFC chart" and "SFC type" object types.

The SFC type allows the definition of sequential controls and of an expandable interface.
You can read about the advantages and disadvantages of SFC types/instances in the manual
mentioned above.

Note

The creation of SFC types is described in detail in "Compendium Part C - Technical Functions with
SFC Types".
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9.5 Bulk data and integrated engineering

An SFC type is generally preferred if a step sequencer (SFC) is used several times in the
project. The instances are placed in the CFC chart similar to a function block. The SFC type is
contained in the associated chart folder.

As of PCS 7 V7.0, the SFC type can be centrally edited in the master data library and all
instances in the project can be automatically updated. In addition, ways of accessing the SFC
instances are listed in the chart reference data of the CFC.

9.5 Bulk data and integrated engineering
9.5.1 PCS 7 Plant Automation Accelerator
Introduction

The PCS 7 Plant Automation Accelerator (PAA) enables integrated engineering of PCS 7 systems.
For this purpose, the PAA offers functionalities for bulk engineering based on control module
types and also operates as a project execution and documentation tool.

Based on consistent data management from product design to product operation, the PAA
enables users to reduce configuration and commissioning costs when improving engineering
quality. The full savings potential can only be exploited if you use PAA right at the beginning
of a project.
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9.5 Bulk data and integrated engineering

Method of operation

The Plant Automation Accelerator includes an interface for bidirectional exchange of
engineering data with SIMATIC PCS 7. This enables the PAA to also work alternatingly in both
programs. For transferring data, the PAA supports a delta view for synchronizing between PAA
and PCS 7. The user decides on the requirements and performs supervised bulk data
engineering.

Data
synchronization

SIMATIC PCS 7
PA Accelerator

Functions

©)

Control Module Types
Control Modules

Interlock Logic

Technological Hierarchy

Hardware Configuration

SIMATICPES T

The PAA offers the following options for transferring and synchronizing:

Direct data exchange: If PAAand PCS 7 are installed on the same computer, data is exchanged
over an integrated interface in PAA.

Indirect data exchange: If PAA and PCS 7 are installed on different computers, data is
exchanged using XML files.

Bidirectional import/export of control module types (CMTs)

Bidirectional import/export of control modules (CMs) and parameters, messages and signals
Bidirectional import/export of equipment modules and equipment module types (EM/EMTs)
Bidirectional import/export of equipment phases and equipment phase types (EPH/EPHTSs)
Update of control modules and equipment modules (CM/EM) instances

Bidirectional import/export of signal interconnections

Implementation of channels to signals

Block logic in function block diagrams

Bidirectional import/export of hardware including symbol tables

Bidirectional import/export of redundant CPU hardware including symbol tables
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Installation

Advantages

9.5 Bulk data and integrated engineering

Bidirectional import/export of hierarchy folders

Renamed objects are recognized again during data exchange and displayed and compared
when the data is synchronized

PAA and COMOS can be integrated into virtualization environments with a high degree of
flexibility. Numerous types of installations are possible depending on requirements and
dimension of the project.

Note the information in COMOS Platform Installation and Setup: (https://
support.industry.siemens.com/cs/de/en/view/109971866).

PAA Setup includes a complete COMOS, PAA, Access database and XML transfer installation.
In this scenario, special PCS 7 components must be installed in advance, which are also
included in the PAA Setup directory.

Read the information about PAA installation without a PCS 7 installation at (https://
support.industry.siemens.com/cs/ww/en/view/109900008).

For Excel import/export functionality, Excel must be installed according to the "COMOS
Platform Installation and Setup" instructions.

If your license is bound to a license dongle, installation of the dongle driver is required.

Check the compatibility of the XML transfer between PAA and the PCS 7 installation.You can
find more information here: (https://support.industry.siemens.com/cs/de/en/view/
64847781).

The compatibility depends on the version.

As a simple stand-alone installation, PAA can be run directly with a local Access database for
very small projects. Note that the selected operating system (Windows Server or Desktop)
has a direct influence on the required COMOS/PAA license. With a server operating system,
itis mandatory to use a COMOS license server. The license server provides the licenses for its
own station and other engineering stations via the network. Depending on the license
model, the clients can dynamically allocate the available licenses.

In order to be able to process large volumes of data more quickly with PAA, we usually use an
SQL server as a database. This database is initially empty and must be connected as an ODB
data source in Windows according to the following instructions: (https://
support.industry.siemens.com/cs/delen/view/109751359).

Part of the database is the document directory. This is located in the local file system for a
stand-alone installation and on a network drive for a distributed system.

COMOS and PAA require master data that match the respective COMOS, PAA and PCS 7
installation. This can be imported into the SQL database from the Access database supplied
in the setup. You can find instructions on this here: (https://
support.industry.siemens.com/cs/de/en/view/109751358).

Reduction of customizations and planning time with integrated workflows between
engineering, automation and operation

Shorter project execution times through consistent and easy data synchronization between
engineering and automation
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9.5 Bulk data and integrated engineering

* Increased system availability through error-free data transmission and system
documentation that is always up to date

* Increased engineering efficiency and reduced costs through optimal change management

Note

You can find more information on the Plant Automation Accelerator in the "SIMATIC PCS 7 Plant
Automation Accelerator Overview" (https://support.industry.siemens.com/cs/de/en/view/
109767120) and in the application example "SIMATIC PCS 7 Plant Automation Accelerator using
practical example" (https://support.industry.siemens.com/cs/wwlenl/view/109742154).

9.5.2 Generator list

Introduction
The SIMATIC PCS 7 Plant Generator has been developed from the ground up and is intended to
serve as the successor to the Import/Export Assistant (IEA). As a directly integrated component,
it provides easy-to-use import and export on the technological level for control modules (CM)
and equipment modules (EM). In contrast to the technological list editor, the Plant Generator is
able to create new objects. The configuration is then still done in the technological list editor.
Functions

Automatisches Speichern (® )

Mappe1 - Excel £ Suchen

Schoenerstedt, Tobias (DI PA AE SUP SPS 1) ﬁ

Datei  Start Einfligen Seitenlayout Formeln Daten Uberprifen  Ansicht  Entwicklertools  Hilfe L
A | = — EH Einfi ~ v
[ & Calibri o AN =29 2 @ Standard ~ = @ Ej B cinfugen %‘? p
EBV Vertraulichkeit Bedingtt Als Tabelle  Zellenfc tvorl, ELDS(hE” T V Sorti d  Suchy
S S S - ertraulichkei 2. O/ oo | €0 00 edingte s Tabelle Zellenformatvorlagen | . ortieren und Suchen unc
59 FKU-[H - = ==== v @ % 0 30 | Formatierung v formatieren v v i Format ¥ &% Fiem~  Auswahlen
Zwischenablage & Schriftart = Ausrichtung S| vertraulichkeit Zahl 5] Formatverlagen Zellen Bearbeiten
L26 @ i
1
2 |FIC101  Ctrl Plant\Silo\s101 As_silo 1000 Intlock|PV_In Continuous PID controller - large  DTO000006D30000064 CM
3 FIC102  Ctrl Plant\silo\s102 As_silo 1000 Intlock|PV_In Continuous PID controller - large  DTO000006D10000BDO CM
4 |FIC103 Ctrl Plant\Silo\s103 AS_silo 1000 Intlock|PV_In Continuous PID controller - large  DTO000006D10000DEA CM
5 |L101 AMon_New Plant\Silo\5101 AS_Silo 100 PV_In Control module DT0000006D10000ASC CM
6 L1102 AMon_New Plant\Silo\$102 AS_silo 100 PV_in Control module DT0000006D10000CBE CM
7 |L103 AMon_New Plant\Silo\5103 AS_Silo 100 PV_In Control module DT0000006D10000EDO CM
8 |L201 AMon_New Plant\Buffer\B200 AS_Buffer 100 PV_In Control module DT0000006D40000625 CM
9 L1301 AMon_New Plant\Buffer\B300 AS_Buffer 100 PV_In Control module DT0000006D20000341 CM
10 'M201 MotSpd Plant\Buffer\B200 AS_Buffer 1000 BypassAct|Intlock|Local|Maint|Permit|Protect|Q|Trip Dual Speed Motor DT0000006D40000643 CM
11 /M301 MotSpd Plant\Buffer\B300 AS_Buffer 1000 BypassAct|Intlock|Local| Maint |Permit|Protect|Q|Trip Dual Speed Motor DT0000006D20000381 CM
12 [V101 ValAn Plant\Silo\s101 AS_Silo 1000 BypassAct|IF_Ctrl#|Intlock| MV_Out|Protect Analog Positioning Valve - Large DT0000006D10000AF4 CM
13 V102 ValAn Plant\Silo\s102  AS_Silo 1000 BypassAct|IF_Ctrl#|Intlock| MV_Out|Protect Analog Positioning Valve - Large  DT0000006D10000D0E CM
» Existing engineering data can be imported for the instantiation of bulk data
* (CSVand XML files can be used
* Bulk data engineering, for example, for Microsoft Excel
* Generating new CMs and EMs
* Modification of existing CMs and EMs
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9.5 Bulk data and integrated engineering

* Moving instances within the plant hierarchy

* Adaptation of the CMT variant to be used
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9.5 Bulk data and integrated engineering

9.5.3 Import/Export Assistant (IEA)

During the planning of a plant, a wide variety of data is created, often at a time where no
definite control system is planned. By using the import function, this data can be made available
to the control system engineering. You use the import/export assistant (IEA) if you want to
frequently use multiple models or process tag types in a project (bulk data processing) and
change block parameter descriptions easily.

Master data

library

Eﬁ@

Base:
One process tag type / model

Import-/Export-Assistent TH
Process tags / replicas in list format defined )
l ¢ T TT ¢ In case of models—I
I I |
Derived oS | oS |
Process > compile pictures
Tags | |
L — — ——\ 4
OS Client OS Client
——
Operator I [II_1m
System Terminal bus
OS Server OS Server
I TN e
H n off H H B of H
| |
Controller
Plant bus

AS

AS
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See also

9.6

Introduction

9.6 Managing process tag types with the process object view

Note

Information on working with the IEA can be found in the "SIMATIC Process Control System PCS
7 Engineering System" (https://support.industry.siemens.com/cs/ww/en/view/109973491)
Configuration Manual.

Note

The IEA is not compatible with a control module type (CMT). We recommend using CMTs (see
section 8.2 "Control module type (CMT)").

Managing process tag types with the process object view (Page 187)

Managing process tag types with the process object view

In the process object view, all the data of the basic control can be displayed in a process control
oriented view throughout the project. This means that a multiproject encompasses the data of
all the projects within it.

The process object view is mainly used during the FAT and commissioning. These tasks
involve working efficiently with great amount of data at a centralized location. The
process object view has the advantage that all changeable tags/values of an object (white
background) can be centrally edited.

When editing process tags and CFCs, all aspects (automation, /0 connection, messages,
operation, and monitoring) can be consistently displayed and documented. Jumps to CFCs,
SFCs, HW Config, and to the OS enable you to edit tags/values which cannot be edited in the
table (e.g. parameter definition of the models, screen content).

Note

Information on the structure and on working with the process object view can be found in the
"SIMATIC Process Control System PCS 7 Engineering System" (https://
support.industry.siemens.com/cs/ww/en/view/109973492) Configuration Manual.

Filter function of the process object view

Filtering in the process object view is a comprehensive tool. A filter with a variety of criteria is
shown here as an example:

e Process tag type "FI" (flow measurements)
¢ Blocks of type "MonAnL"

e "PV_OPScale.High" connections (measuring range high limit for the faceplate bar graph)
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9.6 Managing process tag types with the process object view

& File Edit Inset PLC  View Options  Window Help

@ PP ) R 8 T EE S| @ | <roArer: =17 e BmED W
=+ '? U[‘:'Easdaf‘w o Goneral | o/ Charts | o Blocks o Parameters | Signals | Messages | OS variabies | Picture abjects | Arch
ﬂ% EldeH ] Filter by column: Operator: Diesplay:
o e ArTrr—
&1{__] Shared Declarations |cmam -:J I
“4@ Diagriostics Hierarchy |Ch.'ﬁ Chart comm... | Block Block c:nrrrnilr"D name A0 comment |Process:
() Models 1 [Frocessisg |MY_Type_ 2 Andloginpu._|PV_Oul | |Processval . 2PV _Ou
:'H Frocess tage i Frocesstag... |MY_Type_ . 2 Analog inpu...| LowCutOff | Low cut off .
o (] SoidWaste Manager | 5T (B canatan MY Type z Bnalog npu. DelTiBad | Delay tmat..
"H UFgadETE?“ 4 Processtag,. |MY_Type_. 2 Analag inpu. . |FrznTmin Monitoeing i, .
| E;'ﬂf;’:;’ﬁr;r 5 [Processtag . MY _Type_. 7 Fralogipu |Franen  |Enablemon |
FFI Triine [ Frocess tag... MY _Type_... 2 Analog inpu....| Aut Tmin Fluttersupre ..
EI Y IS 98 7 Procesztag.. |MY_Type .. 2 Analog inpu._..| FutEn 1=Fluterey. .
4B Web_44 8 |Processtag.. MY _Type_. 2 Andog npu.. |Courtlim ___| Restart cou .
3 Upgradation_Lib C] Frocesslag.. |\ MT_Type_. 2 Analog inpu._. | SubsPY_ln | Substitution ..
10 |Processtag... |MY_Type__. 2 Analog inpu... | SmPYV_in.V...| Value
11  |Processtag.. |MY_Type . F Analog inpu...| SmPY_In Smulation v...
12  |Processtag.. |MY_Type_. 2 Analog inpu, | SimOn Vaue | Value
13 |Frocesstag... |MY_Type_. 7 Analog inpu...| SimOn 1=Smulatio._.

Values can be easily selected, checked, and modified using the different filter functions
"General", "Block", and "l/O".

In PCS 7 version V8.1, the process object view has been supplemented with the "Charts" tab.
All charts contained in the multiproject, including charts without PH assignment, are shown
in this tab. This enables charts to found quickly and simply. Switching from one project to
another is not necessary, since all charts are displayed in one tab.

The relevant chart can be selected using a filter and opened directly from the process object
view. Furthermore, the assignment of charts to an AS is visible immediately.

EFtle Edit Insert PLC View Optiens Window Help

Do) B2 | 0 Ro i o] @ %% 0 B = | @ || <MoFiters | Be | BB
= ‘E um&?"iﬁw Genersl @ Charis | Blocks | Parameters | Signals | Messages | OS varisbles | Picture objects | Archivetags | |
¥ 2 MS_45 Filter by cobme: Operator
E_ g:ﬂ::: |« Mo fiter > | |contains
=P PH_I5_38 Subproject | AS hesarchy |Plant hierr. Type Processtag,. |FI
5P Web_a4 T |ofine |AS24°A524 | Upgradele... SFC
& @ Upgadation_Lib 2 [Offine ASENASZA |UpgradeTe . [ CFC
3 ASZ0ASH_|UpgradeTe... | CFC
4 |Offine [AS24\A524 |UpgradeTe .. [T CFC
5 |Ofine [AS24\AS24 | UpgradeTe... fot CrC
& |Offine [AS28'A524 | UpgradeTe | CFC
7 |Offine [AS24\A524_|UpgradeTe... [ CrC
B |Offine ASZAAS2A |UpgradeTe .. T3 CFC
3 |Ofine AS24A524 | UpgradeTe.. [ CFC
10 [Offire AS2PASM. | UpgradeTe .. Tt CFC
11 |Ofine ASZ4\AS24_|UpgradeTe... | CFC
12 |Offine |AS24\AS24_|UpgradeTe 2 CFC
13 |Ofine [A524°A524 | UpgradeTe... [l CFC
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9.6 Managing process tag types with the process object view

Exporting and importing inputs/outputs and messages

Through the exporting and importing of attributes you have the option of exporting information
on parameters, signals and messages to a file, processing it with standard applications and
inputting it (importing it) again.

Note

Filters are ignored during import/export. All data are always exported when they are displayed
in the current view without filter.

These functions are particularly beneficial if you want to edit large amounts of data. You do
not need to open the individual charts with the CFC editor in order to edit the I/Os, as the 1/0s
of all charts in the hierarchy folders are imported automatically.

Charts located in the selected hierarchy folder and all lower-level hierarchy folders are edited
(in accordance with the selection made in the process object view).

] SIMATIC Manager - [Upgradation_MP (Process Object View) — D\project_retrive0T\Upgradat! Upge_MP]
B File Edit Insett PLC  View Options  Window Help

Doy [BP A% | 4 B aln|lo Bz % U 35 | @ [[<noFe =% e | BB M
- I'? gll-:ﬁl::-n_HF' o General |Ehart5 | Blocks | Faramaters | 5|gnal=] Messagest 05 '.'andslesl Ficture nh}ecls? Bechive tagsl Hir
B2y MS_d5 Fiter by cofumn: Operator: Display:
; = g:::: |-.' Mo filler = :j |-:-:-ntana :i |
- PH_IS_38 Hierarchy |I"-|arnu Comment Tvpe
B P Web_d4 28 |UpgradeTests_T\General [fa¥ General CFC
@ Upgisdstion_Lib 73 |UpgradeTests_ 1\APL Tests\, [y APL BN CFC
10 |Sobd Waste Managemert_1'Separation & Racycling'5R_MD4™ IE Load C... CRC
3 S_ald Waste I'-'Ianauerngarrtj \Se_.'parmlun il Hecydl_nnﬁ R_MD4 ik Belt_Co CRC
32 |Sold Waste Management _1'Separation & Recycling"3R_MD4% [ Belt_To.. CHC
33 |Soid Waste Management_1'Separation & Recydling " 5F_MD 3 = Belt Co... CRC
kS S_::dd '-':l'as_te !'ﬂanagemer_rtj \._'Sgparm_!nn & ﬁecydlng"ﬂ.i H_HI_ZI_B’\ f_@ Load C CE_:
15 |Solid Waste Management_1'Separation & Recycling'SR_MDT\ 5y Belt Co.. CHC
35 |Soid Waste Management_1'.Separation & Recydling " 5R_MD3 f@ Bett Co... CFC
37 [Sold VWaste Management _1%Separation & Recycling SR _MD2% Load C CHRC
38 [Solid Waste Management_1'Separation & Recycling'5R_MDZ" Belt_Co.| CFC
19  |Sold Waste Management_1%Separstion & Recycling'SR_MD2\ [y Belt Co.. CRC

Further functions of the process object view
Other important functions in the process object view include:
* Find/Replace
* Test mode
* Display data for fail-safe applications
e Split view with display in two windows (see above)
* View from WinCC Tag Logging for tabular configurtion of archive tags
* Defining user columns

e Undo
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9.7 Technological list editor

Always work in the process object view where possible. The overview provides considerable
advantage in comparison to working in a CFC. The process object view also offers all the
options of the plant hierarchy.

9.7 Technological list editor

Introduction

The new technological list editor view is available starting in PCS 7 V9.0.

Y EquipmentModules_MP (Technological list editor) -- D:\Projekte\Function|EM ) =101l
= (=) Equipmenth MP B

‘?E eqinm?l::;:ks_hs S CM | EEM | BIEPH | [RllParometers | Signals | Messages | Sequential control systems | Assignment CM | Assignments EM |

& g EquipmeniiModules_05 Fiker by column: Display:

= $Eﬁq?c1:rﬂﬁudks_lb ICNOHH} ﬂ [ 3 lﬂl(_‘l

& e Herachy [Chat [eee Jcomm  [operting .0 Adhor  [Veson  |FID LD
() Frocess ag ypes - ST { Ao ied Her= ] -

F] . | AMon |DetaCac
3 [BCM\AMan\. [AMen [i Measuremert O
4 |BCM\AMon\ [AMon |Opt_IF_MPC
5  |BCM\AMon\ [AMon [FV_Ron  [Analoginpu... o
§  |BCMVAMon' [AMen [PVin  |Anadloginpu..| e
7 |BCM\AMon [AMen |PV_Scale | | ]
g |BCMVAMon' [AMen [PV_TEIn | Analoginpu...| &
3 [BCMMVQA\  [QwiRebic  |CiRate | Ratio Contr... | O
10 [BCM\Q.  |CiRatle | ActerSlave | | O
11 [BCMQA.  [CeRsio  [C Cortinuous . O
72 |BCMMCH\  [CiFabio  |CPM [Cortrol pet...|
13 [BCM\Q.  |CiRatie  CSF O
14 [BCM\Q.  |[CtiRatic | DeMaCakc |
15 [BCM\M\  [CRatio  |IF_SFC =
16 [BCMVQ.  |(CiiRatic  |ntlock tedock ... | =
1;1 [Ty Pl Pakia o I ™ _’I_I

The tabs of the technological list editor offer various displays, operator inputs and filter
options for editing the technological types or objects along with their properties and
attributes.

Functions

e Table-based engineering using CMTs
— Parameter assignment and interconnection of parameters of CMs
— Parameter assignment and interconnection of signals of CMs
— Parameter assignment of messages and alarms of CMs

* Export and import to/from Microsoft Excel
— Selective export to Excel using copy and paste
— Import to the list editor using copy and paste

— Identification of data inconsistencies during import
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9.9 Archiving/Versioning with Version Trail

Advantages
¢ Reduction of engineering errors
* MS Excel engineering requires no system-specific knowledge
* Export of CM-based engineering data without special tools — based on standard functions
9.8 Comparing projects with the Version Cross Manager (VXM)
The Version Cross Manager detects differences between the various revision levels (versions) of
an engineering project. It can compare entire projects, hardware configurations, CFC/SFCcharts,
block types and instances, signals, run sequences, etc., with one another and thus detect any
objects which are missing, which have been added, or which are different.
The import and export of project and planning data plus generation of process tags from CAx
function charts are available as additional functions.
Note
The VXM process image is not updated during selective downloading of charts. An update is
complete if all changed charts have been downloaded.
Usage scenarios and information on working with the Version Cross Manager can be found in
the "SIMATIC Process Control System PCS 7 Engineering System"” (https://
support.industry.siemens.com/cs/ww/en/view/109973492) manual.
9.9 Archiving/Versioning with Version Trail

The overall multiproject should be archived on a regular basis, with all projects and the master
data library. If a number of changes are made during commissioning and FAT in the engineering
stages, an archive/backup should be created every day. Archiving the relevant projects following
each AS change download is recommended in production.

In addition to the easy archiving/retrieval via SIMATIC Manager there is also the option
of versioning, creating and managing archives with the optional "Version Trail" package,
although the archived data cannot be changed once this has been done. This means
that defined archive versions can be compared with one another using the Version Cross
Manager. You also have the option of setting up archiving in a time-controlled manner.

From PCS 7 V8.1 onwards, you have the option of automatic archiving after the successful
downloading of the user program.
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9.9 Archiving/Versioning with Version Trail

57 Dowrlload |

CPU: CPU 410-5H
Program name: AST_HMCPU 410-5H\57 ProgAS1

Download mode
Lol

" Changes only

" Totest CPL (entire program)

Shaw Changes

¥ [nclude user data Blocks

deleted. Do you want to download the 57 program?

Read the notes in the online help about possible effects
r— Auto-archiving

Before downloading the entire program, the CPLU is set to STOP and all blocks are

Browse for Version Project ...

™| Archive project after suzcessful downlaad

Help

Note

Adescription of the process for archiving, including with the optional "Version Trail" package can
be found in the "SIMATIC Process Control System PCS 7 Engineering System" (https://
support.industry.siemens.com/cs/ww/en/view/109973492) manual.
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Compiling and downloading 1 O

10.1 Compiling the user program

The charts are reproduced in functions (FC) and data blocks (DB) when compiling the user
program. The program is also checked for consistency, errors and warnings.

A one-off compilation of the overall program is required at the start. Following this a
compilation of the changes will suffice.

Compile program x|

Compile Charts as Program |

CPU: CPU 410-5H
Program name: AS1_HWCPU 410-5H\57 ProgAS1h

™ Changes only

¥ Generate module drivers Block Driver Settings...

[~ Generate SCL source

e | __veb |

When compiling in PCS 7 it is important that the "Generate module drivers" option is always
selected where HW Config of the AS has been changed beforehand.

Note

As of PCS 7 V7.0, the two options "Make textual interconnections" and "Delete Empty Runtime
Groups" are no longer available in the compilation dialog; they appear in the CFC editor instead.
The sampling times are updated during every compilation.

10.2 Downloading the user program

Loading the hardware and the network configuration into the AS are conditions for downloading
the user program. You can find information about this in the following sections:

» (reating and managing a PCS 7 project (Page 49)
» Configuration of the hardware (AS and 1/0) (Page 85)

¢ Configuration of the network connections (Page 143)
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10.2 Downloading the user program

Note

Do not load any blocks directly from the block folder of the SIMATIC Manager with PCS 7;
download the charts solely via the selected chart folder in the SIMATIC Manager or via the
function in the CFC/SFC Editor.

You can also download changes directly to the chart folder without starting compilation
beforehand. The system recognizes the changes in the program and completes a compilation
first of all.

Download (244:4508)

The program has been modified and must therefore first
! k. be compiled.

Do you want ta compile now and then download?

Mo |

A full download is required when the user program is downloaded for the first time. For this
the CPU switches from RUN to STOP mode following corresponding notification.

Interface changes to a function or a function block also require a full download of the
program.

Note

With PCS 7 V8.1 or higher and CPU 410-5H (firmware V8.1) an interface change of a function or
a block does not necessarily mean you lose the ability to download changes (see section
"Updating block types (Page 167)").

Downloading the changes is then normally sufficient for any program expansions.

What situations will prevent online downloads of changes?

194

It is no longer possible to download changes if the following conditions are present:

e A used block type has been replaced by a new version that contains structural changes, for
example, due to the addition of I/Os and/or messages. An exception to this is the CPU 410-5H
process automation with a firmware version from V8.1 which supports the function "Type
Change in Run" (TCiR). For more information, refer to the section "Updating block types
(Page 167)").

¢ DB and FC number areas have been compressed during compilation using the menu
command Options > Settings > Compile/Download... > Option: "Compress". DBs and FCs will
be assigned a new numbering sequence in this case.
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10.2 Downloading the user program

¢ When a modified program was downloaded to a different CPU prior to the download of
changes, for example, for debugging purposes. In this case, the time stamp no longer
matches the time stamp of the original CPU. An exception to this is provided where the
"Download to Test CPU" option is used in the "Download S7" dialog box. In this case the
download ID and the comparison time stamp are retained. You can still therefore transfer the
program to the original CPU by downloading changes.

* If you resort to an archived program that is not the original from the most recent download
(time stamp comparison).

Note

Refer to the online help for the CFC Editor and to the "Downloading changes online (Page 295)"
section for additional information.

Downloading to the target system

The following image shows the dialog box for downloading the target system:

Download o
57 Download
CPU: CPU 410-5H
Program name: 410_ANCPU 410-5H AMProg_A

Download mode

(®) Entire program

(") Changes only

(") To test CPU (entire program)

Include user data blocks

Lpdate CPU Fash
Show Changes

Before downloading the entire program, the CPU is set to STOP and all blocks are
deleted. Do you want to download the 57 program?

Read the notes in the online help about possible effects
Auto-archiving

Browse for Version Project ...

Archive project after successful download

Cancel Help
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Note

The "Update CPU Flash" option is relevant for the operation of a CPU 410-5H without buffer

battery.

¢ With the complete download of a CPU 410-5H as of firmware V8.2 on, the option is set by
default and cannot be changed by the user, since a CPU flash update always occurs system-
related during the complete download.

* With a delta download of a CPU 410-5H as of firmware V8.2, the option is NOT set by default
and may be selected by the user.

By confirming with "OK" the following notice is displayed with a query on whether the
parameters need to be read back.

Compile Program [/ Download to Target System ﬂ

Compile Charts as Program | 57 Download |

CPU: CPU 410-5H
Program name: AS1_H\CPU 410-5HAS7 ProgAS T

Scope
Lol

¢ Changes only

r Download 57 - Read Back x|

L
The CPU iz st to STOP and itz blocks will be deleted.

" Please nate here that aperatar input from the 05 or test made are lost
when the proceszed values are not read back and applied ta the offling
program beforehand.

i

Do vou want to read back the parameters before downloading the entire
program’y

Mo Cancel Help

T

Read-back prior to complete download

196

If the parameters for a controller are changed in OS runtime, for example, they are written
directly to the AS. If a complete download is made from the ES, the parameters changed on the
OS will be overwritten by the ES. A prompt appears therefore before a complete download
asking if you want to read back the parameters from the AS to the ES.
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It is recommended that only parameters changed by the OS (or other communication
partners if applicable) should be read back. This can be selected via the "Operational and
observable parameters" option. If the "All parameters" option is activated, the entire current
program state of the AS is read back, including the status of the logic. This may lead

to undesired program states and, as a result, plant states during subsequent complete
downloads.

Read Back o

CrU CPU 410-BH
Program: 410 ANCPU 410-6H AWProg_ah

& Changes can be compiled and downloaded following readback.

Source Scope

] " Al parameters
" Program affline

+ OCM-capable parameters
+ Pragram on the CPU

" Designated parameters

-

Cancel Help

Note

The "Update CPU Flash" option is relevant for the operation of a CPU 410-5H without buffer
battery.

* When reading back all parameters from a CPU 410-5H as of firmware V8.2, the option is set
by default. The data from the volatile memory are therefore written to the flash of the CPU
in addition to PCS 7. The option can be disabled by the user.

¢ When reading back operable and observable parameters, or marked parameters from a CPU
410-5H as of firmware V8.2, the option is NOT set by default and cannot be changed by the
user. The CPU flash can be updated by reading back with subsequent delta download, if the
"Update CPU Flash" option is selected.

If read back of the parameters is confirmed with "OK", then the updated S7 program is
downloaded in full to the AS following the read back.

Work can continue with compiling and downloading changes as soon as the AS is in RUN
mode again.
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Comparing Time Stamps

To check whether the AS has downloaded with the current configuration status you can run the
"Compare time stamp" function in the CFC Editor via "PLC > Compare".

CPU Comparison E

Time Stamp
Lazt dowwnload-relevant change: 03/08/2002 011228
Lazt compilation: 03/05/20012 01:30:11
Carpilation of downloaded pragrann: 03/05/20012 01:30:11

Help |

The program currently configured has been downloaded if the time stamp of the last
compilation is the same as the time stamp of the program downloaded and the time stamp
of the last download-related change is dated before the two other time stamps.

An easier check can be made directly via the symbol for the chart folder of the component
view. If a small arrow is shown there in the symbol then the current configuration has not
been downloaded.

Auto-archiving after successful download

10.3

198

Starting with PCS 7 version V8.1, the "Auto-archiving" function is available to you in the
"Download to target system" dialog box. Archiving is performed automatically after
downloading by activating the "Archive project after successful download" option. The option
can only be activated if a versioned project was selected via the "Browse versioned project"
button.

Archiving is performed automatically using a version trail by activating the "Archive project
after successful download" option.

Archiving starts only after a successful download. Version Trail is opened for this purpose.

Note

The "Archive project after successful download" option requires that the Version trail options
package is installed on the ES.

Selective download

The "Selective Download" function can be used to download one or more modified CFCs or SFCs
to a CPU. You can use selective downloading to specifically select which configured changes
should be transferred to the target system and enabled. A parallel configuration of multiple
subsystems onto one target system is possible in this regard, for example. In such a case, the
changes can be compiled, downloaded, and tested for the individual subsystems.
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10.3 Selective download

Selecting the charts

A dialog box displays all charts that can be selectively downloaded. Select the charts that you
want to download in this dialog. Dependent charts are automatically selected from the system.

The charts that are not selected but affected by the changes are not transferred.

System charts with the prefix "@" are not displayed. These are transferred automatically if
they are affected by the changes.

Note

Dependent charts arise due to one of the following conditions:

¢ Change to an SFC type > all charts that contain an instance of this SFC type are dependent
and are also downloaded when the SFC type is downloaded.

¢ A dependent chart is a chart that contains at least one block which is in the same runtime
group as a block of the chart to be downloaded.

A\ crution

Make sure that no dangerous system states can arise before downloading

If you have changed multiple charts with cross-chart interconnections and not all charts later
transfer to the AS together through the "Selective Download" function, then damage could
occur due to inconsistent states.

Note

You can find further information on the subject of the “Selective Download” function in the
configuration manual "SIMATIC Process Control System PCS 7 Engineering System" (https://
support.industry.siemens.com/cs/ww/en/view/109973492) and in the function manual
"SIMATIC Process Control System PCS 7 CFC for SIMATIC S7" (https://
support.industry.siemens.com/cs/ww/en/view/109954532).

Chart-based insertion of blocks in runtime groups in OB 100

To use the "Selective Download" function, it is recommended to enable the "Chart-based
insertion" option in the "Properties Chart Folder" dialog.

With the "chart-based insertion" option activated, an appropriate runtime group is
automatically created in the OB 100 when instantiating blocks with startup characteristics.
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10.3 Selective download

All block instances in a chart that have a startup characteristic are integrated in the cyclical
runtime groups and in the runtime group assigned to this plan in the OB 100.

* With PCS 7 projects created from version V8.1 onwards, the "chart-based insertion" option is
activated automatically in the properties of the chart folder.

* The"chart-based insertion" option must be activated manually for upgraded projects created
with a version before V8.1. After the activation, the option only affects newly created charts.
The existing charts and their configuration are not affected by this activation.

To activate this function select the relevant chart folder and select the context menu "Object
Properties > Expanded"

Compile Program / Download to Target System |
Compile Charts as Program | 57 Download I
CPU: CPU 410-5H
Program name: AST_HMCPU 410-5H%S7 ProgASTh
Scope
Lol

" Changes only

5 Download 57 - Read Back x|

L
The CPU is zet to STOP and its blocks will be deleted.

" Please nate hers that operator input from the 0S5 or test mode are lost
when the processed values are not read back and applied to the offline
program befarehand.

—

Do pou veant to read back the parameters before downloading the entire
program’?

Mo Cancel Help

wcel | __teb |

Inserting the new blocks of a chart in the runtime group of this chart reduces the number of
dependent charts, which would also need to be included in the selective download.

"Migration to chart-based insertion" function

200

From PCS 7 V8.2, the function "Migration to chart-based insertion" is available. This function
allows you to automatically change existing CFC charts, whose blocks are not contained in chart-
based runtime groups in the OB 100, to chart-based administration. l.e., the blocks of a CFC
chartare automatically inserted in new, chart-related runtime groups. The chart-related runtime
groups receive the same names as the corresponding CFC charts and a serial number, if required.
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You can find further information in FAQ "How do you use the "Selective Download"
function in migrated PCS 7 projects?" (https://support.industry.siemens.com/cs/ww/en/view!

10.4 Compile OS

109478772).

Color representation of a block or chart I/O

If a block or chart I/O has been changed, for example, due to configuration or interconnection,
this status is indicated by a colored representation of this I/O. The color representation can be
changed through the system function "Extras -> Settings -> Colors".
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10.4 Compile OS
Introduction

With the OS compilation all the relevant AS engineering data is transferred to the OS projectand
any corresponding OSD objects are created automatically (e.g. picture hierarchy, SFC display,
process tag symbols and faceplates, tags, messages, archive tags, OS server package). The
actual OS configuration is thereby reduced to creating the static picture objects and positioning

the process tag symbols created.
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10.4 Compile OS

OS compilation mode

202

The OS compilation mode can compile multiple OS within a project with an OS single/OS server
station via the "Options > Compile multiple OS assistant” menu in the SIMATIC Manager ("20_0S"
in the example).

[&l] SIMATIC Manager - [Comp_MP (Co

[#e] File Edit Insert PLC Wisw Options ‘Window Help

O (8777 | % B [ |[o 5] 2 & | & | < No Fiter > =%
E@ Canp_MF Qbject name | Syumbolic name | Tupe
3 01_Plant_A B CLENTODY SIMATIC PC Station
) 02_Plant_B B SERVERTA SIMATIC PC Station
= i_gfmmm B SERVERTB SIMATIC PC Station
EE SERVERTA % Plantbus Industrial Ethernet
= pccson

258 21 CL % Area-oriented

F1--[F]

£ AS-oriented

ok I Cancel | Help |

With the "Area-oriented" mode the OS allocation of the area determined in the plant
hierarchy (PH) is decisive rather than the S7 program allocated when creating the OS objects
during the OS compilation. You can only select this mode when there is a configured PH. This
mode is the default for new projects as of V6.1.

Note

We recommend using the "Area-oriented" compilation mode. This setting must be used for the
PCS 7 Web option and PCS 7 asset management functions.

A change between area-based and AS-based requires that one AS is only assigned to one OS.
Otherwise, messages are displayed more than once. To save time during compilation, areas to
which no amendments were made can be selected. Therefore, only the amended AS is
compiled.

Following each change, a complete compilation with memory reset is forced.

Note
Handling system charts [@...] Area-oriented OS compilation

During area-oriented compilation, the AS-OS assignment in the plant hierarchy determines the
OS into which the user charts are compiled. The OS assignment is defined at the hierarchy folder
of the area level. All existing charts in this substructure are compiled into this OS. All system
charts created by the driver generator for an AS (@...) are not included in the plant hierarchy.
They are compiled into the same OS to which the user charts of this AS are compiled.

If you compile user charts into multiple OS, the system charts will be compiled into the OS that is
first alphabetically.
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Procedure
The following steps demonstrate how to compile the OS:

1. Select the "Compile" command in the context menu of the OS project.

2. Click "Next".
x
Which areas do you want to assign to which operator stations?
Hierarchy | Area | 05 Agzignment | Comment
@reactnm reactand, SERVERTANMWIRCL Applikations051
reactoB reactorB SERVER1ANMWINCT Applikationt 051
1] | |
< Back | Mext > I Finish | Cancel | Help |

3. Check that the configured network connections AS1 and AS2 are selected. In this case, "Sym.
conn." is selected as the subnet type and "Named Connections" as the WinCC unit.

Wizard: Compile 05 E3
Select the network connections for the 57 Programs associated with the areas.
Qperator stations and areas: 57 programs and network connections:
B v B8 051 S7pro.. ¢ | Connections | Subnet | Subnettype | WinCC unit |

reactorh :01_Plant. ..

| AST Sym.conn.  Named Conne:
) reactorB (E2102_Plant... 2 AS2 Sym.conn.  Named Connections

1 | >
Connection... |

<Back [ Next> Firish Cancel |  hHeb |
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4. Ifthe connectionsstatedinstep 3 are not selected click on the "Connection" button and select

them in the open dialog box.

Note

The symbolic connections (Named Connections) offer the following advantages:

¢ Adescriptive name instead of a connection ID reduces the risk of error when associating
the connections.

* The symbolic name remains unchanged, even if the IP addresses are changed again.
¢ Symbolic connections are created as reserved connections in the AS.

You can find more information on symbolic connections (Named Connections) in the
"SIMATIC PCS 7 Operator Station" (https://support.industry.siemens.com/cs/ww/en/view/
109973492) Configuration Manual.

. As an option you can adapt the default compilation data and the scope of the compilation.

Instructions on the individual options are available via the "Help" button.

Select the data you want to compile and the scope of the compilation.

—Data Further options
Minimum acquisition cycle of the archive tags:
|1 second VI
¥ SFC Visualization [~ With interconnection partner { SFC option )
[~ Compression Settings...
¥ PBicture Tree
¥ Create server data
—Scope
& Entire 05 ¥ With memory reset
" Changes
<Back [ Next> Frish | Cancel |  hHeb |

6. By clicking "Next" you will receive the summary along with a notice that work may not take

place on the project during the compilation.

7. Click "Finish" to start the compilation.

Create/Update Block Icons

204

As of PCS 7 V7.0, the "Create/Update Block Icons” function is no longer listed as an option for OS
compilation. If the "Derive block icons from the plant hierarchy" check box is set in the properties
of a picture, the function is called automatically when the OS is compiled.

In addition to automatic execution of the "Create/Update Block Icons” function it can also
be initiated separately via the plant hierarchy. For this open the "Create/Update Block Icons”
dialog box via the "Plant hierarchy" context menu in the plant hierarchy. This dialog box has
an option for adapting the structure of the process tag name (TAG) and for determining the
number of lower levels that are taken into account in creating or updating the block icons.
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The following image shows the "Create/Update Block Icons" dialog box.

Create/Update Block Icons

Block iconz will be created or updated for the following pictures:

w20 D5\reactor!fling\filling

20 05%eactontfuid_products'fuid_products
20054 eactontmain_fluidsbmain_fluidz

20 05%eactontreactond

20 054 eactonthzolid_productshsolid_products
20 05%eactorB Sboilingboiling

20054 eactorB destillationt.destillation

20054 eactorB estractionestraction

20 05%eactorB reactorB

The object name TAG iz made up of the following
components of the HID:

Higrarchy/Chart/Block,

Lower hierarchy levels included: |-| vI
|1_

Zoom block icong
Zoam factar [50 - BO0]: ao

[ Puosition block icons automatically

QK I Apply | Cancel | Help |

The PCS 7 faceplates are implemented as a change function when the OS is compiled or with
the "Create/Update Block Icons" function.

The associated picture is updated when a change is made in the CFC chart. All block icons of
a picture are updated for all other changes.

E.g. if one of the "@PCS7Typicals*.pdl" or "@PCS7TypicalsXYZ.pdI" template pictures changes,
all process pictures are updated.

Note

With the "Zoom block icons" option, you can proportionally scale the block icons and thus adjust
them to the right size for the screen resolution.

If the "Automatically place block icons" option is activated, all automatically generated block
icons in the WinCC images are placed once more (from top left to bottom right).
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Configuring OS functions 1 1

11.1 Project settings

The most important settings for an OS client server system are outlined in this section.

Note

You will find extensive information on the configuration of the OS functions, for example, central
OS settings for keysets, in the "SIMATIC process control system PCS 7 Operator Station" (https://
support.industry.siemens.com/cs/ww/en/view/109973492) manual.

11.1.1 Defining the server assignment

Introduction

In order for a client to be able to display the process data from different servers in a distributed
system, it needs information about the associated data. Server data (packages) are generated
for this, to be provided to the clients. The client requires the server data from all servers, whose
process information it should visualize.

The system creates/updates the server data automatically during OS compilation and
download. Alternatively, the server data can be generated manually in the SIMATIC Manager
using "Generate server data" in the context menu.
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Procedure

1. Assign the required server data (in this example, the package of the redundant OS1) for each
OS client project. To do this, use the shortcut menu command "Assign OS Server...".

E:-}E_Slr-'IATI{ Manager - [Kompendiumprojekt (Component view) -- D:\Kompendiumprojekt|proje - ﬂlﬂ
(%] File Edit Insert PLC View Options Window Help |2 x|
D 377 | & B[ an|[o % % = 5[ | E [[<Nofrer> A% R@ (B
[=-{@y] Kompendiumprajekt Object nanie | Symbiolic: nane | Type | Siz
B 01_Plant_A
e 02_Plari_B
& o0 05
= 21_CL
. =8 CLIENTD
=[] WinCC Appl. Client
| FyCLog :
B, CLIENTO? Open Object Ciri+Alt+0
= B CLIENTD3 cut Cirl+%
@B CLENTOd  gopy i+
| ] GlobaleDek ¢y Gl
w B 25_E5
4@ Comp_Lib Delete Del
PLC |3
Access Protection 13
Compile Ctri+8

SIMATIC Route Control »
SIMATIC BATCH »
Rename F2
Object Properties...  Alt+Retumn
| | 3
Server-server andfor server-cient connections o

2. Make the assignment in the dialog window that opens. Entries in different colors indicate
different states. You can find details in the help ("Help" button).
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[N 05 server assignment for CLO1 x|

05 Infarmation | Symbolic computer name |
[ 20_05 - 051 PlantzdB

0K I Cancel Help

I‘I‘he WiInCC project was opened

N

Note

OS server data only has to be assigned once to the OS client project. The client is
automatically provided with the new OS server data when an OS server is downloaded
(complete or changes only). An update is also performed when the OS client starts process

mode.

When the assignment has been successfully performed, the result can also be seen in the OS
client project in the WinCC Explorer under "Server data".
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£ WinCC Explorer - D:\Projekte\Comp_MP\20_05\wincproj\CLO1\CLO1.mcp
J File Edit Wew Tools Help

IREREAR D= D e = ?
=l s CLO1 Name I Type
..... (T Computer & PlantsAB PlantsAB. pck

..... I Tag Management

..... l;*{' Graphics Designer

ﬁ Report Designer
o !

----- J wg Global Script

Text Library

----- 'i} User Administrator

----- g Cross-Reference

il Horn

L), Lifebeat Monitoring
..... :"r‘\ 05 Project Editor
----- B2 Process Historian

-2 SFC

----- P Web Navigator

1 object(s)

Note

The server data includes the computer name of the ES from which the server data is to be
downloaded automatically. If the ES cannot be reached, the OS client attempts to download the
server data directly from the server when runtime is restarted.

If the project is moved to another path or to another ES (another computer name), the server
data must be regenerated (manually or by compiling the OS) and reassigned to the OS client
projects.

11.1.2 Selecting a preferred server

Introduction

In order to achieve even utilization of a redundant server pair and constant operability, even
during a switchover to the redundancy partner, you should assign one section of the OS clients
to the master server and another to the standby server.

A "preferred server" is an OS server in the redundant OS server pair that the OS client
connects to preferentially. The OS client receives the data from there as long as this OS server
is available.

This requires a consistent connection configuration on both OS servers and no errors
(redundancy) at the PCS 7 end. If the connection configuration is inconsistent or if there
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are errors in the redundancy connections, the OS client switches to the OS server with the
most active/error-free connections.

Note

If no preferred server is entered in the "Configure the Server Data" dialog, the OS clients
interconnect to the OS server that is designated as the master.

& WinCC Explorer - D:\Projekte\Comp_MP\20_0S\wincproj\CLO1\CLO1.mcp
J File Edit View Toolz Help

IRERERE S e s & ?
Bl CLO1 Name | Type
..... Computer {2l plantsAB PlantsAB.pck

..... III Tag Management

..... ja\ Graphics Designer

ﬂ Report Designer
9 .

----- _| +s Blobal Script

Text Library

----- i}i User Administrator

----- Sig Cross-Reference

,,,,, iw

. Loading...
""" L) Tim Update...
----- i Hor  standard Server. ..

Configure...
,,,,, #, o5 Delete..

""" t4 Pro Properties

g5 5RO

----- " Web MNavigator 4 |

1 object(s)

The information contained in the "Configure the Server Data" dialog originates from server
data, which was assigned to the corresponding OS client.
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# . Configure the Server Data 2 x|

Computer name;

symbuolic | phwzical | redundant | Prefermed Server |
PlantzAB SERVER1A SERWER1B IND Prefamead Server ﬂ

SERVER1E %
Mo Preferred Server

ok I Cancel Help

Example
CLIENTO1, CLIENTOZ2 > assigned to SERVERTA
CLIENTO3, CLIENTO4 > assigned to SERVER1B

Allocation of OS clients

Referenced OS clients are automatically assigned to the same preferred server by the assigned
basis OS client. A different assignment is not possible.

Note

You can find more information on this topic in the "SIMATIC Process Control System PCS 7 Fault-
tolerant Process Control Systems” (https://support.industry.siemens.com/cs/ww/en/view/
109973497) manual.

Note

The preferred server can be set in the SIMATIC Manager in the properties of OS client and OS
reference client.
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Selecting and configuring a standard server

You configure a standard server for a client in a distributed system to:
¢ Receive messages and alarms

* Make the user-configured message classes available on a client

« Create operator messages on the client

* Make trend groups assembled on a client available to other clients
* Have access to user archives

A standard server setting is required on each client.

Note

Selected standard servers (e.g. for operator messages, alarms, user-configured message classes,
etc.) set on a client should be configured redundantly.

£ WinCC Explorer - D:\Projekte\Comp_MP\20_0S\wincproj\CLO1\CLO1.mcp
J File Edit View Toolz Help

1 =
REREAN 2R
El-_# CLO1 Name [ Type
..... Computer {2l plantsAB PlantsAB.pck

..... I | | Tag Management

----- A Graphics Designer

ﬂ Report Designer
9 .

----- _| +s Blobal Script

. Text Library

- 5oy Text Distributor

----- i}i User Administrator

----- Sig Cross-Reference

""" i’ a Loading...

""" 5 Time Update. ..
""" i Horr TS
L1 Lifek Configure. ..

=

----- #, OSF

----- b Proc

g5 5FC

----- " Web MNavigator 4 |

Delete...

Properties

1 object(s)
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Procedure

214

In the "Configure Standard Servers" dialog, the standard servers are specified for the
components individually listed in the dialog.

[N Configure standard server e |

Standard zerver

.......

Component | Sumb. computer name |
Alarmns Plantzt8

Archives <Mo standard servers

Fictures <Mo standard zerver:

S5 PlantzdB

Tags <Mo standard server:

Test Library <Mo standard gerver:

zer Archives <Mo standard zerver:

0K I Cancel | Help |

| Y

Select the standard server for the "Alarms" and "SSM" (Split Screen Manager) components
only.

Note
Alarms

A standard server must always be specified for alarms. No alarm logging can be configured on
the client itself. Operator messages, which are generated on a client following a successful
operation, are saved on the standard server.

The user-configured message classes are transferred from the standard server.

Tags
No standard server may be specified for tags.

SSM (Split Screen Manager)

A standard server must always be specified for the SSM component. If trend groups are
assembled on a client, they are saved on the standard server and synchronized with the
redundant partner server on a cyclical basis.

User archives

Select the user archives component only if you have configured a user archive.

Note

The standard server can be set in SIMATIC Manager in the properties of OS client and OS
reference client.
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11.1.4 Working with the OS project editor

Introduction

In the OS project editor, you make settings for the user interface which a plant operator can use
to control and monitor the plant in process mode.

The OS project editor contains the following tabs:

Tab

Function

Layout

Settings relating to the screen resolution on the target computer and the defini-
tion of buttons in order to allow plant operators to change between individual OS
areas and individual OS servers

Message Configura-
tion

Settings for message lists and area assignments

Message Display

Configuration of the message system's runtime behavior and display of messag-
es on message pages or in group displays

Areas

Definition of areas which the plant operator can access in the overview area

Runtime Windows

Definition of the maximum number of windows which may be open when face-
plates and trends are called

Basic Data Selection of objects which must be replaced after a change. The following ob-
jects can be selected:
e Pictures
* Faceplates
e Scripts
General * Settings used by the OS project editor for downloading changes

¢ A full download must be performed for the "Entire configuration” setting.

* Settings for logs which are replaced when the project editor is run

When an OS project is created in the ES, the OS project editor is opened in the background
and initialized with default settings.

If you need another configuration, start the OS project editor from the WinCC Explorer and
configure the required project settings.

Compendium Part A - Configuration Guidelines (V10.0)

Configuration Manual, 04/2025, A5E52549861-AA

215



Configuring OS functions

11.1 Project settings

Example OS client layout

: %Laynut = |‘gf-aielde-F’rc-jeI':iierung IMeldedarstellung IﬁhBereime IHurltime—Fenster | @Gmnddateﬂ |ngernein I
1

Alduelles Layout: ISIMﬁTIC Standard 1024°768

Verfugbare Layouts: Beschreibung des Layouts:
’ - IMATIC Standard-Layout fur Bildschimauflasung
Bildname 2801024

ESIMATIC Serverview 1024°768
I ESIMATIC Serverview 11527864
ESIMATIC Serverview 128071024

% 5 IMATIC Serverview 160071200 Brizahi Bersichstasten: 6
8% 5|MATIC Serverview 168071050

88 5|MATIC Serverview 192071080 Anzahl Servetasten:

ESIMATIC Serverview 152071200 Erweiterte Projektienung der Dbersicht: Detail . |
% 5 IMATIC Serverview 256071600 )

8% 5|MATIC Standard 10247768 I™" Runtimehelp verfugbar

ESIM}‘\TIC Standard 11527864 —

SIMATIC Standard 128071024 Anzeige
88 5|MATIC Standard 160071200 ¢ Benutzemame T
% 5|MATIC Standard 168071050 |
r Monitordconfiguration
: c c c
g g
OK | Abbrechen | Obemehmen |

The settings can also be modified at a later time, if necessary.

Note

Not all configuration options are available in the OS project editor in the "Configurations that
support online delta loading only" mode. In this mode, the only settings that can be changed are
those that do not require a complete download of the PCS 7 OS. To be able to make other
changes, you to need to switch to "Complete configuration (loss of support for online delta
loading)" in the OS project editor in the "General" tab.

You will find more information on this topic in the WinCC Online Help.

11.1.5 Language settings

Language settings in WinCC

There are several menus in WinCC, which you can use to set the language. The following explains
the importance of the language setting.
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Menu commands in the WinCC Explorer

e "Options > Languages" menu:
This is where you set the language for the user interfaces.

¢ "Computer > Properties > Parameters" menu:
This is where you set the language for runtime. You can also set the language for printing out
the project documentation in WinCC in this field.

Menu command in the Graphics Designer

e "View > Language" menu:
You first have to select the language for displaying pictures in runtime before configuring the
pictures.

Menu command in alarm logging
* "View > Language" menu:
— Display of message texts in the selected language

— The message texts need to be compiled in the text library

Language settings for Runtime

e Button for language selection:
You can set the current display language for runtime here. To do this, you need to configure
all switchable parts to the respective language.

Note

WinCC is always opened from the Simatic Manager in the language which is set there. Only if
WinCC is not opened from the Simatic Manager will the language correspond to the one set
before the program was last exited.

Additional information

Further instructions and information on language settings can be found in the document "
Configuring texts and languages in SIMATIC PCS 7 (https://
support.industry.siemens.com/cs/ww/en/view/56248153)".
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11.1.6 Redundancy settings in the server project

Procedure

1. Open the "Redundancy" editor in the OS server project.

2. Check that the redundancy partner settings are

correct and activate the options you require.

#* Redundancy

General  |ser Archive

Server:
|PCSF’V51 |

Default Master

Redundart partner server:
|PCSF’V51 B |

Local Computer Settings (optional)
Connection to redundant partner via network adapter:
00:0C;29:25:36:09

Network address of the redundart partner:

Intel{R) 82574L Gigabit Network Connection w

X

Browse...

() Dynamic (®) Static:

[ 192.168. 10 . 11

=

Connection to redundant partner via serial interface:

Optional Settings

MNone w

218

Synchronization of Tag Logging after the partner server comes back online
Synchronization of Alarm Logging after the partner server comes back online
Online synchranization for Alarm Logging

Synchronization after disruption of the process link (Tag Logging + Alarm Logaing)

WinCC client switch in case of a process connection emor

Enables the synchronization for all specified options and user archives:
Activate Redundancy

Cancel Help
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Note

The redundancy partner can be connected either via a serial interface (null modem cable) or, as
of PCS 7 V7.0, via an additional network 1/0 (connected by means of a crossed network cable
between the redundancy partners).

As of PCS 7 V9.1, the redundant partner server may be located in another subnet. This is made
possible by a TCP/IP-based multicast telegram.

In addition, both a dynamic and a static IP address can be specified for the partner server. When
a static IP address is configured, the performance and security of the system is increased.

In past PCS 7 versions, it was necessary to specify how many days of the archive would be
synchronized in the event of failure. As of PCS 7 V9.1, the entire archive is always synchronized.

Following the initial download to the target computer, the redundancy settings must be
checked/adapted once with regard to redundancy monitoring (e.g. connecting cable via COM
port or Ethernet connection) on the target computers and confirmed with "OK".

As of PCS 7 V7.0 SP1, you adapt the settings using SIMATIC Shell in the Windows Explorer.

Time synchronization

The following example shows in abbreviated form the activation of time synchronization on the
OS computers in a Windows domain with a central system clock.

As of Windows 2000 Server, all domain controllers (DC) have the same authorizations. Time
synchronization must be executed by the DC which performs the role of the "PDC emulator”
operating master.

The time signal comes from a central system clock, which can be synchronized both via GPS
and DCF77.

Note

You can find the configuration options available with PCS 7 (e.g. Windows workgroup/Windows
domain with/without a central system clock) and the corresponding detailed configuration
instructions in the manual "PCS 7 Time Synchronization” (https://
support.industry.siemens.com/cs/ww/en/view/109973498).

You can find information on more configuration options here: (https://
support.industry.siemens.com/cs/ww/en/view/61931975).
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Principle

To ensure and check the completeness and correctness of the time synchronization settings for
the system components, a separate record or documentation of these settings is recommended:

Domain

Controlerl

Excel template

Using an Excel table, you can record and continually document how the time synchronization
is configured for each individual component. This allows you to have an overview of all
components und their relations in terms of time synchronization.

You will find an example template attached to this contribution in the Industry Online
Support, which you can adapt and fill out for your system configurations.

Drawing

In addition or as an alternative to the Excel template, the settings for time synchronization
can be recorded graphically. Based on a drawing of the system components used as well as
their networking, arrows can be introduced, which represent the adjusted time
synchronization.

05 Time
synchronization tool
Domain
Controler2

05 Client01 05 Client04

! = S ! =
= = _—‘g = = 1

I~ /TI0TN @~ [T

B Terminal bus

= I~ TITTT

T
ES ! /
. - m 0s

== [ _F
m ] 'l]] Server 1B
05 05 Time
B Plant bus ServerlA synchronization tool
AS 4105 AS 410H
M PROFINET J'I[' M PROFINET
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Time settings on all OS computers

1. The time settings below must be checked/modified on every OS PC. You reach these settings
via "Start > Settings > Control Panel > Date and Time > Change Time Zone".

2. Activate the automatic adjustment setting for daylight saving changes on the "Time Zone"
tab on all computers and set the correct time zone (UTC -05:00 for US Eastern Time).

x

Set the time zone:

Time zone:

W Automatically adjust clock for Daylight Saving Time

Current date and time: Freitag, 29. Juli 2016, 10:24

0K I Cancel
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3. The option "Synchronize with an Internet time server" found on the "Internet Time" tab must

not be activated.

4. Open the "Region and Language" editor via "Start > Control Panel > Regional and Language
Options" and configure the correct options for your location.

g"' Region and Language

222

gF Internet Time Settings x|

Configure Internet time settings:

[~ Synchronize with an Internet time server.

Server; | timewindows.com

j Wpdate mow |

[ ok ]

Cancel |

Formats | Location I Keyboards and Languages I Administrative I

Format:

|English (United States)

L]

r Date and time formats

Short date: IMfdf}fm j
Long date: [ dddd, MMMM dd, yyyy |
Short time: Ih:mmtt j
Leng time: Ih:mm:sstt j
First day of week: Monday i

What does the notation mean?

 Examples
Short date: 7/1472014
Leng date: Monday, July 14, 2014
Short time: 4:43 PM
Leng time: 4:43:41 PM

Additional settings... |

Go online to learn about changing languages and regional formats

x|

o ]

Cancel Apply
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Settings in the "Time Synchronization" editor in the OS server project

Time synchronization of the system bus is performed via the OS server and the redundant OS
partner server with the aid of the CP1623/CP1628.

Note

If the ES does not have a CP1623/CP1628 communication processor, select the "Display symbolic
name of the access points" option in the "Synchronization via System Bus (Master, Slave)" area.
Select the communication processor (CP1623/1628) from the "Access point 1" drop-down list
and select the "Master" check box.

The OS servers act as cooperative time masters, in other words, the first OS server active on the
system bus to not receive a time frame on the system bus switches automatically to time
"master” mode. All other OS servers on the system bus detect the time message frame from the
time master and automatically switch to time "slave” mode. A cooperative master does not have
to belong to a redundant server.

Select the following parameters in the OS server project:

a Time Synchromization - [0S1.mcp] ﬂﬂ

General Settings

oK |
[ Use time reception service

[™ Deactivate time synchronization Cancel

—¥ Synchronization via Terminal Bus (Slave)
™ Use the time from a connected WinCC server

{* Use the time from a spedific computer:

Computer 1: I VWWFDC

ENE

Computer 2: I \BDC

™ Permit time set by external (3rd - party) components

—v Synchronization via System Bus (Master, Slave)

—Access point 1
¥ Master
|<cpis23050) (1= |
" Slave
—Access point 2
" Master
<Mone > ﬂ
" Slave

v Display symbolic name of the access paints

—Process Control Messages ————————————— Project Documentation —

Send every. I 1 _I: minukes Preview

Setup
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"Display symbolic name of the access point" option:

To configure the time synchronization from an ES, you can also display symbolic names of
the access points that are represented by "<>". Activate the corresponding check box. When
the target computer boots up in runtime, these names are assigned to the access points.

If e.g. you use two access points with CP1623, the following modules are assigned to the
symbolic names using SIMATIC NET:

Symbolic name Dialog box Dialog box
"Set PG/PC interface" "Set PC station"

<CP1623 (1)> CP1623(ISO) CP1623

<CP1623 (2)> CP1623(ISO)<Board?2 CP1623(2)

The two internal tags "@TimeSyncDevice1State" and "@TimeSynDevice2State" are used for
the two access points. The tags are used in Runtime for diagnostics and displaying the
status of the access points. The settings are "Slave", "Standby master”, "Active master" and

"Deactivated”.
"Process control messages" option:

Process control messages are displayed in Runtime if synchronization problems occur. For
the process control messages 1012002-1012005, 1012018, and 1012021 you can set how
often the process control messages are to be displayed in Runtime in the "Process control
messages"” field.

Activate the "Send once" check box to have the process control messages shown only once.

If you want to send the process control message several times in Runtime, deactivate the
"Send once" check box. Enter the desired value in the "Send every ... minutes” input field or
use the dial control.
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Computer properties in the OS client project

You must also make the following settings in the properties dialog of the computer:
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File Edit Wiew Tools Help
) = ER.E mEm i-E- a-—
!:_G\J @ > ! ki ' [ i ?
A os) Name
Computer properties %
=S com General  Statup  Parameters  REST seffings  Graphics Rurti Rurt
Eﬂ.‘ Tag Management Runtir : : . .
&‘ Graphics Designer Rurtime Defauk Language: Engsh (Unted States) -
;: Text and graphics lists
@ Alarm Logging
Tag Logging =
E; Report Designer
z Drsabla Kays:
Global Script s P
@, Text Library
L.IE_.I Text Distributor Time base for time display in runtime: Local e z00e .
m User Administrator PLC clock settng:
() (LITC) leoondinated urnvenmal tims - prefemed setting)
% Cross-Reference ) Local winter time (al year)
Central time and date formatting
;gj Server data & l
i Redundancy A0 St el ol s
g User Archive
@ Time synchronization Cancel ek

Iﬁ Lifebeat Monitoring
g

08 Project Editor
Q Cloud Connector

Component List Editor
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Settings in the "Time Synchronization" editor in the OS client projects
The OS clients receive their time from an OS server on the terminal bus.

You need to make the following settings in the OS projects of the clients, in the "Time
Synchronization" editor:

File Edit View Tools Help
= | : \ ' BES 33 o—
OB » | x ]88 "o|MEEE?
J 055 34 o L) Time Synchrenization - [055_M.meg] ? x

B o Do =]

[[] use wme reception s=rice

% Tag Management [[] beactivate ame synchronization | cancel
& Graphics Designer lsymchronzaten va Terminal Bus (Save)
_) e the: ime: from a connected WindC
1.9 Text and graphics lists S s s
2.4 (@) Lige the ame from a spedific computer:
Alarnm Logging Corsputer &2 | 192,168, 200. 10 |
) Computer 2: | [
& 7eg Logaing
() 2ermit ame set by @xteensl [3d - party) coroonents
Report Designer
Felsymetvanizaton vie System Bus [Master, Save)
Global Scrip't Acress poink 1
<CP162150) (1> g O
@ Text Library mas
- Azcest pont 2
l@l Text Distributor —
<CPI8ZIIS0) (2> = 7
m} User Administrator i
E)misplay symbolic Fihe atcess pants
%‘ Cross-Reference 22 i
Process Control Messages Project Donumenta ton
E Server data
[ send ance Prant
Redundancy ered vt > : Previen

Seap

a Uszer Archive
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Computer properties in the OS client projects

Make the following settings here:
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File Edit View Tools Help
= | B BEE S8 (e-—
E—G\J O > ! e ' O SRS I = ?
A os() Name
Computer properties %
=) Com General  Statup Parameters  REST settngs  Graphics Rurtime  Furtime
E’H_‘Tag Management Purtiis Lancision: = - .
&‘ Graphics Designer Rurtime Defauk Language: Engsh (Unted States) -
;: Text and graphics lists
@ Alarm Logging
Tag Logging -

E; Report Designer
Global Script

@, Text Library

Disable Keys:
(] Disable shortcut keys for operating system access

1@| Text Distributor Time base for time display in runtime: Local tme zo0ne =
m User Administrator PLC clock setting:
(@) (UTC) {coordinated universal tme - prefemed setting)
% Cross-Reference {0) Local winter time (al year)
g Server data Central time and date formatting
(@) Corfigure ndividual components

i Redundancy {_1508601-Force format for al components

g User Archive
@ Time synchronization Cancel Hedp

Iﬁ Lifebeat Monitoring
L

A% 05 Project Editor
Q Cloud Connector

Component List Editor
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11.1.8 Graphics Runtime on the OS clients

Block the key combinations in the computer properties of the OC client projects. This prevents
access to the operating system during runtime.

‘= WinCCExplorer - D2 Kompedium_Pro' Com

i
|
| File Edit Wiew Tooks Help

|3 |8 | £ = 22, =33 & 2
o x
""" Compuber Generall Startup  Parameters | Graphics Huntimel Huntimel
| I WY Tag Management
..... A &raphics Designer Language Setting at Funtime: IEninsh [Urited States)

Lef Lo

' -EI. Report Designer Default Language at Runtime: IEninSh (United States)
9 .

----- _| +e alobal Scripk

----- Texk Library

----- 52 Text Distributor

----- i}i ser Adminiskrato

=
----- £ Cross-Reference

Start | nfarmation:

----- 5_', Server data

----- LY Time synchronizat Edi |

----- {7 Horn
L] Lifebeat Manitaric

=

----- :'F\ 03 Project Editar Dizable Keps:
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To ensure the Windows taskbar remains hidden during process mode even when standalone
applications are called (e.g. "Picture selection by name", "Picture selection by process tag",
"User permission”, or "SFC visualization"), the "Keep the taskbar on top of other windows"
check box must be deactivated in the Windows operating system under "Taskbar and Start

Menu Properties".

11.1.9 Graphics Runtime on the OS servers

The following alternative measures are recommended for the purpose of reducing the load for
OS servers which are not used as operating stations at the same time:

¢ Selecting the "SIMATIC Server" server layout in the OS project editor in the "Layout” tab.
Generally applies to all OS servers, in particular OS servers with more than 4 OS clients.
Granting of rights in accordance with the User Administrator and locking to prevent
unauthorized key combinations is possible with this.

¢ Deactivation of the graphics runtime and the associated applications, e.g. SFCRT
(visualization of SFC blocks) in the startup list in "Computer properties”.
Additional applications that have been added through the individual WinCC editors of the
startup list cannot be removed.
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11.1 Project settings

11.1.10 OS resource utilization

Work station

Task Manager

Alarm Logging

Tag Logging

The limiting values recommended in this section for OS servers or OS single stations are based
on empirical values. They are listed as OS quantity structures in the event of Alarm Logging and
Tag Logging in the PCS 7 catalog.

After completion of the OS engineering, check while OS Runtime is running to see if enough
hard disk space is available for operation of the Microsoft SQL Server.

System partition (C): The available hard disk space must be greater than 20%.

After completion of the OS engineering, check while OS Runtime is running to see if the
following values are adhered to within the Task Manager:

» System performance: Processor utilization less than 30% on average

¢ System performance: Available physical memory greater than 200 MB

After completion of the OS engineering, check while OS Runtime is running to see if the constant
load of messages for an OS server is less than 10 messages per second.

The check can be made by additional configuration of an Alarm Control as a hitlist in a
process picture.

After completion of the OS engineering, check while OS Runtime is running to see if the tag
logging for an OS server is less than 1500 values per second.

For this monitor the internal tags @TLGRT_TAGS_PER_SECOND and
@TLGRT_AVERAGE_TAGS_PER SECOND in the TagLoggingRT group.

Note

Check the configuration as well as the associated infrastructure if these limiting values are being
reached or even exceeded.

AS-OS communication

The wait times when opening pictures/faceplates depend on, among other things, the load of
the AS from which the data for the corresponding picture/faceplate is obtained. A faceplate can
therefore have different display times in two different automation systems when the associated
block is activated.
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You can find further information on diagnosing the reasons and on taking corrective actions
in the "How do you shorten any delays in the display of screens/faceplates in the PCS 7 OS?"
(https:/Isupport.industry.siemens.com/cs/wwl/en/view/109480249) FAQ.

Increased availability as part of Lifecycle agreements

When limits are exceeded, appropriate measures must be taken to reduce the load of the OS
server and to guarantee the performance of OS Runtime.

11.2 Visualization interface

11.2.1 Structure of the picture hierarchy

You can create a hierarchical structure for the plant with up to 8 levels. Buttons are used to
navigate between the process pictures.

[ | Ubersicht
/4 N\ /4 N\ /4 N\
Ebene 1
eSS
/4 A /4 N\ /4 A /4 A
Ebene 2
/ \) . . J
N\ /4 N\ N\ /4 N\
Ebene 3
- J - J/ . J . J . J

The process pictures are assigned during AS engineering of the navigation in the SIMATIC
Manager. The name displayed for the OS area can also be changed in the SIMATIC Manager.
As a rule, however, the same name as that shown in the plant view is used.
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Properties - Hierarchy folder -- reactorf'filling |

General Contral and Monitoring Attributes | A5-05 Assignment | 588 Type Definition I

Plant designation: |

[ Mame of the hierarchy folder iz part of the HID

05 area D Irean:tu:ur.-’-'-.

Pizture name for 05: Ifilling

[ Mo modifization when renaming the hierarchy folder

Order...

Cancel Help

The picture hierarchy (Picture Tree) is automatically generated during OS compilation in
accordance with the plant hierarchy settings in the SIMATIC Manager.
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Picture Tree - WinCC Configuration Studio

Picture Tree
=iy

El @ reactorA
----- @ reactorA/main_fluids
----- @ reactord /fiuid_products
----- @ reactord/filing

----- @ reactordsolid_products
reactorB

----- @ reactorB boiling

----- % reactorf/destilation

----- 3 reactorB/extraction

B
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11.2.2 Design of process pictures

Introduction

11.2 Visualization interface

In general, process pictures are created in accordance with a set of specifications which are
drawn up in close collaboration with the customer. Sector- and company-specific standards and
guidelines must be taken into account.

A layer can be defined for each picture object, line, etc. in Graphic Designer. The distribution
of the different components among the individual layers enables the components to be
quickly arranged and adjusted, e.qg. line on layer 4 and faceplates on layer 5.

In the sample project, the following definitions have been laid down:

Function design

This function is provided for user objects. Use faceplates from

the OS library.

Cable design

Color Black: Product
Yellow: Gas, N2
Dark red: Steam, heating system
Green: Water
Blue: Air
Width Wide: Main product cables (line width 4)
Narrow: Other cables (line width 2)

Boiler design

Represent boilers in graphics by means of black lines on a gray background. The boiler shape is

defined by the Rl flowchart.

Use static text to indicate the volume of the boilers. The fill quantity is shown by means of a
bar on the boiler.

Picture navigation - Start and end of a cable

Interrupted cables are identified by an arrow at the end of the cable.

Example of a process picture for a chemical plant:
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Situation- and task-oriented process views

In addition to the process pictures predominantly oriented to the instrumentation at the
"subsystem" level, which are created based on pipeline and instrument flow charts, you can also
create information-based overview and group displays. These are specially oriented to the
process control task. You can also structure the views hierarchically.

The figure below shows the hierarchy level:

Lovel 1 Overview Orientierung
Plant / display & Navigation
process

Level 2 i .

Plant C-ontrol ! ‘ | Bedienen
area display it & Beobachten
Level 3 - — _

Plant Detail - Diagnose
section display — = (Bedienung)
Level 4 :

Functional Support

aspects display

This is implemented using the system library APL (Advanced Process Library) and the AddOn
APG (Advanced Process Graphics). In this process, the AddOn APG supplies a function block,
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which collects the data from the AS and supplies the graphic objects provided by APG with
data. It is thus possible to create overview images that represent the entire state of the
process. This way the user can see whether there is a deviation from normal operation (work
area) in good time. He can therefore intervene before warning or alarm messages are output.

— e

——————— W T

Note

You can find additional information on the subject of "Advanced Process Graphics" and
configuration instructions in the "Integration of Advanced Process Graphics in SIMATIC PCS 7"
(https:/isupport.industry.siemens.com/cs/ww/en/view/89332241) application example.

Note

Take note of the following recommendations when creating process pictures:

* The use of numerous or extensive C actions and/or VBS actions increases the system load
which can have a negative influence on picture-call times in runtime. Move cyclic computing
operations to the automation system and avoid executing them on the OS.

* To achieve picture opening times of less than 2 seconds do not configure more than 100
process objects in one process picture.
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11.2.3 Block icons/User objects

Block icons are graphic objects of the "user object” (UDO — User-Defined Object) type, which
represent a corresponding block type in the OS. Block icon templates for all block types/process
tag types used in PCS 7 can be found in the @PCS7TypicalsAPLVer10.PDL typical picture.

The graphic objects from this typical picture are used during OS compilation and inserted
into the process pictures and linked to the appropriate process tag automatically in
accordance with the plant hierarchy.

Several block icons are available for some AS blocks. This is the case, for example, for the
direction of flow of the medium for a valve with a defined vertical or horizontal direction.
Which of these block icons will be selected is determined by an index number in the "type"
property of the corresponding block icon.

"""" R s e Fropeties Evenls Teds  Animation
[ T Y S T T i —_—
m_[q . e Tﬁ ; APL BLOCK ICON | aptribute SEatic
Lo x g —— — -Geomely  |agNameDisplayed  Tag
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Gl Servermame PCST Whil Contral
i i IS\\['r|||i'finr.;ll'll:H«ﬂa-:Ir ]
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APL_BLOCEICON | Apribute Static Dynamic Update-. In | @ L Fefevant Yes
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- et paincal
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You make your selection and specification via the AS block's properties dialog in CFC. The
screenshot below shows the selection box that appears for the VALVE block by way of

example.
x
Type: Wil Block: group: |
Harna: |vm
Comment: Vahve - Large ;I
=
Inputs: 84 —F OCMpessble
Intemal identfier FB1859 oM I
Instance DB: DBz
: il = C:Il:\uu Block kcon:
Family: Drives
I~ MESselevant
Author: Adviiba0
To be inserted in OB Aasks:  Special propeties
| v OB100 [Wam restart) 1
¥ Readback enabled
| cons |t

11.2.4 Custom block icons / user objects

The "Create/Update Block Icons" function uses the following template pictures:
e Template pictures created by the project engineer

— Name starts with "@PCS7Typicals"

— Number restricted to 10

¢ Default template pictures from the picture "@PCS7TypicalsAPLVer10.PDL"
The "@PCS7TypicalsAPLVer10.PDL" picture is included in every PCS 7 OS project as standard.
It contains the current block icons for PCS 7 V10.0.

Note

The original "@PCS7TypicalsAPLVer10.PDL" file must not be modified! Changes to the original
file are overwritten in the event of an update or upgrade.

User-defined template pictures must be created for customer-specific block icons. These must
start in all cases with the fixed name component "@PCS7Typicals". The file name following
this can be determined freely.
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11.25

Introduction

240

The "Create/Update Block Icons" function open all pictures with the fixed name component
"@PCS7Typicals" and ascertains the picture priority alphabetically using the names:

e Prio 1: "@PCS7Typicals_MyAPL.pdI" (starting with the last picture alphabetically)
e Prio 2: "@PCS7TypicalsAPLV10.pdl"

e Prio 3: "@PCS7TypicalsAPLV8.pdl"

The pictures with the highest priority are added.

The "Create/update diagnostic screens” function uses the template pictures from
"@@MaintenanceTypicals".

Note

If a personal template is used in the project, in which the block icon is based on the APL, these
can also be migrated when updating. When migrating, the amended properties, such as the
position of the operating mode display, are retained and new functions or components from the
@PCS7TypicalsAPLVer10.PDL template are adopted.

Faceplates

A faceplate is the graphic representation of all elements in a technological block from the AS
intended for operator control and monitoring. Faceplates are displayed in a separate window in
the OS and can be opened using block icons.

The block icons and associated faceplates for valve control are shown below by way of
example.
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VALVE: Valve control

Block icon Faceplate

f # Plant1/MRMT1/MK111/CFC_MNK1 11V alve E

(e M 82 31
Mods | puomatc [
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| | 0.3
— |
— e

L ]

Left-click the block icon to open the valve's faceplate within the process display.

11.2.6 Creating block icons in the SIMATIC Manager

In PCS 7 the block icons/pictures are derived from the plant hierarchy (PH) by default. This is set
in the SIMATIC Manager by selecting the picture property "Derive the block icons from the plant
hierarchy".

As of PCS 7 V7.0, this setting is pre-selected.
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Properties - WinCC-Picture: Bild{48)
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When the OS project is compiled, the block icons are derived/updated from the plant
hierarchy.

Note

The derivation of the block icons is controlled with configuration files. A user normally does not
have to adapt the configuration files supplied by the system.

The following attributes of the block icons are taken into consideration in the configuration file
without adaptation:

¢ Higher ProcessControlling
* ProcessControlling

e View Tag

* Return Path

» StandardTrend

e Format_InputValue

¢ Format_OutputValue

e Format_xx

» defaultPos

* leftPos

* topPos

If other attribute values are to be taken into account when updating the block icons, the
configuration must be adapted accordingly.

You can find a detailed description of this under "Structure of the Configuration File" in the WinCC
Information System.

Wizards

If block icons are not derived from the plant hierarchy (PH) in the SIMATIC Manager by default,
various wizards are available for working with user object templates.

Wizard name Tab in the Dynamic Wizard

Connecting faceplate to process tag | Standard Dynamics

Updating picture objects Picture Functions

Exporting picture objects Picture Functions

Importing picture objects Picture Functions
Note

Detailed information on working with the wizards can be found in the "SIMATIC Process Control
System PCS 7 Operator Station" (https://support.industry.siemens.com/csiww/en/view/
109973492) manual.
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11.3

11.3.1

Introduction

244

Message system

Message classes and message types

Interrupts and messages are divided into message classes and message types. There are default
settings for message classes and message types provided by the system when a project is
created. These predefined message classes and message types can be selected in the AS
configuration.

Note

The "User-configurable message classes" function allows the representation and sorting to be
configured, such as sorting according to predefined importance. When using the "User-
configurable message classes” function, observe the information in the "Configuring the PCS 7
message system" section in the "SIMATIC PCS 7 Engineering System" (https://
support.industry.siemens.com/cs/ww/en/view/109973492) Configuration Manual.

The message configuration is described in detail with step-by-step instructions in the "Process
Control System PCS 7 Operator Station" Configuration Manual. The section below provides a
brief summary of the individual features provided by PCS 7 for configuring a user-friendly
message system: "SIMATIC Process Control System PCS 7 Operator Station (https://
support.industry.siemens.com/cs/ww/en/view/109794374)"

Process control and system messages are also automatically generated by the project editor
for a new project. However, the user has the option of suppressing individual process control
messages and assigning a message priority on the "Message configuration" tab. but only if
the option for delta loading is disabled on the "General" tab, thus necessitating a complete
download subsequently.
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Note

For display of "Emergency messages" the highest priority 16 (Emergency) is used in a separate
"Highest priority alarms" list. A button which can be selected in order to display these messages
has been added to the plant overview, next to the message line. This button flashes for as long
as messages with this priority are still pending, irrespective of whether they have been
acknowledged or not.
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Date Time Priorit Source Event

1 13/09/13 12:18:16.249 reactorAifluid_products/Valvel\Vi Emergency
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Note

To prevent too many messages being generated, the SIMATIC PCS 7 message concept employs
cumulative message suppression.

Example: An I/O module with eight channels can signal a wire break for every channel. If the
I/O module is not connected to a power supply, just this one message is output and other
messages relating to wire breaks are suppressed.

Alarm, warning, and tolerance messages

Alarm, warning and tolerance messages indicate that a limit value has been exceeded. These
limit values have been defined in the user-configured CFC. The Interrupt message class is usually
used for emergency stop and other high-priority binary messages too.

The messages/signals are aimed at the operator.

AS process control messages

AS process control messages provide information about errors in 1/0 devices and in the system,
e.g. wire break, short-circuit, channel error, module failure, access error, redundancy failure, or
failure of the auxiliary current. If a system-generated message or signal is displayed, the
operator must inform the service team without delay.

OS process control messages

OS process control messages provide information about errors in the OS system, e.g. errors
relating to database access, failure of OS server redundancy, errors relating to time
synchronization. If a system-generated message or a signal for field instruments is displayed, the
operator must inform the service team without delay.

Preventive maintenance

Preventive maintenance indicates that maintenance personnel will soon have to take a look at
devices/components (due to a dirty sensor, for example).

Process messages

Process messages are defined on a user-specific basis.

Operational messages

Operational messages provide information about the plant status during conventional
operation (e.g. "Temperature setpoint reached").

Compendium Part A - Configuration Guidelines (V10.0)
246 Configuration Manual, 04/2025, A5E52549861-AA



Configuring OS functions

11.3 Message system

Operator prompts

Operator prompts are messages generated by the sequence control or stacking systems which
prompt the operator to perform certain tasks.

Operator messages

Operator messages indicate which tasks the operator has performed manually (e.g. "User xy:
control T4711: W was: 20 DEGC, W is now: 35 DEGC"). These can also be system-generated
messages which refer to events occurring in the system (e.g. "Incorrect password").

Status messages

Status messages provide information about system states during normal operation and also
document these states (e.g. "Logon via Smart card").

Adapting the default settings

The information below only concerns users who are forced to modify the system default settings
regarding colors and the acknowledgment theory in accordance with their requirements or who
have to configure their own messages in the alarm logging system, since the S7 channel
(Protocol Suite) is not used (e.g. TELEPERM M connection).

Assign a message class to each message during the configuration of the message system.
When doing this, you do not have to make the numerous basic settings for each message;
you can make the settings for the entire message class.

Up to 13 message classes can be defined in PCS 7. An acknowledgment mode is also specified
for each message class. In turn, message types can be defined within the individual message
classes. The text and background colors of a message are specified by its message class and
message type.

Up to 16 message types can be defined within one message class. Messages are broadly
divided into system-generated messages and messages containing information on the plant
status. The table below provides an overview of the recommended message classes and
message types. The solution here has been adapted to meet the requirements of the
chemical industry.

Message class Message type Acknowledgment | Target group Color
Interrupt (1) Top interrupt (1) Signal for new value | Operators White/red
Bottom interrupt (2) with single acknowl-
edgment
Warning (2) Top warning (19) Signal for new value | Operators Blackl/yellow
Bottom warning (20) with single acknowl-
edgment
Tolerance (3) Top tolerance (37) Signal without ac- Operators White/blue
Bottom tolerance (38) knowledgment
AS process control messages (4) | AS system (55) Signal for new value | Operators (inform | Yellow/black
110 failure (56) with single acknowl- | service personnel)
edgment
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with single acknowl-
edgment

Message class Message type Acknowledgment | Target group Color

OS process control messages (5) | Failure (71) Signal for new value | Operators (inform | Yellow/black
Error (72) with single acknowl- | service personnel)
Batch (80) edgment

Preventive maintenance (6) Maintenance (89) Signal for new value | Service personnel | Yellow/black

Status OS (254)

knowledgment

Process message (7) Process signal (106) Signal for new value | Operators White/petrol
with single acknowl-
edgment

Operational message (8) Process message (122) Signal without ac- Operators White/petrol
knowledgment

Operator prompt (9) Operator request (139) Signal without ac- Operators White/purple
knowledgment

Operator message (10) Operator message (156) | Signal without ac- Operators White/purple
knowledgment

Status message (16) Status AS (253) Signal without ac- Operators White/petrol

The digits in brackets are code numbers which are used to define the message class and
message type in system files.

11.3.2

Introduction

Message lists

SIMATIC PCS 7 categorizes and displays messages in different message lists, based on their status
and type. The message lists below are implemented in the message line:

Message line

Displays the latest unacknowledged message above the process overview

Incoming alarm list

Displays all unacknowledged messages

) [

Acknowledged alarm

Displays all acknowledged process messages which are still active

5 list

{EEE]

e Outgoing alarm list | Displays all messages marked as "Outgoing”, which have not been acknowledged.
{EEE]

sages

List of pending mes-

Displays acknowledged and unacknowledged messages that have not yet gone out.

Process alarm list

gm] |

Displays all process control messages
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I Operation list Displays all operator messages (e.g. "A controller setpoint is set to xxx.")
=
== Journal list Displays all messages (incoming, acknowledged, and outgoing messages)
S
| || Hidden alarm list Displays all active, manually hidden, and automatically hidden messages.
=S
I List of messages to Display of all event messages which are hidden when they occur.
||$ be hidden

iﬁa— Lock list Displays all messages that are locked
=

Note

The list of hidden messages and the list of messages to hide are available as of PCS 7 V7.0.

Interrupt controls

The message lists are displayed via interrupt controls, which can be modified in the Graphics
Designer.

Double-click on an interrupt control in the Graphics Designer to open the configuration
dialog for message blocks/columns.

Right-click to access the properties dialog, Where the “LongTermArchiveConsistency"
attribute can be used to configure characteristics in terms of the number of messages
displayed per OS server.

21
a|22|22]  [AwdlamControl | DLE oot ~|
Properties | Everts |

=1 AxAlarmContral Attribute | static | Dynamic | up... | .. ]| =]
- GROmetry LongTermArchiveConsistency  RES n|
- Miscellaneous HitListRelTime Mo E ]
. Control Properties HitListReMimeFactorType 0 - Miru X _E [}
HitListRelTimeFactor 1 1 E d
HitlistMaxSourceltems wooo EE ]
HitlistMaxSourceltems\arm ves A |
ColumnTites fes E n|
TitleCut Mo O
ColumnResize ves X O
ColumnTitieAlign 0-left X F a
RowTites ves X ]
RowTitle Align 0-Left !
DefaultSort 0 - Asce § O
DefaultSort2 0 - Asce O
DefaultSort2Column 1 x d

HitListDefaultSort 1-DescdF (| =
- - - P ) —
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No: A maximum of 1,000 messages are scanned and displayed per OS server. The scan is performed according to date/
time by default. The messages are sorted and displayed accordingly after all servers have been scanned. In this
case, time gaps may occur in the display (for individual servers).

Yes: A maximum of 1,000 messages are scanned and displayed throughout all OS servers. This setting always ensures
that the same time sequence is used for the messages throughout all servers. The amount of data displayed is
considerably less than in the first case.

11.3.3 Acknowledgment concept

A distinction is made between the status of the message source (process value 0/1) and the
acknowledgment status (not acknowledged/acknowledged) for a message. The two are
combined to give the message status.

Message status
A message recognizes up to four statuses, depending on the acknowledgment concept:
* Camein
¢ Camein, acknowledged
¢ Came in, went out, unacknowledged
e Camein, went out, acknowledged
The current message status is indicated by the following attributes:
e Color and flashing display of the elements
* Plain text in text elements
e Time entries in the message line

You can configure the acknowledgment theory of a message of the message type in the
alarm logging of the WinCC Configuration Studio in the properties window "Properties —
Message Type".
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11.3 Message system

Acknowledgment theory options

Note

From PCS 7 V8.1, the message types adopt the properties of the message classes. The message
classes remain as a higher-level element of the message types and can still be used with their
group variables. These properties can thus be used more flexibly in the message types.

You can select from eight different states for the acknowledgment of a message:

Single message without acknowledgment

Single message with came in acknowledgment

Single message with dual-mode acknowledgment

First value message with single-mode acknowledgment

New value message with single-mode acknowledgment

New value message with dual-mode acknowledgment

Message without "went out" status with acknowledgment

Message without "went out" status without acknowledgment

Option

Description

"Came in" acknowledgment

acknowledged.

Select the check box for a single message with incoming acknowledgment. Came in mes-
sages of this message class must be acknowledged. The message remains queued until it is

"Went out" acknowledgment

Select the check box for a single message with dual acknowledgment. Went out messages of
this message class must be acknowledgment.
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Option

Description

Flashing on

Select the check box for a new value message with single or dual acknowledgment. The
messages of this message class flash when displayed in the message window. For a message
block to flash in Runtime, flashing must be activated in the properties of the respective
message block.

Only for initial value

Select the check box for an initial value message with single acknowledgment. Only the first
message of this message class flashes when displayed in the message window. The "Flash
On" check box must be selected.

Without status "went out"

Select the check box for a message without "Went Out" status with or without acknowledg-
ment. When this option is activated, the messages do not have "Outgoing" status. If the
message only recognizes the "Came In" status, the message is not entered in the message
window and it is only archived.

Unique user

If you select the check box, the comments in the message window are assigned to the logged
on user. The user must be registered in the "User name" system block. If no comment is
entered, any user can enter the first comment. When the first comment is set, all other users
have read-only access to this comment.

Comment

If you select the check box, the comment of the "came in" message is always displayed in user
text blocks with the dynamic sections "@100%@", "@101%@", "@102%@", and"@103%@".
The display then depends on the status of the message in the message list.
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11.3.4 Interrupt management

Message handling options

The following methods are available for displaying message traffic in a clearer way or reducing
its volume in process mode:

 Filtering alarms via their properties

¢ Disabling messages
Disabling an individual process tag or a subarea of the hierarchy by means of an OS
operation. In PCS 7 this is carried out as the origin of the message, in exactly the same way
as an acknowledgment on the block in the AS. Using this type of message suppression,
however, does mean that no more events will be output and no associated signal changes
will be saved to the message archive. When blocking messages, comments can be entered on
the process.

¢ Smart Alarm Hiding
This function enables interrupts to be hidden automatically in accordance with definable
plant statesin order to reduce the volume of message trafficin process mode. The advantage
of this method is that hidden messages are still archived. The procedure is based on grouping
together messages, which, in accordance with the "STATEREP" CFC blocks (PCS 7 Library) and
"STRep" (PCS 7 APL), are then assigned to the plant states to be defined. Messages can also
be hidden manually.
You can display hidden messages via the "List of hidden messages" and "List of messages to
be hidden" message pages.

Note

Information on configuring and on operating and monitoring the Smart Alarm Hiding can be
found in the document "PCS 7 in Practice - Smart Alarm Hiding" (https://
support.industry.siemens.com/cs/iww/en/view/55699984).

11.3.5 Group display

A particular message from a process picture can be traced across all levels using the group
display. The overview area forms the highest level. In this overview, the operator can view
messages for every area in a group display.

e
reactorA E u 1 reactorB TrTT 1

The messages are only valid in the relevant area. The group displays for an area are linked on
a local level by means of a logical OR function and encompass all lower hierarchy levels.
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You can branch from the gro
to the picture tree at just the
picture, in which the messag

up display (when a newly received, flashing message is present)
click of a mouse. The function branches down to the process
e can be uniquely assigned. If messages occur in two process

pictures at the same time and these pictures are "ORed", the function branches to the first

process picture in which the

The group display can contai

group displays come together.

n the following information:

A Flashing interrupt signal (white on red)
W Flashing warning (black on yellow)
T Tolerance (white on blue, not flashing)
S Flashing error message (yellow on black)
0 Operator request (white on blue, not flashing)
X Message lock active in the area (white on gray)
This function is activated for an OS in the "Group display hierarchy" field on the "Message
display" tab in the OS project editor.
2l
W Layout | 35 Mesonge confiauaton [ElMessage display * | fipasea | [ElRuntime window | (&) Basic data | g General |
— Message filker Extended message line
Mo filter % Halli of the working area DeEl
(¥ Meszages with aiea enable " Quarter of the working area
" Acknowledgesble messages in separate list " User-defined
" Acknowledgesble messages on separate page (switch-selectable)
— Authosization check of messages without 3 speciied area
The messages are assigned to the following area: [Noarea =l
~ Smart slam hiding  Soiting of the 08 pages
™ Show button fot hiding manusly
s " Latest message st the top
e hdngllmuly.
{+ Latest message at the battom
[0 Dae |0 Hows [30  Minutes
— Group display hierarchy r~ Operator messages
||7 Create / update group displays | [~ Add block comment for operator messages
1] 4 Cancel Apply
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Audible interrupt signaling

Process failures and errors can be indicated by audible signals, as well as output in the message
list. The signal is issued by means of a signal module or active loudspeaker by outputting a
multimedia (Wave) file via the computer's sound card.

Note

Information on the function and installation of signal modules can be found in the "Process
Control System PCS 7 WinCC Basic Process Control” (https://
support.industry.siemens.com/cs/ww/en/view/1400148) manual.

The WinCC "Horn" editor offers a multitude of options (e.g., message classes, origin, areas,
event, priorities) to trigger different acoustic signals. A corresponding variable ("Horn" group)
must be created for this.

Note

You can find further information on configuring the "Horn" editor in the FAQ "How do you
configure the horn in SIMATIC PCS 7?" (https://support.industry.siemens.comics/ww/en/view/
89279751)

Time stamp

Messages are generated in different areas and at various positions within PCS 7. The origin of the
message will, therefore, affect its time stamp.

All messages are archived and are displayed in the same way, regardless of their origin. AS
and 1/0 messages are forwarded to the OS servers separately via the plant bus. They already
contain the appropriate time stamp. The OS server arranges all messages in the correct order.

To ensure that the correct time stamp is always available, you must configure time
synchronization between all the components of the PCS 7 project.

Origin

Configuration of the mes- | Time stamp place of Meaning in PCS 7
sage text origin

Operator station (OS) In OS "alarm logging" In the OS OS system messages

Automation system (AS) In the instances of the func- | In the AS Process messages and AS system

tion block (e.g. MonAnL or messages from the SIMATIC station
PIDConL)

Pro)

Distributed 1/0 (ET 200SP HA, | In the instances of function | In the I/O Selected events of the initial value
ET 200M, ET 200iSP, Simcode- | block IM_DRV or EventTS acquisition in the event of a system

failure (up to 1 ms accuracy)
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11.4

11.4.1

Note

You can find information on time stamping in the distributed I/O in the following manuals:

* "SIMATIC Process Control System PCS 7; High-Precision Time Stamping" (https://
support.industry.siemens.com/cs/ww/en/view/109973494)

* "SIMATIC Process Control System PCS 7 High-Precision Time Stamping with Use of ET 200SP
HA" (https://support.industry.siemens.com/cs/ww/en/view/109974028)

Archiving

Introduction

Backing up process values and messages

256

Ina PCS 7 plant, you can archive various types of data which are produced in process mode. This
data includes process values (analog and binary) and messages.

PCS 7 provides the option of automatically creating archive tags for process values that

are marked accordingly. In order for this to happen, the process values must be labeled as
relevant for archiving in the SIMATIC Manager using the "Archive" attribute. This attribute
can only be set for block 1/Os intended for operator control and monitoring. The available
labels, "Archiving" and "Long-term archiving", specify whether the process value should

also be saved for the long term if a Process Historian is used. If you have selected the
"Create archives" option, PCS 7 then creates the labeled archive tags automatically when the
"Compile OS" function is executed.

The recording and archiving times can be adapted to the physical type of the process tag
immediately after this step in a clear display (in the SIMATIC Manager process object view, for
example).

The individual process tags can be roughly divided into four classes for display purposes:
* Temperature measurement (CT) 10sto 20 s

¢ Level measurement (CL) 5sto 10 s

¢ Pressure measurement (CP) 3sto5s

¢ Flow measurement (CF) 0.5sto 3s

Depending on how the components have been dimensioned, their values may differ from the
example values given here.

By default, archiving is performed locally on the OS servers. The PCS 7 system distinguishes
between archive tags which must be archived in intervals of under one minute (TagLogging
Fast) and those which must be archived in intervals of over one minute (TagLogging Slow),
where one minute is the default setting. The system assigns the tags to two separate archive
databases accordingly in online mode. If these archive values are mixed with each other in
the configurable "Process value archives" or in the system archive, this has no effect on the
process of assigning them to different databases.
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The following figure shows the structure of the archives, which are designed as circular logs
and use single segments.

Process values Alarms / events SIMATIC BATCH
Batch logs
. . . as manually created
Arc_hl_v_e Slow Arc_h!v_e Fast Message archive XML file
Acquisition cycle Acquisition cycle
e.g.>1min e.g. <1 min
OS logs
as *.emf file
32 bytes / value 32 bytes / value 172 bytes - 4 KB / event
(compressed (compressed
storage, depending storage, depending
on signal change on signal change
factor 2-10 possible) factor 2-10 possible)

Organizes circular archives with individual segments

The archive values associated with TagLogging Fast and also with TagLogging Slow (as of
PCS 7 V7.0) are saved in the database in a compressed state, although this does not impair
the quality of the values.

The compression factor which can be achieved depends on a number of factors, particularly
on whether or not the archive values can be combined during the acquisition of measured
values by means of a sufficiently large hysteresis setting.

Compression ensures that the size of the values will be reduced by a factor of 0.5. This results
in a value that is usually around 6 bytes per measured value, but which can sometimes reach
up to 16 bytes per measured value.

A message with the maximum number of associated values and comments requires 4 KB.
The minimum value for a message is 172 bytes.

Archive settings

The system always offers two criteria for specifying the archive size of a single segment and the
overall size of the circular log:

¢ Definition of a time period
e Physical size in bytes

If one of these two criteria is exceeded, this will lead to a switch to the next segment in the
case of a single segment, or to the overwriting of the first segment of the entire circular log.
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Calculation

258

As the total hard disk capacity available for archiving is predefined, the specification in bytes
is the only criterion which is relevant for the entire circular log.

This specification must be standardized for all three archive databases (TagLogging Fast,
Taglogging Slow, and AlarmLogging) in line with the available hard disk capacity.

A time period during which the Tag Logging should be referred back to is set in the practical
implementation. The required memory is roughly calculated.

When using a Process Historian (PH), we also recommend saving the time range required for
the operator in the process mode of typically 1 to 3 months on the OS servers.

Archive configuration for TagLogging Fast and TagLogging Slow

Calculation of the memory requirements of all segments for a specified period of y months for
TaglLogging Fast:

To perform this calculation, you will need to know how many archive values are saved

per second on average. The archive variables are displayed in a clear form in the process
object view of the SIMATIC Manager. The average archive load can be determined using the
memory cycle of the variables.

The memory requirements for x bytes are generally calculated as follows:
number of archive values/s * x bytes * 60 s/min * 60 min/h * 24 h/day * 31 days/month *y
months

A specification comprising days or weeks is usually used for a single segment. A segment
change faster than one day may not be used, as this would make the number of segments to
be connected to the MS SQL database when the OS server starts up too large, thus impairing
performance.

Note

As a rule, no more than 200 single segments (for the TagLogging Fast/Slow and AlarmLogging
archive databases) may be generated in total.

The maximum size of a single segment should not exceed 700MB (up to PCS 7 V8.0) or 2GB
(from PCS 7 V8.1).

The size of a single segment in bytes can also be calculated using the definition provided
above. It is not the decisive criterion, but it does need to be checked.
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Example

You are planning on using a period of around 2 months: You have calculated a mean value of 750
archive values/s for TagLogging Fast.

¢ The maximum size for all segments is calculated as follows:

— Where a memory requirement of 16 bytes per measured value is assumed:
approx. 60 GB
(750 archive values/s * 16 bytes/value * 60 s/min * 60 min/h * 24 h/day * 31 days/month
* 2 months)

— Where a memory requirement of 6 bytes per measured value is assumed:
approx. 22 GB
(750 archive values/s * 6 bytes/value * 60 s/min * 60 min/h * 24 h/day * 31 days/month
* 2 months)

In our example, we have selected 30 GB.
* The following is calculated for a single segment per day:

— Where a memory requirement of 16 bytes per measured value is assumed:
approx. 1 GB
(750 archive values/s * 16 bytes/value * 60 s/min * 60 min/h * 24 hiday * 1 day)

— Where a memory requirement of 6 bytes per measured value is assumed:
approx. 370 MB
(750 archive values/s * 6 bytes/value * 60 s/min * 60 min/h * 24 hiday * 1 day)
In our example, we have selected 600 MB.

You must then make the following corresponding settings in the "TagLogging Fast"
configuration of the "TagLogging" editor:

TaglLogging Fast il

Archive Configuration | Backup Configuration | Archive contents |

 Archive size
Time period of all segments I zﬁ II\"IDrrth[s} j
Max. size of all segments I 3Dﬁ IGigaI:q.'te[s} ﬂ
Time period covered by a single segment I 1ﬂ IDa:.f[s} j
Mao. size of a single segment I EDDﬁ IMegabyle[s}j
r Time of the segment change
Month [May =] Year [ 2012 Daysithe [ 5=
Weekday ISaturda:.r j Hour I 4ﬁ Minute I ] _I?

QK I Cancel e ] Help
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You proceed in exactly the same way for "TagLogging Slow". You have calculated a mean
value of 100 archive values/s for TagLogging Slow.

* The maximum size for all segments is calculated as follows:

— Where a memory requirement of 16 bytes per measured value is assumed:
approx. 8 GB
(100 archive values/s * 16 bytes/value * 60 s/min * 60 min/h * 24 h/day * 31 days/month
* 2 months)

— Where a memory requirement of 6 bytes per measured value is assumed:
approx. 3 GB
(100 archive values/s * 6 bytes/value * 60 s/min * 60 min/h * 24 h/day * 31 days/month
* 2 months)

In our example, we have selected 5 GB.
* The following is calculated for a single segment per day:

— Where a memory requirement of 16 bytes per measured value is assumed:
approx. 130 MB
(100 archive values/s * 16 bytes/value * 60 s/min * 60 min/h * 24 hiday * 1 day)

— Where a memory requirement of 6 bytes per measured value is assumed:
approx. 50 MB
(100 archive values/s * 6 bytes/value * 60 s/min * 60 min/h * 24 hiday * 1 day)
In our example, we have selected 100 MB.

You must then make the following corresponding settings in the "TagLogging Slow"
configuration of the "TagLogging" editor:

TaglLogging Slow X

Archive Configuration | Backup Corfiguration |

 Archive size
Time period of all segments I E::I IMnnth[s} j
Max. size of all segments I 5::’ IGigabyle[s} j
Time period covered by a single segment I 1::’ IDay[s} j
Mao. size of a single segment I 1I}I}::| IMegahﬁe[s}j

r Time of the segment change

- - Day of the =
Morith |Ma~,- IYear |2D12 _,? s | 5 5'
Weekday ISaturday vI Hour I E_l? Minte I [',u_l?

QK I Cancel Apply Help
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Calculation

Example

11.4 Archiving

Archive configuration for AlarmLogging

Unlike with TagLogging, messages occur as events and you must make assumptions,

for example, as regards an average message load which is continuously present. These
assumptions can differ from one another considerably, depending on the technology/sector in
question.

In practice, however, you can also proceed in another way, by calculating the TagLogging
requirement and adding the available, unused hard disk memory space to the AlarmLogging
database. This would then become the specification for the maximum size of all segments.

The memory requirements are generally calculated as follows:

Number of messages/s * 4 KB/message * 60 s/min * 60 min/h * 24 hi/day * 31 days/month
* y months

You assume that the number of events in your plant is 1 messagels.

¢ The maximum size for all segments is calculated as follows:
approx. 20 GB
(1 messagels * 4,000 bytes/message * 60 s/min * 60 min/h * 24 h/day * 31 days/month
* 2 months)

¢ The following is calculated for a single segment per day:
approx. 330 MB
(1 messagels * 4,000 bytes/message * 60 s/min * 60 min/h * 24 h/day * 1 day)
Deliberately set this limit higher so that you can still achieve a daily swap-out even if a
message burst occurs. In our example, we have selected 700 MB.

Note

As a rule, no more than 200 single segments (for the TagLogging Fast/Slow and
AlarmLogging archive databases) may be generated in total.

You must then make the following settings in the "AlarmLogging" editor:
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AlarmLogging x|

Archive Configuration | Backup Configuration I

—Archive size
Time period of all segments I 2ﬁ IMnnth[s] j
May. size of all segments I 25ﬁ IGigabyte[s] ﬂ
Time period covered by a zingle seament I 1 j IDa_l,l[s] j
taw. size of a gingle segment I ?Dﬂﬁ IMegabyte[s]ﬂ

— Time of the segment change

Month May - Day of the month I 5_%

Wwieekday IThursda_l,l 'I Hewr I 2_% Minutel D_%

Ok, I Cancel | Apply | Help |

In our example, therefore, the hard disk not only has to provide the TagLogging memory
requirements, but also an additional 60 GB on the OS server for archiving purposes (total of
"Max. size of all segments").

11.4.4 Long-term archiving using SIMATIC PCS 7 Process Historian

11.4.4.1 Introduction

Process Historian and Information Server

PCS 7 Process Historian (PH) is a long-term archive server for process data. Tags, alarms, Audit
Trail events, and SIMATIC BATCH data can be archived on the PH. The Information Server (IS) can
be used to create reports based on the data saved in the PH. In so doing, reports can be created
using a web application or a corresponding add-in in an Office application (Excel, Word or
PowerPoint).

The following image shows a schematic configuration in the SIMATIC PCS 7 environment:
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Information Server

Client
Internet
I Information Server
Client
Flrewall S e
0s Clients/ BATCH Clients 0S Single Station Office LAN
Information Server
Terminalbus ' E=e® == Back-End-
| ‘ Ecseeesa Firewall
0S Server 0S5 Server BATCH Server

Note

The "Process Historian" and "Information Server" components can be installed on a computer.

The new Process Historian (PH) with reporting system has been introduced in parallel with
the Central Archive Server (CAS) archiving system as part of the introduction of SIMATIC PCS
7 V8.0. From SIMATIC PCS 7 V8.1 onwards, the CAS is no longer supported.

Note

A migration of the CAS/StoragePlus data from the PCS 7 versions greater than V7.0 to PH data is
possible in the PH version from PCS 7 V8.1 onwards.
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How the Process Historian and Information Server work

264

All OS servers and OS single stations for which there is a Process Historian (PH) configured in the
PCS 7 project swap out your alarms to the PH in runtime. In addition all OS archive tags
identified as "Long-term archiving" are archived on the PH for runtime. From PCS 7 V10.0
onwards, Audit Trail data is also archived.

The Information Server (IS) is a web-based reporting system. The IS provides the user with
the data from the PH database using the Internet Information Service (IIS).

The following image provides an overview of the Process Historian and Information Server
mode of operation:

Office PC
Information Server @ MS Excel
>
DB Views
Office PC Stored Office PC
Procedures
MS Internet ® ® MS Word
Explorer > IS DB > _m
Based on IIS and
MS SQL Server @ 08 Ciont
i i ien
Reporting Services < >
Web Browser
[ ¢ Control
I
OS Single Station @ Process Historian
Ei
0S DB iy <
I Tags Alarms
: BATCH BATCH Server
OS Server ©) Reports @
> <>
8 Process Historian BATCH DB
DB
OS DB L~

1. Prompt data archiving of the OS single stations and the OS server on the PH.

2. SIMATICBATCH swaps out its batch data to the PH in the manner in which this is also available
in the BATCH database (native archiving).

3. IS client access to the IS for report creation

Note

A redundant operation of the PH is possible.
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11.4 Archiving

Process Historian (PH)

The Process Historian (PH) is used to archive process values, messages, Audit Trail events, and
batch data of the SIMATIC PCS 7 process control system.

The process values and messages managed in the PH database can be displayed on OS clients
and OS single stations clearly and graphically (with WinCC Alarm or WinCC Trend Control).

Data selection is supported by integrated filter functions. Messages and process values can be
displayed both in tabular form as well as graphically. The saved data is divided into segments

for processing and managing very large amounts of data.

The following picture shows an example of the segmenting setting in the PH:
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The MS SQL server is used for the data archiving. The saved archive segments can be saved
as a backup file on a hard disk and then deleted (backup/restore). This prevents the memory
capacity of the data base hard disk from becoming completely full.

The PH does not need a connection to the system bus. It can be connected to the OS and
Batch Servers of the SIMATIC PCS 7 plant via terminal bus, for example, using the integrated
network connection (on-board Ethernet RJ45 port) of the server.

The PH is suitable as long-term data storage for PCS 7 projects. You can swap out the data
from multiple projects/Imultiprojects to a PH.
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Functions of the Process Historian

Licensing
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The PH includes the following functions:

* When the PH is reconfigured, a wizard checks the system requirements (operating system,
RAM, HDD, etc.) for PH operation and prevents setup if the requirements are not met.

* All OS process data is available promptly in the PH.

e All Audit Trail events of the ES and OS are available promptly in the PH.

* Batch archives from SIMATIC BATCH are saved with native archiving in the PH.
* The PH also supports single stations.

* The PH supports multiple PCS 7 projects in parallel.

* Access to historical process data via web and Office applications.

* Widely-distributed standard reporting system which is adapted to PCS 7 reporting, including
standard report templates.

* Process data can be presented in reports.
* Report templates can be created and adapted flexibly.

¢ Data from the PH can be presented at the OS runtime level with the WinCC Trend Control und
WinCC Alarm Control.

* PHdata can be accessed via OPC HDA and OPC UA in connection with the OpenPCS 7 station.
* Backuplrestore function on hard disks.

* The status of the PH server can be visually displayed on the OS.

* OPC UA server on the Process Historian

* PH redundancy

A "Process Historian Server" basic license is required to operate the PH. The "Process Historian
Server Redundancy" license is required for a redundantly configured system. This includes a
redundancy license in addition to the basic license. The "Process Historian and Information
Server" license is offered for a combined PH and Information Server.

Note

In a system with PH, the archive licenses are stored on the OS server. For non-OS tags, such as
those example from third-party runtime systems via OPC UA, licenses for Process Historian
archive tags are required.

There are the following license types for the PH:
* Process Historian server

e Process Historian Server Redundancy

* Process Historian Archive-BATCH

¢ Process Historian OPC UA Server
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¢ Process Historian OPC UA Data Collector
e Process Historian Archive Tags

¢ Process Historian Archive Audit

Hardware requirements

Using an "IPC 847D" type server is recommended for PCS 7 plants with one OS server and a
maximum archiving load of 1,500 values/sec.

With intensive use a PH system is not a typical application area for an IPC. For this reason, use
of server hardware that offers more options for hard disk configuration is recommended for
larger plants.

The "PH-HWAdvisor" hardware assistant assists you in identifying a suitable hardware
configurations.

You can download the "PH-HWAdvisor" at the following link: (https://
support.industry.siemens.com/cs/ww/en/view/109740115).

To fully integrate the Process Historian in your PCS 7 environment, we recommend that you
save the database and segment backups to an iSCSI NAS drive.

You can find a relevant example in the "Using an iSCSI network attached storage (NAS) for
Process Historian backups (https://support.industry.siemens.com/cs/wwl/en/view/66579062)"
FAQ.

For additional information regarding the needed PH hardware, refer to the "SIMATIC Process
Historian Administration” (https://support.industry.siemens.com/cs/ww/en/view/109974298)
manual.

You can obtain preconfigured PH hardware via the SIEMENS Service "SIMATIC DCS / SCADA
Infrastructure (https://support.industry.siemens.com/cs/wwi/en/view/109743933)".

Software requirements
The following software requirements apply to the PH:
*  Windows Server 2019
*  Windows Server 2022
* MS Message Queuing

More information
You can find more information on the system requirements in the following documentation:

e "SIMATIC Process Historian Administration” (https://
support.industry.siemens.com/cs/ww/en/view/109974298) manual

e Process Historian Installation Notes

* Application example "Installation, Operation and Maintenance of Process Historian/
Information Server in a PCS 7 Environment" (https://
support.industry.siemens.com/cs/iww/en/view/66579062)

Compendium Part A - Configuration Guidelines (V10.0)
Configuration Manual, 04/2025, A5E52549861-AA 267


https://support.industry.siemens.com/cs/ww/en/view/109740115
https://support.industry.siemens.com/cs/ww/en/view/109740115
https://support.industry.siemens.com/cs/ww/en/view/66579062
https://support.industry.siemens.com/cs/ww/en/view/109974298
https://support.industry.siemens.com/cs/ww/en/view/109743933
https://support.industry.siemens.com/cs/ww/en/view/109974298
https://support.industry.siemens.com/cs/ww/en/view/109974298
https://support.industry.siemens.com/cs/ww/en/view/66579062
https://support.industry.siemens.com/cs/ww/en/view/66579062

Configuring OS functions
11.4 Archiving

11.4.4.3 Information Server (IS)

Introduction

The Information Server is the Process Historian reporting system for compiling and evaluating
data or presenting it in graphic form. Based on Microsoft Reporting Services it provides web-
based access to historical data.

The following image shows an example creation and view of a graphic (report) using MS
Office Plug-in at MS Excel level:
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You can access the Information Server web application via Internet Explorer with the
corresponding access rights. In addition to displaying reports, the web application is also
used for administering the Information Server.

The Information Server uses the Internet Information Service (IIS) to provide data to an IS
client.
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An add-in for Microsoft Word and Excel provides additional access to the Process Historian
database.

The following image shows an example of the Information Server web application:
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' Download Administration
H Download OfMice-Addin Configuration

Email settings
Licensing

Security seftngs

S8

Functions
The Information Server's functions include:
¢ Web Front End of the Process Historian
* IS application
* Access checks
¢ User administration
e Report creation
* Report management
e Time-driven, variable-driven, and interrupt-driven report creation
* Sending of reports via email

¢ Report template uploads and downloads

Compendium Part A - Configuration Guidelines (V10.0)
Configuration Manual, 04/2025, A5E52549861-AA 269



Configuring OS functions

11.4 Archiving

Licensing

Report page creation

Provision of the Microsoft Office add-in

An Information Server client can be MS Internet Explorer or an MS Office application (MS Excel,
MS Word, or MS Power Point). The Office applications access the Information Server via an

nstalled add-in.

The License Manager on the Information Server counts all active client connections. For
each IS client computer on which one or more Information Server connections are active, an
Information Server client access license is required.

The following table shows the IS licenses:

Version Identifier

IS 2020 Information server

n.v. Information Server - Client Access (1 Client)

n.v. Information Server - Client Access (3 Client)

n.v. Information Server - Client Access (5 Client)

n.v. Information Server - Client Access (10 Client)

n.v. Information Server - Data Source Access (1 Client)
n.v. Information Server - Data Source Access (3 Client)

n.v. = not versioned

Note

Only one "Information Server - Data Source Access" license is required for a PCS 7 OS system,
even if the system is configured redundantly.

Hardware requirements

It is recommended to use an IPC 847E.

Software requirements
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The following software requirements apply to the Information Server:
Windows 10 LTSC 1809 or later (64-bit)

Windows Server 2019 (64-bit)
Windows Server 2022 (64-bit)

Internet Information Service

Mozilla Firefox, Google Chrome
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The following are also required for reporting with MS Office:
MS Office 365 64-bit

Visual Studio Tools for Office Runtime (MS VSTO RT)
.NET Framework V4.8

IS Office plug-in

More information

You can find more information in the following manuals:

"SIMATIC Information Server 2024" (https://support.industry.siemens.com/cs/ww/en/view/
109974301) System Manual

¢ |Information Server Installation Notes

* Application examples "Installation, Operation and Maintenance of Process Historian/
Information Server in a PCS 7 Environment" (https://
support.industry.siemens.com/cs/iww/en/view/66579062)

¢ Application example "Creating Report Templates for the Information Server on the Process
Historian Database in the PCS 7 Environment” (https://
support.industry.siemens.com/cs/iww/en/view/64906050)

11.5 PCS 7 Web option

Requirements
The following requirements apply to using the Web solution:

* The Web solution can be implemented both in plants with a server/client structure as well as
on OS single stations.

¢ The Web solution allows Web servers whose plants or plant areas still use a previous version
of PCS 7 to also be accessed with a Web client. You will find more information on this in the
FAQ "What should you watch out for when installing the PCS 7 Web Option with respect to
Web Cross Connectivity?" (https://support.industry.siemens.com/cs/ww/en/view/
92190315).

* In order to execute a process operation via faceplates, the OS hierarchy (Picture Tree) must
be derived from the SIMATIC Manager plant hierarchy. At the very minimum, however, the
area names used in the OS and AS must match.

OS server load

In the case of a plant where the configuration is planned as a mixture of OS clients and Web
clients, the permissible number of clients in terms of the load on the OS servers can be roughly
calculated using this formula:
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Number of OS clients * 2 + number of Web clients * 1 <= 80

Note

If each OS client has access to all OS servers/server pairs, the maximum number of monitors is
limited to 60 for these OS clients. The number of the web clients refers to the simultaneous
connections with the same OS server. This is not the limit value for web clients which are
connected with a web server.

Notes on configuration

The following points must be taken into account when configuring the Web solution:

* Where thereisan existing server/client structure, the number of times run through to publish
images, scripts and status displays for the Web server is based on the number of server
packages downloaded (publishing operations: number of server packages + Web server).

e The"WebNavigator" option must be enabled and selected as the start picture "@Screen.pd_"
for the respective user in the User Administrator of the Web server.

« Different languages, which have been configured in the OS system, can be assigned in the
User Administrator for different logon profiles.

e ltisalsopossible toemitanaudible signal on a Web client when new messages occur. You can
find more information on this in the "Audible Alarms for PCS 7 Web Clients" (https://
support.industry.siemens.com/cs/ww/en/view/29088810) application example.

Note

You can find important information on the subject of performance improvement of clients and
systems, the Certification Authority (CA), or Certificate Revocation List (CRL) in the "What can
cause the start of SIMATIC PCS 7 applications being delayed?" (https://
support.industry.siemens.com/cs/ww/en/view/87057037) FAQ.

More information

See also

272

The WinCC WebViewer should preferably be used as the default browser, while Internet Explorer
can still be used. You will find a detailed description of how to use the Web solution in the
"SIMATIC PCS 7 OS Web Option for OS" (https://support.industry.siemens.com/cs/wwl/en/view/
109973496) Function Manual.

Additional relevant information can be found in the "PCS 7 Security Concept
Recommendations and Notes" and "SIMATIC Process Control System PCS 7 [ PCS 7

Security Concept (Basic)" (https://support.industry.siemens.com/cs/ww/en/view/109973483)"
Function Manual.

WinCC — Basic Document (https://support.industry.siemens.com/cs/wwl/en/view/26462131)
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11.6 WinCC/WebUX

WinCC/WebUX allows access to process pictures especially created and released for WebUX via
a browser capable of supporting HTML 5 on a computer or mobile device.

Typical application areas are:

* Service-relevant information on plant unit/process device with the option of acknowledging
alarm messages

¢ Quality assurance to monitor important production data

* Management for inspecting key production figures (KPI, Key Performance Indicators)

Note

You can find more information on WebUX in the manual "WinCC Basic Options V8.1:
WebNavigator, DataMonitor, WebUX" (https://support.industry.siemens.com/cs/ww/en/view/
109976683).

11.7 OpenPCS 7

Introduction

Data from PCS 7 is also available to higher-level systems with Open PCS 7 (e.g. plant
management level). The following standard interfaces can be used to exchange data from
OpenPCS 7 stations:

e OPC UA (Unified Architecture)

e OPC DA (Data Access)

e OPC HDA (Historical Data Access)

e OPC A&E (Alarm & Events)

e OPC"H" A&E (Historical Alarm & Events)

* OLE/DB for OLE-enabled applications (e.g. MS Office products) and for accessing historical
values, alarms and messages via standardized database access.

Note
System description
You will find a detailed description of how to use the OpenPCS 7 solution in the "SIMATIC Process

Control System PCS 7 OpenPCS 7" (https://support.industry.siemens.com/cs/wwl/en/view/
109973501) manual.
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11.8 SIMATIC PDM server/client structure

The server/client structure is supported starting in SIMATICPDM V9.0. This means you can access
the interactive PDM portal of the web server via the browser on a PC or mobile device without
SIMATIC software. The PDM portal makes various filters available thanks to the revised process
device plant view and allows individual process devices to be retrieved for diagnosis and
parameter assignment. The access rights are configured specific to requirements via the PDM
Role Management.

Note

You can find more information on using the server/client structure with SIMATICPDM V9.3 in the
"SIMATIC Process Control System PCS 7 Help for SIMATIC PDM (V9.3)" (https://
support.industry.siemens.com/cs/iww/en/view/109973104) Operating Manual.

11.9 User administration

11.9.1 User Administrator

Scope of functions

The "User Administrator" editor of the "WinCC Configuration Studio” is used to establish user
administration.

i
Bile  Edit  View Help
User Administrator « || § Users [Administrato... Find 5 = | | Properties - User »
= {1 User Admnstrator User name [Group name Password | = 8 Selection " =]
= §if Admiristyater-Group 1 [Administrater |Administrator-Group  ssssss |Object type |Usar
§ Administrator 2 |Object narme | Adrrinistratar
3| ' O\General
[=] {Username 000 |Admnstrator
5 |Graup niame | Administrator-Group
I 6 | |Password |#oness
- 4 | EElWiI
& |Logan wkh smart card
Pt |valug of the tag bgon
| & [Logout
[ | ;'ﬂi’é'&immm logoff [None
148 | !Temdnf time bafare automatic Inonl’!

e ! ISt Pt of Wb | N
L 1 il = L -l
{18
R 19 | . :
I 1 gy - | o | =
1t .'.Jf‘ﬁJjU L L] W 4+ H| Users  Authoreations o j Al - -
Ready  NUM English [Lnited States) Selection: 1 User | Table: 1 User | 100% (— i

The editor is used to assign access rights to users for individual editors in the configuration
system and to functions in process mode, as well as to monitor these rights. To this end,
access rights, also known as authorizations, are assigned for OS functions in the User
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Administrator. These authorizations can be assigned to individual users or to user groups;
they can also be assigned during process mode.

Other characteristics of the User Administrator:

* Configuration functions for "variable logon", which a user can employ to log on to the OS
client. This can be achieved by means of a variable value, for example, which is set via a key-
operated switch.

* Automatic user logoff after a certain period of time

e Userlogon via a smart card

You can choose between two user administration options:
e WinCC Logon

e SIMATIC Logon

Note

You have the option of exporting or importing the entire configuration or selected parts of the
user administrator (e.g. in *.csv format).

Selection guide for WinCC Logon and SIMATIC Logon

Criterion SIMATIC Logon WinCC Logon
In process mode, the operator must be authenticated on a PC for multiple appli- | Suitable Not suitable
cations (OS, SIMATIC BATCH, Route Control, Automation License Manager, SI-

MATIC Manager, SIMATIC PDM).

A client/server project with multiple OS clients is used. Suitable Not suitable
A single station is used, or a client/server project with just a few OS clients. The | Suitable Suitable

OS clients are referenced OS clients.

Web access as PDM client via browser | MS client via diagnostics faceplate Suitable Not suitable
One central administration for users/user groups is required. Suitable Not suitable
No central administration for users/user groups is required. Suitable Suitable
Logon and logoff procedures are to be logged. Suitable Not suitable

SIMATIC Logon is supplied with "Contract License" in SIMATIC PCS 7 V7.1 and above.
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This means there are no further licensing costs for SIMATIC Logon within PCS 7. As a result,
we generally recommend that SIMATIC Logon is used, as it provides more benefits than
WinCC Logon and is not associated with any additional costs.

Note

SIMATIC Logon and the User Administrator write different user information to a smart card.
SIMATIC Logon also requires the information as to which logon computer or domain controller
should be used for user authentication.

This is why the Smart card must be specified again with any change from SIMATIC Logon to
WinCC Logon or vice-versa.

11.9.2 WinCC Logon

Method of operation

When a user logs on to the system with a user name and password, the User Administrator
checks whether that user has been created in the OS. If the user has not been created, he/she will
not be assigned any authorizations in the OS; the same applies if an incorrect password is
entered.

This means that the user will not be able to monitor or control the process in process mode.

If a properly logged-on user calls an OS functionality which is protected by an authorization,
the User Administrator checks whether the relevant authorizations permit this function to be
accessed. If the appropriate authorizations are not in place, the User Administrator denies the
user access to the requested functionality.

User groups, users, and their passwords are managed in the "User Administrator" editor. The
user groups, users, and passwords must be created separately in every OS client. In order to
avoid having to duplicate creation work in the OS clients, you can work with referenced OS
clients. For referenced OS clients, however, the user administration configurations must be
exactly the same for every client.

SIMATIC PC Station 1 SIMATIC PC Station 2
OS Client 1 < @ OS Client 2 < @
User User
Administrator < @ Administrator < @

Terminal bus

(1 The user logs on to OS client 1.

(5) The User Administrator of the OS client 1 checks the user name and password, and
determines the authorizations that are met by the user.
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@ The user logs on to OS client 2.

@ The User Administrator of the OS client 2 checks the user name and password, and
determines the authorizations that are met by the user.

Configuring user administration

The example below shows how to configure the user administration system using WinCC Logon:

1. Use the SIMATIC Manager to open the OS client project, then open the "User Administrator"
editor from there.
2. Selectthe"User > Create Group" menu command to create a new "Operators” user group and
assign the relevant authorizations.
3. Create a new user named "Operator1" within the "Operators" group and assign a password to
the user.
il
File Edit View Help
| UserAdministrator « | § Users [ Operat... - £ ~| i Properties - User » |
| = §9 User Administrator \User name | Group name Password sl =@ Selection -
- Administrator-Group 1 |operatorl  |Operators | Object type User
§ administrator 2] : | || |Object name Operatorl
&1 i Operatars R ChangeFassword x| |General
i i a : User name Operatorl
§ Operal ._..g.,. Mew password: | BERERRERRRRREES Group name Operators
_-5“ Verify password: |ot|--nn-¢¢.-n.a| Password e
T Login
o Seaurity: |High (38%) | |Logon with smart card
a5 Value of the tag logon
G [ o« ] coe | [Logout
FiN Type of automatic logoff Mone
ur Period of time before automatic logoff
12 B |Web
113 | \WebNavigator
114 | WebNavigator start: picture
15 ‘WebUx -
16 Start Pictura of WahUX L‘
17 o
118 | You can change the password of the selected user.
I T— 1l 19 | ;
; I |=|| The new password must be between & and 24 characters in
W BRI e - e H| Users ; Authorzations[[+] | ] 4| length.
Ready | NUM | English {United States) | Selection:1User | Table:1User | 100% (=) 0} *
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~lix
File Edit View Help
| User Administrator  « || = Authorizations [ Operatori]  [Find £ =| == Properties - Authorization » |
-4 User Administrator | |Function |Enable reactorA  reactorB +| B Selection
- #ff AdminstratorGroup || 1 |User administration A ‘Object type | Authoration
f Administrator | 2 |Authorization for area ] Object name|Process controfing
= §i§ Operators | 3 |System change £ B General
i Operatort 4 [monitoring @] Owner | Opentort
5 |Process controlling &l Owner type |User
: = = =i D 5
| 6 |Higher process controlling & I ] -
7 |Report system s A (& FE::;thm P.:o:ess controfing
: im;am rem‘:m — = = B Authorization
10 h\?enb g.ﬁ':::;s::mmonitaring anky Fi &) l_lj SR
2 = — = L | |reactor8
11 |Highest procass controlling | ] reacee
| 12 |Advanced operation 1 |
| 113 | Advanced operation 2 ] Name of the authorization level
| T 14 |
i ioay | |v
—# . 1 . -~ | e . pr —
|In ALERL 0 4 4 » ¥ | Authorizations - a7 J_H
Ready = MHUM | English (United States) = Selection: 1 Authorizations | Table: 13 Authorizations | 1009 (=} ] (+) a3
Note
A distinction is made between uppercase and lowercase letters for user names and passwords
as of PCS 7 V8.0 SP1.
11.9.3 SIMATIC Logon
Introduction

SIMATIC Logon is a Windows-based central user management system with access protection for
the SIMATIC PCS 7 system components.

SIMATIC Logon consists of the following components:

Software component Area of application PCS 7 system component
which uses the software
component

SIMATIC Logon Service Central access protection for SIMATIC appli- | All components which use SI-

cations MATIC Logon

SIMATIC Logon Role Man- | Role management for applications and SIMATIC BATCH

agement their assignment to Windows groups, in- | 5\MATIC Manager

cluding assignment of authorizations

SIMATIC Logon Event Log | The SIMATIC Logon Event Log Viewer isa | All components which use SI-
Viewer component which handles the logging and | MATIC Logon
visualization of events for an application.
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Software component

Area of application

PCS 7 system component
which uses the software
component

SIMATIC Electronic Signa-
ture

Creation of electronic signatures for status
changes in the process and for accessing
the process

SIMATIC BATCH

SIMATIC Logon Develop-
ment Kit

The Development Kit is for programmers
who want to integrate SIMATIC Logon in
customer applications.

None

SIMATIC Logon Service

The SIMATIC Logon Service is the central access protection for SIMATIC applications. In the
SIMATIC Logon Service you logon with your user name and password before the SIMATIC

applications are opened.

SIMATIC Logon Service - Identity check

User name: I logon
Password: I “““
Log on to: IES 16 (this computer) j

oK I [I0aTs ol i

| Change password... | Cancel |

SIMATIC Logon Role Management

SIMATIC Logon Role Management is used to assign roles to Windows groups and to give

authorizations.

SIMATIC Logon Role Management is started from the individual applications (e.g. SIMATIC

BATCH, ALM).
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SIMATIC Logon Event Log Viewer
SIMATIC Logon Eventlog Viewer is a SIMATIC Logon component for recording and displaying

events.
[N SIMATIC Logon Event Log Viewer HEE
No. of ewents: 102
Type | Source I Categ... I Event I -
1 . Information Change user  User has logged off.
Information SIMATIC Logon Service Change user  Uiser has logged on. i
Information SIMATIC Logon Service  Authenbication  User authentication was successful,
ﬂznformamn 1/23/2012 12:55:45PM  SIMATIC Logon Senice  Authenbication User authentication has faded.
ﬂinformamn 1/20/2012 12:55:47PM  SIMATIC Logon Service  Change user  User has logged off.
ﬂ[n‘brmhun 1/20/20129:23: 13 AM  SIMATIC Logon Service  Change user  User has logged on.
ﬂ!nfurrnahun 1/20/20129:23:13AM  SIMATIC Logon Service  Authentication User authentication was successful,
Information 1f19/2012 4:49:48PM  SIMATIC Logon Service Change user  User has logged off.
Information  1f19/2012 12:40:23PM  SIMATIC Logon Service  Change user User has logged on.
nfnfo(mamn 1/19/2012 12:40: 23 PM  SIMATIC Logon Service  Authenbication User authentication was successful,
ﬂinformamn 1/19/2012 10:43:27 AM  SIMATIC Logon Service  Change user  User has logged off.
ﬂinhmm 1/19/2012 8:03: 19 AM  SIMATIC Logon Service  Change user  User has logged on.
ﬂ[nfwmb@n 1/15/2012 8:09:18 AM  SIMATIC Logon Service  Authenbication  User authentication was successful, =
= : . . n | jJ
Comments to the selected event
Refresh I Comment.. Filter... Export..
v |

SIMATIC Electronic Signature

Electronic signatures can be used for status changes in the process or with events in the process.
This function is only available in SIMATIC BATCH.

SIMATIC Logon Development Kit

The Development Kit is a function for programmers who want to integrate SIMATIC Logon into
a customer application.

"Logon_Administrator" Windows group

To configure SIMATIC Logon, a Windows group called "Logon_Administrator" is required. In
version V1.5 and above this group is set up automatically when installing SIMATIC Logon on the
local computer. All users who are stipulated as members of the Windows "Logon_Administrator"
group are authorized to access the logon dialog box "Configure SIMATIC Logon".

The following image shows an example of the "Logon_Administrator" group where the user
"logon" has been added:
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Logon_Administrator Properties ﬂ E
General |
% Logon_Administrator
Deseription: ISIMATIC Logon Administrators
Members:
Rljogon
Changes to a user's group membership
Add... I RBemaove | are not effective urtil the nesd time the
user logs on.

oK | Canced | sppy Help

Note

SIMATIC Logon users must be direct members of a Windows group. These users may not be

members of a subgroup of a Windows group.

You can find information on Windows users and groups, for example, at the following link:

(http:/ltechnet.microsoft.com/en-usllibrary/dd861336.aspx)

Method of operation

Information on the logon process and functional mechanism of SIMATIC Logon can be found in

the "SIMATIC Logon" (https://support.industry.siemens.com/cs/ww/en/view/109973482)

manual.

The following image shows an authentication scenario with SIMATIC Logon:
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282

Logon
Computer
or
Domain
A
Terminal bus
SIMATIC PC Station 1
\ 4
&_} OS Client 1 @ SIMATIC
> Logon Service
User
Administrator (—@
A

@ The user logs on to OS client 1.

(2 The OS client 1 transfers the username and password to SIMATIC Logon Service after
logon.

(3 The SIMATIC Logon Service transfers the user name and the password to the logon
computer, domain controller, or the local computer.

® The logon computer, domain controller, or the local computer verifies the user name and
password and determines the group membership. This information is passed to the SIMATIC
Logon Service.

(® The SIMATIC Logon Service transfers the group membership and informs the OS
application if the password was correct.

@ The User Administrator of the OS client 1 determines the user's authorizations if the
correct password was entered.

Note

If you run SIMATIC Logon with alogon computer, this computer must be available atall timesand
must not demonstrate any excessive peak loads; Using the ES as the logon computer is not
recommended for this reason.

With SIMATIC Logon you can log on via the local computer, irrespective of whether you are
working with a logon computer or a domain. We recommend that you create all the necessary
users and groups on the local computer also, so that you can still log on to applications when the
logon computer or domain are unavailable.
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Configuring user administration

The following steps provide examples of how user management can be configured in
association with SIMATIC Logon. The "Operators” group has been created as an example. You will
need a valid SIMATIC Logon installation in order to execute the steps.

1. Open the OS client project on the ES.

2. Open the "User Administrator" editor.

3. Activate the "SIMATIC Logon" option.
M User Administrator - WinCC Configuration Studio

File | Edit View Tools Help

User Administrator « || Groups [All]
=-§9 User Administrator \Group name Logon with smar'I:T}r_pe of automatic logoff ||
lilﬁ Administrator-Group 1 _Administratnr-Grh Mone
"+"|'|'I Monitor 2 _Mnnitnr Mone
&'H Process Control High 3 |Process Control K Mone
&-§#§ Process Control Low 4 |Process Control | MNone
Fﬂﬂl Rectriciad 5 |Restricted Mone
6
7
a

4. Create a user group called "Operators” in the "User Administrator" editor.
5. Assign the relevant authorizations for the "Operators" user group.

6. Open the Windows operating system's Computer Management area.
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7. Create a user group called "Operators" in the Windows group management.

New Group
Group name: IOpemtors
Description: IDesc Cperators
Members:
Add... | Hemove |
Help Create Close |

8. Create a new user named "JohnGreen", for example, in Computer Management and assign
this user to the "Operators" user group.

JohnGreen Properties
‘General  Member OF | Profie |

Member of

# Operators
I Users

Changes to a user's group membership

Add... I Eemove | are not effective urtil the next time the

user logs on.

ok | cancel | g Help

Note
Only the groups in the "User Administration" Editor should be created for SIMATIC PCS 7 OS.

The names of the newly created user groups must be written in exactly the same way in the
Windows operating system and the OS User Administrator. These names are case-sensitive.

Users are only created in the operating system of the logon computer. Once a user has
successfully logged on via the logon computer, authorizations are then assigned to that user in
the OS.

The following SIMATIC PCS 7 system components can also use SIMATIC Logon in addition to the
SIMATIC PCS 7 OS:

e SIMATICPCS 7 OS

e SIMATIC BATCH

* SIMATIC Route Control

e SIMATIC Manager

¢ Automation License Manager
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License

The license for SIMATIC Logon is integrated in PCS 7 in version V7.1 and above. A master license

is automatically generated on the system when SIMATIC PCS 7 is installed using the general
setup program.

T o ——

File Edit Licanse Key View Help

(P& d| ¥ = x| R [ucensekeys S0a?
_—;':‘Mytunpulﬂ [

H Floppy Disk Drive (Az)

B svsTEM () ‘ I
B DATA (D) n

. Status | Family | Product Version |Number of boense keys | Standard license type | License type
m ﬁﬂls . [= _ SIMATICPCS7 LogonServike 1.5 I Master  Unlmited |
4§ web License Key Downloa
| | ] ] | i |
Press F1 for Help [1ticense key(s) [ FriJogon [ [ [ 2

11.10 Downloading the OS projects

Requirement

The following requirements must be fulfilled in order to load OS projects:

* Required target path authorizations are set.

The logged-on user must be a member of the Windows user group "SIMATIC HMI".

Note

You can find details regarding the requirements for downloading OS projects in the

"Downloading and activating a project” section of the "SIMATIC PCS 7 Operator Station" (https://
support.industry.siemens.com/cs/ww/en/view/109973492) manual.
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Procedure
In principle, individual OS projects are loaded onto OS servers and OS clients in the same way.
This is illustrated below, using SERVERTA as an example.
1. In the component view, select the OS object you want to download, then select the "PLC >
Download" menu command.

NOTICE

In PCS 7 this is the only permissible method of downloading OS projects to the target
computer. Using the WinCC Project Duplicator is expressly forbidden.

You can find more details on configuring the Windows user authorizations in the "SIMATIC
PCS 7 — PC Configuration” (https://support.industry.siemens.com/cs/ww/en/view/
109973495) Installation Manual.

2. In the next dialog you define the scope of the data which you wish to download.
The first time an OS server (in this case, SERVER1A) is downloaded, a complete download is
required. The procedure to follow for downloading changes for OS servers is described in this
document, in section Downloading changes online (Page 295). OS clients always have to be

downloaded in full.

Download 05 E3

Target spstem: YWSERVER1A\projecth0S 1805280514051 . mcp

~ Scope

= Changes &l

[ Start compilation before downloading

The entire WinCC project will be transfenred to the runtime 05, T arget spztem will be
deactivated and closed automatically before download starts.

QK I Cancel Help

Note
You can initiate compilation of the OS prior to the download procedure.
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3. Thedialog below shows how the download procedure is progressing; this procedure must be
completed successfully.

Downloading to target system

Download to target aystem was completed successfully.

Errar

Lariczel |

| Y

4. You can call the load log for the server as well as for the client once the download procedure
is complete. All the actions performed during the download procedure are recorded in this
log, together with the date and time when they were executed.

In the component view, select the OS, followed by the "Display load log..." menu command.

_SIMATIE Manager - [Comp_MP (Component view) -- D:LPC - |EI|5|
Fie Edit Insert PLC ‘Wiew Options MWindow Help =0 S|
D (B2 & | % B2 an|o % %) B (&7 | [ < o Fiter >
E@ Comp_MF i Bildj44) I Bild45]
=28 01_Plant_a&, P Bild(4E) -Pr Bild(47)
02_Plant_E - Bild48) I Bild{43)
- 20_03 Bild[E0) Bild[E2)
- Bi +r
Eﬂ SERVER1A -t safiety
- B[] WinCC Appiikation
l SERVERT Zipen Object Chrl+alk+0
-0 Shared De cut Chrl+x
[+ 21_CL Copy Chrl+C
-5 25 ES Paste el
-85 Cas_1
[=- 4 Comp_Lib Delete Del
Insert Mew Object 4
PLC ’
fccess Prokeckion 3
Zompile Chrl+B
Display compilation log. ..
Displa
Generate server data
Assign 05 server...
Displays the OS5 download b Stark ©5 simulation ¥
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Note

The computer name in the WinCC project during configuration corresponds to the name of
the engineering station for all OS projects. When the OS projects are downloaded to the
individual PCs, the name is automatically replaced by that of the corresponding target OS
computer (see load log).

11.11 PCS 7 Audit

11.11.1 Audit configuration

Introduction

SIMATIC PCS 7 Audit is a technical function available as of SIMATIC PCS 7 V10.0. PCS 7 Audit
enables the logging of operating actions and electronic signatures (runtime Audit Trail) which
are relevant for Good Manufacturing Practices (GMP). The GMP Audit-relevant events are
collected from the entire PCS 7 system and saved tamper-proof in a central Audit database on
the PCS 7 Process Historian (PH). With PCS 7 Audit, you can configure directly on the ES
(Engineering System) which ES events and OS (Operator System) events are GMP-relevant and
need to be logged in the Audit database on the Process Historian. The configuration data of PCS
7 Audit is saved on the local ES and in the project data folders. The licensing of PCS 7 Audit take
place via one "Audit" license respectively per PCS 7 system on the PH server.

Installation

For the installation, select "PCS 7 Engineering Audit" in the setup menu. A PH must be
configured in the PCS 7 multiproject to be able to perform the Audit configuration on the
Engineering System. In the case of an OS single station, select "OS Single Station for Process
Historian" duringinstallation. In the case of an OS server, select "OS Server for Process Historian".
SIMATIC Logon must be installed for both OS installations.

Activating access protection

Access protection must be enabled to activate the runtime Audit Trail for a project.

1. Select "Options" > "Access protection” > "Activate".

2. Enter your user name and password.

Then follow the steps outlined below to activate the runtime Audit Trail for all projects:

Select "Options" > "Access protection” > "Update in multiproject”.
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More information is available in the "How to open an access-protected project/library” section
of the "SIMATIC PCS 7 Engineering System" Configuration Manual.

A new configuration user interface "Audit configuration" has been introduced for the Audit
configuration. This configuration must be carried out for each subproject. The tabs, general
settings, OS data records and ES data records are contained in SIMATIC PCS 7 V10.0. The Audit
function can be switched on and off in the general settings. The "Runtime Audit Trail" is activated
by default.

In the context menu of the project, select "Audit" > "Configuration".

The following image shows the settings for the Audit configuration:

E& Audit configuration - BATCH x

General settings IOS everts | ES events

- Status
o Audit available

Activate recording
v Runtime Audit Trail

Process Historian

Server: SERVER162
Standby: SERVER163

QK | Abort PRl Help

Messages can be switched on and off in the OS events and AS events tabs. These messages
are all selected by default. The OS events show the messages of SIMATIC BATCH (20xXXXxXx)
and SIMATIC Route Control (30xxxxxx). The ES events show the ES messages of the CFCs and
SFCs.

More information

You can find detailed information and requirements on the "PCS 7 Audit" topic in the "SIMATIC
PCS 7 Engineering System (https://support.industry.siemens.com/cs/iww/en/view/109973491)"
Configuration Manual.
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11.11.2 Audit level

Introduction
The "Audit level" property of inputs is used for the electronic signature for value inputs on the OS.
The Audit level is configured via the CFC input. It can be set to 0 (default value), 1, 2, or 3 at the
required input of a block.
Note
The Audit level is only relevant for APL.

Audit level

The following Audit level settings are possible:

* 0=Valuechangesare possible without confirmation of login data or input of a comment. This
is the standard behavior for runtime.

e 1 =Operator must enter a comment which specifies why a parameter is being changed.
Otherwise, the parameter is not changed.

e 2 =_0perator must confirm their login data to change a parameter. Otherwise, the parameter
is not changed. Itis also possible to add a comment why the parameter is to be changed. This
is not mandatory, however.

* 3 =0perator must confirm their login data and enter a comment that specifies the reason for
the change of the parameter. Otherwise, the parameter cannot be changed.

Note

If an incorrect password is entered for Audit level 2 and 3, an error message is displayed.

More information

You can find detailed information on the Audit levels and the electronic signature in the
"Electronic Signature (ESig)" section in the "SIMATIC PCS 7 APL Operator Guide (https://
support.industry.siemens.com/cs/ww/en/view/109973504)" Operating Manual. You can find a
list of configurable runtime Audit Trail events here: (https://
support.industry.siemens.com/cs/ww/en/view/109963396).

11.11.3 Audit integrity check on the ES

The Audit integrity check on the ES flags differences in two cases:

* Case:
The ES Audit configuration was manipulated.
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* Case2:
PCS 7 Audit supports multiuser engineering. If a discrepancy is detected between the local
Audit configuration on the ES and the Audit configuration of the PCS 7 project (for example,
if a project is moved between two ES during multiuser engineering), the integrity check is
triggered and the "Audit integrity check" dialog box opens. You are then required to validate a
configuration (local or project) and select it for use with the project. The "Audit
configuration” dialog box then opens.

E& Audit integrity check - BATCH *

— Audit configuration difference detected!

Differences were detected between the local Audit
configuration on this computer and the PCS 7 project.

You have the option to dedde on the validity of the Audit
configuration files of this PCS 7 project:

a) Local configuration is valid

b) Configuration of this PCS 7 project is valid

) Set to default configuration (all options are selected)

Status _' Audit co... | Local configuration ... | Project configuratio... |
= ES events 20.09.2024 16:36:31 26.09.2024 16:42:01

Local Project
% configuration % configuration % Defaut ‘ Cancel

Help ‘

Note

If the Audit configuration is not available yet or there are no discrepancies between the local
Audit configuration and the Audit configuration of the project, the "Audit configuration" dialog
box opens.

11.11.4 Displaying the Audit Trail in the IS

Introduction
Perform the following steps to display the "Audit Trail" in the SIMATIC Information Server.

Procedure
1. In the SIMATIC Information Server, click "Project configuration”.

2. Click "Add project".
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3. In the dialog window, select "PH Audit Trail" and click "Continue".

>

0 0 N o U

In the next dialog window, enter the PH computer name on which the project is located and
click "Continue".

In the next dialog window, select your project and click "Add".
In the folder, select "Audit" > "Runtime Audit Trail - time-based".
Click "Create report".

Configure the desired settings.

Click "Create report".

Audit Trail report options

292

You can select the desired multiproject in the "Audit project” option.

In the "Product” option, you can select the "PCS 7" (OS) or "PCS 7 Engineering System" (ES)
products.

In the "Application” option, you can select "Audit Configuration”, "CFC/SFC" and "Operation
Station". "Audit Configuration” logs the change to the configuration. "CFC/SFC" logs changes
to ES events. "Operation Station" logs changes to OS events.

In the "Input type" option, you can select the "Audit Trail" input type.
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Home Reporting Reporttemplates ¥  Runtime Audit Trail - time-based  New report

FY
Project Audit Trail v
Audit project
‘, Select items...
[ ~..]
Product
- —
Application
Select items... i
Entry type
Select items...
Show details ]
® Defauit o
9/26/2024 3:22:22 PM
i o () Relative G ﬁ
-
Create parameter preset Show preview

Note

If Audit data is detected as "manipulated” in the PH Audit database, the status is displayed as
“Invalid" in the Audit Trail report.

If the OS Audit configuration was manipulated, an "Audit configuration hash invalid" entry is
shown in the Audit Trail report.
The last valid configuration is then used.
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Changing projects in process mode 1 2

12.1

Introduction

Requirement

Procedure

Downloading changes online

Once you have inserted new plant objects/pictures and tested their function on the ES, you must
update the relevant AS and OS servers to make the changes available to the operator.

If no changes have been made to the structure and it is possible to only compile OS changes,
the OS servers can remain in runtime mode during the download procedure. Runtime mode
must be stopped for a complete download of the OS.

The OS clients are updated automatically. The OS client must be explicitly downloaded
only where changes have been made to the OS client project (permissions in the User
Administrator, for example). An OS client can only be downloaded in full.

Note

Never make changes to the OS projects on the individual OS servers and OS client stations
directly, as you will not be able to use the "Download changes" function. In this event you must
execute a complete download.

All changes are made on the ES and are then downloaded to the various OS stations. The
redundancy settings for OS servers and the settings for the Web server are exceptions.

The background to this and further information on downloading changes can be found in the
section "Downloading Changes to a Project" in the "SIMATIC Process Control System PCS 7
Operator Station" (https://support.industry.siemens.com/cs/ww/en/view/109973492) manual.

There is an option for displaying the number of changes made via the "Details" button in
the dialog box for starting the OS download. Based on the number of changes the system
suggests whether downloading the changes is sufficient or whether a complete download
needs to be executed.

You can only download changes online to a PCS 7 OS when runtime mode is activated on the
corresponding PC. Both stations must be in runtime mode for redundant servers.

In order to use the function for downloading changes online, the entire project must have
been compiled and downloaded without errors at least once. Exactly the same project data
must have been downloaded in full to redundant OS servers.

The update procedure can be performed in stages or automatically, with the help of the
"Compile and Download Objects” dialog box.
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12.1 Downloading changes online

12.1.1

Procedure

296

Compiling and downloading in stages

. Compile the S7 program in the CFC or SFC editor or in the plan directory of the component

view. It makes no difference whether the "Changes only" or "Entire program" option is
selected in terms of the AS's capacity to download changes.

. Download the S7 program into the AS, which is in the RUN-P state, using the "Changes"

option.

. Compile the OS project of the master OS, using the "Changes only" option. This setting also

ensures that the server data corresponding to the OS is updated automatically.

. Download the OS project from the ES to the servers.

Once the OS runtime is activated on the target station the "OS-Download" dialog box offers
the option of downloading the changes.

When downloading changes to a redundant OS server pair, the function first downloads the
changes to the configured standby OS. Once this procedure has been executed in full and
confirmed with "OK", the process of downloading changes to the configured master OS is
started. This order is observed regardless of which of the two OS servers is currently
configured as the master.

Note

The steps described should be performed promptly to ensure that no inconsistencies arise for
operators between the time when the AS is changed and the time when the OS is changed.
Operating staff should also be informed of any pending changes.
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12.1.2

Central dialog "Compile and Download Objects"

12.1 Downloading changes online

The "Compile and Download Objects” dialog box can be used to update all SIMATIC stations
automatically, one after the other.

i:;.‘:'(ompk and Download Objects EEE
Selection table:
Objects Status Operating Mode Compie | Download |
[z Comp_MP [ [ = e |
- Fp [T | 2 [
=l AS1_H | = I
“ Hardware 'dcmnloaded [ D D
= CPU 4105 H [ |RUN (RUN-P) =
gy Blocks [
@] Chans | downioaded o]
@Y Connections | dowricaded O |
-l CPU 4105 H() [RUN (RUN-P) 0 O
SR ASE - O O
= Ep 02 pant ! a 1 [
--8p 2005 | I
-8 CLENTO1 | O O [
--8 SERVERIA [ B =
[T | o ]
=-[§ Wincc Appl [
By connections | downioaded O H|
) 051 | |Activated
-8, SERVERIB | T =
"~ @Y Konfiguration | owrinaded O (]
=-[I WincC Appl (Stby.) | O :
By connections | dowrioaded O O !
2= 0s1_StBy | | Activated f
o8 ac [ B (=
< 8p 5 s | O O |
Seltings for Compilation/Download - Update- ~View Log - Select Objects
| Test Stalys Dperaiing Mods | Select Al DesclectAl |

[~ Stabus during Open

™ Compile only ¥ Do not oad if compiation errcr it detected
St | Cose | Hep |
4
The settings for compiling changes and for downloading changes are made separately for
the relevant objects via the "Edit" button. This calls up the dialogs described in Section
"Compiling and downloading in stages (Page 296)".
The "Test" button can be used to check the consistency of the settings prior to starting the
automatic process.
When changes are downloaded to the OS servers, the OS clients are also updated, as they
receive the new server data.
12.1.3 Recommendations

Recommendations for the quantity structure

Only configuring and downloading manageable changes (between 10 and 30 process objects)
is recommended for downloading changes online.
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12.2 Complete online download to a redundant OS server pair

Downloading changes online is not suitable for transferring mass data but is instead
designed for inserting new measuring points or measuring point changes into a project.

Permitted actions for downloading changes to the OS

An overview of the points where changes can be made can be found in the section
"Downloading Changes to a Project” in the "SIMATIC Process Control System PCS 7 Operator
Station" (https://support.industry.siemens.com/cs/ww/en/view/109973492) manual.

12.2 Complete online download to a redundant OS server pair

Introduction

You always need to perform a complete download for the initial loading or after performing
substantial changes.

The following steps must be taken to download the entire program during operation while
retaining data archiving:

Procedure
1.
2.
3.
4.
5.
298

Compile the OS project (in full or changes only).

Download the OS project in full from the ES to the OS servers. The OS runtime on the target
station is deactivated automatically with this and the project is closed.
The OS runtime is reactivated automatically once the download has completed.

After activation, the redundancy manager starts to synchronize the data of the two
redundant OS servers. Wait until the process control message "REDRT:Archive update
complete" appears.

Next download the standby OS. The server already loaded becomes the "Master" again. The
OS clients switch over again.

If a message appears confirming that the download procedure has been completed
successfully, the project has been downloaded in full. After activation, the redundancy
manager starts to synchronize the data again. Wait until the process control message
"REDRT:Archive update complete" appears.

Note

Both partners should always be downloaded promptly in order to restore the consistency of
the configuration data in the redundant system.
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13.1 Overview

PCS 7 diagnostics and maintenance functions enable you to monitor the various components of
aPCS 7 plantandto display its status in process mode. This status is represented by defined icons.

A maintenance station (MS) must be configured in order to make use of these diagnostics
and maintenance functions. The basis of an MS is always an OS that provides additional
maintenance functions. The maintenance station can be operated as a single station system
or as a server in a server-client architecture.

The MS server performs the following basic tasks:

* Provides the diagnostic area with pictures

* Monitoring of all AS components (CPU, distributed 1/0, field devices)
¢ Monitoring of the network components and PC stations

* Monitoring of user-specific devices (with AssetM blocks)
13.2 Configurations with Maintenance Station

13.2.1 Characteristics for the MS server
The following characteristics apply for the MS server:
¢ Maintenance Station Standard (integrated in PCS7)
— Licenses required
— Full functionality
¢ Maintenance Station Basis (integrated in PCS7)
— No licenses required
— Only overview images for CPU objects, PC objects, and network components
— Detailed information cannot be called up (e.g. faceplates)
¢ Maintenance Station PDM (Stand-alone)
— With special software and hardware bundle only
— Parameter assignment and monitoring of field devices

— Monitoring of PC objects and network objects (optional)
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13.2 Configurations with Maintenance Station

13.2.2 Single station system with Maintenance Station (MS)

The ES, OS, and MS are located on the same computer.

Single Station system
ES/OS/MS

! Plant bus

=
8
=
8

AS1 AS2

Note

In this plant configuration, the OS must be configured as a single station system. You make this
setting when creating the project in the SIMATIC Manager, using the "New Project" PCS 7 wizard.

13.2.3 Maintenance Station in flat hierarchies

A Maintenance Station can be used with the following configuration when using OS single-user
systems:

* One redundant OS single-station system (single-station system + single-station system
standby)

* Optional: Up to ten non-redundant OS single-station systems (as reference OS of the OS
single-station system)

* Maintenance Station (MS) as separate PC station

Terminal bus

oS 05 Engineerin i
Single Single Sta!iion g Ma|r_1tenance
Station Station Station

10 1 0 1111

Plant bus max. 12 PC stations
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13.2 Configurations with Maintenance Station

The MS server obtains the data from the automation systems via the redundant OS single-
station system. If the redundant OS single-station system is deactivated, the data of the
automation systems is no longer displayed. For the display of diagnostic information on the
OS single-station systems, a Web server must be configured on the MS server. The diagnostic

screens of the MS server can be accessed from the OS single-station system via WebBrowser
Control.

Note

You can find more information on Maintenance Station configurationsin flatarchitectures in the
"SIMATIC PCS 7 Standard Architectures (https://support.industry.siemens.com/cs/iww/en/view/
109973672)" manual.

13.2.4 Multiple station system with MS client on the ES

Introduction

The MS client runs directly on the master ES. The current multiproject is stored here. The MS
server can beinstalled on an existing OS server or on a separate computer depending on the size
of the plant. The MS server can be configured redundantly. You can provide one MS server for
each multiproject. All components in the multiproject is monitored by this server.

05 Client 01 0s Client 02 0S5 Client 03 05 Client 04

&= &= — &=
I jm I {IIITH I I

B Terminal bus TCP/IP

ES/MS
0S Server 1B

= iy i

M Plant bus

AS1 AS3 AS4 ASS
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13.2 Configurations with Maintenance Station

(1) Network card with TCP/IP connection to the system bus for monitoring via SNMP

Note

Starting with SIMATIC PDM V8.2, SIMATIC PDM is accessed via a PDM Web server in connection
with PCS 7. This allows access to a selected field device of any OS client.

Decision support

1. MS server on an existing OS server:

Plants with 1-2 OS servers

The OS server must be sufficiently scaled for licenses and performance. Buffers for later
expansions must also be figured in.

The benefit with this option: There is no additional computer required.

Furthermore only maintenance licenses are required and no additional OS server licenses.

2. MS server as separate computer:

Plant with three or more servers

The benefit with this option: Clear assignment for the MS servers to the "diagnostics area"
and not to plant areas

More transparent handling: When the MS server is loaded, for example, this has no effect
on the plant areas, which always have to be available to the operator.

High flexibility due to separation, such as for upgrading the plant

13.2.5 Tips on configuration

General settings in the multiproject

The following chart shows the settings which must be checked and adapted where necessary for
monitoring the components with the maintenance station:

Setting Location Comment

Regional language and SIMATIC Manager ¢ Setalanguage in which the

Language for display devices OS project s to be operatedin
process control.

AS station name (1) SIMATIC Manager ¢ <=14 characters

Designation of components (1) | HW Config * No spaces

302
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13.2 Configurations with Maintenance Station

Setting

Location

Comment

S7 program (1)

Channel blocks (1)

OS compilation mode

Plant hierarchy setting (1)

SIMATIC Manager

¢ Message number range must
be the same for all S7 pro-
grams in the multiproject/
project

¢ The name of an S7 program
may not be assigned twice

The channel blocks must be at
least of version V6.1.

Use a corresponding library, if
necessary.

Area-oriented

The settings of the plant hierar-
chy must be the same in all
projects of the multiproject/
project.

OS project type single station
project (2)

Group display hierarchy (1)

WinCC Explorer

The single station project type
must be selected in project prop-
erties.

When user diagnostics is used,
the group display hierarchy must
be automatically created.

(1) Only applies to MS Basic and MS Standard
2) Only applies to SIMATIC MS PDM

Note

The configuration and the related requirements which must be met are described in detail in the

"Process Control System PCS 7 Maintenance Station" (https://

support.industry.siemens.com/cs/ww/en/view/109973499) manual.
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13.2 Configurations with Maintenance Station

Asset management

In the "MS server as separate computer" option you create a separate project in the multiproject
for the PC stations for asset management

_ﬂHATIC Manager - [Comp_MP (Component
[#5] File Edit Insert PLC Wiew Options Window Help

|24 B eal[o B2
EI@ Comp_MF Ohject name | Surbaolic name
-2 01_Plant_A B MSSERVER
" 0z_Plant_B [ AGlobale Deklaration...

: [Z Globales Schriitfeld
iﬁ, D akurnentaticn

[-{_ 7] Globale Deklarationen
& 21_CL
-8, CLIENTOT

= [ winCC Appl

- 05(1)

-] Globale Deklarationen

|:_:|.. |
=8 MSSERVER

[ OPC Server

= [ winCC Appl
-] Globale Deklarationen

=-Ep 40_FH
=8 PH1
- [§ Process Historian
1§ Comp_Lib
I L
Press F1 to get Help. 4

The data present in the multiproject serves as the basis for asset management (diagnostics
blocks, HW Config, system charts with diagnostic blocks and PDM).

The names of the components in the diagnostics area are derived from the names of the
components in HW Config and PDM. Assign unique names that do not exceed 14 characters.
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13.2 Configurations with Maintenance Station

Customize Plant Hierarchy [ x|

Humber of hierarchy levels: ] -

— Lewel Settingz

Lewel Max. number  Included in fith 05 area
of characters HID separator
i M = a ¥ o
Z M = a ¥ -
i 24 = [ | ¥ {
4 4 = I | F
5 4 = I | ¥
E: 24 = a 3
z 4 = I | F
=5 M = " F
Fresview: I

v Derive picture hierarchy from the: plant hierarchy

¥ Derive diagnostic screens from the plant hierarchy

¢ Maintenance Station Standard [license required)
" Maintenance Station Basic [overview screens only)

" Waittenance Statioh EDk [ho A5 diaghostics]

¢ Darive PH names from the names of the hardware components

" Derive PH names from the comments of the hardware components

Hiarate dizgnostic settings ..

Cancel Help

Diagnostic structure
The following general steps show how to create a diagnostic structure:
1. Check the "Derive picture hierarchy from the plant hierarchy" option.
2. Check the "Derive diagnostics screens from the plant hierarchy" box.
3. Select a characteristic for the maintenance station.

4. Select the derivation of the PH name.

5

Select the MS server from the OS servers present in the multiproject.

Diagnostic screens
The following steps show how the diagnostics screens are created and/or updated:
1. Run the "Create/Update Diagnostic Images" command.

2. Compile and load the MS server.

Compendium Part A - Configuration Guidelines (V10.0)
Configuration Manual, 04/2025, A5E52549861-AA 305



Integrated asset management

13.2 Configurations with Maintenance Station

These steps are required following any change in HW Config or to the SNMP configuration or
user diagnostics.

13.2.6 More information

Information on the Maintenance Station and on operating the diagnostic area can be found in
the "Process Control System PCS 7 Maintenance Station" (https://
support.industry.siemens.com/cs/ww/en/view/109973499) manual.

You can find information about retrospective configuration of Asset Management in existing
PCS 7 projects, for example, in projects where the picture hierarchy is not derived from

the plant hierarchy, in the document "Integration of SIMATIC PCS 7 Asset Management into
existing projects" (https://support.industry.siemens.com/cs/ww/en/view/27833758).

You can find information on further configurations and architectures of the
Maintenance Station in the "SIMATIC PCS 7 Standard Architectures” (https://
support.industry.siemens.com/cs/ww/en/view/109973672) manual.
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Industry Online Support
Do you have questions or need assistance?

Using the Industry Online Support, you have round-the-clock access to expertise spanning
the entire range of service and support, as well as to our services.

Industry Online Support is the central address for information about our products, solutions,
and services.

Product information, manuals, downloads, FAQs, and application examples — all information
can be accessed with just a few mouse clicks: https://support.industry.siemens.com/ (https://
support.industry.siemens.com/).

Industry Online Support app

The "Siemens Industry Online Support" app provides you with optimal support even when you
are on the go. The app is available for Apple iOS and Android: https://
support.industry.siemens.com/cs/ww/en/sc/2067 (https://
support.industry.siemens.com/cs/ww/en/sc/2067)

Technical Forum

Exchange your experience and know-how about our products or systems or benefit from the
knowledge of others.

Have discussions on special products or general topics, discover new ideas and inspiration
and help yourself and others on the Technical Forum (http://www.siemens.com/automation/
forum) — free of charge, outside office hours and at the weekend.

Technical Support

The Siemens Industry Technical Support offers you fast and competent support for any technical
queries you may have with a number of tailor-made solutions — ranging from basic support to
individual support contracts.

Send your queries to Technical Support using the following web form: www.siemens.com/
industry/supportrequest (www.siemens.com/industry/supportrequest).

Range of services
Our range of services includes the following:
* Product training courses
* Plant data services
* Spare parts services

e Repair services
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Service and support

Contact person

308

On-site and maintenance services
Retrofitting and modernization services

Service programs and contracts

You can find detailed information on our range of services in the service catalog: https://
support.industry.siemens.com/cs/sc (https://support.industry.siemens.com/cs/sc).

If you have any questions or need support, please contact your local contact person. who will put
you in contact with the responsible service center. You can find your contact person in the
contact database: www.siemens.com/yourcontact (www.siemens.com/yourcontact).
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