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Legal information

Warning notice system
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AAWARNING
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Preface

Subject of the manual

Validity

SIMATIC PCS 7, as a distinctly open system, can be flexibly adapted to a wide range of
customer needs. The system software provides the project engineer with a great deal of
freedom in terms of project configuration, as well as in the design of the program and
visualization.

Experience has shown that subsequent modernization or plant expansion work is made
much easier if the project is configured "in conformance with PCS 7" as far as possible right
from the start. This means users must adhere to certain basic rules to ensure that the
provided system functions will offer optimum usability in the future.

This manual serves as a compendium to the product documentation covering SIMATIC PCS
7. The basic tasks for creating and configuring the project are described in the form of
instructions with numerous illustrations.

The compendium directly reflects the recommended method for configuration, which is
based on the results of a great deal of practical experience. The description relates to
working with the project and the parameter settings of the components it contains but not the
application itself.

The compendium is divided into the following parts:
® Configuration Guidelines including checklist

® Process Safety including two checklists

® Technical Functions with SFC Types

® Operation and Maintenance including checklist
® Hardware Installation including checklist

® Industrial Security

This documentation is valid for the software packages:
e SIMATIC PCS 7 V8.0 (updated for V8.0 SP1)
e SIMATIC PCS7 V7.1

SIMATIC PCS 7 Manual Collection

The complete documentation of PCS 7 is available to you free of charge and in multiple
languages in MyDocumentationManager as a Manual Collection from the website
http://support.automation.siemens.com/WW/view/en/59538371 or in PDF format via
www.siemens.com/pcs7-documentation.
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Preface

Additional support

Training center

If this manual does not contain the answers to any questions you may have about how to
use the products described, please contact your local Siemens representative.

You can locate your contact at http://www.siemens.com/automation/partner.

You can find a guide to the technical documentation available for individual SIMATIC
products and systems at http://www.siemens.de/simatic-tech-doku-portal.

The online catalog and online ordering system are available at
http://mall.automation.siemens.com/.

Siemens offers a number of training courses to familiarize you with the SIMATIC PCS 7
process control system. Contact your regional training center or the main training center in
Nuremberg 90327, Germany (http://www.sitrain.com).

Technical support

You can contact technical support for all Industry Automation and Drive Technology products
using the Support Request web form http://www.siemens.de/automation/support-request.

More information about our technical support services is available on the Internet at
http://support.automation.siemens.com/WW/view/en/16604318.

Industry Online Support on the Internet

In addition to our documentation options, our expertise is also available to you online
(http://support.automation.siemens.com).

Here you will find:

® An overview of the most important technical information and solutions for PCS 7 under
http://www.siemens.com/industry/onlinesupport/pcs?.

® The newsletter that keeps you constantly up-to-date with the latest information about our
products.

e The right documents for you via the search facility in our Industry Online Support portal.

e A forum in which users and experts from all over the world exchange ideas and
experiences.

® Your local contact for Industry Automation and Drive Technology.

® |nformation about local service, repairs, spare parts. The "Services" section offers even
more options.

Compendium Part A - Configuration Guidelines (V7.1/V8.0)
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What's new?

The following provides an overview of the expansions and changes to the content of the
compendium for SIMATIC PCS 7 V8.0.

Preparation and administration

The following new and revised topics can be found in the "Preparation and Administration”
section:

® Preparatory planning

— Documentation: Information on the specifications and guidelines for a PCS 7 plant in
the GMP environment (Good Manufacturing Practice)

— Plant concept: Presentation of the plant concept which is used as an example for
implementing the process automation described in this documentation.

— Hardware selection: Information on the minimum requirements that must be met in
order to implement the process automation described in this documentation.

— Naming concept: Information on the rules for selecting and changing computer names
— Workgroup and domain: Update to the contents for PCS 7 V8.0.
— User administration: Information on the user concept

— Backup management: Information on backup creation and on the use of backup
software

— Patch management and security updates: Information on the Windows Software
Update Service and security patches

® [nstallation
— Hardware configuration and BIOS settings
— Hard disk distribution: Example of distribution of the hard disk in a PC station

— Installation of the operating system: Information on the licensing mode and on setting
up Internet time and virus scanners

— PCS 7 installation: Notes on PCS 7 installation

— Network settings: Notes on address administration and determining transmission rates
and operating type

— Configuring terminal and system bus: Update to the contents and the references for
PCS 7 v8.0.

— Setting up users and assigning rights: Notes on user and rights administration

— License management: Information on the transmission of license packages

Compendium Part A - Configuration Guidelines (V7.1/V8.0)
Configuration Manual, 11/2013, ASE02779220-02 9



What's new?

® Administration tasks

— Tools for PC administration: Information on Microsoft Management Console (MMC),
SIMATIC Diagnose Tool (SDT) and the enhanced diagnostics for PCS 7 plants

— Documentation and inventories: Suggestions for creating documentation and
inventories

Creating and managing a PCS 7 project

The contents of the "Creating and managing a PCS 7 project" section have been updated in
accordance with the new functionalities and operating options in PCS 7 V8.0. The underlying
procedure has changed slightly.

Configuration of the hardware (AS and I/O)

The contents of the "Configuration of the hardware (AS and 1/0O)" section have been updated
in accordance with the new functionalities and operating options in PCS 7 V8.0. Attention
must be paid to changes to the procedures and settings as well as any enhancements in the
following sections in particular:

Cycle/clock memory: Information on the size of the process picture for the inputs and
outputs

Cyclic interrupts: Settings in the "Execution" and "Partial process picture" columns
Memory: Notes on local data and communications resources

Special settings for H systems: Notes on updates

Settings for CP 443-5 Ext as PROFIBUS master

Configuration of the ET 200M (H system and standard AS)

Integrating field devices

Configuration of the network connections

The contents of the "Configuration of the network connections" section have been updated in
accordance with the new functionalities and operating options in PCS 7 V8.0. Attention must
be paid to changes to the procedures and settings as well as any enhancements in the
following sections in particular:

10

NetPro view
AS-OS communication: Notes on configuring an AS-OS connection

AS-OS communication: Procedure and settings when setting up the AS-AS
communication.

Compendium Part A - Configuration Guidelines (V7.1/V8.0)
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What's new?

Configuring AS Functions

The contents of the "Configuring the AS Functions" section have been updated in
accordance with the new functionalities and operating options in PCS 7 V8.0.

This section contains the following new sections:
e Control Module Type (CMT)
e PCS 7 Advanced Engineering

Attention must be paid to changes to the procedures and settings as well as any
enhancements in the following sections in particular:

e Master Data Library: Notes on the adoption of existing base elements in the master data
library

e Updating block types: Notes on updating block types

® AS resource utilization: Information on the cycle memory and communication utilization
e Creating process tags

® Requirements for configuration in CFC Editor

e |mport/Export Assistant (IEA)

Compiling and downloading

The contents of the "Compiling and downloading" section have been updated in accordance
with the new functionalities and operating options in PCS 7 V8.0. Attention must be paid to
changes to the procedures and settings as well as any enhancements in the following
sections in particular:

® Downloading the user program: Notes on downloading changes, read-back prior to
complete download and comparing time stamps

e OS compilation: Notes on the OS compilation mode, procedure for OS compilation

Configuring OS Functions

The contents of the "Configuring the OS Functions" section have been updated in
accordance with the new functionalities and operating options in PCS 7 V8.0.

This section contains the following new sections:
e OS resource utilization
® Process Historian

Attention must be paid to changes to the procedures and settings as well as any
enhancements in the following sections in particular:

® Design of process pictures
® Block icons/User objects
e SIMATIC Logon

Compendium Part A - Configuration Guidelines (V7.1/V8.0)
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What's new?

Changing projects in process mode

The contents of the "Changing projects in process mode" section have been updated in
accordance with the new functionalities and operating options in PCS 7 V8.0. The underlying
procedure has changed slightly.

Integrated asset management

12

The contents of the "Integrated asset management" section have been updated in
accordance with the new functionalities and operating options in PCS 7 V8.0. Attention must
be paid to changes to the procedures and settings as well as any enhancements in the
following sections in particular:

® Characteristics for the MS server
® Single station system with Maintenance Station (MS)

® Tips on configuration

Note

In the overall document you will also receive notes on the increased availability as part of the
Lifecycle agreements.

Compendium Part A - Configuration Guidelines (V7.1/V8.0)
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Preparation and administration

3.1

Introduction

Overview

Implementation of the required automation functions is often possible with PCS 7 in various
ways. The work steps described in this document for project creation, configuration and
parameter assignment provide the basis for the PCS 7 application to be created. The
following aspects play an important role in this for the complete runtime of the system:

e Availability

The availability of the overall system can be influenced by appropriate actions in the PCS
7 application starting in the planning phase.

Expandability

Expansions and/or changes will need to be made repeatedly following the initial
commissioning of a PCS 7 system. Attention must be paid to this when creating the PCS
7 application so that these can be executed more efficiently.

Maintainability

According to the IEEE 610.12-1990 standard, software maintenance is understood to be
"the modification of a software product after delivery to correct faults, to improve
performance or other attributes, or to adapt the product to a modified environment".

Legibility

Among other things, one of the principles of programming in IT theory is that the software
must be created legibly. The requirements are that the code is well formatted,
corresponding identifiers are used and meaningful comments are inserted. The following
points should be achieved or improved by adhering to these principles:

— Options for reviewing the software in order to improve its correctness and robustness
— Options for maintaining the software

— Options for expanding the software

The following section provides an overview of the topics in this section.

Compendium Part A - Configuration Guidelines (V7.1/V8.0)
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Preparation and administration

3.1 Overview

Preparatory planning
You will find information about the following topics in this section:
® Documentation
® Plant concept
® Hardware selection
e Naming
e Workgroup or domain
e User rights
e Backup management

e Patch management and security updates

Installation
You will find information about the following topics in this section:
e Hardware configuration and BIOS settings
e Hard disk distribution
e |[nstallation of the operating system
e PCS 7 installation
® Network settings
® Terminal bus set-up
e System bus set-up
® Setting up users and assigning rights

® |icense management

Administration tasks
You will find information about the following topics in this section:
® Tools for PC administration

e Documentation and inventories

See also

PCS 7 PC Configuration and Authorization
(http://support.automation.siemens.com/\WW/view/en/68157327)

Compendium Part A - Configuration Guidelines (V7.1/V8.0)
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3.2 Preparatory planning

3.2.1 Documentation

Configuration guidelines for the PCS 7 application

Approved specifications are a prerequisite for configuring a PCS 7 plant in the GMP
environment. Projects of this type generally follow the GAMPS5 approach. The objectives in
the GAMP5 documents include: "Guide aims to achieve process control systems that are fit
for intended use and compliant with applicable regulations; providing recommended good
practice based on a life cycle approach for the development, maintenance, and management
of process control system.".

Adherence to the guidelines has a positive influence on the following aspects:
e Compliance with legal regulations

® Quality of the products

® Production efficiency

® Cost savings

Even in projects where there are less legal regulations to be complied with and not as many
high requirements related to quality and efficiency, a similar approach (e.g. the so-called
GAMP light) must be applied whereby only terms and phases from GAMPS5 are used.

Compendium Part A - Configuration Guidelines (V7.1/V8.0)
Configuration Manual, 11/2013, ASE02779220-02 15
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3.2 Preparatory planning

Specifications / guidelines

The following figure shows the specifications/guidelines that are meaningful at the start of a

project:
Development Life Cycle
Project Kick-off/ Hand over /
Quality Plan Quality Report
Design Commissioning
User Requirement Performance
Specification Qualification

Site Acceptance
Test

Functional Commissionin
Specification °

Delivery/
Installation
Design Functional
Specification Acceptance Test

Design Configure
Modules Application

Testing
Modules

Implementation & Test
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The documents build on each other and become increasingly more detailed in accordance
with the V model of the GAMPS5 approach. However, it is not only creation of the PCS 7
solution that is defined and regulated with these guidelines. They also form a very good
basis for all future work on a PCS 7 plant and provide consistent quality over the plant's
entire lifecycle.

The following specifications must be observed:
e User Requirement Specification (URS)

e Functional Specification (FS)

® Design Specification (DS)

The test documents used for reviewing and documenting adherence to the specifications are
just as important:

® Factory Acceptance Test (FAT), also known as Installation Qualification (1Q)

e Site Acceptance Test (SAT) also known as Operational Qualification (OQ)

e Performance Qualification (PQ)

These documents are used for quality assurance purposes during a plant's entire lifecycle.

The PCS 7 compendia should be taken into account for the design guidelines and test
specifications.

Compendium Part A - Configuration Guidelines (V7.1/V8.0)
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3.2 Preparatory planning

3.2.2 Plant concept

Introduction

The following plant concept is used in this documentation as an example for implementing
process automation:

T o

_ L .l-r
cusmm CLIENT02 CLIENTO03 _ CLIEN%
Terminal bus l TCP/IP I
_ - ’ ) ES SERVER1A Seriell I TCPIP ‘ SERVER1B

Plant bus
ISO/Industrial Ethernet

AS 4174 AS 417-4H

LLLLL) ' LTI
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3.2 Preparatory planning

The concept presented consists of the following components:

® 1 engineering station (ES): Central station for configuring the complete automation
solution.

e 2 automation systems (AS 417-4 und AS 417-4H): for example for automating two plant
areas "Reactor 1" and "Reactor 2".

e 1 OS server with redundant OS server as a partner station for providing the process
pictures and process data for operating the plant.

® 4 OS clients for centralized and decentralized process operation

This structure can be easily scaled to larger quantity structures by adding further automation
systems or redundant OR server pairs.

Note

Derivation of the appropriate automation solution for a process plant is explained in more
detail through an overview of typical questions in the "SIMATIC Process Control System
PCS 7 Engineering System" manual. Taking this overview into account is recommended for
effective planning of the plant.

3.23 Hardware selection

Recommended hardware configuration

The PC hardware should correspond to the recommended hardware configuration, which is
described in the supplied "PCS 7 Readme" documentation for the PCS 7 version to be
installed.

Above all, it should be ensured that there is sufficient RAM, fast hard drives and industrial
compatibility for the place of use in order to avoid performance limitations at a later date.

Increased availability as part of Lifecycle agreements

Use SIMATIC PCS 7 industrial workstations based on SIMATIC IPC. These are system-
tested and pre-installed with the relevant PCS 7 version. Expenditure from installation,
maintenance and repair of the PC hardware is thereby reduced considerably.

Note

Special attention should be paid to hardware compatibility for the PCS 7 V8 operating
systems Windows 7 and Windows Server 2008 R2 based on 64bit. For this pay attention to
the hardware compatibility matrix in the "PCS 7 V8 Readme" document.

Compendium Part A - Configuration Guidelines (V7.1/V8.0)
Configuration Manual, 11/2013, ASE02779220-02 19



Preparation and administration

3.2 Preparatory planning

3.2.4

Naming concept

Rules for computer names

The selection of the computer name is crucial to the project configuration.

Select short and descriptive computer names that provide some information about the
function of the PC station in the overall plant. Note the following rules:

® The computer name may only contain uppercase letters and numbers.
® The computer name must start with a letter.

® The computer name may only contain up to 15 characters (limited by the operating
system).

Note

The following names must be identical when you configure an OS or BATCH Server and
an Engineering Station:

e Computer name

¢ Name of the PC station

Note
You can find additional information about the naming conventions in the following
documentation:

e PCS 7 Readme V8.0 SP1
(http://support.automation.siemens.com/WW/view/en/66807356) "Requirements" section,
sub-section "Rules for computer names"

e "SIMATIC Process Control System PCS 7 Engineering System
(http://support.automation.siemens.com/WW/view/en/68157345)" manual

e WinCC online help (search string "illegal characters")

Changing computer names

20

The computer name can no longer be changed after the installation of PCS 7. If you do

change the computer name, you will have to install the computer again (Restore DVD).

Changing computer names often leads to problems in practice (e.g. in the case of multi-
station systems with the SQL server installed).

The following rules must be observed:

e |f you want to change the computer name for a bundle PC, perform a new installation with
the Restore DVD.

e [f you want to change the computer name for a PC you have installed yourself, perform a
new installation of Windows.

Compendium Part A - Configuration Guidelines (V7.1/V8.0)
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3.2.5

Working environment

Workgroup and domain

3.2 Preparatory planning

You have the option of operating the computers in your PCS 7 plant in a workgroup or
domain environment.

The following tables present a comparison of the advantages and disadvantages (from a
technical perspective) as well as scenarios (examples) and their use in workgroups and
domains.

Note

This information is provided as a basis for discussion to assist you in the selection of the
appropriate environment for your computers. In addition to the technical criteria, also
consider organizational criteria (for example, plant-specific IT, Microsoft expertise,
resources, workload and maintenance, etc.).

Advantages and disadvantages

Domain (AD; Active Directory)

Workgroup (WG)

General information (in
relation to Microsoft
Windows)

The user information is stored centrally.

Standard user settings are required at each
PC station.

Central safety database

Local safety database

Suitable for very large networks (scalability)

Suitable for short distances in the plant and a
limited number of PC stations.

Permissions for devices and files are managed
in the AD.

Permissions for devices and files are
managed by individual PC stations.

Administrator

The administrator must have comprehensive
knowledge (substantially higher qualifications).

The administrator must be familiar with the
setup and management of PC stations in the
workgroup network.

User accounts, group
policies, resources,
security

Central administration in the AD.

Distributed administration on each PC station.

Planning

Comprehensive planning is required.

Less comprehensive planning is required.

Number of PC stations

Additional PC stations required to manage the
AD. Windows server required to store central
security information.

Windows server only required if this is used to
set up the infrastructure, for example, as a
DHCP server

Use with SIMATIC Logon

e The users set up for the AD are used.

e High reliability through the use of
redundant domain controllers.

e The users can be managed at a central PC
station.

¢ No redundancy is available for the central
logon station to be set up.

Compendium Part A - Configuration Guidelines (V7.1/V8.0)
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3.2 Preparatory planning

In PCS 7, the use of a DHCP server is only permitted with address reservation. All PC
stations must work with reserved addresses.

The recommended solution for name resolution is the use of a DNS / WINS server.

DHCP server

Note
DNS / WINS server
Scenarios

Scenarios (examples)

Domain (AD; Active Directory)

Workgroup (WG)

New user is added.

The new user is created centrally in the AD
and is then available immediately on all PC
stations.

The new user must be added on each PC
station.

User password is
changed.

The password is changed centrally in the AD.

The password must be changed on each PC
station.

Add or replace computer

The settings are applied automatically in
accordance with the group policies of the
corresponding organizational unit.

The settings must be adapted locally on the
PC station.

Modify security settings

The settings are changed centrally in the AD
and distributed by means of group policies.

All settings must be changed locally.

Microsoft Updates are to
be distributed.

The settings for the Microsoft Windows
Software Update Service (WSUS) are made
centrally in the domain.

The settings for the Microsoft Windows
Software Update Service (WSUS) are made at
each PC station.

Devices are added (e.g.
printer, fax or scanner).

The devices are announced by AD.

Devices not announced.
The information for connecting to the device
must be known.

The security settings can be made centrally for
each device.

Each user that uses the device must be
created locally at this PC station and log on
with local user information.

One user uses multiple
computers.

The user profile can be saved centrally.

This applies the settings to all PC stations at
logon.

If the profile is not saved centrally, every user
will have their own local profile.

The user has a local profile on each PC
station.

The lists above are not weighted in terms of importance; you must determine which
advantage or disadvantage is the most significant for the PCS 7 plant in question.

Domain example

Changes can be made centrally, fast and conveniently in the domain structure. However, the
administration of a domain requires know-how, experience and additional work.

22
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Workgroup example

3.2 Preparatory planning

In the workgroup, the majority of settings have to be made on the local computer. If a PCS 7
plant is running with fixed settings, however, and few changes are expected, these settings
only need to be made once. In this case, additional time for creating a domain and providing
extra training for the operating personnel is not required.

Note

You can find more information in the following manuals:

PCS 7 Security Concept, Recommendations and Notes
(http://support.automation.siemens.com/\WW/view/en/22229786)

SIMATIC Process Control System PCS 7 Security concept PCS 7 & WinCC (Basic)
(http://support.automation.siemens.com/WW/view/en/60119725)

SIMATIC Process Control System PCS 7 Support and Remote Dialup
(http://support.automation.siemens.com/\WW/view/en/38621092)

SIMATIC Process Control System PCS 7 Patch management and security updates
(http://support.automation.siemens.com/WW/view/en/38621083)

SIMATIC Process Control System PCS 7 Managing virus scanners
(http://support.automation.siemens.com/WW/view/en/38625951)

Integration in a domain

All PCs in the PCS 7 product bundles are configured for a Windows workgroup. If you
include preconfigured PC systems in a Windows domain, you must reactivate the security
settings using the SIMATIC "Security Controller" software.

Compendium Part A - Configuration Guidelines (V7.1/V8.0)
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3.2.6

User concept

User administration

Using the following roles for a PCS 7 plant is recommended when planning the user concept:
® PCS 7 installation

A user account which is a member of the local administrator group is required to start the
PCS 7 set-up.

Windows users for operator stations and engineering stations

Working permanently with administrator rights on the PCS 7 system is not recommended
once the installation is complete for security reasons. This means that at least one
additional Windows user is required on each station. Membership of the "user" group
suffices for Windows 7 and Windows Server 2008 R2

Logging onto OS Runtime (using the SIMATIC logon)

For each operator you can create a Windows user who logs on with the allocated user
rights with activated OS runtime. For this a Windows user only needs rights in the
corresponding groups that are also set up in the OS configuration. The same applies for
the PCS 7 "SIMATIC BATCH" and "SIMATIC Route Control" options.

Logging onto SIMATIC Manager

For each project engineer you can create a Windows user in order to record configuration
changes in the change log. Windows users only require rights in the corresponding
SIMATIC logon groups.

Note

The following guidelines apply to creating a new user account in accordance with Microsoft
Windows Help:

A user name may not be the same as another user or group name on the computer being
managed.

The name may contain up to 20 small or upper case letters and figures.
The characters "/\[]:;|=,+*? <>"are not permitted in user names.
A user name may not consist solely of periods (.) or spaces.

Increased availability as part of Lifecycle agreements

24

SIMATIC Logon can be used without an additional license as of PCS 7 V7.1. Logging on via
SIMATIC logon groups is recommended for the OS runtime as well as for the PCS 7
"SIMATIC BATCH" and "SIMATIC Route Control" options.
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3.2.7 Backup management

Introduction

Creating at least one backup of the operational system partition including the PCS 7
installation and storing this in case of any potential failure is required in order to increase
availability of the plant and to reduce failure times.

In connection with this a restore DVD is also supplied with the SIMATIC PCS 7 industrial
workstation (IPC). Further information can be found in your IPC operating instructions.

PCS 7 multiprojects are archived via a SIMATIC manager function, meaning that no backup
needs to be created for a data partition.

Backup software
In selecting image software, ensure that it is suitable for the operating system in use.

"SIMATIC PC Image Creator" software is offered for data backups in Windows as a
supplement to the SIMATIC PCS 7 industrial workstation. This software enables simple
backup and fast recovery of complete compact flash and hard drive content as well as of
individual partitions (images).

Further information can be found on this on the Internet at "Delivery release of the SIMATIC
IPC Image & Partition Creator"
(http://support.automation.siemens.com/DE/view/en/64804201).

Note

Please note that neither license keys nor authorizations can be backed up along with the
data. Move authorizations and license keys to a different medium before creating the image,
e.g. to a separate partition.

Increased availability as part of Lifecycle agreements

A current backup must be created and saved on the system path determined for this
following each change to the system partition e.g. through a software update.
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3.2.8 Patch management and security updates

Windows Software Update Service

Using an additional WSUS server is recommended for distributing Microsoft security patches
in larger plants.

Note

Information on using the WSUS within PCS 7 plants can be found in the "SIMATIC Process
Control System PCS 7 Patch management and security updates”
(http://support.automation.siemens.com/WW/view/en/38621083) document.

Released security patches

Information on the Microsoft security patches for SIMATIC PCS 7 that have been tested for
compatibility can be found on the Internet in the FAQ "Which Microsoft security patches have
been tested for compatibility with SIMATIC PCS 77"
(http://support.automation.siemens.com/WW/view/en/18490004).

Additional information

Further information on installing security patches, hotfixes and service packs can be found in
the "SIMATIC Process Control System PCS 7 PC configuration and authorization”
(http://support.automation.siemens.com/WW/view/en/68157327) manual.

Increased availability as part of Lifecycle agreements

Update all PC stations with the released patches in a uniform manner and in good time.

Compendium Part A - Configuration Guidelines (V7.1/V8.0)
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3.3 Installation

3.31 Hardware configuration and BIOS settings

Connecting and expanding hardware

Pay attention to the operating instructions for the relevant PC hardware before unpacking. In
particular compliance with the environmental conditions, the prescribed installation and
correct connection of I/O and power supply devices helps to avoid faults and increase
availability.

You can improve the security and stability of the PCS 7 plant by installing all PC stations in
lockable control cabinets.

The following options are available to you as possible hardware expansions:

BIOS Settings

Multiple monitors on one PC - Matrox Multi VGA
Acoustic or visual signal transmitter - horn module
Acoustic signal transmitter - sound card

Time signal via DCF77 — time reception service

Smart cards » smart card reader

Note

Setting up the relevant devices and drivers is described in the "SIMATIC Process Control
System PCS 7 PC Configuration and Authorization"
(http://support.automation.siemens.com/WW/view/en/68157327) manual.

You can improve the security and stability of the PCS 7 plant through the following measures
within BIOS.

Create a BIOS password. Change the existing default passwords.

Deactivate disk, CD or DVD drives that are not required. This applies principally to the
operator stations.

Deactivate USB port functions that are not required. This applies principally to the
operator stations.

Deactivate the boot menu display and set the hard disk with system partition at the initial
position of the boot sequence.

Note

You can find additional information in the document "PCS 7 Readme V8.0 SP1”
(http://support.automation.siemens.com/\WW/view/en/66807 356).
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3.3.2 Hard disk distribution
Introduction
The following chart shows an example of how a PC station hard disk can be distributed:
drive Name Size Format Note
C: SYSTEM Recommendation: > NTFS Installation of
100GB Operating System and
PCS7
D: DATA Recommendation: > NTFS PCS 7 project data
100GB
I: IMAGES Optional NTFS Backup files (including
potentially via the
network)
Note
The Microsoft SQL Server stores temporary files on the "C:" drive. Therefore, you should
regularly check whether enough hard disk space is available, especially during the FAT.
You can find more information on the hard disk distribution in the SIMATIC Process Control
System PCS 7 PC Configuration and Authorization
(http://support.automation.siemens.com/\WW/view/en/68157327) manual.
3.3.3 Installation of the operating system
Introduction

The operating system and SIMATIC PCS 7 software are preinstalled on the SIMATIC PCS 7
industrial workstation (IPC). Take note of the information in this section in order to complete
their installation.

Note

If a computer installation is completed manually, the requirements and procedure needed for
this in the "PCS 7 Readme" and described in detail in the "SIMATIC Process Control System
PCS 7 PC Configuration and Authorization”
(http://support.automation.siemens.com/WW/view/en/68157327) manual must be observed.
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Licensing mode (Windows Server 2003)

Ensure that the operating systems are licensed correctly on all PCS 7 stations and that
adequate Microsoft Client Access licenses (CAL) are available for accessing a Windows
server operating system via the network.

All stations with a Windows server operating system installed are set to "Pro Server"
licensing mode in their control panel as standard.

Select the "per device or per user" option button for the licensing mode if more than one
server or more than five clients are present in one area.

You can use the "Licensing" tool (Folder start menu > Administrative Tools) to manage the
CAL settings centrally from a Windows server in a network with multiple Windows servers.

Internet time

Ensure that the Windows system time is not automatically synchronized via the Internet
where the PC stations are operated in a workgroup (Change date/time > Internet time). This
allows you to avoid corresponding error messages from the Windows time service in the
events display.

Virus scanners

By setting up a virus scan solution you can reduce the risk of plant faults occurring as a
result of malware. Virus scanners approved for PCS 7 can be installed later.

Suitable virus scan software versions from manufacturers "Symantec", "McAfee" and "Trend
Micro" have been tested and approved for each PCS 7 version. You can find the relevant
approved software version in the "PCS 7 Readme" documentation. You can also find
information on this in the FAQ "With what are SIMATIC PCS 7 V8.x, V 7.x etc. compatible?”
(http://support.automation.siemens.com/DE/view/en/22761505).

Note

Information on installing and managing virus scanners within PCS 7 plants can be found in
the "SIMATIC Process Control System PCS 7 Virus Scanner Administration”
(http://support.automation.siemens.com/WW/view/en/38625951) document.

Additional software

Only install the software products mentioned in the documentation on a PCS 7 PC, e.g. MS
Office components or burning software. This applies in particular to PC stations with process
mode (OS, BATCH, Route Control).

Installing and simultaneously activating applications that are not approved by Siemens can
adversely impact the PCS 7 system performance.

The user bears sole responsibility when third-party products are used. If you require third-
party products, these should be installed before you install PCS 7. PCS 7 and the third-party
products may not run at the same time.
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3.3 Installation

Increased availability as part of Lifecycle agreements
Install a virus scanner solution for the terminal bus and supply this with current patterns.

Only install software approved by Siemens on all stations with process mode.

3.34 Installation of PCS 7

Introduction

PCS 7 software is installed automatically via a PCS 7 framework setup. Detailed information
on this can be found in the "SIMATIC Process Control System PCS 7 PC Configuration and
Authorization” (http://support.automation.siemens.com/WWW/view/en/68157327) manual.

If a computer installation is being performed manually then the requirements and the
procedure for this must be observed. Information on this can be found in the "PCS 7
Readme" documentation and in the "SIMATIC Process Control System PCS 7 PC PC
Configuration and Authorization”
(http://support.automation.siemens.com/WW/view/en/68157327) manual.
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3.3.5

Network settings

Address management

3.3 Installation

Following the PCS 7 installation, check the addresses and make any settings which may be
required. Systematic assignment of the addresses at the start of the project will make
configuration, commissioning, plant expansion, and maintenance easier.

Record the assigned addresses in a table like the one shown below, for example, and keep
them up to date:

Name Name Terminal bus Plant bus Plant bus Plant bus
Subproject PC station/ IP address IP address CP1613 MAC address | CP443-1
AS station MAC address
25_ES ES26 172.20.1.26 172.10.1.26 08-00-06-01-00-26 X
20_0s SERVER1A 172.20.1.xx 172.10.1.xx 08-00-06-01-00-xx X
20_0s SERVER1B 172.20.1.xx 172.10.1.xx 08-00-06-01-00-xx X
21_CL CLIENTO1 172.20.1.xx X X X
21_CL CLIENTO2 172.20.1.xx X X X
21_CL CLIENTO3 172.20.1.xx X X X
21_CL CLIENTO04 172.20.1.xx X X X
01_Plant_A AS1_H X X X 08-00-06-01-01-10
01_Plant_A AS1_H X X X 08-00-06-01-01-11
02_Plant_B AS2 X X X 08-00-06-01-01-26
Scalance20 172.20.1.xx X X X
Scalance10 X 172.10.1.xx X X
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Setting the transmission rate and operating mode in the network

32

Siemens devices, including Industrial Ethernet switches (OSM/ESM, ScalanceX) and the
Industrial Ethernet CPs (CP 443-1 as of version 1EX10) are factory set for automatic
detection of the parameters for transmission rate and operating mode (autosensing,
autonegotiation).

Autosensing describes the property of network components to automatically interpret an
incoming transmission signal. In this case, the device independently determines if the signal
has a data rate of 10 Mbps, 100 Mbps, or 1,000 Mbps. No explicit setting is required related
to whether the device is being operated with a fast Ethernet connection or with a standard
Ethernet connection.

Autonegotiation denotes the configuration protocol for a fast Ethernet connection. It makes it
possible for all the devices involved to negotiate the transmission rules before sending any
data packages. The transmission rate of 10 or 100 Mbps and the transmission method are
negotiated. Half-duplex or full-duplex are the options for the transmission method.

The following applies as of PCS 7 V6.1: Retain the factory settings.

Note

The only time you need to manually set the two components on the patch cable to a uniform
transmission setting, for example 100 Mbps full-duplex, is when one of the components on
the plant bus or terminal bus does not support the autonegotiation function. Deviating
settings may lead to unpredictable error scenarios.
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3.3.6 Configuring the terminal bus

Procedure
The following steps show how to configure the terminal bus for a PCS 7 plant:
1. Rename the compatible network connection, e.g. to "terminal bus".

2. Select the "Advanced -> Advanced Settings..." command via the "terminal bus"
connection context menu in order to set the network adapters. In order to ensure fault-
free communication via the terminal bus on all nodes (e.g. OS servers, OS clients), the
relevant network card must be located in first position as regards the order in which the
network services are accessed.

“» Network Connections =10l x|

J File Edit ‘iew Favorites  Tools  Advanced  Help .1.'
) - Y - ) -
J J Back = lﬁ P Search i Faolders
| Address € Netwark Connections 2 0
Marne | Tvpe | Skakus | Device Marme |
LAN or High-Speed Internet
<A Plantbus LAM or High-Speed Internet Connected  SIMATIC CP1613 MDIS Adapker
< Terminalbus LaM or High-Speed Internet Connected  Intel{R) PROJ1000 CT Mebwork Connection

Advanced Settings ﬂil

Adapterz and Bindings | Frowider Order I

Connections are lizted in the order in which they are accessed by
hietwork, services.

Connechiong:

== Plantbus
L [Remaote Access connections]

[ |=

Bindingz far Terminalbus:

g File and Printer Sharing for Microzoft Metworks
S Internet Protocol [TCPAP)

% Client for Microsoft Metworks
S Internet Protocol [TCPAP)

Ei[s

] I Cancel |
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3. Set the settings for the "Internet (TCP/IP)" protocol inside the network connection in
accordance with the project specifications.

4. Ensure that the energy-saving option is switched off in the network card properties.

5. Set the same work group for all PCS 7 stations where you are not using a domain
structure.

6. If you are not using a WINS/DNS server, create the LMHOSTS and HOSTS files for
TCP/IP name resolution and distribute these to all PCS 7 stations.
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In the "LMHOSTS" file use the parameter #PRE for each computer name to be entered
so that this name is entered into the so-called NETBIOS cache when the computer is
booted up. (The cache can be displayed via the command line using the "nbtstat —c"
command)

s, Network Connections

J File  Edit “iew Favorites Tools  Advanced  Help

J \_) Back - \_.-:l - LjI‘

J Address It}, Network Connections

®
p Seatch i Folders

.

Marne | Type | Status | Device Mame | Phone # o
LAN or High-Speed Internet

<L Plantbus LAM or High-5peed Internet Connected  SIMATIC CP1613 NDIS Adapter
L, Terminalbus LaM o High-3peed Internet Connected  Inkel{R) PROS1000 CT Metwork Connection
Wizard

=& Terminalbus Properties 2|
General | Authertication I Advanced I

I
Conrect using: Internet Protocol {TCP/IP) Properties ﬂﬂ

I B8 Intel[R) PROA000CT Metwark Col

General I
This connection uses the following items: rou can get IF settings assigned automatically if paur netwark supports
== PROFINET I0 BT -Protocdl thiz capability. Othenvize, vou need to ask vour network, adminiztrator for

the appropriate [P settings.
T SIMATIC Industnal Ethernet [I1S50

Internet Protocol [TCRAR)

" Obtain an |P address automatizally

1| —{%" Uze the following IP address:
rstall Uniratal IP address: [172. 20 . 1 . 2
sl Subriet mask: [255.255. 0 . 0

Tranzmizzion Control Protocol/Intermet |
wide area netwark, protocal that provide
across diverse interconnected network:

Default gateway: I

£ btain DHE server address automatically
¥ Show icon in notification area when co

—{% Use the following DNS server addiesses:

v Matify me wheh this conhection has lin
Preferred DMS server: I

Alternate DNS zerver: I

(]8 Cancel

Note

Further information on setting up, managing and backing up network structures such as
workgroups and domains can be found in the "Security Concept PCS 7 and WinCC -
Basic Document” (http://support.automation.siemens.com/WW/view/en/60119725).
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Checking the availability of communication partners

Once the network settings for the terminal bus are completed, you can use the SIMATIC
Shell tool on each station to check if the required partner stations (ES, OS server, and OS
clients) can be seen on the terminal bus. SIMATIC Shell is available as a folder in the
workspace of the Windows Explorer.

momatcshel _ioix]

File: L
eBack - J - Lﬁ f.._j Search i Folders v
Address [ Simatic Shell = a0
El“ Simatic shell Chbijekk | Skatus | Chijekktyvp | Compuker |
- ¢ EsLA = 526 Skation up S7RTM ES26
: _':J E512 oS Corfiguration  ‘WinCCProject  ES26
o ESz2
'y E524
------ 'y E525
------ o ES26
IP: 172201.26 4 256.255.0.0
Domane : SACSZ
Simakic Shell v
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If there is no required partner station in SIMATIC Shell, it may indicate that the TCP/IP name
resolution is poorly set. There are several concepts for a TCP/IP network in this regard,

beginning with the editing of the LMHOSTS and HOSTS files and continuing with the use of
WINS/DNS servers.

You can trigger a refresh of the SIMATIC Shell using "Settings ..." in the shortcut menu.
Select the network adapter for the terminal bus and click "OK".

File
- ! . > _j -
e Back J LE 7 Search i Folders
Address | simatic shel = E
- fg Simatic Shel Objekt | status | objekttyp | Compute
g ESLIA [ esze Stationup  S7RTM ES26
EA- E= '

gl Selection of the terminal bus

e d EZ

______ d = MNetwork adapler

x|

1]4 I

..... 3 EE Metwark adapter MALC S _ areel |
_ He |

=k SIMATIC CP1613 NDTS Adapter DE:DDDG:00:00:26  172.10.1.26

— Multicast tme b live [TTL) Comrgalibiity -
1 :Il { ¥ w60

If all stations are available you can manage all stations centrally via the network using the
Microsoft Management Console (See "Tools for PC administration (Page 43)").
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3.3.7

Configuring the plant bus

Communication of a PCS 7 ES via the plant bus

In SIMATIC PCS 7, the "S7 online" access point must be set to the "PC internal" interface.
All access to the AS - in order to check the module information of an AS or to download S7
programs, for example - is performed via "PC internal". "PC internal" is a centrally
configurable interface, which can be loaded with project-specific settings for all stations on
the plant bus. The settings are made on the ES in the PCS 7 multiproject and downloaded
from the ES. You can find the relevant procedure in Section "Engineering Station (Page 61)".

Communication is normally based on the plant bus on the ISO protocol.

Note

Use TCP/IP on the plant bus under the following conditions:

¢ Joint (combined) terminal and plant bus for smaller plants without an OS server
¢ Routing via subnets required

e Using an automation system with integrated Ethernet interface

e Using NTP (Network Time Protocol) for time synchronization

e Monitoring network components on the plant bus for asset management

e Operating gateways on the plant bus (external connection of an AS)

Use the ISO protocol on the plant bus under the following conditions:

e Configuring "Fault-tolerant S7 connection" for H systems (concerns CPU firmware less
than V5)

e Time synchronization based on the SIMATIC procedure

Using CP1613/CP1623

38

Using a CP1613/CP1623 in the engineering station or OS server has the following benefits:
e More than eight AS can be connected.

e Fault-tolerant AS-OS connections with automatic communication switchover can be
configured.

e The "OS simulation" function can also be used for a redundant automation system.

e The CP MAC address can have parameters assigned to it or be modified.

Note

If a BCE (Basic Communication Ethernet) module is being used for communication
instead of the CP1613/CP1623, parameters cannot be assigned to the MAC address. In
the event of a fault (e.g. defective module) this may mean that the connections have to be
reconfigured by the new MAC address of the replacement module and the project
documentation has to be changed.
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The following two TCP/UP protocols can be operated in parallel in the CP1613/CP1623:
e Windows communication (via the NDIS adapter)

e Communication via the "S7 online" access point (can be configured in NetPro/HW config)

Note

Different TCP/IP addresses have to be set in both TCP/IP protocols of the
CP1613/CP1623 for unique identification purposes.

This applies in particular in PCS 7 V7.1 and above. From this version the NDIS adapter
for CP1613/CP1623 is installed automatically through the PCS 7 setup and it cannot then
be deactivated.

Procedure
The following steps demonstrate how to configure the plant bus:

1. If there is a network connection for CP1613/CP1623 in Windows, deactivate the "Client
for Microsoft Networks" and "File and Printer Sharing for Microsoft Networks" protocols in
this network connection, as these two Microsoft protocols are only required at the plant
bus.
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2. Check the current configuration of your installed network adapters using the
"Configuration Console" tool ("Start > SIMATIC > SIMATIC NET > Set PC Station"). The
plant bus is generally configured via the SIMATIC Manager of your ES and is described
in the "Creating and managing a PCS 7 project (Page 45)" section.

= . Configuration Console =10l x|
File  Action Wew Help
- = | 2
I:l PC Station General  Madule properties
=B SIMATIC MET Configuration
- Applications Twpe of module: IEthernet
Mode af the module: IEanigured mode j

B version

B Address

B Network Parameters
B Time of Day

B Firmware Trace

TCP parameters
B 57 test

B4 SR test

-8 P simulation
----- B2 Access paints
ﬁ Language sekting

B8 Intel(R) PROJ1000CT ...

Index:
Mame of the module:

|EP1513

Interface profile for:

CP1613(RFCT006]
CR1E13(150]

kM odule reachan;

Hestart |

Spply | Cancel | Help

3. Check that the MAC address and the TCP/IP addresses correspond with the planning.

Note

You can find detailed information about configuring the "Plant bus" connection in the Process
Control System PCS 7; PC Configuration and Authorization
(http://support.automation.siemens.com/WW/view/en/68157327) manual.
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3.3.8 Setting up users and assigning rights

Introduction
The following tasks should be executed as part of configuring the computer:

® Creating the users for logging onto Windows for ES and OS station with main user rights
and membership in the SIMATIC HMI group

® Providing SQL access authorization (for PCS versions less than V7.1 SP3)
® Adapting NTFS authorizations for the project directories
The following tasks should also be executed where SIMATIC Logon is used:

® Creating the "Logon_Administrator" user group for configuring SIMATIC Logon
(for PCS 7 V7.x)

® Creating the user groups for SIMATIC Logon in accordance with the planned distribution
of roles

Reference
You can find more information on the topic of "User rights" in the "SIMATIC Process Control
System PCS 7 PC Configuration and Authorization"
(http://support.automation.siemens.com/WW/view/en/68157327) manual.

3.3.9 License management

Introduction

A process for managing evidence of the existing licenses should be defined for all stages in
the lifecycle of a PCS 7 plant. This management should cover all the licenses used in a
plant. The following points must be taken into account:

e Storage location

® Person responsible

® Access

® Procedure in the event of loss or fault with a license

The serial number of each individual license should be listed in addition to the description
and order number so that the license documents can be clearly matched with the licenses
that are installed.

Use a defined station, e.g. the ES, in order to manage all license packages ordered centrally
with the "Automation License Manager" program.
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Procedure

1. Open the Automation License Manager on a PC station. Access protection is switched off

as standard.

2. Connect all computers permanently via the "Connect computers" function.

3. Transfer all required license packages from the license disk or the license USB stick from
PCS 7 V7.1 to the partitions provided for this.

Note

Managing the Automation License Manager and a description of the possible license types
can be found in the "SIMATIC Process Control System PCS 7 PC Configuration and
Authorization" (http://support.automation.siemens.com/WW/view/en/68157327) manual.

Reserves

There should be an overview of all licenses in use with the current reserves during the entire

lifecycle of a PCS 7 plant.

Attention must be paid in particular to the reserves where the number is limited:

Components

Licensing levels

Remark

Engineering system (ES)

250 to unlimited PO

Number of configurable process
objects (PO) in the CFC

Operator stations (OS)

250 to 8500 PO

PO per OS server

Automation system (AS)

100 to 3000 PO

PO per AS (depending on the
CPU type)

OS server)

Archiving (archive server and

<512 to 8x5000 tags

Archive tags

SIMATIC BATCH stations
(batch processes)

1 to unlimited unit(s)

Units

control)

Route Control stations (route

10 to 300 routes

Number of activated routes in
process mode

Maintenance station

128 to unlimited tags

Number of hardware
components monitored

PDM

4 to unlimited tags

Number of configurable devices

SIMATIC PCS 7 BOX

250 to 2000 PO

Process objects (PO)
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3.4 Administration tasks

3.4.1 Tools for PC administration

Microsoft Management Console (MMC)

You can add the computer management for each PC station as a "Snap-In" in a Microsoft
Management Console arranged by you. This allows you to manage all PC stations centrally
from one computer (e.g. ES). For example you can check the event displays for all stations
or add new users to all stations.

Further information on MMC can be found in the "Step-by-Step Guide to the Microsoft
Management Console” (http://technet.microsoft.com/en-us/library/bb742442.aspx).

SIMATIC Diagnose Tool (SDT)

The SIMATIC Diagnose Tool provides you with the option of compiling diagnostics and
system information. It gathers the information from a local computer or via remote access
from multiple computers which can be reached via the network and files it scanned uniformly
as a ZIP file for each computer.

You can find additional information on SDT in the FAQ "How do you use the "SIMATIC
Diagnostics Tool" (SDT2012) to collect diagnostics and system data?"
(http://support.automation.siemens.com/DE/view/en/65976202).

Expanded diagnostics for PCS 7 plants

The diagnostics available within the framework of PCS 7 plants should be collected and
evaluated using preventive measures. Automated and uniform diagnostics are required to
increase the quality of the diagnostics results and for comparison purposes.

Further information on this can be found in the document "How are uniform diagnostics
completed for PCS 7 and WinCC plants?”
(http://support.automation.siemens.com/DE/view/en/48698507).

Increased availability as part of Lifecycle agreements

Complete the configuration steps found in the "Diagnostics Configuration" section in the
document "Expanded Diagnostics in PCS 7 and WinCC Plants"
(http://support.automation.siemens.com/DE/view/en/48698507).
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3.4.2 Documentation and inventories

Introduction

Once the installation is complete, document the actual status of the PC stations and of the
software products in use. Determine the deviation from the setpoint separately.

The existing project documents, e.g. the plant overview plan, the network plan and the
network address list should be controlled accordingly and updated as applicable.

Installation data storage media

A process for managing installation data storage media should be defined for all stages in
the lifecycle of a PCS 7 plant. Among others the following points should be taken into
account:

® Are there installation data storage media available for all software components?
® Who is responsible for maintaining the installation data storage media?

® Are the installation data storage media up-to-date?

® Where and how are the installation data storage media stored?

® How is access to the installation data storage media regulated?

In this regard all installation data storage media of all types must be considered that are
required e.g. to reinstall software products or libraries.

Backups
Images are often created when PCs are installed in order to have restore points on the one
hand in the event that faults occur later on in the installation, and so that any reinstallation
can be completed more efficiently on the other.
Attention must be paid to the following points when managing images:
® Secure storage location
® Detailed description for each image

Recommendations

® Export a list of the SIMATIC software installed for each PC station. The list is created
automatically by the SIMATIC Diagnose Tool.

® Export a list of the licenses installed for each PC station via the Automation License
Manager.

® Use the export function of the Windows own system information program (msinfo32.exe)
to determine the existing hardware and software installation.
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This section describes how to create a PCS 7 project as a so-called multiproject on the
Engineering Station (ES). The description is based on the hardware architecture established
in the previous section:

E

x b I.p' - f il T
e N =) ., e .
CLIENTM c CL!ENT02 LI ENTO3 _ CLIENT{M
l TCP/IP l
SERVERAA Seriell | TCPIIP ‘ ——

ISO/Industrial Ethernet

AS 4174 AS 417-4H

geeoe LLoLd g
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4.1

Introduction

General configuration rules

Before you create your own multiproject, you should be familiar with these important rules.
This will help you to avoid carrying out certain tasks twice.

Central configuration

Archiving

The entire configuration is performed on the ES in PCS 7 before the OS projects are loaded
to the respective PCs.

Note

You can find information about distributing the configuration work across multiple
engineering stations in the "Sharing out configuration work (Page 85)" section.

Do not forget to archive the overall project along with the individual projects on a regular
basis via the SIMATIC Manager, especially where it is being worked on by multiple
individuals.

Master data library

Use the master data library for the complete multiproject and ensure that all project
engineers use the blocks and process tag types from this library.

Multilingual capability

46

SIMATIC PCS 7 provides a large number of settings for texts and languages. The following
application example provides a detailed description of how these are configured, adapted or
amended:

e Configuring texts and languages in SIMATIC PCS 7
(http://support.automation.siemens.com/\WW/view/en/56248153)
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Time synchronization

Time synchronization is critically important for the interrupt and tag logging system. Make
sure that only one (redundant) time server is active in the running system and that all
stations (PCs and CPUs) use the correct time. In PCS 7 V7.0 and above the CPU always
uses Coordinated Universal Time (UTC).

For information on time synchronization see the following manuals:

e "PCS 7 time synchronization"
(http://support.automation.siemens.com/\WW/view/en/75734232)

e "SIMATIC Process Control System PCS 7 Operator Station"
(http://support.automation.siemens.com/WW/view/en/68157026)

Special characters

Using special characters (spaces, % . '\ ? * : § €) is generally not recommended in PCS 7 for
names such as tag and archive tag names. Project names and image names may only
contain ASCII characters.

The following chart shows which additional characters are not permitted for the components

in PCS 7:

Components lllegal characters

Hierarchy folder "IN %

Names for WinCC projects 1?2+ =/\N@ T % []1{} <> space
AS/OS connection names L1 ?"'\* % space

The characters [“1[.1[ % 1[\I[*1[?11[:]I[spaces] within a name are converted to the
substitute character [ $ ] when you compile an OS. The ES separator [\ ] is converted to the
[ /] character.

Example

If, for example, you assign the name "TICA:1" for a CFC chart (this becomes "TICA$1" on
the OS) and use the name "TICA*1" for another CFC chart, (also becomes "TICA$1"), you
will receive an error message with the OS compilation of the second chart because the chart
name already exists.
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4.2 Required settings in the SIMATIC Manager

Introduction

Before creating a multiproject, you should check the default settings of the SIMATIC
Manager and adapt them to your requirements. The defaults settings can be edited in the
SIMATIC Manager under "Options > Settings...".

The online help is available in every dialog to provide you with an exact description of the
optional settings. Practical settings which can make configuration work easier are listed
below.

General
Set the storage location for projects to a directory in a data partition.
If you use another project path, you need to set the necessary access rights using the
"SimaticRights.exe" application. The "SimaticRights.exe" application can be found on DVD 2
"Process Control System SIMATIC PCS 7" under
"Additional_Products\SimaticRights\SimaticRights.exe".

Language

Once the country language has been set you can determine whether the I/O address
concept for the multiproject to be created should be based on German (e.g. AW512) or
English (e.g. QW512).

Compendium Part A - Configuration Guidelines (V7.1/V8.0)
48 Configuration Manual, 11/2013, A5E02779220-02



Creating and managing a PCS 7 project

Archiving

4.2 Required settings in the SIMATIC Manager

Set both paths for archiving and retrieving to your chosen directory. The "PKZip" archiving
program is the default setting for archiving a multiproject. You also need to set the "Archive
spanning diskettes" option to "No" in the "Configure" dialog to shorten the archiving process.

Customize x|
Language I General I Date and Time of Day | Wi |
Columinz I Wizards I Meszage numbers Archiving

Erefered Archiving Program: ~ Uptians
IPKZiF' 12.4 % zip) j Corfiguring... | [T Check options

— &rchive Directary during ¥ Check target directory

Lrchiving: WV Use on retriesal
ID:'\.F‘ES?_P'rDiE::t Browse... | ;
¥ Generate archive path
automatically
Betrieving: v Usge W Create new archive
- name if names conflict
ID:\F‘ES?_P‘rme::t Browse... |

Carnicel Help

Message numbers

In PCS 7 V6.1 and above the "Assign CPU-oriented unique message numbers" option is the

default setting. This ensures that S7 programs are copied without changes being made to
the message numbers.
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4.3 Creating the multiproject

Division into individual projects for multiproject engineering

Dividing the multiproject into functional units is recommended in principle in PCS 7 (e.g. one
project per unit). This setup provides the maximum flexibility during the configuration and
commissioning phase. This applies in particular to automation systems (AS). This way the
project engineer responsible for one or more automation systems (AS) can e.qg. display the
appropriate project from the multiproject and configure this separately.
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Procedure

4.3 Creating the multiproject

The multiproject ("Comp_MP" in the following example) should consist of the following parts:
® Project "01_PLANT_A" for a unit consisting of fault-tolerant AS

® Project "02_PLANT_B" for a unit consisting of standard AS

® Project "25_ES" for one or more engineering stations

® Project "20_0OS" for the redundant OS server pair and an OS client

® Project "21_CL", for OS clients of the same type as typical operator stations

e Master data library "Comp_Lib"

The division of the multiproject into various projects is defined by technological and local
conditions, as well as by project specifications such as the number of project engineers or
the allocation of responsibilities.

Note

A redundant OS server pair must always be created in the same project. Referenced
operator stations must be created in the same project as the reference.

Detailed information on distributed engineering can be found in the document "PCS 7
Multiproject/Multi-user Engineering"
(http://support.automation.siemens.com/WW/view/en/22258951).

The following steps show how to create the project "Comp_MP" for the first automation
system and the standard library:

1. Select the "New Project Wizard" command in the "File" menu in SIMATIC Manager.
The PCS 7 Wizard executes.
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2. Select a 417-H system in the second dialog box that appears. You can enter an order
number (MLFB) using the "Search" button.

PCS 7 Wizard: "New Project” x|

Which CPU are you uzing in your project? 2 (4]

Eind | Bundles: 1.9

Bundle: MLFE | Description -
BESVERE-"MI3-1CO" E-STAMD: & z

CPU:

A5417-4-2H V4.5 ACTO0A R; URZ-H; CPA431EX20; 10 m spne mor
BES7656-"M33-1GD" E-5TAND:5 ~AS5417-4-2H V4.5; DC10A; LIR2-H; CP443-1EX20; 10 m sync modul
BES7E5E-"N331CD" E-STAND:S AS417-42H V4.5; AC104 R; URZH; CP443-1EX20; 10 m sy moc
BES7E5E-"N331GD" E-STAND:S AS417-4-2H V4.5; DC10A; UR2H; CP443-1EX20; 10 m syrc: modul_
BES7B56-"M33-1CC" E-STAND:S  AS417-4-2H V4.5; AC104 R; URZH; CP 443-1EX20: 10 m sync mos
BES7656-"M33-1GC" E-STAND:S AS417-4-2H V4.5; DC104; UR2-H; CP 443-1EX20: 10 m syns modu
BES7ESE-"N331CC* E-STAND:G AS417-42H V4.5; AC104 R; URZH; CP 443-1EX20; 10 m sync mos
BES7E56-"N331GL” E-STAND'S AS417-4-2H V4.5; DC10A; URZH; CP 443-1EX20: 10 m syne m.:jij
L4

FE T KEL IS A T AR AV ddT 4 R T ACHAA T LIS e lI-"h ArLaaA 4A

1

Murnber of communication modules: |1 vI CP 443-5%7F.0

Freview > |
Back | Mext I Firzh | Cancel | Help
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4.3 Creating the multiproject

3. Deactivate the possible OS objects in the third dialog box. This project component is
created in a step described later in this guide.

x
| Which objects are you still using? 3[4
Plant hierarchy : A5 objects

Mumber of levels: IM vI v CFC chart
¥ SFC chart
05 objects :
[~ PCS705 {5 Single station system
[T SIMATIC BATCH £ Multiple station system
[” Route Cotral ) fuliple station system redundart
[~ OpenPCST

Presview »»» |
Back. | et I Firnzh Cancel | Help |
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4.3 Creating the multiproject

4. Adapt the project name and the storage location (path) in the fourth window. The project
name matches the directory name.

PCS 7 Wizard: "Mew Project” x|

@ Where do you want to store the multiproject? 44
Directary narme: The following objects will be created:
IEDmp M ultiproject; Comp_kP

Froject: Comp_Prj

M azter data library: Comp_LIE

Storage location [path]:

[:\PCSY_Praoject Browse

Ayailable directariesz and files:

Fresview |
Back = | Finizh I Cancel | Help |

5. Click "Make".
The multiproject "Comp_MP" is created and opened in the SIMATIC Manager.
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4.3 Creating the multiproject

6. Change the project name "Comp_Prj" of plant A to "01_Plant_A".

_SIMATIE Manager - [Comp_MP {Component view) -- D

EFile Edit Insert PLC Miew Options ‘Window Help

MPCST_Project,Comp_MPYComp_MP]

D@ |8t b B

3 258 - EE

= | & |[ <NoFiter>

B @ Eu:ump MF'
= A

=l @ ﬂ51 H
- [@ CPU 417-4 H(O)
- [@ CPU 417-4 H[1)
+-Ji CP 443-1(0)
+-J CP 443-1(1)
: CP 4435 Ext
i CP 4435 Eu1)

[ {:| Shared Declarations

+-§% Comp_Lib

Object name

| Symbaolic name |

[Ellasi_H

|:| Shared Declarations
B8 eRoFBUSIO)

BB EROFIBUSH]

Note

Project names for multiprojects and projects can be assigned freely. At Windows level,
PCS 7 automatically creates the path where the data is to be stored. The path name may
differ from the project name (shortened to eight characters). As PCS 7 data is only edited
in the SIMATIC Manager, this path name is of no consequence to the user.
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56

7. Change the name of "SIMATIC H station (1)" to "AS1_H".
8. Change the name of the S7 program of the station "AS1_H" (e.g. to "S7-ProgAS1").

_SIMATIE Manager - [Comp_MP {Component view) —-

File Edit Insert PLC ‘Wiew Options ‘Window Help

D:,PCST_Project’,Co =10l x|

=181 %]

D |88 & B2 e

?%|EE¥EEEE%|“<NDFME[> jV‘g|%

@ Comp_MP
=-Ep 01_Plant_4
= W A51_H
CPU 417-4 H{O)
- |8 CPU 417-4 H[1)
-l CP 443-1(0)
=l CP 443101
i CP 4435 Ex(0)
LB CP 4435 Ext[1]
D Shared Declarations
B 02_Plant_B
B 2005
B 21 _[CL
B 25 ES
F- @ Comp_Lib

- E-E- -

Press F1 to get Help.

(z7] 57-Frogasl

Ej Conrections

|PC irternal {local) 4

Note

Assigning unique names to the S7 program files of different automation stations is
recommended. S7 program names may not contain any blanks.
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Language of the display devices

4.3 Creating the multiproject

Check that the "Language of the display devices" setting is set uniformly across all projects
for the entire multiproject. This setting is used to select the languages that are used for the
OS configuration. This must be done before the first compilation of projects that contain an
OS server so that the texts will be created in all languages on the OS.

To check the settings, select the respective project and then the "Options > Language for
Display Devices" command.

The project "01_Plant_AS" has been created via the multiproject Wizard and therefore
automatically contains the five PCS 7 standard languages. Only the relevant installation
language is generally entered for new projects to be added.

Add/Delete Language, Set Default Language : 01_Plank_&

Arvallable Languages:

Afk aans il
#lbarsan

Azeri [Cwillic)

Azeri [Latin)

Basgus

Belarusian

Bosmian [Cwille, Bosnia and Herzey
Boznian [Latin, Boznia and Herzeg
Bulgaian

Catalan

Chinese HonaKona SARY =

Default Langusge
German [Gemany]

Inztalled Languanes in Project:

Englsh [Urated Statez)
French [France)
Gesrnan (Germary)
2 | |Ikakan ([taly)
Spanish [Intemational Sort)

Set s Default |

oK spply |

Cancel

Help

Compendium Part A - Configuration Guidelines (V7.1/V8.0)
Configuration Manual, 11/2013, ASE02779220-02

57




Creating and managing a PCS 7 project
4.4 Adding additional profects

4.4 Adding additional projects

Procedure
The following steps demonstrate how to add an additional project:

1. Create a new project for Plant B. It will later contain a standard CPU.

2. Select the name "02_Plant_B" (Plant_B - name of the plant) and the storage location also
where applicable.

Mew Project ﬂ

User projects | LiI:urariesI Multipruiectsl

I arne | Starage path ﬂ
% 01 _Plant_a DePEST_ProjecthCarmp_kPAWIT_Flant

v £dd to curent multiproject [Compendium_MP)

[ ET Type:
IEIE_F'Iant_E I Project j
™| E Litram

Starage location
I D:APCSTY_Project\Comp_MP | Browse. .. I

(] 4 | Cancel | Help |

3. Create a new project for the redundant OS server pair and the associated OS client.
Select the name "20_0S" and the storage location.

4. Create a new project for the remaining OS clients. Select the name "21_CL" and the
storage location.

5. Create a new project for the ES. Select the name "25_ES" and the storage location.
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4.4 Adding additional profects

The "New Project" wizard has already generated the "Comp_Lib" master data library and
added it to the project. It should contain all blocks and process tag types in the project as a

template.

Note

A central data management in the master data library is a prerequisite for essential PCS 7
functions such as the Import Export Assistant or the automatic block update for all S7

programs in the multiproject.

Furthermore you can use the master data library to ensure that all project engineers are
working on the same database. This facilitates coordination and organization during the
configuration phase and during the later project expansions or upgrades.

Result

Once the projects are created the corresponding structure is displayed in the component

view of the SIMATIC Manager.

_SIMATIE Manager - [Comp_MP {Component view) - D:\PCST_Pro

File Edit Imsett PLC ‘View Options ‘Window Help

O |8 @ | 4 B2 | ke |

RN

Ep 25 E5
+-§® Comp_Lib

Press F1 to get Help,

M1 _Plant_a,

B 20_05
B 25 ES

10| x|
=] %]
-
i@ Comp_Lib
PC internal {local) i
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4.5

60

Adding Additional Stations

Once the projects have been created you will insert the automation systems (AS) and the PC
stations in this section in accordance with your plant layout.

Note

The network adapters for the terminal bus are not configured.

You should use the following project structure as a template for creating these:

_SIMATIE Manager - [Comp_MP {Component view) - D - | Ellil
File Edit Insett PLC Wiew Options ‘window Help =] %]
D875 | & B2 @2 =5 |2 = B 5 5] <NoFiher>
El@ Comp_MP
=8P 01_Plant_a ﬁqﬂ

-l A51_H

{:| Shared Declarations
=P 02_Plant_B

=] Aas2

{:| Shared Declarations
=8P 20_05

=& CLIENTM
- -] WinCC Appl. Client
C B WinCC Appl.

LLFR 05

& &, SERVER1B
- WlnEE.-’-'-.ppI. [Stby.)

e z‘.‘-‘ 051_StBy
=& 21C
= ELIENTIZI:Z

8
- =[] WinCC Appl. Cliert
‘ P CLoz
a B CLIENTO3
P e - CLOZ2_Ref(1]

El &, CLIENTO4

------ I CLOZ_Ref(2)
[—J-% 25 E5

...... ﬂ ES22

= @ Comp_Lib

#-(z7 57Lib

|:| Shared Declarations

Press F1 to get Help,

= [§ WinCC Appl. Cliert Ref,

- | WinCC Appl. Client Ref.

F.onfiguration  winCC Appl. CP1623

< | H
~

PC internal {local)

S
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451 Engineering Station

Procedure
The following steps show how to insert and configure an engineering Station (ES):

1. Insert a SIMATIC PC station into the project "25_ES" by selecting the project and
selecting the "Insert New Object > SIMATIC PC Station" via the context menu.

2. Rename the PC station.

The name of the PC station must match the station name in the Station Configuration
Editor, which already has the default computer name. We recommend using the Windows
computer name of the ES (for example, "ES22"). This applies to all PC stations.

A yellow arrow then appears on the ES PC station icon in the SIMATIC Manager to
indicate the capability of the ES to establish a connection to the plant bus via the "PC
internal" interface.

_SIMATIE Manager - [Comp_MP {Component yview) -- D:YPCST_Project,Comp_| =
File Edit Insert PLC ‘“iew Options ‘window Help [—|
D (87 & | % B2 g | |2 =g %0 E: E | & <NoFiter> x| 88

@8l Comp_MF fall Kenfiguration WinCL Application g CF 1613

&P O1_Plant_2

-- B 02_Plart_E

-- B 20 05

=B

. & f

: {:] Shared Declarations
F+-§®% Comp_Lib

Press F1 to get Help. |F'C internal (local) I_
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3. Select the "Computer name identical to PC station name" option in the PC station object
properties. The "Computer name" field cannot be empty as other functions such as
"Configure PC Station" need to be able to access this name.

Properties - SIMATIC PC Station il

General |Settings| En:nnfiguratin:-nl

I amne;

Froject path: 25 ESMESZZ =]
Starage location D:APCS7_PrajectyComp_MP%25_ES =
aof the projeck: =
Authar: |

D ate created: 0142242007 03:15:56 P

Lazt modified: 12/01/2008 11:12:53 Ak

Commert; =]

Computer name

[w Computer name identical o PC station name:

Cornmputer name; |E 520

Carnicel Help

Note

When asset management is used, no computer name is entered for the PC station of the
ES (yellow arrow). Detailed information is available in the section "Integrated Asset
Management (Page 313)".

4. Open the PC station in HW Config.
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5. Insert a CP1613/CP1623 for communication with the plant bus. As an option insert a
"WinCC application" so that the OS runtime can be tested on the ES using the "OS
Simulation" function.

_._'!I'nilI Copanilig - [ P2 I ..'-'I-1||r.-|lh1||:| — Z3_I'5]
B Fary DR [t BC Sew Dters Endow. ek 212) %]
D@58 %@ F° DO ¥

I,H o — bt | wfmd
O 1ER3 _‘ | Profis IP':';I_'-':!' _:I

1

F]

3 [

4 = B, SIMATIC PL Sisten =
] B 5 Ak

: # [Z1 BaTCH

: o B 2] Conbol

] User Apphcaton

=] IOPdredustred E Brasmist
H-] CP5i2

# ) CPGL2

';lli-F'1E-|3

i =
EW T L
W WE
[T et Bl R ) L

e Al [ IE Gensind

# 0] ceeERanBUs

£ = ] MM

SRR, Apphshion
vl ipmlec ston

| =]
| [smiaTIC MET CF 1m2:1mmmﬂﬂ

e

|[PE STl CH L 45 pobs; PCHE b 1500 TEP:
= UOE, ST ST H condaression, o

Press F1 o get sl I | s

=

6. Create a new subnet for your plant bus in the object properties of the CP16x3 and assign
the planned MAC address to the CP1613. Change the name of this e.g. to "Plant Bus".
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7. Activate the "Time of day" option in the "Options" tab of the CP16x3 properties dialog so
that the CP16x3 is generally capable of forwarding the time frames from and to the OS.

Properties - CP 1613 x|

Generall Azzighment  Options | Diagnn:nstic:sl

— Time-of-Dray Synchraonization

€ [aster [time zender]

' Slave [time receiver]

— Send Keepalives for Connections

¥ | Sctivate (20 seconds]

— Settings for TCF protocal
HOIS 1613 P address

Cancel Help

8. Execute the "Save and compile" command (CTRL+S).
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4.5 Adding Additional Stations

9. Transfer the configured hardware to the plant bus interface of the ES via the "PLC >

Configure..." in the context menu.

_SIMATIE Manager - [Comp_MP {Component view) - D3\ PCST_Projec

File Edit Imsett PLC Wiew Options ‘Window Help

O 87 & | & B2 g |2 &5 % | &1 || <MNoFiter>
El--@ Comp_MP Configuration WinCC Application
w-EP 01_Plant_4 CP 1613
7-£28 02_Plant_B
B 20 05
H-E2p 21_CL
-8 25 ES
E%‘? Open Object Chrh-alE+C
L Crl+x
#-{] Sha copy Chel+C
@ Comp_ L poce |+
Delete Crel

Cownload

Access Protection

c:.:.nﬁgure. 0o

Compile and Download Objects, .,

Prink

Compare. ..

Charts

SIMATIC Route Control r

SIMATIC BATCH

Rename
Object Properties...

Fz2
Alk+Return
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10.Load the configuration via the "PLC > Download..." command in the context menu in the
program.

Following a successful configuration the status and operating status of both the
configured components is displayed in the Station Configuration Editor which starts
automatically when Windows starts.

[Station Configuration Editor -[ONLINET 10 x|

Components | Diagnn:nstin:sl Configuratiaon Infn:nl

Statior;  [ES22 Mode: RUN_P

[ndes | M arme | Tupe | Ring | Statuz | BundStop | Conn | -

1 [] WinCC Applicat... WinCC Appli.. [
2z | crigiz CP 1613

[
G | | | |

[=m B B B ) I

3

10
1
12
13
14
15
16

hd
17

Mew diagnostic entry amived!

Add... | Edi.. | Delete... Finga |

Station Mame... | Impart Station .. | Dizable Station |

ak. Help |
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4.5.2 Automation system - Standard

Procedure

4.5 Adding Additional Stations

The following steps show how to insert a standard automation system (AS) into the project:

1. Insert a standard AS into the subproject "02_Plant_B" by selecting the subproject and
selecting the "Insert New Object > Preconfigured Station" command via the context

menu.
_SIMATIE Manager - [Comp_MP {Component view) — D:"-.,PESTPrtE" - O] =|
Flle Edit Insert PLC Wiew Ophions ‘Window Help - |8] x|
e 27| 4 B2 | sdm||2 %5 % (£ || < NoFiter> -
EI@ Comp_MP - @
=P 01_Plant_4 r H Cl
el AS1_H _ 452 Shared  PROFIBUS[1]  Plantbus
- B+ Shared Declarations Declarations
=&
: il AS2 Open Ohjeck ChEl+AlE+O
[ Share Chel+%
=R 20 05
1L oy (Zhr|+E
: - Paste (Zhr[
2 25 ES
E@ Comp_LIE  [Delete el
=] 57Lib
{:' % hare Inserk MNew SIMATIC 400 Skation
Mulkiprojeck SIMATIC 2300 Skation
PLC SIMATIC H Skation
o — SIMATIC PiC Skation
Feess FrokecHen Other Station
PC3 7 License Information, .. SIMATIC 55
P&IPC
Shared Declarations
A MPI
Plant Hierarchy PROFIELS
SIMATIC Rouke Control Industrial Ethernet
RTP
SUMLTLC (B TEH Foundation Fieldbus
Fleruame ) e 57 Program
Object Properties. .. Alt+Return M7 Program
Preconfigured Station. ..
05
05 (Clienk)
Shared Declarations
Batch process cel
Ruoute Control
Expands exisking projects with a preconfigured A3 or PC skation Project Docurmentation v
The PCS 7 wizard for inserting new objects runs.
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2. Using the PCS 7 wizard select your standard AS in accordance with the order number
and terminate the wizard without selecting any corresponding OS objects.

Information on running the PCS 7 wizard can be found in the section "Creating the
multiproject (Page 50)".

453 OS server

Procedure
The following steps show how to insert and configure OS servers in the project:

1. Insert a new PC station into the subproject "20_0S" by selecting the project and selecting
the "Insert New Object > Preconfigured Station" via the context menu.

The PCS 7 Wizard executes.

PCS 7 Wizard: 'Expand Project’ x|
Which CPU are you uzing in your project? 113]
CPU: Find | Bundles: ¥1.9

Bundle: | |

Murnber af cammunication modules: I - I ...........

Prewview >

Back | MHest I Fimizh | Cancel Help
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2. Click "Next" without selecting a CPU.
3. Select the "PCS 7 OS" option box and the "Multiple station system redundant" option.

PCS 7 Wizard: "Expand Project x|
[ | Which objects are you still using? 23]
Plant hierarchy : A5 ohjects ;

Mumber of levels: I vI [T CFE chart
[T SFE chart
05 objects :
¥ PCS70S " Single station system
7 SIMATIC BATCH ™ Multiple station system
™ Route Contral % tultiple station zystem redundant
I OperfEs 7
Fresvigwm > |
Back | et I Firnzh Cancel | Help |
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4. Terminate the PCS 7 wizard.

The following structure is created in the component view for project "20_0OS":

_EIMATIE Manager - [Comp_MP {Component ¥iew) - D

File Edit Insert PLC Wiew Options Window Help

=101 %]
=18 %]

D@87 & B

@ 25 [[2, 5

| &1 || < MoFiter »

¥
()

¥

El..

Press F1

B 01_Plant_a
B 02_Plant_B
B 2005
B CLIENTOT
@[ WinCC Appl. Clent
=N~
=[] WinCC Appl.
5 LA kY
=8 SERVER1E
= WinCC Appl. [Sthy.]
- :-'_";, 051_StBy
Ep 210l
Ep o5 E5
@ Comp_Lib
-{z7] S7Lib
-] Shared Declarations

ko gek Help,

U

Kaonfiguration  %WinCC appl.

¥

CP 1623

| |PC internal (local) v

5. Rename the three new PC stations. The names "SERVER1A", "SERVER1B" and
"CLIENTO1" are used in the example project "Comp_MP".

6. Change the name of the OS object of station "SERVER1A" to "OS1".
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7. Open the properties dialog of the "OS1" and click on the "Target OS and Standby OS"

tab. Enter the following settings:

— Enter the path for the target OS computer.
A shared folder with write access must be available on the target OS.

— Enter a meaningful name for the symbolic computer name.

The symbolic computer name determines the server prefix and therefore the server
data. It is decisive for the OS server-client communication. Avoid any special country-

specific characters with this.

This setting can only be entered with the initial configuration.
— Select "OS1_Stby" from the selection menu in the "Standby OS" area.

— Select the "Transfer to external archive server" check box if required.

Properties - 05: 051

General Target 05 and Standby 05 Computer

Fath ta the Target 05 Computer

W45 ERYER1ANprojecth 0515051 mop

Symbolic computer name

|F'Iants.-“—‘-.E

Standby-05

[051_5tBy

v Create/update archive tags

[ Transfer to external archive server

If target 05 computer iz identical to ES computer:

Azzign archive server

k. I Spply

Cancel |
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8. Open the properties dialog for the assigned standby OS and enter the path for the

corresponding target OS computer here as well.

9. Open the SERVER1A configuration dialog and configure the CP16x3 as a network
adapter for the plant bus in a free row. Use unique MAC addresses for this and assign a

subnet with the name "Plantbus".

Vi HW Config - [SERVER 1A {Configuration) -- 20_05]

=101 x|
B station Edk Insert PLC View Options Window Help =1&] x|
D@2 % & hedda Do R K
= a| =
BioFc :I
1 WinCC Appikation = fnd | | ni]
; SalE - Frofle:  |PCS7_¥70 =|
4 = B¢ PROFIBUS DP
3 = Bt PROFIBUS-PA
& @l SIMATIC 400
7 = .ﬂ. SIMATIC P Staticn
B il {00 BATCH
& Coritroller
@] Uses Application
=] CP-Industial Etherret
_[;| w3 CP1s12
) v &1 CP1612
=+ CPIE13
ﬂ:' 0) PC 1 swve0 5P
[# 1 IE General
Index | [| Modue Order number . | Fi... Comement = g CR-PROFIBUS
- &0 HMl
2 [ TEGE BGE1 161-38400 [VE.0.5 9] Rewte Conlial
e PROFIEUS-DP slaves for SIMATIC 57.M7. and C7 %
; [ckstributed 1ack)
R =
Press F1 to get Help. | I iy
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10.Select time of day mode in the "Options" tab of the CP16x3 properties dialog.

Properties - CP 1613 x|

Generall Azzighment  Options | Diagnn:nstic:sl

— Time-of-D'ay Synchronization

| [aster time zender]

£ Slave [time receiver]

— Send Keepalives for Connections

¥ | &ctivate (30 seconds]

— Settings for TCF protocal
HOIS 1613 1P address

Cancel Help

11.Configure SERVER1B in the same way as SERVER1A.

12.Transfer the PC station configurations from the SIMATIC Manager to both the OS servers
via the "PLC > Configure ..." command (See also Engineering Station (Page 61)).
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13.Load the configuration via the "PLC > Download..." command in the program.

The following figure illustrates the configuration of the plant bus, whereby all tasks are
performed from the central ES.

@ @ @ CPU > Configure...

4 5 6 | CPU > Download

‘Terminal bus

ES : : SERVER1A SERVER1B

i

Plant bus
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454

Introduction

Procedure

4.5 Adding Additional Stations

OS clients

By creating the stations in the project "20_0S" an OS client station has already been created
which is renamed to "CLIENTO1" in the previous section.

This OS client can be configured and started accordingly in the later configuration stages.
Furthermore the connection to OS servers already activated can also be tested.

The OS clients for the plant operator are created later once the configuration is complete in
the separate project "21_CL".

The following steps demonstrate how to create the station "CLIENT02" :

1. Copy the completed station "CLIENTO1" from project "20_0OS" to project "21_CL" and
rename it to "CLIENTO02".

2. Rename the OS client project in the SIMATIC Manager as "CL02".
3. Enter the path for the target OS in the object properties.

A shared folder with write access must be available on the target OS.

Using OS reference clients

OS reference clients are always used when all settings on several OS clients are identical.
Each configured OS client can be used as a basis for further clients. Creation and
maintenance efforts along with the project scope for operator stations are reduced
considerably as a result.

In the example project, the stations "CLIENT03" and "CLIENT04" should be identical to
station "CLIENTO02".
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The following steps demonstrate how to configure the stations "CLIENTO03" und "CLIENTO04":

1. For the number of identical clients configure a PC station for each with "WinCC Appl.
Client Ref".

[ Hw Config - CLIENTD3 _lo] x|

Station Edit Insert PLC  Wiew Opbions Window Help

D@28 5 &S 2 dda Be %8

Al cLIENTO3 (Configuration) - 21 €L - 10| x|

: Bl x|
a ||| Suchen: dat o
v 0] PC — I —fl—'l'l

Profile  [PCS7_vaD =]

{:l Archiv

&1 BATCH

{:I Controller

{:I | zer Application

;I {:I CP-lndustrial Ethernet
=1 CP-PROFIBUS

_ =00 HMI
{ _’I—I ----- d sPOSA Application

----- q winCC application

o] |on || oo | o P

WinCC Application Client
e Module od, | (Mol (el Il 4 WinCC Appl Client Fief

WWnCC Application for a WinCC Client Feference
Project

[y I AR ]

2@, SIMATIC PC Station =]

----- q winCC Application [stby) |
@0 E

1 WinCC Appl. Cliert Ref, | — 7 (o [ WinCC Appiication Ref hd
L

Press F1 to get Help. | | |
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2. Configure the OS basis and the path to the target OS computer in the object properties of
the OS project created within "WinCC Appl. Client Ref".

A shared folder with write access must be available on the target OS.

3. You can look for something suitable under the existing OS client projects in the "OS
Basis" field.

1 St IE Manager - [Comp_Mi

e Praprties - 06 client reference: CLDZ_Rel{1)

Fi= Eo .

De B e ﬂ-fﬂﬁ gy ¢ Genend I:Iﬁ-ﬁmrdumm|

= |zl Courpy_MP
+ [ O_Plart_a,
+ S 0Z_Flart B
= B 2005
=8 Fil=t
=M CLENTOZ
=[] Wik Appt Clert 0% Banss
A CLD2 CLg -
- 8 CLI#TIH | 5
5[] WnlC Aped Clet Fist
i, CL02 Rel(l)
-8, CLENTOH
[} WinlC Appl Clerk Rt
B CLO2 FRed(2]
¥ B 25 ES
= g Comg_Lib
B (& STl
] Shaned Dieclystain

Pt b the (055 laeged compuber

bACLIEMTOG

. |

Press FI to get Help, | L I | il

The station "CLIENTO03" is identical to station "CLIENTO02" in project "Comp_MP". In this
case the OS project "CL02" can be used as a basis for station "CLIENTO03". The path to the
target OS computer is set on the station "CLIENT03".

Note

If the settings for a referenced OS client change in relation to the base client, a new base
client must be created. We do not recommend making changes on the OS client computer.
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4.6

Creating the plant hierarchy

Introduction

The individual stations have been added and the configuration of the automation system has
been stored in the SIMATIC Manager component view. The plant view is used to portray the
hierarchy of the process structure in the project.

One of the first and most important tasks in a project is defining the plant hierarchy (PH). The
PH is the basis for the outward appearance of the OS runtime or for the integration of

SIMATIC BATCH.

Creating the PH

78

In the example project "Comp_MP" the PH of the AS projects is structured as shown below:

_SIMATIE Manager - [Comp_MP {Plant ¥iew) - D:\PCST_Project’,Comp - |EI|E|
Fil= Edit Imsert PLC View Options Window Help

=181

O |[8f& L R dal|lo

|[[< Mo Fiter > =l | =

-] Shared Declarations
El reactond,
(& filling
fluid_products
rnair_fluids
zolid_products
=& 02_Plant_B
-] Shared Declarations
El reactorB
bailing
destillation
extraction
B 20 05
B 21_CL
=B 25 ES
@ Comp_Lib
{:| Shared Declarations
@ Models
-- Process tag bypes

- &-E-H

Press F1 to get Help.,

Bp02_Plant_B Bpa5 5

Bpa1_cL

PiC inkernal ilocal) S
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Create a PH in the "01_Plant_A" and 02_Plant_B" projects for the two automation systems.
You can either create the individual hierarchy folders one by one or generate them
automatically using a script file in the Import/Export Assistant (IEA).

Note the following rules:

® The plant designation (HID) is composed of a block name, CFC chart name and
sometimes a hierarchy folder name. In principle the HID should be kept as short as
possible. We recommend using CFC chart names (process tag name) that are unique
throughout the project. Incorporation of the hierarchical folder names can be avoided in
the HID (see section "Make PH settings").

If the plant naming convention is to be based on additional functional factors, the
hierarchy folder names can still be integrated in the HID. The length of the HID should be
limited to ensure that it can be fully displayed in all OS editing windows. The number of
characters in the name of the hierarchy folders should not exceed this limit. Names with
characters that exceed this limit will not be fully displayed in the HID.

e The following special characters may not be used in the name of a hierarchy folder:

C-10%D0/TIVIL )

Making PH settings

1. Adapt the HID using the object properties of the PH by right-clicking on the multiproject
and then selecting "Plant Hierarchy > Settings".

Customize Plant Hierarchy

Select the project to be uzed as a template:

02_Plant B \\E5224PCS 7Projekte’\Comp MPYO2. Flanty:

2005 \WES224PCS PProjek ke Comp_MPA20 05420
21 L WWES224PCS PProjek et Comp_MPA21_CLAZT (
25 E5 “WESZ2APCS PProjek et Comp_MPAZE_ESA25 |

Cancel Help
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2. Select a subproject to serve as a template. The PH settings for the entire multiproject
should be kept the same in PCS 7.

Customize Plankt Hierarchy x|

Murnber of hierarchy levels: B -

— Lewel Setlings

Lewvel Max number  Included in "ith 05 area
of characters HID zeparator
4 =2 I = i
2 4 =2 I = -
3 24 = [ v i
4 24 = I W
5 4 = I W
E 24 = r W
7 4 = I M
5 4 = I M
Presiew: I

¥ Denive picture hisrarchy from the plant hisrarchy

[T Derive diagnostic zcreens from the plant hisrarchy

¥ [aintenance Station Standard [icense required]
| [Maintenance Station Basic [averview screens only]

{° haintenatce Station EDM [hosS disgnostics]

¥ Derive PH names from the names of the hardware components

€ Denive PH names from the comments of the hardware components

tigrate diagnostic setiings ...

Cancel Help
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e The number of hierarchy levels should remain set to eight, since for example the optional
"Derive diagnostic screens from the plant hierarchy" asset management function can
automatically create up to eight levels.

® You can use the "OS area" option to determine the level from which the PH is displayed
in the OS. The default setting is for the first level as in the example.

® The "Derive picture hierarchy from the plant hierarchy" setting is activated by default in
PCS 7. The benefit with this is that the OS picture hierarchy is fully derived from the
configured PH during the OS compilation and does not have to be configured and
maintained separately.

Making the AS assignment

The object properties of a hierarchy folder play an important role in this regard. Using the
"reactor1" folder as an example: On the "AS-OS Assignment" tab, assign the "reactor1"
folder an automation system as a technical plant from the component view. In this case the
charts from station "AS1_H" are assigned.

= it Comp_MP
= B 01_Plani_A
¥ 7] Shared Declarstuoes
=] easchon
+- i filng
+- | Had_piodacts
+ -] mar_feds
* E aobd_products
i= 8§ 02_Plani_B
-] Shared Declarsors
=] resctond
21 L

+ ﬂj Pscedariy
& % 2 ES

+- (| destilsten
= Comp_Lb

- | estrachon
2005

Eati [ fhuad_products [
Properties - Hierarchy Folder - reactorl

(gl wobd_products

Gieretal | Contiol and Moriterng Alinbutes  A5-0'5 Assignment. | 538 Type Definiion |

Assigned AS [chast foldert
|45 1_HACPU 417-4 H\STAS TH\Chants

Lipwest o] gt
AN lowes el obgects hava the selscied sssgnment.

[ ‘wiibe-puobection fof charts

Axsigned 05
|{n:a stigned:

LLowwaeat davvrad okmocts
Al lowes-deved obgechs have the selacted azsignmenl.

Help

Cancel |

Each hierarchy folder then has an AS assigned as a technical plant, unit, or function in which
the charts run after being downloaded.

All elements which you add to the hierarchy folder will be assigned to this AS. If you transfer
the selected assignments to lower-level objects, the subordinate hierarchy folders adopt the
same AS assignment. You can recognize this by the note "All lower-level objects have the
selected assignment."
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Synchronizing the PH

82

The PH of the "20_0OS" project with the two OS server stations is generated by synchronizing
the PH from the two projects for the automation systems.

To do this, use the command "Plant Hierarchy > Update in Multiproject".

Note

Additional information on this is available in the "SIMATIC Process Control System PCS 7 -
Engineering System" (http://support.automation.siemens.com/WW/view/en/68157345)
manual.

¥ Comp_MP (Plant Yiew) -- D:\PCS7Projekte’\ Comp_MP.Comp_MP

=-{#&] Cormp_MF (B filling (B fluid_products
=P 01_Plant_A
-] Shared Declarations

rnair_fluids

Zut CEE3
Copy ChrlHC
Paste Zhr Y
T Delete Cel
=89 12_Planl
-] Shar  Insert Mew Object »
=] reac _ .
b Access Prokection
© Print C
Plant Hierarchy Setkings. ..
Process Tags L
2 Check Consistency
Models »
Cpen Check Log
SIMATIC Route Control »
reate/Update Block Icons. ..
SIMATIC BATCH » Dpen Block Icons Log
_ Rename Fz Change &35 Assignment. .,
@ ¢ Object Properties. .. Al+Return “hange ©S Assignment. ..
[+ 4] exfrachion Cancel Assignment. .
B 21_CL
38 75 ES Zreatef/Update Diagnoskic Screen
1 —
- @ Comp_Lib Display Diagnostic Screens Log
- Advanced Diagnoskics Settings. ..
I . | Zonfigured Chjects
Ipdate in the Multiproject. ..
lear Shortouk
Note
PCS 7 V7.0 or higher:

If e.g. the name of the hierarchy folder "reactor2" is changed in project "02_Plant_B", this
change in name automatically follows in the linked hierarchy folder of project "20_0OS".
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4.6 Creating the plant hierarchy

You need to make the OS assignment for the hierarchy folder before you can add process

pictures.

All elements which you add to the hierarchy folder will be assigned to this OS. If you transfer
the selected assignments to lower-level objects, the subordinate hierarchy folders adopt the

same OS assignment.

E i Do MP
= SR M _Flanl_&
#1-{_1] Shared Declarsbions
=1 ) reacton]
# i] filling
# Bl fusd_peodiacks
# (Rl mair_ihids
¥ (g sobd_pioducts
=8 02_Flanl_B
+-{] Shared [eclarshon:
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* (g estraction
= 8p 1005
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Al lowesJeved obgects hawe the selechad asnigrment.
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Al lowesleved objects hawe the seleched assignment.

¥ reacior
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Checking the consistency of the PH

We recommend that you check the consistency of the plant hierarchy each time you have
edited it. For this right-click on the multiproject and select the "Plant Hierarchy > Check
Consistency" command in the context menu.

The screenshot below illustrates a naming conflict relating to CFC charts which are in
different AS programs, but the same multiproject.

Check Consistency - Log x|

M aming Conflictz |

Ohbjectt... | Project / library | Path in the plant view | Plant D'ezignation
[ D1_Plant_& [MSESZ2N..  reactordfilingWRav1003  RaAMT1003
[ 02_Plant_B [MSESZ22h..  reactorBfilingWRAWI003  RAMTO03

1 |

i
Close | Frint... | Help |

In the check log, all objects are displayed with their symbol, project name, and, if they exist,
the paths of the plant view and the component view.

Note

We recommend that the consistency check is always performed for the entire multiproject,
which will entail additional checks.

Additional information on this is available in the "SIMATIC Process Control System PCS 7
Engineering System" (http://support.automation.siemens.com/WW/view/en/68157345)
manual or via the Help button in the log.

You can display the log without running the check again, via "Options > Plant Hierarchy >
Open Check Log" command.
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4.7 Sharing out configuration work

Introduction

Engineering management within a multiproject without any division of labor is a standard
practice.

However, if the goal is to shorten the configuration time by working in parallel, as of PCS 7
Version 7.0 SP1 the question of the most suitable method arises, because multi-user
engineering has now been introduced as well as multiproject engineering.

Multiproject engineering

Individual projects can be allocated to distributed engineering stations for rapid and flexible
AS configuration. PCS 7 offers the appropriate system functions for managing, distributing
and merging the projects. Projects can be separated from the multiproject in order for them
to be processed on other engineering stations, e.g. in an office environment. Once they have
been processed these projects are reintegrated into the central multiproject of the plant.

Note

Further information can be found in the "SIMATIC Process Control System PCS 7
Engineering System" (http://support.automation.siemens.com/WW/view/en/68157 345)
manual and in the "PCS 7 Multiproject / Multi-user Engineering”
(http://support.automation.siemens.com/WW/view/en/22258951) programming manual.

Multiproject engineering with SIMATIC BATCH

Information on multiproject engineering with SIMATIC BATCH can be found in the following
documents:

e Multiproject engineering with SIMATIC BATCH
(http://support.automation.siemens.com/\WW/view/en/23785345)

e SIMATIC Process Control System PCS 7 SIMATIC BATCH
(http://support.automation.siemens.com/WW/view/en/68154748)
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Multi-user engineering

86

In addition to multiproject engineering, PCS 7 as of Version 7.0 SP1 also offers the
possibility of working parallel on the same user program (CFC/SFC of an AS project). In this
case the specific project can remain at its storage location. The multiproject is filed on the
central engineering station. Using a Windows server operating system on the engineering
server is recommended for performance reasons. The individual projects from multiple
engineering stations are opened and processed via a network.

Parallel working on a project via a combined network is restricted to CFC and SFC. Specific
improvements were implemented in CFC and SFC, including failsafe functions to safeguard
system integrity and data consistency when several users access the same data at the same
time.

Note

Additional information on this is available in the "SIMATIC Process Control System PCS 7
Engineering System" (http://support.automation.siemens.com/WW/view/en/68157 345)
manual.
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Introduction

5.1

This section describes the settings in the hardware configuration (HW Config) of the example
project ("Comp_MP").

The screenshots provide an overview of the properties of an H system with CPU 417-4H and
CP 443-1/CP 443-5 Ext as well as of a standard AS with CPU 417-4 and

CP 443-1/CP 443-5 Ext. The properties dialogs of other CPUs or CPs may be slightly
different.

Note the following when using SIMATIC PDM in the project:

S7-400 CPUs as of firmware version 5.1 support data record routing. The CPUs must also
be configured with this firmware version for this purpose. For all other CPUs, the required
routing functions must be implemented with a CP 443-5 Ext.

General CPU settings (H system and standard AS)

PCS 7 features optimized default settings for a CPU so that only a few parameters need to
be set for a given project.

Detailed information on the parameters can be found in the HW Config online help. Special
contexts for PCS 7 are explained in greater detail in the following sub-sections. These
subsections also contain relevant recommendations, the parameters to be left at their default
settings, and the parameters you may need to adapt to your particular project.

CPU parameters highlighted in blue can be changed during operation on an H system. Al
special information for the CPU settings in the H system is given in the section titled "Special
settings for an H system".

The following settings are made in the object properties of the CPU in HW Config.
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5.1.1 Startup

The parameters relating to the CPU startup characteristics can be checked on the "Startup”
tab. We recommend that you retain the default settings.

Properties - CPU 417-4 H - (RO/53) 5[
| Time-of-Dray [nterupts | Cyclic [nterrupts I Diagnostics/Clock I Pratection I H Parameters
[ General Startup | Cycle/Clock, bMemaony I Fetentive Memonm I b ermor I [Rterrupts
1

[v Startup if preset configuration does not match actual configuration

! ¥ | Bleset outputs at haot restart

¥ | Dizable hat restart by operaton [fon example, fram PE]
ar commurization [ob [fon example, fom ME stations);

— Startup after Power On

| 071 Hiot restart % A restart " Cold restart

— Monitoning Time for
I "Finizhed" meszage from modules [100 ma); Ba0
Tranzfer of parameters to modules [100 ms]; EO0

Hut: restart [ 100 mz];

i

Cancel Help

This relates particularly to the enabled setting for "Warm restart." In this case, the current
process parameters are not reset to their initial values.

Another factor that plays a role in terms of startup characteristics is the fact that a PCS 7 AS
is always equipped with a backup battery and a RAM memory card.
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5.1.2 Cycle/Clock Memory
Settings on the "Cycle/Clock Memory" tab:
Properties - CPU 417-4 H - (R0,/53) x|
Time-of-D ay [ntermupts | Cyclic Interrupts | Diagnoztice/Clock, I Pratectian I H Parameters
General I Startup CycleClack Memary | Retentive Memaory I b ernony I Intermptz
— Cycle

¥ Update OB1 process image cyclically

Scan cucle monitoning time [ms]; G000
kinimum zcan cycle time [mz];
Scan cucle load fram communication [%]; 20

Size of the process-image input area 2074

Size of the processz-image output area 072

il

0B25 - call up at 140 access eror: IEInIy for incoming and outgoing errors j

— Clack Memaony
[ Clock memony

:

ki emany Bute:

Cancel Help

Scan cycle monitoring time

The scan cycle monitoring time should not be changed from the default value of '6000 ms'
for PCS 7 projects to ensure the effectiveness of CPU performance monitoring and the
emergency stop (shutdown prevention).
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Size of the process image of the inputs/outputs

The size of the process image of the inputs/outputs depends on the 1/O address space
needed for the process signals. Adapt both values using the signal list from the plant
planning where the default size set is not adequate. Factor in appropriate reserves where a
standard AS is used and you wish to expand your plant while in operation. For H systems,
the parameters highlighted in blue can be changed during operation.

Note that when you adjust the values, the amount of usable work memory for code or data
blocks changes.

Note

A process image with the size of 1000 I/O bytes takes up 12 KBytes in the work memory. 20
KBytes are taken up in CPU firmware V6 and above.

You can see an overview of the 1/O address space currently in use under the HW Config
menu command "View > Address Overview...". The highest address for inputs or outputs
listed (without diagnostic addresses) must be within the configured size of the process
image.

The process image is required for the PCS 7 configuration because all channel blocks
access a symbolic address from the process image and do not work with direct I/O access.

5.1.3 Process image partitions (PIP)

Using process image partitions

Note

The settings below are not required for fail-safe applications, as no process image partitions
are used in them (see also "Compendium Part B - Process Safety").

The process image is generally updated by calling the OB1 (default setting). When process
image partitions are used, they are updated by calling the respective associated cyclic
interrupt OB.
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As a rule, we recommend the use of process image partitions for PCS 7. Otherwise, "non-
constant time response" will occur as a result of the free cycle of OB 1. This means that the
process values are not processed and updated reliably in a temporal context. The graphic
below is designed to illustrate this:

0OB35
(100ms)

OB33
(500ms)

OB1

>
N x 500ms (N+1) x 500ms (N+1) x 500ms

@ If no process image partition is configured for OB 35 (the process image is updated in
OB 1 only), OB 35 is executed three times with the "old" process values, without
having direct influence on the process.

Configuration is performed in the following two steps:

1. CPU properties:
Assign one of up to 15 free process image partitions to a cyclic interrupt OB
(e.g. OB 35 - 100 ms)

2. Module properties:
Assign the module addresses to a process image partition and thereby to the desired
cyclic interrupt OB

The process image partition is automatically updated by the cyclic interrupt OB to which it
was assigned.
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This ensures that the inputs really are read at the start of a cyclic interrupt OB (for example,
a controller is processed) and also that the outputs are written in accordance with the cycle
(input — process — output: IPO).

0

OB35
OBt
>

0 100 t
[ms]

@ = Process image partition PIPx

Note

You can find background information about the relationship between process images and
process image partitions in the "SIMATIC Process Control System PCS 7 Engineering
System" (http://support.automation.siemens.com/WW/view/en/68157345) manual, in the
section "Setting the process image".

If redundant 10 modules are used, TPAs must be used.
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5.1.4 Cyclic interrupts

The following image shows the settings for cyclic interrupts:

Properties - CPU 417-4 H - (RD/53) [ x|

General | Startup I Cycle/Clock Memaory I Retentive Memaorny I Memaory | Intemipts
Time-of-Day Intemupts Cyclic Intemupts | Diagnostics./Clock I Protection I H Parameters
Pricirity Execition Phase offaat Unit Process image partition
oBan: [7 | 5000 b s =] |- =l
DB31: IB_ IW Il}— Ims j IP'IF"I j
oB2 [8 [0 b ] [ =l [Pz =]
O N o S |
O N N o B |
0B35: [12 | 100 b ] ve | A
o 5 B B Al =
o e | B B mE[ =
oBag: [15 [0 | b [ms =l [~ ~
oK Cancel Help

"Execution” column

The executions for the 9 cyclic interrupts can be used directly in most processes. They also
have the option of defining their own execution times.

The following process control distribution is a typical example for a PCS 7 plant:
e Main process with 500 ms or 1000 ms.
® Slower processes (2 s)

e Some fast processes (50 ms or 100 ms)
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"Process image partition" column

You have the option of selecting a separate process image partition for each cyclic interrupt
used in order to guarantee a fast signal update with the CPU at full load.

"Priority" and "Phase offset" columns

The "Priority" column should not be changed for standard applications.

With several cyclic interrupt OBs that are to be called at the same time, we recommend
setting a phase offset for OBs with lower priority. For example, OB 38 to OB 32 are called in
sequence at 1,000 ms. The execution time of the cyclic interrupts can be distributed beyond
the cycle using the phase offset. The table below shows the parameter assignments for the
example:

Cyclic interrupt OB Execution (processing portion) Phase offset

OB 32 1000 ms (150 ms) 100 ms (>70+20)
OB 33 500 ms (70 ms) 30 ms (>20)

OB 34 200 ms (20 ms) 0

5.1.5 Memory

Local data (priority classes)

94

Local data is derived from the declaration section of the logic blocks and stored centrally in
the local data storage area. The need for local data increases where new block types are
installed in charts.

On the "Memory" tab, you can define the local data size in the work memory for each
individual OB. This value must always be beyond the particular local data requirement.

Each cyclic interrupt OB is assigned a local data size by means of its priority. With this for
example OB 30 has priority 7 and OB 38 priority 15. The default setting is 1024 bytes for
each cyclic interrupt OB which is adequate for typical quantities of block types. A check is
made when compiling the charts during the engineering phase as to whether a warning
threshold has been crossed (with a default setting of 90%).
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Configuration of the hardware (AS and 1/O)

5.1 General CPU settings (H system and standard AS)

If the warning threshold is crossed through importing new block types in complex processes,
first of all increase the maximum size of the local data area (which has a default setting of
32768) and then maximize the local data for the priority classes used.

Properties - CPU 417-4 H - (RO/53) ﬂ
Time-of-Dray [nterupts I Cyclic [nterrupts I Diaghostics/Clock, I Pratection | H Parameters I
General I Startup I Cycle/Clock Memaony I Retentive Memaon M ermnary | |nterrupts

— Lacal Data [Priority Clazzes)

1 7 [1024 13 [1024 191024 25[102a
2 [tozs 2 [1024 142 aofioe | 28 [1024
3[toze a0z 15 1024 21 [z | 27 [ioze
4[24 101024 16 [1024 22 1024 28 [1o2e
5[1oza | 11 [10z4 17 [1024 23 [1o24 | 23foze
61024 12 [1024 12 [1024 24 [1024

Azzigned 29696 Butes of max. IEE?EE

— Communication Besources

b aRirum communication jobs |24EIEI

Cancel Help

It is also important to set the priorities 24 to 28 to a value of 1,024. These contain OB 100
and the asynchronous error OBs.
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Configuration of the hardware (AS and 1/0O)

5.1 General CPU settings (H system and standard AS)

Checking the local data requirement

Use the CFC editor to compare the local data requirement and amount in the CPU. Use the
"Options > Chart > Chart Reference Data" command to open the editor in which the "Local
Data" can be viewed. An OB configured too low is shown in red in this view.

Displar Chart Reference Data - [S7-ProgasZ {Local Data) - - |I:I|5|

B8 Reference Data Edit Wiew Window  Help =] x|
=8| 858 & =|s @ EE EE bl BB M

OB | Priority class | Local data requ... | Offline configured | Cnline configured |
L =5 R 1 A0 w24 . [
op1O0 27 714 1024 ?

oB121 O 238 - -

op122 0O 238 - -

op32 a G504 1024 ?

OR35S 12 518 1024 ?

oB20 26 714 1024 7

B3l 23 714 1024 ?

opg2 23 714 1024 ?

oBp33 23 714 1024 ?

oB24 25 714 1024 7

R3S 23 714 1024 ?

OB3G 23 714 1024 ?

op3a 28 714 1024 ?
Press F1 for help. 14 ling(s) | LM | S

The maximum amount of local data depends on the CPU; for example, it is 65,536 for CPU
417-4HT14-0ABO0 (V4.5).

Communication resources

The maximum number of communication jobs also depends on the CPU and roughly
corresponds to the maximum number of process objects (POs) for an AS.

A CPU 417-4HT14-0ABO0 (V4.5) can e.g. manage a maximum of 10,000 communication
jobs. Block instances from BSEND, BRCV, ALARM, ALARM_8, ALARM_8P, NOTIFY, and
AR_SEND, for example, always need one communication job.

With this CPU the default setting is for 2400 communication jobs which is adequate for
typical quantities of block instances. A check is made when compiling the charts during the
engineering phase as to whether a warning threshold has been crossed (with a default
setting of 90%).
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Configuration of the hardware (AS and 1/O)

5.1 General CPU settings (H system and standard AS)

Checking communication resources

Use the CFC editor to see the number of communication resources in the CPU. Use the
"Options > Chart > Chart Reference Data" command to open the editor in which the
"Statistics" can be viewed.

Di5|:|nla|1_.r Chart Reference Data - [S7-Pr - |EI|5|

B8 Reference Data  Edit Yiew ‘Window  Help =] x|

28 EORBEE D NEE-QE 1|7

=-CFC R
- Charts [53]

= E-.II:u:k instances [219]

~.of which are OCM-capable [99]

7 which are relevant for communication jobs [177]
=-Block types [19]

-Fhs [14]

- Block 1f0s [B407]

- Interconnections [439] _|;|
4| | 5

Press F1 For help, |26 limel=) ;

5.1.6 Diagnostics/clock

Time synchronization

For process data to be compatible for evaluation, all components of the process control
system must work with the same time of day so that messages - regardless of the time zone
in which they are generated — can be assigned correctly in terms of temporal sequence. This
usually involves an OS server or an external time-of-day master ("SICLOCK" central plant
clock) taking on the role of the time master. All other operator stations and automation
systems on the plant bus then have the time from this master and, therefore, identical time.

As a result the synchronization type is set to: "As slave" for each AS in a time-synchronized
PCS 7 plant in the SIMATIC mode.
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Configuration of the hardware (AS and 1/0O)
5.1 General CPU settings (H system and standard AS)

Activate time synchronization in the CPU from the "Diagnostics/Clock" tab.

Properties - CPU 417-4 H - (RO/53) il

General I Startup I Cycle/Clock Memany | Fetentive Memaon I ko I Interrupts I
Time-of-Day Intemupts I Cyclic Interupts Diagnoztics/Clock I Pratection I H Parameters

— System Diaghostics
™ Estended furictions

¥ Feport cause of STOP

[T acknowledgment-tiggered reparting of SFE33-35

Murnber of mezzages in the diagnostic buffer: W
— Clock
Synchronization Synchronization Type Time Interval
I the PLC: [Hone =]
On MPI: I Haone j
[ b El: I MHaone j

Corection factar; IEI s

Cancel Help

Set the CPUs of the automation systems to function as time slaves. They receive the time
from the active time master on the plant bus.

Note

For the S7-400 CPU PN 1/O with integrated Ethernet interface, the configuration information
contained in the "SIMATIC Process Control System PCS 7 Time Synchronization"
(http://support.automation.siemens.com/WW/view/en/75734232) manual applies:

Sections: "How to set time synchronization on an AS for NTP mode"
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Configuration of the hardware (AS and 1/O)

5.1 General CPU settings (H system and standard AS)

Acknowledgment-triggered reporting (ATR)

With the "Acknowledgment-triggered reporting of SFB 33-35" option, it is possible to
suppress the repeated reporting of "fluttering" signals, until an acknowledgment has been
issued. This can help to make the message list clearer, as well as to take some of the strain
off the communication system.

However, we recommend that you leave ATR deactivated, for the following reasons:

It can cause the plant operator to stop acknowledging messages, even those which are
not "fluttering messages". If this is the case, the operator will not realize that the event
causing the message is recurring.

The ATR property is a property of the CPU, which must be explicitly set for each CPU. If
this property is not set to the same value for all CPUs, this can result in varying message
behavior for the operator.

The ALARM (SFB 33), ALARM_8 (SFB 34), and ALARM_8P (SFB 35) blocks then only
report a change of signal if the previous change of signal (the previous incoming
message) has been acknowledged. This property applies to all signals on these blocks,
irrespective of the "Acknowledgment required" property in PCS 7.

The setting can only be subsequently changed by performing a complete CPU download.

"Fluttering messages" which appear during commissioning or when a process tag is faulty
can also be blocked using the "Acknowledge error" OS function.
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Configuration of the hardware (AS and 1/0O)

5.2 Special settings for H systems

5.2

Special settings for H systems

The following images shows the default settings on the "H Parameters" tab:

Properties - CPU 417-4 H - (RO/53)

General I Startup I Cycle/Clock Memaony I Retentive Memaony I b ernory | |nterrupts |
Time-of-Day [nterupts I Cyclic [nterrupts I Diagroztice/Clock, I Pratection H Parameters

X

— Parameters for Expanded CPU Test
Test cycle time [min:

Reaction to Rakd /P00 comparizon ermar;

T

3
| TROUBLESHOOTING x|

— pdate the Reserve
F & number af attempts:

Cyclic interrupt OB with zpecial handling:
wfaiting time between bwo attempts [£];

b oritaring times

—

o

T

Pazzivation behaviar

Max. zoan cycle time extension [ms; s000 Calculate ..
b ax. communication delayp [mz]: |32I:":I
kaw. dizabling time far prioty clazzes > 15 [mse]: IE':":' ¥ Use orly
kin. /0 retention time [mz]: IE':I E:Ez?ted
— Redundant |10
D ata block no.: |1— and 2
IB_I,I channels

[

Cancel | Help

Parameters for the advanced CPU test

"Reaction to RAM/PAA comparison error" should remain set to the "TROUBLESHOOTING"
operating mode. The H CPU offers a function for detecting a memory error, fixing simple
memory errors, and automatically returning to the "RUN redundant" system mode.
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Configuration of the hardware (AS and 1/O)
5.2 Special settings for H systems

Update of the reserve

The reserve CPU is updated each time an H system goes from the "RUN solo mode" to
"RUN redundant" system mode. This process if often referred to as "link-up and update".

In the link-up phase, the CPU in RUN copies all blocks to the stopped CPU. In the update
phase, the data block values that have changed since copying are updated.

Note

Detailed information on linking up and updating can be found in the "SIMATIC S7-400H
Fault-tolerant Systems" (http://support.automation.siemens.com/WW/view/de/60458386)
manual.

Calculating monitoring times for updating the reserve CPU

To avoid influencing the ongoing process during the critical update phase, four monitoring
times are provided that can cancel the update phase where a monitoring time is exceeded.

A dialog box is opened via the "Calculate" button where the monitoring times are calculated
using the hardware configuration and the information on the user program. The minimum
peripheral device hold time results in all cases from the quantity of DP slaves configured.

Update Reserve: Calculation of Monitoring Times X|

— Izer program information

Time intersal of high prionity watchdog intermipt or watchdog
interrupt with zpecial handling [me]:

jury
=
[}

T 11

Rurtime of the watchdog interrupt concerned [ms];

Wwhork memony uzed for all data blocks in the user program

[Khyte] 1024

— Process data [zafety times]

b ozt critical F-5k manitaring time [ms]; rio F-5ikd

In OF master system:

| Recalculate I

— Calculated monitoring times
M aximurn scan cycle time extenzgion [rms): S0
M aximurn cormrmunication delay [ms]: 2200

M aximum dizabling time for prionty claszes = 15 [mz]:

1

Minimurn /0 retention time [mz]:

] | Cancel

I
L
e
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Configuration of the hardware (AS and 1/0O)

5.2 Special settings for H systems

Information on the user program is described in the online help.

Note

The default user program value settings (0,0,1024) provide the default monitoring times
(800ms, 2400ms, 8000ms) . These values are already optimized for typical user cases
meaning that no new calculation is required.

In the event that monitoring times which are set too low prevent redundant operation during
a plant conversion (e.g. through configured DP slaves that cannot be reached, the update
will take longer than 800 ms), the times can be increased and updated during operation.

Ascertain the length of time for the monitoring time taken when updating

Redundant I/O

102

The period for the update phase for transition to redundant operation is adhered to each time
in the CPU diagnostics buffer. Look for the following event for this:

e FEvent 7 of 3000
— Event ID 16# 7303
— H system (10f2) gone into redundant operation
— Occurred in: Master CPU in rack no.: 0
e Start-up information:
— Start with no change in system expansion
— Update monitoring time in ms: 426

In order for the H system to transition to redundant operation the monitoring time displayed
for updating must be less than the maximum inhibit time for priority classes >15.

If redundant I/O modules have been configured, ensure that the DB number set here does
not conflict with the numbers of your user DBs.

Note

Detailed information on using and configuring redundant peripheral devices can be found in
the "SIMATIC SH-400H Fault-tolerant Systems"
(http://support.automation.siemens.com/WW/view/de/60458386) manual.
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Configuration of the hardware (AS and 1/O)

5.3 Settings for CP443-1 as a plant bus interface

5.3 Settings for CP443-1 as a plant bus interface
5.3.1 CP 443-1 for plant A with H system
Introduction

Once the project has been created two CP443-1 are available in both racks of the H system
for a redundant connection of the H system (here Plant_A) to the plant bus.
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Configuration of the hardware (AS and 1/0O)
5.3 Settings for CP443-1 as a plant bus interface

Connecting the plant bus

Enter the correct MAC address for each CP and establish the connection to the plant bus.

Note

Both CP443-1 units in the H system must always be configured with different MAC
addresses.

[li3 HW Config - [AS1_H (Configuration) -- 01_Plant_a]
Eﬂ] Staktion  Edit  Insert PLC  Wiew Options window Help

D88 55| e dd B %8 e

PR ZALLH

1 UERUN b operties - CP 443-1 - (RD,/S5)

3 ii CPU 41 General I.ﬁ.ddressesl Dptiansl Time-of-Day Synchmnizatianl IP dccess F'n:ntecticnnl Diagnasticsl

Short Description; CP 4431

MAARA

Properties - Ethernet interface CP 443-1 (RO/55)

General  Parameters

B Order Mo.A fim | ¥ | Set AT address /£ use |50 pratocal
7
a M ame: MaC address:
q
— Interfface——
e [ IP protocal iz being used
12all-H ’ Gateway
: IF address: 19216801
1 PS 407~ sz S I % Do not use rauter
M etworked: Subnet mask: |255.255. 2850 r
=3 CPU 41 Uze rauter
Cormment: Address: I'I 92168.01
e L8 Subnet:
X MDA - .
IF1 LGt - it netwarked -
1| Plant bus [Part of: Plantbus —_

ﬂﬂ (0] UR2ALUH

I T -l
Slat foduls Ok |
1 PS 407 104[0)
3 CPU 417-4 HID)  [BESAVA. |
Rl EE £
At ([ s =
Press F1 to get Help.
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Configuration of the hardware (AS and 1/O)
5.3 Settings for CP443-1 as a plant bus interface

Network settings

1. "Automatic setting" is the recommended "Transmission medium/duplex" in the "Options"
area.

2. Ensure that the option "Activate fast switchover of connection" is selected.

Properties - CP 443-1 - (RD/S5) ﬂ

Generall Addresses potinnsE Time-of-Day Sunchronization | P Access F'ru:uteu:tiu:unl Diagnusticsl

— Feplace Module without PG

¥ | Save configuration data an the CRL

— Ethernet Profile for Fault-Tolerant Connections

¥ Activate fast switchover of the connections

— Indirvidual Mebwork, Settings

Tranemizzion medium/duplex: I.-'l'-.utclmatin: zetting j

—Send Keepalives for Connections

Irterval [zeconds] [value range 0-65535] 30

Cancel Help
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Configuration of the hardware (AS and 1/0O)
5.3 Settings for CP443-1 as a plant bus interface

Time synchronization
Activate time synchronization for both CPs in the SIMATIC mode.

Properties - CP 443-1 - (RD/55) ﬂ

Generall .ﬁ.ddressesl Optiong i Time-of-0ay Sonchronization I IF Access Protection Diagnnsticsl

—SIMATIC Mode
¥ Agtivate SIMATIC ime-of-day synchronization

[T Use comected time

—HTP Mode
™| dsctivate WTF time-of-day syrchronization

™| Time-of-day synchronization on the full minute

HIE semer addrezzes [[F addresses];

aadl. |

Edi.. |

[elete |

Tiime zone; I[GMT +07:00] Berin, Ber, Bruszelz, Bome, Stockhalm, Yienna j

[Ipdate intemal [seconds]; =0
[Fange af walues 10/- BE400]

Cancel Help
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Configuration of the hardware (AS and 1/O)
5.3 Settings for CP443-1 as a plant bus interface

5.3.2 CP 443-1 for plant B with standard AS

Connecting the plant bus

Enter the correct MAC address and establish the connection to the plant bus.

Note

A MAC address can only be used once on a plant bus operated with the ISO protocol.
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i HW Config - [AS2 (Configuration) — 02_Fant_B] ..im.?ﬂ,
BN Station Edt Insert PLC ¥ew Opbors  Window  Help x|
|
D28 & & B deain 22 02 |
[ oW (Pt (P41 (R0/S6) A Sl
1 J s a07 208 Faneaal | 4.4 |t | T i € eibaicdmiine: | 1B A [oror ey [TTri il [ e e e 1]
Properties - Ethernet interface CF 443-1 (R0,/56) - ﬁ M !
=
T (@cPuaiTd - Genenl Posmetes: | =
» P F St Mol addiess S e S50 protocol
B — e
IF2
o
e Padbess  [li@0r [
(0 oA e routee
] Subnsd mazk: H5.255 2550
i £ Uge ooties
11 Addregs: 15216801
=
« |
=0
Moduls
PSS 407 204
4 |@croara o ] I I
TIC 57, M7, and CT x
iy . o 2 2
X7 MeLne )
& - = ||
Press F1 b get Help.
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Configuration of the hardware (AS and 1/0O)

5.3 Settings for CP443-1 as a plant bus interface

Network settings

"Automatic setting" is the recommended "Transmission medium/duplex" in the "Options"
area.

Properties - CP 443-1 - (RO/5S6) ﬂ

Generall Addreszez  Uptions | Time-of-Day S_l,lnu:hru:unizatinnl IF Access F'ru:uteu:ti-:unl Diagnnsticsl

— Replace Module without PG

¥ | Save configuration data an the CRL

— Ethernet Profile for Fault-Tolerant Connectionz

[ Activate fast switchover of the connections

— Indirvidual Mebwork, Settings

Tranzmizzion mediurm/duples: I.-’-'-.ut:::mati:: getting j

—Send Keepalives for Connections

|ntereal [seconds] [value range 0-65535] Ell

Cancel Help

Time synchronization

Activate time synchronization in the SIMATIC mode.
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NTP mode

5.4

Introduction

5.4 Settings for CP 443-5 Ext as PROFIBUS master

S7-400 standard CPUs PN I/O with integrated Ethernet interface can only be synchronized
via NTP. The H-CPUs in FW V6 and above support both NTP as well as SIMATIC mode.

NTP mode is not yet supported by all PCS 7 components. As a result, both modes must be
used simultaneously in order to perform time synchronization with the IE bundles. If both
time servers are operated on a single PC, poor priority settings can lead to a time offset. In
this case, an effective remedy would be to use a central plant clock SICLOCK TC400 which
supports both modes.

An NTP server such as a SICLOCK or a PC is required to synchronize the time of the S7-
400IE. It only forwards the unadulterated GMT time to the connected NTP clients, with no
time zone information.

Note

You can find more information about configuration in the "PCS 7 Time Synchronization"
(http://support.automation.siemens.com/\WW/view/en/75734232) manual.

Settings for CP 443-5 Ext as PROFIBUS master

In PCS 7, each CP 443-5 Ext acting as a PROFIBUS master has its own PROFIBUS
network and its own DP master system assigned (single master system).

Two Profibus masters in each case from both racks form a redundant master system in H
systems.

The settings shown below apply to both H systems and standard systems.
Note the following when using SIMATIC PDM in the project:

The integrated DP interfaces of a S7-400 CPU also support the "Data Record Routing"
function in configured firmware version 5.1 and above, and can therefore also be used as a
fully-fledged DP master. For all CPUs with lower firmware versions the "Data Record
Routing" function must be established with a CP 443-5 Extended.
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Configuration of the hardware (AS and 1/0O)

5.4 Settings for CP 443-5 Ext as PROFIBUS master

Settings in the "General" tab

1. Open the properties dialog of the CP 443-5 Ext in HW Config.

Properties - CP 443-5 Ext - {R0O/S6) il

General I.-'-‘-.ddressesl Dperating Mn:u:lel Elptin:nnsl Diagnn:nstic:sl

Short Description: CP 4435 Ext

FROFIBLIS CP: DP master with Spnc/Freeze and redundancy, direct ;I
data exchange, constant bus cycle time, SEMDA/RECEIE interface, 57
communication, time-of-day synchronization, routing, data record routing,
DPYT . firrmware WE.0

w

Order Ma./ firmware BGEY 443-50=04-0<E0 /%60

Hame: CF 4435 Ext[0]
— Interface

Twpe: PROFIELLS

Address: 2

Metworked: Tez Froperties...
Comment;

Cancel Help

Note

Always assign address 2 to the CP 443-5 Extended as the PROFIBUS master. Address 1
should be reserved for connecting a programming device to the PROFIBUS for servicing
purposes. Address 0 is reserved for connection of the ES to the PROFIBUS.
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Configuration of the hardware (AS and 1/O)
5.4 Settings for CP 443-5 Ext as PROFIBUS master

2. Establish a connection to the PROFIBUS network. Press "New" to create a new
PROFIBUS network for each additional CP 443-5 Extended.

-_-I:HW Canfig - [AS1 {(Conliguration) — 01_Plant_&]

Bl Station Ede Insert PLC View Options  Window Help

=101 x|
=181
— 1
D@8 %@ =

Goneral I.ﬁﬂd‘&tﬂtl Dpﬂﬂlul«l'nhl ﬂm] Durml ————————— - L'

S e I oy

1 |I [ZTTRTITT I Properties - PROFIBUS interface CP 443-5 Ext (RO/S6) _#J' 3

3 |cPudiza Genel  Parameters |

psges 3]

Highest addiss: 126

Transmission rabe: 1.5 Mbps

ﬂ.‘...".]m URZALLH Redundart Subnet: FROFIBLIST

SHFHM

3 |[@ cPu 174 HD)

] Cocel | Hep |
|| N —r TICST. M7 andC7  E
xr ([ o L | = I | r‘ A
I H:S ot odul _F:;‘;_a:l I Elm 1

- T

Press F1 bo get Help,

2
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Configuration of the hardware (AS and 1/0O)

5.4 Settings for CP 443-5 Ext as PROFIBUS master

3. You can make the network settings for each PROFIBUS network.

Properties - PROFIBUS x|

General  Metwork Settings |

Highest PROFIBLIS Options... |
Address: 126 et [~ Change
Transmizsion Fate; 45 45 [31.25) Kbps ;I

93.75 Kbps

187.5 Kbps J

a00 Kbps

A khns LI
Prafile;

Standard

Univerzal [DPAFMS)

[dzer-Defined

Bus Parameters. .. |

Canicel | Help |

The default "DP" profile is suitable for most use cases, e.g. networks in line structures. A
user-defined profile is required depending on the DP slaves used or the use of optical
rings via Profibus OLM.

Set the transmission rate depending on the connected DP slaves and the length of the
PROFIBUS segment. The default transmission speed of 1.5 Mbps can be adjusted in
individual cases.
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Configuration of the hardware (AS and 1/O)

5.4 Settings for CP 443-5 Ext as PROFIBUS master

4. Use the "Options" and "Take into account the following cable configuration" buttons to
add your bus architecture to the configuration and thereby optimize the DP bus
parameters for your process.

opions x|

Cables |

[v Take into account the following cable configuration

— Copper Cable

MHurnber af repeaters: |1 Cable length: IEI.H ko
P oo

— Fiber-Optic: Cables
Mumber of OLM, OBT: 1] Cable length: 0.000 ko

[ Optical ring
| I A
[T 0Lk AET2

[T OLH AGIREEE

™| DL G200

Cancel Help
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Configuration of the hardware (AS and 1/0O)

5.4 Settings for CP 443-5 Ext as PROFIBUS master

114

5. Using the "Bus parameter" button you can check the bus parameters for the PROFIBUS
networks and adapt these as necessary once you are working with the user-defined
profile. The parameters are updated each time you add another DP slave. The default
option "Turn on cyclic distribution of the bus parameters" must be selected.

x
Buz Parameters | H F'arametersl
W Tun on cyclic distibution of the bus parameters
T zlat_Init: I 300t bit T zlat; 300 t_bit
b & T 2dr: I 1503: k_bit Tid2: 150 t_hit
Mir. Tdr: I 11 3: k_bit Trdy: 11 t_hit
Tzet: I 'IE: k_bit Tid1: a7 t_hit
Tqui: I I:IE: b_bit Thr: 8BS t_hit
= 21.2 mz
Gap Factar: I 'IEIE: Ttr bypically: 2434 t_hit
= 2.3 mz
Retry limnit; I 1 Eﬁ
W atchdog:
121810 t_hit
= a1.2 ms
Fezalculate |
Cancel | Help

The "Ttr" (target rotation time) value is included in the calculation of the monitoring times
for the H system. The parameter "Retry Limit" should be increased to 3 for ring structures
with Profibus OLM.
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6. The "H Parameters" tab is only available when a redundant system is used.

PROFIBUS{O} x|

Buz Parameters H Parameters |

Switch-over time DF; I 150 mg
Errar detection time DF: I 20 ms

Cancel Help

Note

These H parameters for PROFIBUS are included in the calculation of the update monitoring
times. The following principles apply: The more DP slaves that are configured on the bus,
the higher these two H parameters and the longer your monitoring times for updating within
the CPU parameters.

Note

The topic of "Planning the PROFIBUS hardware" is described in detail in the "SIMATIC NET
PROFIBUS Networks" (http://support.automation.siemens.com/WW/view/en/35222591)
manual.
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5.4 Settings for CP 443-5 Ext as PROFIBUS master

Settings in the "Operating Mode" tab

116

Set the DP mode to "DPV1" in the “Operating Mode” tab of the CP443-5 properties dialog:

Properties - CP 443-5 Ext - (RD/56)

Generall &ddreszes  Operating Mode | Elptinnsl Diagnusticsl

" MoDP

i [DF master

DF delay time [ma]: n.o

b aster supports redundant slaves

DF mode; DE j

Cancel Help

"DPV1" operating mode contains expansions for process automation. comprising acyclic
data exchange in respect of the parameter assignment, operation, visualization, and interrupt
control of intelligent programmable controllers, in parallel with cyclic data transmission.

In addition, DPV1 has three other interrupt types:
e Status interrupt
e Update interrupt

® Manufacturer-specific interrupt

Note
The DPV1 setting lets you connect and operate DP slaves that do not support DPV1.
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5.4 Settings for CP 443-5 Ext as PROFIBUS master

Settings in the "Options" tab
Use the following default settings in the "Options" tab:
e Forward time frames: "From station to LAN"

® Assign parameters of field devices (Data record routing): "Activate data record gateway"

Properties - CP 443-5 Ext - {(R0D/S6) El

Generall .ﬁ.ddressesl Operating Mode  Optians | Diagnnsticsl

— Time-of-Day Synchronization
Fazz on time-of-day frames:

£ 0r ¢ From station bo LAN £~ From LAM ta station

— Field Device Parameter &zzsignment [Data Record Fouting]

¥ Activate data record gateway

Cancel Help

Note

The "Data record gateway" option must be activated in order to use data routing with PDM.
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5.5 Configuration of the I/O devices

Information on configuring peripheral devices can be found in the "Released PCS 7
Modules" manual. The components and modules listed in the manual have been tested with
PCS 7 and are supported from the PCS 7 "Generate module drivers" function. These
released PCS 7 modules can be selected inside the hardware configuration catalog from the
"PCS 7 V7.0" or "PCS 7 V8.0" profile.

5.5.1 ET 200M as DP slave (H system and standard AS)

Introduction

The following describes the configuration of an ET 200M station as a typical DP slave. The
name of the DP slave should be based on the naming conventions for a plant or plant
network to allow you to quickly locate faults in case of servicing.

Note

The exact step-by-step description for configuring an ET 200M station can be found in the
"SIMATIC Process Control System PCS 7 Engineering System"
(http://support.automation.siemens.com/WW/view/en/68157345) manual.

Example: 2550C01CA04

25: Short designation of the production facility

50: Name of the control room

CO01C: | Name and position of the rack
A04: Module slot
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5.5 Configuration of the I/O devices

If an error occurs in the DP subnet, a message containing information about the position of
the faulty slave is generated on the OS.

[iZHW Config - [AS1 {Configuration) -- 01_Plant_A] =]
B Staton Edk Insert PLC View Options Window Help =18 x|

D@0 & @ e da DO|R

[y URZ4LU-H
1 i Fs 207 10800) B

3 [ cPu sz A A PROFIBUSIDE DP master system (1)
xz
X
IF1
IF2
5 CP 4431]0)
5 CP 4435 Ex4(0)] RS &Mz (Fo2mis3]  gi3EeT200
7 =

W

: D | D @D I
5 L[ E | I‘

{1} URZALU-H
1 PS 407 104[1) -

b

CPU 417-4 H(1

PROFIBUS(1}: DF master systen (2]

cﬂmmﬁiaﬁ

B

- :| [10] 1M 153-2, Redundant

Slot Module .. | Dider Humbes | Address | O Address | Comment

1 -

2 M IERE BEST I RAOTINES 1E

3

4 |[§ 25secoicand BES7 321-7EHO0-0ABD 0.1

5 |4 2559c01CA05 |6ES7 321-7BHO0-0AB0 8.9

B ||| 255SCOICAlG |6ES7 321-7BHD0-04B0 10,11

7|4 esssconcaoy |6E57 321-7BHO0-04B0 12.13

8 2559C01CANE BES7 332-5HB01-0AB0 512515

3 2559001 CATS BES7 332-5HB01-AB0 516..519 -

10_[[] 255eccaln BES7 332-5HB01-0ABOD 520,523 -|
Press F1 to get Help, 1 [ 4
Note

The following naming conventions apply to all components in HW Config:

The name should not exceed 14 characters. When generating the module drivers (CFC
compilation), the names from HW Config are used for the CFC block instances. CFC blocks
can have a maximum of 16 characters. The module driver wizard shortens the names from
HW Config to 14 characters and always adds "_1".

Make sure that the assigned names are unique. Simply changing the case of names does
not make them unique, as the OS compilation procedure does not take case into account.

Compendium Part A - Configuration Guidelines (V7.1/V8.0)
Configuration Manual, 11/2013, A5E02779220-02 119



Configuration of the hardware (AS and 1/0O)

5.5 Configuration of the I/O devices

Procedure

1. Open the HW Config catalog (PCS 7 profile) and select the appropriate IM 153-2HF from

the PROFIBUS DP/ET 200M folder.

2. Enter the DP address of the PROFIBUS DP slave in the DP slave properties. You can
also select the subnet for the DP slave (here, PROFIBUS (0)). With an H system, the
system automatically establishes the connection to the redundant subnet PROFIBUS (1).

Cir HW Config - [AS1 (Configuration) - 01_Plant_A]
. Station Edit Insert PFLC  View Options Window Help

=100 %]

=15| x|

[DF%8 && Re dda Do/

(0] UR2ALL-H

1 PS 407 104000 =

PROFIBUSIOL DP rn-uai_uf sysbemn [1]

|

3 |@crPusiT-aHD) ’——T T

%ﬂﬂ DP slave properties

e ! .

Properties - FROFIBUS interface IM 153-2

Genesal  Paameaters I
Address: ﬁ jﬁ
(1] URZALL-H Trarsmizsion rale: 1.5 Mbp:

1 |i PS40

3

X

Xt

IF1

IF2

] Redundant Subnet PROFIBUS()
E

[

1|

Opesating Parameters | lsochione Mode | Time-oi-day Syncheonization
- - - i - s

[refete I

[=

X

ET200;

&l SyEhem

smro mrs o] cos ||

Shot Module

1 =
7 | weee S TET AT TE

3

4 255a00 Cand EEST 321-TEHO0-08B0 0.1

5 25500 CAlS |EE5? 32-TBHO0-08B0 8.9

B 295300 CADE |ﬁE5? 321-TBHO0-08B0 10,71

7 2S5ACCan? |EE5? 3N-7TBHO0-04B0 12.13 —

B 255300 CADE |EE5? 332-5HB01-048B0 512..515

3 s iy (et |BE5? 332-5HB01-08B0 516..519 -

Fress F1 to get Help, [z
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3. The time synchronization must be activated in the properties of the ET 200M station

where high-precision stamping is being used, with 10.00 s also used as the
synchronization interval.

DP slave properties x|
eneral I Time-of-Day Stamp | Redundancy |
Operating Parameters I |zochrone Mode Time-of-day Synchronization

¥ Time-of-day synchronization

Senchronization interyal: I 10,00 5

Cancel Help

4. The "Replace modules during operation" option must be activated within the operating
parameters where the ET 200 station is set up with an active backplane bus. This is the

default option and is grayed out for connecting to a redundant Profibus as the active
backplane bus is mandatory in this case.
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5.5 Configuration of the I/O devices

5.5.2

Introduction

122

ET 200M as PROFINET IO device

In PCS 7 V8.0 and above it is also possible to connect the ET 200M via PROFINET 10 as a
field bus to a PCS 7 AS. PROFINET IO lends itself as a field bus for PCS 7 plants where
hardware changes during operation, time stamp and module redundancy are not required.

In addition to the ET 200M the IE/PB link is also available as an additional 1O device for
connecting intelligent DP und PA field devices to a standard AS.

As hardware requirements with PCS 7 V8.0 Update 1 you need at least one CPU with
firmware V6.0 and an IM153-4 HF V4.0. A CP443-1EX30 must be used as a PROFINET IO
controller for standard CPU with firmware V5.3.

Note
PROFIBUS DP continues to represent the preferred field bus solution for a PCS 7 plant.

Users should use the "SIMATIC Process Control System PCS 7 Engineering System"
(http://support.automation.siemens.com/WW/view/en/68157345) manual for planning
PROFINET IO within PCS 7.

Information on configuring and commissioning can be found in the "SIMATIC PROFINET
System Description" (http://support.automation.siemens.com/DE/view/en/19292127) manual.
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5.5 Configuration of the I/O devices

5.5.3 Symbolic names of inputs and outputs

You can enter symbols directly in HW Config. The screenshot below shows a typical signal
list for a chemical plant, as an example.

M Edit Symbols - 2559C01CA04 x|
Addresz ¢ | Symbaol Data type | Comment =
1 | 00 0L
2 | 0.1 EDA1 Bl
3 | 0.2 ED.2 Bl
4 | 0.3 ED.S Bl
= | 0.4 ED.4 Bl
& | 05 EDS Bl
7 | 06 EDE Bl
g | 0.7 EDF Bl e
9 | 1.0 E1.0 Bl
10 | 1.1 E11 Bl
11 | 1.2 E1.2 Bl
12 I 13 E1.3 BOCL Ad
fdd to Symbols | Delete Symbel Sorting: | =]
[ Display Columnz B, 0, M, C, CC
The spmbolz are updated with 'OK' ar ‘Apply'
2k, I Apply | Cancel Help |
4

The symbols are added to the symbol table automatically and can then be used in the CFC.

Note

You can also import the list of hardware signals from an Excel file. This only works directly in
the symbol table.

554 General rules for configuring 1/O modules

Introduction

In general, a channel of a module is activated only after connection of the corresponding
actuator, sensor or equivalent resistance. This approach avoids unnecessary diagnostic
messages in the PCS 7 OS during runtime.

With some modules, channels are combined into channel groups (an Al8x12Bit module with
8 channels may be comprised, for example, of 4 channel groups, each made up of 2
channels). In this case, a group is activated as soon as one of the two channels is connected
to a signal. At least one equivalent resistance must also be connected in this case.
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5.5 Configuration of the I/O devices

Analog input (6ES7331-7KF02-0ABO0 in the example)

124

The measuring type depends on whether a transducer which is supplied with power by the
module (2-wire transducer) is operated on the Al module, or whether the transducer receives
its power from an external supply (4-wire transducer).

The setting of the measuring range module is displayed according to the configuration. This
setting must be suitable for the connected sensors and must be in place before voltage is
applied for the first time in order to avoid damaging the module.

Properties - AI8x1ZBit - (R-/56) il

Generall Addieszes  Inputs I

—Enahble

¥ Diagnostic Interupt [~ Hardware Intermupt *w'hen Limit E xceeded

Input | o1 | 23 | 45 | 8.7
Diagnostics

Group Diagnostics;
with Check for 'wire Break:

< <l

!
|

b eazuring
teasuring Type: |4DML| |4DML| I |

Meazuring Fange: |4..2Elm-'1‘-. |4..2I:Im.-’-'-. I I

Fazition of Measuring
Range Selection kModule: [C] [C]

interference frequency IEEI Hz IED Hz I - I --

Trigger for Hardware Interrupt  Channel O Channel 2
High Limit | ]
Lo Limnit: I ]

Cancel Help

Messages for the module with diagnostics capability are automatically generated when
diagnostic interrupts are enabled by the PCS 7 MOD_D1 driver block for compiling the OS.

Note

For a description of the "MOD_D1" driver block including the available messages, see the
"Process Control System PCS 7 Basis Library"

(http://support.automation.siemens.com/WW/view/en/68113421) manual.

You should deactivate the "Hardware interrupt at limit violation" option. This is realized in
PCS 7 with the channel block functionality in the charts.
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5.5 Configuration of the I/O devices

Analog output (6ES7332-5HD01-0ABO in the example)

You need to configure how the outputs are to respond to a CPU STOP. In this example, the
outputs have no current or voltage (OCV setting).

Properties - AD4x12Bit - (R-/S6) 5[

Generall Addiesses  Outputs | Hedundancyl

—Enable
v Diagrostic |nterupt

Diagnostics

Group Diagnostics; | v || v || I || r |

Clutput
Type of Output: |E |E | |

Output B ange: |+.-’-1|:|".,a' |+£-1|:|'-.,.-' | I

Reaction to CPU-STOP: o= |ocv F-- F
Subsztitute W alue: I I I I

Cancel Help

Note

The channel-specific setting "Reaction to CPU STOP" (OCV - No Output Current or Voltage,
KLV - Keep Last Value and USV - Use Substitute Value) of a module (for example, analog
output module with four channels) within the ET 200M distributed 1/0 must be set identically
for all channels.
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Process image partition (PIP)

Assign the process image partition to an I/O module you have previously defined in the CPU
properties for a cyclic interrupt OB (see the section titled "Assigning parameters for process
image partitions"). This step synchronizes the I/O values or signals of this module with the
process image in the CPU before and after the cyclic interrupt OB.

To do this, open the properties of the module and the "Addresses" tab and set the desired
process image partition (TPA1 in this case). The process image partition is therefore
assigned for all I/0 values or signals of this module.

Properties - DI16XDC24Y, Interrupt - (R-/59) ﬂ

General Addresses | [nputs I

— Inputs
Stark: |1 5 Process image: Hardwarne interupt iggers:
End: 16 FIP 1 - e |4|:| _I?

Cancel | Help |

Note

It is generally practical to initially assign all modules to a medium program cycle (e.g. 500ms
or 1,000ms) for a complete process consisting of a few fast and slow parts.

You then only have to assign the appropriate process image partition of the given cyclic
interrupt to the modules containing the signals for fast controlling or interlocking (e.g. 50ms
or 100ms).

This procedure saves configuration time.
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Redundant I/O modules

In PCS 7, fault tolerance is realized on the field level by means of the redundant distributed
I/0, using ET 200M modules.

Note

Information on setting up, wiring and configuring can be found in the document "Configuring
Redundant I/O Modules" (http://support.automation.siemens.com/\WW/view/en/28430682).

5.6 Plant changes during operation
5.6.1 Changes to the hardware configuration of a standard AS
Introduction

The functionality described for a standard AS is available directly in the H system without
any additional settings.

There are some process cells which must not be shut down during operation. This may be
due to the complexity of the automated process or to the high cost of restarting.
Nevertheless, it may be necessary to extend or modify the plant.

Use CiR (Configuration in RUN) to make certain configuration changes in the hardware
configuration in RUN mode.

CiR can only be used when the function has been activated in HW Config and the AS has
been loaded once with a STOP.

Note

A detailed description of possible hardware changes for an H system can be found in the
"SIMATIC Process Control System PCS 7 Engineering System"
(http://support.automation.siemens.com/WW/view/en/68157345) manual.
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5.6 Plant changes during operation

Procedure

1. To activate CiR in HW Config, right-click on the subnet (DP master system) and select
"Activate CiR capability" from the shortcut menu.

This attaches a CiR object to the respective master system. It offers the possibility of
configuring and loading an adjustable number of DP slaves in the future without any

STOP in loading the CPU. Each existing DP slave automatically receives an orange

colored title as a sign that it can be changed.

;' HW Config - [AS2 (Configuration) -- 02 -0l =|
Eﬂ] Skakion  Edit  Imsert PLC View Oplions ‘Window  Help 18| x|
D32 B &G me| dda o %8
FY
lii (0) UR2ALU
1 PS 407 104
PROFIBUS(1): DP-Mastersystem (1)
.
3 CPU 4174 J T T T
Xz DP @O M5 | 5 IM 153 | 6) IM 1532
X7 MPLDP
IF2
= Tl o~ aan

The additional number of the DP slaves is limited to:

¥ Exra Settings

CiR object properties E
IM 153~

General |

Guaranteed: I 15
Mendmurm: I 4g

CiR Synchronization time I 133 ms

— Sum of address ranges

Input bytes: 1220

Output bytes: 1220 » |

— Bus parameters

Tir: 170.8 ms I
Ttr typical: 183 ms
Watchdog: 2635 ms

el | __teb |

Press F1 to get Help. | | Chg
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2. Adapt the object properties of the CiR object to your plans. If the guaranteed number of
additional DP slaves has been exhausted then a planed STOP of the AS can be used to
increase the number and to activate through a complete download.

3. When CiR is activated, you have a CiR module in the first free slot within ET 200M and
ET 200isp. It offers the possibility of configuring and loading an adjustable number of
modules in the future.

Adapt the object properties of the CiR modules to your plans.

4. After activating CiR and checking the CiR settings in the CiR objects and CiR modules,
save and compile the hardware configuration and download it to the automation system
in the STOP operating mode.

Following this you can run the "Download in RUN mode" function in HW Config.

5.6.2 Changes to the hardware configuration of an H system

The CiR functionality described above is available in the H system without any special
settings. There are no CiR objects or CiR modules in the H system and the function does not
need to be explicitly activated.

You can use the "Download in RUN mode" function immediately. This opens an additional
dialog, in which you can start the tasks required for changing the configuration.

Mexst Action:
|Select a CPU.

H-Station:

CPU O perating mode ;P Kepawitch
25 CPU 417-4 H RUM b aster RUM-F
2 P 417-4 H RUM e RLIM-P

Statuz
[ CPU Selected

r
[ Swpztern Data Blocks Generated
[ Selected CPU is in STOP Operating kode

[ Hardware Configuration Downloaded

[ Switch ta CPU with Maodified Configuration Successful
[ Reserve CPU iz in RUM Operating Mode [H-Station in redundant mode]

v A utomatically continue
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5.7 Integrating field devices

In addition, all parameters marked in blue in the CPU properties dialog can be modified in
RUN.

Note

You can find a more detailed description of CiR for H systems and the changes that are
possible in the "SIMATIC S7-400H Fault-tolerant Systems”
(http://support.automation.siemens.com/WW/view/de/60458386) manual.

5.7 Integrating field devices

5.7.1 Basic information about device integration

Integrating field devices

The configuring of field devices is divided into two steps: configuration and parameter
assignment.
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5.7 Integrating field devices

The following image provides an overview of the ways in which a device can be integrated in
PCS 7. In principle, all PROFIBUS DP, PROFIBUS PA, HART, and Foundation Fieldbus

(FF) devices can be integrated in PCS 7 (as of PCS 7 VV7.0).

OS Diagnostics Area
Faceplate Faceplate
PDM GSD/OM
CFC Diagnostics Driver
Automatically using wizard support: Manually:
for HART, FF*, from PA profile 3.0 all others
and released modules**
HW Config
PDM with EDD Parameterization Tool Object Manager
proprietary S7-Slave
GSD
T T
HART devices I Remote 1/0 I SIMATIC
| I
FF devices* I DP devices I Remote 1/0
PA devices I PROFINET I DP devices
| I
DP devices I : PROFINET
PROFINET*** ! I
I I

*  Valid for FF devices of the ,SIMATIC PDM Device Library“

** The document ,Process Control System PCS 7 Released Modules” contains an
overview of modules and the necessary function. The identifier “W”
means ,Module wizard is supported®.
*** Valid for SIMATIC PCS 7 V8.0 Update 1 and SIMATIC PDM V8.1

Integration via the object manager

The object manager is available for many SIEMENS devices, such as the ET 200M. In this
case, the correct terminology is "S7 slave". The project engineering for an S7 slave is
performed via the dedicated STEP 7 object manager. Both the configuration and parameter
assignment are executed in HW Config.
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5.7 Integrating field devices

Integration via the generic station description (GSD) file 80 as a standard slave

132

Field devices made by any manufacturer can be integrated via the standard GSD file
(standard slaves). This type of integration is used for PROFIBUS DP, PROFIBUS PA, FF
and HART devices. The configuration is set in HW Config. The default parameter
assignment for the device is also defined in the GSD. Parameter adjustments must then be
made using a proprietary tool; alternatively, in the case of devices with EDD (Electronic
Device Description) the adaptations can be made using SIMATIC PDM.

Data can only be exchanged between the master and a field device if the master is aware of
the device-specific parameters and data formats. The field device manufacturer supplies this
"knowledge" in the form of a GSD file.

GSD files contain information about:

e Device manufacturer and identification number

® Transmission rate and bus parameters

® Volume and format of data for cyclic communication

In HW Config in the object properties of a device you can determine which revision level of
the GSD is installed and used. For this right-click on the device after positioning the device
and select "Object properties" in the context menu.

Propetties - DP slave X|

General | Farameter Azzignment I

— Module
Order nurmber: GSD file [bype file]: SIEMB0AE GSE
Familyw: P,
DP zlave twpe: SITRAMNS F DS
Deesignation: SITRANS P DS
—Addrezses — Mode/M azter Spztem

EROFIBUS... | 2

IDF' mazter spztem [1]

Diagrozstic address:

—SYMC/FREEZE Capabilities
v wiatchdog

= SyHC I~ EREEZE ¥ | Contiguration wia FDk

Carmrment;

=
[~
Cancel | Help |

For S7 slaves which are integrated via the object manager, no GSD file is specified here.
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5.7 Integrating field devices

You can occasionally procure a later GSD for a field device from the field device
manufacturer. This GSD can be easily installed.

To install a GSD:
1. Open HW Config.
2. Close all open projects.

3. Select the "Install GSD File" command from the "Options" menu.

E-E_:HW Config: Configuring hardware

Station PLC  Wiew | Options Help

J N = E"' =] q Customize. .. Ckrl+Al+-E

Edit Catalog Prafile
Update Catalog

Inskall HW Updates ..,
Install G50 File. ..

Find in Service & Suppoart. ..

4. Select the GSD directory and install the selected GSD.

Note

If a new device for which parameters are to be assigned using SIMATIC PDM is
integrated, the GSD and EDD files of the device must be imported using the "Manage
Device Catalog..." PDM application (up to PDM V6.1), or with the "Device Integration
Manager" application (in PDM V7.0 and above).

Assigning parameters using the SIMATIC Process Device Manager and EDD file

SIMATIC PDM can be used to assign the parameters for a field device (made by any
manufacturer). The EDD (Electronic Device Description) provides the basic information such
as device-specific parameters and information on acyclic communication.

The description language EDDL (Electronic Device Description Language) is used to create
EDDs; this is also standardized in the IEC standard (IEC 61804).

This language can be used universally and facilitates the creation of cross-vendor device
descriptions for field devices (sensors and actuators).

The device manufacturer provides the relevant descriptions for each device in electronic
format. The EDD files describe the parameters and functions of a device and also contain
elements used for operation and visualization.
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5.7 Integrating field devices

Once SIMATIC PDM has been opened, on the "Device" tab found under "File > Object
Properties" you can define the storage folder and revision level of the EDD file corresponding
to the device.

Properties of SITRANS P DSIII (PROFIBLUS PA device) 5[

General Device | IJpload to PC/programming Devicel Dowrload to Devicel Change I-:ugl Irnipart I Eu:unneu:tiu:unl

Device twpe; I'\SIEMENS AGNSITRAMS P DS beolute prezsure from differential pressureh,3 bar
Device DDL: I...HP&&SENSDH&PHESSHSIEMENS'xSITHﬂNSF'_DSE'\SIF’&_TF’DEDE.DDL
Order-o: ThF 43340 e HevSelestion
MAMUFACTURER: SIEMEMS AG [42)

DOD_REYISIOM: 4]

DEVICE_T*'PE: 1

DEVICE_REVISION: 7EB

Subobjects: [ [maximum permizzible number]

Redundancy: 7

You can occasionally procure later EDDs for field devices from the field device manufacturer.
The EDDs can be imported easily via ""'SIMATIC PDM/Manage Device Catalog" (up to PDM
V6.1), or via "SIMATIC PDM/Device Integration Manager" (PDM V7.0 and above).

An EDD device description may contain the following components:
® Device description (EDD file)

® | exicon/user languages

® Help files (relating to function and operation)

® Manuals (technical documentation)

® Communication description (GSD file)

® Images / graphics
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5.7 Integrating field devices

Diagnostic support for field devices

PCS 7 automatically creates diagnostics drivers with the help of the module wizard for HART
devices, PA devices with profile 3.0 and above, FF devices, PROFIBUS DP standard slaves
and released modules.

Various add-ons are also supported, such as SIMOCODE PRO and DRIVE ES. When
installed, these add-ons provide the action lists required to automatically create diagnostics
drivers.

Diagnostics drivers can also be configured manually, but they must be created separately
from the system charts.

5.7.2 Configuring and assigning parameters for field devices

Configuring field devices

Information on configuring field devices can be found in the "SIMATIC Process Control

System PCS 7 Engineering System"
(http://support.automation.siemens.com/WW/view/en/68157345) manual.

Information on PDM functionality and operation can be found in the following manuals:

e SIMATIC The Process Device Manager
(http://support.automation.siemens.com/WW/view/en/37565982)

e SIMATIC Process Control System PCS 7 Help for SIMATIC PDM
(http://support.automation.siemens.com/WW/view/en/68125602)

PROFIBUS DP devices
Configuring DP devices is described in section "Configuration of the I/O devices (Page 118)".

PROFIBUS PA devices

Information on configuring PA devices in HW Config can be found in the "SIMATIC Process

Control System PCS 7 Engineering System"
(http://support.automation.siemens.com/WW/view/en/68157345) manual.

The PDM check box must be activated in the object properties of the DP/PA link in order to
be able to use the Multiview and LifeList functions for the devices on the PA field bus:
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Configuration of the hardware (AS and 1/O)

5.7 Integrating field devices

The "Configuration via PDM" option is activated as standard for PA field devices.

DP slave properties X|

General |Identificatinn| Hedundanc_l,ll O perating Parametersl

— Module
Order Humber: BESY 153-2BA01-0=E0
F arnily: DP/PA-LIME
DP Slave Type: [k 153
Designation: |IM 153-2 0D, Redundant
—Addrezses — Mode/M azter syztem

Diagnozstic Address: |1 G371

EROFIBUS... 14

IDF" mazter system [1]

— SYMC/FREEZE Capabilities

. T — v ‘wiatchdog
= r ¥ iConfiguration via PDM:
Cormrmett:
EEE| |

FF devices

You can find information on configuration and parameter assignment of FF devices in the

following manuals:

e SIMATIC Process Control System PCS 7 SIMATIC PDM 8.0 SP1

® FF Function Manual
o SIMATIC Bus links, FF Link bus link

(http://support.automation.siemens.com/WW/view/en/47357205)
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5.7 Integrating field devices

5.7.3 Information on configuring field devices on the H system

Redundant interface

DP devices which have access to a redundant interface are always configured and
connected redundantly (e.g. ET 200M, ET 200iSP).

DP devices which do not have access to a redundant interface are connected downstream of
the Y link. The number of field devices which can be configured downstream of the Y link is
restricted here by the I/O range of 244 bytes that applies in each case.

PA devices are always connected redundantly downstream of a DP/PA link.

Variables which restrict the number of permissible devices per DP/PA link, with a redundant
and a non-redundant connection:

® Feeding current of the DP/PA coupler (110 mA EX or 1,000 mA non-EX)

® Current consumption of the field devices (typically 12 mA)

® Address range of the field devices (max. 244 bytes of I/O data, 5 bytes per analog value)
® Cycle time on the PROFIBUS PA (if specific customer requirements need to be met)

Information on configuring Y-Link and DP/PA Link can be found in the "SIMATIC Process
Control System PCS 7 Engineering System"
(http://support.automation.siemens.com/WW/view/en/68157345) manual.
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5.7 Integrating field devices

5.7.4 Topics relating to the integration of field devices on the fieldbus

Fieldbus connection

As well as the configuration of field devices in the process control system, the layout of
fieldbuses must be taken into consideration too. Detailed information on the following topics
can be found in the Industry Online Support:

e PROFIBUS DP (RS 485)

"SIMATIC NET PROFIBUS Network Manual"
(http://support.automation.siemens.com/WW/view/en/35222591)

e PROFIBUS DP intrinsically safe (RS 485 iS)

"SIMATIC ET 200iSP Distributed 1/0"
(http://support.automation.siemens.com/WW/view/en/28930789) manual

e PROFIBUS PA

"SIMATIC DP/PA Couplers, Active Field Distributors, DP/PA Link and Y Link Bus
Couplers" (http://support.automation.siemens.com/WW/view/en/1142696) manual

® Foundation Fieldbus

"SIMATIC bus couplers, FF Link bus coupling"
(http://support.automation.siemens.com/WW/view/en/47357205) manual

Note

The installation guidelines for the PNO (PROFIBUS user organization) can be found under
http://profibus.com/.
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Configuration of the network connections

Introduction

Once the stations have been arranged and configured, the connections between the ES/OS
server and the automation systems, as well as those between the automation systems
themselves, are configured and downloaded to the individual stations.

The CPs of the relevant stations must be connected to the plant bus for these connections to
be loaded. The ISO protocol is used for process communication.

The OS clients are also connected to the terminal bus like the OS servers. The terminal bus
is not configured in PCS 7 as it is already configured in full via the Windows control panel.
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Example
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For this example, the network configuration is as follows:

e 2AS

e 1ES

® 1 redundant OS server pair

e 4 OS clients
T“",-r= o= F‘;."“"'.‘":—..' R -
e = e o
. - - e

CLIENTOD1 CLIENTO02 CLIENTD3 CLIENTO04

& P9 &P E Iﬁ= € 3

‘i'l'e-rminalbus

SERVER1B

Seriell | TCPIIP

et | ES SERVER1A |

lefale I

A ring structure from Scalance X Switches is recommended as the structure for the plant bus
or terminal bus; this is also available in a redundant design as an option. For the ring
structure a switch is set up as the redundancy manager (RM) in redundancy mode (HSR
Manager). The remaining switches must support the ring redundancy as nodes and be
configured as the HSR client in redundancy mode.

Note

Connecting redundant stations to the bus via 2 different switches is recommended in order to
guarantee the availability of the plant (affects H systems as well as a redundant OS server
pair).

The required and optional settings for Scalance X Switches are described in the
corresponding manual.

The Media Redundancy Protocol (MRP) which can also be set is not permitted at the plant
bus or at the terminal bus in PCS 7.
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NetPro view

In the NetPro view the following network structure for the project "01_Plant_A" with the H
system is presented as the result of the existing configuration.

pEnetPro - [D1_Plant_A (Setz) — DAPCST_Project| Comp_MP01_Plant]
G DR el 8T DK

=lolx|

Plant b

BROFIR

Induatnﬁi Ethemet

_ — oixi
SudMI A!Iu!l
Aussvishl den M etzobgskte

# gy PROFBUSDP
&y PROFIBUSPA
- PROFINET 10

# [ Stationen
] Subnelze

IA51_H
CPU :OF :MPIDF|CF [CPF TCPU (OF ¢WFUDP [CF [CP
a7 S50 |2 4174 431 (86 |
H E [ B M : 1 Ea
i LI i o |
2 2 2 2 3 2
-
il ]
| Beret PC inkernal (local) | 10 von 2 markien

The station's orange color denotes pending changes that have not yet been compiled. Once
the configuration described in this section has been completed in NetPro, all stations in the
multiproject must be represented by an error-free compilation in white before the

configuration is loaded into the automation systems.

With a station-selective configuration, as in this example, the networks (subnets) of the
individual subprojects must also be merged.
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6.1 Merging networks in a multiproject

6.1 Merging networks in a multiproject

Procedure

1. In the SIMATIC Manager, right-click on the multiproject and select "Multiproject > Update
Projects".

2. Select "Ethernet" and click "Execute" to open the "Merge/Separate Industrial Ethernet"
dialog box. You can select the individual subnets here.

ki Adjust projects in multiprog ‘Comp MMP> =1C
[
= Mege / DownSubnel |
ﬂ:’“ Subnets in mulipioict !
FROFIBUS
Merge conneclions 20_05Plant bus
02_Plart_B\Plank bus
-3 M _Plant_A'Flank bus
e 25_ES\Plant bus i
das
Irderproject subnat Hew
Project-baged subnet Fropeiies | -
Select highlighbed subnet a5 leading Select | I
Clase I ok I Apply I Cancel | Heldp |
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6.1 Merging networks in a multiproject

The S7 subnet ID is displayed in the properties (this is the same for all plant bus

components).
ﬂ
General I
M arne: Iplant b
57 subnet D IIIII]42 - |EIEI1 a
Project path: | [Part of: Plantbus_MP)
Storage location -
of the praject: ID:HF'I:S?_F'n:qect"d:u:ump_h*lF"".EIS_F'Iant
Avthar: I
Date created: 05/19,/2008 02:02:08 Abd
Lazt modified: 05/19/2008 02:40:23 Pk
Comment: ﬂ
k. | Canicel | Help I
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6.1 Merging networks in a multiproject

The cross-project network view can then be accessed in NETPRO.

‘l:‘,l;__%éNetPrn - [01_Plant_a {Cross-project network view - Comp_MP]) -- D:\PCS7_Project.Comp_MP%.01_Plant]
B8 nebwork Edit Insert PLC Wiew Options “Window Help

ZH S B dkaald L BaA N
1
SERVER1TA SERVERIE ES22
minCC [CP WinCC |CP g WinCC |CP
g |#pplic 1613 =g | APplic 16132 Fpplic 1613
ation ation ation
] [ [

Flamtbus_ MP
Indwstrial Ethernet

PROFIBUS(0) PROFIBUS(1)

FROFIBUS PR?FIBUS
A51 H A2
‘\_I CPU roF wPOR|cP [cP JoPu DR iwPRDR JCP o [CP : CPU 'OF wPIDOF [CF |CP
|—|||| 41?-45 4431 |443-5 41?-45 4431 4435 FHHH 41?-45 4431 | 4435
H : : = : : Ext : : Ext
‘A 'l H [J A B {1 B
2 2 1 2 3 2 22 2
FROFIBLUS(Z)
FROFIBLUS
<
Project name | Station Irterface IP address MAC address Device numkber
2005 SERVER1B (CP 1613 simimieieie it BOE- 00G- 06 - 07 - 00 - 125
25 ES ES22 CP1E13 Sieiniaioio il OB I00- 06- 0T - 00 - 23
2005 SERVER1A CP 1613 simimieieio it BOEE- 00G- 06 - 07 - 00 230
01 _Plamt_A :A51 H CPAd3- 000 - - iaia i P03 - 00 - (06 - 0 - 0 - 2
02_Plart_B :AS2 CP 44341 simimieieie it BOE-00G- 06 - 07 - 00 - 260
01 Plart_& (AS1 H CPa43-101) - - icin i 0B 00 - 06 - 01 -0 - 420

3. Click on the Industrial Ethernet plant bus in this view to obtain an overview of the MAC
addresses of the PC stations and automation systems in the multiproject.
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6.2 Configuration of connections

6.2 Configuration of connections
6.2.1 AS-OS communication
Procedure

1. Open the NETPRO view in the OS subproject.

2. To add the S7 connection, right-click on the WinCC application of the OS and select the
option "Insert New Connection".

3. Select the CPU of SIMATIC H station AS1.

4. Select "Fault-tolerant S7 connection" for the H system and then click "OK".

Z20_0S (Network) - D:4PCST_Projg=-= oo
] INsErE New Conneckion 5[ —_—

— Connection Partner

Plant bus (Part of Plantbus b | |E-{a] Inthe curent project -
Industrial Ethernet =-8p 20,05
=& SERVER1E e

------------ All multicast stations
[—]@ [ the multiproject; Comp_tP

VER 14 El% 0_Plant_a,
o =t Yo
e | CPU 417-4 HID)CPU 417-4 H1)

=R (2 _Plant_E
21_CL
B 2h ES

..... BB 1 il s mrmicet x
: £
Project: | 01_Plant_a =
Station: |as1_H
bodule: II:P'LI 417-4 H[OJ/CPU 417-4 H[1)
— Connection
Type: IS? conhection fault-talerant j

[V Display properties before inserting

] I Apply Cancel | Help |
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6.2 Configuration of connections

5. Name the connection for the AS.

Properties - fault-tolerant 57 connection

General | Statuz | nfarmation I

— Local Connection End Faint
[T Eixed corfigured dunamic connection
T Gre-way
¥ | Establish an active connection

™| Send operating mode messages

— Connection identification
Laocal [D:
&3]

YFD Mame:
[winCC Applikation

— Connection Path

Local Partrer

End Paint: 20 05/SERVER1AS _Plant_a&/451_H/

il oI, WinCC Applik ation CFU 417-4 H[O] [RO/53)

Interface: I CE 1612 j I CP 443-1(0) [RO/S5] j
Local interface | Address | Subnet | Partner interface | Addrezs |
CP1613 08-00-08-01-00-23  Plant bus CP 443-1[0] [RO/55] 03-00-08-071-01-22
CP1E13 08-00-06-01-00-23  Plant buz CP 443-1[1] [R1/55] 03-00-06-07-01-42

Addieszs Details...
Redundancy

" | Enable max CFredundancy [with 4 connection paths]

Cancel Help
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6.2 Configuration of connections

6. Connect the AS2 in the same way with the "S7 connection" type (the S7 connection for
AS2 is not fault-tolerant).

"Zl]_EIS (Metwork) -- D:4WPCST_Projects,Comp_MPY20_05

Plant bus (Part of: Plantbus_MP)
Industrial Ethernet

SERVER1TA SERVER1E
WCC

Apnlic:
L]

< |

Local 1D Partnet | |Pattner Type
A5 1 01 _Plart_a f 251 HSCPU 44 7-4 Hi0Y f CPU 417 -4 HiT) ¥ connection fautt-tolerant
AL 1 02_Plart_B ! A52 P CPU 417-4 ¥ connection
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6.2 Configuration of connections

The connections for SERVER1B are made in the same way as for AS1 and AS2.

20_05S (Network) -- D:YPCS7_ProjectComp_MP520_0%

Plant bus (Part of: Plantbus_MP)
Industrial Ethernet

SERYER1A

SERYER1E
INCS

Applic
Jtian

<

Local ID Partnet | |Partner Type
A5 2 M _Plart_a F 051 _HPCPU 44 7-4 HI0D S CPU 417 -4 Hift ) ¥ connection fault-tolerant
S 02 Plart B 7 A CPU417-4 ¥ connection
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Note

Configuring an AS-OS connection for the ES is only required where the "OS Simulation”
function is to be used on the ES. With "OS simulation" you can test the functions of the OS
server project such as pictures or scripts on the ES before loading them to the OS server at
a later time. In order to be able to use this simulation function, it is essential that the ES-AS
connection has the same name as the OS-AS connection.

Note

The connections that lead from the two OS servers (as well as the ES) to the same
automation system must have the same name, e.g. "AS1".
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6.2 Configuration of connections

6.2.2 AS-0S communication

Introduction

In PCS 7 V7.1 and above you can use the "AS-wide interconnections between 2 charts"
function from different AS. This function automatically inserts the correct S7 connection
between the relevant AS in NetPro.

The possible S7 connections and the characteristics resulting from these are described
below.

Note
You will find additional information on AS-wide interconnections in the

"SIMATIC Process Control System PCS 7 Engineering System"
(http://support.automation.siemens.com/WW/view/en/68157345) manual.
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6.2 Configuration of connections

Communication between two standard AS

An additional standard AS must be configured for this section in addition to the AS1 in
project "01_Plant_B" or in the multiproject.

% NetPro - [02_Plant_B (Network) -- D:\PCS7_Project\Comp\02_Pla

%@Netwurk Edit Imsert PLC  YWiew Options ‘Window Help
8§ S = dodn 8 S8 B= !N
PROFIBUS(1)

PROFIBUS — Connection Partrer

EIE] I the current project
=P 02_Plant_B
AS?2 S Asd
: DF IMFIDF |CP_IFN-D - CPU 417-2
T ; 21, 0 ]y e (Urspecified
£
2

! R R [ [ S S All broadcast stations
1= [ 1 A AN I I RN N All riulticast stations
2 F-{@] In the multiproject; Comp_tP
% Ir unknowin project

Plantbus (Part of

Indastrial Ethernet

: £
Project: f02_Plant_E =
Station: |,.-:'.,54
|AS4 Modue:  [CPU 4174
= CFU DF (MFIDF [CF (FM-ID
r ||| 4174 | ' 443-1 | i
' ' ' — Connection
'.2 '.2 L Type: IS? connechion j
v Display properties befare inzeting
PROFIBUS({2)
PRYFBUS
(] I Apply Cancel | Help |
1. Right-click on the CPU 417-4 of the AS2 in order to insert the S7 connection.
2. Select the "Insert new connection” option.
3. Select the CPU of SIMATIC station AS4 as the connection’s destination.
4. Select “S7 connection” as the connection type and click “OK”.
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6.2 Configuration of connections

Communication between two H systems
Two H systems must be configured for this section in the project "01_Plant_A".

E‘& NetPro - [01_Plant_A (Network) -- D:\PCS7_Project\Comp\Comp_Prj]
%E MNetwork Edit Insert PLC \View Options Window Help _|ﬁl|5|
8§ G0 didn 8 TS BN
1 2l

Plantbus (Part of: Ethernet-wide(1))
Industrial Ethernet

! | ]

AS1_H AS3 H
\ | l OF MFIDF [CF TFNIO[CF JCFU (DF IMFIDF [CF TPN-IO JCF \_l CFU _DF WEIDE|CF FnaolCFL 'DF WRIDE [CE END
L : 431 443-5 14174, : 4431 4435 r| 4174 1 4431, 4174 | 1 4431
H H Ext |H H H H Ext H ! ! ! ! ! !
B 3 = -] [ | ] 5] | =] [ | |
2 2 2 2 3 6 2 92 2 3
PROFIBUS(1) PRPFABUS(E)
PROFIBUS PRPABUS PROFIBUS(3) PROFIBUS(4)
PROFIBUS PRPFIBUS
« | LlJ
Local ID Partner ID Partner Type Active connection p|Subnet ﬂ
3 1 AS3_H/CPU 417-4 H/ CPU 417-4 H(1) 57 connection fault-tolerant Yes Plantbus [IE] / Plan...
1 A5 20_0S / SERVER1A / WinCC Appl. 57 connection fault-tolerant No Plantbus [IE] / Plan...
2 AS1 20_0S/SERVER1B / WinCC Appl. (Stby.) 57 connection fault-tolerant No Plantbus [IE] / Plan... LI
| Ready [PC internal.local. 1 | X 791 Y 0 Insert [Chg 4
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6.2 Configuration of connections

In this case a "Fault-tolerant S7 connection" can be configured between both H systems with
four routes. The number of available routes is displayed via the connection's object
properties, depending on the number of configured CP443-1 and the available networks.

Properties - fault-tolerant 57 connection E3
General | Status Information I
— Local Connection End Paint — Block Parameters

™| Configured dunamic connection Local 1D (Hex): WH16H3

™| Configured at one eqd |3

¥ Establish an active connection

[ Send operating mode messages Default |

—Connection Path
Local Partner
End Pairt- AST_HS ASI_HS
oint: CPU 4174 H (RO/53) CPU 4174 H (RO/53)

Interface: IpH.|.:. [RO/S5) j IF‘H-IC- (RO/55) j
Local interface | Address | Subnet | Partner interface | Address |
PH-I0 (RO/55) 08-00-06-01-01-00  Plantbus PH-I0 (RO/S5) 08-00-06-01-00-31
PN-I0 (R1/55) 08-00-06-01-01-01  Plantbus PM-I0 (R1/55) 03-00-06-01-00-32
PN-I0 (RO/55) 08-00-06-01-01-00  Plantbus PM-I0 (R1/55) 08-00-06-01-00-32
PN-I0 (R1/55) 08-00-06-01-01-01  Plantbus PM-I0 (ROS55) 03-00-06-01-00-31

Address Details. ..
Redundancy

™| Enable max. CF redundaney (with 4 connection paths]

Cancel Help

This connection contains four routes internally from which the first is activated in operation.
The second route is a reserve and it automatically takes on the active role in the event of a
fault. The third and fourth routes are dismantled at the beginning.
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6.2 Configuration of connections

Fault-tolerant communication (2-way or 4-way)

A "Fault-tolerant S7 connection" is always used for communication between fault-tolerant
systems. The following connection partners are possible:

® For a simple plant bus:
— Standard AS with CPU 41xH and 1x CP 443-1
— H system with 2x CP 443-1
— PC station with CP 1613

® For a redundant plant bus
— Standard AS with CPU 41xH and 2x CP 443-1
— H system with 2x or 4x CP 443-1
— PC station with 2x CP 1613

Communication between H systems and standard AS

Note

Fault-tolerant AS-AS communication is not possible between fault-tolerant systems and
standard systems in PCS 7 as standard, meaning that AS-wide interconnections also cannot
be used.

You can instead create two standard S7 connections and then realize the fault-tolerance as
an application-specific block solution.

You can find more information in the "SIMATIC Fault-tolerant Systems S7-400H"
(http://support.automation.siemens.com/WW/view/de/60458386) manual in the
"Communication" section.
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6.3 Downloading connections

6.3 Downloading connections

Introduction

Once you have configured the stations and created the network connections, you have to
download the configuration data to the stations (AS/PC stations).

@ @ @ CPU > Configure...

4 5 6 | CPU > Download

Terminal bus

A, S — ®

Es | ' SERVERIA | SERVERIB

EE Project
| .J-.L. i

| - -

_E Plant bus

Iy

A prerequisite at this point is that Station Configuration editors of the OS server must be
made operational with the "Configure Target System" function (Creating and managing a
PCS 7 project (Page 45)).

Compile and save your configuration in NetPro for this purpose. All stations have a "white"
status color when the configuration is without errors.

For an initial configuration, perform the "PLC > Download to Current Project > Selected
Stations" function for all automation and PC stations (only possible with the AS in STOP
mode).
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6.3 Downloading connections

For new or modified S7 connections, select the corresponding connection and use the
"PLC > Download to Current Project > Selected Connections" function (possible with the AS
in RUN mode).

Note

The active AS-AS connections are briefly interrupted when the "PLC > Download to Current
Project > Connections and Gateways" function is used for an AS. This interruption will not
affect the output parameters for the standard blocks of the CFC library (REC_R, REC_BO).

Only the "PLC > Download to Current Project > Selected Stations" function is possible for a
PC station.

The OS will then need to be compiled and downloaded if AS-OS connections are changed.
% NetPro - [01_Plant_a (Network) - D:\PCS7_Project'Comp_MP,01_Plant =100 x|
B8 nebwork  Edit Insert IE Yiew Options ‘Window Help =12 x|
= 8 | = | (] Cownload to Current Project Selected Stations ChrH-L
Upload. .. Selected and Partner Skations
Stations an the Subnet

Activabe Conmeckion Status

; Selected Conneckions
pdate Connection Status =

Connections and Gateways

EE%E : gggi 0 ]I Madule Information. .. Zhr 3D

Ciperating Mode, ., ChElHT
Clear/Reset, .,

Seb Ti F [ass .,
dallisiieis 4 lantbus_MP)
Save device mame to Memory: Card), .

Ethernet r

PROFIEUS r

Assign PEiRiE
Indo PiE/PT Assianment

MPIFOP [CP

2 2 1 2 3 2
FROFIBLIS(Z)
PRQFIELIS
«| | _*|_I
| Dewnloads the connection data and gateway data of the selected & [CP1613(150) | % 605 ¥ 111 [Ins 2
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6.3 Downloading connections

Downloading to the ES
Always start with the Engineering Station when downloading stations.
1. Select the ES and then

2. select the menu command "PLC > Download to Current Project > Selected Stations".

Downloading to OS servers
Download the configuration to SERVER1A and SERVER1B too.

Downloading to AS stations

The "PLC > Download to Current Project > Selected Stations" function loads the complete
configuration including HW Config to the AS. This function can only be performed in the
STOP operating state.
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7.1 Principles

Introduction

Plant engineering gives rise to plant parts, functions or program sections which only differ
from one another in a few respects. In the interests of working efficiently, create basic
elements which can be reused repeatedly and which only have to be supplied with the
current parameters. Once created these are managed in the master data library and used as
an instance or replica in the AS assigned.

Note

All the information on configuring the AS functions can be found in the "SIMATIC Process
Control System PCS 7 Engineering System"
(http://support.automation.siemens.com/WW/view/en/68157345) manual, from the "Basic
Engineering Concepts" section.

Further information can also be found in the "Technical Functions for the Chemical Industry"
(http://support.automation.siemens.com/\WW/view/en/53843373) application.
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7.1 Principles

711

Master data library

Adoption of existing base elements in the master data library

158

The following are available in PCS 7 as base elements for the purposes of reuse as an
instance:

Block type
Also referred below as a block.

SFC type

Process tag type
As an interface for PCS 7 Advanced Engineering and the Import-Export Assistant

Model
Models from completed hierarchy folder consisting of process tag types and of one or
more process images

Control module type
In PCS 7 V8.0 and above this is used as the interface for PCS 7 Advanced Engineering.
The control module type is referred to as CMT below.

Note

The complete description of the base elements and their use can be found in the "Typing,
reuse and central changeability of engineering data" section in the "SIMATIC Process
Control System PCS 7 Engineering System" manual
(http://support.automation.siemens.com/WW/view/en/68157 345).

Copy all required base elements from all libraries used for the configuration (e.g. PCS 7 AP
Library) to the master data library of the multiproject ("Comp_LIB" in this case).
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7.1 Principles

In the event that individual blocks should have changed attributes or names through the
copying process then the following message is received. Calling up the "Synchronize
attributes" function is recommended in this event so that no project-specific changes are lost
in the master data library.

Insert Function Block |

The object FE1845" already exiztz. Do pou want to
ovenarite it?

l'x

Adjust Aftnbutes. . |

Yes Mo Help |

Note

When copying blocks observe the rules and notes in the "SIMATIC Process Control System

PCS 7 Engineering System"
(http://support.automation.siemens.com/WW/view/en/68157345)manual.

Ensure that blocks are also copied that are called up as multi-instances by other blocks as
the CPU may switch to STOP mode where FCs are missing.
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7.1 Principles

The following image shows an example of how existing process tags (templates) from the
PCS 7 Advanced Process Library are copied to the master library using the plant view in
each case.

| stMATIC Manager - Comp_MP
File Edit Insert PLC View Options Window Help

O [B9% ¢ =22 da][o %% = | 7 |] <No Fiter > W |5 @

=& PCS 7 AP Library a0 CascadeCantral FiatioR

- - Source Charts CazcadeControllean SmithPredictorControl

=[] T'E"""I:'Lf't'?S CaszcadeR 1 SplirangeContral
FiwdDizturbCompensat SplitrangeControllean
GainScheduling StepCantraltctar
todPreCon StepControlDirect
OverndeControl
QverideR

PIDConl_ConPertdan
PIDConR_ConPertdon
PIDControlLean
PIDControlLean Fb
FiatioContral
RatioControllean

= Comp_MP (Plant View) -- D:\PCS7_Project\Comp\Comp_MP

= 28] Comp_MP [ CascadeContol [£)RatioR
[+ 01_Plant_4 CascadeControlLean [ SmithPredictorContral
" § 02_Plant_B CazcadeR Splitrangeﬁnntml
" p 20_03 [ FiwdDisturbCompenszat SplitrangetuntrnlLean
" p 21_LL 7] G ainS cheduling StepEDntmlﬂ.ctnr
" P 25 BS |57 ModPreCon [#9 StepContralDinect
E@ Comp_Lib i OverndeControl

-] Shared Declarations

OverideR!
L_-| . Meszzstelentypen WIS

PIDConl_ConPertdon
PIDConR_ConPertdon
tanitaring PIDControllean
batars |0 ControlLear_Fh
ProcSimulation RatioContral

- [Ed] Walees FratioContralLean

(2] Musterlasungen

Press F1 to get Help, |PC internal.local. 1 [ =z

Note

Only base elements from the master data library should be used for configuring the charts.
This ensures for example that all S7 programs will contain the same versions of the block
types used. This avoids errors and warnings during later OS compilation.
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7.1.2 Creating user-defined technological blocks

Block library

In PCS 7, user-specific blocks can be created quite easily, meaning that particular customer
requirements can be met in a very flexible way. A user-defined block has a faceplate and its
block icon for operating and monitoring the OS.

Please note that you should always take the expertise required and the time and expense
involved in creating, maintaining, and servicing user-defined blocks into account. Working
with existing PCS 7 block libraries is recommended with this. A major advantage with the
existing library blocks is the fact that they are serviced and maintained systematically,
including with regard to different PCS 7 versions. Project teams can save time and cost as a
result, particularly for future upgrades where the original project team may no longer be
available.

Criteria to consider when making decisions about creating user-defined blocks
The following points must be reviewed before creating user-defined blocks:

® What functions do any existing PCS 7 block libraries offer (e.g. PCS 7 add-on catalog) in
terms of meeting your requirements?

® Does a sector-specific library already exist which meets your requirements?

® Can an existing PCS 7 block library be adapted to meet your requirements, e.g. related to
the display?

® |[s just one block to be created, or several blocks?

® |[s there a description or specification of the functions required of the blocks to be
created?

e Can user-defined blocks be maintained and serviced in the future?

Guidelines on the range of numbers

The block range of numbers for AS blocks is already allocated for the range from 0 to 2499
by the standard, add-on and sector-specific libraries. The FB range of numbers is therefore
divided up as follows:

e Up to FB1000: Allocated with existing PCS 7 block libraries
® FB 1800-1999: Reserved for the PCS 7 system

e FB 1025 and above: Provided for SFC types

e FB 2000- 2014: Allocation for the SIMOCODE Pro library

Compendium Part A - Configuration Guidelines (V7.1/V8.0)
Configuration Manual, 11/2013, ASE02779220-02 161



Configuring AS functions

7.1 Principles

The numbers in the range from 2500 to 2599 should be used for creating user-defined
blocks.

Note

Please note that the following CPU types do not support a block range of numbers greater
than 2048:

e CPUs 412-416 with V4.x version

e H-CPU 412 and 414 with V4.x version

Numbers in the range from 1200 to 1249 are recommended when using user-defined blocks
on these CPU types.

Guidelines on naming

The system has a limit of 16 characters for symbolic names for function blocks. However, a
maximum of 8 characters is recommended on account of the display in the CFC Editor.
Symbolic names with more than 8 characters are not displayed in full in the CFC Editor for
summary reasons.

When determining symbolic names the first characters should be allocated with the block
names in order to allow the function blocks to be uniquely assigned during the configuration
phase. If you want to expand a symbolic name with additional information (e.g. company
abbreviation) then place this at the end of the symbolic name.

The following example illustrates the naming guidelines:
® Block name: "CountOh"

e Symbolic name: "CountOh_Siemens"

e Display in the CFC Editor: "CountOh_"

Guidelines on creation

The "Compile chart as FB" function should not be used when using APL blocks to create
user-defined blocks as the "S7_x" attributes are not supported for structures. S7 SCL is
provided for creating the blocks in this case.

Note

Detailed information on creating technological blocks using the PCS 7 guidelines can be
found in the "PCS 7 - Programming Instructions for Blocks"
(http://support.automation.siemens.com/\WW/view/en/24449702) manual.
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713 Creating user-defined driver blocks

Using driver blocks

You can use PCS 7 to create driver blocks in the same way as technological blocks for
modules/devices that are not integrated. A driver block evaluates the status or the
diagnostics for the modules/devices. A user-defined channel block for actual signal
processing is generally required to go with this.

The main objective of creating such blocks is to achieve integration into the PCS 7
hierarchical driver concept. The hierarchical driver concept has been implemented in the
PCS 7 basis library and forms a basis for asset management.

Note

If necessary, you can also consult with an appropriate SIEMENS technical department when
creating driver blocks.

714 Changing the message class, priority and message text

Introduction

You can change the message class, priority, and message text for all function blocks.

Note

Please take note of the "Aspects of Message Configuration" table in this regard in the
"SIMATIC Process Control System PCS 7 Engineering System"
(http://support.automation.siemens.com/\WW/view/en/68157345) manual.

As of PCS 7 V8.0 SP1, it is possible to influence the appearance of limit violations at the
block in process control in group displays and in message lists. The "User-configurable
message classes" function is available for this purpose.

You can find additional information on the topic of "User-configurable message classes" in
the manual "SIMATIC Process Control System PCS 7 Engineering System"
(http://support.automation.siemens.com/WW/view/en/68157345).
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7.1 Principles
Procedure
To do this, click on an FB in the master data library and select "Special Object Properties >
Message".
. SIMATIC Manager - [Comp_MP (Component view) =10 x|
File Edit Insert PLC ‘iew Options ‘Window Help =] x|
D |27 4 | % B2l |dallo 252 = 5= | & |[<Nofier> W @ BED
Comp_tP Object name | Symbalic: name | Ereated...l Siz... | Type | Wersion [Head;l
p 01_Plant_a &3 FE1842 AutoE keitation SCL 1294 Function Block 20
02_Plant_B & FE1343 ModPreCar 5CL 270... Function Block 20
p 005 &3 FB1844 LPOptim SCL BS7E  Function Block 20
= g;—g'g 3 FRA54E MondnlL sCL 7368 Function Block 20
E| D:u;n Lib L3 FB1347 MonDi02 SCL 4748 Function Block 20
B gELib LFFB1348 MonDil SCL 3364 Function Block 20
- (f) Sources L+ FB1350 It SCL 101...  Function Block 20
L FB1851 MotRevl SCL 200...  Function Block 2.0
L+ FBE1354 MotSpdCL SCL 240...  Function Block 2.0
L+ FB1356 MotSpdl SCL 156... Function Block 2.0
L3 FE1363 MoiseGen SCL 356 Function Block 2.0
PCS7 Message Configuration - Comp_Lib\S7Lib\Blocks\FB1845 E
Lazt changed 09/26/20171 12:85:071 P Digplay language: German [Germany)
Message identif Message claass E’l Priority Ejl Event &
= [M=gEvid1
- SIG1 Alarm - high [# |0 [ |$%BlockCommentSS PV - Obere Alarmgrenze verletzt
| SiG2 Warning - high [+ |0 [T |5SBlockCommentSs PV - Obere Warngrenze verletzt
| SIG3 Tolerance - high [ |0 [ |%BlockCommentss PV - Obere Toleranzgrenze verletzt o
| SiG4 Tolerance - low [+ |0 [ |$SBlockCommentSs PV - Untere Toleranzgrenze verletzt
| SIG5 Warning - low [ |0 [ |%SBlockCommentss PV - Untere Warngrenze verletzt
| SIGE Alarm - low [+ |0 [T |$%BlockCommentsS PV - Untere Alarmgrenze verlatzt
| ST Alarm - high [+ |0 [T |5SBlockCommentss Grenzwert (oben) fir den positiven C
—| SIG3 Alarm - high [ |0 [ |$%BlockCommentsS Grenzwert (oben) fir den negativen
= [MsgEvid2
|— SIG1 Alarm - low [ |0 [ |2SBlockComment$s Grenzwert (unten) fir den absulutenll
< | o]
hdore > |
(1] Cancel | Help | 4 |
Press F1to ytes o
Note

First take care of the changes in the master data library and then update the FBs in the S7
programs of the AS subprojects (see also section: Updating block types (Page 166)).

Once these changes have been made, a delta download of the automation systems is still
possible. You will need to compile and download the OS servers if you make changes in the
PCS 7 message configuration.
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7.1.5 Changing attributes

Introduction

You can change the attributes of any function block. The attribute "S7_m_c = true" for
example means that the block/block I/O should be created as a structure/tag in the OS
project through the OP compilation.

Procedure
Set the attributes in the properties dialog of a block I/O on the appropriate tab.

EE1LAD/STL/FBD - [FBBS - "MEAS_MON" -- Comp_Lib\S7-ProgLIB\...\FB65] =10 x|
i File Edit Insert PLC Debug View Options Window Help _|Q|£|

DEEH & 2o o tdlo%ae || Dm|EE4F 07 L 2|8

';I'ﬂ | |Eb.ﬂt-lﬂt-! Df: 'Environment)IncerfsceyIN'
Inter face
ﬁ. Mew network - # & 1N

& Gi) B logic &G 0T

(] Comparakor [+ &0 IN_OUT [_SUP_. £

& Converter x| e

+ Eﬂ n‘ TAT oW ﬂ—]

&-(p8) 06 cal Emﬁd] Infiarrnation Mrhml

(5] Jumps A

#-(21] Integer function | | Attribute Value - [

41§ Floating-point ft. S7 link x

B (i) Move 2 S7 m o true

_‘t_ Hﬂ ::rm control 3 37 _string O In 3ecvice

:_.:._; g ﬂma:c ;I 4 57 _string_1 Cut of Service

] = S7_wvisible false

i [
7

- — -

M Programe... |B= Call struc... 8 Ad| r’—I
X Hote:
jl Hote |

Imzest Row Drelete Row
Cancel Help
D01 1319w N I I

Press F1 to get Help. [ D [offline labs <52 | Rd [ | 2
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7.1.6

Introduction

166

Note

First take care of the changes in the master data library and then update the blocks in the S7
programs of the AS subprojects (see also section: Updating block types (Page 166)).

A delta download of the automation systems is still possible following changes to parameter
attributes.

You may need to compile and download the OS servers if you make changes to the block
attributes. You can find information on S7 attributes in the "PCS 7 Programming Guide for
Blocks" (http://support.automation.siemens.com/WW/view/en/24449702) manual.

Updating block types

You can update changed block types automatically in the individual S7 programs from the
master data library.

The charts of the master data library (blocks from process tag types/models) are
automatically updated in addition to the S7 programs in the AS subprojects with the "Update
block types" system function.

SFC types from the master data library in the S7 programs can also be centrally updated.

Once the engineering phase is complete all the block types used should be present in their
current version in the master data library and should match the configured types within the
multiproject.
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Procedure

To do this, select the block folder or a block in the master data library followed by "Options >
Charts > Update Block Types...".

.EIMATIE Manager - [Comp_MP {Component view) - D¢ PCST_Projecks,C - | Ellil
Flle Edit Insert PLC “iew | Options ‘Window Help =&] x|
0 = | BN o | 3 2, Customize... Chrl+Alt+E Filtar j T | am g
— Access Prokection
El--@ Comp_MP | Created in Ianguageﬂ
= Change Log
[+-£28 01_Plant_a . SCL
: SIMATIC Logon Service. ..
) 2.5 Tt brarc
P 21_CL Language for Display Devices. .. Sl
EE-'B._SE?I Manage Multilingual Texts SOl
- Comp_Lib Revire. .. SCL
=z 57-FrogliB Run-Tirme Properties, . stL
- {E] Source SCL
Y Blocks Compare Blocks.., SCL
E @ Charts Reference Data SCL |
-{_7] Shared Declarations ~ DEfnE Global Dats SCL
Configure Metbwork 5L
Simulate Modules ggt
SIMATIC PDM SCL
SCL
Configure Process Diagnoskics SrL
Edit safety. program STL
Settings Far Copying/Maving. ..
<hared Declarat Book Back Process @hjects
Ares Desaratons Process Objects Skatistics
Plant Hierarchy Run Sequence
P Chject
roress ]_EE s ; Generatie Madule Drivers. .
Process Chjects (Online) Chart Reference ks
p T
e IREE Read back pragran,..
Models
Lags. ..
SIMATIC Rouke Conkrol
SIMATIC BATCH IUpdate Block Types ...
Dpen Extermal Miew
Ipdating of changed block types inse 05 r ] i

Note

If you select one or more blocks in the block folder, only these are updated. The advantage
is that this accelerates the update process.

Additional information on this process is available in the "SIMATIC Process Control System
PCS 7 Engineering System"
(http://support.automation.siemens.com/WW/view/en/68157345) manual.
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71.7 Driver concept

General principle

Driver blocks act as an interface between the I/0O modules, Pl devices and the S7 program.
Input/output signals and status information (e.g. wire break), which can then be used in the
CFC editor, are made available via the driver blocks. "Signal value invalid" (QBAD) and
"Value status of the signal" (Quality) are available on the channel driver.

7

SubsPV I
MS Relea

1 [SUBN _TYP QPERAF
1641 [SUSNL_ID oMs
1642 |SUBN2 ID EXT _STAT

647 |[RACK HO OMODE 00—
DXCHG 00—

AS I
I
Diagnostic block : Channel block
[ I FokOpen
= ‘ e
. ! BV _In Bad|—
—iﬂ ml:f}; ] "FBopen” E0.0| J 0— SimOn PV Cut
o 1 0—{SimPV_In Coshct —E>
|
I
|
I
|

Signal

Status

Process image

i

ET 200M module:
Channel address

ET 200M:
Diagnose address

PCS 7 features channel blocks for the actual signal and diagnostic blocks for diagnosing the
subnet, racks, and modules. The channel blocks must be configured in CFC.

Define symbolic names for each channel in the hardware configuration (e.g. H4711GO).
Linking a driver block to this symbolic name assigns this I/O signal to the signal driver.

The diagnostic blocks are automatically created by the system in the charts (@Charts) when
the CFC charts are compiled.

Parameters are already assigned automatically to the diagnostic blocks in accordance with
the settings made in the hardware configuration.
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If an entire ET 200M fails, for example, a process control message is provided pointing to the
faulty ET 200M. The individual process control messages of the modules and their channels
are automatically suppressed. This prevents a message burst from occurring, thus making
troubleshooting easier. The relevant technological messages continue to be evaluated.

Note

The diagnostic blocks from the charts (@Charts) are described in the "PCS 7 Basis Library"
(http://support.automation.siemens.com/WW/view/en/68113421) manual in the "Family:
@System" section.

The channel blocks of the PCS 7 Advanced Process Library are described in the "PCS 7
Advanced Process Library" (http://support.automation.siemens.com/WW/view/de/68154793)
manual in the "Channel Blocks" section.

The channel blocks of the PCS 7 Library V7.1 are described in the "PCS 7 Standard Library"
(http://support.automation.siemens.com/WW/view/en/36201733) function manual in the
"Family: DRIVER" section.

Diagnostic block "CPU_RT"

In PCS 7 V7.0 and above the "CPU_RT" diagnostic block is inserted with "Generate module
drivers" in the @CPU_RT chart. Channel/diagnostic blocks in PCS 7 Library V7.0 and above
must be used for this.

The "CPU_RT" diagnostic block implements a new controller and cycle behavior in the
overload range. All automation systems have the new behavior in the overload range.

A performance analysis of the AS load is also possible. The performance analysis depends
on the CPU firmware (CPU FW V4.5 and above). If the CPU FW supports SFC 78, the
performance data can be read via "CPU_RT". The performance data is shown in the
diagnostic area of PCS 7 asset management (see also the "Integrated asset management
(Page 313)" section).

Note

Further information on "CPU_RT" can be found in the "Family: @System" section of the
"PCS 7 Basis Library" (http://support.automation.siemens.com/WW/view/en/68113421)
manual.

Compendium Part A - Configuration Guidelines (V7.1/V8.0)
Configuration Manual, 11/2013, ASE02779220-02 169


http://support.automation.siemens.com/WW/view/en/68113421
http://support.automation.siemens.com/WW/view/de/68154793
http://support.automation.siemens.com/WW/view/en/36201733
http://support.automation.siemens.com/WW/view/en/68113421

Configuring AS functions

7.1 Principles

7.1.8

Cycle load

Memory load

170

AS resource utilization

It is advisable to always determine the cycle load of the AS during the engineering phase.
Corresponding adjustments are required in the relevant AS where the actual load exceeds
the results from the planning tool, such as PCS 7 Protime.

You can do this in the following ways:

® Using the "CPU_RT" block in PCS 7 V7.0 and above and the corresponding AS (FW >
V4.5). Information on FW can be found in the "Driver concept (Page 168)" section.

® For an older AS (FW < V4.5) you can configure determination of the cycle load and
download it to the AS in RUN mode at any time using CFC blocks.

Note

Further information can be found in FAQ "How can you calculate the cycle load of the
automation system (AS) online?"
(http://support.automation.siemens.com/WW/view/en/22000962).

Typical limits for the cycle load after commissioning the AS:

Observe the TOTALAV 1/O of the "CPU_RT" block (total average value of all OB 1, OB 3x,
OB 8x (in %). This value should never be above 75%, regardless of whether it involves a
standard AS or an H system. This corresponds with the default limit on the MAXLIM 1/O with
which the "Net time consumption of all OBs exceeds Max Limit" is produced.

Peaks may occur through additional process loads, e.qg. triggered by asynchronous OB
errors, which may also cause time errors with a basic load of more than 75%. This leads to
OB 80 being called up with a process control message included and results in the following
entry in the CPU diagnostic buffer:

"Event ID 16# 3502 OB demand error / OB demanded: OB time error (OB 80)".
Increased availability as part of Lifecycle agreements:
The net time consumption of all OBs may not be above an average of 75%.

Once the engineering phase has completed check the CPU diagnostic buffer for OB 80
entries. Where there are entries present reduce the cycle load of the relevant cyclic interrupt
OBs.

Current memory utilization for the work memory and the load memory can be ascertained in
the online module status of the CPU. The warning threshold for the work memory and the
load memory is set at 90% as standard. This threshold can be changed in the CFC Editor.

Note

Setting the work memory code to no more than 80% is recommended where changes are
frequently downloaded.
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Increased availability as part of Lifecycle agreements:

The work memory code may not be set to more than 80%.

Communication utilization

The following recommendations for communication between two PCS 7-AS can be deduced
from the rules on configuring AS-wide interconnections in the CFC online help:

AS-wide interconnections can be used for configuration in PCS 7 V7.1 and above. The
advantage with this is that the quantity structures are checked automatically upon
compilation and are captured in the CFC reference data.

Configurations with the communication blocks based on BSEND/BRCV (e.g. SEND_R
from PCS 7 Library) are preferred in earlier versions:

— Maximum of 50 or 100 frames/second

— Maximum number of nodes: 30 (CPU412/414) or 62 (CPU416/417)

The fastest cycle possible for the blocks is 200 ms for sending and receiving.

The maximum transmission volume between automation systems in an OB is 4800 bytes.

The volume to be transferred is calculated by adding all AS-wide interconnections of a
CPU in bytes per second. The maximum possible volume that can be transferred varies
depending on the CPU and its performance. This figure should not be exceeded.

The following table shows the recommended maximum values for the transmission volume

of a CPU:
CPU 412H V4.5 | H system CPU 414, 416, 417,
H system V4 V4.5 V5 and CPU 414H,
417H V4.5
Recommendation for the overall 21 KB/s 30 KB/s 60 KB/s
transmission volume
Portion for the AS-wide communication 7 KB/s 10 KB/s 20 KB/s
(default setting 30%)
Recommendation for the number of 30 60 120
communication block instances per second

Increased availability as part of Lifecycle agreements:

The recommended maximum values for the transmission volume may not be exceeded.
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7.2

7.2.1

Example

Creating process tags

Process tag types (templates)

A process tag type (template) is a project-specific interconnection of blocks. It serves as a
model for a specific automation function.

A valve-control process tag type from the PCS 7 AP library is shown below.

The valve-control process is completed here with the channel blocks for inputs and outputs,
the technological blocks "Intlk02" and "VIvL". The "Bad" output of the driver blocks is
interconnected to the "CSF" error input of the valve block (valve).

Protece|
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Relea Interloc m FhbkOpen FhkOpend [—
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1—|FizszInE 2.0—{MonTilyn
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Numerous process tag types are available in the PCS 7 AP library. They serve as a basis
and can be adapted to the automation function for a specific project in your master data
library.

User-specific process tag types should be created in the same way as the process tag types
of the PCS 7 AP library.
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Recommendation for creating custom process tag types
Note the following recommendations:
e Use the comment fields (for describing the logic, for example).

e Use channel blocks between the I/O data provided in the process picture and the
technological blocks.

® Arrange the blocks on the CFC sheets of the process tag type in a clear manner,
for example, always arrange them from left top to right bottom.

e Create variants of process tag types. If a valve needs two interlock blocks, for example,
create a new process tag type for it.

e Test each process tag type before using it in the project.

Note

Information on creating CFCs and process tag types can be found in the "SIMATIC
Process Control System PCS 7 Engineering System"
(http://support.automation.siemens.com/WW/view/en/68157345) manual.

All process tag types are then to be saved in the master data library and can be maintained
and edited there as needed.

The process tags (replicas) in the project result from the process tag types of the master
data library - either by manual copying or using the Import/Export Assistant
(see also section: Import/Export Assistant (IEA) (Page 186)).

71.2.2 Control module type (CMT)

Introduction

Compared with a process tag type a control module type (CMT) has the following
advantages for bulk engineering with PCS 7 Advanced Engineering:

® [nstance-specific changes to the instance of the control module are not lost during
synchronization of type and instance.

e |tis possible to create different instances from a control module type. Optional blocks are
configured for this in the CMT. Before creating the instances a user can determine
whether the optional blocks are activated in the relevant instance in the Advanced
Engineering System. The additional "Plant Connections" view is introduced for this in the
CFC Editor for PCS 7 V8.0 and above.

The advantages for bulk engineering in PCS 7 cannot be exploited without PCS 7 Advanced
Engineering as there is no option for creating CMTs in bulk in PCS 7.
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Creation

A control module type can be created directly from a CFC prototype in the plant view in the
same way as a process tag type or can be generated from an existing process tag type.

For this select a folder from the process tag types of the master data library (plant view) and
call "Insert new object > Control module type" or the "Control modules > Create control
module type from process tag type" function.

[~ SIMATIC Manager - [Comp_MP (Plant View) -- D:\PCS7_Project\Comp\Comp_|

[B5 File Edit Insert PLC Wiew Options ‘Window Help

D |87 & Ba | oo 22 o 8

| ||:NOFi|ter>

AW i@ BmE M e

.
=& Comp_Lib
{17 Shared Declarations

2] Musterlisungen

174

Walvewap(1)

S7LibACharts

E@ Comp_tP Object name | AS hezignment | as... | Pict... | Drderl Type | Sizel Author |
- 01_Plant_4 §7Lib\Charts 0 Control moduls type - AP_Liba0
02_Plart_B ValeeZway S7LibACharts 0 Process tag type — AP_Lib80

0 Control module type - AP LibB0

ntrol module type process tag type - AP_LibE0
Processta..  # | Comment - AP_Lib20
O wakvePwian Walve 2 'way = AP_Libe0
Control P . - : 2| - AP_Lib20
D Walvednalog Analog Positioning Valve: Analog Drive with Analog Readbz —=
Mz:ietolin Walvetinalog_Fb = Analog Pogitioning Yalve: Analog Drive with Analog Readbz| ™ .&P_L!bBD
Motars o O alvelean Walve: Single Drive and Dual Feedback with Interlock - AP_Lib&0
sterldzungen
1] | |
Cloze | Create. .. I Select... | Help |
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Defining variants

A control module type is defined via its settings in the "plant connections" view of the CFC
Editor. Using a valve as an example you can set up certain variants in a control module type
of the master data library as shown in the following image:

ﬁCF{ - [Valve -- Comp_Lib\Messstellentypen\Valves]
[ Chart Edit Insert CPU Debug View Opfions Window Help _&] x|
NwE| s =i B=Esdan§ox=mx B o aa =0
----- 1 OUTOC +| [attribute Attribute value Assignment
- OUTOC_FLUTSUPRESS Assigned block ValvePermit
-~ QUTOC_FLUTSUPTIME Name permit
5P Comment Interlock with 2 inputs
L} PERMIT-EN T
&2 Protect Optional
- PROT-EN Athor
L VLV_LIOPMODE e
Ll VLV _PULSEWIDTH Control module type Valve
L VLV_SAFEPOS
Lk VMOMN-EN LI P | | _'I
FbkOpen
Pc}s?DiIn 0B3
Digital 27/1 Valve
0—EV_In Bad V1vL
0—{Sim0n BV Qut Valve -
0—{SimFV_In OosAct Permit 0—{ModLiOp
0—{SubsEV_I Intlk02 = OosLi
—— M5 _Relea Interloc 27/4 FbkOpen
o —{Ms Inol out FbkClose |
F— Mode 0—In02 1—{Monitor
0 — DataXchg AND— Logic 3.0—|MonTiSta
1—{FirstInE 3.0—|MonTiDyn
1—{MonSafeP
FbkClose Permit
Pc}s?DiIn 083 Intleck
Digital 27,2 Protect
0—FV_In Bad CSF
0—Simon PV_Out
00— SimFV_In QoshAct Interlock
0—{SubsEV_I Intlk02 o
—M5_Relea Interloc 27/5
0—{M5 In01 Out | =
B PR 1 |
AehAa /s | I
Press F1for help. [ |A/Sheet 1 |OB32 Valve Valve\OR_0OS v
Proceed as follows to set up the variants in the example:
1. Drag the configured "Permit" block using Drag&Drop to the "Plant I/Os" view.
A new control module is created.
Rename the new control module, e.g. as "Permit".
3. Select the "Optional" attribute.
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Selecting variants

A control module (CMT instance) is created from a control module type by copying a control
module type into the chart folder of an AS. The defined variants for a control module type are
available under the "Variants" context menu function in the "Plant I/Os" view.

Here you can select whether the optional "Permit" block is required including its
interconnections in the case of the valve.

ECFC - [F1valve -- 01_Plant_A\reactorA\filling\f1] - IEIIlI
[0 Chart Edit Insert CPU Debug Wiew Options ‘Window Help =11
D& 4 e @ = =E |2 | end |8 o=z @@ Hea==me|
B2 Fivalve « | EAttribute Attribute value Assignment o
4k BYPPROT Assigned chart Fivalve
W FEC MName Flvalve
4 FBC_FLUTSUPRESS Comment Valve: Single Drive and Du...
G FEC_FLUTSUPTIME Anthor AP_Liba0
4 FBO Version
A& FBO_FLUTSUPRESS Function identifier
e FBO_FLUTSUPTIME Location identifier
A 111 Sampling time 1000
oLl TL2 LI Contral madule tvne Value LI
FbkOpen
Pc_:s?DiIn 083
e 6/1 Valve
0—EV_In Bad V1ivL
0—5imon BV _Qut Valve - m
0—{SimEV_In Ooskct |———— [Permit 0—{ModLiop M
Variants Fo2 0B3. Oosli
loc 6/4 FbkOpen i
The following optional control modules can be selected: out ForClose i
#8000 Mate: l—Monitor
If you remove existing variants, the associated blocks with the cument c 3.0—|MonTiSta
| configurations will alzo be deleted. L TnE 3.0—|MonTiDyn 1
1—|MonSafeP
Permit
1— Intlock
1—| Brotect
CSF
#8000
-|
KD Carce Heb | | o)
Press F: | [A/Sheet1  [OB32 FiValve FiValve\OR_OOS Y
Note
Further information on managing control modules can be found in the "SIMATIC Process
Control System PCS 7 Engineering System"
(http://support.automation.siemens.com/WW/view/en/68157345) manual as well as in the
CFC-Editor online help.
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7.2.3 Requirements for configuration in CFC Editor

Areas reserved for other applications

Open the "Settings for compile/download" dialog box in the CFC editor via "Options >
Settings > Compile/Download" and specify the DB and FC number ranges which should be
skipped when compiling the charts.

Settings for Co ||

CPL: CPU 416-32 PM/DP

W arming
Lacal data [Z]: IEIEI _I? Conmunications jobs [ 9

Load mernorny [Z]: IEIEI _l? ok, memon (7]

Communication load rezerved for A5-wide N
interconnections [Z]:

K

[Au)
[}
Ilr Ilr

Installed blocks per antime group or OB:

™ Suppress waming

breaz Reszerved for Other Applications

\_ LE

DB numberz from: I'I to IE'-EI Test
FC numbers fram: IEI ta I?EIEI [T Compress
Statiztic:
b @i Ayvailable I Lge Highest
| | | | number
DB 16000 15340 B5 125
FC 2000 7299 101 a1

[~ Generate image of downloaded program fior comparizon

] | Cancel Help

The settings for the number ranges should be the same for all S7 programs in the
multiproject. It may be necessary to change the preset range depending on the additional
project-specific user libraries.

The default settings are:
e DB:1to60
e FC:0to 700
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Installed blocks for each sequence group or OB
The default limit of 50 blocks is sufficient for typical configuration cases.
The monitoring is performed for:
® Blocks per sequence group (GROUP FC) or
® Blocks per TASK FC + sequence groups per TASK FC + SFCs per TASK FC

With the default setting of 50 blocks per sequence group or OB, a warning is triggered if
more than 50 sequence groups (CFCs) are configured.

Too many blocks per OB without using sequence groups can cause the SCL Compiler to
abort, as the compiler can only create a maximum of one 64 KB FC per OB.

The warning limit exists so that the 64 KB limit is not exceeded. You can set the warning limit
individually (1 — 32767), for example, after empirical determination. To determine the warning
limit empirically, the program must be compiled at regular intervals during the configuration.
Then you can check in the block folder of the program whether a block (Task FC) is
approaching the maximum allowable size of 64 KB. If the block size is close to this limit, the
warning limit is set too high. If the block size is well below the limit of 64 KB, the warning limit
can be increased.

If a block is close to the limit of 64 KB, you can reduce the block size by inserting new
sequence groups or by moving blocks/sequence groups to a different cyclic interrupt.

You can find additional information on this topic in the FAQ "Why does the error message
"Maximum length of code area reached (max. 64 KB)" or "Insufficient main memory" appear
when the CFC charts are compiled?"
(http://support.automation.siemens.com/\WW/view/en/771569).

Generate image of downloaded program for comparison

As of the PCS 7 V7.0, the "Generate image of downloaded program for comparison" option
is available. This can prove useful or necessary as of a certain configuration phase
(commissioning, production).

If the option is activated, this allows you to subsequently view details of the changes to be
downloaded; The "Show Changes" button is available for this purpose in the "Download"
dialog window. The VXM tool (Version Cross Manager, including license) must be available.
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7.2 Creating process lags

Run sequence

Principle of the run sequence

A runtime group is created for every CFC chart (process tag) automatically upon creation.
The "Predecessor for runtime sequence" function in the runtime editor provides the option of
determining the installation position of the next CFC chart within a cyclic interrupt OB. All
blocks of a CFC chart are therefore assigned to the same cyclic interrupt OB. This ensures
that the channel drivers and technological blocks are processed in the same cycle in a
runtime sequence.

}E[ FC - [Runtime editor -— 01_Plant_&\AS1YOPU 417-4 B{0), -] Aﬂlﬁl
E Chat Edt Inssrt CPU Debup View Options Window Help =18 x|
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E Mo Tet Tﬂ OBI0 [Ubrzeitalanmi)] ﬂ' @CPU_RTYRCPU_RT CP'I.I_FI.T
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o e F_Makrix T o615 [Ubezeitalanis)
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TH 0833 [Weckalarm3] (500 ms)
Tl 0834 [Weckalarmd] (200 ms)
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Note
If blocks with startup characteristics are included, these are also integrated in OB 100.
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Execution time of the runtime groups

180

You can set the execution time of the process tags by inserting the corresponding runtime
group in one of the following cyclic interrupt OBs.

Cyclic interrupt OB Default value for time frame Default value for priority class
OB 30 5s 7

OB 31 2s 8

OB 32 1s 9

OB 33 500 ms 10

OB 34 200 ms 11

OB 35 100 ms 12

OB 36 50 ms 13

OB 37 20 ms 14

OB 38 10 ms 15
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Optimize the run sequence

The timing of each individual block, or of the entire program, can be optimized using the
"Options > Optimize run sequence" system function. This optimization is recommended is for
PCS 7. If certain runtime groups (e.g. CFCs with cascade connections) are not to be
optimized then the optimization may be deactivated in the runtime group properties.

Insert Runtime Group 5[

Task: 0B32

After:

I arne; I‘u’alve_l

Comment;
R eductian ratio;

Phase offzet:

O ptimize run sequence

o]

Active:

Cancel | Help

One advantage of optimization is that all process tags of the entire S7 program are executed
in the same order. This sequence is based on optimization under the IPO principle: Input
driver block — Processed blocks - Output driver block.

Note
If the runtime group contains fail-safe blocks, the option is not activated.

You can find more detailed information on the run sequence and how it is optimized in the
"SIMATIC Process Control System PCS 7 Engineering System"
(http://support.automation.siemens.com/\WW/view/en/68157345) manual.
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7.3

Creating step sequences

General information about SFCs

SFC types

182

The sequential function chart (SFC) is a sequential control system executed in stages which,
depending on certain conditions, advances from one state to the next. A sequential control
system controls functions, such as CFC charts, via mode and state changes, and processes
them selectively.

It is created in the SFC editor. Block icons for SFCs and SFC types are generated
automatically during OS compilation.

Note

Additional information on this is available in the "Process Control System PCS 7
Engineering System" (http://support.automation.siemens.com/WW/view/en/68157 345)
manual.

In the SFC, there are the "SFC chart" and "SFC type" object types.

The SFC type allows the definition of sequential controls and of an expandable interface.
You can read about the advantages and disadvantages of SFC types/instances in the
manual mentioned above.

Note

The creation of SFC types is described in detail in "Compendium Part C - Technical
Functions with SFC Types".

An SFC type is generally preferred if a step sequencer (SFC) is used several times in the
project. The instances are placed in the CFC chart similar to a function block. The SFC type
is contained in the associated chart folder.

As of PCS 7 V7.0, the SFC type can be centrally edited in the master data library and all
instances in the project can be automatically updated. In addition, ways of accessing the
SFC instances are listed in the chart reference data of the CFC.
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7.4 Bulk Engineering
7.4 Bulk Engineering
741 PCS 7 Advanced Engineering
Introduction

Advanced Engineering combines the tools from the basic and detailed planning, e.g. EPlan,
ELCAD and SmartPlant, with those in PCS 7 Engineering (CFC, HW Config, Plant

Hierarchy).

@ Master Data Library
ﬂ l l Base: All CMT

Advanced ES
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G == =@
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Config
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. 05 Compile OS5 pictures
Derived Oooo
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Scope of functions

184

Advanced Engineering is an optional package for PCS 7 Engineering which can be used
from PCS 7 V7.1 SP2 and above.

e Advanced Engineering processes data for use in the PCS 7 ES.
e |tis an application for importing data.

e Data can be imported into Advanced Engineering from process tag lists and signal lists
and transferred to PCS 7 ES.

® Plant hierarchy, signal and parameter settings can be incorporated automatically from the
process tag lists and signal lists.

e Hardware (distributed I/O including channel allocation) can be generated from the signal
lists. Object-dependent bulk processing and queries are possible.

e Variants can be formed from one type when using control module types (CMT).

Example: There is only one valve type. The variants are formed from this with or without
feedback.
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The following image shows an example of the Advanced Engineering working environment:

Advanced ES

Menu ¥

= % 01_Plant_A
= (] reactorl Hierarchy folder level 1
= (gl filling Hierarchy folder level 2
[ L1200 Control module AdvES
[ L1201 Control module AdvES
i L1202 Centrol module AdvES
[s M100  Control module AdvES
[ M101  Control module AdvES
i M102  Control module AdvES
fs M105  Control module AdvES
[ M106  Control module AdvES
i M107  Control module AdvES
s VA103  Control module AdVES
= [ VA108 Control module AdvES
54 $$BlockComment$$ Bypass active Message
[ $5BlockComment$$ Bxternal error has occurred  Mes
[ $4BlockComment$s External message 2 Message
4 $4BlockComment$s External message 3 Message
[ §4BlockComment$$ Feedback error  Message
& IL-PR4  4nd interlock protection signal
& IL-PR6  6nd interlock protection signal
& IL6  Interlock sixth signal
& 117 Interlock seventh signal
118 Interlock eighth signal
[ Ctrl - Control module AdvES
[ FbkClose  Control module AdvES
[ FbkoOpen  Control module AdvES
[h Intlock  Control module AdvES
[ Protect  Control module AdvES
T FBC  Feedback closed
W FBO  Feedback open
W QUTOC Out open close
(k] fluid_products  Hierarchy folder level 2
(gl main_fluids  Hierarchy folder level 2
(k4| solid_products  Hierarchy folder level 2

-

=

[ automation view [ copy

=reactorl.filling.vA108 Control module AdvES = 07.03.2012

Description |cantrol moduie Adves

| Adves system [ pes 7 |
PCS 7 Control module name [vA108 |
PCS 7 CM description | Gontrol modtule AVES |
e | |
PCS 7 Control module type VAL 2fb_1cm X e
Station name |SIMATIC 400(1) |
Block icon 3 |
Cydle Time [s00

Note

Further information on PCS 7 Advanced Engineering can be found in the following manuals:

o "SIMATIC Process Control System PCS 7 Engineering System”

(http://support.automation.siemens.com/WW/view/en/61189618), "Exchanging data with

plant engineering" section
o "SIMATIC Process Control System PCS 7 Advanced Engineering System"

(http://support.automation.siemens.com/WW/view/en/57414032)
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7.4 Bulk Engineering
7.4.2 Import/Export Assistant (IEA)
Introduction

During the planning of a plant, a wide variety of data is created, often at a time where no
definite control system is planned. By using the import function, this data can be made
available to the control system engineering. You use the import/export assistant if you want
to frequently use multiple models or process tag types in a project (bulk data processing)
and change block parameter descriptions easily.

Master data library
S
ﬂl ‘ Base:

One Process Tag Type / Modell

Import-/Export-Assistent

Process Tags/Replicas in list

format defined | I% :ID

Hﬁ i, l 1 “ i case of Wodsis
1 i [

1 : [

- 0S Compile OS -Bilder
Derived
o i |
process I%
tags

—_
I

Operator

Controller System

-
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Scope of functions

Working with the

7.4 Bulk Engineering

The functions that can be used with the |IEA include:

Standardized plant libraries with tested process tag types and models

Import of plant data (e.g. process tag lists or I/O lists) from the higher-level CAD/CAE
environment

Automatic generation of the AS configuration based on imported process tag lists and
process tag types (CMTs cannot be used).

— Creation of the plant hierarchy
— Editing stored process tags

Automatic derivation of the OS picture hierarchy, automatic connection of blocks, and
positioning within pictures

Automatic creation of an OS archive

Creation of individual process objects using appropriate graphical tools such as CFC and
SFC

Export of optimized parameters back to the CAD/CAE environment

import / export assistant (IEA)

The Import Export Assistant offers the convenient option of creating function charts using
process tag types and models. You also are given the option of exporting the files created in
PCS 7 (for plant documentation, for example), editing them in Excel, and then importing
them back into PCS 7.

The following procedure should be followed when creating process tag types and models:

Create the process tag types and test them to ensure that they function correctly.
Changes made at a later cost time.

All workers in a multiproject should use the same process tag types. Each worker should
be assigned a name band for IEA files he creates.

This allows the files to be easily entered into the multiproject. The workers should be able
to use the process tag type for import, but should not be allowed to change the template.
Changes should always be made from a central location, and then made available to the
workers.

The IEA should be only be used during the configuration phase. Changes to parameters
and interconnections in the charts should be made during the FAT (Factory Acceptance
Test) or during commissioning.

Since users make changes in the charts and not in the IEA files, any new IEA import may
overwrite the changes.

During the FAT and subsequently while the plant is in process mode, the process object
view offers the possibility of editing charts created via the IEA in tabular form. You also
have the option here of exporting and importing (see also section: "Managing process tag
types with the process object view (Page 188)").
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7.5 Managing process tag types with the process object view

Note

Information on working with the IEA can be found in the "SIMATIC Process Control System
PCS 7 Engineering System"
(http://support.automation.siemens.com/WW/view/en/68157345) manual.

7.5 Managing process tag types with the process object view

Introduction

In the process object view, all the data of the basic control can be displayed in a process
control oriented view throughout the project. This means that a multiproject encompasses
the data of all the projects within it.

The process object view is mainly used during the FAT and commissioning. These tasks
involve working efficiently with great amount of data at a centralized location. The process
object view has the advantage that all changeable tags/values of an object (white
background) can be centrally edited.

When editing process tags and CFCs, all aspects (automation, I/O connection, messages,
operation, and monitoring) can be consistently displayed and documented. Jumps to CFCs,
SFCs, HW Config, and to the OS enable you to edit tags/values which cannot be edited in
the table (e.g. parameter definition of the models, picture contents).

Note

Information on the structure and on working with the process object view can be found in the
"SIMATIC Process Control System PCS 7 Engineering System"
(http://support.automation.siemens.com/WW/view/en/68157345) manual.
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7.5 Managing process tag types with the process object view

Filter function of the process object view

Filtering in the process object view is a comprehensive tool. A filter with a variety of criteria is
shown here as an example:

® Process tag type "FI" (flow measurements)
e Blocks of type "MEAS_MON"
e "MO_PVHR" I/Os (measuring range high limit)

£ Comp_MP (Process Object Yiew) -- D:\PCS7_Project\Comp_MP,Comp_MP =10 x|
=-{&] Comp_MP
= e Plant_A o General | o Blocks o/ Parameters | Signals | Messages | Picture objects | Archive tag. 4 | »
= g 02_Plant_B Filter by colurmn Diisplay: Filter genesat
&) Shared Declaratons = =T
S il reactorB | Block x| |MEAS_MON [Process tag type' = Fl
() boiing (140 name =] [MO_PvHR
-l destilstion
+- [ estraction | Hierarchy | Chast Chart comem...|Block Block commerit —
Eﬁlwallahelmfreld 1 [ieacioBentiachont |FI000  |Durchiluss-.. | MEAS_MON |Durchiluss-Messung |
Jocexseriation 2 |weaciom\estiscions |FI1500 |Durchiluss-... |MEAS_MON |Durchfiuss-Messung
= 8P 20_05
=8 21_CL
= &P 25 ES
w &P 30_ASSET |
H-8P Cas_1 =
%@ Comp_Lib [<] A

Values can be easily selected, checked, and modified using the different filter functions
"General", "Block", and "I/O".

Exporting and importing inputs/outputs and messages

Through the exporting and importing of attributes you have the option of exporting
information on parameters, signals and messages to a file, processing it with standard
applications and inputting it (importing it) again.

Note

Filters are ignored during import/export. All data are always exported when they are
displayed in the current view without filter.

These functions are particularly beneficial if you want to edit large amounts of data. You do
not need to open the individual charts with the CFC editor in order to edit the 1/Os, as the
I/Os of all charts in the hierarchy folders are imported automatically.
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7.5 Managing process tag types with the process object view

Charts located in the selected hierarchy folder and all lower-level hierarchy folders are edited
(in accordance with the selection made in the process object view).

.EIMATIE Manager - [Comp_MP {Process Object ¥iew) - D:\PCST_Projec - |EI|5|
2] Filz it Inser igws  Cpkions  Window  Help -
] File Edit I L PLC M Opki Wind Hel B =
D& |8' & | % Bai [ ola||o B % - i = | 81 || <NoFikers A A
—
= Comp_MP . : :
_ B3 01 Plant & ¢ General |E=I|:u:ks| F'arametersl Slgnalsl Messagesl Picture l:ul:u|ects| Brc A I *I
L s - -
=-&p 02_Plant_B Filker by calurmm: Dizplay:
[#-[_7] Shared Declarations
El actorB IF'rn:n:ess tag type j I - | e cu
I:u:ullr_'|g . Hierarchy |Name £ Comrment Type Fre
q| destillation 1 = — ————= — —— Dlli
estraction Open Object ChrAlE+O s
bl 2 re Frocezs tag (DN
- GI:::I:uaI Igl:ueling field 3 e ook kel .. |Process tag |FI1
% Documentation 4 re  Copy Chrl+C ... |Processz tag |FI
W o0 05 ] re  Faste Y e |Process tag  |PI°
21:|:|_ 5] re Delete Del 33_3... Process tag F'I'.
B 25 ES v re eit...| Process tag QI
B Cas_1 2 e lndm kel +Z git...|Process tag |G
-G Comp_Lib | re  Redo (ZEr4-R bur-...| Process tag | TI°
10 (e j tur-...|Procesz tag | TI
Find/Replace... Ckrl+F
Define Colurnns. ..
( Select Ifs, .,
Process Cbjects (Online k
] ( ) Export Blocks. ..
Process Tags b I k Blacks
Object Properties, .. alt-+HReturn IEE EBIER
Impark Block Texts. ..
Expark If0s ..
Impark If0s .
Export Al Ifis., ..
Import I/O Texts. ..
[4] I
Expork Messages. ..
: - : Impork Messages. ..
Export messages from the chart plan of the selecked object, |F'C internal .
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7.6 Comparing projects with the Version Cross Manager (VXM)

Further functions of the process object view
Other important functions in the process object view include:
® Find/Replace
® Test mode
e Display data for fail-safe applications
e Split view with display in two windows (see above)
® View from WIinCC Tag Logging for tabular configurtion of archive tags
® Defining user columns
e Undo

Always work in the process object view where possible. The overview provides considerable
advantage in comparison to working in a CFC. The process object view also offers all the
options of the plant hierarchy.

7.6 Comparing projects with the Version Cross Manager (VXM)

The Version Cross Manager detects differences between the various revision levels
(versions) of an engineering project. It can compare entire projects, hardware configurations,
CFC/SFC charts, block types and instances, signals, run sequences, etc., with one another
and thus detect any objects which are missing, which have been added, or which are
different.

The import and export of project and planning data plus generation of process tags from CAx
function charts are available as additional functions.

Note

Usage scenarios and information on working with the Version Cross Manager can be found
in the "SIMATIC Process Control System PCS 7 Engineering System"
(http://support.automation.siemens.com/\WW/view/en/68157345) manual.
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7.7 Archiving/Versioning with Version Trail

7.7 Archiving/Versioning with Version Trail

The overall multiproject should be archived on a regular basis, with all projects and the
master data library. If a number of changes are made during commissioning and FAT in the
engineering stages, an archive/backup should be created every day. Archiving the relevant
projects following each AS change download is recommended in production.

In addition to simple archiving / retrieval via SIMATIC Manager there is also the option of
versioning, creating and managing archives with the optional "Version Trail" package.
although the archived data cannot be changed once this has been done. This means that
defined archive versions can be compared with one another using the Version Cross
Manager. In PCS 7 V8.0 and above it is possible to set up time-triggered archiving.

Note

A description of the process for archiving, including with the optional "Version Trail" package
can be found in the "SIMATIC Process Control System PCS 7 Engineering System"
(http://support.automation.siemens.com/WW/view/en/68157345) manual.
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Compiling and downloading

8.1

Compiling the user program

The charts are reproduced in functions (FC) and data blocks (DB) when compiling the user
program. The program is also checked for consistency, errors and warnings.

A one-off compilation of the overall program is required at the start. Following this a
compilation of the changes will suffice.

Compile program ﬂ

Compile Charts as Program I

CPL: CPU 417-4H
Program narme: ASTACPU 417-4 HO)%S 7-Progas
Scope

¥ Ertire program
" Changes only

¥ Generate module drivers Block Driver Settings...

[~ Generate SCL zounce

F. Obermehrmen Abbrechen Hilfe

When compiling in PCS 7 it is important that the "Generate module drivers" option is always
selected where HW Config of the AS has been changed beforehand.

Note

As of PCS 7 V7.0, the two options "Make textual interconnections" and "Delete Empty
Runtime Groups" are no longer available in the compilation dialog; they appear in the CFC
editor instead. The sampling times are updated during every compilation.
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8.2 Downloading the user program

8.2

194

Downloading the user program

Loading the hardware and the network configuration into the AS are conditions for
downloading the user program. You can find information about this in the following sections:

e Creating and managing a PCS 7 project (Page 45)
e Configuration of the hardware (AS and 1/O) (Page 87)

e Configuration of the network connections (Page 139)

Note
The user program must be loaded before the OS project
Do not load any blocks directly from the block folder of the SIMATIC Manager with PCS 7;

download the charts solely via the selected chart folder in the SIMATIC Manager or via the
function in the CFC/SFC Editor.

You can also download changes directly to the chart folder without starting compilation
beforehand. The system recognizes the changes in the program and completes a
compilation first of all.

Download (244:4508) |

The program has been modified and must thersfore first
! ' be compiled.

Do you want ta compile now and then download’?

A full download is required when the user program is downloaded for the first time. For this
the CPU switches from RUN to STOP mode following corresponding notification.

Interface changes to a function or a function block also require a full download of the
program.

Downloading the changes is then normally sufficient for any program expansions.
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8.2 Downloading the user program

What situations will prevent online downloads of changes?
It is no longer possible to download changes if the following conditions are present:

e A used block type has been replaced by a new version that contains structural changes,
for example, due to the addition of 1/Os and/or messages.

e DB and FC number areas have been compressed during compilation using the menu
command Options > Settings > Compile/Download... > Option: "Compress". DBs and
FCs will be assigned a new numbering sequence in this case.

e When a modified program was downloaded to a different CPU prior to the download of
changes, for example, for debugging purposes. In this case, the time stamp no longer
matches the time stamp of the original CPU. An exception to this is provided where the
"Download to Test CPU" option is used in the "Download S7" dialog box. In this case the
download ID and the comparison time stamp are retained. You can still therefore transfer
the program to the original CPU by downloading changes.

e |f you resort to an archived program that is not the original from the most recent download
(time stamp comparison).

Note

Refer to the online help for the CFC Editor and to the "Downloading changes online
(Page 307)" section for additional information.
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8.2 Downloading the user program

Downloading to the target system

The following image shows the dialog box for downloading the target system:

Compile Program / Download to Target System

Compile Charts as Program 57 Download

CPU: CPU 4174 H
Program name: AST_HWCPU 417-4 HMNSTASTH

]|

Download mode

i~ Changes only
™ Totest CPU {entire program)

Show Changes

¥ | [nclude weer data blacks

Before downloading the entire program, the CPLU is set to STOP and all blocks are

eleted. Do you want to download the 57 program?

Read the notes in the anline help about possible effects

T
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8.2 Downloading the user program

By confirming with "OK" the following notice is displayed with a query on whether the
parameters need to be read back.

x

S5¥ Download |
CPL: CPU 417-4H
Program narme: ASTACPU 417-4 HO)%S 7-Progas

- 1 1 1

57 Download x|

The CPU iz zet ta STOP and itz blocks will be deleted.

Pleaze note here that conditionz from the 05 ar test mode are lost when
the processzed values are not read back and applied to the offline
pragram befarehand.

= Do pou want o read back the parameters before downloading the J
entire pragram ?

[w

E ez Mo Cancel Help | L

d

Read the nates in the online help about pozzible effects

F. [ Eermetmer Abbrechen Hilfe
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8.2 Downloading the user program

Read-back prior to complete download

If the parameters for a controller are changed in OS runtime, for example, they are written
directly to the AS. If a complete download is made from the ES, the parameters changed on
the OS will be overwritten by the ES. A prompt appears therefore before a complete
download asking if you want to read back the parameters from the AS to the ES.

It is recommended that only parameters changed by the OS (or other communication
partners if applicable) should be read back. This can be selected via the "Operational and
observable parameters" option. If the "All parameters" option is activated, the entire current
program state of the AS is read back, including the status of the logic. This may lead to
undesired program states and, as a result, plant states during subsequent complete
downloads.

Read Back |

CrPU CPU 417-4 H
Prograr:  A571_HMCPU 477-4 HYS7ASTHY

& Changes can be compiled and downloaded following readback.

Source Scope

" &l parameters
" Program offline

{* OCM-capable parameters
f* Program on the CPL =

" Designated parameters

Cancel Help

If read back of the parameters is confirmed with "OK" then the latest S7 program is
downloaded in full to the AS following the read back.

Work can continue with compiling and downloading changes as soon as the AS is in RUN
mode again.
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8.2 Downloading the user program

Comparing Time Stamps

To check whether the AS has downloaded with the current configuration status you can run
the "Compare time stamp" function in the CFC Editor via "PLC > Compare".

CPU Comparison |
Time Stamp
Last download-relevant change: 0305852012 011 2:28
Last compilation: 0305842002 01:30:11
Compilation of dawnloaded progran: 0340542002 01:30:11

Help |

The program currently configured has been downloaded if the time stamp of the last
compilation is the same as the time stamp of the program downloaded and the time stamp of
the last download-related change is dated before the two other time stamps.

An easier check can be made directly via the symbol for the chart folder of the component
view. If a small arrow is shown there in the symbol then the current configuration has not
been downloaded.

Compendium Part A - Configuration Guidelines (V7.1/V8.0)
Configuration Manual, 11/2013, ASE02779220-02 199



Compiling and downloading

8.3 Compile OS
8.3 Compile OS
Introduction

With the OS compilation all the relevant AS engineering data is transferred to the OS project
and any corresponding OSD objects are created automatically (e.g. picture hierarchy, SFC
display, process tag symbols and picture blocks, tags, messages, archive tags, OS server
package). The actual OS configuration is thereby reduced to creating the static picture
objects and positioning the process tag symbols created.

OS compilation mode

The OS compilation mode can compile multiple OS within a project with an OS single/OS
server station via the "Options > Compile multiple OS assistant" menu in the SIMATIC
Manager ("20_0S" in the example).

5] STMATIC Manager - [Comp_MP (Cc

Fil=  Edit Insert PLC Miew Options Window Help

200

O B8/ % B2 a0 5% = &

§:| ||:Nnﬁher>

|

-8 SERVER1A

- B[] WwinCC Appl
S A kY
=8 SERVER1E
Bp 1L

+-£50 25 _ES
[+ Comp_Lib

E@ Comp_tPF Ohject name | Sumbolic name | Type
-5 01_Plant_&, B, CLUENTO SIMATIC PT Station
B2 02_Plant_B B, SERVERTA SIMATIC PC Station
-5 20,08 B, SERVERTE SIMATIC PC Station
-, CLIENTOT EE Plartbus Industrial Ethernet

Compilation Mode E |

¥ Area-oriented

= AS-oriented

ak.

Cancel

Help

With the "Area-oriented" mode the OS allocation of the area determined in the plant
hierarchy (PH) is decisive rather than the S7 program allocated when creating the OS
objects during the OS compilation. You can only select this mode when there is a configured
PH. This mode is the default for new projects as of V6.1.

Note

We recommend using the "Area-oriented" compilation mode. This setting must be used for
the PCS 7 Web option and PCS 7 asset management functions.
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8.3 Compile OS
Procedure
The following steps demonstrate how to compile the OS:
1. Select the "Compile" command in the context menu of the OS project.
2. Click "Next".
x
Which areas do you want to as=sign to which operator stations?
Higrarchy | Area | 05 Azzignment | Comment
reachond, reachond, SERVER1ANWINCE Applikationt051
reactorB reactorB SERYER1ANWINCT Applikations051
1| | i
< Back | MHext > I Finizh Cancel | Help |
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8.3 Compile OS

3. Check that the configured network connections AS1 and AS2 are selected. In this case

"Symb. Verb." is selected as the subnet type and "Named Connections" as the WinCC
unit.

Wizard: Compile 05

Select the network connections for the S7 Programs associated with the areas.

Operator stations and areas: 57 programs and networl connections:

= v @ 051
reactorA
reactaorb

STpro... 7 | Connections | Subnet |Subne‘t type |1|"l.ﬁr1|:[: unit |

{01_Plant... 3 AS1 Sym.conn.  Mamed Connections
D2_F‘Iar|t... 2 ASZ Sym.conn.  Mamed Connections

1| | |

Connection. .. |

cBack [ Next> Frish | Cancel Hep |

4. If the connections stated in step 3 are not selected click on the "Connection" button and
select them in the open dialog box.

Further information on symbolic connections (hamed connections) can be found

in the "SIMATIC Process Control System PCS 7 Operator Station"
(http://support.automation.siemens.com/\WW/view/en/68157026) manual.
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8.3 Compile OS

5. As an option you can adapt the default compilation data and the scope of the compilation.
Instructions on the individual options are available via the "Help" button.

Wizard: Compile 05 Ed

Select the data you want to compile and the scope of the compilation.

—Data Further options
, Minimum acquisition cycle of the archive tags:
v Tags and messages; |1 second vI
¥ SFC Visualization [ With interconnection partner { SFC option )
[ Compression Settings...
[¥ Picture Tree
¥ | Create semver data
—Scope
{* Entire 05 ¥ With memory reset
£ Changes
<Back [ MNext> Firish Cancel Help

6. By clicking "Next" you will receive the summary along with a notice that work may not
take place on the project during the compilation.

7. Click "Finish" to start the compilation.

Create/update block icons

As of PCS 7 V7.0, the "Create/update block icons" function is no longer listed as an option
for OS compilation. If the "Derive block icons from the plant hierarchy" check box is set in the
properties of a picture, the function is called automatically when the OS is compiled.

In addition to automatic execution of the "Create/update block icons" function it can also be
initiated separately via the plant hierarchy. For this open the "Create/update block icons"
dialog box via the "Plant hierarchy" context menu in the plant hierarchy. This dialog box has
an option for adapting the structure of the process tag name (TAG) and for determining the
number of lower levels that are taken into account in creating or updating the block icons.
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The following image shows the "Create/update block icons" dialog box.

Create/Update Block Icons

Block iconz will be created or updated for the following pictures:

[w]PlantRT 1AM T
[w]PlantsRk T 1% ater MaATERT
[w]Plant\RMT25\RMT2
[w]Plant\Skinning'S kinning

The object name TAG iz made up of the following
camponents of the HID:

Higrarchy/Chart/Blaock, j

Lower higrarchy levels included: |-| vI
k. I Apply Cancel | Help

The PCS 7 picture blocks are implemented as a change function when the OS is compiled or
with the "Create/update block icons" function.

The associated picture is updated when a change is made in the CFC chart. All block icons
of a picture are updated for all other changes.

E.g. if one of the "@PCS7Typicals*.pdl" or "@PCS7TypicalsXYZ.pdl" template pictures
changes, all plant pictures are updated.
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9.1 Project settings

The most important settings for an OS client server system are outlined in this section.

Note

Detailed information on configuring the OS functions can be found in the Process Control
System PCS 7 Operator Station
(http://support.automation.siemens.com/WW/view/en/68157026) manual.

9.1.1 Defining the server assignment

Introduction

In order for a client to be able to display the process data from different servers in a
distributed system, it needs information about the associated data. Server data (packages)
are generated for this, to be provided to the clients. The client requires the server data from
all servers, whose process information it should visualize.

The system creates/updates the server data automatically during OS compilation and
download. Alternatively, the server data can be generated manually in the SIMATIC
Manager using "Generate server data" in the context menu.
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Configuring OS functions

9.1 Project settings

Procedure

1. Assign the required server data (in our example, the package of redundant OS1) for
every OS client project. To do this, use the shortcut menu command "Assign OS
Server...".

E:-} SIMATIC Manager - [Kempendiumprojekt (Component view) -- D:\Koempendiumprajekt|projec = [Ellﬂ

@y Fle Edit Insert PLC View Options Window Help _18] x|
D@ (877 | % DR d|[o %)% 55| & [[<MNofre -7 RS B
=-{=y] Kompendiumprojekl Object name | Symbolc name | Type | Siz
[+ _Plara_2
w5 02_Plan_B
= &) 20_08
=&p 210
- =8 CuENTD
=[] WinCC Appl. Client
! P CLOg -
E B CLIENTOZ Open Object Ctri+alt+0
@& CLIENTO3  gut Ctrl 4
-8 CLIENTO4 Copy Clrl+C
- (] Globale Dek 1. CEri+Y
= 8 25 ES
@ Comp_Lib Delete Del
PLC b
Aceess Protection L
Compile Ctrl4E
SIMATIC Route Control 2
SIMATIC BATCH L
Rename F2
Object Properties...  Alt+Retum
1] |

w =

Server-server andjor server-client connections
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2. Make the assignment in the dialog window that opens. Entries in different colors indicate
different states. You can find details in the help ("Help" button).

[N 05 server assignment for CLO1 El

05 Infarmation | Symbolic computer name |
[¥] 20_05 - 051 PlantzAB

] I Cancel Help

I'I'he WinCC project was opened &

Note

OS server data only has to be assigned once to the OS client project. The client is
automatically provided with the new OS server data when an OS server is downloaded
(complete or changes only). An update is also performed when the OS client starts
process mode.
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When the assignment has been successfully performed, the result can also be seen in the
OS client project in the WinCC Explorer under "Server data".

{-" WinCCExplorer - D:\Kompendiumprojekt|project\Comp_MP\21_CL\wincproj\CLO1YCLO1L.mcp o =]

| Ele Edit Vew Took Hep

I RS 1

| & ?

E-_gs Q01

¥ computer

[ ||1 Tag Management

E-E Stuchre tag
A\ Graphics Designer
a Report Designer
1 Global Saipt
FF Text Library
55, Text Distribastor
i} User Administrator
[ CrossReference

#—p Server data
9 Time synchronization

W Hom

L], Lifiebeat Monitoring
#,, 05 Project Editor

o SFC

P web Navigater

CLO1\Server datal,

Mame | Type | Last Change | inform

&= FlantsAB Plantsad.pde  2/15/2012 1:03:29... €522

iz

|1 object(s)

Note

The server data includes the computer name of the ES from which the server data is to be
downloaded automatically. If the ES cannot be reached, the OS client attempts to download
the server data directly from the server when runtime is restarted.

If the project is moved to another path or to another ES (another computer name), the server
data must be regenerated (manually or by compiling the OS) and reassigned to the OS client

projects.
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9.1.2 Selecting a preferred server

Introduction

In order to achieve even utilization of a redundant server pair and constant operability, even

during a switchover to the redundancy partner, you should assign one section of the OS
clients to the master server and another to the standby server.

A "preferred server" is an OS server in the redundant OS server pair that the OS client

connects to preferentially. The OS client receives the data from there as long as this OS
server is available.

This requires a consistent connection configuration on both OS servers and no errors
(redundancy) at the PCS 7 end. If the connection configuration is inconsistent or if there are

errors in the redundancy connections, the OS client switches to the OS server with the most
active/error-free connections.

Note

If no preferred server is entered in the "Configure the Server Data" dialog, the OS clients
interconnect to the OS server that is designated as the master.

=10l x|
| Ele Edt Vew JTools pep

E-Lg Q01 [ Name [ Type [ Lastc
T Computer & FlantsaB PlantsAB.pck  2/15/
[+ |” Tag Management
B[ Structure tag
ﬁ, Graphics Designer
<l Report Designer
1 Global Saipt
-ﬁ_—Text Library
B0, Text Distributor
ii'r User Administrator
g Cross-Reference
E N scrc

L)Times)  update...
i Hom Standard server...

Ol L& Configure. ..
e Delete

*, 05 Prg
E% SFC Properties
P web Mavigator

L

CLO1\Server datal |1 object(s)

[~
allz
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The information contained in the "Configure the Server Data" dialog originates from server
data, which was assigned to the corresponding OS client.

# Configure the Server Data 7] x|

oW | Computer name:

gymbolic | phiyzical | redundant | Preferred Server |
PlantzsB SERVER1A SERVER1E IN':' Frefened Server j

SERVER1E % \
Mo Preferred Server

k. I Cancel Help

Example
CLIENTO1, CLIENTO2 > assigned to SERVER1A
CLIENTO3, CLIENT04 > assigned to SERVER1B

Allocation of OS clients

Referenced OS clients are automatically assigned to the same preferred server by the
assigned basis OS client. A different assignment is not possible.

Note

You can find more information on this topic in the "SIMATIC Process Control System PCS 7
Fault-tolerant Process Control Systems"
(http://support.automation.siemens.com/WW/view/en/68157364) manual.
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9.1.3 Selecting and configuring a standard server

Introduction
You configure a standard server for a client in a distributed system to:
® Receive messages and alarms
® Make the user-configured message classes available on a client
® Create operator messages on the client
® Make trend groups assembled on a client available to other clients
® Have access to user archives

A standard server setting is required on each client.

Note

Selected standard servers (e.g. for operator messages, alarms, user-configured message
classes, etc.) set on a client should be configured redundantly.

" winCCExplorer - D:\Kompendiumprojekt\project\Comp_MP\21_CL\wincproj\CLO1\CLO1. mcp oy =]
| Fle Edt Vew Tools Help
RN B -

=& ?

E-_g a0l Mame | Type | Last¢

¥ computer & Plantsas PlantsAB.pck  2/15/
-] TagManagement
] E Structure tag
A\ Graphics Designer
a Report Designer
1 Global Saipt
ﬁ Text Library
724, Text Distributor
i} User Administrator
i Cross-Reference
£ e
D) Tine =

W Hom

Standard server...
L) Ufebea  configure...
¥, OSPro;| Delete...

&% SFC Properties
P Ve NI

wilz

CLO1\Server data) |1 object(s)
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Procedure

In the "Standard Servers" dialog, the standard servers are specified for the components
individually listed in the dialog.

EH Configure standard server i |

=4 Standard zerver

Component I Symb. computer name |
Alarms PlantzaB

Archives <Mo standard zerver:

Fictures ¢Mo standard server:

S5 PlantzaB

Taogs <Mo standard zerver:

Test Library <Mo standard servers

Ilzer Archives ¢Mo standard zervers

] 4 I Cancel | Help

I 4

Select the standard server for the "Alarms" and "SSM" (Split Screen Manager) components
only.

Note

Alarms

A standard server must always be specified for alarms. No alarm logging can be configured
on the client itself. Operator messages, which are generated on a client following a
successful operation, are saved on the standard server.

The user-configured message classes are transferred from the standard server.

Tags
No standard server may be specified for tags.

SSM (Split Screen Manager)

A standard server must always be specified for the SSM component. If trend groups are
assembled on a client, they are saved on the standard server and synchronized with the
redundant partner server on a cyclical basis.

User archives

Select the user archives component only if you have configured a user archive.
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9.14 Working with the OS project editor

Introduction

In the OS project editor, you make settings for the user interface which a plant operator can
use to control and monitor the plant in process mode.

The OS project editor contains the following tabs:

Tab Function

Layout Settings relating to the screen resolution on the target computer and the
definition of buttons in order to allow plant operators to change between
individual OS areas and individual OS servers

Message Settings for message lists and area assignments

Configuration

Message Display

Configuration of the message system's runtime behavior and display of
messages on message pages or in group displays

Areas

Definition of areas which the plant operator can access in the overview area

Runtime Windows

Definition of the maximum number of windows which may be open when
faceplates and trends are called

Basic Data Selection of objects which must be replaced after a change. The following
objects can be selected:
e Pictures
o Faceplates
e Scripts
General

e Settings used by the OS project editor for downloading changes
e A full download must be performed for the "Entire configuration" setting.

e Settings for logs which are replaced when the project editor is run

When an OS project is created in the ES, the OS project editor is opened in the background
and initialized with default settings.

If you need another configuration, start the OS project editor from the WinCC Explorer and
configure the required project settings.
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Example OS client layout

05 Project Editor

%La}luut * | ‘5., ezzage Configuration I Mes&age Drizplay | Eﬂgﬂ:‘l‘«rea I Fluntime e inda | @ Bazic Data I General |

2%

Current Layout:

Ayvailable Layouts:

ISIMATIE Standard 10247768

Lapout Dezcriphion:

Ficture Name |i| SIMATIC Layout for screen rezolution of 128071024 with
lection of :

B8 5|MATIC Server 163071050 PR

E SIMATIC Server 1920°1080

E SIMATIC Server 1920771200

% S IMATIC Server 256071600 Number of area keys: 16

E SIMATIC Serverview 10247765

U8 5IMATIC Serverview 1152°964 Number of server keys: 6

- SIMATIC Serverview 125071024 Owerview extended configuration; Detail... |

E SIMATIC Serverview 160071200 ; ;

U8 SIMATIC Serverview 168071050 — I Runtime help available

E SIMATIC Serverview 132071080

E SIMATIC Serverview 132071200 Dizplay

E SIMATIC Serverview 2560771600 ' Lzer name = User D

E SIMATIC Standard 10247768 LI

— Monitor configuration

g - c -
8 8 r

214

0k | Cancel | Apply |

The settings can also be modified at a later time, if necessary.

Note

Not all configuration options are available in the OS project editor in the the "Configurations
that support online delta loading only" mode. In this mode, the only settings that can be
changed are those that do not require a complete download of the PCS 7 OS. To be able to
make other changes, you to need to switch to "Complete configuration (loss of support for
online delta loading)" in the OS project editor in the "General" tab.

You will find more information on this topic in the WinCC Online Help.
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9.1.5 Language settings

Language settings in WinCC

There are several menus in WinCC, which you can use to set the language. The following
explains the importance of the language setting.

Menu commands in the WinCC Explorer
e "Options > Languages" menu:
This is where you set the language for the user interfaces.
e "Computer > Properties > Parameters" menu:

This is where you set the language for runtime. You can also set the language for printing
out the project documentation in WinCC in this field.

Menu command in the Graphics Designer
e "View > Language" menu:

You first have to select the language for displaying pictures in runtime before configuring
the pictures.

Menu command in alarm logging
e "View > Language" menu:
— Display of message texts in the selected language

— The message texts need to be compiled in the text library

Language settings for Runtime
e Button for language selection:

You can set the current display language for runtime here. To do this, you need to
configure all switchable parts to the respective language.

Note

WinCC is always opened from the Simatic Manager in the language which is set there. Only
if WinCC is not opened from the Simatic Manager will the language correspond to the one
set before the program was last exited.

Additional information

Further instructions and information on language settings can be found in the document
"Configuring texts and languages in SIMATIC PCS 7"
(http://support.automation.siemens.com/WW/news/en/56248153).
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9.1.6 Redundancy settings in the server project

Procedure
1. Open the "Redundancy" editor in the OS server project.

2. Check that the redundancy partner settings are correct and activate the options you
require.

x|

General | Iser Archive I

¥ Default Master

Redundant partner server:

ISEH‘-IEH1B Browse. . |

~ Local Computer Settings

Connection with redundant partner via netwaork adapter:

Mone j

Connection to redundant partner via seral inteface {optional): ICDM1 "I

™ Synchronize all data of the outage period.

{* Synchronize failures of last |2 days only.

— Optional Settings
¥ Synchronization of Tag Logging after the partner server comes back online
¥ Synchronization of Alamm Logging after the pariner server comes back online

¥ Online synchronization for Alarm Logging
¥ Synchronization after disruption of the process link (Tag Logging + Alam Logging)
¥ WinCC client switch in case of a process connection emor

Enables the synchronization for all specified options and user archives:
¥ Activate Redundancy

QK I Cancel Help
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Note

The redundancy partner can be connected either via a serial interface (null modem cable) or,
as of PCS 7 V7.0, via an additional network 1/0 (connected by means of a crossed network
cable between the redundancy partners).

Following the initial download to the target computer, the redundancy settings must be
checked/adapted once with regard to redundancy monitoring (e.g. connecting cable via COM
port or Ethernet connection) on the target computers and confirmed with "OK".

As of PCS 7 V7.0 SP1, you adapt the settings using SIMATIC Shell in the Windows

Explorer.

@& My Network Places

2l Recycle Bin

Redundancy settings ...
Settings ...

File Edit Miew Favarites Tools  Help
G Back - \_/] - ‘ﬁ‘ P ! Search l{ Folders = | x m | mv
Address % My Metwork Places
Falders || Mame = | Comments
(2} Desktop &dd Metwork Place Connecks ko st
5 My Documents ? Metwork Setup Wizard Helps you sek )
= J [ »-:.1 Wireless Mebwork Setup Wizard  Set up or add |

4 3% Flappy (A @ Erttire Metwark

“w PROG (C:)

=2 Data (o

| Simnatic Shell
L Sony Ericsson Expand
| Wauser's Docl Explore
Open

Redundancy Settings Ed |

— Optional connection to redundant partner

— Senal port;

IEEIM'I "I

Cancel |

— Metwark, adapter
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9.1.7

Introduction

218

Time synchronization

The following example shows in abbreviated form the activation of time synchronization on
the OS computers in a Windows domain with a central plant clock.

As of Windows 2000 Server, all domain controllers (DC) have the same authorizations. Time
synchronization must be executed by the DC which performs the role of the "PDC emulator"
operating master.

The time signal comes from a SICLOCK central plant clock, which can be synchronized both
via GPS and DCF77.

Note

You can find the configuration options available with PCS 7 (e.g. Windows
workgroup/Windows domain with/without a central plant clock) and the corresponding
detailed configuration instructions in the manual "PCS 7 Time synchronization"
(http://support.automation.siemens.com/WW/view/en/75734232).

Information on further configuration options can also be found at
http://support.automation.siemens.com/WW/view/en/61931975.
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Requirements

The domain controller (PDC Emulator) is connected to an external GPS/DCF77 clock which
supplies the exact time. The "DCF77 Service" software executes DC synchronization.

"DCF77 Service" sample configuration for the DC (PDC Emulator):

DCF77 Service

H
\— x

Sowce  |Seriel |

Fart ICDMH | Cancel
Signal [DCF demoduliert = Il |
Timsbase  |UTC |

I¥ Verify time zane MEZ/MESZ
[~ Mo synchronization
¥ Smaoth alignment

Firgt actualization after |3 minutes
Interval |1 minutes

b amimurn desvitation 500 millizeconds

Eventlog
[~ Time
[ Al valid telegrams
¥ Quality changes
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Time settings on all OS computers

1. The time settings below must be checked/modified on every OS PC. You reach these
settings via "Start > Settings > Control Panel > Date and Time".

2. Activate the automatic adjustment setting for daylight saving changes on the "Time Zone"
tab on all computers and set the correct time zone (GMT -05:00 for US Eastern Time).

Date and Time Properties i |

Date & Time  Time Zone | Inkernet Time I

¥ automatically adjust clock for davlight saving changes

(o4 I Cancel apply

3. The option "Automatically synchronize with an Internet time server" found on the "Internet
Time" tab must not be activated.

Date and Time Properties i |

Dake & Time I Time Zone  Internet Time I

[ Autematically synchronize with an Internet time server
SEFVED I kirne, windows. com j pdate Moy |

& error occurred while Windows was synchranizing with
kime. windaws, com. The peet is unreachable,

Mexk synchromization: $II0fZ008 &t 4540 P

Synchronization can occur only when your computer is connected to the
Inkernet, Learn more about time synchronization in Help and Suppark
Cenker.

Ik I Cancel apply
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4. Open the "Regional and Language Options" editor via "Start > Settings > Control Panel >
Regional and Language Options" and configure the correct options for your location.

Regional and Language Options 7] x|

Regional Options | Languagesl .ﬁ.dvancedl

— Standards and farmatz

Thiz option affects how some programs format numbers, curencies,
dates, and time.

Select an item to match its preferences. or click Cuztomize to choose
oL ot formats:

[Engish [nited States] ~| [ Customize._ |
Samplez

MNumber: {123 456,759.00

Currency:  |123,456,759.00

Time: |1 5643 P
Short date; |4;1 042008
Long date: IThUTSda_Ir'.- April 10, 2003

— Location

To help services provide you with local information, such az news and
weather, zelect vour present location:

IInited States j

k. Cancel | Apply |

Settings in the "Time Synchronization" editor in the OS server project

Time synchronization of the system bus is performed via the OS server and the redundant
OS partner server with the aid of the CP1613/CP1623/CP1628.

Note

If the ES does not have a CP1613 or CP1623 communication processor (as of PCS 7 V7.0
SP2), select the "Display symbolic name of the access points" option in the area
"Synchronization via System Bus (Master, Slave)". Select the communication processor
(CP1613 or CP1623) from the "Access point 1" drop-down list and select the "Master" check
box.

The OS servers act as cooperative time masters, in other words, the first OS server active
on the system bus to not receive a time frame on the system bus switches automatically to
time "master" mode. All other OS servers on the system bus detect the time message frame
from the time master and automatically switch to time "slave" mode. A cooperative master
does not have to belong to a redundant server.
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Select the following parameters in the OS server project:

ﬁ Time Synchronization - [051.mcp]

— eneral Settings
) . " Ok
[ Use time receive utility
[ Deactivate time synchronization Cancel

—v Synchronization wia Temninal Bus [Slave]
 Usze the time from a connected WWinCC server

f+ Uze the time from a specific computer;

Cormpiiter 1: I"a"\F'DE

L

Compriter 2 I'x'xE!DE

" Let time be zet by external [3rd - party] components

—I¥ Synchronization wia System Bus [Master, Slave)

— Accesz point 1

& Mast
[crg13050) - =
€ Slave

— Access paint 2

£ ast
<Mones j e
! Slave

[T Display symbolic name of the access point

— Process contraling messages————————— Praject dacurmentation——
@ Bendonss Pin_|
=1 Preview |
Send evern |'| _I; minutes
Setup |
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"Display symbolic name of the access point" option:

To configure the time synchronization from an ES, you can also display symbolic names of
the access points that are represented by "<>". Activate the corresponding check box. When
the target computer boots up in runtime, these names are assigned to the access points.

If e.g. you use two access points with CP1613, the following modules are assigned to the
symbolic names using SIMATIC NET:

Symbolic name Dialog field Dialog field
"Set PG/PC interface" "Set PC station"

<CP 1613 (1)> CP 1613(ISO) CP 1613

<CP 1613 (2)> CP 1613(ISO)<Board2 CP 1613(2)

The two internal tags "@TimeSyncDevice1State" and "@TimeSynDevice2State" are used
for the two access points. The tags are used in Runtime for diagnostics and displaying the
status of the access points. The settings are "Slave", "Standby master", "Active master" and
"Deactivated".

"Process controlling messages" option:

Process control messages are displayed in Runtime if synchronization problems occur. For
the process control messages 1012002-1012005, 1012018 and 1012021 you can set how
often the process control messages are to be displayed in Runtime in the "Process control
messages" field.

Activate the "Send once" check box to have the process control messages shown only once.

If you want to send the process control message several times in Runtime, deactivate the
"Send once" check box. Enter the desired value in the "Send every ... minutes" input field or
use the dial control.
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Computer properties in the OS client project

You must also make the following settings in the properties dialog of the computer:

= WinCCExplorer - D:\ Kompedium_Pro'Comp_MP",20_0S5'wincp =10l x|
| Ble Edt Wew Tools Help
[REREN N S e o= = e

""" Computer General | Statup  Parameters | Graphics Funtime | Runtime | SR

051 Computer),

..... II| Tag Management
----- f‘\ Graphics Designer
----- ﬁ Alarm Logging
----- 131 Tag Logging

ﬂ Report Designer
----- J :g Global Script
Text Library
£y Text Distributor

i}i User Adminiskratar
----- % "i Cross-Reference
..... 2, server data
----- Redundancy
----- J_U User archive

L) Time synchronizatic
¥ Horn
ﬁ' Picture Tree Manac

1 3
- 0 Praject Editor
----- J _| Component List Edi

g5 SFC

Lifebeat Manitaring

P web Navigator

Language Setting at Runtime: IGerman [Germnany)

Lel Lo

Liefault Language at Runtime: I English [United Statez)

Start [rformation:

Edit |

Dizable Keys:

[ Dizable shortcut keys for operating system access

Time baze for time display in runtime: ILoc:aI time: zorne

PLC clock setting:
' The PLC iz is zet to coordinated universal time [UTC] [preferred setting]
™ PLL is set ta the local winter time all year [winCC %5 compatibility mode]

Central time and date farmatting:
% Configure individual components
" 1508601-Force format for all components

Ok Cancel Help

| |

[T objEt(s]

" Licensed mode

[
Z
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Settings in the "Time Synchronization" editor in the OS server projects

9.1 Project settings

The OS clients receive their time from an OS server on the terminal bus.

You need to make the following settings in the OS projects of the clients, in the "Time
Synchronization" editor:

€ WinCCExplorer - D:\ Kompendiumprojekt \project\Comp. MPY21 CL

| e

Edt  View

Tools Hep

8 [=] 4

I AR BRI © o roneaton (Gotme1

*

C

=g CLot

LT Computer
Il Tag Management
E Stucture tag

. Graphics Designer
&l Report Designer
J 5, Global Script
EE TextLirary
B, Text Distributor

jit User Administrator
_f'f; Cross-Reference
A, server data

£) Time synchronization
4 Hom
L1 Lifebeat Monitoring

21X

- General Seltings
I Use time receive wiibe

10K,

¥ Syncheonization via Teminal Bus [Skave]
i Usze the time from a connected \WinCL sefver
™ Lz the time from a specific compater:

Computer I

Conputer 2 I

(™ Lettime be zet by extemal (3 - party] components

S

I [ Sunchronteation vea Seistem Bl (M aster Slavel

fist

[F=CCesspar] |
R, OS5 Project Editor € i aster
2= sFc | ]
£ Slave
P web Navigator |
CAcoEsE port 2
I __‘j o Master
7 Slave
I | Digplay symiclic nere of the access pomt
~ Process wm MEs5308s —'F'l'*d documentation
W Send sece : Pint |
Lend even I _I? minutes Presvisw I
Setup I
€LO1\Time synchronization| =
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Computer properties in the OS client projects

Make the following settings here:

l = WinCCExplorer - D:\Kompedium_Pro',Comp_MP',20_05' wincproj', — |E||i|
| File Edit Wew Tools Help
| 3| » | K =5, == 5] 2
=) _f& Lot Computer properties il | Type
Client

----- Cormputer
I Tag Management

----- ‘R‘ Graphics Designet
5} Report Designar
----- ] :B Global Script
Texk Library

Texk Distributor
----- iﬁ User Administrato

----- F 4 Cross-Reference
----- i, Server data

..... 9 Time synchronizat
----- ) Horn

J_-_J, Lifebeat Monitorir

03 Project Editor

E‘:’E SFEC

----- P web Navigator

Generall Startup  Parameters | Graphics Huntimel Huntimel

Language Setting at Runtime:

Default Language at Buntime:

|English (United States)

|English (United States)

Lef Lo

Start [nfarmatiot

Edit |

Dizable Keys:

[ Disable shortout keys for operating spstem access

Time baze for time digplay in runtime:

PLC clock zetting:

% The PLC iz is et to coordinated universal time [LUTC) (preferred zetting)
€ PLL is set to the local winter ime all year [winCC Y5 compatibility mode]

Central time and date formatting:

* Configure individual components

" |SO8E01-Force format for all components

ILcu::aI time zone

QK Cancel Help | _I LI

CLOLyComputer), TT OOt E N Licensed mode v
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9.1.8 Graphics Runtime on the OS clients

Block the key combinations in the computer properties of the OC client projects. This
prevents access to the operating system during runtime.

"| Ele Edt wiew Tools Help

[FERERE T

= WinCCExplorer - D\ Kompedium_Pro',Comp_MP20_05S

i

B L% CL01 i
..... Carnputer Generall Startup  Parameters |Glaphics Huntimel Huntimel
N I Tag Management
""" fd!\ Graphics Designet Language Setting at Runtime: IEnglish [United States) j
| ﬁ Report Designer Default Language at Runtime: IEninsh [United States] j

qc .
----- J v alobal Script

.. Text Library
524 Text Distributaor
----- i'Ti' User Administrato

----- Sia Cross-Reference

----- _a, Server data

----- L) Time synchronizat Edit |

Start [nformation:

..... 7 Horn

J_—_cl, Lifebeat Manitorir

----- ‘5\ 05 Project Editor Dizable Keyps:

% 3FC [ Digable shortcut keys for operating system access

----- " ‘Weh Mavigator

To ensure the Windows taskbar remains hidden during process mode even when standalone
applications are called (e.g. "Picture selection by name", "Picture selection by process tag",
"User permission", or "SFC visualization"), the "Keep the taskbar on top of other windows"
check box must be deactivated in the Windows operating system under "Taskbar and Start
Menu Properties".
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9.1.9

9.1.10

Work station

Task Manager

228

Graphics Runtime on the OS servers

The following alternative measures are recommended for the purpose of reducing the load
for OS servers which are not used as operating stations at the same time:

® Selecting the "SIMATIC Server" server layout in the OS project editor in the "Layout" tab.

Generally applies to all OS servers, in particular OS servers with more than 4 OS clients.
Granting of rights in accordance with the User Administrator and locking to prevent
unauthorized key combinations is possible with this.

Deactivation of the graphics runtime and the associated applications, e.g. SFCRT
(visualization of SFC blocks) in the startup list in "Computer properties".

Additional applications that have been added through the individual WinCC editors of the
startup list cannot be removed.

Note

The measures can be used for OS servers which are subject to high loads and for the
CAS, in order to ensure access here to StoragePlus, which is used to "connect" and
"disconnect" archive segments that are swapped out as backups (a Windows logon is all
that is required for this purpose in the GMP environment).

Graphics runtime is deactivated by default for the CAS.

OS resource utilization

The limiting values recommended in this section for OS servers or OS single stations are
based on empirical values. They are listed as OS quantity structures in the event of Alarm
Logging and Tag Logging in the PCS 7 catalog.

Once the OS engineering has completed with OS runtime running check that there is
sufficient hard disk memory for operating the Microsoft SQL servers.

System partition (C): The free memory space must be greater than 20%.

Once the OS engineering has completed with OS runtime running check that the following
values are being adhered to within the Task Manager:

e System performance: Processor utilization less than 30% on average

e System performance: Available physical memory greater than 200 MB
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Alarm Logging

Once the OS engineering has completed with OS runtime running check that the permanent
load of messages for an OS server is less than 10 messages per second.

The check can be made by additional configuration of an Alarm Control as a hitlist in a
process picture.

Tag Logging

Once the OS engineering has completed with OS runtime running check that the tag
archiving for an OS server is less than 1000 values per second.

For this monitor the internal tags @TLGRT_TAGS_PER_SECOND and
@TLGRT_AVERAGE_TAGS_PER_SECOND in the TagLoggingRT group.

Note

Check the configuration as well as the associated infrastructure if these limiting values are
being reached or even exceeded.

Increased availability as part of Lifecycle agreements

Where the limiting values are being exceeded corresponding measures must be taken to
reduce the load of the OS server and to guarantee the performance of the OS runtime.
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9.2 Visualization interface

9.21 Structure of the picture hierarchy

You can create a hierarchical structure for the plant with up to 8 levels. Buttons are used to
navigate between the process pictures.

| | Ubersicht
Ebene 1
- J
/Z\ N\ 4
Ebene 2
Ebene 3
_ J J - o o J
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The process pictures are assigned during AS engineering of the navigation in the SIMATIC
Manager. The name displayed for the OS area can also be changed in the SIMATIC
Manager. As a rule, however, the same name as that shown in the plant view is used.

Properties - Hierarchy folder —- reactord’filling x|

General Contal and Maonitaring Attibutes | AS.05 Assignment I 588 Type Definition I

Flant dezignation: |

[™ Mame of the hierarchy folder is part of the HID

05 area D Ireau:tu:-r.i‘-.

Ficture name for 05 |fi||ing

[™ Mo modification when renaming the hierarchy folder

Order...

Cancel Help
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The picture hierarchy (Picture Tree) is automatically generated during OS compilation in

accordance with the plant hierarchy settings in the SIMATIC Manager.

¢ Picture Tree Manager - [05{1}] - |I:I|£|

Project

Edit  Yiew Options Help

| o | & 2 N2

e
L

T
R

3=
Al 3 ey

Herarchy of the containers and pictures

EEGIERY
=148 reactord - reaktora,pdl

EI--@ reackorB - reaktorB . pdl

EI@ reactoraFfiling - Filling.pdl
@ reactoraFillingfanal_M_FixedSetpoint - Anal_M_Fixed3etpaint, pdl
[—:I@ reactorafluid_producks - fluid_producks, pdl

@ reactorA Fluid_products)valve - walve.pdl
[—:I@ reackordmain_fluids - main_fluids, pdl

@ reactorfmain_fluids/Contrals - Conkrols, pdl
I'_—'I--@ reackordsolid_producks - soild_products, pdl

----- @ reactorsolid_producks Mokor - Motor, pd|

@ reactorB/boiling - boiling. pdl
3% reactorBfdestilation - destillation, pdl
%38 reachorBfextraction - extraction,pdl

pnassigned containers and pickures

S

Conkainer

[Ready

W 4

EJE) ] -
[esmeaotoras] T [ T J8] [ reactom

i
E
i

o e

filling

_]
fluid_products _}
| |

main_fluids
solid_products
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9.2.2 Design of process pictures

Introduction

In general, process pictures are created in accordance with a set of specifications which are
drawn up in close collaboration with the customer. Sector- and company-specific standards
and guidelines must be taken into account.

In the sample project, the following definitions have been laid down:

Function design

This function is provided for user objects. Use faceplates from the OS library.

Cable design
Color Black: Product
Yellow: Gas, N2
Dark red: Steam, heating system
Green: Water
Blue: Air
Width Wide: Main product cables (line width 4)
Narrow: Other cables (line width 2)
Boiler design

Represent boilers in graphics by means of black lines on a gray background. The boiler
shape is defined by the RI flowchart.

Use static text to indicate the volume of the boilers. The fill quantity is shown by means of a
bar on the boiler.
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Picture navigation — Start and end of a cable
Interrupted cables are identified by an arrow at the end of the cable.

Example of a process picture for a chemical plant:

i EEl q NRO5100
: S BR50
Fos101 ~ M natrogen 4 bar
\1/12345.6 FO5101 | [E ==
producta ¢ EEEEEEHEHT | TO5101 i [Hosio0
———— ——i i = i
. EEEN - | I - - 'r
FO5100 '
Wy 12345 6 y
o EEEEEEEHT || |[Fosio0 ' 5100 N
oy ] [ 123 oS :
I
¢mm 1.5bar ! I TO5200
: | | 1
Note

Take note of the following recommendations when creating process pictures:

e The use of numerous or extensive C actions and/or VBS actions increases the system
load which can have a negative influence on picture-call times in runtime. Move cyclic
computing operations to the automation system and avoid executing them on the OS.

e To achieve picture opening times of less than 2 seconds do not configure more than 50
process objects in one process picture.

e Picture size should not be more than 5 MB.
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9.2.3 Block icons/User objects

Block icons are graphic objects of the "user object" (UDO, User-Defined Object)) type, which
represent a corresponding block type in the OS. Block icon templates for all block
types/process tag types used in PCS 7 can be found in the @PCS7TypicalsAPLV8.pdl
typical picture.

The graphic objects from this typical picture are used during OS compilation and inserted
into the process pictures and linked to the appropriate process tag automatically in
accordance with the plant hierarchy.

Tapaeigeneinwy | L L

Compendium Part A - Configuration Guidelines (V7.1/V8.0)
Configuration Manual, 11/2013, ASE02779220-02 235



Configuring OS functions

9.2 Visualization interface

236

(W object Properties

Several block icons are available for some AS blocks. This is the case, for example, for the
direction of flow of the medium for a valve with a defined vertical or horizontal direction.

Which of these block icons will be selected is determined by an index number in the "type"
property of the corresponding block icon.

= APL_BLOCK_ICON

Geometry
Colors

Styles

Font
Configurations
System

Bl o By it

[APLBLOCKICON  [vivi

Properties | Events |
5 APL_BLOCK_ICON Static | Dynamic~

Geometry L

Colors L

Styles Taghlame Tagname

Font Servennams PCS7 Wil Control

Configurations SigrificantMask il

System | EventQuitMask 3089 BEwe

Miscelaneows Relevant fes

Trends Tag\Visibla No

Links TypelD 1008, 000000 E =
1 - P R -~
il i 3|

]
3089
Yes

i
No
1008,000000

L

R
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You make your selection and specification via the AS block's properties dialog in CFC. The
screenshot below shows the selection box that appears for the VALVE block by way of

example.
Properties - Block -- ValveMotor{1)\1 il
General | 1405 |
Type: Wivl Block group: I
MName: IVEI|VE
Comment: Walve - Large ;I
Inputs: 75 - W OCM possible
Intemal identifier: FB1859
ST IS OCM... |
Instance DB: DB112
¥ Create block icon:
MName (header): Wil |'|
Famiby: Drives
[T MEStelevant
Author: AdvLib30
To be inserted in OB/Aasks: — Special properties
v OB100 [Wam restart]
Messages...
v Readback enabled
Prirt Cancel Help
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9.24 Custom block icons / user objects
The "Create/Update Block Icons" function uses the following template pictures:
® Template pictures created by the project engineer
— Name starts with "@PCS7Typicals"
— Number restricted to 10
® Default template pictures from the picture "@PCS7TypicalsAPLV8.pdI"

The picture "@PCS7TypicalsAPLV8.pdl" is contained in every PCS 7 OS project as
standard. It contains the current block icons for PCS 7 V8.0.

Note

The original "@PCS7TypicalsAPLV8.pdI" file must not be changed! Changes to the
original file are overwritten in the event of an update or upgrade.

User-defined template pictures must be created for customer-specific block icons. These
must start in all cases with the fixed name component "@PCS7Typicals". The file name
following this can be determined freely.

The "Create/update block icons" function open all pictures with the fixed name component
"@PCS7Typicals" and ascertains the picture priority alphabetically using the names:

® Prio 1: "@PCS7Typicals_MyAPL.pdI" (starting with the last picture alphabetically)
® Prio 2: "@PCS7TypicalsAPLV8.pdl"

® Prio 3: "@PCS7TypicalsAPLV7.pdl"

The pictures with the highest priority are added.

The "Create/Update Diagnostic Screens" function uses the template pictures from
"@@MaintenanceTypicals".
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9.25 Faceplates

Introduction

A faceplate is the graphic representation of all elements in a technological block from the AS
intended for operator control and monitoring. Faceplates are displayed in a separate window
in the OS and can be opened using block icons.

The block icons and associated faceplates for valve control are shown below by way of
example.

VALVE: Valve control

Block icon Faceplate
o T
M stop_valvel iy
LD el =l T
Mode | Auomatc |
< R
b | -. I
| | Bal 1
| 5 o= (e
| B3 I
|

Left-click the block icon to open the valve's faceplate within the process display.
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9.2.6 Creating block icons in the SIMATIC Manager

In PCS 7 the block icons/pictures are derived from the plant hierarchy (PH) by default. This
is set in the SIMATIC Manager by selecting the picture property "Derive the block icons from

the plant hierarchy".
As of PCS 7 V7.0, this setting is pre-selected.

Properties - WinCC-Picture: Bild{48} x|

General Block iconz

v Derive the block icons from the plant Rigranchy.

2k, I Spply Cancel |
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When the OS project is compiled, the block icons are derived/updated from the plant
hierarchy.

Note

The derivation of the block icons is controlled with configuration files. A user normally does
not have to adapt the configuration files supplied by the system.

The following attributes of the block icons are taken into consideration in the configuration
file without adaptation:

e Higher ProcessControlling
e ProcessControlling

e View Tag

e Return Path

e StandardTrend

e Format_InputValue

¢ Format_OutputValue

e Format_xx

e defaultPos

o leftPos

o topPos

If other attribute values are to be taken into account when updating the block icons, the
configuration must be adapted accordingly.

You can find a detailed description of this under "Structure of the Configuration File" in the
WinCC Information System.
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9.2.7

9.3

9.3.1

Introduction

242

Wizards

If block icons are not derived from the plant hierarchy (PH) in the SIMATIC Manager by
default, various wizards are available for working with user object templates.

Wizard name Tab in the Dynamic Wizard
Connecting faceplate to process tag | Standard Dynamics
Updating picture objects Picture Functions
Exporting picture objects Picture Functions
Importing picture objects Picture Functions

Note

Detailed information on working with the wizards can be found in the "SIMATIC Process
Control System PCS 7 Operator Station"
(http://support.automation.siemens.com/WW/view/en/68157026) manual.

Message system

Message classes and message types

Interrupts and messages are divided into message classes and message types. There are
default settings for message classes and message types provided by the system when a
project is created. These predefined message classes and message types can be selected
in the AS configuration.

Note

When using the "User-configurable message classes" function, observe the information in
the section "Configuring the PCS 7 message system" in the manual "SIMATIC Process
Control System PCS 7 — Engineering System"
(http://support.automation.siemens.com/WW/view/en/68157 345).
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Process control and system messages are also automatically generated by the project editor
for a new project. The user does have the option of suppressing individual process control
messages and assigning a message priority on the "Message configuration" tab, but only if
the option for delta loading is disabled on the "General" tab, thus necessitating a complete
download subsequently.

2(x
oot Mestapecomiurtin | ElMessoge vy | pieo | ERurtime widon | (9 B dta | G |
Message window column width:
Column Name | Column Width Fomat | = - : ’
Date 8 16/02/12 pEEes
Time 12 183025012 = Derive from: | |
Meszage Duratio g 18:30:25
e ; I™ Message class “Tolerance” has to be acknowledged
Acknowledged 4
a edg ~ System messages
ass 5
Type a v Activate
Comment 2 Messagepioty [0 = 0 F—— 16
i 5 :I Firn e
Process control system and Operator Messages
Ml'h|ﬁn|ﬂm | Event | Operation | Created for |ﬂ
[ 1000204 0 OSprocessco.. Connection @6%s@ not established WinCC
O 1000205 0 OSprocesseo..  Connecton @6%s® establshed WinCC
[¥] 1000300 0 OSprocessco.. FERFMON:@75s@ s low System monitor
[ 1000302 0 OSprocessco.. PERFMON@7%s@& is high System monitor
[¥ 1000304 0 OSprocessco.. PERFMON.@7is@is low System monitor
[¥] 1000308 0 O5Sprocessco.. FPERFMON:@7:s& is high System montor
1000503 0 Preventivemai.. FERFMON:27%s& is low System monior
[+ 1000310 0 Preventivemai,. PERFMON;@7%s@ is high System monitor
[ 1000912 0 PLCprocessc.. Loss of mdundancy of teminal ada... System monior
[¥] 1000915 0 PlLCprocessc.. Teminal adapter @278 disconne. .. System monitor
O 1010101 0 OSprocessco... CAS: Starts archive service Central archive ...
1 inining LT | s AT Chadime mrmbim e LT T e T :I
0K Cancel | trob |
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Note

the highest priority of 16 is used to display "emergency messages" in a separate list named
"High priority messages". A button which can be selected in order to display these messages
has been added to the plant overview, next to the message line. This button flashes for as
long as messages with this priority are still pending, irrespective of whether they have been
acknowledged or not.

(S} "™ 13.09.13 [12:18:16,2439|16  |reactorAffluid_producis/Valve/Va|Emergency

reactorA | J:L |l reactorB | J:L |

e
mEEEERE BEEERR mEEEER
mEEEERD mEEEED mEEEED
mEEEEmT mEEEEm mEEEEm

| Highest priority alarms

Date Time Priorit Source Event

Note

To prevent too many messages being generated, the SIMATIC PCS 7 message concept
employs cumulative message suppression.

Example: An I/O module with eight channels can signal a wire break for every channel. If the
I/O module is not connected to a power supply, just this one message is output and other
messages relating to wire breaks are suppressed.

Alarm, warning, and tolerance messages

Alarm, warning and tolerance messages indicate that a limit value has been exceeded.
These limit values have been defined in the user-configured CFC. The Interrupt message
class is usually used for emergency stop and other high-priority binary messages too.

The messages/signals are aimed at the operator.

AS process control messages

AS process control messages provide information about errors in 1/O peripherals and in the
system, e.g. wire break, short circuit, channel error, module failure, access error, redundancy
failure, or failure of the auxiliary current. If a system-generated message or signal is
displayed, the operator must inform the service team without delay.
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OS process control messages

OS process control messages provide information about errors in the OS system, e.g. errors
relating to database access, failure of OS server redundancy, errors relating to time
synchronization. If a system-generated message or a signal for field instruments is
displayed, the operator must inform the service team without delay.

Preventive maintenance

Preventive maintenance indicates that maintenance personnel will soon have to take a look
at devices/components (due to a dirty sensor, for example).

Process messages

Process messages are specified to a user.

Operational messages

Operational messages provide information about the plant status during conventional
operation (e.g. "Temperature setpoint reached").

Operator prompts

Operator prompts are messages generated by the sequential control or stacking systems
which prompt the operator to perform certain tasks.

Operator messages

Operator messages indicate which tasks the operator has performed manually (e.g. "User
xy: control T4711: W was: 20 DEGC, W is now: 35 DEGC"). These can also be system-
generated messages which refer to events occurring in the system (e.g. "Incorrect
password").

Status messages

Status messages provide information about system states during normal operation and also
document these states (e.g. "Logon via Smart card").

Adapting the default settings

The information below only concerns users who are forced to modify the system default
settings regarding colors and the acknowledgment theory in accordance with their
requirements or who have to configure their own messages in the alarm logging system,
since the S7 channel (Protocol Suite) is not used (e.g. TELEPERM M connection).

Assign a message class to each message during the configuration of the message system.
When doing this, you do not have to make the numerous settings for each message; you can
make the settings for the entire message class.
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Up to 13 message classes can be defined in PCS 7. An acknowledgment mode is also
specified for each message class. In turn, message types can be defined within the
individual message classes. The text and background colors of a message are specified by
its message class and message type.

Up to 16 message types can be defined within one message class. Messages are broadly
divided into system-generated messages and messages containing information on the plant
status. The table below provides an overview of the recommended message classes and
message types. The solution here has been adapted to meet the requirements of the
chemical industry.

Message class Message type Acknowledgment Target group Color
Interrupt (1) Top interrupt (1) Signal for new value | Operators White/red
Bottom interrupt (2) with single
acknowledgment
Warning (2) Top warning (19) Signal for new value | Operators Black/yellow
Bottom warning (20) with single
acknowledgment
Tolerance (3) Top tolerance (37) Signal without Operators White/turquoise
Bottom tolerance (38) acknowledgment
AS process control messages | AS system (55) Signal for new value | Operators (inform | Yellow/black
(4) 1/O failure (56) with single service
acknowledgment personnel)
OS process control messages | OS system (71) Signal for new value | Operators (inform | Yellow/black
(5) with single service
acknowledgment personnel)
Preventive maintenance (6) Maintenance (89) Signal for new value | Service personnel | Yellow/black
with single
acknowledgment
Process message (7) Process signal (106) Signal for new value | Operators White/magenta
with single
acknowledgment
Operational message (8) Process signal (122) Signal without Operators White/magenta
acknowledgment
Operator prompt (9) Operator request (139) Signal without Operators White/blue
acknowledgment
Operator message (10) Operator message (156) | Signal without Operators White/magenta
acknowledgment
Status message (16) Status AS (253) Signal without Operators White/petrol
Status OS (254) acknowledgment

The digits in brackets are code numbers which are used to define the message class and
message type in system files.
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9.3.2 Message lists
Introduction
SIMATIC PCS 7 categorizes and displays messages in different message lists, based on
their status and type. The message lists below are implemented in the message line:
Message line Displays the latest unacknowledged message above the process overview
= _|'" Incoming alarm list Displays all unacknowledged messages
—
= _'_| —1| Acknowledged alarm | Displays all acknowledged process messages which are still active
O A list
(==
::{‘_| —1| Outgoing alarm list Displays all messages marked as "Outgoing", which have not been acknowledged
—| Process alarm list Displays all process control messages
=
——
I =—j| Operation list Displays all operator messages (e.g. "A controller setpoint is set to xxx.")
== History list Displays all messages (came in, acknowledged, and outgoing messages)
EE
-
[ =11 Hidden list Displays all active, manually hidden, and automatically hidden messages
—
r=="| List of messages to Displays all messages which are hidden when they are pending
B hide
&
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Interrupt controls

The message lists are displayed via interrupt controls, which can be modified in the Graphics
Designer.

Double-click on an interrupt control in the Graphics Designer to open the configuration dialog
for message blocks/columns.

Right-click to access the properties dialog, where the "LongTimeArchiveConsistency"
attribute can be used to configure characteristics in terms of the number of messages
displayed per OS server.

[N Object Properties 2| x|

Bl bed brd L&mﬁ.lanfuﬂrd ]DLE-CnntmII j
Propeties | Events |

= AxAlarmControl Attribute | static | pynamic | up... | .. ] B
- Geametry LongTermArchiveConsistency BiS3 2
i--Miscellaneous HitlistReTime ] ﬁ O
Control Properties HitlistReMmeFactorType 0 - Minw X _E ]
HitListRelTimeFactor 1 LE O
HitListMaxSourceltems w000 EE In
HitListMaxSourceItems\Warn fes i 1
ColumnTitles (= g 2
TitleCut Mo ]
Columnf.esize ves X F 0
ColumnTitheAlign 0-left X F N
RowTites Yes it 1
RowTitie Align 0-Left O
Defaultsort 0 - Asce g O
DefaultSort2 0 - Asce ]
DefaultSort2Column L x o

HitListDe faultSort 1-Desc® F | =
-t - . - & saa A —

No: A maximum of 1,000 messages are scanned and displayed per OS server. The scan is performed according

to date/time by default. The messages are sorted and displayed accordingly after all servers have been
scanned. In this case, time gaps may occur in the display (for individual servers).

Yes: A maximum of 1,000 messages are scanned and displayed throughout all OS servers. This setting always
ensures that the same time sequence is used for the messages throughout all servers. The amount of data
displayed is considerably less than in the first case.
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9.3.3 Acknowledgment concept

A distinction is made between the status of the message source (process value 0/1) and the
acknowledgment status (not acknowledged/acknowledged) for a message. The two are
combined to give the message status.

Message status
A message recognizes up to four statuses, depending on the acknowledgment concept:
e Camein
e Came in, acknowledged
e Came in, went out, unacknowledged
e Came in, went out, acknowledged
The current message status is indicated by the following attributes:
® Color and flashing display of the elements
® Plain text in text elements
® Time entries in the message line

Configure the acknowledgment theory for a message of the message class and the
acknowledgment of a message via a central signaling device in the "Acknowledgment"
dialog window of the alarm logging area.

Configure message classes. ed |

Class 1 Acknowledament | Status Teuts |

—Acknowledgment Theory —a&ckn. Central Signaling Devices —
¥ | Acknowledgment Came In

[ Acknowledgment WWent Out

¥ FlashingOn [~ ... Only Initial Yalue
[T Messages Without Statuz "wWent Out" Tag:

[ Comments assigned to unique user | R |

[~ Comments always in the meszage list
aof the incoming meszage

™ Separate Ack. Key
= By Means Of Single Ack.

Mew-value meszage with single-mode
acknowledgment

Specify the acknowledgment theony and choose a zetting far how
central zignaling devices [homs, hights, etc.] should be acknowledged.

TIEREE

<

()% I Cancel | Help |
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Acknowledgment theory options

You can select from eight different states for the acknowledgment of a message:

® Single message without acknowledgment

® Single message with came in acknowledgment

® Single message with dual-mode acknowledgment

® First value message with single-mode acknowledgment

® New value message with single-mode acknowledgment

® New value message with dual-mode acknowledgment

® Message without "went out" status with acknowledgment

e NMessage without "went out" status without acknowledgment

Option

Description

Came in acknowledgment

Activate the check box for single-mode message with came in acknowledgment. Came in
messages of this message class must be acknowledged. The message remains queued
until it is acknowledged.

Acknowledgment went out

Activate the check box for a single message with dual-mode acknowledgment. Went out
messages of this message class must be acknowledgment.

Flashing on

Activate the check box for a new value message with single or dual-mode
acknowledgment. The messages of this message class flash when displayed in the
message window. For a message block to flash in Runtime, flashing must be activated in
the properties of the respective message block.

First value only

Activate the check box for a first value message with single acknowledgment. Only the
first message of this message class flashes when displayed in the message window. The
"Flashing On" check box must be activated.

Message without "Went Out"
status

Activate the check box for a message without "Went Out" status with or without
acknowledgment. When this option is activated, the messages do not have "Outgoing"
status. If the message only recognizes the "Came In" status, the message is not entered
in the message window and it is only archived.

Comments assigned to unique
user

If the check box is activated, the comments in the message window are assigned to the
logged on user. The user must be registered in the "User name" system block. If no
comment is entered, any user can enter the first comment. When the first comment is set,
all other users have read-only access to this comment.

Comment of the came in
message always in the

If the check box is activated, the comment of the incoming message is always displayed
in the user text blocks with the dynamic sections "@100%@", "@101%@", "@102%@",

message list and"@103%@". The display then depends on the status of the message in the message
list.
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9.34 Interrupt management

Message handling options

The following methods are available for displaying message traffic in a clearer way or
reducing its volume in process mode:

® Filtering alarms via their properties
® Disabling messages

Disabling an individual process tag or a subarea of the hierarchy by means of an OS
operation. In PCS 7 this is carried out as the origin of the message, in exactly the same
way as an acknowledgment on the block in the AS. Using this type of message
suppression, however, does mean that no more events will be output and no associated
signal changes will be saved to the message archive.

® Smart Alarm Hiding

This function enables interrupts to be hidden automatically in accordance with definable
plant states in order to reduce the volume of message traffic in process mode. The
advantage of this method is that hidden messages are still archived. The procedure is
based on grouping together messages, which, in accordance with the "STATEREP" CFC
blocks (PCS 7 Library) and "STRep" (PCS 7 APL), are then assigned to the plant states
to be defined. Messages can also be hidden manually.

You can display hidden messages via the "List of hidden messages" and "List of
messages to hide" message pages.

Note

Information on configuring and on operating and monitoring the Smart Alarm Hiding can
be found in the document "PCS 7 in Practice - Smart Alarm Hiding"
(http://support.automation.siemens.com/WW/view/en/55699984).
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9.3.5 Group display

A particular message from a process picture can be traced across all levels using the group
display. The overview area forms the highest level. In this overview, the operator can view
messages for every area in a group display.

|
[ roacom ][ oo m
| [TTTTI[]] [TTTT][]
| [TTTTI] [TTTT][Z]
N [TTTTI[]] [TTTT][]

The messages are only valid in the relevant area. The group displays for an area are linked
on a local level by means of a logical OR function and encompass all lower hierarchy levels.

You can branch from the group display (when a newly received, flashing message is
present) to the picture tree at just the click of a mouse. The function branches down to the
process picture, in which the message can be uniquely assigned. If messages occur in two
process pictures at the same time and these pictures are "ORed", the function branches to
the first process picture in which the the group displays come together.

The group display can contain the following information:

A Flashing interrupt signal (white on red)

w Flashing warning (black on yellow)

T Tolerance (white on blue, not flashing)
S Flashing error message (yellow on black)

(0] Operator request (white on blue, not flashing)
X Message lock active in the area (white on gray)
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This function is activated for an OS in the "Group display hierarchy" field of the "Message
display" tab in the OS project editor.

05 Project Editor
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9.3.6 Audible interrupt signaling

Process failures and errors can be indicated by audible signals, as well as output in the
message list. The signal is issued by means of a signal module or active loudspeaker by
outputting a multimedia (Wave) file via the computer's sound card.

The Horn editor in the WinCC Explorer offers numerous options for different audible signals
to be triggered for individual message classes, areas, and priorities, once a corresponding
internal tag (horn group) has been created.

Note

Information on the function and installation of signal modules can be found in the "Process
Control System PCS 7 WinCC Basic Process Control"
(http://support.automation.siemens.com/WW/view/en/1400148) manual.

As of PCS 7 V7.0, the "Multiple acknowledgment in the following group" function has been
added to the horn multiple acknowledgment options in the Horn editor. Using the new
function for multiple acknowledgment is recommended in PCS 7 V7.0.
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9.3.7 Time stamp
Messages are generated in different areas and at various positions within PCS 7. The origin
of the message will, therefore, affect its time stamp.
All messages are archived and are displayed in the same way, regardless of their origin. AS
and I/0O messages are forwarded to the OS servers separately via the plant bus. They
already contain the appropriate time stamp. The OS server arranges all messages in the
correct order.
To ensure that the correct time stamp is always available, you must configure time
synchronization between all the components of the PCS 7 project.
Origin Configuration of the Time stamp place of Meaning in PCS 7
message text origin
Operator station (OS) In OS "alarm logging" In the OS OS system messages
Automation system (AS) In the instances of the In the AS Process messages and AS system
function block (e.g. messages from the SIMATIC
CTRL_PID or MEAS_MON) station
Distributed I/O (ET 200M, ET | In the instances of function | In the ET 200M via Selected initial-value-acquisition
200iSP, SimcodePro) block IM_DRV IM 153-2 events in the event of a plant failure
(10 ms accuracy)

Note

Information on the time stamping in the distributed I/O can be found in the "SIMATIC
Process Control System PCS 7 High-Precision Time Stamp"
(http://support.automation.siemens.com/WW/view/en/68154111) manual.

Compendium Part A - Configuration Guidelines (V7.1/V8.0)
Configuration Manual, 11/2013, ASE02779220-02 255


http://support.automation.siemens.com/WW/view/en/68154111

Configuring OS functions

9.4 Archiving

9.4

9.4.1

Archiving

Introduction

Backing up process values and messages

256

In a PCS 7 plant, you can archive various types of data which are produced in process
mode. This data includes process values (analog and binary) and messages.

PCS 7 provides the option of automatically creating archive tags for process values that are
marked accordingly. In order for this to happen, the process values must be labeled as
relevant for archiving in the SIMATIC Manager using the "Archive" attribute. This attribute
can only be set for block 1/0s intended for operator control and monitoring. The available
labels "Archiving" and "Long-term archiving", specify whether the process value should also
be saved for the long term if a Process Historian or Central Archive Server (CAS) is used. If
you have selected the "Create archives" option, PCS 7 then creates the labeled archive tags
automatically when the "Compile OS" function is executed.

The recording and archiving times can be adapted to the physical type of the process tag
immediately after this step in a clear display (in the SIMATIC Manager process object view,
for example).

The individual process tags can be roughly divided into four classes for display purposes:
® Temperature measurement (CT) 10sto 20 s

® |evel measurement (CL) 5sto10s

® Pressure measurement (CP)3sto5s

® Flow measurement (CF) 0.5st03 s

Depending on how the components have been dimensioned, their values may differ from the
example values given here.

By default, archiving is performed locally on the OS servers. The PCS 7 system
distinguishes between archive tags which must be archived in intervals of under one minute
(TagLogging Fast) and those which must be archived in intervals of over one minute
(TagLogging Slow), where one minute is the default setting. The system assigns the tags to
two separate archive databases accordingly in online mode. If these archive values are
mixed together in the configurable "process value archives" or the system archive, this will
not have any effect on the process of assigning them to different databases.
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The figure below shows the structure of the archives, which are designed as circular logs
and use single segments. If a segment is full, a backup of it can be created straightaway. To
this end, a copy of the segment is transferred to a swap-out location, which you must define.
This procedure is extremely important if the central archive server (CAS) or StoragePlus is

used.
Process values Alarms / events SIMATIC BATCH
Batch logs
. . . as manually created
Archive Slow Archive Fast Message archive XML file
Acquisition cycle Acquisition cycle
e.g. > 1 min e.g. <1 min
OS logs
as *.emf file
32 bytes / value 32 bytes / value 172 bytes - 4 KB / event
(compressed (compressed
storage, depending storage, depending
on signal change on signal change
factor 2-10 possible) factor 2-10 possible)

Organizes circular archives with individual segments

The archive values associated with TagLogging Fast and also with TaglLogging Slow (as of
PCS 7 V7.0) are saved in the database in a compressed state, although this does not impair
the quality of the values.

The compression factor which can be achieved depends on a number of factors, particularly
on whether or not the archive values can be combined during the acquisition of measured
values by means of a sufficiently large hysteresis setting.

Compression ensures that the size of the values will be reduced by a factor of 0.5. This
results in a value that is usually around 6 bytes per measured value, but which can
sometimes reach up to 16 bytes per measured value.

A message with the maximum number of associated values and comments requires 4 KB.
The minimum value for a message is 172 bytes.
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Archive settings

The system always offers two criteria for specifying the archive size of a single segment and
the overall size of the circular log:

® Definition of a time period
® Physical size in bytes

If one of these two criteria is exceeded, this will lead to a switch to the next segment in the
case of a single segment, or to the overwriting of the first segment of the entire circular log.

As the total hard disk capacity available for archiving is predefined, the specification in bytes
is the only criterion which is relevant for the entire circular log.

This specification must be standardized for all three archive databases (TagLogging Fast,
TaglLogging Slow, and AlarmLogging) in line with the available hard disk capacity.

In practice, you define a time period which you would like to use for TagLogging and make a
rough calculation of the associated memory requirements. If a central archive server (CAS)
is used, experience has shown that it is sufficient to only create time ranges on the OS
servers which cover the period of time a standard operator would need to access the system
for the purpose of process control (several days/weeks/months).

9.4.2 Archive configuration for TagLogging Fast and TaglLogging Slow

Calculation

258

Calculation of the memory requirements of all segments for a specified period of y months
for TagLogging Fast:

To perform this calculation, you will need to know how many archive values are saved per
second on average. You can view this information in a clear format in the SIMATIC
Manager's process object view, which is also where the process value archives, created by
means of the OS, are read in.

The memory requirements for x bytes are generally calculated as follows:
number of archive values/s * x bytes * 60 s/min * 60 min/h * 24 h/day * 31 days/month *y
months
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A specification comprising days or weeks is usually used for a single segment. A segment
change faster than one day may not be used, as this would make the number of segments to
be connected to the MS SQL database when the OS server starts up too large, thus
impairing performance.

Note

As a rule, no more than 200 single segments (for the TagLogging Fast/Slow and
AlarmLogging archive databases) may be generated in total.

The maximum size of a single segment should not exceed 700 MB (PCS 7 prior to V8.0) or 2
GB (PCS 7 after V8.0).

The size of a single segment in bytes can also be calculated using the definition provided
above. It is not the decisive criterion, but it does need to be checked. In the event of a swap-
out to the CAS, a single segment must be no larger than a single segment on the CAS,
which is in turn defined by the backup medium selected there (e.g. CD/DVD).

For additional information, refer to the section "Central archive server (CAS) (Page 273)".

Example

You are planning on using a period of around 2 months: You have calculated a mean value
of 750 archive values/s for TagLogging Fast.

® The maximum size for all segments is calculated as follows:

— Where a memory requirement of 16 bytes per measured value is assumed:
approx. 60 GB
(750 archive values/s * 16 bytes/value * 60 s/min * 60 min/h * 24 h/day * 31
days/month * 2 months)

— Where a memory requirement of 6 bytes per measured value is assumed:
approx. 22 GB
(750 archive values/s * 6 bytes/value * 60 s/min * 60 min/h * 24 h/day * 31 days/month
* 2 months)

In our example, we have selected 30 GB.
® The following is calculated for a single segment per day:

— Where a memory requirement of 16 bytes per measured value is assumed:
approx. 1 GB
(750 archive values/s * 16 bytes/value * 60 s/min * 60 min/h * 24 h/day * 1 day)

— Where a memory requirement of 6 bytes per measured value is assumed:
approx. 370 MB
(750 archive values/s * 6 bytes/value * 60 s/min * 60 min/h * 24 h/day * 1 day)
In our example, we have selected 600 MB.

Note

If a CAS is used, for reasons of performance we recommend that you set the size of a
single segment to a maximum of 700 MB.
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You must then make the following corresponding settings in the "TaglLogging Fast"
configuration of the "TaglLogging" editor:

TaglLogging Fast x|

Archive Configuration | Backup Configuration | Archive conterts |

— Archive size
Time period of all segments I 2= IMDFﬁh{S]' j
Mazx. size of all segments I K= IGiEIEIb‘.-'tE'[S]' j
Time period covered by a single segment I 1 ::I I Dayls) j
Man:. size of a single segment I 'Eﬂll}ﬁ IMegabﬂ_.rte{s}j
— Time of the segment change
Month [May =] Year [ 2012 Day Sithe [ 5=
Weekday | Saturday =] Hour [ 4= L 0=

| QK I Cancel Spply Help
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You proceed in exactly the same way for "TagLogging Slow". You have calculated a mean
value of 100 archive values/s for TagLogging Slow.

® The maximum size for all segments is calculated as follows:

— Where a memory requirement of 16 bytes per measured value is assumed:
approx. 8 GB
(100 archive values/s * 16 bytes/value * 60 s/min * 60 min/h * 24 h/day * 31
days/month * 2 months)

— Where a memory requirement of 6 bytes per measured value is assumed:
approx. 3 GB

(100 archive values/s * 6 bytes/value * 60 s/min * 60 min/h * 24 h/day * 31 days/month
* 2 months)

In our example, we have selected 5 GB.
® The following is calculated for a single segment per day:

— Where a memory requirement of 16 bytes per measured value is assumed:
approx. 130 MB

(100 archive values/s * 16 bytes/value * 60 s/min * 60 min/h * 24 h/day * 1 day)

— Where a memory requirement of 6 bytes per measured value is assumed:
approx. 50 MB
(100 archive values/s * 6 bytes/value * 60 s/min * 60 min/h * 24 h/day * 1 day)
In our example, we have selected 100 MB.

Note

If a CAS is used, for reasons of performance we recommend that you set the size of a
single segment to a maximum of 700 MB.
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You must then make the following corresponding settings in the "TagLogging Slow"
configuration of the "TaglLogging" editor:
x|
Archive Configuration I Backup Configuration I
— Archive size
Time period of all seqmerts I Eﬁ Il"-"lu:unth[s} j
Max. size of all segments I E-ﬁ IGigaI:q,fte[s} j
Time period covered by a single segment I 1::’ IDa'_.r[s} j
Max. size of a single segmert I 1|}|}::| IMegaI:f'_.'te[s}j
— Time of the segment change
- X DEY of the -
Month | May x| Year [ 2012 el [ 5=
Waekday ISaturdag,r j Hour I B _,;‘ Minute 0=
QK I Cancel Amply Help
943 Archive configuration for AlarmLogging
Calculation

Unlike with TagLogging, messages occur as events and you must make assumptions,

for example, as regards an average message load which is continuously present. These
assumptions can differ from one another considerably, depending on the technology/sector
in question.

In practice, however, you can also proceed in another way, by calculating the TagLogging
requirement and adding the available, unused hard disk memory space to the AlarmLogging
database. This would then become the specification for the maximum size of all segments.

The memory requirements are generally calculated as follows:

Number of messages/s * 4 KB/message * 60 s/min * 60 min/h * 24 h/day * 31 days/month
* y months
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Example
You assume that the number of events in your plant is 1 message/s.

® The maximum size for all segments is calculated as follows:
approx. 20 GB
(1 message/s * 4,000 bytes/message * 60 s/min * 60 min/h * 24 h/day * 31 days/month
* 2 months)

® The following is calculated for a single segment per day:
approx. 330 MB
(1 message/s * 4,000 bytes/message * 60 s/min * 60 min/h * 24 h/day * 1 day)
Deliberately set this limit higher so that you can still achieve a daily swap-out even if a
message burst occurs. In our example, we have selected 700 MB.

Note

As a rule, no more than 200 single segments (for the TagLogging Fast/Slow and
AlarmLogging archive databases) may be generated in total.

If a CAS is used, for reasons of performance we recommend that the maximum size of a
single segment you select should be 700 MB.

You must then make the following settings in the "AlarmLogging" editor:

AlarmLogging ﬂ

Archive Configuration | Backup Configuration I

—Archive size
Time period of all zegments I 2::’ IMnnth[s] j
b ax. size of all segments I EEﬁ IGigaI:u_l,lte[s] j
Time peniod covered by a zingle segment I 1 :I IDa_I,I[s] j
M ax. size af a single seqment I ?EIEI::I IMegabyte[s]j

— Time of the zeament change

Manth IMa_IrI j Day of the month I 5_%

‘Weekday IThursda_',' j Haour 2= Minute | 0-3

(] I Cancel Apply Help
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In our example, therefore, the hard disk not only has to provide the TagLogging memory
requirements, but also an additional 60 GB on the OS server for archiving purposes (total of
"Max. size of all segments").

944 Long-term archiving using SIMATIC PCS 7 Process Historian

9.4.41 Introduction

Introduction

The new Process Historian (PH) with reporting system is being introduced in parallel with the
Central Archive Server (CAS) archiving system as part of the introduction of SIMATIC PCS 7
V8.0.

Note
Migration of CAS data to PH data is not possible in the PH version as of PCS 7 V8.0 SP1.
As of PCS 7 V8.0 SP1, redundant operation of the PH is possible.

Process Historian and Information Server

PCS 7 Process Historian (PH) is a long-term archiving server for process data. Tags, alarms
and SIMATIC BATCH data can be archived on the PH. The Information Server (IS) can be
used to create reports based on the data saved in the PH. Reports can be created with this
using a web application or via a corresponding add-in in an Office application (Word or
Excel).
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The following image shows a schematic configuration in the SIMATIC PCS 7 environment
which is suited to smaller installations with the corresponding quantity structure:
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Note

The "Process Historian" and "Information Server" components can be installed on a
computer.

How the Process Historian and Information Server work

All OS servers and OS single stations for which there is a Process Historian (PH) configured
in the PCS 7 project swap out your alarms to the PH in runtime. In addition all OS archive
tags identified as "Long-term archiving" are archived on the PH for runtime in real time. The
PH is an open system. This means that the data archived on the PH can be processed via
SQL queries. The standard database interfaces of the MS SQL server are supported.

The Information Server (IS) is a web-based reporting system. The IS provides the user with
the data from the PH database using the Internet Information Service (IIS).
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The following image provides an overview of the Process Historian and Information Server

mode of operation:
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1. Prompt data archiving of the OS single stations and the OS server on the PH.

2. SIMATIC BATCH swaps out its batch data to the PH in the manner in which this is also
available in the BATCH database (native archiving).

3. IS client access to the IS for report creation
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Process Historian (PH)

The Process Historian (PH) is used to archive process values, messages and batch data
from the process control system SIMATIC PCS 7 V8.0.

The process values and messages managed in the PH database can be displayed on OS
clients and OS single stations clearly and graphically (with WinCC Alarm or WinCC Trend
Control). Data selection is supported by integrated filter functions. Messages and process
values can be displayed both in tabular form as well as graphically. The saved data is
divided into segments for processing and managing very large amounts of data.

The following figure shows an example of segmenting in the PH:

¥ processHistorian - [Console Root\Siemens Application Management Center\Pro storian Managemen amentation —1®] x|
@ Fle Acton View Window Help —1&] =]
&7 |H
[_] Conssle Root .
= §) Siemens Application Management Ci Segmentaiion 4
=1 134 Process Historian Management | | F™.  Welcome fo the Segmentation dashboard
"¢ Plant Structure I
&) &= 1O Systems — Use this dashboard to manage the segmentation of the Process Historian archives.
] § Diagnosis
® &) Bacup/Restore = ~
W .L Compression Current configuration A
Redundancy
: [ 02302011 | 06.10.2011 [ 13.10.2011 [ 20102011 2710201 [ 0311201 | 10.11.2011 [ 17.11.2011
o, Licensing
| oe102m | 1310201 [ 201020m [ 2702 03.11.2011 [ 1011201 1711201 [ 2m2m
Prepared segment count 5
20:0006.10.2011 Week
Total rurtime segment count 10
Settings 4
- Segmentation anchorpoint — | | Segmenitimerange | [ Segment count
Hour Date Segment unit Prepare seqment count .!EH:
I 13: 7102011 = v =
. IU '—l va j Total runtime segment count 'II}E.
Update seftings

There is also the option of exporting process values in CSV format for further processing in
other Windows applications, e.g. Microsoft Excel.

The SQL server is used for the data archiving. The managed data can be swapped out to
common storage media (backup/restore).

The PH does not need a connection to the system bus. It can be connected to the OS and
Batch Servers of the SIMATIC PCS 7 plant via terminal bus, for example, using the
integrated network connection (on-board Ethernet RJ45 port) of the server.

The PH is suitable as long-term data storage for PCS 7 projects. You can swap out the data
from multiple projects/multiprojects to a PH.
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Functions of the Process Historian

Licensing

268

The PH includes the following functions:

All OS process data is available promptly in the PH.

Batch archives from SIMATIC BATCH are saved with native archiving in the PH.
The PH also supports single stations.

The PH supports multiple PCS 7 projects in parallel.

Easy access to historical process data via web and Office applications.

Widely-distributed standard reporting system which is adapted to PCS 7 reporting,
including standard report templates.

The PH can be integrated easily into existing IT infrastructures and web portals.

Large amounts of process data can be processed across multiple projects and presented
in reports.

Report templates can be created and adapted flexibly.

Data from the PH can be presented at the OS runtime level with the WinCC Trend
Control und WinCC Alarm Control.

PH data can be accessed via OPC HDA in association with the OpenPCS 7 station.

Backup/restore function on external data storage media

A "Process Historian Server" basic license is required to operate the PH. The "Process
Historian Server Redundancy" license is required for a redundantly configured system. This
includes a redundancy license in addition to the basic license. The "Process Historian and
Information Server" license is offered for a combined PH and Information Server.

Note

As of PCS 7 V8.0 SP1, no countable PH archive license is required fora PCS 7 OS as a PH
data source.

There are the following license types for the PH:

Process Historian server
Process Historian Server Redundancy
Process Historian Archive-BATCH

Process Historian and Information Server
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Hardware requirements

Using an "IPC 847C" type server is recommended for PCS 7 plants with up to three OS
servers (max. archiving load of 1000 values/sec. per OS server).

With intensive use a PH system is not a typical application area for an IPC. Using a SIMATIC
Premium server is therefore recommended for large plants.

The work memory and number of processors and hard disks can be expanded with the
configuration.

Software requirements
The following software requirements apply to the PH:
® Windows Server 2008 R2 SP1 Standard Edition (64 bit)
e Microsoft SQL-Server 2008 R2 SP1 Standard Edition (64 bit)
® MS Message Queuing

Note

The PH is approved exclusively for 64-bit operating systems.

Additional information

You can find additional information on the system requirements in the following
documentation:

e "SIMATIC Process Historian Administration"
(http://support.automation.siemens.com/WW/view/en/68713474) manual

® Process Historian Installation Notes

® Application note "Installation and Commissioning of Process Historian/Information Server
in the PCS 7 Environment"
(http://support.automation.siemens.com/WW/view/en/66579062).
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9.44.3

Introduction
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Information Server (IS)

The Information Server is the Process Historian reporting system for compiling and
evaluating data or presenting it in graphic form. Based on Microsoft Reporting Services it
provides web-based Thin Client access to historical data.

The following image shows an example creation and view of a graphic (report) using MS

Office Plug-in at MS Excel level:
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il Average duration until acknowledgements
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] Commented messages

il Quantity by message class

1l Total duration until acknowledgement

il, Total duration until outgoing
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—] Tags [] Tolerance
L—— |[¥| FLC process control messages
—Description [ OS process control system messages

a good indicator for the overall health of the alarm system.

Bar chart that shows the number of messages per day categorizel

[[] Preventive maintenance
[ System. must be acknowledged

>
’
L=
2
-
-
-1
x

29656

14828
0
21
2
3
24
z5

0

1ween

=N

SRARRTITRR T e N s e

1o

wr2e

4 Day

Alarms per day

W21

. A

10152011

Compendium Part A - Configuration Guidelines (V7.1/V8.0)

Configuration Manual, 11/2013, A5E02779220-02



Configuring OS functions
9.4 Archiving

You can access the Information Server web application via Internet Explorer with the
corresponding access rights. In addition to displaying reports, the web application is also
used for administering the Information Server.

The Information Server uses the Internet Information Service (lIS) to provide data to an IS
client.

An add-in for Microsoft Word and Excel provides additional access to the Process Historian
database.

The following image shows an example of the Information Server web application:

[e - =] S|
e DX Wew Feobed Tl Fel
L (3] T

& rfamadon b

SIEMENS

Daaksasng

Hepariing

Dievweinied C¥ira B4 b

Functions
The Information Server's functions include:
e Web Front End of the Process Historian
® |IS application
® Access protection
® User administration
® Report creation
® Report management
® Automated sending of reports via e-mail
® Report template uploads and downloads
® Report page creation

® Provision of the Microsoft Office add-in
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Licensing

The License Manager counts all active report client connections. The Information Server
client (MS Internet Explorer, Excel or Word application) accesses the Information Server via
an installed add-in. This captures all active report clients for each computer and verifies a

license on the IS.

The following table shows the IS licenses:

Version

Identifier

V8.0

Information server

n.v.

Information Server - Client Access (1 Client)

n.v.

Information Server - Client Access (3 Client)

n.v.

Information Server - Client Access (5 Client)

n.v.

Information Server - Client Access (10 Client)

n.v.

Information Server - Data Source Access (1 Client)

n.v.

Information Server - Data Source Access (3 Client)

n.v. = not versioned

Note

Only one "Information Server - Data Source Access" license is required for a PCS 7 OS
system, even if the system is configured redundantly

Hardware requirements

Using an IPC 547D or IPC 847C is recommended.

Software requirements

The following software requirements apply to the Information Server:

® Windows 7 SP1 Ultimate

® Windows Server 2003 R2 SP2, Windows Server 2008 SP2 Standard Edition
® Windows Server 2008 R2 SP1 Standard Edition (64 bit)

® |nternet Information Service

The following are also required for reporting with MS Office:
® Visual Studio Tools for Office VSTO 4.0

e NET Framework V4.0

e |S Office Plugin
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Additional information

You can find more information in the following manuals:

Information Server 2013 - Operating Manual
(http://support.automation.siemens.com/\WW/view/en/68714282)

Information Server 2013 - Administration
(http://support.automation.siemens.com/WW/view/en/68713492)

Information Server Installation Notes

Application note "Installation and Commissioning of Process Historian/Information Server
in the PCS 7 Environment"
(http://support.automation.siemens.com/\WW/view/en/66579062)

Application note "Creating Report Templates for the Information Server on the Process
Historian Database in the PCS 7 Environment"
(http://support.automation.siemens.com/WW/view/en/64906050)

94.5 Long-term Archiving using CAS
9.4.51 Central archive server (CAS)
Introduction

The central archive server (CAS) is used for long-term archiving:

e OS archive data (process values and messages)

® OS logs
e SIMATIC BATCH batch data

The data swapped out from the OS archives is managed by CAS in a central database.
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Plant configuration with CAS
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Note

The CAS can be operated with Windows Server 2003 or 2003 R2. Further information can
be found in the "Process Control System PCS 7 PC Configuration and Authorization"
(http://support.automation.siemens.com/WW/view/en/68157327) manual.

Irnport of backup data
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Operating principle

The relevant OS server transfers copies of completed archive segments to the enabled input
path (share) of the CAS. The transfer of batch logs from SIMATIC BATCH is controlled by
the Batch Control Center.

The received data segments are saved in a database in the CAS. CAS circular logs have the
same structure as OS server circular logs. The segment size of these circular logs should be
configured such that they can be swapped out to the long-term memory medium.

Long-term archive

@ Backup (CD/DVD)

Cireular log

=l

Sarvari
Circular log j:ll
gi i Client1
Sarvar2

Circular log

B

gi = \‘ | |
Servar x
Client2

Client x

The OS clients can access the process values and messages saved in the CAS. To achieve
this, the CAS server data must be assigned to the OS clients.

If the data requested for a selected time range is no longer available in the CAS circular logs
either, the corresponding long-term memory medium must be inserted and its data linked to
the CAS database again. This is executed on the CAS using the StoragePlus Administration
Console. (see Section StoragePlus (Page 284)).

The saved CAS archive data can be displayed using the StoragePlus Web Viewer, as well
as on every networked PC via Internet Explorer.
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The figure below illustrates how the CAS archive databases are organized, as compared to
the OS servers listed in the previous section.

Charge protocols
Process values Alarms / Events 0S Reports
Archive Slow Archive Fast Message archive Report archive
32 Byte / Value 32 Byte / Value 172 Byte - 4 kByte / Event Same size as
created original

(Compression (Compression document

taken from taken from

OS Server) OS Server)

Designed as circular logs with single segments also for reports.
Outsourcing of segments as backup.

Batch logs are transferred to the enabled input path of the CAS, "ArchiveDir", directly via the
Batch Control Center (BCC). This is also possible in the form of a PDF file in addition to the
existing XML file type.

The user must activate a prepared script in order to transfer the OS logs generated
electronically in the PRT_OUT folder of an OS client project.

This is executed by means of a global action with a cyclical trigger (e.g. every 10 minutes)
and calls the "StoragePlus_Exports" standard script on an OS client.

Note

In PCS 7, only one OS client usually creates the logs, which are to be swapped out to the
CAS electronically.

The destination path for the CAS or StoragePlus (DestPath) is
"W\<TargetcomputerName>\\ArchiveDir".
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User script for exporting the OS logs

:E:E[S?Rl]ﬂl.mcp : ExportProtokolle_CAS.pas -10] x|
#include "apdefap h"

int gscAction woid )

{

AN CC TAGNAME _SECTION_START

N syntax #define TagMamelnAction "DMTagMNarme"
N next TaglD 1

IR C T TAGNAME _SECTION_EMND

I CC:PICHAME _SECTION_START

N syntax #define FicMamelnAction "FictureMame"
A next PiclDe

I CC:PICHARME _SECTION_EMD

char DestPath [256] ="wCasw7aiArchiveDir;
StorageFlus_ExporReports(DestPath);

return 0;

I

Compiling... E
0 Errarfz], 0% arminglz] =
1] | H 4

A check is performed at regular intervals to see whether a log has been output in the
"PRT_OUT" folder of the OS client project. The *.emf files found are transferred and then
deleted from the OS project.

For a redundant CAS, the redundancy takes care of synchronization for the SIMATIC
BATCH batch log.

For OS logs, use the "StoragePlus_ExportsEx" standard script instead and transfer both
paths to the redundant CAS computer.

Licensing

If a CAS is used in the project, the TaglLogging archive tags are now licensed at this central
location, not on the OS servers themselves.

The individual OS servers then obtain the appropriate number of archive licenses required
from the CAS remotely.

Archive tags are only counted where their ID, "Archiving" or "Long-term archiving", indicates
that they are to be used. This means that archive tags intended for swapping out to the CAS
with the ID "Long-term archiving" are not counted on the OS servers.
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9.4.5.2 CAS configuration

Procedure

1. In the subproject "CAS_1" in the SIMATIC Manager, select "Insert > Station > SIMATIC
PC station" from the shortcut menu and open it in HW Config.

2. Insert a "WinCC CAS Application" from catalog "PCS 7 V8.0".

[ HW Config - CAS_1 =10] x|
Staton Edit Insert PLC View Options Wndow Help

D=2 % & e da BE/R W

=10/ x| oix|
j Sucher | nt|a

L

[ WinCC CAS Appl Erofile  |PCS7_v30 |

= ¥ FROFIBUS-DP

%R PROFIBUS-PA

=-S5 PROFINET 10

w [l SIMATIC 400

=B, SIMATIC PC Station

hd | #-_ Auchiv

-] BATCH

[#-_] Cantrolles

[+ User Application

#-{_1 CPndustrial Ethernet

# (1 CPPROFIBUS

=] Hil
SPOSA Apphcation

WinCC Application

WinCC Appolicatian [sthy)

WinCC Application Client

WinCC Appl, Chent Ref

WnI:I:A Iu:almr: Fief

RS I =l S B LR ] —

K1 LILI
“slo

Index Madule Od... | Fi. | M. | 1. | Comm.. |
1 WinCC CAS Appl -

YL TYVRR TRETY TN W] TRER| TV Y|

[
: WnEEE.-'—"E I:ll:ll [ﬂh,'.l]
&2 PDM
[+-_] Route Contral

— £
wiinCC Application for a central anchive zeiver A

el ) e ) B DS Y

Press F1 to get Help. o

3. Save and exit HW Config.

Note
CAS can be configured redundantly as of PCS 7 V7.0 SP1 (WinCC CAS Appl. (stby)).
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4. Enter the symbolic computer name of the archive server and its destination path in the
properties dialog of the newly created OS project.

Note

The symbolic computer name is used for the package designation. Always assign unique
and meaningful names at this location. This also applies to OS server projects.

The CAS uses the name of the package in order to internally identify the OS server from
which the archive data originates. If package names are subsequently changed, it is no
longer possible to access archive data which has already been saved.

Properties - 05: CAS_05(1) x|

General Target 05 | CAS - Options for the central archive serverl

Fath to the Target 0S5 Computer

IHHE.-‘-‘-.S'I SProjectsCAS_05(1].mep Search ...

Symbolic computer name

|m51

Standby-05

|< none j

] I Apply Cancel |
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Note

One CAS (simple or redundant) can be used in a multiproject.

5. Configure the CAS layout on the "CAS - Options for the central archive server" tab.

CAS-05 properties: CAS_05(20) x|

General | Tanget 05 CAS - Options for the central archive server |

All Taglogging Fast Taglogging Slow Alam Logging Report
v i i ] i
— Archive size

Time period of all segments I 3ﬂ IYear{s} j

Max. size of all segments BE= |Gigabytets) x|

Time period covered by a single segment I 3::’ IMDnth{s} j

Mz size of a single segment I 1::’ IGigab:.'te{s} j

— Time of the first segment change

Month | March =] Year [2012=] Dayofthemonth [ 1=
Weekday | Thursday Hour 05 Minute 0=
— Backup configuration
¥ Only longterm data ™ Signing activated
[ Backup activated ™| Backup on both paths
— Destination path

| Browsze... |

— Altemative destination path

I Browse, .. |

oK I Apply Cancel
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Division of memory capacity

The memory capacity of the central archive server which is physically available is divided up
between the space required for TagLogging Fast, TagLogging Slow, and AlarmLogging on
all OS servers and the total logs generated.

As the CAS accepts this data largely unchanged, the corresponding archive size can be
calculated as a relevant entry, along with the approximate associated period that can be
used for all segments:

e Taglogging Fast and TaglLogging Slow (calculation as in Section Archive configuration
for TagLogging Fast and TagLogging Slow (Page 258)).
Please note, however, that only the number of archive tags displaying the "Long-term
archiving" ID description will be used. The default setting in PCS 7 sees the CAS filter
only those archive tags intended for long-term storage.

e AlarmLogging (calculation as in section "Archive configuration for AlarmLogging
(Page 262)".

® Report, size of the original files generated

Rules governing single segments

The specification of the size of a single segment as a relevant entry is determined by the
size of the backup medium to be used. The period covered by a single segment must,
therefore, be set to a value that is high enough to ensure it cannot be exceeded.

Taking a CD as an example of a backup medium, a size of 650 MB is selected.

However, for other media a value of 1 GB may suffice, if a great deal of importance is placed
on performance when selecting a period and if the operator will need continuous access to
CAS archive data for the purpose of process control.

If there is a preference for the CAS to only be accessed in order to evaluate historical data,
the entire memory capacity of a DVD can be specified, for example. The latter setting would
also be better if a very large hard disk memory capacity were available, as otherwise a
disproportionately large number of single segments would have to be connected to the SQL
database.

Rules to be observed:

® The specification that there must be no more than 200 single segments in total for the
archive databases (TaglLogging Fast/Slow, AlarmLogging, and Report) applies to the
CAS too.

® |n addition, a single segment transferred out by the OS servers must not be larger than
the associated single segment in the CAS.
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Settings in WinCC Explorer
1. Open the CAS project in WinCC Explorer.

2. Run through the OS project editor once in order to generate the CAS process control
messages on the "Message configuration" tab.

These messages are saved in the CAS database and are then available on the OS
clients (default setting "All servers" in the OS client interrupt control area).

21x]
‘s Yol ] % Message configuration I [ Meczmne disphay ] ':!;'-' I [ Puntime window ] a Hasic d=is E:Ge!'ﬂ.’lﬂ ]
Activities when processed by project edtor
€| Orilviconfigunations capatle of orire dowrioedofichanges

" Complete corfiguration floss of suppaort for online Delaloading)
{+ Only message configuration {onfine download of changes no longer possible)

3. Open the "Time Synchronization" editor and integrate the CAS into the plant's existing
time synchronization concept.

4. If the CAS is operated in a redundant configuration, you need to activate "Redundancy".

The same algorithm as that used for the OS servers is used for online updates. However,
the selections for updates will be deactivated following a failure of the process link and a
client switchover, since the CAS does not have a process connection. Following the initial
download, the redundancy settings must be checked with regard to redundancy
monitoring (e.g. connecting cable via COM port and/or Ethernet connection) on both
target computers directly and saved there.

5. Close WIinCC Explorer, without having made any changes to the startup list (leave
graphics runtime deactivated) or any other individual configuration settings.
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Final settings in the SIMATIC Manager

1. Now, use the SIMATIC Manager to generate the server data for the CAS and assign it to
all OS clients which will need to access CAS data.

2. Ifit has not been done already, activate the "Transfer to central archive server" option in
the properties dialog of the OS server project.

This ensures that, when the next download to the target computers is performed, the
swap-out locations are entered in the CAS and, if applicable for a redundant CAS, in the
TaglLogging Fast/Slow and AlarmLogging configurations automatically. If StoragePlus is
used, this step must be performed manually.

Properties - 05: 051 x|

General  Target 05 and Standby 05 Computer I

Fath to the Target 0S5 Computer

IH"«S ERWVER1ANprojecth 05405 mop Search ...

Symbolic computer name

|P|ants.aa

Standby-05

IEIS1_StBy =l

[¥ Createlupdate archive tags

¥ Transfer to central archive server

| ] 4 I Apply Cancel |
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9.4.6 StoragePlus

Use of StoragePlus/Comparison with CAS

StoragePlus is used on a separate computer and cannot be operated redundantly. It can
only be operated and views can only be retrieved on a local level, on the StoragePlus
computer.

It is not possible to use Internet Explorer to access StoragePlus from other computers, nor to
retrieve data via the OS system.

The database structure described in the section relating to "CAS" also forms part of
StoragePlus.
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The database design is configured in the "Common" area of the StoragePlus Administration
Console. In terms of its configuration, it corresponds to the SIMATIC Manager menu, "CAS
Options" tab described in the section relating to CAS.

"fa StoragePlusAdministration_XP - [Console Root\System ConfigurationCommon] § =10l x|
Eile  Action Miew Help
= Bn 2=
[ Consale Rook -
[+ 4070 Log Viewsr
(=403 System Configurativ | | Server Mame: |IIEA5|JIB\‘-MI'~IEE Select
-4 Comemon
(] Archive Database Mame: |_AH|:HWE_I:|1_
{1 Advanced :
- User Management | | &uchive Share Name: |n:xsmragepmwmm
-} View Management
All TagLoggirg Fast Taglogang Show AlsimLogging Repoat
r 5 c C C
Auchive size
Time period of all segmeris [ Paw =]
Max. size of all segments [“Iﬂ ::I [Megabyte(s) |
Time pesiod covered by a single segment [1 j In-!}ﬁ] j
Max. size of a single segment |1IIIJ j [Megabyte(s) |
— Time of the segment change
Month [Aarwiacy =] Day of the manth ]‘I_j
Weekday [ Thursday I | Hour [0 j Minute Iﬂ_j
Backup configuration
[¥ Long teim data anly [T Signing off activated
W Backup activated ™ Backup to both paths
Destination path
[ IW icas0la\Backup Erawee.. |
- Allemative destination path
| Browee,, I Il
- . | T e— [ hud
4] | >l | »
| |
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Overview of database segments in StoragePlus

The "Catalog" button in the "Archive" area of the Administration Console provides an
overview of the archive type segments currently connected to the StoragePlus database.

‘T StoragePlusadministration_XP - [Console Root'System Configuration’ Archive] =18
Ble  Achion  Wiew Help
&= OB @@
I Consale Root
17 Log Viewer The attach connects previousl backuped data to Altach
(=4} System Configuration ther cunent databas= =)
[ Comimon
5 Archive The detach discannects previously attached data Detach
I:l Advanced
- User Managemen The catslog alows you to view the imefr
o 1t I e catalog alows wigw the timefiame
- View Manag conbent of the dal;ahb::‘a Catalog
] -
ratalog x|
Catalog Label | Description | Date from | Date to | status |
IICASOIE_CASDD1_TLG_5_... TLG_S 16,02, 2009 16:16:00 16,02, 2009 16:16:00  Open
1CASOLE CAS001_TLG F ... TLGF 16.02,2000 16:16:00  16.02,2000 16:16:00  Open
IICASOIB_CASDD1_RPT_Z... RPT 16,02, 2009 16:16:00  16.02.2009 16:16:00  Open
NCASDIE_CAs00]_alc_2... alG 16.02.2009 16:16:00 16.02.2009 16:16:00  OQpen
INCASONB_CASD01_TLG_S5_... TLGE_S 16.02, 2009 15:58:00  16.02.2009 16:16:00  Open
IICASOIE_CASO01_RPT_2... RPT 16,02, 2009 15:58:00  16.02,200% 16:16:00 Open
INCAS0IE_CASON1_ALG_2... ALG 16.02. 2009 15:57:00  16.02.2009 16:16:00  Open
IICASOIB_CASD01_TLG_F_... TLG_F 16,02, 2009 15:57:00 16,02, 2009 16:16:00  Open
IICAS0NE_CASO01_RPT_2... RPT 22122005 11:05:00  16.02.2009 15:55:00  Closed

The "Attach" and "Detach" buttons are used to automatically attach swapped-out backups to
or detach them from the StoragePlus database, as required.
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Web Viewer

The StoragePlus Web Viewer allows saved CAS data to be accessed by means of views.

TR SEATIC PTS 7 - Microsoft [mtesnet Enplorer

{Be R B Fgvres Fodk b -
[Oma - 3 - o 3] ] s Ravetw €00 3
| Ao (i) hetp:diocshosty

i Home page [ Confmratims | & Ml in a table (] FBt lsts of alarnes ) Taos b Mhe Talde SR Tags in the Disgram [ WG Regorts

Saved configurations

Click the view that should be displaysd.
-:.E

Display alarm in a table

Date, Tima * Millseconds Priority SOurce Event

20000108 062 30 O+ : 00 54 o FSIAISO01 A evel

Wl Wl 1234587891011 12 13 14 15 16 17 (W] [
Page 8 of 26

B print the st & Export the Fit

= Thee dabe i deplayed in Formest “YFYY-MM-D0. (Yaar-Month-Day)
The trres b dsplavnd a5 local time n 34-hours Formst with B kool Bime zone offest to the UTE (Univeresl Time Coordrated), .
Foor ouarpier 1815 : 30400 00 dhiplirys the leecal time (18:15:30) and the offset of the keal b 2one Lo the UTC (42 heurs).

The views can be permanently configured beforehand using the StoragePlus View Editor or
can be freely compiled while the CAS data is being accessed.
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9.5 PCS 7 Web option

Requirements
The following requirements apply to using the Web solution:

e The Web solution can be implemented both in plants with a server/client structure as well
as on OS single stations.

e The Web solution gives users the opportunity to use a Web client to access Web servers
whose plants or plant areas still use a previous version of PCS 7 V8.0. The latest version,
however, must have been installed and already been operated on the Web client. This
way a Web client from PCS 7 V8.0 can access Web servers of versions PCS 7 V7.1 SP3
and above with the relevant functional scope of these versions.

® |n order to execute a process operation via faceplates, the OS hierarchy (Picture Tree)
must be derived from the SIMATIC Manager plant hierarchy. At the very minimum,
however, the area names used in the OS and AS must match.

OS server load

In the case of a plant where the configuration is planned as a mixture of OS clients and Web
clients, the permissible number of clients in terms of the load on the OS servers can be
roughly calculated using this formula:

Number of OS clients * 2 + number of Web clients * 1 <= 60

Notes on configuration
The following points must be taken into account when configuring the Web solution:

e Where there is an existing server/client structure, the number of times run through to
publish images, scripts and status displays for the Web server is based on the number of
server packages downloaded (publishing operations: number of server packages + Web
server).

e The "WebNavigator" option must be enabled and selected as the startup screen
"@Screen.pd_" for the respective user in the User Administrator of the Web server.

e Different languages, which have been configured in the OS system, can be assigned in
the User Administrator for different logon profiles.

e |tis also possible to emit an audible signal on a Web client when new messages occur.
You can find more information on this in the configuration example "Audible interrupt
signals for PCS 7 Web clients"
(http://support.automation.siemens.com/WW/view/en/29088810).
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Additional information

0.6

Introduction

You will find a detailed description of how to use the Web solution in the "SIMATIC Process
Control System PCS 7 OS Web Option"
(http://support.automation.siemens.com/WW/view/en/68154057) manual.

Additional relevant information can be found in the "Security Concept PCS 7
Recommendations and Information”
(http://support.automation.siemens.com/WW/view/en/22229786) and "Security Concept
PCS 7 and WinCC - Basic Document"
(http://support.automation.siemens.com/WW/view/en/60119725).

OpenPCS 7

Data from PCS 7 is also available to higher-level systems with Open PCS 7 (e.g. plant
management level). The following standard interfaces can be used to exchange data from
OpenPCS 7 stations:

e OPC DA (Data Access)

e OPC A&E (Alarm & Events)

e OPC HDA (Historical Data Access)

e OPC "H" A&E (Historical Alarm & Events)

e OLE/DB for OLE-enabled applications (e.g. MS Office products) and for accessing
historical values, alarms and messages via standardized database access.

Note
System description

You will find a detailed description of how to use the Web solution in the "SIMATIC Process
Control System PCS 7 OpenPCS 7"
(http://support.automation.siemens.com/WW/view/en/68154075) manual.
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9.7 User administratio

9.7.1 User Administrator

Scope of functions

n

The "User Administrator" editor is used to establish user administration.

ﬁ_ﬂ User Administrator - [05(2).mcp] ;lglil

File User Table Wiew cChipcard AddOns Help

| i |##]#] x|l w2

|'ﬂ"'d"1i”iStrE't'“'r"Sr'“'“FI Login |Administratn:-r-l3rcnup [™ SIMATIC Logan
ninistrator-Group . L
P § Administrator [ Login anly via chip card [T wiebMavigatar
Autamatic logouk
after Il:l_ Minutes + abzolute tme
) idle Hrme
Mo [Function qothorzation] UMIT_A | UNIT_B
Use.-r administration ﬁ ﬁ ﬁ
2|Authorization for area [ (@ [@
3 System change [ [ [
AManitoring [§ (8 (@
5Process controlling [ (8 (@
E|Higher process controlling (@ (@ 8
J|Report system (@ [ [
1002 Web Access - monitoring only [ (& (8
1100|Highest process controlling O 8 (@
1101|Advanced operation 1 [ @ (@
1102|Advanced operation 2 @ (& |

Ready

[ w4

290

Compendium Part A - Configuration Guidelines (V7.1/V8.0)

Configuration Manual, 11/2013, A5E02779220-02



Configuring OS functions
9.7 User administration

The editor is used to assign access rights to users for individual editors in the configuration
system and to functions in process mode, as well as to monitor these rights. To this end,
access rights, also known as authorizations, are assigned for OS functions in the User
Administrator. These authorizations can be assigned to individual users or to user groups;
they can also be assigned during process mode.

Other characteristics of the User Administrator:

e Configuration functions for "variable logon", which a user can employ to log on to the OS
client. This can be achieved by means of a variable value, for example, which is set via a
key-operated switch.

e Automatic user logoff after a certain period of time

e User logon via a smart card

You can choose between two user administration options:
e WinCC Logon

e SIMATIC Logon

Selection guide for WinCC Logon and SIMATIC Logon

Criterion SIMATIC Logon WinCC Log_;on

In process mode, the operator must log on to several applications on a PC Suitable Not suitable
(OS, SIMATIC BATCH, Route Control, Automation License Manager,
SIMATIC Manager).

A client/server project with multiple OS clients is used. Suitable Not suitable
A single station is used, or a client/server project with just a few OS clients. Suitable Suitable
The OS clients are referenced OS clients.

One central administration for users/user groups is required. Suitable Not suitable
No central administration for users/user groups is required. Suitable Suitable
Logon and logoff procedures are to be logged. Suitable Not suitable

SIMATIC Logon is supplied with "Contract License" in SIMATIC PCS 7 V7.1 and above.

which means there are no further licensing costs for SIMATIC Logon within PCS 7. As a
result, we generally recommend that SIMATIC Logon is used, as it provides more benefits
than WIinCC Logon and is not associated with any additional costs.

Note

SIMATIC Logon and the User Administrator write different user information to a smart card:
SIMATIC Logon also requires the information as to which logon computer or domain
controller should be used for user authentication.

This is why the Smart card must be specified again with any change from SIMATIC Logon to
WinCC Logon or vice-versa.
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9.7.2

WinCC Logon

Method of operation

202

When a user logs on to the system with a user name and password, the User Administrator
checks whether that user has been created in the OS. If the user has not been created,
he/she will not be assigned any authorizations in the OS; the same applies if an incorrect
password is entered.

This means that the user will not be able to monitor or control the process in process mode.

If a properly logged-on user calls an OS functionality which is protected by an authorization,
the User Administrator checks whether the relevant authorizations permit this function to be
accessed. If the appropriate authorizations are not in place, the User Administrator denies
the user access to the requested functionality.

User groups, users, and their passwords are managed in the "User Administrator" editor.
The user groups, users, and passwords must be created separately in every OS client. In
order to avoid having to duplicate creation work in the OS clients, you can work with
referenced OS clients. For referenced OS clients, however, the user administration
configurations must be exactly the same for every client.

SIMATIC PC Station 1 SIMATIC PC Station 2

OS-Client 1 |} O 0S-Client2 |4 ©),

User Administrator @ User Administrator @

Terminalbus

User Login on OS-Client 1.

User Administrator on O5-Client 1 checks the User Mame and the Password
and calculates the Authorizations

User Login on OS-Client 2.

User Administrator on O5-Client 2 checks the User Mame and the Password
and calculates the Authorizations.

OOOO
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Configuring user administration

The example below shows how to configure the user administration system using WinCC
Logon:

1. Use the SIMATIC Manager to open the OS client project, then open the "User
Administrator" editor from there.

2. Select the "User > Create Group" menu command to create a new "Operators" user
group and assign the relevant authorizations.

3. Create a new user named "Operator1" within the "Operators" group and assign a
password to the user.

{1}l user Administrator - [0S(2).mcp] -0l x|

File User Table Wiew cChipcard Addons  Help
| i [it]ie] x[|-o| n2[2|

bperators Lagin |I:I|:|erat|:|r$ [~ SIMATIC Logon

Elﬂi Administrator-Group ; -
. i Administratar ™ Login anly via chip card [ 'webMavigataor

o I]‘i Dperators |'.-ﬁ-.ut|:umati|: logaut
=Fhmr II'I ki ibmn f* shenlite Hme

Nevuen Benutzer anlegen x|

Login I Operator | 8.4 I

I_

=]
—
2=

LUNIT_B

Pazawort TIITTITIITYY Abbrechen |

Wiederholung | eeessnenee]

¥ Gruppeneinstellungen mitkopieren

TIOT LT g

5|Process controlling

&|Higher process controlling
J|Report system

1002Web Access - monitoring only
1100|Highest process controlling
1101|Advanced operation 1

1102 Advanced operation 2

seeene L0
seeene

')')')')')Hﬁﬁ

Bereit [ oM [

Note
A distinction is made between uppercase and lowercase letters as of PCS 7 V8.0 SP1.
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9.7.3 SIMATIC Logon

Introduction

SIMATIC Logon is a Windows-based central user management system with access
protection for the SIMATIC PCS 7 system components.

SIMATIC Logon consists of the following components:

Software component Area of application PCS 7 system component
which uses the software
component

SIMATIC Logon Service | Central access protection for SIMATIC All components which use

applications SIMATIC Logon

SIMATIC Logon Role Role management for applications and SIMATIC BATCH

Management their assignment to Windows groups, SIMATIC Manager

including assignment of authorizations
SIMATIC Logon Event The SIMATIC Logon Event Log Viewer is | All components which use

Log Viewer a component which handles the logging SIMATIC Logon
and visualization of events for an
application.
SIMATIC Electronic Creation of electronic signatures for status | SIMATIC BATCH
Signature changes in the process and for accessing
the process
SIMATIC Logon The Development Kit is for programmers | None
Development Kit who want to integrate SIMATIC Logon in

customer applications.
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SIMATIC Logon Service

The SIMATIC Logon Service is the central access protection for SIMATIC applications. In
the SIMATIC Logon Service you logon with your user name and password before the
SIMATIC applications are opened.

SIMATIC Logon Service - Identity check |

|Iser name: I logon
Password: I w—
Log on to: IES 16 (this computer) j

Ok I Log|off | Change password... | Cancel |

SIMATIC Logon Role Management

SIMATIC Logon Role Management is used to assign roles to Windows groups and to give
authorizations.

SIMATIC Logon Role Management is started from the individual applications (e.g. SIMATIC
BATCH, ALM).
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SIMATIC Logon Event Log Viewer

SIMATIC Logon Eventlog Viewer is a SIMATIC Logon component for recording and
displaying events.

[N SIMATIC Logon Event Log Viewer Hi=] E
Filter enat No. of events: 102
[ source | Categ... | Event [ =
I Information SIMATIC Logon Service Change user  User has logged off.
Information SIMATIC Logon Service  Change user  User has logged on. b
Informaton 1/23/2012 12:56:35 PM  SIMATIC Logon Service  Authenbcabion User authenbication was successful,
ﬂ Information  1/23/2012 12:55:45PM  SIMATIC Logon Senvice  Authenbication User authentication has faled.
ﬁinww 1/20/2012 12:55:47 FM  SIMATIC Logon Senvice  Change user  User has logged off.
ﬂ[nfurmm 1j20/20129:23: 13 AM  SIMATIC Logon Service Change user  User has logged on.
ﬁ Information 1/20/20129:23:13AM  SIMATIC Logon Service  Authenbication User authentication was successhul,
Information 1f19/2012 4:49:48PM  SIMATIC Logon Senvice Change user  User has logged off.
Information  1/19/2012 12:40:23PM  SIMATIC Logon Service Change user  User has logged on.
ﬂ!nfﬂrmbﬁn 1/19/2012 12:40:23PM  SIMATIC Logon Service  Authenbication User authenbication was successful,
ﬁinfcmatm 1/19/2012 10:43: 27 AM  SIMATIC Logon Senvice Change user  User hag logged off.
ﬁinfnrn-abm 1/19/2012 8:09: 19 AM  SIMATIC Logon Service Change user  User has logged on,
ﬁ Information 1/19/20128:09:18 AM  SIMATIC Logon Service  Authenbication User authentication was successful, -
Comments to the selected event
Refresh I Comment.. Filter... Export... I

SIMATIC Electronic Signature

Electronic signatures can be used for status changes in the process or with events in the
process. This function is only available in SIMATIC BATCH.

SIMATIC Logon Development Kit

The Development Kit is a function for programmers who want to integrate SIMATIC Logon
into a customer application.
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"Logon_Administrator" Windows group

To configure SIMATIC Logon, a Windows group called "Logon_Administrator" is required. In
version V1.5 and above this group is set up automatically when installing SIMATIC Logon on
the local computer. All users who are stipulated as members of the Windows
"Logon_Administrator" group are authorized to access the logon dialog box "Configure
SIMATIC Logon".

The following image shows an example of the "Logon_Administrator" group where the user
"logon" has been added:

Logon_Administrator Properties

General |
& Logon_Administrator
LD
Description: ISIM:’-".TIC Logon Administrators
Members:
Adlagon
Changes to a user's group membership
Add... I Femove | are not effective until the next time the
user logs on.

ok | cancd | Appy Help

Note

SIMATIC Logon users must be direct members of a Windows group. These users may not
be members of a subgroup of a Windows group.

You can find information on Windows users and groups, for example, at the following link:
http://technet.microsoft.com/en-us/library/dd861336.aspx.
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Method of operation

Information on the logon process and functional mechanism of SIMATIC Logon can be found
in the "SIMATIC Logon" (http://support.automation.siemens.com/\WW/view/en/34519648)
manual.

The following image shows an authentication scenario with SIMATIC Logon:

Logon Computer
or
Domain

Terminalbus ®

SIMATIC PC Station 1 @

@ OS-Client 1

@ SIMATIC
Logon Service

User Administrator

/N @

®

User Login on OS-Client 1.

After User Logon, OS-Client 1 passes the Username and Password to the
Logon Computer or Domain,

SIMATIC Logon Service passes the Username and the Password to the Logon
Computer, Domain or Local Computer,

Logon Computer, Domain or Local Computer checks the Username and
Password and calculates the Usergroupes Afterwards the information will be
passed to the SIMATIC Logon Service.

SIMATIC Logon Service passes the Usergroupes and the infarmation, weather
the Password was correct or not, to the OS Application,

User Administrator on O3-Client 1 calculates the Authorizations of the User, if
the Password was correct.

OOOOOO
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Note

If you run SIMATIC Logon with a logon computer, this computer must be available at all
times and must not demonstrate any excessive peak loads; Using the ES as the logon
computer is not recommended for this reason.

With SIMATIC Logon you can log on via the local computer, irrespective of whether you are
working with a logon computer or a domain. We recommend that you create all the
necessary users and groups on the local computer also, so that you can still log on to
applications when the logon computer or domain are unavailable.

Configuring user administration

The following steps provide examples of how user management can be configured in
association with SIMATIC Logon. The "Operators" group has been created as an example.
You will need a valid SIMATIC Logon installation in order to execute the steps.

1. Open the OS client project on the ES.
2. Open the "User Administrator" editor.
3. Activate the "SIMATIC Logon" option.

f-‘ll_:ljl User Administrator - [05.mcp]
Datei Benutzer Tabelle Ansicht Chipkarte AddOns ?

|_i|i]#] X|-=| ¥?|2]

| Administrator-Group

Bereit

iﬁ' Administrator-Group

Lagin Lﬁdministratnr-ﬁmup ¥ SIMATIC Logon
™| Lagit fun durch Chipkarte [ wiebM avigatar
Autormatizches Logout
nach ||:|_ Minuten F Ell:lSl:llutE zEIt
£ inakhive Zeit
Mr.|Funldion Freigabe Anlage(1)
Eenutzewerwahung ﬁ @
2|Freigabe fur Bereich [ [
3 Systemwechsel [ [
dlBeobachten [ [
HProzessbedienungen [ [
EHihenwertige Prozessbedienungen [ [
J|Reportsystem [ [
1000|Remote aktivieren (@ (@
1001|Remate projektieren 8 [
1002'Web Access - Mur beobachten (@ (@
1100{Hochstwertige Prozessbedienungen [ [

[hom [
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4. Create a user group called "Operators" in the "User Administrator" editor.
5. Assign the relevant authorizations for the "Operators" user group.
6. Open the Windows operating system's Computer Management area.

7. Create a user group called "Operators" in the Windows group management.

Group name:; IC'F'EIT:ItDrS
Description: IDesc: Operatars
Members:
Add... | Hemoyve |
Help Create Close

8. Create a new user named "JohnGreen", for example, in Computer Management and
assign this user to the "Operators" user group.

JohnGreen Properties

‘General Member OF | Profile |

Member of :

P Operators
M Users

Changes to a user's group membership

Add... I Bemaove | are not effective until the next time the

user logs on.

ok | canced | sl Help
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Note

Only the groups in the "User Administration" Editor should be created for SIMATIC PCS 7
OS.

The names of the newly created user groups must be written in exactly the same way in the
Windows operating system and the OS User Administrator. These names are case-sensitive.

Users are only created in the operating system of the logon computer. Once a user has
successfully logged on via the logon computer, authorizations are then assigned to that user
in the OS.

The following SIMATIC PCS 7 system components can also use SIMATIC Logon in addition
to the SIMATIC PCS 7 OS:

e SIMATIC PCS 7 OS

e SIMATIC BATCH

e SIMATIC Route Control

e SIMATIC Manager

e Automation License Manager

License

The license for SIMATIC Logon is integrated in PCS 7 in version V7.1 and above. A master
license is automatically created on the system through the installation via the SIMATIC PCS
7 framework setup.

‘i Automation License Manager
File Edit License Key View Help

|23 9| % = x|[E i R [[ocensekers A0 ?
=] ':I My Computer
I Floppy Disk Drive (a2}
SYSTEM (C:)
] b [D_=} (s) Status  |Family |Product  # Version |Mumber of boense kevs | Standard license type | License type
' IMAGE (1:) . [ SIMATICPCS7 logonServie L5 1 Master  Unlimted |
4§ wieh License Key Downlom
| | ] |4l | i |
Press F1 for Help [1license key(s) W FiJogen | [ pum |
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9.8 Downloading the OS projects

Requirement
The following requirements must be fulfilled in order to load OS projects:

® Required NTFS permissions of the destination path must be set with the "SIMATIC
Rights" tool.

® The logged-on user must have be at least a Power User (Windows XP/Windows Server
2003) or User (Windows 7/Windows Server 2008 R2).

® The logged-on user must be a member of the Windows user group "SIMATIC HMI". For
PCS 7 V7.0 to V7.1 SP2, the logged-on user must also be a member of the Windows
user group of the SQL server
"SQLServer2005MSSQLUser$<COMPUTER_NAME>$WINCC".

e Asof PCS 7 V7.1 SP2 with WinCC V7.0.2 Update 1, the members of the Windows user
group "SIMATIC HMI" should not be members of the Windows user group
"SQLServer2005MSSQLUser$<COMPUTER_NAME>$WINCC" at the same time.

Note

You can find details about the "SIMATIC Rights" tool and Windows user permissions in the
PCS 7 Readme” (http://support.automation.siemens.com/WW/view/en/66807356).
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Procedure

By and large, individual OS projects, OS servers, and OS clients are downloaded in the
same way. This is illustrated below, using SERVER1A as an example.

1. In the component view, select the OS object you want to download, then select the "PLC
> Download" menu command.

Note

In PCS 7 this is the only permissible method of downloading OS projects to the target
computer. Using the WinCC Project Duplicator is expressly forbidden.

You can find more details on configuring the Windows user authorizations in the
"SIMATIC Process Control System PCS 7 PC Configuration and Authorization"
(http://support.automation.siemens.com/\WW/view/en/68157327) manual.

2. In the next dialog you define the scope of the data which you wish to download.

The first time an OS server (in this case, SERVER1A) is downloaded, a complete
download is required. The procedure to follow for downloading changes for OS servers is
described in this document, in section Downloading changes online (Page 307). OS
clients always have to be downloaded in full.

Download 0S |

T arget zpztem; $hWSERYER14Mprojecth 0S40 525145051 . mcp

—Scope
* The entire "WinCC projeck

i Lhanges [Metals |

™ Start compilation before downloading

The entire WinCC project will be transferred ta the runtime 05T arget spstem will be
deactivated and clozed automatically before download starts.

] 4 I Cancel Help

Note

You can initiate compilation of the OS prior to the download procedure.
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3. The dialog below shows how the download procedure is progressing; this procedure must
be completed successfully.

Downloading ko target system

Download to target sustern was completed successiully.

Errar

[Caticel |
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4. You can call the load log for the server as well as for the client once the download
procedure is complete. All the actions performed during the download procedure are
recorded in this log, together with the time and date when they were executed.

In the component view, select the OS, followed by the "Display load log..." menu

command.
_SIMATIE Manager - [Comp_MP {Component view) - Dz F - |EI|E|
File Edit Insert PLC Wiew Options Window Help =2 x|
D& |87+ | & B gm| |2 = % 0B S E || <NoFiter
E@ Comp_MP - Bild(44] -Pr Bild(45]
E‘ 01_Plant_#& -I Bild[4E) -I Bild(47)
-- 50 (2_Plant_B - Bild(48) - Bild(43)
=B 20_05 Bild[&0) Bild[E2)
2 - T
Elﬂ SERVER1A A safety
=[] winCC Applikation
i SERVERT Cpen Ohject Chrl+AlE+D
] SharedDe it hrl+
" p 21 CL Copy Chrl4-iC
P 20 ES Paste Chrl+y
&P CAS_1
=i Comp_Lib Delete el
Insert Mew Objeck 3
PLC ’
Access Prokection b
Compile Ckrl+B
Display compilation log. ..
Display load log. ..
Generate server daka
Assign 05 server. ..
Displays the 05 dowrload | Skart OS simulation 4

Note

The computer name in the WinCC project during configuration corresponds to the name
of the engineering station for all OS projects. When the OS projects are downloaded to
the individual PCs, the name is automatically replaced by that of the corresponding target
OS computer (see load log).
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Changing projects in process mode 1 O

10.1

Introduction

Requirement

Procedure

Downloading changes online

Once you have inserted new plant objects/pictures and tested their function on the ES, you
must update the relevant AS and OS servers to make the changes available to the operator.

If no changes have been made to the structure and it is possible to only compile OS
changes, the OS servers can remain in runtime mode during the download procedure.
Runtime mode must be stopped for a complete download of the OS.

The OS clients are updated automatically. The OS client must be explicitly downloaded only
where changes have been made to the OS client project (permissions in the User
Administrator, for example). An OS client can only be downloaded in full.

Note

Never make changes to the OS projects on the individual OS servers and OS client stations
directly, as you will not be able to use the "Download changes" function. In this event you
must execute a complete download.

All changes are made on the ES and are then downloaded to the various OS stations. The
redundancy settings for OS servers and the settings for the Web server are exceptions.

The background to this and further information on downloading changes can be found in the
section "Downloading Changes to a Project" in the "SIMATIC Process Control System PCS
7 Operator Station" (http://support.automation.siemens.com/WW/view/en/68157026) manual.

There is an option for displaying the number of changes made via the "Details" button in the
dialog box for starting the OS download. Based on the number of changes the system
suggests whether downloading the changes is sufficient or whether a complete download
needs to be executed.

You can only download changes online to a PCS 7 OS when runtime mode is activated on
the corresponding PC. Both stations must be in runtime mode for redundant servers.

In order to use the function for downloading changes online, the entire project must have
been compiled and downloaded without errors at least once. Exactly the same project data
must have been downloaded in full to redundant OS servers.

The update procedure can be performed in stages or automatically, with the help of the
"Compile and Download Objects" dialog box.
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Changing projects in process mode

10.7 Downloading changes online

10.1.1

Procedure

308

Compiling and downloading in stages

. Compile the S7 program in the CFC or SFC editor or in the plan directory of the

component view. It makes no difference whether the "Changes only" or "Entire program"
option is selected in terms of the AS's capacity to download changes.

. Download the S7 program into the AS, which is in the RUN-P state, using the "Changes"

option.

. Compile the OS project of the master OS, using the "Changes only" option. This setting

also ensures that the server data corresponding to the OS is updated automatically.

. Download the OS project from the ES to the servers.

Once the OS runtime is activated on the target station the "OS-Download" dialog box
offers the option of downloading the changes.

When downloading changes to a redundant OS server pair, the function first downloads
the changes to the configured standby OS. Once this procedure has been executed in full
and confirmed with "OK", the process of downloading changes to the configured master
OS is started. This order is observed regardless of which of the two OS servers is
currently configured as the master.

Note

The steps described should be performed promptly to ensure that no inconsistencies
arise for operators between the time when the AS is changed and the time when the OS
is changed. Operating staff should also be informed of any pending changes.
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10.1.2

10.7 Downloading changes online

Central dialog "Compile and Download Objects"

The "Compile and Download Objects” dialog box can be used to update all SIMATIC stations
automatically, one after the other.

F’: Compile and Download Objects

Objects | Status Operating Mode Compile Download
(=-{=y] Comp_WP
ER=01_Piant Al
=gl AS1H
~ @lp Herdware downloaded O O
o-[§ cru4t7-4H [RUN (RUN-P)
g3 Blocks I R
(] Charts downloaded
3 Connections downloaded JL] g
=[] CPU#17-4H(1) RUN (RUN-P) | O
w-gl AS3H ] O
-Ep 02_Pant B O O
=-Ep 2008
@8, CLENTO1 ] 0
-8 SERVER1A
i Konfiguration downloaded || (]
=-[§ Wncc Appl
7[{‘] Connections dovnioaded [:] O
3 051 |Activated
-8 SERVERIB d
“ Konfiguration downloaded |:] D
=-[§ WinCC Appl. (Stby.) O
Vuﬁjiconnemons downioaded ] m
& 0S1_StBy | Activated
G @8p 21CL O (|
[ Bp 25ES O O
- Settings for Compilation/Download—— -~ Update 1 ~View Log |~ Select Objects -
Edt | Test I Status | Operating Mode h Single Object &l ]‘ Select Al I Deselect All |
[™ Status during Open ‘ |

I Compile only ¥ Da not load if compilation error is detected

Star Close |

Help l

VA

The settings for compiling changes and for downloading changes are made separately for
the relevant objects via the "Edit" button. This calls up the dialogs described in Section
"Compiling and downloading in stages (Page 308)".

The "Test" button can be used to check the consistency of the settings prior to starting the
automatic process.

When changes are downloaded to the OS servers, the OS clients are also updated, as they
receive the new server data.
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10.2 Complete online download fo a redundant OS server pair

10.1.3 Recommendations

Recommendations for the quantity structure

Only configuring and downloading manageable changes (between 10 and 30 process
objects) is recommended for downloading changes online.

Downloading changes online is not suitable for transferring mass data but is instead
designed for inserting new measuring points or measuring point changes into a project.

Permitted actions for downloading changes to the OS

An overview of the points where changes can be made can be found in the section
"Downloading Changes to a Project" in the "SIMATIC Process Control System PCS 7
Operator Station" (http://support.automation.siemens.com/WW/view/en/68157026) manual.

10.2 Complete online download to a redundant OS server pair

Introduction

You always need to perform a complete download for the initial loading or after performing
substantial changes.

Procedure

The following steps must be taken to download the entire program during operation while
retaining data archiving:

1. Compile the OS project (in full or changes only).

2. Download the OS project in full from the ES to the OS servers. The OS runtime on the
target station is deactivated automatically with this and the project is closed.

The OS runtime is reactivated automatically once the download has completed.

3. After activation, the redundancy manager starts to synchronize the data of the two
redundant OS servers. Wait until the process control message "REDRT:Archive update
complete" appears.

Compendium Part A - Configuration Guidelines (V7.1/V8.0)
310 Configuration Manual, 11/2013, A5E02779220-02


http://support.automation.siemens.com/WW/view/en/68157026

Changing projects in process mode

10.2 Complete online download fo a redundant OS server pair

4. Next download the standby OS. The server already loaded becomes the "Master" again.
The OS clients switch over again.

5. If a message appears confirming that the download procedure has been completed
successfully, the project has been downloaded in full. After activation, the redundancy
manager starts to synchronize the data again. Wait until the process control message
"REDRT:Archive update complete" appears.

Note

Both partners should always be downloaded promptly in order to restore the consistency
of the configuration data in the redundant system.
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10.2 Complete online download fo a redundant OS server pair
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Integrated asset management 1 1

PCS 7 diagnostics and maintenance functions enable you to monitor the various
components of a PCS 7 plant and to display its status in process mode. This status is
represented by defined icons.

A maintenance station (MS) must be configured in order to make use of these diagnostics
and maintenance functions. The basis of an MS is always an OS that provides additional
maintenance functions. The maintenance station can be operated as a single station system
or as a server in a server-client architecture.

The MS server performs the following basic tasks:

Provides the diagnostic area with pictures
Monitoring of all AS components (CPU, distributed I/O, field devices)
Monitoring of the network components and PC stations

Monitoring of user-specific devices (with AssetM blocks)

111 Configurations

11.1.1 Characteristics for the MS server

The following characteristics apply for the MS server:

Maintenance Station Standard (integrated in PCS7)

— Licenses required

— Full functionality

Maintenance Station Basis (integrated in PCS7)

— No licenses required

— Overview screens only for CPU objects

— PC objects and network components

— Detailed information cannot be called up (e.g. image blocks)
Maintenance Station PDM (Stand-alone)

— With special software and hardware bundle only

— Parameter assignment and monitoring of field devices

— Monitoring of PC objects and network objects (optional)
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Infegrated asset management
11.1 Configurations

11.1.2 Single station system with maintenance station (MS)

The ES, OS, and MS are located on the same computer.

Single station system
ES/OS/MS

Plant bus

ASZ

Note

In this plant configuration, the OS must be configured as a single station system. You make
this setting when creating the project in the SIMATIC Manager, using the "New Project" PCS
7 wizard.
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Infegrated asset management

11.1 Configurations
11.1.3 Multiple station system with MS client on the ES

Introduction

The MS client runs directly on the master ES. The current multiproject is stored here. The
MS server can be installed on an existing OS server or on a separate computer depending
on the size of the plant. The MS server can be configured redundantly. You can provide one
MS server for each multiproject. All components in the multiproject is monitored by this

server.
05 client 08 client ES/IMS
1 2 —
I I | B Terminal bus
O8S sarver O8 sarver
1L 1B MS sarver
= |l N =
1
: @ Plant bus

|
- W- W W

@ Network adapter with TCP/IP connection to the plant bus for monitoring via SNMP
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11.1 Configurations

Decision support
1. MS server on an existing OS server:
— Plants with 1-2 OS servers

— The OS server must be sufficiently scaled for licenses and performance. Buffers for
later expansions must also be figured in.

— The benefit with this option: There is no additional computer required.

— Furthermore only maintenance licenses are required and no additional OS server
licenses.

2. MS server as separate computer:
— Plant with three or more servers

— The benefit with this option: Clear assignment for the MS servers to the "diagnostics
area" and not to plant areas

— More transparent handling: When the MS server is loaded, for example, this has no
effect on the plant areas, which always have to be available to the operator.

— High flexibility due to separation, such as for upgrading the plant
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Infegrated asset management

11.2

Tips on configuration

General settings in the multiproject

11.2 Tips on configuration

The following chart shows the settings which must be checked and adapted where
necessary for monitoring the components with the maintenance station:

Setting

Location

Comment

Regional language and
Language for display devices

SIMATIC Manager

e Set a language in which the OS
project is to be operated in process
control.

AS station name (1)

SIMATIC Manager

Designation of components

M

HW Config

e <=14 characters
e No spaces

S7 program (1)

Driver blocks (1)

OS compilation mode

Plant hierarchy setting (1)

SIMATIC Manager

e Message number range must be the
same for all S7 programs in the
multiproject/project

e The name of an S7 program may not
be assigned twice

The driver blocks must be at least of
version V6.1.

Use a corresponding library, if
necessary.

Area-oriented

The settings of the plant hierarchy must
be the same in all projects of the
multiproject/project.

OS project type single station
project (2)

Group display hierarchy (1)

WinCC Explorer

The single station project type must be
selected in project properties.

When user diagnostics is used, the
group display hierarchy must be
automatically created.

(1) Only applies to MS Basic and MS Standard
(2) Only applies to SIMATIC MS PDM

Note

The configuration and the related requirements which must be met are described in detail in
the "Process Control System PCS 7 Maintenance Station"
(http://support.automation.siemens.com/WW/view/en/68157295) manual.
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Infegrated asset management

11.2 Tips on configuration

Asset management

In the "MS server as separate computer" option you create a separate project in the
multiproject for the PC stations for asset management
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Infegrated asset management
11.2 Tips on configuration

The data present in the multiproject serves as the basis for asset management (diagnostics
blocks, HW Config, system charts with diagnostic blocks and PDM).

The names of the components in the diagnostics area are derived from the names of the
components in HW Config and PDM. Assign unique names that do not exceed 14
characters.

Customize Plant Hierarchy

Mumber of hierarchy levels: E -

— Level Settings

Lewvel Max. number  Included in itk 05 area
af characters HID geparatar
24 = | | 3 o
2 24 = | | 3 L
e 24 | | v {
4 24 = | IF
i 24 = | 3
B: 24 = | ~
I 24 =2 | | W
& - | 3
Frewview: I

v Derive picture hisrarchy from the plant higrarchy

W Derive diagnostic screens from the plant hierarchy

' Maintenance Station Standard [license required)
™ Maintenance Station Basic [overview screens only]

£ Maintenance Station EDM o 85 diagnostics]

& Derive PH names from the names of the hardware components

™ Derive PH names from the comments of the hardware components

Migrate diagnostic seftings...

] 4 Cancel Help
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11.3 More information

Diagnostic structure
The following general steps show how to create a diagnostic structure:
1. Check the "Derive picture hierarchy from the plant hierarchy" option.
Check the "Derive diagnostics screens from the plant hierarchy" box.
Select a characteristic for the maintenance station.

Select the derivation of the PH name.

o > DN

Select the MS server from the OS servers present in the multiproject.

Diagnostic screens
The following steps show how the diagnostics screens are created and/or updated:
1. Run the "Create/Update Diagnostic Images" command.
2. Compile and load the MS server.

These steps are required following any change in HW Config or to the SNMP configuration
or user diagnostics.

11.3 More information

Information on the Maintenance Station and on operating the diagnostic area can be found in
the "Process Control System PCS 7 Maintenance Station"
(http://support.automation.siemens.com/\WW/view/en/68157295) manual.

You can find information about retrospective configuration of Asset Management in existing
PCS 7 projects, for example, in projects where the picture hierarchy is not derived from the
plant hierarchy, in the document "Integration of SIMATIC PCS 7 Asset Management into
existing projects" (http://support.automation.siemens.com/WW/view/en/27833758).
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