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Warranty and liability

Warranty and liability

Note

Security
informa-
tion

The Application Examples are not binding and do not claim to be complete
regarding the circuits shown, equipping and any eventuality. The Application
Examples do not represent customer-specific solutions. They are only intended
to provide support for typical applications. You are responsible for ensuring that
the described products are used correctly. These Application Examples do not
relieve you of the responsibility to use safe practices in application, installation,
operation and maintenance. When using these Application Examples, you
recognize that we cannot be made liable for any damage/claims beyond the
liability clause described. We reserve the right to make changes to these
Application Examples at any time without prior notice.

If there are any deviations between the recommendations provided in these
Application Examples and other Siemens publications — e.g. Catalogs - the
contents of the other documents have priority.

We do not accept any liability for the information contained in this document.

Any claims against us — based on whatever legal reason — resulting from the use of
the examples, information, programs, engineering and performance data etc.,
described in this Application Example shall be excluded. Such an exclusion shall
not apply in the case of mandatory liability, e.g. under the German Product Liability
Act (“Produkthaftungsgesetz”), in case of intent, gross negligence, or injury of life,
body or health, guarantee for the quality of a product, fraudulent concealment of a
deficiency or breach of a condition which goes to the root of the contract
(“wesentliche Vertragspflichten”). The damages for a breach of a substantial
contractual obligation are, however, limited to the foreseeable damage, typical for
the type of contract, except in the event of intent or gross negligence or injury to
life, body or health. The above provisions do not imply a change of the burden of
proof to your detriment.

Any form of duplication or distribution of these Application Examples or excerpts
hereof is prohibited without the expressed consent of the Siemens AG.

Siemens provides products and solutions with industrial security functions that
support the secure operation of plants, systems, machines and networks.

In order to protect plants, systems, machines and networks against cyber
threats, it is necessary to implement — and continuously maintain — a holistic,
state-of-the-art industrial security concept. Siemens’ products and solutions only
form one element of such a concept.

Customer is responsible to prevent unauthorized access to its plants, systems,
machines and networks. Systems, machines and components should only be
connected to the enterprise network or the internet if and to the extent necessary
and with appropriate security measures (e.g. use of firewalls and network
segmentation) in place.

Additionally, Siemens’ guidance on appropriate security measures should be
taken into account. For more information about industrial security, please visit
http://www.siemens.com/industrialsecurity.

Siemens’ products and solutions undergo continuous development to make them
more secure. Siemens strongly recommends to apply product updates as soon
as available and to always use the latest product versions. Use of product
versions that are no longer supported, and failure to apply latest updates may
increase customer’s exposure to cyber threats.

To stay informed about product updates, subscribe to the Siemens Industrial
Security RSS Feed under http://www.siemens.com/industrialsecurity.
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1 Task

1 Task

Introduction

This extensive application example uses a transport solution with rotary table to
illustrate various functions and options of SIMATIC S7-1500 Software Controller.
Due to the large scope of topics, the functions cannot be described in every detail.
References to related applications and FAQs are provided instead.

Overview of the automation task
Figure 1-1: Overview of the automation task
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Destination conveyor 3

T

Destination conveyor 2
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Destination conveyor 1

1=y table

Database
for determination

Controller of destination
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visualization ;I :

On a conveyor belt (input conveyor) different packages are transported to a
rotary table.

The packages are identified on the destination conveyor.

All package types and respective destination conveyors are stored in a
database. This database is polled to receive the destination conveyor for the
packages.

The package is positioned on the rotary table. The rotary table is set in motion
and transports the package to the destination conveyor.

The various conveyors are approached by means of sensors (BEROS).

After the package has arrived on the destination conveyor, the rotary table
moves back to the input conveyor.

The process then starts from the beginning.
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2 Solution

2 Solution

2.1 Overview

Schematic layout

The following figure gives a schematic overview of the most important components
of the solution:

Figure 2-1: Schematic illustration the application

WinCC
— Database PC: — IPC227D:
O lllwinCC RT Advanced ||| .||| ””””””” WInAC RTX F
MS SQL Server WiInAC WinCC RT Advanced
WinCC
1
: B PROFINET IE

]

SINAMICS G120 | @ PROFINET Safety
a1
000000000

ET 200SP Station

BERO (optional)

The example shows you how ...

Advantages

the communication between the Software Controller and the SINAMICS G120
drive is programmed.

the SINAMICS G120 drive is configured.
a database communication is implemented with WinCC RT Advanced.
safety measures are taken against unauthorized access.

The solution introduced here shows the versatility of the S7-1500 Software
Controller and the simple and time-saving engineering with TIA Portal.
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2 Solution

Delimitation
This application does not include a basic description of
e STEP 7 programming
e WinCC programming
e Drive technology
e Databases

Assumed knowledge

Basic knowledge on STEP 7 and WinCC programming, and the basic application of
S7-1500 Software Controller are assumed.

S7-1500 Software Controller at TIA Portal
Entry ID:62521281, V5.0, 07/2017 7
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2 Solution

2.2

221

2.2.2

Outlook

Description of the core functionality

S7-1500 Software Controller: Drive connection

A drive connection is realized with S7-1500 Software Controller via PROFINET.
The motor is moved to four positions. The determination of the position is simulated
or, as an option, determined with inductive BEROs.

The following application provides you with an overview of drive control for a
SINAMICS G120 using an S7-1500 CPU. Existing user programs of S7-1500 can
continue to be used in S7-1500 Software Controller. The application can therefore
be fully adopted in S7-1500 Software Controller.

SINAMICS G: Speed Control of a G110M / G120 (Startdrive) with S7-1500 (TO)
via PROFINET or PROFIBUS with Safety Integrated (via Terminal) and HMI
https://support.industry.siemens.com/cs/ww/en/view/78788716

WinCC RT Advanced: visualization and database connection

The automation solution contains a database request for a Microsoft SQL server.
The request is realized in WinCC RT Advanced via scripts.

For further information, please refer to:

How do you log tags in an SQL database and read them out again with
WinCC flexible?
https://support.industry.siemens.com/cs/ww/en/view/24677043

How do you access an SQL database in WinCC Runtime Advanced using a
script?
https://support.industry.siemens.com/cs/ww/en/view/61883659

There are still further options of realizing a database connection.

PC-based automation: connecting databases via open interfaces using OPC
Client, programmed in C# .net

https://support.industry.siemens.com/cs/ww/en/view/21576581

This example application illustrates how a data exchange is handled between a
database and a SIMATIC controller via OPC.

SIMATIC ODK 1500S SQL driver
https://support.industry.siemens.com/cs/ww/en/view/109479140

This application example shows how to connect an S7-1500 Software Controller to
an SQL database by means of the ODK 1500S SQL driver.

S7-1500 Software Controller at TIA Portal
Entry ID:62521281, V5.0, 07/2017 8
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2 Solution

2.2.3 Security mechanisms

Various security options are illustrated for protection from unauthorized access to
the controller. The following topics are discussed:

e Preventing unauthorized access to WinCC Runtime
- Access protection by means of user administration with WinCC (TIA Portal)
- Deactivating the remote control of the WinCC Runtime Loader
- Blocking the task switch over in Runtime

e Preventing unauthorized access to the Open Controller
- BIOS password
- Preventing the booting of USB media
- User accounts under Windows
- Group policy under Windows

- Security guideline for PC-based automation systems with Windows
embedded operating systems.
https://support.industry.siemens.com/cs/ww/en/view/55390879

224 PC-based outlook (no integral part of this application)

The following information shows you further functions of PC-based which are not
discussed in this application.

The topics page on PC-based automation with all of the important links around the
topic is available at the following link.

https://support.industry.siemens.com/cs/ww/en/view/75852684

C/C++ Code with S7-1500 Software Controller

SIMATIC ODK 1500S enables using C/C++ Code. You will find an Application
Example for SIMATIC ODK 1500S under the following link:

https://support.industry.siemens.com/cs/ww/en/view/106192387

Overview of further applications on PC-based automation
https://support.industry.siemens.com/cs/ww/en/ps/16739/ae

S7-1500 Software Controller at TIA Portal
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2 Solution

2.3

Note

Hardware and software components

The application was created with the following components:
It is recommended to perform the hardware configuration with the TIA Selection

Tool:

http://www.siemens.com/tia-selection-tool

The used hardware and software products are also available in the file in archive
folder "62521281 S7-1500S_at TIA Portal PRODUCTS v50.zip". Use the TIA

Selection Tool.

Use the TIA Selection Tool. Refer to the table below for the hardware and
software components that are included in the TIA Selection Tool.

Hardware components

Table 2-1: Hardware components included in the TIA Selection Tool

Component No. Article number Note

SIMATIC IPC 1 - Alternatively, a field PG M3 or

(SIMATIC PC Station) a standard PC can be used.
For engineering and
Database_PC

Open Controller 1 6ES7677-2AA41-0FKO | There are various bundles for

(CPU 1515SP PC) the Open Controller, see:
https://support.industry.sieme

WES7P 64 Bit + ns.com/cs/ww/en/view/10411

CPU 1505SP F + 7388

HMI The bundle must contain the
following software products:
CPU S7-1505S
WinCC RT Advanced V13

ET 200SP 1 6ES7155-6AA00-0BNO | https://support.industry.sieme

IM 155-6 PN ST inkl. ns.com/cs/ww/en/ps/6ES7155

Servermodul, inkl. -6AU00-0BNO

Busadapter 2xRJ45
https://support.industry.sieme
ns.com/cs/ww/en/view/84133
942

BU-Typ A0, 16 Push- 1 6ES7193-6BP00-0DA0 | -

In (Digital-/Analog,

max.24VDC/10A)

DI 8x24VDC ST 1 6ES7131-6BF00-0BAO | -

SCALANCE X208 1 6GK5208-0BA10-2AA3 | Alternatively other switches

can be used with min. 4 ports.

S7-1500 Software Controller at TIA Portal
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Tabelle 2-2: Hardware components not included in the TIA Selection Tool

USB connection

Component No. Article number Note

SINAMICS CU240E-2 1 6SL.3244-0BB13-1FA0 https://support.industry.sieme

PN F ns.com/cs/ww/en/ps/6SL3244
-0BB13-1FA0Q

SINAMICS PM340 1 6SL3 210-1SB14-0UA0 | -

230V

SINAMICS G120 IOP 1 6SL.3255-0AA00-4JA0 Optional
https://support.industry.sieme
ns.com/cs/ww/en/ps/6SL3255
-0AA00-4JA0

Motor 1 1LA7060-4AB10 -

ind. Ethernet Alternatively other Ethernet

: cable can be used in different

RJA45/RJ45, CAT 6, 6 | 6XV1840-2AH10 lengths usedin d

Leitung 4X2, 2m '

Inductive Sensor 4 NBN2-8GM40-Z1 Optional

(BERO) http://mww.pepperl-fuchs.com

Emergency-stop 1 - -

button

Standard 1 - -

PC monitor

Standard keyboard 1 - -

with USB connection

Standard mouse with 1 - -

Software components

Tabelle 2-3: Software components included in the TIA Selection Tool

V13 SP1

Component No. Article number Note

STEP 7 Professional 1 6ES7822-1..03-.. If you order a Field PG bundle

V13 SP1 Update 4 with STEP 7 and WIinCC
licenses, you don’t have to
order this product seperately.

WinCC Advanced 1 6AV210.-....3-0 If you order a Field PG bundle

V13 SP1 Update 4 with STEP 7 and WinCC
licenses, you don’t have to
order this product seperately.

WinCC RT Advanced 1 6AV2104-....3-0 -

Tabelle 2-4: Software components not included in the TIA Selection Tool

Component

No.

Article number

Note

Startdrive V13 SP1

1

6SL3072-4DA02-0XG0

Free download:

https://support.industry.siemen
s.com/cs/ww/en/view/6803456
8
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Sample files and projects
The following list includes all files and projects that are used in this example.
Table 2-5: Example projects and documentation

Component

Note

62521281 S7-1500S_at_TIA Portal CODE_v50.zip

The zip file contains:
e TIA Portal project
e database import

62521281 S7-1500S_at TIA Portal PRODUCTS_v50.zip

The zip file contains:

TIA Selection Tool file with
hardware and software
products.

62521281_S7-1500S_at_TIA Portal DOKU_v50_en.pdf

This document

S7-1500 Software Controller at TIA Portal
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3 Function Mechanisms

3

3.1

Function Mechanisms

This chapter gives a clear description of the programmed function method of the
application. If you are interested in detailed information on programming this
application, please refer to the TIA Portal project and the comments.

Program overview: S7-1500 Software Controller

Figure 3-1: General overview of the control program

OB1 FC1
- e « - o
“Main BERO_Simulation

FB 2
“Mode_Manual*

FB 3 FB 31 FB 311
“Mode_Automatic*

v

“Transportation* > “Table_Positioning*

FB 32 FB 312

FB 4
“PZD_G120_Tel 352"

OB 35 FB 35 FC 36
“CYCL INT5¢ “Main_Safety" “BERO_Error_Detection*

DB 30 DB 35
“Global_Safety DB* MENR LIl (ol

!

v

The control program consists of four main parts:
e BERO simulation

In this area, it is specified whether hardware BEROs are used or whether the

signals shall are only be simulated.
e Manual mode

“Package_Simulation “Random_Numbers*

In this area, the drive is operated directly manually via the HMI, i.e. the setpoint

speed and rotational direction is specified for the drive.

e Automatic mode
In this area, the entire application (rotary table) is run automatically, i.e. all
different steps of the application are processed in sequence.

e Drive G120
In this area, the control signals are transferred to the drive.

e Safety
In this area, the safety program is separated from the standard program.

S7-1500 Software Controller at TIA Portal
Entry ID:62521281, V5.0, 07/2017
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3 Function Mechanisms

Note There are two main operating modes of the application:

e Manual mode
e Automatic mode

Only one of the operating modes can be active.
DB1 "Global"
DB1 "Global" contains the most important tags of the application.

3.1.1 BERO simulation

Figure 3-2: BERO_Simulation

OB 1 FC1
“Main > “BERO_Simulation*
FB2
I “Mode_Manual*
DB 2
“Mode_Manual_DB*
FB 3 FB 31 FB 311
> “Mode_Automatic* > “Transportation” > “Table_Positioning”
DB 3 DB 31 DB 311
“Mode_Automatic_DB* “Transportation_DB* “Table_Positioning_DB"
FB 32 FB 312
“Package_Simulation” “Random_Numbers*
DB 311 DB 312
FB 4 “Package_Simulation_DB" “Random_Numbers_DB*"
> “PZD_G120_Tel 352"
DB 1 DB 4
“PZD_G120_Tel_352¢
“Global” ==
OB 35 FB 35 FC 36
“CYCL_|NT5“ —> “Main_Safety" »| “BERO_Error_Detection”
DB 30 DB 35
« « [ “Main_Safety DB"
Global_Safety DB ain_Salel.

This application can be operated using a hardware setup of the rotary table with or
without BEROs. Using the FC1 "BEROSimulation" block enables switching
between the I/O inputs of ET 200SP (DI 8x24VDC ST) or simulated BERO signals.

The Boolean tag "beroSim.enable" must be set here in DB1 "Global:
¢ 0 =no simulation mode, hardware inputs of the ET 200SP are used

e 1 =simulation mode, the BERO signals are simulated and set accordingly in
FB32 "PackageSimulation".

S7-1500 Software Controller at TIA Portal
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3 Function Mechanisms

3.1.2

3.1.3

Manual mode

Figure 3-3: Manual mode

“Main*

(—

“BEROSimulation”

“ModeManual*

> “ModeAutomatic* > “Transportation* > “TablePositioning”
“InstModeAutomatic* “InstTransportation*
“PackageSimulation*” “RandomNumber”
“InstPackageSimulation”
> “PZDG120Tel352"
- “InstPZDG120Tel352¢

HMI Panel contains a control board for the drive (drive control). There, the manual

mode can be activated or deactivated. In the active state, the control signals from

HMI are set via the FB2 "ModeManual" block. FB3 "ModeAutomatic” is then not
called. In FB4 "PZDG120Tel352" the control signals are then transferred to the

drive.

Automatic mode

Figure 3-4: Automatic mode

OB1 FC1
H # “ i i “
“Main BERO_Simulation
FB 2
> “Mode_Manual*
DB 2

“Mode_Manual_DB*

FB3

“Mode_Automatic*

“PZD_G120_Tel_352"

FB 4

“PZD_G120_Tel 352"

DB 4

v

FB 31

“Transportation*

\ 4

FB 311
“Table_Positioning“

FB 32
“Package_Simulation*

FB 312

“Random_Numbers*
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FB3 "Mode_Automatic"”

In FB3 "ModeAutomatic”, the entire automatic sequence of the application is
programmed. In this block, FB31 "Transportation" and FB32 "PackageSimulation"

is called.

FB31 "Transportation"
Figure 3-5: Block FB31 "Transportation”

WB31
“InstTransportatio
"

WB31
“Trans portation”

—=—IEN

“WDB1.DBX38.0
“Global™.
trans portDrive Nt — drivelnit

“WDB1.DBX38.1
“Global™.
transportErrorfck — errarack

%DB1.DBD18
“Global®.
hmiDriveModeAut
oSpeed driveSetSpeed

PIDB1.DBX70.0
*Global®.bero berohMerm

PiDB1.DBX36.0
"Global".
packageSensorsi p_ECkEQESEHSDr %DB1.DB
M —E “Global".
transportstate
PEDB1.DBX28.0 transportstate P
“Global".  |randomMumbe
randomMumber —|r !"DB"-D:BX‘I-Z.O
Global™.
PIDB1.DBX22.0 driveControlval driveControlValue
“Global™. uesf—*%
database database ENO b—

Table 3-1: FB31 "Transportation" interfaces

Name Type Value Function
Input
drivelnit Bool 0 -
1 The motor is initialized:
e motor moves forwards until
BER (Input) is active.
errorAck Bool 0 -
When exceeding a time limit
while the motor moves to a
position, the motor is stopped.
The error is acknowledged with
"errorAck".
driveSetSpeed Real Given speed for the drive in
revolutions per minute.
beroMem typeBero Sensors positions
packageSensorSim | typePackageSensorSim Simulation sensors positions
randomNumber typeRandomNumber Limits random number
Output
transportState Int Current step of step chain
driveControlValues typeControlValues Control values drive

S7-1500 Software Controller at TIA Portal
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Name Type Value Function

InOut

database

typeDatabase ‘ ‘ Data from database

In FB31 "Transportation", the entire step chain for the transport of a package from
the input conveyor to the destination conveyor is programmed via the rotary table.

The following steps are run through:

1.

99.

Initialization
The motor is positioned on reference point "Input" Conveyor.

Waiting until the package is placed on the input conveyor and defining the
package type.

In this application, the packages are simulated. The package type is generated
with random numbers. FC4 "RandomNumber" is called for this.

The "Global".database.request tag is set. The database supplies the
destination conveyor for the package, depending on the package type.

Request, whether the package is located on the rotary table.
Motor moves rotary table to the destination conveyor and stops.

Request, whether the package has been positioned from the rotary table to the
destination conveyor.

Motor moves back to starting position (input conveyor) and the sequence starts
from the beginning.

Error due to timeout while the motor is moving to a position. As soon as the
motor moves, a time monitoring is always triggered. In the case of a defective
BERO, positioning of the motor is not possible. Hence, the motor is stopped
after a defined time. In this case, the sequence remains in this step until
acknowledged with "errorAck".

FB311 "TablePositioning"
Figure 3-6: Block FB311 "TablePositioning”

#instTabklePositioning (driveMoveTo := #3tatDriveMowvelo,
driwveStopp := #s3tatD eStopp,
driveSetSpeed := #d SetSpeed,
driveDirReverse := #statDriweDirReverse,
beroMem := #bercMem,

driveControlValues =» #drivelontrolValues):

Table 3-2: FB311 "TablePositioning" interfaces

Name Type Value Function
Input
driveMoveTo Int 0 Motion to input conveyor
1 Motion to output 1 conveyor
2 Motion to output 2 conveyor
3 Motion to output 3 conveyor
driveStopp Bool 0 -
1 Motor stopped
driveSetSpeed Real Given speed for the drive in
revolutions per minute.
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Name Type Value Function
driveDirReverse Bool 0 Motor forwards
1 Motor backwards
beroMem typeBero Sensors positions
Output

driveControlValues typeControIVaIuesl

| Control values drive

This block positions the motor to the desired position and is called by FB31
"Transportation”.

Input conveyor

Output 1 conveyor
Output 2 conveyor
Output 3 conveyor

FC4 "RandomNumber"

Figure 3-7: Block FC4 "RandomNumber"
#datakase.packageType

:= "RandomNumker™ (hlimit :

1Limit =

Table 3-3: FC4 "RandomNumber" interfaces

#randomiumber . .hLimit,
#randomMumber.1Limit) ;

Name Type | Value Function
Input
hLimit Int Upper limit value
ILimit Int Lower limit value
Return
RandomNumber Int Ra:ndom number between upper and lower limit
value

It is the job of FC4 "RandomNumber" to create randomly generated numbers from
101 to 112. In this application, these are the various package types.
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FB32 "PackageSimulation"

Figure 3-8: Block FB32 "PackageSimulation”

WB32
"InstPackageSimu
lation®

“DEB1.DBX34.0
“Global®.
packageSimulatio
non —

“DB1.DBX34.1
“Global®.
packageSimulatio
nlnit —

%DB1.DBWAD
“Global®.
transportstate

PADB1.DBX22 0
"Global®.

database

EN

cimulaticnOn

WFB32
“PackageSimulation™

init
beroSim
transportstate
packageSensaor
Sim
database ENO|—

Table 3-4: FB32 "PackageSimulation" interfaces

PEDB1.DBX32 0
"Global®.berosim

PADB1.DBX36.0
“Global®.
packageSensorsi
m

Name Typ Value Function
Input
simulationOn Bool 0 Paketsimulation deaktiviert
1 Paketsimulation aktiviert
init Bool 0 -
1 Alle simulierten Pakete werden
geléscht.
transportState Int Aktueller Schritt der Schrittkette
des FB31 "Transportation"
Output
beroSim typeBero Simulation sensors
packageSensorSim | typePackageSensorSim Simulation sensors positions
InOut
database typeDatabase ‘ ‘ Data from database

In FB32 "PackageSimulation”, the packages to be transported and the simulated
BERO signals for FB31 "Transportation" are generated. Hence, the entire
application can run automatically.
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The following signals are generated depending on the situation ("statSequencer"” of
FB31 "Transportation"):

Package signals (for determining the position of the packages)

"Global".packageSensorSim.siminput
"Global".packageSensorSim.simTable

"Global".packageSensorSim.simOutputl

"Global".packageSensorSim.simQOutput2
"Global".packageSensorSim.simOutput3
Simulated BERO signals

"Global".beroSim.posinput

"Global".beroSim.posOutputl
"Global".beroSim.posOutput2
"Global".beroSim.posOutput3

In case you are interested in detailed information on programming for this
application, please refer to the TIA Portal projects and the comments.

3.14

Drive control functionality

Figure 3-9: Drive control functionality

OB 1
“Main®

—

FC1
“BERO_Simulation”

FB 2
“Mode_Manual*

DB 2
“Mode_Manual_DB*

FB 3
“Mode_Automatic*

FB 31
“Transportation*

FB 311
“Table_Positioning*

DB 3

“Mode_Automatic_DB*"

DB 31
“Transportation_DB*"

DB 311
“Table_Positioning_DB*"

FB 4
“PZD_G120_Tel 352"

FB 32
“Package_Simulation”

FB 312
“Random_Numbers*

DB 311
“Package_Simulation_DB*

DB 312
“Random_Numbers_DB*

“Global_Safety DB* [ |

“Main_Safety DB*

OB 35 FB 35 FC 36
“CYCL INT5* “Main_Safety" » “BERO_Error_Detection*
DB 30 DB 35

For controlling the drive (SINAMICS G120), the project from the following
application was integrated:

https://support.industry.siemens.com/cs/ww/en/view/60140921
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FB4 "PzZDG120Tel352"

Input parameters
Table 3-5: Input parameters

Parameter Data type Description

address Int Hardware ID of SINAMICS G120

onOffl Bool Control word 1;Bit 0: switching the drive on/off

off2 Bool Control word 1;Bit 1: electronic stop of the
drive

off3 Bool Control word 1;Bit 2: quick stop of the drive

acknowledge Bool Control word 1;Bit 7: acknowledge failure

directionReversal Bool Control word 1;Bit 11: reverse direction
(setpoint value)

activateManualMode Bool Changing the operating mode

speedSetpoint Real Speed setpoint of the drive

referenceSpeedP2000 Real Reference speed / reference frequency

referenceCurrentP2002 Real Reference current

referenceTorqueP2003 Real Reference torque

Output parameters
Table 3-6: Output parameters

Parameter Data type Description
operationEnabled Bool Status word 1, 2 Bit: operation enabled
faultActive Bool Status word 1, 3 Bit: fault active
closingLockoutActive Bool Status word 1, 6 Bit: On-inhibit active
alarmActive Bool Status word 1, 7 Bit: alarm active
rotatingForward Bool Status word 1, 14 Bit: motor right-hand

rotation
actualSpeed Real Current motor speed
actualCurrent Real current electrical current
actualTorque Real Current torque
actualAlarm Word Current alarm of the drive
actualFault Word Current fault of the drive

Principle of operation for FB "PZDG120Tel352"
Function block "PZDG120Tel352" fulfils two tasks:
e Communication setup between controller and drive
e Processing the received data and preparing data to be sent

Communication setup between controller and drive

The communication of process data between controller and SINAMICS G120 is
handled in the controller using standard functions (SFC). The following block is
used for this:

e SFC 14 "DPRD_DAT" for receiving the data of the drive
e SFC 15 "DPRD_DAT" for sending data to the drive

S7-1500 Software Controller at TIA Portal
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Note More information on the communication with DP standard slaves can be taken
from the STEP 7 (TIA-Portal) online help.

Processing the received data and preparing data to be sent

The data received from the drive is supplied at the interface of the function block.
Data to be sent to the drive is received from the interface or from an operator panel
and forwarded to the drive.

Further information

In case you are interested in detailed information on drive programming, please
refer to the TIA Portal projects and the comments.

S7-1500 Software Controller at TIA Portal
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3.15 Safety functionality

Safety functions were realized in the safety program of this application. The motor

is set torque-free via the emergency-stop button.
The figure below illustrates the complete Safety program.
Figure 3-10: Safety program

OB 35 FB 35 FC 36
“CYC L_| NT5¢ —> Main_Safety’ BERO_Error_Detection

DB 30 DB 35
“Global_Safety DB* Main_Safety_DE

v

OB35 “Cylcl_INT5”
FB 35 “Main Safety” is called in the Safety organization block.

DB30 “Global_Safety_DB”

The “Global_Safety DB” contains the following tags. They are read by the HMI to
display the respective states.

Table 3-7
Name Type Function
ESTOP_state_on Bool Value = 1:

Emergency-stop is pressed, or BERO error (two
BEROs simultaneously have value 1).

ESTOP_state_off Bool Value = 1:
Emergency-stop button is not pressed and no BERO
error pending.

ESTOP_state_ack Bool Value = 1:

Emergency-stop button is not pressed and no BERO
error pending. Safety program waits for error
acknowledgement.

FB35 “Main_Safety”
“Main Safety” contains the following program parts:
e BERO error detection: call of FC36 “BERO_error_detection”
e Emergency-stop button detection
e Activate emergency-stop with the “ESTOP1” block
e Stop motor via PROFIsafe protocol
¢ Acknowledge emergency-stop with HMI Panel via “ACK_OP” block
e Evaluate feedback of the drive with the “FDBACK” block
e Reintegration of ET 200S F-DI module
e Reintegration of the PROFIsafe protocol
e Provide status for HMI (see tags of “Global_Safety DB”)
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FC36 “BERO_error_detection”

In the case of more than one BERO supplying the value 1, an error must have
occurred. In this application, it is not possible that the motor is standing at more
than one position at a time. The BERO signals are evaluated in this block. The
Boolean output parameter of the function block indicates, whether there is an error:

e “Error” =0 - Error

Further information

3.1.6

Note

In case you are interested in detailed information on safety programming, please
refer to the TIA Portal projects and the comments.

Safety administrator

At Safety Administration (Safety Administrator), an F-runtime group is
parameterized as displayed in the figure below.

Safety password: 0

Figure 3-11: Safety administrator

Allgemein F-runtime group 1 [ALG1]
~ F-Ablaufgruppen
Aufrufender I-DB fiir den
o urrufend i- Main Safety Block i- Main Safety-Block '
Zugrifischutz ruft auf
Einstellungen [orc_inTs [oB35] [*] ——————» [ main_safety [FB35] [ =] | Main_safety_DE [DB3S] [+]

Parameter der F-Ablaufgruppe:

Ausfihrungszeit des aufrufenden Bausteins CYC_INTS [OB35]: ms
Maximale Zykluszeit der Fruntime group 1 [ALG1]: ms

DE fiir F-£blaufgruppenkommunikation:  (kein) [~]

F-Ablaufgruppe léschen

S7-1500 Software Controller at TIA Portal
Entry 1D:62521281, V5.0, 07/2017 24



3 Function Mechanisms

© Siemens AG 2017 All rights reserved

3.1.7 Functionality of the database request

Figure 3-12: Database request with DB1 "Global" and FB31 "Transportation"

OB 1 FC1
“Main® =] “BERO_Simulation*
FB 2
> “Mode_Manual“
DB 2

“Mode_Manual_DB*

FB 3 R FB 31 R FB 311
> “Mode_Automatic* T “Transportation T “Table_Positioning*
DB 3 DB 311
“Mode_Automatic_DB*" “Table_Positioning_DB*"
FB 32 FB 312
“Package_Simulation” “Random_Numbers*
DB 311 DB 312
FB 4 “Package_Simulation_DB* “Random_Numbers_DB*
> “PZD_G120_Tel 352"

DB 4
“PZD_G120_Tel 352"

OB 35 FB 35 FC 36
“ « “Mai fety” “BERO E| Detection®
CYCL_INT5 ’ ain_Safety 0_Error_Detection

DB 30 DB 35
“Global_Safety DB* Main_Safety DB

v

In the user program of S7-1500 Software Controller the "Database” structure is
located in DB1 "Global".

Figure 3-13: DB1 "Global", "Database" data type

< = v database ‘nypeDatabase” 220 Database

< = request Bool 0.0 Databese requested for destionation conveyor
- L} reply Bool 0.1 Databese replyed for destionation conveyor
<a L} packageType Int 20 Actual package_type

<a - destinationConveyor  Int 4.0 Actual destination conveyor

The following sequence shows the structure of the database request:

e request”tag is set by the S7 program in the FB31 "Transportation” block.

e The script triggers a database request with the "packageType" tag.

e The database supplies the suitable value for the "destinationConveyor" tag.
e The script stores the value in the "destinationConveyor" tag.

e After a successful request, the script sets the "reply" tag.

e The set "reply" tag informs the S7 program that the database request is
terminated and the correct value is written in the "destinationConveyor".

If you are interested in detailed information on database programming, please refer
to the TIA Portal project and the comments, or the following FAQ:

https://support.industry.siemens.com/cs/ww/en/view/24677043
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3.2

3.2.1

3.2.2

Functional mechanism: Database PC

The database connection is realized on the Database_PC (SIMATIC PC Station).
This PC was also used for programming of the TIA Portal project.

Database connection of an MS SQL database

For database request, this application provides the option to poll an MS SQL
database using scripts in WinCC RT Advanced.

Scripts for database connection

This application requires reading a specific data record. The example of the
following FAQ was used for this and integrated into the project:
https://support.industry.siemens.com/cs/ww/en/view/61883659

In this FAQ, further database functions are realized, which are not necessary for
this application example, however, they still remain in the project.

The following functions can be executed via the scripts.
e Create new database

e Delete database

e Create a table in a database

e Create a data record in a table

e Read a data record from a table

o Edit a data record in a table retrospectively
e Delete a data record from a table

e Read data records of an entire table

e Copy atable

e Delete a table

For this application, only the "Read data record from the table" function needs to be
used. The "Read_Database_Package" script was written for this.
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Figure 3-14: "Read_Database_Package" script
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Sub Read Database Package ()

h Ew Eb § —1. code page

If SmartTags({"Glcbal Database_Reguest”)=True Then

SmartTags ("Global Database Reply") = 0

reads the
liest den angegebene Datensatz

'Declaration - Deklaration von lckalem Ve

Dim conn, rst, SQL_Table

On Error Resume Next

Set conn = Create0bject ("ADODB.Ccnnecticn™)
Set rst = CreateCbject ("ADODB.Recordset™)

'Open data scurce - Datenguelle
conn.Open "Provider=MSDASQL:;Initial Catalog=" & SmartTags("szDatabase") & " ;D3N

ocutine - Fehlerrocutine
Furber <> 0 Then
ystemhlarm "E
lear

Sub

lescription
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3.3 Preventing unauthorized access to WinCC Runtime

331 Access protection by user administration with WinCC V11

In WIinCC Runtime, the access protection controls the access to data and
functions, so your application is protected from unauthorized operation. When
generating your project, you already restrict security-relevant operations to
particular user groups. You establish users and user groups and grant them
characteristic access rights, the authorizations. At security-relevant objects, you
then configure the authorizations required for operation. The users have only
access to certain control objects, for example. Commissioning engineers, for
example, have unrestricted access in Runtime.

e They administer user, user groups, and authorizations centrally in the User
Administration of WinCC.

e They transfer user and user groups to the operator panel together with the
project.

e Users and passwords are managed at the operator panel via the user display.

Within the framework of this application, one user group "Service engineer” with
the user "engineer" was defined.

The "engineer" is granted unrestricted access to the HMI user interfaces, including

the system control of the plant such as "Start WinCC Runtime" and "Stop" or
access to the Task Manager.

You can define a further user group "Plant operator". The user of this group does
not have access to the system control. He only has access to the plant control.

Note In the example project, the following user was created.

User name engineer
Password: 12345

Information on how to configure the user administration in WinCC (TIA Portal) is
given in the online help of the TIA Portal.
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Figure 3-15: TIA Portal information system, configuring user administration
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3.3.2 Deactivating the remote control of the WinCC Runtime Loader

To prevent unauthorized loading of a project into WinCC Runtime, activate the
"Transfer mode" "Manual"of the connection channel. The "Transfer" must always
be activated directly at the operator panel before a download can be performed.

Figure 3-16: Deactivating the remote control of the WinCC Runtime Loader
= | [Fenster

Channel |Pc Station 2.0 v

Transfer mode  ©  Off

@ Manual

O Automatic

Autostart configuration

Configuration path MDATA\SIEMENS\CORTHMIR TM\HMIR TM\PROJECTS
Autostart application mens\Automation\WinCC RT Advanced\HmiRTM.exe
Wait until autostart |10 ¥| Seconds

User interface language

Language | English hd

Cancel 0K

3.33 Lock task switching in Runtime

Task switching can be blocked to prevent the user from exiting WinCC Runtime.
You can set the checkmark at "Lock task switching" in the "Runtime settings"
under "General". This makes it impossible to exit WinCC Runtime.
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Figure 3-17: WinCC Runtime settings

Sanzrl General
Services
Screens Screen
Ki d
eyl - Startscreen: |DDD.D_Startscreen |§
Good Manufacturin...
Alarms Default template: | =]
User administration Default style of the project [
Language & font Style of the HMI device: |5ystem5t_|,desl‘.'\ﬁnCC DarkV 1.0.0 | El...
OFC settings -
= Screen resolution: | 1280x800 |V|
Tag settings
Fullscreen mode:  [v]
I Lock task switching:  [£] I
‘ Load names: R specifies that the task switching is locked in runtime.
m Activates task switching of the operating system.
*
il Identification By activating task switching you prevent the operator
Praject ID: |: from starting another software program on the HMI
device. The operating systemn is then available only to
the project.
Historical data NOTICE: If you activate task switching you must
P - [ configure a button that is assigned the "StopRuntime”
cgging fanguage |: function. Otherwise, neither runtime nor the operating
system can be terminated, since the key combination
<Ctrl+Alt+Del=is disabled.
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3.4

34.1

3.4.2

3.4.3

344

Preventing unauthorized access to the IPC227D

BIOS password

Set a BIOS password to protect BIOS from unauthorized access.

Preventing the booting of USB media

To prevent unauthorized booting of USB media, deactivate the USB Boot in the
BIOS of Open Controller.

How you can activate USB mouse and keyboard is described in following FAQ:
https://support.industry.siemens.com/cs/ww/en/view/109479209

More information on setting the BIOS parameters is available in the manual of
Open Controller:

https://support.industry.siemens.com/cs/ww/en/view/109248384

User accounts under Windows

Use the user account control of Windows and create an account without
administrative rights. This helps prevent unauthorized installation of software.

The Open Controller has already preinstalled user accounts: One admin with
password and an operator who is booted by default.

Further information on user account control is available at:
http://technet.microsoft.com/en-us/library/cc709691(v=ws.10).aspx

Group policy under Windows

Use the Windows group policy as a protection against unauthorized access to
operating system components. The group policy allows you to implement certain
configurations for user and computer.

Further information is available at:
http://technet.microsoft.com/en-us/windowsserver/bb310732.aspx

S7-1500 Software Controller at TIA Portal
Entry ID:62521281, V5.0, 07/2017

31


https://support.industry.siemens.com/cs/ww/en/view/109479209
https://support.industry.siemens.com/cs/ww/en/view/109248384
http://technet.microsoft.com/en-us/library/cc709691(v=ws.10).aspx
http://technet.microsoft.com/en-us/windowsserver/bb310732.aspx

© Siemens AG 2017 All rights reserved

3 Function Mechanisms

345 Security guideline for PC-based automation systems with Windows
embedded operating systems.

Further notes and recommendations on security aspects of PC-based automation
systems with Windows Embedded operating systems are available in the security
guideline, where the following topics are discussed:

e Security management

e Defense-in-depth strategy

e Protection of network services

e Access protection for Windows systems

e Protection against malware

e Methods for reinforcing systems

e Software updates of the operating system

Figure 3-18: Overview of security concept

Plant security

Plant IT security

The security guideline can be downloaded under the following link:
https://support.industry.siemens.com/cs/ww/en/view/55390879
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4 Configuration and Settings

This chapter shows you how the configuration of the hardware is specified. It is
only for information purposes. For installation and commissioning, please continue
directly with chapter 5 Installation and Commissioning.

Delimitation

For the configuration and settings, only the main components of the application are
discussed. For details, please refer to the project or the references to descriptions

in this document.

4.1 Overview of the device configuration

The figures below contain the complete device configuration of the application.

Network view of the device configuration
Figure 4-1: Network view (TIA Portal)

CPU  WinCC
15055P AT Adv

00

PC-System_1
CFU15155F FC

Database-PC WinCC

SIMATIC PC Stat... RT Adv

192.168.2.250 IPN.I'IE_2: 192.168.2.25(

et200sp
IM 155-6 PN ST

Software FL... ®

Drive_1
G120 CU240E-2...

Software FL... ®

PMJIE_2: 192.168.2.3
PMNJIE_2: 192.168.2.4

Configured PROFINET device names
Tabelle 4-1 PROFINET device names

|PNME_2: 192.168.2.103]

Switch_1
SCALANCE X208

Software PLC_1

PHJIE_2: 192.168.2.5

IP Adresse Typ Name
192.168.2.25 CPU 1505SP F software plc_1
192.168.2.3 IM 155-6 PN ST et200sp
192.168.2.4 CU204E-2 PN-F drive_1
192.168.2.5 SCALANCE X208 switch_1
192.168.2.103 IE Allgemein Database-pc.ie general_1
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4.2 PLC: CPU 1515SP PC (CPU 1505S, WinCC RT Adv)

Configure the CPU 1515SP PC as in the figure below or adopt the configuration
from the supplied "S7-1500S_V" project.

Figure 4-2: CPU 1515SP PC hardware configuration

PC-System_1

The following setup has been configured in the CPU 1515SP PC station:
Table 4-2: CPU 1515SP PC Station
Slot Module Task

1 PROFINET onboard PROFINET communication
with ET 200SP station,
SINAMICS G120, database

PC
2 CPU 1505SP F Software Controller for
controlling the application
3 WinCC RT Advanced Visualization of the
application

Further information is available in the manual of SIMATIC S7-1500 CPU 150xS:
https://support.industry.siemens.com/cs/ww/de/view/109249299
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4 Configuration and Settings

4.3 Distributed I/Os: ET 200SP station

Figure 4-3: ET 200SP hardware configuration

Rack_0

o0
o0
o0
o0
o0
o0
o0
o0
o0

The distributed 1/0 ET 200SP is configured with the following modules:

Table 4-3: ET 200S Station

Slot Module Task
0 IM 155-6 PN Central processing unit:
(Firmware:V1.1) Communication with CPU 1505SP F
DI 8x24VDC_ST Optional for connecting BEROs
F-DI 8x24VDC HF Digital safety module:
Connection for emergency-stop
button
3 Server module Electrical and mechanical backplane
bus termination

Further information is available in the manual of ET 200SP:
https://support.industry.siemens.com/cs/ww/en/view/84133942
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4 Configuration and Settings

4.4 Drive: SINAMICS G120

44.1 Hardware configuration

Figure 4-4: SINAMICS G120 hardware configuration

Table 4-4: SINAMICS G120

Slot

Module

Task

1

CU240E-2 DP-F
(Firmware V4.7)

Control module (central unit):
Communication with CPU
1505SP F and controlling the
motor

PM340 IP20 FSA U 240 0.74kwW

Power unit

Further information is available in the manual of SINAMICS G120:
https://support.industry.siemens.com/cs/ww/en/view/71762451

442 S7-1500 Software Controller / SINAMICS G120 communication

For the S7-1500 Software Controller to be able to control the SINAMICS G120

drive, a communication between the devices must be established. In this
application example, a PROFINET communication was established. The

"SIEMENS Telegram 352" frame, PZD-6/6 was used for the data exchange.

You will find further information in the following application description:
https://support.industry.siemens.com/cs/ww/en/view/60140921

S7-1500 Software Controller at TIA Portal
Entry ID:62521281, V5.0, 07/2017

36


https://support.industry.siemens.com/cs/ww/en/view/71762451
https://support.industry.siemens.com/cs/ww/en/view/60140921

© Siemens AG 2017 All rights reserved

4 Configuration and Settings

4.4.3 Drive frames

The figure below contains the configured frames for the communication between

Software Controller and SINAMICS G120.

Figure 4-5: Drive frames

J General || 10 tags || System constants ” Texts

General . .
Telegram configuration

Ethernet addresses

~ Telegram configuration

» Drive_1 Name Item Link Telegram Length Extension | .. Type Partner
~ Advanced options ~ Drive_1 1 =1
Media redundancy send Safetytel... A PROFisafe telegram 30 6 bytes  — = FCD Software PLC 1
~ Real time settings Receive Safety ... M PROFIsafe telegram 30 6 bytes = + FCD Software FLC_1
10 cycle send (Actualv_. A SIEMENS telegram 352 6 words 0 words = €D Software PLC_1
Synchronization Receive (Setpoi.. A SIEMENS telegram 352 6 words 0 words & CD SoftwarePLC 1 0Q
Note In this window, you can read the configured input/output addresses of the

protocols. The drive in the user program is controlled via these addresses.
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4 Configuration and Settings

4.5

4.6

Switch: SCALANCE X208

Figure 4-6: SCALANCE X208 hardware configuration

~
d

SCALAMNCE X rack

Table 4-5: SINAMICS G120
Slot Module Task

1 SCALANCE X208 IE/PN Switch:
PROFINET communication

Database PC: WinCC RT Advanced, Microsoft SQL DB

Figure 4-7: Database PC hardware configuration

"
5

PC station

A standard PC with Windows operating system can be used. This PC works as
master computer with a Microsoft SQL database.

In this example, the PC is also used as a programming PC for TIA Portal.

The SIMATIC PC station is configured as follows:
Table 4-6: PC Station

Slot Module Task
1 IE General PROFINET communication
2 WinCC RT Advanced Database request via script

S7-1500 Software Controller at TIA Portal
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5 Installation and Commissioning

5 Installation and Commissioning

51 Hardware installation

Figure 5-1: Hardware configuration

Ethernet

1
LT

Datenbank PC / Programmiergeréat

Monitor

Tastatur

DVI USB USB

Open Controller
PN PN

I_I_l

IM155-6PN
PN PN

19210311 412[ 15 139

F-DI 8x
24VDC HF

SINAMICS
G120 S O [0 |o
c c c
2 5 5 5
=S 8 =
= N w
BEROs
Not-Halt Taster
SCALANCE X208
Note For the cabling of the power supply, please refer to the respective manuals of the

devices. Please also generally note the setup guidelines of the devices.
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5.2 Software installation (download)

Engineering / database PC

Install the following components on the engineering/database PC. If purchasing a
preinstalled field PG, only WinCC RT Advanced and Microsoft SQL Server
Management Studio 2008 R2 need to be installed.

Table 5-1: Software installation engineering/database PC

No. Action Remarks

STEP 7 Professional V14 SP1 -

WinCC Advanced V14 SP1 -

Startdrive V14 SP1 Free download:
https://support.industry.siemens.com/cs/ww/en/view/68034568

4, WinCC RT Advanced -

V14 SP1
5. Microsoft SQL Server 2014 Configuration the database
Management Studio Free download on the Microsoft Homepage

CPU 1515SP PC

The SIMATIC Open Controller CPU 1515SP PC is already preinstalled with CPU
1505SP F.

S7-1500 Software Controller at TIA Portal
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5 Installation and Commissioning

5.3 Preparation for commissioning

531 Engineering / database PC: Interface

Table 5-2: Settings of the interfaces

No. Action

Remarks

1. | Setthe following Network addresses:
IP address: 192.168.2.103
Subnet mask:  255.255.255.0

Eigenschaften von Intemnetprotokoll Version 4 (TCP/IPve) | 2

Algemein

Ip-Einstellungen kiinnen automatisch zugewiesen werden, wenn das
Netzwerk diese Funktion unterstiitzt, Wenden Sie sich andemfalls an
den , um die geeigneten TP 2
beziehen,

(7 IP-Adresse automatisch bezishen

@ Folgende IP-Adresse verwenden:

[P-Adresse: 192,168 . 2 . 103
Subnetzmaske: 255255 .255. 0
Standardgatenay:

DNS-Serveradresse automatisch beziehen

@ Folgende DNS-Serveradressen verwenden:
Bevorzugter DNS-Server:

Alternativer DNS-Server:

[ Einstellungen beim Beenden iberpriifen

2. | Open the "Setting the PG-PC Interface" and select the
Ethernet network card as access point for "S70nline
(STEP 7)"

PG/PC-Schnittstelle einstellen

2

Zugiffsweg | LLDP # DCP | PNIO-Adapter | info |

Zugangspurkt der Applikation
[S7ONLINE (STEP 7} > Intel(R) PRO/1000 MT Network Connec x|
(Standard fir STEP 7)

Benutzte Schnittstellenparametrierung:

Intel(R) PRO/1000 MT Network Cannectiol M
Bl <ore> - oo |

B Intel{R) PRO/1000 MT Networkc Col

B Intel(R) PRO/1000 MT Netwark Cor
B Intel{R) PRO/1000 MT Networic Cor -

< , b

(Parametrierung fir den IE-PG-Zugang lhrss
NDIS-CPs mt TCP/IP Protokoll (RFC-1006])

0K Abbrechen Hiffe
L& ] (== = ]

S7-1500 Software Controller at TIA Portal
Entry ID:62521281, V5.0, 07/2017

41




© Siemens AG 2017 All rights reserved

5 Installation and Commissioning

5.3.2 Engineering / database PC: MS SQL database

Note In this example application, programming unit is also the database PC with
WinCC RT Advanced and Microsoft SQL Server already installed.

Create the database with "MS SQL Management Studio"

The example below illustrates how an "MS SQL database" is created with
"Microsoft SQL Management Studio”.

Table 5-3: Creating an MS SQL database

In order to prevent having to create the
entire database manually, you can import
it as follows.

e Select the "Restore Database" item
from the context menu.

e Right-click on the "Databases" folder.

No. Action Remarks
6. Start the "Microsoft SQL Management
Studio" on your PC.
"Start > All Programs > Microsoft SQL
Server 2014 > SQL Server 2014 > SQL
Server Management Studio".
7. Connect to the local server: all Connect to Server =
Specify server name: Microsoft SQL Server 2014
The server name is composed of
"Computer name \ instance name" - [Database Engine 7]
Server name: VMTIAVI4WINCT -
In this example, the instance name is o — [Windows Adhentication =)
"WINCC". e
VMTIAV14\siemens
Connect ] [ Cancel ] [ Help ] [ Options >
8. Import database: L= Microsoft SQL Server Management Studic (Administrator) I

File Edit View Debug Tools Window Help
Pl il T @ | S NewQuey [y 1 v
Object Explarer

Connect~ 3 3 m 7 7] ‘3
= [jj YMTIAVISAWINCC (SQL Server 12041001 - VMTIAV14\siemens)
= C@ Databases
[Ef#] 5ystem Datal]

J 5

f 53 -_"||

Restore Database...

X master

= Restore Files and Filegroups...

| model

| msdb Reports »

| tempdb
3 Database Sna
w | 1 Packaae

Refresh

S7-1500 Software Controller at TIA Portal
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No. Action Remarks
9. 1. Select "From device:" o v ] ]
2. Enter the path to the "Package.bak" st - e
flle Source.
" " @ Database: @
3. Set the checkmark at "Restore oooie ] [orevessasnn o150 i sona cove ovaciagesss |
4. Select "Package" at "To Database:" O
5. Click on the "OK" button. Lo == ¥
m'mm. Componant  Tipe  Server Database  Post

‘ackage-Full Database Backup  Dtabase  Full  MESSE-PC\WINCCFLEXEXPRESS Package 1

6. Start the SQL server:

If the server has not been started yet,
indicated by the "red" symbol, start the
server manually.

¢ Inthe "Object Explorer" you right-click
on the instance name of the
connection and select the "Start"
entry via the context menu.

e A query follows, asking whether SQL

Server shall be restarted. Confirm the
message with "Yes".

The SQL server is started.

If you don’t make any further entries, you
can close the "Microsoft SQL Management
Studio" again.

V) Varity Backup Media
oK Cancel Help.
. Object Explorer - i x USER-POWINCC.Pa...e - dbo.View_all
5. If you wish to see the content of the Connect- 8 " T
H n T, | - » 1 Paper_small 101 1
database, you can navigate to "Databases | - Bugromecsusmainio v|r — ;
H n H H & [ System Datab: aper_bi
> Package > Views". Right-click on B o ; v b :
n H n (21 Database Diagrams N Paper.huge o 2
dbo.View_all" to open the context menu e 5 '
o . " = B3 Views 6 Wood_medium 106 2
and select "Edit Top 200 Rows". e e ; .
E] Metal_small 109 2
Design Metal_medium 110 3
Select Top 1000 Rows Metal_big 111 3
| Edit Top 200 Rows | Mm‘;ugé o ;
(3 Programmal b Script View a5 4 MAL L o
(3 Service Broke, =
(3 Storage Full-Textindex
@ [ Security
[ Security Policies >
3 Server Objects Facets
[ Replication
(3 Management Start PowerShell
Reports. >
Rename
Delete
Refresh
Properties
Object Explorer -~ 01 x

Connect~ &7 33 =23

|
T4 Database] Canrecte
[ Security Disconnect
3 Server O Register...
[ Replicati
[3 Manage New Query

Activity Monitor

Start

Stop
Pause
Resume

Restart

Policies 3

Facets
Start PowerShell
Reports B

Refresh

Properties
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5 Installation and Commissioning

5.3.3

Engineering / database PC: ODBC data source

Using an ODBC application, an ODBC data source is created via which the
connection with a Microsoft SQL Server is created.

The ODBC setting is made on the database or the engineering PC.

Table 5-4: Configuring the ODBC data source

No. Action

Remarks

1. Call the "ODBC Data Source
Administrator":

Open the "ODBC Data Source
Administrator" on your PC.

Windows 7:

bar. Start "Data Sources (ODBC)".

The dialog screen displayed on the right
is called up.

Note:

exist. However, these can be ignored.

Click on "Start" and enter "ODBC" search

¥=-T ODBC Data Source Administ

User DSN |Sy5tem DSM I File DSM I Drrivers I Tracing I Connection Pooling | About |

User Data Sources:

Name Driver [L]
dBASE Files Microsoft dBase Driver (*.dbf)

. Bem
Excel Files Microsoft Excel Driver (*xds)
M5 Access Database Microsoft Access Driver ("mdb)

- An ODBC User data source stores information about how to cornect to
D' the indicated data provider. A User data source is only visible to you,
and can only be used on the cument machine.

Entries of user data sources may already

2. Add data source:

From the menu bar you select the "User
DSN" menu and then click on the
"Add..." button.

"-.| ODBC Data Source Administ

User DSN |Sy5tem DSM I File DSM I Drrivers I Tracing I Connection Pooling | About |

User Data Sources:

Name Driver | %JI
dBASE Files Microsoft dBase Driver (*.dbf)

. Bem
Excel Files Microsoft Excel Driver (*xds)
M5 Access Database Microsoft Access Driver ("mdb)

An ODBC User data source stores information about how to cornect to
D} the indicated data provider. A User data source is only visible to you,
— and can only be used on the cument machine.
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Specify a data source name in the
"Name" input field.

With this name, you reference the
database and the storage location.

The name used here must match the one
used for identifying the "DSN"
(DataSourceName) in WinCC RT
Advanced.

The "DataSourceName" is stored in
several scripts.

Specify a server in the "Server" input
field.

Select the server on which to store or
from which to call the data. The "local
PC" should be the one to run WinCC RT
Advanced.

Then click on the "Next >" button

No. Action Remarks
3. Select SQL server: Create New Data So
In the dI‘Op-dOWﬂ ||St Of the d|alog yOU Select a driver for which you wart to set up a data source
select item "SQL Server" and then click . Name Version Com|
"Cinich" SQL Native Ciient 2005.80.5000.00  Micr
on the “Finish™ button. . %J 6.01.7601.17514  Micn
The "Create New Data Source" dialog — SQL Server Native Client 10.0 2009.100.4000.00 Micr
field opens.
4 1L 3
4. [ Specily reference name and server: | [

This wizard will help you create an ODBC data source that you can use to

connect to SQL Server.
What name do you want to use to refer to the data source?
};l I Name: WinCC I
e

How do you want to describe the data source?

Description

Which SQL Server do you want to connect to?
I Server.  USER-PCAWINCC - I

Fish |[ MNeds> | [ Cancel | [ Heb

5. Login settings:

Select a login option for the SQL data
source. When already within a domain,
you can use your domain account to log
on.

In this example, the options selected on
the screen were adopted.

Then click on the "Next >" button.

Create a New Data Source

How should SQL Server verify the authenticity of the login ID?

%‘ @ Uth Windows, NT authentication using the netwark< login ID.
7

= With SQL Server authertication using a login |0 and password
~ entered by the user.

To change the network library used to communicate with SGL Server,

click Client Configuration.
Cliert Corfiguration:

Connect to SGL Serverto obtain default settings for the
additional configuration options

User

<Back | Net> | [ Cancel | [ Hep
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No. Action

Remarks

6. Select database:

Activate the "Change the default
database to:" checkbox.

Via the dropdown list you can select the
database you created - in this example
"Package".

Note: the name of the standard database
must match the programming in WinCC
RT Advanced.

Then click on the "Next >" button.

Create a New Data Sou;

[¥]Chanae the default datahase to

Package -

% 4 [T] Attach database filename:
L
A

Create temporary stored procedures for prepared SQL statements and
drop the stored procedures:

(@ Onlfy when you disconnect
When you disconnect and as appropriate while you are
connected.
[#] Use ANSI quated identifiers.
Use ANSI nulls. paddings and wamings.

Use the failover SQL Server f the primary SQL Serveris not
available.

<Back || Net> | [ Cancel | [ Hep

7. Complete the user data source:

You can still make various settings on

this page. It makes sense to select the
system messages of the SQL server in
the respective "local language".

Complete the user data source by
pressing the "Finish" button.

After pressing the "Finish" button the
"ODBC Microsoft SQL Server Setup”
window opens.

Create a New Data Sous

[]Change the languzge of SQL Server system messages to?

English
},‘.‘ [T Use strong encryption for data

Perform translation for character data
& Use regional settings when outputting curency, numbers, dates and
times.

[] Save long running queries to the log file:

CAUsers\User\AppData'\Local\ Temp QUERY.LOG

Long query time {miliseconds):

[7] Log ODBC driver statistics to the log file:
CAUsers'\User\AppData'\Local\ Temp S TATS.LOG Browse...

<Back [ Fnsh | [ Cancel | [ Hep

8. ODBC Microsoft SQL Server Setup:

All performed settings are once more
displayed in this window.

Furthermore, you can test the connection
via the

"Test Data Source" button.

Close the dialog box via the "OK" button.

After pressing the "OK" button, the
"ODBC Data Source Administrator"
window opens again.

ODBC Microsoft SQL Server Setu,

A new ODBC data source will be created with the following
corfiguration

Microsoft SQL Server ODBC Driver Version 06.01.7601 -

Data Source Name: WinCC

Data Source Description:

Server: USER-PCVWINCC

Database: Package

Language: (Default)

Translate Character Data: Yes

Log Long Running Queries: No

Log Driver Statistics: No

Use Regional Settings: No

Prepared Statements Option: Drop temporary procedures on
disconnect

Use Failover Server: No

Use ANSI Quoted Idertifiers: Yes

Use ANSI Null, Paddings and Wamings: Yes
Data Encryption: No

[ Test Data Source... J I OK H Cancel ]
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5.3.4

Assign a PROFINET device name

In order for all PROFINET to be able to communicate with each other, a
PROFINET device name must be assigned. The configured IP addresses of the
devices are automatically transferred when downloading the project.

Table 5-5: Instructions — PROFIsafe and PROFINET in the TIA Portal

No. Action Remarks
1. Start the TIA Portal and open -
the example project.
2. Open "Devices & Network" and
. " . " PC-System_1 CPU  WinCC Database-PC WinCC
activate the "Network view". CPU 15155P PC L T AT Adv
Right-click on the PROFINET F"m° e o
. . Sync-Domain_1
connection and select "Assign P : I
device name". A culeit
25 copy CorlsC
[ Paste Culev

% Delete Del

PROFINET device names to all

of the devices.

1. Select the "PROFINET
device name".

2. Assign the correct devices
to the PROFINET device
names.

3. Click on "Assign name"

1P address
192.168.0.0

Mo

[|FlashLeD

Online stwtus infomation:
@ seorchcompleted. 1 of4 devic
@ sesrchcompleted. 4 devices fox
@  Seorchcompleted. 1 ofd devic
<

Accessible devices in the network:

et200sp Drive_1

IM 155-6 FN ST G120 CU2401 _—

Software PLC_1

Software PLC_|
(g properties AltEnter
. . B ‘Asslgn PROFINET device name. L
3. In this window you assign the
Configured PROFINET device

PROFINET device name:  |[RR Y] B

@ DTEIPT | CRU1S05S

Online access
Type ofthe FOFCinterace: WP
PGIFCinterace: (Ml intel(s) 325741 Gigabit Hewwork Connection | =] 1691

Device filter
& Oniy show devices of the same type

[ Only shw devices with bad porameter settings

(] Only shaw devices without names

MAC address Device  PROFINET device name tatus

E
29433630950 571500 [sohwarepcl | oK

4, Repeat step 3 until all devices
have a PROFINET device name.
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5.35

SINAMICS G120 standard parameter configuration

The following instruction needs not be performed since all standard parameters
have already been set in the example project. It is only given for information

purposes.

Table 5-6: Instruction - Standard parameters of SINAMICS G120

No. Action

Remarks

1. In the project tree you navigate
to "Drive_1 - Parameter"”.

Open the dialog
"Commissioning wizard".

Devices

$7-15005_V5_V145P1_Fails

o
2

r ] 57-15005_V5_V145P1_Failsafe
B Add new device
i Devices & networks
» [T Database-PC [SIMATIC PC station]
» [0 PCSystem_1 [CPU 15155P PC]
& r& Drive_1 [G120 CUZ40E-2 PN-F]
[If Device configuration
Z" Parameter

> Commissioning

Control panel
Motor optimization

SavelReset

It commissioning

% Online & diagnostics

Setpoint

" w1 P —
2. In the "Data sets" dialog you AL e 2
f " n Selpoint specification
click on "Next".
selection ifthe drive is connected te a FLC and where the setpeint is to be created.
@ Setpoint specification Selection ofthe controller connection and the setpoint specification:
9 PLC Drive
-
N (@] Ramp-function Data
® inside the PLC exchange
®
9 PLC Drive
® ® ' Data Ramp-function
IR inside the drive
@
®
Drive
(@] Ramp-function
inside the drive
3. In the "Open-loop/closed-loop x|
n H Open-loop/closed-loop control type
control type" you click on ey el N S
n N eXt" ‘oper-oopiclosed-loop control task.

Control type

= [0] UIf control with linear characteristic

=
|

()
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5 Installation and Commissioning

No.

Action

Remarks

In the "Defaults of the
setpoints/command sources"
dialog you click on "Next".

Commissioning wizard

Defaults of the setpoi...

Defaults of the setpoints/command sources

Selection of 8 predefined interconnection of the inputs/autputs and, if required, the fieldbus

telegram. Can be changed later userspecifically.

Select the default of the Ii0 configuration:

[ [7] Fieldbus with data set changeover

DIo:  p1055(1]BI: Jog bit 0
DI1:  p1056[1] BI: Jog bit 1
DI2:  p2103[1]BI: 1. Acknowledge faults
p2104[0] BI: 2. Acknowledge faults
DIZ:  p810El: Command data set selection CDS bit0
D4 -
DIs: -
DI -
D12 -

DOO0: 523 COMBO: Status word 1::Fault present
DO1: 527 COMBO: Status word 1::Alarm present
DO2: 522 COMBO: Status word 1::Operation enabled

AlO: -
A1 -

ADO:  r21CO: Actual speed smoothed
AD1:  r27 CO: Absolute actual current smoothed

[>

Telegram configuration:

[[3521 sIEMENS telegram 352, FZD-6I6

0 Speed control 16 bit for PCS7

A online help

In the "Drive settings" dialog
you click on "Next".

Commissioning wizard

(]

@ Open-looplclosedloop ...

(]

® @ @ ¢

@

Drive setting

Drive setiing

Selection ofmotor standard and load cycle

Standard:

[ [0] IEC-Motor (50 Hz, 51 units)

Drive unit line supplyvoltage
230|V

Fower unitapplication:

[ [0] Load duty cycle with high everload for vector drives

Permissible overload

at high overload (HO)
WA 200% overload for 3 s
150% overload for 57 s

o

= Base load for 2405
504 Base load HO

240 300 (s)

{ecBack || News> |

In the "Drive options" you click
on "Next"

Commissioning wizard

@ 0 60

@
[ ]
®
®
®

Drive options

Drive options

Configuration of optional braking resistor and drive filter.

[7] Braking resistor

Drive filter type motor side:

[0] No filter ~

[ ecBack || wews |
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No. Action

Remarks

7. Set the motor data as in the
screenshot and click on "Next".

Commissioning Wizard

® @ @ @ @ @ 0 6 0

T2 1%
Motor

Specification of motor type and motor data.

Motor configuration

| Enter motor data [+
select motor ype

[[1] Induction motor [+
Select the connection type for your motor and 87 Hz operation

[ eror 57 e operation

Motor data

Farameter Farameter text Value Unit

p304[0] Rated motor voltage 230 Vims

p305[o] Rated motor current 073 Ams

p307[0] Rated motor power 012 kw

p308io] Rated motor power factor 0750

p310[0] Rated motor frequency 50.00 Hz

p311[o] Rated motor speed 13500 rpm

p33s[o] Motor cooling type [0] Non-ventil_.

[7] Parallel motor connection humber. [ 1]
Temperature sensor:

[ToT Ma sensar I~

o e |

8. Set the parameters as in the
screenshot and click on "Next".

Commissioning wizard

¢ 6 6606 6 0

®
[ ]

Important parameters

Imporiant parameters

Specification of the most impertant dynamic response data.

Synchronization of the speed of the drive with the speed of the PLC:

Reference speed 1500.000 | rpm
Maximurn speed: [ 1500.000] rpm

Cenfiguration of the ramp-down time:

OFF1 ramp-down time. 0.000]s
OFF3 (quick 5top) ramp-down time: 0.000]s

The OFF1 ramp-down time is reset, as the drive
should follow the PLC. These OFF1 and OFF3 ramp-down times apply
for faults and a safe stop.

Configuration of the current limit:

cumentlimit s

o e |

9. In the "Drive functions" dialog
you click on "Next"

Commissioning wizard

¢ 6 6606 6 0

®
[ ]

Important parameters

Imporiant parameters

Specification of the most impertant dynamic response data.

Synchronization of the speed of the drive with the speed of the PLC:

Reference speed 1500.000 | rpm
Maximurn speed: [ 1500.000] rpm

Cenfiguration of the ramp-down time:

OFF1 ramp-down time. 0.000]s
OFF3 (quick 5top) ramp-down time: 0.000]s

The OFF1 ramp-down time is reset, as the drive
should follow the PLC. These OFF1 and OFF3 ramp-down times apply
for faults and a safe stop.

Configuration of the current limit:

cumentlimit s

o e |
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No.

Action

Remarks

10.

In the "Summary" dialog you
click on "Finish".

‘Commissioning wizard

(]
(]
(]
[
(]
(]
(]
[

@ summary

Summary

The following drive data has been entered

Please check the data entered and complete the configuration

3%

Setpoint specification:
Setpoint specified in the PLC

Open-ooplcloseddoop control type:

Defaults ofthe setpointsicommand sources:

Drive setting:
IECINEMA mot stds: [0] IEC-Motor (50 Hz, I units)
Drive unit line supply valtage: 230V

Drive optiens:
Braking resistor active: No
Drive flter type motor side: [0] No filter

Motor:

Wotor connection type: Delta

WMotor 87 Hz operation: No

Number of maters connected in parallel: 1
Rated motor voltage: 230 Vrms

Rated motor current: 0.73 Arms

Rated motor power: 0.12 kW

Rated motor power factor: 0.750

Open-oopiclosed-ioop contral operating made: [0] Ulf control with linear characteristic

Wacro drive unit: [7] Fieldbus with data set changeover
PROFIdrive PZD telegram selection: [352] SIEMENS telegram 352, PZD-6i6

Power unit application: [0] Load duty cycle with high overload for vector drives.

Motor type selection: [1] Induction motor (rotating}

[>

5.3.6

SINAMICS G120 Safety-Parametereinstellung

Tabelle 5-7: Handlungsanweisung — Safety-Parameter des SINAMICS G120

Nr.

Aktion

Anmerkung

1. Inthe project tree you
navigate to
“Drive_1 - Parameter”.

2. Openthe
“Functional view”.

3. Navigate to
“Drive functions — Safety
Integrated — Selection of
the Safety functionality”.

4. Set the “Basic functions”.

5. Click on the “Control type /
safety functions” button

T, Siemen: Projektels7-15005_V5_V145P1_Fallsafelsy-15005_V5_V14SP1_Fallsafe

Project Edit View Insen Online Opticns Tools Window Help

5 3l swepoier 3| Y 1 G

X 9 I MEER & coonine JF

Devices

§7-15005_V5_V14SP1_Failsafe » Drive_1 [G120 CU240E-2 PN.F] » Parameter

e B BE x 0 Ll

2

Functional view | [Parame

v ] 5715005_V5_V145P1_Failsaie
I Add new device
o Devices & networks
+ [ Database-PC [SIMATIC PC station]
+ [ PCSystom_1 [CRU15155PRC]
= [ Dive_1 6120 U202 P

oL -

b [ Taces

+ ke, Ungrouped devices
+ Igl Common data
+ (£ Documentation settings
+ (1§ Languages & resources

pr——

» [ Card Readeniuss memery

oos: [o =] cos:[o ol

-
i

* Basic settings
 Daia sets
Drive data seis DDS
Command data sets €O
Units
Referznce varisbles
10 configuration
¥ Inputsioutputs
+ setpoint chennel

» Opersting mode

= Drive functions
Shutdown functions
Line contactor cantral

3 Runctionl
= Functions
Conwol typalsadery funciions

Selecting safety funciionelity

@ besic uncvons =]

Basic functians cantain the safety function STO.

Controltype |
safetyfuncions

Teststop

| FDIIFDO ( FROFisafe

Select “via PROFIsafe”.

Note: Leave the windows in the
Editor open.

Drive dat set 005
Command data zets CDS
Units

Reference variables

b Operating mode

= Drive functions
Shutdawn functions
Line cor

b Brake comrol

= SafetyIntegrated

Functional view | Parame w

Control type/safety functions
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Nr. Aktion

Anmerkung

3. In the project navigation, select
the drive and click on
“Download to device” in the
menu bar.

Confirm the dialog with “Load”.

Note: At the first download, the
interface of the engineering PC
must still be selected.

Devices

= ] §7-15005_S_V145P1_Failsate
W Add new device
sh Devices & networks
» [ Dotabese- [ SIMATI #C station]
25 rtminm 3 ey 15158 )

[ = oo 1 (720 cozmezmsl )

oos: [0 ~] s [0 -

- Basic setings
¥ Detssen
Units
Reference verisbles
Ifo confguration

b Inputsioutputs

T
» 5 Common data
» [ Documentation settings
» [ Langusges & rescurces

» ljg Onkine acsess

» (19 Card ReaderlUSE memory

b -
} Opersting mode
= Drive funciions
Shutdawn functions
Line cantactor canirol
b Brake comtol
= SoferyIntegrated
Selecting sufery funerions bty
~ Functions
Control ypetsafeny funcrions
510
Teststop

iF-01 | F-00 | PROFHs afe)

F-DI { F-DO / PROFlsafe

PROFlsafe configuration:

PROFizate address

peme

4. After the download you click on
“Go online” in the menu bar.

5. Click on “Start safety
commissioning “.

A WE ) )

v ——
4 Oy ot & X S X 940 WM BRI Goomine F coottne
Devices
3 S|z | oos: [oieiz]  cos: [0 el
~ easisemings
= | 57-15005_V5_V145F1_Faitsale [ DS

7 A4 new device
e A e e
+ L) Databace-FC [SIMANC AC station]
+ [ PCsystem_1 [CRU15155PPC]
¥ L5 Drive_1 [G120 CUZ40E2 PN F) 3
+ bz Ungrouped devices
» g Commen dea
+ [£) Documentation settings
+ [ Languages & resources
» ljg Ofine sccess
» [ Card ReadenUSB memery

units
Reference voriskles
10 eenfiguration

b inputsiouputs

b Setpoint channel

b Operating mode

= Drive functions
shutdawn functions
Ling conmctor centrol

¥ Broke cormol

= Saferyintegrated

F-Di{ F-DO / PROF Isafe.

PROFIsafe configuration:

PROFissfe address

o1 ’v

6. Enter the password. The default
password is “0”.

Confirm the dialog with “OK”.

Selecting safety functionslity '
~ Funetians i
Contrel ypelssfety functions f
s
Teststop
Enter password X

& Drive_1 [CU240E-2 FN-F]

Enter the current passoword:
(Default password: )

Enter the new password:

Repeat your entry:

7. Click on “Exit safety ...”.

ops: [0 (Active]w|  cos: [0 (active]] | 32

End safety

~ Basic settings
~ Data sets
Drive data sets DDS
Command data sets (DS
Units
Reference variables
10 configuration
¥ Inputsloutputs
» Setpoint channel
» Operating mode

~ Drive functions

F-DI/ F-DO / PROFlsafe

PROFlIsafe configuration:

PROFIsafe address
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Nr.

Aktion

Anmerkung

Confirm the dialog with “Yes”.

Activate settings

For the changes to the safety parameterimtion to take effect,
theymust be saved in the drive (Copy RAM to ROM),

and the system restarted.

An acceptance testis also required.

Do you want to save the parameters to the ROM now?

Click on “Go offline”.

10.

Confirm the dialog with “Yes”.

Disconnect online connection

Drive_1 : Save RAM data to EEPROM

The parameters are only saved in the volatile memary (RAN).
The changed parameters are lost after Power OFF.

Do you want to back up the parameters?

11.

Restart the drive by
disconnecting and reconnecting
the power supply
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54 Loading the project

Note If the project is loaded the first time on Open Controller you have to download via
Ethernet interface X2P1. The IP address of the Open Controller (Windows) must
be the same like the parameterized address in the TIA Portal project.

After the download the Open Controller will be restarted.

Table 5-8: Loading the TIA Portal project onto the device

No. Action Remarks

1. Open the "S7-1500S_V5" project with the
TIA Portal.

2. Open the "WinCC Runtime Loader" and
start the "Transfer"

3. Now you can load the WinCC Runtime.

Connecting to host...

" n Project  Edit View Insemt Online Options Tools  Window  Hell
4. Load PC'SyStem_l _Tjﬂsmmm & X :cwm [t fg:ﬁplla o Goonline ¥ Goofiine fp AR % I 3
into the device. el -

Select "PC-System_1" and click on the i 0 O
"Download to device" button

~ (15715005 v3
I A new device
B Devices & nesnorks

4 [ Database-f [SBAATC B station]

s T Petymiem 1 [CPU 18188PRC]

¥ oz Orive_1 [G120 CUZA0E2 PR

PCsystem_1 U wince
CPU 15155P PC. 15085 RTAdv.
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No. Action

Remarks

5. 1. Setthe PG/PC interface.

2. Click on "Start search" button to
search for devices.

3. Select the compatible device.
4. Click on the "Load" button.

Extended download to device X

Configured access nades of"FC-System_1”

Device Device type slot Type Address Subnes
PROFINETonboard_2  FROFINETOnboard 232 FWIE 192.168.1.1
Software PLC_1 CFU 15085 X1 PN 192.168.0.1 FHIE_2

e of the PGPCinterace: T

PGIPC interface: 2 [
TR 5| [
1

o & Showall compaible devices

Compatible devices in rget subaet:

I Fimatie pe SAARCHC FE 9316811 = |

[|Flssh LED
Gnline status information: e

) a patible devizes in o ]
1. Found nccessible device simatic-pe [192.168.1.1]

+* Amempting W connect 1o the device with address 192.168.1.1 ~

[ Displayonly emor messages

6. Agree the request "Assign IP address"
with "Yes" and quit the following message
with "OK".

Extended download to device (0132:000077)

|  AssigniPaddress
H

To execute this functien the PGIPC requires an additional IP address in the

same subnet as the PLC.
m:”‘”

8. Wait until the PC system is restarted.
Click on the "Finish" button.

f n " To3d preview X
7. Click on "Load" button. 2
e Check before loading
. . . 0 @ ~ Posptem Ready for loading.
- The system configuration is loaded.
0 Teatlibraries Download all alarm texts and text list texts Consistent download
L 1 Software PLC_1 Loading will be executed after PCSystem_1 is loaded
g HMI_RT_3 Loading will be executed after PCSystem_1 is loaded
[<] i B
Cancel |
e—
—_— ]
o34 results X

9 Status and actions afier downloading to device:

Status 1 Target Message Action

) @ ~ Fosptem Downloading to device completed without error.

~ ReswartPCsystem  The computer s restarted. g Veitundl restartis
(] complete
Ifthe option *Wiait forrestart to complete® s selected in the
*Action" column, the download process does not continue untl
the restart s complete. If the option is nat selected, the dialog s
i closed and download to the device must be restarted

=] W B

—
||
Ae—

[ cancel
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No. Action Remarks
9. Activate "Overwrite all" and click on the — s
Check before loading
"Load" button. o
NG ey B

g 0@ ~ Software FLC_1 Ready for loading.

10. Activate "Start all' and click on the
"Finish" button.

[] » Software Download software to device Consistent download
Q Textlibraries  Download all alarm texts and text list texts. Consistent download
) ~ HM_RT3 Ready for loading.
[] » Ovenwrite Overwrite if object exists online? M overwrite all
[/] » HMRuntme  Informations [w]
[<] 1] (2]
| s | cancel |
L J
0ad TESulEs X

9 Status and actions afier downloading to device

Staws ! Target Message Action

U @ ~ PCSstem_1 Downloading te device completed without error.

g0@ ~ Software PLC_1 Downloading to device completed without error.
[] Online is up-to... The hardware configuration has not been loaded, because it is up.
Q Online is up-to... The software has not been loaded, because itis upto-date.
1 ) Startmodules  Startmodules after downloading to device. M stral
9 HM_RT3 Downloading to device completed without error.

=] W 2]

—_—
|
Ae—

|

11. | After loading the project, put the
PROFINET cable of the Ethernet
interface X2P1 on the Ethernet interface
X1.

12. | Open the screen "Overview" in WinCC
Runtime and quit the drive error.

Siemens Industry Online Support

This application shows different functionalities of S7-1500S and how they

- Drive control and positioning with BEROs
- Database access with WIinCC RT Advanced

The application shows a transportation system. Packages are transported frg
e T o= SOPYEYS - il o o =

ey

13. | Start the Runtime of the "Database_PC".

Project Edit View Insert Onlne Options Tool Window Help

GOy seeper @ W X 0 cs 5 0 G B[E]S caonine

Devices
Q0

= [¢ newnert 1§ connectons

W Add new e
D & natwork: PC-System_1
¥ [ PCSystem_1 [CPU 15155P O]

90E:2 6]

W

Note After changing the socket of the PROFINET cable, you also need to change the
PG/PC interface, for example to be able to establish an online connection with
your PLC. To do so, open the menu "Online > Extended go online", and set the
parameter "Connect to interface/subnet” to the value "PN/IE_2" of the

PROFINET connection.
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6 Operating the Application

6.1

6.1.1

6.1.2

6.1.3

Operating the Application

Preconditions
CPU 1515SP PC (Software Controller and WinCC RT Advanced)

e The TIA Portal project must be loaded in CPU 1515SP PC.
e S7-1500 Software Controller must be in "RUN" mode.
e WinCC RT Advanced must be started.

SINAMICS G120

To be able to control the drive via S7-1500 Software Controller, the following points

must be fulfilled:

e When using an IOP, please check that the network icon (i!i) is displayed on
the top right. If the hand icon (Q) is displayed there, press the Hand/Auto

1AND

button (&i).

e When using a BOP-2, please check whether the hand icon (&) is displayed. If
yes, press the Hand/Auto button (ks

Database / engineering PC with WinCC RT Advanced and
SQL database

e The MS SQL server with the database must be started (see chapter 5.3.2
Engineering / database PC: MS SQL database).

¢ WinCC RT Advanced must be started.
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6 Operating the Application

6.2

6.2.1

Operation via WinCC RT Advanced (CPU 1515SP PC)

The entire application can be controlled by the visualization on WinCC RT
Advanced Control. The setup is described in this chapter.

Start screen

The following screen is displayed when starting runtime:
Figure 6-1: HMI start screen

Siemens Industry Online Support =i
ety
ooy, -
e M= Sl
" .
E £
Configure a device S t m‘ i“ "1
— = ., I
7 technology objects - _ [ —

RE.  configure s drive

L Contouman i

Open the project view |

Application example Siemens Industry Online Support {

In this start screen there are three buttons:
1. Change language: English / German
2. The "Application example" button takes you to the example project.

3. The "Siemens Industry Online Support" button takes you to general
information on the Siemens Industry Support.
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6.2.2 Example Project

The following three HMI screens exist:
e "Overview"

e "Rotary table"

e '"Drive control”

Figure 6-2: HMI screens of the application

Siemens Industry Online Support SIEMENS

This application of 57-15005 they work together:

- Drive control and positioning with BEROs
- Database access with WInCC RT Advanced

The application shows a system, from ane
to three different conveyors with a rotary table. Only the rotary table is controlied
by 57-15005.

Siemens Industry Online Support SIEMENS

Actual state: (8) Moving back to input position

[ e srnse Sy e

Package  Destination

tyge canweyar

I 1
BN  sicivens Industry Online Support SIEMENS

e moter I B
Rotary Table Activate Drive
N
Set Direction
[ | |

A detailed description is given on the next page.
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6 Operating the Application

6.2.3 Navigation

The various screens can be accessed via the right hand navigation.

Table 6-1: Navigation HMI

No. Action

Remarks

1 1. The "House" icon takes you to the start screen.

table.

HMI interface (English / German)

HMI interface.

2. The "Back" icon takes you to the previous screen.
3. The "Overview" icon takes you to the overview screen.

4. "Rotary table" takes you to the control screen of the rotary

5. "Drive control" takes you to the control screen of the drive.
6. "Current User" shows the currently logged on user.
7. "Logon"and "Logoff"is used for logging on and off.

8. The "Flag" icon is used for changing the language of the

9. The "Stop Runtime" icon is used for terminating the

4/29/2014 11:10 AM

Qe

@ Current User:
engineer

I—
Logon e Logoff
|

(8 JIP74 o)
i3 (6]

Note Logon:
User: engineer

Password: 12345

The user is then automatically logged off after 1 minute.
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6 Operating the Application

6.2.4 Acknowledging errors and emergency-stop

Current errors are displayed in the upper area of the three pictures. The error
messages and the acknowledge buttons are only visible after the error has
occurred.

If no errors are pending, only one symbol for the deactivated emergency-stop
appears.

Figure 6-3: No errors

If errors are pending, they can be acknowledged here.
Figure 6-4: Error state

Drive ﬁ
m E-STOP acknoledge 1 E-STOP acknoledge 2 [ack. J

Drive error

If an error has occurred in the drive, the “Drive Error” output field is blinking. When
the error at the drive was repaired, you can acknowledge this by clicking the
“Drive Error Ack” button.

Emergency-stop
If the emergency-stop button is pressed, the emergency-stop symbol is blinking.
Figure 6-5: Emergency-stop is pressed

)

If the emergency-stop button was returned to the initial state, this must still be
acknowledged.

Figure 6-6: Emergency-stop awaits acknowledgement

E-STOP acknoledge 1 E-STOP acknoledge 2 %

In this case, the emergency-stop icon is marked with the “ack.” label.
Acknowledgement is performed in two steps:

4. Click on the “E-STOP acknowledge 1” button

5. Click on the “E-STOP acknowledge 2” button after 1 second at the earliest
and after 1 minute at the latest.

Note The emergency-stop acknowledgement is performed in the STEP 7 program via
the “Ack_OP” block. For security reasons, this sequential acknowledgement is
performed.

For more information refer to the Online Help of the TIA Portal.
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6.2.5 "Overview" screen

This figure shows the general information of the visualization and the content of the
application.

Figure 6-7: HMI "Overview"

7/17/2017 8:24 AM

h

I Overview

Rotary tabel

Siemens Industry Online Support SIEMENS

Va
@ [ ]

This application shows different functionalities of S7-1500S and how they work together:

Drive control - Drive control and positioning with BEROs
- Safety-functionality: E-STOP button to stop the drive
- Database access with WinCC RT Advanced

The application shows a transportation system. Packages are transported from one
conveyor to three different conveyors with a rotary table. Only the rotary table is controlled
by §7-15008S.

Current User: @
s 7:10:37 AM 717/2017 K Change to operating mode 'online’.

Logon Logoff
Nz
EE
—

The switch for starting and stopping the application is located in the top left corner
(2) in all of the screens.

In the bottom half of the screen, the "Alarm view" (2) is displayed
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6 Operating the Application

6.2.6 "Rotary table" screen
With this screen you can control and monitor the automatic part of the plant.

Active package simulation
Green frame:
e Activated application
e Automatic mode activated (1)
e "Package simulation"(4) activated.

Figure 6-8: "Package simulation" view (3) is active

4/29/2014 3:36 PM

Siemens Industry Online Support SIEMENS

h &

Qverview

Rotary table

I Rotary tabel — e
@I Actual state:  (99) Error: Timeout, please acknoledge to continue Error acknoledge

@ Drive initialization @ Package simulation

Package Destination

Drive control

Position Qutput 3

o ()9

type conveyor
I

2 Position Output 2

D0 I-Z-((MI-Z-I-@/ o

Current User: 1 Position Output 1

i e O
Logon Logoff

- O e
No. Description
1 In the top part, all status messages of the application are displayed, such as the
current transport step or error messages
2 Use the "Error acknowledge" button to acknowledge runtime errors of the rotary
table.

A timer is always started when the rotary table is moved to a position. In the case
of a defective BERO, the rotary table would turn indefinitely. The elapsed Timer
stops the motion and shows the user the error message and the button for

acknowledgement.

3 The "Drive initialization" button enables you to move the motor, or the rotary
table to the "Position Input" start position.

4 With the "Package simulation" button you can activate the simulation of the
packages.

5 The "Package" icon indicates where the package is currently located. The

following positions are possible: Position Input, Rotary Table, Conveyor Output 1,
Conveyor Output 2, Conveyor Output 3

6 BERGOs for position detection of the rotary table are located all positions. When
the signal lamp is "green", the rotary table is at this position.
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No. Description

7 "Package type" shows the type of the current package.
"Destination Conveyor" indicates the conveyor to which the package is
transported.

8 The "arrow" symbols show the current rotation direction of the rotary table during
motion.

9 The field indicates the current rotation speed. It can also be changed here.

Note In order to operate the "Rotary table" screen, the "Manual mode" in the "Drive

control" screen must be deactivated.

Deactivated package simulation
For deactivated package simulation it is possible to control all signals manually for
test purposes.
Figure 6-9: "Package simulation" view (3) deactivated and "Manual mode" active

4/29/2014 1:11 PM

Siemens Industry Online Support SIEMENS

i

Overview

I Rotary tabel

Drive control

Manual mode is activated: please deactivate manual mode at "Drive Control" Error acknoledge

Drive initialization Package simulation

Package Destination

type conveyor
o o

Current User;

Spects o0

Logon Logoff
1z
% E
—

Table 6-3: Rotary table legend (deactivated package control)

No. Description

Use the "Reset" button to reset all package signals.

Use the "BERO_..." buttons to control any BERO.

Note: in the case of two BEROs being activated at the same time, the
emergency-stop is activated. In the application it is not possible for the rotary
table to be located in two positions at once.

3 The "Pack_..." buttons can be used to control all package positions.
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6 Operating the Application

6.2.7 "Drive control" screen

With this screen you can move the rotary table. You can specify rotation direction

and speed. The green frame signals the active manual mode. The control of the
rotary table is now enabled. If the manual mode is deactivated, the automatic mode

is active. The control signals can then no longer be operated.
Figure 6-10: Drive control

4/29/2014 1:13 PM
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Table 6-4: Drive control legend

No. Description

Button for activating/deactivating the manual mode

Display of the BERO signals

Display of the current rotation direction

Buttons for controlling the rotation direction

Slide controls and input field for controlling the speed

1
2
3
4 Button for activating/deactivating the drive
5
6
7

Display of the current speed
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6 Operating the Application

6.3 Operating the database

The visualization with WinCC Runtime of the database PCs is structured in the
same way as the visualization of the CPU 1515SP PC (see Operation via WinCC

RT Advanced (CPU 1515SP PQ)).

In this example, WinCC Runtime only has the task of communicating with the
database. The screens of the visualization are not necessary for controlling this
application.

In case you are interested in details on the control options of the database via
WinCC Runtime, please study the following FAQ:

https://support.industry.siemens.com/cs/ww/en/view/61883659

Note For the database PC, the same user administration is programmed as for WinCC

Runtime in CPU 1515SP PC.

Logon:
User: engineer
Password: 12345

The user is then automatically logged off after 1 minute.
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7 Appendix

7
7.1

Appendix

Service and Support

Industry Online Support

Do you have any questions or need assistance?

Siemens Industry Online Support offers round the clock access to our entire
service and support know-how and portfolio.

The Industry Online Support is the central address for information about our
products, solutions and services.

Product information, manuals, downloads, FAQs, application examples and videos
— all information is accessible with just a few mouse clicks at:
https://support.industry.siemens.com

Technical Support

The Technical Support of Siemens Industry provides you fast and competent
support regarding all technical queries with numerous tailor-made offers

— ranging from basic support to individual support contracts. You send queries to
Technical Support via Web form:

www.siemens.com/industry/supportrequest

Service offer

Our range of services includes, inter alia, the following:
e Product trainings

e Plant data services

e Spare parts services

e Repair services

e On-site and maintenance services

e Retrofitting and modernization services

e Service programs and contracts

You can find detailed information on our range of services in the service catalog:
https://support.industry.siemens.com/cs/sc

Industry Online Support app

You will receive optimum support wherever you are with the "Siemens Industry
Online Support" app. The app is available for Apple iOS, Android and Windows
Phone:

https://support.industry.siemens.com/cs/ww/en/sc/2067
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7.2 Links and Literature
Table 7-1
Topic

\1\ Siemens Industry Online Support
https://support.industry.siemens.com

\2\ Link to this entry page of this application example
https://support.industry.siemens.com/cs/ww/en/view/62521281

\3\ How do you log tags in an SQL database and read them out again with WinCC
flexible?
https://support.industry.siemens.com/cs/ww/en/view/24677043

\4\ How do you access an SQL database in WinCC Runtime Advanced using a script?
https://support.industry.siemens.com/cs/ww/en/view/61883659

\5\ | PC-based automation: Connection of Databases via open Interfaces Using OPC-
Client, Programmed in C# .net
https://support.industry.siemens.com/cs/ww/en/view/21576581

\6\ WIinAC Link to an SQL Database
https://support.industry.siemens.com/cs/ww/en/view/48354880

\7\ Security guideline for PC-based automation systems with Windows embedded
operating systems.
https://support.industry.siemens.com/cs/ww/en/view/55390879

\8\ PC-based automation An Overview of the Most Important Documents and Links
https://support.industry.siemens.com/cs/ww/en/view/75852684

\9\ PC-based automation applications
https://support.industry.siemens.com/cs/ww/en/ps/16739/ae

\10\ | S7-1500 Software Controller Handbiicher
https://support.industry.siemens.com/cs/ww/de/ps/13912/man

\11\ | SIMATIC S7-1500 CPU 150xS
https://support.industry.siemens.com/cs/ww/en/view/109249299

\12\ | TIA Portal - An Overview of the Most Important Documents and Links- Controller
https://support.industry.siemens.com/cs/ww/en/view/65601780

\13\ | TIA Selection Tool
http://www.siemens.com/tia-selection-tool

\14\ | SIMATIC ET 200SP Manual Collection
https://support.industry.siemens.com/cs/ww/en/view/84133942

\15\ | SIMATIC ET 200SP Open Controller CPU 1515SP PC
https://support.industry.siemens.com/cs/ww/en/view/109248384

\16\ | SINAMICS Startdrive
https://support.industry.siemens.com/cs/ww/en/view/68034568

\17\ | SINAMICS G: Speed Control of a G110M / G120 (Startdrive) with S7-1500 (TO) via
PROFINET or PROFIBUS with Safety Integrated (via Terminal) and HMI
https://support.industry.siemens.com/cs/ww/en/view/78788716

\18\ | SINAMICS G120 CU240E-2 PN-F
https://support.industry.siemens.com/cs/ww/en/ps/6SL3244-0BB13-1FAQ

\19\ | SINAMICS G120 INTELLIG.OPERAT.PANEL IOP
https://support.industry.siemens.com/cs/ww/en/ps/6SL3255-0AA00-4JA0
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Topic
\20\ | Passive network components
http://support.automation.siemens.com/WW/view/en/18689247/133200
\21\ | Pepperl+Fuchs Homepage
http://www.pepperl-fuchs.com
\22\ | Microsoft
User Account Control Step-by-Step Guide
http://technet.microsoft.com/us-en/library/cc709691(v=ws.10).aspx
\23\ | Microsoft
Group Policy
http://technet.microsoft.com/us-en/windowsserver/bb310732.aspx
7.3 Change documentation
Table 7-2
Version Date Modifications
V1.0 09/2012 First version
V2.0 05/2014 Update:
- New hardware SIMATIC IPC227D,
SINAMICS G120 (PROFINET), SCALANCE X208
- Engineering with TIA Portal V13
V3.0 09/2015 Update:
New hardware SIMATIC Open Controller
(CPU 1515SP PC)
- Engineering with TIA Portal V13 SP1 Update 4
V4.0 03/2017 Update:
- New hardware CPU 1505SP F
- Engineering with TIA Portal V14
V5.0 07/2017 Update:
- Engineering with TIA Portal V14 SP1
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