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Legal information

Legal information

Use of application examples

Application examples illustrate the solution of automation tasks through an interaction of several components in
the form of text, graphics and/or software modules. The application examples are a free service by Siemens AG
and/or a subsidiary of Siemens AG ("Siemens"). They are non-binding and make no claim to completeness or
functionality regarding configuration and equipment. The application examples merely offer help with typical
tasks; they do not constitute customer-specific solutions. You yourself are responsible for the proper and safe
operation of the products in accordance with applicable regulations and must also check the function of the
respective application example and customize it for your system.

Siemens grants you the non-exclusive, non-sublicensable and non-transferable right to have the application
examples used by technically trained personnel. Any change to the application examples is your responsibility.
Sharing the application examples with third parties or copying the application examples or excerpts thereof is
permitted only in combination with your own products. The application examples are not required to undergo the
customary tests and quality inspections of a chargeable product; they may have functional and performance
defects as well as errors. It is your responsibility to use them in such a manner that any malfunctions that may
occur do not result in property damage or injury to persons.

Disclaimer of liability

Siemens shall not assume any liability, for any legal reason whatsoever, including, without limitation, liability for
the usability, availability, completeness and freedom from defects of the application examples as well as for
related information, configuration and performance data and any damage caused thereby. This shall not apply in
cases of mandatory liability, for example under the German Product Liability Act, or in cases of intent, gross
negligence, or culpable loss of life, bodily injury or damage to health, non-compliance with a guarantee,
fraudulent non-disclosure of a defect, or culpable breach of material contractual obligations. Claims for damages
arising from a breach of material contractual obligations shall however be limited to the foreseeable damage
typical of the type of agreement, unless liability arises from intent or gross negligence or is based on loss of life,
bodily injury or damage to health. The foregoing provisions do not imply any change in the burden of proof to
your detriment. You shall indemnify Siemens against existing or future claims of third parties in this connection
except where Siemens is mandatorily liable.

By using the application examples you acknowledge that Siemens cannot be held liable for any damage beyond
the liability provisions described.

Other information

Siemens reserves the right to make changes to the application examples at any time without notice. In case of
discrepancies between the suggestions in the application examples and other Siemens publications such as
catalogs, the content of the other documentation shall have precedence.

The Siemens terms of use (https://support.industry.siemens.com) shall also apply.

Security information

Mqtt to AWS

Siemens provides products and solutions with Industrial Security functions that support the secure operation of
plants, systems, machines and networks.

In order to protect plants, systems, machines and networks against cyber threats, it is necessary to implement —
and continuously maintain — a holistic, state-of-the-art industrial security concept. Siemens’ products and
solutions constitute one element of such a concept.

Customers are responsible for preventing unauthorized access to their plants, systems, machines and networks.
Such systems, machines and components should only be connected to an enterprise network or the Internet if
and to the extent such a connection is necessary and only when appropriate security measures (e.g. firewalls
and/or network segmentation) are in place.

For additional information on industrial security measures that may be implemented, please visit
https://www.siemens.com/industrialsecurity.

Siemens’ products and solutions undergo continuous development to make them more secure. Siemens strongly
recommends that product updates are applied as soon as they are available and that the latest product versions
are used. Use of product versions that are no longer supported, and failure to apply the latest updates may
increase customer’s exposure to cyber threats.

To stay informed about product updates, subscribe to the Siemens Industrial Security RSS Feed at:
https://www.siemens.com/industrialsecurity.
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1 Introduction

1
1.1

Note

1.2

Mqtt to AWS

Introduction

Overview

Digitalization has far-reaching effects on society and the economy. Cloud computing is an
important prerequisite for being able to exploit the benefits of digitalization in industry.
This application example describes how you can directly connect a SIMATIC S7 controller
(without additional gateway solutions) to a wide range of cloud platforms that support the
standardized MQTT protocol — for example Amazon Web Services.

The "LMQTT" library is a suitable solution for implementing the MQTT protocol in a SIMATIC S7
controller.

The "LMQTT" library is part of the libraries for communication. You can download the library
separately from Siemens Industry Online Support

(see \5\ in chapter 4.3).

Another example of an application of the library can be found under \6\ in chapter 4.3.

Principle of operation

This application example will show you how to connect a SIMATIC S7 controller with Amazon
Web Services (AWS) using the "LMQTT" library with 1oT Core.

AWS loT Core offers secure, bidirectional communication between the devices and the AWS
cloud. All data traffic to and from AWS IoT is encrypted with Transport Layer Security (TLS).
During server and client authentication, your device must authenticate itself with AWS |oT.

This application example uses X.509 certificates for both authentication processes. More
information on security in AWS loT can be found under \3\ in chapter 4.3.

Entry-ID: 109772284, V1.0, 05/2022 4
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1 Introduction

Simplified representation

The following Figure shows the most important relationships between the involved components
and the steps required for secure MQTT communication (MQTT over TLS).

Topicy
Message
Topic x

Message

Amazon Web Services IoT Core

Topicy
Message

(Un)subscribe Publish
AWS
rootCA Device_cert
Internet
Topicy
e Message A
vy
Engineering S7 CPU (MQTT client)

Certificate store
idx = Cert_name S —
53

1 | AWS_rootCA
2 e FB Connection
Device_cert
— LMQTT parameters
' block
Step Description
1 The device certificate (with the associated keys) is generated and activated. The
root CA certificate from AWS is exported.
2 The certificates are imported into TIA Portal. The certificates are now located in the
global certificate manager of STEP 7.
3 The certificates are assigned to the S7 CPU.
4 The "LMQTT_Client" function block is responsible for the following roles:
e Publisher: Send MQTT messages to broker
e  Subscriber: Subscribe to MQTT messages or unsubscribe
The MQTT messages are encrypted via a secure connection (MQTT over TLS).

Mqtt to AWS
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1 Introduction

Components used
The following hardware and software components were used to create this application example:

e S7-1500 controller
(here: Item number 6ES7516-3AN02-0AB0)

e "LMQTT" library (contained in the user program)
e Internet access (router, DNS server)
e Engineering station (PG) with TIA Portal V17 or higher

e "Amazon Web Services" account with the 10T Core service set up and licensed. You can
find additional information at https://console.aws.amazon.com/

Note You can also use a different SIMATIC S7 controller. For secure MQTT communication over
TLS you will need one of the following components:

» S7-1500 CPU with firmware V2.0 or higher
» S7-1200 CPU with firmware V4.4 or higher

This application example consists of the following components:

Component File name Note
Documentation 10972284 Datatransfer AWS_S7- This document
1500_DOKU_en.pdf
Project 109772284 Datatransfer_AWS_CODE.zip TIA Portal V17
project

Mqtt to AWS
Entry-ID: 109772284, V1.0, 05/2022 6
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2 Engineering

2 Engineering
2.1 Certificate manager

Certificate store in TIA Portal
TIA Portal manages two certificate stores:
e Local CPU certificate manager
e Global certificate manager

You can activate the global certificate store in TIA Portal with the option "Use global security
settings for certificate manager".

This option decides whether you have access to all certificates in the project or not and whether
you can have the device certificates signed by the CA certificates of the certification authority or
not.

e If you do not use the certificate manager in the global security settings, then you only have
access to the local certificate store of the CPU. You have no access, for example, to
imported certificates or root certificates. Without these certificates only a limited functionality
is available. For example, you can only generate self-signed certificates.

e If you use the certificate manager in the global security settings, you have access to the
global, project-wide certificate store. For example, you can assign imported certificates to
the CPU or create device certificates issued and signed by the project's certification
authority. TIA Portal provides two root certificates (CA certificates) for the entire project.

Each certificate in the certificate store is assigned an ID that can be used to reference the
certificate in the program blocks.

Mqtt to AWS
Entry-ID: 109772284, V1.0, 05/2022 7
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2 Engineering

Local CPU certificate manager

You can find the local CPU certificate manager in the CPU properties in the section "Protection
& Security > Certificate manager".

Rail_0

‘ﬁ. Properties H*_‘-Io Info i ||E Diagnostics |

Ly

General | 10tags | Systemconstants | Texts |

system and clock memory
SIMATIC Mernory Card

Certificate manager

¥ System diagnostics Global security settings
PLC alarms
b Web server The global security settings for the certificate manager have been selected.
¥ Display Full functionality is available.
Multilingual suppert m EUseglabalsecuntysettings for certificate
(i manager
Time of day =
* Protection & Security »
Protection of the PLC c... il Device certificates
Access level
ID  Common name of subject | Issuer Valid until

¥ Connection mechanisms

Add new

Certificate manager 5
Security event
)<—| I

Global certificate manager

Mqtt to AWS

If you are signed in to the security settings of your TIA Portal project and have activated the
global certificate manager, then you can find the global certificate manager in the project tree of
your TIA Portal project under

"Security settings > Security features > Certificate manager".

Devices

B
(=

¥ | 7] ConnectCloud
B Add new device
E,—Eh Devices & networks
» [ s7CloudConn [CPU 1516-3 PN/DP]
» [F4 Ungrouped devices
v 55 Securitysettings
5 Settings
### Users and rales

w L security features

_[ﬂJ Certificate manager ™—
55 Firewall @
D_‘!EI, WPN groups

- v

Entry-ID: 109772284, V1.0, 05/2022 8
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2 Engineering

2.2 Preparing the environment

221 IP addresses and hardware setup

IP addresses

In the TIA Portal project for this application example, the CPU has the following IP addresses:

Table 2-1
Component IP address Subnet mask
Ethernet interface 192.168.168.15 255.255.255.0
Router 192.168.168.1 255.255.255.0
DNS server 192.168.168.1 255.255.255.0

Hardware setup

Interconnect the components as shown in the Figure below.

Internet

Industrial Ethernet

Amazon Web

Services

Internet
connection

Mqtt to AWS
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2 Engineering

222 TIA Portal project

Create project

Follow these steps:
1. Open your TIA Portal project or create a new project with your hardware components.

2. When you add the CPU, follow the instructions from the Security Wizard and adjust the
security features to suit your needs.

3. Assign the CPU the necessary IP addresses (see Table 2-1).

Set clock time

Because a certificate always has a time period over which it is valid, the clock time of the
S7 CPU that wants to encrypt with this certificate must also be in this time period.

With a brand new S7 CPU or after an overall reset of the S7 CPU, the internal clock is set to a
default value that lies outside the certificate runtime. The certificate is then marked as invalid.

You set the time manually with the Online and Diagnostics view or set up time synchronization.

Mqtt to AWS
Entry-ID: 109772284, V1.0, 05/2022 10
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2 Engineering

Enable global certificate manager

To import and use third-party certificates, you must enable the global certificate manager and
sign in with the security settings.

Follow these steps:

Switch to the menu "Protection & Security > Certificate manager".
Activate the function "Use global security settings for certificate manager".

J General || 10 tags || System constants ” Texts |

1.

Mqtt to AWS

Entry-ID: 109772284, V1.0,

Overview of interfaces
¥ Display
Multilingual support
Time of day
~ Protection & Security
Protection of the PLC c...
Access level

» Connection mechanisms

Security event
w OPC UA @

General
- Server
General
Options

¥ Security

Certificate manager

Global security settings

The global security settings for the certificate managerare enabled.
sufficient function rights or project protection are required to work with the certificate manager.

E Use global security settings for certificate manager

ID | Common name of subject | Issuer

Device certificates

walid until

Add new

Double-click "Settings" in the project tree under "Security settings" and click the button
"Protect this project”.

(=

¥ 7 ConnectCloud
B Add new device

EE,] Devices & networks

» r:u S7CloudConn [CPU 1516-3 PN/DP]

» % Ungrouped devices
- £3 Securitysettings

Project protection

Password policies Project protection

Your project will be protected as soc
project protection cannot be remove

This setting cannot be undone.

iﬁ Settings

L‘ PFntect this project
. )/

i Users ang @

The dialog "Project Protection™ is shown.

05/2022
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2 Engineering

3. Inthe dialog that appears, define the login information and confirm your entries with "OK".

Protect project %

Define credentials for the project administrator

Username: ||

Password: | ****+*+++ )
Confirm password: | *+***xxxx AI
Comment: M

ATl
@\;L\l—l
)

The login data for the TIA Portal project in this application example are:

Note User name: ConnectCloud

Password: CloudUser123!

Mqtt to AWS
Entry-ID: 109772284, V1.0, 05/2022
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2 Engineering

2.3 Using the "LMQTT" library

In this chapter, you will integrate the "LMQTT" library and a global data block into your TIA
Portal project.

This application example provides you with a TIA Portal project. The "LMQTT" library has
already been added to this TIA Portal project and parameterized.

Note The login data for the TIA Portal project in this application example are:

User name: ConnectCloud
Password: CloudUser123!

231 Integrate library blocks

Download library
Download the "Library for communication”. You can find the library in Siemens Industry Online
Support (see \5\ in chapter 4.3).

Open "Library for communication"

The "LMQTT" library is part of the "Library for communication”. Proceed as follows to open the
"Library for communication™:

1. Inyour TIA Portal project, click the "Libraries” tab and open the "Global libraries" palette.

Options
# Library view £ -
> [Project library : '

“\Glabal libraries

m@ weE mEMmM
Nam Status | Version

» Ll Buttons-and-Switches

» Ll Energy Support Library

» LUl EnergySuite

» LLI Long Functions

» LLI Monitering-and-contral-obj

i » L] Documentation templates

2. Click the "Open global library" button. The "Open global library" dialog will open.

Options
4| Library view 2] 3
> |:Pn)ject library : 1

v | Global libraries

FReu=e @am

Name \ Status Version
» LU L\/EHd*Sw\[EhEK

» LI Energy Support Library
» LLI Energy Suite
» LUl Long Functions
b L1l Monitering-and-centrel-obj.
i » LLl Documentation templates

Mqtt to AWS
Entry-ID: 109772284, V1.0, 05/2022 13
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3. Navigate to the directory with the global library and select the global library
"Libraries_Comm_Controller.al17". Confirm your selection by clicking the "Open" button.

MOpen global library x

Look in | 105780503 _Libraries_Comm_Controller_LIB_\ v‘ e ? 4 mv

*_ MNarne Date medified Type . Size
. AdditionalFiles 13.01.2022 14:18 File folder
RUcKacees M 13.01.2022 1478 File folder
Logs 13.01.2022 14:18 File folder
- System 13.01.2022 1418 File folder
Desktop ™P 13.01.2022 1418 File folder
- UserFiles 13.01.2022 14:18 File folder
™ Vi 13.01.2022 1418 File folder
Libraries XRef 13.01.2022 14:18 File folder

% Libraries_Comm_Controller.al17 13.01.2022 1418 Siemens TIA Porta... 21KB

w
This PC @
@ File name: | Libraries_Comm_Controller.al17 | '[ Open
Network <
Files of type Global library @ LT
Open as read-only

Result
The "Libraries_Comm_Controller" library now appears under the "Global libraries” palette.

¢ | Global libraries

FdH sy BEE A -
ame Status Version

LLl Buttons-and-Switches

LLl Energy Support Library

LLI Energy Suite

Ll Leng Functions

LLI Menitaring-and-contral-obj...

LLl Documentation templates

* Ll Libraries_Cormm_Controller

~ [ 5] Types
b [t:| Common
tz| LCom

L
L
L=
L

» (L] LMQTT
L
L
L=

»

,_

z

3

a

[al

[=}

3

3
AEEEEEEEEEEN

b | Master copies
» (L} Common data
» Languages & resources

Mqtt to AWS
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2 Engineering

Copy the "LMQTT" library
The "LMQTT" library consists of the following blocks:

Function block "LMQTT_Client"

Data type "LMQTT_typeConnParam"

System block "LMQTT_ConvertToUtf8"

To copy the "LMQTT" library into your user program, follow these steps:
1. Open the folder "Types > LMQTT" in the library "Libraries_Comm_Controller".

Mqtt to AWS

| Libraries_Comm_Controller

* 3] Types
* [tz| Common

b =] LCom
b |Ez| LHTTP
» £z LMindConn
¥ =] LMQTT
b 7 LMQTT_Client
v B LMQTT_typeConnParam
v [t:z] Utilities
» F LMQTT ConvertToUtfa
b £z LOpcUa
b |Ez| LSNMP
» Ez| LSNTP
b |i:z] LSyslog

Drag and drop the "LMQTT" folder into the "Program blocks" folder of your device, e.g. the

S7-1500 CPU.

Devices

v | Project library

& E [an -] =

=

* _7] ConnectCloud
K Add new device
#y Devices & networks
- I:- 57CloudConn [CPU 1516-3 PN/DP]

1Y Device configuration

%/ Online & diagnestics
13 rﬁm Software units
b L Technology objects
3 External source files
» [ PLC tags
v [l PLC dats types
- [ watch and force tables
B¢ Add new watch table
E:Zl Force table
» [ Online backups
4 ':.l' Traces
» (i@ OFC UA communication
» [@ web applications
» [, Device proxydata
By Program info
R PLC supervisions & alarms
=1 PLCalarm text lists

Entry-ID: 109772284, V1.0, 05/2022

i » LU Project library

Mame Status | Ver...

% RN

» L1l Buttons-and-Switches

» LUl Long Functions

» LLI Menitering-and<ontrol-objects
» Ll Documentation templates

* ||| Libraries_Comm_Controller

- 9] Types
— ¥ [t/ Common
b [Ez] LCom
b Lz LHTIP
\ b [tz LMindConn
| B |
]
]
-

20F LMQTT_Client

17 LMQTT_typeConnParam
| Utilities

» 47 LMQTT ConvertToUtts

<] [ >
+ | Global libraries

& h DS BB
Mame Sta..

15



© Siemens AG 2022 All rights reserved

2 Engineering

3. The data types required by the function block will be automatically added to the "PLC data

types" folder of your CPU.

+ [ Program blocks
K Add newblock
& Main [DB1]

& LMQTT_Client [FE11]

- [%;] utilities
4 LGF_DecodeUtfs [FC23]
48 LMOTT ConvertTolltf8 [FC6]

b g System blocks
» [% Technaology objects
[ External source files
» [ PLC tags
~ [ PLC data types
B Add new data type

~ £z Common
[T typeDiagnostics
~ [&] LMQTT
KT LMQTT typeConnParam

2.3.2 Create global data block

In this chapter you will create a global data block with the following parameters:

e Control and output parameters
e Connection parameters

e MQTT parameters

e Publish parameters

e Subscribe parameters

Create data block

Proceed as follows to create a new global data block:
1. Inthe project tree, navigate to the device folder of the S7 CPU.

2. Open the "Program blocks" folder and double-click the "Add new block" command.
The corresponding dialog box opens.

= r;i:. Program blocks

ﬁ“ Add newblock
& Main [OB1] b
& LMQTT_Client [FB@

Mqtt to AWS
Entry-ID: 109772284, V1.0, 05/2022
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2 Engineering

3. Create a new Global DB and assign a block name, e.g. "MqttDb". Acknowledge the dialog

with "OK".
Add new block X
Mame:
[ MgttDb| |
— AI]
\ pe: -
2
o n
Oganiston | Number
O Manual
@Automatic
% Description:

Function black Data blocks (DBs} save program data.

#

Functicn
e
Data block
L\ more...
> |Additionali> @ Qﬁon @
&
[+ Add new and o| ’_ oK 1 | Cancel

Result
The new data block appears in the program folder of the CPU.

Control and output parameters

Open the data block. Define the following control and output tags in the data block. Double-click
"<Add new>" in an empty row to do this.

1 |40 ¥ Static

2 4= v control Struct
3 | s connect Bool
4 . publish Bool
5 |a s subscribe Bool
6 |4 s unsubscribe Bool
7 |40 = ¥ output Struct
8 |4 s valid Bool
S s done Bool
10 |41 . busy Bool
11 |1 s error Bool
12 |4m s status Word
13 |1 =} diagnostics “typeDiagnostics”

Connection parameters

Define the following connection tags in the data block. Double-click "<Add new>" in an empty
row to do this.

I4 < = P connParams "LMQTT_typeConnParam”
15 [+ = clientlD Wstring[20]
16 < = username Wetring[100]
17 <1 = password Wstring[200]

Mqtt to AWS
Entry-ID: 109772284, V1.0, 05/2022 17
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2 Engineering

MQTT parameters

Define the following MQTT tags in the data block. Double-click "<Add new>" in an empty row to
do this.

18
19
20
21

23
23

Publish parameters

daagda

qos
retain

topic
willTepic
willMessage
willMsgCnt

USInt

Bool

Wstring[100]
wstring[20]
Array[0..999] of Byte
Ulnt

Define the following publish tags in the data block. Double-click "<Add new>" in an empty row to

do this.
24 |qQ = pubMsgStr String
25 |10 = » message Array[0..999] of Byte
26 |0 = pubMessageCnt Ulnt
27 |4] = pubMessageCharPos  Ulnt
Note You can also change the size of the "message" byte array as needed.

Subscribe parameters

Define the following subscribe tags in the data block. Double-click "<Add new>" in an empty row

to do this.

28 |0 = receivedTopic Wstring[200]

20 |q] = receivedhessage Array[0..999] of Byte
30 |qQ = receivedMsgStr Wstring

31 |q] = receivedhisglen UDInt

32 |q) = receivedhsgStatus uDInt

33 | = receivediMsgCharPos  UDInt

34 g = receivediMsgCntChar  UDInt

35 41 = retValue Wiord

Note You can also change the size of the "receivedMessage" byte array as needed.

Mqtt to AWS
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2 Engineering

Result

The data block with all the necessary tags has been declared.

O = o R W R =

AAAALAAAAAARAAAAAAAAALAAAAAAAAAAARAAALR

Mqtt to AWS

Static

* control

L] connect
L] publish

= subscribe
= unsubszcribe
> output

= valid

= done

L] busy

L] error

L] status

5} diagnostics

¥ connFarams
clientiD
username
password
qos
retain
topic
willTopic

b willMessage
willMsgCnt
pubMsgStr

F message
pubMessageCnt
pubMessageCharPos
receivedTopic

b receivedMessage
receivedMsg5Str
receivedMsglen
receivedMsgStatus
receivedMsgCharPos
receivedMsgCntChar
retValue

Entry-ID: 109772284, V1.0, 05/2022

Struct

Bool

Bool

Bool

Bool

Struct

Bool

Bool

Bool

Bool

Word
"typeDiagnostics”
"LMQTT_typeCennParam”
wstring[20]
Wstring[100]
WString[200]

usint

Bool

WString[100]
wstring[20]
Array[0..999] of Byte
uUint

String

Array[0..999] of Byte
uUint

Ulnt

WString[200]
Array[0..999] of Byte
Wstring

uDInt

uDInt

UDInt

uDInt

Word

19
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2 Engineering

2.3.3

Call "LMQTT _Client" block
Proceed as follows to call the "LMQT

Call "LMQTT_Client" in the user program and connect it

T_Client" block in the user program:

1. Inthe Project tree, open the folder "Program blocks" of your CPU.

2. Double-click the block "Main [OB

1]" to open the associated program editor.

3. Drag & drop the block "LMQTT_Client" from the project tree to any OB1 network.

= rﬁ. Program blocks
B¢ Add new block
4 Main [OB1]
@ MgttDb [DB1]
- [&] LMQTT
- |L:] Utilities
4 LGF_DecodeUtfs [FC23]
£ LMQTT ConvertToUtis [FCS]
b g System blocks
» [ Technology objects
4 External source files

4. The corresponding instance DB will be created. Change the block name if necessary.

Confirm the dialog with "OK".

\\ﬂ\

* Block title: “Main Program Sweep (Cycle)”

Comment

- Network 1: MQTTCall

Comment

X

all options
Data block
H Name ‘InstLMQ'IT(_Iient
B Mumber

Single
instance

Manual

block saves its data in its own ins

If you call the function block as a single instance, the function

\@ [+]

tance data block.

maore... )
/\'
r 0K 1 | Cancel
Mqtt to AWS
Entry-ID: 109772284, V1.0, 05/2022

20



2 Engineering

© Siemens AG 2022 All rights reserved

Connect block

Connect the inputs and outputs of the "LMQTT_Client" FB with the tags that you created in the
"MqttDb" data block (see chapter 2.3.2).

"LMOTT_Client®
EN ENC
“MgtDb”. "MgtDb".
D:-ntrc:-l.n:-nneu:t_enahle valid _|E-L1:|:.‘-Lt"..'a|il2|
"MgtiDb" .retain — retain “MgtDb".
“MqtDb*.gos — gos done —OUPULdONE
“MguDb”. "MgtDb”.
contrel.publish — publish busy —outputbusy
“MgtDb”. “Mgubb.
w@nirol. error — QuPuLerrar
subscibe .
— subsaibe “MguDb~.
et cUTpULSEMS
*MgtiDb". SLLLE
wnirel. - .
unsubsaibe ) MgtDb”.
— unsubsoibe output
- . di . diagnostics
MgtuDb™ .pub publis hMsg iagnostic
Messagelnt __ |len
“MgtDb”.
“MgtDb” will receivedMsg ;‘i;"‘:‘mmg
MsgCnt _ wilMsgLen Status :

e " MqiDb".
"MgtDb”.conn reivedMsg receivedMsg
Faram:  nnParam Datalen ="

"MgtuDb” .dient

& dientidentifier

“MgtDb.
username EETATE

“MgtDb®.
password __ paccword

"MgtDb® will

BRI willtopic

"MgtDb” .will willMsg
Message Fayload

"MgtuDb” . topic mgttTe pic
"MgtDb®.  publishMsg

message Fﬂy“}ad

"MgiDb®.
reeivedTopic recivedTopic
“MgtDb”.

r-.:E Eerwed reeivedMsg
essage Payload

Mqtt to AWS
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Insert additional networks

To convert the messages to and from the broker as a string, add the following networks to the
"Main [OB1]" building block.

= MNetwork 2: Receive data from broker

“MguDb.
received
Message
“MguDb©.
receivedMsgCnt
Char

"MgttDb®.
reeivedMsgstr

"LGF_Decodeltfg™
EN ENC

“MgtDb” ret
Ret Val — Value

bytesiream
startfos

ount

decoded
String

A Network 3: Send data to Broker

"MgtDb® pub
MsgSir

"MgtDb” pub
MessageChar
Pos

“MqtDb™.
message

Mqtt to AWS

Strg_TO_Chars
String

EN ENO

"MgttDb™ .pub
Strg cnt MessageCnt

pChars

Chars

Entry-ID: 109772284, V1.0, 05/2022
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2.4 Setting up AWS loT

The following chapter describes the steps required to establish a connection in AWS loT
between the S7 CPU and the AWS cloud and send data.

An "Amazon Web Services" account with the 0T Core service set up and licensed is a
prerequisite.

To connect a device with AWS IoT, the following steps are necessary:

Create 10T object
Configure device certificate
Create and attach AWS IoT policy

Note

241

Mqtt to AWS

Entry-ID: 109772284, V1.0,

This application example does not consider automatic saving of incoming values. If you wish
to save or process data, program this additional functionality in the user program of the
application example.

Create AWS loT object

An "object” is the digital representation of a physical object (in this case, the S7 CPU). It
contains static metadata about the device.

Proceed as follows to create an loT object:

1. Open the AWS cloud service with the link https://console.aws.amazon.com and sign in with
your login credentials.

2. Open the "Services" menu in the top menu bar. In the "Internet of Things" menu, select the
"loT Core" service.

BB & @

Q S . [Alt+5] Frankfurt v

All services

Internet of Things

{2 Analytics

Application Integration
4 FreeRTOS

FreeRTOS is an loT Operating System for Microcont!

2 AR&VR

2| AWS Cost Management
loT 1-Click

Trigger AWS Lambda functions from simple devices|

=a Blockchain
Iy Business Applications

Compute loT Analytics

. . Collect, preprocess, store,
&= Containers

Customer Enablement
= Database

Developer Tools loT Device Defender

5 End User Computing Secure your fleet of connected loT devices

[ Front-end Web & Mobile

79 Game Developmen

loT Device Management

Securely Manage Fleets as Small as One Device, or

loT Events

05/2022 23
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3. Inthe left pane, navigate to "AWS loT > Manage > Things" and select "Create things".

AWS loT X AWS IoT > Manage Things

Monitor .
Things (14) info \
Activity An IoT thing is a representation and record of your physical device in the cloud. A physical device
needs a thing record in order to work with AWS loT. A

P Connect )
‘ Advanced search ‘ ‘ Run aggregations Create things

1
4
¥ Manage
2
Things 25— 1 ®

Types

Thing groups Name

The "Create things" page appears.

4. Click "Create single thing" and click "Next".
AWS loT Manage Things Create things

Create things e

A thing resource is a digital representation of a physical device or logical entity in AWS loT. Your device or entity needs a thing
resource in the registry to use AWS loT features such as Device Shadows, events, jobs, and device management features.

Number of things to create

D)

4

© Create single thing
Create a thing resource to register a device. Provision the certificate and policy necessary to allow the device to connect to AWS
loT.

Create many things
Create a task that creates multiple thing resources to register devices and provision the resources those devices require to
connect to AWS loT.

.5

< A S

Cancel

Mqtt to AWS
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5. Give your thing a name.

Mqtt to AWS

You have the option to create additional properties, attributes and groups. No additional
properties are defined in this application example.
Click on "Next".

AWS loT Manage Things Create things Create single thing

Step 1 . . .
L S Specify thing properties
A thing resource is a digital representation of a physical device or logical entity in AWS loT. Your device or entity needs a thing

Sten 2/~ optiondl resource in the registry to use AWS loT features such as Device Shadows, events, jobs, and device management features.
ep 2 - optiona

Thing properties info

Step 3 - optional

Thing name

S7CPU-AWS

Enter a unique name containing only: letters, numbers, hyphens, colons, or underscores. A thing name can't contain any spaces.

Additional configurations

You can use these configurations to add detail that can help you to organize, manage, and search your things.
» Thing type - optional
P Searchable thing attributes - optional

» Thing groups - optional

ng group - optional

Device Shadow info
Device Shadows allow connected devices to sync states with AWS. You can also get, update, or delete the state information of this thing's
shadow using either HTTPs or MQTT topics.

© No shadow

Named shadow
Create multiple shadows with different names to manage access to properties, and logically group
your devices properties.

Unnamed shadow (classic)
A thing can have only one unnamed shadow.

=
Cancel Next

Entry-ID: 109772284, V1.0, 05/2022
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2.4.2

Note

Mqtt to AWS

Configure device certificate

Proceed as follows to configure the device certificate:

1. Inthe next step you will configure the device certificate. Select the item "Auto-generate a
new certificate (recommended)".

AWS loT Manage Things Create things Create single thing

Step 1 . . Y] .
. _— Configure device certificate - optional v«
Specify thing properties
A device requires a certificate to connect to AWS loT. You can choose how you to register a certificate for your device now, or
Step 2 A you can create and register a certificate for your device later. Your device won't be able to connect to AWS loT until it has an
ep 2 - optional

active certificate with an appropriate policy.

Configure device certificate A by

Step 3 - optional Device certificate Z @ >
|2 i

© Auto-generate a new certificate (recommended)
Generate a certificate, public key, and private key using AWS loT's certificate authority.

Use my certificate
Use a certificate signed by your own certificate authority.

Upload CSR

Register your CA and use your own certificates on one or many devices

Skip creating a certificate at this time
You can create a certificate for this thing and attach a policy to the certificate a

=

Cancel Previous

You can also select "Skip creating a certificate at this time" and create the certificate at a later
time via "AWS loT > Secure > Certificates".

Entry-ID: 109772284, V1.0, 05/2022 26
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2. Click "Create thing" to finish creating the object.

Step 1

Specify thing properties

Step 2 - optional

Configure device certificate

Step 3 - optional

Attach policies to certificate

Attach policies to certificate - optional .+«

AWS loT policies grant or deny access to AWS loT resources. Attaching policies to the device certificate applies this access to

the device

Select up to 10 policies to attach to this certificate.

Q g @
Name
No policies
No policies could be found in eu-central-1 @
=

e Previous m

If policies already exist for the object that you just created, then attach them in the next step.
Note Chapter 2.4.3 demonstrates how to create a policy and later add an existing object.

Mqtt to AWS
Entry-ID: 109772284, V1.0,
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3. Inthe "Download certificates and keys" dialog, you can download the following certificates:
— the device certificate
— private and public keys
— the Amazon root CA certificate ("AmazonRootCA1")

Save the required keys and certificates to your computer, as they will be imported into your
TIA Portal project at a later time.

For the root CA certificate, select the RSA 2048-bit key.

Click the "Done" button.

Download certificates and keys X

Download certificate and key files to install on your device so that it can connect to
AWS,

IDevice certificate I

You can activate the certificate now, or later. The certificate must be active for a device to connect to
AWS loT. j
/‘4

4

Device certificate ‘ Deactivate certificate H ¥ Download
8dd940fc304.. te.pem.crt

The key files are unigue to this certificate and can't be downloaded after you leave this page.
Download them now and save them in a secure place.

/A This is the only time you can download the key files for this certificate.

i

Public key file M Download
8dd940fc304ab02a8035ff7...8afa322-public.pem.key

H

Private key file M Download
8dd940fc304ab02a8035ff7...afa322-private.pem.key

J

IRoot CA certificates I
Download the root CA certificate file that corresponds to the type of data endpoint and cipher suite
you're using. You can also download the root CA certificates later.

i)

Amazon trust services endpoint M Download
RSA 2048 bit key: Amazon Root CA 1

Amazon trust services endpoint M Download
ECC 256 bit key: Amazon Root CA 3

]

If you don't see the root CA certificate that you need here, AWS loT supports additional
root CA certificates. These root CA certificates and others are available in our developer
guides. Learn more [4

%

It is not possible to download the key files after you have exited the "Download
certificates and key" dialog.

CAUTION Download them now and save them to a secure location.

Mqtt to AWS
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Result
The thing has been created successfully.
® You successfully created thing S7CPU-AWS.
® You successfully created certificate
8dd940fc304ab02a8035ff73bde2afc 1adbaabfab66alaffced9558858afa322.
AWS loT Manage Things
Things (15) info
An loT thing is a representation and record of your physical device in the cloud. A physical device
needs a thing record in order to work with AWS loT.
C ‘ Advanced search ‘ ‘ Run aggregations Create things
Q 1 ©
Name Thing type
STCPU-AWS -
24.3 Create and attach AWS loT policy

X

X

The policies define which AWS 10T resources the devices have access to. At least one AWS loT

policy is assigned to each device certificate.
Create loT AWS policy

In the following, you will create a policy for unrestricted access.

1. Navigate to "AWS IoT > Secure > Policies" and select "Create policy".

AWS loT Secure Policies

> Greengr
v secure =Y AWS IoT policies (20) info

AWS 10T policies allow you to control access to the AWS =T Core data plane

S

Overview operations. AWS loT policies are separate and differe M policies. AWS
Certif‘icate loT policies apply only to AWS loT data plane operati ;

3
Policies & Create policy

CAs
Q

Role Aliases

Authorizers

» Defend Policy name

Mqtt to AWS
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2. Set a name for your policy, in this example "NoRestrictions", and define the following policy
instructions for unrestricted access:

"Policy effect": "Allow"
— "Policy action"; "*"
— "Policy resources"; "*"
Click the "Create" button.

AWS loT Secure Policies Create policy

Create policy e

AWS loT Core policies allow you to manage access to the AWS loT Core data plane operations.

Policy properties
AWS loT Core supports named policies so that many identities can reference the same policy document.

Policy name \)

=9

MoRestrictions

A policy name is an alphanumeric string that can also contain period (), comma (,), hyphen(-), underscore (_), plus sign (+), equal sign
(=), and at sign (@) characters, but no spaces.

» Tags - optional

Policy document info

An AWS loT policy contains one or more policy statements. Each policy statement contains actions, resources, and an effect that
grants or denies the actions by the resources.

‘ Builder ‘ JSON ‘

Policy effect Policy action Policy resource )

4

D) )

SN \\

Mqtt to AWS
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Attach IoT AWS policy

Proceed as follows to attach a policy:
1. Navigate to "Secure > Certificates”. Tick the checkbox to select the device certificate. In the
"Actions" dropdown menu, select the "Attach policy" option.
AWS loT Secure Certificates

Certificates

X.509 certificates authenticate device and client connections. Certificates must be registered with AWS loT and activated before a device or client can communicate with
AWS loT.

Certificates Certificates you've transferred

2
1 @

Q

Deactivate

Certificate ID v Status v Revoke v

8dd940fc304ab02a8035ff73bde2afc1adbaabfab66alaffc6d9558858afa322 ® Active 8:43 (UTC+0100)
E@ ] ﬂ

&
Attach policy -4

Attach thing

Download

Delete

2. To attach policies to the device certificate, select one or more policies in the dialog shown.
In this example, select the unrestricted access policy you created earlier from the dropdown
menu and click "Attach policies".

Attach policies to the certificate X
8dd940fc304ab02a8035ff73bde2afc1adbaabfa666alaffc6d9s
58858afa322.

Policies
Choose policies to attach to this certificate. The certificate can have up to 10 policies attached to it

v | C

1
3
Cancel Attach policies

Mqtt to AWS
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3. The "Secure > Certificates" menu shows the certificate details, policies and the things linked
to the certificate.

AWS loT x AWSIoT > Secure > Certificates > Bdd940fc304ab02aB035175bde2afc1adbasbfab66alatfc6d9558858afa322
8dd940fc304ab02a8035ff73bde2afc1adbaabfab66alaffc6d9558858afa322 .
» Connect Details

e D

P Fleet Hub 304ab02a8035f73bde2afc 1adbaabfac6ta0aticGdos58858ata322

b Greengrass

Created
February 16, 2022, 07:28:43 {UTC+0100)

am:awsiioteu-central-1:376967495175:cert/Bdd340fc304ab02a8035H7 Sbde2afc 1adba
abfa66620affc6d9558858afa322 valid

E February 16, 2022, 07:26:43 (UTC+0100)

CN=AWS loT Certificate

e Ex
Cchs January 01, 2050, 00:59:58 (UTC+0100)
N er
OU=Ay T \Web 57 -Amazon.com Inc. L=Seattle ST=Washington C=US
Authorizers )
1
» Defend il e
: Things  Noncompliance
> Act
Test
Policies (1) into c Attach policies
AWS 10T policies allow you to
Name
NoRestrictions

244 Find device data endpoint

The AWS account has a custom device data endpoint address that devices can connect to for
loT communication. The device data endpoint is needed in the S7 CPU to set up the
connection.

Proceed as follows to find the device data endpoint:
1. Navigate to "AWS loT Hub > Settings".

2. Save the "Endpoint address" in a text file, as the endpoint will be needed for parameter
assignment (see chapter 2.6).

P Greengrass AWS loT Settings
» Secure
@ Logging now supports JSON logs and fine-grained control. Upgrade
» Defend By upgrading, logging has four levels of log verbosity and
roles can be specific at the account-level.
> Act
Test Settings info
Software @ Device data endpoint info C
Your devices can use your account's device data endpoint to connect to AWS.
Settings
Learn

Each of your things has a REST API available at this endpoint. MQTT clients and AWS

Feat: tlight
eature spotiig loT Device SDKs [4 also use this endpoint.

Documentation [2

Endpoint

alggdhwslp1p69-ats.iot.eu-central-1.amazonaws.com

@ New console experience
Tell us what you think

Mqtt to AWS
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2.5 Configuring safety functions

251 Prepare device certificate for TIA Portal

In addition to the server authentication, AWS loT will also perform an authentication of the
MQTT client. Therefore, the device certificate you created in chapter 2.4.2 must be imported
into TIA Portal together with its private key.

To do this, it is necessary to combine the device certificate and the private key into a single file.
The easiest way to combine a device certificate and a private key is with a text editor. However,
the new file will not be encrypted if you use this method. In this application example, this method
is used for illustration.

To combine the certificates in an encrypted manner, use third-party tools such as X-
Note Certificate and Key management (XCA). Handling of certificates with XCA is explained in

chapter 3.

Proceed as follows to combine the device certificate and the private key into one file:

1. Navigate to the direcotry, the certificates are saved (see chapter 2.4.2). Save the device
certificate as a copy under a different name.

Name Type

/= 8dd940fc304ab02aB8035ff73bde2afc1adbaabfabbbalaffcbd9558858afa322-certificate.pem.crt ﬁ X.509 Certificate
I"‘ 8dd940fc304ab02aB8035ff73bde2afcladbaabfabbbalaffcod9558858afa322-certificate_privateKey.pem .crt I (.509 Certificate
| 8dd940fc304ab02a8035ff73bde2afcladbaabfabbbalaffced9558858afa322-private.pem.key
| 8dd940fc304ab02a8035ff73bde2afcladbaabfabbtalaffc6d9558858afa322-public.pem.key KEY File

File

re AmazonRootCAT.pem Privacy Enhanced ...

Mqtt to AWS
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2. Open the following files with Notepad++ or another text editor.
— The copy of the device certificate (see Step 1)

— The private key

Copy the content of the file with the private key and append it to the contents in the copy of
the device certificate. Save the modified copy of the device certificate.

[=] 8dd940fc304ab02a8035f73bde2afc 1adbaabfabb6alaficbd9558858afa322-certificate_privateKey.pem crt 1

CWURMEODxSzBJBgNVBASMOkFLYXpV]
IElu¥Yy4gTDITZWFO0dGx1IFNUPVdhg
NDNaFwOOOTEyMzEyMzUSNT 1aMB4 xH
dGUWggEiMAOGCSUGS ITh3DQEBAQUAH
WEADM] QggkmoCYnrdfy 7115855093y
8 aE/mUo+BDuxWJIglmXkNHIWLopG1lLi
9  0rj0hItgsxjalBljon+NPsDgf+Kz
10  hop/S37UehxRzgoRiKbSIG+RAEIINW
11 1z6Epmd6/hLBPSIxCweaalS9MSGrl
1 1CNhAGMBARGT YDBeMBBGALUAIWQYM
A1UdDgQWBBSGUWL 10NECi ] LgKnByY
DWEB/WQEAWIHgDANBgkghkiGow0OBH
4EhOyT/PcIEC6WzZ 9RNWQLSMnpOLiS
2QFsdqucb+5/578211MgSZ5gSvibe
eSExXQzVIygnCRUyXuGWRwWCYJzkoTE
bBFvedTJrU/0NiOaNaT4dwNSM/Bihy
0 Sf+vA0UkSbASB+iED] 4d1gdXNUX

S T T PO

A BEGIN RSA PRIVATE KEY-—+
22  MIIEpAIBRRKCRQER+ESOVAYCRJIZBY
23 ptOBSyNtDW]DenyU%eL+KVggbOtwvg
24 OWEYTB+t4IhIzHYWWbY/EsSLObeGo
25  0ZMPoHOmME+bCk0OlhkjamRXhWExKBd
26 UuBMiSYNGtfFPL1gXVkh8pK5xLzB88qg
27  Rh97ADBygl2L]1¥XPz0805UkeHOBM]
B3QO0ROZIW2RQgu/FZhkfZCTTUéfy
SdaL3ut+0BC]/FxWuTubmEbc%cI8H
Sy3MPESrSF+PgF0D+EJFTiiGtoiRY
ShEB1VSr+s6DiebcTPuleBtxuMLOY
fTqYHaWNOUyS37Cdp/oL+alloizG

MIIDW]CCRKKgAWIBAGIVAIOFTr¥ABTV/vIByiCorCfX+/6n04MAOGCSYGSIb3L

iBXZWTATT12Vwdm] 1 2XMaT 7z 1RhWFAh 2 411%
[=] 8dd940fc304ab02a8035/73bde2afc 1adbaabfab66a0affc6d9558858afa322-private. pem key £

————— BEGIN RSA PRIVATE KEY-

MIIEpAIBZAKCAQEL+ESOVAYCRJ .091ugASo0IKipgAmI 63X 8y
PLOBSYNtDW]DenyU%el+KVagbOtvo6iFAMhPS1KPgQ7sViatZ15DR
OWfYTE+t4 ThTzHYWWDY/ESLObeGobDAJ3Tq49TSLarMY2Et fNYzp/j
0ZMPOHOME+bCkOlhk]amRXhWEXKBAMNEROTgf0t+1HocUc6gEYim0
UBMiSYNGtfFPL1gXVKkhS8pKSxLz88cI9DY45+hKEnev4sS/D0icgsH
RhS7ADSYgl2L] 1XPz0805Uke HOBMI 1 JubpQ] YOI DAQABAC TBAQDUG
A3QO0ROZIWZROg/FZhkfZCTTus fpw7 UKk 4 4ANWA9FL SmOKWMA 5T
Sdal3ut+0BC]/FxWuTuDmEbc 9cISHUA+U+Wgk8¥YFofruFhw3CEShR
10  Sy3MPBSr9F+PgFOD+EJFTi1GtoilRAVHBGVVSsz0krAxyKIRTLHNESH
11 shKBlVSr+seDiebcTPuLeBtxuMLOr+X4j6P7dFREew0wrdJclxXfaNg
12 fTgY¥HaWwNOUyS37Cdp/ol+alloizG/mNcNGLEKOMYNODGzeQls0XIk
ACX4Hh6BLOGBAP3ah/+2NoSpdiKWygtcNecuyWydl SPmnEs7NadS/c
ISzbpmo9KSwelWl1UiQUgz0ytzWtwSHUTYXtWMbF20/WBckNnUghz
Wruekh7WYS9glnrboQIXtVabacgfLJdaaDBgcechglkz+PyepFcRnY
HVDHIgbDULVEEmv1Snl1HMESXKwBoZCcZEbeBMXRRA /gSoWygneviek
tJthTXRHeJTpPXDkm/gHogln6L3fmJISAWBhUFOmaidJeml S8mgrML
JB8t5gdtRACRIVT 9PEBVkADYSpOStOgwY Jemh 10B1SA0GBAMz Q3 fvle
U9022vEPKzlyulUMEUfc+Z/HowCogJ1lP232z25%+0tzaNf8c0n5I5h8
YOyx1HhEOS/QAb] 2+BiZNhC1LYYdwHkopB%0zvI5SwcVozWLKASELE
B1vS0ol791L+gPzpzrTEhLeEJAOGAS1aVE0HSLWri IN+AZL7xDh+NE
MDnojUKblEWRo2uN] IGOZM+QEFFlnwssMBC G/ TCUSQIL9%YS5TRGS
nUKio030aPPdQgamédsodc R6QSuZnfnDfYwcPgoVzIJevDsUB0w
NxrO7GkCgYBD3wbrTutblxg DOAP%6d¥5uh2UmGrwbeMsYQ5kdu
TpOM4YMim/E3nUat BAIMGLU+OMKiVBv2DDCawK2 /VO4CtWPZIZpY 1
e91FOBTN1tY3MOINT OmoBVos4ull162N2z00cD%k/ 0XcqvdhYydABE
2T ————-] END R32A PRIVATE KEY-

[N

S T TSV

qCX4Hh6BAOGBAP3ah/+2No SpdiKWygtcNcuyWydl SPmnEs TNad5/ owdonMz 2
ISzbpmoSKSwelWl1lUiQUgz0ytzWtwSHUIYXtWMbF20/WBckNnUgAzpB
WruekATWY59glnrboQIXtVabacgfLJaaDBQcethgLkz+PyepFy Y
HvDHIghDULVEEmMv1Sn1HMSE 5xKwBoZcZ8bcEMXRR4A /gSoWygney WrTpfWwe
tJtbTXRHeJTpPXDkm/ gHog1ln6L3fmJ SAWBhUFOmaidJemlS8mgrMDOSEInHVY
JBt5gdtAOASYT SPERVkEDgSpOStOgwY Jemh10B1 SA0GBAMz3 fv0e3T42S2B)
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25.2 Import CA certificate and device certificate into TIA Portal

To encrypt the MQTT communication between an S7 CPU and AWS loT with TLS, the amazon

root CA certificate ("AmazonRootCA1") and the certificate with the private key (combined to
single file in chapter 2.5.1) must be imported into TIA Portal.

Import AWS CA certificate and device certificate
Proceed as follows to import the certificates into TIA Portal:

1. Open the global certificate manager of your TIA Portal project (see chapter 2.1).

a

Select the tab "Trusted certificates and root certification authorities”. To open the context

menu, right-click in the tab and select "Import".

|,ﬂ| Certificate authority (CA) || |4l Device certificates ||,d. Trusted certificates and root cert..
1

=
Trusted certificates and root certification authorities

ID Common name of subject Serial nu...  Issuer Valid to Use...

s

2. Navigate to the directory, the certificates are saved. Select the certificate
"AmazonRootCA1" and the device certificate you modified in chapter 2.5.1.

3. The certificates are now located in the global certificate manager and have a unique ID.

4

|,(ﬂ] Certificate authority (CA) || ¢l Device certificates ||‘|, Trusted certificates and root cert.

1

H
Trusted certificates and root certification authorities
ID | Commaon name of subiect Serial nu... | lssuer Walid 1o Used...
] AWS loT Certificate 00BADSA... OU=Amazon Web Services O... Saturday, January 1, ... Certi..
.4 Amazon Root CA 1 066CIFC... CN=Amazon RootCA1,0=.. Sunday January17,.. Certi..
Mqtt to AWS
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253 Assign certificates to the S7 CPU

The certificates imported from AWS IoT are now located only in the global certificate manager of
TIA Portal and are not automatically assigned to the S7 CPU.

The device certificate and the CA certificate will now be assigned to the local certificate store of
the CPU.

Assign device certificate
Proceed as follows to assign the device certificate:

1. Open the local certificate manager of your CPU (see chapter 2.1). Double-click on an empty
table row in the "Device certificates" area.
Clicking on "..." in the new line will open the new certificate selector. Select the AWS IoT
certificate and click the green checkmark.

-
Certificate manager E

Global security settings

The global security settings for the certificate manager have been selected.
Full functionality is available.

[w) Use global security settings for certificate manager

Device certificate| @
1D comman nam@ {yl;;uer Valid unil
Il
[ ]

q @

Certificates
v,

Commen name of subject | Issuer valid until
AWS loT Certificate 1/1i2050

A=

X
.I

2. The selected certificate was assigned to the S7 CPU and provided with an ID. The ID is the
number of the certificate. You must enter this value in the connection parameters for the tag
"tls.ClientCert" (see chapter 2.6).

Mqtt to AWS
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Assign CA certificate
Proceed as follows to assign the CA certificate:
1. Scroll to the area called "Certificates of the partner devices". Double-click on a table row.
Clicking on "..." in the new line will open the new certificate selector. In the global certificate
manager, select the Amazon root CA certificate (here with ID 4) and click the green
checkmark.

tem constants || Texts |

I Certificates of the partner devices I

Note: The certificates of the partners may be needed to prove your authentication.
: ID | Common name of subject
& |

D Common name of subject | Issuer Valid until
= Siemens TIA Project - AWS  O=Siemens, C=DE, CN=5i_ 2/16i2037

2 Siemens TIA Project-AWS O=Siemens, C=DE, CN=Si.. 2i16i2037
Amazon Root CA 1 O=Amazon, C=US, CN=A_. 1i17/2038

q ?7

Valid until

2. The selected certificate was assigned to the S7 CPU and provided with an ID. The ID is the
number of the certificate. You will enter this value in the connection parameters for the
"tIs.brokerCert" tag (see chapter 2.6).

Certificates of the partner devices

Note: The certificates ofthe partners may be needed to prove your authentication.

ID | Comman name of subject | Issuer Valid until
I Jﬂ, 4 Amazon Root CA 1 O=Amazon, C=US, CN=A... 1117/2038 I
Add news=

Mqtt to AWS
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2.6 Parameter assignment

Before you can test the application example, you must adjust the parameters for the secure
TCP connection and MQTT to suit your use case. The parameters are located in the global data
block "MqttDb".

Set the connection parameters as follows:

MgqttDb
Marme Data type start value
| 4@ = Static
2 <@ = » control Struct
3 <= » output Struct
4 4l = > connParams "LMQTT_typeConn...
5 |d L hwid HW_ANY 0
6 < L connld CONN_QUC 16%10
7 -3 8 ¥ hrokerAddress Struct
8 |l L] gdnAddress String ‘a1ggdhws|p1p69-ats.iot.eu-central-1.amazonaws.com.’
9 < = » ipAddress IP_v4
10«21 = port Uint 8883
11 < LI 4 Struct
12 <40 ] enableTs Bool true
13 a1 L] validateServerl... Bool false
14 a1 = brokerCert UDInt 4
15 < = clientCert uDint 3
16 30 [ ] keepAlive Ulnt 30
17 <10 = clientlD Wstring[20] WSTRING#'S71500°
18 |41 = username Wstring[100] STRING#
10 <4 = password WString[200] ETRING#
20 |«qg = willTopic Wstring[20] WETRING#"
Hardware ID

Set the "hwld" tag to "0" for automatic selection.

Connection ID

The "connID" tag can be given any value. The value must be unique and cannot be used by a
different application at the same time.

AWS loT Core URL
For the "gdnAddress" tag, enter the device data endpoint from chapter 2.4.4. The endpoint

name must end with a ".".

Port
For the "port" tag, enter the value "8883" for a secured MQTT connection.

Mqtt to AWS
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Use of TLS
A valid, imported certificate is a prerequisite for secure communication.

Set the "enableTIs" tag in the "tIs" structure to "TRUE".

Set the "brokerCert" tag in the "tls" structure to the ID of the Amazon CA certificate. It was
added to the local certificate manager in chapter 2.5.3.

Set the "clientCert" tag in the "tIs" structure to the ID of the device certificate. It was added
to the local certificate manager in chapter 2.5.3.

MQTT client ID
The "clientID" tag is freely selectable.

MQTT user name
The "username" tag is not used.

MQTT password
The tag "password" is not used.

2.7 Operation

Requirements

The following points are prerequisites before testing the application example:

Note

Mqtt to AWS

The project has been downloaded to the CPU.
The clock time in the CPU is accurate.

The SIMATIC station is connected to the internet.
All parameters have been set.

The application example uses blocks from the "LMQTT" library. This library is part of the

libraries for communication. You can find the library and a detailed block description in
Siemens Industry Online Support (see \5\ in chapter 4.3).
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Test the connection
If the requirements are met, the application example can be tested.

Initiate MQTT communication between the CPU and AWS IoT. To do this, trigger the "connect"”
input in the "MqttDb" data block.

Note As long as the input "connect" is set to "TRUE", the connection will be maintained. If the
"connect" input is reset to "FALSE", the connection will be terminated.

If the connection is established successfully, the output tag "status" will be set to the value
"16#7004" and the "valid" and "busy" bits will be set to "TRUE".

MgttDb
Mame Data type Start value Monitor value

1 <@ ~ Static @
2 |4gi = ~ control Struct )
T | L] connect Bool || false TRUE ¥ |
4 - publish Bool false FALSE
5 |« - subscribe Bool false FALSE
6 < - unsubscribe Bool false FALSE
7 4 = T oputput Struct
8 < - valid Bool false TRUE
T - done Bool false FALSE
10 < - busy Bool
11 a3 L error Bool FALSE
12 <3 - status Ward 1680 m
13 a1 8 ¥ diagnostics "typeDiagnostics”
14 g ] status Word 1640 16£0000
15 <@ L] subfunctionSta... DWard 1680 16#0000_0000
16 < Ll stateMumnber Dint 0 o

If an error occurs, you can find relevant information in chapter 2.8.

Mqtt to AWS
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Send MQTT messages to AWS loT

If the connection is established, you can send messages to AWS IoT with an arbitrary topic
name (see \4\ in chapter 4.3).

1. Inthe lefthand pane of the Amazon Cloud, navigate to "AWS loT > Test > MQTT test
client".

2. Select the "Subscribe to a topic" tab.
— Enter the topic name in the "Topic filter" field.
— Inthe "Additional configuration" menu, select "Quality of Service 0".
— Set"MQTT payload display" to "Display payloads as strings (more accurate)".

Click the "Subscribe" button.

Thing groups =

Billing groups AWS loT MQTT test client

o MQTT test client e

Job templates

Tunnels You can use the MQTT test client to monitor the MQTT messages being passed in your AWS account.
Retained messages Devices publish MQTT messages that are identified by topics to communicate their state to AWS loT. AWS

Fleet metrics loT also publishes MOZ—~gsages to inform devices and apps of changes and events. You can subscribe
to MQTT message tublsh MQTT messages to topics by using the MQTT test client.
Fleet Hub

Subscribe to a topic Publish to a topic

v

¥ Greengrass

Getting started

) . Topic filter Info
Core devices
The topic fitter desc( [ ]| Jicts) to which you want ta subscribe. The tapic filter can include MQTT witdcard

Components characters. 3

4

Deployments §7Controller

b Classic (V1)

¥ Additional configuration
¥ Secure Number of messages to keep

The MQTT test client keeps this many of the most recent messages published to a topic that matches this topic
» Defend filter.

10
B Act
1) .
L= @ Quality of service
Test 4 When subscribing to a topic, quality of service 0 will be chosen by default.

[+] Quality of Service 0 - Message will be delivered at most once

Quality of Service 1 - Message will be delivered at least once
Software

Settings @ MQTT payload display
Leam 5 Auto-format JSON payloads (improves readability)

' @ Display payloads as strings (more accurate)

Feature spotlight . . i
Display raw pz isplays binary data as hexadecimal values)
Documentation [ @
==y~

@O New console experience
Tell us what you think

The MQTT test client in AWS is ready to receive messages with the subscribed topic.

Subscriptions S?Controller| Pause H Clear || Export || Edit ‘

S7Controller @ X

Mqtt to AWS
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3.

Switch to TIA Portal and, in the "topic” tag in the "MqttDb" data block, enter the topic hame
that you subscribed to in Step 1.

= topic Wstring[100] VSTRINGE'S7Control...  WSTRING# 57 Controller®

Populate the byte array "pubMsgStr" with the information that you wish to send.
= pubMsgSstr string ‘Hello AWS, from 57-.. ‘Hello AWS, from 57-15000

The message will be sent when you set the "publish” tag to "TRUE". If the transmission was
successful, the output bit "done" will be set to "TRUE".

MgqttDb
MName Data type Start value Maonitor value

1 4@ ™ Static
2 |<@ = ¥ control Struct
3 < = connect Bool false TRUE /@
4 | - publish Bool false TRUE
5 < = subscribe Bool false FALSE
6 |<I3 L unsubscribe Boal falze FALSE
7 |4 = v output Struct
g8 |- L valid Boal falze TRUE
=R T = done Bool false
10 g - busy Bool false TRUE
11 |<ad - error Bool false FALSE
12 <1 L status Wiord 1680 16&7004
13 a1 8} diagnostics "typeDiagnostics”

Go to AWS 10T in the "Subscriptions” view to see the sent message.

Subscriptions S7Controller‘ Pause H Clear H Export H Edit ‘

S7Controller Q X

v S7Controller February 17, 2022, 09:05:50 (UTC+0100)

Hello AWS, from S7-1588!
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Receive MQTT messages from AWS

To receive messages from an loT Hub, subscribe to a topic of your choice.
1. Inthe "topic" tag in the "MqttDb" data block, enter a topic name (it can be the same name

as the one in chapter 2.5.2).

| = topic

Wstring[100]

WSTRING® ST Control....

WSTRING# 'S 7 Controller’

2. To receive messages, set the "subscribe" tag to "TRUE". When a message has been

received, the output bit "done" will be set to "TRUE".

MqttDb
MName

| <0 * Static
2 @ = * control
3 - a2 connect
4 |lqq s publish
5 |43 L] subscribe
6 |4 = unsubscribe
7 |0 = T output
8 |41 = valid
2 |43 = done
10 -1 s busy
11 a1 a2 error
12 -0 u status
13 -1 =} diagnostics

Mqtt to AWS
Entry-ID: 109772284, V1.0,
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Data type

Struct
Bool
Boaol
Bool
Bool
Struct
Bool
Bool
Boaol
Bool
Word
“typeDiagnostics”

Start value

g & & &

a”

a

g & & &

al"

a

gl

gl

m

m

m

]

m

]

m

]

Monitor value

TRUE

TRUE
FALSE
1687004
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3. Inthe left-hand pane of the Amazon Cloud, navigate to "AWS loT > Test > MQTT test
client". Select the "Publish to a topic" tab.

In the "Topic name" field, enter the topic name. In "Message payload", enter the message

you wish to send.

Send the message with "Publish”.

AWS loT X AWS loT > MQTT test client
Monitor MQTT tESt Client Info
Activity

You can use the MQTT test client to monitor the MQTT messages being passed in your AWS account.
Connect Devices publish MQTT messages that are identified by topics to communicate their state to AWS loT. AWS
loT also publishes MQTT messages to inform devices and apps of changes and events. You can subscribe

v

» Manage to MOTT message topics and publish MQTT messages to topics/ \3 the MQTT test client.
P Fleet Hub 2
Subscribe to a topic Publish to a topic # =
» Greengrass
>

Secure Topic name
The topic name identifies the )a message payload will be published to this topic with a Quality of
Defend Service (QaS) of 0. 5
L ~=Y

>
Q_ Ss7Controller X
P> Act @
| == Message payload )
Test
Hello 57-1500, from AWS loT Console! | 7~
Software 2

Settings » Additional | \Iian
Learn 5
[ e g

Feature spotlight

Documentation [4

4. Goto TIA Portal in the "MqttDb" data block and here to "receivedMsgStr" to see the
message received from AWS IoT as a string.

40 4qq = receivedTopic Wstring[200] WSTRING# WSTRING# 'S 7 Contraller’

41 an s b receivedMessaae Arravi0..999] of Bvte

I42 < = receivediMsgStr string ‘Hello 57-1500, from AWS loT Console! I
43 4qQ = receivediMsglen uDint 0 36

2.8 Error handling

For a description of each error code, refer to the documentation on the Libraries for
Communication (see \5\ in chapter 4.3).

Mqtt to AWS
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3 Additional information

The "X-Certificate and Key management" software is used to create and manage X509
certificates. Proceed as follows to combine a certificate with its private key and get an encrypted
file:

1. Download the "XCA" software (see \4\ in chapter 4.3) and install it.

2. Open XCA and create a new database.

e ) and Key management - [m| X

File | Import Token Extra Help
New DataBase Ctrl+N

its Certificates Templates Revocation lists
Open DataBase 2 JE¥e]
Open Remote D New Certificate
Recent DataBas 4
Set as default DataBase (=i
Close DataBase Ctrl+F4 Import
Options
Language b Show Details
Exit Delete

Import PKCS#12
Import PKCS#7
Flain View
vt G
. ‘s \

PoesSy Fis |
- >

22/
2y
]
=

3. Enter a name for the database and enter a password that will be used to encrypt the private
key. Click "OK".

= New Password ? X

Password Cp=—
Please enter a password, that will be used to encrypt vour private keys in the database:

D:\UserData\z003sphj\...\AWS.xdb B

Password | = N\ ‘
/ \y
Repeat Password | k ;l
—
Exit oK Cancel

Mqtt to AWS
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4. Select "Import > Key" and import the private key for the certificate.

ey
Name

D 8dd940fc304ab02a8035ff73bde2afcladbaabfabbbalaffcbd9558858afa322-private.pem.key
D 8dd940fc304ab02a8035ff73bde2afcladbaabfabbbalaffc6d9558858afa322-public.pem.key

& AmazonRootCAl.pem

<

ne: |de94Ufc3[}4ab02a8035ﬁ?3bde2afc1adbaabfa666a0af‘fc6d95 @ PKI Keys ( *.pem *.der *key ) e

== Open Cancel
5. The imported key will appear in the "Private Keys" tab.
N# X Certificate and Key ment - O
File Import Token Extra Help
Private Keys Certificate signing requests Certificates Templates Revocation lists
Internéi name Tvpe Size  Use Passworl |
| ) 500540£C304a00220803.. RSA . 1 Common e
Export
Import
Import PEX (PKC5#12)
Show Details
Delete
< >

Mqtt to AWS
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6. Select "Import > Certificates" and import the device certificate from AWS.

Name h @ )

1
#* 8dd940fc304ab02aB8035ff73bdelafcladbaabfabbbalaffcbd9558858afa322-certificate.pem.crt /Zﬂ'f o

7= 8dd940fc304ab02aB8035ff73bdelafcladbaabfabbbalaffcbd9558858afa322-certificate_privateKe..  2/1°

7 AmazonRootCAl.pem 2/t

< >

2: | 8dd940fc304ab02a8035ff73bdelafcladbaabfabbbalaffcbd9s! @ ertificates ( *.pem *.der *.crt *« ~
/S

Cancel

7. The imported certificate will appear in the "Certificates" tab.

J&* X Certificate and Key management — O X

File Import Token Extra Help

Private Keys Certificate signing requests I Certificates ITempIates Revocation lists

ES
Internal name commonName CA -
— — — New Certificate
I Jg® AWS IoT Certificate AWS IoT Certificate No I
Export
Import
Show Details
Delete

Import PKCS#12

Import PKCS#7

Plain View

Mqtt to AWS
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8. Click the "Export" button in the right-hand pane and select the "PKCS #12 (*.pfx)" export
format. Make sure that the file ending is "*.p12" and not "*.pfx".

M* X Certificate and Key management — O X

Token

Private Keys Certificate signing requests I Certificates I Templates Revocation lists
S
Internal name commonMName CA -
— Lo New Certificaty )
JAe® AWS IoT Certificate AWS IoT Certificate No
12

Export
| Import
J\" X Certificate and Key management P % : Show Details
Certificate export ﬁ\'ﬁ?\ . Delete
| Import PKCS#12
Name |AWS IoT Certificate g ) | import PRCS#7

Filename |D:\DZ_CIUUdCUnnectivity\AwB_AWS\cer‘tiﬁcates\AWS_IUT_Cer‘tiﬁcate.plZ/ |J... L

Plain View

The certificate and the private key as encrypted PKCS#12 file

[] Export comment into PEM file @ Export Format | PKCS #12 (*.pfx) ~|
D —

OK Cancel Help

Note All systems involved must support the PKCS#12 standard.

9. Enter a password to encrypt the PKCS#12 file.

J§* X Certificate and Key management ? x

Password G%

Please enter the password to encrypt the2KCS#12 file

A1)

Password |||||||||| 77—

Repeat Password (essssssss @ tl
4
| oK | Cancel

Mqtt to AWS
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10. Switch to TIA Portal and import the PKCS12 archive under "Security settings > Security

features > Certificate manager > Trusted certificates and root certification authorities". The
password you used to encrypt the file will be required again.

) .

4

Name

®

AWS,_|oT_Certificate

Authentication X
= Enter the password for the private key, ], )
< B— Al
ne: | AWS_loT_Certificate ~ | PKCS12 archive - certificate anc Password: | *****+*e] | L ‘ ﬂ

Open | Cancel

e@ o[ concel |

11. Follow the instructions in chapter 2.3.2 for how to proceed next.
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4

4.1

Industry On

Appendix

Service and support

line Support
Do you have any questions or need assistance?

Siemens Industry Online Support offers round the clock access to our entire service and support
know-how and portfolio.

The Industry Online Support is the central address for information about our products, solutions
and services.

Product information, manuals, downloads, FAQs, application examples and videos — all
information is accessible with just a few mouse clicks:

support.industry.siemens.com

Technical Support

The Technical Support of Siemens Industry provides you fast and competent support regarding
all technical queries with numerous tailor-made offers

— ranging from basic support to individual support contracts. Please send queries to Technical
Support via Web form:

siemens.com/SupportRequest

SITRAIN - Digital Industry Academy

We support you with our globally available training courses for industry with practical
experience, innovative learning methods and a concept that’s tailored to the customer’s specific
needs.

For more information on our offered trainings and courses, as well as their locations and dates,
refer to our web page:

siemens.com/sitrain

Service offer

Our range of services includes the following:

e Plant data services

e Spare parts services

¢ Repair services

e On-site and maintenance services

¢ Retrofitting and modernization services

e Service programs and contracts

You can find detailed information on our range of services in the service catalog web page:
support.industry.siemens.com/cs/sc

Industry Online Support app

Mqtt to AWS

You will receive optimum support wherever you are with the "Siemens Industry Online Support"
app. The app is available for iOS and Android:

support.industry.siemens.com/cs/ww/en/sc/2067
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4.2 Industry Mall

The Siemens Industry Mall is the platform on which the entire siemens Industry product portfolio

SIEMENS

4 § A o e

is accessible. From the selection of products to the order and the delivery tracking, the Industry

Mall enables the complete purchasing processing — directly and independently of time and

location:
mall.industry.siemens.com

4.3 Links and literature
No. Topic
\1\ | Siemens Industry Online Support
https://support.industry.siemens.com
\2\ | Link to the article page of the application example
https://support.industry.siemens.com/cs/ww/en/view/109772284
\3\ | Security in AWS loT
https://docs.aws.amazon.com/iot/latest/developerguide/security.html
\4\ | XCA tool download:
https://hohnstaedt.de/xca/
\5\ Libraries for Communication
https://support.industry.siemens.com/cs/de/en/view/109780503
\6\ Application example: Use the SIMATIC controller as an MQTT client
https://support.industry.siemens.com/cs/de/en/view/109748872
4.4 Change documentation
Version Date Modifications
V1.0 05/2022 First version

Mqtt to AWS
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