S7 Program for the Detection of
Changes in the User Program and
Hardware Configuration

SIMATIC S7-300/400 CPU

FAQ - July 2011

Gt 48 Siemens - Industry Automation and Drive Techn. |

~[ 43 [ x || Live Search

f - B v v [ Sete v & bus - @ @)

SIEMENS

-+ slemens.com - Industry Automation and Drive Technolog

Deutsch | Francats | Rallano | Espaficl | 53T

| Product Support | Applications & Tools | Services | Information | Forum

F SIMOTION supports PROFINET V2.2 sccondng 1o the specicatons of PI (PROFIBUS & PROFINET

Indernatonal) from Verson V4 1 5P2 onwerds
* SIMATIC HMI HMI device Moble Panel 27TF IWLAN

Self-help

1 subscribs to our newsletter now!

nhL
RS

Enter your specific product information below 1 quickly
exiract the lates! relabed entries from our global database

Product Name or Part Number

[

Su| experts worldwide

Vatrw exatng conversatons and tak 1o other uiers sbout
spect product appicatons and asues

Please note Bhat you will need b Login to actively
partcpate

Browse Support Documents
Go 1o cur giobal database and explore the product spedific
FAQs, manuals, downioads 8nd spprovalsicertficatons

-+ Proguct Support

Feor automation system interaction and connectivty
quentons, chck below for appication axampies, samples,
demonsiraton systems and more

-+ Applications & Tools

Send your question drectly 19 8 Semens techaical suppon
expert via our onling Support Requeat

5 Support Request

¥ Now start your discussion with other users

Our service offer

Our Service products are designed 10 mbet your Suppon meeds for the entire ke Cycle of your installation

“+ Spare parts and repains

ervice & Support

Answers for industry.

+ Technical Consulting
€ Lokales Intranet | Geschitzter Modus: Aktiv

SIEMENS



Question

This entry originates from the Service&Support Portal of Siemens AG, Sector
Industry, Industry Automation and Drive Technologies. The conditions of use
specified there apply (www.siemens.com/nutzungsbedingungen).

Go to the following link to download this document.
http://support.automation.siemens.com/\WW/view/de/51577287

Question

How can you detect a change in the S7 user program?

Answer

Follow the instructions and notes listed in this document for a detailed answer to
the above question.
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1 Introduction

1

4

Introduction

In many technical applications there may be a need to document changes in the
program and in the configuration of the controller which is used.

The sample program available in this FAQ as a download registers a change in the
checksums which are located in the system status list (SSL). This procedure is
used to detect the manipulations below:

¢ Changes in the hardware configuration
e Changes in the existing program code
e Deletion or addition of program parts or blocks

A change which is detected in the checksums is documented in the form of a user-
definable entry in the diagnostic buffer of the CPU.
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2 The S7 Program

2 The S7 Program
21 Structure of the S7 Program

The S7 program contained in this S7 possesses the following blocks.

Figure 2-1: Program structure

MAIN_PRO PROG_CHECK RDSYSST
- | & |7 | 1t
OB 1 FB 1 SFC 51
IDB_PROG_ WR_USMSG
CHECK
- SFC 52
DB 1
Table 2-1: Function blocks of the S7 program
Block Function

FB 1 "PROG_CHECK"

Comparison between checksums and generation of
the diagnostic message

Table 2-2: Data blocks of the S7 program

Block

Function

DB 1 "IDB_PROG_CHECK"

Instance DB of the FB 1

Table 2-3: System functions of the S7 program

Block

Function

SFC 51 "RDSYSST"

Reading out the system status list

SFC 52 "WR_USMSG"

Generation of diagnostic messages
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2 The S7 Program

2.2

The "PROG_CHECK" Function Block

The "PROG_CHECK" function block (FB 1) determines the checksum from the
appropriate system status list with the aid of the "RDSYSST" system function (SFC
51).

When changes are made to the checksums, an entry is created in the diagnostic
buffer of the CPU by FB 1 with the aid of the "WR_USMSG" system function (SFC
52).

The "PROG_CHECK" function block is called in the organization block OB1 and
possesses the following interface.

Figure 2-2: "PROG_CHECK" FB call
"IDE_PROG_

CHECE"
"PROCG_CHECE"

. = EWENT_ ID

. — INFO1

. — INFOZ ERROR|

Table 2-4: "PROG_CHECK" FB parameters

Name Type Data type Description

EVENT_ID INPUT WORD Event ID for the diagnostic
message

INFO1 INPUT WORD Additional information 1 for the
diagnostic event

INFO2 INPUT DWORD Additional information 2 for the
diagnostic event

ERROR OUTPUT | BOOL Error message

Input parameters

The input parameters "EVENT _ID", "INFO1" and "INFO2" serve to specify the
diagnostic buffer entries (also refer to section 3.2).

Error message

2.3

6

Error information is displayed via the output variable "ERROR". This leads to a high
signal if one of the system functions used reports an error.

The "IDB_PROG_CHECK" Instance Data Block

The "IDB_PROG_CHECK" instance data block (DB1) contains all the information
that is required to operate the "PROG_CHECK" function block. DB1 also acts as a
data store for the WRDSYSST" and "WR_USMSG" system functions.

FAQ-Titel: Prifsummen-Check
Version Entry-ID: 51577287



2 The S7 Program

Figure 2-3: Structure of the "IDB_PROG_CHECK" instance data block

I, DB Param - [DB1 -- PROG_CHECK\SIMATIC 300VCPU 315-2 PN/DP  ONLINE] Q
Data block Edit PLC Debug Miew ‘Window Help o | a
S-"& o~ 4
| Address | Declaration | Mame | Type | Initial value | Actusl value 4
1 0.0]in |EVENT ID WORD 1mmf1 GH0 Wil BRADDS
z 20 in INFO WWORD 1]
3 4.0 |in INFO2 CWORD coD ]
4 5.0 | out ERROR BOOL F A& ]
5 100 | =tat SFC_51 OUT_RET WAL INT QL a
5] 12.0 | =tat SFC_51 .0UT_BUSY BOOL FALSE FALSE
7 140 | stat SFC_51.0UT_SZL _HEADER LEMTHDR WWORD W GR0 Wi GR25
g 16.0 | stat SFC_51.0UT_SZL_HEADER.N_DR WWORD Wy BR0 Wy B
9 18.0 | stat SFC_51.0UT_DRINDEX WWORD Wyt BR0 Wil B4
10 2000 |=tat SFC_51 OUT_DR =ch_zchal WWORD Wy B
11 22.0 | stat SFC_51 OUT_DR zch_par WORD Wi 5#—:_
12 240 | stat SFC_51.0UT_DR .=ch_rel WWORD Pl ]
13 260 |stat SFC_51.0UT_DR bart_sch WWORD Wy BR0 Wi B2
14 28.0 | stat SFC_51.0UT_DR.anl_sch WIIORD Wi B0 Wi BRO
15 300 | stat SFC_51 OUT_DR ken_f WWORD Wyl G0 Wil G0
16 320 |=tat SFC_51 OUT_DR ken_rel WWORD 1630 Wil GRSESE6
17 340 |stat SFC_51.0UT_DR ken_wer! _hw WWORD Wyt BR0 W EBR5201
15 36.0 |stat SFC_51.0UT_DR ken_wer2_hw WWORD Wy BR0 Wy BT SB0
19 38.0 | stat SFC_51.0UT_DR ken_verl_awp WWIORD W B0 W BRAED
20 400 | =tat SFC_51 OUT_DR ken_wer2_awp WWORD Wyl G0 Wil GRE1 54
21 4210 | stat SFC_51 0UT_DR res[0] WWORD Wyl G0 Wy 6400
22 4410 | stat SFC_51.0UT_DRres[1] WWORD Wy BR0 Wit B0
23 450 | stat SFC_51.0UT_DR res[2] WWORD Wy BR0 Wit B0
24 43.0 | stat SFC_51.0UT_DR res[3] WNORD Wy 630 W G0
25 500 | =tat SFC_51 OUT_DR res[4] WWORD Wyl G0 Wil G0
26 520 |=tat SFC_51 OUT_DR res[s] WWORD Wyl G0 Wil G0
27 240 | stat SFC_51.0UT_DR res[E] WWORD 7 w160 Wit B0
2 S6.0 | stat SFC_51.OUT_DR res{7] WWORD
29 58.0 | stat SFC_52IM_EVENTN WIORD
30 600 | =tat SFC_52 OUT_RET WAL INT
31 520 |=tat made_message BOOL
32 4.0 | stat checksum_kw WWORD
33 BE6.0 | stat checksum_awp WWORD
%] I |
x | Messages
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2 The S7 Program

2.4

2.41

The System Functions Used

The SFC 51 "RDSYSST" System Function

The SFC 51 system function enables a parts list or an excerpt of a parts list to be
read out from the system status list (SSL).

Figure 2-4: SFC 51 "RDSYSST" call

"BDEYEST"

RET_VAL|- $3FC_51_0UT_RET_WAL

BUSY (— #=FC_E1.0UT_EUSY

TEUE— REQ

WMELEFZFRE mmm BEL_IT

WilEg4— THDEX

SZL
HEADER|— §3FC_E1.0UT_SEL_HELDEER

DR §3FC_E1.0UT_DE

The parts-list excerpt with the SSL ID W#16#232 and the index W#16#4 contains

the following information:
e CPU protection level

e Position of the operating switch for the CPU

e Checksum of the hardware configuration

e Checksum of the user program

This parts excerpt from the system status list is shown with the following
parameters in the "IDB_PROG_CHECK" instance data block.

Table 2-5: Structure of the parts excerpt

Name

Meaning

SFC_51.0UT_DR.INDEX

Index information from the parts excerpt

SFC_51.0UT_DR.sch_schal

Protection level set by the operating mode switch

SFC_51.0UT_DR.sch_par

Parameterized protection level

SFC_51.0UT_DR.sch_rel

Valid CPU protection level

SFC_51.0UT_DR.bart_sch

Position of the operating mode switch

SFC_51.0UT_DR.anl_sch

Position of the startup mode switch

SFC_51.0UT_DR.ken_f

Reserved

SFC_51.0UT_DR.ken_rel

Identifier for the validity of the following four
checksums

SFC_51.0UT_DR.ken_ver1_hw

Checksum 1 of the hardware configuration

SFC_51.0UT_DR.ken_ver2_hw

Checksum 2 of the hardware configuration

SFC_51.0UT_DR.ken_ver1_awp

Checksum 1 of the user program

SFC_51.0UT_DR.ken_ver2_awp

Checksum 2 of the user program

FAQ-Titel: Prifsummen-Check
8 Version Entry-ID: 51577287




2 The S7 Program

Note Further information about the SFC 51 system function can be found in the
SIMATIC S7 Online Help.

24.2 The SFC 52 "WR_USMSG" System Function

The SFC 52 system function enables entries to be written to the diagnostic buffer
of the CPU.

Figure 2-5: SFC 52 "WR_USMSG" call

UTTR. TIEMEG"

TRUE — SEHD
#3FC_5Z.IN_EVENTH — EVENTH

#TenpSfoblInfol —— INFOL

#TenpsfeflInfo? — INFOZ RET WAL 2FC EZ.0UT_RET_VAL

The input variables "EVENTN", "INFO1" and "INFO2" are supplied from the input
variables of FB1.

Note A precise description and a sample program for the SFC 52 system function can
be found in the download "Writing user-specific information to the diagnostic
buffer of a CPU" (Entry ID 15166942).
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3 How the S7 Program Works

3 How the S7 Program Works

The "PROG_CHECK" function block (FB1) checks the following checksums:

e Checksum 2 of the hardware configuration:
Exclusive OR operation via the checksums of all the system data blocks

e Checksum 2 of the user program:
Exclusive OR operation via the checksums of the following blocks: OBs,
DBs, FBs and FCs

3.1 Sequence Structure

The checksums are verified every time FB1 is called. Here, the current checksums
are read out with the aid of the SFC 51 system function and are compared with the
checksums which applied at the time of the previous FB1 call.

Figure 3-1: Sequence structure of the FB1 function block

Initialization of
input parameters

l

Read out the checksumm
using SFC 51

!

Comparison o
checksumms for
change

yes l

Generation of
diagnostic message
by SFC 52

Check for |
fault messages
by SFCs

End of FB

3.2 Diagnostic Buffer Entry

If a change is detected when the checksums are verified, an entry is made in the
diagnostic buffer of the CPU. This entry is implemented with a call for the SFC 52
system function.
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3 How the S7 Program Works

Figure 3-2: Diagnostic buffer of the CPU

FS Module Information - CPU 315-2 PN/DP M=) <
Fath: |F'F!EII3_EHEEK"~SIM¢«TIE J00MCPU 315-2P Dperating mode of the CPL: @ RUM
Status: OFK
Performance Data ] Communication ] Stacks ] ldentification ]

G eneral Diagnostic Buffer l b ernamy ] Scan Cycle Time ] Time System ]
Events: [ cal time: difference

Mo, | Time of day Date Evert )

1 11:31:19.933 Ak O80T /2007 Event ID: B AGOC |E ';

2 11:25:06.995 Ak 080120017 Mode tranbkeesiessst TARTUP to RUN

3 11:25:06.935 Ak a0 42011 R equest far manual warm restart

4 11:25:06.957 Ak 03/01/2011  Mode transition from STOP ta STARTUP

5 11:25:06.957 Ak 030 42011 Mew ztartup infarmation in STOP mode

G 11:25:05.648 Ak a0 2011 Mew ztartup information in STOP mode

7 11:25:05.433 Ak a0 42011 M ew startup information in STOP mode .|

8 11:25:05. 416 &M 02/01/2011  Mew startup information in STOP mode [
Detailz on Event: 1of 27 Event ID: 164 A00C
Mo entry in text databaze. Hexadecimal walues will be displayed. A‘
Event 1D 168 ACDOC |
0B: 164 01 El
PE: 16401 K |
DatD 1/ 2 168 50 CO e
Additional infol £ 2 43 i ]

Settingz.. I ef Blozk Help on Event ‘

Help

The event ID and the additional information relating to the diagnostic buffer entry
can be defined with the aid of the input parameters "EVENT _ID", "INFO1" and
"INFO2" of the FB1 function block.
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This list is by no means complete and is only a selection of relevant literature.

Table 4-1: Bibliography

Subject area Title

"/ STEP 7 Automation with STEP7 in STL and SCL
Hans Berger

Publicis MCD Verlag

ISBN 3-89578-113-4

5 History

Table 5-1: History

Version Date Change

V1.0 07/2011 First edition

V1.0 03/2015 Correction of Fig. 3-1
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