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Legal information

Warning notice system
This manual contains notices you have to observe in order to ensure your personal safety, as well as to prevent
damage to property. The notices referring to your personal safety are highlighted in the manual by a safety alert
symbol, notices referring only to property damage have no safety alert symbol. These notices shown below are
graded according to the degree of danger.

A\ DANGER
indicates that death or severe personal injury will result if proper precautions are not taken.

A\ WARNING
indicates that death or severe personal injury may result if proper precautions are not taken.

A\ cAuTiON
indicates that minor personal injury can result if proper precautions are not taken.

NOTICE
indicates that property damage can result if proper precautions are not taken.

If more than one degree of danger is present, the warning notice representing the highest degree of danger will
be used. A notice warning of injury to persons with a safety alert symbol may also include a warning relating to
property damage.

Qualified Personnel
The product/system described in this documentation may be operated only by personnel qualified for the specific
task in accordance with the relevant documentation, in particular its warning notices and safety instructions.
Qualified personnel are those who, based on their training and experience, are capable of identifying risks and
avoiding potential hazards when working with these products/systems.

Proper use of Siemens products
Note the following:

A\ WARNING

Siemens products may only be used for the applications described in the catalog and in the relevant technical
documentation. If products and components from other manufacturers are used, these must be recommended or
approved by Siemens. Proper transport, storage, installation, assembly, commissioning, operation and maintenance
are required to ensure that the products operate safely and without any problems. The permissible ambient
conditions must be complied with. The information in the relevant documentation must be observed.

Trademarks
All names identified by ® are registered trademarks of Siemens Aktiengesellschaft. The remaining trademarks in
this publication may be trademarks whose use by third parties for their own purposes could violate the rights of
the owner.

Disclaimer of Liability
We have reviewed the contents of this publication to ensure consistency with the hardware and software
described. Since variance cannot be precluded entirely, we cannot guarantee full consistency. However, the
information in this publication is reviewed regularly and any necessary corrections are included in subsequent

editions.
Siemens Aktiengesellschaft A5E53524470-AA Copyright © Siemens 2024.
Digital Industries (® 06/2024 Subject to change All rights reserved
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Process Historian - Installation Notes

1.1 Cybersecurity information

Siemens provides products and solutions with industrial cybersecurity functions that support
the secure operation of plants, systems, machines and networks.

In order to protect plants, systems, machines and networks against cyber threats, it is
necessary to implement — and continuously maintain — a holistic, state-of-the-art industrial
cybersecurity concept. Siemens’ products and solutions constitute one element of such a
concept.

Customers are responsible for preventing unauthorized access to their plants, systems,
machines and networks. Such systems, machines and components should only be connected
to an enterprise network or the internet if and to the extent such a connection is necessary
and only when appropriate security measures (e.g. firewalls and/or network segmentation)
are in place.

For additional information on industrial cybersecurity measures that may be implemented,
please visit

https:/lwww.siemens.com/cybersecurity-industry (https://www.siemens.com/
industrialsecurity).

Siemens’ products and solutions undergo continuous development to make them more
secure. Siemens strongly recommends that product updates are applied as soon as they are
available and that the latest product versions are used. Use of product versions that are no
longer supported, and failure to apply the latest updates may increase customer’s exposure
to cyber threats.

To stay informed about product updates, subscribe to the Siemens Industrial Cybersecurity
RSS Feed under
https:/Inew.siemens.com/cert (https://[www.siemens.com/cert).

SIMATIC Process Historian
System Manual, 07/2024, A5E53524470-AA 7
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1.2 Industrial Security
1.2 Industrial Security

Core statement

This product can be part of SIMATIC PCS 7 and integrated into the overall safety concept of the
plant. Siemens strongly recommends setting up, operating, maintaining, and decommissioning
the plant environment in accordance with the SIMATIC PCS 7 Compendium Part F - Industrial
Security. You can find more information at SIMATIC PCS 7 technical documentation (https://
support.industry.siemens.com/cs/ww/en/view/109801081).

Industrial Security

Availability of the plant is the primary concern in the production and automation environment.
The protection of information or data comes next. In the field of automation, "Industrial Security”
cannot be reduced to information security. For automation systems, the maintenance of
operational safety and protection of life and limb has top priority. The critical requirement to
achieve this is the protection of plant availability and thus complete control of the process.

Defense-in-Depth

The concept of Defense-in-Depth is the security strategy of Siemens for SIMATIC PCS neo, where
several layers of defense are built around the system, in this case the automation system.

The implementation of a defense-in-depth requires a combination of various security
measures. This includes:

¢ Plant security
¢ Network security

e System integrity

Defense-in-depth Plant security
= Physical access protection
= Processes and policies

—
NE = Security services to protect
production facilities

Cell protection and
perimeter network
Firewalls and VPN

System hardening
Authentication and access
protection

Patch management
Detection of attacks
Integrated access protection
in automation

Security test

S

Security threats
force action

>
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1.2 Industrial Security
Additional information

You can find additional information on the PCS neo overview page in the manuals:

SIMATIC PCS neo process control system security concept (basis)

SIMATIC PCS neo Industrial Security in SIMATIC PCS neo

PCS neo Overview (https://support.industry.siemens.com/cs/ww/enl/view/109762327)

SIMATIC Process Historian
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1.3 System requirements

1.3

1.3.1

Overview

System requirements

System requirements

The following requirements must be met for the installation and operation of the SIMATIC
Process Historian:

* Hardware requirements (Page 12)
» Software requirements (Page 14)
We recommend operating the Process Historian Server in a Windows domain.

The security settings of the firewall form the basis of the security concept for operating the
Process Historian:

Firewall settings (Page 16)
You require the following licenses to operate a Process Historian system:

Licenses of the Process Historian (Page 11)

Note

The passwords configured for a user must match on the PCs

Make sure that all passwords specified for a user are identical on the following systems:
* Monitoring & Control Server

* OS Server

* Process Historian Server

Make sure to notice any changes to passwords.

Order of installation of Process Historian and Information Server on a system

10

If you want to install Process Historian and the Information Server on the same computer, they
must be installed in the same SQL Server instance. The Process Historian must be installed first.

Cleanup of the corrupt Information Server installation

If you did not install the Information Server together with the Process Historian but installed
it afterwards, use the following procedure to clean up the faulty installation:

1. Create a SQL Server full backup of the existing PH database.
You can perform a manual backup and cyclic full backup of the database from the Process
Historian Management Console. For more information, see "Backing up the database" in the
Process Historian documentation.
If you use SIMATIC BATCH, the data supplied from the batches is saved separately in the
Process Historian and must therefore be taken into account during the full backup.

2. Perform a complete new installation of the operating system.

SIMATIC Process Historian
System Manual, 07/2024, A5E53524470-AA
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1.3 System requirements

3. Start the general setup and select the installation for Process Historian and Information
Server.

4. A new, empty Process Historian database is created. Use the same configuration settings for
the newly created database.

5. Once the functionality is completed and verified, restore the previously created SQL Server
backup of the Process Historian database.
Details can be found in the section "Restore Historian Storage Database" in the FAQ: Backup
and restore of a Process Historian database (https://support.industry.siemens.comics/
attachments/66579062/66579062_pcs7_ph_backup_restore_en.pdf)

1.3.2 Licenses of the Process Historian

Products for PCS neo

Product License type Validity MLFB WiBu

Process Historian Server Single Unlimited 6DL8905-0AD10-0AB5 50001
6DL8905-0AD10-0AH5

Process Historian — Archive Tags Single Counter-relevant (100) | 6DL8905-0BD10-0AB5 50002
6DL8905-0BD10-0AH5

Process Historian — Archive Tags Single Counter-relevant 6DL8905-0ED10-0AB5 50002
(1000) 6DL8905-0ED10-0AH5

Process Historian - Archive Batch Single Unlimited 6DL8905-0DD10-0AB5 50004
6DL8905-0DD10-0AH5

An additional license is required for the following connectivity function:

Product License type Validity MLFB WiBu

Process Historian OPC UA Server Single 1 6DL8905-0CD10-0AB5 50003
6DL8905-0CD10-0AH5

Note
MLFB numbers

MLFB numbers ending with OAB5 are goods deliveries.
MLFB numbers ending with OAH5 are OSD deliveries (downloads).

Products for PCS 7

Product License type Validity MLFB

Process Historian and Information Server Basic Single Unlimited 6ES7652-7AX78-2YB0O

Package 6ES7652-7AX78-2YHO

Process Historian Basic Package Single Unlimited 6ES7652-7BX78-2YB0O
6ES7652-7BX78-2YHO

SIMATIC Process Historian
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Product License type Validity MLFB

Process Historian Archive BATCH Single Unlimited 6ES7652-7DX78-2YB0O
6ES7652-7DX78-2YHO

Process Historian Server Redundancy Single Unlimited 6ES7652-7CX78-2YBO
6ES7652-7CX78-2YHO

Process Historian Archive AUDIT Single Unlimited 6ES7652-7JX78-2YB0O
6ES7652-7JX78-2YHO

Process Historian — Archive Tags Single Counter-relevant (1000) 6ES7652-7HA00-2YBO
6ES7652-7HA00-2YHO

Upgrade Package PH and IS V9.1 -> V10 Single Unlimited 6ES7652-7BX78-2YEOQ

6ES7652-7BX78-2YKO

An additional license is required for the following connectivity function:

Product License type Validity MLFB
Process Historian OPC UA Server Single Unlimited 6ES7652-7FX78-2YBO
6ES7652-7FX78-2YHO
Process Historian OPC UA Data Collector Single Unlimited 6ES7652-7GX78-2YB0O
6ES7652-7GX78-2YHO
Products for WinCC
Product License type Validity MLFB
Process Historian and Information Server, Single Unlimited 6ES7652-7AX78-0YT8
Software Media Package 6ES7652-7AX78-0YG8

Note
MLFB numbers

MLFB numbers ending with 2YBO/2YEOQ/OYT8 are goods deliveries.
MLFB numbers ending with 2YHO/OYH8 are OSD deliveries (downloads).

Before you decide on hardware equipment, you must:

e Estimate the expected tag and message load.

¢ Determine how long the data is stored in the Process Historian.

Based on these numbers, you can determine the necessary hard disk capacity.

The "PH-HWAdvisor" tool calculates the hardware configuration for the Process Historian

PH-HW Advisor (https://support.industry.siemens.com/cs/ww/en/view/109740115)

1.3.3 Hardware requirements
Overview

based on the specific project.
12
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Overview of the configuration limits

1.3 System requirements

The following assumptions are made regarding the values for the configuration limits:

* The Process Historian was configured with 6 runtime segments and a future segment.

¢ The compression factor is "10".

* The data is available for 2 years on the Process Historian database.

e The calculation of the required storage space is based on the high limit of the respective tags.

Configuration limits Small (S) Medium (M) Large (L) Extra Large (XL)
Monitoring & Control server / OS 1 2-4 5-10 11-18
server (redundant)

Monitoring & Control station / OS 1-4 16 40 40
client

Max. process values/s 1500 6000 15,000 27,000
@ messages/min 20 40 100 180
Storage space required

For the process values in TB 1 4 10 18
For the messages in TB 0.04 0.16 0.4 0.7
Configured hard disk space”

For the process values in TB 7.2 14.4 21.6
For the messages in TB 2 0.6 0.9 1.8

*) The following is taken into account:

e The compression factor may vary.

* The data can be available for more than 2 years on the Process Historian database.

* The capacity of the hard disks is larger than calculated by the operating system.

Overview of the configuration limits with SIMATIC BATCH

Configuration limits Medium (M) Large (L)
Monitoring & Control server | OS server (redun- 2-4 5-10
dant)

Monitoring & Control station / OS client 16 40
Max. process values/s 6000 15,000
@ messages/min 40 100
Required storage space (with a redundant BATCH server)

For the process values in TB 4 10
For the messages in TB 0.16 0.4
For the BATCH messages” 2 2
Configured hard disk space

For the process values in TB 7.2 14.4
For the messages in TB 3.6 3.6

*) 60 recipe steps / min. require 1 TB for the BATCH messages

SIMATIC Process Historian
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1.3 System requirements

1.3.4

1.3.4.1

Software requirements

Software requirements

Operating systems

.NET Framework

The following Microsoft operating systems are supported:
*  Windows Server 2019

*  Windows Server 2022

Supported operating system languages (Page 15)

An update of the operating system is not allowed while the Process Historian is running. To
install an update, proceed as follows:

Updating the operating system for Process Historian (Page 35)

Note
Process Historian identifies the computers using the computer SID

The computer SID is a unique security identifier. The Process Historian identifies the Monitoring
& Control stations/OS clients/WinCC stations by their computer SID. Computers that have the

same computer SID and store data on the Process Historian are not uniquely identified by the

Process Historian. This can lead to malfunctions on the Process Historian.

When computers are cloned, the computer SID is not automatically adjusted.

The combined Process Historian/Information Server computer must also have a unique SID.

The Process Historian requires ".NET Framework 4.6.2." or higher. You might need to install this
version of the Framework.

Microsoft Message Queuing Services for PCS 7/WinCC

SQL Server

14

The Process Historian uses the Microsoft Message Queuing services for PCS 7 and WinCC. This
component is part of the operating system. You may need to subsequently install Microsoft
Message Queuing.

The Process Historian Server requires the Microsoft SQL Server 2019 Standard Edition 64-bit.
The SQL Server is installed automatically during the Process Historian installation.

You need to set up appropriate user rights to access the data on the SQL Server. Read the
relevant documentation.
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Virtual systems

1.3 System requirements

"Historian" SQL server instance (Page 16)

Note
Do not change the Windows computer name

Do not change the Windows computer name after installing the Process Historian.

If you do change the Windows computer name, you will need to uninstall and reinstall the SQL
Server.
Do not use the name "HIST" or "HISTORIAN" for the Process Historian computer

These names are already pre-defined for the SQL Server instance. Using these names leads to a
conflict with the SQL Server. The Database Wizard will not work.

You can install SQL Server Management Studio as needed. See: SQL Server Management
Studio. (https://support.industry.siemens.com/cs/document/66579062/installation-
operation-and-maintenance-of-process-historian-information-server-in-a-pcs-7-environment?
dti=0&pnid=14886&Ic=en-WW)

You can use Process Historian in the virtualized environments supported by PCS neo/PCS 7/
WinCC.

See also

Hardware requirements (Page 12)

Installing Microsoft .NET Framework (Page 35)
1.3.4.2 Supported operating system languages
Overview

Process Historian is released for the following operating system languages:
* German

e English

* French

* Italian

e Spanish

e Multilingual operating system

The Asian version of Process Historian is released for the following operating system
languages:

e English
e Chinese (Simplified, PRC)

SIMATIC Process Historian
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1.3 System requirements

1.3.4.3

Overview

1.3.4.4

Overview

16

* Japanese

e Multilingual operating system

Note

The Process Historian supports the primary languages of the operating system languages. For
example, English (USA).

"Historian" SQL server instance

An "Historian" instance is created with the required settings during installation on a Microsoft
SQL. You can change the name of the instance later.

This instance is always installed in English. The language in which existing SQL Server
instances are installed has no influence on this. Existing instances are not affected by the
Service Pack.

"Historian" instance after uninstalling Process Historian

The SQL Server "Historian" instance is retained when the Process Historian is uninstalled. For
licensing reasons, this instance must be uninstalled manually.

Firewall settings

The security settings of the firewall are the basis of the security concept. The required security
settings for the locally installed Windows firewall to run the Process Historian server are adapted
via the Database Installation Wizard after installation. The settings depend on the data sources
used.

If you use an additional firewall between the Monitoring & Control station / OS client / WinCC
station and the Process Historian, these ports must remain accessible.

Make sure that firewall features that make checks at application level are adjusted, if
necessary. For example, you must disable the "RPC Filter" feature in the SIEMENS Application
Firewall.

Note

The ports which are not necessary for communication of the current configuration must be
closed.
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Assignment of SIMATIC products as data sources to the firewall settings

1.3 System requirements

Firewall settings

PCS
neo

PCS

BATC
H

Win
CcC

WinCC
Perform-
ance Moni-
tor

Process
Historian
Redun-
dancy

Informa-
tion Server
(Remote)

OPC UA
Server (Re-
mote)

OPC UA Data Col-
lector (Remote)

PH LLMNR-UDP-In

PH Database Writ-
er SF2

PH SQL server port

PH SQL Server
Monitor Port

PH SQL Server Ap-
plication

PH RPC for MSMQ

PH Network Dis-
covery

PH Discovery Serv-
ices

PH Management

PH Redundancy
Services

PH WCF Message
Queue Service (Re-
dundancy Mainte-
nance Service)

PH WCF Message
Queue Service
(SQL Mirroring
Setup)

PH WCF Message
Queue Service
(Maintenance
Service)

PH SQL - Server
Mirroring Port
(UDP)

PH SQL - Server
Mirroring Port
(TCP)

Open ports

The Process Historian server requires the following open ports for operation:

(NetBios Name Resolution)

Name Protocol Port
PH LLMNR-UDP-In ubP 5355
PH RPC for MSMQ TCP 135
PH Network Discovery ubpP 137
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Name Protocol Port
PH SQL Server Monitor Port UDP 1434
Microsoft Message Queuing TCP 1801
PH DatabaseWriterServiceUl TCP 2224
PH Maintenance Service TCP 2225
(Srv ServerPort)
PH Maintenance Service TCP 2226
(Srv ClientPort)
PH Database Writer SF2 TCP 2227
PH Server 2020 TCP 2230
(Server, License; Info; Live data)
PH SQL Server Port TCP 3723
PH SQL Mirroring Port (TCP) TCP 5022
PH SQL Mirroring Port (UDP) UDP 5022
PH Discovery Services TCP 5048
PH Management TCP 2222
Generic Import Export Service TCP 44220
PH Redundancy Services TCP 60000
PH WCF Message Queue Service (Redundan- TCP 60001
cy Maintenance Service)
PH WCF Message Queue Service (SqIMirror- TCP 60002
ingSetup)
PH WCF Message Queue Service (Mainte- TCP 60003
nanceService)
PH SQL Server Application TCP Any port
OPC UA Local Discovery Server TCP Any port
The Monitoring & Control server | OS server requires the following open ports for operation:
Name Protocol Port
PH Database Writer SF2 TCP 2228
NetBios Name Resolution ubpP 137
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1.4 Installation

1.4 Installation

1.4.1 Process Historian for PCS neo

1.4.1.1 Installing Process Historian for PCS neo
Note

Configuration of the target computer in the Administration Console
Before manually installing the Process Historian/Information Server, the target computer must
be configured in the Administration Console:

1. Install AC Agent via "AdditionalProducts\AC Agent" of the PCS neo setup or a remote
installation of the AC agent from the AC Server to the Process Historian-Server/Information
Server.

2. Add the Process Historian Server/Information Server to the Administration Console.
3. Create an AC Server certificate for the Process Historian Server/Information Server.

To do so, follow the instructions in the PUD for the Administration Console:

e Administration > SIMATIC PCS neo Administration Console > Getting Started > Use cases >
Create setup definition for AC agent

¢ Administration > SIMATIC PCS neo Administration Console > Communication > Adding target
computer to AC

* Administration > SIMATIC PCS neo Administration Console > Communication > Use cases >
Create certificate for target computer

After successful local installation of Process Historian/Information Server, perform the following

advanced steps in the Administration Console:

1. Connect the PHI/IS computer to the UMC domain.

2. Determine the inventory data for the PH/IS computer.

3. Update the distribution of the configuration.

Follow the instructions in the PUD: "Administration > Administration Console > Inventory > Work
with inventory data"

After the Process Historian Server has started, add the following to the allow list under
"Configuration” > "S&F Allow List" of the Administration Console:
* The computer name of the Process Historian Server

* Monitoring & Control stations as S&F clients that are allowed to write data to the Process
Historian Server.

* The Information Server so that the server has read access to the PH database and can create
reports.
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1.4 Installation

Requirement

Procedure

Result

See also
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* You have the Windows "Administrator" permission.

¢ The system requirements for the Process Historian are met.

1. Install the "SIMATIC PCS neo Process Historian Server" software module via the PCS neo setup.

2. After completion, conclude the setup with a restart.

Process Historian is installed on the PC.

The Database Installation Wizard which you use to configure the Process Historian database is
started. You can find more information on the configuration of the database in the "Process
Historian Server" manual.

Permissions for Windows domain users

If the operating system login on the Process Historian only has user authorization, the
Process Historian Management Console is not opened automatically when the system is
restarted. To open the Process Historian Management Console, go to "Start > Siemens
Automation > SIMATIC > Process Historian > Process Historian Management Console”.

To start the Process Historian Management Console automatically after restarting, enter the
Windows domain user in the local administrator group.

Note

Uninstalling Process Historian/Information Server as part of PCS neo setup is not approved.

Configuring the database (Page 105)

Opening the Process Historian Management Console (Page 117)
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1.4 Installation

1.4.2 Process Historian for PCS 7
1.4.2.1 Process Historian for PCS 7 - Overview
Overview

Depending on the configuration, you have various configuration options:
¢ Combined Process Historian/Information Server:

— On the Process Historian/Information Server
Installing a combined Process Historian/Information Server (Page 30)

— On the OS servers
Installing PH-Ready on a PCS 7 OS (Page 23)

¢ Redundant Process Historian with Information Server as witness

— On the Process Historian/Information Server
Installing redundant Process Historian (Page 24)

— On the OS servers
Installing PH-Ready on a PCS 7 OS (Page 23)

¢ Process Historian/Information Server and SIMATIC BATCH

— On the Process Historian/Information Server
Installing Process Historian/Information Server with SIMATIC BATCH (Page 31)

— On the OS servers
Installing PH-Ready on a PCS 7 OS (Page 23)

e Dedicated Process Historian/Information Server

— On the Process Historian/Information Server
Installing a dedicated Process Historian/Information Server (Page 30)

— On the OS servers
Installing PH-Ready on a PCS 7 OS (Page 23)

* Referenced OS single station with Process Historian/Information Server

— On the Process Historian/Information Server
Installing a combined Process Historian/Information Server (Page 30)

— Onthereferenced OS single station. The OS single station base must be redundant when
using a Process Historian in this configuration. You can use a total of eight OS stations.
Installing PH-Ready on a PCS 7 OS (Page 23)
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1.4 Installation

1.4.2.2

Requirement

Procedure

Result
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Installing Process Historian for PCS 7

7.
8.
o.

You have the Windows "Administrator" permission.
The system requirements are met.

Microsoft Message Queuing (MSMQ) is installed.

. Start the PCS 7 setup from the data storage medium.

Follow the instructions of the installation wizard.
Read the License Agreement and the Open Source License Agreement.

If necessary, enter the following information in the "User information" dialog:
- User

— Associated organization

Select the required "Type of installation":

— Package installation

— Custom installation

Select the "Process Historian" program package for the package installation, or the "Process
Historian Server" program for the custom installation in the "Archiving and Reporting"
category.

If you want to install a combined Process Historian/Information Server, select both the
"Process Historian" and "Information Server" program packages in the "Archiving and
Reporting" category for the package installation, or the "Process Historian Server" and
“"Information Server" programs for the custom installation.

If required, select additional components in the "Programs" dialog.
Read the license agreement for Microsoft SQL Server.

Confirm the changes to the system settings in the "System settings" dialog.

10.Start the installation.

11.To complete the installation, restart the system.

Note
Restart during the installation

Several restarts are requested during installation. These restarts must be executed when they
are requested and not at a later time.

Process Historian is installed on the PC.
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The Database Installation Wizard which you use to configure the Process Historian database is
started. You can find more information on the configuration of the database in the "Process
Historian Server" manual.

Permissions for Windows domain users

If the operating system login on the Process Historian only has user authorization, the
Process Historian Management Console is not opened automatically when the system is
restarted. To open the Process Historian Management Console, go to "Start > Siemens
Automation > SIMATIC > Process Historian > Process Historian Management Console”.

To start the Process Historian Management Console automatically after restarting, enter the
Windows domain user in the local administrator group.

1.4.2.3 Installing PH-Ready on a PCS 7 OS

Introduction
With the following OS installation options, the PH-Ready component is installed automatically:
e OS Server for Process Historian
* Maintenance Station for Process Historian

¢ OS Single Station for Process Historian

Requirement
¢ Microsoft Message Queuing (MSMQ) is installed.

¢ The user under which the Process Historian was installed has been created on the computer.

Procedure

1. Startthesetup with the PCS 7 data storage medium. The version of the PH-Ready must always
correspond to the version of the Process Historian.

2. Follow the instructions of the installation wizard.
Read the License Agreement and the Open Source License Agreement.

3. In the "Server" category, select the "OS Server for Process Historian" program package.
For a reinstallation, use the program package "OS Server for Process Historian" or the
program "Process Historian Ready Component" under "Archiving and Reporting".

4. Confirm the changes to the system settings in the "System settings" dialog.
5. Start the installation.

6. To complete the installation, reboot the system.
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1.4 Installation

Result

1.4.2.4

Procedure

Result
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Note
Restart during the installation

Several restarts are requested during installation. You cannot postpone the reboots to a later
time.

The PH-Ready component is installed on the computer.

After installation, you need to configure the PH-Ready service using the Service Configuration
Wizard.
Configuring the PH-Ready service (Page 34)

Installing redundant Process Historian

. Install the "Process Historian" program package on the principal.

Installing Process Historian for PCS 7 (Page 22)
The Database Installation Wizard is started. Configure "SIMATIC Process Historian
Redundancy" as the data source and select the installation on the master (principal) server.

. Install the "Process Historian" program package on the mirror.

The Database Installation Wizard is started. Configure "SIMATIC Process Historian
Redundancy"” as the data source and select the installation on the standby (mirror) server.

. Install the "Information Server" program package on a PC.

. Install the witness on a PC, such as the Information Server.

Configure the Process Historian Redundancy Service.
Installing the Process Historian Witness (Page 25)

. Inthe "Redundancy" dashboard of the Process Historian Management console, configure the

redundant system with the wizard for redundancy configuration.
Configuring a redundant Process Historian (Page 25)

The redundant Process Historian is installed and set up. The Database Installation Wizard is
performed on the principal and mirror.

The Process Historian Redundancy Service is configured during the setup.
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1.4 Installation

1.4.2.5 Installing the Process Historian Witness

Requirement
*  With the recommended installation on the SIMATIC Information Server:
— ASIMATIC Information Server is installed on the PC.
* For installation in a PCS 7/WinCC environment:

— WinCCis installed on the PC.

Procedure
1. Run the "Setup.exe" file.
The "Setup" dialog opens.
2. Follow the procedure when installing the Process Historian Server.
3. Under "Custom Installation”, select:
"Archiving and Reporting" > Program "Process Historian Witness".
4. Restart the system.
After the restart, the service configuration wizard opens; it will configure the Process
Historian Redundancy Service.
5. Define a user who has access rights to the Process Historian database of the redundant PC.
6. Click "Next".
7. Inthe "Service configuration" dialog of the "New security setting" plant complex, enter a user
and a password.
8. Click "Next".
A summary of the configuration is displayed in the "Overview" dialog.
9. Check your inputs and click "Finish".
Result
The Process Historian Witness is installed and Process Historian Redundancy Service is
configured.
1.4.2.6 Configuring a redundant Process Historian

Requirement
* The redundant Process Historian is installed.
* You have configured the following using the database installation wizard:
"SIMATIC Process Historian Redundancy" is selected as the data source.
— Principal and mirror are installed.

* You have become familiar with the basics of the redundant Process Historian.
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1.4 Installation

Procedure
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You have administrator rights.
You use the PC that is the designated principal to set up the redundancy.

The "Redundancy" dashboard is opened in the Management Console on the PC.

. In the "Redundancy" area, click the "Start Redundancy Configuration Wizard ..." button.

The "Host configuration” dialog opens. The SQL Server instance for the principal is pre-
selected; it is called "HISTORIAN". This setting cannot be changed.

. Specify the network adapter via which the principal is executing the mirroring. To do so,

select the dedicated redundancy connection between the principal and the mirror.

. Select the SQL Server instance for the mirror from the drop-down menu. If necessary, reload

the list with the "Refresh" button. The SQL Server instance is in the format "<PC
name>\<SQLServerlnstanceName>".

. A dialog for setting up the certificates is displayed.

. On the principal, start the "PH Redundancy Configuration Enabler" via "Start > Siemens

Automation".
The "PH Redundancy Configuration Enabler" displays the certificate of the mirror.
Select the certificate and click "Accept certificate".

. On the mirror, start the "PH Redundancy Configuration Enabler".

The "PH Redundancy Configuration Enabler" displays the certificate of the principal.
Select the certificate and click "Accept certificate".

. On the principal, in the dialog to set up the certificates, click "Certificates are trustworthy".

If you click "Certificates are trustworthy" before you have accepted the certificates, the dialog
is displayed again with the certificates that are not yet trustworthy.

. Specify the network adapter for the dedicated redundancy connection.

. Select the SQL Server instance for the witness from the drop-down menu. The instance

depends on the basis of the witness server, for example, an Information Server. The instance
name, therefore, is "INFSERVER".
Enter the PC manually ("PC NAME\INSTANCE NAME") when the PC:

— Is notincluded in the list
— Is displayed incompletely in the list with name but without SQL instance

Jump to the next box using the TAB key.

10.The dialog for setting up the certificates is displayed again.

On the principal, mirror and witness, via the "PH Redundancy Configuration Enabler", accept
each other's certificates.

On the witness, start the "PH Redundancy Configuration Enabler" via "C:\Program
Files\Siemens\ProcessHistorian\bin\PHRedundancyConfigurationEnabler.exe".

11.0n the Principal, in the dialog to set up the certificates, click "Certificates are trustworthy".
12.Specify the network adapter for the terminal bus connection.
13.Click "Next".

The "TCP Port Settings" dialog opens.
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Result

See also

1.4 Installation

14.1n the "TCP Port Settings" dialog you specify the ports and make the required firewall settings.
Apply the default settings of the Process Historian. These include the firewall settings
specified in the database installation wizard.

15.The plausibility of the configuration and the connectivity of the configured servers and paths
is checked in the "Validation" dialog. A protocol in the "Validation" area shows which action
is currently being executed.
When the validation process is interrupted, click "Rerun”.

16.Click "Next".
The "Overview" dialog opens and shows a summary of the configuration.

17.Check the entries to make sure that they are correct.

18.Click "Next".
The configuration process is started.

19.The redundancy on the servers is configured in the "Execution” dialog.

— The newly created configuration is set up gradually. The log of actions is displayed in the
Setup Actions pane.
When setting up redundancy, an attempt is made to stop the Maintenance Service. A
dialog is briefly displayed. If the Maintenance Server is currently busy with an important
function, the dialog is displayed for a longer time. You can either cancel the redundancy
setup or wait until the more important Maintenance Service function is completed.

— Depending on the size of the Process Historian database, some of the setup actions will
take longer.

A distinction is made between the following processes:

"Fast data backup and restore": Creates a full backup of the principal database that is
concurrently being restored on the mirror.

"Fast log backup and restore": A backup of the transaction log is created and restored at
the same time.

20.When the configuration is interrupted, click "Rerun”.

A redundant system has been set up for operation of the Process Historian.

You can change the redundancy configuration or exit the redundancy synchronization on the
"Redundancy" dashboard in the Management console.

Installing redundant Process Historian (Page 24)
Firewall settings (Page 16)

Useful information on the redundant Process Historian (Page 102)

SIMATIC Process Historian
System Manual, 07/2024, A5E53524470-AA 27



Process Historian - Installation Notes

1.4 Installation

1.4.3

1.4.3.1

Introduction

Requirement

Procedure

Result
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Process Historian for WinCC

Installing Process Historian for WinCC

You can use a separate server with installed Process Historian in the WinCC environment.

o v kW

N

You have the Windows "Administrator" permission.
The system requirements are met.

Microsoft Message Queuing (MSMQ) is installed.

. Start the setup via the data storage medium for Process Historian / Information Server.

Follow the instructions of the installation wizard.
Read the License Agreement and the Open Source License Agreement.

In the "Process Historian" category, select the "Process Historian Server" program package.
If required, select additional components in the "Programs" dialog.
Read the license agreement for Microsoft SQL Server.

Accept the changes made to the system settings.
You can see an overview of the setup process.

Start the installation.

To complete the installation, restart the system.

Note
Restart during the installation

Several restarts are requested during installation. These restarts must be executed when they
are requested and not at a later time.

Process Historian is installed on the separate server.

The Database Installation Wizard is started, which you use to configure the Process Historian
database. You can find additional information on the configuration of the database in the
"Process Historian Server" manual.
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1.4.3.2

Requirement

Procedure

Result

1.4 Installation

Permissions for Windows domain users

If the operating system login on the Process Historian only has user authorization, the
Process Historian Management Console is not opened automatically when the system is
restarted. To open the Process Historian Management Console, go to "Start > Siemens
Automation > SIMATIC > Process Historian > Process Historian Management Console”.

To start the Process Historian Management Console automatically after restarting, enter the
Windows domain user in the local administrator group.

Installing PH-Ready on a WinCC station

e Microsoft Message Queuing (MSMQ) is installed.

¢ The user under which the Process Historian was installed has been created on the computer.

1. Start the setup from the "Process Historian/Information Server" data storage medium.
2. Select the product language.

3. Follow the instructions of the installation wizard.
Read the License Agreement and the Open Source License Agreement.

4. Inthe "Process Historian" category, select the "Process Historian Ready Component" program
package.

5. Start the installation.

6. To complete the installation, reboot the system.

Note
Restart during the installation

Several restarts are requested during installation. You cannot postpone the reboots to a later
time.

The PH-Ready component is installed on the computer.

After installation, you need to configure the PH-Ready service using the Service Configuration
Wizard.
Configuring the PH-Ready service (Page 34)
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1.4 Installation

1.4.4 Installing a combined Process Historian/Information Server

Procedure

1. For PCS 7, install the combined "Process Historian" and "Information Server" program
package on the PC.
For PCS neo and WinCC, install the respective "Process Historian" program package on the
PC.
Installing Process Historian for PCS neo (Page 19)
Installing Process Historian for PCS 7 (Page 22)
Installing Process Historian for WinCC (Page 28)

2. Install the "Information Server" program package on the PC for PCS neo and WinCC.

Result
A combined Process Historian/Information Server is installed on the PC.
1.4.5 Installing a dedicated Process Historian/Information Server
Procedure
1. Install the respective "Process Historian" program package on the Process Historian OPC UA
Server.
Installing Process Historian for PCS neo (Page 19)
Installing Process Historian for PCS 7 (Page 22)
Installing Process Historian for WinCC (Page 28)
2. Install the "Process Historian OPC UA" program package on the Process Historian OPC UA
Server.
Installing the Process Historian OPC UA Server (Page 31)
3. Install the "Information Server" program package on a separate Information Server.
Result

A dedicated Process Historian is installed on the Process Historian OPC UA Server. The
Information Server is installed on a separate PC.

SIMATIC Process Historian
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1.4 Installation

1.4.6 Installing Process Historian/Information Server with SIMATIC BATCH

Procedure

1. Install the respective "Process Historian" program package on the PC.
Installing Process Historian for PCS neo (Page 19)
Installing Process Historian for PCS 7 (Page 22)
Installing Process Historian for WinCC (Page 28)

2. Install the "Information Server" program package on the PC.
3. Install the "Information Server - BATCH Reports" program package on the Information Server.

4. Install the "Information Server - MS Office Add-in" program package on the Information
Server client if the client is used as an MS Office client.

Result

A Process Historian/Information Server is installed on the PC which integrates SIMATIC BATCH.
1.4.7 Installing the Process Historian OPC UA Server
Requirement

¢ Process Historian is installed on the PC.

¢ The "Process Historian OPC UA Server" license is available.

Procedure for PCS neo

1. Install the "SIMATIC PCS neo Process Historian OPC UA Server" software module via the PCS
neo setup.

2. After completion, conclude the setup with a restart.

Procedure for PCS 7/WinCC
1. Start the setup from the data storage medium with the PCS/WinCC software.
2. Carry out the installation.
3. Under "Custom Installation”, select:
"Options" > "Process Historian OPC UA" program package

4. After completion, conclude the setup with a restart.
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Result

See also

1.4.8

32

The Process Historian Server is pre-configured as an OPC UA Server If necessary, change the
server configuration using the "OpcUaServerPH.xml" configuration file. The configuration file
can be found in "C:\Program Files\Siemens\PH-OPCUAServer\bin". For more information on the
server configuration, refer to the "Process Historian OPC UA Server" manual.

The OPC UA Local Discovery Server (LDS) from the OPC Foundation is also installed.

Discovery Server (Page 201)
Installing Process Historian for PCS neo (Page 19)

Configuring the Process Historian OPC UA Server (Page 193)

Installing Information Server Ready

IS Ready only needs to be installed on the data source if itis connected directly to the Information
Server.

Note
Configuration of the IS Ready

Configuration of the IS Ready is always necessary.

It is only necessary to install IS Ready manually or install it later if the service was not
selected during the setup.

The IS Ready service is required for:

* A combined PH/IS installation

* Direct connection of WinCC (non-redundant): IS Ready is only installed on WinCC.

* Direct connection of WinCC (redundant): IS Ready is installed on every WinCC computer.
» Direct connection of a PCS 7 project: IS Ready is installed on every OS.

* Indirect connection of WinCC or PCS 7 projects via the PH as long-term archive: IS Ready is
installed on the PH, installation on WinCC or PCS 7 OS computers is not necessary.

* Indirect connection of PCS neo via the PH as long-term archive (direct connection is planned,
but not yet possible at this time): IS Ready is only installed on the PH, installation on PCS neo
itself is not possible.

» Connection of PCS 7 Batch via the PH: IS Ready is only installed on the PH.
» Connection of PCS neo Batch via the PH: IS Ready is only installed on the PH.
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1.4 Installation

Requirement

¢ The required hardware and software requirements for the installation of the Information
Server are fulfilled.

¢ Close all Windows programs before running the setup.

¢ The specified user information must match on the different systems: Information Server,
Process Historian, each WinCC data source Password changes must be tracked in all systems.

e For using IS Ready: The IS Ready Service user must be a Windows administrator and be
created as system administrator on the SQL Server instance.

Manual post-installation of the Information Server Ready

Note

It is only necessary to install IS Ready manually later if the service was not selected during the
setup.

1. Open the installation directory on your installation media.
Select the "Start.exe" file of the component to be installed.
Select the language.

Read the installation instructions.

Accept the license agreement.

o vk~ W N

Select the installation content.
You see an overview of the setup for the installation process.

7. The installation is completed.
Restart the system now or at a later time.

Configuration of the IS Ready
1. Open "Start > All Programs > Siemens Automation > SIMATIC > IS Ready".

2. Select"IS Ready Configuration".
The "IS Ready Configurator" opens.

3. Select "Next".

4. Enter the credentials to be used for the service users in the IS environment.
You see an overview of the setup for the installation process.

5. Select "Finish".
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Result

1.4.9

Requirement

Procedure

34

Information Server Ready is installed.

Note
Combining different service users
If you are not using the same service user for the Information Server and all data sources, the

service user appointed to run the Data Host and Scheduler services on the Information Server
must be a member of the SIMATIC Report Services group on the data source.

The IS Ready user must be a member of the SIMATIC Report Services group on the Information
Server.

Configuring the PH-Ready service

You can use the Service Configuration Wizard to define the user under which the PH-Ready
service is executed on the PCS 7 and WinCC computers. The user should be the same user who
installed the Process Historian. The user automatically becomes a member of the "SIMATIC HMI"
user group.

You can start the Configuration Wizard at any time and reset the access rights.

PH-Ready is installed.

1. Afterrestarting the computer, start the Configuration Wizard for the "CCCAPHServer" service
via" Siemens Automation" > "PH-Ready Configuration”.

2. Inthe "New security setting" area, select the "Run with user credentials” option.

3. Enter the user under which the Process Historian was installed. Enter the password.
The user must be created on the OS for this.

4. Complete the configuration of the "CCCAPHServer" service with "Finish".

Note
The passwords configured for a user must match on the computers

Make sure that the passwords set for a user match on the following systems:
*  WinCC OS/PCS 7 OS
* Process Historian server

Make sure to notice any changes to passwords.
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Note
Update installation of PCS 7

If you upgrade the PCS 7 version on the OS, you then need to re-configure the PH-Ready service.

Result

The PH-Ready component is configured.

1.4.10 Updating the operating system for Process Historian

Introduction

The following procedure describes an update of the operating system.

Procedure
1. Go to the "Process Historian Management" dashboard on the Management Console.

2. In the "Process Historian operating state" area, select the "Shut down" status.
Click "Apply".

3. Update the operating system, for example, using the Windows Server Update Service
(WSUS).

4. Start the computer again after updating the operating system.

5. Start the Management Console with "Start > Siemens Automation > Process Historian
Management Console".

6. Go to the "Process Historian Management" dashboard on the Management Console.

7. In the "Process Historian operating state" area, select the "Start" status.
Click "Apply".

Result

The operating system on the Process Historian is updated to the latest version.

1.4.11 Installing Microsoft .NET Framework

Procedure
1. Open the Server Manager with "Start > Server Manager".
2. Select "Add roles and features".

3. Click "Next" on the "Before you begin" page.
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4. Select"Installation Type > Role based or feature based installation > Server selection > Server
role > Features".

5. Select ".Net Framework 4.8" or higher.
6. Click "Install".

Result

The ".Net Framework 4.8" or higher was installed.

SIMATIC Process Historian
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1.5 Installation of the upgrade

1.5.1 Installing and uninstalling the Process Historian

Installation of the upgrade

You can upgrade an older version of Process Historian to the latest version via the upgrade
installation.

When you upgrade, you upgrade all computers in the Process Historian system. Therefore,
install the upgrade on all computers that have the following components installed:

* Process Historian

* PH-Ready component of the Process Historian on the PCS 7 Operator Stations (OS) and WinCC
stations

The installation of the upgrade depends on the PC on which the installation is started.
Detailed information is available in the sections below.

To install an upgrade, you need to completely shut down the Process Historian.

NOTICE

Backing up existing data

Before upgrading the Process Historian server, create a manual backup or cyclic full backup of
the existing database.

Update installation procedure for PCS 7

Note
Order of the software update of PCS 7 and Process Historian

You need to update the Process Historian Server to the corresponding Process Historian version
of the new PCS 7 version first before you update the PCS 7 plant.

In this context, also observe the instructions "SIMATIC Process Control System PCS 7 Software
update” with the section "How to update Process Historian and the Information Server".

SIMATIC Process Control System PCS 7 Software update (https://
support.industry.siemens.com/cs/ww/en/view/109767557)

Do not change the computer name or storage architecture

During the upgrade, you must not change the computer names or the structures of the storage
paths.
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The upgrade installation is possible for the following versions:

From version Via version To version
Every version from 2014 SP3 2014 SP3 Update 6 2024
Every version from 2020 - 2024

Upgrade installation of 2014 SP3

1.
2.

Upgrade to version 2014 SP3 Update 6.

Perform a full backup of the database.
If you have deployed a redundant Process Historian, you must remove the redundancy at the
"Redundancy" dashboard before the full backup and update.

Replace the hardware if necessary.

Install the Windows Server 2022 operating system on all computers on which the Process
Historian is installed.

Install the Process Historian server on the computer.
Restore the Process Historian database.

Update of PH-Ready on the PCS 7 OS or the WinCC stations.
Upgrade Process Historian Ready (Page 42)

Upgrade installation from 2020 while retaining the Windows operating system

1.

Upgrade the Process Historian server and update the Process Historian database.

If you have deployed a redundant Process Historian, you must remove the redundancy at the
"Redundancy" dashboard before the update. You must then upgrade the redundant Process
Historian.

Upgrading the Process Historian server (Page 40)

Update of PH-Ready on the PCS 7 OS or the WinCC stations.
Upgrade Process Historian Ready (Page 42)

Upgrade installation of 2020 when upgrading the Windows operating system

1.

Perform a full backup of the database.
If you have deployed a redundant Process Historian, you must remove the redundancy at the
"Redundancy" dashboard before the full backup and update.

Replace the hardware if necessary.

Update the Windows operating system of the Process Historian system computers to
Windows Server 2022.

Install the Process Historian Server on the computer.

5. Restore the Process Historian database.

Update of PH-Ready on the PCS 7 OS or the WinCC stations.
Upgrade Process Historian Ready (Page 42)

Upgrade via download file

If you have the upgrade as a self-extracting download file, extract this upgrade only on a PC
with the Process Historian product installed.

38
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Update installati

1.5 Installation of the upgrade

Performing the installation
The Setup program guides you through the entire installation.

Depending on the system configuration, a restart may be necessary following the installation.

Reinstallation

If you have performed a reinstallation from the supplied data storage medium, you will need
to install the upgrade once again.

on procedure for PCS neo

Note
Do not change the computer name or storage architecture

During the upgrade, you must not change the computer names or the structures of the storage
paths.

The upgrade installation is possible for the following versions:

Via version Via version To version

2020 Update 1 (V3.1) 2020 Update 2 2020 SP2 2022

2020 Update 2 (V3.1 Update 1) |- 2020 SP2 2022

2020 SP2 (V3.1 SP1) - - 2022

2022 (V4.0) - - 2022 SP1 Update 1
(V5.0)

2022 Update 1 (V4.0 Update 1) |- - 2022 SP1 Update 1
(V5.0)

2022 SP1 (V4.1) - - 2022 SP1 Update 1
(V5.0)

Upgrade via download file

If you have the upgrade as a self-extracting download file, extract this upgrade only on a PC
with the Process Historian product installed.

Performing the installation

The Setup program guides you through the entire installation.

Depending on the system configuration, a restart may be necessary following the installation.

Reinstallation

If you have performed a reinstallation from the supplied data storage medium, you will need
to install the upgrade once again.

System behavior after the upgrade installation is complete

SIMATIC Process Historia

* After the computer restart, the applications (services) are automatically restarted.

* The Process Historian Management Console is started in the background on the Process
Historian Server.

n
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Note

The process data are only transmitted again when the new version is installed on all Process
Historian Servers and computers with PH-Ready.

PCS neo: Adding the Process Historian Server and M&C stations to S&F allow list

After the Process Historian Server has started, add the Process Historian Server and the
Monitoring & Control stations to the allow list under "Configuration” > "S&F Allow List" of the
Administration Console as S&F clients that are allowed to write data to the Process Historian
Server.

The Information Server must also be included in the allow list so that the server has read
access to the PH database and can create reports.

Status of the Process Historian server and the licensing status

The Process Historian and the Management Console are not available during the upgrade
installation.

Database: Access rights during installation

The access rights of the registered user to the SQL Server of the database are temporarily revoked
during the upgrade installation. Clients also lose access to the database during this time.

Uninstalling

The upgrade cannot be uninstalled.

1.5.2 Upgrading the Process Historian server

Introduction

To upgrade a Process Historian Server, use the corresponding, latest version on the PCS neo, PCS
7, WinCC data storage medium or the upgrade download, depending on the configuration.

The update installation of the Process Historian for PCS neo is carried out centrally controlled
via the AC Server. Create a setup definition for the Process Historian. Proceed in the same way
as for installing and publishing a software module.

After installation, the Process Historian database is updated via the Database Installation
Wizard.
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Installation with PCS 7 and WinCC

1.

Create a manual backup or cyclic full backup of the existing database.

2. Shut down the Process Historian on the "Process Historian Management" dashboard.
3. Start the setup.

4.
5

Follow the instructions of the installation wizard.

. Perform the installation.

If you want to install Process Historian/Information Server with SIMATIC BATCH, install the
software package "Information Server - BATCH Reports" on the Information Server.

If you want to upgrade a redundant Process Historian on the PCS 7 system, proceed as
follows:

Upgrading a redundant Process Historian (Page 44)

Installation with PCS neo

1.
2.

Configuration

Result

Create a manual backup or cyclic full backup of the existing database.

Install the Process Historian setup definition on the target computer via the AC Server. The
Process Historian automatically shuts down.

. When the setup definition is installed, log on to the Process Historian Server. After the update

installation, the Database Installation Wizard starts automatically. Follow the instructions of
the Database Installation Wizard. Databases from predecessor versions are migrated by
means of this wizard without modification of the interfaces.

. To complete the installation, reboot the system. After the upgrade installation, the Process

Historian Database Installation Wizard starts. Databases from predecessor versions are
migrated by means of this wizard without modification of the interfaces.

If you are using new hardware or performing an operating system change or a new
installation, you need to cancel the Database Installation Wizard. Restore the database with
the "Database Recovery" program, which you will find via the start window of the operating
system. Then restart and start the Database Installation Wizard.

Follow the instructions of the Database Installation Wizard to update the existing data. As
soon as the database is updated, a window appears with an overview of actions already
performed.

To complete the installation, reboot the system.

The Process Historian Server is upgraded and the Process Historian database is updated.

The Process Historian Server goes into operation.

After a certain time, the previous PH-Ready components on the PCS 7 Operator Stations (OS)
and WinCC stations supply data again.
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Adding Monitoring & Control stations as S&F clients

1.5.3

After the Process Historian Server has started, add the Monitoring & Control stations to the allow
listunder "Configuration" > "S&F Allow List" of the Administration Console as S&F clients that are
allowed to write data to the Process Historian Server.

The Information Server must also be included in the allow list so that the server has read
access to the PH database and can create reports.

Upgrade Process Historian Ready

After the upgrade installation of Process Historian Server, upgrade the other computers in the
Process Historian system:

¢ On the WinCC stations
e On the PCS 7 operator stations (OS)

Perform an upgrade of Process Historian Ready (PH-Ready). Use the update download or,
depending on the configuration, the latest version of the WinCC or PCS 7 data storage
medium.

Upgrading n PH-Ready without upgrading PCS 7 OS

When upgrading the PH components in a PCS 7 system in isolation, only the Process
Historian Server and PH-Ready are upgraded to a newer version. All other PCS 7 products
and components remain unchanged.

* Via update download:
Only the PH components on the PCS 7 OS are upgraded during the setup.

e Viaanewer PCS 7 data storage medium without upgrading the complete PCS 7 OS: Manually
uninstall
PH-Ready and then manually install PH-Ready from the corresponding subfolders of the PCS
7 data storage medium.

Note
Restart during the installation

Several restarts may be requested during installation. These restarts must be executed when
they are requested and not at a later time.

Installing Process Historian Ready when the OS Server has the same hardware and the same
computer names

42

1. Set WinCC offline and end WinCC.

2. Update the operating system, for example, using the Windows Server Update Service
(WSUS).

3. Start the setup for the PH-Ready via the WinCC or PCS 7 data storage medium. The version of
the PH-Ready must always correspond to the version of the Process Historian.
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Follow the instructions of the installation wizard.
Read the License Agreement and the Open Source License Agreement.

After installing the settings, check the PH-Ready service using the Service Configuration
Wizard.
Configuring the PH-Ready service (Page 34)

Restart the computer.

Set WinCC online again.

Installing Process Historian Ready when the OS Server has new hardware and the previous

computer names

1.
2.
3.

o o N o

Set up the new hardware with the appropriate operating system.
Install WinCC.

Start the setup for the PH-Ready via the WinCC or PCS 7 data storage medium. The version of
the PH-Ready must always correspond to the version of the Process Historian.

. Follow the instructions of the installation wizard.

Read the License Agreement and the Open Source License Agreement.

After installation, you need to configure the PH-Ready service using the Service
Configuration Wizard.
Configuring the PH-Ready service (Page 34)

Restart the computer.

Install the WinCC projects from the ES on the new computers.
Set WinCC online.

Set the old WinCC system offline.

Installing Process Historian Ready when the OS Server has new hardware and new computer

names

SIMATIC Process Historian

. Set up the new hardware with the appropriate operating system.

Install WinCC.

Start the setup for the PH-Ready via the WinCC or PCS 7 data storage medium. The version of
the PH-Ready must always correspond to the version of the Process Historian.

Follow the instructions of the Installation Wizard.
Read the License Agreement and the Open Source License Agreement.

. After installation, you need to configure the PH-Ready service using the Service

Configuration Wizard.
Configuring the PH-Ready service (Page 34)

Restart the computer.
Install the WinCC projects from the ES on the new computers.

In the navigation window of the WinCC Explorer, select the "Process Historian" item to open
the "WinCC Process Historian Editor".
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9. On the "Computer name" tab, enter the previously used computer names to continue
receiving messages from these computers as well.

10.Set WinCC online.
11.Set the old WinCC system offline.

Result

The current PH-Ready is now installed on the computer.

1.5.4 Upgrading the redundant Process Historian

Procedure
1. Upgrade the Process Historian server that serves as the principal.
2. Upgrade the Process Historian server that serves as the mirror.

3. Install the witness on a PC, such as the Information Server.
Configure the Process Historian Redundancy Service.
Installing the Process Historian Witness (Page 25)

4. Set up the redundancy afresh. Start the redundancy configuration on the management
console in the "Redundancy” dashboard.
Configuring a redundant Process Historian (Page 25)

Result
The redundant Process Historian is installed and set up.

The Process Historian Redundancy Service is configured during the setup.
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2.1 Cybersecurity information

Siemens provides products and solutions with industrial cybersecurity functions that support
the secure operation of plants, systems, machines and networks.

In order to protect plants, systems, machines and networks against cyber threats, it is
necessary to implement — and continuously maintain — a holistic, state-of-the-art industrial
cybersecurity concept. Siemens’ products and solutions constitute one element of such a
concept.

Customers are responsible for preventing unauthorized access to their plants, systems,
machines and networks. Such systems, machines and components should only be connected
to an enterprise network or the internet if and to the extent such a connection is necessary
and only when appropriate security measures (e.g. firewalls and/or network segmentation)
are in place.

For additional information on industrial cybersecurity measures that may be implemented,
please visit

https:/lwww.siemens.com/cybersecurity-industry (https://www.siemens.com/
industrialsecurity).

Siemens’ products and solutions undergo continuous development to make them more
secure. Siemens strongly recommends that product updates are applied as soon as they are
available and that the latest product versions are used. Use of product versions that are no
longer supported, and failure to apply the latest updates may increase customer’s exposure
to cyber threats.

To stay informed about product updates, subscribe to the Siemens Industrial Cybersecurity
RSS Feed under
https:/Inew.siemens.com/cert (https://www.siemens.com/industrialsecurity).
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2.2 Industrial Security

2.2 Industrial Security

Core statement

46

This product can be part of SIMATIC PCS 7 and integrated into the overall safety concept of the
plant. Siemens strongly recommends setting up, operating, maintaining, and decommissioning
the plant environment in accordance with the SIMATIC PCS 7 Compendium Part F - Industrial
Security. You can find more information at SIMATIC PCS 7 technical documentation (https://
support.industry.siemens.com/cs/ww/en/view/109801081).
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2.3 Release Notes

2.3 Release Notes

Contents

These Release Notes contain important information on the SIMATIC Process Historian. The
information in these Release Notes takes precedence over statements in the manuals. Read
these Release Notes carefully because they contain useful information for you.

The Release Notes for SIMATIC Process Historian 2024 are available in two versions:

* SIMATIC Process Historian Release Notes 2024
This version is supplied with the product and is installed during setup. This file contains
general information about SIMATIC Process Historian 2024 and a link to the Update Readme
on the Internet.

¢ SIMATIC Process Historian 2024 Online Readme
This version contains all the information on installing and updating SIMATIC Process
Historian 2020 SP1. This file is only available online, thus ensuring that the readme is up-to-
date.
Process Historian Online Readme (https://support.industry.siemens.com/cs/document/
1098275462dti=-1&Ic=en-WW)
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2.4

Customer Support

Customer Support and Technical Support

You can reach the SIMATIC hotlines at the times specified in the following table. The SIMATIC
hotline employees speak German and English. The Authorization hotline offers French, Italian or
Spanish customer support in addition to German and English.

Technical support

Nuremberg (GMT +1:00)

Service Monday - Friday, 8:00 to 17:00 (CET/CEST)

Hours

Phone +49 911 895 7222

Fax +49 911 895 7223

E-mail Support request (https://support.industry.siemens.com/My/ww/en/requests)

Automation Value Card (AVC)

The Automation Value Card (AVC) provides extended Technical Support and is available 24
hours every day of the week. Information on the AVC can be found at the following URL:

e Automation Value Card (https://support.industry.siemens.com/cs/sc/2021/automation-
value-card?lc=en-WW)

SIMATIC Customer Online Support
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Service and Support
An overview of the support offering for our products is available at the following URL:

e Online support (https://support.industry.siemens.com/cs/start?lc=en-WW)

Support app
For Siemens support on the go, get the app:

* Support app (https://support.industry.siemens.com/cs/sc/2067/mobile-use-via-app?lc=en-
WW)

Technical documentation for SIMATIC products

You can find a guide to the technical documentation provided for individual SIMATIC products
and systems at the following URL:

* Technical documentation portal (https://support.industry.siemens.com/cs/document/
109742705/documentation?dti=0&Ic=en-WW)

Contact person database

To contact your local agent, search our contact database at the following URL:

e Contact person database (http://www.automation.siemens.com/partner/index.asp?
lang=en)
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2.4 Customer Support

Product Information

SIMATIC Products
Go to the following URL for additional information about SIMATIC products:

e Overview of SIMATIC products (http://w3.siemens.com/mcms/topics/en/simatic/Pages/
default.aspx)
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3.1 Cybersecurity information

Siemens provides products and solutions with industrial cybersecurity functions that support
the secure operation of plants, systems, machines and networks.

In order to protect plants, systems, machines and networks against cyber threats, it is
necessary to implement — and continuously maintain — a holistic, state-of-the-art industrial
cybersecurity concept. Siemens’ products and solutions constitute one element of such a
concept.

Customers are responsible for preventing unauthorized access to their plants, systems,
machines and networks. Such systems, machines and components should only be connected
to an enterprise network or the internet if and to the extent such a connection is necessary
and only when appropriate security measures (e.g. firewalls and/or network segmentation)
are in place.

For additional information on industrial cybersecurity measures that may be implemented,
please visit

https:/lwww.siemens.com/cybersecurity-industry (https://www.siemens.com/
industrialsecurity).

Siemens’ products and solutions undergo continuous development to make them more
secure. Siemens strongly recommends that product updates are applied as soon as they are
available and that the latest product versions are used. Use of product versions that are no
longer supported, and failure to apply the latest updates may increase customer’s exposure
to cyber threats.

To stay informed about product updates, subscribe to the Siemens Industrial Cybersecurity
RSS Feed under
https:/Inew.siemens.com/cert (https://[www.siemens.com/cert).
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3.2 Industrial Security

Core statement

This product can be part of SIMATIC PCS 7 and integrated into the overall safety concept of the
plant. Siemens strongly recommends setting up, operating, maintaining, and decommissioning
the plant environment in accordance with the SIMATIC PCS 7 Compendium Part F - Industrial
Security. You can find more information at SIMATIC PCS 7 technical documentation (https://
support.industry.siemens.com/cs/ww/en/view/109801081).

Industrial Security

Availability of the plant is the primary concern in the production and automation environment.
The protection of information or data comes next. In the field of automation, "Industrial Security”
cannot be reduced to information security. For automation systems, the maintenance of
operational safety and protection of life and limb has top priority. The critical requirement to
achieve this is the protection of plant availability and thus complete control of the process.

Defense-in-Depth

The concept of Defense-in-Depth is the security strategy of Siemens for SIMATIC PCS neo, where
several layers of defense are built around the system, in this case the automation system.

The implementation of a defense-in-depth requires a combination of various security
measures. This includes:

¢ Plant security
¢ Network security

e System integrity

Defense-in-depth Plant security
= Physical access protection
= Processes and policies

—
NE = Security services to protect
production facilities

Cell protection and
perimeter network
Firewalls and VPN

System hardening
Authentication and access
protection

Patch management
Detection of attacks
Integrated access protection
in automation

Security test

S

Security threats
force action

>
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Additional information

You can find additional information on the PCS neo overview page in the manuals:

SIMATIC PCS neo process control system security concept (basis)

SIMATIC PCS neo Industrial Security in SIMATIC PCS neo

PCS neo Overview (https://support.industry.siemens.com/cs/ww/enl/view/109762327)
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3.3 Process Historian Server
3.3.1 Process Historian - Installation Notes
3.3.1.1 Cybersecurity information

Siemens provides products and solutions with industrial cybersecurity functions that support
the secure operation of plants, systems, machines and networks.

In order to protect plants, systems, machines and networks against cyber threats, it is
necessary to implement — and continuously maintain — a holistic, state-of-the-art industrial
cybersecurity concept. Siemens’ products and solutions constitute one element of such a
concept.

Customers are responsible for preventing unauthorized access to their plants, systems,
machines and networks. Such systems, machines and components should only be connected
to an enterprise network or the internet if and to the extent such a connection is necessary
and only when appropriate security measures (e.g. firewalls and/or network segmentation)
are in place.

For additional information on industrial cybersecurity measures that may be implemented,
please visit

https:/lwww.siemens.com/cybersecurity-industry (https://www.siemens.com/
industrialsecurity).

Siemens’ products and solutions undergo continuous development to make them more
secure. Siemens strongly recommends that product updates are applied as soon as they are
available and that the latest product versions are used. Use of product versions that are no
longer supported, and failure to apply the latest updates may increase customer’s exposure
to cyber threats.

To stay informed about product updates, subscribe to the Siemens Industrial Cybersecurity
RSS Feed under
https:/Inew.siemens.com/cert (https://[www.siemens.com/cert).

3.3.1.2 Industrial Security

Core statement
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This product can be part of SIMATIC PCS 7 and integrated into the overall safety concept of the
plant. Siemens strongly recommends setting up, operating, maintaining, and decommissioning
the plant environment in accordance with the SIMATIC PCS 7 Compendium Part F - Industrial
Security. You can find more information at SIMATIC PCS 7 technical documentation (https://
support.industry.siemens.com/cs/ww/en/view/109801081).
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Industrial Security

Availability of the plant is the primary concern in the production and automation environment.
The protection of information or data comes next. In the field of automation, "Industrial Security"
cannot be reduced to information security. For automation systems, the maintenance of
operational safety and protection of life and limb has top priority. The critical requirement to
achieve this is the protection of plant availability and thus complete control of the process.

Defense-in-Depth

The concept of Defense-in-Depth is the security strategy of Siemens for SIMATIC PCS neo, where
several layers of defense are built around the system, in this case the automation system.

The implementation of a defense-in-depth requires a combination of various security
measures. This includes:

¢ Plant security
¢ Network security

e System integrity

Defense-in-depth Plant security

= Physical access protection
= Processes and policies

—
NE = Security services to protect
production facilities

Security threats CeII_ protection and
. perimeter network
force action

Firewalls and VPN

System hardening
Authentication and access

protection

Patch management
Detection of attacks
Integrated access protection
in automation

Security test

Additional information

You can find additional information on the PCS neo overview page in the manuals:
* SIMATIC PCS neo process control system security concept (basis)
e SIMATIC PCS neo Industrial Security in SIMATIC PCS neo

PCS neo Overview (https://support.industry.siemens.com/cs/ww/en/view/109762327)
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3.3.1.3

System requirements

System requirements

Overview

The following requirements must be met for the installation and operation of the SIMATIC
Process Historian:

e Hardware requirements (Page 12)
» Software requirements (Page 14)
We recommend operating the Process Historian Server in a Windows domain.

The security settings of the firewall form the basis of the security concept for operating the
Process Historian:

Firewall settings (Page 16)
You require the following licenses to operate a Process Historian system:

Licenses of the Process Historian (Page 11)

Note

The passwords configured for a user must match on the PCs

Make sure that all passwords specified for a user are identical on the following systems:
* Monitoring & Control Server

* OS Server

* Process Historian Server

Make sure to notice any changes to passwords.

Order of installation of Process Historian and Information Server on a system

56

If you want to install Process Historian and the Information Server on the same computer, they
must be installed in the same SQL Server instance. The Process Historian must be installed first.

Cleanup of the corrupt Information Server installation

If you did not install the Information Server together with the Process Historian but installed
it afterwards, use the following procedure to clean up the faulty installation:

1. Create a SQL Server full backup of the existing PH database.
You can perform a manual backup and cyclic full backup of the database from the Process
Historian Management Console. For more information, see "Backing up the database” in the
Process Historian documentation.
If you use SIMATIC BATCH, the data supplied from the batches is saved separately in the
Process Historian and must therefore be taken into account during the full backup.

2. Perform a complete new installation of the operating system.
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3. Start the general setup and select the installation for Process Historian and Information

Server.

4. A new, empty Process Historian database is created. Use the same configuration settings for

the newly created database.

Once the functionality is completed and verified, restore the previously created SQL Server
backup of the Process Historian database.

Details can be found in the section "Restore Historian Storage Database" in the FAQ: Backup
and restore of a Process Historian database (https://support.industry.siemens.comics/
attachments/66579062/66579062_pcs7_ph_backup_restore_en.pdf)

Licenses of the Process Historian

Products for PCS neo

Product License type Validity MLFB WiBu
Process Historian Server Single Unlimited 6DL8905-0AD10-0AB5 50001
6DL8905-0AD10-0AH5
Process Historian — Archive Tags Single Counter-relevant (100) | 6DL8905-0BD10-0AB5 50002
6DL8905-0BD10-0AH5
Process Historian — Archive Tags Single Counter-relevant 6DL8905-0ED10-0AB5 50002
(1000) 6DL8905-0ED10-0AH5
Process Historian - Archive Batch Single Unlimited 6DL8905-0DD10-0AB5 50004
6DL8905-0DD10-0AH5
An additional license is required for the following connectivity function:
Product License type Validity MLFB WiBu
Process Historian OPC UA Server Single 1 6DL8905-0CD10-0AB5 50003
6DL8905-0CD10-0AH5

Note
MLFB numbers

MLFB numbers ending with OAB5 are goods deliveries.
MLFB numbers ending with OAH5 are OSD deliveries (downloads).

Products for PCS 7

Product License type Validity MLFB

Process Historian and Information Server Basic Single Unlimited 6ES7652-7AX78-2YBO

Package 6ES7652-7AX78-2YHO

Process Historian Basic Package Single Unlimited 6ES7652-7BX78-2YB0O
6ES7652-7BX78-2YHO

Process Historian Archive BATCH Single Unlimited 6ES7652-7DX78-2YBO
6ES7652-7DX78-2YHO
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Product License type Validity MLFB

Process Historian Server Redundancy Single Unlimited 6ES7652-7CX78-2YBO
6ES7652-7CX78-2YHO

Process Historian Archive AUDIT Single Unlimited 6ES7652-7)X78-2YBO
6ES7652-7JX78-2YHO

Process Historian — Archive Tags Single Counter-relevant (1000) 6ES7652-7HA00-2YBO
6ES7652-7HA00-2YHO

Upgrade Package PH and IS V9.1 -> V10 Single Unlimited 6ES7652-7BX78-2YEOQ
6ES7652-7BX78-2YKO

An additional license is required for the following connectivity function:

Product License type Validity MLFB
Process Historian OPC UA Server Single Unlimited 6ES7652-7FX78-2YBO
6ES7652-7FX78-2YHO
Process Historian OPC UA Data Collector Single Unlimited 6ES7652-7GX78-2YB0O
6ES7652-7GX78-2YHO
Products for WinCC
Product License type Validity MLFB
Process Historian and Information Server, Single Unlimited 6ES7652-7AX78-0YT8
Software Media Package 6ES7652-7AX78-0YGS8

Note
MLFB numbers

MLFB numbers ending with 2YBO/2YEO/OYTS8 are goods deliveries.
MLFB numbers ending with 2YHO/OYH8 are OSD deliveries (downloads).

Hardware requirements

Overview

Before you decide on hardware equipment, you must:

¢ Estimate the expected tag and message load.

¢ Determine how long the data is stored in the Process Historian.

Based on these numbers, you can determine the necessary hard disk capacity.

58

The "PH-HWAdvisor" tool calculates the hardware configuration for the Process Historian
based on the specific project.

PH-HW Advisor (https://support.industry.siemens.com/cs/ww/en/view/109740115)
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3.3 Process Historian Server

The following assumptions are made regarding the values for the configuration limits:

* The Process Historian was configured with 6 runtime segments and a future segment.

¢ The compression factor is "10".

* The data is available for 2 years on the Process Historian database.

e The calculation of the required storage space is based on the high limit of the respective tags.

Configuration limits Small (S) Medium (M) Large (L) Extra Large (XL)
Monitoring & Control server / OS 1 2-4 5-10 11-18
server (redundant)

Monitoring & Control station / OS 1-4 16 40 40
client

Max. process values/s 1500 6000 15,000 27,000
@ messages/min 20 40 100 180
Storage space required

For the process values in TB 1 4 10 18
For the messages in TB 0.04 0.16 0.4 0.7
Configured hard disk space”

For the process values in TB 7.2 14.4 21.6
For the messages in TB 2 0.6 0.9 1.8

*) The following is taken into account:

e The compression factor may vary.

* The data can be available for more than 2 years on the Process Historian database.

* The capacity of the hard disks is larger than calculated by the operating system.

Overview of the configuration limits with SIMATIC BATCH

Configuration limits Medium (M) Large (L)
Monitoring & Control server | OS server (redun- 2-4 5-10
dant)

Monitoring & Control station / OS client 16 40
Max. process values/s 6000 15,000
@ messages/min 40 100
Required storage space (with a redundant BATCH server)

For the process values in TB 4 10
For the messages in TB 0.16 0.4
For the BATCH messages” 2 2
Configured hard disk space

For the process values in TB 7.2 14.4
For the messages in TB 3.6 3.6

*) 60 recipe steps / min. require 1 TB for the BATCH messages
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Software requirements

Software requirements

Operating systems

.NET Framework

The following Microsoft operating systems are supported:
*  Windows Server 2019

*  Windows Server 2022

Supported operating system languages (Page 15)

An update of the operating system is not allowed while the Process Historian is running. To
install an update, proceed as follows:

Updating the operating system for Process Historian (Page 35)

Note
Process Historian identifies the computers using the computer SID

The computer SID is a unique security identifier. The Process Historian identifies the Monitoring
& Control stations/OS clients/WinCC stations by their computer SID. Computers that have the

same computer SID and store data on the Process Historian are not uniquely identified by the

Process Historian. This can lead to malfunctions on the Process Historian.

When computers are cloned, the computer SID is not automatically adjusted.

The combined Process Historian/Information Server computer must also have a unique SID.

The Process Historian requires ".NET Framework 4.6.2." or higher. You might need to install this
version of the Framework.

Microsoft Message Queuing Services for PCS 7/WinCC

SQL Server
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The Process Historian uses the Microsoft Message Queuing services for PCS 7 and WinCC. This
component is part of the operating system. You may need to subsequently install Microsoft
Message Queuing.

The Process Historian Server requires the Microsoft SQL Server 2019 Standard Edition 64-bit.
The SQL Server is installed automatically during the Process Historian installation.

You need to set up appropriate user rights to access the data on the SQL Server. Read the
relevant documentation.
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Virtual systems

See also

3.3 Process Historian Server

"Historian" SQL server instance (Page 16)

Note
Do not change the Windows computer name

Do not change the Windows computer name after installing the Process Historian.

If you do change the Windows computer name, you will need to uninstall and reinstall the SQL
Server.
Do not use the name "HIST" or "HISTORIAN" for the Process Historian computer

These names are already pre-defined for the SQL Server instance. Using these names leads to a
conflict with the SQL Server. The Database Wizard will not work.

You can install SQL Server Management Studio as needed. See: SQL Server Management
Studio. (https://support.industry.siemens.com/cs/document/66579062/installation-
operation-and-maintenance-of-process-historian-information-server-in-a-pcs-7-environment?
dti=0&pnid=14886&Ic=en-WW)

You can use Process Historian in the virtualized environments supported by PCS neo/PCS 7/
WinCC.

Hardware requirements (Page 12)

Installing Microsoft .NET Framework (Page 35)

Supported operating system languages

Overview

Process Historian is released for the following operating system languages:
e German

* English

* French

e ltalian

* Spanish

e Multilingual operating system

The Asian version of Process Historian is released for the following operating system
languages:

* English
¢ Chinese (Simplified, PRC)
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* Japanese

e Multilingual operating system

Note

The Process Historian supports the primary languages of the operating system languages. For
example, English (USA).

"Historian" SQL server instance

Overview

Firewall settings

Overview
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An "Historian" instance is created with the required settings during installation on a Microsoft
SQL. You can change the name of the instance later.

This instance is always installed in English. The language in which existing SQL Server
instances are installed has no influence on this. Existing instances are not affected by the
Service Pack.

"Historian" instance after uninstalling Process Historian

The SQL Server "Historian" instance is retained when the Process Historian is uninstalled. For
licensing reasons, this instance must be uninstalled manually.

The security settings of the firewall are the basis of the security concept. The required security
settings for the locally installed Windows firewall to run the Process Historian server are adapted
via the Database Installation Wizard after installation. The settings depend on the data sources
used.

If you use an additional firewall between the Monitoring & Control station / OS client / WinCC
station and the Process Historian, these ports must remain accessible.

Make sure that firewall features that make checks at application level are adjusted, if
necessary. For example, you must disable the "RPC Filter" feature in the SIEMENS Application
Firewall.

Note

The ports which are not necessary for communication of the current configuration must be
closed.
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Assignment of SIMATIC products as data sources to the firewall settings

3.3 Process Historian Server

Firewall settings

PCS
neo

PCS

BATC
H

Win
CcC

WinCC
Perform-
ance Moni-
tor

Process
Historian
Redun-
dancy

Informa-
tion Server
(Remote)

OPC UA
Server (Re-
mote)

OPC UA Data Col-
lector (Remote)

PH LLMNR-UDP-In

PH Database Writ-
er SF2

PH SQL server port

PH SQL Server
Monitor Port

PH SQL Server Ap-
plication

PH RPC for MSMQ

PH Network Dis-
covery

PH Discovery Serv-
ices

PH Management

PH Redundancy
Services

PH WCF Message
Queue Service (Re-
dundancy Mainte-
nance Service)

PH WCF Message
Queue Service
(SQL Mirroring
Setup)

PH WCF Message
Queue Service
(Maintenance
Service)

PH SQL - Server
Mirroring Port
(UDP)

PH SQL - Server
Mirroring Port
(TCP)

Open ports

The Process Historian server requires the following open ports for operation:

(NetBios Name Resolution)

Name Protocol Port
PH LLMNR-UDP-In ubP 5355
PH RPC for MSMQ TCP 135
PH Network Discovery ubpP 137
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Name Protocol Port
PH SQL Server Monitor Port UDP 1434
Microsoft Message Queuing TCP 1801
PH DatabaseWriterServiceUl TCP 2224
PH Maintenance Service TCP 2225
(Srv ServerPort)
PH Maintenance Service TCP 2226
(Srv ClientPort)
PH Database Writer SF2 TCP 2227
PH Server 2020 TCP 2230
(Server, License; Info; Live data)
PH SQL Server Port TCP 3723
PH SQL Mirroring Port (TCP) TCP 5022
PH SQL Mirroring Port (UDP) UDP 5022
PH Discovery Services TCP 5048
PH Management TCP 2222
Generic Import Export Service TCP 44220
PH Redundancy Services TCP 60000
PH WCF Message Queue Service (Redundan- TCP 60001
cy Maintenance Service)
PH WCF Message Queue Service (SqIMirror- TCP 60002
ingSetup)
PH WCF Message Queue Service (Mainte- TCP 60003
nanceService)
PH SQL Server Application TCP Any port
OPC UA Local Discovery Server TCP Any port
The Monitoring & Control server | OS server requires the following open ports for operation:
Name Protocol Port
PH Database Writer SF2 TCP 2228
NetBios Name Resolution ubpP 137
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3.3.14 Installation

Process Historian for PCS neo

Installing Process Historian for PCS neo

Note

Configuration of the target computer in the Administration Console

Before manually installing the Process Historian/Information Server, the target computer must
be configured in the Administration Console:

1. Install AC Agent via "AdditionalProducts\AC Agent" of the PCS neo setup or a remote
installation of the AC agent from the AC Server to the Process Historian-Server/Information
Server.

2. Add the Process Historian Server/Information Server to the Administration Console.
3. Create an AC Server certificate for the Process Historian Server/Information Server.

To do so, follow the instructions in the PUD for the Administration Console:

¢ Administration > SIMATIC PCS neo Administration Console > Getting Started > Use cases >
Create setup definition for AC agent

¢ Administration > SIMATIC PCS neo Administration Console > Communication > Adding target
computer to AC

¢ Administration > SIMATIC PCS neo Administration Console > Communication > Use cases >
Create certificate for target computer

After successful local installation of Process Historian/Information Server, perform the following

advanced steps in the Administration Console:

1. Connect the PH/IS computer to the UMC domain.

2. Determine the inventory data for the PH/IS computer.

3. Update the distribution of the configuration.

Follow the instructions in the PUD: "Administration > Administration Console > Inventory > Work
with inventory data"

After the Process Historian Server has started, add the following to the allow list under
"Configuration" > "S&F Allow List" of the Administration Console:
* The computer name of the Process Historian Server

¢ Monitoring & Control stations as S&F clients that are allowed to write data to the Process
Historian Server.

* The Information Server so that the server has read access to the PH database and can create
reports.

Requirement
¢ You have the Windows "Administrator" permission.

¢ The system requirements for the Process Historian are met.

SIMATIC Process Historian
System Manual, 07/2024, A5E53524470-AA 65



SIMATIC Process Historian

3.3 Process Historian Server

Procedure

Result

See also
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1. Install the "SIMATIC PCS neo Process Historian Server" software module via the PCS neo setup.

2. After completion, conclude the setup with a restart.

Process Historian is installed on the PC.

The Database Installation Wizard which you use to configure the Process Historian database is
started. You can find more information on the configuration of the database in the "Process
Historian Server" manual.

Permissions for Windows domain users

If the operating system login on the Process Historian only has user authorization, the
Process Historian Management Console is not opened automatically when the system is
restarted. To open the Process Historian Management Console, go to "Start > Siemens
Automation > SIMATIC > Process Historian > Process Historian Management Console”.

To start the Process Historian Management Console automatically after restarting, enter the
Windows domain user in the local administrator group.

Note

Uninstalling Process Historian/Information Server as part of PCS neo setup is not approved.

Configuring the database (Page 105)

Opening the Process Historian Management Console (Page 117)
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Process Historian for PCS 7

Process Historian for PCS 7 - Overview

Overview
Depending on the configuration, you have various configuration options:
¢ Combined Process Historian/Information Server:

— On the Process Historian/Information Server
Installing a combined Process Historian/Information Server (Page 30)

— On the OS servers
Installing PH-Ready on a PCS 7 OS (Page 23)

¢ Redundant Process Historian with Information Server as witness

— On the Process Historian/Information Server
Installing redundant Process Historian (Page 24)

— On the OS servers
Installing PH-Ready on a PCS 7 OS (Page 23)

¢ Process Historian/Information Server and SIMATIC BATCH

— On the Process Historian/Information Server
Installing Process Historian/Information Server with SIMATIC BATCH (Page 31)

— On the OS servers
Installing PH-Ready on a PCS 7 OS (Page 23)

¢ Dedicated Process Historian/Information Server

— On the Process Historian/Information Server
Installing a dedicated Process Historian/Information Server (Page 30)

— On the OS servers
Installing PH-Ready on a PCS 7 OS (Page 23)

» Referenced OS single station with Process Historian/Information Server

— On the Process Historian/Information Server
Installing a combined Process Historian/Information Server (Page 30)

— Onthereferenced OS single station. The OS single station base must be redundant when
using a Process Historian in this configuration. You can use a total of eight OS stations.
Installing PH-Ready on a PCS 7 OS (Page 23)

Installing Process Historian for PCS 7

Requirement
* You have the Windows "Administrator" permission.
¢ The system requirements are met.

¢ Microsoft Message Queuing (MSMQ) is installed.

SIMATIC Process Historian
System Manual, 07/2024, A5E53524470-AA 67



SIMATIC Process Historian

3.3 Process Historian Server

Procedure

Result
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1. Start the PCS 7 setup from the data storage medium.

2. Follow the instructions of the installation wizard.
Read the License Agreement and the Open Source License Agreement.

3. If necessary, enter the following information in the "User information" dialog:
— User
— Associated organization
4. Select the required "Type of installation™:
— Package installation
— Custom installation

5. Select the "Process Historian" program package for the package installation, or the "Process
Historian Server" program for the custom installation in the "Archiving and Reporting"
category.

6. If you want to install a combined Process Historian/Information Server, select both the
"Process Historian" and "Information Server" program packages in the "Archiving and
Reporting" category for the package installation, or the "Process Historian Server" and
“"Information Server" programs for the custom installation.

7. If required, select additional components in the "Programs" dialog.

8. Read the license agreement for Microsoft SQL Server.

9. Confirm the changes to the system settings in the "System settings" dialog.
10.Start the installation.

11.To complete the installation, restart the system.

Note
Restart during the installation

Several restarts are requested during installation. These restarts must be executed when they
are requested and not at a later time.

Process Historian is installed on the PC.

The Database Installation Wizard which you use to configure the Process Historian database is
started. You can find more information on the configuration of the database in the "Process
Historian Server" manual.

Permissions for Windows domain users

If the operating system login on the Process Historian only has user authorization, the
Process Historian Management Console is not opened automatically when the system is
restarted. To open the Process Historian Management Console, go to "Start > Siemens
Automation > SIMATIC > Process Historian > Process Historian Management Console”.
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To start the Process Historian Management Console automatically after restarting, enter the
Windows domain user in the local administrator group.

Installing PH-Ready on a PCS 7 OS

Introduction

With the following OS installation options, the PH-Ready component is installed automatically:

OS Server for Process Historian
Maintenance Station for Process Historian

OS Single Station for Process Historian

Requirement
¢ Microsoft Message Queuing (MSMQ) is installed.
¢ The user under which the Process Historian was installed has been created on the computer.
Procedure
1. Startthesetup with the PCS 7 data storage medium. The version of the PH-Ready must always
correspond to the version of the Process Historian.
2. Follow the instructions of the installation wizard.
Read the License Agreement and the Open Source License Agreement.
3. In the "Server" category, select the "OS Server for Process Historian" program package.
For a reinstallation, use the program package "OS Server for Process Historian" or the
program "Process Historian Ready Component" under "Archiving and Reporting".
4. Confirm the changes to the system settings in the "System settings" dialog.
5. Start the installation.
6. To complete the installation, reboot the system.
Note
Restart during the installation
Several restarts are requested during installation. You cannot postpone the reboots to a later
time.
Result

The PH-Ready component is installed on the computer.

After installation, you need to configure the PH-Ready service using the Service Configuration
Wizard.
Configuring the PH-Ready service (Page 34)
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Installing redundant Process Historian

Procedure

Result

1. Install the "Process Historian" program package on the principal.
Installing Process Historian for PCS 7 (Page 22)
The Database Installation Wizard is started. Configure "SIMATIC Process Historian
Redundancy” as the data source and select the installation on the master (principal) server.

2. Install the "Process Historian" program package on the mirror.
The Database Installation Wizard is started. Configure "SIMATIC Process Historian
Redundancy” as the data source and select the installation on the standby (mirror) server.

3. Install the "Information Server" program package on a PC.

4. Install the witness on a PC, such as the Information Server.
Configure the Process Historian Redundancy Service.
Installing the Process Historian Witness (Page 25)

5. Inthe"Redundancy" dashboard of the Process Historian Management console, configure the
redundant system with the wizard for redundancy configuration.
Configuring a redundant Process Historian (Page 25)

The redundant Process Historian is installed and set up. The Database Installation Wizard is
performed on the principal and mirror.

The Process Historian Redundancy Service is configured during the setup.

Installing the Process Historian Witness

Requirement

Procedure

70

¢ With the recommended installation on the SIMATIC Information Server:
— ASIMATIC Information Server is installed on the PC.
¢ Forinstallation in a PCS 7/WinCC environment:

— WinCCis installed on the PC.

1. Run the "Setup.exe" file.
The "Setup" dialog opens.

2. Follow the procedure when installing the Process Historian Server.
3. Under "Custom Installation”, select:

"Archiving and Reporting" > Program "Process Historian Witness".
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Result

3.3 Process Historian Server

. Restart the system.

After the restart, the service configuration wizard opens; it will configure the Process
Historian Redundancy Service.

. Define a user who has access rights to the Process Historian database of the redundant PC.
. Click "Next".

. Inthe "Service configuration" dialog of the "New security setting" plant complex, enter a user

and a password.

. Click "Next".

A summary of the configuration is displayed in the "Overview" dialog.

. Check your inputs and click "Finish".

The Process Historian Witness is installed and Process Historian Redundancy Service is
configured.

Configuring a redundant Process Historian

Requirement

Procedure

SIMATIC Process Historian

The redundant Process Historian is installed.

You have configured the following using the database installation wizard:
"SIMATIC Process Historian Redundancy" is selected as the data source.

— Principal and mirror are installed.

You have become familiar with the basics of the redundant Process Historian.

You have administrator rights.

You use the PC that is the designated principal to set up the redundancy.

The "Redundancy" dashboard is opened in the Management Console on the PC.

. In the "Redundancy" area, click the "Start Redundancy Configuration Wizard ..." button.

The "Host configuration” dialog opens. The SQL Server instance for the principal is pre-
selected; it is called "HISTORIAN". This setting cannot be changed.

. Specify the network adapter via which the principal is executing the mirroring. To do so,

select the dedicated redundancy connection between the principal and the mirror.

. Select the SQL Server instance for the mirror from the drop-down menu. If necessary, reload

the list with the "Refresh" button. The SQL Server instance is in the format "<PC
name>\<SQLServerinstanceName>".

. A dialog for setting up the certificates is displayed.
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5. On the principal, start the "PH Redundancy Configuration Enabler" via "Start > Siemens
Automation".
The "PH Redundancy Configuration Enabler" displays the certificate of the mirror.
Select the certificate and click "Accept certificate".

6. On the mirror, start the "PH Redundancy Configuration Enabler".
The "PH Redundancy Configuration Enabler" displays the certificate of the principal.
Select the certificate and click "Accept certificate".

7. On the principal, in the dialog to set up the certificates, click "Certificates are trustworthy".
If you click "Certificates are trustworthy" before you have accepted the certificates, the dialog
is displayed again with the certificates that are not yet trustworthy.

8. Specify the network adapter for the dedicated redundancy connection.

9. Select the SQL Server instance for the witness from the drop-down menu. The instance
depends on the basis of the witness server, for example, an Information Server. The instance
name, therefore, is "INFSERVER".

Enter the PC manually ("PC NAME\INSTANCE NAME") when the PC:

— Is notincluded in the list
— Is displayed incompletely in the list with name but without SQL instance
Jump to the next box using the TAB key.

10.The dialog for setting up the certificates is displayed again.
On the principal, mirror and witness, via the "PH Redundancy Configuration Enabler", accept
each other's certificates.
On the witness, start the "PH Redundancy Configuration Enabler" via "C:\Program
Files\Siemens\ProcessHistorian\bin\PHRedundancyConfigurationEnabler.exe".

11.0n the Principal, in the dialog to set up the certificates, click "Certificates are trustworthy".
12.Specify the network adapter for the terminal bus connection.

13.Click "Next".
The "TCP Port Settings" dialog opens.

14.1n the "TCP Port Settings" dialog you specify the ports and make the required firewall settings.
Apply the default settings of the Process Historian. These include the firewall settings
specified in the database installation wizard.

15.The plausibility of the configuration and the connectivity of the configured servers and paths
is checked in the "Validation" dialog. A protocol in the "Validation" area shows which action
is currently being executed.
When the validation process is interrupted, click "Rerun”.

16.Click "Next".
The "Overview" dialog opens and shows a summary of the configuration.

17.Check the entries to make sure that they are correct.

18.Click "Next".
The configuration process is started.
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19.The redundancy on the servers is configured in the "Execution” dialog.

— The newly created configuration is set up gradually. The log of actions is displayed in the
Setup Actions pane.
When setting up redundancy, an attempt is made to stop the Maintenance Service. A
dialog is briefly displayed. If the Maintenance Server is currently busy with an important
function, the dialog is displayed for a longer time. You can either cancel the redundancy
setup or wait until the more important Maintenance Service function is completed.

— Depending on the size of the Process Historian database, some of the setup actions will
take longer.

A distinction is made between the following processes:

"Fast data backup and restore": Creates a full backup of the principal database that is
concurrently being restored on the mirror.

"Fast log backup and restore": A backup of the transaction log is created and restored at
the same time.

20.When the configuration is interrupted, click "Rerun”.

Result
A redundant system has been set up for operation of the Process Historian.
You can change the redundancy configuration or exit the redundancy synchronization on the
"Redundancy" dashboard in the Management console.

See also

Installing redundant Process Historian (Page 24)
Firewall settings (Page 16)

Useful information on the redundant Process Historian (Page 102)

Process Historian for WinCC

Installing Process Historian for WinCC

Introduction

You can use a separate server with installed Process Historian in the WinCC environment.

Requirement
* You have the Windows "Administrator" permission.
¢ The system requirements are met.

¢ Microsoft Message Queuing (MSMQ) is installed.
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Procedure

Result

1. Start the setup via the data storage medium for Process Historian / Information Server.

2. Follow the instructions of the installation wizard.
Read the License Agreement and the Open Source License Agreement.

In the "Process Historian" category, select the "Process Historian Server" program package.
If required, select additional components in the "Programs" dialog.

Read the license agreement for Microsoft SQL Server.

o v ok~ W

Accept the changes made to the system settings.
You can see an overview of the setup process.

Start the installation.

N

8. To complete the installation, restart the system.

Note
Restart during the installation

Several restarts are requested during installation. These restarts must be executed when they
are requested and not at a later time.

Process Historian is installed on the separate server.

The Database Installation Wizard is started, which you use to configure the Process Historian
database. You can find additional information on the configuration of the database in the
"Process Historian Server" manual.

Permissions for Windows domain users

If the operating system login on the Process Historian only has user authorization, the
Process Historian Management Console is not opened automatically when the system is
restarted. To open the Process Historian Management Console, go to "Start > Siemens
Automation > SIMATIC > Process Historian > Process Historian Management Console”.

To start the Process Historian Management Console automatically after restarting, enter the
Windows domain user in the local administrator group.

Installing PH-Ready on a WinCC station

Requirement

74

* Microsoft Message Queuing (MSMQ) is installed.

e The user under which the Process Historian was installed has been created on the computer.
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Procedure
1. Start the setup from the "Process Historian/Information Server" data storage medium.
2. Select the product language.
3. Follow the instructions of the installation wizard.
Read the License Agreement and the Open Source License Agreement.
4. Inthe "Process Historian" category, select the "Process Historian Ready Component" program
package.
5. Start the installation.
6. To complete the installation, reboot the system.
Note
Restart during the installation
Several restarts are requested during installation. You cannot postpone the reboots to a later
time.
Result

The PH-Ready component is installed on the computer.

After installation, you need to configure the PH-Ready service using the Service Configuration
Wizard.
Configuring the PH-Ready service (Page 34)

Installing a combined Process Historian/Information Server

Procedure

1. For PCS 7, install the combined "Process Historian" and "Information Server" program
package on the PC.
For PCS neo and WinCC, install the respective "Process Historian" program package on the
PC.
Installing Process Historian for PCS neo (Page 19)
Installing Process Historian for PCS 7 (Page 22)
Installing Process Historian for WinCC (Page 28)

2. Install the "Information Server" program package on the PC for PCS neo and WinCC.

Result

A combined Process Historian/Information Server is installed on the PC.
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Installing a dedicated Process Historian/Information Server

Procedure

Result

. Install the respective "Process Historian" program package on the Process Historian OPC UA

Server.

Installing Process Historian for PCS neo (Page 19)
Installing Process Historian for PCS 7 (Page 22)
Installing Process Historian for WinCC (Page 28)

. Install the "Process Historian OPC UA" program package on the Process Historian OPC UA

Server.
Installing the Process Historian OPC UA Server (Page 31)

. Install the "Information Server" program package on a separate Information Server.

A dedicated Process Historian is installed on the Process Historian OPC UA Server. The
Information Server is installed on a separate PC.

Installing Process Historian/Information Server with SIMATIC BATCH

Procedure

Result

. Install the respective "Process Historian" program package on the PC.

Installing Process Historian for PCS neo (Page 19)
Installing Process Historian for PCS 7 (Page 22)
Installing Process Historian for WinCC (Page 28)

. Install the "Information Server" program package on the PC.
3. Install the "Information Server - BATCH Reports" program package on the Information Server.

. Install the "Information Server - MS Office Add-in" program package on the Information

Server client if the client is used as an MS Office client.

A Process Historian/Information Server is installed on the PC which integrates SIMATIC BATCH.

Installing the Process Historian OPC UA Server

Requirement
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Process Historian is installed on the PC.

The "Process Historian OPC UA Server" license is available.
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Procedure for PCS neo

1. Install the "SIMATIC PCS neo Process Historian OPC UA Server" software module via the PCS
neo setup.

2. After completion, conclude the setup with a restart.

Procedure for PCS 7/WinCC
1. Start the setup from the data storage medium with the PCS/WinCC software.
2. Carry out the installation.
3. Under "Custom Installation”, select:
"Options" > "Process Historian OPC UA" program package

4. After completion, conclude the setup with a restart.

Result
The Process Historian Server is pre-configured as an OPC UA Server If necessary, change the
server configuration using the "OpcUaServerPH.xml" configuration file. The configuration file
can be found in "C:\Program Files\Siemens\PH-OPCUAServer\bin". For more information on the
server configuration, refer to the "Process Historian OPC UA Server" manual.
The OPC UA Local Discovery Server (LDS) from the OPC Foundation is also installed.

See also

Discovery Server (Page 201)
Installing Process Historian for PCS neo (Page 19)

Configuring the Process Historian OPC UA Server (Page 193)

Installing Information Server Ready

IS Ready only needs to be installed on the data source if itis connected directly to the Information
Server.

Note
Configuration of the IS Ready

Configuration of the IS Ready is always necessary.

It is only necessary to install IS Ready manually or install it later if the service was not
selected during the setup.

The IS Ready service is required for:
e A combined PH/IS installation
¢ Direct connection of WinCC (non-redundant): IS Ready is only installed on WinCC.

* Direct connection of WinCC (redundant): IS Ready is installed on every WinCC computer.
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* Direct connection of a PCS 7 project: IS Ready is installed on every OS.

* Indirect connection of WinCC or PCS 7 projects via the PH as long-term archive: IS Ready is
installed on the PH, installation on WinCC or PCS 7 OS computers is not necessary.

* Indirect connection of PCS neo via the PH as long-term archive (direct connection is planned,
but not yet possible at this time): IS Ready is only installed on the PH, installation on PCS neo
itself is not possible.

¢ Connection of PCS 7 Batch via the PH: IS Ready is only installed on the PH.
¢ Connection of PCS neo Batch via the PH: IS Ready is only installed on the PH.

Requirement

* The required hardware and software requirements for the installation of the Information
Server are fulfilled.

¢ Close all Windows programs before running the setup.

* The specified user information must match on the different systems: Information Server,
Process Historian, each WinCC data source Password changes must be tracked in all systems.

e For using IS Ready: The IS Ready Service user must be a Windows administrator and be
created as system administrator on the SQL Server instance.

Manual post-installation of the Information Server Ready

Note

It is only necessary to install IS Ready manually later if the service was not selected during the
setup.

—_

Open the installation directory on your installation media.
Select the "Start.exe" file of the component to be installed.
Select the language.

Read the installation instructions.

Accept the license agreement.

o vk~ W N

Select the installation content.
You see an overview of the setup for the installation process.

7. The installation is completed.
Restart the system now or at a later time.

Configuration of the IS Ready
1. Open "Start > All Programs > Siemens Automation > SIMATIC > IS Ready".

2. Select"IS Ready Configuration".
The "IS Ready Configurator" opens.

3. Select "Next".
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4. Enter the credentials to be used for the service users in the IS environment.
You see an overview of the setup for the installation process.

5. Select "Finish".

Result

Information Server Ready is installed.

Note
Combining different service users
If you are not using the same service user for the Information Server and all data sources, the

service user appointed to run the Data Host and Scheduler services on the Information Server
must be a member of the SIMATIC Report Services group on the data source.

The IS Ready user must be a member of the SIMATIC Report Services group on the Information
Server.

Configuring the PH-Ready service

You can use the Service Configuration Wizard to define the user under which the PH-Ready
service is executed on the PCS 7 and WinCC computers. The user should be the same user who
installed the Process Historian. The user automatically becomes a member of the "SIMATIC HMI"
user group.

You can start the Configuration Wizard at any time and reset the access rights.

Requirement
PH-Ready is installed.

Procedure

1. Afterrestarting the computer, start the Configuration Wizard for the "CCCAPHServer" service
via" Siemens Automation" > "PH-Ready Configuration".

2. In the "New security setting" area, select the "Run with user credentials" option.

3. Enter the user under which the Process Historian was installed. Enter the password.
The user must be created on the OS for this.

4. Complete the configuration of the "CCCAPHServer" service with "Finish".
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Result

Note
The passwords configured for a user must match on the computers

Make sure that the passwords set for a user match on the following systems:
e WinCCOS/PCS 7 OS
* Process Historian server

Make sure to notice any changes to passwords.

Note
Update installation of PCS 7

If you upgrade the PCS 7 version on the OS, you then need to re-configure the PH-Ready service.

The PH-Ready component is configured.

Updating the operating system for Process Historian

Introduction

Procedure

Result

80

The following procedure describes an update of the operating system.

1. Go to the "Process Historian Management" dashboard on the Management Console.

2. In the "Process Historian operating state" area, select the "Shut down" status.
Click "Apply".

3. Update the operating system, for example, using the Windows Server Update Service
(WSUS).

4. Start the computer again after updating the operating system.

5. Start the Management Console with "Start > Siemens Automation > Process Historian
Management Console".

6. Go to the "Process Historian Management" dashboard on the Management Console.

7. In the "Process Historian operating state" area, select the "Start" status.
Click "Apply".

The operating system on the Process Historian is updated to the latest version.
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Installing Microsoft .NET Framework

Procedure
1. Open the Server Manager with "Start > Server Manager".
2. Select "Add roles and features".
3. Click "Next" on the "Before you begin" page.
4. Select"Installation Type > Role based or feature based installation > Server selection > Server
role > Features".
5. Select ".Net Framework 4.8" or higher.
6. Click "Install".
Result
The ".Net Framework 4.8" or higher was installed.
3.3.1.5 Installation of the upgrade

Installing and uninstalling the Process Historian

Installation of the upgrade

You can upgrade an older version of Process Historian to the latest version via the upgrade
installation.

When you upgrade, you upgrade all computers in the Process Historian system. Therefore,
install the upgrade on all computers that have the following components installed:

* Process Historian

¢ PH-Ready componentof the Process Historian on the PCS 7 Operator Stations (OS) and WinCC
stations

The installation of the upgrade depends on the PC on which the installation is started.
Detailed information is available in the sections below.

To install an upgrade, you need to completely shut down the Process Historian.

NOTICE

Backing up existing data

Before upgrading the Process Historian server, create a manual backup or cyclic full backup of
the existing database.
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Update installation procedure for PCS 7
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Note
Order of the software update of PCS 7 and Process Historian

You need to update the Process Historian Server to the corresponding Process Historian version
of the new PCS 7 version first before you update the PCS 7 plant.

In this context, also observe the instructions "SIMATIC Process Control System PCS 7 Software
update” with the section "How to update Process Historian and the Information Server".

SIMATIC Process Control System PCS 7 Software update (https://
support.industry.siemens.com/cs/ww/en/view/109767557)

Do not change the computer name or storage architecture

During the upgrade, you must not change the computer names or the structures of the storage
paths.

The upgrade installation is possible for the following versions:

From version Via version To version
Every version from 2014 SP3 2014 SP3 Update 6 2024
Every version from 2020 - 2024

Upgrade installation of 2014 SP3
1. Upgrade to version 2014 SP3 Update 6.

2. Perform a full backup of the database.
If you have deployed a redundant Process Historian, you must remove the redundancy at the
"Redundancy" dashboard before the full backup and update.

3. Replace the hardware if necessary.

4. Install the Windows Server 2022 operating system on all computers on which the Process
Historian is installed.

5. Install the Process Historian server on the computer.
6. Restore the Process Historian database.
7. Update of PH-Ready on the PCS 7 OS or the WinCC stations.
Upgrade Process Historian Ready (Page 42)
Upgrade installation from 2020 while retaining the Windows operating system

1. Upgrade the Process Historian server and update the Process Historian database.
If you have deployed a redundant Process Historian, you must remove the redundancy at the
"Redundancy" dashboard before the update. You must then upgrade the redundant Process
Historian.
Upgrading the Process Historian server (Page 40)

2. Update of PH-Ready on the PCS 7 OS or the WinCC stations.
Upgrade Process Historian Ready (Page 42)
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Upgrade installation of 2020 when upgrading the Windows operating system

1. Perform a full backup of the database.
If you have deployed a redundant Process Historian, you must remove the redundancy at the
"Redundancy" dashboard before the full backup and update.

2. Replace the hardware if necessary.

3. Update the Windows operating system of the Process Historian system computers to
Windows Server 2022.

4. Install the Process Historian Server on the computer.
5. Restore the Process Historian database.
6. Update of PH-Ready on the PCS 7 OS or the WinCC stations.
Upgrade Process Historian Ready (Page 42)
Upgrade via download file
If you have the upgrade as a self-extracting download file, extract this upgrade only on a PC
with the Process Historian product installed.
Performing the installation
The Setup program guides you through the entire installation.

Depending on the system configuration, a restart may be necessary following the installation.

Reinstallation

If you have performed a reinstallation from the supplied data storage medium, you will need
to install the upgrade once again.

Update installation procedure for PCS neo

Note
Do not change the computer name or storage architecture

During the upgrade, you must not change the computer names or the structures of the storage
paths.

The upgrade installation is possible for the following versions:

Via version Via version To version

2020 Update 1 (V3.1) 2020 Update 2 2020 SP2 2022

2020 Update 2 (V3.1 Update 1) |- 2020 SP2 2022

2020 SP2 (V3.1 SP1) - - 2022

2022 (V4.0) - - 2022 SP1 Update 1
(V5.0)

2022 Update 1 (V4.0 Update 1) |- - 2022 SP1 Update 1
(V5.0)

2022 SP1 (v4.1) - - 2022 SP1 Update 1
(V5.0)
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Upgrade via download file

If you have the upgrade as a self-extracting download file, extract this upgrade only on a PC
with the Process Historian product installed.

Performing the installation

The Setup program guides you through the entire installation.

Depending on the system configuration, a restart may be necessary following the installation.

Reinstallation

If you have performed a reinstallation from the supplied data storage medium, you will need
to install the upgrade once again.

System behavior after the upgrade installation is complete
» After the computer restart, the applications (services) are automatically restarted.

* The Process Historian Management Console is started in the background on the Process
Historian Server.

Note

The process data are only transmitted again when the new version is installed on all Process
Historian Servers and computers with PH-Ready.

PCS neo: Adding the Process Historian Server and M&C stations to S&F allow list

After the Process Historian Server has started, add the Process Historian Server and the
Monitoring & Control stations to the allow list under "Configuration” > "S&F Allow List" of the
Administration Console as S&F clients that are allowed to write data to the Process Historian
Server.

The Information Server must also be included in the allow list so that the server has read
access to the PH database and can create reports.

Status of the Process Historian server and the licensing status

The Process Historian and the Management Console are not available during the upgrade
installation.

Database: Access rights during installation

The access rights of the registered user to the SQL Server of the database are temporarily revoked
during the upgrade installation. Clients also lose access to the database during this time.

Uninstalling

The upgrade cannot be uninstalled.
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Upgrading the Process Historian server

Introduction

To upgrade a Process Historian Server, use the corresponding, latest version on the PCS neo, PCS
7, WinCC data storage medium or the upgrade download, depending on the configuration.

The update installation of the Process Historian for PCS neo is carried out centrally controlled
via the AC Server. Create a setup definition for the Process Historian. Proceed in the same way
as for installing and publishing a software module.

After installation, the Process Historian database is updated via the Database Installation
Wizard.

Installation with PCS 7 and WinCC

1.

Create a manual backup or cyclic full backup of the existing database.

2. Shut down the Process Historian on the "Process Historian Management" dashboard.
3. Start the setup.

4.
5

Follow the instructions of the installation wizard.

. Perform the installation.

If you want to install Process Historian/Information Server with SIMATIC BATCH, install the
software package "Information Server - BATCH Reports" on the Information Server.

If you want to upgrade a redundant Process Historian on the PCS 7 system, proceed as
follows:

Upgrading a redundant Process Historian (Page 44)

Installation with PCS neo

1.
2.

Configuration

SIMATIC Process Historian

Create a manual backup or cyclic full backup of the existing database.

Install the Process Historian setup definition on the target computer via the AC Server. The
Process Historian automatically shuts down.

. When the setup definition is installed, log on to the Process Historian Server. After the update

installation, the Database Installation Wizard starts automatically. Follow the instructions of
the Database Installation Wizard. Databases from predecessor versions are migrated by
means of this wizard without modification of the interfaces.

. To complete the installation, reboot the system. After the upgrade installation, the Process

Historian Database Installation Wizard starts. Databases from predecessor versions are
migrated by means of this wizard without modification of the interfaces.

If you are using new hardware or performing an operating system change or a new
installation, you need to cancel the Database Installation Wizard. Restore the database with
the "Database Recovery" program, which you will find via the start window of the operating
system. Then restart and start the Database Installation Wizard.
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3. Follow the instructions of the Database Installation Wizard to update the existing data. As
soon as the database is updated, a window appears with an overview of actions already
performed.

4. To complete the installation, reboot the system.

Result
The Process Historian Server is upgraded and the Process Historian database is updated.
The Process Historian Server goes into operation.

After a certain time, the previous PH-Ready components on the PCS 7 Operator Stations (OS)
and WinCC stations supply data again.

Adding Monitoring & Control stations as S&F clients

After the Process Historian Server has started, add the Monitoring & Control stations to the allow
listunder "Configuration" > "S&F Allow List" of the Administration Console as S&F clients that are
allowed to write data to the Process Historian Server.

The Information Server must also be included in the allow list so that the server has read
access to the PH database and can create reports.

Upgrade Process Historian Ready

After the upgrade installation of Process Historian Server, upgrade the other computers in the
Process Historian system:

¢ On the WinCC stations
e On the PCS 7 operator stations (OS)

Perform an upgrade of Process Historian Ready (PH-Ready). Use the update download or,
depending on the configuration, the latest version of the WinCC or PCS 7 data storage
medium.

Upgrading n PH-Ready without upgrading PCS 7 OS

When upgrading the PH components in a PCS 7 system in isolation, only the Process
Historian Server and PH-Ready are upgraded to a newer version. All other PCS 7 products
and components remain unchanged.

* Via update download:
Only the PH components on the PCS 7 OS are upgraded during the setup.

* Viaanewer PCS 7 data storage medium without upgrading the complete PCS 7 OS: Manually
uninstall
PH-Ready and then manually install PH-Ready from the corresponding subfolders of the PCS
7 data storage medium.
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Note
Restart during the installation

Several restarts may be requested during installation. These restarts must be executed when
they are requested and not at a later time.

Installing Process Historian Ready when the OS Server has the same hardware and the same

computer names

1.
2.

Set WinCC offline and end WinCC.

Update the operating system, for example, using the Windows Server Update Service
(WSUS).

Start the setup for the PH-Ready via the WinCC or PCS 7 data storage medium. The version of
the PH-Ready must always correspond to the version of the Process Historian.

Follow the instructions of the installation wizard.
Read the License Agreement and the Open Source License Agreement.

After installing the settings, check the PH-Ready service using the Service Configuration
Wizard.
Configuring the PH-Ready service (Page 34)

Restart the computer.

Set WinCC online again.

Installing Process Historian Ready when the OS Server has new hardware and the previous

computer names

1.
2.
3.

o o N o

SIMATIC Process Historian

Set up the new hardware with the appropriate operating system.
Install WinCC.

Start the setup for the PH-Ready via the WinCC or PCS 7 data storage medium. The version of
the PH-Ready must always correspond to the version of the Process Historian.

Follow the instructions of the installation wizard.
Read the License Agreement and the Open Source License Agreement.

After installation, you need to configure the PH-Ready service using the Service
Configuration Wizard.
Configuring the PH-Ready service (Page 34)

Restart the computer.

Install the WinCC projects from the ES on the new computers.
Set WinCC online.

Set the old WinCC system offline.
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Installing Process Historian Ready when the OS Server has new hardware and new computer
names

1. Set up the new hardware with the appropriate operating system.
2. Install WinCC.

3. Start the setup for the PH-Ready via the WinCC or PCS 7 data storage medium. The version of
the PH-Ready must always correspond to the version of the Process Historian.

4. Follow the instructions of the Installation Wizard.
Read the License Agreement and the Open Source License Agreement.

5. After installation, you need to configure the PH-Ready service using the Service
Configuration Wizard.
Configuring the PH-Ready service (Page 34)

6. Restart the computer.
7. Install the WinCC projects from the ES on the new computers.

8. In the navigation window of the WinCC Explorer, select the "Process Historian" item to open
the "WinCC Process Historian Editor".

9. On the "Computer name" tab, enter the previously used computer names to continue
receiving messages from these computers as well.

10.Set WinCC online.
11.Set the old WinCC system offline.

Result

The current PH-Ready is now installed on the computer.

Upgrading the redundant Process Historian

Procedure
1. Upgrade the Process Historian server that serves as the principal.
2. Upgrade the Process Historian server that serves as the mirror.
3. Install the witness on a PC, such as the Information Server.
Configure the Process Historian Redundancy Service.
Installing the Process Historian Witness (Page 25)
4. Set up the redundancy afresh. Start the redundancy configuration on the management
console in the "Redundancy" dashboard.
Configuring a redundant Process Historian (Page 25)
Result

The redundant Process Historian is installed and set up.

The Process Historian Redundancy Service is configured during the setup.
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3.3.2 Concepts
3.3.2.1 Overview of Process Historian
Definition

Overview of the

The SIMATIC Process Historian is the central long-term archiving system based on the Microsoft
SQL Server.

All process data and messages from the following data sources are archived on the Process
Historian server in real time:

* PCS neo Monitoring & Control server

* PCS 7 OS Server and OS Clients

*  WinCC Server and Stations

*  WinCC Performance Monitor

* The external system connected to the Monitoring & Control server, e.g. OPC UA server
* SIMATIC BATCH Server

* External OPC UA server via the OPC UA Data Collector

Audit Trail entries are archived in the Process Historian and can be retrieved from the
long-term archive, e.g. for reports. An Audit Trail entry consists of a GMP-relevant event
transmitted by the client, which cannot be falsified or subsequently deleted without this
being reliably detected retrospectively. GMP-relevant events are operator messages, tags and
configuration changes in PCS 7 projects that are specially marked for this purpose.

Note

An uninterruptible power supply is required to operate the Process Historian and prevent data
loss in the event of a power interruption.

system configurations

The Process Historian can be used in the following system configurations:
¢ Process Historian on a server

¢ Process Historian and Information Server combined on one server

¢ Process Historian with integrated OPC UA server
Overview of Process Historian OPC UA Server (Page 191)

The redundancy for Process Historian is supported for PCS 7 systems.
Useful information on the redundant Process Historian (Page 102)
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Implementation
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The following technical documentation contains descriptions of the system configurations in
which you can use the Process Historian and Information servers.

e For PCS 7 in the "Archiving" chapter of the "SIMATIC PCS 7 Standard Architectures”
documentation
SIMATIC PCS 7 Standard Architectures (https://support.industry.siemens.com/cs/document/
10980555 1/simatic-pcs-7-standardarchitekturen-(v9-1)?dti=0&lc=en-WW)

¢ For PCS neo in the "Typical system configurations" section of the "SIMATIC PCS neo System
Planning" documentation
SIMATIC PCS neo System Planning (https://support.industry.siemens.com/cs/document/
109817099/simatic-pcs-neo-simatic-pcs-neo-systemplanung-v4-0?dti=0&Ic=en-WW)

in the system

The Process Historian runs as an archiving service on a server and uses services for processing
and backing up data.
Services of the Process Historian (Page 157)

The Process Historian receives the archiving requests of the integrated projects and transfers
the data promptly to the Process Historian database.

The integrated projects are displayed in Process Historian with their computers in a plant
structure. The data is organized within the project; it can originate from multiple data
sources. Each data source collects its own data, which is transferred to the Process Historian.

To ensure that no data is lost during transfer, the data is stored in a data buffer (PH Core
Logging / Store & Forward cache) at the data sources until the data is archived in the
database. For example, if the Process Historian is not accessible during maintenance work.
Data transfer from the Monitoring & Control server to the Process Historian (Page 98)
Data transfer from PCS 7 OS | WinCC station to the Process Historian (Page 100)

The database is divided chronologically into daily, weekly or monthly segments and logically
into data groups. You can distribute the data groups to different hard disks to optimize the
performance of the database.

Useful information about data storage (Page 91)

Useful information about segmentation (Page 92)

The following are present in the database at any one time:
* A currently active segment
* Some prepared segments

¢ Older segments that have been archived and swapped out of storage

Batch data from the BATCH server

The data to be archived contains the batch information supplied by the BATCH server and the
Runtime information during batch creation.

You can remove the archived batch data to backup files and then remove it from the Process
Historian . You can use "Restore" to make the removed batch data available again to the
Monitoring & Control stations, OS servers, OS clients or the Information Server. The process
values and messages from the batches provided by the Monitoring & Control stations, OS
servers and OS clients are stored separately in segments in the Process Historian , like all
process data.
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Language scope

In addition to the following 11 standard languages, you can also archive 22 additional languages
in the Process Historian :

e German (Germany)

e English (United States)

* French (France)

 ltalian (Italy)

* Russian

e Spanish (Spain)

e Spanish

e Chinese (People's Republic of China)
¢ Chinese (Taiwan)

* Japanese (Japan)

e Korean (Korea)

3.3.2.2 Useful information about data storage

Overview

The Process Historian stores each value sequence to be archived, e.g. from a process tag, and
individual values at specific times under a unique identifier. The physical location of the
individual values is determined with this identifier.

To improve performance when archiving a large number of process values and alarms, the
value sequences in the Process Historian can be divided into data groups. 1000 values per
data group are organized, for example, with 2 data groups and 2000 values per second. The
number of data groups used also depends on the number of processor cores. The maximum
value of the data groups is automatically determined by the Process Historian installation
depending on the available resources.

Each data group is assigned a storage location on a shared cluster of physical sources.
e Data group 1 on drive partition 1
¢ Data group 2 on drive partition 2

* etc.

Note

To influence the performance and scaling of the system used, you can use the Database
Installation Wizard to split the data groups among the existing hard disks.
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Partition

The amount of runtime data of a single value sequence to be archived is not limited and
constantly increases. The amount of data assigned to a single value sequence is therefore
divided into several partitions over the time axis.

Data groups are divided into partitions using the time axis.
The following conditions apply to partitions:

¢ Each partition has a high and low limit for the time range.

* The high time limit is always higher than the low time limit.

* The partitions of a data group do not overlap.

Database segment

A database segment consists of the sum of partitions of all data groups that share the same high
and low time limits. These groups correspond to the limits of the segment.

You can find out more about segments in Process Historian in:

Useful information about segmentation (Page 92)

Application recommendations

The disk space of the Process Historian is continuously filled with data. If the available disk space
falls below a limit, the Process Historian is set to the "Locked" operating state and archiving is
stopped.

In order to have enough available disk space available again in time, you have the following
options:

e Back up the segments
Backup a segment manually (Page 122)
Backup segment automatically (Page 122)

¢ Setting the saved segments "Offline" and thus removing them from the Process Historian
database

Set segment "Offline" (Page 125)

The backed up data is initially available in parallel both in the backup file and in the Process
Historian database. The data of the segment is only removed from the database when the
data is swapped out, thus freeing up hard disk space on the database drives.

3.3.23 Useful information about segmentation

Segment

Segment (Page 164)
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Implementation in the system
The Process Historian archives the following data:
* Process values
* Messages
¢ Configuration data on the process values and messages

¢ Aggregation data

Note

The data from long-term relevant and archive relevant text variables are not saved.

The archived data is stored in the following segments:
* Runtime segment (Page 165)
* Archive segment (Page 164)

The Process Historian continuously creates runtime segments with the defined time span.
When the configured number of Runtime segments has been reached, the oldest Runtime
segment becomes an archive segment.

When setting up the Process Historian database, segments are already configured:

* Five runtime segments with a future segment.

* One segment has a time span of one week.

You can change the default setting when you set up the database or at a later point in time.

Depending on the configuration limits, the amount of data on the hard disk per segment
can be very large, especially for uncompressed Runtime segments. When the segments are
created, the expected required disk space is calculated taking into account the size of the
past segments and reserved for the future segments.

To ensure that all data is stored independently of the time stamp, the Process Historian also
creates the following "catch-all" segments:

* CAL segment (Page 166)
* CAU segment (Page 167)

These segments collect all incoming data that lies outside the current Runtime segments.
Data for archive segments with "Offline" status is also collected since they can no longer be
written. CAL segment and CAU segment are permanently available and cannot be stored
directly in a backup file and removed from the database.

The segments can have the status "Online" or "Offline" when accessing the data in the Process
Historian.

Status (Page 187)

Properties of segments

Type Status Reading Writing Archiving Deleting
Runtime Online Yes Yes No No
Archive Online Yes Yes Yes No
SIMATIC Process Historian
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Type Status Reading Writing Archiving Deleting
Archive Online Yes Yes/Indirect ? Yes Yes 2
(backed-up)

Archive (de- Offline No Indirect No No
leted)

" Pending changes in the CAL segment are transferred to the archive segment during the backup.
2 Can only be deleted if the data has not been changed since the last archiving.
3 "Indirect" with redundant Process Historian

Deleting an archive means "Setting offline" a backed up archive segment. The data of this
segment is only available in the backup file. There is no more segment data in the Process
Historian database. Only the information about a backup and "Set offline" is available.

Data can be written directly to the archive segments as long as the segments have "Online"
status.

The configuration data for the process values and messages are archived in a common area
outside the segments. When a segment is swapped out, the configuration data is swapped
out as well. After restoring the swapped out segments, the segments also contain the
configuration data.

Application recommendations

94

Configuration of the segments

The optimum settings for the segmentation are a compromise between the occupied disk
space and the number of uncompressed data segments to be reserved.

You can change the default settings of the segments when setting up the database. For
information on how to configure the segments, see:

Configuring segments (Page 116)

The selection of the segment time range has an effect on the required hard disk space. The
required disk space is calculated according to the user-defined settings of the segments and
based on the estimated load of the data values.

For information on how to minimize required disk space, see:

Minimizing storage requirements (Page 156)

Note

The more measured values or messages are archived per second, the smaller the segments
should be. This prevents the individual segments from getting too large. 50,000 tags per second
is the high limit that should not be exceeded.

Changing the configuration of the segments

Segments that have already been created cannot be changed afterwards. However, you can
change the configuration for future segmentation. For example, you want to change the
number of Runtime segments because the time period for archiving changes in the segments.
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If you want to change the total number of Runtime segments or the number of future
segments, you do not need to change the anchor point. Existing segments are not deleted by
changing the settings, e.g. you need to reduce prepared segments.

This means that the new settings are not used when you reduce the future segments until
the surplus and prepared segments are used. For example, reducing the number of future
segments from "3" to "1" only has an effect if two of these future segments have also been
described written, i.e. in the case of weekly segments only after two weeks.

If you increase the number of future segments, segmentation with the new settings is
initiated immediately. In this case, one segment more than those configured is temporarily
created as a future segment.

If you change the anchor point, the anchor point must point to a point in time that lies on or
after the last time stamp of all segments.

Note

If the last segment of the existing segmentation configuration ends before the anchor point of
the new segmentation, an intermediate segment must be created. This intermediate segment
starts with the end time of the last segment of the existing configuration and ends with the start
time of the new configuration. A suitable anchor point is suggested to avoid the need for an
intermediate segment. If you reject this suggestion, an intermediate segment is created
automatically.

Compression of archive segments

The internal compression of the archive segments reduces the space requirements for
the Process Historian server. The archive segments are compressed automatically in the
background.

The reduction in space requirements through compression depends on the saved values.
For example, if a value does not change over an extended period of time, the compression
factor is high. If a value changes constantly, the compression factor is lower. The default
compression factor is 10.

Access period for the archived data

You need to align the time period over which the Process Historian provides access to

the data of the segments with the "Online" status with the hard disk space absolutely
available. You must also take into account a reserve on the order of several segment units,
since the system temporarily requires additional free space for internal processes such as
segmentation, compression, etc. You must also reserve free space to restore older backups
for temporary integration of the segments in the Process Historian.

Note

No access to the database when executing the following functions in the segments:
e During the preparation of a segment

¢ During the backup of a segment

* During the restoration of a segment

¢ "Offline" setting of a segment
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Example

Initial situation

* Three future segments are configured.

* Atotal of eight runtime segments are configured.
e The time span for a segment is set to one week.

* Automatic backup scheduling is enabled.

e The number of delayed segments for offline setting is set to "2".

Segmentation process

The Process Historian database has always stored data uncompressed for a period of 7 (= 8 -
3 + 2) weeks.

Segmentation is performed at the end of each week:
¢ A new future Runtime segment is created.

¢ Ifthere are more than 8 Runtime segments, the oldest Runtime segment becomes an archive
segment.

Furthermore, there is a cyclical check regarding the backup to determine:
¢ Whether an archive segment can be backed up.

¢ The oldest backed up archive segment is set offline when the number of backed up archive
segments is greater than the configured number of delayed segments.

3.3.2.4 Useful information about the database backup

Overview
In the following, reference is made to:
e Automatic backup
* Manual backup and cyclic full backup
» Database backup in a redundant system
* Incomplete backups
* Recovering a database

¢ Procedure

Automatic backup

The Process Historian database data is stored in many data groups, which consist of individual
files that contain the following:

* Backing up a single data group

* Backing up the current status of the transaction log after saving a data group
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When all existing data groups are stored in files, the backup state "Completed" is displayed for
this database with the time stamp. In this case, the database can be restored by using these
files.

Filing the files during the automatic backup
For automatic backup, you can specify one or two paths:

* Only one path is set, or two paths are set but for some reason one path is not accessible or
full:

— Incremental backup: When 100% is reached, the 100% is continuously advanced. In the
event of a system failure, an incremental backup is available, which is usually only a few
hours old. If an error occurs during the backup, the old state can no longer be continued
since this backup requires a continuous backup chain. The backup starts again from the
beginning. An incremental backup is not available in the event of a system failure until
100% is available again.

— Cyclic full backup: Up to two backup files are created in this path. When the third backup
file is successfully created, the oldest backup file is deleted.

* Two paths are configured and accessible:

— Incremental backup: When 100% is reached and an error occurs, the next backup is
started in the alternative path. As a result, in the previous path the backup with the
reached level of 100% remains. An existing backup is deleted in the new path.

— Cyclic full backup: After a successful backup, the next backup file is created in the
respective other path. When a third backup file is created, the oldest file is deleted. Each
path can then contain up to two backup files.

Manual backup and cyclic full backup

Abackupfileis created for the Process Historian database data with the time stamp of the backup
creation. The database is then recoverable for the time when the database backup file was
created.

During manual backup, the database is backed up once in full in a single backup file. The
manual backup takes the same amount of time as a cyclic full backup. Both backups are
faster than the automatic backup. The database backup is finished when the "Completed"
backup state is displayed. A recovery of the backed up file restores the data until the database
backup is complete.

The manual backup can run in parallel with the automatic backup. In this case, the backup
chain is not interrupted, especially in the case of automatic backup.

Database backup in a redundant system

The "Database backup" function is used to back up a complete database. In case of a redundant
Process Historian, the mirror is responsible for this task.

Manual backup and cyclic full backup are possible in a redundant system when no failover
occurs during the backup.
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Incomplete backups

An incremental backup is incomplete if 100% has not yet been reached. If an incremental
backup, even with 100%, is briefly suspended or an automatic full backup is started, the
incremental backup cannot be continued.

Incomplete backups are unsuitable for restoring the database.

If there are write errors on the database backup drive, it is not possible to perform the restore.

Recovering a database

Procedure

3.3.2.5

Overview

98

After an incremental backup

With a recovery, you restore the state of the database in the Process Historian to which the
last data group in a file was saved. Before the restore starts, the backup file is checked for
completeness and whether 100% has been reached. Restore is started only when the backup
is complete, i.e. the backup state shows "Completed".

Note

For a recovery, the name of the destination path is important. The name must correspond to the
name of the database. If the path has been renamed, no recovery is possible and an error
message is output.

After a manual backup and cyclic full backup

The database is then recovered for the time when the database backup file was created.

* Backing up the database (Page 109)

* Recovering a database (Page 111)

Data transfer from the Monitoring & Control server to the Process Historian

The process values and messages stored on the Monitoring & Control stations are
automatically transferred to the Process Historian database via a data buffer (PH Core Logging)
and the Store & Forward component.

The clients of the Monitoring & Control stations must be authorized by means of certificates
to access the Process Historian server via the Store & Forward component. For information on
how to add clients to an Allow list, refer to the documentation of the Administration Console.

All servers and all S7 controllers that assign time stamps for process values and messages
must be time-synchronized.
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Transmission process

1. The Monitoring & Control server first saves the acquired process values and the messages in
a data buffer on the local drive. In the data cache, the data is prepared in such a way that the
data is optimally transferred to the Process Historian.

2. The data is automatically transferred from the data cache to the Process Historian.
3. The Process Historian stores this data in the Process Historian database.

4. The Process Historian acknowledges the successful saving of the data to the Monitoring &
Control servers. While the Monitoring & Control server waits for acknowledgment of the
transmitted data, the Monitoring & Control server is already storing the next data from the
short-term archive in the data buffer.

5. The Monitoring & Control server releases the allocated data buffer again.

Behavior

The normal flow of the transmission ensures that the data is transferred to the Process Historian
in a timely manner to where and then stored there in the current Runtime segment.

The data transferred to the Process Historian are stored in the CAL segment if the data are
older than the oldest runtime segment of the Process Historian.
CAL segment (Page 166)

To be prepared for the delayed transfer of the data, select the number of correspondingly
large Runtime segments and slow down the backup of the archive segments and setting
them offline.

Monitoring & Control server and Process Historian are separated

1. The Monitoring & Control server continues to store the data in its local data buffer.

2. The data buffer will grow until the available disk space reaches a low limit.

The connection to the Process Historian is restored

1. The Monitoring & Control server transfers the data from the data cache to the Process
Historian server.

2. Whenthereis free space on the drive again, the missing data in the data buffer is read directly
from the short-term archive and transferred to the data buffer.
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3.3.2.6

Introduction
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Note
Behavior with reduced space

The available disk space is monitored by the Monitoring & Control server.

The data buffer can grow in the following cases:
e Loss of connection to the Process Historian server

¢ Reduced performance when processing the transferred data on the Process Historian server,
because the transfer involves numerous additional access operations for reading data from
the short-term archive.

The occupied data cache is released again when the cached data has been transferred to the
Process Historian server.
Warning on the Monitoring & Control server

If one of the following conditions occurs, a warning is sent to the Monitoring & Control server:
* The available disk space for the data buffer falls below the limit of 10 GB.

* The free disk space for the data buffer is less than 30% of the reserved drive capacity. The
value can drop to 6% for hard drives with less than 60GB total capacity. The disk space must
be increased above the warning level to return to normal working state.

Interruption of data transmission

If one of the following conditions occurs, data buffering and data transfer are interrupted:
e The available disk space for the data buffer falls below the limit of 5 GB.

* The free space for the data buffer is less than 10 % of the reserved drive capacity. The value
can drop to 3% for hard drives with less than 60GB total capacity.

From this time on, the process data is only available in the short-term archive.

The saving process in the data buffer is automatically resumed when the available disk space has
been increased. You can increase the available space by using a larger hard disk or by removing
files. The available disk space also increases once data is successfully transferred from the active
data cache to the Process Historian, acknowledged by the Process Historian and deleted in the
data cache.

Data transfer from PCS 7 OS / WinCC station to the Process Historian

The long-term relevant process values and messages occurring on an OS server are transferred
to the Process Historian database via PH-Ready. The chronology of the data transfer must be
adhered to.

Note

The PH-Ready service user must be a member of the "SIMATIC HMI" user group. If you are using
the PH-Ready configuration wizard, the user normally automatically becomes a member of the
user group.
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All servers and all S7 controllers that assign time stamps for process values and messages
must be time-synchronized. The data archived with ODK of WinCC must also be written
synchronously.

Transmission process

1. PH-Ready first stores all process values and messages relevant over the long term in the Store
& Forward cache on a local drive. The Store & Forward cache is created on the computer in
theinstallation folderin the path "C:\Program Data\Siemens\SFCache". In the Store & Forward
cache, the data is prepared in such a way that the data is optimally transferred to the Process
Historian.

2. PH-Ready transfers the data from the Store & Forward cache to the Process Historian.
3. The Process Historian stores this data in the Process Historian database.

4. The Process Historian acknowledges the successful saving of the data to PH-Ready. While PH-
Ready is waiting for acknowledgment of the data sent, itis already storing the next data from
WinCC in the Store & Forward cache.

5. PH-Ready releases the occupied Store & Forward cache again.

The normal flow of the transmission ensures that the data is transferred to the Process
Historian in a timely manner to where and then stored there in the current Runtime segment.
PH-Ready and Process Historian are separated

1. PH-Ready continues to store the data in its local Store & Forward cache.

2. The Store & Forward cache expands until the free disk space reaches a low limit.

The connection to the Process Historian is restored
1. PH-Ready transfers the data from the Store & Forward cache to the Process Historian.

2. When free space is available again on the drive, the data missing in the Store & Forward cache
is read directly from the WinCC archive and transferred to the Store & Forward cache.

Reading large amounts of data from the WinCC archive reduces performance compared to
direct acquisition in the Store & Forward cache.

The data transferred to the Process Historian is stored in the CAL segment if the data

is older than the oldest Runtime segment of the Process Historian. The data of the CAL
segment is transferred to the appropriate archive segments in an automatic process on the
Process Historian. Archive segments already set offline you have to restore. You can detect
in the dashboard "Backup/restore" in the column "New data" whether you have to restore a
segment. You have to back up an archive segment again which has received additional data
from the CAL segment.
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To be prepared for the delayed transfer of the data, select the number of correspondingly
large Runtime segments and slow down the backup of the archive segments and setting
them offline.

Note
Behavior with reduced space

The available space is monitored with PH-Ready.

The Store & Forward cache can increase in the following situations:
* Loss of connection to the Process Historian server

¢ Reduced performance when processing the transferred data on the Process Historian server,
because the transfer involves many additional access operations for reading data from the
WinCC archive.

The occupied Store & Forward cache is released again when the cached data has been
transferred to the Process Historian server.
Warning message at WinCC

If one of the following conditions occurs, a warning is sent to WinCC:
e The free disk space for the Store & Forward cache falls below the limit of 10 GB.

* The free disk space for the Store & Forward cache is less than 30% of the reserved disk
capacity. The value can drop to 6% for hard drives with less than 60GB total capacity. The disk
space must be increased above the warning level to return to normal working state.

Interruption of data transmission

If one of the following conditions occurs, the storage process in the Store & Forward cache and

the transfer of data is interrupted:

* The free disk space for the Store & Forward cache falls below the 5 GB limit.

* The free disk space for the Store & Forward cache is less than 10 % of the reserved disk
capacity. The value can drop to 3% for hard drives with less than 60GB total capacity.

From this time on, the process data is only available in the WinCC archive.

The storage process in the Store & Forward cache is automatically resumed when the free disk
space has been increased. You can increase the available space by using a larger hard disk or by
removing files. The free disk space also increases if data has been successfully transferred to the
Process Historian from the existing Store & Forward cache, confirmed by the Process Historian,
and deleted in the Store & Forward cache.

Adjusting the circular buffer of the WinCC archive
Configure the circular buffer in the WinCC archive large enough to cover long connection failures

between PH-Ready and WinCC. Because reading the data from the WinCC archive is only possible
when the data is still available in the archive.

3.3.2.7 Useful information on the redundant Process Historian

Definition
Process Historian has its own redundancy concept and uses Microsoft SQL Server Mirroring. The
redundancy for Process Historian is supported for PCS 7 systems.
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The redundancy is based on the following symmetrically configured partner servers:
e Principal (Page 169)
e Mirror (Page 169)

To verify the availability of the redundancy, Process Historian requires an additional Witness
server that can be installed on an Information Server.

Implementation in the system

In the redundant Process Historian, only the principal writes the configuration data and runtime
data to the Process Historian database. The mirror will also set up message queues to the Process
Historian but is not sending runtime data. The redundant Process Historian constantly
synchronizes the database of the principal with the mirror.

If the redundant mirror fails, all data will remain saved in the transaction log of the principal.
Depending on the incoming data volume and the downtime of the mirror, the transaction log
will grow and become rather large. As soon as the mirror is available again, the data is being
synchronized via the transaction log. The transaction log is once again reduced to its former
size.

If the mirror fails for a longer period, the lack of disk space may result in the principal

being set to the "Locked" state. The Process Historian Server is locked in this case and is no
longer set to "Active". Only when the disk space has been increased will the Process Historian
Server be set to "Active” again. In the "Locked" operating state, the log data are buffered

in the buffer of the stations. The buffer time depends on the available disk space and the
accumulating data volume.

Principal and mirror in the Management Console

In the Management console of the principal, all information is available in the dashboards.

In the Management console of the mirror, only information on computer-specific data is
available in the following dashboards:

* Process Historian Management
— Basic hardware performance indicators
— Basic Process Historian indicators: Sources
— Process Historian status
— Redundancy state
e /O systems
* Diagnostics: Event log for Windows applications
* Redundancy: Disconnecting the redundant partner under certain prerequisites
The information that is saved in the Process Historian database is only displayed in the
dashboards of the principal.
Redundancy scenarios
The following scenarios may occur in a redundant Process Historian system:
e Mirror is temporarily inactive (Page 170)

e Principal not available (Page 171)
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* Witness not available (Page 171)
* Mirror is inactive and the transaction log has not enough disk space (Page 172)
* Mirror and principal are switched off and then switched on (Page 173)

e Redundancy scenario: Mirror is in the Error state (Page 173)

Application recommendations
Configuring a redundant Process Historian (Page 25)

We recommend a dedicated redundancy connection with a bandwidth of at least 1 gigabit
between the redundant Process Historian servers. The Witness server is connected via the
terminal bus.

You must not start the servers simultaneously during first commissioning. First, start

the principal followed by the mirror a few minutes later. When both are started
simultaneously, the Process Historian does not recognize the redundant system. After the
first commissioning, the principal sends data to the Process Historian as soon as the "Store
& Forward Cache" data buffer has been synchronized. If the principal is not sending any
data after the first commissioning, you must verify that the "Store & Forward Cache" was
synchronized.

Commissioning redundant servers (Page 113)

The redundancy can be switched for synchronized systems with the roles of principal and
mirror being swapped.
Switching redundancy (Page 137)

If the principal is no longer available or is in an undefined state, you can disconnect the
principal from the redundant system via the mirror. The current mirror is declared as the
principal even when the systems are not synchronized at the time. A disconnect results in the
loss of data that are not synchronized.

Disconnect Principal (Page 138)

If the mirror does not respond or is not available for a longer period, you can finish the
redundancy synchronization on the principal. This prevents an overflow of the transaction
log and thus locking of the principal. The transaction log is automatically reduced in size in
this case.

Removing redundancy manually (Page 136)

Removing the redundancy automatically (Page 137)

Note

Avoiding the "Locked" operating state by providing enough disk space

To prevent the loss of data due to a lack of available disk space, make sure that you provide
enough free disk space:

* Regularly check the currently available disk space in the "I/O systems" dashboard of the
Process Historian Management console.

¢ Determine which automatic mechanisms for reducing the used disk space you can activate
in the "Backup/Restore" dashboard.
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3.3.3 Applications

3.3.3.1 Configuring the database

Requirement
* The Process Historian is installed.
* The RAID configuration and partitioning of the server hard disks is complete.
* The connections to USB drives are disconnected.

* If you want to change the default settings, you have made yourself familiar with the basics
of data storage and segmentation.
Useful information about data storage (Page 91)
Useful information about segmentation (Page 92)

Note
Overwriting an existing Process Historian database

When you recreate an existing database with the same name, the existing database is
overwritten.

Procedure

1. Start the Database Installation Wizard.
Database installation wizard (Page 113)

2. Activate all hard disks that you want to use for data archiving.
Do not use the following hard disks for the data of the Process Historian:

— System drive
— Drives with partitions for license keys or images
— Drive with a partition used for the Information Server

3. Click "Start analysis".
The Database Installation Wizard analyzes the system.

4. Click "Next".

5. Select the data sources you want to connect to the Process Historian system. This also
determines the firewall settings.
If youwanttoinstall a redundant Process Historian on a PCS 7 system, select "SIMATIC Process
Historian Redundancy".
You can change the configuration at any time. You can reach the configuration dialog in the
start menu via "Siemens Automation/Firewall and configuration settings".

6. Click "Next".

7. If the SQL Server instance "HISTORIAN" is not found by the system, a dialog opens. In the
dialog, enter a new SQL Server instance or select an existing SQL Serverinstance. The wizard
checks whether the Process Historian database can be installed in the selected SQL instance.
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Result
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8. Click "Next".
9. Configure the resource limit for the selected SQL Server instance.
10.Click "Next".

11.1f you are using "SIMATIC Process Historian Redundancy" as the data source, select
installation of the principal server or mirror server.

12.Click "Next".
13.Specify whether to create a new database or restore a database from backups.

14.Click "Next".
An overview page lists the default settings of the configured Process Historian database.

15.Change the default settings if necessary. Click "Change..." at the appropriate entry

16.1f you want to change the estimated data load of process values and messages, you need to
define the expected data load.
Enter data load of process values and messages (Page 114)

17.1f you want to change the default segmentation setting, you must configure the segments.
Configuring segments (Page 116)

18.1f you want to change the drives for the data files and log files, you must set the paths for the
corresponding files. Specify the hard disks for archiving the data according to the RAID
configuration.
Assign a drive for a data file or log file (Page 115)

19.Check the overview. If all information is correct, click "Finish".
The database is now created. The progress of the database installation is documented in a
window.
A message is displayed when the installation is completed successfully.

20.If you want to use the Process Historian server as the repository for SIMATIC BATCH, you need
to configure the repository.
Configuring the SIMATIC BATCH Repository (Page 117)

21.Shut down the wizard with "Close".

22.Restart the PC to install all services.

You have successfully set up a Process Historian database.

If you have installed a redundant Process Historian, the Process Historian Redundancy Service
is configured.
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Requirement

Procedure

Result
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Commissioning the Process Historian

The Process Historian is installed.

The database has been configured.

Configuring the database (Page 105)

In a redundant system, the redundant Process Historian is installed and set up.
Configuring a redundant Process Historian (Page 25)

The server license for the Process Historian is available.

The required Process Historian services are active.
Services of the Process Historian (Page 157)

PH-Ready (CCCAPHServer service) is installed on the OS servers.

. Before initial commissioning, start the Process Historian server before the Monitoring &

Control servers | OS servers.

. Open the Management Console of Process Historian.

Management Console (Page 138)

. Go from the Management Console to the Process Historian Management dashboard.

There is no connection to a data source and there are no tags and messages saved.

. In the "Process Historian status” area, select the entry "Start" under "Action:".

The Process Historian is activated.

. Start the project on the Monitoring & Control server | OS server.

. Start runtime on the Monitoring & Control server | OS server.

Once the Monitoring & Control server | OS server has started, the server sends the configuration
data to the Process Historian. In the Data Sources dashboard, you can see when the
configuration data was last transferred.

When using a redundant Process Historian, the principal and the mirror are the data sources.
The archive configuration data are transmitted by both servers. Only the principal sends
runtime data to the Process Historian database.

After Runtime starts, the archive tags and messages are stored on the Process Historian.
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Note
Starting the Process Historian server before the Monitoring & Control server / OS server
If you start the Process Historian server after the Monitoring & Control server [ OS server, the

Monitoring & Control server | OS server might not establish the required message queue
correctly.

3.3.3.3 Backup and restore segment

Requirement

Procedure
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The segment is of the "Archive" type.
Useful information about segmentation (Page 92)

The "Backup/Restore" dashboard is open in the Management Console.
"Backup/Restore" dashboard (Page 148)

. Save the selected segment manually and, after successful backup, remove the data from the

Process Historian.
Backup a segment manually (Page 122)
Set segment "Offline" (Page 125)

. Or save the segments automatically using a configured scheduler.

Backup segment automatically (Page 122)

. If you need swapped-out segments back in the Process Historian, restore this data to the

Process Historian.
Restoring a segment (Page 126)
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Result
The archive segment has been saved and stored in a backup file. Only the information for
restoring the saved segment is stored in the Process Historian.
Restore the segment for the Process Historian to access the data of the segment again from
the stations.
The storage area for the segment is released. Check the available storage space in the "l/O
Systems" dashboard
"I/0 Systems" dashboard (Page 145)

3.3.34 Backing up the database

Requirement

¢ You are familiar with the basics of the database backup.
Useful information about the database backup (Page 96)

¢ The "Database Backup" dashboard in the Management Console is open.

Procedure for automatic backup

1. Select the backup type.
Backup type (Page 188)

2. If you have selected "Cyclic full backup" as the backup type, specify the cycle in days.

3. Enter the desired drive and a folder in which the database is to be backed up in the
"Destination path” field.
If you select a folder on another computer for the backup path, you must grant access rights
to the user for the "Process Historian Maintenance Service".
Configuring access rights for backups (Page 124)
Storage medium of the database backup (Page 162)

4. If required, enter an alternative path.

5. Click "Apply settings".
The steps that are performed after confirmation are specified in an overview window.

6. Check your entries.

7. Confirm with "OK" if all the entries are correct.

Note
Store backup files on a separate drive

For the automatic backup of the database, do not use as destination path drives that you have
assigned for storing the data files of the process values and messages. Because if one of these
drives crashes, the data are lost.

If the Process Historian goes into the "Locked" state because of insufficient disk space and the
automatic backup has one of these drive paths, then the automatic backup of the database is
also locked.

SIMATIC Process Historian
System Manual, 07/2024, A5E53524470-AA 109



SIMATIC Process Historian
3.3 Process Historian Server

Result with automatic backup

Result with incremental backup

The backup files are saved for the first time in the specified destination path in the
subdirectory with the name of the database. The following backup is saved in the same
destination path and the previous backup is deleted. To prevent the loss of previous backups,
enter a new destination path when you start the incremental backup.

The destination path is, for example, "D:\RecoveryBackups". The Process Historian database
has the name "HistorianStorage”". The backups are always saved in the destination path
"D:\RecoveryBackups\HistorianStorage".

Note

When you copy the backup files over, you must also copy the parent folder that contains the
database name.

Result with cyclic full backup

The backup file is saved directly in the specified destination path. The time stamp with date
and time is part of the name of the backup file.

Procedure for manual backup

1. Click on the "Manual Backup" button.
The "Manual Backup" dialog opens.

2. In the "Destination path" field, enter the desired drive and a folder.

3. Click "Apply settings". The steps that are performed after confirmation are specified in an
overview window.

4. Check your entries.

5. Confirm with "OK" if all the entries are correct. The database backup is performed.

Result with manual backup

The backup file is saved in the specified destination path. The time stamp with date and time is
part of the name of the backup file.

Example:

The Process Historian database has the name "HistorianStorage". The backup was
started on 15/09/2021 at 12:15 hrs. The created backup file has the name:
"HistorianStorage 2021 09 15 12 15.PhDbBak".

Because the date and time are used in the file name, any backups can be saved in the same
destination path. The existing backups are not changed or deleted.
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3.3.3.5 Recovering a database

Introduction

When you restore a Process Historian database, you restore the state of the database in Process
Historian that existed at the time of the last database backup.

Note

If, for example, you want to reinstall the Process Historian server after changing an operating
system or changing the server hardware and then restore the database, proceed as follows:

1.
2.
3.

Run the database installation wizard, but do not restart the PC yet.
Perform the procedure described below.
Only then restart the computer.

Requirement

Procedure

o~ WwN

Result

The last database backup must be complete. The backup status "Completed” is displayed on
the "Database backup" dashboard.
"Database backup" dashboard (Page 153)

During an automatic database backup, the database files can only be restored if the backup
files are located in the "HistorianStorage" folder of the destination path for the backup.

. Start the "Database Recovery" program in the start window of the operating system.

Click "Next".
Select a restoration type. Select either a manual backup or an automatic backup.
Click "Next".

Set the path to the required database backup.
The name of the destination path must correspond to the database name and the destination
path. If the path has been renamed, you cannot not restore and an error message is output.

Click "Next".
The database backup is checked for it ability to be restored.
An overview of the restoration of the data is displayed before restoration is started.

Click "Next".
Recovery of the database is now started. The recovery progress is displayed.
A message is displayed when the recovery is completed successfully.

Exit the program with "Close".

Restart the PC to install all services.

You have successfully recovered a database.
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3.3.3.6

Requirement

Procedure

Result
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Backing up and restoring BATCH data

The batch data from the SIMATIC BATCH server is archived in the Process Historian.

The process values and messages from the batches provided by the Monitoring & Control
stations are stored separately in segments in the Process Historian.

The tree view of the plant structure corresponds to the respective BATCH project.
"Plant structure" dashboard (Page 142)

The "SIMATIC BATCH Backup/Restore" dashboard is open in the Management Console.
"SIMATIC Batch Backup/Restore" dashboard (Page 153)

. Select the archived batch data that you want to save.

Select batch data (Page 128)

. Specify which batch data you want to display in the table, for example, batches with a

specific start time.
Add batch data to the selection (Page 129)

. Manually save the batch data displayed in the table and delete the data from the Process

Historian.
Save batch data manually (Page 130)
Manually deleting saved batch data (Page 134)

. Or save the batch data displayed in the table automatically using a configured scheduler.

Automatically save batch data (Page 131)

. Display the history of the automatic backups.

Displaying scheduling (Page 136)

. If you need swapped out batch data again in the Process Historian, restore this data for the

Process Historian.
Restoring saved batch data (Page 134)

. Use the "Task history" button to display the history of backups, deletions and restorations of

the batch data.

The batch data was stored in backup files.

To access the batch data of the segment from the Monitoring & Control stations / OS clients /
WinCC stations or Information Server again, restore the segment for the Process Historian.
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3.3.3.7 Commissioning redundant servers

Requirement
¢ You have become familiar with the concept of the redundant Process Historian system.
¢ The redundant Process Historian system is installed.

¢ The Process Historian Witness is installed.

Procedure
1. Start the principal and enable the project.
Ensure that the principal is enabled.

Start the mirror and enable the project.

H wN

Check the redundancy state in the "Redundancy” dashboard or in the
"Process Historian Management" dashboard.

"Redundancy" dashboard (Page 151)

"Process Historian Management" dashboard (Page 140)

5. If necessary, determine the synchronization status by opening the file "PHSFSettings.cfg"
under "C:\ProgramData\Siemens\SFCache" on the principal.

6. When "SyncState = Error", the principal is not sending any data to the Process Historian after
first commissioning.

Result

The redundant Process Historian system is in operation.

3.34 Functions

3.3.4.1 Database installation wizard

Database installation wizard

Definition
The database installation wizard guides you through the configuration of the Process Historian
database:

¢ If no database has been set up on the PC yet, "DatabaselnstallationWizard.exe" starts
automatically after the installation of the Process Historian.

¢ If a database is already set up on the PC, start the "DatabaselnstallationWizard.exe" via the
Process Historian installation path under "\Siemens\ProcessHistorian\bin".
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Structure

The Database Installation Wizard consists of several dialogs in which you configure various
properties of the database.

Welcome
Welcome 1o the Process Histerian Dalabase instalation Wizard

This wizard guides you Brough the installation of the Process Hisiodan database.

SIMATIC Price b corfigLrsten, d is recommended o read the relsted documentaben in the Process Hisicdan bfomatien
Process Historian e
Mobe: You can install onfy ane Frocess Historan database per S0L Server instance
A Proceas Hatorian Irstallation Wizand now analyses your system o guide you the the irstaliation process. Depending
of your hardwars thie can take some time,

Fnalysas lasis 000155 Please wal ..

When the configuration is finished, an overview page with the default settings is displayed.
You can adapt the settings to your requirements here.
Configuring the database (Page 105)

Step-by-step instructions

Enter data load of process values and messages

Requirement

Procedure

Result

114

¢ The Database Installation Wizard is started.

* The configuration of the database is so far advanced with the default settings that the
database installation wizard displays the overview page.
Configuring the database (Page 105)

1. On the overview page, click "Change" for the entry "The estimated data load is x tags/s, x
messages/min".
The dialog for configuring the data load is displayed.

2. Use the slider to set the data load for process values and messages based on your estimate.

You have defined the expected data load of the process values and messages.

The specified number of process values and messages is used by the system to calculate the
reserved space and thus the size of the segments. After some of the segments have been

SIMATIC Process Historian
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written, the system calculates the segment size from the number of values saved in the
previous segments.

Assign a drive for a data file or log file

Requirement

Procedure

Result

¢ The Database Installation Wizard is started.

* The configuration of the database is so far advanced with the default settings that the
database installation wizard displays the overview page.
Configuring the database (Page 105)

¢ Only local destination paths for the data files or log files are allowed.

1. On the overview page, click "Change" for one of the entries relating to the data files or log
files, e.g. "The Runtime data of the messages is stored in the folder x.".
The dialog for setting the drives is displayed.

2. Specify one or more drives for the corresponding data files or log file.

Note
Distribute data files on different hard disks

Selecting different drives for the database files improves the performance of the storage system.
Different partitions on one hard disk do not provide any improvement in performance.

For Process Historian systems for medium and large scale configurations, you need to distribute
the tag and alarm load to different hard disks. The hard disk access time is too high for all the data
to be written to one hard disk. From about 3000 tags/s, you should distribute the data across
different hard disks.

Do not use certain drives for Process Historian

Do not use the following drives for Process Historian data:
e System drive

* Drives with partitions for license keys or images

¢ Drive with a partition used for the Information Server

You have specified the drive for the data file or log file.
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Configuring segments

Requirement

Procedure

Result

116

Segments are already set up or preset on the Process Historian database.

You are familiar with the basics of segmentation
Useful information about segmentation (Page 92)

You have administrator rights on the Process Historian.
You are in the Database Installation Wizard to change the default settings.

Or you have opened the "Segmentation” dashboard in the Management Console to change
the configuration for future segmentation.

. Configure the segments in the "Settings" area.

Once created, segments cannot be changed later.

. Select the time period for the segments:

— Unit (Page 187)
— Factor (Page 187)

. Select the start time of the segment for the anchor point:

— Hour

— Date

. Select the number of segments:

— Number Future segment (Page 167)

— Total number of Runtime segments (Page 187)

Note

In order to change the segmentation, the Process Historian database is automatically switched
to the "Disabled" operating state. After the settings have been applied, the database changes
back to the "Active" operating state automatically.

The segmentation of the Process Historian database is configured.
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Configuring the SIMATIC BATCH Repository

Requirement
* The Database Installation Wizard is started.
¢ The default settings for the database setup is so advanced with the that the overview page
is displayed in the Database Installation Wizard.
Procedure
1. Clickon"Change"in the overview page for the entry "The system is not configured as SIMATIC
BATCH repository".
The dialog for configuring the repository is displayed.
2. Select the check box and specify the path for the data files.
Result
The Process Historian server is used as repository for the BATCH server.
See also
Configuring the database (Page 105)
3.34.2 Management Console

Step-by-step instructions

Opening the Process Historian Management Console

Procedure

1. Navigate to "Start > Siemens Automation > Process Historian Management Console".

2. Right-click on the "Process Historian Management Console" button.

3. Click "Start as administrator” in the shortcut menu. Authenticate yourself as administrator.
Result

The Process Historian Management Console opens.

SIMATIC Process Historian
System Manual, 07/2024, ASE53524470-AA 117



SIMATIC Process Historian

3.3 Process Historian Server

Changing the operating state of the Process Historian

Requirement

Procedure

The Process Historian Management dashboard in the Management Console opens.

1. Go to the Process Historian status area.

2. Select one of the following options under "Action:":
— Start
— Shut down
— Start recovery

3. Click "Apply".

Alternative procedure

Result

Update status

Requirement

118

1. Onthe computer, select one of the following commands from the Process Historian shortcut
menu in the status bar:

— Start
— Shut down

— Start recovery

The operating state has been changed:
* After starting, the "Active" status is displayed.
e After shutting down, the "Inactive" status is displayed.

o After "Start recovery", the "ActiveRecovery" status is displayed.

Note
Shutting down the Process Historian server before switching it off

Before you switch off the computer running the Process Historian server, you need to shut down
the Process Historian server.

The Process Historian Management dashboard in the Management Console opens.
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Procedure

1. Go to the "Licensing status", "Redundancy state" or "Database backup status" section.

2. Click on the update button.

Result

The status of licensing, redundancy and database backup has been updated.

Edit organizational structure

Requirement
* The "Plant Structure" dashboard is open in the Management Console.
* The organizational structure of the Process Historian database is displayed in the "Projects"
area.
* An extended structure has been added to the structure tree.
Expand organizational structure (Page 119)
Procedure
1. In the "Projects" area, select an element of the extended structure.
2. Click on the "Rename" menu.
3. Change the entry in the structure tree.
4. If needed, change the type and description of the element in the "Detailed information" area.
5. Click "Apply".
6. To remove an entry from the structure tree, click on the "Delete" menu.
Result

The extended structure of the Process Historian database organization structure has been
edited.

Expand organizational structure

Requirement
* The "Plant Structure" dashboard is open in the Management Console.

* The organizational structure of the Process Historian database is displayed in the "Projects"
area.
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Procedure

Result

. In the "Projects" area, select the root node in the structure tree.

In the "Add" shortcut menu, select a structural element that you want to use to extend the
organizational structure.

3. If necessary, add a description of the item in the "Detailed information" section.

If required, add further structure elements to the structure tree.

5. Click "Apply".

An extended structure was added to the organizational structure of the Process Historian
database.

Merging projects in the organizational structure

Requirement

Procedure

Result

120

—_

> wnN

The "Plant Structure" dashboard is open in the Management Console.

The organizational structure of the Process Historian database is displayed in the "Projects"
area.

In the "Projects” area of the tree structure, select a data source.
Click on the "Merge" menu.
After merging, check the structure tree for duplicate entries.

Delete the duplicate entries from the structure tree.

Double entries in the structure tree are combined to form a single entry in the organizational
structure.
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Delete project data of a selected project

Requirement
* The "Data Sources" dashboard is open in the Management Console.

¢ The computer of the project to be deleted has been removed from the system. Process
Historian checks that the host has not sent any data to Process Historian in the last 15
minutes.

* The projectto be deleted is not locked. "No" is entered in the "Locked" column in the overview
of data sources.

Procedure
1. Select a project from the overview of data sources.

2. Click on the "Delete" button.
A message appears to confirm the deletion.

Result
The configuration data of the project are no longer readable.

The computer is removed from the plant structure and no longer displayed in the "Plant
structure" dashboard.

Locking the deletion of the project data

Requirement

The "Data Sources" dashboard is open in the Management Console.
Procedure

1. Select a project from the overview of data sources.

2. Click "Lock".

A message appears to confirm the lock.

3. Click on the "Unlock" button, to unlock a locked project if needed.

Result

The deletion of the configuration data of a project is prevented.
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Backup a segment manually

Requirement

Procedure

Result

The segment is of the "Archive" type.

The archive segment must be compressed in full. The "Yes" entry appears in the "Compressed"”
column on the "Backup/Restore" dashboard.

The "Backup/Restore" dashboard is open in the Management Console.

. In the "Archive segments" area, select the segment that you want to back up.

Or select several segments at the same time using the Windows function.

. Click on the "Backup" button.

The "Segment Backup" dialog opens.

. Select the path for the backup file.

If you select a directory on another computer for the backup path, you must grant access
rights to the user for the "Process Historian Maintenance Service".
Configuring access rights for backups (Page 124)

. If necessary, select the option "Verify backup file (if the backup time increases by approx. 50

%)".

The option verifies the backup, but does not restore the backup. The option provides the
greatest possible assurance that the segment can be restored. The option performs checks
such as:

— Checksum
— Some header fields on the data pages

— The status of the backup

. Select the option "Set segment offline after backup" to automatically set the segment offline

after the backup.

. Click the "Backup" button.

The archive segment is saved in the backup file.

Backup segment automatically

Requirement

122

The segment is of the "Archive" type.

The archive segment must be compressed in full. The "Yes" entry appears in the "Compressed"”
column on the "Backup/Restore" dashboard.

The "Backup/Restore" dashboard is open in the Management Console.
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Procedure

1. Click on the "Settings" button in the "Archive segments" area.

The "Automatic Backup Settings" dialog opens.

Primary backup path
Use secondiary path.
Sacondary backup path

Labed

Drescriglion

1 Wiy hackup Tie
inroases backup time by 5%

Sed segment offine afler backup

Dialayad saqmants ]
|| Scheduler is actwe

Confim | Cancel

2. Select a primary backup path for the backup file.
If you select a directory on another computer for the backup path, you must grant access
rights to the user for the "Process Historian Maintenance Service".

Configuring access rights for backups (Page 124)
Take note of the definition of the backup path in the redundant Process Historian.

Backup path for redundant Process Historian (Page 170)

3.3 Process Historian Server

3. You can specify a secondary backup path for the backup file. Select how you want to use the
secondary backup path:

Do not use

Use only in case the primary backup path fails

After the backup on the primary backup path, make a copy of it on the secondary backup

path.

In addition to backing up on the primary backup path, you can also back up the backup

files on the secondary backup path.

4. If necessary, specify additional identifiers and descriptions for the backup, such as the name
or number of the volume.
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Result

If necessary, select the option "Verify backup file (if the backup time increases by approx. 50
%)".

The option verifies the backup, but does not restore the backup. The option provides the
greatest possible assurance that the segment can be restored. The option performs checks
such as:

— Checksum
— Some header fields on the data pages
— The status of the backup

If you want to swap out the segment automatically after the backup, select the option "Set
segment offline after backup".

Set the number of segments that will still be available "Online" after the backup.
Number of delayed segments (Page 187)

To use the automatic backup, select the option "Scheduler is activated".
Click "Confirm".

If the scheduler is activated, the archive segments are automatically saved in the backup file.

If the segment is set "Offline", the segment is removed from the Process Historian database.
The storage space area for the segment is released.

Configuring access rights for backups

Requirement

You have created a folder on a computer in the network that will be used for backups.

Setting up a shared folder with full access for the "Everyone" user

1.

b

Select the folder to be shared.

2. Open the properties of the folder via the shortcut menu.
3.
4

In the properties dialog, select the "Security" tab and click "Edit".

. If there is no "Everyone" user in the following dialog, click "Add".

Enter the name "Everyone"in the dialog that follows. Click "Verify names" and then click "OK".

In the following "Security" dialog, select the user "Everyone" at the top.

6. For "Full access", select the "Allow" permission and click "OK".

Note

Folders for "Everyone" cannot be shared in all environments. Only authorized users may have
access to the network.

124
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Setting up shared folder with full access to Process Historian Server

1.

Select the folder to be shared.

2. Open the properties of the folder via the shortcut menu.
3.
4

In the properties dialog, select the "Security" tab and click "Edit".

. If no computer name is entered in the dialog that follows or the computer does not have the

required rights, click "Add".

Click "Object types..." to check if the entry of a computer name is allowed.

Select the entry "Computer" and click "OK".

Enter the computer name in the dialog that follows. Click "Verify names" and then click "OK".

Select the computer name at the top in the following "Security" dialog.
For "Full access", select the "Allow" permission and click "OK".

If Process Historian is configured as a redundant system, you need to set up both computer
names for the shared folder.

Note

Make sure you only allow approved users to access the Process Historian server.

Set segment "Offline"

Requirement
Procedure
]
2
Result

A backup has already been created for the segment.
The "Backup/Restore" dashboard is open in the Management Console.

The segment is marked as "valid" in the "Backup/Restore" dashboard. If a segment is marked
as invalid, create a backup of the segment again.

. In the "Archive segments" area, select the segment that you want to set "offline".

Or use the Windows functionality to select multiple segments at one time.

. Click the "Set offline" button.

The segments are removed from the Process Historian database. The storage area for the
segments is released.
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The segment entries in the "Backup/Restore" dashboard are moved to the "Restore segments"
list.

Note
Checking the disk space

Repeat these steps regularly to ensure sufficient free space for the Process Historian during
operation.

Restoring a segment

Requirement

* The Process Historian is in "Active" mode.
* The segment is set to "Offline".
* The backup files for the segments to be restored are available.

* The "Backup/Restore" dashboard is open in the Management Console.

Restoring a single segment

1. Select the segment you want to restore in the "Restore segments" area.

2. Click on the "Restore" button.
The dialog for selecting a backup file opens.

3. Select the appropriate backup file for the segment you want to restore.

4. Clear the "Only restore the most recent backup" check box if multiple backup files for the
same segment were found in the backup path and you do not want to restore the most recent
backup file.

5. Click the "Restore" button.

Restoring multiple segments

126

1. In the "Restore segments" area, select the segments.

2. Click on the "Restore" button.
The dialog for selecting a path opens.

3. Select the path.
Process Historian automatically selects the latest backup files and restores the segments.

4. If only an older backup file is available, clear the "Only restore the most recent backup" check
box.
Note that the older backup file may contain less data than the latest backup file.

5. Click the "Restore" button.
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The restored segments are displayed in the "Backup/Restore" dashboard in the archive segments
area.

You can access the data of the restored segments from the Monitoring & Control stations / OS
clients / WinCC stations or from the Information Server.

Exporting runtime data

Requirement

Procedure

Result

SIMATIC Process Historian

The "Export runtime data" dashboard is open in the Management console.

Runtime data has been stored in the Process Historian database.

. Define the time range that is taken into account for the export of the data.
. Define the destination folder and the language of the runtime data.

. Select the tag names whose measured value data you want to export.

When you click "Add", a dialog for selecting the tags opens.

. Find the tags using the flat list and filter. Enter a filter text. The elements corresponding to the

filter text are automatically displayed in the list after a certain amount of time.
Click "Select/deselect" to select/deselect the listed tags.

. Or find the tags via the hierarchy. The tree on the left shows the plant hierarchy in the case

of PCS 7 and the equipment hierarchy (EQH) in the case of PCS neo. Select the tags from the
hierarchy.

. Click "OK".

. Select the appropriate check box depending on the data source.

Select the message properties you want to export.

. Click "Export".

The runtime data from the Process Historian database is stored in "csv" files in the destination
folder.

The file names are created by the system.

One file is exported for each tag and for all messages of a data source.
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Note
Security information

* Take precautions to ensure that unauthorized users do not have access to the exported
runtime data. The data is not encrypted.

» Users are only permitted to use or further process the exported runtime data if the export
files originate from secure sources.

Select batch data

Requirement
* The batch data from the SIMATIC BATCH server is archived in the Process Historian.
* The tree view of the organizational structure corresponds to the respective BATCH project.
* The "SIMATIC BATCH Backup/Restore" dashboard is open in the Management Console.
Procedure

1. In the "SIMATIC BATCH data" navigation window, select the data that you want to save or
delete from all archived batch data.
The "Batch selection” table shows the selected batch data.

Diplayed: 0
Add | Remave || Ramowve al || ‘Column options | Sclecied: 0

Number of hatches Tasks

Tas: 0 Backup | [ Delete 1 Restore | | Task Hstory | | Corfigure N Higlory |

Status of backup scheduler: | REEEE
Delet= scheduler staius: Dissbled

2. Specify which batch data you want to display in the table, for example, batches with a
specific start time.
Add batch data to the selection (Page 129)
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3. If you want to remove individual rows selected in the table, click the "Remove" button.

4. Or click the "Remove all" button to remove all entries from the table.
You can now again select batch data that you want to display, save or delete.

Result

The batch data for saving or deleting is selected.
Add batch data to the selection

Requirement
* The "SIMATIC BATCH Backup/Restore" dashboard is open in the Management Console.

* The archived batch data is selected in the "SIMATIC BATCH data" navigation window of the
dashboard.

Procedure

1. Click on the "Add" button below the "Batch selection” table.
The "BATCH filter" dialog opens.
Batch filter -

Batch Fiter
: Start time  from Montag 4 Oktober 2021 [E to Mortag ., 4 Oktober 202 E
: end time from Montag 4 Oktober 2021 [E to Mortag ., 4 Oktober 202 El

[] System version

[] Batches in final state

[ ] Backup exists

[[] Order category
Batch ID

[] Batch name

[] Product

[ ] Master receipa

Ok Cancel

2. Activate the criteria by which you want to filter the batch data.

3. Enter one criterion at a time, or select a criterion from the drop-down list.
You can use the wildcards "*" and "?" in text fields. You do not need to specify the wildcards
atthe beginning and end of an entered text. An "*"is automatically added at these positions.
Wildcards cannot be used in number fields and check boxes.

4. Click "OK".
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Result

Save batch data

Requirement

Procedure

Result

130

The batch data with the selected criteria is displayed in the "Batch selection" table.

manually

¢ The batch data from the SIMATIC BATCH server is archived in the Process Historian.

¢ The batch data for backup are selected.
Select batch data (Page 128)

* The "SIMATIC BATCH Backup/Restore" dashboard is open in the Management Console.

1. In the table, select the rows of the batches with the data you want to save. Use "Ctrl A" to
select all batch data in the table.

2. Click the "Save" button in the "Tasks" area.

3. Enter the path for the backup files in the dialog box. You can select a local directory as the
backup location.

Note

Backing up to network paths is not supported.

4. Click "OK".
No other task can be performed in the dashboard during the backup.

Each batch is backed up in its own compressed backup file in the specified path. The file name of
the backed up batches contains the following elements:

* Name of the BATCH process cell

* Batch name

o Starttime

The display of saved batches in the dashboard is updated.
Number of batches (Page 190)

In the "Batch selection” table, the "Backup created" column shows the state in which the
batches were backed up.
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Automatically save batch data

Requirement

Procedure

SIMATIC Process Historian

The batch data from the SIMATIC BATCH server is archived in the Process Historian in its final
state.

The batch data for backup are selected.
Select batch data (Page 128)

The "SIMATIC BATCH Backup/Restore" dashboard is open in the Management Console.

. Click the "Configure" button in the "Tasks" area.

The "Scheduler configuration" dialog opens. The configuration refers to all batch data that
have reached the final state.

Scheduler conlguration S

[ Backup acthe [ Dielete: Eralnd'
Backup sstings

Edlch selection |
Baiches liished since 0 | wenkh)

Dedingion paih

[ Debete after suzceash basion

Oecumence: vy 1 & day Ll 08:55:44
Delete s=ttings

Eatch sslecion

Baiches firished snce: ] T Wastla)

Qecumence: vy 1 o Day Ll 08:55:44

[ ] oo

. Select the "Backup active" check box so that the scheduler automatically saves the batches. If

you no longer want to use the scheduler for automatic backup, clear the "Backup active"
check box.

. Inthe "Backup settings/Batch selection" area, select the time interval after which the batches

archived in the final state are automatically saved. For example,

"1 week": the batches that have reached the final state of archiving one week before the
start of the automatic backup are saved automatically.

— "Oweek": Batches that have already reached the final state of archiving are automatically
saved immediately after the setting is confirmed with "OK". Batches that only reach the
final state after this are backed up once on the day that is set as the backup time.

We recommend that you save the archived batches together with the segments containing
the archive tags and batch messages.

. Enter the destination path for the backup file.

All backup files of the batches are stored in the folder.

Note

Backing up to network paths is not supported.
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5. If you have selected the "Delete after successful backup" check box, the batch data is
automatically removed from the Process Historian after successful backup.

6. When youselect "Run", select the daily cycle and time at which the scheduler checks whether
the criterion for an automatic backup is met.
The archived data that meets the criterion is then saved.

7. Click "OK".

Result
The configuration of the scheduler is saved.

The scheduler checks if there are batches to be backed in the configurable period. After
automatic backup, each batch is saved in a separate, compressed backup file in the specified
path.

You can see whether the scheduler is activated and whether the batch data is saved
automatically in the "Tasks" area of the dashboard.

Scheduler status "Backup” (Page 190)

You can change the configuration of the scheduler at any time without affecting the running
backup process. The updated scheduler is not used until the next time the backup is executed.

Automatically remove batch data

Requirement

¢ The batch data from the SIMATIC BATCH server is archived in the Process Historian in its final
state.

¢ The batch data for removal are selected.

* The "SIMATIC BATCH Backup/Restore" dashboard is open in the Management Console.
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Procedure
1. Click the "Configure" button in the "Tasks" area.
The "Scheduler configuration" dialog opens.
5L|':;U_|tl_t‘Jrl| ;UI;;' T S
[ Backup acthe [ Dielete: Eralnd'
Backup s=ongs
Balch seleclion |
Baiches liished since 0 | wenkh)
Dedingion paih
[ Debete after suzceash basion
Oecumence: vy 1 & day bl 08:55:44 Cx
Delete s=thngs
Batch sedection
Baiches frished snce ] = Wasiia)
Qecumence: vy 1 o Day bl 08:55:44 Cx
Cance

2. Selectthe "Delete "Enabled" check box so that the Scheduler automatically removes archived
batch data.

If you no longer want to use the Scheduler for automatic removal, clear the "Delete "Enabled™
check box.

3. Inthe "Delete settings/Batch selection” area, select the time interval after which the batches
archived automatically are removed from the Process Historian. For example, "1 week": the
batches saved a week prior are automatically removed.

4. Whenyou select "Run”, select the daily cycle and time at which the scheduler checks whether
the criterion for automatic removal is met.

The archived data that meets the criterion are then removed.

5. Click "OK".

Result

The configuration of the scheduler for automatic removal is saved.

The scheduler checks if there are batches to be removed in the configurable period. After
automatic removal, the batch data are removed from the Process Historian.

You can see whether the scheduler is activated and whether the batch data are removed
automatically in the "Tasks" area of the dashboard.

Scheduler status "Delete" (Page 190)

You can change the configuration of the scheduler at any time without affecting the running
backup process. The updated scheduler is not used until the next time the removal is
executed.
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Manually deleting saved batch data

Requirement
¢ The batch data was saved successfully.
* The batch data for deletion have been selected.
Select batch data (Page 128)
* The "SIMATIC BATCH Backup/Restore" dashboard is open in the Management Console.
Procedure
1. Click the "Delete" button in the "Tasks" area.
No other task can be performed in the dashboard during deletion.
Result

The batch data selected in the table is removed from the Process Historian.
The batches are removed from the "Batch selection" table.

The display of the total number of batches is updated.

Number of batches (Page 190)

Restoring saved batch data

Requirement

* The backup files with the batch data to be restored are available.

* The saved batch data no longer exists in the Process Historian.

* The "SIMATIC BATCH Backup/Restore" dashboard is open in the Management Console.
Procedure

1. Click the "Restore" button in the "Tasks" area.

2. Inthe dialog box, select one or more backup files of the batch data that you want to restore.
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3. Click the "Open" button.
A window displays the properties of the batch data and the path of the backup file for control

purposes.

Batch Restore Form x|
System Version | Badwp fie Batch name Batch ID Start time End time :
5BE_2101-612343-33 | VB_01_01 D:\S83_2101-612343-33_Batch 15_60_20150109094542.5p [Batch 15 50 09.01.201508:... |10.01.201505:... |No
5BB_2101-612343-33 |vB_01 01 D:'588_2101-512343-33_Batch 19_6%_20150109094542.20 09.01.201508:,,. |10.01.201506:... |No

4. Select the batches that you want to restore.

5. Click "OK".

Result
The batch data from the backup file is transferred back to the Process Historian.

The restored data is displayed in the "Batch selection" table. The "Backup created" column
shows the time at which the backed-up batches were restored.

The archive tags and messages provided from the batches, which were archived separately in
segments in the Process Historian, must also be restored for the time period.

Restoring a segment (Page 126)

You can now access the restored batch data from the Monitoring & Control stations/OS
clients/WinCC stations or from the Information Server.

Configuring column options

Requirement
e The "SIMATIC BATCH Backup/Restore" dashboard is open in the Management Console.

* The archived batch data is selected in the "SIMATIC Batch data" navigation window of the
dashboard.
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Procedure

Result

. Click on the "Column options" button below the "Batch selection" table.

The "Column options" dialog opens.

. Select which columns you want to display in the "Batch selection" table.
3. Specify the order and width of each column.
. Click "OK".

The "Batch selection” table shows the selected columns in the defined order.

Displaying scheduling

Requirement

Procedure

Result

The "SIMATIC BATCH Backup/Restore" dashboard is open in the Management Console.

The batch data is saved automatically.

. Click on the "Tasks" button in the "Scheduling" area.

The "Scheduling" dialog opens.

. Specify for how many completed, automatic backups you want to display in the history.

. Click the "Update" button.

The history is displayed for the specified number of automatic backups.

Removing redundancy manually

Requirement

136

When the mirror is not responding or is not or will not be available for some time.
Only possible on the principal.
You have administrator rights.

The "Redundancy" dashboard in the Management Console is open.
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Procedure
1. Click "Remove".
2. Also change the settings on the clients so that the clients are no longer sending data to the
former mirror.
Result

The redundancy synchronization is ended. The server no longer synchronizes the database of
the principal with the mirror.

The transaction log will no longer grow.

Removing the redundancy automatically

Requirement
¢ When the mirror is not available and the remaining disk space for the transaction log is less
than 10 GB.
¢ Only possible on the principal.
* You have administrator rights.
¢ The "Redundancy" dashboard in the Management Console is open.
Procedure
1. Enable the option "Enable automatic removal of redundancy".
Result

When the mirror is no longer available and the remaining disk space for the transaction log is less
than 10 GB, the redundancy synchronization is ended. The server no longer synchronizes the
database of the principal with the mirror.

The transaction log will no longer grow.
Switching redundancy
Requirement

* The data in the Process Historian system are synchronized.

¢ The "Redundancy" dashboard in the Management Console is open.
Procedure

1. Click "Failover".
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Result

Principal and mirror swap roles.

Note
Procedure of the redundancy switching

In case of redundancy switching, the database needs a few seconds to access the new principal.
Moreover, the Process Historian Service must reactivate. Depending on the project size, this may
take several minutes. The data collected during this time is buffered on the PCs and will be
transferred immediately to the Process Historian once reactivation is complete. The Process
Historian Service remains "Active" during this time.

If you are not prompted to restart the systems, you must not restart the systems manually as this
may result in a loss of data.

Disconnect Principal

Requirement
* When the principal is in an undefined state or automatic switchover fails.
¢ Only possible on the mirror.
* You have administrator rights.
¢ The "Redundancy" dashboard in the Management Console is open.
Procedure
1. Click "Disconnect".
Result

By disconnecting, the current mirror is declared as the principal even when the systems are not
synchronized at the time.

A disconnect results in the loss of data that are not synchronized.
Management Console
Definition

The Process Historian Management Console includes several dashboards that are available for
Process Historian configuration, information and diagnostics.
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The Management Console is installed with the Process Historian and is started automatically
at login. Manually open the Management Console with "Start > Siemens Automation >
Process Historian Management Console".

Note

Disabling Internet Explorer certificate validation

Under "Internet Options > Advanced > Security" in Internet Explorer, clear the option "Check for
publisher's certificate revocation". Selecting this option may delay the opening of the Process
Historian Management Console and error messages may appear.

Structure

The following dashboards are available for the Process Historian:

Dashboard

Functions

Process Historian Management
(Page 140)

Display of basic information about hardware and performance of PC and operating
system

Display of status and current activity of the Process Historian server
Display of the license status

Display and change of the operating status

Plant structure (Page 142)

Display of the organizational structure of Process Historian
— Integrated projects
— Data sources

Edit the organizational structure

Data sources (Page 144)

Display for each individual data source when project data and runtime data were
last transferred to the Process Historian

Display of the last lifebeat
Delete project data

Set lock to prevent deletion of project data

I/O systems (Page 145)

Display of available input and output devices
Display of the disk space used

Detailed information about the load

Diagnostics (Page 146)

Diagnostic messages of the Process Historian

Messages from the event log of the operating system

Backup/Restore (Page 148)

Display and status of archive segments
Create segment backups
Restore backed-up segments

Remove segments

Segmentation (Page 148)

Display of the current configuration of the segmentation

Change the configuration of segmentation

Export runtime data (Page 149)

Export of runtime data for a configured time range to a "csv" file
— Export of measured value data

— Export of messages
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Dashboard Functions

Redundancy (Page 151) ¢ Display of the redundancy status
e Switching/disconnecting principal and mirror

¢ Configure redundancy

Licensing (Page 152) « Display of the current license status of server and project

Database backup (Page 153) ¢ Display the current configuration and status of the database backup
¢ Manual creation of full database backups
¢ Automatic, continuous creation of full database backups

SIMATIC BATCH Backup/Restore * Display of the selected batch data
(Page 153)

e Creating backups of the batch data
e Restoring backed up batch data
¢ Removing saved batch data

Unassigned data (Page 155) * Display of unassigned values and messages in the Process Historian database
¢ Display and export of detailed data on the values and messages

* Remove unassigned data from the Process Historian database

"Process Historian Management" dashboard

Definition
The Process Historian Management dashboard provides you with basic information about the

Process Historian. The configuration and diagnostics of the Process Historian are displayed here
in summary form.
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Structure

The following information is displayed for the Process Historian server:

Basic hardware performarce indicators =Y

0 MEjytes:
Basic Process Historian indicators & a
Sources 4 Clients~ Stored values 1881 Valuesis

Stored messages I7 Messages/s

ﬁr\‘U f
Frocess Historian sate: A Redadancy gais A Licenng stas A | Database backup sais - A
;~= Active Master (Principal) Valid license Disabled
Syndvonized

Switch state to
w Go G o pedunidancy deshbosd

* Indicators of the server:
— Processor load (CPU)
— Available RAM
— Hard drive load

* Indicators of the Process Historian:
— Number of connected data sources
— Stored measured values per second
— Stored messages per second

* Operating state of the Process Historian server:
Operating states of the Process Historian (Page 158)
Changing the operating state of the Process Historian (Page 118)

* Redundancy status of the Process Historian
The redundancy for Process Historian is supported for PCS 7 systems.
Redundancy status (Page 190)

* License status of the Process Historian (Page 188)

* Backup status (Page 189)
Update status (Page 118)
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Note
Display in percent

Percentage values displayed can exceed 100 % for a short time. These values are determined by
a statistical extrapolation from mean values. They do not correspond to the real values.

"Plant structure" dashboard

Definition
The "Plant Structure" dashboard displays the organizational structure of the Process Historian
database and is used for localization of the integrated projects.

The organizational structure is made up of elements, e.g. project or data source, with the
following properties:

* Name
e Type (Page 188)
* Description (Page 185)
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Structure

The basic area of the organizational structure is automatically recognized and displayed in the
"Projects" area. The properties of the selected element of the organizational structure are
displayed next to it. Below, you can see the currently stored measured values and messages per

second for a selected data source.
Detailed plant structure information

Projects Detailed information

Add... ~ Delete Rename Merge

l -ﬁ’ Organizational structure 1 Name:

- PA_WT_MP _ ER——
o5 ype: Y
- 03(1)

g SMOKE_03_04 Description:

=l

Apply

Detailed communications information

Stored values 24 Values/s

i)
|

N Waliesis-

Stored messages 7 Messages/s

itk

0 Messanesiz-

You can add an extended structure to the base area. You can edit the entries in the structure
tree and extend their depth as required.

Expand organizational structure (Page 119)
Edit organizational structure (Page 119)

Example of an extended structure:
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You can merge projects if there are duplicate project entries in the structure tree. Duplicate
entries can occur if, for example, an image of the Monitoring & Control server [ OS server has
been imported again after a hardware error.

Merging projects in the organizational structure (Page 120)

Note

Do not merge projects if the systems have several projects loaded on a Monitoring &
Control server/ OS server

Do not use the "Merge" function if the systems have several projects loaded on a Monitoring &
Control server | OS server and used in runtime. For additional project nodes may be present, but
you are not allowed to merge them.

"Data sources" dashboard

Definition
The "Data sources" dashboard provides an overview of the status of the PCs connected to the
Process Historian server in projects.
You can delete the project data of a selected project.
Delete project data of a selected project (Page 121)
To prevent project data from being deleted, set a lock that you can unlock.
Locking the deletion of the project data (Page 121)
Structure
The "Data sources" table shows information on the connected data sources. You can sort the
rows of the table according to a column selection.
Data sources
Locked Compuierne Pmjsed  Redundancy & Mlam recovery Tagrecovery Sending  Last fsheal Lasl slarm dals Lest iag dats Lasi slarm corfiguration  Last iag configurslion
Yes O2WC4 Semckca_[ StandMore NoRecowary  MoRscowery Yes TA2NT 9305 AN TN T 3058 AN 71207 SI0S9AM  TA1ANT 25502 AN 74200
hi ] Qawcs Smockn_{ Stand More HoRecowery  MoRecowery Yes TA2N7 3051 AN TAIANT S5 A TOVENT RS9 AM  TOSAIT 23357 AN 7312017 23345 AN

* Locked (Page 186)
¢ Name of the connected PC

* Name of the project that is integrated in the Process Historian
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¢ Redundancy status
The redundancy for Process Historian is supported for PCS 7 systems.

* Restore messages (Page 186)

* Restore measured values (Page 186)

* Send (Page 186)

e Last lifebeat (Page 186)

e Last alarm data (Page 186)

e Last measured value data (Page 186)

¢ Last message configuration (Page 186)

e Last measured value configuration (Page 187)

The values of the columns "Last lifebeat", "Last message data" and "Last measured value data"
are marked with respect to their actuality:

¢ Blue marking: No data has been sent from the client to Process Historian for more than 10
minutes.

e If "Last lifebeat" is highlighted in color, the corresponding PC is no longer running.

Note

The time stamp in the columns “"Last alarm data" and "Last process data" does not always match
the time stamp of the data itself. If, for example, the connection between the Operator control
& Monitoring server | OS server and the Process Historian was disrupted beforehand, there may
be a wide gap in the time stamps.

"I/0 Systems" dashboard

Definition

The "I/O Systems" dashboard provides information about the storage system that is read and
write accessed. You can monitor the disk space of the drives here. You can graphically analyze
the states of the input and output devices.

How the Process Historian monitors the storage space is explained on the page:
Storage space monitoring (Page 163)
You can find out how to minimize and optimize the storage space on the page:

Minimizing storage requirements (Page 156)
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Structure
The following information is displayed for all hard disks included in the system, even for hard
disks on which no archive data is stored:
¢ Name and drive letter of the hard drives
* File system
e Hard disk capacity
* Free disk space absolute and in percent
* Absolute storage space used
Avalable /0 subsystems 'y
Walume Fils gystem Capcity Free spacs e LUsad
System Reserved NTFS 350,00 MB 107.31 MB 30.7% 24259
Diata (D) NTFS 100,00 GB 73.93G8 T3.9% 26.06GB
] NTFS 59,66 GB 53,68 GB 539% 45.97 GB
110 subsysheam dstais &
L= Detsibs % Idle Time 9938 Avg. lengsh read queue 000  Disk read bytesise: 000

Black sire
A5 byte

o o -
Fila gystem

Comprassad
NTFS g disk seciransler 0.00  Awg write quews length 0.01  Disk Writs Eyies/sec 296308.63
Indexing enabled |
Tatalfres bybes Indeing & enabled
Paging file present
Paging fil it present

You obtain the following detailed graphical information about a selected drive:
* Hard disk inactivity time

* Average length of queue for read access

* Reading speed in bytes per second

* Average duration per transfer

* Average length of queue for write access

* Writing speed in bytes per second
"Diagnostics" dashboard
Definition

The "Diagnostics” dashboard displays the last 5000 diagnostic messages from the event log of
the Process Historian and the last 100 entries from the event log for Windows applications.
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The Process Historian event log at the top of the page contains the following information:

Log entry ID
Severity of the message
Time stamp

Name of application domain

(i) 06052014 05:14.18
(1) 106052014 091356
(i) 0605204091223
(i) 06.052074091029
(i) 06.05.2014 090856

06.05.2014 0%:08:35

il

(i) 06062014 050635
(D) 06.06.2014 030445
D 06.06:2014 08:02.50

* Process ID
* Message
 TmeStamp _#pplomsiniome | ProcessiD | Message il
05 06,2014 02:559:00 507 | ManbenanceSenvice exe 3352 Cychc truncate tansaction log faiied
(6.06.2014 (25513140 MartenarceSanice sxs Log backup to rull devics
[ 062014 07-19:55 637 | MarbananosSanvics e 3152 Log backup ta null device
06 06.2014 05-44:50 287 Marbanance Senvice exe 3352 Log backup to null device
05062014 05:16:54.740 | Mairntenance Senvice sxe kX r) ProcessHatonian sate changed.
06 05,2014 05-16:54 740 | ProcessHistaran e 4355 State change fram [ActveRecovery Stopping] to [Active] 2t (05 08 2014 05-15:54]
06 062014 05-16:54 740 | Process Historian L) e 4356 ProcessHastorian state changed.
06.06.2014 05:16:54.737 | ProcessHistosien sxs 2500 Cratabase VrilerController stale changed
N 06 014 N5 16554 74N | Sismens Annlcation MananementCsneer BIBC | 1152 PricrasHeeanan st chanoed hJ
u »
Cabagory Source {\._
Log was backed up. Delabass: HelodanSlomge, crealion datedies) . Backup MSSGLSHISTORIAN
The Desktop Window Manager has exiled with code (Ted 00X 1] Deskdop Window Manager
Log was backed up. Database: HstonanStorage. creation datedime): Backup MESGLSHISTORIAN
Log was backed up. Database: HistonanSlomge. creation datedime) Backup MSSQLEHISTORIAN
The: Desktop Window Manager has eted wih code (e (0002e) m Desiciop Window Manager
Log was backed up. Database: MistonanStorage, creation datedime]; Backup MSS0LEHISTORIAN
Log was backed up. Detabase: Histordan Samge, creation datefime): .. Badkup MSSQLEHISTORIAN
Log was backed up. Delshass. HistodanSorags, creaion detefims). . Backup MS5GLEHISTORIAN
Log wae backed up. Dalabass: HelodenRormpe, creation datedime). . Backup MSSGLSHISTORIAN w

You can filter the entries of the event log. Select one of the following entries:

All: Show all entries.

Application name: Select an application from the drop-down menu on the right.
Message: Enter text for a message in the right field.

Severity Select a status from the drop-down menu on the right.

Time stamp: Specify the time period on the right.

The lower pane displays the following information from the event log for Windows
applications:
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"Backup/Restore" dashboard

Definition

Structure

The "Backup/Restore" dashboard provides an overview of the current status of the archive
segments.

You can back up, swap, and restore archive segments on the dashboard.

The dashboard displays all archive segments of the Process Historian with their properties:

Archive segments -
CSegmert |0 Status Tipe From Ta Ut Flsg Omchoun ormmed Hew datsy  Comoressed
100000 Crinz Archere HOTHE-03 1200 AN 2OTH-02 1200 AM Dy Invvabd 00413 T4E AN Mo Mo
100 Crine Archee 2000404 1200 AN 20005 1200 AM Dy Invvabd Faedtobackup se.. Mo Mo
100002 Oz Archeve HOTHD4-05 1200 AN XODH04-06 1200 AM Dy Viald i Ko
100003 Crikne Archive 200406 1200 AN 20007 1200 AN Dy Valid o Mo
100004 Cinline Archive HOO04-07 1200 AN 00408 1200 AM Dy Vald do Ko
100005 Crilkne Archive 2000408 1200 AN 2000409 1200 AM Dy Valid Mo Mo
100006 O Archive HE004-09 1200 AM HO004-10 1200 AM Dy Vald Mo Mo
100007 Crline Archive 200410 1200 AN 2000411 1200 AN Dy Vald Mo Mo
5et offine Btk schaduier Inacie Setlinegs...
Restore segments -
Segmert |0 Status Tipe From Ta Ut Flsg Omchoun ormmed My das
Raslone Fria...

You can obtain an overview of the archive segments at:
Archive segment (Page 164)

You can learn how to back up and restore archive segments at:
Backup and restore segment (Page 108)

"Segmentation" dashboard

Definition

148

The "Segmentation” dashboard provides an overview of the current configuration of the
segmentation.

Change the configuration of the segments on the dashboard.
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Structure

The dashboard displays the current Runtime segments with the general settings.

Loy sonfypeniion xa

| 727/2m5 120000 AM | 8/3/2015 120000 AM | /10/2015 1200:00 AM | B/17/2015 12.00:00 AM | 8/24/2015 120000 AM | B/31/2015 12.00-00 AM

| 8/3/2015 120000 AM | B/10/2015 120000 AM | 8/17/2015 120000 AM | 8/24/2015 120000 AM | 8/31/2015 120000 AM | 5/7/2015 12.00:00 AM

— Segmentation anchor pont ——— [~ Segment time range ————— — Number of sagments.
Nt r_'.l
102072014 12:00:00 AM Week o
Total ruriber of rurtime segmerts -
Settings 'y
— Segmentabion anchorpont ——— [~ Segment imerange ——————————— — Number of sagmeris
Hour Date Uni2 Factor Number of prepare segments [ 1
[ 0= [ozo2ms =] [ Viesk = oo i i [ &=

The Runtime segments displayed are differentiated as follows:

* Asegment marked green stores the data with the current time stamp.
* Segments marked blue are reserved for future data.

* Segments marked gray contain stored data with an older time stamp.
The following settings for the Runtime segments are displayed:

* Anchor point (Page 188)

e Time interval (Page 187)

e Number of future segments (Page 167)

* Total number of Runtime segments (Page 187)

In the "Settings" area, change the configuration for future segmentation. Segments that have
already been created cannot be changed afterwards.

Configuring segments (Page 116)

"Export runtime data" dashboard

Definition
You use the "Export runtime data" dashboard to export selected measured value data and

message data of the Process Historian database for a defined time range. You can import the
exported "csv" files to another system and archive and further process them.
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Structure

150

In the upper area of the dashboard, you define the time range and the general export settings.

In the center area, you select the measured value data to be exported based on the tag

names.

In the lower area, you select the appropriate message data, depending on the data source,
based on the message properties to be exported.

Exporting runtime data (Page 127)

Welcome to the export runtime data dashboard
Use this dashboard to export Tag and Alam rurtime data to a folder.

*l

Time range: [Mo 20 Mrz 2023 (08:40) B+ to |Di 21 Mrz 2023 (08:40) B |
Targetfolder: | D:\Historian\Rurtimedata | ]
Language: | Geran (Germany) v|

[ Boot | | |

Tag name

Remove

] Export PCS 7 alamm data

[] Export PCS neo alam data

[ TimeStamp

[] Message_SourceMNodelD
[ Message_State

[] Message_Counter

[ Meahir

[+ StatusText

[] Message_Time Diff

[+] Class

[+] ModfficationTime
[+] Name

[ Source

[] SourceType

[+] AlamClassMame
[+] State

[ StateMachine
[] TextColor
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Definition
The "Redundancy" dashboard provides an overview of the current configuration of a redundant
Process Historian system.
The redundancy for Process Historian is supported for PCS 7 systems.
On the dashboard you configure the redundancy or remove the redundancy.
Structure
On the dashboard you can view the current status of the redundancy at the top.
Redundancy status A
Redundancy status
Master (Principal)
Synchronized
Witness connected (MullNotification)
Switch redundancy state between principal and mimored server
Falover
Remove Redundancy 'y
Remove redundancy Remove redundancy (automatic)
Only ewecutable on the pincipal. Removes the redundant partner and Automatic removal of redundancy can be enabled for the following scenano:
dizables redundancy
Only authorized system administrators should do this. ¥ the mirmor is not avaiable and the remaining free disk space for the transaction log is
les= than 10 GB
Aemave [[] Enable automatic removal of redundancy
Remowve Prncipal
Candion
Orily executable on the mimor when the pincpal iz not accessible.
Forces the mimor to act as peincipal . Data on Principal side that has not been synchronized may be lost
Only authorized system administrators showld do this.
Redundancy A

To create a new redundant system, start the Redundancy Configuration Wizard.

Sta Redundancy Corfiguration Wizsrd.. |

* You can switch the redundancy and, thus, swap the role of principal and mirror.

— Switching redundancy (Page 137)

* Insomeredundancy scenarios you can end the redundancy synchronization by removing the

redundancy.

— Removing redundancy manually (Page 136)

— Removing the redundancy automatically (Page 137)
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If the principal is no longer available or is in an undefined state, you can disconnect the
principal from the redundant system.

— Disconnect Principal (Page 138)

If you want to set up a redundant Process Historian system, start the redundancy
configuration.

— Configuring a redundant Process Historian (Page 25)

“Licensing" dashboard

Definition
The "Licensing" dashboard provides an overview of the licenses available and used in the system.
Structure
The dashboard displays the following license information:
* License status of the Process Historian (Page 188)
¢ Redundancy license status
The redundancy for Process Historian is supported for PCS 7 systems.
Redundancy license status (Page 190)
* Tag licenses (Page 188)
* Project license status (Page 188)
Licensing
Bamic: hoanss date Projacis Project keanss sale
Frocess Hstosen icenss s fa} Organzational stnucture: ) e
Available ot o c
£ SMOKE_03_047 Tyve Prowct
Precees Histosan medundancy kcerse Tage 100
Not available
Arwaishie tag bcerses
40000
Ragquind tag kcenses
100
Free tag licenses
39900
Refer to the Installation Guide for an overview of the licenses that are required to run Process
Historian.
See also
Licenses of the Process Historian (Page 11)
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"Database backup" dashboard

Definition
The "Database Backup" dashboard displays the current configuration and status of the database
backup.

Structure
The dashboard displays the following information:
e Backup type (Page 188)
e Backup status (Page 189)
* Destination path (Page 189)
» Alternative path (Page 189)
e Status (Page 189)
You configure the database backup in the lower area.
Backing up the database (Page 109)
For this, you can use backup options.

Backup options (Page 189)

"SIMATIC Batch Backup/Restore" dashboard

Definition
In the "SIMATIC Batch Backup/Restore" dashboard, you can back up and restore batch data
archived from the SIMATIC Batch server using the Process Historian.
Backing up and restoring BATCH data (Page 112)

Structure

In the "SIMATIC Batch data" navigation window, the data is displayed in the following hierarchy:
* SIMATIC BATCH System

e Order category

* Order

* Batch

Individual elements of the hierarchy can be expanded/collapsed and selected/collapsed in the
navigation window. Selecting a parent node also selects the child elements.
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System O Master
Fmgctame oot Order Batch Name Batch D Product Peme

Dizplayed: 0
Add | Remave || Remowe al || Column cptions | iy o
Number of baiches Tasks
Tota 0 Bee || Deke | Resoe | TskHaey  Cogwe || Heoy
Backed up: L] Status of backup scheduler;  |[RSSEEE

Delet= scheduler saius: Disabled

In the "Batch selection" table, the selected batch data is displayed with its properties.

The "Backup created" column shows whether the respective batches have already been
backed up and in which state:

* Yes-Final state: Abackup is available. The batch is finished and Process Historian has received
the "Completed" message.

¢ Yes-Transient state: A backup is present, but the batch is not completed at this time. If the
batch has reached the final state in the meantime, you can create another backup. If you
delete the batch without creating another backup, the data is gone.

If you click on the header of a column, the entries are sorted. You can specify the columns
that are displayed and their order.

Configuring column options (Page 135)

You can display the history of the automatic backups.

Displaying scheduling (Page 136)

The following additional information is displayed on the dashboard:
» Displayed (Page 190)

* Selected (Page 190)

* Number of batches (Page 190)

* Scheduler status "Backup” (Page 190)

* Scheduler status "Delete" (Page 190)
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The dashboard displays the logged values and messages that were saved without assignment.
Such data occurs, for example, if there are problems with the time-of-day synchronization or

The data is stored outside the normal data in segments and saved during each complete data

Definition
whenever the clock is turned back by one hour.
backup.
Check the dashboard regularly.

Structure

The following information is displayed categorized by data types:

* Number of unassigned values/messages and their memory requirement in the drive

* List of the selected values/messages

Unaasigned Dass A
& Welcome to the unassigned data dashboard
&
‘; Thiz dashboand i used lo manage unassigred and ursoded data dored in e Frocess Higtodan dalsbass feg. Oul of segmend range dala, doubls data, )
Detaila and actions .
PCST7IWinCC PCS neo
Tags Alarms Tags Alarms
Amount & Sz - Amaurt & Sie = Aot & Ste ) Aot & Ste =]
0 ] 0 0
0,00 Byte 0,00 Byte 0,00 Byte 0,00 Byte
Type Descripman Cinuent
Wiew Dieleie Expod Defete A1

You can view the selected data in detail, export it to a ".csv" file and remove it from the

Process Historian database.
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3.3.4.3

Administration

Step-by-step instructions

Configuring data transfer from PCS 7/WinCC to Process Historian

Requirement

Procedure

Result

PH-Ready is installed.

The PH-Ready service is configured.

. In the navigation window of the WinCC Explorer, select the "PH-Ready" item to open the

"WinCC Process Historian Editor".

In the "Server" tab, select the Process Historian server to which PH-Ready should transfer the
archive data.

If you are using a redundant Process Historian, select the standby server as the second
computer.

In the "Filter" tab, select the data that is transferred to the Process Historian server.

If you do not want to use the default directory for the "Store and Forward Cache”, select a local
destination directory in the "Store & Forward" tab.

On the "Computer name" tab, enter the computer names used up to this point in order to
receive messages from those computers as well. You need this if you use new hardware with
new computer names when reinstalling or updating the Process Historian.

The data transfer is configured for PCS 7/WinCC.

Minimizing storage requirements

Procedure

156

1.

Set archive segments "Offline" in good time.

Set segment "Offline" (Page 125)

This removes these segments from the Process Historian database and frees up storage
space.

Leave the number of future segments at the preset minimum value of 1 segment.
"Segmentation” dashboard (Page 148)

This means the required hard disk space is reserved only for one future segment. The
projection of the initial size is based on the last segments that were completely written.
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3. Set the total number of Runtime segments to the minimum value of 4 segments, if they are
weekly segments.
The segments are compressed as soon as possible.

4. Remove log files, temporary files, and other unnecessary files.

Result

Spaceis made available on the drives. The storage requirements for the hard disks are optimized.

Services of the Process Historian

Definition

Services are programs that run in the background and bundle Process Historian functions.

Implementation in the system

The Process Historian uses the following services for processing, saving and backing up data:

Service

Description

SIMATIC Process Historian server

Installs all the functions the server needs to process and store data.

Process Historian Maintenance Service

Installs all required functions for maintaining the Process Historian database. The
Maintenance Service, for example, launches and monitors mirroring, restoration func-
tions, maintenance of the transaction log and similar tasks.

Process Historian Redundancy Service

Installs the functions that are required for data communication between two redun-
dant server systems.

Process Historian Discovery Service

Supports the search for connected Process Historian systems. The Discovery Service is
mandatory for the Process Historian function.

Process Historian GIES Data Transfer
Schedule Service

Service used with SIMATIC BATCH.

Process Historian GIES Windows Serv-
ice Host

Service used with SIMATIC BATCH.

Encryption with the Process Historian

Overview

In order to protect against attacks from the network, it is essential to encrypt data packets.

In PCS neo, installation of the Process Historian via the Administration Console enables
encrypted communication by default. This is regardless of what the OPC UA is used for.

Certificates are used to mutually authenticate communication partners.

In PCS 7, encrypted communication is not enabled by default.
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Enable encryption

Operating states of the Process Historian

Overview

On the client PCs, you need to rename the "CertificateDisabled" XML element to "Certificate" in
the following configuration files of the Process Historian:

* "{ClientAppPath}\StoreAndForward2ClientConfiguration.xml"

e "StoreAndForward2ServiceConfiguration.xm!"

Symbol

Operating state

Description

\3

Active

In the "Active" operating state, the Process Historian archives
the process data. You can retrieve the data from the stations
or via the Information Server.

ActiveRecovery

In the "ActiveRecovery" operating state, the Process Historian
requests data from the Monitoring & Control servers | OS
servers for a detected period of time without archiving.

The preceding and the subsequent operating state is "Active".

Starting ActiveRecovery

This operating state starts "ActiveRecovery".

Stopping ActiveRecovery

This operating state terminates "ActiveRecovery" and is the
intermediate state between "ActiveRecovery" and "Active".

Disable

The Process Historian changes to the "Disabled" operating
state in the case of maintenance tasks where access to the
database is limited. The maintenance tasks can include the
creation or the backing up/restoring of segments.

The system is offline in this operating state. Access via the
network is not possible.

Wl

Locked

The Process Historian serveris in the "Locked" operating state,
e.g. because the hard disk storage is reaching its capacity lim-
it.

The Process Historian server is no longer switched "Active" in
this operating state. No values are archived. Read access to
stored values is possible.

The Maintenance Service only sets the Process Historian serv-

er to "Active" again when the free disk space has been in-
creased.

Enabling

"Enabling” is the intermediate state between "Disabled" and
"Active".

Disabling

"Disabling" is the intermediate state between "Active" and
"Disabled".

Error

The "Error" operating state occurs when
e Anerror is detected.

e There is no connection to the SIMATIC Process Historian
server service.
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Symbol Operating state Description
~j Error shutting down The intermediate state between any state and "Error".
=
N Idle No data are archived in the "Idle" operating state. In this op-
|, d erating state, you can perform updates and maintenance

- work on the Process Historian server or reboot the PC.
Nj Shutting down The intermediate state between "Active” and "Idle".
LY
ko Starting The intermediate state between "Idle" and "Active".
-u;'.ﬂ

5
— Held Mirror is held. The database is synchronized with the princi-

pal. The database of the mirror is used exclusively by the prin-
cipal. Access from other applications is not possible.
When the "Held" state has occurred:

* Determine the cause and remedy the problem.
¢ Reset the redundancy.

Undefined The Process Historian is not yet initialized or the service is not
running.

You can get more detailed information on the operating state on the OS clients and WinCC
station:

Display of the operating state on the Operator Station of the PCS 7 system (Page 160)

DCS messages can appear on the OS clients and WinCC station, which indicate certain system
states of the Process Historian:
I&C messages for PCS 7 OS clients and WinCC stations (Page 167)

Application recommendations

Note
Avoid the "locked" operating state

To ensure enough free space is available for the operation of the Process Historian, regularly
check the currently available space in the "I/O systems" dashboard.

Determine which automatic mechanisms for reducing the used space can be activated in the
dashboards.

"I/0 Systems" dashboard (Page 145)
You change the operating state as follows:

Changing the operating state of the Process Historian (Page 118)
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Display of the operating state on the Operator Station of the PCS 7 system

Overview

The operating state of the Process Historian system is also displayed on the Operator Station,
which can access the Process Historian via "PH-Ready". A redundant Process Historian system will
also display the status of master (Principal) and standby (Mirror).

The following is displayed in the area overview of the Operator Station:
¢ Green button: The monitored Process Historian servers are active. The server status is "OK".

* Red button: Open the detail view and check the entries in the "Process Historian" row. When
a Process Historian server name is red, check the operating state and the redundancy status
in this dashboard. If red is displayed for the active master and standby servers, then the
witness server has failed.

The following system tags are created in the tag management for monitoring the status; the
tags reflect the current state of the Process Historian :

e @PHServer_Principal_State

e @PHServer_Principal_Details

e @PHServer_Mirror_State

e @PHServer_Mirror_Details

You can further process the tags with WinCC.

Example for "@PHServer_Principal_State" and "@PHServer_Mirror_State":

¢ PHServer=1. Name of the Process Historian server and current state. "1" means "OK", "0"
means "Error".

The tags "@PHServer_Mirror_State" and "@PHServer_Mirror_Details" are only described in
mirrored systems.

If no connection to the process is possible from PH-Ready to the Process Historian server, the
"Error" state is displayed. This means no information is available on the Process Historian.

Detailed information about the operating state

160

Detailed information on the current state of the Process Historian is available in the following
tags on the OS station:

e @PHServer_Principal_Details
e @PHServer_Mirror_Details

In XML elements, the information on the Process Historian components is divided up as
follows:

¢ Process Historian Service
¢ Maintenance Service

* PH-Ready
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The following example lists all XML elements that can occur during Process Historian

operation:

XML elements

Description

<State>
<Name>PhServer</Name>
<Role>Principal</Role>
<Status>Error</Status>
<[State>

Contains the name of the Process Historian server that has signaled.
Contains the server role: "Principal”, "Mirror" or "Standalone".

Contains the server state: "Error" when an error has occurred or "Ok" in the
Good case.

<Details>
<ProcessHistorianService>
<State>Suspended</State>
</ProcessHistorianService>

Possible values for "State" are:

e "Suspended": The normal state on the mirror. On the principal, an error
after switchover of mirroring.

e "Error": An unspecified error has occurred.

¢ "Shutdown": The service was shut down.

<MaintenanceService>
<State>Activating</State>

Is displayed when the connection to the Discovery Service was established
while activating the Maintenance Service and the configuration files are
being imported.

<MirroringRoleNotification>MirroringSus-
pended

<IMirroringRoleNotification>

Shows the error states that can occur during mirroring:

e "SynchronizedPrincipalWithoutWitness": Principal cannot reach Wit-
ness.

* "SynchronizedMirrorWithoutWitness": Mirror cannot reach Witness.
¢ "ConnectionWithPrincipalLost": Principal cannot be reached.
e "ConnectionWithMirrorLost": Mirror cannot be reached.

e "MirroringSuspended": Mirroring was suspended by the SQL server
due to problems.

e "NoQuorum": The mirrored system cannot make any decisions regard-
ing a switchover.

e "PrincipalRunningExposed": Only the principal is running.

<FreeDiskSpaceState EmergencyExceeded

Not enough free disk space on the Process Historian.

LowDrives="E:\=>25GB G:\=>45GB"

LowestFreeDiskSpacePercent ="9%"

LowestFreeDiskSapceGb="4GB"
<IFreeDiskSpaceState>

The drives with not enough free disk space.
The lowest amount of measured free disk space as percentage.
The lowest amount of measured free disk space in GB.

<DatabaseStatus>Recovering</DatabaseS-
tatus>

A database that has just been connected online may not necessarily be
ready for connections. The following values reflect potential reasons:

* Recovering

e RecoveryPending
e Suspect

* Emergency

e Offline
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XML elements

Description

<DatabaseBackup>IncompleteLessFreeDisk-
Space

Error when creating a database backup. Possible values:

* "IncompleteLessFreeDiskSpace": Not enough free disk space on the
backup drive.

¢ "IncompleteUnspecifiedError": Unspecified error.
* "IncompleteWriteAccessDenied": No access rights to the backup drive.

FreeDiskSpacePercent="4%"
BackupPath="D:\Backups"
CompletedPercent>="85%"
LastBackupDate="2020.10.23 15:13:59"

The free disk space on the backup drive.

The path of the backup drive.

The realized database backup as percentage.

Date of the last successful database backup of a file group.

<\DatabaseBackup>
</MaintenanceService>

<PHReady>

<ErrorMessage>NoCommunication</Error-
Message>

</PHReady>

</Details>

No communication to the Process Historian server.

Storage medium of the database backup

Overview

We recommend that you always store the backup files on a separate drive.

The following external drives can be used as storage media for the backup files:

e USB hard disk

¢ Network drive via ISCSI.
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The selected storage medium must have sufficient available storage space for a complete
backup.

Note
Storage medium
You can configure a network share or a path via UNC for the storage medium for database backup

and segment restoration.
Backing up the database (Page 109)

Storage requirements
If less than 20 GBs are free on the drive, a warning appears.
The backup of the database is stopped if both of the following criteria are fulfilled:

¢ The free disk space is less than 50 GB
e Free disk space is less than 10%

For example, the storage medium has a capacity of 200 GB and the free space is 20 GB:
* The criterion "less than 50 GB" is fulfilled
* The criterion "less than 10 %" is not fulfilled

The backup continues.

Storage space monitoring

Overview

On the Process Historian server, the Maintenance Service monitors the storage space on the
following drives:

e System drive
* Drive where the transaction log is located
* All drives on which the data of the Process Historian database is distributed

In the following cases, a warning message is sent to the Monitoring & Control server | OS
server:

* The free space falls below the limit of 100 GB and is less than 20 % of the drive capacity.

* The free space on the system drive falls below the 200 GB limit and is less than 40 % of the
drive capacity.

* The storage space is not sufficient for at least three new segments to be created.
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The Process Historian server switches to the "Locked" state in the following situations:

The free space falls below the limit of 50 GB and is less than 10 % of the drive capacity.
— Hard drive up to 500 GB: Free space < 10 %
— Hard drive larger than 500 GB: Free space < 50 GB

The drive capacity is half the low limit of the drive with the Process Historian database for the
drives:

— on which the Windows system is installed
— on which the cache of the SQL Server is installed
— on which the MSDB of the SQL Server is installed

E.g. When the free space on the drive with the Windows system is below the limit of 25 GB
(50/2) and is less than 5 % (10/2) of the disk capacity

The space is insufficient for at least one newly created segments.

The Monitoring & Control | OS server servers monitor the storage space on the system drive
where the cache is located.

Segment

Definition

A database segment contains all the archive data accumulated over a period of time. A segment
with weekly segmentation, for example, contains all the data recorded in a week. Each segment
thus has a high and low time limit.

Each segment has a unique segment number:

Archive segment

Definition

The start segment, the first segment created in a system, has the number 100,000.

The segment whose low limit is equal to the high limit of segment "n" is specified as segment

n+1".

The segment whose high limitis equal to the low limit of segment "n" is specified as segment
Iln_—l II‘

The archive segment is created from the oldest Runtime segment You can only save and swap-
out the archive segments.

164

SIMATIC Process Historian
System Manual, 07/2024, A5E53524470-AA



SIMATIC Process Historian

Structure

3.3 Process Historian Server

The following types of archive segments occur in Process Historian and are displayed on the
Backup/Restore dashboard as follows

Archive segment

Description

Non-compressed ar-
chive segment

During the segmentation, the oldest Runtime segment becomes an archive seg-
ment. Compression starts at this point.

In the upper list, the "Status” column = "Online" and the "Compressed" column =
"No".

Compressed ar-
chive segment

The compression of the archive segment is complete.

In the upper list, the "Status" column contains "Online" and the "Compressed"
column contains "Yes".

Past archive seg-
ment

The segment is created during the migration for the process data with a time range
that lies before the commissioning of the Process Historian. The segment has a
consecutive number less than "100000" and usually covers a period of one month.
The migration assistant itself describes all archive segments.

In the upper list, the "Status" column = "Online" and the "Compressed" column =
"No".

Saved archive seg-
ment

Created after backup of an archive segment in a backup file.

The "Backup created” column contains the date of the backup in the upper list.
The segment is displayed as "valid" in the "Flag" column. A segment is marked
“invalid" if more Runtime data has accumulated for this segment after a backup has
been created.

Swapped-out ar-
chive segment

Created after a backed-up archive segment s "Set offline”. The data of this segment
is only available in the backup file.

There is no more segment data in the Process Historian database. Only the infor-
mation about a backup and "Set offline" is available.

All the archived segments are displayed in the lower list.

External archive
segment

Created when backup file with an external archive segment is restored or "Set
online". The data is stored in an external database instead of the Process Historian
database.

In the upper list, "Status" = "External” appears in the column.

Runtime segment

Definition

The runtime segment is a segment to which the Process Historian writes data. The segment
records the data with a time stamp that lies within the time span of the segment. A Runtime
segment always has the "Online" status.

Runtime segments are uncompressed and therefore take up more space on the hard disk.
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Structure

CAL segment

Definition

Structure

166

Runtime segments include the following segments, which are color-coded in the Process
Historian in the Segmentation dashboard:
"Segmentation” dashboard (Page 148)

* Marked green:
The segment archives the data with the current time stamp. The segment contains the time
range of the current system time.

e Marked blue:
Future segment (Page 167)

* Marked gray:
Segments for process data with an older time stamp. After a connection failure, the data is
subsequently transferred to these segments from the buffer memory of the OS computers.

The different colors of Runtime segments serve to indicate whether the segmentation in the
Process Historian system is still working reliably. If no green or blue segment is visible, there
are general problems with the segmentation or not enough free disk space is available.

Note

A weekly segment requires less hard disk space than a monthly segment, for example. The
manual backup and restore of the week segments is more complex than the month segment for
the same period.

The CAL segment belongs to the segments that collect all incoming data outside the current
Runtime segments. The CAL segment cannot be stored directly in a backup file and removed
from the database.

The CAL segment records all data with a time range older than the time span of the oldest
Runtime segment. For example, a PC has not transmitted data to the Process Historian for a long
time due to a connection failure. The data transferis then made up with a datum that lies outside
the Runtime segments.

For the archive segments with the "Online" status, the data from the CAL segment is
then continuously transferred to the corresponding segments. A time range of 4 hours is
transmitted approximately every 10 minutes from the CAL segment to the corresponding
archive segment.

For swapped-out archive segments, you must first restore the archive segments to enable
automatic transfer of the data from the CAL segment. When you perform the backup again,
data from the CAL segment is entered in the backup file of the archive segment.

You can recognize the presence of new data for an archive segment in the "Backup/Restore"
dashboard in the lower list in the "New data" column = "Yes".
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Definition
The CAU segment belongs to the segments that collect all incoming data outside the current
Runtime segments. The CAU segment cannot be moved directly to a backup file and removed
from the database.

Structure

The CAU segment records all data with a time range younger than the time range of the most
recent runtime segment. During the segmentation, the data from the CAU segment is
transferred to the newest Runtime segment that has the same time period .

Future segment

Definition

The future segment is a segment that is already reserved for future data.

A future segment is a safety buffer that allows you to continue archiving immediately when

you change segments.

Future segments also ensure time flexibility for any adjustments that might be needed to

increase the fill level of the data medium.

I&C messages for PCS 7 OS clients and WinCC stations

Overview
There are process control messages in the Process Historian that indicate certain system states.
These pre-defined messages only contain information about process control states and do not
return process status data.
The following tables provide an overview of the process control messages that appear in the
Process Historian.
The following messages are generated by the SIMATIC service Process Historian-Ready:
Message | Message text Event
no.
1012500 | PHRDY: Start Recovery for Process Historian The transmission of the missing data starts once the
communication connection between WinCC and the
Process Historian has been restored.
1012501 | PHRDY: Recovery for Process Historian completed The transfer of data to the Process Historian has finished.
1012502 | PHRDY: No communication to the Process Historian pos- | The connection to the Process Historian cannot be es-
sible tablished.
1012503 | PHRDY: Communication to the Process Historian is in- | It is not possible to write and/or read data to/from the
terrupted Process Historian.
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Message | Message text Event

no.

1012504 | PHRDY: Communication to the Process Historian re- Writing and/or reading data to/from the Process Histori-

stored an is possible again.

1012505 | PHRDY: Process Historian Server offline since <date The SIMATIC Process Historian service is not available.

time> Read access to the data is possible.
1012506 | PHRDY: Buffer limit Channel <Channel name> exceeded | The configured maximum available buffer memory of
the selected communication channel (MSMQ) was ex-
ceeded. In this case, the Process Historian server can
temporarily slow down the transfer of data from the
WinCC systems.
1012507 | PHRDY: Buffer limit channel <Channel name> normal | The buffer memory is again operating within the config-
ured limits.
1012508 | PHRDY: Less than <number> GB free space on volume | On the WinCC station, the available storage space has
'<drive>' for communication with the Process Historian. | fallen below a certain limit.

1012509 | PHRDY: Communication of the Process Historian has There is no more space available on the WinCC-station.
been terminated. Less than <number> GB free space on
data medium '<drive>'.

1012510 | PHRDY: Connection to the Process Historian could not | Process Historian-Ready is configured incorrectly (e.g.

be established (check configuration). service without user login, configuration error in the
configuration file, etc.).
The following messages are generated by Process Historian and sent to all clients:

Message | Message text Event

no.

1012601 | PH: System out of resources The total load of all CPUs has been over 70% for at least
30s.

1012602 | PH: Redundancy failed Redundancy of the Process Historian server is no longer
possible (because the redundancy was manually or au-
tomatically disconnected or the SQL server detected a
problem etc.).

1012603 | PH: Redundancy restored The connection to the redundancy partner has been re-
stored.

1012604 | PH: Available licenses exceeded. Shutdown in <num- | No adequate licenses available.

ber> days

1012605 | PH: PH-Ready <computer name> failed The Process Historian has lost the connection to the ref-
erenced computer.

1012606 | PH:Anautomatic redundancy switchover of the Process | An automatic redundancy switchover of the Process His-

Historian server has taken place. torian server has taken place.

1012607 | PH: Less than <number> GB free space for database of | The warning limit of storage space for the Process His-

the Process Historian. torian database has been reached.

1012608 | PH: Less than <number> GB of free storage space for | The warning limit of the storage space for the "tempdb"

the "tempdb" database. database has been reached.

1012609 | PH: Less than <number> GB of free storage space for | The warning limit of the space for the emergency restore

the emergency restore operation. operation was reached.

1012610 | PH: New backup for the emergency restore operation | The creation of a complete backup failed.

failed. Too little storage space.
1012611 | PH: An unknown error occurred when creating backup | The creation of a complete backup failed, unknown error.
for emergency restore operation.
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Message | Message text Event

no.

1012612 | PH: Storage path <path> not accessible for emergency | The storage path for the database backupis notavailable.
restore operation.

1012613 | PH: The emergency threshold for drive <path> was
reached. This why the Process Historian is locked.

1012615 | PH: Not all the prepared segments have been gener-
ated.

1012620 | PH: Backup certificate failed: Type:{0} , Reason:{1}. {0}: "Automatic backup” scheduler
Check Process Historian System. {1}: Enum value of the cause

1012621 | PH: No data flow from station {0} to the Process Histor- | {0}: DataSourceNodeName

ian server

Redundant system

Principal

Mirror

Witnhess

The principal is the server in a redundant Process Historian that takes on the role of master.

In the Management console of the principal, all information is available in the dashboards.

The mirror is the server in a redundant Process Historian that takes on the role of standby.

In the Management console of the mirror, only information on computer-specific data is

available in the following dashboards:

* Process Historian Management

— Basic hardware performance indicators

— Basic Process Historian indicators: Sources

— Process Historian status
— Redundancy state

* 1/O systems

¢ Diagnostics: Event log for Windows applications

¢ Redundancy: Disconnecting the redundant partner under certain prerequisites

The information that is saved in the Process Historian database is only displayed in the

dashboards of the principal.

The witness is a server in a redundant Process Historian that is responsible for checking the

availability of the redundancy.

The witness server can be installed on an Information Server.
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Backup path for redundant Process Historian

Backup path for automatic backup

The segments that are going to be saved are backed up on the principal in the backup path thatis
specified in the "Backup/Restore" dashboard. After switchover of the redundant partner, the new
principal continues backing up the segments.

Local drive

When a local drive, such as "D:\Backup”, was specified as primary backup path, the drive must
exist on both servers. Because the specified primary and secondary backup paths apply to
both the principal and the mirror. When the primary backup path is located on the computer
"X", the current principal will always back up first on path "X" - even after a switchover.

The local drives must not be located on the same hard drive as the Process Historian database:

* Despite the externally stored segments, the database has less available disk space.

* A failure may affect the database and the saved segments.

Disadvantages of a local drive:

* With a local drive, the backup files are only saved on one of the partners.

* The backup files are not automatically copied to the redundant path. After switching the
redundant partners, you must copy the backup files manually to restore them.

Network drive

For central backup of the segments, you can specify the accessible backup path on one of the
two redundant partners. You connect the network drive via ISCSI and specify the UNC path. A
network connected via Windows will not work.

Both Maintenance Services must access the network and have the necessary rights. You have
two options:

¢ Aslong as the Maintenance Service is running as a system service, the user group "Anyone"
must have full access rights to the network drive.

¢ The Maintenance Service is started under a user. This user has all the rights of a system
service on the local system. The access rights to the network are only granted for this user.

Disadvantages of a network drive:

e The UNC paths are more prone to errors on the network drives than on local drives.

Redundancy scenario: Mirror is temporarily inactive

Procedure

170

—_

. The principal and the mirror are active and synchronized.
The mirror is disconnected from the network for maintenance work, for example.

There is no data synchronization between the principal and the mirror.

> wN

The transaction log on the principal is growing.
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5. The mirror is reactivated after some time.
6. The principal and the mirror are in the resynchronization state.

7. After synchronization of the data, the two server systems are once again synchronized and
redundant.

Redundancy scenario: Principal failure

Procedure
¢ The principal and the mirror are active and synchronized.
* The principal fails.
* The mirror queries the witness as to whether it has an active connection to the principal.

¢ If the witness has no connection to the principal, the mirror automatically switches over to
the role of principal.

¢ If the witness has an active connection to the principal, there is no automatic switchover.

* Before the mirror takes on the role of principal, it will process the pending data from the
transaction log. This process can take some time.

¢ The connection to the principal is restored.
* The original principal now takes on the role of mirror.
¢ The principal and the mirror are in the resynchronization state.

* After synchronization of the data, the two server systems are once again synchronized and
redundant.

Redundancy scenario: Witness failure

Procedure
1. The principal and the mirror are active and synchronized.
The witness fails.
A switchover is not necessary because none of the archiving systems is affected.
An automatic switchover, therefore, is not possible in this case.

The witness is active again.

o vk W N

Automatic switchover is possible once again.
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Redundancy scenario: Mirror is inactive and the transaction log has not enough disk space

Scenario 1: The principal changes to "Locked" state

1.

7.
8.
0.

The principal and the mirror are active and synchronized.

2. The mirror is disconnected from the network for maintenance work, for example.
3. There is no data synchronization between the principal and the mirror.

4.
5

The transaction log on the principal is growing.

. The free disk space for the transaction log is less than the minimum required:

On hard drives with up to 500 GB, less than 10% is available; on hard drives with more than
500 GB, less than 50 GB is available.

. The principal is set to the "Locked" state.

The archive data of the Operator control and monitoring station are buffered in the buffer.
The buffered time depends on the available disk space and the accumulating data volume.

The mirror is activated once again.
The principal is unlocked and set to the "Active" state.

The principal and the mirror are in the resynchronization state.

10.After synchronization is complete, the transaction log is automatically reduced in size.

11.The archive data buffered in the buffer are transferred to the principal.

Scenario 2: Redundancy synchronization is stopped to ensure operation of the principal

1.

o o N o

172

The principal and the mirror are active and synchronized.

2. The mirror is disconnected from the network for maintenance work, for example.
3. There is no data synchronization between the principal and the mirror.

4.
5

The transaction log on the principal is growing.

. To prevent an overflow of the transaction log and locking of the principal, the redundancy

synchronization is stopped:

— Removing redundancy manually (Page 136)

— Removing the redundancy automatically (Page 137)
The transaction log is automatically reduced in size.
The principal is still available.

The mirror is activated once again.

The data is not synchronized. You must reconfigure the redundancy synchronization.
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Redundancy scenario: Mirror and Principal are switched off and switched on again

Procedure

1. The two servers, Principal and Mirror, are synchronized.
The data is redundant and identical on both servers.

2. The mirror is switched off.

3. The data is still saved on the principal but no longer synchronized.
The databases are different on both servers. The transaction log of the principal is growing.

4. The principal is switched off.
Data is not saved.

5. The previous mirror is switched on.

6. The mirror is working. However, the mirror data cannot be synchronized with the principal.
To exclude the risk of a loss of data, there is no automatic switchover from the mirror to the
principal in this case.

— When you force a manual switchover, the previous mirror will take on the role of the
switched-off principal.

— When you switch on the original principal once again, it will take on the role of the mirror.

The data saved up to this point, is deleted during synchronization with the new principal in
this case; this means the principal is missing these databases.

You can resolve these technical conflicts in different ways using the Process Historian
Management console.

Redundancy scenario: Mirror is in the Error state

The mirror is in the Error state, for example, not enough free disk space and the mirror can no
longer create a new file

1. Resolve the basic problem, for example, by freeing up space on the hard disk on which there
is not enough disk space.

2. Open the MS SQL Server Management Studio on the mirror or principal.

3. Execute the command "ALTER DATABASE [HistorianStorage] SET PARTNER RESUME".

Result

After the command has been executed, the redundancy synchronization continues
(mirroring) except when the basic problem has not been resolved sufficiently.
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3.3.4.4

Aggregation for PCS 7 and WinCC

Useful information about aggregation

Definition

A large volume of raw data is generated during operation. Aggregation takes place to answer a
query of process data within a reasonable time. The aggregates link and process the incoming
raw data.

The aggregates are calculated and permanently stored in the database as soon as the data is
archived. This reduces the number of raw data values needed for an ad-hoc query.

The aggregation is available for PCS 7 and WinCC and can be called up via the OS clients and
WinCC stations.

Implementation in the system

All aggregation values are stored in the first data group for the process values. The first data
group therefore requires more disk space. Approximately 3 % to 6 % additional space is required
in the database to save the aggregates. The average storage requirement per aggregate is
approximately 128 bytes.

The following aggregates can be used for automatic calculation in the time intervals "1
minute/1 hour/1 day":

e MIN (Page 177)

* MAX (Page 177)

e SUM (Page 178)

e NUM (Page 178)

e INT (Page 179)

e AVG and WAV (Page 180)

You can find an overview of the aggregation functions in:
Aggregation functionality (Page 175)

Application recommendations

Example

174

Select the requested individual aggregate time interval in a way that ensures each possible
query regarding query time interval and requested number of aggregates across the range. The
requested number of single values for processing is limited to the number that can be processed
within the available query time of 60 seconds.

For a query, you want to calculate the "MAX" value over a period of one month.
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Without aggregation

With a raw data cycle of 1 second, the query is calculated from the following volume of raw
data:

60 (sec) x 60 (min) x 24 (h) x 30 (d) = 2,592,000 values
The query is calculated from 2,592,000 raw data items.

With aggregation:
MAX (30 days)

The query is calculated from 30 aggregate time intervals.

Aggregation functionality

Overview

In addition to the raw data for PCS 7 and WinCC, the aggregates are available in the database and
can be opened via the OS clients and WinCC station. The additional computing time required to
process the aggregates is lower than that for processing queries based on raw data.

The provision of a sophisticated access function allows the automatic selection of the correct
aggregates and connection of the available pre-aggregate values, so that the query is
processed as quickly as possible.

Calculation of the aggregates
The following calculation strategies are possible:

¢ The smallest required raw data sequence should be stored in the main memory (main
memory capacity).

* The lowest number of required calculation operations must be performed (CPU
performance).

¢ Therawdataistransferredin ascending chronological order for calculation of the aggregates.
The interpolation strategy to be applied must be defined for each tag.

An aggregation structure, which is managed in Runtime, is required for each tag and
aggregation level.

Example of aggregates
The following aggregations are possible, for example:
* Query across all aggregate values of a specific tag within a time range Ty={t;...t,}.
* Query across all aggregate values for all tags within a time range T,

* Query of n aggregate values from a list of tags within a time range T,,

Calculated processing time without pre-aggregated data

The typical number of T, is 2 years, sometimes 5 years for extended applications.

SIMATIC Process Historian
System Manual, 07/2024, ASE53524470-AA 175



SIMATIC Process Historian

3.3 Process Historian Server

The typical value range is from 12 (monthly) to 300. 1200 is a typical number of values
requested by the Trend Control. In addition, limits can be requested depending on the
queries and settings.

If such an average number of values is requested ad hoc, the amount of raw data to be
processed can become very high.

To=2y, N=2 values/s * 60 s/m * 24 h/d * 365 dly * 2y = 126,144,000 values

With a maximum number of values of 100,000 / sec that have to be processed, the required
processing time per tag remains very high:

Dqo(y= 126,144,000 values/100,000 values/sec = 1261.44 s = 21.024 min
The aggregate calculation is requested for 200 tags:
Dogoy= 200 * 21.024 min/60 = 70.08 h

As a result, the assumed calculation rate of 100,000 values/s in the database requires an
aggregation request over a period of two years of approx. 70 hours of processing time.

Combinations of aggregate values

176

Aggregates can be combined or derived in order to, for example, map the time intervals "A" and
"B" in one aggregate.

The basic aggregates "MIN", "MAX", "SUM", "NUM" and "INT" must be saved to calculate the
aggregates that can be derived from them.

Aggregates that can be combined:

MIN: MIN(A) x MIN(B)=MIN(A+B)

MAX: MAX(A) x MAX(B)=MAX(A+B)

SUM: SUM(A) x SUM(B)=SUM(A+B)

INT: INT(A) x INT(B)=INT(A+B)

Aggregates that can be derived:

The "AVG" and "WAV" aggregates from the time intervals "A" and "B" are derived from the
base aggregates.

AVG

AVG(A) x AVG(B) = SUM(A)+SUM(B) / NUM(A) + NUM(B)

If the aggregate values SUM(A) and NUM(A) are known within the time domain, the AVG
values need not be explicitly stored as aggregate values in the database. The AVG values are
derived aggregate values from the basic aggregates "SUM" and "NUM" of the basic values.

WAV

WAV(A) x WAV(B) = INT(A)+INT(B) / |A| + |B|. For example, "|A|" is the absolute value of "A"
within the time interval of "A".

If the size of the aggregation time interval is known, the "WAV(A)" value can be calculated
from the base aggregate "INT(A)".
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"MIN" aggregate

Definition

The "MIN" aggregate contains the smallest value within the raw data sequence of a timeinterval.

Calculation
If the time interval does not include any values, "MIN" is interpolated as follows.

The initial value and the final value of the raw data sequence of the aggregation time interval
are calculated. The smallest value is saved as temporary "MIN" value in the main memory.
The processed raw data is discarded.

Each value that is transferred afterwards is compared to the "MIN" value from the main

memory. If the new value is smaller than the "MIN" value, the new value is used as the "MIN"
value.

If the transmitted raw data value is outside the aggregation time interval, the last temporary
"MIN value" from the main memory is published as a valid "MIN value".

The raw data value that was transferred last is entered as first temporary "MIN" value in the
next aggregation time interval.

The dimension of the aggregate has the same dimension as the raw data.

Storage requirements

To implement the algorithm, 8 bytes per tag and aggregation level are required in the main
memory in Runtime.

For 100,000 tags and 3 aggregation levels, the storage requirement is: 100,000 x 3 x 8
bytes = 2.4 MB.

"MAX" aggregate

Definition

The "MAX" aggregate contains the largest value within the raw data sequence of a time interval.

Calculation

The first transferred raw data value of the time interval is stored as temporary "MAX" value in the
main memory. The processed raw data is discarded.

Each value that is transferred afterwards is compared to the "MAX" value from the main
memory. If the new value is greater than the "MAX" value, the new value is used as the
"MAX" value.

If the transmitted raw data value is outside the aggregation time interval, the last temporary
"MAX value" from the main memory is published as a valid "MAX value".
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The raw data value that was transferred last is entered as first temporary "MAX" value in the
next aggregation time interval.

The dimension of the aggregate has the same dimension as the raw data.

Storage requirements

To implement the algorithm, 8 bytes per tag and aggregation level are required in the main
memory in Runtime.

For 100,000 tags and 3 aggregation levels, the storage requirement is: 100,000 x 3 x 8
bytes = 2.4 MB.

"SUM" aggregate

Definition

The "SUM" aggregate contains the sum of all values within the raw data sequence of a time
interval.

Calculation

The first transferred raw data value of the time interval is stored as temporary sum value in the
main memory. The processed raw data is discarded.

Each subsequent transferred value is added to the temporary total value. The new total value
is stored in the main memory. The processed raw data is discarded.

If the transmitted raw data value is outside the aggregation time interval, the last temporary
"SUM value" from the main memory is published as a valid "SUM value".

The raw data value that was transferred last is entered as first temporary "SUM" value in the
next aggregation time interval.

The dimension of the aggregate has the same dimension as the raw data.

Storage requirements

To implement the algorithm, 8 bytes per tag and aggregation level are required in the main
memory in Runtime.

For 100,000 tags and 3 aggregation levels, the storage requirement is: 100,000 x 3 x 8
bytes = 2.4 MB.

"NUM" aggregate
Definition

The "NUM" aggregate contains the number of values within the raw data sequence of a time
interval.
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As soon as the first raw data value for an aggregation time interval is transmitted, a temporary
value with the number"1"is generated and stored in the main memory. The processed raw data
is discarded.

For each value that is transferred afterwards, the "NUM" value in the main memory is
increased by "1" and stored in the main memory. The processed raw data is discarded.

If the transmitted raw data value is outside the aggregation time interval, the last temporary
"NUM value" from the main memory is published as a valid "NUM value".

The raw data value that was transferred last is entered as first temporary "NUM" value in the
next aggregation time interval.

When no values are transferred in an aggregation time interval, an assumed "NUM" value is
specified at the interval limit before the next raw data values are transferred.

The "NUM" aggregates are set to "-1" for a "Sample and Hold" interpolation and to "-2"

for a linear interpolation. This shows that the aggregates "MIN", "MAX" and "SUM" were
calculated from virtual values. With "NUM" ="-1" or "-2", the "AVG" values and "WAV" values
are calculated correctly.

"NUM" aggregates have no dimension.

Storage requirements

"INT" aggregate

Definition

Calculation

To implement the algorithm, 8 bytes per tag and aggregation level are required in the main
memory in Runtime.

For 100,000 tags and 3 aggregation levels, the storage requirementis: 100,000 x 3 x 4
bytes = 1.2 MB.

The "INT" aggregate contains the result of an integration of all values of a raw data sequence
within a time interval.

Unlike the other aggregates, "INT" cannot be calculated from a raw data sequence alone within
an aggregation time interval. The calculation of an integral from a specified time range requires
a continuous function within the time interval. Available discrete interpolation points must be
interpolated within the time interval before the integral value is calculated.

To interpolate, information about the last value of the low time interval range and the first
value of the higher time interval range is required.

The following methods are used by the Process Historian for interpolation:
¢ Sample and Hold interpolation (INT1)
e Linear interpolation (INT2)
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Storage requirements

To implement the algorithm, 8 bytes per tag and aggregation level are required in the main
memory in Runtime.

For 100,000 tags and 3 aggregation levels, the storage requirement is: 100,000 x 3 x 8
bytes = 2.4 MB.

"AVG" and "WAV" aggregates

Definition
The "AVG" aggregate contains the arithmetic mean within the raw data sequence of a time
interval.
The "WAV" aggregate contains the weighted mean within the raw data sequence of a time
interval.

Calculation

"AVG" and "WAV" are calculated from the basic aggregates "NUM" and "SUM" or "INT".

Storage requirements

Additional memory is not required for the aggregate in Runtime.

3.3.4.5 Database Migration Wizard for PCS 7 and WinCC

Migrating a database

Requirement
* Your are using a WinCC/ PCS 7 system.
e The system requirements for the Process Historian system are met.
e The Process Historian is installed on the target computer.
e The Process Historian database has been created and configured on the target computer.
e There is sufficient free storage space on the drives for the migrated data.

e The Process Historian is running.
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Procedure
1. On the target computer, select the database migration wizard.
Database Migration Wizard (Page 181)
2. Follow these steps:
— If you want to migrate online segments:
Migrating WinCC project online segments (Page 182)
— If you want to migrate backup segments:
Migrating WinCC project backup segments (Page 183)
Note
Migration duration
The migration can take some time depending on the volume of data.
Result

The data was migrated from a Process Historian database to the target computer.

Database Migration Wizard

Definition
To use WinCC segments of a PCS 7 or WinCC project on a new Process Historian server, migrate
the segments with the Database Migration Wizard.
You migrate:
¢ Online segments from a running plant
¢ Backup segments from backup files

The Database Migration Wizard "ProcessdataMigrator.exe” is located in the installation path
of the Process Historian under "\Siemens\ProcessHistorian\bin".

The Process Historian must be running to start the Database Migration Wizard.

Implementation in the system

Log entries are created in the Process Historian database for each migrated segment. The
advantages:

¢ An aborted migration can be resumed at that point.

* Once a segment has been fully migrated, the segment is marked accordingly. This segment
cannot be migrated again; duplicate data entries are avoided.

* Youdo not have to migrate all segments at once. At any time, you can migrate segments that
have not yet been migrated.

Only data prior to the time the project first sent data to Process Historian will be migrated to
the Process Historian database. This prevents duplicate data from being stored.
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Step-by-step instructions

Migrating WinCC project online segments

Requirement

Procedure

182

The online segments can only be migrated if the corresponding source system is running.

Select the source "WinCC/ PCS 7 OS" and the segment type "Online".

. The dialog for the source path shows the available SQL instances in the network.

Select the PC with the required project from the selection list.
The selected WinCC project is displayed in the entry field.

Select WinCC machine and SQL Serverinstance ——
Ei ERVER150%WINCC

Select the segments you want to migrate. Disable all other segments. Use the shortcut menu
to select and remove entries.

In the example, three data segments of the TagLogging type and two data segments of the
AlarmLogging type were selected.

Select segments

Name e [ End | Type
E SERVER150_051_ALG 201508030907 201507-31 13:53 20150803 09:40 Hanmr
& SERVER150_0S1_TLG_F_201508030912 201508030818 201508030941  Tagl
A SERVER150_051_TLG_S_201508030918 20150802 05:18 20150803 0941 Tagl
[ SERVER150_0S51_ALG_201508030940 201508030940 201508031855 Alamr
EEE Tagl

Check the displayed summary of the migration.

Sumnimary

This summary shows the salected sattings and the resuling effects. i you want to change these settings, retum to the comesponding dislog
adjust the configuration,

|40 activated WinCC / PCS 705 project is selected.
Project name: 051

Symibalic Server Pair name;
0S51_SERVER150

Segments to migrate:
- SERVER150_051_ALG_201508030907 |AlammLogging)
- SERVER150_051_ALG_201508030540 |AamLogging)
- SERVER150_081_TLG_F_201508030318 (TagLoggingFast)
- SERVER150_0S1_TLG_S_201508030918 {TagLoggingSlow)
- SERVER150_051_TLG_S_201508030541 (TagLegging Slow)

The process data of the selected WinOC/PCS 705 from selected segments are migrated into the Process Historan database.
[ienfy that thers is sufficlent empty disk spaca for the Process Hestoran segments that will be created dunng the migration process.

|\ itmrition: Once the database migration is started. the changes cannat be reverted.

If the summary is correct, start the migration.
The progress of the migration is displayed.

6. When the migration is complete, stop the database migration wizard by clicking "Finish".
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The selected data from the WinCC Project Online were migrated to the current Process Historian
database.

Migrating WinCC project backup segments

Requirement
The backup segments can only be migrated if the path where the backup segments are located
is accessible.

Procedure
1. Select the source "WinCC/ PCS 7 OS" and the segment type "Backup".
2. In the following dialog, select the "Add segments" or "Add folders" entry under "Add" in the

shortcut menu of the displayed field. Use the shortcut menu to select and remove entries.

3. Select the desired segments.

SIMATIC Process Historian

Select segments

Name [ Start [ End | Type 1
[ SERVER152_05_TLG_F_201405051758_201405051828 20140505 17.58 20140505 18:28 Tagloggin

[ SERVER152_05_TLG_F_201405060803_201405060838 2014-05-06 02:09 2014-05-06 08:38 Tagloggin...
[E SERVER153_0S_ALG_201404291358_201404252053 01404291358 201404292053 Aamlogging
[ SERVER153_05_ALG_201404292053_201404292200 20140429 2053 2014-04-29 22:00 HamLaqging
[ SERVER153_05_ALG_201404292200_201404300457 2014404-29 22:00 2014-04-30 04:57 MamLogging
[ SERVER153_05_TLG_F_2014042%1358_201404252111 1404291358 201404292111 Tagloggn

The Database Migration Wizard checks the selected segments for any WinCC projects they
contain. A list of all projects found is output.

Double-click in the "Project in Process Historian" column to assign the found project to a
project in Process Historian. After this selection, the corresponding "WinCC hostname"
column is selected automatically. In the end, check to ensure that the "WinCC hostname"
column is selected for all projects you want to migrate.

— Azsign projects
WinCC hostriame | WinCE prsject found in backup | Praject in Process Histerian
O owica SHOKE#HEHO4T [click here to assign proec]
SERVER132 0S5Serer D5Server
O sERVER133 PERFY? [lick, bete to azsign proec)
O sHISTORLAN MAIN_PRJ_SISERW1A [elick hese o assign proect)
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5. The plant structure with the Process Historian projects available for selection opens.
Select the path in which you want to save the migrated project. The name of the assignable
WinCC project is shown in the header of the projects available for selection.

Flant Structure

H a Welcome to the Plant Structure Dashboard
1 Please select a WinCC / PCS 7 05 project

Detailed Plant Structure Information  SMOKE#O3H047

Frojects

El- ﬁ* Organizational structure
------ L% OSServer
------ Ll \inCC_05

The selected Process Historian project is displayed in the project assignment dialog.

6. Check the displayed summary of the migration.
_SLIT'I"HHY

This summary shows the selected settings and the resulting effects. If you want to change these settings, retum to the comespanding dislog
and adust the configuration_

Included WinCC/PCS 705
-08

o migrata:
- SERVER153_0S5_ALG_201404251358_201404252053 (AlarmLogging)
- SERVER153_05_ALG_201404252053 _21114M2522ﬂOWumLomh
- SERVER153_05_ALG_201404292200_201404300457 (MlamLogging)
- SERVER152_D5_TLG_F_201405051758_201405051828 (TagLoggingFast)
- SERVER152_0S_TLG_F_201405060809_201405060838 (TagloggingFast)
- SERVER153_0S_TLG_F_201404291358_201404292111 (TagloggingFast)

The process data of the selected WinCC/PCS 7 05 from selected segments ane migrated into the Process Historian database.
Verfy that thers & sufficeent empty disk space forthe Process Histonan sagments that wil be created during the migration process.

Attention: Once the database migration i stated, the changes cannot be reverted.

7. If the summary is correct, start the migration.
The progress of the migration is displayed.

8. When the migration is complete, stop the database migration wizard by clicking "Finish".

Procedure for contradictory tag assignments

The migration of tags of the backup segments of a WinCC project to a Process Historian project
based on the "WinCC value ID" will occasionally result in contradictory tag assignments.

"WinCC value ID" and tag name are usually identical. However, the following contradictions
are possible:

* If the WinCC value IDs are the same, the tag names are different.
* There are different WinCC value IDs for the same tag names

During migration, a dialog window appears for the segment in which these contradictions
are first identified. In this dialog, you can define how incorrect assignments are resolved.
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Result

3.3.5

3.3.5.1
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Select how the conflicts between contradictionary WinCC value Id and tag name is solved =|o| x |
Showed source tage
® Dy conficis
Al
Tag name WinCC Tag name Process Histafan |d Process Histodan  Assigned
O5_SERVER_OS{T)\\Systemirchine' Tag1 Systamechive’ Tag3 2 s
O5_SERVER_OS{1J\\Systemérchine Tag2 Systamiechive’. Tagd 3 da
Sysiemfnchive Tagd System fechive’\Tagh 4 o=
emirhive Tagd Systamfechive’ Tag] 5 b
\Sysieminchee Tagh System Apchive'\Tag2 E da
| ACCepl Bssignment | Abdet magration
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1. Specify over which properties you want to migrate the tags:

— Assignment via the "WinCC value ID" (default response).
— Assignment using the tag name.

The table is restructured when you select this type of assignment. You can change the
arrangement of the columns.

. Select which tags of the backup segment are displayed in the table:

— Only the conflicting tags are displayed (default response).

— Alltags of the backup segment whose value ID or tag name already exist on the database
are displayed.

The "Assigned" column indicates whether a tag is assigned and can therefore be migrated.

. Click "Accept assignment” to apply the selected assignment for this segment and for all other

selected segments. Or abort the migration (Abort migration).

NOTICE

Selected assignment applies automatically to all other segments

The selected assignment automatically also applies to all other segments that you have
selected for migration with the conflicting segment. Regardless of whether the segments have
additional or other contradictions.

The selected data from the WinCC project backup has been migrated to the current Process
Historian database.

Properties (Process Historian server)

Description

The elements of the organizational structure of the Process Historian database and the extended
structure can optionally have a multilingual description.
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3.3.5.2

3.3.5.3

3.3.54

3.3.55

3.3.5.6

3.3.5.7

3.3.5.8

3.3.5.9
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Locked
Indicates whether the project is locked for deletion:

¢ No: The project is not locked. The project data can be deleted. The project or data source can
only be deleted if no data transfer has taken place for about 15 minutes.

e Yes: The project is locked. You can deactivate the lock.

Restore messages

Indicates whether the Process Historian retrieves the alarm data subsequently from the data
source.

Restore measured values

Indicates whether the Process Historian retrieves the measured values subsequently from the
data source.

Send

Shows the status of the connection between the Monitoring & Control / OS / WinCC servers and
Process Historian:

* Yes: The connection is established. The Monitoring & Control / OS | WinCC servers can send
data to the Process Historian. You see the last transmission of the data in the last columns of
the overview.

¢ No: No connection is established. Therefore, no data is supplied to the Process Historian.

Last lifebeat

Time stamp when the contact between server and Process Historian was last successfully
checked.

Last alarm data

Time stamp when the last message data was transferred from the server to the Process Historian.

Last measured value data

Time stamp when the last measured value data was transferred from the server to the Process
Historian.

Last message configuration

Time stamp when the configuration data for the messages was last transferred from the server
to the Process Historian.

SIMATIC Process Historian
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3.3.5.10 Last measured value configuration

Time stamp when the configuration data for the measured values was last transferred from the
server to the Process Historian.

3.3.5.11 Number of delayed segments

Number of saved archive segments that are not set "Offline" until later after the automatic
backup. This extends the period of time during which the archived data can be read.

For For example, the segment size is "1 week" and the number of delayed segments is set to
"2". The segments that are older than two weeks are set "Offline".

3.3.5.12 Status
Status of a segment with regard to access options:

¢ Online: Process Historian has read access to the data. You can display the data of the runtime
segments and archive segments, e.g. via trend display or in the information server.

¢ Offline: The archive segment data has been successfully exported to a backup file and
removed from the Process Historian database. The Process Historian can only access the data

in a read-only mode again when the archive segment has been restored and is in the "Online"
state.

3.3.5.13 Total number of Runtime segments
The total number of Runtime segments includes:
¢ The Runtime segments that are available for archiving. Minimum 4, maximum: 52.

¢ The future segments that are reserved for future data. Minimum 1, maximum: 10.

3.3.5.14 Time interval
The time domain that a segment comprises.

The time span is determined by the unit, e.g. week, and the factor.

3.3.5.15 Unit
Specifies the time range that a segment covers:
* Day
* Week
* Month

3.3.5.16 Factor

Integer multiplier for the configured unit of time interval.

For example, Factor "2" and "Week" unit: the segment covers a period of two weeks.
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3.3.5.17

3.3.5.18

3.3.5.19

3.3.5.20

3.3.5.21

3.3.5.22
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Anchor point

Date and time when the segmentation starts.

Tag licenses

Displays the number of available, required, and free tag licenses for the Process Historian
system.

The Process Historian requires tag licenses for the PCS neo data source. If no licenses are
available, a trial license is activated for 30 days.

Project license status

Displays the following for the selected project:

Type

Name of the project
Type of project (Page 188)

Number of tags used

The elements of the organizational structure of the Process Historian database are linked to a
type in order to assign the data to a project type or physical data source. The assigned type can
be changed for the created extended structure.

License status of the Process Historian

Shows the availability and validity of licenses for the Process Historian.

Backup type

Specifies the backup type of the Process Historian database for automatic backup:

"Disabled": Automatic database backup is disabled.

“Incremental: If all data groups are backed up in files once, the "Completed" backup statusis
displayed. Only from this point on a recovery with the current database backup is possible. A
backup is then created continuously in additional files for a data group that has been changed
in the meantime or for the oldest data group. The oldest backup of this data group is deleted
so that the hard disk space does not increase indefinitely. A recovery is always possible up to
the point in time at which the last data group was saved.

"Cyclic full backup": The database is backed up in full in a single backup file after a specified
cycle (days). The time stamp with date and time are part of the name of the backup file. The
backup of the database is completed much faster than the incremental backup. The database
backupis finished when the "Completed" backup status is displayed. A recovery of the backed
up file restores the data until the database backup is complete.
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3.3.5.23

3.3.5.24

3.3.5.25

3.3.5.26

3.3.5.27

3.3 Process Historian Server

Backup options

The backup options help you test the data integrity of the database backups so that it is possible
to restore the database after the backup.

You can enable the following backup options:

Verify backup file (If the backup time increases by approx. 50 %)

The option verifies the backup, but does not restore the backup. The option provides the
greatest possible assurance that the database can be restored from the backup file. The
option performs checks such as:

— Checksum

— Some header fields on the data pages

— The status of the backup

If an error is found, an incremental backup will not continue and must be restarted.

You can specify for the manual backup and the cyclic full backup whether the Process
Historian service is disabled during the backup. Thus, the backup process is faster. After the
backup is complete, the Process Historian service is reactivated. No runtime data is archived
during deactivation.

You should select the option especially for large databases and a high base load. Because
when the service is running, the full backup and normal archiving can interfere with each
other.

Backup status

Displays the progress of the database backup. If no backup is made, the status is "Inactive".

Destination path

Drive and folder on which the Process Historian database is backed up.

Alternative path

Alternative drive on which the Process Historian database is backed up.

Status

Status of the database backup. Possible states:
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3.3.5.28

3.3.5.29

3.3.5.30

3.3.5.31

3.3.5.32

3.3.5.33

3.3.5.34
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Scheduler status "Backup”
Status of the task scheduler for automatic backup:

e Active: The automatic backup scheduler is active. The scheduler settings are used for the
backup.

* Inactive: The automatic backup scheduler is not used.

Scheduler status "Delete"
Status of the task scheduler for automatic removal:

* Active: The scheduler for automatic removal is active. The scheduler settings are used for the
removal.

¢ |nactive: The scheduler for automatic removal is not used.

Number of batches

Displays the following in the "SIMATIC BATCH Backup/Restore" dashboard in the "Number of
batches" area:

¢ Total: Number of selected batches in the "Batch selection" table.

e Backed up: Number of backed up batches selected for backup in the "Batch selection" table.

Displayed

Number of batches displayed in the "Batch selection" table.

Selected

Number of selected batches in the "Batch selection” table.

Redundancy status

Shows whether the project is integrated in a redundant system and what role the computer
plays, e.g. "Stand-alone" or "Master".

Redundancy license status

Shows the availability of the license for redundant operation of the Process Historian.
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3.4 Process Historian OPC UA Server
3.4.1 Concepts

3.4.1.1 Overview of Process Historian OPC UA Server
Definition

Process Historian provides an integrated OPC UA server as an option. It allows external OPC UA
applications to communicate with the Process Historian server.

OPC UA is a standardized interface of the OPC Foundation with an integrated security
concept and a high-performance information model for providing data in a uniform address
space.

OPC UA for Process Historian supports the "OPC UA 1.03" specification of the OPC
Foundation. Detailed information on the OPC UA specifications:
http:/lwww.opcfoundation.org (http://www.opcfoundation.org)

Implementation in the system

OPC UA for Process Historian supports the following OPC UA services and profiles. Only the
binary OPC UA protocol with the "UA-TCP UA-SC UA Binary" profile is used for communication.
Supported OPC UA services (Page 196)

Supported OPC UA profiles (Page 197)

The security concept is implemented in the OPC UA for the Process Historian.
Security concept of the Process Historian OPC UA Server (Page 192)

The external OPC UA applications have read access to the following data of the local Process
Historian server:

¢ Configuration data:
— Project structure of the Process Historian server
— Tag configuration and process values
— Alarm logging
* Archived data:
— Process values
— Messages
The archived runtime data is available from the OPC UA client via the "HistoryRead" service.

OPC UA for Process Historian also includes the OPC UA Local Discovery Server.
Discovery Server (Page 201)
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Application recommendations

The OPCUA Server for the Process Historian is pre-configured during installation. You can change
the server configuration if needed.
Configuring the Process Historian OPC UA Server (Page 193)

You can reach the OPC UA server via the URL "opc.tcp://[[HostName]:[Port]". HostName is a
placeholder for the name of the PC and is set automatically. The default port is "4852".

The OPC UA information model for Process Historian is described in detail in the "OPC UA
Information model" document. This document is available on the Internet in English.
OPC UA information model (https://support.industry.siemens.com/cs/de/de/view/109795398)

3.4.1.2 Security concept of the Process Historian OPC UA Server

Overview
The security concept of OPC UA is essentially based:
¢ On the authentication and authorization of participating applications and users.
¢ On ensuring the integrity and confidentiality of messages exchanged between applications.

Certificates are the mechanism to authenticate the OPC UA applications. Each application has
its own instance certificate and thus identifies itself within the public key infrastructure (PKI).

The security mechanisms used, e.g. algorithms for encryption and signing, are defined by
standardized security guidelines. You can find details in the OPC UA specification under "Part
2", "Part 4" and "Part 7".

Implementation in the system
The following certificates are used in the OPC UA Server for the Process Historian :
* Instance certificate of the Process Historian OPC UA server (Page 198)
» Trusted client certificates of the Process Historian OPC UA server (Page 199)
* Rejected client certificates of the Process Historian OPC UA server (Page 201)

The security policies, user identities supported by the OPC UA server and the certificates used
are configured in the "OpcUaServerPH.xml" configuration file.
Configuration file "OpcUaServerPH.xml" (Page 201)

The certificates expire after five years. You must then create new self-signed certificates.
Renew expired certificates (Page 196)

Note

Requirements for secure communication
* Instance certificate for server and client
» Correct configuration of certificate stores

SIMATIC Process Historian
192 System Manual, 07/2024, A5E53524470-AA


https://support.industry.siemens.com/cs/de/de/view/109795398

SIMATIC Process Historian
3.4 Process Historian OPC UA Server

3.4.2 Use cases

3.4.2.1 Configuring the Process Historian OPC UA Server

Requirement
e The OPC UA Server for the Process Historian is installed.

* You have familiarized yourself with the security concept of the OPC UA Server.
Security concept of the Process Historian OPC UA Server (Page 192)

Note
Changing the server configuration

Animproper change of the server configuration can lead to operation faults and/or security gaps.

The server may only be configured by qualified personnel.

Procedure

1. Open the "OpcUaServerPH.xml" configuration file from the installation folder in "C:\Program
Files\Siemens\PH-OPCUAServer\bin".
Configuration file "OpcUaServerPH.xml" (Page 201)

2. Change the port number if needed.
Editing the port number (Page 193)

3. Make the security settings for communication.
Configuring security settings (Page 194)

4. Set the user identification for the connection setup.
Configuring user identification (Page 195)

Result

The pre-configuration of the OPC UA server for the Process Historian was changed.

3.4.3 Step-by-step instructions

3.4.3.1 Editing the port number

Requirement

The configuration file "OpcUaServerPH.xml" is open
Configuration file "OpcUaServerPH.xml" (Page 201)
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Procedure
1. Under <BaseAdresses>, change the default port number "4852".
Do not use a port number that is used by another application.
Note the firewall settings.
Firewall settings (Page 16)
Example
<BaseAdresses>
<ua:String>opc.tcp://[HostName] :5210</ua:String>
<BaseAdresses>
The parameter [HostName] is a placeholder for the name of the PC and is determined during
runtime.
Result
The port number of the Process Historian OPC UA server has been changed.
3.4.3.2 Configuring security settings

Requirement

You have worked with the security concept of the OPC UA server.
Security concept of the Process Historian OPC UA Server (Page 192)

The configuration file "OpcUaServerPH.xml" is open
Configuration file "OpcUaServerPH.xml" (Page 201)

Procedure
1. Under <SecurityProfileUris>, set the supported "Security Policies".
— Enable the setting with "t rue".
— Disable the setting with "false".
2. Under <SecurityPolicies>, set the "Message security modes".
To disable a setting, delete the complete entry <SecurityPolicy>... </
SecurityPolicy>.
Example
<SecurityProfile>
<ProfileUri>http://opcfoundation.org/UA/SecurityPolicy#None</
ProfileUri>
<Enabled>false</Enabled>
</SecurityProfile>
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<SecurityPolicy>

<ProfileUri>http://opcfoundation.org/UA/SecurityPolicy#None</
ProfileUri>

<MessageSecurityModes>None</MessageSecurityModes>

</SecurityPolicy>

Result
You have defined the security settings OPC UA server.

3.4.3.3 Configuring user identification

Requirement

* You have worked with the security concept of the OPC UA server.
Security concept of the Process Historian OPC UA Server (Page 192)

¢ The configuration file "OpcUaServerPH.xml" is open
Configuration file "OpcUaServerPH.xml" (Page 201)

Procedure
1. Under <UserTokenPolicies>, set the user identification for the connection setup.
2. To disable a setting, delete the entire entry.
Example
<UserTokenPolicy>
<TokenType>Anonymous</TokenType>
</UserTokenPolicy>
Result

User identification has been defined.

SIMATIC Process Historian
System Manual, 07/2024, ASE53524470-AA 195



SIMATIC Process Historian

3.4 Process Historian OPC UA Server

3434 Renew expired certificates

Procedure

Delete the expired certificates and the certificate folder with the private key from the PH-OPC
UA server installation path:

— C:\Program Files\Siemens\PH-OPCUAServer\bin\PKINOPCUAServerlown\certs
— C:\Program Files\Siemens\PH-OPCUAServer\bin\PKINOPCUAServer\own\private

On the PC on which you want to create the certificates, start the command prompt as
administrator.

Run "OpcUaServerPH -CreateCertificate". After that, the new certificates are located in the
corresponding folders:

— C:\Program Files\Siemens\PH-OPCUAServer\bin\PKINOPCUAServer\own\certs
— C:\Program Files\Siemens\PH-OPCUAServer\bin\PKINOPCUAServerlown\private

Copy the newly created certificates from "C:\Program Files\Siemens\PH-
OPCUAServer\bin\PKINOPCUAServer\own\certs" to the certificate stores of the trusted
certificates (installation folder\...\trusted\certs\) of the OPC UA clients connected to the PH-
OPC-UA Server.

Result

New self-signed certificates have been created.
344 Supported OPC UA services
Definition

The following table summarizes the functionality supported by OPC UA server 1.0.3 for
accessing the Process Historian OPC UA server:

OPC UA Service Sets

Services Comment

Discovery Service Set

FindServers Determining the available OPC UA servers
GetEndpoints

Secure Channel Service Set | Everybody Establishing a secure communication channel

Session Service Set User authentication and session management

View Service Set Browse Address space browsing to determine the tags and objects of the
BrowseNext Process Historian

Attribute Service Set Read Read property value
HistoryRead Read process values or messages archived in Process Historian

196
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OPC UA Service Sets

Services

Comment

Subscription Service Set

CreateSubscription
SetPublishingMode
Publish

RePublish
DeleteSubscription

Creation, modification and deletion of subscriptions

Monitoredltem Service Set

CreateMonitoredltems
SetMonitoringMode
DeleteMonitoreditems

Only for standard UA variables,
for example: Server/ServerStatus/State

3.45 Supported OPC UA profiles

Definition

The OPC UA server for Process Historian supports the following OPC UA 1.03 profiles without
restrictions:

e 6.5.3 Base Server Behavior Facet

e 6.5.14 A & C Base Condition Server Facet

¢ 6.5.30 Historical Raw Data Server Facet

* 6.5.107 UA-TCP UA-SC UA Binary
e 6.5.125 SecurityPolicy - Basic256

* 6.5.124 SecurityPolicy - Basic128Rsa15

e 6.5.123 SecurityPolicy - None

The OPC UA server for Process Historian supports the OPC UA profiles shown in the following
table and Conformance Units with restrictions:

Profile "Group" Unsupported "Conformance Unit"
6.5.8 Standard DataChangeSubscription | Monitored Item Services ModifyMonitoreditems
Server Facet DeadBand Filter
Monitor MinQueueSize 02
6.5.9 Enhanced DataChange Subscription | Monitored Item Services Monitor MinQueueSize_05
Server Facet
6.5.47 Standard UA Server Profile Attribute Services Attribute Write StatusCode & Timestamp
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3.4.6 Instance certificate of the Process Historian OPC UA server
Overview
Each OPC UA server for Process Historian requires its own instance certificate with a private key
for secure operation. The certificate is only valid on the respective PC. Only the OPC UA server
installed on this PC is used.
A self-signed instance certificate of the OPC UA server is generated when the OPC UA server
is installed for the Process Historian. The instance certificate is stored in the certificate folder
of the OPC UA server as well as in the certificate store of the OPC UA Local Discovery Server.
The private key to this certificate is only stored in the certificate folder. You must restrict
access to the private key folder to:
e The server itself
e The administrator of the plant
Note
Access to the folder of the private key
For security reasons, only the OPC UA server itself and the administrator may have access to the
private key of the OPC UA server.
The instance certificate created during installation and the corresponding private key can be
replaced by the plant administrator. Depending on the respective security concept of the
installation, the new instance certificate can be self-signed or issued by a certification body.
You define the storage location for the instance certificate of the OPC UA server in the
"OpcUaServerPH.xml" configuration file in the "ApplicationCertificate" folder.
Parameter Value Meaning
StoreType Directory Type of certificate storage. The storage must be "Directory".
StorePath [ApplicationPath]\PKI\CA The certificate and the private key are stored under this folder.
Example
The instance certificate of the server is in the directory "PKNCA\Certs". The private key is located
in the directory "PKI\CA\Private”.
J ApplicationCertificate
i StoreType Directory
+ & StoreFath [ApplicationPath] \FPEI\CA
SIMATIC Process Historian
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Trusted client certificates of the Process Historian OPC UA server

The OPC UA server for the Process Historian supports secure communication only with trusted
clients. A client is trusted under the following conditions:

* Theclient has a valid self-signed certificate that is stored in the certificate store of the trusted
certificates of the OPC UA server.

* The valid certificate of the client was issued by a certificate authority. The valid certificate of
the certificate authority must be stored in the certificate store of the trustworthy certificates
of the OPC UA server.

In this case, only the certificate of the certificate authority must be available. The instance
certificate of the client does not have to be in the certificate store of the trusted certificates.

Note
Trustworthiness of certificates from certificate authorities

The certificates from the certificate authority repository are not automatically considered
trustworthy.

For a certificate authority to be trusted, its certificate must be stored in the trusted certificates
store.

Storage location of the trusted certificates

You define the storage location of the trusted certificates in the "OpcUaServerPH.xml"
configuration file in the "TrustedCertificateStore" folder:

Parameter Meaning

StoreType Type of certificate storage. Storage can be "Directory” or "Windows".

StorePath The certificates of the trusted clients are stored under this folder.
Example

Configuration with "Directory" storage

In this example, the PH OPC UA server trusts all clients whose instance certificate is located in
the "PKI\TrustList\Certs" folder.

D TrustedCertificateStore
- StoreType Directory
+-- @ StorePath [ApplicationPath] W\PREI\TrustList

Configuration with "Windows" storage

In this example, the instance certificates of the clients must be located in the certificate store
of the operating system under "<Local PC>\UA Applications".
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) TrustedCertificateStore
- StoreType Windows
- StorePath UL Epplications

Storage location of certificates issued by a certificate authority

You define the storage location of the trusted certificates from a certificate authority in the
"OpcUaServerPH.xml" configuration file in the "IssuerCertificateStore" folder:

Parameter Meaning

StoreType Type of certificate storage. Storage can be "Directory" or "Windows".

StorePath The certificates of the trusted certificate authorities are stored under this folder.
Note

Requirements for the certificates from certificate authorities
* The storage type of the server certificate must be "Directory".

* The two repositories for trusted client certificates and for the certificates of the certificate
authorities must have the same "StoreType", i.e. either both "Directory” or both "Windows".

Example

Configuration with "Directory" storage
The certificates of the trusted certificate authorities are located in the "PKI\CA\Certs" folder.
I IssuerCertificateStore

- i StoreType
+--- M StorePath

Directory
[ZpplicationPath] \PEI\CA

Configuration with "Windows" storage

) IssusrCertificateStore

-l StoreType Windows

The "StorePath" parameter is irrelevant in this example. You must store the certificates of the
certificate authorities in the Windows certificate store according to the specifications of the
operating system.

The certificates that are in one of the following paths are trusted:
e <local PC>\trustworthy root certification bodies

* <local PC>\third-party master certification bodies
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Overview

3.4.9

Definition

3.4.10

Definition

3.4 Process Historian OPC UA Server

Rejected client certificates of the Process Historian OPC UA server

If a OPC UA client accesses the OPC UA server for the Process Historian whose certificate is not
trustworthy, the OPC UA server rejects the secure communication. The OPC UA server copies the
client's certificate to the rejected certificate folder.

You define the storage location of the rejected certificates in the "OpcUaServerPH.xml"
configuration file in the "RejectedCertificateStore" folder.

tedCer

-
L

i P
* Sto
+ Sto

©
r

Note

Only the "Directory" "StoreType" is supported.

To enable secure communication with this client, move the rejected certificate to the
certificate store of the trusted certificates.

Discovery Server

The OPC UA Local Discovery Server (LDS) of the OPC Foundation enables OPC UA client
applications to obtain information about available OPC UA servers.

The OPC UA server logs in to no, one or more discovery servers depending on the
configuration. These servers can be installed on the same or different PCs.

Note
Change or add the firewall rules from the OPC UA LDS.

Configuration file "OpcUaServerPH.xml"

Use the "OpcUaServerPH.xml" file to configure the OPC UA server for the Process Historian. You
can find the configuration file in the installation folder under "\Siemens\ProcessHistorian\bin".
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Section <Secured Application>

In this section, the OPC UA application security is set according to the OPC UA Specification / Part
6 | § "Security Settings Management".

<Secured Application>

<BaseAddresses>

< L < o0>
</BaseAddresses>.

Configuration of the URL for the OPC UA server

<SecurityProfileUris>
<SecurityProfile>
< 0>/ o>
</SecurityProfile>

</SecurityProfileUris>

Configuration of the supported security policies
Use the "none" setting only for test or diagnostic purposes.

<ApplicationCertificate>

<TrustedCertificateStore>

<TrustedCertificates>

<...0>

Revision of the default certificate configuration according to OPC UA
Specification / Part 6

(optional)

</Secured Application>

The security mechanisms are explicitly enabled or disabled via "SecurityProfileUris".

Below, you see a SecuredApplication in which unsecured communication is disabled:

UaFhServer
& xmins:xai
& xmlns:ua
& xmlns:sl
= ico ne
) Secursdhpplication
& xmins
@ Applicaciontame
& ApplicationUri
& Producilame
hpplicationType
pplicatic
rustedCer

+ & = F

SR NP v ey
o

.

LZATES

o

& Storelyps
& StorePath
B BaseAddresaes
=Gl SecurityProfilelDris
23— SegcurityProfile
= ‘! ProfileUri
& Enarlsd
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Certificate
ficateStore

asusrCercvificacesStors

RejectedCercificacessStors

hetp:/ fwww.wd. org/ 2001 /¥MLEchesa~-instance
http://opcfoundation.oxg/UAS2008/02/ Types.xad
hetp://opofoundation.org/UAF201L 703/ SecuredhApplication. xad

huep:/fopefoundacion.org/UhS2011/03/Securedipplication.xed
Siemens QOPC UA Server for Process Historian

urn: [HostHame] :Siemsns. AGComMATi0N. ProcessHiacorian

Frocess Historian

Server

heep:/f/opofoundacion.org/UAS SecurityPalicydRone

falam

heep:/fopefoundacion.org/UAS SecurityPolicyfBasicli8Reals

cIue

http:/fopcicundation.org/ DA SecuzityPolicy#Basicise
Crue
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Section <Server Configuration>

3.4 Process Historian OPC UA Server

<Server Configuration>

<SecurityPolicies>
<SecurityPolicy>
< o</ olo>
</SecurityPolicy>

</SecurityPolicies>

Configuration of the Message Security Modes.
Use the "none" setting only for test or diagnostic purposes.

<UserTokenPolicies>
<UserTokenPolicy>
<. L. /o0>
</UserTokenPolicy>

</UserTokenPolicies>

Configuration of the user identification
Use the "Anonymous" setting only for test and diagnostic purposes

<Server Configuration

"SecurityPolicies" contains the list of all combinations of "Security Profile" and "Message
Security Mode" that can be used by the server.

Security Profile Message Security Description
Mode
http:/lopcfoundation.org/UA/SecurityPolicy#None None Unsecure communication

http:/lopcfoundation.org/UA/SecurityPolicy#Basic128Rsa15

Sign or SignAndEncrypt | Secure communication, signed or

encrypted and signed messages

http:/lopcfoundation.org/UA/SecurityPolicy#Basic256

Sign or SignAndEncrypt | Secure communication, signed or

encrypted and signed messages

When setting up the communication, the UA clients select the desired "SecurityPolicy" from

this list.

Note

Secure communication between client and server

In production mode, use the following settings as a minimum for secure communication

between client and server:

¢ SecurityPolicy: Basic 128Rsa15

* Message Security Mode: Sign

With the following configuration of user identities, the PH OPC UA server supports both

anonymous users and the "UserTokenPolicy

SIMATIC Process Historian
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£ OPCUA Server WinCC

& xmins:xsi

# onlns:ua

& xmlns:=1
#—{ Securedapplication
E’l ServerConfiguration
) SecurityPolicies
3 UserTokenPolicies
= J UserTckenPolicy
| H & TokenType
=3 UserTokenPolicy

+

r
!

0]

htep://www
http://fopc
http://opc

Anonymous

UserName

# # TokenType

Example of a configuration file with maximum functionality

CaFhServer
& xmins:xsi
& xmins:ua
& xmlns:sl
& #comment
£ SecuredApplication
‘.- fcoEmEnt
3 Serverconfiguration
) DiszaveryRegistrarion
H ) UserTokenPolicies
13 SesurityPaliciss
= 3 SecuricyPolicy
# i Profilsbri
# i MeszageSecuricyHodes
= E3 SecurityPolicy
@ @ ProfileUri
# # MessageSecuritydodes
=3 SecurityPolicy
& @ Profilelri
& MessageSecuritylodes
=3 SecurizyPalisy
# ¥ ProfileDrs
& i MezsageSscuricyMades
=2 SecuricyPolicy
# 8 Profilslra
# i MessageSecuricydodes
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http:/ www. wl.org/ 2001/ XMLSchema-inscance
http://opcfoundation.org/UAS2008/02/Types. . xad
http://opcfoundation.org/UAS2011/03/ Securedhipplication. xad

B

RS RS S AR S SRR SRR R AR SRS R RS

hetp://opefoundacion.org/UASSecuricyPolicyiaone
None

http://opefoundation.org/UAS SecurityFolicyiBasicli2ERaalts
Zign

http://opefoundation.org/UAS SecurityPolicyviBasicl28Rsals
SignhndEncrype

heep://opefoundation.arg/Uh/SecurityPolicyiBasic256
Sign

heep://opefoundacion. arg/UL/SecuricyPolicyfBasicisg

SignhindEncrypt
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3.5 Process Historian OPC UA Data Collector
3.5.1 Concepts

3.5.1.1 Overview of the OPC UA Data Collector

Definition

The OPC UA Data Collector archives process values and messages from OPC UA data sources on
the Process Historian.

The OPC UA Data Collector is used as an OPC UA Client. If, for example, a communications
processor of an S7-1500 is used as an OPC UA server, the process data of the S7-1500 can be
archived on the Process Historian with the Data Collector.

The OPC UA Data Collector and the OPC UA server must trust each other via the certificates to
enable secure communication.

Useful information about certification (Page 206)

Implementation in the system

Each connected OPC UA server provides a hierarchical address space that the OPC UA Data
Collector uses to access the server information. The address space displays the process values
and messages with their properties, which can be archived using their node address. Archiving
via the nodes takes place internally. The user does not need to know the node addresses on the
OPC UA server. The content of the address space in the OPC UA Data Collector is automatically
synchronized with the OPC UA server as soon as a user has connected to the OPC UA server via
the "Data sources" page.

You access the nodes of the process values and messages of the OPC UA server in the OPC UA
Data Collector after the OPC UA server has been configured as a data source:

* You can select the tags to be archived from the address space on the "Tags" page.

* You can select the messages to be archived from the node events on the "Alarms" page. You
assign the properties of the messages to the properties of the event type "PH Alarm" in the
Process Historian (mapping).

After the start of the data transmission, the state changes of the configured tags and
messages are transferred from the OPC UA server to the Process Historian. The data are
then archived in the Process Historian.

You can monitor the data transfer between OPC UA server and Process Historian and the
archiving status on the overview page of the Data Collector.

On the "Diagnostics" page you see the status messages and error messages of the Data
Collector. The messages are stored in a log file.
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3.5.1.2

Definition

Useful information about certification

Fora secure communication, the OPC UA Data Collector and the OPC UA server have to recognize
each other's certificates.

The certificates are bound to the respective computer. If the OPC UA server is moved to
another PC, copied or duplicated, you have to repeat the process for mutual trust of the
certificates.

Implementation in the system

3.5.2

3.5.2.1

Requirement

Procedure

206

A self-signed certificate is created for the OPC UA Data Collector during installation. The name
and location of the certificate are displayed after installation when the certificate is created.

The OPC UA server checks the client certificate when creating a new connection via the Data
Collector. The Data Collector will only connect to the OPC UA server if the server recognizes
this client certificate as trusted.

If the server does not recognize the client certificate as trustworthy, the connection is
rejected.

A corresponding message is entered in the log file, e.g.: "Bad_CertificateUntrusted
(0x801A0000) "The Certificate is not trusted."

Use cases

Installing the Process Historian OPC UA Data Collector

The "Process Historian OPC UA Data Collector” license is available.

1. Open the installation folder.

2. Run the "Setup.exe" file.
The "Setup" dialog opens.

3. Follow the instructions of the installation wizard.
Read the License Agreement and the Open Source License Agreement.

4. Select the "SIMATIC OPC UA Data Collector" software package in the "Process Historian"
category.

5. Start the installation.

SIMATIC Process Historian
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Result

3.5.2.2

Requirement

Procedure

Result

SIMATIC Process Historian

3.5 Process Historian OPC UA Data Collector

. Restart the system to complete the installation.

After installation, the "CertificateConfigTool" window appears for certification.

. Click on "Deploy Certificate".

The name and location of the certificate are displayed.

The OPC UA Data Collector is installed.

The web interface of the Data Collector is installed automatically.

Using the Process Historian OPC UA Data Collector

The OPC UA Data Collector is installed.

The Process Historian server is active.

. Use the web browser to log into the OPC UA Data Collector.

Log into the OPC UA Data Collector (Page 208)
The Data Collector opens with the Overview page.

. Create a separate connection for each OPC UA server via the "Data sources" page.

Connecting the OPC UA Data Collector to an OPC UA Server (Page 209)

. Select the tags of the address space of a data source.

Selecting tags from the address space (Page 211)

. Select the alarms of the address space of a data source.

Select alarms from the address space (Page 211)

. Start the data transfer between OPC UA server and Process Historian..

Starting data transfer from OPC UA Server to Process Historian (Page 214)

. If necessary, stop the data transfer.

The OPC UA Data Collector uses the configured nodes of the address space. The changes to the
messages and process values are transferred to the Process Historian after the start.

You can monitor the data transfer via the Overview page of the Data Collector.
Data Collector - Overview (Page 218)

You see the log entries of the Data Collector on the "Diagnostics” page.
Data Collector - Diagnostics (Page 220)
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3.5.3

3.5.3.1

Requirement

Procedure

208

Step-by-step instructions

Log into the OPC UA Data Collector

1.

2.

The OPC UA Data Collector is installed.

A button with access to the Data Collector is available on the desktop.

Double-click the button on the desktop.

The standard web browser opens with the login page.

Enter the user name and password.
A standard user is available who has the role of administrator. User name "admin" and
password "admin”.

Usemname

Password

. As administrator, set up the users with their roles.

Managing users in the Data Collector (Page 215)

If you are a new user, click "SIGN UP" to register.

The administrator must then authorize access and define the role. The new user then receives
an e-mail with a password, which the user should change after their first login via the Data
Collector overview page and "My Profile".

L A 2

B My Profile

[ Logout

You can also log in using a Google or Microsoft account. You must be registered with Google
or Microsoft to do this. The administrator must have authorized the external login.

You can register via the following links:

Google API & Services (https://console.cloud.google.com/apis)

Azure portal - App Registration (https://go.microsoft.com/fwlink/?linkid=2083908)
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Result
You are logged into the OPC UA Data Collector.

The Data Collector opens with the Overview page.

3.5.3.2 Connecting the OPC UA Data Collector to an OPC UA Server

Requirements
e The Process Historian server is active.
e The OPC UA servers you want to connect are active.

¢ Communication is not blocked by a firewall. The port numbers of the OPC UA server must be
open to incoming data traffic.

* The OPC servers can be reached by the client via the IP address.
* The OPC UA servers trust the client certificate.
¢ The OPC UA Data Collector is open.

* You have the role "Administrator" or "Engineer”.

NOTICE

Use a strict OPC UA security mechanism

Use a strict OPC UA security mechanism for secure communication with an external OPC UA
server.

Procedure
1. Go to the "Data sources" page.
2. Click "New".
New Datasource

CUSTOM ADVANCED SERVERS
[HEIHe Sl CONNECTION ON
NETWORK

The "New data source" area opens. You can set up a connection to the OPC UA server in
various ways on the three tabs.

Establishing a connection via the Discovery Server
1. Click on the "Custom Discovery" tab.

2. Selectthe Discovery Server. Or enter the URLin the following form: "opc.tcp://<OPC UA server
address:port number>".
Discovery Server (Page 220)
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3. Select the OPC UA server in the list.
4. Select a security profile.

5. If the OPC UA server supports authentication of users, select the "User" entry for
"Authentication type". Enter a valid combination of user name and password for "User".
Otherwise select "Anonymous" for "Certificate".

6. If required, assign an alias name for the server.
7. Click "Connect".

8. If you connect the OPC UA server for the first time, you must make the data source known as
trusted using the "Trust" button.

FPLICATION NAME
Quickstar Reference Server

OPC Foundation

W
CN=Quicksian Reference Server,

CHN=Quickstant Reference Semver

QCA HAS

REJECT TRUST

Establish a connection via a server in the network
1. Click on the "Servers on Network" tab.
2. Select the desired server from the list.

3. Click "Connect".

Establish an advanced connection

When setting up an advanced connection, you need to know the endpoint address and the
supported settings, as the server resources are not retrieved.

1. Click on the "Advanced Connection" tab.
2. Enter the endpoint address of the server.

3. Click "Connect".

Note

You must physically check the identity of the server before establishing a connection.
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Result
The OPC UA Data Collector is connected to the OPC UA server.
The OPC UA server is added to the list of the data source.

3.5.3.3 Selecting tags from the address space

Requirement
¢ The Data Collector is open.
¢ A data source with the OPC UA server is configured
* The connection to the OPC UA server is established.

* You have the role "Administrator" or "Engineer”.

Procedure
1. In the Data Collector go to the "Tags" page.
2. In the left pane, select the connected OPC UA server from the drop-down menu.

3. In the displayed address space navigate to the nodes with the tags.
The archived tags are displayed on the right side.

4. Select the tags whose process values have to be transferred to the Process Historian.
5. If required, filter the tags.

6. If necessary, delete unused tags by deselecting them.

Result

The tags of the address space of the data source are selected for the transfer of the values to the
Process Historian.

3.5.34 Select alarms from the address space

Requirement
¢ The Data Collector is open.
* A data source with the OPC UA server is configured
* The connection to the OPC UA server is established.

* You have the role "Administrator" or "Engineer".
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Procedure

212

. In the Data Collector go to the page "Alarms".
. In the left pane, select the connected OPC UA server from the drop-down menu.

. In the displayed address space, navigate to the nodes with the messages.

The nodes with archivable alarms are marked with exclamation marks.

. If you click a node, the child nodes are displayed on the right-hand side.

You can select the nodes for archiving. If necessary, delete the nodes by deselecting them.

Hars ¥

;;;;;

. Click on the following button to start configuring the alarms for the selected OPC UA

2r.
-
I

TE"Message mapping configuration" window opens. Four predefined properties are listed
and are not editable.

Message mapping configuration

+ NEW
Event Property Y PH Alarm T T
Time ModificationTime
EvenlType AlarmClassName
Message EveniText
Eventid LoggedAlarmSt
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6. Click on "New" to add properties of the "BaseEventType". Assign any properties from the "PH
Alarm" to these properties (mapping). To do this, click on an event on the left and select the
corresponding alarms on the right.

Event Property Y PH Alarm T T
Time ModificationTime

EventType AlarmClassMName

Message EventText

Eventid LoggedAlarmStateld

Add new event

EVENTS PH ALARM
~ BaseEventType

¢ Eventid

¢ EventType

[v] Source

¢ SourceNode

¢ SourceName

¢ Time StateTex
¢ ReceiveTime

¢ LocalTime

7. Click "Backup".

8. Edit or delete the configured properties, if required.

Result
The alarms of the address space nodes of the data source are configured for the transfer of the
messages to the Process Historian.

3.5.3.5 Filtering messages on the "Diagnostics" page

Requirement

e The OPC UA Data Collector is open.

* The "Diagnostics" page is selected.
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Procedure
1. Filter the log entries, e.g. for the names. If you want to double-click the entry, the properties
are displayed with their values.
2. If you want to filter the messages click on the filter icon on the right.
The filter dialog opens.
Filter
3. Select which type of messages you want to display.
4. Click "Apply".
Result
Filtered messages are displayed in the list of the log entries.
3.5.3.6 Starting data transfer from OPC UA Server to Process Historian
Requirement

* The Process Historian server is active.
* The OPC UA server that you want to use for the data transmission is active.

e Communication is not blocked by a firewall. The port numbers of the OPC UA server must be
enabled.

* The OPC servers can be reached by the client via the IP address.
* The OPC UA servers trust the client certificate.

e The OPC UA Data Collector is open.

* You have the role "Administrator" or "Engineer".

* You have configured tags or alarms in the Data Collector whose data is to be transmitted.
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Procedure
1. In the Data Collector go to the "Data sources" page.
2. Select the data source whose data source you want to transfer to the Process Historian.
3. Click "Start".

Result
The data transfer from the OPC UA server to the Process Historian is started.
The overview page of the Data Collector provides an overview of the transferred tags and
messages.
The process values and messages of the connected OPC UA server is archived in the Process
Historian.

3.5.3.7 Managing users in the Data Collector

Requirement
You have logged in to the Data Collector as an administrator.

Procedure

1. After the first login, the administrator must enter some settings on the overview page. Click
"Settings".

aa Manage Users
£x Settings

2. The email settings are mandatory. You must save the settings for the SMTP server so that new
users can register for the application.

EXTERNAL LOGIN SETTINGS
leCalhost
23

Bdmingest com

SAVE
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3. Inthe external login settings, allow the use of a login via the Google or Microsoft accountand

enter the settings.

EMAIL SETTINGS

GOOGLE SETTINGS

EWABLE GOOGLE LOGIN -

MICROSOFT SETTINGS:

ENABLE MICROSOFT LOGIN .

SAVE

4. You can change the password and the language via the overview page of the Data Collector
and "My Profile".
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5. The administrator can see all registered users and their roles via "Manage Users".

_ ‘.ﬂ

aa Manage Users

£ Settings
ROLES USERROLES
Users
Photo Usar Mame ~ T Email

admn

A

admin @Biocalhost

T Provider T Roles T

Administrator

6. After a new user has registered, you must authorize access for the user and define their role.

Acceds Approval

= DECLINE |

Do you want to approva tha user?

Select Holes
Agmnigiraicr
EngirecT

[#] meaderviewsr

el -

Result

You have set up the users with their roles.

Users with the "Administrator” or "Engineer" role have the following rights:

e Set up or delete data sources

¢ Start and stop data transmission

Change the configuration by adding or removing tags and alarms.

Users with the "Reader/Viewer" role may only view the configuration of the data sources.

SIMATIC Process Historian
System Manual, 07/2024, A5E53524470-AA

217



SIMATIC Process Historian

3.5 Process Historian OPC UA Data Collector

3.54 Data Collector - Overview

Structure

= SIEMENS - OPC UA Data Callectar

The overview page of the Data Collector provides an overview of:

The number of data sources which are configured and which of them are currently online.

The number of configured tags and messages.
The license status of the OPC UA Data Collector.
The operating status of the Process Historian server and the Store & Forward.

A list with the status of the 100 most recent messages that you can filter.

[ -

N N Overview

* &

@ LS

& Samulston Sere PR AN S ServerPOVRIMBNE oo
‘H W AxServerhet VRO I BANS L] Setenrtint QE VR0 ANT HEIllﬂj
Healthy
TimanEag L A LA T
3.5.5 Data Collector - Data sources
Structure
The "Data sources" page provides an overview of the connected OPC UA Servers which you have
configured as data sources.
On this page you can:
¢ Create new data sources
¢ Edit data sources
¢ Delete data sources
¢ Receive detailed information on the OPC UA Server of the selected data source
¢ Startand stop the transfer of data between the OPC UA Servers and the Process Historian for
the selected data sources
SIMATIC Process Historian
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5 = Datasource:

= [ ] # e L]

* Name T Endoar T & T BecurEy Policy T Mediage Wode T Autherscatizn oo T by T GqutaBon 3. T
o maenene o st JrincE e raowe

& e n 1 TR, ¥
3.5.6 Data Collector - tags
Structure

The address space of the OPC UA server is displayed on the "Tags" page for the selected data
source. You use the address space to navigate to the desired node with the tags of the server. You
select which tags have to be transferred with your process values to the Process Historian.

B W Tags
- Bame T Tree T Dot Type i
* SoiMoet 00l o v [oaw
4 s e e
T e wl D
3.5.7 Data Collector - Alarms
Structure
The address space of the OPC UA server is displayed for the selected data source on the "Alarms”
page. You use the address space to navigate to the desired node with the messages of the server.
Here you configure the mapping of the messages from the OPC UA server to the Process
Historian.
5D Alams
. g o e = e e
A » o
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3.5.8

Structure

3.5.9

Definition

3.5.10

Overview

220

Data Collector - Diagnostics

The log entries of the Data Collector are displayed on the "Diagnostics” page. You can filter the
entries, such as the messages, by warning messages.

The properties are displayed in detail for the selected log entry.
~g Diagnostics

e pumaTo _

Log Name Y Timestamp Y Level Y Message

No records to display.

Discovery Server

The OPC UA Local Discovery Server (LDS) of the OPC Foundation enables OPC UA client
applications to obtain information about available OPC UA servers.

The OPC UA server logs in to no, one or more discovery servers depending on the
configuration. These servers can be installed on the same or different PCs.

Note
Change or add the firewall rules from the OPC UA LDS.

Supported tags of the address space

Tags with the following data types are supported:
e Binary Tag
e Byte
as "Signed 8-bit value" or as "Unsigned 8-bit value"

* Int16
as "Signed 16-bit value"

* UInt16
as "Unsigned 16-bit value"
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* Int32
as "Signed 32-bit value"

e UInt32
as "Unsigned 32-bit value"

* Float
as "Floating point number 32-bit IEEE 754" or as "Floating point number 64-bit IEEE 754"

e String

¢ ByteString
as raw data tag

¢ DateTime

¢ Enumerations
as "Signed 32-bit value"
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