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Question

This entry is from the Siemens Industry Online Support. The general terms of use
(http://www.siemens.com/terms of use) apply.

Clicking the link below directly displays the download page of this document.
http://support.automation.siemens.com/WW/view/en 63258317

Caution

The functions and solutions described in this article confine themselves to the
realization of the automation task predominantly. Please take into account
furthermore that corresponding protective measures have to be taken up in the
context of Industrial Security when connecting your equipment to other parts of the
plant, the enterprise network or the Internet. Further information can be found
under the Content-ID 50203404.

http://support.automation.siemens.com/WW/view/en/50203404

Question

How do you create a communication of RDP with an Industrial Thin Client SIMATIC
ITC?

Answer

The instructions and notes listed in this document provide a detailed answer to this
question.

Connection of RDP
2 V1.0, ltem-ID: 63258317


http://www.siemens.com/terms_of_use�
http://support.automation.siemens.com/WW/view/en 63258317�
http://support.automation.siemens.com/WW/view/en/50203404�

Table of content

Table of content

1 Industrial Thin Client SIMATIC ITC- Getting Started 4
1.1 INErOAUCTION ... 4
1.2 Setup ASSISANT ...cooiiiicic e 4
1.3 Remote Desktop Connection (RDP) .......ccccvveviveeiiiicieeee e, 4
1.3.1 Preparations on the target computer (server computer)...................... 4
1.3.2 Setting for the Industrial Thin Client SIMATIC ITC .......ccccoviveieiiies 7
1.3.3 Additional setting for a RDP connection............cccoceeiiiiiiinne e, 9
1.3.4 Create a new RDP connection...........ccccoiiiiiiiiiiie e 12

Connection of RDP
V1.0, ltem-ID: 63258317 3



1 Industrial Thin Client SIMATIC ITC — Getting Started

1 Industrial Thin Client SIMATIC ITC -
Getting Started

1.1 Introduction

With the new Industrial Thin Client SIMATIC ITC you have a powerful Thin Client solution in
your hands. This device offers a wide range of connection protocols which are rounded up with
other useful features.

these features are:

e Media Mapping
e PDF Reader
e Web Browser

This document helps you do the first steps with the device in order to establish a first connection
to a remote computer.

1.2 Setup Assistant

To set up a first connection only a few steps are necessary. Right after the first power up or
after a factory reset the setup assistant appears. The assistant helps you do the initial settings.
The Setup Assistant is identical for the most part for all available connection types. These
connection types are:

e RDP (Remote Desktop Protocol)
e VNC (Virtual Network Computing)
e Sm@rtServer

e Web (HTTP)

Before you can use any of these connections some prerequisites are necessary.

1.3 Remote Desktop Connection (RDP)

1.31 Preparations on the target computer (server computer)

With a Remote Desktop Connection a connection will be established to a remote computer
using the Microsoft developed Remote Desktop Protocol (RDP). The remote Desktop Protocol
is deactivated on a Windows system to prevent unauthorized access. This protocol is a
component of many Windows operating systems. You find an overview of the requirements in
the manual SIMATIC ITC under “SIMATIC HMI device SIMATIC ITC1200 / SIMATIC ITC1500 /
SIMATIC ITC1900 / SIMATIC ITC2200 > Overview > Requirements”. It is used to connect to
Windows based remote systems.

Connection of RDP
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1 Industrial Thin Client SIMATIC ITC — Getting Started

To activate the RDP in Windows Embedded Standard 2009 (WES2009) use the following steps.

e Click on the ,Start” -Button of Windows.

e A Right Click on ,Computer” opens a
Context menu as shown in the Screenshot.

e  Select the “Properties” entry.
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The System Properties dialog will open.
Click onto the ,Remote” tab to access the RDP
settings.

System Properties

System Restore I

General | Computer Mame

System:

Manufactured and supported by

SIEMENS

Automatic Updates

Registered to:

(7] x]

I Remote
| Hardware I Advanced

Microsoft Windows <P
Embedded

Wersion 2002

Service Pack 2

OEM
OEM
82003-0EM-0621203-32459

Siemens AG
SIMATIC PGAPC
Intel[F] Pentium(F] k
processor 1.40GHz
1.40 GHz, 0.99 GB of RAM

Support Infarmation |

o ]

Cancel | Lpply
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1 Industrial Thin Client SIMATIC ITC — Getting Started

In the now open view check the CheckBox
in the ,Remote Desktop“ area.

e Click on ,Select Remote Users...“ and add
a your user.

e Activate your choice with ,OK*

Note

The user login must have a password.
Otherwise you can’t establish a remote
connection to this computer.

Note

From now on the computer accepts
connections from the Industrial Thin Client
SIMATIC ITC.

System Properties [ X|

Advanced |

General I Computer Mame I Hardware I

Sustem Restore l Automatic Updates

=9 Select the ways that this computer can be uzed from another
T Incation,

- Femote Assistance

[ Allow Bemate Assistance invitations ko be sent from this computer

Sdwanced. . |

‘what is Femote Assistance?

—Remote Desktop
¥ Allow uzers to conhect remately b this computer

Full cormputer name:
ARYIN
What iz Bemote Desktop?

Select Remate Users..

For ugers to conhect remotely to this computer, the wser account must
have a pagzword,

‘windows Firewall will be configured to allow R emote Dezklop
connectiohs o this computer.

0K I Cancel Apply |

Note the IP address of the server computer. At
the command prompt type the command
Jipconfig“ and hit “return®.

e.g.: 172.16.12.51/ 16

‘ommand Prompt

G:\>ipconfig

Mindows IP Configuration

Ethernet adapter Local Area Connection 4:

Connectiol cific DNS Suffix
IP Addr -

Subnet -
IF Addr = el@: :8cff:feBe:4d95x4
Default Gateway . . :172.16.0.100

Tunnel adapter Teredo Tunneling Pseudo-Interface:

Connection—specific DNS Suffix
IP Addres

Lt FeB8@:=FFFf=FFFF:FEFAxD

o5
Default Gateway
Tunnel adapter Automatic Tunneling Pseudo—Interface:

Connection—specific DNS Suffix . :
IP Addres: : feB@::5efez172.16.12.51x2
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1 Industrial Thin Client SIMATIC ITC — Getting Started

1.3.2

e Select the desired User Interface language
in the upper right corner.

e Assign the device name.

To assign the device name, hit the box below
the label ,Device name“. An onscreen keyboard
can be used to enter the device name.

Note
As an alternative method you may also connect
a USB keyboard to the device.

e The next step is to change the standard

password from ,admin® into something else.

Hit the Button ,Change administrator
password*

e Enter at first the current password (default
is ,admin“) and assign a new password.

e Repeat the new password by retyping it.

e Activate the new password with a click on
the ,OK" Button.

Thin Client Setup

Device

Device name

Used to identify the device in the
network
Connection password

current password

|
Change connection password...

Build: 02.00.00.00_01.10.00.06

Thin Client Setup

Device name

Used to identify the device in the

network

Connection password

current password

Change connection password...

Setting for the Industrial Thin Client SIMATIC ITC

Network Connections

Touch screen

Calibration

D right-click

Administrator password

current password

adminy

Change administrator password...

Device

Network __ Connections
Touch screen

Calibration

D right-click

Administrator password
current password

admin

| Change administrator password...

Thin Client Setup

Device name

| I [ 1
AtGr | WIN | Del

Device Network

Touch screen

I
Calibration

Used | Change Password
netw

0ld password

Con
currer New password

Repeat password

[
#4= | Ctrl

8 Hide passwords

AtGr| WIN | Del | NUM

-Engnsh !v

Cancel

English | v

Cancel
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1 Industrial Thin Client SIMATIC ITC — Getting Started

Assign an IP address on the next page. In order ihichiare Satup ) [ensien v |
to do that hit the “Next” Button at the upper right f@ 9 Lec -

corner Device name Touch screen
|
Calibration

Used to identify the device in the D N 5
network right-click

Connection password Administrator password
current password current password

admin

Change connection password... | Change administrator password...

Build; 02.00.00.00_01.10.00.06

e  Select ,Dynamic”, if you have an active I e @ e
DHCP server in the network. If so, select Nemokonioni —
the method the device should use to MS‘I;MW
authenticate itself to the DHCP server. e i
Possible options are:

- using the MAC address
- using the Device name

< Previous

Device name

e  With ,Static* you manually enter the IP
parameter.

Thin Client Setup o @ English | Vv

Device Network

{
Static Dynamic —

Network settings ]
Next >
1P-address
172.16.100.240
Subnet mask
255.255.0.0
Default gateway
172.16.0.100
DNS Server

1

T ]
| AltGr| WIN | Del NUM

e Assign an IP address from within the same Thin Client Setup o @ 9 eroion | |
subnet as the target computer is in to the : : Connections —
Industrial Thin Client SIMATIC ITC N:at-ck I Dynamic |
Here e.g. i —
IP :172.16.100.240

Subnet mask

Subnet mask: 255.255.0.0 255.255.0.0

Default gateway

L4 Go to the next page by hlttlng the “Next” 172.16.0.100
button. pHs senver

< Previous

Cancel

i [
AKGr WIN = Del |NUM
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1 Industrial Thin Client SIMATIC ITC — Getting Started

e Select ,RDP* for the connection type.

e Name the connection for easier Thin Client Setup
identification later on.

e  Type the previously noted IP address of
your target computer into the “Server” field
€.9.172.16.12.51

e In case necessary, enter logon credentials
into the fields “User” and “Password” 172161251

Port
3389 B Reconnect automatically

Start program
Lk Connect USB as drive
ic scaling

Server (IP-address or Hostaddress)

B Show connection (Favorites)

Automati

This finalizes the initial settings for the Industrial Thin Client SIMATIC ITC This enables the
device to establish your first connection to the target computer.
1.33 Additional setting for a RDP connection

There are some more settings you can apply to a connection. They may be useful depending on
the situation the Industrial Thin Client SIMATIC ITC is being used.

Enabling the checkbox

LAutostart connection® initiates an
automatic connection establishment on
startup of the device.

B Autostart connection

If you enable the

~Show connection (Favorites)® this
connection will be listed in your favorites
list. This allows for a quick connection
change.

E Show connection (Favorites)

In case the Industrial Thin Client SIMATIC
ITC looses the connectivity the checkbox
.Reconnect automatically” tries to
reestablish the connection automatically
without asking the user.

B Reconnect automatically

Connection of RDP
V1.0, ltem-ID: 63258317 9



1 Industrial Thin Client SIMATIC ITC — Getting Started

With the selection

“Connect USB as drive” enables Media
Mapping. This allows locally to the
Industrial Thin Client SIMATIC ITC
connected USB media such as USB sticks
or USB hard drives to be used on the target
computer as a network share.

/55 as drive

| [® o compucer mE] |
P | &
Qe - ) - | Dsereh | Foldes | [
address [ My Computer BISE
Files Stored on This Computer
System Tasks )
2 Add or remova programs
[ Change 3 satting
Hard Disk Drives
Other Places 3
@ SYSTEM(CY) @ DATA (D)
5 1y Nietwork Places
(5 My Docurers
) Shared Documents Other
[ control Panel
Details x
My Computer S .
Syetem Foldsr X i o EEr st
[7 cbrects |3 vy Computer 7

o

With the “Connect USB as drive” being
disabled, all locally USB media won’t be
available to the remote computer, but to the
local MediaExplorer.

The connected USB media can be used
with the MediaExplorer.

e  Click onto the menu and select the entry
,USB devices".

e  The MediaExplorer will open

es Stored on This Computer

Shared Documents

ard Disk Drives

g SYSTEM G

Simatic shell

D Administrator's Dot

DATA (D)

S
@ Control Panel

10
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1 Industrial Thin Client SIMATIC ITC — Getting Started

The MedienExplorer allows access to files

TS

Industrial Thin Client SIMATIC ITC. This
allows you to read Manuals such as this
Getting Started.

Double click onto the PDF file.

Bl = PENDRIVE(sdb1) Name

; ! @‘@@ﬁ‘u - o [/media m

and documents on the USB media. smpeonvecel) [ T[size[type [oateModowner
@ PENDRIVE(sdb1) Folder 1Jan 1... rwxrwxrwx root root
Hit the folder on the left side tree view to
see the content of that folder.
— 2 R e L -

_You may even r(-?ad PDF fllgs, since there 2 olFEB]. . | [medoPENDRVEGBY Tm
is a PDF reader integrated into the

"[size_ [fype _ [Date Moc/Owner

Started Fi pdt

@

D o Tan| & ] a [F5 =l
soimerane noease || zoumin [ 7% soomons zcomtort ssomiawis ||| Sl | sec

This document helps you do the first steps with the device in order to establish a first
connection to a remote computer.

Setup Assistant

To set up a first connection only a few steps are necessary. Right after the first power up
or after a factory reset the setup assistant appears. The assistant helps you do the initial
settings.

1.) Assign the device name.

. N
g
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1 Industrial Thin Client SIMATIC ITC — Getting Started

1.3.4 Create a new RDP connection

With the Industrial Thin Client SIMATIC ITC it is possible to keep more than one connection
operating. For this to work you need to create a new connection.
Proceed as described to create a new connection.

e  Click in the Industrial Thin Client SIMATIC

iles Stored on This Computer
ITC Menu onto the settings symbol | T shrececumens [ s
A menu will open up

e Click on the entry ,Configuration® | pl Dok brives
@ DATA (D)

Simatic Shell @ Control Pane]

In the Overview screen choose the left

[ ] =
A 0 o Information
Symbol to allow changes. information NGRS
andye Device name MAC address

itccf92f0 00:0E:8C:CF:92:FO
Comment 1P address

172.16.100.240
MLFB number Subnet mask
6AV6 646-1AA22-0AX0 255.255.0.0
Firmware version Default gateway
v2.0.0 172.16.0.100
Series version DNS server

02.00.00.00_01.10.00.01 || §157.163.123.1

B

Type in the Administrator password for the
Industrial Thin Client SIMATIC ITC and hit

i Information
113
. Log on c Bl Ccvice information Network
: Device name MAC address

itccfo2f0 00:0E:8C:CF:92:F0

Comment IP address

Administrator logon 240
MLFB numbe;

CAVE G414 Default: "admin”

Firmware ver; R— —

v2.0.0 o

DN

= v

IDEE
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1 Industrial Thin Client SIMATIC ITC — Getting Started

Select in the left list the entry “Connections”

Connections

Marvin

Delete

Click on ,New" to create a new connection.
There will be a new dialog allowing for the Connections
same settings to be made as the Setup
Assistant did.

New [ Edi

Add new connection
Connection type Domain
<please choose a type> ‘ A4 ‘
Connection hame User
Description Password
Server (IP-address or Hostaddress) .

D Autostart connection

Port g Show connection (Favorites)

D reconnect automatically

Start program
[:] Connect USB as drive

redundant 2nd server D sitomeucessing

Cancel |

Connection of RDP
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1 Industrial Thin Client SIMATIC ITC — Getting Started

Click on ,Edit* to adjust connection settings
for an existing connection. A dialog will
open up to allow all relevant changes to be
made for the selected connection.

Information

System

Network

I Connections

Passwords

Desktop

Programs

Edit connection
Connection type

Connections

- Marvin

New Edit Test

Domain

. [J RDP

Connection name
Marvin

Description

Server (IP address)
172.16.12.51

Port

3389

Start program

redundant 2nd server

User
Administrator
Password

ook K

E Autostart connection

E Show connection (Favorites)
B reconnect automatically

D Connect USB as drive

Cancel oK
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