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Legal information

Use of application examples
Application examples illustrate the solution of automation tasks through an interaction of several components in
the form of text, graphics and/or software modules. The application examples are a free service by Siemens AG
and/or a subsidiary of Siemens AG ("Siemens"). They are non-binding and make no claim to completeness or
functionality regarding configuration and equipment. The application examples merely offer help with typical
tasks; they do not constitute customer-specific solutions. You yourself are responsible for the proper and safe
operation of the products in accordance with applicable regulations and must also check the function of the
respective application example and customize it for your system.
Siemens grants you the non-exclusive, non-sublicensable and non-transferable right to have the application
examples used by technically trained personnel. Any change to the application examples is your responsibility.
Sharing the application examples with third parties or copying the application examples or excerpts thereof is
permitted only in combination with your own products. The application examples are not required to undergo the
customary tests and quality inspections of a chargeable product; they may have functional and performance
defects as well as errors. It is your responsibility to use them in such a manner that any malfunctions that may
occur do not result in property damage or injury to persons.

Disclaimer of liability
Siemens shall not assume any liability, for any legal reason whatsoever, including, without limitation, liability for
the usability, availability, completeness and freedom from defects of the application examples as well as for
related information, configuration and performance data and any damage caused thereby. This shall not apply in
cases of mandatory liability, for example under the German Product Liability Act, or in cases of intent, gross
negligence, or culpable loss of life, bodily injury or damage to health, non-compliance with a guarantee,
fraudulent non-disclosure of a defect, or culpable breach of material contractual obligations. Claims for damages
arising from a breach of material contractual obligations shall however be limited to the foreseeable damage
typical of the type of agreement, unless liability arises from intent or gross negligence or is based on loss of life,
bodily injury or damage to health. The foregoing provisions do not imply any change in the burden of proof to
your detriment. You shall indemnify Siemens against existing or future claims of third parties in this connection
except where Siemens is mandatorily liable.
By using the application examples you acknowledge that Siemens cannot be held liable for any damage beyond
the liability provisions described.

Other information
Siemens reserves the right to make changes to the application examples at any time without notice. In case of
discrepancies between the suggestions in the application examples and other Siemens publications such as
catalogs, the content of the other documentation shall have precedence.
The Siemens terms of use (https://support.industry.siemens.com) shall also apply.

Security information
Siemens provides products and solutions with Industrial Security functions that support the secure operation of
plants, systems, machines and networks.
In order to protect plants, systems, machines and networks against cyber threats, it is necessary to implement —
and continuously maintain — a holistic, state-of-the-art industrial security concept. Siemens’ products and
solutions constitute one element of such a concept.
Customers are responsible for preventing unauthorized access to their plants, systems, machines and networks.
Such systems, machines and components should only be connected to an enterprise network or the Internet if
and to the extent such a connection is necessary and only when appropriate security measures (e.g. firewalls
and/or network segmentation) are in place.
For additional information on industrial security measures that may be implemented, please visit
https://www.siemens.com/industrialsecurity.
Siemens’ products and solutions undergo continuous development to make them more secure. Siemens strongly
recommends that product updates are applied as soon as they are available and that the latest product versions
are used. Use of product versions that are no longer supported, and failure to apply the latest updates may
increase customer’s exposure to cyber threats.
To stay informed about product updates, subscribe to the Siemens Industrial Security RSS Feed at:
https://www.siemens.com/industrialsecurity.
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1 Introduction

1
1.1

Introduction

Overview

Efficient user administration is an essential part of every security concept. The User
Management Component (UMC) user administration enables system-wide central maintenance
of users with optional integration of Microsoft Active Directory. Person-specific assignment of
roles and permissions minimizes maintenance effort while achieving a high level of
transparency. Central user management thus represents the basis for efficient, thorough
administration of personalized access permissions within the system. This can significantly
reduce security risks.

UMC allows the establishment of a central user management. This means that you can define
and manage users and user groups across software and devices. Users and user groups can
also be transferred from a Microsoft Active Directory (AD).

You can import central users and user groups into various applications or use them as
temporary users.

This document builds upon the "UMC base document” under the same Item-ID. The "UMC base
document” describes the installation and setup of UMC. In this document you will learn how to
connect a WinCC Unified PC station or a Unified Comfort Panel to UMC and log in with a UMC
user or a user from the Microsoft Active Directory.

Connecting WinCC Unified to UMC
Item-ID: 109780337, V1.0, 10/2021 4



© Siemens AG 2021 All rights reserved

1 Introduction

1.2 Functional description
The UMC server receives the login requests of the connected applications and checks the

credentials that the central user enters. The application then receives a response as to whether
the login data are correct, and the login is approved.

Figure 1-1

WinCC Unified Station

Enter user data

User Management Component

A\ 4

Check data

SSO
v v

< Refuse login > (Approve Iogin>

Issue error
message

Use WinCC Unified

with received privileges

NOTE Mixing central and local users is not possible.

Multiple simultaneous sessions per user are possible.

WiInCC Unified uses the Single Sign-On (SSO) mechanism for authentication with the UMC
server. The Single Sign-On (SSO) login is divided internally into the following components:

e Web Single Sign-On (web SSO)
e Desktop Single Sign-On (desktop SSO)

Due to the web client technology (every client is a web browser), the logon for the WinCC
Unified PC station is accomplished via web SSO. For web SSO, the authentication always takes
place at the identity provider responsible.

The identity provider is a central access system which users can log on to.

In the context of UMC, the UMC ring server or the UMC server can provide this service as an
identity provider, although only one identity provider per UMC domain is permitted to exist.

On the Unified Comfort Panel, due to the panel technology, the user logs on via desktop SSO
on the corresponding UMC server. The authentication via desktop SSO can occur on any UMC
server type.

Connecting WinCC Unified to UMC
Item-ID: 109780337, V1.0, 10/2021 5
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1 Introduction

NOTE

If the user logs on via the web client of the Unified Comfort Panel, then the web SSO
mechanism will be used.

Connecting WinCC Unified to UMC
Item-ID: 109780337, V1.0, 10/2021
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2 Engineering

2 Engineering
2.1 Hardware setup
The following figure shows the structure of the application example.
Figure 2-1
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UMC RT server UMC ring server UMC ring server Directory

Engineering PC with

|
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. 1
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. 1
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. 1

. 1

1 1

1 ]

Windows Server Windows Server Windows Server
2016 2016 2019
__________________ UMC basedocument_ _ _ _ _ __ ______.
WinCC Unified SIMATIC Unified
PC station Comfort Panel

£

Windows 10

In this application example, the engineering PC with TIA Portal and WinCC Unified will be
added to the existing UMC domain as a UMC RT server. This gives the user the ability to
authenticate via the engineering PC either for the WinCC Unified PC station or for the Unified
Comfort Panel.

The user can register the WinCC Unified PC station and the Unified Comfort Panel for
authentication either on the UMC RT server or on the UMC ring server.

Requirements

This application example builds upon the "UMC base document”. Ensure that UMC and
(optionally) the Microsoft Active Directory are set up accordingly.

Connecting WinCC Unified to UMC
Item-ID: 109780337, V1.0, 10/2021 7
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Users and groups
The following UMC users with their associated groups are used in the example.

Table 2-1
User Groups
AdminUMC Administrator (UMC)
MYCORP\John.Doe Administrator for WinCC Unified, domain user
MaxMuster Operator for WinCC Unified, UMC user

2.2 Adjusting settings in the UMC

To use a UMC user in WIinCC Unified, the user must be a member of a group that is created or
imported in UMC, and which is linked with a role in WinCC Unified Engineering.

Open UMC Web Based Management (WBM)

1. Open any web browser on the primary UMC ring server. In the web browser, enter one of
the following URLSs:

- https://localhost:<Port>/UMC
- https://<IP address>:<Port>/UMC
2. Log in with a UMC administrator.

SIEMENS

Connecting WinCC Unified to UMC
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Create a group in UMC

1.

2.
3.
4

Note

Click the menu icon.

Open the "Groups" menu.

Click "Add Group" to create a new group.

Enter a group name, such as "WinCCUnifiedAdmins", and an optional description.
B uMC Groups x4+ - o *

<« c @ myum:s!rverd\-lvc,'gwc.\\)f"M e t
SIEM 1 JENT |

+ Add Group ~Details

VhinCEUnifisdAdmins roup for ail WinCC Unified administrators N
group A Account Policies

group for &l WinCC Unified operators @ 10F Configuration

WinCCUnifiedOperators
W event Log

A, User profile
) Logout

To retroactively modify the description of a group, select the desired group and click "Edit".

5. Select the newly created group.

6. Click "Details".
The Details view opens.

7. Open the "Members" tab.
Enter the users that need administrative access to the WinCC Unified runtime or Unified
Comfort Panel.

9. Save your entries.

B umc Groups X+

¢« G & myumcserver/umc/groups himl

WinCCUnifiedAdmins @

=

WYC

MYCOPRServiceEngineer
MYCORFohn.Doe
MYCORPIMaxMuster

UnifiedAdmini % Delete

H 4 . oo 1-10f 1 items

Cancel

Connecting WinCC Unified to UMC
Item-ID: 109780337, V1.0, 10/2021



© Siemens AG 2021 All rights reserved

2 Engineering

10. If you need additional WinCC Unified users who should not receive administrative access
(e. g. WIinCC Unified operators), then create additional groups and add the desired
members to them. You will assign the Unified roles to the respective imported user groups
later in TIA Portal. Remember that you will need to activate the users by activating the
corresponding checkbox when creating the users.

The modifications in the UMC ring server are complete.

Connecting WinCC Unified to UMC
Item-ID: 109780337, V1.0, 10/2021 10
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2.3 Configuring the engineering PC with WinCC Unified (TIA Portal)

231 Connecting the engineering PC to the UMC domain

Linking WinCC Unified Engineering in TIA Portal to the UMC ring server is possible with the
console. Proceed according to the instructions below:

1. Start the WinCC Unified Configurator on the PC where TIA Portal and WIinCC Unified are
installed.

/
aJ

Win
Unified Co...

2. Inthe "User Management" category, select the option "Use the following configuration.
3. Enter the PC name of the UMC ring server.

4. Activate the checkbox "Identity provider address generated by the UMC server.".

5. Click on "Next".

WinCC Unified Configuration

SIEMENS Totally Integrated Automation

I i]_i User management configuration
- () Keep the existing configuration

~  Certificate management (O Use configuration downloaded via TIA Portal.
3 User management

Archive settings
/@ Use the following configuration:

Reporting 2 @ 5 UMC server address
|myumcserver| |
\./ N

Secure download |dentity provider address ? j

|ht'tps JSfmyumcserver/umc-sso

|dentity provider address

Apply settings E ; generated by the UMC server.
Engish v g @ 2

Note If TIA Portal is installed on the engineering PC, it will be necessary to select the option "Use
the following configuration" so that you can import the UMC users and user groups into TIA
Portal from the UMC domain.

If you select the option "Use configuration downloaded via TIA Portal”, it will not be possible
to import users or user groups from the UMC domain for WinCC Unified projects with
centralized user management.

Connecting WinCC Unified to UMC
Item-ID: 109780337, V1.0, 10/2021 11
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Note

Note

Note

Example

Note

Note

If the option "Use the following configuration" is selected with TIA Portal on the engineering
PC, you will only be able to locally simulate WinCC Unified projects with the central user
management.

WinCC Unified projects with local user management cannot be simulated.

6. Continue the rest of the configuration steps in the WinCC Unified Configuration Tool and

then close the Configurator.

7. Run the console on your TIA Portal PC as an administrator.
8. Change the directory using the following command:

cd C:\Program Files\SIEMENS\Automation\UserManagement\BIN

9. Delete the existing configuration using the following command:

umconf -D -f

10. Link your installation as UMC server to the UMC ring server.

umconf -j -f -m [ServerType] -c [UMC Ring Server PC Name] -u [use hame having the
UM_Join function right] -p [password of user] -v -fp [fingerprint of your UMC domain]

Server types:

0: UMC server

1. UMC ring server
2: UMC RT server

Use the following command to get the thumbprint of your UMC domain:

umconf -fingerprint

umconf -j -f -m 2 -c myumcserver -u AdminUMC -p Simatic123! -v -fp
335C1321E110841144B8BBA2DC1054FC580FCE6

For detailed information, for example on configuration or downgrading as an agent, refer to
the manual "UMC 2.9.3 UMCONF User Manual" or the "UMC base document".

11. Enable secure communication. You need a user with administrative permissions on the
UMC ring server.
umx -x [UMC admin username] [UMC admin password] -AP -setakp

12. Close the console.

The engineering PC with WinCC Unified (TIA Portal) is now connected to your existing UMC
ring server.

Alternatively, linking the engineering PC as UMC server with the UMC domain can be
accomplished with the TIA Administrator Tools.

Connecting WinCC Unified to UMC
Item-ID: 109780337, V1.0, 10/2021 12



© Siemens AG 2021 All rights reserved

2 Engineering

Alternative

Alternatively, linking the engineering PC as UMC server with the UMC domain can be
accomplished with the TIA Administrator Tools.

Proceed according to the instructions below:
1. Start the TIA Administrator Tool.
2. Enter the username and password of a local Windows user.
3. Click the "Login" button.
B TIA Administrator x +

c & localhost:8888/login

SIEMENS

Use your Windows login information

User login Login options
User name: Use your Windows login information
‘siemens |

Password:

&

s

4. Select the "Central User Management" component

Bl DESKTOP KEFING - T A |

« C & localhosts3ss

SIEMENS

Connecting WinCC Unified to UMC
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5. Select the "Agent" or "Server" mode.
6. Specify the server address, e. g. enter the name of the UMC ring server (domain server).
7. Click the "Validate" button.

10.

€« C @ localhostBBEE tisumac

SIEMENS

Operating mods

Usar Mansgement in “Agent” opsrating mods

Usar Managemant in “Server” operating mode

Connection ta Central User Managament

Click the "Approve" button to acknowledge the server ID.

Connection to Central User Management

Server address

Password

Connestion to Central User Management

335C1321E110841144BBBBAZDC 10545F CSBOFCEG

Name of the UMC user

myumeserver

335C1321E110841144B88BA2DC10545F CSBOFCED

AdminUMC

Enter the username and password of an UMC user (UMC user with UMC_Join privilege).
Click the "Connect" button.

The engineering PC has been successfully added as a UMC server.

Note The TIA Administrator Tool always creates a UMC RT server.

Connecting WinCC Unified to UMC
Item-ID: 109780337, V1.0, 10/2021
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2.3.2 Importing the UMC user groups into TIA Portal

The WinCC Unified-specific privileges for accessing WinCC Unified are assigned with the user

groups.

The user groups have been created in the central user administration (UMC) and are linked in

TIA Portal with the corresponding WinCC Unified role.

Import the UMC user groups as follows:

1. Start TIA Portal and create a project with a WinCC Unified PC station or a Unified Comfort

Panel.
2. Navigate to "Security settings" in the project tree.
3. Double-click on "Users and roles".
4. Open the "User groups" tab in the workspace area.

TestUMC_Demo » Security settings » Users and roles

| Devices | Plant objects ||
&) =2 | ie =
4

-0 EX

i Users [ifi Usergroups &l Roles
] ; !

User groups
v ] TestUMC_Demo ~ Name
I Add new device
g Devices & networks
~ [0 PCSystem_1 [SIMATIC PC station]
Y Device configuration
@/ online & diagnostics
~ [Z4 HMLRT_1 [WinCC Unified PCRT]
Y Device configuration
Y Runtime settings
» [ Screens
» (g HMtags
%2 Connections
CA HM alarms

Description

» [ Parameter set types e —

Bl ogz [ Users | Assigned roles | Assigned rights |
&1 Scheduled tasks I

pY° orerhic izts

» Pevices

‘Assigned roles' not available.
Currently, ‘Assigned roles’ cannot be displayed. Either no object is selected or the selected object has no displayable ‘Assigned roles’.

~ &g Security settings
7 Settings
i Users and roles

» [§i Common data |'al Properties  [*) Info & | &/ Diagnostics

» [5] Documentation setti

| General

5. Add a new user group.
Enter the username and password of a user who has the UMC privilege "UM View".
7. Click the "OK" button to log on to the UMC server.

Note

n | § Users |## User groups [L Roles |
% ie =
User groups

Name

e

Description

@ g in to the UMC server

The selected function requires an active UMC session of a user
who is assigned the *UM View" right on the UMC server.
Log in with a corresponding UMC user to create the UMC session.

Usertype: | Global user
—

Username: | AdminUMC

Password: |serannennnn

6

l Users Assigned roles

Assigiied g

N4

Y M oK !l cancel |
B)

For detailed information on the UMC privileges, refer to the manual "UMC Web Ul User

Manual", chapter 1.5.

Connecting WinCC Unified to UMC
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8. Select the UMC user groups.

Add new user groups from UMC X

Mame

ann

] E WinCCUnifiedAdmins
E’i WinCCUnifiedOperators

@\ ok || Cancel

9. Select the user group to link it with a WinCC Unified role or an HMI role.
10. Open the "Assigned roles" tab.

11. Activate the WinCC Unified role or the HMI role to be assigned to the user group.

‘ § Users ”HI Usergroups |1 Roles

User groups

¥ M winccunifiedadmins

b)

g
e \MnCCUnﬁedOperamrz

Name Description

roup for all WinCC Unified admini_.
roup for all WinCC Unified operat..

=

Users Assigned roles ’/h/’Assigned rights

Assigned roles
Assigned

f M

Name
HMI Administrator

v@‘pemur

[
| 1] & ¥ Manitar
iu‘ £ @Monimrc\iem

Description

System-defined role "HM Administ...
System-defined role “"HM Operator
System-defined role "HM Meniter”
System-defined role "HM Menitor

Maximum sessi... | Comment

30 Min  User Administration, Remote Acce...
0 Min Web Access, Operator

30 Min Web Access, moniter

30 Min Menitor only, License required

Note

12. Repeat the step for all necessary user groups.

Connecting WinCC Unified to UMC
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2.3.3 Adjusting the runtime settings

In the WIinCC Unified project, use the runtime settings for the WinCC Unified PC station and the
Unified Comfort Panel to select whether the local or central user management will be used.

Make the following settings in the "Runtime settings" of the WinCC Unified PC station and

Unified Comfort Panel.

1. Navigate to the device folder of the WinCC Unified PC station or Unified Comfort Panel in
the project tree.

2. Double-click on "Runtime settings".

3. Navigate to the "User administration" category.

Froject Edit View Insert Online Options Tools Window Help
Cf i saveproject @ X 2 B X Wi T MEE R § coonline ¥ Gooffine g [N IR 2 || 22 13 \
Test » PCSystem_1 [SIMATIC PC station] » HMI_RT_2 [WinCC Unified PC RT] » Runtime settings

evices lant objects
D Plant object:
4] General M
= N User management
Alarms
v [ ]Test Services Confi ion of user ent

Language & font

i Add new device

(@)iLocal user management (users are stored on this device).
£ Devices & networks

Collaboration

b 3 HML1 [MTP1200 Unified Comfort] Storage system () Central user management (users are taken from UNC)
i [IY pevice configuration r— = oy ctice )
: %] Online & diagnostics Lo G i 2 I Serverid:

— -

=~ [} HMLRT_2 [WinCC Unified PC RT]

nt . @ Address of identity provider:
Device configuration
IR : _
» [ HMitags d

{ 524 Connections
‘ 4 HM alarms

4. Enable the central user administration.
5. Enter the address of the UMC server (desktop SSO).
6. Enter the address of the identity provider (web SSO).

General User m> ent

Alarms

Services Cor| f user management

Language & font

Collaboration @) GY)agement (users are stored on this device)

Storage system (%) Central user management (users are taken from UMC)

Tag settings

Al S LT UMCServer address: | https:fimyumcserver |

User administration Senerid || |
Address of identity provider: |httpn'\'l‘m)urﬁc;emen'umc-nm |

Note In a distributed UMC domain with UMC ring server and multiple UMC servers or UMC RT
servers, you can decide which server of the UMC domains should be used for user
authentication of the WinCC Unified PC station or Unified Comfort Panel.

Use the following parameters to specify the authentication site via desktop SSO (desktop
single sign-on) for the Unified Comfort Panel.

e Address of the UMC server
e Server ID

The UMC server can also be reached via a static IP address if no name resolution is
configured.

You will use the address of the central identity provider to specify the authentication site via
web SSO (web single sign-on) for the WinCC Unified PC station.

Connecting WinCC Unified to UMC
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7. Enter the server ID ("Server id").

General

User rent

Alarms

Services Config! ion of user mar

Language & font

Collaboration () Local user management (users are stored on this device)
Storage system (®) Central user management (users are taken from UMC) \

Tag settings oo )}
Good Manufacturin UMCServer addrezs: | Rrps Imyumesener ,) ‘
Useradministration Serverid: |5150dd63e71e77db85kad166a3c19697829¢a18 2~ J

Address of identity provider: | https:imyumcserveriume-sso ]

Note The server ID is the thumbprint from the web certificate used by the web server on which the
UMC server or UMC ring server is installed (see chapter 2.3.4).

The configuration of the WinCC Unified project is complete. Load the configuration to the
WinCC Unified PC station or the Unified Comfort Panel.

© Siemens AG 2021 All rights reserved
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2.3.4 Server ID

The WinCC Unified PC station or the Unified Comfort Panel communicate via an encrypted
https connection with the UMC server to check the authentication.

The server ID is the thumbprint of the web certificate (https) on which the UMC server is
installed.

Note In a distributed UMC domain with UMC ring server and multiple UMC servers and UMC RT
servers, you can decide which server of the UMC domains should be used for user
authentication of the WinCC Unified PC station and Unified Comfort Panel.

Find the server ID and the thumbprint of the web certificate by following the instructions below:

1. Open the Internet Information Services (1IS) Manager on the PC that the WinCC Unified PC
station or Unified Comfort Panel needs to connect to for authentication.

All Apps Documents Settings Photos More w

Best match

f L
F hiu Internet Information Services (11S) i
er Manager - .

App
Internet Information Services (1IS) Manager

App

7 Open

L5 Run as administrator

3
@ [0 open file location
-2 Pin to Start

-2 Pin to taskbar

Connecting WinCC Unified to UMC
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2. Edit the bindings for the default website in the IIS.

65 Internet Information Services (1S) Manager

—

« o

File View Help

€2 MYUMCSERVER »

L A
v (@] Sites

Connections m
w85 MYUMY @

\)
a4
5

N1 SERVER siemens)

?gg MYUMCSERVER Home

&) Default W
2 S5 cap

=

28

Bxplore

Edit Permissions...

Add Application...
Add Virtual Directory...

Edit Bindings.

Wanage Website 5
Refresh @ @
Remove =

asp

Install pplication From Gallery

Rename

Swvitch to Content Yiewr

Filter: + 0 Go -l Show All | Group by: o

ASP.NET o
. & — =
=z L4 é’;f =

Caontrols

3

Authentic..,

== ] JE=Y

d d e

Compression

MET METErrar MNET METTrust Application
Compilation ~ Pages  Globalization  Lewels Settings
_ ) B
;‘L? g &'} &‘ r ]
achine Key  Pagesand  Providers  Session State SMTP E-rail

Default  Directary
Document  Browsing
b 4 =

W[ 2 Content View

Ready

Note

3. Edit the binding for the type "https".

Actions

Manage Server
& FRestart

b start

B Gop

Wiew Application Pools
Wiewy Sites

Change MET Framework

Wersion

@ ©et NewWeb Platform
Campenents

® Hep

Q.

If WinCC Unified is already installed on the same PC (single-station system),
select the website "WinCC Unified SCADA" as the website.

Site Bindings

Type

http

nettcp
net.msmg
rsrngforma

netpipe

Haost Mame

Port IP &ddress
a0 *

Binding Informa...

B0
localhost
localhost

*

Connecting WinCC Unified to UMC
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Edit...

Rernowve

Browse

Close
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4. Open the stored SSL certificate.

Edit Site Binding ? X
Type: IP address: Part:
https All Unassigned v| |443 |
Haost narme:

[] Require Server Name Indication

[ Disable HTTR/2
[] Disable OCSP Stapling

S50 certificate:
N

Uk W Select...

Cancel

5. Open the details of the SSL certificate and select the "Thumbprint" attribute.
n | Certificate X

General Details  Certification Path

Figld Walug 2
[ Public key RSA (2043 Bits)

|:|Public key parameters 0s 0o

@Key Usage Key Encipherment, Data Encip...

@Enhanced K/ 3 Server Authentication {1,3.6...,
[5] subject Alterr) @ Jame DINS Marme=YUMCSERVER.

Thumbprint

5150d e

DFriendly narme urac

£150dde3e?le??dbibfcadleal3cld69782%all

Edit: Properties. .. Copy b File..

6. Copy the thumbprint of the certificate and paste the thumbprint to the "Runtime settings" of
the WIinCC Unified PC station.

Connecting WinCC Unified to UMC
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2.4 Configuring the WinCC Unified PC station

The WinCC Unified PC station logs on to the UMC server via the single sign-on (SSO)
mechanism for identity verification. The UMC server receives the logon request from the WinCC
Unified runtime and checks the data entered by the user. The application then receives a
response as to whether the login data are correct, and the WinCC Unified runtime is approved.

You do not need a separate UMC installation on the WinCC Unified PC station.

Configure the WinCC Unified PC station according to the instructions below.
1. Start the WinCC Unified Configuration Tool on the PC station.

d

WinCC

Unified Co...

2. Inthe "User Management" category, select the option "Use configuration downloaded via
TIA Portal".

WinCC Unified Configuration

SIEMENS Totally Integrated Automation

[ ﬂ_f User management configuration

- () Keep the existing configuration

+ Certificate management ’ ®) Use configuration downloaded via TIA Partal

3 User management

y @ [ Use IP address for identity provider and webzite.
N

Archive settings
Reporting

Secure download

Apply settings

Eriish v g @ 2

Cancel

Note The address of the UMC server and of the identity provider will be downloaded from the TIA
Portal project.

If the UMC server cannot be reached under the PC name (hame resolution, e. g. per DNS), it
is possible to add the static IP address of the UMC server.

Connecting WinCC Unified to UMC
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3. Continue the rest of the configuration steps and apply the settings from the WinCC Unified
Configuration Tool.

4. If you have not yet downloaded the WinCC Unified PC station configuration from the
engineering PC to the WIinCC Unified runtime, then start the download via TIA Portal. To
apply the configurations from the project to the WinCC Unified runtime, it is necessary to
uncheck the corresponding checkbox for the user administration in the download dialog.

5. On the WinCC Unified PC station, start the SIMATIC Runtime Manager as an administrator.

Open file location
E; Run as administrator=—2

Troubleshoot compatibility

6. Open the SIMATIC Runtime Manager settings.
SIMATIC Runtime Manager (Administrator) — O %

Runtime Server information

Computer name or IP address: localhost ‘

Projects
i

o il & bod

Prioject Autostart  Device name State Type jinl

D. Projectl O HMI_RT_1 Stopped Project 13400f67-8c25-4399-8c60- | @

. TestUMC_Dema (@] HMI_RT_1 Funning Project Fde12453-a354-4ceb-bag -

>l (= g2]

Updated project state

7. Switch to the "User Management" tab and select the project that you loaded before as a
configuration.

Settings *

General OPC UA export  User management  Certificates  Script Debugosr
1

Select configuration

From: TestUMC_Demo{7del 2453-a354-4ceb-baa4-8f0e7F 167121} w

Operating Mode

Local user management {users stored on this device)

(®) Certral user management (Users taken from user management server)

Connection to central user management server

Server address: | https: ffmyumcserer

zenerate the address of the identity provider automatically

Address of identity provider: hibps: ffmyurmncserverfurmnc-ssof

Server ID; | 5150dd63e71e77dbaSFrad1 664301 9697329215

Connection Status:

The changes are only effective after restarting the project in runtime.

Reset Configuration Conneck to server

Connecting WinCC Unified to UMC
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NOTE The SIMATIC Runtime Manager will show your configured settings for the user
administration that you configured in the TIA Portal "Runtime settings" (see chapter 2.3.3).

8. Test the connection to the UMC server once and confirm with "OK".

General OPC UA export  User management  Certificates  Script Debugger

Select configuration

Fran: TestUMC_Demo{7del2453-a354-4ceb-b864-8f0e7f 167121} e

Operating Maode

Local user management {users stored on this device)

(®) Central user management (Users taken from user management server)

Connection ko central user management server
Server address: https:fimyvumcserver

Generate the address of the identity provider automatically

Address of identity provider: https: fmyumncserver fumnc-ssof
Server ID: 5150dd63e7 167 7dba5Frad 1 6Aa3r 196978296418
Conneckion Status: Connection established

INE Changes are only effective arter restarting the project in runtime,

Reset Configuratizn. Conneck o sery

8],

9. If the configured server ID does not match the online server ID, the following dialog will
appear.

SIMAMTIC Runtime Manager - Verify user management server *

The configured server ID does not match the online server ID. Do you wank to apply the online server 107

Server address: | htkps: jimyumcserver |
Configured server ID: | 1234567739 |
Onlire server ID: | 5150dd63e71e77dbasfad 1 66a3c1 95975298a 15 ( @ |

Yes Mo

CAUTION  For security reasons, check the online server ID against the actual server ID (certificate
thumbprint, see chapter 2.3.4) before you apply the online server ID.

10. Close the settings and restart the WinCC Unified runtime.
11. Close the SIMATIC Runtime Manager.
12. The configuration of the WinCC Unified PC station is complete.

Connecting WinCC Unified to UMC
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2.5 Configuring the Unified Comfort Panel

The Unified Comfort Panel logs on to the UMC server via the single sign-on (SSO) mechanism
for identity verification. The UMC server receives the logon request from the Unified Comfort
Panel and checks the data entered by the user. The application then receives a response as to
whether the login data are correct.

You can configure the central user management via the Control Panel on the Unified Comfort
Panel.

Requirements
The configuration has been successfully loaded to the panel as described in chapter 2.3.

Proceed as follows for the configuration on the Unified Comfort Panel.
1. Open the Control Panel on the Unified Comfort Panel.
2. Open the "UMAC settings" in the "Security" category.

Security =)

u . Control panel .
ser Certificates ntrobpane UMAC settings
management access

2
& security

Connecting WinCC Unified to UMC
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Note

UMC server.
Security \ UMAC settings
()

Server address:

G Security Se D:
rver-ID:

Address of identity
provider:

Configuration of user management

https://192.168.0.99

07bdcfe94f23a1595d0dcb168f4a2083 L]
2897afad

Generate address of identity provider automatically

https://192.168.0.99/umc-sso

Connection status: Connected

3. Check the configuration of the central user management and verify the connection to the

-3

The setting for whether to use the local or central user management is defined in the
TIA Portal project in the "Runtime settings" for the Unified Comfort Panel.

In this dialog, you can still modify the settings pertaining to the central user management if

necessary.

If the configured server ID does not match the online server ID, then the following dialog will

appear.

Verify user management server

The configured server ID is different to the online server ID. Do you want to overtake the online

] server ID?
-

Server address:

Configured server ID:

Online server ID: =~ 07bdcfe94f23a1 5

https://192.168.0.99

12345

b168f4a20832897afa4

CAUTION

For security reasons, check the online server ID against the actual server ID (certificate
thumbprint, see chapter 2.3.4) before you apply the online server ID.

Connecting WinCC Unified to UMC
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3 Operation
3.1 Logging in to the WinCC Unified PC station with a UMC user

Requirements
The engineering steps have been carried out successfully as described in chapter 2.

UMC users or users from the Windows Active Directory have already been created in the UMC
domain or imported to it (see "UMC base document”, chapter 4).

Procedure
1. Open the WInCC Unified runtime in a web browser.

& User management

o WinCC Unified RT

B

N—A

@ WinCC Unified Help

NOTE When opening the WinCC Unified runtime, the error "SwacLogin is unavailable" may occur
and the login dialog might not appear.

Proceed as described in chapter 4.1.

Connecting WinCC Unified to UMC
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2. Log in with the UMC user or Windows domain user.

User Login

| MYCORPYohn.Doe
(

All}

Qﬂ‘j Change Password

4 N— \
‘ Change language Y

- Use your current Windows session to
Login

Note If the error message "The validation of the parameter 'service' failed" appears during login,

follow the steps described in chapter 4.2.

Connecting WinCC Unified to UMC
Item-ID: 109780337, V1.0, 10/2021

28



© Siemens AG 2021 All rights reserved

3 Operation

3.2 Logging in to the Unified Comfort Panel with a UMC user

Requirements
The engineering steps have been carried out successfully as described in the previous chapter.

UMC users or users from the Windows Active Directory have already been created in the UMC
domain or imported to it (see "UMC base document”, chapter 4).

Procedure

1. Open the Control Panel on the Unified Comfort Panel and open the "User management" in
the "Security" category.

Security =3

User o Control panel .
management Certificates access UMAC settings

2
G Security

2. Click "Login" to open the login dialog.

Security \ User management =3
Current user

Logged in user:  No User logged in

_ W
Security @

Users

[]
__ SN COmmEnt

Connecting WinCC Unified to UMC
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3. Log in with your UMC user or the user from the Windows Active Directory.

Access to control panel is restricted

Please enter user name and password to gain access:

Username: MaxMuster
Password: FEREEEAE

Change password

4. Inthe Panel runtime, you can log in via the following dialog once you click on a screen
object that you do not have permissions for.

Login

Username

[ MaxMuster ?
Password u

U

Q Show password

m change password Cancel

\ /

=

\ /

C

Connecting WinCC Unified to UMC
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4
4.1

Useful information
Installing UMC certificate in WinCC Unified PC station

Once a project is fully downloaded to a WinCC Unified PC station, you may see the following
error when opening the WinCC Unified homepage:

Figure 4-1

The url

https: //myumcserver fumc-
ssoffswaclogin is unavailable.

Due to an invalid certificate, the UMC server cannot be reached for authentication.

Proceed as follows to export the UMC web certificate and install it on the WinCC Unified PC
station:

1. Open the Internet Information Services (IIS) Manager on the PC where the UMC server is
installed for authentication.

'

Micros
Edage All Apps Documents Settings Photos More v

) | Best match

2 Internet Information Services (11S)
Manager =

Internet Information Services (1IS) Manager

App

7 Open

5 Run as administrator
Open file location
Pin to Start

Pin to taskbar

Connecting WinCC Unified to UMC
Item-ID: 109780337, V1.0, 10/2021 31



© Siemens AG 2021 All rights reserved

4 Useful information

2. Open the server certificates in the IIS.

©5 Internet Information Services (IIS) Manager
e € » MYUMCSERVER »

File Wiew Help

Connections

@g! MYUMCSERVER Home

8 MYUMCSERVER (MYUMCSERVER siemens)
-2} Application Paols 1

v ] Sites
AD) Default Web Sitel
51 Server Farms

Filter: - W Go - g ShowAll | Group by Ares
ASP.NET
5 ¢ ‘ *
'% N~ i ¢ &s ab
HET NET NETError NET NETTust  Application Connection
Authorizat.. Compilation  Pages  Globalization  Levels Settings Strings

i 2 & &

Machine Key  Pages and Providers  Session State SMTP E-mail

Contrals
B 9 e

o

s =
Application BsP Buthentic.. Compression  Default  Directary  Error Pages
Request R Document  Browsing
» g i o>
&1 4, = E
Handler HTTP IS9P and  ISAPIFilters  Logging  MIMETypes  Modules
Mappings  Respon..  CGl Restri,
o a= » <y
8| = =
i = A = &5
Qutput  Request Server\\_URL Rewgzite  Worker
Caching  Filtering  Certificat Processes

-
Management @

[=1] Features Wiew | % Content Wiew

Ready

3. Right-click on the web certificate for UMC.
The context menu opens. Select "View" in the context menu. The "Certificate" dialog will

open.

© Internet Infarmation Services (IIS) Manager
e ) MYUMCSERVER »

File \iew Help

Actions

Manage Server

Restart

| vh

Stop

View Application Pools

View Sites

Change .NET Framework

Version

@ 5ot NewWeb Platform
Components

@ Hep

-

@ e

Connections

qél Server Certificates
y

v 93 MYUMCSERVER (MYUMCSERVER\siemens)
-2 Application Pools
v &l sites
{5 ) DefaultWeb Site
451 ServerFarms

< Create Certficate Request
@ Cormplete Certificate Request...

Use this feature to request and manage certificates that the Web server can use with websites configured for

ssL.

Filter: - % Go - GyShowall | Groupby: Mo Grouping -
Mame Issued To Issued By

1IS Express Development Certificate localhost localhost
{mic WAV i SERAER MIYLNCSERVER

Impart

Create Domain Certificate

Create Self-Signed Certificate...

Wiew.
Export... |
K Remouwe @
Enable & d of Renewed Certificate
@ Help

<

[ =] Features View |72 Cantent Wiew

Ready

Connecting WinCC Unified to UMC
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Irport...
Create Centificate Request...
Complete Certificate Reques
Create Domain Certificate.
Create Self-Signed Certificate...
View..
Export...

K Remove

Enable Autormatic Rebind of
Renewed Certificate

@ Hep

4%
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4. Open the "Details" tab and save the certificate as a file.

n | Certificate =

General Details  Certification Path

1
Sh.ﬁ.ll = ~

Field Value s
D'l.-'ersiun V3

BSeriaI number JeeeedaldfeBs99f4flb120ac. ..
DSignabJre algaorithm sha25eR5A

BSignabJre hash algorithm sha2se

Blssuer UmcRingServ. AD100.com

B'l.-'alid from Thursday, 20 May 2021 14:35...
B'l.-'alid to Friday, 20 May 2022 02:00:00

I'_']'::I hiart LmirRinnSary ANI100 ~am

© Siemens AG 2021 All rights reserved

Copy to File. .,

Edit Properties.

5. Start the Export Wizard and make additional settings.

4* Certificate Export Wizard

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocation
lists from a certificate store to your disk.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

\L Next Cancel

To continue, dick Next.

Connecting WinCC Unified to UMC
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6. Export the certificate without the private key.

€ ¥ Certificate Export Wizard

Export Private Key
You can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?

() Yes, export the private key

(®) No, do not export the private key

Cancel

Connecting WinCC Unified to UMC
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34



© Siemens AG 2021 All rights reserved

4 Useful information

7. Select the format "DER encoded binary X.509 (.CER)".

€ &¥ Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use: @ \)
I (®) DER encoded binary X.509 (.CER) I 7=

(") Base-64 encoded X.502 (.CER)

{_) Cryptographic Message Syntax Standard - PKCS £7 Certificates (.P78)

Indude all certificates in the certification path if possible

Personal Information Exchange - PKCS £12 (.PFX)
Indude all certificates in the certification path if possible
Delete the private key if the export is successful
Export all extended properties

Enable certificate privacy

Microsoft Serialized Certificate Store (.55T)

 Mext Cancel

8. Specify the export directory.

€ &% Certificate Export Wizard

File to Export
Specify the name of the file you want to export

File name:

Connecting WinCC Unified to UMC
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9. Click the "Finish" button to close the Export Wizard.

€ £* Certificate Export Wizard

Completing the Certificate Export Wizard

You have successfully completed the Certificate Export wizard,

You have spedified the following settings:

File Mame

Export Keys No

Indude all certificates in the certification path No

File Format DER Encoded Binary X.509 (*.cer)

< >

Cancel

10. Copy the certificate to the WinCC Unified PC station.

Connecting WinCC Unified to UMC
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11. Install the certificate on the WinCC Unified PC station.

Open

Install Certificate a
4

Copy UNC path

T-Zip

CRC 5HA

Edit with Motepad++

Scan with Microsoft Defender...
Share

Open with...

Give access to

Restore previous versions

Send to

Cut

12. The Windows Certificate Import Wizard will guide you through the installation. Select the
local machine as the save location.

=% Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation

lisks From yaour disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or ko establish secure network

connections. & certificate store is the system area where certificates are kept,

Staore Location

O Current Liser

(®) Local Machine :
/
To continue, click Next, \-j

Connecting WinCC Unified to UMC
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13. If it is not already selected, select the certificate, and click the "Next" button.
x

& &# Certificate Import Wizard

File to Import
Specify the file you want bo import.

File narne:

siDeskiopiumc-certificate. pfx Browse, ..

1L iErmens ;
Moke: More than one certificate can be stored in a single file in the Fallowing Fu:nrrnats

Personal Information Exchange- PKCS #12 {( PFX, P12)

Cryptographic Message Syntax Standard- PKCS #7 Certificates {,P7B)
Microsoft Serialized Certificate Store (.55T)

| Mext Cancel

14. Select "Trusted Root Certification Authorities" as certificate store.

€ ¥ Certificate Import Wizard

Cerlificate Store
Certificate stores are syskem areas where certificates are kept.

| Select Certificate Store X

Windows can automatically select a certificate store, or you can specify a location for 5
the certificate, Select the certificate store y| 5

() dutomatically select the certificate store based on the type of certificate
(®) Flace all certificates in the Fallowing store

Certificate store: -
‘ Trusted Root Certification Authorities B I 1 Intermediate Certification Authorities
| Trusted Publishers

¢ | 1inkr shad Carkificabas b2
@ ( i
v [Ishaw physical stores

) OK I Cancel

@!

.5

S Next Cancel

Connecting WinCC Unified to UMC
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15. Click the "Finish" button to close the Windows Certificate Import Wizard.

*
€ ¢ Certificate Import Wizard

Completing the Certificate Import Wizard
The certificate will be imported after you chck Finish.
‘You have specified the Following settings:

L= o= =l e e w2 Trusted Root Certification Authorities

Content PFX

File Name C:\UsersisiemensiDeskiopiumc-certificate. pfx

=—
Finish Cancel

The certificate has been successfully installed.
Figure 4-2

Certificate Import Wizard >

o The import was successtul,
‘jll\ Ok |

Note If the error message still appears, run the WinCC Unified Configuration Tool again and make
sure the user management is correctly configured.

When the error message appears, you can press the <F12> key in the browser to open the
"Console" pane and identify the error.

Errors like "ERR_CERT_AUTHORITY_INVALID" or "ERR_NAME_NOT_RESOLVED" can
be remedied with the steps listed above.

Connecting WinCC Unified to UMC
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4.2 Adding PC station to the UMC whitelist

If you see the following error message when logging in to the WinCC Unified runtime, the
WinCC Unified runtime has not yet been added to the UMC whitelist.

Figure 4-3

User Login

Change language

B Useyour currentWindows session to
Login

The validation of the parameter ‘service failed.

Proceed as follows to add the WinCC Unified PC station to the UMC whitelist.

Note If the first login is made with the UMC administrator, then the host name will be automatically
added to the UMC whitelist.

Note If a login to the Unified Comfort Panel is made via the web client, it will likewise be necessary
to add the Unified Comfort Panel to the UMC whitelist with a static IP address.

Connecting WinCC Unified to UMC
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1. Run the "Command Prompt" as an administrator on the UMC ring server.

All Apps Documents Settings Photos More «

M Best match
b - Command Prompt > -
App
Apps
Command Prompt
B Developer Command Prompt for 5 App
V52015
o [l V52012 x64 Cross Tools Command -
_@ P > 7 Open
R rompt
) £ L3 Run as administrator
BESE B VS2015 x36 ARM Cross Tools 5

3
Command Prompt Open file location
Pin to Start

Pin to taskbar

Settings (1)

b =

2. Change the directory using the following command:
cd C:\Program Files\Siemens\UserManagement\BIN

3. The following command will present you with all whitelist entries:
umconf -l -w

4. The entry "https://hostname/WebRH/webssoservice" is required for the WinCC Unified
runtime login.
5. You can add the PC name of your WinCC Unified PC station to the UMC whitelist with the

following command:
umconf -c -w -d https://hostname/WebRH/webssoservice

d
ge, for each

Connecting WinCC Unified to UMC
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6. Restart the UMC service on the PC that is acting as the identity verification location for

WinCC Unified.

. Services — a =
File  Action View Help
=@ ELE B

% senvices (Lacal | [T0 services (Local

Po|onop

UMCService Mame Description Status Startup Type Lag On As @
o " . & Telephony Provides Telep...  Running Manual Metwaork 5.
Lo the sz EhThemes Provides user e.. Running Autornatic Local Syste..
Pause the service
Restart the service G Tirne Broker Coordinates ex... Running Manual (Trig... Local Service
£ Touch Keyboard and Hand...  Enables Touch ... Running Manual (Trig..  Local Syste...

L. TP AutoConnect Service ThinPrint cam.., Manual Local Syste...
Description: S TP WC Gateway Service ThinPrint cam Manual Local Syste
UMC Core Service. e

Automatic

25 UMC Secure Communication Running

Local Syste..

= Orchestrator Servic: Start ing Butomatic (.. Lacal Syste..

LD
\ 0 Device Host Stap Manual Local Service
ce Pause Disabled Lacal Syste...
Data Access_Scode Manual Local Syste...
T User Data Storage_Scede fiesume Manual Local Syste...
Gk User Experience Virtualizati, TSt Disabled Local Syste...
ErUser Manager All Tasks 2 q Autornatic (T..  Local Syste..
Gk User Profile Service ng Butomatic Lacal Syste...
) Virtusl Disk Bty @ Manual Lacal Syste...
£ hturare Alias Manager and Properties ing Butormatic Lacal Syste..
Erhiware CAF AMQP Camim Manual Lacal Syste..
€ \Muare CAF Management Help Manual Local Syste...
EMware Physical Disk Help... Enables suppo..  Running Butomatic Local Syste...
“EavMware Snapshot Provider  Whware Shaps.., Manual Local Syste... v

\, Extended 4 Standard

Contains actions that can be performed on the item,

On the PC acting as the identity verification location for WinCC Unified, open the
recycle the Application Pool for the identity provider.

5

15 Interet Information Services (15) Manager - a X

)

(3 MYUMCSERVER » Application Pools

Fil: View Help

Connections Actions

Ug' Application Pools

& 2dd Application Pacl...

95 MYUMCSERVER (MYUMCSERVER\siemens)
12 Application Paols

Set Application Paol Defaults...

This page lets you view and manage the lst of application paols on the server, Application pools are assaciated with worker

processes, contain ane or more applications, and provide isolation among different applications. Application Pool Tasks
~ (8] Sies
|0 @) Default Web St / Filter: - % Go - G Show Al | Group by: Mo Grouping - ik
= top
53 Server Fams Name Status  METCLRWersion  Managed Fipel.. Identity Applications 3 Recyele
2 NETv20 Sarted w20 Integrated ApplicationPoalld... 0 p————
22 NET+2.0 Classic Started w20 Classic ApplicationPoolld... 0 3 S
[ NETvAS Started w0 Integrated ApplicationPoolld.. 0 B
L2 NET+AS5 Classic Started w0 Classic ApplicstionPoolld.. 0 AT
22 Classic NET AppPool Started w20 Classic ApplicationPoolld.. 0 (o) St
LD DefaultippPaol Started 4.0 Integrated ApplicationPoolld.. 1 et
Dra_pool Started Mo Managed C..  Integrated ApplicationPoclld.. 1 X Remove
=y
- SimatiLogonksol Started w0 Intearated ApplicationPosiid, 3 View Applications
2ume_paol S Mo Manoged Cu.  Integrated ApplicationPoclld.. 1 =
© Hep
Readly L

The entry has been successfully added to the UMC whitelist.
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4 Useful information

4.3 Single-station system

The following Figure shows the structure that is relevant for this section.
Figure 4-4

umcC |
Ring server/domain

0000

If the WIinCC Unified runtime is installed with the UMC ring server on one PC, then a few things
should be borne in mind.

e IS is no longer set up on the single-station system per the "UMC base document", as
WinCC Unified already configures 1IS via the WinCC Unified Configuration Tool.

e The website "WInCC Unified SCADA" in IIS is used for the UMC tasks. It is necessary to run
the Batch file "IdP_WebUi_Configurator.bat" with an additional parameter.

Requirements

The UMC ring server is configured on the single-station system with WinCC Unified per the
"UMC base document” (see "UMC base document”, chapter 3.2.2).

The "UMC base document" describes the following configuration steps:
e Setting up the UMC ring server

e Creating the web interface for the UMC ring server identity provider with the Batch file
"IdP_WebUi_Configurator.bat"
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4 Useful information

Procedure
1. Runthe "Command Prompt" as an administrator on the single-station system.

Apps  Documents Settings  Photos  More ¥

j_( Best match
; - Command Prompt > -
Reade App
Apps
Command Prompt
B B Developer Command Prompt for 5 App
B V52015
N B V52012 x64 Cross Tools Command
> i Open
‘% Prompt
L L& Run as administrator
QEELL B /S2015 x86 ARM Cross Tools 5 3
Command Prompt [ open file location Y
4 Settings (1) -3 Pin to Start \/
=
Lo -3 Pin to taskbar
Firef

2. Change the directory with the following command:
C:\Program Files\Siemens\UserManagement\BIN

3. Create the web interface for the identity provider with the parameter "WinCC Unified
SCADA".
IdP_WebUI_configurator.bat "WinCC Unified SCADA"

4. Open the "Services" and restart the service called "UMCService".

% Services - 0o x
File Action View Help
Lok Al s NERCNESN 7 Ro: R I
%, Services (Loca) |[72) Services (Local)
UMCService Harme Description Status Startup Type  Log OnAs "
ot G Telephany Provides Telep...  Running WManual Network S..
Stop the service G Thernes Provides user e, Runring Butomatic Local Syste..
Pause the service i " ! i
Rostart the service & Time Broker Coordinates ex.. Running Manual (Trig..  Local Service
{6 Touch Keyboard and Hand... Enables Touch .. Running Manual (Trig..  Local Syste..
G4 TP AutoConnect Service  ThinPrint com., Manual Local Syste..
Description: G TPV Gateway S ThirPrint Manual Local Syst
e e, o8 ateway Service inPrint corm.. anual ocal Syste..
ure Communication Running Automatic  Local Syste..
3 2urning - i
e Orchestrator Servic,  Start ing Butomatic (.. Local Syste..
Device Host Stop WManual Local Service
ce . Disabled Local Syste..
Data Access_Sccde Manual Local Syste..
Resume
T User Data Storage Scede . WManual Local Syste.
€ User Experience Virtualizati, o Disabled Local Syste..
&l User Manager Al Tasks /’\g Automatic (T..  Local Syste..,
G User Profile Service ing futomatic  Local Syste..
v Refresh
G Virtual Disk WManual Local Syste.
€ WMware lias Managerand Properties ing futomatic  Local Syste..
{6 WMwiare CAF AMOP Cornr WManual Local Syste.
G YMware CAF Management Help Manual Local Syste..
G \Mware Physical Disk Help... Enables suppo..  Running futomatic  Local Syste..
G WMwiare Snapshot Provider  Vhdware Snaps.. WManual Local Syste... -
", Extended /, Standard

Contains actions that can be performed on the item,

5. The settings are complete. Continue with the configurations on the single-station system
according to chapter 2.3. Not all steps from chapter 2.3 are necessary for the configuration
of the single-station system.
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4 Useful information

4.4 UMC service disabled

When running the "umconf' command in the "Command Prompt", the following error message
may appear:

\Automation\UserMa

Proceed as follows to start the necessary UMC services:
1. Start the WinCC Unified Configuration Tool.

WinCC
Unified Co...

2. Inthe "User Management" category, select the option "Use the following configuration" and
specify the PC name of the UMC ring server.

WinCC Unified Configuration

SIEMENS Totally Integrated Automation

[ ﬂ_f User management configuration
- () Keep the existing configuration

~  Certificate management (O Use configuration downloaded via TIA Portal.

3 User management

Archive settings
(®) Use the following corfiguration:

Reperting LIMC server address
@ |rnyumcserver| |
Secure download |dentity provider address ?

||'rl'tps JSmyumeserver/ume-sso 4

Identity provider address
generated by the UMC server.

Apply settings
M. The corfiguration of the connection to the
D,l user management server can be done after

installation by the TIA administrator.

Engiish v @
= §

3. Continue the rest of the configuration steps in the WinCC Unified Configuration Tool and
then close the Configurator.

4. Run the "umconf' command again in the "Command Prompt".
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5 Appendix

5
5.1

Appendix

Service and support

Industry Online Support

Do you have any questions or need assistance?

Siemens Industry Online Support offers round the clock access to our entire service and support
know-how and portfolio.

The Industry Online Support is the central address for information about our products, solutions
and services.

Product information, manuals, downloads, FAQs, application examples and videos — all
information is accessible with just a few mouse clicks:

support.industry.siemens.com

Technical Support

The Technical Support of Siemens Industry provides you fast and competent support regarding
all technical queries with numerous tailor-made offers
— ranging from basic support to individual support contracts.

Please send queries to Technical Support via Web form:
support.industry.siemens.com/cs/my/src

SITRAIN - Digital Industry Academy

We support you with our globally available training courses for industry with practical
experience, innovative learning methods and a concept that’s tailored to the customer’s specific
needs.

For more information on our offered trainings and courses, as well as their locations and dates,
refer to our web page:

siemens.com/sitrain

Service offer

Our range of services includes the following:

e Plant data services

e Spare parts services

¢ Repair services

e On-site and maintenance services

e Retrofitting and modernization services

e Service programs and contracts

You can find detailed information on our range of services in the service catalog web page:
support.industry.siemens.com/cs/sc

Industry Online Support app

You will receive optimum support wherever you are with the "Siemens Industry Online Support"
app. The app is available for iOS and Android:

support.industry.siemens.com/cs/ww/en/sc/2067
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5 Appendix

5.2

5.3

5.4

Industry Mall

SIEMENS

’l\ ; I’I ’ \.. Lk
The Siemens Industry Mall is the platform on which the entire siemens Industry product portfolio
is accessible. From the selection of products to the order and the delivery tracking, the Industry
Mall enables the complete purchasing processing — directly and independently of time and

location:
mall.industry.siemens.com

Links and literature

Table 5-1
No. Subject

\1\ Siemens Industry Online Support
https://support.industry.siemens.com

\2\ Link to the article page of the application example
https://support.industry.siemens.com/cs/ww/en/view/109780337

Change documentation

Table 5-2
Version Date Change
V1.0 10/2021 First version
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