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Legal information

Legal information

Use of application examples
Application examples illustrate the solution of automation tasks through an interaction of several
components in the form of text, graphics and/or software modules. The application examples are
a free service by Siemens AG and/or a subsidiary of Siemens AG( i Si emens o) .- They
binding and make no claim to completeness or functionality regarding configuration and
equipment. The application examples merely offer help with typical tasks; they do not constitute
customer-specific solutions. You yourself are responsible for the proper and safe operation of the
products in accordance with applicable regulations and must also check the function of the
respective application example and customize it for your system.
Siemens grants you the non-exclusive, non-sublicensable and non-transferable right to have the
application examples used by technically trained personnel. Any change to the application
examples is your responsibility. Sharing the application examples with third parties or copying the
application examples or excerpts thereof is permitted only in combination with your own products.
The application examples are not required to undergo the customary tests and quality inspections
of a chargeable product; they may have functional and performance defects as well as errors. It is
your responsibility to use them in such a manner that any malfunctions that may occur do not
result in property damage or injury to persons.

Disclaimer of liability
Siemens shall not assume any liability, for any legal reason whatsoever, including, without
limitation, liability for the usability, availability, completeness and freedom from defects of the
application examples as well as for related information, configuration and performance data and
any damage caused thereby. This shall not apply in cases of mandatory liability, for example
under the German Product Liability Act, or in cases of intent, gross negligence, or culpable loss of
life, bodily injury or damage to health, non-compliance with a guarantee, fraudulent non disclosure
of a defect, or culpable breach of material contractual obligations. Claims for damages arising
from a breach of material contractual obligations shall however be limited to the foreseeable
damage typical of the type of agreement, unless liability arises from intent or gross negligence or
is based on loss of life, bodily injury or damage to health. The foregoing provisions do not imply
any change in the burden of proof to your detriment. You shall indemnify Siemens against existing
or future claims of third parties in this connection except where Siemens is mandatorily liable.
By using the application examples you acknowledge that Siemens cannot be held liable for any
damage beyond the liability provisions described.

Further Notes
Siemens reserves the right to make changes to the application examples at any time without
notice. In case of discrepancies between the suggestions in the application examples and other
Siemens publications such as catalogs, the content of the other documentation shall have
precedence.
The Siemens terms of use (https://support.industry.siemens.com) shall also apply.

Security information
Siemens provides products and solutions with Industrial Security functions that support the secure
operation of plants, systems, machines and networks.
To protect plants, systems, machines and networks against cyber threats, it is necessary to
implement (and continuously maintain) a holistic, state-of-the-art Industrial Security concept.
Products and solutions from Siemens are only one part of such a concept.

I't is the customerdés responsibility to prevent
systems, machines and networks. Systems, machines and components should only be connected
withthecompany és network or the Internet, when and i
appropriate protective measures (for example, use of firewalls and network segmentation) have

been taken.

I'n addition, Siemensd recommendatdtianshoulddbe gar di ng

followed. Additional information on industrial security measures can be found at:
https://www.siemens.com/industrialsecurity.

Siemensd products and s ol welopmemte maketihem evgromoeo nt i nuous

secure. Siemens strongly recommends to carry out updates as soon as the respective updates
are available and always only to use the current product versions. Use of product versions that

are no longer supported, and failuret o apply | atest updates may increase

cyber threats.

To stay informed about product updates, subscribe to the Siemens Industrial Security RSS Feed
at: http://www.siemens.com/industrialsecurity.
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1 Introduction

1 I

ntroducti on

1.1 Motivation and overview

Increasing digitization of production processes also increase the requirements for
convenient and yet secure configuration of IT-related functions in HMI systems in
the production environment.

SIM

ATIC HMI Option+ enables the users to access many different functions of

their SIMATIC HMI Comfort Panel from Runtime. These include, among others:

il

f
f
f

Extended system functions

0 Serial numbers, device name, article numbers
0 Uptimes

Extended interface configuration

0 Setting IP addresses,

0 Enabling/disabling network adapter,

0 Including SD and USB storage media

0 Connecting/disconnecting network drives
Visualizing memory storage

User authentication by RFID cards

Easy handling of OPC UA certificates

New functions using SIMATIC HMI Option+ V2

SIM
f
f

SIMATIC HMI Option
Entry ID: 109754400,

ATIC HMI Option+ V2 offers you the following additional functionalities:
Visualization of the CPU utilization of the Comfort Panel

Support of SIMATIC MV320/MV325 QR/barcode readers and direct writing in
tags

Hiding of Windows CE desktop icons possible
Extension of the service file with registry contents of the Comfort Panel

Sm@rtService Monitor application extended - logout of local users if remote
connection is active

Simplified handling of SIMATIC logon certificates

Communication changeover (between SIMATIC HMI Option+ and operating
system) from SOAP to OPC UA

+
V2.1, 01/2019
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1 Introduction

1.2 Mode of Operation

General information

SIMATIC HMI Option+ is used as gateway between the operating system of the
operator panel and WinCC Runtime devices. This is how the system information of

the operator panel (e.g. IP address, device information,memor y st orage, €) and
operating system parameters (e.g. | P addresses
internal HMI tags using OPC UA (Unified Architecture).

Figure 1-1

Operating system

You can use the tags in your configuration and subsequently access the system
information of the Comfort Panel directly from Runtime.

User interface

Depending on the application, different system information is relevant for the user.
SIMATIC HMI Option+ provides the "SIMATIC HMI Option+ Configuration" dialog
window in order to enable/configure the system information (see chapter 1.2.1).

In the SIMATIC HMI Option+ console application (see chapter 1.2.2) you will then
get the appropriate feedback regarding the status of the respective system
information.

Note SIMATIC HMI Option+ is only available in English. This means that the
configuration as well as the messages in the appropriate console application will
only be output in English.

SIMATIC HMI Option+
Entry ID: 109754400, V2.1, 01/2019 6
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1 Introduction

121

HMI Option+ V2.0 Configuratio

‘Setﬂngs

Uptime

Memaory Usage

CPU Usage

Storage Control

FM-LOGON Basic (RFID Login)

Barcode Scanner

Sm@riService Monitor

[P Address

Hosts

Metwork Shares

Certificates

Desktop Icons

[Tags summary

Import f Export

Versions

[V| Enabled

SIMATIC HMI Option+ Configuration
Figure 1-2
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@ Navigation area
@ Enabling/disabling

Navigation area (1)

the function

@ Tag name
@ Parameter name

@ Confirmation/cancellation

In the SIMATIC HMI Option+ configuration (SIMATIC HMI Option+ Configuration)
you can navigate between the individual functions of SIMATIC HMI Option+ via the

navigation area.

Configuration area (2)

After preselecting the function, the respective setting parameters will appear in the
configuration area, which you can edit individually.

Enabling/disabling functions (3)

I'n principl e, ldeleachdunction &epanately. Al fahctisns are
disabled by default in SIMATIC HMI Option+.

Update cycle (4)

The update time specifies in what cycle (seconds) the tags are to be updated at
runtime. The update time may only be integer and must be between 1-32676
seconds.

SIMATIC HMI Option+
Entry ID: 109754400, V2.1, 01/2019 7
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1 Introduction

Note After you have started the Runtime on the Comfort Panel, the tags are only
written after an update cycle. Depending on the update cycle, the tags are
therefore not immediately available in Runtime.

Parameter name (5)
The parameter name is a short name for the respective tag.
Tag name (6)

This field shows you the names of the tags that are written at the runtime of
SIMATIC HMI Option+. You can individually change the tag names.

Note The enclosed TIA Portal library already contains tag tables with the default
names and the corresponding data types.

If you change the default names of the tags in SIMATIC HMI Option+, you also
have to change the name of the associated HMI tags in the TIA Portal.

Confirmation/cancellation (7)

Confirmthe settings with "OKA. Using the

Note The "OK" button is only available after the functions have been enabled.

When you confirm your entry using "OK", the configuration dialog closes
automatically.

SIMATIC HMI Option+
Entry ID: 109754400, V2.1, 01/2019
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1.2.2 SIMATIC HMI Option+ console application

The console application of SIMATIC HMI Option+ gives a feedback of the
individual functions via the message window. This helps you, among other things,
to diagnose possible errors.

Figure 1-3
HMI Option+ V2.0 Cf
T@J &

Type | T ] | Message

o Info 2{26/2018 12:1... Writing output tags for portset 2

o Info 2/26(2018 12:1... Processing connection for port set 3

o Info 2/26(2018 12:1... Writing output tags for port set 3

O Error 2j26(2018 12:1... Could not set tag 'Panel_Ram_UsedMemory': Error Code 807

O Error 2/26(2018 12:1... Could not set tag 'Panel_RuntimelUptime': Error Code 807

0 Error 2/26/2018 12:1... Could not set tag 'Panel_SystemUptime": Error Code 807

0 Error 2/26/2018 12:1... Could not set tag 'Panel_TotalUptime': Error Code 807

o Info 2/26/2018 12:1... Finished setting 7 tags

o Info 2/26/2018 12:1... Checking connections

o Info 2/26/2018 12:1... Determinig local IP addresses

o Info 2{25/2018 12:1... Processing connection for port set 1

o Info 2{26/2018 12:1... Writing output tags for portset 1

o Info 2/26(2018 12:1... Processing connection for port set 2

o Info 2/26(2018 12:1... Writing output tags for portset 2

o Info 2/26(2018 12:1... Processing connection for port set 3

o Info 2/26(2018 12:1... Writing output tags for port set 3

& Warning 2/26/2018 12:1... HMI Runtime stopped - writing tags will be paused J—

o Info 2/26/2018 12:1... Checking connections ﬁ

D 1o 2269017 17:1... Neterminia lncal 10 addgles _I
|

ﬁ|Wrrtten tags: 432 - Running: 0h 18min 6s I/

Filter messages by errors/warnings/info
Enable/disable autoscroll

Delete all messages

Open SIMATIC HMI Option+

Message window

Status bar

@OOOOO

Filtering messages (1)

Via the menu bar you have the option to filter according to different message types
(1) in order to find the relevant message faster.

Enabling/disabling autoscroll (2)

The "Autoscroll' mode is enabled (2) by default, i.e. the messages are written one
after the other from top to bottom in the message window. The most current
message appears at the bottom of the message window. If a message was written
in the last line of the message window, the older entries are hidden towards the top
of the message window.

If you are disabling "Autoscroll”, you can navigate to older error messages via the
navigation area on the right edge.

SIMATIC HMI Option+
Entry ID: 109754400, V2.1, 01/2019 9



a Siemens AG 2019 All rights reserved

1 Introduction

Note When you confirm your entry in the configuration dialog using "OK", the
configuration dialog closes and the SIMATIC HMI Option+ console is
automatically restarted.

All messages so far are deleted when restarting the console application.

Note The system information is only written in the appropriate tag if Runtime is
running. If Runtime is stopped, the system information is no longer written and
the pause icon is displayed in the status bar of the SIMATIC HMI Option+
console.

1.3 validity

1.3.1 Released operator panels

SIMATIC HMI Option+ has been released for the following Comfort Panels:

Table 1-1
Display size in inches
4" 7" 9" 12" 15" 19" 22"
Comfort Panel - 0
Comfort Panel PRO -- -- -- 0
Comfort Panel Outdoor - 0 - - ‘ 0 ‘ - | --
1.3.2 Engineering software

For you to be able to use SIMATIC HMI Option+, WinCC Comfort V15.1 (TIA
Portal) must be installed.

1.4 Hardware configuration
The following application example has been executed with the following hardware
configuration:
Figure 1-4
SIMATIC HMI Comfort Panel SIMATI®IV320/MV325
]

SIMATIQRF1060R/
SIMATIC RF1070R

Ousse

SIMATIC HMI Option+
Entry ID: 109754400, V2.1, 01/2019 10
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1.5 Components used
This application example was created with the following hardware and software
components:
Table 1-2
Component Qty. Article number Note
Programming unit, e.g. 1 6ES7717-é¢ .-0 é Engineering station
SIMATIC Field PG M5
Comfort Panel TP700 6AV2124-0GC01-0AX0 | Alternatively, any other
TP1200 Comfort Panel 6AV2124-0MCO1-0AX0 | réleased operator panel
can also be used
Comfort Panel TP1500 1 6AV2124-0QC24-1AX0 | (Table 1-1)
PRO
SIMATIC SD card 2 6AV6671-8XB10-0AX1 | Memory size 512MB
Alternatively, SD cards
with other storage sizes
can also be used.
SIMATIC RF1060R 6GT2831-6AA50 RFID card reader
SIMATIC RF200 1 6GT2890-0CA00 Card holder for RF
1060R
Transponder MDS D400 3 6GT2600-4AD00 RFID card
Alternatively, any other
RFID card (standard:
ISO 15693, ISO 14443
A/B (MIFARE)) can also
be used.
SIMATIC MV320 1 6GF3320-0HTO1 Alternatively, you can
also use the SIMATIC
MV325 handheld reader.
SIMATIC WinCC Comfort 1 6AV2101-0AA05-0AA5 | -
V15.1 (TIA Portal)
WinCC Sm@rtServer for 1 6AV2107-0CP00-0BBO | Only when using
SIMATIC Panels Comfort Panels with a
device version lower
than 14.0.0.0
SIMATIC HMI Option+ 1 - -

SIMATIC HMI Option+
Entry ID: 109754400, V2.1, 01/2019
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2 First Commissioning

2

Note

Note

2.1
Note

Note

First Commi ssioning

To be able to use SIMATIC HMI Option+, the following steps must be carried out
for initial commissioning:

1. Install the HMI Option+ setup on an engineering PC.

2. Transfer the HMI Option+ setup via SIMATIC ProSave to the operator panel.
3. Enable the following services on the panel

The following three subchapters show you detailed steps that are necessary for
initial commissioning.

In order to be able to transfer SIMATIC HMI Option+ onto the operator panel,
SIMATIC ProSave or TIA Portal V15.1 has to be installed on the engineering PC.

You can download SIMATIC ProSave for free from the following link:
https://support.industry.siemens.com/cs/ww/en/view/10347815

Installing SIMATIC HMI Option+ Setup
The wizard for installing SIMATIC HMI Option+ is only available in English.
If you have already installed an earlier version of SIMATIC HMI Option+, you can

install the latest version without uninstalling the older version.

The following table shows you which steps are necessary in order to install
SIMATIC HMI Option+ on your engineering PC.

Table 2-1

No. Description

1. Download the "SIMATIC HMI Option+ V2 Setup.zip" file from this application
example and unzip it.

2. Start the installation by double-clicking on "HMIOptionPlus_2.0_Setup".

= Application Toals ~ HMIOptionPlus_2.0.1_Setup.exe — [m] x>

Haome Share View Manage 0

T -
E S

v A » Data(D:) » HMIOptionPlus_2.0.1_Setup.exe v O Search HMIOptionPlus_2.0.1_.. 2@

3 Quick access

‘@ OneDrive +;1

3 This PC

HMIOptionPlus_2
= Data (D) .0.1_Setup

- License (E:)

¥ Network

Titem  1item selected 293 MB E

The wizard for installing SIMATIC HMI Option+ opens.

SIMATIC HMI Option+
Entry ID: 109754400, V2.1, 01/2019 12
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2 First Commissioning

No.

Description

In the first installation step click "Next".
HMI Option+ 2.0 Setup x

Welcome to HMI Option+ 2.0 Setup

‘Welcome to the Wizard for HMI Option+ 2.0 Setup.

tall HMI Option + 2.

Note

After the initial installation, this installation step allows you to perform a repair
installation or to uninstall SIMATIC HMI Option+.

Subsequently, click "Install" in the second installation step.
HMI Option+ 2.0 Setup 4

Ready to Install

The Setup Wizard is ready to begin the HMI Option+ 2.0 installation.

SIMATIC HMI Option+

Entry ID: 109754400, V2.1, 01/2019
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2 First Commissioning

No.

Description

Close the installation with "Finish".
[E] HMI Option+ 2.0 Setup X

HMI Option+ 2.0 Setup Complete

Click the "Finish” button to exit the Setup Wizard.

SIMATIC HMI Option+ is only available as an option for the released operator
panels (see chapter 1.3.1) in SIMATIC ProSave.

In the step you have to transfer SIMATIC HMI Option+ via SIMATIC ProSave onto
your operator panel. A detailed description is available in the following chapter 2.2.

SIMATIC HMI Option+

Entry ID: 109754400, V2.1, 01/2019 14
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2 First Commissioning

2.2 Transfer to the operator panel

This chapter explains what steps are necessary to transfer SIMATIC HMI Option+
onto your operator panel via SIMATIC ProSave.

Adjusting transfer settings on the operator panel

Table 2-2
No. Description
1. Open the "Settings" on your operator panel.

Start Center V15.1.0.0

i Transfer

Q© start

m Settings

a Taskbar

In the setting, open the "Transfer" menu.

®
a2

Setting transfer settings
1. Select "Ethernet" as transfer channel.

2. Disable the "Validate Signature" checkbox.

3. Confirm your selection by clicking "OK".

Transfer Settings oK X

General | Directories

Transfer Digital Signatures \/\@,

O Off |:| Validate Signatures

®) Automatic

Transfer channel

PI/TE )

MPI

PROFIEUS 1 i
Properties...

Note Once you have transferred SIMATIC HMI Option+ onto the operator panel, you

can set "PN/IE" as transfer channel again.

NOTICE  Using SIMATIC ProSave you can also remove SIMATIC HMI Option+ from your

operator panel again. Afterwards, it is no longer possible to reinstall SIMATIC

HMI Option+ because the drivers (e.g. for the RF1060R RFID reader) cannot be
overwritten.

To reinstall SIMATIC HMI Option+, you must perform a firmware update on the
HMI.

SIMATIC HMI Option+
Entry ID: 109754400,

V2.1, 01/2019
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2 First Commissioning

Transferring SIMATIC HMI Option+

Table 2-3
No. Description
1. Open SIMATIC ProSave on your engineering PC.
SIMATIC Logon Eventlog Viewer
S SIMOTION OPC File Manager
Sm@rtClient
Station Configurator
SymbolEditor
TIA Administrator
TIA Portal Cloud Connector
in @
2. Setting connection parameters

1. Select your device type in the "General" tab.
Select "Ethernet" as connection type.

Go to the "Options" tab.

2
i b
File Language Help

2.
3. Enter the IP address of your Comfort Panel in "Connection parameters"”.
4

General }Backupl Restore] Options} 03 Updatel

Device tvpe
|TP1200 Camfor -l
1
Connection
|Ethemet Ll
Connection parameters
(@ P address (" Computer name

192 . 168 oo,z ‘

@]

Completed

TP1200 Comfort |Ethernet

SIMATIC HMI Option+
Entry ID: 109754400,

V2.1, 01/2019
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2 First Commissioning

No.

Description

Moving the "HMI Option+" option

1. In"Available options" select the "HMI Option+ for Panels V2.0" entry.
2. Then click ">>" to transfer the option to your Comfort Panel.

%B SIMATIC ProSave V15.1.0
File Language Help

General] Elackup] Festore Options |03 Updale]

Selection:
| (x8EMCommon Files\Siemens\FTProsave\AddOn "

Awvailable options:

Installed options:

Device status

Japanese fonts

K.orean fonts

ticrosott Internet Explarer
ticrosoft Media Flayer
Printar Driver Brightek 1.4

@ ]
Frinter Driver HThL 1 4 \_):

@,

Printer Driver Brother PTouch-QLES0TD 1.4 «

Printar Driver POF %1.4 W
< >

HMI Option+ for Panels We.0

Completed

TP1200 Comfort |Ethernet

Note

If the installation was successful, "HMI Option+ V2.0" will appear in the installed

options. After the installation, the Comfort Panel restarts automatically.
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2 First Commissioning
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2.3 Enabling OPC UA Server on the operator panel

To enable the exchange of information between the SIMATIC HMI Comfort Panel
operating system and SIMATIC HMI Option+, you have to enable the OPC UA
Server on the operator panel. The following table shows the steps necessary to do
this.

Table 2-4

No. Description

1. Enabling the OPC UA server

1. Inthe TIA Portal, open the "Runtime settings" in the project navigation of your
operator panel.

2. Open "Services" in the area navigation.
3. Enable the option box "Operate as OPC-UA server".

Project  Edit  Wiew Insert  Online  Options  Tools  Window  Help
Ul saveproess @ X 22 79 X D2 ¥ G G I B R F coonline F coofiine dp IR % 1] 85 1 [
Devices
EY A General [ serices
Services ]
= | ] SimaticHmiOptionFlus_v20 BErg) 2) Remote control ‘
B Add new device Bevoard [ sram Smnsarer
oy Devices & networks Goad Mg
s . Alsrms
~ | TP1200_0ption [TP1207 .
User administration Readfwrite tags
I Device configuration
%) Online & diagnestics 1) LorgrER AELR [ Operate as OFCUA server
1 kRuntime semings ~ CE 3 HTTP channel server
= Tag settings 7
! B Sereens web service SOAF
+ [[§) Sereen management
M, . P
o sa e e i

Save your configuration settings.

Optional: Changing OPC UA port
If required, it may be necessary to change the port for the OPC UA communication
on the operator panel. Proceed as follows:

1. Click on "OPC settings" in the area navigation.
2. Enter the new port in the "Port number" field.

118 Siemens - D:SimaticHmiOptionPlus_V20\SimaticHmiOptionPlus_Y20

Froject  Edit View Insert  Online Options Tools ‘Window Help
GO smepen @ X 20 X D 5 MEER Y coonine F caciine | de B ¥ S 1 1 1 Goorpoee ] §

SimaticHmiOptionPlus_¥20 » TP1200_Option+ [TP1200 Comfort] » Runtime settings

Devices

] FEl | orc settings ( \) é

Secreens Configuration of the OPC Unified JSENEI

* | SimaticHmiCptionPlus_y20
Keyboard

B Add new device

B & netwark Good Manufacturin...
evices & networks o Server URL: | opc.tep:if[Hosthame] 4870
~ [ TP1200_0ption. [TP1200 oy . . Rt 4
B} beviee sonfquretion User administration Security policy of the application
e

%/ Online & diagnestics Language &fonc Security palicies Message security mode

Port number: | 4870

me settings : CIFE Sl Narne Enabled Mone sign signand e
» [ soreens TEBEEEEE i =]
2 Basic128Rsals ~ (@] (=] (=]

» [ Sereen management
» [ HMitags

B Bl LA BT S Al

Note If you change the default port for the OPC communication, you also have to
specify it in the configuration dialog of SIMATIC HMI Option+ (see chapter 3.1).
HMI Option+ V2.0 Configuration i (ol Y
General Settings

Settings

[V] start hidden
ereians Diagnose files: |\ﬂash\D\agnuse -
ptime StatusTag: |
Memory Usage Déignuuw? = ; =
(CPU Usage Password: |

Stor Control
rage Lontre Communication Settings

PM-LOGON Basic (RFID Login) OPCUAUR:  [opctpi/[127.0.0.1:4870

Barcode SEEHEEK i, p— -

SIMATIC HMI Option+
Entry ID: 109754400, V2.1, 01/2019 18
























































































































































































































































































































	SIMATIC HMI Option+
	Legal information
	1 Introduction
	1.1 Motivation and overview
	1.2 Mode of Operation
	1.2.1 SIMATIC HMI Option+ Configuration
	1.2.2 SIMATIC HMI Option+ console application

	1.3 Validity
	1.3.1 Released operator panels
	1.3.2 Engineering software

	1.4 Hardware configuration
	1.5 Components used

	2 First Commissioning
	2.1 Installing SIMATIC HMI Option+ Setup
	2.2 Transfer to the operator panel
	2.3 Enabling OPC UA Server on the operator panel
	2.4 Change-over from V1
	2.5 Including library elements
	2.5.1 Including library
	2.5.2 Inserting general library elements
	2.5.3 Enabling style template from the library (optional)
	2.5.4 Including HMI templates (optional)


	3 SIMATIC HMI Option+ Functions
	3.1 General settings
	3.1.1 Starting SIMATIC HMI Option+ console application hidden
	3.1.2 Service file for the Technical Support
	3.1.3 Setting up access protection for SIMATIC HMI Option+ configuration

	3.2 Versions
	3.2.1 Function description
	3.2.2 Configuration
	3.2.3 Behavior in Runtime

	3.3 Uptime
	3.3.1 Function description
	3.3.2 Configuration
	3.3.3 Behavior in Runtime

	3.4 Memory usage
	3.4.1 Function description
	3.4.2 Configuration
	3.4.3 Behavior in Runtime

	3.5 Panel CPU Usage
	3.5.1 Function description
	3.5.2 Configuration
	3.5.3 Behavior in Runtime

	3.6 Removable media (Storage Control)
	3.6.1 Function description
	3.6.2 Configuration
	3.6.3 Behavior in Runtime

	3.7 RFID logon (PM-LOGON Basic)
	3.7.1 Function description
	3.7.2 Configuration: Adding user via TIA Portal
	3.7.3 Configuration: Adding user via Runtime
	3.7.4 Configuration: Automatic logon via RFID card
	3.7.5 Behavior in Runtime

	3.8 QR/barcode scanner
	3.8.1 Function description
	3.8.2 Configuration
	3.8.3 Behavior in Runtime

	3.9 Remote monitoring (Sm@rtService Monitor)
	3.9.1 Function description
	3.9.2 Configuration
	3.9.3 Behavior in Runtime

	3.10 IP Address
	3.10.1 Function description
	3.10.2 Configuration
	3.10.3 Behavior in Runtime

	3.11 Hosts
	3.12 Network drives (Network Shares)
	3.12.1 Function description
	3.12.2 Configuration
	3.12.3 Behavior in Runtime

	3.13 Certificates
	3.13.1 OPC UA Certificates
	3.13.2 SIMATIC Logon Certificates

	3.14 Desktop icons
	3.15 Tags summary
	3.16 Import/Export

	4 Error Handling
	5 Optional Functions in the Example Project
	6 Operating the Application Example
	7 Valuable Information
	7.1 SIMATIC HMI Toolbox
	7.2 HMI templates & designs
	7.3 Remote Access to Control Panels
	7.4 Security guidelines for SIMATIC HMI devices

	8 Appendix
	8.1 Service and Support
	8.2 Links and literature
	8.3 Change documentation


