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Legal information 
Use of application examples 

Application examples illustrate the solution of automation tasks through an interaction of several 
components in the form of text, graphics and/or software modules. The application examples are 
a free service by Siemens AG and/or a subsidiary of Siemens AG (ñSiemensò). They are non-
binding and make no claim to completeness or functionality regarding configuration and 
equipment. The application examples merely offer help with typical tasks; they do not constitute 
customer-specific solutions. You yourself are responsible for the proper and safe operation of the 
products in accordance with applicable regulations and must also check the function of the 
respective application example and customize it for your system. 
Siemens grants you the non-exclusive, non-sublicensable and non-transferable right to have the 
application examples used by technically trained personnel. Any change to the application 
examples is your responsibility. Sharing the application examples with third parties or copying the 
application examples or excerpts thereof is permitted only in combination with your own products. 
The application examples are not required to undergo the customary tests and quality inspections 
of a chargeable product; they may have functional and performance defects as well as errors. It is 
your responsibility to use them in such a manner that any malfunctions that may occur do not 
result in property damage or injury to persons. 

Disclaimer of liability 
Siemens shall not assume any liability, for any legal reason whatsoever, including, without 
limitation, liability for the usability, availability, completeness and freedom from defects of the 
application examples as well as for related information, configuration and performance data and 
any damage caused thereby. This shall not apply in cases of mandatory liability, for example 
under the German Product Liability Act, or in cases of intent, gross negligence, or culpable loss of 
life, bodily injury or damage to health, non-compliance with a guarantee, fraudulent non disclosure 
of a defect, or culpable breach of material contractual obligations. Claims for damages arising 
from a breach of material contractual obligations shall however be limited to the foreseeable 
damage typical of the type of agreement, unless liability arises from intent or gross negligence or 
is based on loss of life, bodily injury or damage to health. The foregoing provisions do not imply 
any change in the burden of proof to your detriment. You shall indemnify Siemens against existing 
or future claims of third parties in this connection except where Siemens is mandatorily liable. 
By using the application examples you acknowledge that Siemens cannot be held liable for any 
damage beyond the liability provisions described. 

Further Notes 
Siemens reserves the right to make changes to the application examples at any time without 
notice. In case of discrepancies between the suggestions in the application examples and other 
Siemens publications such as catalogs, the content of the other documentation shall have 
precedence. 
The Siemens terms of use (https://support.industry.siemens.com) shall also apply. 

Security information 
Siemens provides products and solutions with Industrial Security functions that support the secure 
operation of plants, systems, machines and networks. 
To protect plants, systems, machines and networks against cyber threats, it is necessary to 
implement (and continuously maintain) a holistic, state-of-the-art Industrial Security concept. 
Products and solutions from Siemens are only one part of such a concept. 
It is the customerôs responsibility to prevent unauthorized access to the customerôs plants, 
systems, machines and networks. Systems, machines and components should only be connected 
with the companyôs network or the Internet, when and insofar as this is required and the 
appropriate protective measures (for example, use of firewalls and network segmentation) have 
been taken.  
In addition, Siemensô recommendations regarding appropriate protective action should be 
followed. Additional information on industrial security measures can be found at: 
https://www.siemens.com/industrialsecurity.  

Siemensô products and solutions undergo continuous development to make them even more 
secure. Siemens strongly recommends to carry out updates as soon as the respective updates 
are available and always only to use the current product versions. Use of product versions that 
are no longer supported, and failure to apply latest updates may increase customerôs exposure to 
cyber threats.  

To stay informed about product updates, subscribe to the Siemens Industrial Security RSS Feed 
at: http://www.siemens.com/industrialsecurity.  

https://support.industry.siemens.com/
https://www.siemens.com/industrialsecurity
http://www.siemens.com/industrialsecurity
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1 Introduction  

1.1 Motivation and overview 

Increasing digitization of production processes also increase the requirements for 
convenient and yet secure configuration of IT-related functions in HMI systems in 
the production environment.  

SIMATIC HMI Option+ enables the users to access many different functions of 
their SIMATIC HMI Comfort Panel from Runtime. These include, among others: 

¶ Extended system functions  

ð Serial numbers, device name, article numbers  

ð Uptimes  

¶ Extended interface configuration  

ð Setting IP addresses,  

ð Enabling/disabling network adapter,  

ð Including SD and USB storage media 

ð Connecting/disconnecting network drives 

¶ Visualizing memory storage 

¶ User authentication by RFID cards 

¶ Easy handling of OPC UA certificates 

New functions using SIMATIC HMI Option+ V2 

SIMATIC HMI Option+ V2 offers you the following additional functionalities: 

¶ Visualization of the CPU utilization of the Comfort Panel 

¶ Support of SIMATIC MV320/MV325 QR/barcode readers and direct writing in 
tags 

¶ Hiding of Windows CE desktop icons possible 

¶ Extension of the service file with registry contents of the Comfort Panel 

¶ Sm@rtService Monitor application extended - logout of local users if remote 
connection is active 

¶ Simplified handling of SIMATIC logon certificates 

¶ Communication changeover (between SIMATIC HMI Option+ and operating 
system) from SOAP to OPC UA 
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1.2 Mode of Operation 

General information 

SIMATIC HMI Option+ is used as gateway between the operating system of the 
operator panel and WinCC Runtime devices. This is how the system information of 
the operator panel (e.g. IP address, device information, memory storage,é) and 
operating system parameters (e.g. IP addresses, network drives,é) are written to 
internal HMI tags using OPC UA (Unified Architecture).  

Figure 1-1 

Operating system

HMI Option+

WinCC Runtime

 

You can use the tags in your configuration and subsequently access the system 
information of the Comfort Panel directly from Runtime. 

 

User interface 

Depending on the application, different system information is relevant for the user. 
SIMATIC HMI Option+ provides the "SIMATIC HMI Option+ Configuration" dialog 
window in order to enable/configure the system information (see chapter 1.2.1).  

In the SIMATIC HMI Option+ console application (see chapter 1.2.2) you will then 
get the appropriate feedback regarding the status of the respective system 
information.  

   

Note SIMATIC HMI Option+ is only available in English. This means that the 
configuration as well as the messages in the appropriate console application will 
only be output in English. 
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1.2.1 SIMATIC HMI Option+ Configuration 

Figure 1-2 
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Navigation area (1) 

In the SIMATIC HMI Option+ configuration (SIMATIC HMI Option+ Configuration) 
you can navigate between the individual functions of SIMATIC HMI Option+ via the 
navigation area.  

Configuration area (2) 

After preselecting the function, the respective setting parameters will appear in the 
configuration area, which you can edit individually.  

Enabling/disabling functions (3) 

In principle, you can ñEnable/disable" each function separately. All functions are 
disabled by default in SIMATIC HMI Option+.  

Update cycle (4) 

The update time specifies in what cycle (seconds) the tags are to be updated at 
runtime. The update time may only be integer and must be between 1-32676 
seconds. 
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Note After you have started the Runtime on the Comfort Panel, the tags are only 
written after an update cycle. Depending on the update cycle, the tags are 
therefore not immediately available in Runtime. 

Parameter name (5) 

The parameter name is a short name for the respective tag. 

Tag name (6) 

This field shows you the names of the tags that are written at the runtime of 
SIMATIC HMI Option+. You can individually change the tag names. 

Note The enclosed TIA Portal library already contains tag tables with the default 
names and the corresponding data types.  

If you change the default names of the tags in SIMATIC HMI Option+, you also 
have to change the name of the associated HMI tags in the TIA Portal. 

 

Confirmation/cancellation (7) 

Confirm the settings with "OKñ. Using the "Cancel" button, you discard the settings.  

Note The "OK" button is only available after the functions have been enabled. 

When you confirm your entry using "OK", the configuration dialog closes 
automatically.  
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1.2.2 SIMATIC HMI Option+ console application 

The console application of SIMATIC HMI Option+ gives a feedback of the 
individual functions via the message window. This helps you, among other things, 
to diagnose possible errors. 

Figure 1-3 

2 3 4
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2

3

4

5

6

5

6

1

 

Filtering messages (1) 

Via the menu bar you have the option to filter according to different message types 
(1) in order to find the relevant message faster.  

Enabling/disabling autoscroll (2) 

The "Autoscroll" mode is enabled (2) by default, i.e. the messages are written one 
after the other from top to bottom in the message window. The most current 
message appears at the bottom of the message window. If a message was written 
in the last line of the message window, the older entries are hidden towards the top 
of the message window.  

If you are disabling "Autoscroll", you can navigate to older error messages via the 
navigation area on the right edge. 
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Note When you confirm your entry in the configuration dialog using "OK", the 
configuration dialog closes and the SIMATIC HMI Option+ console is 
automatically restarted.  

All messages so far are deleted when restarting the console application.   

 

Note The system information is only written in the appropriate tag if Runtime is 
running. If Runtime is stopped, the system information is no longer written and 
the pause icon is displayed in the status bar of the SIMATIC HMI Option+ 
console. 

1.3 Validity 

1.3.1 Released operator panels  

SIMATIC HMI Option+ has been released for the following Comfort Panels: 

Table 1-1 

 Display size in inches 

4'' 7'' 9'' 12'' 15'' 19'' 22'' 

Comfort Panel -- ǒ 

Comfort Panel PRO -- -- -- ǒ 

Comfort Panel Outdoor  -- ǒ -- -- ǒ -- -- 

 

1.3.2 Engineering software 

For you to be able to use SIMATIC HMI Option+, WinCC Comfort V15.1 (TIA 
Portal) must be installed. 

1.4 Hardware configuration  

The following application example has been executed with the following hardware 
configuration: 

Figure 1-4 

SIMATIC RF1060R/
SIMATIC RF1070R

USB

SIMATIC HMI Comfort Panel SIMATIC MV320/MV325
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1.5 Components used 

This application example was created with the following hardware and software 
components:  

Table 1-2 

Component Qty. Article number Note 

Programming unit, e.g. 
SIMATIC Field PG M5 

1 6ES7717-é..-0é 

 
Engineering station 

Comfort Panel TP700 1 6AV2124-0GC01-0AX0 Alternatively, any other 
released operator panel 
can also be used 
(Table 1-1) 

TP1200 Comfort Panel 1 6AV2124-0MC01-0AX0 

Comfort Panel TP1500 
PRO 

1 6AV2124-0QC24-1AX0 

SIMATIC SD card 2 6AV6671-8XB10-0AX1 Memory size 512MB 

Alternatively, SD cards 
with other storage sizes 
can also be used.  

SIMATIC RF1060R 1 6GT2831-6AA50 RFID card reader 

SIMATIC RF200 1 6GT2890-0CA00 Card holder for RF 
1060R 

Transponder MDS D400  3 6GT2600-4AD00 RFID card 

Alternatively, any other 
RFID card (standard: 
ISO 15693, ISO 14443 
A/B (MIFARE)) can also 
be used. 

SIMATIC MV320 1 6GF3320-0HT01 Alternatively, you can 
also use the SIMATIC 
MV325 handheld reader. 

SIMATIC WinCC Comfort 
V15.1 (TIA Portal) 

1 6AV2101-0AA05-0AA5 - 

WinCC Sm@rtServer for 
SIMATIC Panels 

1 6AV2107-0CP00-0BB0 Only when using 
Comfort Panels with a 
device version lower 
than 14.0.0.0 

SIMATIC HMI Option+ 1 - - 
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2 First Commissioning 
To be able to use SIMATIC HMI Option+, the following steps must be carried out 
for initial commissioning:  

1. Install the HMI Option+ setup on an engineering PC. 

2. Transfer the HMI Option+ setup via SIMATIC ProSave to the operator panel.  

3. Enable the following services on the panel 

The following three subchapters show you detailed steps that are necessary for 
initial commissioning. 

Note In order to be able to transfer SIMATIC HMI Option+ onto the operator panel, 
SIMATIC ProSave or TIA Portal V15.1 has to be installed on the engineering PC.  

 

Note You can download SIMATIC ProSave for free from the following link: 
https://support.industry.siemens.com/cs/ww/en/view/10347815 

2.1 Installing SIMATIC HMI Option+ Setup 

 

Note If you have already installed an earlier version of SIMATIC HMI Option+, you can 
install the latest version without uninstalling the older version. 

The following table shows you which steps are necessary in order to install 
SIMATIC HMI Option+ on your engineering PC. 

Table 2-1 

No. Description 

1.  Download the "SIMATIC HMI Option+ V2 Setup.zip" file from this application 
example and unzip it. 

2.  Start the installation by double-clicking on "HMIOptionPlus_2.0_Setup". 

 
The wizard for installing SIMATIC HMI Option+ opens.  

Note The wizard for installing SIMATIC HMI Option+ is only available in English. 

https://support.industry.siemens.com/cs/ww/en/view/10347815
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No. Description 

3.  In the first installation step click "Next". 

 
 

Note 

After the initial installation, this installation step allows you to perform a repair 
installation or to uninstall SIMATIC HMI Option+. 

4.  Subsequently, click "Install" in the second installation step. 
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No. Description 

5.  Close the installation with "Finish". 

 
SIMATIC HMI Option+ is only available as an option for the released operator 
panels (see chapter 1.3.1) in SIMATIC ProSave. 

 

In the step you have to transfer SIMATIC HMI Option+ via SIMATIC ProSave onto 
your operator panel. A detailed description is available in the following chapter 2.2. 
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2.2 Transfer to the operator panel  

This chapter explains what steps are necessary to transfer SIMATIC HMI Option+ 
onto your operator panel via SIMATIC ProSave. 

Adjusting transfer settings on the operator panel 

Table 2-2 

No. Description 

1.  Open the "Settings" on your operator panel. 

 

2.  In the setting, open the "Transfer" menu. 

 

3.  Setting transfer settings 

1. Select "Ethernet" as transfer channel. 

2. Disable the "Validate Signature" checkbox. 

3. Confirm your selection by clicking "OK". 

 
 

Note Once you have transferred SIMATIC HMI Option+ onto the operator panel, you 
can set "PN/IE" as transfer channel again. 

 

NOTICE Using SIMATIC ProSave you can also remove SIMATIC HMI Option+ from your 
operator panel again. Afterwards, it is no longer possible to reinstall SIMATIC 
HMI Option+ because the drivers (e.g. for the RF1060R RFID reader) cannot be 
overwritten. 

To reinstall SIMATIC HMI Option+, you must perform a firmware update on the 
HMI. 
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Transferring SIMATIC HMI Option+ 

Table 2-3 

No. Description 

1.  Open SIMATIC ProSave on your engineering PC. 

 

2.  Setting connection parameters 

1. Select your device type in the "General" tab. 

2. Select "Ethernet" as connection type. 

3. Enter the IP address of your Comfort Panel in "Connection parameters". 

4. Go to the "Options" tab. 
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No. Description 

3.  Moving the "HMI Option+" option 

1. In "Available options" select the "HMI Option+ for Panels V2.0" entry. 

2. Then click ">>" to transfer the option to your Comfort Panel. 

 

 

Note If the installation was successful, "HMI Option+ V2.0" will appear in the installed 
options. After the installation, the Comfort Panel restarts automatically. 
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2.3 Enabling OPC UA Server on the operator panel  

To enable the exchange of information between the SIMATIC HMI Comfort Panel 
operating system and SIMATIC HMI Option+, you have to enable the OPC UA 
Server on the operator panel. The following table shows the steps necessary to do 
this. 

Table 2-4 

No. Description 

1. Enabling the OPC UA server 

1. In the TIA Portal, open the "Runtime settings" in the project navigation of your 
operator panel. 

2. Open "Services" in the area navigation. 

3. Enable the option box "Operate as OPC-UA server". 

 

2. Save your configuration settings. 

3. Optional: Changing OPC UA port 

If required, it may be necessary to change the port for the OPC UA communication 
on the operator panel. Proceed as follows:  

1. Click on "OPC settings" in the area navigation. 

2. Enter the new port in the "Port number" field. 

 

Note If you change the default port for the OPC communication, you also have to 
specify it in the configuration dialog of SIMATIC HMI Option+ (see chapter 3.1). 
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