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Legal information

Use of application examples
Application examples illustrate the solution of automation tasks through an interaction of several
components in the form of text, graphics and/or software modules. The application examples are
a free service by Siemens AG and/or a subsidiary of Siemens AG (“Siemens”). They are non-
binding and make no claim to completeness or functionality regarding configuration and
equipment. The application examples merely offer help with typical tasks; they do not constitute
customer-specific solutions. You yourself are responsible for the proper and safe operation of the
products in accordance with applicable regulations and must also check the function of the
respective application example and customize it for your system.
Siemens grants you the non-exclusive, non-sublicensable and non-transferable right to have the
application examples used by technically trained personnel. Any change to the application
examples is your responsibility. Sharing the application examples with third parties or copying the
application examples or excerpts thereof is permitted only in combination with your own products.
The application examples are not required to undergo the customary tests and quality inspections
of a chargeable product; they may have functional and performance defects as well as errors. It is
your responsibility to use them in such a manner that any malfunctions that may occur do not
result in property damage or injury to persons.

Disclaimer of liability
Siemens shall not assume any liability, for any legal reason whatsoever, including, without
limitation, liability for the usability, availability, completeness and freedom from defects of the
application examples as well as for related information, configuration and performance data and
any damage caused thereby. This shall not apply in cases of mandatory liability, for example
under the German Product Liability Act, or in cases of intent, gross negligence, or culpable loss of
life, bodily injury or damage to health, non-compliance with a guarantee, fraudulent
non-disclosure of a defect, or culpable breach of material contractual obligations. Claims for
damages arising from a breach of material contractual obligations shall however be limited to the
foreseeable damage typical of the type of agreement, unless liability arises from intent or gross
negligence or is based on loss of life, bodily injury or damage to health. The foregoing provisions
do not imply any change in the burden of proof to your detriment. You shall indemnify Siemens
against existing or future claims of third parties in this connection except where Siemens is
mandatorily liable.
By using the application examples you acknowledge that Siemens cannot be held liable for any
damage beyond the liability provisions described.

Other information
Siemens reserves the right to make changes to the application examples at any time without
notice. In case of discrepancies between the suggestions in the application examples and other
Siemens publications such as catalogs, the content of the other documentation shall have
precedence.
The Siemens terms of use (https://support.industry.siemens.com) shall also apply.

Security information
Siemens provides products and solutions with industrial security functions that support the secure
operation of plants, systems, machines and networks.
In order to protect plants, systems, machines and networks against cyber threats, it is necessary
to implement — and continuously maintain — a holistic, state-of-the-art industrial security concept.
Siemens’ products and solutions constitute one element of such a concept.
Customers are responsible for preventing unauthorized access to their plants, systems, machines
and networks. Such systems, machines and components should only be connected to an
enterprise network or the Internet if and to the extent such a connection is necessary and only
when appropriate security measures (e.g. firewalls and/or network segmentation) are in place.
For additional information on industrial security measures that may be implemented, please visit
https://www.siemens.com/industrialsecurity.
Siemens’ products and solutions undergo continuous development to make them more secure.
Siemens strongly recommends that product updates are applied as soon as they are available
and that the latest product versions are used. Use of product versions that are no longer
supported, and failure to apply the latest updates may increase customer’s exposure to cyber
threats.
To stay informed about product updates, subscribe to the Siemens Industrial Security RSS Feed
at: https://www.siemens.com/industrialsecurity.
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1 Task

1.1 Overview

1
1.1

Task

Overview

Introduction

In the pharmaceutical industry, the food and beverage sector or in other industries,
documentation of operator actions in terms of tracking and tracing is becoming
increasingly important.

Electronic documentation of operator actions ensures that all relevant operator
actions during the production process are stored and, where necessary,
acknowledged by the operator by an electronic signature and a comment.

Another requirement is location-independent access to process data to allow
operator control and monitoring of a running process using MS Internet Explorer or
even Terminal Services.

Overview of the automation task

The figure below provides an overview of the automation task.
Figure 1-1

B Prozessbus I

Description of the automation task

The task is to allow full tracking and tracing, indicating who operated what when
where. At the same time, it must be ensured that the logged operator actions are
tamper-proof and that they can be read at any time.

Operator actions must be recorded irrespective of whether they are performed over
the Internet or on site using a web client or terminal client.

WinCC/WebNavigator - Record Operator Actions
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1 Task

1.2 Requirements

1.2 Requirements

” @

e Operation of a process must fully document “who” operated “what” “when”

“where” and, where necessary, “for what reason”.

o After a specific time without having performed an operator action, a logged-in
user must be automatically logged out.

e Operation must be independent of the operating path (local/remote using
WebNavigator or Terminal Services).

WinCC/WebNavigator - Record Operator Actions
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2 Solution

2.1 Overview

2 Solution

2.1 Overview

Schematic layout

The figure below shows a schematic overview of the most important components of
the solution:

Figure 2-1
WinCC WebClient WinCC WebClient

Terminal Client

B AN

F WinCCRT

. WinCC WebServer
WinCC WebClient + _\B’_ :>
1 Terminal Server Ek? /m\ EB

=Ec

& Prozessbus |

1]

'—Em
U

Setup
The configuration consists of
e the PC with the connection to the controller,
e one or several web clients (optional),
e one or several terminal clients (optional).
Note When using at least one terminal client, a terminal server has to be set up on

the PC; it is then mandatory to use the Windows Server 2008 R2 or Windows
Server 2012 R2 operating system.

If no terminal clients are required, Windows 7 or Windows 8.1 can instead be
used as an operating system.

WinCC/WebNavigator - Record Operator Actions
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2.2 Description of the core functionality

Delimitation
This application does not include a description of
e operating system installation
o SIMATIC software installation (WinCC Professional, options).

Basic knowledge of these topics is assumed.

Assumed knowledge

Basic knowledge of the SIMATIC WinCC Professional automation software and the
Microsoft Windows operating system is required.

2.2 Description of the core functionality

Using examples, this application shows the use of the SIMATIC WIinCC
WebNavigator option in conjunction with SIMATIC Logon to document process
interventions with user-defined operator messages.

It differentiates between the VBS and C script languages that are available in
SIMATIC WiInCC Professional.

The application also explains the difference between logging operations on a
standard operator station and operations that are performed using a SIMATIC
WinCC WebNavigator Client.

It shows how to
e automatically start the WinCC WebClient when a user logs on to Windows.

e start the WinCC WebClient with a default user if it has previously been
terminated by automatic logout due to inactivity.

e log on a new user during an active web session.

WinCC/WebNavigator - Record Operator Actions
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2.3 Hardware and software components
2.3 Hardware and software components

231 Validity

This application is valid for

e WinCC Professional V15.1 or later

e SIMATIC Logon V1.5 SP3 or later

e SIMATIC WIinCC/WebNavigator V15.1 or later

2.3.2 Components used

The application was created with the following components:

Hardware components

Table 2-1
Component Qty Article number Note
PC 1 E.g. SIMATIC IPCs Web Server
http://www.siemens.com/ipc
SIMATIC ITC1500 1 6AV6646-1AB22-0AX0 Terminal Client (optional)
Software components
Table 2-2
Component Qty Article number Note
SIMATIC WinCC Professional 1 6ES7822-1..05-
V15.1
SIMATIC Logon V1.5 SP3 1 6ES7658-7..51-0Y.0
SIMATIC WinCC/WebNavigator 1 6AV2107-0K.00-0B.0
Windows 1 Only necessary
Server 2008 R2 SP1 or when used as a
Windows terminal server.
Server 2012 R2
Windows 7 or Windows 8.1 1 Sufficient if no
terminal client is
used.

Example files and projects
The following list includes all files and projects that are used in this example.
Table 2-3

Component Note

109479441 _RecordOperatorActions_DOCU_v11.zip This zip file includes the
WinCC Professional project.

109479441 _RecordOperatorActions_DOCU_v11_e.pdf | This document.

WinCC/WebNavigator - Record Operator Actions
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3 Mode of Operation

3.1 Plant configuration with the SIMATIC WinCC WebNavigator Client

3 Mode of Operation

Generally, this application differentiates between two scenarios:

e The WebNavigator Server is operated on a WinCC single-/multi-user system
and the clients connect directly to the WebNavigator Server via
WinCCViewerRT.

e Together with a WinCC single-/multi-user system, the WebNavigator Server is
operated on a terminal server. The clients connect to the WebNavigator Server
within a terminal session.

3.1 Plant configuration with the SIMATIC WinCC
WebNavigator Client

e The following software is installed on a workstation:
- Microsoft Windows Server 2008 R2 or Microsoft Windows 7
- SIMATIC WiInCC Professional
- SIMATIC WiInCC WebNavigator Server
- SIMATIC Logon

e Using the SIMATIC WinCC WebNavigator Client, the SIMATIC WIinCC
WebNavigator Server is accessed from remote computers.

Figure 3-1

- Microsoft Windows Server 2008 SR2 / Windows 7 =

- WiIinCC Professional RT

1 - WinCC WebNavigator Server
-
| Hl LAN

-
[ Prozessbus -

- Windows 7
- WinCC WebNavigator Client

WinCC/WebNavigator - Record Operator Actions
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3 Mode of Operation

3.2 Plant configuration with a terminal server

3.2 Plant configuration with a terminal server

The following software is installed and configured on a server:
- Microsoft Windows Server 2008 R2 with terminal functions
- SIMATIC WinCC Professional

- SIMATIC WinCC WebNavigator Server

- SIMATIC Logon

Using a switch, several SIMATIC Thin Clients can connect to the server. The
SIMATIC WinCC WebNavigator Server is accessed on the local system. No
separate SIMATIC WinCC WebNavigator Clients are required on the SIMATIC
Thin Clients.

Figure 3-2

Microsoft Windows Server 2008 SR2
1 - WinCC Runtime Professional
WinCC WebNavigator

| AN

Ex

Industrial Thin Clients

B Prozessbus
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4 Configuring the web server

4.1 Installing the web server

4 Configuring the web server

The configurations in this chapter require that the following components be

installed:

« SIMATIC WiInCC Professional Runtime
* SIMATIC WinCC WebNavigator
+ SIMATIC Logon

4.1 Installing the web server

Additional Windows components need to be installed for the operation of WinCC
Professional via remote access.

Note When installing the WebNavigator, the required settings are usually made by the
installation routine.

However, make sure to check all settings using the following table, especially
when using Terminal Services.

Table 4-1

No.

Action

Windows 7

e  Open the control panel via "Start > Control Panel".

e Click on the "Programs" category or the "Programs and Features" setting.
e Click on "Turn Windows features on or off".

e Activate the components stated under 2.

Windows Server 2008

e Inthe Server Manager, Roles Summary, click on "Add roles".
o Select the “Web server (IIS)” entry under “Server Roles”.

e Select the components stated under 2. under "Role Services".

¢ Web Management Tools:
IIS Management Service, IS Management Console, IIS Management
Scripts and Tools, lIS Metabase and IIS 6 configuration compatibility,
IIS 6 WMI Compatibility
= Internet Information Services
e FTP Server
= Web Management Tools
= 15 6 Management Compatibility
056 Management Console
I5 6 Scripting Tools
V| ) 156 WMI Compatibility
| | TI5 Metabase and 5 & configuration compatibilit
| | 15 Management Conscle
| ., 15 Management Scripts and Tools
v 1S Management Service

WinCC/WebNavigator - Record Operator Actions
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4 Configuring the web server

4.1 Installing the web server

No.

Action

3.

e World Wide Web Services > Common HTTP Features:
Default Document, Static Content
= , Internet Information Services
711 FTP Server
| Web Management Tools
, World Wide Web Services
[7] 1, Application Development Features
= ; Common HTTP Features
. Default Document
. Directory Browsing
. HTTP Errors
. HTTP Redirection

i Static Content

. WebDAV Publishing

‘OEEOOOE

=

e World Wide Web Services > Application Development Features:

ISAPI Extensions, ISAPI Filters, ASP (in this order)
= . Internet Information Services

D . FTP Server
| Web Management Tools

= ; World Wide Web Services
=] . Application Development Features

[] | .MET Edensibility
., ASP
1)) ASP.NET
E) car
| ISAPI Extensions
}
[ | Server-Side Includes

e World Wide Web Services > Security:
Ruest Filtering, Basic Authentication
= , Internet Information Services

[F11, FTP Server
, Web Management Tools

., World Wide Web Services

, Application Development Features

. Common HTTP Features

. Health and Diagnostics

. Performance Features
Security
exic Authentication
) Client Certificate Mapping Authentication
J Digest Authentication
, II5 Client Certificate Mapping Authentication
) IP Security
. Request Filtering
o URL Authaorization
. Windows Authentication

OO0EOOO0OE"
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4 Configuring the web server

4.2 Installing the web client

4.2

Installing the web client

Table 4-2
No. Action
1 e Insert the data medium of your WinCC Runtime Professional application into
the drive and select the installation routine.
¢ Confirm the dialog box with “Next”.
SIMATIC WinCC Runtime Professional - Setup
SIEMENS Totally Integrated Automation
’—E) Installation language
© General setlings Please select an installation language
@) iInstallation lang
~ : () Installationssprache: Deutsch
LT O EEEE L)
() Langue dinstallation : Francais
~ Install () Idioma de instalacian: Espafigl
© Overview () Lingua di installazione: ltaliano
- Modify system
~ System configuration
B 5umma[y 1 Please close all applications before continuing with the setup.
0 The following documents contain important information about the installation and
use of these products.
‘We recommend that you read this prior to installation
[ Read installation notes ]
[ Read product information J
2. o Select “Modify/Upgrade”, if WinCC Professional Runtime is already installed

on this computer.
¢ Confirm the dialog box with “Next”.

SIMATIC WinCC Runtime Professional - Setup

SIEMENS Totally Integrated Automation
A previous installation has been detected.
] Please select:
o
~ General settings [ ‘,],/~ @ Modify/Upgrade

—\9 Use to modify installed products or update to later version.

© Configuration

Install 3 Repair

~ Qverview —d Use to repair installed products with complete reinstallation
~ Modify system

~ System configuration

¥ © uninstall
4 Remove products completely from this computer.

~ Summary

o Following changes are available:

3, = B SIMATIC WinCC Runtime Professional V13.0 SP1

WinCC/WebNavigator - Record Operator Actions
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4 Configuring the web server

4.2 Installing the web client

No. Action

3. e Select the desired product languages.
e Confirm the dialog box with “Next”.

SIMATIC WinCC Runtime Professional - Setup

SIEMENS Totally Integrated Automation
Product languages
al)

-~ General setlings Please select the languages to be installed for this application.

© Siemens AG 2019 All rights reserved

English

5 Configuration [l german
[[] Chinese

 Install [ Erench
~ Overview [] Spanish

~ Modify system [ italian
~ System configuration [ Taiwanese
[] Japanese

~ Summary [ Korean

Select the options “SIMATIC WinCC WebNavigator” and “SIMATIC Logon”.

4. o
e Confirm the dialog box with “Next”.
Note

The “SIMATIC Logon” component is required in this application for user
administration and is not included in the WebNavigator.

SIMATIC WinCC Runtime Professional - Setup

SIEMENS

Totally Integrated Automation

Please select the product features you want to install. If you deselect
components which are already installed, they will be uninstalled.
a

~ General settings [ = Minimal ] £Z Iypical | [ i§ User-defined
@ SIMATIC WinCC Runtime Professional ¥V13.0 SP1
(®) Conﬁgumﬁun [ SIMATIC WinCC Runtime Clientv13.0 SP1
.,j SIMATIC WinCC Webnavigator
. C]..j SIMATIC WinCC Datamonitor
Install [WIEF SIMATIC Logen
- Overview LJE SIMATIC NET PC-Software V12.0 + SP2
~ Modify system W5 Tools N
. ) ) 3, Wicrosoft SQL Server 2008 R2 Standard Edition SP2
System configuration [ Wicrosoft SQL Server 2008 R2 Express Edition SP2
5 Automation License Manager
- Summary Runtime system for PC-based single-user or multi-user applications -

Hard Disk Drive space

Drive Size Ayailable Required Temp Remaining it
“*C\ 279,4GB 182,8G8 19GE  101,0MB 180,9GB =
D 931568 7883G8 0,08 0,08 788,3G8 i

Target directory:
C:\Program Files (x86)\Siemens\Automation

WinCC/WebNavigator - Record Operator Actions

Entry ID: 109479441,

V1.1,

09/2019

14



© Siemens AG 2019 All rights reserved

4 Configuring the web server

4.2 Installing the web client

No.

Action

confirm.

5. ¢ Read the terms of the license agreements and the security information and

e Confirm the dialog box with “Next”.

SIMATIC WinCC Runtime Professional - Setup

SIEMENS

+ General settings
© Configuration
Install
Overview

Modify system
System configuration

Summary

! You must accept all license terms.

License terms:

Totally Integrated Automation

G License agreement Siemens AG (EULA)
@ Confirmation of the security information
O Open Source and Third Party Licenses
G License Terms Microsoft SQL Server

License agreement Siemens AG (EULA)

Please note: -

This software is protected under German and/or US American Copyright Laws and
provisions in international treaties. Unauthorized reproduction and distribution of this
software or parts of it is liable to prosecution. it will be prosecuted according to
criminal as well as civil law and may resultin severe punishment and/or damage
claims.

Please read all license provisions applicable to this software before installing and
using this software. You will find them after this note.

Ifyou purchased this software on a CD marked as "Trial-Version™ or together with
another licensed software for you, this software may only be used for test and

validation purposes according to the provisions of this Trial License stated after this
note. A prerequisite for this kind of use is the installation of programs, software

libraries, etc., on your computer.

THEREFORE, WE RECOMMEND TO INSTALL IT EITHER OM A STANDALONE
COMPUTER OR ON A COMPUTER WHICH IS NOT NEEDED IN PRODUCTION OR
FOR KEEPING IMPORTANT DATA BECAUSE WE CANNOT TOTALLY EXCLUDE -

/| | accept all conditions of the listed license agreement(s).
1 hereby confirm that | have read and understood the security information on the safe

operation of the products.

6. e Accept the security settings for this computer.
e Confirm the dialog box with “Next”.

SIMATIC WinCC Runtime Professional - Setup

SIEMENS

~ General settings
© Configuration
Install
Overview

Modify system
System configuration

Summary

Totally Integrated Automation

! Security Control

Correct functionality of WinCC Runtime Professional V13.0 SP1 requires
changes to some of the security and permissions settings on your system.
‘You must accept these changes to continue the installation.

[The following user groups will be created .
"Logon_Administrator” (SIMATIC Logon Administrators)

m

The following registry settings and rights will be set
HKEY_LOCAL_MACHINE\SOFTWAREPolicies\WicrosofiVindows\ScPnP
EnableScPnP = 0

The following firewall settings will be modified
|Allow incoming ICMP Echo (ping)
|Allow file and printer sharing
Network access range: Subnet
SIMATIC Logon Remote Access Service
C:\Program Files (x86)\Siemens\SimaticLogon\sira_servicex.exe
Network access range: Subnet
SIMATIC Logon Service
C:\Program Files (x86)\Siemens\SimaticLogon\ogonsrv_x.exe
Network access range: Subnet

The following DCOM settings will be modified
Giobal defaults
Global limits.

Launch permissions "NETVWORK" Allow  Deny

Local launch - -

Remote launch - -

Local activation - - i

[ Save report Il Print report ]

ssions settings on this computer. :

WinCC/WebNavigator - Record Operator Actions
Entry ID: 109479441, V1.1, 09/2019
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4 Configuring the web server

4.2 Installing the web client

No.

Action

7.

e Anoverview of the components to be installed is displayed.

e Confirm the dialog box with “Modify” when re-installing or “Install” in case of
a first time installation.

SIMATIC WinCC Runtime Professional - Setup

SIEMENS Totally Integrated Automation

Overview
a

Product configuration:
[)SIMATIC WinCC Webnavigator

[5F Web Navigator Server

[ Web Navigator Client

[ Diagnostics Client
[E#SIMATIC Logon

+ General settings

-~ Configuration

© Install
< Overview Installation path:
* Modify system C:\Program Files (x86)\Siemens\Automation
~ System configuration
~ Summary

The installation routine is started.

SIMATIC WinCC Runtime Professional - Setup

SIEMENS Totally Integrated Automation

v General settings

v Configuration

O Install Intuitive.

~ Overview
© Modify system
System configuration

Summary

Estimated time remaining: 19 minutes

WinCC/WebNavigator - Record Operator Actions
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4 Configuring the web server

4.3 Configuring the web server

4.3 Configuring the web server

To enable the IIS (Internet Information Server) to provide the images of the web
server, the web server must be configured.

Start the web server via “Start > Siemens Automation > Options and Tools > HMI
Tools > WIinCC WebConfigurator”.

Table 4-3

No.

Action

9.

In the WebNavigator context menu, open “WebConfigurator”.
. Siemens Automation
E Automation License Manager
Autornation Software Updater
Security Controller
e TIA Portal V13
. Documentation
. Options and Tools
@ 57-PLCSIM Sirnulating Modules
; HMITools
4D OPC XML Manager
S8 SIMATIC ProSave
& WinCC Audit Viewer
Eﬂ WinCC Document Viewer
E WinCC Runtime Advanced T
i i ignal

WinCC WebConfigurator
TV T wer Ll

10.

Select to create a new or an additional web site.

Here, you can create a new standard \Web site or add a virtual folder to an
existing activated \Web site:

E5 WinCC Web Configurator x|

{+ Create a new standard Web site (stand-alone)

{~ Add toan existing Web site (virtusl folder)

Cancel <Back [ Mext> Finish

WinCC/WebNavigator - Record Operator Actions
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4 Configuring the web server

4.3 Configuring the web server

No. Action
11. Confim the next dialog box with “Next”.
x
wielcome ta the Internet Information Server Configuration
The “Web Configurator allows you to create a new Wweb M avigator
szite or change the settings of an existing one.
Cancel Eirishy
12. As the default web page, select “WebClient.asp” and click on “Next” to confirm
your selection.
x
Here, you can specify a name, |P address and TCF connection (default:
800 for your Web site:
MName of the \web site:
IWebNa\figator
Port: IP Address:
IBJD I{.NI not assigned) j
Diefault \Web-Page:
| WebClient asp =l
Reconnect Intenval
|1D s
¥ Start the web-site after being configured.
Cancel <Back [ MNext> Finish
WinCC/WebNavigator - Record Operator Actions
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4.3 Configuring the web server

No. Action

13. Take over the firewall settings and click on “Finish” to confirm your selection.

£ winCC Web Configurator x|

Configuring the Windows-Firewall

Please check the firewall settings for the services “World Wide Web
Services (HTTP Traffic-In)” er “World Wide Web Services (HTTPS
Traffic-In)”. These settings can be made in “Windows Firewall with
Advanced Security” and “Inbound Rules™.

Vindows-Firewal |

Cancel | <Back | Heds | Finish |

14. Close the following dialog box using the “OK” button and restart the computer.

WinCC Web Configurator x|

L ] "-.,‘ The Inetinfo parameters were set, It's recommended ko reskart your syskem,
L

WinCC/WebNavigator - Record Operator Actions
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4 Configuring the web server

4.4 Setting up the start parameters of the Web Viewer

4.4 Setting up the start parameters of the Web Viewer

Secure access to the WebNavigator server via the “WinCCViewerRT” component
of the WinCC Web Client requires that a parameter file be created.

e  When using the “WinCCViewerRT” Web Viewer, the settings have to be made on
both the web server and a web client.

e On the web server, the settings are only necessary when using Terminal Services
(access via terminal client).

e These settings are not required on the terminal client.

Note

NOTICE If, when accessing the WinCC Web Server, you are not using its Terminal
Services — thus running the WinCC Web Client on a separate PC —, the
“WinCCViewerRT” component of the WinCC Web Client must only be
started via the logon script described in chapter 4.5.

The start parameters explained in this chapter must then be set on the
WinCC Web Client PC.

WinCC/WebNavigator - Record Operator Actions
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4 Configuring the web server

4.4 Setting up the start parameters of the Web Viewer

Table 4-4

No.

Action

15.

Configuration on the web server:

Start the “WinCCViewerRT.exe” component on the web server if the terminal
server is to be used for the access.

Configuration on the web client:

Start the “WinCCViewerRT.exe” component on the web client if the IS is to be
used for the access.

Notes
Both configuration types are independent of one another; the two access

types can also be used simultaneously.
The default installation path for the Web Viewer is

"C:\Program Files (x86)\Siemens\Automation\SCADA-RT_VXX\WinCC\

Webnavigator\Client\bin\...“.

In the start menu, select "Start > All Programs > Siemens Automation > Options
and Tools > HMI Tools > WinCCViewerRT".

The pages for setting up the configuration for the WinCCViewerRT are only
offered when calling the component “WinCCViewerRT.exe” for the first time.
If you have already made these settings and want to configure it again, you

must delete the existing configuration file “WinCCViewerRT.xml” in
C:\Users\<user name>\Appdata\LocalLow\Siemens\SIMATIC.WinCC\

WebNavigator\Client”.

WinCC¥iewerRT

General |F‘arameters I Graphics Runkime I Runtirme I

— Configuration File

I C:\Documents and Setkingstad.,,\WinCCviewerRT . xml L, |

—Server
Address

IJse project setkings, (This requires a
server version == 7.0,2)

— Credentials

Usernane I

Passwiard I

x|

ok I Cancel
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4 Configuring the web server

4.4 Setting up the start parameters of the Web Viewer

No.

Action

16.

Configuration on the server:

locally on the server.

Configuration on the client:

WebNavigator Client will not be run on the server.

Note

must individually log on to the WebNavigator Server.

WinCC¥iewerRT

(meneral |F'arameters I Graphics Funkime I Runtirne I

— Canfiguration File

I C:\Documents and Setkingstad.,, \WinCCWiewerRT . xml -, |

Apply the default address “http://localhost” — the WebNavigator Client will be run

Enter the WebNavigator server address, for example “http:/192.168.0.1” — the

The “Username” and “Password” fields are not configured. When starting, users

X

f—Server

Address

IUse project settings. (This requires a
server version == 7.0,2)

: —Creaentia 5 :

Usernarne I

Password I

o]

Cancel
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4 Configuring the web server

4.4 Setting up the start parameters of the Web Viewer

No.

Action

17.

Leave the dialog window for the configuration settings open and create the
folder “C:\NetLogon” in the Windows Explorer.

In the properties dialog of the folder, in the “Security” tab, enable read rights

for the user “Everyone”.

l Permissions for NetLogon El

Security |
Object name:  C:\MetLogon

IEI'I::IIJII:I ar User names.

52, CREATOR OWNER
82 SYSTEM

?ﬂ_ Administrators (WIN-487KEVNE3S Administrators)

Q?J Users (WIN-487KEVNEIST Users)

Add... | Remove

Pemissions for Bvenyone Allow Dery

Madify O O -

Read & execute O

List folder contents O

Fead O [

White O O -
Leam about access control and permissions

oK Cancel | Apply
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4 Configuring the web server

4.4 Setting up the start parameters of the Web Viewer

No.

Action

18.

configuration file “NoUser.xml”.

WinCC¥iewerR T

General |F‘arameters I Graphics Runkime I Runtime I

As a configuration file, specify the “C:\NetLogon\” path and name the

X

— Configuration File

I i\ MetlogonioUser, smi

L]

—SEerver

Address I hitkps fflocalbost

Ilse project settings. (This requires a
server version == 7.0,2)

—Credentials

Usernarme I

Passward I

o |

Zancel

19.

In the “Parameters” tab, make the following settings:
e Check “Disable Keys”.
e Set the hotkeys for the property sheet to “None”.

WinCC¥iewerRT

izeneral Parameters IGraphics Rurkime I Furtime I

—Language Setting at Runtime

—Default Language at Runkime

|English A3

F—Dizable Keyvs
¥ Task change (Ale+TAB, Chrl+Ese, ALE+Esc)

—Hotkeys

Property sheet Mone

Cancel
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4 Configuring the web server

4.4 Setting up the start parameters of the Web Viewer

No.

Action

20.

In the “Graphics Runtime” tab, make the settings as shown in the screen shot.

Note

Optionally, a start screen can be selected. Otherwise, the settings from WinCC
User Administrator will be applied.

WinCCVYiewerRT x|

izeneral I Parameters Graphics Runtime |Runtime I

—Skart Picture

—Skart configuration menu and toolbars

f —window Attributes ———  — Turn off

[]Title
[ ]Baorder
[ IMaximize
[ IMinimiz

(0] 4 I Zancel |

21.

In the “Runtime” tab, make the following settings:
e  Check “Enable monitor keyboard”.
e  Set “Automatic logout” to “5” minutes.

WinCC¥iewerRT x|

izeneral I Parameters I izraphics Runkime  Funtime |

f—Monitor kevboard N

¥ Enable monitor keyboard:

[ allow Cerl+alk-+Del

— Automatic logouk

e .
after I = Mintes absalute time
& idle time

Ik I Cancel
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4 Configuring the web server

4.4 Setting up the start parameters of the Web Viewer

No. Action
22. Confim the dialog box with “OK”.
The configuration file is saved in the “C:\NetLogon” folder and WinCCViewerRT
is started.
Note
In the future, “WinCCViewerRT’ must be started with this configuration file.
(=0 =R =
@'\:jv‘ <« Local Disk (C:) » MNetLogon - | +4 | | Search Netlogon j e [
Organize = Include in library « Share with + Burn New folder =+ .é.
X Favorites i MName ) Date modified Type Size
Bl Desktop =] NoUserxml 9/15/2015 3:29 PM XML Document 0 KB
4 Downloads
= Recent Places
. Libraries i
Note For more information on the configuration of the “WinCCViewerRT” Web Viewer,
please refer to this FAQ:
https://support.industry.siemens.com/cs/ww/en/view/46824563
WinCC/WebNavigator - Record Operator Actions
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4 Configuring the web server

4.5 Setting up the logon script of the Web Viewer

4.5

Setting up the logon script of the Web Viewer

Secure access to the WebNavigator Server via the “WinCCViewerRT” component
of the WinCC Web Client requires that a logon script be created.

Note

The settings have to be made on the web client only when using the
‘WinCCViewerRT” Web Viewer.

These settings are not required on the web server.
These settings are not required on the terminal client.

NOTICE

started via the logon script described in this chapter.

If, when accessing the WinCC Web Server, you are not using its Terminal
Services — thus running the WinCC Web Client on a separate PC —, the
“WinCCViewerRT” component of the WinCC Web Client must only be

Running the logon script requires the start parameters described in

chapter 4.4.
Table 4-5
No. Action
23. Use the Explorer context menu to create a new text file in the “C:\NetLogon\”
folder.
[E=N(EoR ==
@LJIV| <« Local Disk (C:) » Metlogon - | +3 | | Search NetLogon [
Organize * Include in library « Share with « Burn New folder =« [
¢ Favorites Name - Date modified Type Size
Bl Desktop [£] NoUserxml  9/15/2015 3:29 PM XML Document 0KB
4. Downloads View b
| Recent Places Sort by »
Group by 4
N_lerarles Refresh
¢| Documents
_. Music Customize this folder...
k=| Pictures Paste
E Videos Paste shortcut
Undo Rename Ctrl+Z
1% Computer
£, Local Disk (C) STl '
New 3 Folder
Properties Ll | STt
& Bitmapimage
5 Contact
% Journal Document
\%| Rich Text Document
| Text Document
1, Compressed (zipped) Folder
Eﬁ Briefcase
1 item
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4 Configuring the web server

4.5 Setting up the logon script of the Web Viewer

No. Action
24. e Rename the text file “New text file.txt“ in “NoUser.bat”.
e Confirm the question whether you want to rename the file with “Yes”.
[= ==
@n\‘;;v| J < Local Disk (C:) » NetlLogon - | 3 | | S letl ogon o
COrganize « ijpen > Print Burn New folder ==« i .j@.
S S MName Date modified Type Size
Bl Desktop =] NolUserxml 9/15/2015 3:29 PM XML Document 0 KB
& Downloads _ [MNoUserbat | 9/15/20153:35 PM  Text Docurnent 0KB
1=l Recent Places
Rename
i Libraries l . Ifyou change a file name extension, the file might become unusable.
3 Documents 2
it?
J“. Music Are you sure you want to change it?
= Pictures
B Videos Ves
1% Computer
£, Local Disk (C:)
C MNoUser.txd Date modified: 9/15/2015 3:35 PM Date created: 9/15/2015 3:35 PM
Text Document Size: 0 bytes
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4 Configuring the web server

4.5 Setting up the logon script of the Web Viewer

No.

Action

25.

e Select the “NoUser.bat” file and in the context menu, select the “Edit”
command.

e Write the following text to the batch file:
"C:\Program Files (x86)\Siemens\Automation\SCADA-
RT_Vxx\WinCC\Webnavigator\Client\bin\WinCCViewerRT.exe" /maximized
C:\NetLogon\NoUser.xml

e Save the batch file.

Note
The path name may have to be adjusted to your environment.
=1 Eom =
@uv| . < Local Disk (C:) » NetlLogon - | +3 | | Search Netlogon 2 [
COrganize « Open Print Burn MNew folder ==« i liéil
X Favorites MName ) Date modified Type Size
Bl Desktop =] NolUserxml 9/15/2015 3:29 PM XML Document 0 KB
4. Downloads 5] Nollser hat 9159015 3-35 Phd Windows Batch File 0KB
= Recent Places Open
Edit
- Libraries Print
3 Documents ¥ Run as administrator
.J’- Music Troubleshoot compatibility
= Pictures Restore previous versions
Vid
B Videos Send to 3
M Computer Cut
&, Local Disk (C:) Copy
Create shortcut
Delete
Rename
Properties
4 I ¢

| MNoUserbat Date modified: 9/15/2015 3:35 PM Date created: 9/15/2015 3:35 PM
“v“:g Windows Batch File Size: 0 bytes

26.

Use the “File > Save” and “File > Exit” menu items to save and close the file.

P

mj Mollser.bat - Notepad E'@
Edit Format View Help

Mew Ctrle N [=iemens’Automation’sCAl .

Open... Ctrl+0

Save Ctrl+5

Save As...

Page Setup...

Print... Ctrl+P

Exit i
] I b
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4 Configuring the web server

4.5 Setting up the logon script of the Web Viewer

No. Action
27. Both the configuration file and the just created batch file are now located in the
“C:\NetLogon” folder.
(=[O )
@uv‘ . <« Local Disk (C:) » MNetLogon - | 3 | | Search NetLogon L l
Organize = Include in library « Share with + Burn New folder = o« i .j@.
X Favorites it MName Date modified Type Size
B Desktop 2| NoUserxml 9/15/20153:29 PM XML Document 0 KB
4 Downloads MNolser.bat 9/15/2015 4:01 PM  Windows Batch File 1KB
=] Recent Places
- Libraries i
WinCC/WebNavigator - Record Operator Actions
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4 Configuring the web server

4.6 Setting up a user of the Web Viewer

4.6 Setting up a user of the Web Viewer

Secure access to the WebNavigator Server via the “WinCCViewerRT’ component
of the WinCC Web Client requires that a user be set up.

Note ; ; ;
(access via terminal client).

e These settings are not required on the web client.
e These settings are not required on the terminal client.

e On the web server, the settings are only necessary when using Terminal Services

chapter 4.4.

NOTICE Make sure that the “WinCCViewerRT” component of the WinCC Web Client
is started only via the logon script described in chapter 4.5.

Running the logon script requires the start parameters described in

Table 4-6

No.

Action

28. Select <Windows> + <R> ,compmgmt.msc” to call Computer Management.

File Acton View Help

29. Go to “Local Users and Groups > Users”.

d:__! Computer Management

=10l x|

e 7 e

;é' Computer Management (Local)
= i} system Tools
@ Task Scheduler
@ Ewvent Viewer
@] Shared Folders
= % Local Users and Groups
| Users
| Groups
@ Reliability and Performance
g Device Manager
B =5 Storage
(=Y Disk Management
::':;-, Services and Applications

Mame

| Full Mame

Bl dministrator
#y Guest
Bl 2017
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4 Configuring the web server

4.6 Setting up a user of the Web Viewer

No.

Action

30.

Use the “Users” context menu to create a new user for logon to the terminal server.

_iojx

File  Acton View Help

&= 7= o= |HE

(Al Computer Management (Local) Mame | Full Mame
= {f} System Tools H_’;J.ﬁ.dminish'atur

@ Task Scheduler *, | cuest

@ Event Viewer H_’;-'Irzlill?

2] Shared Folders
=] :k,- Local Users and Groups
5
@8 Relizbiity
g Device M3
=l g Storage Refresh

- =% DiskMang  Eymart List...
B4 Services and

View g

Help

|Creates a new Local User account, | |

31.

e In both “User name” and “Full name”, enter “WebUser1”.
e Select the “Create” button to finish and close the dialog box.

mewuser 2 x|

User name: I"—"a'el:n Userl
Full name: I"-"J'EI:I Uzeri
Description: I.'-"J'EI:I User]
Password: Illllllllllll
Confirm password: IIIIIIIIIIIII

™ User must change password at next logon;

[T User cannot change password
[~ Password never expires
[ Accourt is disabled

Help | Create Close
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4 Configuring the web server

4.6 Setting up a user of the Web Viewer

No.

Action

32.

Use the context menu to open the Properties dialog box of the just created user.

E’,:_! Computer Management

File  Acton View Help

=101 x|

& | nm|XRE = HE

;é-- Computer Management (Local)
= '[[’U!- System Tools
@ Task Scheduler
@ Ewvent Viewer
2] Shared Folders
=] :k,- Local Users and Groups
| Users
| Groups
@ Reliability and Performance
g Device Manager
= ﬂ Storage
=Y Disk Management
::';3 Services and Applications

Iame | Full Mame

& s dministrator

fq_.iGuest

Ao

— Webllserl Webliser1
Set Password...

&l Tasks r

Delete
Rename

Help
|

|D|:|ens the properties dialog box for the current |
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4 Configuring the web server

4.6 Setting up a user of the Web Viewer

No. Action
33. Select the “Member Of” tab and click on the “Add...” button.
Remote control I Teminal Services Profile I Dial4in
General Member Of | Profile I Ervironmert I Sessions
Member of:
Bl Users
Changes to a user's group membership
Femaove | are not effective until the nest time the
- user logs on.
O | Cancel | Sy | Help |
34. Click on the “Advanced...” button to expand the “Select Users” dialog box.
Select this object type:
IGmups Ohiect Types... |
From thig location:
IWIN-GHMWMMOWZLI Locations... |
Enterthe object names to select (examples):
Eheck Hames |
Advanced... | ] % I Cancel |
s
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4 Configuring the web server

4.6 Setting up a user of the Web Viewer

No. Action

35. .
from the list.

e Close the dialog box via the “OK” button.

Select this object type:

Click on the “Find Now” button and select the “Remote Desktop Users” item

IGroups

From this location:

Object Types...

IWIN-GGMWMMOTVZU

Common Queries |

Locations...

[ ame; I Starts with j I

Lalumms...

Descriphion IStarts w'rthj I

™| Dizabled sceounts
™ Mon expiing passwond

[Days sinee last logom: I 'I

Find Mow

Stop

L

P

Search results:

QK I Cancel

Name (RDN) |_In Folder | -]
% I15_IUSRS WIN-GOMWMM...
% MNetwork Configurstion Operators  WIN-GOMWIMM ...
:%Perfcurmance Log Users WIN-GOMWMM....
:% Perfformance Manitor Users WIN-GOMWMM...
% Power Users WIN-GOMWMM...
2 Frirt Operators WINGOMWMM...
tRemote Deskiop Users WIN-GOMWMM...
:% Replicator WIN-GOMWMM...
%Terminal Server Computers WIN-GOMWMM....
:%TS Web Access Computers WIN-GOMWMM....
:% Users WIN-GOMWMM... -

36.

name to be used.

Select this object type:

The system now enters the computer name and group name as an object

Use the “OK” button to close this dialog box and the following one.

Select Groups

g

IGmups

Framn this location:

Ohject Types... |

IWIN-GGMWMMDTVZLI

Enterthe object names to select (examples):

Locations... |

WIN-GOMWMMOTVZ U Remate Deskton Users|

Check Mames |

Advanced... | QK | Cancel |
A
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5 Configuration of the terminal server

4.6 Setting up a user of th

5 Config

e Web Viewer

uration of the terminal server

The installation steps described in this chapter refer exclusively to the installation of
Terminal Services and their configuration.

System requirements

The following steps must already have been performed and are not discussed in

this chapter:

e |Installation and configuration of the “Windows Server 2008” operating system.
¢ Installation and configuration of SIMATIC WinCC Professional.

¢ Installation and configuration of WinCC WebNavigator Server.

Since this

NOTICE The “SIMATIC WinCC” and “WinCC WebNavigator Server” programs must
not run under Terminal Services and must therefore be installed on the
server before enabling Terminal Services.

“WinCC WebNavigator Client” must be installed on the server using the
“Add or Remove Programs” dialog box in the Control Panel.

configuration of the applications is possible for all users and not just for
the one that installed the application.

dialog box uses the server’s installation mode, subsequent

Installation order

For a successful connection of the WebNavigator Client via Terminal Services of
the operating system, it is mandatory to follow the installation steps listed in the

table below:

Table 5-1

Installation
procedure

Software to be installed

37.

Microsoft Windows Server 2008 operating system without Terminal
Services

38.

Microsoft Windows Service Packs and hot fixes

39.

SIMATIC WinCC Professional

40.

WinCC WebNavigator server

41.

Terminal Services for the Windows Server 2008 operating system

42.

WinCC WebNavigator client
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