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The Application Examples do not represent customer-specific solutions.
They are only intended to provide support for typical applications. You
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used. These Application Examples do not relieve you of the responsibility
of safely and professionally using, installing, operating and servicing
equipment. When using these Application Examples, you recognize that
Siemens cannot be made liable for any damage/claims beyond the
liability clause described. We reserve the right to make changes to these
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deviations between the recommendations provided in these Application
Examples and other Siemens publications — e.g. Catalogs — then the
contents of the other documents have priority.
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We do not accept any liability for the information contained in this
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Objective of the application

The international OPC Alarm & Events standard allows easy access to
process messages and the display and processing of messages from
systems of different manufacturers in a Windows application.

This application shows

how a simple and individual signaling system can be programmed
based on OPC Alarm & Events,

how the SIMATIC NET OPC Alarm & Event server has to be configured
to receive messages from S7 controllers and

how alarm blocks can be called in the PLC from STEP 7.

Main contents of this application

The following main points are described in this application:

Delimitation

Explanations of the operating principle of OPC Alarm & Events.

Program-related handling of the OPC A&E interface of the SIMATIC
NET OPC server and visualization of the messages of a SIMATIC S7 in
a .NET application.

Creating a STEP 7 program for generating the messages.

Configuring PC stations with the SIMATIC NET OPC server and
configuring the SIMATIC NET OPC A&E server.

This application does not include a description of the following points:

Configuration and programming basics of the SIMATIC stations with
STEP 7.

Principle of operation of .NET and language syntax of C#.

COM/DCOM basic technology and its configuration.

Basic knowledge of these topics is required.
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Document structure

The documentation of this application is divided into the following main
parts.

Part Description

Application Description This part provides a general overview of the
contents. You are informed on the used
components (standard hardware and software
components and the specially created user
software).

Principles of Operation This part describes the detailed functional

and Program Structures sequences of the involved hardware and software
components, the solution structures and — where
useful — the specific implementation of this
application. It is required to read this part if you
want to familiarize with the interaction of the
solution components to use these components,
e.g., as a basis for your own developments.

Structure, Configuration This part takes you step by step through structure,
and Operation of the important configuration steps, startup and operation
Application of the application.

Appendix and Literature This chapter provides further information such as
bibliographic references, glossaries, etc.
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This entry is from the internet application portal of Automation and Drives
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of this document.
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Application Description

This part of the document provides you with an overview of the processing
of event and alarm messages from SIMATIC S7 controllers using the
standardized OPC Alarms and Events interface. You are informed on the
used components (standard hardware and software components and the
specially created user software).

The displayed performance data illustrates the performance capability of
this application.

Automation Problem

Overview

Introduction

To realize a data link, standardized mechanisms are preferably used today
in order to ensure that such a data exchange remains independent of the
used bus system or protocol or even manufacturer. A standardized
mechanism for connecting different subsystems is also to be used for the
exchange of event and alarm messages.

Overview of the automation problem

The figure below provides an overview of the automation problem.
Figure 1-1

PC station

PC application

Display Acknowledgement

Ethernet | | Profibus |

SIMATIC SIMATIC
S7-300 S7-400
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Description of the automation problem

In an automation system, different devices are used to control the process.
In this case, these devices are two SIMATIC S7 controllers. Figure 1-1
shows the involved components.

The automation problem consists of acquiring event messages and alarms
from the automation systems in a central signaling system on a PC station.
The PC station collects the alarms and displays them in the correct
sequence. Furthermore, the PC station can acknowledge alarms if this is
required. Automation systems and PC station are to communicate via
Ethernet.

A communications link to the PC stations via Profibus is basically also
possible; however, it will not be discussed here to simplify matters.

1.2 Requirements

Automation problem requirements

The alarm and event mechanism is not used for cyclic transmission of large
data volumes; important events from the controller are signaled without
causing unnecessary communication load on the controller by polling the
PC station.

Controller requirement

The controller is to be capable of actively sending a message from the user
program in the event of unexpected events without requiring that the
controller be polled by the PC station.

The controller must have a communication option to a central signaling
system, preferably via Ethernet.

PC station requirements

The PC station must have the necessary physical connection with
corresponding hardware and software for the communication with the
controller.

The application for display and acknowledgement of event messages is to
use a standardized interface to the communications software to enable the
integration of any event sources.

V1.0 Issue 30.10.2007 8/75
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2 Automation Solution
2.1 Overview of the overall solution

Diagrammatic representation

The following figure schematically shows the most important components of
the solution:

Figure 2-1

SIMATIC PC station
« VWindows XF Professional 1
« CF 1613, PCl interface card j
» Standard Ethernet card 5

+ SIMATIC NET PC software V6.4 h -
* STEF 7 version 5.4
 Visual Studio NET (C#)

= e e -

Ethernet
switch

Ethernet

SIMATIC 1 SIMATIC 2
+CPU315-2PN/DP  +CPU412-2 DP

+ SM374 (8x digital 10)  + SM (32x digital |0)
+ CP 343-1 + CP 443-1

Configuration

A PC station is connected to a CPU 315-2 DP/PN and a CPU 412-2 via
Ethernet. A CP 1613 is used in the PC. The onboard Ethernet card can
also be used as an Ethernet card.
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2.2

Description of the core functionality

The SIMATIC NET OPC Alarm and Events (A&E) server forms the core of
the functionality of this example, which, unlike an OPC Data Access server,
is capable of receiving messages directly from the controller without having
to perform polling access to the controller.

The figure below shows the functional chain for such a message.

¢ When an event occurs, e.g. an E0.3 error input is set, an alarm block,
for example ALARM_8P, can be called in the S7 program.

e Viathe S7 protocol, the S7 station sends an event to the SIMATIC NET
OPC server.

e The OPC A&E server converts all information to OPC parameters and
sends an alarm to the OPC client application.

Figure 2-2

OPC client application

Displ
‘ |spf ay |

(3) %

S7 protocol

@ 4 1o

CP 1613

S7 connection

()}
o

ALARM_8P 3 @

EO0.3

 Ndd
T dD

l a
ng /U

The OPC client application shown here also offers the option of displaying
OPC alarms and, depending on the alarm type, also of acknowledging
these alarms. For this purpose, the application provides the following
functionality:

Display:

e Registering for the reception of events.

e Selecting and displaying attributes.

e Filtering alarms according to severity and type.

¢ Displaying message texts and associated values.
Acknowledgement:

e Highlighting messages requiring acknowledgement.

V1.0
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¢ Acknowledging indicating the user.

Overview and description of the user interface

The window of the user interface in Figure 2-3 displays the list of alarms
and event messages. The Server and Subscription menus are used for
the connection establishment to the server and the communication
configuration. Alarms are acknowledged via a context menu on the alarm
message or via the Server menu.

The alarms and event messages are inserted into the list from the top in the
order of their occurrence. The message type, e.g. event message or alarm,
is indicated by the color of the message. The status of an alarm with regard
to acknowledgement and activity is indicated by the shading of the color
and icons in the message line.

The user can select additional associated values for the display and make
filter settings for the signaled events and alarms.

Figure 2-3
=10l

File  Server  Subscription  Settings

Server j Disconnect |
Ewent Time | Severity | Source | A| Condition | State | Meszage | Error |
7 10:49:53.432 500 57300 ALARRI Enabled, Active, Acknowl..  Meszzage test for ALARMT coming from 57-300, .

7 10:43:50.537 500 57300 ALARRT Enabled, &cknowledged Mezzage text for ALARMI coming from S7-300, ..
w7 10:49:33.859 500 57300 ALARRT Enabled, &cknowledged Mezzage text for ALARMI coming from S7-300, ..
&7 03:47:06.042 500 57400 STATEPATH Enabled, Acknowledged Oh oy god, the connection o 57-400 was lost 11
‘@} 10:48:20.473 500 S7AI00 Y ALARME Enabled, Active Fy tet with value: -61

10:47:53.507 500 57300 DIAGNOSIS044303 0 DIAGNOSI5 054303
w7 10:47:45.071 500 57300 ALARRT Enabled, &cknowledged Mezzage text for ALARMI coming from S7-300, ..
<7 104709700 500 S7:M300 ALARMS Enabled ty test with value: 115
w7 104715721 500 57300 ALARRT Enabled, &cknowledged Mezzage text for ALARMI coming from S7-300, ..
7 024412682 500 S7:N400 STATEPATH Enabled, Acknowledged Oh my god, the connection to 57-400 was lost 11
%7 10:45:35.189 500 57300 ALARME Enabled, &cknowledged by test with value: #MMA
Attribute | Walue |
ActorlD
ActiveTime 10:46:43.104
Changetdask  ActiveState, Attribute
ClientHandle  0x0
Cookie 0x114E0BS
EventCategory SIMATIC 57 programmierter Alarm
EventType Condition
SubCondition  ALARN1
Guality good

® cornected
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Figure 2-4 schematically shows the most important components of this

solution.
Figure 2-4
PC station
PC application A&E client
Configuration :
acknowledgement Display events
v I
S7 protocol
Ethernet
7 I N
B ERENE
3215 |8 H

SIMATIC station 1

SIMATIC station 2

The following table describes which steps have to be performed to trigger
different alarms and to operate the sample application.

Table 2-1

No.

Action

Note

Selecting the OPC A&E server

The server must be an A&E server

Registering for the reception of
events

Buffer time and filter are indicated for
the subscription

3. Triggering alarms and events Initiating programmed alarms with
associated values in the PLC
4, Triggering alarms of the Simulating an interruption of the
connection connection by removing the Ethernet
cable or switching off the CP
5. Triggering diagnostic alarms of Simulation by start/stop or warm
the controllers restart of the controller
6 Changing the filter criteria Severity, category and event type
7. Acknowledging selected alarms | Different behavior of active and

inactive alarms

V1.0
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Advantages of this solution

The advantages of the solution described here are based on using the
manufacturer-independent and widely used OPC technology. This sample
implementation shows the most important possibilities of the OPC Alarm
and Events interface.

Advantages of the solution in detail:

Use of the international OPC Alarm and Events standard.

Protection of investment by expansion capability.

Simple realization of a connection to different event and alarm sources.
Configurable, thus flexible solution.

Connection of non-Siemens systems with identical mechanism.

High-performance data transmission by using the event mechanisms on
all levels of the communication without the necessity for polling access.

Acknowledgement of alarms via the OPC Alarm and Events standard.

V1.0
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2.3 Required hardware and software components

Hardware components

Table 2-2

Component No. | MLFB / order number Note

SIMATIC Rack PCIL40S |1 6AG4 001-0AA21-0KXO0 | Configurator: See FAQ ID

industrial PC 17128155.

CP 1613 1 6GK1 161-3AA00 Optionally, the onboard Ethernet

communications card can also be used.

processor for

ETHERNET, PCI card

CPU 412-2 DP 6ES7-412-2XG04-0AB0 | S7 CPU

CP 443-1 Advanced 6GK7 443-1EX40-0XEO | Ethernet communications
processor.

SM474 DI/DO simulator Simulation module, digital, 32xIO.

CPU315-2 DP 6ES7 315-2AG10-0AB0O | S7 CPU, Ethernet onboard.

CP 343-1 6GK7 343-1EX21-0XEOQ | Ethernet communications
processor.

SM374 1 DI/DO simulator Simulation module, digital, 8xIO.

Standard software components

Table 2-3

Component No. | MLFB /order number Note
STEP 7 V5.4 SP1 1 6ES7 810-4CC08-0YA7 | For configuring and programming

S7 300 /400 CPUs.

SIMATIC NET CD V7.0 PC Edition 2007 Delivered with the CP 1613.
Microsoft .NET Download from the (Optional) If older SIMATIC NET
Framework 2.0 Microsoft home page version is used.
Microsoft Visual Studio |1 To order this component, | (Optional) Only if changes to the

.NET 2005 Professional

contact your
administrator or visit the
Microsoft home page

sample code are necessary.

V1.0
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Example files and projects
The following list includes all files and projects that are used in this

example.
Table 2-4
Component Note
26548467 _OPC_AE_CODE_v10.zip This file contains the following zip files:

e OPC_AE_STEP7_CODE.zip:
This zip file contains the STEP 7 project (incl.
hardware configuration for the PC station and
the SIMATIC stations).

e OPC_AE_Client_CODE.zip:
This zip file contains the executable files for
the OPC client and the Visual C# project with
the source code.

26548467 _OPC_AE DOKU _v10_e.pdf | This document.
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Performance data

The Alarm & Event functionality is integrated in the SIMATIC NET product.
The OPC A&E server is installed by default during the setup and does not
have to be selected or configured separately. The OPC A&E server
complies with the current OPC specification and the latest OPC
Compliance Test Tool of the OPC Foundation was used to test its
conformity with the OPC specification.

The S7 protocol is the only protocol that is capable of actively sending
alarms from the programmable controller. For this reason, the OPC A&E
functionality is only provided via the S7 protocol. It is irrelevant whether the
S7 protocol is operated via Profibus or Ethernet.

The SIMATIC NET product includes an additional OPC Alarm & Event
server that can receive alarms of SNMP devices. This document refers
exclusively to the A&E server of the S7 protocol.

Number and scope of the possible alarm blocks depend on the S7 CPU
type. Alarm blocks are system functions (SFC) and thus a central
component of the S7 CPU operating system.

The SIMATIC S7 300 or 400 station and the PC must feature
communications processors supporting the S7 protocol.

On the PC side, this example uses S7 connections (RFC1006) via a
CP1613 (alternatively, another Ethernet card would also be possible). On
the S7 side, the integrated Ethernet interface of an S7-300 and a CP443-1
in an S7-400 controller are used.

The example can be operated analogously on Profibus hardware. S7
connections are then configured via a corresponding Profibus card
(CP5613/14 or CP5611). In the S7 300/400, the suitable Profibus interfaces
are to be used.

S7 user program

When calling the SFC blocks in the S7 CPU, system resources are
occupied for the duration of a signal cycle, thus while an alarm is present.
These resources are released as soon as the alarm cycle is completed.
The current status of the dynamically occupied system resources can be
checked via the SFC 105 block.

Only a limited number of resources is available; this ensures that the
maximum number of simultaneously active alarms is limited to approx. 50
(also less, depending on the CPU type).

For further information, please refer to the Step7 online help of the
corresponding system functions and to the S7 CPU manual.
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Principles of Operation and Program Structures

Content

3
3.1

Overview

This part describes the detailed functional sequences of the involved
hardware and software components, the solution structures and — where
useful — the specific implementation of this application.

It is only required to read this part if you are interested in the interaction of
the solution components.

General Functional Mechanisms

OPC basics

In recent years, the OPC Foundation (an interest club of well-known
manufacturers for the definition of standard interfaces) has defined a large
number of software interfaces to standardize the information flow from the
process level to the management level. According to the different
requirements within an industrial application, four OPC specifications have
been developed: Data Access (DA), Alarm & Events (A&E), Historical Data
Access (HDA) and Data eXchange (DX). Access to process data is
described in the DA specification, A&E describes an interface for
event-based information, including acknowledgement, HDA describes
functions for archived data and DX defines a server to server lateral
communication.

This example deals with the OPC Alarm and Events 1.10 interface. A
detailed documentation is available on the SIMATIC NET CD-Rom. Further
information is available at www.opcfoundation.org.

What is OPC

OPC is a collection of software interfaces for data exchange between PC
applications and process devices. These software interfaces have been
defined according to the rules of Microsoft COM (Component Object Model)
and can therefore easily be integrated into Microsoft operating systems.
COM or DCOM (distributed COM) provides the functionality of the
interprocess communication and organizes the exchange of information
between applications even beyond computer boundaries (DCOM). Using
mechanisms of the Microsoft operating system, an OPC client (COM client)
can use it to exchange information with an OPC server (COM server).

The OPC server provides process information of a device on its interface.
The OPC client starts the server and can access the offered data.

The OPC A&E server collects events from the process, a client registers for
notification and can set filters to have only very specific alarms signaled.

OPC DX also enables direct data exchange between two OPC DA servers.

V1.0
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Note If the client is located on a computer other than the server and if it
accesses the data “remotely”, this is referred to as a DCOM connection.

3.2 OPC Alarm & Events basics

This chapter explains the basics of the OPC Alarm and Events (A&E)
interface necessary for the example.

3.2.1 OPC A&E basics and delimitation from OPC DA

OPC Data Access

The OPC Data Access interface enables reading, writing and monitoring of
variables.

The OPC DA client explicitly defines the variables (OPC items) it wants to
read, write or monitor from the server. The OPC client makes this definition
by establishing a connection to the server in the first step and by thus
creating an OPCServer object in the OPC server, by creating an
OPCGroup in which it can group items with identical settings such as
update time in the second step and then by inserting items into the group in
the third step. Figure 3-1 shows the different objects the OPC client creates
in the server.

These items can then be read or written by the client. However, the
preferred way for the data exchange from server to client is monitoring
during which the server, after the set update time, signals the values of
items that have changed since the last cycle to the client.

This means that events with changed data are also sent to the client when
using OPC Data Access if the values of the selected items have changed.
But the OPC client explicitly selects the items to be monitored.

Figure 3-1

—~/ OPCGroup "_". Item

OPCServer

OPCGfoup‘.—.‘ Item ‘H
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OPC Alarm and Events

The OPC Alarm & Events interface enables the reception of event
messages and alarm messages. Event messages are single messages
informing the client on the occurrence of an event. Alarm messages are
messages that inform the client on the change of a status in the process.
Such a status can, for example, be the level of a tank. In this example, a
status change can occur when a maximum level is exceeded or a minimum
level is fallen below. Alarms mostly also include the requirement that the
alarm has to be acknowledged. This acknowledgement is also possible via
the OPC Alarm & Events interface.

OPC Alarm & Events thus provides a flexible interface for transmitting
process alarms and event from most diverse event sources.

To receive messages, the OPC A&E client logs on to the server and then
receives all messages triggered in the server. To limit the number of
messages, the OPC client can specify filter criteria.

The OPC client logs on by establishing a connection to the A&E server and
by consequently creating an OPCEventServer object in the OPC server in
the first step and by generating an OPCEventSubscription via which the
messages are received in the second step. Filters for these messages can
be configured on the subscription. Figure 3-2 shows the different objects
the OPC client creates in the server.

In contrast to OPC DA, there is no explicit request of specific information,
but all events are supplied in the process and the client can limit the
guantity of the events by filter criteria when using OPC Alarm & Events.

Figure 3-2

OPCEventSubscription

OPCEventServer

/

OPCEventSubscription
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3.2.2 OPC Alarm and Events model

Types of event messages

OPC Alarm & Events defines three types of event messages that are
described in Table 3-1.

Table 3-1
Event type Description
Simple Events Single signaling of events without condition such as a system message
providing information on the failure of components.
Tracking Events Single signaling of changes to the process without condition such as the

change of a setpoint.

Condition Events Alarm messages informing on the change of a condition in the process.
Each condition change triggers an event message.

An alarm is typically a fault condition of a process requiring special
handling. If the condition of the process is normal, the condition is inactive.
If the defined condition changes to a fault condition, the condition is active.
Such a condition can, for instance, be a limit value whose violation causes
the activation of the condition and triggers a Condition Event.

Conditions of alarm messages

A status description (condition) for a part of a process has several
properties that can trigger a status change. Table 3-2 describes the
different properties. The properties are described using the example of the
level of a tank.

Table 3-2

Property Description

Enabled/Disabled | Indicates whether the condition monitoring is active.

When the tank is in operation, the condition monitoring is enabled and
violations of the selected level limit values are provided. When the
process is not active, the limit values are not monitored. This can, for
instance, be the case when the tank is emptied in order to clean it.

Active/lnactive Indicates whether the condition is normal.

When the tank level is within the limit values, the condition is inactive.
When the limit values are violated, the condition is active.

SubCondition Subconditions can be defined for a condition.

For the level there are typically the HI conditions for a violation of the high
limit, HI_HI for the violation of a critical high limit and accordingly LO and
LO_LO for the underflow of the low limits.

Acknowledged An alarm typically requires an acknowledgement by the operator.
This property indicates whether the condition was acknowledged.
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Sources for event messages

An OPC Alarm & Events server can manage several sources for event
messages. The source is included in all event messages. The source is
typically a device, for example a PLC.

When the server manages a large number of sources, OPC A&E offers the
option of segmenting them into areas. These areas can be structured
hierarchically in a tree.

The tree structure with areas and sources can be determined via the
optional IOPCEventAreaBrowser interface. Figure 3-3 shows the address
range of the OPC Foundation sample server with areas, for example
boilerl, and sources, for instance FIC1001.

Figure 3-3

- ﬁ‘ OPCSample. OPCE ventServer
—-z# bailer

# bailer\makeup

+- & FIC1001

boiler2

# boailer2smakeup

+- & FIC100z2

Note The SIMATIC NET A&E server does not support the optional interface for
browsing.

Note SIMATIC NET uses the configured S7 connections as sources for events.
The source name then corresponds to the S7 connection name.

Categories for event messages

The OPC A&E server divides the possible event messages into event
categories. The event categories are defined by the server and enable a
further subdivision of the event types defined by OPC Alarm and Events.

A list of event categories can be defined for each event type. Table 3-3
shows examples of event categories.
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ID Number: 26548467

Event type Event category

Simple Event

System message

Device error

Tracking Event

System configuration

Change default values

Condition Event

Level alarm

Deviation from setpoint

System error

Filter options for event messages

Filtering enables an OPC A&E client to determine which events it wants to
receive and to consequently adapt the quantity of the delivered messages
to its requirements. Table 3-4 describes the possible filter criteria.

Table 3-4

An event is forwarded to the client only if it corresponds to the filter values
in all criteria. If a filter criterion is not set by the client, it will not be used.

The OPC A&E server does not have to support all filter criteria. The list of
filters supported by the server can be determined by the client.

Filter

Description

Event Type

Copyright © Siemens AG 2007 All rights reserved
26548467_OPC_AE_DOKU_V10_e.doc

Defines which of the possible event types are to be supplied.

The event types given by OPC Alarm and Events are Simple,
Tracking and Condition Events.

Event Category

Defines a list of possible event categories to be supplied.
The event categories are defined by the OPC A&E server.

Severity

Defines the range of severity of events to be supplied.

The possible range of values for the severity from 1 to 1000
is defined by OPC A&E.

Area

Defines a list of areas from which events are to be supplied.
The possible areas are defined by the OPC A&E server.

Source

Defines a list of sources from which events are to be
supplied.

The possible sources are defined by the OPC A&E server.

V1.0
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3.3 Functional mechanisms of OPC Alarm & Events

This chapter explains the functional mechanisms of the OPC Alarm and
Events interface necessary for the example.

3.31 Methods of the EventServer object

The OPCEventServer object is generated by the connection establishment
of the client in the OPC A&E server. This object enables the client to
determine the server configuration via the IOPCEventServer interface and
to generate subscriptions. Table 3-5 explains the most important methods
of this interface.

Table 3-5

Method Description

QueryAvailableFilters With this method the filters supported by the server can be
determined.

QueryEventCategories | This method provides the list of event categories for the transferred
event type. This list enables the client to determine which event
categories the server can send for the different event types.

The method supplies a numeric ID and a description for each
category.

QueryEventAttributes Using this method, the client can determine the available associated
values for an event category. For a subscription these associated
values can be requested in addition to the default associated values.
The method supplies a numeric ID, a description and the data type
of the attribute for each attribute.

CreateEventSubscription | With this method a subscription can be created in the server. When
creating the subscription, properties such as active status, buffer
time and maximum number of events per callback can be specified.

The buffer time indicates how long events are collected until a
callback with a list of events is sent to the client. This is to prevent
that a separate callback is sent for each event.

The maximum number of events ensures that a callback is sent in
any case when the defined number of events per callback is
reached.

If filters are to be set for the subscription, it is advisable to generate
the subscription as inactive, to set the filters on the subscription and
to subsequently activate the subscription.

AckCondition Using this method, a list of alarms requiring acknowledgement can
be acknowledged. A text ID, a comment for the acknowledgement
and information for the identification of the alarm have to be
transferred for an alarm to be acknowledged.

Source name, condition name, instant of status change to active and
a cookie that was supplied with the event are transferred for the
identification.
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3.3.2 Methods of the EventSubscription object

The OPCEventSubscription object is generated by calling the
CreateEventSubscription method on the OPCEventServer object.

This object enables the client to configure the properties and filters of the
subscription via the IOPCEventSubscriptionMgt interface and, after
generating the subscription, to determine the currently active alarms from
the server. Table 3-6 explains the most important methods of this interface.

Table 3-6
Method Description

SetFilter With this method the filter criteria for a subscription can be defined.
Possible filters are event type, event categories, severity, areas or
sources.
The QueryAvailableFilters method enables the client to determine
which filter criteria are supported by the server.

GetFilter This method provides the filter criteria set for the subscription.

SelectReturnedAttributes | Using this method, additional associated values can be selected for
an event category. These associated values are then supplied in
addition to the associated values defined by A&E when an event of
the category is signaled.

The method has to be called for each event category for which
additional associated values are to be called.

Refresh The call of this method triggers event messages for all active
conditions in the server.

After activating a subscription, all event messages after this instant

are sent to the client. Messages before the instant are not sent and
can only be retrieved with Refresh for active conditions.

SetState With this method the subscription properties such as active status,
buffer time and maximum number of events per callback can be
changed.

The buffer time indicates how long events are collected until a
callback with a list of events is sent to the client. This is to prevent
that a separate callback is sent for each event.

The maximum number of events ensures that a callback is sent in
any case when the defined number of events per callback is
reached.

If filters are to be set for the subscription, it is advisable to generate

the subscription as inactive, to set the filters on the subscription and
to subsequently activate the subscription.

GetState With this method the settings for the subscription such as active
status, buffer time and maximum number of events per callback can
be determined.

3.3.3 Receiving messages from A&E server

Register mechanism for events
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A client is registered for events in four steps. Figure 3-4 shows the steps
and the objects involved in an overview.

Figure 3-4
/ A&E Client \ 1 /OPC Event Server\
2 / OPC Event \
> Subscription
3 éonnection Point
> Container
IOPCEventSink .
4 Connection
OnEvent -« ‘ Point

\& 2 L 2

The four steps for registering are:

e Step 1 - Establishing the connection to the OPC server
COM mechanisms are used to establish the connection from the OPC
A&E client to the server. The OPC Event Server object is generated
during this process.

e Step 2 — Creating a subscription
Using the CreateEventSubscription method on the OPC Event Server
object, the client can create a subscription. During this process the OPC
Event Subscription object is generated in the server.
The subscription should be created as inactive. The SetFilter method
on the subscription is used to make the filter settings.

26548467_OPC_AE_DOKU_V10_e.doc
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e Step 3 — Establishing the callback connection
Receiving the event messages requires that the OPC A&E client
implements the IOPCEventSink interface with the OnEvent method.
This callback interface is registered via the connection point container
and the associated connection point in the Subscription object. After
registering the callback interface, the client can activate the subscription
using the SetState method.

e Step 4 — Sending the event messages
After the subscription has been activated, the server sends a
corresponding list of event messages to the client via the OnEvent
method. After activating, the client can request the messages for the
active conditions using the Refresh method. The OnEvent method is
also used for signaling.

Associated values of Simple Events
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The OPC A&E specification defines a set of associated values that is
supplied by the server for Simple Events. Table 3-7 describes these
associated values. The other event types are also based on these
associated values, but they supply additional associated values for the
respective type.

Depending on the event categories, additional associated values can be
additionally requested.

Table 3-7
Associated value Description

Source Name of the event message source.

Time Instant at which the event has occurred.

Type Event type of the event message.
Value  Meaning
1 Simple Event
2 Tracking Event
4 Condition Event

Event Category Numeric ID of the event category defined by the server.
The list of the event categories supported by the server with numeric
ID and a description can be determined using the
QueryEventCategories method on the Event Server object.

Severity Severity of the event message.
The range of values of the severity is from 1 to 1000. 1000
corresponds to the highest severity.

Message Descriptive text for the event message.

Associated values of Tracking Events

The OPC A&E specification defines a set of associated values that is
supplied by the server for Tracking Events. This set consists of the
associated values defined for Simple Events and an additional associated
value for Tracking Events. Table 3-8 describes this additional associated
value.

Depending on the event categories, additional associated values can be
additionally requested.

Table 3-8
Associated value Description
Actor ID Text ID identifying the application that has triggered the event, for
example, by changing a setpoint.
If this application is an OPC client, this is the OPC client name that
can be set when establishing the connection.
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Associated values of Condition Events

The OPC A&E specification defines a set of associated values that is
supplied by the server for Condition Events. This set consists of the
associated values defined for Simple Events and additional associated
values for Condition Events. Table 3-9 describes these additional
associated values.

Depending on the event categories, additional associated values can be
additionally requested.

Table 3-9

Associated value Description

Condition Name Name of the condition at which a status change has occurred.

Sub Condition Name Name of the active subcondition within the condition.

Change Mask A bit mask indicating which condition properties have changed and
thus triggered the event.

Bit number Meaning

Active status

Acknowledgement status

Enabled / Disabled

Quality of the value for the condition monitoring
Severity

Subcondition

Message text

7 Additional attributes

o 0k WN PO

New State A bit mask indicating the condition status at the time of the event. If
the bit for the corresponding property is set, this property is active.

Bit number Property Meaning when bit set
0 Enabled / Disabled TRUE = Enabled

1 Active status TRUE = Active

2 Acknowledgement status TRUE = Acknowledged

Condition Quality Indicates the quality of the value on which the condition is based.
This can, for instance, be the level of a tank.

Ack Required A flag indicating whether the alarm has to be acknowledged.

Active Time Instant at which the status of the condition has changed to active or
at which the change to the current subcondition has been performed.

Cookie A server-defined cookie that uniquely identifies the event together
with other parameters from the event. When calling AckCondition on
the Event Server object, this identification is necessary to
acknowledge the alarm.

Actor ID Text ID identifying the application that has acknowledged the alarm.
If this application is an OPC client, this is the text ID that is
transferred when acknowledging with AckCondition.

This associated value is an empty string when the event is not
triggered by an acknowledgement.
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4 Functional Mechanisms of the Client Application
4.1 Alarm client functionality

The OPC client application is used for the following tasks:

o Display of event messages and alarms of any OPC Alarm and Event
servers.

e Selection and display of additional associated values, depending on the
event categories provided by the server and their associated values.

¢ Acknowledgement of alarms.
e Configuration of the filter criteria to be able to restrict the signaled
events.
User interface of the application

The following figure shows the user interface of the OPC client.

Figure 4-1
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Configuration of the OPC A&E communication

The user interface is used to visualize the event and alarm messages and
to change the settings for the quantity of the delivered messages and their
associated values. Based on the instant they were received, the messages
are arranged in the list from the bottom up. The latest message is thus
always displayed on the top of the list. The list length is limited to 100
entries, older messages are deleted.
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The following actions can be performed using the elements of the user
interface (menu, context menu in the list or buttons):

Connecting to the set OPC A&E server.

Disconnecting from the OPC A&E server.

Configuring the settings for the transfer of the messages.

Configuring the settings for the filters that are applied to the messages.
Selecting additional associated values.

Acknowledging alarm messages.

4.2 Functional mechanisms of the alarm client
The figure below shows the function blocks in the OPC client and the
interaction with the OPC server.

Figure 4-2
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The following table explains the individual function blocks and steps.

Table 4-1

No.

Description

1

When establishing the connection between user interface and OPC server, a Server
object is generated on the client side. This object encapsulates the .NET accesses to
the EventServer object of the OPC Alarm and Events COM interface (2).

The OPCEventServer object is generated in the server via the OPC A&E interface.

When establishing the connection between user interface and OPC server, a
Subscription object is generated on the client side. This object encapsulates the .NET
accesses to the EventSubscription object of the OPC Alarm and Events COM
interface (4).

The OPCEventSubscription object is generated in the server via the OPC A&E
interface. On the subscription, the filters for the messages are set and additional
associated values are requested.

To be able to receive event messages from the server, a callback connection is
established. A Callback object is created in the client and connected to the
subscription in the server. When messages are sent from the server to the client, the
client enters the messages in the list.
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4.3 Class diagrams of the alarm client

This chapter explains the static structure of the OPC client using a UML
class diagram.

The following table provides an overview of the most important C# classes
and classifies them according to their tasks.

The classes are divided into three modules

e OPC Alarm and Event Client API
The module in the AECIlientApi directory provides a .NET interface for
access to OPC A&E servers. The module can be used independently of
the sample application.

¢ Event View Control
Based on a subscription from the OPC A&E Client API, this .NET
Control displays event messages of OPC servers. The module can be
used independently of the sample application.

e Sample application
The sample application in the AEClient directory implements the OPC
A&E client using the EventView and OPC A&E Client API modules.

Table 4-2
Class Task Description
Server OPC A&E A wrapper class that encapsulates the
Client API OPCEventServer functionality and thus enables
simplified access to the COM object via .NET
methods
Subscription OPC A&E A wrapper class that encapsulates the
Client API OPCEventSubscription functionality and thus
enables simplified access to the COM object via
.NET methods.
EventNotification OPC A&E This class encapsulates the data of an event.
Client API
SampleClient Sample This class implements the functionality of the main
application dialog box of the sample application.
EventView Display of This class implements the functionality to display
events event messages.
SubscriptionSettingsDIlg | Sample This class implements the dialog box for configuring
application the general subscription settings.
FilterSettingsDlg Sample This class implements the dialog box for configuring
application the filter settings for the subscription.
AttributeSelectionDIg Sample This class implements the dialog box for selecting
application the additional associated values for the
subscription.
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4.3.1

OPC Alarm and Event Client API

ID Number: 26548467

The following class diagram shows the OPC A&E Client API classes.
These classes encapsulate the accesses to the COM interface in a .NET
API. The individual classes are explained in detail on the following pages.

Server class

Top Package:: AeServer
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The Server wrapper class described in the following table encapsulates the
OPCEventServer functionality and thus enables simplified access to the
COM object via C# methods.

The class is implemented in the OpcAeServer.cs file in the AEClientApi

module.
Table 4-3
Method Functionality
Server Constructor for the Server class.
Connect Establishes the connection to the server using COM mechanisms.
Disconnect Enables all COM interfaces of the server and thus terminates the

connection to the OPC server.

CreateSubscription

Generates a subscription with the transferred settings.

QueryAvailableFilte

rs

Supplies the filter criteria accepted by the OPC server.

QueryEventCategories| Supplies the event categories provided by the OPC server. These
event categories can be used for filtering.
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Method

Functionality

QueryEventAttributes | Supplies the possible additional attributes that can be requested for

an event category in a subscription.

AcknowledgeCondition| Acknowledges one or several alarm messages.

Dispose Enables all COM interfaces of the server and thus terminates the

connection to the OPC server.

Subscription class

The Subscription class described in the following table is a wrapper class
that encapsulates the OPCEventSubscription functionality and thus enables
simplified access to the COM object via C# methods.

The class is implemented in the OpcAeSubscription.cs file in the
AEClientApi module.

Table 4-4

Method

Functionality

Subscription

Constructor for the Subscription class.

SetFilters Sets the filter criteria to be used for the event messages of this
subscription.
GetFilters Supplies the currently set filter criteria

SelectReturnedAttributes

Enables the selection of additional attributes for an event category
and has to be called for each event category.

Refresh Using this method, all messages for currently active conditions can
be requested.

SetState Sets the subscription settings, for example active status.

GetState Supplies the current subscription settings.

Dispose The call of this method is necessary if the subscription is no longer
required and if all COM interfaces of the subscription are to be
enabled. Enables defined disconnecting from the subscription.

EventChanged Property of the class via which the delegate for event callbacks to

the application can be registered. When registering, the callback
connection to the OPC server is also established.

The mechanism for registering the callback to the OPC server is
described in chapter 3.3.3.

EventNotification class

The EventNotification class encapsulates the data of an event. The
properties of the class correspond to the associated values of the event
messages described in chapter 3.3.3.

The class is implemented in the OpcAeSubscriptionHelper.cs file in the
AEClientApi module.

V1.0

Issue 30.10.2007 33/75




Copyright © Siemens AG 2007 All rights reserved

26548467_OPC_AE_DOKU_V10_e.doc

SIEMENS

Principles of Operation and Program Structures
Functional Mechanisms of the Client Application

Alarm Client with OPC A&E

ID Number: 26548467

Subscription.Callback class

Table 4-5

The Subscription.Callback class described in the table below is an
internal utility class to implement the callback interface from the OPC
server to the OPC client for signaling the events. The conversion of the
OnEvent callback to the EventChanged delegate of the subscription is
realized in this class.

The class is implemented in the OpcAeSubscription.cs file in the
AECIlientApi module.

Method Functionality

OnEvent

This method implements the callback interface for the signaling of
events from the server to the client.

When this method is called by the server, the transferred event
information for each event is packed in the EventNotification class and
forwarded to the application via the EventChanged delegate.

4.3.2

OPC A&E client sample application

The following class diagram shows the classes of the OPC A&E sample
client. These classes realize the functionality of the user interface and use
the A&E Client API classes. The individual classes are explained in detail
on the following pages.

Figure 4-4
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SampleClient class

The SampleClient class described in the following table implements the
main dialog box functionality of the client application.

The class name corresponds to the file name in the AEClient module.

Table 4-6
Method Functionality
OnConnect Implements the functionality to connect to the server, to poll the
settings for the subscription and to create the subscription.
OnDisconnect Deletes the subscription and disconnects from the server.
OnSubscriptionSettings Opens the dialog box for the subscription settings and updates the

settings of the subscription.

OnSubscriptionFilterSettings | Opens the dialog box for the filter criteria settings and updates the
filter criteria for the subscription.

OnSelectAttributes Opens the dialog box for selecting the attributes.

OnAcknowledgeAlarm Acknowledges an alarm.

EventView class

The EventView class described in the table below implements the
functionality to display event messages.

The class name corresponds to the file name in the EventView module.

Table 4-7
Method Functionality
SetSubscription Sets the subscription for the EventView and registers the callback for
the EventView.
DeleteSubscription Deletes the subscription.
OnEventChanged Receives new events and enters them in the list.

SubscriptionSettingsDIg class

The SubscriptionSettingsDIg class described in the following table
implements the dialog box for configuring the general subscription settings.

The class name corresponds to the file name in the AEClient module.

Table 4-8
Method Functionality
ShowDialog Transfers the current status of the subscription to the dialog box and

displays the dialog box.

If the dialog box is closed with OK, the new settings for the
subscription are read out of the dialog box and returned.
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FilterSettingsDIg class

The FilterSettingsDIlg class described in the table below implements the
dialog box for configuring the filter settings for the subscription.

The class name corresponds to the file name in the AEClient module.

Table 4-9
Method Functionality
ShowDialog Transfers the current filter settings of the subscription to the dialog

box and displays the dialog box.

If the dialog box is closed with OK, the new filter settings for the
subscription are read out of the dialog box and returned.

AttributesDlIg class

The AttributesDIg class described in the following table implements the
dialog box for selecting the additional associated values for the
subscription.

The class name corresponds to the file name in the AEClient module.

Table 4-10
Method Functionality
ShowDialog Transfers the saved filter settings to the dialog box and displays the

dialog box.

If the dialog box is closed with OK, the selected attributes are read out
of the dialog box and returned.
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Sequence diagrams of the alarm client

Connecting to the OPC server

ID Number: 26548467

The following sequence diagram shows the sequences when the user of

the application executes the “Connect Server” action to establish the
connection to the OPC server. This action can be started using the

Connect button in the user interface or via the Server menu.

Figure 4-5
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Table 4-11

No. Description

1 The OnConnect method on the SampleClient object is called by the “Connect Server”

user action. The actions for connecting to the server and for creating the subscription are
performed in this method.

In the first step, the Server object from the Client APl is created and the Connect method

on the Server object is called. This ensures that the connection to the OPC server defined
by the URL is established.

The dialog box for the subscription settings is created and initialized using the
SubscriptionSettings auxiliary function of the SampleClient class. Default values are
transferred as status.

Subsequently, the dialog box for the settings is opened to enable the user to make the
desired settings.

When the user closes the dialog box, the settings are determined from the dialog box.

The QueryAvailableFilters and QueryEventCategories methods on the Server object
are used to determine the necessary configuration parameters for the filter dialog box by
the OPC server. QueryEventCategories is called for each event type.

The dialog box for the filter settings is generated and initialized with the information from
the server. The configuration parameters determined in step 3 and blank filter settings are
transferred.

Subsequently, the dialog box for the filter settings is opened to enable the user to select
the desired filters.

When the user closes the dialog box, the settings are determined from the dialog box.

Using the CreateSubscription method on the Server object, a subscription is generated
as inactive.

The subscription created in step 5 is transferred to the EventView object with
SetSubscription. In this method, EventView connects the Callback method in the
EventView object to the delegate of the subscription.

The subscription activates the callback connection to the OPC server.

After generating the subscription and after establishing the callback connection, the filter
settings for the subscription are made using the SetFilter method on the Subscription
object.

By calling the SetState method on the Subscription object, the desired status of the
subscription is set. If the user has configured the subscription as active, the subscription is
activated with this call and events can be sent from the server to the client.

By calling the Refresh method on the subscription, the messages for active conditions are
requested from the server. Like all other event messages, these messages are delivered
to the client via the callback mechanism.
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Disconnecting from the OPC server

The following sequence diagram shows the sequences when the user of
the application executes the “Disconnect Server” action. This action can be
started using the Disconnect button in the user interface or via the Server
menu.

Figure 4-6
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Table 4-12

No. Description

Copyright © Siemens AG 2007 All rights reserved
26548467_OPC_AE_DOKU_V10_e.doc

1 The OnDisconnect method on the SampleClient object is called by the “Disconnect
Server” user action. The actions for deleting the subscription and for disconnecting from
the server are performed in this method.

In the first step, the subscription is deleted in the server. This is done by calling the
DeleteSubscription method on the EventView object that calls the Dispose method on
the AeSubscription object. In this method, the COM interfaces of the Subscription object
are enabled in the OPC A&E server; this deletes the subscription.

2 In the second step, the Disconnect method on the AeServer object is called. In this
method, the COM interfaces of the Server object are enabled in the OPC A&E server; this
clears the connection.
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Changing the subscription settings

The sequence diagram below shows the sequences when the user of the
application executes the “Change Subscription Settings” action. This action
can be started via the Subscription menu.

Figure 4-7
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Table 4-13

No. Description

1 The OnSubscriptionSetting method on the SampleClient object is called by the “Change
Subscription Setting” user action.

2 The current subscription status is read out using the GetState method.
The dialog box for the subscription settings is created and initialized using the
SubscriptionSettings auxiliary function of the SampleClient class. The current
subscription settings are transferred as status.

4 Subsequently, the dialog box for the settings is opened to enable the user to make the
desired settings.
When the user closes the dialog box, the settings are determined from the dialog box.

5 The SetState method is used to change the subscription status to the new settings.
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Changing the subscription filters

The sequence diagram below shows the sequences when the user of the
application executes the “Change Subscription Filter” action. This action
can be started via the Subscription menu.

Figure 4-8
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Table 4-14

No. Description

1 The OnSubscriptionFilterSetting method on the SampleClient object is called by the
“Change Subscription Filter” user action.

2 Using the QueryEventCategories method, the event categories are determined by the
server. The method is called for each event type.

3 The FilterSettings auxiliary function is used to determine the new settings. The possible
filter settings are polled by the server via QueryAvailableFilters.

4 The dialog box for the filter settings is generated and initialized with the information from
the server. The information determined in step 2 and step 3 is transferred.

5 Subsequently, the dialog box for the filter settings is opened to enable the user to select
the desired filters. When the user closes the dialog box, the settings are determined from
the dialog box.

6 The SetFilter method is used to change the subscription filter settings to the new settings.
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5 Explanations of the S7 Sample Program
51 Alarms of the SIMATIC S7 station

This chapter shows the possible event messages of a SIMATIC S7 station
and describes their display in OPC Events in greater detail.

Categories

Event messages that can be signaled by an S7 station are divided into four
Categories:

e Simple alarms (Category 2)
¢ Diagnostic alarms (Category 12)
e Programmed alarms (Category 13)

e Connection alarms (Category 14)

Event types

The OPC Alarm & Events specification defines three event types; the
SIMATIC NET OPC server supports two of these types. The events are
displayed according to the following table:

Table 5-1
OPC event type OPC.SimaticNETAlarms.1
Simple Events Simple alarms (SIMATIC S7 simple alarm)

Diagnostic alarms (SIMATIC S7 diagnosis event)

Conditional Events Programmed alarms (SIMATIC S7 programmed alarm)
Connection alarms (SIMATIC S7 statepath alarm)

Tracking Events Not supported

Simple alarms

The SIMATIC NET A&E OPC server offers simple alarms of the “SIMATIC
S7 simple alarm” type with clearly reduced information content only for
compatibility reasons with earlier SIMATIC NET software versions. The use
of these alarms is not recommended and should be disabled in the S7
connection configuration (NetPro). Nowadays, corresponding alarms are
sent as conditional events and it is absolutely necessary to avoid “double”
sending.

Note Disable simple alarms in the connection configuration (NetPro) to avoid
“double” signaling of the same event. If possible, use ALARM_D and the
acknowledgeable ALARM_DQ variant instead of the older variants.
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The figure below shows the disabling of the alarms of the “SIMATIC S7
simple alarm” type in the Properties dialog box of the connection
configuration.

Figure 5-1
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Diagnostic alarms

Events of the diagnostic alarm class are independently triggered by the S7
CPU or CP and filled into the diagnostic buffer of the respective
component. The cause can be determined by means of the hexadecimal ID
number of the diagnostic event using the module description (for example,
cold restart/warm restart request, restart, /0 access error, etc.)

Programmed alarms

As part of the operating system, the SIMATIC S7 controller family offers
system function blocks (SFB/SFC) capable of sending events via the S7
protocol. Scope and type of these SFC depend on the respective S7 CPU
type. These blocks have to be called in the S7 control program (e.g., STL
code) to trigger a corresponding alarm. This is the reason for the
designation “SIMATIC S7 programmed alarm”.

The following table contains all block-related S7 events. The names of the
blocks and their core functions are listed in the table. The listed blocks
differ in the number of channels (humber of monitored signals) and in the
number of possible associated values that can be included in the transfer.
Furthermore, some alarms can be acknowledged, others can't.
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Event

Description

ALARM_8 (SFB34)

8 channels, acknowledgeable, no
associated values

ALARM_8P (SFB35)

8 channels, acknowledgeable, up to 10
associated values

NOTIFY (SFB36)

1 channel, non-acknowledgeable, up to 10
associated values

ALARM (SFB33)

1 channel, acknowledgeable, up to 10
associated values

ALARM_S (SFC18)

1 channel, non-acknowledgeable, 1
associated value

ALARM_SQ (SFC17)

1 channel, acknowledgeable, 1 associated value

AR_SEND (SFB37)

For sending archives

NOTIFY_8P (SFB 31)

8 channels, non-acknowledgeable, up to 10
associated values

ALARM_DQ (SFC 107)

1 channel, acknowledgeable, 1 associated value

ALARM_D (SFC 108)

1 channel, non-acknowledgeable, 1
associated value

The S7-300 does not have the full scope of alarm functions.

SIMATIC S7-300 supports only ALARM_S and ALARM_D and the
acknowledgeable ALARM_SQ and ALARM_DQ variants.

Each time the status of one of the monitored channels changes, an alarm is
triggered and sent (rising and falling edge of a channel input form an
incoming and outgoing event). The duration of a pending alarm is referred
to as an alarm cycle, thus the time between rising and falling edge of the
signal input while the signal input (SIG) of the block has the “high” (true)
status. During this time the alarm occupies system resources, its status and
time stamp are kept in the memory and can, for example, be polled by a
refresh. When the state machine has been completely processed, thus an
acknowledged alarm event has “gone” and accordingly the SIG input has
fallen to “low” (false), the S7 CPU “forgets” this alarm and releases the
resource. No history is kept in the controller.

Connection alarms

The connection or statepath alarm class is not initiated in the S7 station but
in the actual OPC A&E server. A failure of an S7 connection or an
interruption of the connection (for example, CP goes to stop or a cable is
removed) is detected by the OPC server, a corresponding alarm generated
and sent to all accordingly registered clients.
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5.2

Display of the attributes in OPCEventNotification

The OPC Alarm & Events specification defines attributes that must be
contained in an OPC event notification and attributes that have to be
additionally included depending on the alarm type (event type).
Furthermore, there are attributes that can be optionally
(manufacturer-specifically) included.

This chapter describes the OPC attributes and their contents according to
the S7 alarms.

Standard attributes of OPCEventNotification

Note

The following table shows all attributes that are supplied with each event:
Table 5-3

OPC attribute Content (description)

Source <S7:\S7_Connection_1>

Time <S7 time when the alarm was called> (local PC
time is only displayed for statepath)

Type <SIMPLE> or <CONDITION> (no Tracking Events)

Category <Number> 2=Alarm, 12=Diagnosis,
13=Programmed, 14=Statepath

Severity <1..1000> (default=500, can be set via NetPro, S7
connection configuration or at the block)

Message <Text#> The text corresponds to the Category and
EventID.
The text can be changed when using version 6.4 +
HF2 or higher. The configuration is described in
chapter 7.3.

For some blocks, e.g. ALARM, ALARM_8P or NOTIFY, the severity
(0-127) is specified directly at the block in the S7 program; this severity
wins through against the default priority for alarm messages that can be
configured in NetPro and is automatically converted to OPC severity
(1000-1) according to linear conversion. The highest block severity “0”
corresponds to the highest OPC severity “1000”.

The alarm severities for specific alarm numbers configured in NetPro win
through against the general default severity for alarm messages and also
against programmed message weights.

ALARM_S/D and ALARM_SQ/DQ have no severity so that the configured
message weights are always used.
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Additional attributes of OPCEventNotification for conditional events

The following table shows attributes that are supplied for “conditional
events” in addition to the ones shown table 5-3.

Table 5-4

OPC attribute

Content (description)

ConditionName

<PermanentText#> (Specified text, consisting of
Category & EventID)

SubConditionName

<ConditionName>

ActiveTime

<S7 time when the condition has occurred> (Local
PC time is displayed for statepath alarms)

Attributes for Category 2 (Alarm)

Alarms of Category 2 are not to be used; for this reason, their attributes are

not described in detail.

Attributes for Category 12 (Diagnosis)

In manufacturer-specific attributes, diagnostic alarms of Category 12
provide additional information as shown in the following table:

Table 5-5

Attribute ID

Content = example (description)

OXFF FF FF FB

<Event Type> (VT_I4) ="16" (simple)

OXFF FF FF FA

<Severity> (VT_14) ="500”

OXFF FF FF F7

<Category ldentifier> (VT _I4) ="12"

OXFF FF FF F6

<Category Description> (VT_BSTR)="SIMATIC S7
diagnosis event”

0x00 00 17 70

<PC Time> (VT_Date)

0x00 00 17 71

<S7 Time> (VT_Date)

0x00 00 17 AO

<Diagnostic ID> (VT_l4) ="12345" (decimal)

0x00 00 17 Al

<Diagnostic Data> (Array of
VT_UI1)="255|70]|199|114|67]4|8]|20|23|20"

Attributes for Category 13 (Programmed)

In manufacturer-specific attributes, programmed alarms of Category 13
provide additional information as shown in the following table. Up to 10
associated values (each with data type, length and the actual data) can be
included in EventNotification as attributes.

Table 5-6

Attribute ID

Content = example (description)

OXFF FF FF FB

<Event Type> (VT_I4) ="32" (conditional)

OXFF FF FF FA

<Severity> (VT_14) ="500”
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Attribute ID

Content = example (description)

OXFF FF FF F7

<Category ldentifier> (VT_I4) ="13"

OXFF FF FF F6

<Category Description> (VT_BSTR)="SIMATIC S7
programmed alarm”

0x00 00 17 70

<PC Time> (VT_Date)

0x00 00 17 71

<S7 Time> (VT_Date)

0x00 00 17 72

<Status> (VT_UI2) =0”

0x00 00 17 73

<Acknowledgement status> (VT_UI2)
="256"(unack);“257"(ack)

0x00 00 17 74

<Event State> (VT_UI2) =“0"

0x00 00 17 75

<# Additional Data> (VT_UI2) ="1”

0x00 00 17 76

<Data Type> (VT_UI2)

0x00 00 17 77

<Length> (VT_UI2)

0x00 00 17 78

<Data> (array of VT_UI1)

to 0x00 00 17 9C

<Data Type><Length><Data> (a triplet per
associated value, as above)

0x00 00 17 9E

<Event ID> (VT_Ul4)  ='5’

0x00 00 17 9F

<Subevent ID> (VT_Ul4) =3

26548467_OPC_AE_DOKU_V10_e.doc
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Table 5-7

Attributes for Category 14 (Statepath)

In manufacturer-specific attributes, connection alarms of Category 13
provide additional information as shown in the following table.

Attribute ID

Content = example (description)

OXFF FF FF FB

<Event Type> (VT_I4) ="32" (conditional)

OXFF FF FF FA

<Severity> (VT_14) =500

OXFF FF FF F7

<Category Identifier> (VT_I4) ="14"

OXFF FF FF F6

<Category Description> (VT_BSTR)="SIMATIC S7
statepath alarm”
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ID Number: 26548467

User program of this example

Introduction

Note

A block call that is preferably executable in all S7 CPUs and that illustrates
the basic functions of the “programmed alarms” was selected for this
application example. For reasons of clarity, the status word was not
evaluated.

To demonstrate the functionality, the block is called cyclically in OB1 as
an example. Depending on the desired application, a call in the
time-controlled OB35 or in other OBs (e.g., OB40) is advisable.

The required STL code fragment is executable in the S7-300 and in the
S7-400 and is thus used as a general example.

User program in OB1

/I Connection of the channel input

A 10.3 /l Physical input
@] M10.0 /l Simulation via memory bit
= M10.1

I/ Cyclic call of the alarm block: SFC107

CALL "ALARM_SQ"

SIG :=M10.1 /] Triggers the alarm
ID :=W#16#EEEE
EV_ID :=DW#16#5
SD :=DB1.DBBO // Pointer to the associated value
RET_VAL:=MW12 /I Error code

/I System selection

/l Unique number in this CPU

/I Cyclic call of the acknowledgement evaluation: SFC19
CALL "ALARM_SC"

EV_ID: DW#16#5 /I ID of the alarm to be scanned
RET_VAL: Mw14 /l Error code

STATE: M16.0 // Signal status (here as for M10.1)
Q_STATE: M16.1 /I Acknowledgement status

(“1"=Acked)
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Signal status overview

The graphic representation below shows the most important signals of the
block calls in the user program according to the above example and the
associated reaction of the SimaticNET OPC A&E server.

Figure 5-2
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Each status change triggers a notification. The status of an OPC alarm can
only change within the state machine specified by OPC. When an alarm
comes (t1: SIG = 1) and goes without being acknowledged (t2: SIG = 0),
this alarm is implicitly signaled as acknowledged the next time it occurs.
Simultaneously the alarm enters a new signal cycle (here t3: SIG = 1) and
is signaled as “came in” (SIG = 1). When the alarm is acknowledged while
the signal is present (t4), the OPC server supplies an acknowledgement
notification (ACKED). The current status of each notification can be read
out via a bit mask.

The A&E client of this application example uses this information to color the
alarms in the view (e.g., an active, pending alarm is “red”) or to display
specific symbols (for example, green checkmark if the alarm has been
acknowledged).
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5.4

Call of an ALARM_8P as an example

Introduction

Note

Note
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Copyright © Siemens AG 2007 All rights reserved

The most frequently used alarm block in S7-400 stations is SFB35
(ALARM_8P). This block provides the maximum functionality possible with
regard to Alarm and Events. The call parameters are explained as
examples and their meaning for OPC Events is explained.

The block is only available in S7 400 CPUs. In CPU Configuration (HW
Config), the “Acknowledgement Triggered Reporting” setting has to be
deactivated; this is the only way to ensure that ALARM_8P actually sends
alarms.

To demonstrate the functionality, the block is called cyclically in OB1 as
an example. Depending on the desired application, a call in the
time-controlled OB35 or in other OBs (e.g., OB40) is advisable.

The figure below shows the block call in STL code of an S7-400. An
instance data block (here DB35) is generated that contains the local data of
the call. For reasons of clarity, error bit and status word were not evaluated.
For a detailed description of the parameters, please refer to the STEP7
online help.
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Figure 5-3
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Channel parameters

For example, the inputs of an I/0O module are connected to the signal inputs
(also channels) SIG_1 to SIG_8 of the block. As soon as one of the signal
inputs changes its status, an alarm is triggered. A positive change is
assessed as an “incoming” event and a negative change as an “outgoing”
event.

Management parameters

The event number (EV_ID) uniquely identifies the block for the entire
controller and is assigned by Step7 to ensure consistency (“0” is not
permitted)

The severity (also weighting) of the alarm is set at the SEVERITY
parameter with a range of values from “0” to “127”, a low number
representing a high severity.

The current acknowledgement status of the individual channels is
represented in the ACK_STATE parameter. The bit array shows a “1” for

V1.0 Issue 30.10.2007 51/75



Copyright © Siemens AG 2007 All rights reserved

26548467_OPC_AE_DOKU_V10_e.doc

Principles of Operation and Program Structures
Explanations of the S7 Sample Program

SIEMENS

Alarm Client with OPC A&E ID Number: 26548467

acknowledged and a “0” for not acknowledged. Bits 0 to 7 are required for
“incoming” events and bits 8 to 15 for “outgoing” events of the 8 channels.

Note Unlike the S7 CPU, the OPC A&E state machine does not allow the
separated acknowledgement of signal edges that “came in” and “went
out”. Via OPC, the signal status can be acknowledged only once.

Associated value parameters

Up to 10 associated values can be parameterized. These values are ANY
pointers that point, for example, to the DB10 data block as shown here. The
value included there is supplied as an associated value when triggering the
alarm.

Note All currently pending associated values are always included in the
sending, irrespective of the specific channel (signal input) that triggered
the alarm.
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Response
The figure below shows the response of the components when an alarm is
triggered:
Figure 5-4
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The following table describes the sequences between the components
when an alarm is triggered.

Table 5-8
No. Description
1 The status of the EO.2 input changes from “0” to “1”. A call of the ALARM_8P block is
triggered.

2 Via the S7 protocol, the S7 station sends an event to the connection partner (the PC
station). The SIMATIC NET OPC server identifies the alarm by its origin (S7 connection)
and its event ID (here “1"). Furthermore, the triggering channel (here SIG_3) is known
(see parameters of the block call).

3 The OPC server now checks the received parameters and maps them to an OPC Event
Notification. The “ALARML1,3" identifier (event ID=1 and signal =3) is assigned to the
event and the OPC attributes are filled. The S7 block severity is converted to the OPC
event severity (here: “0” becomes default = “500”). The S7 connection name (here
“S7:\00") is entered as OPC Event Source, the Time and ActiveTime parameters and
the OPC Category are filled.
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4 Before the alarm is now signaled to the OPC clients, the scores7.msg file is searched to

determine whether a message text is stored for “ALARM1,3"; if this is the case, this text is
copied into the OPC Message parameter. If required, associated values are extracted,
formatted and inserted into the text.

5 If not prevented by a filter criterion, the notification is sent to the OPC client.

The event is displayed in the OPC client. The status is ACTIVE and ACK_REQUIRED,
this corresponds to “came in” and “requiring acknowledgement”.

When the alarm is acknowledged in the client, the OPC A&E server sends a message to
the S7-400 CPU. The status can be checked in the flag word.

Note

Note

Note

A separate acknowledgement for the “incoming” and “outgoing” edge of
the signal is only possible within the S7 CPU. Via OPC Alarm and
Events, merely the signal status can be acknowledged. When the alarm
has “come in” (signal input to “true”) and changes to the “went out” status
without being acknowledged (signal input to “false”), the event is implicitly
acknowledged the next time it occurs.

The designation of the alarm with “ALARM<EV_ID>,<SIG#>" does not
exist for the first channel (SIG_1); this channel is supplied without signal
number. In the above example, 5 of 8 channels are connected and
events with the following identifiers can occur: “ALARM1”, “ALARM1,2",
“ALARM1,3", “ALARM1,5” and “ALARM1,6". Message texts for exactly
these identifiers should then be stored in the scores7.msg file.

For further information on the parameters of the alarm blocks, please
refer to the STEP7 online help.

V1.0

Issue 30.10.2007 54/75




Copyright © Siemens AG 2007 All rights reserved
26548467_OPC_AE_DOKU_V10_e.doc

SI E M E NS Structure, Configuration and Operation of the Application

Installation and Startup

Alarm Client with OPC A&E ID Number: 26548467

Structure, Configuration and Operation of the

Application
6 Installation and Startup
6.1 Hardware and software installation

This chapter describes which hardware and software components have to
be installed. The descriptions and manuals as well as delivery information
included in the delivery of the respective products should be observed in
any case.

Hardware installation

For the hardware components, please refer to chapter 2. For the hardware
configuration, follow the instructions listed in the table below:

Table 6-1
No. Action Remark

1. PC station: Install the CP1613 PCI plug-in card in the | Instead of the CP 1613, the
PC station according to the installation instructions onboard Ethernet card can
included in the delivery. also be used.

2. SIMATIC stations: Install the S7 controllers as shown | Deviations in the hardware
in the figure in chapter 2. configuration have to be

considered when configuring.

3. Connect the PC station to the two SIMATIC stations | Please note the setting of

via Ethernet as shown in the figure in chapter 2. subnet masks.

Note The installation guidelines for Industrial Ethernet networks always have to
be observed.

Standard software installation
For the software components, please refer to chapter 2.

Starting up the example requires the following components from the
SIMATIC NET CD V6.4:

e SIMATIC NET PC products
e SIMATIC NCM PC/S7

Note You have to install SIMATIC NCM PC/S7 only if STEP 7 is not installed
on the PC.
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The SIMATIC STEP 7 V5.4 configuration tool is only required on the PC
station if the S7 controllers are to be changed or loaded. Alternatively, this
software package can also be installed on a separate computer.

Note If neither STEP 7 nor SIMATIC NET have been installed on the PC
station, install STEP 7 first.

Microsoft Visual Studio .Net Professional is only required on the SIMATIC
PC station if the sample code is to be changed. Alternatively, the
development environment can be installed on a separate PC (e.g.,
engineering station).

Note During the Visual Studio .Net installation the security settings of the
Windows operating system are relaxed. After installing the development
environment, please check the security of the SIMATIC PC station and, if
necessary, install Windows updates.

Table 6-2
No. Action Remark
1. Install the SIMATIC STEP 7 software as described in | Restart required.
the installation instructions.
2. Install the SIMATIC NET PC products driver software | Restart required.
(without NCM PC)
3. Install Microsoft Visual Studio .Net Optional
6.2 Application software installation
The user interface and the source code of the application are supplied as a
ZIP file.
To start the user interface on the SIMATIC PC station, follow the steps
listed in the table below.
Table 6-3
No. Action Remark
1. Extract the following file: Contains the executable file
OPC_AE _Client_CODE_v10.zip and the source code.
2. Double-click the AEClient.exe file Starts the sample
application.
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6.3

Configuring the SIMATIC S7 stations

It is required that all hardware and software components have been
successfully installed and cabled.

Note The project file delivered with this example contains the completely
configured SIMATIC S7 stations according to the description in chapter
2.3. This STEP7 project can only be used without adaptation if the
hardware is identical to the configuration.
If different hardware is used, the configuration of the SIMATIC stations has
to be adjusted. This is particularly necessary when the hardware releases
differ or when the Ethernet addresses are not identical. The STEP 7 project
included in the delivery then has to be opened and adapted accordingly.
After saving and compiling, all configuration information is overwritten.
The following table shows the configuration of the SIMATIC S7 station by
means of download from the SIMATIC Manager.
Table 6-4
No. Action Remark
1. Retrieve the project Extract the following file:
OPC_AE_STEP7_CODE_v10.zip
2. Open the SIMATIC aldz
Manager by double-clicking 0015 s he b asEM G e I BeasD e
the [#E£] icon on the
desktop.
3. Set the S7ONLINE access Set the access point to the card with which you are
point for STEP7. Select connected to the controllers.
Options --> Set PG/PC
Interface ...
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No. Action Remark
4, Open the HWConfig tool to Perform this step for the S7-300 and S7-400 station
check the IP addresses and and for the PC station.
other hardware settings. 1 Conia_[57-400 (Coniguration) — AE Somele] SLIE]
By Raton B [mert PLC Yew Options Widow beb =18
DFe-2 H & e dada (o8 v
= gl
j e | at|ni|
* PROFIEUS DF
PROFIBUS-PA
- B
= il FMATIC 400
¥ (2] CPam
) CPU-E00
# ( M40
® ] IMam
Llj 4 2 MTEXTENSION
# 0 PS40
F-] RACK400
* SM-400
4l SIMATIC PC Based Contsol 300/400
| = & smancrc siwm
#1-) Contioler
£ 1 CP Inchanivial Ethened
# ] CPFROFIBUS
3
¥ (2] Vs Appheshion
nog}am:::?slmwsmz E]
Press F1 to get Help. — I T4
5. Open the Propert ies of the Properties - Ethernet interface CP 443-1 Advanced {RD/S6) |
communications processor. General  Paramsters |
AdJUSt the IP address [~ Eet MAC addiess / use 150 protocok
MAC address: I
IP address: 192 168 052 LD
- Do not use router
Subnet mask: 250.255.255.0
 Use router
Address: |192188.U.52
Subnet:
--- nat netwarked - Mew...
Froperties. .. |
Delete |
Cancel | Help |
6. Open the Net Pro tool to Perform this step for the S7-300 and S7-400 station
set/check the connection and for the PC station.
COﬂfIgUI’athﬂ {2 NetPro - [AF-Sample (Network) - D AFRrispael AF_Sampie] M= E|
WP ek B et FC ¥ew Cplons Widew b =18 x|
[ N A T - A= :
Ethernet{1) 1 M———iax
M T PROFIBUSFA
- PROFINET 10
OPCSenver =400 =] Slatons
g e T g il;flalion
L] SIM.!IT‘IE an
[l SIMATIC 400
B SIMATIC FC Statio)
SIMATIC 55
[l SIMATIC 574004
Subnets
a{::-nmlmm
#P::?FIRIIS
B e
e ] |
. - b
Y - i
| Ready [P inkemal focal) | [TFrem3 2|
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No.

Action

Remark

Select the station to
download the configuration.

Click the ﬁ icon in the
SIMATIC Manager

Perform this step for the S7-300 and S7-400 station.
Select the S7 station or the OPC server and start the
download. Confirm the dialog boxes with “Yes” to
overwrite the station completely.

Restart the modules.

The stations are restarted (warm restart). Confirm
corresponding dialog boxes with “Yes”.

Configure and download the
PC station with the SIMATIC
Manager

This step is not required when you import the XDB
file.

Alternative:

Remote configuration of the PC station with the
SIMATIC Manager is also possible performing the
two steps Configure and Download. Right-click the
PC station and select PL.C --> Configure...
After successful configuration select PLC -->
Download.

6.4

Note

Commissioning the PC station

It is required that all hardware and software components have been
successfully installed and cabled.

The project file (XDB) delivered with this example contains the completely
configured PC station. This file can only be used without adjustment if the
hardware is identical to the configuration.

If different hardware is used, the configuration of the PC station has to be
adjusted. This is particularly necessary when the hardware releases differ
or when the Ethernet addresses are not identical. The STEP 7 project
included in the delivery then has to be opened and adapted accordingly
(see chapter 7). After saving and compiling, all configuration information in
the XDB file is overwritten.

The following table shows the configuration of the PC station by means of

importing an XDB file.
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Table 6-5
No. Action Remark
1. Retrieve the project Unzip the following file:
26548467 _OPC_AE_STEP7_v10.zip
2_ Open the Station Station Configuration Editor - [OFFLINE] x|
Configurator by double- Componerts | isgnoie |
) ) 5 ) ) Statian: QS_TESTKHASUWE Mode: RUN_P
CIICkmg the [==! icon in the Index | Name | Tupe [ Ring | Status | Fun/Stop | Conn &
task bar.
3
4
5
3
7 =
]
]
10
11
12
12
14
15
T | _"_I
|
Add | Edt | Dee | Fraon |
StationName . | Import Station._ | Disable Station
3. Click Import Station Confirm the following query with Yes
4, Select the XDB file The XDB file is located in the XDBs subdirectory of
the extracted ZIP file in the directory tree of the
STEP7 project.
5. ° Aﬁ:er ImpOrtII’]g the XDB Station Configuration Editor - [ONLINE] _ il
file, the PC Station haS EﬂmﬂﬂﬂﬂﬂllewagnnsliEsl Configuration rfo |
been configured. Statior:  [OPCServer Mode: RUN_F
Index | Name [ Tupe [ Ring [ Status | Run/Stop | Comn | =
1 [ OPCSewer 0OFC Server I 4}
2 IF crienz CP1E13 53
:
5
3
7
s -
9
10
11
1z
12
14
15
v =
New diagnostic eniry ariverd!
Add. | Edit.. | | Final |
Station Mame... | Import Station . | Dizable Station
b |
°
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7 Configuration
7.1 Configuring the SIMATIC S7 stations

It is required that all hardware and software components have been
successfully installed and cabled.

The following configuration steps of the SIMATIC S7 stations exemplify the
procedure. Adjust the configuration as required for your hardware.

Note After saving and compiling, all configuration information is overwritten.

The following table shows the configuration of the SIMATIC S7 station.

Table 7-1
No. Action Remark
1. Start STEP 7: Open the The name “AE-Sample” was used here.

SIMATIC Manager and
create a new project.

2. Insert SIMATIC 400 Station A T — =l0x]
it I b
- ) ., 4SMATICRC Staton
Insert SIMATIC 300 Station e e
and assign name (here _ I
“S7-300"). e
WinCC Obct. L3
| Inserts SIMATIC 400 Station ot the sursor position. &
3. Open SIMATIC stations with o ey o
HW Config and insert CPU, D@28 % & he | da(po 8w

CPs and other components. j = |7ﬂjj

Bole [omimd =]

= PROFIEUS DF
PROFIBUS-PA

W PFROFINET IO

[l SIMATIC 300

= i SMATIC 400
W (] CP4m
- D cruan
5 13 FM400
® ] IMam
b ) MTEXTENSION
L # 1 PS4

# LI RACKA00
4 £ 5M400
% [l SIMATIC PC Based Corisol 300400
| = & smanic ec stn
4 1 Conticler

# ] CP Inchatricl Ethenet
% (2 CP FROFIEUS
b

%M
¥ (2] Use Appheshion

[FRORIBUS-OF vlaves for SIMATIC 57,M7, E]
i C7 ekt ek |

Press Fl ko get Help. — if T
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192.168.0.52) and the
associated subnet mask.

A mac address is entered
only if the station is to
communicate via ISO
transport layer 4.

Create an Ethernet network.

No. Action Remark
4. To set the IP address, the Properties - CF 443-1 Advanced - (R0/56) x|
Propertles d|alog bOX |S IF Configuration | Usgers | Symbolz I DS Parameters I FTP I PROFINET I Diagnostics I
General | Addresses | Port Parameters | Options | Time-of-Dap Synchrorization | IP Access Protection
opened. | I | options | = |
Shart Description: CP 443-1 Advanced
57 CP for Industrial Ethernet, PROFINET 10 Controller, PROFINET CBA, «
150 and TCP/P with SEND-RECEIVE and FETCHAWRITE interface,
long data, UDP, TCP, 150, 57 commurication, routing, module
replacement without PG, with \Web server and E-mail, 10/100 Mbps, LI
Order Mo/ firrmware BGRY 4431 EX40-0ED /2.2
Hame:
 Interfac
Type: Ethernet
Address: 192.168.0.52
Metworked: Tes ‘ Froperties... | >
Comment:
5. Set the IP address (here Properties - Ethernet interface CP 443-1 Advanced {RD/S6)

General — Parameters |

[~ Eet MAC addiess / use 150 protocok

MAC address:

—

Gateway

IP address:
- Do not use router

Subnet mask:

192168.052
255.255.255.0

 Use router

Address: |1 921E8.0.52

Subnet:
--- niok networked -

Froperties. .. |
Delete |

Cancel | Help |
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No. Action Remark
6. Repeat the steps for both Perform this step for the S7-300 and S7-400 station.
SIMATIC stations and then 1 Conia_[57-400 (Conliguration) —AE Somle] -0l
. B atin P N TR
download both stations. peif @ B we(aw)oo 2w
j O ﬁn’-_‘.:l
7 3 rhonouson
* i SwAc 20
= il FMATIC 400
£ 3 Guen
o 83 nean
Llﬂ ¢ j:sr%tr.slorl
L3
|28 S s
5 3 P it
=0 E.‘P;PHUPIBUS
: j Uzt Appheshon
Tﬂogam::ﬁsmmsmz H
Press Fl ko get Help.
7. Restart the modules. The stations are restarted (warm restart). Confirm
corresponding dialog boxes with “Yes”.
8. Create S7 connections The connection configuration is described together
with the configuration of the PC station (in chapter
7.2).
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Configuring the PC station

The SIMATIC PC station is configured with STEP 7 and described step by
step. Alternatively, the NCM PC software package can also be used for the
configuration. The procedure is identical, but unilaterally configured

connections are used.

Table 7-2
No. Action Remark
1. |Start STEP 7: Open SIMATIC | Open the previously created “AE-Sample” project.
Manager and project.
2. |Insert SIMATIC PC Station R — =In1]
and specify name. Ere e e e Bl Ol
The name of the PC station
. . 57 Softiare
must be identical to the T s
“Windows name” of the PC PTRLLL S
(see My Computer => i
Properties > Computer | _togcaiz D)
Name).
Inserts SIMATIC PC Station at the cursor position, A
3. Open the Pg StathlLWlth HW H[i[iltitn(nfinﬂPEAESampIE] ﬂi’
Config and insert the CP. D2 2R %5 6 e ||| D)8 e
The slot must be identical to Toe el
. . . 1 _DF‘CSewer - -
the index assigned in the 2 [ i3 O e
configuration console, here CI=TREE =
H wryn -0 CP 1604
index “2” for Ethernet card. &0 o ez
The “OPC Server” application Al
was plugged into slot “1”, =t
< 2] CP PROFIBUS
TR e
{1 Application
Ll ek i
Index Module | Order number Fimware | M. | Comment | { swvsoses
1 OPC Server VB4 =) { swwvea
:ﬂ:EPWEH EGKT 161-34400  [VE.O.5 J i swweasm
@ swvea. oo
d swved.. |
5 EFMZH?N??EEmmmusmal 3‘ 3
7 L‘ Ethemet, \SD,_TEPp‘\F’, 57 connections,
B H communication. TCP Eunnechuns,PE;‘

Press F1 to get Help. [ [

[cha 2
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4. | AnIP address (here
“192.168.0.60") is assigned for
the Ethernet card and the card
is connected to the Ethernet
network.

Properties - Ethernet interface CP 1613 (RO/52)

Gereral  Parameters |

[T Set MAC address / uze |50 protocof

—

¥ | IP prtaral is beitg used

MAL address:

x|

L

1P address:
o nok Lse router

Subnet magk:

192.168.0.60
265.266.256.0

G
& D
" Use router

Address: |1 92 168.0.60

Subnet:

--- nok networked -

Properties. .. |
Delete |

Mew...

Cancel | Help |

5. | Onthe OPC Server Property
pages (double-click OPC
Server), the use of the
symbolic addressing is
activated in the “S7” tab.

Properties - DPC Server x|

General | DP | DP masterclass 2| FOL | M5 57 |150/TCP | SNMP | PROFInet|

Cycle time: 100 s

~Access Pr
[~ Activate
Default righits:

j‘
Edit

I™ | Rights specfic to OPE fem

- Use Symbol

" Mone

o i

" Selected Select.,
Time after which an unforwardable protocol alam is remeved: 60000 ms
Magimum number of pending alams: 500

6. NetPro is used to create two
S7 connections from the OPC
server to the two controllers.
Both connections are created
via Ethernet. After the OPC
server has been selected, the
Properties dialog box is
displayed by double-clicking in
the list of connections.

[@ZNetPro - [AE-Sample (Network) -- D:\AEBeispiel\AE_Sample] =]}
BP wetwork Edt Insert PLC Wiew Options Window Help 18] x|

SY G ki B FL(BmE !N

Ethernet{1} 1 =
Industrial Ethernst

WPIT)
WPl

| |

QP CServer S57-300 S57-400
E TN GPU 0P [P F EIRCORCITO
= '.M,D (5[5 1 I
or oo e
=R o=

2 2 4 4

Active connec &

<I m e I ;lll

S7-400 [ CPU41... | 57 cannection

EE|

Selection of the netwark.

¥ EROFIBUS DF
558 PROFIBUSPA
-4 PROFINET 10
=] Stations
Bl Other Station
B PG/FC
IMATIC 300
SIMATIC 400
: B SIMATIC PC Statio
@] SIMATIC 55
[l SIMATIC S7-400H
=] Subrets
L BB 5 dctrial Ethernet

|88 PROFIEUS
LERpTR

< | o

< |

| Ready [PC intermal (Iocal) |

B

|1 from 2

=
PROFIBLISDP slaves far —~
SIMATIC 57, M7, and C7
(cistibuted rack)
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7. | S7 connection via Ethernet: H
After the connection path has Lok Comcin Ent ot O
been selected, the connection P e
name can be changed (here Al ot e —
“300" for the connection to the
S7-300 and “400” for the A o
connection to the S7-400). it [T S e
The connection partners and o A e =
connection parameters are - oil|| A iR
displayed. ol — D
= Dby ot bake reteg
Co ) e | _oee | e ||[ o ] _Cred | e |
8. |In the Properties dialog box of X

the S7 connection, select the
second tab (OPC Connection
Parameter). Connection-
specific settings are made
here.

“Retain the connection
permanently” is set for the
Connection Establishment to
ensure that the connection is
maintained also if there is no
communication.

The connection is configured
for the transfer of “Conditional
Events” and “Diagnostic
Events”. Simple Events are not
required since they contain
redundant information and are
only provided for downward
compatibility with older
SIMATIC NET versions.

General OFC |Status|nformalion|

Connection E stablishment

e i " demand [on accessing a variable]

(% Fetain the connection permanent

— Messag
Default priority for alaim messages: 500
v Block, i jtional Exent
I Elog el St Alarm Meszades..
< Block-related messages [intemupts as Simple Events)
v Dliagri o Diagnostic Message®™
— Other P.

v Optimize write: access
[ Optimize read access
[~ Automaticaly reset 57 password for block access

™| Immediate response when interupted connection is detected

™| Diseonnect automatically after IU— E]

Connection establishment timenout W ms

Jab timeout |1 R000 ms

Mawirurn nurmber of parallel network jobs: |2—

PDU size: 360 «| Buyte
Cancel Help

9. |Itis usually not required to set
the alarm priority.

All alarms are signaled to the
OPC clients with default
priority “500".

The list of the configured OPC
severity is displayed after
selecting the “Alarm
Messages...” button (see

step 8)

According to a conversion table, all alarms of the
SIMATIC station are mapped to the corresponding “OPC
severity”. If no priority can be specified at the function
block, “500” is used by default. A list of exceptions
enables the user to provide individual alarms with a
changed severity, this “configured severity” always
prevails.

N
Alarm number: IB
Alarm priority: Im
Ok I Cancel |
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10. | After the connections have e e
been created, the project has B W50 kb YL @mal e
to be compiled with Save and Eemeid) : e 1 EE'I
Compile. Now the stations can || -, sebston o
be downloaded. i T T
As described in chapter 6, the ersres—— e P B cRoAmeT 0
PC station can also be ﬁT i [ 5 e ;5 b
downloaded with the XDB file. . gimlﬁiﬁﬂ _

LB SIMATIC 55 1

= * [l SIMATIC ST-400-H

! I o R

148 pRoREUS

L8 prp

< 5|

%

- . o e ™
| Ready [PCinternal (loga | )

7.3 Configuring the OPC A&E server

A configuration of the SIMATIC NET OPC A&E server is usually not
required. As soon as an S7 connection has been configured for transferring
events, the SIMATIC NET OPC A&E server can receive these alarms and
forward them to connected clients.
If useful texts are to be sent to the clients in addition to the alarm ID
numbers, another configuration step is required. Corresponding “message
texts” for each alarm number are stored in a configuration file. This is
possible in several languages and configured with numbers (Icids)
identifying the respective languages. For each alarm sent from the S7, the
server checks whether a text was configured and inserts this text into the
OPC event in the language selected on the server. If no text is stored, the
alarm is only forwarded with its ID number (default behavior).

Note Configuration of message texts is only available for SIMATIC NET

version V6.4 + HF2 and higher.

Table 7-3

No. Action Remark

1. | Open the scores7.msg file with | In Windows XP, the file is located in:

a text editor, e.g. notepad.exe | c:\Program Files\Siemens\Simatic.Net\opc2\binS7\

2. | For each S7 connection, insert |In each section, corresponding texts are then assigned to
a section into the file; the the event IDs; these texts can be stored in different
section name must correspond | languages.
to the S7 connection name Syntax: [<S7 Connection Names]

(here “[400]" and “[300]") ALARM<event ids=<lcids>,<lcid>,”<message
text>"
Example: [400]
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3. | Associated values of the S7 Blocks with associated values are, for example, ALARM,
blocks can also be output ALARM_8P, NOTIFY, NOTIFY_8P; only one associated
within a message text. A value is possible for each block for S7-300 controllers,
wildcard marked with “@” is e.g. ALARM_S, ALARM_SQ, ALARM_D, ALARM_DQ
inserted into the text and the
number of the associated value | Syntax:
is entered at the block and a @ X% @ (second associated value as a floating point)
formatting qualifier is entered.

Example:

ALARMb, 3=0, "Boi | er Tenperatur of @X%@
degrees was exceeded, switch of heater
@X%u@

4. | Diagnostic alarms are signaled
by S7 controllers and usually
appear in the diagnostic buffer | Syntax: ] ]
of the corresponding CPU. DI AGNCSI S<hex>=<| ci ds>, <| ci d>, " <messaget ex

t>"

Example:

DI AGNCSI S0x4302=0, 1033, "My Text for
Di agnosi s"

5. | Further information Further information is available in the actual scores7.msg

file.

Note The scores7.msg file is read out by the SIMATIC NET OPC A&E server
only during startup. Please make sure that the server restarts after
changes have been made to this file.
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8 Operation of the Application

You are provided with information on...

how you can operate all functions of this application. The operation
described here focuses on the triggering of alarms and the default selection
of associated values.

Note To provide a simplified representation of the principle of operation, an
ALARM_SQ is called cyclically in OB1. The required STL code fragment
is executable in the S7-300 and in the S7-400 and is thus used as a
general example.

Overview

To simulate an alarm, a memory bit was interconnected in addition to the
input. An ALARM_SQ is triggered when either the 0.3 input or the 10.0
memory bit changes to “1” status.

Figure 8-1
PC application |{ OPC Scout
My text with value 123 | EEsEaREaRenas E
i1 Ass. value
Display Ack.ment || Status !
R Vi || Trigger i\

=7 protocol
ALARME = 0, "My text with value @1X%d@"

Ethernet
N U E0S
Do 0 |5 | o Moo
S U B MiD.1
s <
o | = Call ALARM_SQ
e — SIG: ha10.1
EREEE [ng Wig1 F#EEEE
SIMATIC station 1 Ev_ID: 8
SO P#DE1.DB% 0.0 Byte 1
RET ‘WAL Fwi2

The alarm block has received the fixed ID “5” and was interconnected with
an associated value (here an Any pointer that points to the first byte in data
block 1). The return value of the alarm block is written into flag word 12.
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Three items are monitored in OPC Scout (OPC Data Access Client):
e S7:\[300]DB1,B0,1
e S7:\[300]MW12,1

e S7:\[300]MX10.0,1

(Begleitwert [associated value])
(Status)

(Trigger)

Triggering alarms

To simulate an alarm, the 10.0 memory bit can now be used in addition to
the physical EO.3 input. The memory bit is written with OPC Scout (trigger).
An alarm with ID number 5 is triggered when the status changes from “0” >
“1”, an additional alarm is triggered in the event of a status change from “1”
- “0". This corresponds to the “came in” and “went out” principle of
status-controlled alarms.

Table 8-1
No. Action Remark
1. | Startthe OPC AGE R
C“ent (thls example) File  Server  Subscription  Settings
Server |Suecls ost/| Simatichletdlams. 1 j Connect |

EventTimeI Severit:,ll Sourcel Ack Fleql Conditionl Statel Message' Ermrar
1| |
Altribute I alue
1| |
@ enter URL and click connect ik

2. Select the server In the drop-down box of the user interface, the OPC A&E server can
be selected.
3. Connect The Connect button is used to establish the connection to the server.

After the connection has been established, two configuration dialog
boxes for the subscription are displayed.

4. Configure the ol x
subscription settings Active v
Buffer Time [mg] |00
Max Size 100
0] 4 I Cancel |
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No. Action

Remark

5. Configure the
subscription filter
settings

FiltersettingsDlg

=10l x|

i Filter Parameters
Simple Events il

Tracking Events I

Condition Everts v
High S ewerity

Low Severity

[ =
h =

— Categories

I ame

| Event Type

SIMATIC 57 Statepath Alam
Simple Event: 57 Alarmereigniz
SIMATIC 57 Diagnozeereigniz

SIMATIC 57 programmierter Alarm  Condition

Condition
Simple
Simple

Cancel |

6. Display of the active ol x|
File Server Subscription  Settings
alarms
Server j Disconnect
Ewvent Time | Seva_mt‘vl Source I A, | Conditioh I State | Message | Ermll
104352432 500 S7:A300 ALARM1 Enabled, Active, Acknowl..  Message text for ALARMT coming from 57-300, ...
‘F1U4E:ZU 473 500 STMIN0D Y ALARMS Enabled, Active Ty text with value: -B1
Attibute | Walue
ActorlD
ActiveTime 10:48:43.104
ChangeMask  ActiveState, Athibute
ClientHandle  0x0
Cookie 0x11AEDBE
EwventCategory SIMATIC 57 programrmierter &larm
EventTupe Condition
SubCondition  ALARKM1
Quality gaad
@ connected
7. Start the OPC Data x|
. Modes sz ltem Mames The listed Item(s] will be added to Group: ~Group_1
Access C“ent (OPC Connectians 21| <> Begleitwert ST7:[300]B egleitwert g;:[ggg]gagtfgwe"
Scout)_ :g; & DB1E0 S7.[3000DB1.ED i
#& @LOCALSERVER
4 300
E-_1 objects
EEa ]
;..\;} [Mew Definitior
“§ DB
‘!‘; [Mew Defir
+-§& DB2
@& DB3
- blocks
- scan =
4 = _’l_l 3 _’I Filter | 0K | LCancel |

| [Mew Definition] is selected

[10/1/2007 | 258 FPM
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No. Action

8. Create the OPC
items Begleitwert
[associated value],
Status and Trigger

Remark
ﬂ
~OBJECTTYPE_S7
Dratatype Adress Bit Ma. Mo, Yalues
F =0 g i
a 1] 1
ta ta ta
2047 7 16304
Itemalias: I
aK | Cancel Spply |

9. Right-click in the
“Value” field to
display the dialog
box for writing
values

[EJoPC Scout - New Project]
File Yiew Server Group ltem 2

=10/

= & 8| &7 el +H-|

Fervers and goups e el stats nformnation
= g Sewerls) Item Names | Value | Format | Type | Access | Quality | Time Stamp (UTC)
=) Local Server) 1 [S7[00Begetwer 123 Qrign | Lintd T goad 100142007 125354.136
T 54 OPCSimaticNET 2 |57 [300tets i igind e AW oo 10/0/2007 1253954 138
i . 3573000 dgger False Oiignal | bl Fw good 10/01/2007 125354136
Ly Newgoul 1
© By OPC SimstoNET 0P
B OFC SimaticNET FD
@ ProfDiive Profierver
-8y Remot Serverls)
Ny dd Remote Serversis)
[ Gronap supossshully changsd E 3 v

10. | Default selection of
an associated value
(for example, “123")

Subsequently,
trigger the alarm by
writing a “1” (true) to
the “Trigger” item

Write Yalue(s) to the Itemi{s)

Walue

r— Formatconversion .
* Sunc wiite
< Diginal = fsunc write
(" Hex
" Binary
oK LCancel

Apply
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No. Action Remark
11. | Display of the alarm =IOl
. File  Server  Subscription  Settings
in the sample
. . Server d Disconnect
application _Disomrect |
Event Time | Severity | Souce | 4. Condition [ State [ Message [ Evnor |
7 10:43.53.432 500 574300 ALARKM1 Enabled, Active, dcknowl . Message test for ALARMT coming from 57-300,
7 10:43.50.637 500 57300 ALARMT Enabled, Acknowledged tessage text for ALARKMT coming from 57-300,
%7 10:4%:33.859 500 574300 ALARMT Enabled, Acknowledged tessage text for ALARKT coming from 57-300,
=7 08:47:06.042 500 578400 STATEPATH Enabled, Acknowledged Ok god, the connection to 57-400 was lost 11
‘é) 10:48:20.473 50O S7A300 Y ALARMS Enabled, Active by best with value: -B1
10:47:535607 500 574300 DIAGMNDSIS0:4303 0 DIAGMOSIS0:4303
=7 10:47-45.071 &O0 57300 ALARMIT Enabled, Acknowlzdaed Message text for ALARKMT caming fram 57-300,
=7 10:47:09.701 500 574300 ALARME Enabled My test with value: 115
=7 10:47:16.721 500 S7A300 ALARMIT Enabled, Acknowledged Meszage text for ALARMI coming from 57-300, ...
w7 034412602 500 57400 STATEPATH Enabled, Acknowledged Ohmy god, the connection to S7-400 was lost 11
w7 10:45:35.183 500 S7A300 ALARMS Enabled, Acknowledged Py bzt with walue: #MA
Attribute | WValue
ActorlDr
ActiveTime 10:46:43.104
Changetdask  ActiveState, Attibute
ClientHandle  0x0
Cookie 0x11AE0BS
EventCategory  SIMATIC 57 programmierter Alarm
EventType Condition
SubCondition  ALARM1
Quality good
@ connected
. | To acknowl h
12 0 acknowledge the | [ETEE_EEIo - 10| =l
alarm, select the line
by right-clicking it Acknowledger| D I.ﬁ.dmlnlstratnr
and select the
drop-down menu
Comrment I.ﬁ.cknnwledge
Acknowledge Cancel
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Appendix and Literature

9 Literature

9.1 Bibliographic references

This list is by no means complete and only provides a selection of
appropriate sources.

Table 9-1
Topic Title
\1\ | STEP7 Automating with STEP7 in STL and SCL
Hans Berger Publicis MCD Verlag
ISBN 3-89578-113-4
9.2 Internet links

This list is by no means complete and only provides a selection of
appropriate sources.

Topic Title
\1\ | Reference to the entry | http://support.automation.siemens.com/WW/view/en/2
6548467
\2\ | Siemens A&D http://www.ad.siemens.de/support
Customer Support
\3\ | OPC Data Access Specification on the OPC Foundation website for
Custom Interface download for OPC members
Version 3.0 www.opcfoundation.org
\4\ | OPC Alarm and Specification on the OPC Foundation website for
Events Custom download for OPC members
Interface www.opcfoundation.org
Version 3.0
\5\ | SIMATIC NET Description of or information on:
Commissioning PC e General information on the PC tools.
gtligﬁnsst;rthgPual and | | £ynctions of NCM PC.
SIMATIC NCM PC / Installed by _SIMATIC N_ET, see: Start > SIMATIC >
STEP 7 version V5.2 Documentation > English.
or higher Available in Product Support; Entry ID: 13542666
http://www4.ad.siemens.de/WW/view/EN/13542666
\6\ | SIMATIC NET — Manual for industrial communication on PG/PC with
Industrial SIMATIC NET.
Communication with Installed by SIMATIC NET, see: Start > SIMATIC >
PG/PC Documentation - English.
Available in Product Support; Entry ID: 2044387
http://www4.ad.siemens.de/WW/view/EN/2044387
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10 History
Table 10-1 History
Version Date Modification
V1.0 10/30/07 First edition
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