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Preface

Purpose of the Manual
This manual describes the operation of the device and gives information about safety, commissioning, and
operation as well as checks and tests.

Target Audience

This manual is mainly intended for protection system engineers, commissioning engineers, persons entrusted
with the setting, testing and maintenance of automation, selective protection and control equipment, and
operational crew in electrical installations and power plants.

Scope

This manual applies to the Reyrolle 7SR5 device family.
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®  Device manuals
Each device manual describes the functions and applications of a specific Reyrolle 7SR5 device. The
printed manual for the device has the same informational structure.

®  Hardware manual

The hardware manual describes the hardware building blocks and device combinations of the Reyrolle
7SR5 device family.

®  Operating manual

The operating manual describes the basic principles and procedures for operating and installing the
devices of the Reyrolle 7SR5 range.

® Communication protocol manual

The communication protocol manual contains a description of the protocols for communication within
the Reyrolle 7SR5 device family and to higher-level network control centers.

®  Security manual
The security manual describes the security features of the Reyrolle 7SR5 devices and Reydisp Manager 2.

®  Product information
The product information includes general information about device installation, technical data, limiting
values for input and output modules, and conditions when preparing for operation. This document is
provided with each Reyrolle 7SR5 device.

® Engineering Guide
The engineering guide describes the essential steps when engineering with Reydisp Manager 2. In addi-
tion, the engineering guide shows you how to load a planned configuration to a Reyrolle 7SR5 device and
update the functionality of the Reyrolle 7SR5 device.

®  Virtual Relay

The virtual relay allows a user to view, control and manipulate a virtual Reyrolle 7SR5 device. The virtual
relay is a tool that can facilitate training and understanding of the controls and functions on a Reyrolle
7SR5 device.

®  Reyrolle 7SR5 catalog
The Reyrolle 7SR5 catalog describes the system features and the devices of Reyrolle 7SR5.

®  Easy Protection Relay Selector for Reyrolle and SIPROTEC

This tool gives a quick guidance to find a protection relay of SIPROTEC 5, SIPROTEC 4, SIPROTEC Compact,
Reyrolle which would fit your needs.

Additional Support

For questions about the system, contact your Siemens sales partner.

Customer Support Center

Our Customer Support Center provides a 24-hour service.

Siemens AG
Smart Infrastructure — Protection Automation Tel.: +49 911 2155 4466
Customer Support Center E-Mail: energy.automation@siemens.com

Training Courses

Inquiries regarding individual training courses should be addressed to our Training Center:

Siemens AG
Siemens Power Academy TD Phone: +49911 9582 7100
HumboldtstraBe 59 E-mail: poweracademy@siemens.com
90459 Nuremberg Internet: www.siemens.com/poweracademy
Germany
4 Reyrolle 7SR5, Operating, Manual
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Preface

Notes on Safety

This document is not a complete index of all safety measures required for operation of the equipment (module
or device). However, it comprises important information that must be followed for personal safety, as well as
to avoid material damage. Information is highlighted and illustrated as follows according to the degree of
danger:

A DANGER

DANGER means that death or severe injury will result if the measures specified are not taken.

< Comply with all instructions, in order to avoid death or severe injuries.

A WARNING

WARNING means that death or severe injury may result if the measures specified are not taken.

< Comply with all instructions, in order to avoid death or severe injuries.

A CAUTION

CAUTION means that medium-severe or slight injuries can occur if the specified measures are not taken.

< Comply with all instructions, in order to avoid moderate or minor injuries.

NOTICE

NOTICE means that property damage can result if the measures specified are not taken.

< Comply with all instructions, in order to avoid property damage.

NOTE

®
l Important information about the product, product handling or a certain section of the documentation
which must be given attention.

OpenSSL
This product includes software developed by the OpenSSL Project for use in OpenSSL Toolkit (http:/
www.openssl.org/).
This product includes software written by Tim Hudson (tjh@cryptsoft.com).
This product includes cryptographic software written by Eric Young (eay@cryptsoft.com).

Reyrolle 7SR5, Operating, Manual 5
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First Steps
1.1 Unpacking, Repacking, Returning, and Storing

1.1 Unpacking, Repacking, Returning, and Storing

Unpacking a Device

NOTE

°®
l Devices are tested prior to delivery. The test certificate is a component of the devices.

®  Check the packaging for external transport damage. Damaged packaging may indicate that the devices
inside have also sustained damage.

®  Unpack devices carefully; do not use force.

®  Check the devices via a reception control to ensure they are in perfect mechanical condition.
®  Check the enclosed accessories against the delivery note to make sure everything is complete.
®  Keep the packaging in case the devices must be stored or transported elsewhere.

®  Return damaged devices to the manufacturer, stating the defect. Use the original packaging or transport
packaging where possible.

®  Check the wiring terminal connectors are all included.
®  (Check the mounting fixings are included.

®  Check the screws are included — one packet per terminal block.

Repacking a Device
® [f you store devices after reception control, they must be packed in appropriate storage packaging.
® [f the device is to be transported, pack it in transport packaging.

®  Enclose the accessories supplied and the test certificate in the package with the device.

Returning a Device
®  Return devices to the manufacturer, stating the defect. Use the original packaging or transport packaging
where possible. Send damaged devices to the following address:
Siemens AG
EM DG PRO MF Riickwaren
Rohrdamm 7
13629 Berlin
Germany

®  Protect the optical interfaces on the communication modules and AFD when fitted against the ingress of
dust. Use, for example, the protective caps provided in the delivery condition.

Storing a Device

®  Only store devices on which you have carried out an incoming inspection, This action ensures that the
warranty remains valid. The incoming inspection is described in 7.3 Incoming Inspection.

®  Reyrolle devices must be stored in rooms, which are clean and dry. Devices must be stored at a tempera-
ture of -25°C to +70 °C.

®  The relative humidity must be at a level where condensed water and ice are prevented from forming.

® Siemens recommends that you observe a restricted storage temperature range of +10 °C to +35 °C, in
order to prevent the electrolytic capacitors used in the power supply from ageing prematurely.

12 Reyrolle 7SR5, Operating, Manual
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First Steps
1.1 Unpacking, Repacking, Returning, and Storing

® |f the device has been in storage for more than 2 years, connect it to an auxiliary voltage for 1 to 2 days.
This action will cause the electrolytic capacitors to form on the printed circuit board assemblies again.

® |f devices are to be shipped elsewhere, you can reuse the transport packaging. Storage packing of the
individual devices is not adequate for transport purposes.

Reyrolle 7SR5, Operating, Manual 13
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1.2 Environmental Protection Hints

1.2

Environmental Protection Hints

Disposal of Old Equipment and Batteries (Applicable only for European Union and Countries with a Recycling

System)

The disposal of our products and possible recycling of their components after decommissioning has to be
carried out by an accredited recycling company, or the products/components must be taken to applicable
collection points. Such disposal activities must comply with all local laws, guidelines and environmental speci-
fications of the country in which the disposal is done. For the European Union the sustainable disposal of elec-
tronic scrap is defined in the respective regulation for "waste electrical and electronic equipment” (WEEE).

The crossed-out wheelie bin on the products, packaging and/or accompanying documents means
that used electrical and electronic products and batteries must not be mixed with normal house-
hold waste.

mmmm According to national legislation, penalties may be charged for incorrect disposal of such
waste.

By disposing of these products correctly you will help to save valuable resources and prevent any potential
negative effects on human health and the environment.

1

NOTE

Our products and batteries must not be disposed of as household waste. For disposing batteries it is neces-
sary to observe the local nationallinternational directives.

Disposal of Mobile Storage Devices (e.g. USB Sticks and Memory Cards)

When disposing of/transferring mobile storage devices, using the format or delete functions only changes the
file management information and does not completely delete the data from your mobile storage device. When
disposing of or transferring a mobile storage device, Siemens strongly recommends physically destroying it or
completely deleting data from the mobile storage device by using a commercially available computer data
erasing software.

REACH/RoHS Declaration

You can find our current REACH/RoHS declarations at:

https://www.siemens.com/global/en/home/products/energy/ecotransparency/ecotransparency-down-
loads.html

i @

NOTE

You can find more information about activities and programs to protect the climate at the EcoTransparency
website:

https://www.siemens.com/global/en/home/products/energy/ecotransparency.html

14
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1.3 Incoming Inspection

1.3  Incoming Inspection

Safety Notes

A DANGER

Danger during incoming inspection

Noncompliance with the safety notes, can result in death, severe injury or considerable material
damage.

< Comply with all given safety notes when carrying out the incoming inspection.

< Please note that hazardous voltages are present when you perform the incoming inspection.

® [fyou identify a defect during the incoming inspection, do not rectify it yourself. Repack the device and
return it to the manufacturer, stating the defect. Use the original packaging or transport packaging
where possible.

Performing a Follow-Up Inspection on a Device

®  Visually check for external damage as soon as you have unpacked the devices; they must not show any
signs of dents or cracks.

Checking the Rated Data and Functions

®  Check the rated data and functions using the complete order designation/the product code. The device
manual contains all technical data and a description of the functions.

®  Check the information provided on the rating plate too. The device features a product adhesive label,
which contains the Technical data.

®  Make sure that the rated data of the device properly matches the power-system data. You can find the
necessary information in the device manual.

Reyrolle 7SR5, Operating, Manual 15
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1.4 Electrical Inspection

1.4  Electrical Inspection

Device Protection

A DANGER

Danger when connecting the 7SR5 device

Noncompliance with the safety notes will result in death, severe injury or considerable material
damage.

< The device must be situated in the operating area for at least 2 hours before you connect it to the
power supply for the first time. This prevents condensate from forming in the device.

< If the device has been in storage for more than 2 years, connect it to an auxiliary voltage for 1 to 2
days. This will cause the electrolytic capacitors on the printed circuit-board assemblies to form again.

®  Perform the electrical inspection.

Earthing a Device

The 7SR5 devices are protection class | equipment and must be connected to the system earth prior to
commissioning.

e  Terminal B28 (power supply unit) should be connected to the case earth stud. A minimum wire size of
2.5 mm? is recommended.
The case earth stud should be solidly earthed to the panel earth. Located at the top rear of the case is a

case earth stud, this must be connected to the main panel earth.
Connecting a Device

®  Connect all cables and lines. Use the connection diagrams in the Hardware and Device manuals. Use the
screws provided.

® Tighten the terminal screws. The rear terminal blocks comprise M4 female terminals for wire connec-
tions. Each terminal can accept 2 x M4 diameter crimps.

Safety Notes

A DANGER

Danger during electrical inspection

Noncompliance with the safety notes will result in death, severe injury or considerable material
damage.

< Comply with all given safety notes when carrying out the electrical inspection.

< Please note that hazardous voltages are present when you perform the electrical inspection.

®  During the electrical inspection, check that the device becomes ready for operation once it has been
connected to the power supply.
Performing the Electrical Inspection
®  Connect the power supply via an external HRC fuse rated at 6 A (BS88/IEC 60259).

®  Ensure that the correct auxiliary supply voltage and polarity is applied to B22 and B24 terminals, by using
diagrams for the relay connections. Terminal B28 should be connected to the case earth stud.

16 Reyrolle 7SR5, Operating, Manual
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1.4 Electrical Inspection

®  Activate the power supply.

After (initial) activation, the Device Not Configured message will be displayed on the LCD screen
after a short duration if the user has not changed any parameter in the device.

The display of the message cannot be disabled, the act of changing any parameter or loading a user
configuration will automatically turn it off.

® |f the device fails to power on, pack this device and return it to the manufacturer, stating the defect.

®  COM-1 port RS485 (Block A and X1 Terminals) connection to this communication facility is by screened,
twisted pair cable. On site when wiring other facilities ensure that these terminals are not obscured by
other wiring runs. Cable should be RS485 compliant.

® laserclass 1is maintained in compliance with EN 60825-1 and EN 60825-2 when using 1 mm polymer
optical fibres.
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Installing the Devices

2.1 Device Dimensions and Drilling Drawings

2.1

Device Dimensions and Drilling Drawings
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For FO cables, a minimum bending radius
R =70 mm (2.76 inch) must be considered
according to the type.
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Panel cut-out Top view
Dimensions in mm. Values in brackets in inches.
Figure 2-2 Size 8 Case
) Overall length with AFD/RS485 plugs
(2) Overall length with TSI plugs
3) Overall length to standard terminal blocks
(4) Earth screw
NOTE

1

ness.

3.6 mm holes are suitable for M4 thread-forming screws supplied with the device for typical panel thick-
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2.1 Device Dimensions and Drilling Drawings

Side view Front view
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must be considered according to the type.
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Panel cut-out Top view
Dimensions in mm. Values in brackets in inches.
Figure 2-3 Size 12 Case
@) Overall length with AFD/RS485 plugs
(2) Overall length with TSI plugs
3) Overall length to standard terminal blocks
4) Earth screw
- NOTE
l 3.6 mm holes are suitable for M4 thread-forming screws supplied with the device for typical panel thick-
ness.
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2.2 Installing Devices

2.2  Installing Devices

Preparations

NOTE

°®

l The installation depth for 1 device is at least 275 mm (11.83 in). This dimension may need to be enhanced
to accomodate the necessary bending radius for the various connectors.
The @ 3.6 mm holes are for M4 thread forming trilobular screws. These are supplied as standard and suit-
able for use in Ferrous/Aluminium panels 1.6 mm thick and above. For other panels, holes to be M4 clear-
ance (typically @ 4.5 mm) and relays mounted using M4 screws, nuts and lockwashers (Supplied in panel
fixing kit).

A WARNING

Danger due to device being improperly screw-fastened

Incomplete and careless screw-fastening can lead to death, severe injury, and considerable material
damage.

< Ensure that screw fastening is installed and secure at all intended bolting points.

® |f noassembly opening is prepared, then cut out the required assembly opening.

®  Produce the holes as shown in the drilling plan.

Fitting Devices

® |Insert the device in the installation opening. Make sure that the fastening screws of the on-site operation
panels also protrude exactly into the openings.

®  Secure the device to the panel at the top and bottom using the M4 machine screws, lock washers, and
nuts provided. All fixing points should by used, the size 6 and 8 case has 4 fixing points and the size 12
has 6 fixing points, and checked and tightened to ensure the device is secure.

®  Check for secure attachment.

Fixings
Crimps
Ring tongued crimps with 90° bend are recommended.
Panel Fixings
Typical mounting screw kit per device consists of:
® C(Caseb
— 4 0ff M4 x 10 mm screws
- 4 0off M4 nuts
— 4 off M4 lock washers
® (ase8
— 4 0off M4 x 10 mm screws
- 4 off M4 nuts
— 4 off M4 lock washers
Reyrolle 7SR5, Operating, Manual 23
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2.2 Installing Devices

e (Casel2

- 60ff M4 x 10 mm screws

- 60ff M4 nuts

— 6 0ff M4 lock washers
A typical rear terminal block fixing kit (1 kit per used terminal block fitted to relay) consists of:
® 28x M4, 8 mm screws

® 28 x M4 lock washers

~ NOTE
l Fixing kits are not supplied for unused terminal blocks, refer to the wiring diagram for the number of blocks
used.
24 Reyrolle 7SR5, Operating, Manual
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2.3 Connections and Earthing

2.3  Connections and Earthing

Earthing the Devices

The 7SR5 devices are protection class | equipment and must be connected to the system earth before commis-
sioning.

A DANGER

Danger due to device being improperly earthed

Incomplete and careless earthing leads to death, severe injury, and considerable material damage!

< The device must be situated in the operating area for at least 2 hours before you connect it to the
power supply for the first time. This method prevents condensation of water in the device.

< If the device has been in storage for more than 2 years, connect it to an auxiliary voltage for 1 to 2
days. This will cause the electrolytic capacitors to form on the printed circuit board assemblies again.

The case earth stud should be solidly earthed to the panel earth. Terminal B28 (power supply unit) should be
connected to the case earth stud. A minimum wire size of 2.5 mm? is recommended.
Connecting Devices

®  Connect all cables and leads. Use the connection diagrams in the Hardware and Device manuals.

Earthing the Device

®  Join several on-site operation panels to one another with firm contact.

The case earth stud should be solidly earthed to the panel earth. Terminal B28 (power supply unit) should
be connected to the case earth stud. A minimum wire size of 2.5 mm? is recommended.
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Figure 2-4 Earthing Points (56 with 2 x Optical LC Ports)
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3 Handling of the Device

3.1 Case and Element 28
3.2 Withdrawing the Device Element 41
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Handling of the Device
3.1 Case and Element

3.1 Case and Element

Size 6 Case and Device

SIEMENS

7SRS111-1ARZ1-BAAG.EE |

Figure 3-1 Front View (S6)
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Handling of the Device
3.1 Case and Element

Figure 3-2 Front/Side View
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Handling of the Device

3.1 Case and Element

Figure 3-3
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Handling of the Device
3.1 Case and Element

Figure 3-4 Label View
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Handling of the Device
3.1 Case and Element

Rear View

5

Figure 3

Device fitted with optical LC ports

RS485 2-part connector shown fitted
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Handling of the Device
3.1 Case and Element

Size 8 Case and Device

SIEMENS

78RS711-3ARZ2-1AAG

EBIA

Figure 3-6 Front View (S8)

Figure 3-7 Front/Side View
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Handling of the Device
3.1 Case and Element

Figure 3-8 Front/Side/Label View
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Handling of the Device

Analogue Inputs

| rated 1A5A, V rated - 40V - 160V,

7SRS711-3AA22-1AA0/BB
Serial No. GF2112502200

 |wem] B2

|Auxiliary Supply (Vaux) | -ve (N) | B-24
e [onoe)| 828

Humboldtstr. 59
90459 Nuremberg, Germany

v CEZ M @

Figure 3-9 Label View
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3.1 Case and Element
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Handling of the Device
3.1 Case and Element

Size 12 Case and Device

SIEMENS

TSRS,
SGT 3

75R5

Transforner

7SRS431-5AA16-BARG-BE

Figure 3-11 Front View (512)

3
5

MIRHEHIAAIE

Figure 3-12  Front/Side View
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3.1 Case and Element
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Handling of the Device
3.1 Case and Element
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Handling of the Device
3.1 Case and Element

Device fitted with RJ45 ports
RS485 2-part connector shown not fitted
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Handling of the Device

3.2

3.2 Withdrawing the Device Element

Withdrawing the Device Element

Size 6 Withdrawn

1

NOTE

The rear retaining screw must be removed to allow withdrawal of the device from its case.

A

DANGER

Element Withdrawn

< Do notinsert anything into the case after withdrawing the element.

Contacts in the case ensure that the CT circuits and normally closed contacts are short-circuited when the
device is removed. It is recommended to apply external CT shorting and isolate external connections if the
case is wired in service e.g. using appropriate external isolation links. The removed device should not be
carried using the fascia levers, it should be held by the top and bottom plates and exposed PCB’s should not be
touched. The device should be protected from damage, handled with care and not exposed to contamination.
The device should be re-inserted into the case without the use of excessive force.

Figure 3-16 Retaining Screw

i 0

NOTE

Remove RS485 connector and ethernet cables if connected.

To withdraw the device from the case loosen both captive screws, then pull the levers as shown in the
following figures.
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Handling of the Device
3.2 Withdrawing the Device Element

SIEMENS [

Figure 3-17  Screws Loosened and Levers Opened
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Handling of the Device
3.2 Withdrawing the Device Element

Figure 3-18 Top View — Device Partially Withdrawn from the Case

Size 8 Withdrawn

° NOTE
l The rear retaining screw must be removed to allow withdrawal of the device from its case.
Reyrolle 7SR5, Operating, Manual 43
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Handling of the Device

3.2 Withdrawing the Device Element

A DANGER

Element Withdrawn

< Do notinsert anything into the case after withdrawing the element.

Contacts in the case ensure that the CT circuits and normally closed contacts are short-circuited when the
device is removed. It is recommended to apply external CT shorting and isolate external connections if the
case is wired in service e.g. using appropriate external isolation links. The removed device should not be
carried using the fascia levers, it should be held by the top and bottom plates and exposed PCB’s should not be
touched. The device should be protected from damage, handled with care and not exposed to contamination.
The device should be re-inserted into the case without the use of excessive force.

an

Figure 3-19 Retaining Screw

i 0

NOTE

Remove RS485 connector and ethernet cables if connected.

44

To withdraw the device from the case loosen both captive screws, then pull the levers as shown in the
following figures.
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Handling of the Device
3.2 Withdrawing the Device Element

Figure 3-20 Screws Loosened and Levers Opened
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Handling of the Device
3.2 Withdrawing the Device Element

Figure 3-21 Top View — Device Partially Withdrawn from the Case

Figure 3-22 Front View — Device Partially Withdrawn from the Case
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Handling of the Device
3.2 Withdrawing the Device Element

Figure 3-23 Rear View — Device Fully Withdrawn from the Case

Size 12 Withdrawn

NOTE

°®
l The rear retaining screw must be removed to allow withdrawal of the device from its case.

A DANGER

Element Withdrawn

< Do notinsert anything into the case after withdrawing the element.

Contacts in the case ensure that the CT circuits and normally closed contacts are short-circuited when the
device is removed. It is recommended to apply external CT shorting and isolate external connections if the
case is wired in service e.g. using appropriate external isolation links. The removed device should not be
carried using the fascia levers, it should be held by the top and bottom plates and exposed PCB’s should not be
touched. The device should be protected from damage, handled with care and not exposed to contamination.
The device should be re-inserted into the case without the use of excessive force.

Figure 3-24 Retaining Screw

° NOTE
l Remove RS485 connector and ethernet cables if connected.
Reyrolle 7SR5, Operating, Manual 47
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Handling of the Device
3.2 Withdrawing the Device Element

To withdraw the device from the case loosen both captive screws, then pull the levers as shown in the
following figures.

Figure 3-25 Retaining Screw

Figure 3-26  Top View — Device Partially Withdrawn from the Case
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Using the Device Fascia

4.1 General

4.1 General

All 7SR5 devices can be operated via the Reydisp Manager 2 interface of your PC and via the on-site operation
fascia front panel.

Operation is via the push buttons on the relay. LEDs and large HMI screen provide information to the operator.

Operating Concept

The operating concept allows you to do the following on-site operator actions:

50

Navigation in the menu tree

Modification of settings

Resetting saved information

Showing default and control displays, measured values and logs
Executing switching operations with large graphical HMI screen
Initiating configured actions via function keys

Binary output test from Maintenance menu

Status display with LED

Function configuration

Configuring inputs, outputs and LEDs

CTIVT configuration

Setting serial communication parameters

Display device information such as firmware version, and IP address

Reyrolle 7SR5, Operating, Manual
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4.2 Overview of Operator Elements and Display Elements

4.2  Overview of Operator Elements and Display Elements

>

SIEMENS

1AA21 - 0
7SRS111-1ARZ1-GAAG/EE |
1R ]

404 —t  — 406

® 455 0.6y
a.06R

T ———

P0000OO0 00

@
®
@,
Figure 4-1 Device Fascia
(1) LCD
2) Push buttons
3) USB port cover
(4) Withdrawal lever
(5) Device identification number
(6) Transparent LED label door
(7) 28 3-colored LEDs
(8) Function key 1
9) Function key O
(10) Warning symbols

The following table gives you a detailed explanation of the function of the operator and display elements.
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Using the Device Fascia

4.2 Overview of Operator Elements and Display Elements

Function

Operator Element/Display Element

o : LCD display showing menus and settings
7SRS111-1RAZ1-BAARE-BE Py 9 I
- MEE
I FEE
AEG ] ] 405
B, B6H
25
Figure 4-2 LCD Display
n Menu navigation and settings increase
Figure 4-3 Fascia Up Button
n Menu navigation and settings decrease
Figure 4-4 Fascia Down Button
Menu navigation. Binary output reset from home
screen (3 second delay). LED test/reset.
Figure 4-5 Fascia Navigation Button
Enter key, used to initiate and accept settings
l ' changes
Figure 4-6 Fascia Enter Button
Cancel key, used to cancel settings changes and/or
move up the menu structure by one level per press
Figure 4-7 Fascia Cancel Button
- USB port to connect to other devices e.g. laptop.
Figure 4-8 USB Port Cover
2 levers are located on the front of the relay. They are
: o used to withdraw the relay from it's case.
M el ot oo ML SN OO AREC AT :
Figure 4-9 Withdrawal Lever
Y WAS LS 3 Label displaying the relay MLFB code and serial
S 1AA21-0AAG number.
| SN:GF 1902065592
Figure 4-10 Device Label
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Using the Device Fascia

4.2 Overview of Operator Elements and Display Elements

Operator Element/Display Element Function

HEALTHY

PICK UP

A Operate

50/51

B Operate

50/51

C Operate

EF Operate

60VTS

81R

CB CLOSED

Figure 4-11

Labelling Strip

Customizable label for LEDs with transparent door

Figure 4-12

28 3-colored LEDs

28 tri-colored LEDs to show the status of the func-
tions etc on the label.

The 28 LEDs are in 2 lines of 14. The left hand line of
LEDs are numbered 1 to 14 from top to bottom.

The right hand line of LEDs are numbered 15 to 28
from top to bottom.

Figure 4-13

Fascia Function 1 Button

Binary input > Function button 1

Figure 4-14

Fascia Function 0 Button

Binary input > Function button 0

Reyrolle 7SR5, Operating, Manual
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4.2 Overview of Operator Elements and Display Elements

54

Operator Element/Display Element Function

A\

Danger: Electrical hazard

Figure 4-15 Electrical Hazard
Refer to device documentation (Product information,
A Device manual, Hardware manual, Operating manual,
Figure 4-16 Refer to Device Documentation and Communication protocol manuals)
A Electrostatic Sensitive Devices warning
Atad
Figure 4-17 ESD Warning
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4.3

Displays

4.3 Displays for Indication and Control

Displays for Indication and Control

Displays for indication and control offer you the possibility of quickly obtaining an overview of important oper-
ating modes. You can configure a total of up to 5 different display screens in Reydisp Manager 2 using the
display editor. The following contents are available here:

®  Dynamically updated measured values

®  Status of indications

®  Switch positions of switching objects

®  Static or dynamic texts

®  Graphical and controllable elements

®  Add access control via Setting and User IDs

®  Resetting of password is a fascia operation

i 0

NOTE

The displays and controls on the HMI screen are created in Reydisp Manager 2.

The LCD contrast can be adjusted by pressing the Enter and Cancel pushbuttons together and then using
the A or v keys to increase or decrease the contrast.

The backlight brightness adjusted by pressing the Enter and Cancel pushbuttons together, then pressing
the right arrow » pushbutton to select brightness and then using the a or ¥ keys to increase or decrease the
level.

To conserve power the display backlighting is extinguished when no buttons are pressed for a user defined
period. The Backlight Timer setting within the Configuration > Device menu allows the timeout to
be adjusted from 1 to 60 minutes and O£ £ (backlight permanently on).

Default Displays

The Device Not Configured message will flash up on the LCD after a short duration if the user has not
changed any parameter in the device (see Figure 4-18). The display of the message cannot be disabled. The
action of changing any parameter or user configuration will automatically disable this alert message.
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Using the Device Fascia

4.3 Displays for Indication and Control

DEVICE HOT

COMF IGURED

Figure 4-18 Device Not Configured

A device ready for operation will display the primary current default screen display image (see Figure 4-19)
after sending configuration to the device if no user HMI screens have been configured.

56
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Using the Device Fascia
4.3 Displays for Indication and Control

Figure 4-19 Primary Current Default Screen

This default screen can be changed by using the Reydisp Manager 2 tool.

During normal in service operation (not after operation caused by a system fault) the user can return to the
default Home screen by pressing the Cancel button several times from anywhere within the menu structure.

If several display images are available, you can select them in order of parameterized sequence by pressing the
fascia navigation button (right arrow).

Control Displays

The 7SR5 device graphic display can be configured to show a mimic of the associated plant by using the
Reymimic editor in Reydisp Manager 2. The control displays can graphically and dynamically update the switch
position of switching objects. In addition, control displays offer you the possibility of selecting individual
switching objects and activating them according to switching authority and switching mode.
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Using the Device Fascia
4.3 Displays for Indication and Control

FSRS111-1AR21-BAAG-EE
MEE

Jo
=l
;

Figure 4-20  Control Display

A ready-to-run device can display a user defined plant control mimic after booting. By pressing the Enter
button, function key 1, or function key 0 buttons, you get to the control display defined as standard. By
pressing the Enter button and using the up or down buttons, you get to the control mode of the currently
displayed control display.

If there are multiple displays, the Navigation (right arrow) buttons is used to display the different screens. If
several controllable objects exist on a single screen, pressing Enter and using the up or down keys allows the
user to toggle between different objects. After pressing function key 1 or function key 0, a confirmation
screen appears to activate the control function. Control mode is reset after a switching procedure or after a
period of 30 seconds time duration without a switching operation or confirmation.
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4.4 Structure of the Menu

4.4 Structure of the Menu

Device Menu

The User menu can be reached after pressing the down fascia key or up fascia key whilst the main screen is
displayed. The fascia Navigation button is used for proceeding to the menu.

Setting Mode

This mode allows you to view and change settings, configuration, inputs/outputs, CT/VT ratios, and protection
parameters in the device.

See section 3.1.2 in the device manual for further information.

Instrument Mode
This mode allows you to view the following conditions of the device:

®  Operational measured values
® Input/output (I/O) status

®  Miscellaneous status

Instrument Mode

The instrument mode submenu displays the current values, status of binary inputs, and binary outputs. The
following meters are available and can be navigated by using the a, v, and » keys.

See section 8.1 in the device manual for further information.

Fault Data Mode

The 7SR5 stores a maximum of 100 relay trip fault records. Each stored fault data can be viewed by pressing
the » key. Each record contains data of the operated elements, analogue values, and LED status at the time of
the fault. The data is viewed by scrolling down using the ¥ key.

NOTE

i @

Phase LEDs are not illuminated when the trip is caused by the 49 function.

NOTE

i @

LCD does not display phase information when the trip is caused by the 49 function.
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Using the Device Fascia

4.5 Menu Tree

4.5 Menu Tree
Main Menu
The main menu structure is firmly set and is not changeable. The submenus
MAIN MEMU depend on the hardware variants and the configuration of functions.
“ ‘E Pressing the right arrow button » is to enter submenus and the X cancel
= “Il 1| button is to return to the main menu. The arrow keys navigate between the
:IHSTRUHEHTS menus.
| IFRULT DRTH
EVEMT LOG
SECURITY LOG ‘
COMTREOL MODE
DEUICE INFORMATION ||
Settings Menu

| SETTINGS

CONFIGURATION
FUNCTIONS

CONFTGURATION

pEVICE ¥
CT/VT

BIMARY INFUTS

BIMARY QUTPUTS
MRINTENANCE

DATA STORAGE
COMMUNMICRATIONS

In the Settings menu, relay settings, CT/VT configuration, inputs/outputs
are available, and function configuration can be selected. Binary outputs
can be tested from the Maintenance menu and the serial RS-485 port

communication settings are available in the Communications submenu.

Instruments Menu

60

| 1hsTRUMENTS

FRAVOURITE METERS
CURRENT METERS
VOLTRGE METERS

FREQUENCY METERS
POWER METERS
EHERGY METERS
THERMAL METERS

In the Instruments menu, you can display various real time measured
values from analogue inputs and the status of some elements.
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Using the Device Fascia
4.5 Menu Tree

Fault Data Menu

——— FAuLoar Fault data records can be viewed on the HMI LCD with the time and date of
SETTINGS

e the trip. These include the LED status at the time of recording and the fault
B 2 currents. Fault number 1 is the most recent fault.

EVENT LOG
SECURITY LOG
CONTROL MODE
DEUICE INFORMATION

FAULT DATA
59526147555

U2=a: Ganky

Event Log Menu

The Event Log menu shows the time tagging of any change of state (Event)
in the device as a record, along with a time and date stamp to a resolution

of T ms. Raised means the event is in the on state and Cleared means
the event is in the off state.

l EvEnT oG

1 Event

Security Log Menu

The Security Log menu lists the events associated with the security access
SECURITY LOG to the device and are categorized as Events or Alarms. These can be viewed

by entering the Security ID, if it has been configured in the device configu-
ration using Reydisp Manager.

[ ty—
2@25Pé35'1319"t
ST01: 60, 0a7

sec -m1+g-war~n1n
ZB28,97738 2

11:27:59,398

Control Mode Menu

CONTROL MODE The Control Mode menu shows. controllable.plant items that have peen

o - - included by the user in the configurable fascia LCD. For the chosen item the
Enable Output Signals can be selected to allow the item to be a
Controllable Item by using the Enter button and function keys.

CB: TRAVELLING

EMTER
To Control
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4.5 Menu Tree

Device Information Menu

DEVICE IMFORMATION

The Device Information menu offers you detailed information about
the device such as the firmware version, serial number, etc.
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4.6 Notification and Dialog Windows

Notification Windows

The notification windows appear briefly to give the user important information during on-site operation and
close automatically. For example, they contain the following information:

CB1: Closing b

General Alarms

HALAREM 2

Figure 4-21 Examples of Notification Windows

Dialogs

Dialogs are interactive notification windows in the base bar. In the dialogs, you are prompted to actively carry

out actions.

You confirm the context-dependent command prompts offered here by pressing the softkeys below the

prompts.
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4.7  Display of Routings and Status

You can route signals from the 7SR5 device matrix to binary inputs and binary outputs. With the menu item
Main Menu > Instruments > Binary Input Meters on the device you can display the status of the logical
signals and their status.

In order to display the status in the 7SR5 device, proceed as follows:

® |norder to access the Binary 10 from the main menu, use the fascia navigation keys:
Main Menu > Instruments > Binary Input Meters

®  Use the navigation keys of the front fascia to navigate within the displayed list and select one of the 2
following menu entries:

—  Binary inputs

—  Binary outputs

E: INSTRUMENTS Q BINARY IMPUT METERS | W BInmRY OUTPUT METERS
: MISCELLANEOUS METERS F T 1} :
GENERAL ALARM METERS | —— |} 1
| cemanp METERS BI 9-% |
| FruLT LocaToR METERS ﬁ -1
| ENETENEE| | | ’

| svary cutruT MeETERS | |
| VIRTUAL METERS |

Figure 4-22 Binary Inputs and Output Menu

All available binary inputs of the 7SR5 device will be displayed.
The following table shows the meaning of the status of the individual menu entries Binary inputs and Binary

outputs.
Menu Item Status Description
Binary input 1 Input is active
- Input is not active
Binary output 1 Output is active (contact is closed)
- Output is not active (contact is open)

The status of the respective binary inputs, binary outputs or the LEDs is updated automatically by the actual
state in the device.

®  Use the navigation keys to navigate around the Meter pages.

Configuring Binary Outputs

Any function element in the Output Matrix can be selected to operate any output relay, LED or virtual input/
output.

Functions and signals that initiate operation of each binary output are defined in the Settings > Configura-
tion > Binary Outputs > Output Matrix menu. All outputs are fully user configurable from the front fascia
and can be programmed to operate from any or all of the available functions and signals in the output matrix
menu.

Figure 4-23 shows an assignment to a binary output following the menu steps. The 50-1 overcurrent protec-
tion stage is assigned to BO-1 and LED11.

In the Output Matrix, use the up or down keys to see the required function, then press the Enter button to
configure a binary output, LED or virtual to this signal. Use the right arrow key to proceed to further BOs.

Use the up arrow key by making 1 to map an output, then press the Enter button to confirm your assignment.
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%

EATN MENLU SETTINGS j CONF IGURATION
'.:;ETT I H | !:: |:| HF I GU F'F:]T I l:i H EJ\ DE":'I I I:E
IHSTRUMENTS e —— | cror
FAULT DATA | BIHARY INPUTS

SECURITY LOG

MARIMTENANCE

!
ELVEHT LOG (‘\ BIHARY QUTPUTS

CONTROL MODE | DATA STORAGE
LEVICE IWFORMATION | COMMUNICATIONS

V BINARY OUTFUTS OUTPUT MATRIX OUTPUT MATRIX
! Active Gi f Active Gi f

OUTPUT MATRIX
BIHNARY QUTPUT COMFIG

LED COMFIG
GEMERRL FICKUF
TRIP CONFIG

Current VYalue

W15-17.V19-28,Y24

-
Figure 4-23 Binary Output Menu Steps

Output Matrix Test

CONFIGURATION 1 ¥ MAINTENANCE QUTFUT MATRIX TEST

fctive G1 b

pEQICE DUTRUT MATEIX TEST K
CT-UT

EIMARY IWPUTS

EIMARY OUTFUTS

MAIHTEMANCE

DATA STORAGE

COMMUMICAT IOMS

Bl 7 Operated

Bl 2 Operated

EI 9 Operated

Testing Output

Figure 4-24 Output Matrix Test Steps
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The Output Matrix Test allows the user to test Binary Outputs. Before performing this test, signals must be
mapped in the Binary Outputs > Output Matrix from the Settings > Configuration menu

The Settings > Configuration > Maintenance > Output Matrix Test menu displays the functions that are
assigned to any binary output.

In the Output Matrix Test menu, view the signals with the down arrow key. Press the Enter button to perform
a test in this signal then, after a confirmation page, choose Yes with the up or down key and the press Enter.
The configured binary output(s) will close.

INFORMATION

Figure 4-25 Output Matrix Test Completed

66 Reyrolle 7SR5, Operating, Manual
C53000-B7040-C013-1, Edition 05.2022



5 Using Reydisp Manager 2

5.1 General 68
5.2 Operator Actions in the Offline and Online Area 70
5.3 Transmitting the Configuration to a 7SR5 Device for the First Time 76
5.4 Transferring Device Data from the Device to the PC 80
5.5 Retrieving Fault Records and Log Contents 82
Reyrolle 7SR5, Operating, Manual 67

C53000-B7040-C013-1, Edition 05.2022



Using Reydisp Manager 2

5.1 General

5.1

68

General

Reydisp Manager 2 is a PC operating program. It is the engineering and operating tool for all 7SR5 protection
devices. The user can perform all configuration tasks offline from the PC without needing a 7SR5 device. All
data can be transferred to the device online at a later date — for example, via a direct USB connection or a
communication network. More information is available in the Engineering Guide.

Reydisp Manager 2 is available to download free of charge from https://www.siemens.com/reyrolle directly.
Download package Reydisp Manager V02.XX should be used for the installation of Reydisp Manager 2.
Reydisp Manager 2 uses templates to update and configure 7SR5 devices. The templates need to be installed
in Reydisp Manager for any required device type and version. All device templates must be installed separately
for the required PC software and device type. Template installers are also available to download from the
Siemens web page e.g. 7SR5_DeviceFW-V2.10CFG-V2.10_RDT-V2.10.exe

) NorthFarm - Reydisp Manager 2 - El *
File Tools Help
L Q.-I MNorthFarm ¥ E‘] TSR31 Owercurrent

4 £ NorthFarm Device Details
1 Name: 75R51 Cvercurrent IEC 61850 IED Name:  1ED1
| [ T || MLFB:  7SRS111-1AA11-0AA0
E T5R54 Transformer Status: Mo Action Required
E: 7SRS7 Motar e - B —
Name Type Last Modified
5 New Station

@ Configuration

E Function Configuration Application Functions

- User Settings Device Parameters 25/04/2021 21:05:21
u Serial Comms & Events  Serial Comms & Events

£ User Logic Graphical Logic

)} T5R5111 Default HMI Screen 23/04/2021 23:31:17

& Tasks | /] Device Data | D Messages

@ Device Configuration
i) Lj @
Properties Ethemet Ethemet
Interface Timezane
@ Device Tasks
=1 5 =] =
& R = © Hia €
Send Device Get Device Get Device Set Device Compile [EC Install Device Change
Configuration Data Cenfiguration Date & Time 61850 Firmweare Temnplate
Configuration
@ &
Get Device Get
Info Diagnostics
Package

@ Import and Export

LU e
Export SCL Import SCD/ Export [EC
ciD 61850 MICS

Figure 5-1 Project View of Reydisp Manager 2 (Main Screen)

It provides the following features:
®  Configure device functionality
®  Configure device settings

® (Create and edit logic diagrams

® (Create user defined single lines and mimic diagrams for HMI screens
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®  Configure device IEC 61850 interface/time zone
®  (reate user-definable current/voltage/thermal curves
®  Configure serial communication data points and fascia event log

®  Edit [EC 61850 Stations using the optional System Configurator with seamless integration with Digsi
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5.2

Operator Actions in the Offline and Online Area

Offline Configuration

The offline configurations indicated offline in a project include all data to be edited of a protection device on
the engineering PC. There is no need for a connection to a physically existing device.

You can execute the following actions in the offline area:

Adding 7SR5 devices to the project tree

Selecting a template of the device

Defining functional scope of a 7SR5 device

Entering individual function settings and parameters

Routing binary inputs, outputs and LEDs

Editing HMI screen display diagrams

Designing logic functions such as interlocking mechanisms

Configuring the communication network and setting communication parameters
Displaying saved fault records and evaluating them from waveform records

Exporting and printing data

Online Configuration

All data can be transferred to the device using an online connection and perform the following tasks when
there is a physical connection between Reydisp Manger 2 and a 7SR5 device:

Sending device configuration

Retrieve device data such as event logs, fault logs and waveform fault records
Retrieve device configuration

Set device date and time

Displaying selected analogue measured values

Protection setting parameterization

Creating a Project

70

In the Start menu under Reydisp Manager 2, select the program entry for the current Reydisp Manager 2
version or double click the shortcut icon on the desktop to open the engineering tool of the 7SR5 device.

A
cl

small start-up screen opens.
ick on the New Project icon and enter a project name in the Name box as shown in Figure 5-2.

Then click OK to proceed to the main screen.

Create Mew Project — O x
Marme: Test Project

Location: |ChDesktDp‘aRE}'di5p Manager | | Browse...
Project File: ChDesktop\Reydisp Manager\Test ProjectiTest Project.rpf2

Create directory for project

% OK | | Cancel

Figure 5-2 Creating a New Project
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After starting Reydisp Manager 2, you are shown a main screen. Right click on the project name in the project
tree which is located on the left side and select New 7SR5 device.

This lets you open a Create Device dialog box enabling you to add a new 7SR5 device.
Make sure to install the device templates before this operation.

ile  lools Help

MorthFarm

tg= NorthF: Mew Folder

# 0. |62| A epfEmer

Mew 7SR5 device e
L%

Mew Station

Import Station SCD

F'.-aste CTRL =\
Rename F2
Properties

Figure 5-3 New 7SR5 Device Menu Item

Several options are available for inserting a 7SR5 device into a project:

®  Adevice can directly be inserted in the project tree with the aid of a valid product MLFB code starting
7SR5XXX-XXX on the label on the fascia. Everything specified by this product code is created afterwards
in Reydisp Manager 2.

e Allinstalled device templates are in the template list. The device could be selected directly from the
template list.

®  The product code can be entered directly into the Device MLFB user entry box as a partial code or
complete code and the selection will be filtered automatically to assist the selection.

® |f the device is connected to the PC by a USB cable the product code can be provided from the device
using the From Connected Device option. This can be used to get the product code from a connected
device and proceed to create a new configuration.

®  You can also select Import the connected device for copying the USB cable connected device configura-
tion and parameters into the project. This method is recommended when working with a device that has
an associated Reydisp Manager 2 project (already configured before). This way the user can obtain a copy
of the preconfigured device in the project.

Choose one adding device option and click the Next button to create the device.
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Create Device

® Use installed template

Application: Select... .

Voltage (VT): Select...

Ethernet Comms: Disscteent i:\?
Transformer 2W

Device MLFB: Transformer 3W

7SR5110-1AA11-0AAD - Overcurrent - 4CT, 8BI, 6BO
7SR5110-1AA21-0AAD - Overcurrent - 4CT, 8BI, 6BO
7SR5110-2AA11-0AAQ - Overcurrent - 4CT, 13Bl, 8BO
Eq 7SR5110-2AA21-0AAQ - Overcurrent - 4CT, 13BI, 8BO

(O Import connected device
(0 Load template from file

Previous | Next

Finish | Cancel |

Figure 5-4

Inserting a New 7SR5 Device

The following images show the creation of a device step-by-step.

Sefsct 1emplate

Bl 75R5 v2.2003 (Minemum Firmmaee V22003.15)

[ 75 ve.1002 (Minemam Frmware v2.10)
E TSRS V21007 (Minsram Firmsware V210

B 75ns v20005 (Minisam Fimsvare v200.05)

Figure 5-5

Selecting a Template

Select the relay firmware version and give a name to the device as a device name in the project.
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Termplate lopded
 Praperty alue
) Cosfiguration Version 251880021 022003
ﬂ Minimum Firrragre Vertos Reguired 2518580031 W02 20001.11

Figure 5-6 Showing the Minimum Firmware

Create Device

Device Name: |New 75R5110-2AA16-0AAD

| Previous || Meaxt || Finizh H Cancel

N

Figure 5-7 Entering the Device Name

Enter an IED name for using in the IEC 61850 project and select the IEC 61850 edition.

Reyrolle 7SR5, Operating, Manual 73
C53000-B7040-C013-1, Edition 05.2022



Using Reydisp Manager 2

5.2 Operator Actions in the Offline and Online Area
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Create Device

IEC 61850 IED Mame: |Device¢1

IEC 61850 Edition: Editioni

Edition1
Edition2
SIEME|
5
™
v

Previous | |

Next || et || Cancel

Figure 5-8 Entering IED Name and Selecting IEC 61850 Edition
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Create Device

o Creating device 7SR3111-0AA21-0AA0
0 Creating default HMI screens

o Preparing s=ttings

&) Preparing IEC 61850

D Building IEC 61850 SCL tree

0 Building IEC 61850 IED

o Complete

Previous ‘ ‘ MNext ‘ | Finish | | Cancel

Figure 5-9 Device Construction

Click the Finish button after the device creation is complete.
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5.3

Transmitting the Configuration to a 7SR5 Device for the First Time

When the device is delivered from the factory it will display a message intermittently on the fascia advising the
device is not configured. Changing any parameter setting from the fascia or sending a device configuration
file will remove this message. The similar message advising that the IEC 61850 is not configured, will be
removed if a configuration is sent to the device. This message can be disabled by setting of the user setting
IEC 61850 Configuration Alert if this protocol is not to be used. Before commissioning a device, as a
minimum, the device must be paramerterized from the fascia. It is recommended that the device is fully
configured from the Reydisp Manager 2 PC software.

In Reydisp Manager 2, initialization with a configuration associates the offline configuration with the 7SR5
device. For this, the 7SR5 device transmits its serial number, which is then entered in the corresponding

offline configuration.

Qj NorthFarm - Reydisp Manager 2
File Tools Help

» @ NorthFarm » [i] 7SR51 Overcurrent

4 Q] NorthFarm Device Details

— Name:  75R51 Overcurrent
| EJ75R51 Overcurrent MLFB:  7SRS111-1AA11-0AAD
[ 75R54 Transformer Status:  No Action Required
) 7sR57 Motor
Name
@ New Station
@ Configuration

B User Settings Device

P User Logic
» 7SR5111 Default

@ Device Configuration

i) ot
Properties Ethemet
Interface
@ Device Tasks
& R
Send Device Get Device
Configuration Data
o &
Get Device Get
Info Diagnostics
Package

@ Import and Export

3

Export SCL

Import SCD/
Cio

IEC 61850 IED Name:

Type

5 Function Configuration Application Functions

Parameters

L} Serial Comms & Events  Serial Comms & Events
Graphical Logic
HMI Screen

& Tasks Device Data \ ) Messages

@

Ethernet
Timezone
& &
Get Device Set Device
Configuration Date & Time

E

Export IEC
61850 MICS

Last Modified

25/04/2021 21:05:21

23/04/2021 23:31:17

Send

IED1

20O = =

) e &
Compile IEC Install Device Change

61850 Firmware Template
Configuration

Figure 5-10  Send Device Configuration

In the project tree, select the device of the offline configuration and in the device tasks menu click Send

Device Configuration.

Alternatively click the Send button in the Device Details screen on the right hand side.

The Send Device Configuration window opens and the user can then select the connection method. Select
Connect by USB for first time connection to the relay.

Reydisp Manager 2 recognizes automatically that the device is connected via USB cable.

76

Reyrolle 7SR5, Operating, Manual
C53000-B7040-C013-1, Edition 05.2022



Using Reydisp Manager 2
5.3 Transmitting the Configuration to a 7SR5 Device for the First Time

Get Device Data

Pleasze connect the device to download device data.

Communication Settings
® Connect by USB

() ConnecttolPaddress: | © . 0 . 0O . 0

Previous | | MNext | ‘ Finish ‘ ‘ Cancel

Figure 5-11 Send Device Configuration Window

Connect by USB

The 7SR5 device provides one front USB communication interface (Com2) on the fascia to connect to every
modern PC. Sending configuration for the first time must be done via a USB port. Once a conventional USB
cable is connected to the relay, proceed with Connect by USB in communication settings.

Type B
USB socket on device

USB data cable

\

Type A
USB socket on device

Figure 5-12 Front USB Connection

The front USB port for local connection (Standard) with a cover provides environmental protection.

The device functions can be set on a PC using Reydisp Manager 2 software via the relay USB port by a standard
USB cable.
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The COM-2 USB port has the IP address 192.168.2.1.

A Type-B
tion.

connection is required for a 7SR5 device and a Type-A plug for a PC connec-

Connect to IP Address

Ethernet ports installed on the rear of the device can be used for IEC 61850, DNP3 TCP, and Modbus TCP
communications to a substation SCADA, integrated control system, or engineer remote access using Reydisp
Manager 2 configuration software.

RJ45 Electrical

~J Ethernet ports RJ45 e
i ; [©)
electrical or Fiber X4
X \ Optic LC connector —

©
Ethernet port Ethernet cable X5

LC Optical

.

Figure 5-13  Rear Ethernet Port Communication by IP Address

2 rear Ethernet ports (Standard) could be RJ45 electrical or LC optical duplex connector types (Fibre optic)
optionally with Channel 1 and Channel 2.

2 electrical (RJ45) ports (Channel 1/Terminal Reference X2 and Channel 2/Terminal Reference X3) or 2 optical
(LC) ethernet ports (Channel 1/Terminal Reference X4 and Channel 2/Terminal Reference X5).

The Ethernet port is unconfigured by default. IP addresses can be entered manually via the Configure Inter-
face menu in Tasks by the user.

® |EC 61850, HSR, PRP and RSTP operation
®  Remote access to Reydisp Manager

If a device does not have a configured IP address on the rear Ethernet port, then the device configuration must
be sent from Reydisp Manager 2 using the front USB port.

Once a device has the rear Ethernet port configured with an IP address then the Ethernet port can be used for
device configuration.

Send Device Configuration - ReySproject/New 75R5111-1AA11-0AAD

Send Device Configuration - ReySproject/7SR51 Overcurrent

D Writing pratection settings

) Checiing protection curves

D checking IEC 61850 configuration

D Buiding IEC 61850 SCL tree

&) Buiding IEC 61850 IED

D Generating defauit SCD

&) Buiding IEC 61850 configuratian

D Writing network interface configueation
D Preparing device configuration

) Adding device configuration integrity fingerprint
D sending device configuration

i complete.

Neat

[ Finisn

D Checking for device data

€D Checking device configuration

€D Extracting configuration package

) Checking connected device

) Device MLFB: TSRS111-14411-0A40

D Checking device configuration version

D Checking device software version

Al The current device template does not support the connected device software version
A\ No configuration has been sent to the device

Figure 5-14  Sending Device Configuration Window With and Without Success
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5.3 Transmitting the Configuration to a 7SR5 Device for the First Time

Loading of the configuration from the Reydisp Manager 2 project to the device is then initiated showing
Figure 5-14. The offline configuration is thereby transferred to the device once Complete is shown at the
end. After a successful transfer, the device will restart.

When uploading settings to the device, Reydisp Manager 2 checks that the settings are compatible with the
designated device. If they are incompatible the settings are not uploaded to the device. There will be warning
messages displayed in red on the information window without the word Complete. The user should check

these incompatible settings.
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Transferring Device Data from the Device to the PC

The device stores data that can be viewed and analyized on the PC.
The following data files can be retrieved from the device using Reydisp Manager 2:

e  Waveform records storage
®  Fault records storage

® Eventlog

When retrieved from the device the files will be associated with the device in the project and stored on the PC
using the time and date of the file as the default name.

MaorthFarm - Reydisp Manager 2

Tools Help

MNorthFarm * 75R51 Overcurrent

4 ) NorthFarm Device Details

Name:  75R51 Cvercurrent IEC 61850 IED Name:  [ED1
BRE Overaurent MLFB:  7SR5111-1AA11-0AAQ

75R54 Transformer Status: Mo Action Required

7SRST Motor

Narne Type Last Modified
@ MNew Station
@ Configuration
E Function Configuration Application Functions
EE User Settings Device Parameters 25/04/2021 21:05:21
u Serial Comms 8 Events  Serial Comms & Events
£ User Lagic Graphical Logic
>> 7SR5111 Default HMI Screen 23/04/2021 23:31:17

&2 Tasks Device.Data ﬂ N'iessages.

@ Device Configuration

R S

Properties Ethernet Ethemnet

Interface Timezone
@ Device Tasks
=3 =1 =3 S0 E
i g i 52 g € ;
Send Device Get Device Get Device Set Device Compile IEC Install Device Change
Configuraticn Data Configuraticn Date & Time 61850 Firmware Template
Configuration
@
o &
Get Device Get
Info Diagnostics
Package

@ Import and Export

Figure 5-15 Get Device Data

Once Get Device Data has been selected, the device data can be retrieved from the device.

A connection window is provided to select between the default USB connection method or connecting via the
rear Ethernet port using the IP address of the device. The connection type to the device can be selected and
the Next button clicked to start getting device data read from the device.
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Get Device Data : Get Device Data

Please connect the device to download device data.

P Checking connected device

f_: mmmmmmm tion Settings ) MUFE: TSR5111-18A11-0440
® Connect by USE ) Serial Number: GF1912501909
O ConnecttoPaddress: | 0 . 0 ., 0 . 0 ) Downloading device data

) Reading wavedorm records

D Importing waveform record: 11/04/20 10:42:06.719000
) Importing waveform record: 11/04/20 10:42:12,199000
) Reading event logs

D Reading fault logs

@ complete

oo |[ wea ][ rinsn || camee ]

Figure 5-16 Get Device Data Window

= Task5| Device Data |i_h'!ﬂsages

Mame Type Last Modified

@ Waveform Records
03.-‘30,-’21 15:20:10.279000  Waveform Record  30/03/2021 13:20:10
03f30f21 15:20:14.780000 Waveform Record 3040372021 15:20:14
03f31f21 12:19:52.354000 Waveform Record  31/03/2021 12:19:52
@ Device Event Logs
Event Log Device Event Log 25/04/2021 23:09:40

@ Device Fault Logs

Fault Log Device Fault Record  25/04/2021 23:09:30
@ Device Data Logs

Data Lag Device Data Log 25/04/2021 21:14:53

@ Device Documents
E (055 License Device License 25/04/2021 231511

Figure 5-17 Device Data Tab

Once complete, available data files will be stored under the Device Data tab that are read from the device. All
entries can be archived as files which can be used in further applications.

The file name can be changed by the user by a right-click of the mouse on the waveform record and entering
the preferred name followed by Apply.
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Retrieving Fault Records and Log Contents

To retrieve fault records the user must select and double click on the available Waveform record from the

Device Data window to open the data content.

E]E| Device Data |i_h'!ﬁsages

@ Wawveform Records

@ Device Event Logs
® Device Fault Logs
@ Device Data Logs

@ Device Dacuments

Figure 5-18 Device Data Window

The waveform display window will open as illustrated in Figure 5-19.
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Figure 5-19  Waveform Display
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Initially for each type of device there are default views defined containing the Analogue Channels, Digital
Channels and All Channels. Users can create new views or modify existing views, edit the analogue channel
information, and format the display using the View/Properties command.

To retrieve log records the user must select and double click on the available Event record from the Device
Data window.

The Event Log Viewer window will open and any time tagging of any change of state (Event) in the relay can
be seen. As an event occurs, the actual event condition is logged as a record along with a time and date stamp
to a resolution of 1 millisecond.

When a starter picks-up (raised) and sometime later drops-off (cleared). In summary, a one stage event is
Raised only, a two stage event maybe Raised or Cleared.

Event Log Viewer - Event Log - NorthFarm/75R51 Owv...  — O x
Timestamp Action Description
29/04,/2027 13:08:51.195 Raised Local Or Remote Mode
Raised Binary Output 3
Raised EF In
Raised G5 In
20/04/20217 13:08:51.010 Cleared Backup Clock Lost
29,/04,/2027 13:08:51.020 Raised Binary Input 6
29/04/2027 13:08:52.010 Raised CB Alarm
Raised CB Travelling
29/04/2027 13:10:10.200 Raised LED 2
Raised LED PU 7
Raised General Start/Pick-up
Raised Start/Pick-up L2
Raised Start/Pick-up L3
29/04,/2021 13:10:10.205 Raised LED PU 5
Raised LED PU &
29/04,/2021 13:10:10.210 Raised Start/Pick-up L1
29/04/2021 13:10:10.215 Raised LED PU 4
29/04,/20217 13:10:30.900 Raised Binary Cutput 4
Raised LED 2
Raised LED T
Raised 511
Raised General Trip
Raised Trp L1
Raised Trip L2

Figure 5-20 Event Log Viewer
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Commissioning

6.1 Overview

6.1

Inspection

Overview

This chapter contains information about the commissioning of the 7SR5 device. You will get an overview of
the numerous possibilities of initial startup in chapter 6.2 Initial Startup.

The commissioning and maintenance of this equipment should only be carried out by skilled personnel trained
in protective relay maintenance and capable of observing all the safety precautions and regulations appro-
priate to this type of equipment and also the associated primary plant.

Various tests have to be performed for commissioning to warrant the correct function of the device.

Secondary tests can never replace primary tests because they cannot include connection faults. They provide a
theoretical check of the setting values only. Primary tests may be done only by qualified personnel who are
familiar with the commissioning of protection systems, with the operation of the system, and with safety
regulations and provisions (switching, grounding, etc.). Switching operations also have to be performed for
the commissioning. The described tests require that these be capable of being performed safely. They were
not conceived for operational checks.

Check that the device is not physically damaged.

The equipment ratings, operating instructions, installing instructions, and terminals must be checked before
commissioning or maintenance actions.

The integrity of any protective earth conductor connection shall be checked before carrying out any other
actions.

Ensure that all connections are tight and correct to the wiring diagram and the scheme diagram in the device
manuals. Check that the relay is the correct model and version and is correctly configured. Check that it is fully
inserted into the case.

Ensure that the device is grounded from the earthing points correctly.

Hardware Tests

Operation of all inputs and outputs are tested in the factory. Tests can be repeated to check the device opera-
tion in its intended application or by simple direct operation tests as described in this section.

The status indications of the respective binary inputs and binary outputs can be read from Instruments >
Binary 1/0 meters that are described in 4.7 Display of Routings and Status.

The user must apply the required supply voltage onto each binary input in turn and check for correct opera-
tion.

Each individual binary output can be tested with the Output Matrix Test menu from Settings > Configura-
tion > Maintenance by performing a close command.

AC measuring accuracy is calibrated and tested in the factory but can be easily tested by checking values
displayed by the instruments during secondary injection as described.

The LEDs may be tested in 3 ways:
®  Pressing the » key for > 3 seconds when the home screen is displayed
®  Energizing a suitably programmed binary input

® Sending an appropriate command over the data communications channel(s)

Putting into Service

86

After tests have been performed satisfactorily the relay should be put back into service as follows:
® Remove all test connections

®  Firmly tighten all screws. Tighten all terminal screws, including those that are not used.

®  Replace all secondary circuit fuses and links, or close miniature circuit-breakers.

®  Ensure the Protection Healthy LED is on and steady if configured, and that all LED indications are correct.
If necessary press the X key until the Relay Identifier screen is displayed, then press » to reset the indica-
tion LEDs for = 3 seconds.
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®  The meters should be checked in Instruments Mode with the relay on load.

®  The complete configuration should be downloaded to a computer and a copy stored for record of the
settings produced. The installed settings should then be compared against the required settings supplied
before testing began. Check if protection, control and auxiliary functions to be found with the configura-
tion parameters are set correctly. Automated setting comparison can be carried out by Reydisp using the
check operation of Reydisp Manager. Settings can be downloaded from the device, and compared, using
Reydisp Manager. The described tests are for guidance for experienced personnel that can ensure that
these are performed safely.

Routine Maintenance

The device does not require scheduled preventative maintenance although some users apply periodic
checking schedules to all protection devices. Operational checking can be limited to periodic visual checks of
measured analogue values at the device instruments or the data provided over the communications channels
to supplement the continuous self-checking features of the device.

Repair
The device is designed with no user serviceable parts and if a device reports a failure it can be returned to
Siemens for investigation and repair. Contact and return details will be provided by the local Siemens office.
Necessary precautions such as isolating the equipment, power supply and connections should be applied
before investigating further, particularly with respect to safety earthing.
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6.2

Initial Startup

It is assumed that the steps in chapters 1 to 4 have been followed. Check the connection of the auxiliary
power supply. 7SR5 devices have universal power-supply unit designs (Between DC 24 V and DC 250V,
AC 100V and AC 230 V auxiliary voltage range).

Ensure that the correct auxiliary supply voltage and polarity is applied. Before making any connections, the
device must be grounded.

See the relevant scheme diagrams in the device manual for the following relay connection terminals:
®  B22 terminal for + or L polarity

®  B24 terminal for — or N polarity

® B28terminal for Ground (Earthed)

After successful testing of the voltage source, the device can be switched on.

The device is now energized with the Device Not Configured message on it's LCD display if it has not
been configured. The display of the message cannot be disabled as the act of changing any parameter or
loading a user configuration will automatically turn it off.

Afterwards, configuration can be sent to the device with Reydisp Manager 2 by reading the information in
5.4 Transferring Device Data from the Device to the PC.

Settings and Configuration

Select the required relay configuration and settings for the application. If more than 1 settings group is to be
used for the application, it may be necessary to test both groups and also to test operation of the change
mechanism.

When using settings groups it is important to remember that the relay need not necessarily be operating
according to the settings that are currently being displayed on the device screen. There is an Active Settings
Group on which the relay operates and an Edit/View Settings Group which is visible on the display and which
can be changed from the fascia keys. This allows the settings in 1 group to be altered from the relay fascia
while the protection continues to operate on a different unaffected group. The Active Settings Group and the
Edit Settings Group are selected in the Configuration Device menu.

The currently Active Group and the group currently Viewed are shown at the top of the display in the Settings
display screen. If the View Group is not shown at the top of the display, this indicates that the setting is
common to all groups.

CTIVT ratio, /0 mapping and other settings which are directly related to hardware are common to all groups. If
the relay is allowed to trip during testing then the instruments display will be interrupted and replaced by the
Trip Alert screen which displays fault data information. If this normal operation interferes with testing then
this function can be temporarily disabled for the duration of testing by use of the Trip Alert enabled/disabled
setting in the Configuration Device menu.

Instruments from Fascia HMI

88

The Instruments menu shows measured or calculated values and some indications read from the 7SR5 device.
Measurement sub-menus display key quantities and information to aid with commissioning. The following
meters are available and are navigated around by using the a and v buttons dependent on the analogue
input configuration of the device.

The device instrumentation and metering provides real-time measured quantities and data. This is displayed
on the relay fascia LCD (when in the Instruments menu) or via the data communications interface.
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MAIN MENU INSTRUMENTS

FAYOURITE METERS

CONTROL MODE

CURRENT METERS

CURRENT METERS

Frimary Secondary

13
8.0800A[

8. 880/

2. 880R

Figure 6-1 Current Meters Display

The Main Menu > Instruments > Current Meters menu displays the real-time measured current from
analogue current inputs with primary and secondary values (by pressing the v button to see the secondary
values).

Instruments from Reydisp Manager 2 (Relay Monitor Tool)

The Relay Monitor Tool displays a real time list of instruments from a device. Real time analogue values
measurement requires a device to be connected to a PC using a USB or rear ethernet port for data to be trans-
ferred to the PC online.

If there is a communication connection to systems control, measured values that the operational crew can
verify are also transmitted here by rear ethernet communication.

The device is able to indicate the measurand values from Reydisp Manager 2 software with connection by
COM-2 using the front USB port which has the IP address 192.168.2.1. or user configured IP address from the
rear ethernet ports (Electrical or LC optical).

In order to access the online monitor tool, click the Instrument Monitor box on the Reydisp Manager 2
Startup screen.
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Reydisp Manager 2 m

Tools

r New Project <

I ‘

[ﬂ Create a Reydisp Manager 2 project 2
Instrument

Monitor
Open Project

Open an existing Reydisp Manager 2 project

Export Project

Export a project as a .zip archive

Recent Projects

Hi 2 C:AUserData\tr1h3718\Documents\Reymanager\Reymanager.rpf2

U"ra Ci\UserData\tr Th3718\Documents\Tutonial\Tutorial.rpf2

Hig C\UserData\tr1h3718\Documents)

i C:\UserData\tr1h3718\Documents\

Hig C\UserData\tr1h3718\Documents\MVEngineering\MVEngineering.rpf2

5 C\UserData\trTh3718\Documents\NewVersion\NewVersion.rpf2
Reydisp Manager 2 (.

Figure 6-2 Opening the Relay Monitor Tool

The user should click on the Create New Connection button at the top of window.

The IP address 192.168.2.1 should be typed for the USB front port connection or user defined IP address for
the rear ethernet port connection to the IP Address box.

The user can then click the Create button and select connection, then click the Connect button to open the
Relay Monitor Tool.
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Figure 6-3 Connection Window

There is an instrument list on the left pane containing measurand groups depending on the device type.
Groups can be expanded and collapsed by clicking on an item.

Available measurands can be selected by clicking on the left instruments tree and dragging this signal to the
right side main window, then releasing the mouse button.

Several signals can be dragged to the main window on the right and provide continuous monitoring of the
measurands. Alternatively, the measurands could be deleted and removed from the main window by clicking
the X symbol on the right side of the window.

Several measured-value windows are preadjustable by adding relevant measurands.
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Figure 6-4 Relay Monitor Tool
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6.3  Secondary Tests

Secondary tests can never replace primary tests because they cannot detect connection faults. They provide a
theoretical check of the setting values only. Please see section 9 of the device manual for further information.

For tests using secondary test equipment, make sure that all necessary input signals are simulated and output
circuits are interrupted, particularly trip and close commands to the circuit-breakers and other plant unless
that functionality is included in the test.

When testing the device with secondary test equipment, make sure that no other measurement quantities are
connected and that the trip and close circuits to the circuit-breakers and other primary switches are discon-
nected from the device.

Isolate the auxiliary DC supplies for alarm and tripping from the relay and remove the trip and intertrip links.
Ensure that any essential services that share supplies are not interrupted.
Disconnect communications ports or configure control systems to prepare for the tests.

InOut of service mode the output relays will not operate and the serial communications signals will not
be sent over the rear Remote port. In Test mode the IEC 61850 signals will be marked as test.

Carry out injection tests for each relay function as required as described in this document.

NOTE

i @

For all high current tests it must be ensured that the test equipment has the required rating and stability
and that the relay is not stressed beyond its thermal limit. The maximum duration of the current injection
should be limited in case an error is present such that the expected relay operation does not stop the test.

Secondary tests must only be carried out by personnel who are qualified electricians and are familiar with the
commissioning of protection systems, the operation of the system, and with safety regulations and provisions
(switching, grounding, etc.).

Make sure that there are no connections to the primary system during the secondary test. In the secondary
test it is assumed that there are still no connections to the primary system, but if you do this in the primary
system, special safety conditions must be followed. Connection examples for current and voltage transformer
circuits are provided in the device manuals.

Before checking, the user should familiarize themselves with the measuring principle of the protection func-
tion in the Device manual and consider the test recommendations given in the Device manual:

®  Perform the tests using multi-phase test equipment since numerous protection functions require a 3-
phase system.

®  Most protection functions can be tested using stationary signals. Some protection functions require tran-
sient signals. Typical examples are the testing of protection reaction on power swings (power-swing
blocking in distance protection and out-of-step protection) and the transient effect on transformers. They
generate transient test files with a dynamic network calculation program or these test files are provided
by special test programs.

® |[f setting values are offered only in percent or per unit, the setting values refer only to rated quantities of
the protected object. Secondary test quantities must be converted using the transformer ratio.

®  Perform the tests successively. Activate only the function that you wish to test. Make use of Reydisp
Manager 2 support.

®  Since protection functions can be assigned to different protection function groups, check the interaction
between function groups as well. If the user has created their own application template or modified the
delivered template, Siemens recommends that they check the interaction. The application templates
provided with the device have been tested.

®  Check the reaction of the protection functions via the indications in the corresponding logs. The indica-
tions in the spontaneous indication log (available in online mode), which are shown at the moment of
occurrence, are a good tool. Testing using the fault record (binary signal traces in relation to the input
variables) is also advisable for transient processes.
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®  Check the correct routing of signals of the protection function.

® Checkindividual protection functions in the test editor using signals from test equipment or the internal
signal generator (sequences). Examine the test sequence in the characteristic curve of the protection
function and its spontaneous indications.
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6.4 Primary Tests

Primary Tests

A requirement for the primary test is that prior tests (see 6.2 Initial Startup and 6.3 Secondary Tests) have
been completed successfully.

Primary tests may be done only by qualified personnel who are familiar with the commissioning of protection
systems, with the operation of the system, and with safety regulations and provisions (switching, earthing,
etc.).

Primary injection tests are essential to check the CT ratio and polarity of the CT transformer connections as
well as the secondary wiring to the device terminals.

Switching operations also have to be performed for complete commissioning of the protection system.

i 0

NOTE

For all high current if the current transformers associated with the protection are located in power trans-
former bushings it may not be possible to apply test connections between the current transformer and the
power transformer windings. Primary injection is needed, however, to verify the polarity of the CTs. In
these circumstances primary current must be injected through the associated power transformer winding.
It may be necessary to short circuit another winding in order to allow current to flow. During these primary
injection tests the injected current is likely to be small due to the impedance of the transformer and limita-
tions of test equipment.

DANGER

Danger due to hazardous voltages during the operation of electric devices
Noncompliance with the safety notes will result in death or severe injuries.

< Only electrically qualified personnel may work on these devices. The electrically qualified personnel
must be thoroughly familiar with pertinent safety regulations and precautionary measures as well as
the warnings in this manual.

Reyrolle 7SR5, Operating, Manual
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6.5

6.5.1

6.5.2

6.5.3

6.5.4

96

Device Configuration

Date and Time Synchronization

The integrated date and time synchronization of a 7SR5 device allows the user to assign the precise time of
events to an internally maintained device time. Events in the logs are stamped with the device time. These
time stamps are also transmitted during transmission to substation automation technology or via a protection
interface. The user can synchronize the device time using external time sources. The user can also take local
time zones and daylight-saving time arrangements into consideration.

Setting Time and Date

Date and time are internal device quantities that can be set from a 7SR5 device on the device fascia using the
menu keys as well as Reydisp Manager 2.

Setting via Reydisp Manager 2

The device task operations for each device include the option to Set Device Date & Time.

Double clicking the icon in the Tasks menu opens a time setting window to select the preferred source of the
time to be sent to the device. The default option is to use the time from the PC as the source but an option is
also available to manually enter a preferred time and date.

— = |54 Configure Device's Time Settings |
& Tosks | 1] Device Data | §) Mecsages & 'ue I I 9

Time Settings
@ Device Canfiguration ® Current PC Time

- ! Manually Set Time
E| 3 & : . ®
Properties Ethermet Ethermet

Interface Timezone Cammunication Settings
# Connect by USHE

| Device Tagks ;
O ) Connect to IP address: | ([

= ] & S b = —
Send Device Get Device Get Devig] Set Device el -—S’HTH"‘ | [ ot T —EKL]

Configuration Data Configuratign Date & Time 61850 Finrmware Ternplate
Cqnfiguration

@ Irnport and Export

Figure 6-5 Set Device Date & Time

The window also includes the connection options available, with the default connection selected as a direct
connection from the PC to the front USB port and an option to select an IP address for ethernet connection.

The Set Time button is clicked to send the time and date to the device.

The Get Time button will retrieve the time and date from the device to confirm the time is correct. The time
retrieved from the device will be shown in the Time Settings area of the window.

Setting Date and Time via Front Fascia Keys

To reach the date and time settings from the main menu, use the navigation keys on the front fascia Main
Menu > Settings > Configuration > Device.

Select the Date and Time menus.

Press the Enter button to change the date and time, then by using A, ¥, buttons increase and decrease the
values. Once complete confirm the new value using the Enter button.
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Figure 6-6 Set the Date & Time from the Front Fascia

6.5.5 Device Configuration of the Ethernet Timezone

The device operational time is set in local time. The Ethernet Timezone feature allows the timezone to be set

for the device Ethernet port and allows the daylight saving times to be set. This is only applicable for Ethernet
communication.

By default, the relay is set to GMT, with no daylight saving offset specified.

To set the Ethernet timezone in the device configuration the user must select the following icon.
The Edit Timezone dialogue window will appear for editing as required by the system application.
Clicking Apply will apply the new timezone to the device in the project.
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Figure 6-7 Ethernet Timezone
Table 6-1 Timezone Settings
Setting Description

Time zone offset to UTC

This should be set to the offset to UTC

No summer time switchover

Selecting this results in the time remaining the same
throughout the year. If this is ticked, the options
below it relating to summer time are disabled.

Summer time offset to GMT

This should be set to the offset to GMT for summer
time.

Start of Summer Time

The time daylight savings start

End of Summer Time

The time daylight savings ends

The language of the text displayed on the device LCD can be selected and supports multi language capability.

6.5.6 Changing the Language on the Device Display
To reach the language selection menu, go to Main Menu > Settings > Configuration > Device, and select
Language Setting.
Press the Enter button to change language, then by using A, v buttons select the desired language from the
list.
The languages available are:
® English
® French
® German
®  Portuguese
®  Spanish
®  Turkish
After confirming setting changes, the device will restart with the new language on the LCD display.
98
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DEVICE DEVICE

Aot jue

Language Setting
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Figure 6-8 Language Settings via the Front Fascia

The language of the text displayed on the device LCD can also be changed using Reydisp Manager 2 from the
Configuration > Device menu.
The setting is accepted in the device through sending the device configuration into the device.

CONFIGURATION | FUNCTIONS
" DEVICE DEVICE
T cTT Setting Mame Value
| BINARY INPUTS Language Setting English \
| BINARY QUTPUTS System Frequency English
© | DATA STORAGE . i French
i View/Edit Group German
__| COMMUMNICATIONS
"] QUICK LOGIC Setting Dependencies Portuguese
Spanish
Favourite Meters Timer i
Turkish
Backlight Timer Srmin

Figure 6-9 Language Settings via Reydisp Manager 2

6.5.7 Changing Confirmation IDs
Confirmation IDs are used for protection against unintentional and unauthorized operation. If a confirmation
ID is activated, you must enter it before the relevant action is enabled by the 7SR5 device. For this purpose,
the confirmation ID is transmitted in an encrypted way to the 7SR5 device, where it is checked.
Authorization for security-relevant operations on the device directly via the fascia or Reydisp Manager 2 is
assured by the assignment of confirmation IDs. These confirmation IDs are assigned exclusively using Reydisp
Manager 2. You can find more information in the Security Manual.
To reach the menu for the confirmation IDs of your 7SR5 device, open Configuration > User Settings >
Device settings in Reydisp Manager 2.
The confirmation IDs for 3 different access types will appear in this window.
Not Set means no confirmation IDs are parametrized for this function.
**%* means a confirmation ID is already parametrized for this function.
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Figure 6-10 Confirmation ID

Activate or deactivate a confirmation ID by clicking on it and selecting Set to open the change window.

To change a confirmation ID, enter a new 4 character alpha-numeric code into the boxes and click the apply
button.

A user identifier code is required for settings changes at the device fascia. The Setting ID is set in Reydisp
Manager (Configuration > Device > Settings Confirmation ID > Set).

Settings changes can only be made at the device fascia after the Setting ID code is entered.
The Setting ID will timeout 60 minutes after the last key press, or if the Control ID is entered.

A user identifier code is required to carry out control operations from the device fascia. The Control ID is set in
Reydisp Manager (Configuration > Device > Control Confirmation ID > Set).

Settings changes can only be made at the device fascia after the Setting ID code is entered.

The Control ID will timeout 60 minutes after the last key press, or if the Control ID is entered.

A user identifier code is required for settings changes at the device security log. The Security Log Confirmation
ID is set in Reydisp Manager (Configuration > Device > Security Log Confirmation ID > Set).

The security log can only be viewed at the device fascia after the Security Log Confirmation ID has been
entered.

After activating a confirmation ID, when using the front fascia menu, the user can access settings by entering
the ID using Aor ¥ buttons.

DEYILCE

Aoctive 51

CONFIRMATION ID

Enter Setting
Confirmation ID

Figure 6-11 Confirmation ID Display
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6.5.9

6.5 Device Configuration

Settings Group Switching

For different applications and operation, cases require different function settings. In a settings group, the user

can set the settings specifically for an operating case.

All 7SR5 devices support up to 4 independent settings groups.
Group number (Gn) 1 to 4.

At any 1 time only 1 group of settings can be active.

The user can save the respective function settings in so-called Settings groups and, if necessary, activate them

quickly. In the process, only one settings group is active at any given time. During operation, the user can
switch between settings groups. The source of the switchover can be selected via a parameter.

Switchover of the settings groups can be done via the following alternatives:
® Via the front fascia LCD display menu directly on the device

®  Viaan online PC connection to the device via Reydisp Manager 2

®  \Via binary inputs

® Via communication connection to a substation automation technology

The communication protocols IEC 60870-5-103, IEC 61850, DNP3 TCP, Modbus RTU, and Modbus TCP can be

used for switching the settings groups.
A settings group includes all switchable settings of the device. Except for a few exceptions (for example,
general device settings such as rated frequency), all device settings can be switched.

-

E

CONFIGURATION | FUNCTIONS

"1 DEVICE DEVICE
CTAT Setting Name Value
" BINARY INPUTS Language Setting English

| BINARY CUTPUTS

Set Val
alue n View/Edit Group
3 | Min: 1 Mac 4
. Confirm | | Cancel | Favourite Meters Timer 60rmin
Backlight Timer 3min

Figure 6-12 Settings Group via Reydisp Manager 2

Changing Setting Group via Device Display

To reach the Setting Group menu, proceed via Main Menu > Settings > Configuration > Device.

Select Active Group to activate one of the setting groups (1 to 4).

Select View/Edit Group to edit 1 group while the relay operates in accordance with settings from another
active group using.

Press the Enter button to change group number, then by using a, ¥ buttons select the group.

The device is informed about a settings group change process from the display.
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DEVICE DEVICE
Active Gl ] Active Gl a
ustem Freguencuy
— Active Group !
Active Group N T Changing Group
Hew Yalue Please Wait
View/Edit Group .
1 Current Yalue
Setting Dependencies i
-nabled Ul
e ———————————

Figure 6-13 Settings Group via Front Fascia

6.5.10 Changing Setting Group via Binary Inputs

For settings group switching via binary inputs on your 7SR5 device, the user must have configured the binary
input signals that are necessary for switching the settings group to the contacts of the device.

These can be found in Reydisp Manager 2 from Configuration > User Settings > Configuration > Binary
Inputs > Input Matrix.

I Device Settings - ReySproject/Relay!
Filter by
CONFIGURATION | FUNCTIONS
"] DEVICE INPUT MATRIX )
| CTNT List View | Matrix View
4 | BINARY INPUTS Signals View Binary Input View Virtuals View
| | INPUT MATRIX | | | Show Al * | | Show All * | Show Mapped
I ] BINARY INPUT CONFIG
| FUNCTION KEY CONFIG e il e il o
; Trigger Fault Rec 1 n ] |
| GENERAL ALARMS K] ] | m|
Ll BINARY QUTPUTS Select Group 1 ] O ] [
[ ] DATA STORAGE Selact Group 2 [l m 0 [
| COMMUNICATIONS Select Group 3 || ] | ||
[ QUICK LOGIC Select Group 4 | J L] L]
chAcACs ke Ol [ 1 [l
Reset LEDs & O/Ps L] L] L] Ll ]
EF Qut W] ] L] [

Figure 6-14 Settings Group Change via Binary Inputs

6.5.11 Changing Setting Groups via Communication Protocols

The communication protocols IEC 60870-5-103, IEC 61850, DNP3 TCP, Modbus RTU, and Modbus TCP can be
used for switching the settings groups via a communication connection. See relevant Communication and
Device manuals for detailed information.
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6.5.12 Updating a Parameter Setting on a Connected Device

A device parameter value can be changed on a connected device without an entire configuration update. This
enables protection parameters to be changed quickly during testing and commissioning. On completion of
any required changes the project parameter setting file can be resent to the devices to disreguard any
changes, or the new parameter settings can be imported into the device in the project.

Selecting the Connected Device Settings icon in the tasks will allow connection to the device and extract the
device protection parameters.

i 0

NOTE

The device must have previously been configured.

o=

Cunné.cted
Device
Settings

Figure 6-15 Connected Device Settings Icon

EE Connected Device Settings o4

@ 0 Checking for device data

% Running.. Close
v

TTT
Figure 6-16  Connected Device Settings Running

The settings window will display the device settings as they are in the device.
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] Connected Device Settings - dnp3_2.30/Mew TSRS110-14411-0440 (2)

Filtar by:

FUNCTIONS
I FUNCTION CONFIG
] PROTECTION
) SUPERVISION

v 3 CONTROL

&) Import Project Settings || @ Send to Device

Figure 6-17 Connected Device Settings Window

Parameter settings can be changed as a single setting, or multiple settings can be changed and then the Send
to Device option selected.

i'_' _gnmected Levioe Setiangs - Soréer C .
Fileer by I|E|
FUNCTIONS
] FUNCTION CONFIG ~ | 50-1
N :
4 1] PROTECTION Group 1 | Group 2 | Group 3 | Group 4 | All Groups |
aly3r | Satting Mame Value
7 37 COMMON Element Enabled
e Measurement RMS
1 3761 [
R | Setting 1.00win El
| 4B8C Delay e
g Set Value ﬂ,
4o BIHB2 Inhi i
4715 | 100 |xin e 005wl Mao: Suin
2150 [ confrm || cCancet |
T 506G
I 5065

Figure 6-18  Connected Device Settings Changed

104 Reyrolle 7SR5, Operating, Manual
C53000-B7040-C013-1, Edition 05.2022



Commissioning
6.5 Device Configuration

Settings Updated >

s b

Settings updated successfully.

~ =

Connected Device Settings Changed Dialog

Figure 6-19

When the online session is complete the user has the option to close the window using the X in the top right
hand corner, or import the device settings saved in the project device by selecting the Import Project
Settings.

Importing the project settings allows the device to be returned to a known state after testing.

Any differences between the settings in the setting window and the device project setting will be highlighted.
The option is available to transfer all of the project setting differences using the double arrow, see

Figure 6-20, or selecting the individual setting and using the single arrow, see Figure 6-21.

I import Project Settings - o *
[+ Show differences only P IEI
Project Settings Editor Settings

4 " | FUNCTIONS | FUNCTIONS
4 | PROTECTION | PROTECTION
473150 | 50
4 | 50-1 150-1
Element ! Element
4 | 87GH 4 | BTGH
4 | 87GH-1 4 | BIGH-1
Delay Delay
4 | SUPERVISION 4 | SUPERVISION
4 | B1HB2 4 | B1HB2
4 | B1HB2 4 | 81HB2
Bias Bias
| Aeply || cancel
Figure 6-20 Import All Project Settings
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]

[+] Show differences anly

[ previous

) Project Settings Editor Settings
Fl FUNCTIONS | FUNCTICNS
4 | PROTECTION | PROTECTION
4|50 | 50
4 | 50-1 4 | 5041
Elemant Element
4 Setting 4 Setting
Group 1: 1.00xin Group 15 1.05xdn [-]

Figure 6-21 Import Selected Protect Settings

Selecting the Apply option will return to the connected device task to allow the revised settings to be sent to
the device.

On closing the session a number of user options are provided as shown in Figure 6-22.

i o
SELLINGg

MiEEar weth Drmiert
L'ITer with Froject

There are setting values that differ with the project.
(®) Save differences to project.
) Discard differences.

i) Show differences,

Figure 6-22  User Options

Save differences to the The settings shown in the connected device settings are saved into the project

project without further confirmation.

Discard differences Any setting changes in the editor window are lost if they are not sent to the device
and stored in the project. We recommend any changes made to the device are also
saved to the project.

Show differences Any differences between the connected device settings editor and the device project
settings are highlighted and the user can compare.
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B Update Project Settings - o X
[+/] Show differences only !-P:evious T Nea |
Modified Settings Propect Settings
4 | FUNCTIONS 4 | FUNCTIONS
4 | PROTECTION 4" | PROTECTION
47937 4937
40793761 4 37G-1
# Elernent 4 Element
Group 1: Enabled Group 1: Enabled
4" | BTGH 4 "] BTGH
47 87GH-1 47| 87GH-1
I Delay .ﬁ’ i Behy
4 | SUPERVISION e a SUPERVISION
>
4" 81HB2 by 4[] 81HB2
4 | B1HEB2 47 8THE2
I Bias I Bias
| Apply || Cancal
Figure 6-23 Updated Project Settings
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7.1 Overview

7.1

110

Overview

This chapter describes the handling of a 7SR5 device in the operating state. It contains the following informa-
tion:

® Reading information from the device
®  Functions of the device in the operating state
®  Controlling your system via the device

More detailed information about the function of the device is not needed. The user must be familiar with the
principles of operation according to chapter 5 Using Reydisp Manager 2 and chapter 4 Using the Device
Fascia.

Take note that the examples shown are general examples and in terms of wording and detail can vary on the
given device depending on variant and configured functional scope. Please refer to the respective device
manual for the process data that your device can process.
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7.2  Safety Notes

Authorized Operational Staff

A DANGER

Danger due to inadmissible or improper operator control actions
Noncompliance with the safety notes will result in death or severe injuries.

< Only personnel who are skilled electricians with precise knowledge of the system may operate devices
during operation.

< Please carry out all operator control actions in the indicated sequence.

NOTE

i 0

Operator control actions are Confirmation ID protected. This ensures that only operational staff members
with access rights can use the device during operation.
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7.3 Operation Options

7.3

7.3.1

Operation Options

General

The device is operated via a Reydisp Manager 2 PC or directly using the fascia keys. You have the following
operating options during operation:

® Readout of indications

®  Readout, backup, and deletion of logs and records

®  Resetting event counters

®  Changing device settings such as date, time, and interface language
®  Changing passwords/Confirmation ID

® Changing function parameters and switching of settings groups

®  Controlling equipment

i @

NOTE

Reydisp Manager 2 Communication

Operation using a Reydisp Manager 2 PC requires a functioning communication connection from the
Reydisp Manager 2 PC to the device. For this purpose, you can use the USB interface on the fascia, the inte-
grated or other Ethernet interfaces.

i 0

NOTE

Protection from Operating Errors and Unauthorized Access
Operator

® Changes to device settings and the deletion of process data can be prevented by enabling the setting
confirmation IDs. After entering the setting ID, if no action takes place within certain times (60
minutes after the last key press, or if the Control ID is entered), an open confirmation query is auto-
matically terminated. Every action carried out within these times restarts the time. After a confirma-
tion query has ended you must confirm changes in device settings again by entering confirmation IDs.

e Before modified settings or the activation of control commands is accepted, there will be additional
requests to enter the confirmation ID. You acknowledge these requests directly on the on-site opera-
tion panel by pressing the front fascia buttons. You confirm the interactive dialog in Reydisp Manager
2 by mouse click.

7.3.2

112

Online Operation Using Reydisp Manager 2

During online operation, you must establish a direct connection to the device to be operated. Use this method
for:

® Commissioning

®  Test and diagnostics

®  Changing settings in the operating state

Online operation with Reydisp Manager 2 is beneficial in these operating modes. A device must be added to
the project and the configuration transferred from the connected device. As soon as you have created the
corresponding device in a project, however, only operate the device from there. Your settings are then saved
on your PC and are available for offline configuration and parameterization tasks.
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Procedure

< Establish a PC connection to a 7SR5 device via a communication interface.

< Create a device by right-clicking on the existing project name and selecting New 7SR5 device.

Select Import connected device to import a copy of the connected device.

@J Rey3project - Reydisp Manager 2

7 Use installed template
File Tools Help

Apgplication: Select...
{ @ RegSpiTaet Voltage (VT): Select.
- x - Ethernet Comms:  Sajact...

) ReySproject New Folder I oevicersrs from Cannected Device

e

New 7SR5 device

ﬁ Mew Station Create a new 7SR5 di -0
@ Paste “TRL + V . S
o R F2 i
ename 2 | | bl
: i I
47 Properties

! ol

Figure 7-1 Adding a Connected Device in Reydisp Manager 2

< Select connection type USB or IP address from the rear port in the Communication Settings window and
click the Next button.

Click the Finish button after device is created.

for::::‘r::: :r:;:ttmgs ) Checking for device data

- ) Checking device configuration
) Extracting configuration package
0 Reading device configuration

) Connect to IP address:

) Unpacking device configuration

Mew device is not associated with an IEC 61850 station as the previous association
could not be maintained,

O Device created

=1 mame
= s

Finish Previous Next Finish Cancel

Figure 7-2 Creating Device Windows

< Select the device from the project tree on the left.
The basic information is displayed below the device.

You can find the following tabs in the menu item Device Information:
Device information

User Settings

Function Configuration

Reyrolle 7SR5, Operating, Manual
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& ReySproject - Reydisp Manager 2
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E Funetion Ednl'lgura'.lﬂn Apphestes

B User Settings Device Pa
L} sevial Comms & Everts  Serial Con
B User Logee Graphical
¥ TSR5431 Default HMI Screq

Figure 7-3 Device Window

7.3.3  Offline Operation Using Reydisp Manager 2

Offline operation offers you the ability to carry out complete configurations and extensive parameterization of
a device. Once you have finished all settings, you can load the configuration from the Reydisp Manager 2 PC
to the device. If the loading operation was successful, the device restarts automatically.

Typical Applications of Offline Configuration

< Creating a configuration by selecting a suitable application template and subsequently adjusting the
settings to the individual conditions

NOTE

®
l It is not recommended to update a device when in service/operation.

< Reusing a standardized configuration in multiple devices

< Extensive changes in configurations and setting parameters

NOTE

°®
l For a device to be editable offline, you must first have created it in a project. After successful loading of the
configuration, the device restarts automatically.

Procedure
From the project tree, select the project containing the device to be operated.
Select the respective device within the project.

Open the related menu on the right side of the working area, Configuration and Tasks.

R

You can now carry out configurations and settings in offline mode.

7.3.4 Using the On-Site Operation Panel

You can operate the device directly on the on-site operation panel even without a Reydisp Manager 2 PC. A
standard large LDC display, push buttons, and function keys are available to you for this purpose.

LEDs allow the display of binary output signals.
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You will find detailed descriptions of components of the on-site operation panel and of navigation in the
device menu tree in chapter 4 Using the Device Fascia.
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7.4 Indications

7.4

7.4.1

Indications

General

During operation, indications deliver information about operational states. These include:
® Measured data

®  Power-system data

®  Device supervisions

®  Device functions

®  Function procedures during testing and commissioning of the device

In addition, indications give an overview of important fault events after a failure in the system. All indications
include the date, time, and it's state.

Indications are saved in logs inside the device and are available for later analyses. The following number of
indications are saved at least in the respective buffer (depending on the scope of the indications):

® Eventlog 5000 indications

®  Faultlog 100 indications

®  Waveform log 20 indications

® Data log average values of current, voltage, and power (where applicable)

If the maximum capacity of the user-defined log or of the operational log is exhausted, the oldest entries
disappear before the newest entries. During a supply-voltage failure, recorded data are securely held by means
of storage in the memory. You can read and analyze the log from the device with Reydisp Manager 2. The
device display and navigation using keys allow you to read and analyze the logs on site.

Indications can be output spontaneously via the communication interfaces of the device and through external
request via general interrogation.

Reading Indications

7.4.2

Procedure

116

To read the indications of your 7SR5 device you can use the LCD display of the device or a PC on which you
have installed Reydisp Manager 2. The subsequent section describes the general procedure.

Reading Indications on the LCD Display from the Front Fascia

The device fascia LCD displays an event log of filtered events with a time and date stamp.

< Eventlogs for indication can be reached selecting the menu options Main Menu > Event Log.

The latest event is stamped with the number 1 and shows up to 5000 events by pressing ¥ button on the
front fascia.
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— —
MAIN MENU ENT LOG
. i .Ei:" =
SETTIMGS Wz CB Trawelling i
IHSTRUMEMTS R
FAULT DATA S ile
SECURITY LOG |

COMTROL MODE
DEUICE IMFORMATION

Figure 7-4 Event Log Display

7.4.3 Filtered Events from Front Fascia

Filtered events are available from the relay fascia display.

The filtered events can be configured in Reydisp Manager 2. To access the user should right click on Configu-
ration > Serial Comms & Events and select Configure Events to open the configuration events window.
Indications can then be selected. To show the desired events in the event log the user can click on the right
side boxes (Show on HMI).

The event text displayed in the event log can be edited in the Display Name window of the event filter config-
uration.

After completing any filtering and editing required the file is saved as part of the device configuration and will
be sent when the configuration is sent to the device. After sending the configuration to the device, selected
events are shown in the front fascia HMI display event log list. This enables the user to determine associated
events displayed from the front fascia events (for example only faults).

/¥ Events Filter Configuration - ReySproject/Relay2 X
Event Display Name Show on HMI ~

W2 50BF PhB W2 508F PhB [}
W2 SOBF PhC W2 S0BF PhC )
W2 50BF EF W2 50BF EF v
W3 50BF PhA W3 50BF Pha ¥

7| wz soeF phe W3 508F PhB v i

W3 SOBF PhC W3 S08F PhC o) 3
W3 50BF EF W3 50BF EF &4
50-1 30-1 [
Name Type Last Medified 50-2 50-2 3]
@ Configuration 50-3 50-3 i)
m Function Configuration Application Functions i il o
EE User Settings Device Parameters 13/10/2020 16:07:55 552 Skt o
L} Serial Comms & Events Serial Comms & O e A _51'3 o
$r User Lagic Graphical Logig ﬁ R SON-1 SON-1 £4
¥ TSR5431 Default HMiScreen | ) 5 SON:2 S0hi-2 o
».-> Contral Relay1 HMI Screen | Eeot RJ‘ it oot S0N-2 30N-3 i)
51N-1 51N-1 i
51M-2 51M-2 3
51N-3 [51N-3 ]
50G-1 50G-1 ]
50G-2 50G-2 ¥

-
Figure 7-5 Configuration of Event Logs
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7.4.4

Reading Indications from the PC with Reydisp Manager 2

To read the indications with Reydisp Manager 2 your PC must be connected via the USB user interface of the
on-site operation panel or via an Ethernet interface of the device. You can establish a direct connection to
your PC via the Ethernet interfaces. It is also possible to access all connected 7SR5 devices via a data network
from your Reydisp Manager 2 PC.

After clicking Get Device Data on the Tasks screen or alternatively Get buttons on the right hand side, the
device data can be retrieved from the device.
A connection window is provided to select between the default USB connection method or connecting via the

rear Ethernet port using the IP address of the device. Select the connection type to the device and click the
Next button to start getting device data read from the device.

Get Device Data Get Device Data

Please connect the device to download device data.

Communication Settings
® Connect by US8
) Connact te IP address: [7 -0 .0.0

€D Checking connected device
€ MLFB: TSRS111-14A11-0840
) serial Mumber: GF1912501908
) Downloading device data

118

€ Reading waveform records

) Importing waveform record: 11/04/20 10:42:06.719000
) Importing waveform record: 11/04/20 10:42:12,199000
) Reading event logs

) Reading fault logs

€ complets

Previous | Next I Finish

[ |

Figure 7-6 Get Device Data
Once complete, available data files will be stored under the Device Data tab that are read from the device. All
entries are archived and can be used with further applications.

To open data content the user can select and double click on the available Event log from the Device Data
window.

The Event Log Viewer window opens and any time tagging of any change of state (Event) in the relay can be
seen. As an event occurs, the actual event condition is logged as a record along with a time and date stamp to
a resolution of 1 millisecond.

When a starter picks-up (raised) and sometime later drops-off (cleared). In summary, a one stage event is
Raised only, a two stage event may be Raised or Cleared.
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7.4.5

Event Log Viewer - Event Log - MorthFarm/75R31 Ov... = O
Timestamp ) Action Description
29/04/20217 13:08:51.195 Raised Local Or Remote Mode

Raised Binary Cutput 3

Raised EF In

Raised G5 In
29/04/20217 13:08:51.010 Cleared Backup Clock Lost
29/04/20217 13:08:51.020 Raised Binary Input 6
29/04/20217 13:08:52.010 Raised CB Alarm

Raised CB Travelling
29/04/20217 13:10:10.200 Raised LED 2

Raised LED PU T

Raised General Start/Pick-up

Raised Start/Pick-up L2

Raised Start/Pick-up L3
29/04/2021 13:10:10.205 Raised LED PU 5

Raised LED PU &
29/04/2021 13:10:10.210 Raised Start/Pick-up L1
29/04/2021 13:10:10.215 Raised LED PU 4
29/04/20217 13:10:30.900 Raised Binary Output 4

Raised LED 3

Raised LED 7

Raised 31-1

Raised General Trip

Raised Trip L1

Raised Trip L2

Figure 7-7 Event Logs

Reading Fault Data from the HMI Screen

Previous fault data records are stored with actual LEDs status.
The fault data is displayed in date/time order with the most recent first.

7.4 Indications

Fault indications are events which arise during a fault. Fault indications are triggered from the Trip Config
parameter setting which must be set to the trip contact. A fault is started by the incoming pickup of a protec-
tion function and ends after the trip command with the pickup cleared.
Fault data records can be viewed on the HMI LCD with the time and date of the trip. These include the LED
status at the time of recording and the fault currents.

Available fault data is displayed in Main Menu > Fault Data in date and time format.

The number of faults stored is shown on the top of the LCD. If no faults have been stored the display will indi-
cate No Faults to display.

1

NOTE

Trip Binary Output must be configured as a trip contact from Binary Outputs > Trip Config > Trip
Contacts to initiate a fault record and trip screen.
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Figure 7-8 Fault Data

After a fault, the most important data of the last fault can be displayed automatically on the device display
with operational fault measures (Trip Alert must be enabled from Device settings in the Configuration menu).

NOTE

i @

LEDs will remain illuminated when viewing other screens if the fault screen has not been acknowledged.

These displays remain stored in the device until manual acknowledgment or release by LED reset.
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TRIP ALERT

va=6@.11kY
¥b=76. 24Ky
Vo=76 . B5kY

Figure 7-9 Trip Alert Display Screen

7.4.6 Reading Fault Data from the PC with Reydisp Manager 2

To read fault data from the PC, connect and get device data into the Device Data tab.
Select and double click on the available log from the Device Data tab.

Click Fault Log from Device Fault Logs or click Waveform records from the Waveform Records menu to
open data content. The available logs display window will open as illustrated in Figure 7-10.
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) i Tasks Device Data 0 Messages ‘

Name

Type

@ Waveform Records

11/04/20 10:42:06.719000 Waveform Record
11/04/20 10:42:12.199000 Waveform Record

@ Device Event Logs

Event Log

Device Event Log

@ Device Fault Logs

Fault Log

Last Modified

04/11/2020 10:42:06
04/11/2020 10:42:12

04/11/2020 10:33:39

Device Fault Record 03/11/2020 22:33:16

[ Fautt Log Viewer - Fault Log - ReySproject/Relay2 - o %

| Timestamp e G| eaits
200001701 01:11:21.940 1 B7GH-2 G W1-la=0.000kA W1-Ib=0.000kA W1-
Ic=0.000kA W2-1a=2.015kA W2-15=0.000kA W2-
000KA W3-1a=0.000kA W3-lo=0.000kA W3-
= 0.000kA Ig-1=0,000kA lg-2=2.015kA Ig-3=0,000kA
Va=0.000kY Vb=0.000kV Vo=0.000kV
2000/06/12 21:1205.155 1 27-1 27-2 W-1a=0.0D0kA W1-Ib=0.000kA W1-
=0.000kA W2-1b=0.000kA W2-
000kA W3-1a.=0.000kA W3-I6=0000kA W3-
.000KA Ig-1=0000k kg-2=0.000kA Ig-3=0.000kA
Va=0.000kY Vb=0.000kV Ve=0.000kV
2000/06/19 06:58:12.155 1 27-1 27-2 W1-la=0.000kA W1-Ib=0,000kA W1-
le=0.000kA W2-1a=0.000kA W2-15=0.000%A W2-
le=0.0001% W3-1a=0.000kA W3-1o=0000kA W3-
1e=0.000kA Ig-1=0000kA Ig-2=0.000kA Ig-3=0.000kA
Va=0.000kY Vb=0.000kV Ve=0.000kV
2000/06/19 07:0104,155 1 27-1 27-2 W1-1a=0.000kA W1-fb=0000kA W1-
=0.000kA W2-lb=0.000kA W2-
=0.000kA W3-1b=0.000kA W3
DO0KA Ig-1=0.000kA Ig-2=0.000kA Ig-3=0.000kA
Va=0.000KY Vb=0.000kV Ve=0.000KV

= ——i]
(L] Dota Header Window (empFDAErdf2) (oo
System Config INF  Notes Al Signals snalogues Digitals )
Ta 0.000xIn ¥ -0.001xIn] A
b -0.001xIn o -0.001xIn
Ic -0.001xIn L -0.001xIn
T t
Ia 0.000xIn i -0.001xIn
0.001xIn
-0.002xIn
0 ~0.001xIn -0.001xIn
] 0.001xIn|
TR ke o I b e I -0.002x1n
(1c -0.001xIn ] -0.001xIn
H Max 0.001xIn
#MWMW%%M Min -0.002xIn
Ig-1 =0.001xIn 4 -0.000xIn|
i Max 0.000xIn
; Min -0.001xIn
i W WAV TH 7 i
=S
fvi 0.016V 0.016V]
" Max  0.033V|
I | - } Min  0.016V
V2 0.016V 0.033V]
" Max  0.033V]
I - - i Min  0.018v] v
-399.373 ms 800,000 ms 400,625 ms
Figure 7-10 Fault Data

Initially for each type of device there are default views defined containing the Analogue Channels, Digital
Channels and All Channels. Users can create new views or modify existing views, edit the analogue channel
information, and format the display using the View > Properties command.

7.4.7 Reading Waveform Records from Webpage

The waveform records can also be retrieved from the device webpage via the front USB port or rear Ethernet
port. This can be done by browsing to the homepage. The pages are accessed by browsing to https://
192.168.2.1/home from the front USB port.
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Figure 7-11 EN100 Homepage

NOTE
This functionality is only available from > V1.30 communications firmware.

Select the Fault recording option from the left hand side menu.
To access the page, the maintenance password must be active and entered.

Figure 7-12  Waveform Records

The waveform records are listed with the latest first.
The files are stored in Comtrade format. The * . CFG file contains configuration data on what is in the * . DAT
file including information such as signal names, start time of the samples, number of samples, min/max

values, and more.
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7.4.8

124

The files can now be downloaded and viewed in a suitable Comtrade viewer tool. Reydisp Evolution also
supports the viewing of these files.

An update directory link allows the table to be refreshed.

Reading Waveform Records from Webpage

Both the Modbus TCP and DNP3 TCP are listed when available even though only one protocol can be active in
the device.

The homepage also provides the configuration and statistics from the DNP3 TCP or Modbus TCP protocols
when active in the device.

Figure 7-13 Modbus TCP and DNP3 TCP Menu Options

When selected, if the protocol is disabled in the device, a screen will show the feature is o££, as shown in
Figure 7-14.

Figure 7-14  Modbus Off
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7.5 Instruments and Meters
7.5.1 Overview of Measured and Metered Values
7SR5 devices have numerous measured and metered values. The measurands are recorded from the analogue
inputs.
Further measurands are calculated from these measured values where the instrument or meter requires meas-
urands from more than 1 input. For example, the electric power is calculated from the voltage and current
measurands.
Instruments and meters can be viewed without entering a password or user ID.
The device functionality is dependent on the analogue input configuration (current and voltage inputs).
Please refer to the Device manual of the 7SR5 device for detailed information and setting instructions.
The user can read measured and metered values on the device display or with Reydisp Manager 2.
7.5.2 Reading Instrument Values from the Device Fascia, HMI screen
You can read measured and metered values on the device display.
For the display, the measured values of a device are summed up in the following groups:
®  Operational measured values
®  Fundamental and symmetrical components
®  Function-specific measured values
®  Minimum values, maximum values, average values
®  Energy metered values
The device instrumentation and metering provides real-time measured quantities and data. This is displayed
on the relay fascia LCD from Main Menu > Instruments.
The instruments are grouped to topic and can be viewed using the arrow buttons, Right arrow — to enter a
group and Up T and Down | arrows to scroll through the instruments.
Ji
INSTREUMENTS
FRVOURITE METERS
CURRERENT METERS
VOLTRGE METERS
FREQUEHNCY METERS
FUWEK METERS
ENERGY METEES
THERMAL METERS
Figure 7-15 Instruments Menu
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7.5.3
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Reading Instrument Values from Reydisp Manager 2

The Relay Instrument Monitor tool displays a real time list of instruments from the device. Real time analogue
values measurement requires the device to be connected to a PC from a USB or rear ethernet port to be data
transferred to a PC online.

If there is a communication connection to systems control, measured values that the operational crew can
verify are also transmitted here by rear ethernet communication.

The device is able to indicate the measurand values from Reydisp Manager 2 with connection by a COM-2
front USB port with the IP address 192.168.2.1, or user configured IP address from rear ethernet ports (Elec-
trical or LC optical).

Reydisp Manager 2 m

Tools
r New Project "
= 1
Create a Reydisp Manager 2 project ‘

Instrument
Monitor

Open Project

Open an existing Reydisp Manager 2 project

Export Project

Export a project as a .zip archive

Recent Projects

Hiq C:\UserData\tr1h3718\Documents\Reymanager\Reymanager.rpf2
U_rm Ci\UserData\tr 1h3718\Documents\Tutorial\Tutorial.rpf2

Hig C:\UserData\tr1h3718\Documents)

ﬂra C:\UserData\tr Th3718\Documents\

Eﬁm C\UserData\trTh3718\Documents\MVEngineering\MVEngineering.rpf2

Ei C\UserData\trTh3718\Documents\NewVersion\NewVersion.rpf2
Reydisp Manager 2

Figure 7-16 Opening the Relay Monitor Tool

Click on the Connect by USB button to connect through a USB front port or type a user defined IP address to
connect via a rear ethernet port.
Click the Connect button to open the Instruments window.
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v
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Cannect i Carcml
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Figure 7-17  Connection Window

There is an instrument list on the left pane containing measurand and digital signal groups depending on the
device type. The user can collapse and expand the groups by clicking an item.

Available measurands can be selected by clicking on the left instruments tree and dragging this signal to the
right side main window, then releasing the mouse button.

Newled3MEAS are analogue signals.
Newled3CTRL are digital signals.

Several signals can be dragged on to the main window on the right and provide continuous monitoring of the
measurands. Alternatively, the measurands can be deleted and removed from the main window by clicking
the X symbol on the right side.

Several measured-value windows are preadjustable by adding relevant measurands.
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[ tnstrument Monitor
File
Instruments:

d Newled3IMEAS
ARTHB2MNIOUN
|_MS0i
LPHD
MMTRA
MaxVEMBELA
Mean\IMMELT
MinVIMMXLA
WI_MNELT
V_MSCIT

i Mewled3CTRL
BIGEIO
BoGEION
DPDOesGEIC
DPDOesGEI02
DPDOesGEI03
DPDesGEI0S
DPDOneGGION
DPDOneGEI02
DPDOneGGI03
DPDOn=GGEI04
DRIBGGIOT
DREGGIQZ
DPAGGIN
DPoBGGEI0Z
EGGIO
LGGI0

USE (IECE1850) - IP: 192.168.2.1

Magnitude: 0.00W

— O x
Diebate &1 Decimal Precision: | 2 -

NewledIMEAS/VI_MMXU1.A phsA.cVal.mag b4
Magnitude: 0.00A
Newled3MEAS/ARTHDZ MMXU1.A phsE instCVal.mag b
Magnitude: 0.004
Mewled3CTRL/BoGGIO . Ind 1 stVal &2
stVal: True
Mewled3CTRL/DPDOesGGI03.DPCSO1 stVal =
stVal: 00
Mewled IMEAS/VI_MMXL1.W.phsCinstCVal.mag =

Figure 7-18 Relay Monitor Tool
Table 7-1 IEDMEAS Analogue Measurements
Current Measure- |la MEAS VI_MMXU1 A.phsA
ments Ib MEAS VI_MMXU1 A.phsB
Ic MEAS VI_MMXU1 A.phsC
In MEAS VI_MMXU1 A.neut
Ig/lsef MEAS VI_MMXU1 A.res
Current Sequence |Current MEAS I_MSQI1 SeqA.C1
Components Meas- [ Current MEAS |_MSQI1 SeqA.C2
urements Current MEAS |_MSQI1 SeqA.C3
Voltage Measure- |Vab MEAS VI_MMXU1 PPV.phsAB
ments Vbc MEAS VI_MMXU1 PPV.phsBC
Vca MEAS VI_MMXU1 PPV.phsCA
Va MEAS VI_MMXU1 PhV.phsA
Vb MEAS VI_MMXU1 PhV.phsB
Vc MEAS VI_MMXU1 PhV.phsC
Vn MEAS VI_MMXU1 PhV.neut
VX MEAS VI_MMXU1 PhV.res
Voltage Sequence |Voltage MEAS V_MSQI1 SeqV
Components Meas-
urements
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Frequency Meas- Frequency MEAS VI_MMXU1 Hz

urement

Power Measure- W phs A (P) MEAS VI_MMXU1 W

ments W phs B (P) MEAS VI_MMXU1 W
W phs C (P) MEAS VI_MMXU1 W
Total W (P) MEAS VI_MMXU1 TotW
VAr phs A (Q) MEAS VI_MMXU1 Var.phsA
VAr phs B (Q) MEAS VI_MMXU1 Var.phsB
VAr phs C (Q) MEAS VI_MMXU1 Var.phsC
Total VAr (Q) MEAS VI_MMXU1 TotVAr
VA phs A (S) MEAS VI_MMXU1 VA.phsA
VA phs B (S) MEAS VI_MMXU1 VA.phsB
VA phs C (S) MEAS VI_MMXU1 VA.phsC
Total VA (S) MEAS VI_MMXU1 TotVA
Power Factor phs A |[MEAS VI_MMXU1 PF.phsA
Power Factor phs B [MEAS VI_MMXU1 PF.phsB
Power Factor phs C [MEAS VI_MMXU1 PF.phsC
Total Power Factor |MEAS VI_MMXU1 TotPF

Digital signal groups in IEDCTRL:

®  Binary inputs status BiGGIO

®  Binary outputs status BoGGIO

®  LED status LGGIO

®  Virtual inputs/outputs status VGGIO
Status of signals:

®  ON/TRUE: 1

®  OFF/FALSE: 0
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8.1

Execute Checks

General Information

The device does not require scheduled preventative maintenance although some users apply periodic
checking schedules to all protection devices. Operational checking can be limited to periodic visual checks of
measured analogue values at the device instruments or the data provided over the communications channels
to supplement the continuous self-checking features of the device.

The device incorporates a number of self-monitoring features. Since the device is mainly self-monitoring,
hardware and software errors are automatically forwarded. This action minimizes any downtime of the device.
It also eliminates the need for frequent maintenance inspections.

Protection-Function Test

i

NOTE

When performing a protection-function test, make sure that it does not lead to any undesired tripping.
Likewise no information must be transmitted to a higher-level systems control where the operator may
incorrectly interpret it.

Trip links should be removed and the device out into Out of Service mode where possible.

134

®  Make sure that the Device Healthy signalis routed and Healthy LED (green) on the front fascia
lights up. This is how the device indicates that it is properly functioning and that no failures have been
observed during self-monitoring.

® Check the Device Healthy signalis assigned to the LED from the Output Matrix by Settings > Config-
uration > Binary Outputs > Output Matrix menu. By default the Device Healthy indication is pre-routed
to LED 1 and Binary Output 3.

OUTPUT MATRIX
Biadee 1 gl

Active Setting Grp 1
HOME

Rctive Setting Grp 2
HOME

Active Setting Grp 32

Figure 8-1 Device Healthy Signal

®  Make sure that the LEDs on the front cover present a plausible image of the actual state of the device. If,
for example, the tripping of a protection function is saved as an LED display, the device has fault indica-
tions and a fault record for this purpose.

®  Pressing the » key for = 3 seconds when the home screen is displayed is for an LED test. All LEDs light up.
Stored LED displays are reset and only those states currently indicated by the device are shown.

® Read the operational measured values and compare them to the actual measurands to control the
analogue inputs. To do this, enter a reference quantity into the device using secondary test equipment.
This is how you check the proper operation of the analogue section of devices.
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® Read the operational indications. You can do this directly on the device or following a clearly arranged
procedure using Reydisp Manager 2. Make sure that they do not contain inputs about failures of the
device, of measurands or other implausible information.

®  |f the protection equipment has picked up or disabled an error, you can verify this through the fault
record and the fault log. This is how the protection equipment demonstrates its correct operation in the
operating state. Additional protection-function tests can be omitted.

NOTE

i 0

The system operator is responsible for further protection-function tests within maintenance intervals.
Check protection functions using secondary test equipment (see the Device manual).

Check the device information page for firmware information.
Check the Comms firmware is up to date with the latest Security Management and vulnerability updates. Refer
to the Siemens Cyber Security management for further information.
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8.2

8.2.1

Procedure

Error Search and Correction

Troubleshooting

If the device did not indicate Device Healthy after its self-checking procedure, then Siemens recommends that
you proceed as follows:

®  Check whether the auxiliary voltage on the corresponding connections has an adequate amount and
correct polarity. You will find information about this in 6.2 Initial Startup.

® [f the device does not show Device Healthy and healthy LED, look for the cause of the fault in the opera-
tional log. You can do this directly on the device or with Reydisp Manager 2.

® |ftheDevice Not Configured message display appears in the device display, then send configura-
tion via Reydisp Manager 2 or change a parameter in device settings via the front fascia keys.

® If the confirmation ID is queried, enter it for the device initialization.

After successful initialization, the LEDs again indicate normal operation and the default display goes back into
the display. If the device-specific setting values were saved in the PC during commissioning, they are again
loaded into the device. The device is ready for operation.

Additional Support

If these measures do not lead to the desired result, the Support team will help you.
When contacting a member of the support team it is advised to:

®  Keep the device serial number to hand
®  Read out the version of the installed firmware

®  Read the event log of the 7SR5 device with the Reydisp Manager 2 tool

Read the Device Data via the Front Fascia LCD Display

With a device ready for operation, select Main Menu > Device Information.

DEVICE INFORMATION

MAIN MENU

Eglay Identifier

Circuit Identifier

MLFE

75RE6111-1AR1 1 -@RAS

OMTROL MODE

EVICE INFORMATION »

Mumber

Figure 8-2 Reading Device Information

Read the Device Data with Reydisp Manager 2

136

Select the device in the project tree.
Double-click Properties in the Task tab and the Properties window will open.

The General tab displays information about the device name, hierarchy, the device model (Reyrolle devices
MLFB) and serial number, and the configuration firmware version amongst other things.
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The Author and Comment text boxes can have their co
and Comment columns of the Item Pane.

Device name also can be changed by the user and the d

8.2 Error Search and Correction
ntents changed. This text is displayed in the Author

evice will be renamed on the project tree.

2 Tasks | [o] Device Data | €D Mest €D Properties - ReySproject/New 7SR5111-...  —

@ Device Configuration General |[EC 61850
3 Device Name: Mew 7SR5111-1AA11-0A40
= - # z
Properties Ethernet Hierarchy: ReySproject
Interface MLFB: TSR5111-1AA11-0AA0
N Serial Number: GF1912501909
@ Device Tasks

Configuration 155101180021 v02.1001

@ E 3 Version:
Send Device Get Device Comment
Configuration Data
Change
Template

@ Import and Export

E R

Export SCL Impart SCD/
D

Figure 8-3 Properties Window

:|: oK oK Cancel

m] % &) Properties - ReySproject/Mew 75R5111-...  — u] b4

General | |EC 61850

IEC 61850 IED Name: [Newted3
IEC 61850 Edition: Edition1 v

Extended Device Information

Manufacturer
Device Type:
Description:
Config. Version:

Station Configuration

Station:

IP Address: 0.0.00
Subnet Address: 255.255.2550
Gateway Address: 0.0.00

UDP Port:

Each IEC 61850 device has an IED name which can be defined by the user in the IEC 61850 window.
The IEC 61850 IED name is subject to the following restrictions:

® [t may be a maximum of 13 characters

® [t may only contain the characters A-Z, a-z, 0-9, and _

® |t must start with a letter, not a digit or underscore

® |f the device is assigned to a station, an additional rule is imposed: The IED name and Edition version

cannot be the same as another IED name assigned

to that station.

Select from the drop down options the IEC 61850 Edition to be used on the device.

Troubleshooting

The device does not power up

Check that the correct auxiliary power supply voltage
is applied and that the polarity is correct.

The Device Healthy LED does not light up

This is a general device failure. Contact a local
Siemens office or representative.

The backlight is on but no text can be seen or is not
readable

Adjust the relay display contrast. See 4.3 Displays for
Indication and Control.

The PCis unable to communicate with the device

Check that all of the communications settings match
those used by Reydisp Manager 2.

Check that the Tx and Rx fibre-optic cables are
connected correctly. (Tx —> Rx and Rx —> Tx).

Check that all cables, modems and fibre-optic cables
work correctly.

Ensure that IEC 60870-5-103 is specified for the
connected port (COM1, COM2, COM3, or COM4).

The status inputs do not work

Check that the correct DC voltage is applied and that
the polarity is correct.
Check that the status input settings such as the pick-
up and drop-off timers and the status inversion func-
tion are correctly set.
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The device won't accept the confirmation ID Check to make sure the confirmation ID being entered
is correct and try again.

The Device Not Configured message is Change any parameter in the device configuration or

displayed on the LCD load a user configuration via Reydisp Manager 2.

8.2.2 ErrorIndications

If the 7SR5 device is outside normal operating mode, this is shown by a Device Healthy indication. By default
this indication is prerouted to LED 1 and Binary Output 3.

Relay failure will be indicated by the Protection Healthy LED being off.

When a device error occurs, an error message on the LCD display will read SAD RELAY CALLED and this
means, the device is not ready for operation.

The relay will enter a locked-out mode. While in this mode it will disable operation of all LED’s and Binary
Outputs.

Figure 8-4 Sad Relay Called Display

8.2.3 Manually Changing IP Address of Reyrolle Adapter

In order to manually change the IP address of the Reyrolle Adapter the user should start by opening the
Windows Settings window (shortcut Windows Key + 1).
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Settings =
Windows Settings
[ ' ind a setting
.!;l_., System ‘E Devices
Display, sound, notifications Bluatonth, printers, mouse
power
D Phone @ Network & Ipternet
Link your Android, iPhone WiFi, flight mod#, VPN
= . Y
zl Personalisation B— Apps
Background, lock screen, U= Uninstall, defaults, optional
cobours features
R Accounts fi-"$ Time & Language
Your accounts, email, syne A Speach, region, date
work, other people
@ Gaming {’1? Ease of Access
Game bar, captures, b Marrator, magnifier, high
broadcasting, Game Mode contrast
& Privacy 73 Update & Security
Location, camera ~ Windows Update, recovery
backup
p Search
Language, permissions, history
Figure 8-5 Windows Settings Window
The user can then select Network & Internet to move to the next page.
Change adapter options should then be selected on the next screen as shown in Figure 8-6.
Reyrolle 7SR5, Operating, Manual 139

C53000-B7040-C013-1, Edition 05.2022



Device Maintenance

8.2 Error Search and Correction

Settings

(it Home

[| nd a setting

Metwork & Internet

| ® stats

@ WiFi

% Ethernet

£  Dial-up

o VPN

%= Flight mode
9 Mobile hotspot
(& Data usage

& Proxy

Status

MNetwork status

2—z—0

ad001.siemens.nat

You're connected to the Internet

If you have a limited data plan, you can make this network a
metered connection or change other properties,

Change connection properties

Show available networks
Change your network settings

@ Change adapter options
View network adapters and change [?nneftinn sattings.

% Sharing options
Far the networks that you connect to, decde what you want to

chare.

‘& MNetwork troubleshoater

Diagnose and fix network problems,

View your network properties
Windows Firewall
Network and Sharing Centre

Metwork reset

Do you have a question?

Finding my IP address

Figure 8-6 Change Adapter Options

The new page should show an option Reyrolle Device connected via USB as shown in Figure 8-7.
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i? Metwork Connections O 4
T [i? « MNetwork and Inter... » Network Connections v Search Network Connections 9
Organise *  Disable this network device  Diagnose this connection  » G O @

Bluetooth Metwork Connection !"'I | Ethernet

kb Disabled Metwork cable unplugged

Bluetocth Device (Personal Area... 3§ W Intel(R) Ethernet Connection 1219...

- Ethemet 2 [} =~ Mpcap Loopback Adapter
Enabled Metwaork cable unplugged
== Reyrolle Device connected via USB | 3 o Mpcap Loopback Adapter
= | vEthernet (Default Switch) L Wi-Fi
Unidentified network ad(01 siemens.net
Hyper-\ Virtual Ethernet Adapter -lﬂ Intel(R) Dual Band Wireless-AC 72...
Giterns 1 item selected =

Figure 8-7 Reyrolle Device Connected Via USB

The user can right click on this option and choose Properties from the drop down list.

¥ Metwork Connections - O x
T @ « Metwork and Inter... » MNetwork Connections w ) | Search Network Connections @ I
Organise « Disable this network device Diagnose this connection  *» B~ [ 9
L- Bluetooth Metwork Connection !‘! | Ethernet |
— Disabled Metwork cable unplugged f
Bluetooth Device (Personal Area .. 3 ﬂ Intel(R) Ethernet Connection 1215...
= ' FEthernet2 ~ | Mpcap Loopback Adapter _I
Enabled —  jeunplugged
Reyralle Device cor1[ 9 Disable back Adapter 14
=~ vEthemet (Default S Status
Unidentified nelwoi: Diagnose hs.net
Hyper-V Virtual Ethy Band Wireless-AC 72...
G Bridge Connections
Create Shortcut I |
Giterns 1 item selected $ Delete EEE
& Rename
& Properties o
lat”

Figure 8-8 Reyrolle Device Connected Via USB Properties

If a User Account Control Change confirmation box is displayed, click Accept.
The user can then find Internet Protocol Version 4 in the list, selectit and click Properties.
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[E] Ethernet 2 Properties

Metworking A thentication  Sharing

Connect using:
I? Reyrolle Device connected wvia LUSB

Corfigure...

This connection uses the following items:

T Npcap Packet Driver (NPCAP) A
13005 Packet Scheduler

T3 juniper Network Service

T3 Bridge Driver

& Intemet Protocol Version 4 (TCP/IPvd)

O 4 Microsoft Metwork Adapter Multiplexor Protocal

. PROFINET 10 protocal (DCP/LLDF) W
£ >

Install... Uninstall Properties
Description

Transmigsion Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected netwarks.

QK Cancel

Figure 8-9 Reyrolle Device Properties

The default address should be 192.168.2.254. In the event of an address conflict, change the last number, for
example, to 253. If there is still a conflict, keep reducing the last number until it is resolved.
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Internet Protocel Version 4 (TCP/IPvd) Properties >
General

¥ou can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@) Uge the following IF address:

IP address: | 192.168. 2 .254 |
Subnet mask: | 255 .255.255. 0 |
Default gateway: | . . . |

Obtain DMS server address automatically

(@) Use the following DNS server addresses:

Preferred DMNS server: | . . . |

Alternative DMNS server: | . . . |

[ ] validate settings upen exit Advanced...

QK Cancel

Figure 8-10  Reyrolle Device IP Address
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8.2.4
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Error Indications in Reydisp Manager 2

Table 8-1

Error Indications in Reydisp Manager 2

Error Message

Get Device Configuration

) Checking for device data

) Checking device configuration

0 Extracting configuration package

A\ The ID of the connected device does not match the project device.

Previous

Next

Figure 8-11 Device Code Error

Description
The connected device and template in the project tree
have a different MLFB.

Check the MLFB codes on both the device front fascia

and the device in the project tree in Reydisp Manager
2.

Create Device

ﬂ Checking for device data

ﬂ Checking device configuration

€ Extracting configuration package

0 Reading device configuration

A\ Insufficient configuration data to import

Previous Next

Figure 8-12 Device Configuration Error

The device configuration file contains some errors
(logic, protection setting, transformer data, etc).

Check the settings and parameters.
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Descripti
The device is not detected by Reydisp Manager 2.

Check the device is energized with the auxiliary

power supply and operational. Check wiring for the
communication port.

Send Device Configuration - Rey5project/New 7SR5111-1AA11-0AAQ

A\ Failed communicating with device.

A\ No configuration has been sent to the device

| Previous || Next ‘ Cancel |

Figure 8-13 Device Connection Error

The device firmware version does not match the
Send Device Configuration - Indiafw/New 7SR5431-5AA16-0AA0 selected template firmware version on Reydisp
Manager 2. A Firmware upgrade should be done to
the device with the correct version.

) Checking for device data

&) Checking device configuration

) Edtracting configuration package

€D Checking connected device

D Device MLFB: 7SR5431-5A416-0440

&) Checking device configuration versian

) Checking device software version

A\ The current device template does not support the connected device software version
A\ Mo configuration has been sent to the device

[ previows || Mea |[ Fnish ][ cancel

Figure 8-14 Device Software Error
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8.3

8.3.1

8.3.2

8.3.3

146

Replace and Return Defective Device

Error Backup Module

If you cannot correct a defect reported by the device, you can replace this device with a backup device.

The backup device is configured with available project data from Reydisp Manager 2. Once the device has
failed in this manner, it is non-recoverable at site and must be returned to the manufacturer for repair.

The relay should be returned as a complete unit. No attempt should be made to disassemble the unit to isolate
and return only the damaged sub-assembly. It may however be convenient to fit the withdrawable relay to the
outer case from a spare relay, to avoid the disturbance of relay panel wiring, for return to local Siemens office.
The withdrawable relay should never be transported without the protection of the outer case.

Replacing a Device

The following shows the steps that should be taken to replace a device:
®  Take the device out of operation

®  Remove the wired terminal blocks from the module to be exchanged or alternatively all lines from the
device

®  Remove the device and fitting parts
® [f needed, assemble the replacement base module with the expansion modules

®  Putthe device back into operation (see 7 In Service Operation).

Returning a Device

The following steps should be taken when returning a device:

®  Ensure that the devices are either shipped with the original case — if the case is to remain in the system —
or with the designated transport safety devices

®  Protect the optical interfaces on the communication or arc-protection modules against the ingress of
dust. Use, for example, the protective caps provided in the delivery condition.

®  Pack the defective device (base module and expansion module) or the complete device (see
1.1 Unpacking, Repacking, Returning, and Storing)

®  Return the defective device to your Siemens local office or sales partner
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8.4

8.4.1

8.4.2

8.4.3

8.4.4

8.4.5

8.4 Update Firmware and Configuration

Update Firmware and Configuration

General

Hardware and certain functional characteristics are selected with the latest released firmware for the chosen
model.

Reydisp Manager 2 can be used for updating both the configuration and the firmware. No additional tool is
necessary for updating the firmware of the device or the firmware of the communication module.

Downloading from the Siemens Website

Download the device drivers or protocol drivers necessary for updating the 7SR5 device from the Siemens
download area http://www.siemens.com/reyrolle.

Click the Reyrolle5 icon and then select the device type 7SR51, 7SR54, or 7SR57 by clicking Learn more.
Click Downloads on the menu bar.

Click the link for Manuals, Certificates, Software, Device Drivers, CAx (SIOS).

Click the link for Firmware and Device drivers

Select the desired version ( for example V2.XX) and download 7SR5 Reydisp Manager Template & Device
Firmware.

Save the file to any location on your Reydisp Manager 2 installed PC.

[ ]/upa | » Download Reyrolle Overcurrent Protection — Reyrolle 5 Platform
Firmware and Device Templates for TSRS

For products:7TSR5110-1AA11-0AAD, TSR5110-1AA21-0AAD,..* All products

Figure 8-15 Firmware and Device Drivers Link

Installing the New Firmware Templates to Reydisp Manager

Reydisp Manager 2 must be installed on the PC to ensure the correct USB drivers are installed.
Clicking the self extracting . exe file will load the files into the Reydisp Manger templates location.

For a new device follow the instructions in the Engineering manual section 2.2 Starting Reydisp Manager 2
and Creating a Project and 2.4 Adding a 7SR5 Device.

When selecting the template, select the version for this upgrade.

If the device is already existing within a project, the instructions procedure in the Engineering manual section
3.2 Change Device Template must be followed to upgrade the device to the new firmware template.

Firmware Upgrade Procedure

The device should be out of service and disconnected from the power system.
Any configuration and data stored in the device will be lost during a firmware upload.

Loading Device Firmware to the 7SR5 Device

The device must be connected to the PC via the front USB port.
The PC will connect to the device and proceed to transfer the firmware package to the device.
Double-click the Install Device Firmware in the selected device task area.
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i Tasks |[o7] Device Data | € Messages

i @

@ Device Confaguratson
& F 52
Propertees Ethermnet Ethemet
Interface Twmezane
@ Dewvice Tasks
= = m] = o
L= ] = & (=[] e &
Send Device Get Device Get Device Set Device Compsie [EC Ingtail Device Change
Configuration Diata Configuration Date & Time 61850 Firmware Template
Configuration
@ Import and Export
B =1 M
B K B
Export SCL Impaort SCOY Export IEC
CiD G850 MICS
Figure 8-16 Install Device Firmware Icon
NOTE

If the maintenance password is active a prompt window will request that it is entered before continuing.

8.4.6
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Install Device Firmware Install Device Firmware

Select the firmware version..,

€ Checking device compstinility
) Uploading firmware 1o device

Bl 7Rs Farmware V210 7585 Saze Configurabon ¥2.10 © Firmmore uplood complete

Frevious New

Frevious | Pext fnish Lancel

Finish || Cancel

Figure 8-17 Install Device Firmware Steps

Confirm the firmware is the correct version by selection and click Next to continue.
A loader window will be visible for a short duration during the connection.

On completion of the transfer the window will notify the user the upload from the PC to the device is
complete and the Finish option must be selected.

During the upgrade process the device fascia will display file transfer information and the device will restart on
completion.

All user configuration files and data storage will be erased and the settings defaulted. Press Enter on the
device to confirm acknowledgement. The device will display the Device not configured message on the
display after a short duration.

The firmware version can be viewed in the device on the fascia in Device Information for confirmation.

Loading a Security Update Comms Firmware to the 7SR5 Device

Download the security patch to the PC.
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The device should be out of service and disconnected from the power system.

Browse to the device homepage of the device via a direct connection to the USB port or over an ethernet
connection to one of the rear ethernet ports of the device.

For the device front USB port use https://192.168.2.1/upload to navigate directly and procced to the page.
For the rear ethernet port, it must be configured and the IP address used.

Use the Choose file option to navigate to the security patch .pck file downloaded from the website and
select Update.

NOTE

°
l If the maintenance password is active a prompt window will request that it is entered before continuing.

Figure 8-18 Reydisp Manager 2 Security Update

o NOTE
l The user configuration files and data storage files will not be erased during a security patch update.
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8.5

8.5.1

Get Diagnostics Package

General

The Get Diagnostics Package feature is located in the device tasks area. This can be used to retrieve the
configuration and data files from the device for investigation purposes when requesting support from the
Siemens Customer Support Centre.

e
Get
Diagneostics

Package

Figure 8-19  Get Diagnostics Package Icon

After clicking on the icon in the task window, a preferred communication connection must be selected.
The diagnostic information is then read from the Reyrolle 5 device.
Once completed the user can then click Finish and save the file into a folder.

The Get Diagnostics Package tool should only be used when seeking support from the Siemens
Customer Support Centre. This will produce a single export from the device which the support team can use to
investigate. The project is also useful but this retrieves all of the log files/event records as well.

Export Diagnostics Package

) Downivading data From reley

ﬂ Fetcihing USER volume

&) Fetching DATA volume..

) Feicking st up log...

) Fescking SNTP.

ﬂ Fedching FYW Status..

) Feaching System Log..

'u Fetching Connection Security Log.
€D Fercking GOCISE Log..

) Creating diagnostics paciage

) Diagrostcs package sucesshully crested

Figure 8-20 Export Diagnostics Package

1

NOTE

This process may take several minutes to extract all of the device files.

150

Reyrolle 7SR5, Operating, Manual
C53000-B7040-C013-1, Edition 05.2022



9 Security Settings

9.1 Security Design 152
9.2 Multi-Level Safety Concept 153
9.3 Security Settings in the Device 154
9.4 Device Access Security 155
9.5 Connection Password 156
9.6 Maintenance Password Configuration 157
9.7 Authentication, Connection Password, and Confirmation ID During Operation 158
9.8 Resetting and Deactivating the Passwords 159
9.9 Recording of Cyber-Security Events 160
Reyrolle 7SR5, Operating, Manual 151

C53000-B7040-C013-1, Edition 05.2022



Security Settings

9.1 Security Design

9.1

Security Design

Security Design

152

Due to the increasing integration of bay units in Ethernet-based communication network, you must secure the
communication against internal failures and attacks from outside. The specifications published by the North
American Electric Reliability Council for critical infrastructure protection - NERC-CIP, for short - and the white
paper published by the German Association of Energy and Water Management (BDEW) contain requirements
for the safe operation of devices in critical communications infrastructure. These requirements are addressed
to manufacturers and operators.

Security must be incorporated into the design of devices right from the start. This is implemented consistently
in 7SR5 devices. Measures in the hardware ensure the secure use of signed files. These are provided to protect
the firmware files and data records of the device. Secure storage of key material on the device makes secure
communication between Reydisp Manager 2 and the device possible. The following items give you a high level
of security when integrating the 7SR5 device in the network:

®  Protection against attacks from the network

®  Multi-stage safety concept in the operating state
® Logging of authorized and unauthorized access
® Logging of safety-critical actions

You can switch off unused Ethernet services. If, for example, the RSTP redundancy log is not being used, you
can switch it off using Reydisp Manager 2. This gives a potential attacker no open interfaces and only utilized
services are activated in a network.

i Tasks h:l Device Data | £ Messages | & Configure interface =
(=) Device Canfiguration IP Address | Senvices | Redundancy | SNTP | Sysleg
E—:_ ﬁ Interface Type: Elartrical v
Properties Ethemet Ethe Uperating Mode: Line
Interface Tam
= Redundancy Type: PRP -
f:,l Device Tasks Bchanosd
E’m E - | Hella Tiene (5} 2
s 3 . B | Eridge Priarity 33766 .
CS{“ gl sat Davice | Brdge Identifier: 208
onfiguration Data Configl e
Max Age Time [k 2
Forsard Deley [sk 21
@ Import and Export Priarity: 128 -
. . Transmit Ceunt 100
E:r a! E Cost Style: 200000
Expost 5CL mepoet SCOV Expod
an] 61830
ot || cance
Figure 9-1 Ethernet Protocol Settings used in Reydisp Manager 2
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9.2 Multi-Level Safety Concept

Multi-Level Safety Concept

Multi-Level Security Concept

Reydisp Manager 2 offers many useful functions for the configuration and testing of your 7SR5 devices.
Constant password prompts are not sensible during this phase. During operation, however, the focus is on the
reading of data. Reconfiguration and switching are safety-critical operations. These operations lead to failures
in operation if they are carried out inadvertently or without authorization. After completion of commissioning,
you can activate a multi-level security concept in the device.

Before Reydisp Manager 2 can communicate with the 7SR5 device via its Ethernet services, the device carries
out secure authentication. Only Reydisp Manager 2 has the authorization for communication with the device.
In addition, a connection password that meets the strict rules of NERC-CIP can be configured. The password is
securely stored in the device in the form of an equivalent salted hash. The password must contain upper-case
and lower-case letters, digits, and special characters and must be at least 8 to 24 characters long. It is queried
before connection is established. A connection to the 7SR5 device cannot be established until the correct pass-
word has been entered. You now have read access.

All write-access rights to the 7SR5 device such as, for example, changing setting values or switching are
protected by other security prompts, the confirmation IDs. If changes are done via the integrated operation,
these confirmation IDs are queried on the on-site operation panel. The confirmation ID contains only numbers
that you must enter at the on-site operation panel or in Reydisp Manager 2.

i 0

NOTE

The confirmation IDs are only needed if the role-based access control (RBAC) is not activated in the 7SR5
device.

The 3-level security concept consists of secure authentication, the connection password, and other confirma-
tion IDs. This concept provides the highest possible degree of access protection during operation. Even remote
access to devices is protected. You can also use an Ethernet module exclusively for the communication with
Reydisp Manager 2. Access by a substation control network with the unsecured IEC 61850 protocol and
remote access with Reydisp Manager 2 are then carried out via completely separate networks. Even though
the 7SR5 device communicates with Reydisp Manager 2 via an Ethernet module, communication between
Reydisp Manager 2 and the device is encrypted using tap-proof technology.

Wrong password entries are identified and logged. An alarm can be triggered via a telecontrol connection.
Safety-critical operations are also logged and cannot be deleted in the device. If files on the PC were manipu-
lated by malware (for example, viruses), they cannot be loaded into the device.

i 0

NOTE

The system operator is responsible for further protection-function tests within maintenance intervals.
Check protection functions using secondary test equipment (see Device manual).
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9.3
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Security Settings in the Device

Siemens recommends applying the provided security updates by using the corresponding tooling and docu-
mented procedures that are available with the product. If supported by the product, an automatic means to
apply the security updates across multiple product instances can be used.

Siemens recommends validating any security update before being applied, and supervision by trained staff of
the update process in the target environment.

The most important security requirements are the following:

Authentication and authorization of the users

Assurance of the integrity of the transmitted data

Protections against virus, trojans, and other malware

Collection and saving of log files

Operation of the system in a protected environment (physical security)

Every user is given the only those rights that are necessary to fulfill the corresponding work

Assurance, that in case of a system failure, a restoration is possible without or only with marginal data
loss

Only activate required services and ports

Network load of critical systems are limited to the extent to make the systems continue to work under
maximum load. For example, limit the number of broadcasts in the power-system components.

The 7SR5 Security Manual serves as a recommendation for the secure commissioning and operations of the
7SR5 IEDs in networked environments.

During the complete product lifecycle, from commissioning to operation and maintenance, all service
personnel, project personnel, customers, and operators involved should consider the recommendations in this
manual.
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9.4 Device Access Security

9.4  Device Access Security
7SR5 devices support user authentication and operations for protecting access to the security-relevant opera-
tions and functions.
The 7SR5 device provides user authentication using a connection password and maintenance password.
Furthermore to prevent from executing critical actions from the device fascia using the keys you can also set
up confirmation ID's for local access.
The following table shows the passwords used in device EN100 for security functions.
Password Description
Maintenance Password for:
® EN100 firmware upgrade via Ethernet or USB
®  Firmware upgrade via Ethernet or USB
®  Security log access
®  Resetting the connection password
Connection Password for EN100 connection with Reydisp via
Ethernet or USB
The Maintenance and Connection passwords can only be set and modified through the EN100 Web Ul and
selecting the Security page option.
Figure 9-2 EN100 Web UI
The passwords can also be reset from the fascia using the Reset Password feature.
Confirmation IDs
Confirmation IDs are used for protection against unintentional and unauthorized operation from the fascia
and will not be required for a configuration change via the USB port.
You can find more information about the confirmation ID in the 7SR5 Operation manual.
Reyrolle 7SR5, Operating, Manual 155

C53000-B7040-C013-1, Edition 05.2022



Security Settings

9.5 Connection Password

9.5

Connection Password

The connection password is not active when the device leaves the factory or is returned to the factory condi-
tion. The maintenance password must be set before the connection password can be set. If a connection pass-
word has been activated it will be required to allow a configuration to be sent to the 7SR5 device.

The connection password follows the NERC-CIP-standard (North American Electric Reliability Critical Infrastruc-
ture Protection) and consists of the following parts:

® |ower-case letters

®  Upper-case letters

®  Digits

®  Special characters, for example, %, &, $

The length of the connection password ranges from 8 characters to 24 characters.

The connection password is empty by default. To enter a new connection password, the existing characters
are concealed by asterisks. To confirm the connection password, enter it twice. This confirmation prevents
erroneous entries.

i 0

NOTE

The deactivation of the connection password results in providing everyone unauthenticated and unre-
stricted access to the device through Reydisp Manager or through the browser-based user interface. If you
wish to hinder this, set the connection password in the device.

156

Figure 9-3 Setting Window for the Connection Password

Initialization of the connection password is possible only via the front USB interface or via an Ethernet inter-
face of the device. In both cases, the entered connection password is securely transferred to the device via the
HTTPS protocol. The connection password is not stored in the Reydisp Manager project or anywhere on the
Windows PC. It is stored as a salted hash in the device.

If you have initialized the connection password, further access to the device (via Reydisp Manager or via the
browser-based user interface) is possible only if you enter the correct connection password in the dialog while
establishing a connection to the device. This procedure prevents unauthenticated access. Siemens recom-
mends checking the connection password after initialization.

You can change the connection password online via an Ethernet connection or via the USB connection. After
entering the current connection password and entering and repeating the new connection password, the
device accepts the change.
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9.6 Maintenance Password Configuration
The maintenance password is not active when the device leaves the factory or is returned to the factory condi-
tion. If a maintenance password has been activated it will be required to allow new firmware to be sent to the
device, the Security log or Fault record page to be accessed, or reset the SNMP V3 Users to default.
The maintenance password follows the NERC-CIP-standard (North American Electric Reliability Critical Infra-
structure Protection) and consists of the following parts:
® |ower-case letters
®  Upper-case letters
®  Digits
®  Special characters, for example, %, &, $
The length of the maintenance password ranges from 8 characters to 24 characters.
The maintenance password is empty by default. To enter a new maintenance password, the existing charac-
ters are concealed by asterisks. To confirm the maintenance password, enter it twice. This confirmation
prevents erroneous entries.
Figure 9-4 Set Maintenance Password
Initialization of the maintenance password is possible only via the front USB interface or via an Ethernet inter-
face of the device. In both cases, the entered connection password is securely transferred to the device via the
HTTPS protocol. The connection password is not stored in the Reydisp Manager project or anywhere on the
Windows PC. It is stored as a salted hash in the device.
If you have initialized the maintenance password, this prevents unauthenticated upload of new firmware.
Siemens recommends checking the password after initialization.
You can change the connection password online via an Ethernet connection or the USB connection. After
entering the current connection password and entering and repeating the new connection password, the
device accepts the change.
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9.7

158

Authentication, Connection Password, and Confirmation ID During
Operation

To gain access to the device, the user is required to enter the correct connection password.
If an incorrect connection password is entered, the device records this action in the security log.

If an incorrect connection password is entered 5 times in a 5 minute period, access to the device is blocked for
30 minutes.

These operations are recorded in the security log of the device as well.
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9.8 Resetting and Deactivating the Passwords

9.8 Resetting and Deactivating the Passwords
The connection password can be reset via the Ethernet or USB connection from the web page. To reset the
connection password use the Reset Connection Password option in the Security page. The maintenance pass-
word must be known and entered.
Reset
Figure 9-5 Reset Connection Password
For emergency access, if the passwords are lost, the passwords can be reset from the device fascia, if the
fascia access ID's are known.
In the Device Configuration a parameter is provided to allow resetting of the passwords.
Parameter: Reset Password
e  Default Setting: No
This function is accessible at the relay fascia only. The reset is applied to the connection password and
the maintenance password. Completion of the reset requires the Reset Confirmation ID, 0000 to
be entered.
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9.9

Recording of Cyber-Security Events

The 7SR5 devices and Reydisp Manager provide a security audit trail which chronologically acquires and cate-
gorizes security-relevant events according to the origin and severity.

The 7SR5 devices automatically send the security-relevant events to an external syslog-server.

The transmission of the security events to the configured syslog server(s) takes place spontaneously and
without a conformation via UDP (User Datagram Protocol) when the security event occurs. A later readout of
the recorded security-events from the device-local security event buffer is possible. The security events are in
English.

i

NOTE

On the syslog server(s), Siemens recommends protecting the received security-events from unauthorized
read or write access with the role Auditor.

Structure of Security Events

A syslog event is built up with following elements:

Table 9-1 Security Events

Element Description

Severity (level) Severity levels of the event:

®  Warning

e Alarm
Date Date when the event is received or logged from the syslog server
Time Time when the event is received or logged from the syslog server
e T
Time

® hh:mm:ss.ttt

Time when the event is created
® +thh:mm

Time deviation from GMT

IP address or port IP address or port name of the product or subcomponent that generates the log entry
name

Module name The name of the product module that generates the log entry

BOM Byte order mark for UTF8 encoding

Product name The name of the product that generates the log entry

Indication text The message part of a syslog event

Depending on the event, the indication text can contain variable additional informa-
tion (%A1%, %A2%, %A3%, and %A4%).

i

NOTE

Multiple password entry attempts in quick succession may be disregarded by the device as not genuine
entry attempts.

Configuration Overview

160

To record cybersecurity events during the operation of 7SR5 devices, recordings are automatically created and
data is collected. All security-related events and alarms recorded in the device-internal security log can also be
transmitted simultaneously to a central syslog server. This action allows safety-relevant events to be recorded
from various transformer stations with the requirements of standards and guidelines, such as IEEE 1686,
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IEC 62443, and the BDEW White Paper. Logging is started centrally on 1 or 2 self-selected syslog servers.
Combining different protocol data of the devices used gives you a general overview of the device network.
You can analyze and monitor this data. This action allows safety-critical events to be logged and related
changes to be tracked. You can also track attacks on the operated devices by using the log data.

You can view the collected log data in the security log locally on the device display, irrespective of the current
operating mode of the device. The alarm and safety-critical indications are stored chronologically in the
security log. You cannot modify or delete these entries.

You can, for example, answer to the following questions:
®  How many login attempts have been made?

®  When was the device configuration last updated?

Configuring the Central Syslog Server

If you have started Reydisp Manager and have the device configuration, select Ethernet Interface in the
device Task tools. The Syslog menu item contains the setting options for a central syslog server. You can acti-
vate up to 2 syslog servers.

You can activate logging under syslog server 1 and/or 2. Enter the following data:
® |P Address
®  Server UDP port
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Figure 9-6 shows a setting example for the IP addresses and ports of 2 syslog servers in 7SR5 device configura-
tion in Reydisp Manager.

Configure Interface X

| IP Address | Services Redundancy ‘ SNTP | Syslog

Syslog Server #1
Enable Syslog Server

IP Address:  [192 . 168 . 2 . 254|

Port: 1514 |

Syslog Server #2
[ ] Enable Syslog Server
IP Address:

105 o
J2 . 100 .

(%]
(A%
(¥,
I

Port: 51

.

OK Cancel

Figure 9-6 A Setting Example for the IP Addresses and Ports of the Syslog Servers

If the log organized as a ring buffer exceeds the 100 % capacity limit, the oldest entries are automatically over-
written and the capacity utilization is reset to 0 %.
Viewing Audit Logs
Access to areas of the device with restricted access rights is recorded in the security log. Unsuccessful and
unauthorized access attempts are also recorded. Up to 2048 indications can be stored in the security log.
Reading from the PC with a Browser

®  To access the security log of your 7SR5 device, use the IP address to browse to the Siemens 7SR5
hompage. The device must be in Online access.

Security -> Security log access
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Figure 9-7 Accessing the Security Log

The state of the security log last loaded from the device is displayed.

®  The maintenance password must be entered prior to access to the security log being granted.

B SPROTECE - WebServer bl s ]

Figure 9-8 Reading the Security Indications with Internet Browser

Reading on the Device through the On-Site Operation Panel

®  To access the security log from the main menu, use the navigation keys of the on-site operation panel.
Main Menu -> Security log

®  To access the Security log the Security log access ID must be active and entered using the fascia keys. The
Security log access ID is set and activated in Reydisp Manager in the setting parameter file.

®  You can navigate within the displayed indication list using the navigation keys (up/down) on the on-site
operation panel.
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SECURITY LOG

o T

LU=Warning

1l Lu—warnin
i

Figure 9-9 Reading the Security Log on the On-Site Operation Panel of the Device
° NOTE
l ® Thelogged indications are preconfigured and cannot be changed!

®  You cannot delete the log which is organized as a ring buffer.

read this log.

If you want to archive security-relevant information without loss of information, you must regularly
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