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Security . )
Informa-  Secure operation of plants, systems, machines and networks.
tion In order to protect plants, systems, machines and networks against cyber threats, it is
necessary to implement — and continuously maintain — a holistic, state-of-the-art industrial
security concept. Siemens’ products and solutions only form one element of such a
concept.
Customers are responsible to prevent unauthorized access to their plants, systems,
machines and networks. Systems, machines and components should only be connected
to the enterprise network or the internet if and to the extent necessary and with
appropriate security measures (e.g. use of firewalls and network segmentation) in place.
Additionally, Siemens’ guidance on appropriate security measures should be taken into
account. For more information about industrial security, please visit
http://www.siemens.com/industrialsecurity.
Siemens’ products and solutions undergo continuous development to make them more
secure. Siemens strongly recommends to apply product updates as soon as available and
to always use the latest product versions. Use of product versions that are no longer
supported, and failure to apply latest updates may increase the customer’s exposure to
cyber threats.
To stay informed about product updates, subscribe to the Siemens Industrial Security
RSS Feed under http://www.siemens.com/industrialsecurity.
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Siemens provides products and solutions with industrial security functions that support the
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1 Introduction

1 Introduction

1.1 Overview

Data security when transferring via the internet must be ensured for the remote
control of HMI operator panels via Sm@rtClient.

Client and server certificates are installed for this.

Client and server certificates
You can use two types of certificate.

e Automatically generated certificate.
(A certificate generated automatically by the operator panel).

e Self-signed certificate.
(A self-signed certificate is a certificate whose signature comes from the
certificate holder and not from an independent certification authority).

This FAQ response describes one way of creating your own signed certificate.

Typical warning message when accessing the Sm@rtServer

The following figure shows a typical message that is displayed if the certificate is
not available or if it is not recognized.

Figure 1-1
'&‘ There is a problem with this website’s security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server.

We recommend that you close this webpage and do not continue to this website.
@ Click here to close this webpage.

% Continue to this website (not recommended).

= More information

If, after calling the Sm@rtServer, the header has a red background, this indicates
that a certificate is not available or is incorrect.

Figure 1-2

@ (2 nttps//172.16.34.30:5800/ £ ~ & certificate error | (2 siemens Sm@riClient Deskt...
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1.2 Brief Instructions

The following instructions describe how to proceed if a certificate is already
present.

e Your own certificates must be stored as a file with the name "SmartServer.pfx"
or "SmartServer.pl2".

e On HMI devices with Windows CE, this file is saved under \flash\simatic.
e On PCs, itis saved under \ProgramData\Siemens\CoRtHmiRTm\SmartServer.

e You import the certificate to the certificate store using the "Sm@rtServer"
dialog and
install the corresponding client certificate in your web browser.

Importing the certificate into the certificate store of the operator panel:
Open "WiInCC Internet Settings".

In the header you select "Remote".

Click the "Change Settings" button.

Select the "Certificate" tab.

5. Click the "Import" button.

After the import the SmartServer.pfx file is deleted. The certificates are stored in
the certificate store on the operator panel under My Certificates and on the PC
under WIinCC Panel RT VNC Service.

A wdN PR
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2 Creating Self-signed Certificates

2
2.1

Creating Self-signed Certificates

Requirements

Java version

Note

The version of Java installed must correspond to the WinCC (TIA Portal) being
used. If not, then modify the version accordingly (if the version of Java being used
is higher than specified, then you have to uninstall it beforehand).

WinCC (TIA Portal) < 15.1 =» Java V8 < update 171
WinCC (TIA Portal) 15.1 and higher =» Java V8, all updates

Older versions of Java are available in the internet (under
https://www.filehorse.com/, for example).

Internet browser

2.2

Note

Use the "Microsoft Internet Explorer"” for the application.

Software Tool "XCA"

There are different software tools for creating self-signed certificates. In this case
we are using the software tool "XCA" and procedure for creating certificates.

The user interface of the software tool "XCA" can be changed for different
languages. The translations of the functions shown are partially translated
incorrectly.
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2 Creating Self-signed Certificates

Create a certificate

1. Open the "XCA" tool and create a new database.
(Tab "File > New Database". Then follow the instructions) (1).

In the menu bar you select "Certificates” (2).
3. Click the "New Certificate" button (3).

Figure 2-1 m

~ X CegAficate and Key management

File Import Token Extra Help
New DataBase Ctrl+N
Open DataBase Ctrl+0O

its

Certificates Templates

Open Remote DataBase

Recent DataBases ... 4
Set as default DataBase

Close DataBase Ctrl+F4
Options

Language 4

Bxit

4. Tab "Source" (1).
Select the settings shown.

- Signature algorithm: SHA 256 (2)
- Template for the new certificate: Default (empty template) (3)

Figure 2-2

Revocation lists

New Certificate
Export
Import

Show Details

Delete

Import FKCS5#12

- X Certificate and Key management

Create x507 Geértificate

Source Subject Extensions Key usage

Signing request
[ sign this Certificate signing request
Copy extensions from the request

Modify subject of the request

Signing
(@) Create a self signed certificate

Use this Certificate for signing

Signature algorithm

Template for the new certificate

[default] Leere Vorlage

Netscape Advanced

SmartServer

SHA 256

Apply extensions| | Apply subject Apply all

Comment

Show request

A
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2 Creating Self-signed Certificates

5. Tab "Subject" (1).
Select the settings shown.

- Internal Name: Here you enter the name of the certificate. In this case it

must be "SmartServer" (2).

- Organizational Unit Name: Here you enter the IP address of the operator

panel (3).

- Email Address: You have the option of entering an e-mail address here (4).

Figure 2-3

- X Certificate and Key management

Create x509 Certif

Source Subject Extensions Key usage Netscape Advanced Comment

|

Internal Name |Smar‘tSer\-’er

]

Distinguished name

v

countryMame | | organizationalUnitName |1}'2.16.34.24D

ORORO

stateOrProvinceName | | commoniame |

localityName | | emailAddress |Ser\fice@ExampIe.de

organizationName | |

Type Content

Private key

- D Used keys too  |Generate a new key

Add

Delete

Cancel

- Click the "Generate a new key" button (5). The following window then

opens.

Erstellung Zertifikate
Entry ID: 109763500, V1.0, 06/2019



© Siemens AG 2019 All rights reserved

2 Creating Self-signed Certificates

Figure 2-4

-+ X Certificate and Key management
New Key

Key properties

Please give a name to the new key and select the desired keysize

Ofp =

¢

Name
Keytype RSA

Keysize | 2048 bit

[ ] Remember as default

| Create | Cancel

- Name: The name is applied automatically. Do not change this (6).

- Keytype: RSA (7).
- Key size: 2048 bits (8).

- Click the "Create" button (9). A new key is created.
You return to the "Subject" page. Under "Private key" you see the newly created

key displayed (10).

Figure 2-5

- v X Certificate and Key management

Create x509 Certificate

Source Subject Extensions Key usage

Netscape Advanced Comment

Internal Name |Smar‘tSer\rer

Distinguished name

Private key

SmartServer (RSA:2048 bit)

countrylName | | organizationalUnithame |1?2.16.34.24D
stateOrProvinceName | | commoniame | |
localityName | | emailAddress |Ser\rice@EampIe.de |
organizationName | |
Type Content Add
Delete

~| [] Used keystoo |Generate a new key

oK

Cancel
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2 Creating Self-signed Certificates

6. Tab "Extensions” (1).
Select the settings shown.

Type: Select the "End Entity" option (2).

Validity / Time range: Here you specify how long the certificate is to be
valid. For this you enter the beginning and end dates (3).

X509v3 Subject Alternative Name: You have the option of entering the IP
address of the operator panel here. You must also enter "IP:" (4).

Authority Information Access: Here you select the "OSCP" option (5).

Figure 2-6
- X Certificate and Key management ? X
o
Create x509 Certificate e
Source Subject Extensions Key usage Netscape Ad ed Comment

X309v3 Basic Constraints Key identifier
Type End Entity - D Subject Key Identifier
Path length | | ] critical [ Authority Key Identifier
Validity Time
Not befare |2019-01-01 11:06 GMT v| 0 | vears -~ Apply
Mot after |2029'Ul'01 11:06 GMT V| [] midnight [] Local time [_] Mo well-defined expiration

X509v3 Subject Alternative Name V’ |IP:1}'2.16.34.24D | Edit

¥509v3 Issuer Alternative Name | | Edit
(2)

¥509v3 CRL Distribution Points | /\/ | Edit

Authority Information Access 0OCsSP - | | Edi

| 0K | Cancel

You do

not have to make any entries/changes in the "Key usage", "Netscape",

"Advanced" and "Comment" tabs.

Erstellung Zertifikate

Complete the inputs with the "OK" button.
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2 Creating Self-signed Certificates

View the newly created certificate.
Figure 2-7

- X Certificate and Key management

File Import Token Extra Help

Private Keys Certificate signing requests Certificates Templates

A
Internal name commonMame CA Se
ﬁim't_ SmartServer No SEAADFEBI

Export a certificate

In order to be able to import the certificate into the operator panel you must first
export the certificate.

Revocation lists

Mew Certificate
Export
Import

Show Details

1. Open the "XCA" tool.
2. Open the library in which the certificate is stored.
Menu bar: "File > Certificates" (1).
3. Mark the certificate to be exported (2).
Click the "Export" button (3).
The "Certificate export" window opens.
Figure 2-8 ~
1

© X CepACate and Key management

File " Import Token Extra Help

Private Keys Certificate signing requ;sti Certificates Templates
{2 )

ey
Internal name comﬁ/ﬁé{ne CA Se
ﬁea'!_ SmartServer No SEAADFEBI
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2 Creating Self-signed Certificates

5. "Certificate export" window
- Name: The name is applied automatically. Do not change this (1).
- File path: Specify a storage path for the certificate (2).

- Export Format: Here you select the format "PKCS #12 (*.p12)" in the drop-
down list box (3).

- Confirm the entries with "OK". A window with a password request opens.

Figure 2-9

0

1/@
| [=
Export Format /CS)

PKCS #12 (*.p12) N

- X Certificate and Key management

Certificate export

Name |Smar‘tSer\fer

Filename |C:'\Pr0gram Files (x86)\xca\SmartServer.pl2

The certificate and the private key as encrypted
PKCS#12 file

6. Password request window

© Siemens AG 2019 All rights reserved

Enter a password. The password that you assign here will be requested
later when importing the certificate to the operator panel and in the MS
Internet Explorer. In this example it is "100".

Confirm the entries with "OK".

Figure 2-10

Internal name commonName CA | | -
ertificate
JGE Smartd o ¥ Certificate and Key management ? X [
Export
Password GPe==fwor
w Details
Please enter the password to encrypt the PKCS#12 file _elete
[t PKCS#12
Password |l-“ | L
It PKC5#7
Repeat Password |lll | L
in View
_____-—-"/\
T m‘

This completes export of the certificate.
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3 Inserting a Certificate in the PC Certificate Folder

3 Inserting a Certificate in the PC Certificate
Folder

You can use the interface of the Internet Explorer or the Microsoft Management
Console (MMC) to insert a certificate in the certificate folder of the Windows PC.

In this entry we show the option using the MS Internet Explorer.

MS Internet Explorer

1. Callthe Internet Options of the MS Internet Explorer and select "Content” in
the menu bar (1).

2. Then under "Certificates" you click the "Certificates" button (2).

Figure 3-1

Internet Options ? X

General Security Privacy Content” Connections Programs Advanced

Certificates

Use certificates for encrypted connections and ification.

Clear SSL state | Certificates | Publishers

AutoComplete

2

AutoComplete stores previous entries Settings
Q on webpages and suggests matches
© for you.

Feeds and Web Slices

[ | Feeds and Web Slices provide Settings
I‘J’_"“I updated content from websites that

can be read in Internet Explorer and

other programs.

3. Click the "Import..." button (1).

Figure 3-2
Certificates X
Intended purpose: <All= v

Personal Other People Intermediate Certification Authorities Trusted Root Certification * | *

Issued To By Expirati... Friendly Name

Import... Export. Remove

Certificate intended purposes

Close

4. Click the "Next" button (1).
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Figure 3-3

&# Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your
identity and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

To continue, click Next.

Next Cancel

5. Inthe next window you click the "Browse..." button (1).

Figure 3-4

& & Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:

‘ | Browse...

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.F7B)

Microsoft Serialized Certificate Store (.SST)

Next Cancel

6. Here you navigate to the path in which the certificate is stored.
Note:
Make sure that you select the file format "*:p12" beforehand (1).

Figure 3-5
(2 Open X
— v « HH_TEST > Zertifikate > 2019-02-12_001 ~ U Search 2019-02-12_001 »
Organize New folder =~ m @
~
& OneDrive Name Date modified Type Size
% This PC # SmartServer.p12 12.02.2019 16:20 Personal Informati... 3KB
B Videos
% Local Disk (C)
=y Shared Folders (!
. v £ >
File name: | SmartServer.p12 V| ‘Perscnal Information Exchange
X.509 Certificate (*.cer*.crt)
Personal Information Exchange (*.pf
Certificate Trust List (*.stl)

Certificate Revocation List (*.crl)

Microsoft Serialized Certificate Store (*.sst)
PKCS #7 Certificates (*.spc*.p7b)

All Files (**)
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3 Inserting a Certificate in the PC Certificate Folder

7. Click the "Next" button (1).

Figure 3-6

& L* Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:
C:\HH_TEST\Zertifikate\2018-02-12_001\SmartServer.p12 Browse...

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P78)

Microsoft Serialized Certificate Store (.S5T)

Next Cancel

8. Enter the password that you assigned in the certificate parameters. In this case

"100". Then click "Next".

Figure 3-7

& L# Certificate Import Wizard
Private key protection
To maintain security, the private key was protected with a password.
Type the password for the private key.

Password:

[ pisplay Fassword

Import options:

[]Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[]Mark this key as exportable. This will allows you to back up or transport your
keys at a later time.

[]Include all extended properties.

Next Cancel

9. Click the "Browse..." button (1).

10. In the certificate store you select the "Trusted Root Certification Authorities"

folder (2).
11. Confirm the entry with "OK" (3).
12. Click the "Next" button (4).

Erstellung Zertifikate
Entry ID: 109763500, V1.0, 06/2019

14



3 Inserting a Certificate in the PC Certificate Folder

© Siemens AG 2019 All rights reserved

Figure 3-8

Select Certificate Store x

Select the certificate store you want to use.

| Personal /

il Trusted Root Certification Authorities
~| Enterprise Trust —
| Intermediate Certification Authorities

| Trusted Publishers

| Untrusted Certificates

“| Third-Party Root Certification Authorities
= 3 re based on the type of certificate

pO)

ertificates are kept.

te store, or you can specify a location

] Show physical stores

| oK | Cancel

fore

‘ | Browse...

Next Cancel

13. Click the "Finish" button (1).

Figure 3-9
€ &¥ Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you click Finish.

‘You have specified the following settings:

(CH TIT RS EIE CLNIERTY Trusted Root Certification Authorities

Content PFX.
File Name C:\HH_TEST\Zertifikate\2019-02-12_001\SmartSen|
< >

Finish Cancel

14. A security warning about installing the certificate is displayed. In this case you
confirm the message with "Yes" (1).
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Figure 3-10

Security Warning

You are about to install a certificate from a certification authority
(CA) claiming to represent:

172.16.34.240

Windows cannot validate that the certificate is actually from
"172.16.34.240". You should confirm its origin by contacting

"172.16.34.240". The following number will assist you in this

process:

Thumbprint (shat): 2BF5146C 051B6ED3 56B356B0 2136CC5F
96F1F302

Warning:

If you install this root certificate, Windows will automatically trust
any certificate issued by this CA. Installing a certificate with an
unconfirmed thumbprint is a security risk. If you click "Yes” you
acknowledge this risk.

Do you want to install this certificate?

Installation of the certificate in the certificate store is now completed.

Figure 3-11
Certificates X
Intended purpose: <All= ~
Personal Other People Intermediate Certification Authorities Trusted Root Certification * |
Issued To Issued By Expirati... Friendly Name
Certificate Import Wizard X
0 The import was successful.
Import... Export... Remave Advanced

Certificate intended purposes

View

Close
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4 Transferring a Certificate to the Operator
Panel

1. Copy the created certificate onto a USB stick.
2. Slot the USB stick into the operator panel.

3. On the operator panel you open the "Windows Explorer".
In the "Start Center" you select "Taskbar > Programs > Windows Explorer".

Figure 4-1

1]

FRRNE S [ File Viewers

% Favorites ¥ | ] Command Prompt
|y Documents ¥ | &8 Intemet Explorer

[ Settings

2 Run... » Windows Explorer k

Start Center V15.1.0.0 ag-t 1030 (3] 2

4. Select the drive "Storage Card USB" (1) and copy the certificate "SmartServer"
(Edit > Copy).

Figure 4-2
Fle Edt view Go Favorites | < [w] 7] 2 |4] =] @
@Addeﬂ My Computer /
flash My Network  Program Files Storage Card Storage Card ~ Temp Windows Control
; Documents SD use Panel

5. Insert the copied certificate into the folder "flash > simatic" (Edit > Paste). View
of the installed certificate (1).

Figure 4-3
l—

¥ Address| \flash\simatic

DDDDD

imagefor... SystemRoot WebContent WebServices ACE HMI

Syleag\.l'l Syleang Syleang SysDLang

UserData... VnoOooo  wwwSiem... &

6. Close all the windows and via the "Start Center" you open the "Settings" of the
operator panel.

7. Open the "WiInCC Internet Settings" application (1).
The "WInCC Internet Settings" menu opens.

Erstellung Zertifikate
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8. Inthe menu bar you select "Remote” (2).

9. Click the "Change settings" button (3).
The "Sm@rtServer Settings" menu opens.

Figure 4-4
File View
w

Certificates  Date/Time Display InputPans!

%E

Transfer uPsS Volume & WinCC
Sounds Intem...

oo @

Keyboard Mouse  Netwark
l-up C

Znange settings of the
Smi@rtServer

m Start the Sm@rtServer

Stop the Sm@rtServer

Start automatically after booting
[] close with Runtime

10. In the menu bar you select "Certificate” (1).

11. Click the "Import" button (2).
A window with a password request opens (3).
Enter the password that you assigned when creating the certificate. In this
case "100".

12. Confirm the entries with "OK".
13. The certificate is now stored in "Certificates" on the operator panel (4).

Figure 4-5

[ Server IPolling IQuer\,r IAdminish’ah’on | Certificate {
.

Selection: IImporbed Certificate n | ‘
[Server IPolling IQuery IAdminist’ation | Certificate |

Issued to:
Password required Selection: IImported Certificate n
Issued by:

valid from I Please enter the certificate file password: Tt g |1?2'16'34'24D

Thumb- [== Issued by: [172.16.34.240
P - valid from [2015-01-01 13:52:00 to [2029-01-01 13:52:00

n:iﬁ?b' 2B F5 14 6C 05 1B 6E D3 56 B3
print: 56 B0 21 36 CC 5F 95 F1 F5 02

Finish the import with the "OK" button and close all the windows.
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5 Deleting a Certificate

MMC Tool

You can use the Microsoft Management Console (MMC) for easy management of
certificates. For example, you can use the tool to

e Insert certificates
e Delete certificates
e Save certificates

1. Call the MMC tool.
- Search Windows > MMC.

2. Inthe menu bar you open the "Add/Remove Snap-In" function. "File >
Add/Remove Snap-In...".

= O X
E File Action View Favorites Window Help - &
& New CreN |
5] Open... Crl+0 e 2 Actions
Save Ctrl+S . .
There are no items to show in this view. Console Root
Save As..
- Mare Actions

Add/Remove Snap-in... Ctrl+M

Options...

Recent File

Exit

3. Inthe "Snap-in" column on the left you mark "Certificates" (1).

4. Click the "Add >" button (2). A window opens in which you can define the
rights. Complete the input with "Finish".

5. Confirm the entries with "OK".

Figure 5-2

Add or Remove Snap-ins X

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-in ~ "I Console Root Edit Extensions...
- ActiveX Control @ oft Cor...
Remave

Authorlzatlon M Microsoft Cor...

Iﬁ] Microsoft Cor...

. Component Services  Microsoft Cor... Move Up
A computer Managem... Microsoft Cor...
P Device Manager Microsoft Cor... Move Down
=7 Disk Management Microsoft and... Add >
2] Event Viewer Microsoft Cor...

“|Folder Microsoft Cor...

= Group Policy Object ... Microsoft Cor...
&, TP Security Monitor Microsoft Cor...
&, 1P Security Policy Ma... Microsoft Cor...
=/ Link to Web Address  Microsoft Cor...
& Local Users and Gro... Microsoft Cor... v Advanced...

Description:

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

S
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1. The separate certificate folders are displayed in the folder tree. The panel
certificate is located in the "Trusted Root Certification Authorities” folder (1).

2. Right-click the certificate to be deleted. In the pop-up menu you select the
functions to be executed (2).

Figure 5-3

@ Console1 - [Console Root\Certificates - Current User\Trusted Root Certification Authorities\Certificate - O

@ File Action View Favorites Window Help -
e @ 4 XEE HE

“1 Console Root
~ G Certificates - Current User

* || Actions

Issued By
s 172,16.34.3Q Gasis T

I Personal [ZIBaltimore C et More Acti
- e o ; lore Actions
= 'Ijruzte:rfﬁocit Certification Authori 5IClass 2 Publ All Tasks > AL Primary Certi...
- Certificates GICOMODOR ¢ RSA Certificatio... 172.16.34.30

| Enterprise Trust
~ Intermediate Certification Authori
| Active Directory User Object

t (c) 1997 Microso...
-JGAKJCH-TIAAD...

55lCopyright (¢ Gopy
I DESKTOP-J( Delete

More Actions

| Trusted Publishers SIDigiCert As: . Assured 1D Root C...
o . Properties
| Untrusted Certificates SDigiCert Gle Global Root CA
“| Third-Party Root Certification Autl| Sl DigiCert Glc Help Global Root G2
" Trusted Pecple 5IDigiCert High Assurance .. DigiCert High Assurance E..
~ Client Authentication Issuers 5l GlobalSign GlobalSign
~ Smart Card Trusted Roots EGlobalSign Root CA GlobalSign Root CA
< >« >

Deletes the current selection.
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