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Legal information

Warning notice system

This manual contains notices you have to observe in order to ensure your personal safety, as well as to prevent
damage to property. The notices referring to your personal safety are highlighted in the manual by a safety alert
symbol, notices referring only to property damage have no safety alert symbol. These notices shown below are
graded according to the degree of danger.

/\ DANGER

indicates that death or severe personal injury will result if proper precautions are not taken.

/\ WARNING

indicates that death or severe personal injury may result if proper precautions are not taken.

/\ CAUTION

indicates that minor personal injury can result if proper precautions are not taken.

NOTICE

indicates that property damage can result if proper precautions are not taken.

If more than one degree of danger is present, the warning notice representing the highest degree of danger will be
used. A notice warning of injury to persons with a safety alert symbol may also include a warning relating to property
damage.

Qualified Personnel

The product/system described in this documentation may be operated only by personnel qualified for the specific
task in accordance with the relevant documentation, in particular its warning notices and safety instructions. Qualified
personnel are those who, based on their training and experience, are capable of identifying risks and avoiding
potential hazards when working with these products/systems.

Proper use of Siemens products
Note the following:

/\ WARNING

Siemens products may only be used for the applications described in the catalog and in the relevant technical
documentation. If products and components from other manufacturers are used, these must be recommended or
approved by Siemens. Proper transport, storage, installation, assembly, commissioning, operation and
maintenance are required to ensure that the products operate safely and without any problems. The permissible
ambient conditions must be complied with. The information in the relevant documentation must be observed.

Trademarks

All names identified by ® are registered trademarks of Siemens AG. The remaining trademarks in this publication
may be trademarks whose use by third parties for their own purposes could violate the rights of the owner.

Disclaimer of Liability

We have reviewed the contents of this publication to ensure consistency with the hardware and software described.
Since variance cannot be precluded entirely, we cannot guarantee full consistency. However, the information in this
publication is reviewed regularly and any necessary corrections are included in subsequent editions.
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Preface

SINUMERIK documentation
The SINUMERIK documentation is organized into the following categories:
® General documentation/catalogs
® User documentation

® Manufacturer/service documentation

Additional information

You can find information on the following topics at the following address (https://
support.industry.siemens.com/cs/de/en/view/108464614):

® Ordering documentation/overview of documentation
e Additional links to download documents
® Using documentation online (find and search in manuals/information)

If you have any questions regarding the technical documentation (e.g. suggestions,
corrections), please send an e-mail to the following address
(mailto:docu.motioncontrol@siemens.com).

mySupport/Documentation

At the following address (https://support.industry.siemens.com/My/ww/en/documentation),
you can find information on how to create your own individual documentation based on
Siemens' content, and adapt it for your own machine documentation.

Training
At the following address (http://www.siemens.com/sitrain), you can find information about
SITRAIN (Siemens training on products, systems and solutions for automation and drives).
FAQs
You can find Frequently Asked Questions in the Service&Support pages under Product
Support (https://support.industry.siemens.com/cs/de/en/ps/faq).
SINUMERIK

You can find information about SINUMERIK at the following address (http://www.siemens.com/
sinumerik).

Manage MyMachines /Remote
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Target group

Benefits

Standard scope

This publication is intended for:

® Project engineers

® Technologists (from machine manufacturers)
® Commissioning engineers (systems/machines)
® Programmers

® Users

The function manual describes the functions so that the target group knows them and can
select them. It provides the target group with the information required to implement the
functions.

This documentation describes the functionality of the standard scope. Extensions or changes
made by the machine tool manufacturer are documented by the machine tool manufacturer.

Other functions not described in this documentation might be executable in the control. This
does not, however, represent an obligation to supply such functions with a new control or when
servicing.

Further, for the sake of simplicity, this documentation does not contain all detailed information
about all types of the product and cannot cover every conceivable case of installation, operation
or maintenance.

Note regarding the General Data Protection Regulation

Siemens respects the principles of data privacy, in particular the data minimization rules
(privacy by design). For the "Manage MyMachines Remote" product, this means the following:

Information about the remote session duration and those participating.
The product processes/saves the following personal data:
This data does not involve data from the personal/private or intimate domain.

The data specified above is required to evaluate session information. The data saved is limited
to the absolute minimum that is required to identify the sessions carried out and the associated
participants. Further, it is information that is absolutely necessary to invoice costs between the
service provider (OEM) and the end user.

The above specify data cannot be saved with anonymity as the purpose is to identify the
associated operating personnel.

This session data can be deleted if necessary. To do this, contact customer support.

Manage MyMachines /Remote
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Technical Support

Country-specific telephone numbers for technical support are provided in the Internet at the
following address (https://support.industry.siemens.com/sc/ww/en/sc/2090) in the "Contact"
area.

Manage MyMachines /Remote
Function Manual, 05/2019, A5E44039359B AD 5


https://support.industry.siemens.com/sc/ww/en/sc/2090

Preface

Manage MyMachines /Remote
6 Function Manual, 05/2019, A5E44039359B AD



Table of contents

N OO o MW

L (=] 2= o= OSSPSR 3
Fundamental safety INSIIUCHONS ..........coc.ee oo s e nne s 9
1.1 General safety INSITUCHIONS..........eiii e 9
1.2 Warranty and liability for application eXxamples ... 10
1.3 INAUSEIIAl SECUNLY ....eeeieeeeee et e e e e e e eneeeeas 11
1o T L1 o2 11 ) o P 13
21 Product infOrmMation ...........ooiii e 13
22 Setting up the SINUMERIK control system for Manage MyMachines /Remote..................... 14
23 SYSIEM FEQUITEMENTS ..ot e e e e e e e e abee e e eaneeas 15
[WeT T[T To I 0 T8 o T, g 1T o] 1= 4= Y 21
Open Manage MyMachines /REMOLE ............ccou it e s se e e e e s s s e e naes 25
LR =Te 113 0=y TV I = e 1] = PSSP 27
Download the remote service client in the Web-Ul ...............co e e 31
Setting up Manage MyMachines /Remote - Machine operators (MO) ...........ccceomirerrnereserieesseeseeeeeeaes 33
71 Installing Manage MyMachines /Remote Service Client MO ...........ccccciiiiiiiiiiiieee, 33
7.2 Entering the address 0f @ ProXY SEIVET ..........oiii i 39
7.3 Integrating an OEMFrame application into HMI Sl ............oooiiiiiieee e, 41
Setting up Manage MyMachines /Remote - service engineer (SE).........cccceerieinrerrninesees e 43
8.1 Installing Manage MyMachines /Remote Service Client SE .........ccccoeoiiiiiiiiiiiiee e, 43
8.2 Entering the address 0f @ ProXY SEIVET ..........oii i 49
Using Manage MyMachings /REMOTE............cooi e reir e er s smee s s e e e s e s e e e e 51
9.1 Overview Of the fUNCLIONS .......coooi e 51
9.2 REMOLE ACCESS SESSIONS ...coiiiiiiiiie ittt ettt et e e et e e e s nnb e e e e aneeee s 52
9.2.1 OVBIVIBW ...ttt ettt et e e+ ekttt e e e e e a bttt e e e o nbe e e e e e e bttt e e e e nbe e e e e e anbbeeeeeenbeeeeenneeas 52
9.2.2 User roles and operator interface. ... 53
9.2.3 Managing remote ACCESS SESSIONS ......cciiiiiuiiiiie it iee ettt e ettt e et e e e eeeee e e s s neee e e e s aaeeee s 54
9.24 Starting a remote session as a SE...........ooiiii 58
9.2.5 Joining a remote session as MO (PCU/NCU) ......cooiiiiiiiiiiiie e 60
9.2.6 Joining a remote sesSioN s MO (IPC) ....coiiiiiiiiii e 62
9.2.7 Entering @ remote SESSION ........uuiiiiiiiiiiie et 63
9.3 SCrEEN ENADIE ...t e e e e enees 65
9.4 Transferring conference OWNEISNIP.........oiuiiiii i 68
9.5 TranSTeriNg filES. ..o et e e e 69

Manage MyMachines /Remote
Function Manual, 05/2019, A5E44039359B AD 7



Table of contents

9.6 Remote STEP 7 via the INternet ..........oooo e 78
9.7 Transferring the conference 1€adership ..o 82
9.8 Evaluating remote SESSION .......vviiiii it 84
9.9 EXPOItiNG 10G fIlES ....eeiiiiiiiee et 87
9.10 Changing SESSION AataA.........coiiiiiiiiiii i e b e e e e eanaeas 88
9.1 ENding the remote SESSION.........eiiiii e 90
10  Additional Manage MyMachines /Remote Service Client functions ...............cccoeomerimiiinicencccen e 93
101 LT o] L= RO RRI 93
10.2 Selecting the Window diSPIaY .........eeiiiiiiiei e 94
10.3 NEtWOIK INTEITUDPTION ..ot e e s e e e s aneeee s 95
10.4 Setting the [0g-0N data..........ooiiii e 96
10.5 Setting file traNSTEr ... ... 97
10.6 Setting the [aNGUAGE .......oo i 99
10.7 Setting the 10g fille.......veeieee e 101
A Y o] oY1 Lo 3 103
A.1 List of @bbreviations ...........ooi i s 103
| 0= PR 105

Manage MyMachines /Remote
8 Function Manual, 05/2019, A5E44039359B AD



Fundamental safety instructions 1

1.1 General safety instructions

/\ WARNING

Danger to life if the safety instructions and residual risks are not observed

If the safety instructions and residual risks in the associated hardware documentation are not
observed, accidents involving severe injuries or death can occur.

® Observe the safety instructions given in the hardware documentation.

® Consider the residual risks for the risk evaluation.

/\ WARNING

Malfunctions of the machine as a result of incorrect or changed parameter settings

As aresult of incorrect or changed parameterization, machines can malfunction, which in turn
can lead to injuries or death.

® Protect the parameterization against unauthorized access.

e Handle possible malfunctions by taking suitable measures, e.g. emergency stop or
emergency off.

Manage MyMachines /Remote
Function Manual, 05/2019, A5E44039359B AD 9



Fundamental safety instructions

1.2 Warranty and liability for application examples

1.2 Warranty and liability for application examples

Application examples are not binding and do not claim to be complete regarding configuration,
equipment or any eventuality which may arise. Application examples do not represent specific
customer solutions, but are only intended to provide support for typical tasks.

As the user you yourself are responsible for ensuring that the products described are operated
correctly. Application examples do not relieve you of your responsibility for safe handling when
using, installing, operating and maintaining the equipment.

Manage MyMachines /Remote
10 Function Manual, 05/2019, A5E44039359B AD



Fundamental safety instructions

1.3 Industrial security

1.3 Industrial security

Note
Industrial security

Siemens provides products and solutions with industrial security functions that support the
secure operation of plants, systems, machines and networks.

In order to protect plants, systems, machines and networks against cyber threats, it is
necessary to implement — and continuously maintain — a holistic, state-of-the-art industrial
security concept. Products and solutions from Siemens constitute one element of such a
concept.

Customers are responsible for preventing unauthorized access to their plants, systems,
machines and networks. Such systems, machines and components should only be connected
to an enterprise network or the Internet if and to the extent such a connection is necessary and
only when appropriate security measures (e.g. using firewalls and/or network segmentation)
are in place.

For additional information on industrial security measures that can be implemented, please
visit:

Industrial security (https://www.siemens.com/industrialsecurity)

Siemens’ products and solutions undergo continuous development to make them more secure.
Siemens strongly recommends that product updates are applied as soon as they become
available, and that only the latest product versions are used. Use of product versions that are
no longer supported, and failure to apply the latest updates may increase customer’s exposure
to cyber threats.

To stay informed about product updates, subscribe to the Siemens Industrial Security RSS
Feed at:

Industrial security (https://www.siemens.com/industrialsecurity)

Further information is provided on the Internet:

Industrial Security Configuration Manual (https://support.industry.siemens.com/cs/ww/en/
view/108862708)

Manage MyMachines /Remote
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1.3 Industrial security
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/\ WARNING

Unsafe operating states resulting from software manipulation

Software manipulations, e.g. viruses, Trojans, or worms, can cause unsafe operating states
in your system that may lead to death, serious injury, and property damage.

Keep the software up to date.

Incorporate the automation and drive components into a holistic, state-of-the-art industrial
security concept for the installation or machine.

Make sure that you include all installed products into the holistic industrial security concept.

Protect files stored on exchangeable storage media from malicious software by with
suitable protection measures, e.g. virus scanners.

On completion of commissioning, check all security-related settings.

Protect the drive against unauthorized changes by activating the "Know-how protection"
converter function.

Manage MyMachines /Remote
Function Manual, 05/2019, A5E44039359B AD



Introduction

2.1

MindSphere

Product information

MindSphere is a Cloud-based, open loT operating system from Siemens. Using this system,
you connect your SINUMERIK control systems (machines) and physical infrastructure to the
digital world. MindSphere provides you with a complete overview of your data at all times.

Several MindSphere-based applications are available to you.

"Manage MyMachines /Remote" is one of these applications.

Manage MyMachines /Remote

References

With "Manage MyMachines /Remote", you can provide efficient and low-cost support for
machine tools and production equipment via the Internet.

In the event of a fault, the service organization of the machine manufacturer has fast access to
important control data and diagnostic functions. In that way, the machine manufacturer or
maintenance department can immediately analyze the current condition of the machine tool in
which a fault occurred.

Remote Sessions (remote access) helps you avoid time-consuming on-site service
assignments and prepare them better. Machine manufacturers can reduce their warranty costs
while providing more efficient service support.

In addition to the manuals, you can also find data sheets and FAQs at the following link:

MindSphere (https://support.industry.siemens.com/cs/de/en/view/109742256)

MindSphere documentation (https://documentation.mindsphere.io.)

Manage MyMachines /Remote
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2.2 Setting up the SINUMERIK control system for Manage MyMachines /Remote

2.2 Setting up the SINUMERIK control system for Manage MyMachines /
Remote

Procedure

Ensure that the SINUMERIK system has been set up to use Manage MyMachines /Remote.

Observe the information in the following chapter in the Function Manual "Manage
MyMachines":

14

Setting up the SINUMERIK control system for Manage MyMachines
Sequence

Check and update the versions

SINUMERIK Integrate

SINUMERIK 840D sl

SINUMERIK 828D

Adapt SINUMERIK Operate

Integrate MindSphere

Disconnect the SINUMERIK control system from MindSphere

Manage MyMachines /Remote
Function Manual, 05/2019, A5E44039359B AD
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Prerequisite

References

System requirements

2.3 System requirements

"Manage MyMachines" is a prerequisite for using "Manage MyMachines /Remote".

Notes on how to connect remote control systems are provided in the following manual:

"Manage MyMachines /Remote - installation in existing control environments" and "SIMATIC

10T2040".

Hardware and operating software

The connection is established via the "Manage MyMachines /Remote Service Client".

SINUMERIK 840D sl

SINUMERIK Integrate | Operating software Hardware version | Operating system
client software version | gINUMERIK Operate version
2.0.13 4.58P4,HF1, 2, 3,4 NCU 730.3 PN Linux

4.5 SP5, HF1, 3,5 PCU 50.5 Windows 7

4.5 SP6, HF3, 5,7, 8,10, 11,13

4.5 SP6, HF1, 12 NCU 730.3 PN Linux

4.5 SP6 HF2 PCU 50.5 Windows 7
3.0.13 4.7 SP2 HF1, 3,4 NCU 730.3 PN Linux

4.7 SP3, HF1, 2, 3,4 PCU 50.5 Windows 7

4.7 SP4,HF1,4,6

4.7 SP5, HF1

4.7 SP6, HF1, 3,4,5

4.8 SP1,HF1,2,3

4.8 SP2, HF1, 3

4.8 SP3, HF1

4.7 SP4, HF3, 5 NCU 730.3 PN Linux

Manage MyMachines /Remote
Function Manual, 05/2019, A5E44039359B AD
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2.3 System requirements

SINUMERIK 828D

SINUMERIK Integrate | Operating software Hardware version | Operating system

client software version | 5|NUMERIK Operate version

2.0.13 4.5 SP4 PPU 281.3 Linux
4.5 SP5, HF1, 2 PPU 261.3
4.5 SP6, HF1, 2, 3, 4

3.0.13 4.7 SP2, HF1 PPU 241.3
4.7 SP3, HF2
4.7 SP4, HF1, 2
4.7 SP5
4.7 SP6, HF1

3.0.13 4.8 SP4, HF1 PPU 271.4

Note

"Remote STEP 7"

"Remote STEP 7" is available on SINUMERIK Operate under Linux.
"Remote STEP 7" is not supported by SINUMERIK 828D.

SIMATIC Manager
The following versions of SIMATIC Manager are supported: 5.4 and 5.5

SINUMERIK control system

Screen resolution 1600 x 1200
1680 x 1050
1920 x 1200

Operator PC

Processor 1 GHz processor

RAM (GB) 4

Free hard disk ca- 1

pacity (GB)

Manage MyMachines /Remote
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2.3 System requirements

Operating systems

Windows 7 SP1 (x64) Professional/Enterprise/Ultimate
Windows 10 (x64) Pro/Enterprise

Screen resolution

800 x 600
1280 x 1024
1366 x 768
1440 x 900
1600 x 1200
1680 x 1050
1920 x 1200
1920 x 1080

Industrial PC
Processor 1 GHz processor
RAM (GB) 4
Free hard disk ca- 1
pacity (GB)

Operating systems

Windows 7 SP1 (x64) Professional/Enterprise/Ultimate
Windows 7 Standard Embedded
Windows 10 (x64) Pro/Enterprise

Screen resolution

At least 1980 x 1080

Note

SINUMERIK Integrate applications

Parallel operation with SINUMERIK Integrate applications is not possible.

Web browser

You can use the following web browsers:

® Chrome

Version from 65.0.3325.18 (64 bit) up to the current version

® Firefox

Version 59.0.2 (64 bit) up to the current version

Manage MyMachines /Remote
Function Manual, 05/2019, A5E44039359B AD
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2.3 System requirements

Security notes

18

NOTICE

Security standards for SINUMERIK controls connected to MindSphere

The connection of SINUMERIK controls to MindSphere via TLS 1.2 /https meets the highest
security standards.

SINUMERIK versions that do not meet these standards are not part of the product. For these
versions, additional security measures must be taken.

You are solely responsible for preventing unauthorized access to your plants, systems,
machines and network. Systems, machines and components should only be connected to the
company's network or the Internet if and to the extent necessary and with appropriate security
measures (e.g. use of firewalls and network segmentation) in place.

NOTICE

Data misuse due to an unprotected Internet connection

An unrestricted Internet connection can lead to data misuse, e.g. when transferring the asset
data.

Before establishing a network connection, ensure your PC is exclusively connected to the
Internet via a secure connection. Pay attention to the security-relevant notes.

Further information about communications security can be found in the Configuration Manual:
Industrial Security (https://support.industry.siemens.com/cs/ww/en/view/108862708).

Note
Backing up the operator PC (service engineering side)
The necessary security measures (e.g. virus scanner, firewalls, OS patching, etc.) must be

implemented on the PCs that are used for visualization and configuration of "Manage
MyMachines /Remote" with the machine operator or end customer.

Further information about PCs in the industrial environment can be found in the Configuration
Manual: Industrial Security (https://support.industry.siemens.com/cs/ww/en/view/108862708).

Note
Backing up the SINUMERIK control (machine operator side)

The necessary security measures (e.g. virus scanner, firewalls, operating system patching,
etc.) must be implemented on the SINUMERIK controls.

Further information about communications security can be found in the Configuration Manual:
Industrial Security (https://support.industry.siemens.com/cs/ww/en/view/108862708).

Manage MyMachines /Remote
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2.3 System requirements

NOTICE

Misuse of data

Itis essential to use secure data storage when saving your data - particularly your confidential
data. Store this data, encrypted locally or encrypted on the network. Make sure that this data
cannot be accessed by unauthorized personnel.

This applies to the following data:

® Archive files

Image files

Project files

Trace files

Safety-relevant data

Further information about secure data storage can be found in the Configuration Manual:
Industrial Security (https://support.industry.siemens.com/cs/ww/en/view/108862708).

NOTICE

Data manipulation possible

There is a risk that an attacker could gain access to the operating PC within the network.
There, the hacker can read or manipulate various system components (e.g. the content of
databases). In this way, the attacker can change tool data, NC programs, machine archives,
or the system structure itself, for example. "Manage MyMachines /Remote" cannot prevent
this type of attack.

® As the person responsible for the machine network, it is therefore imperative that you take
the appropriate industrial security measures for the production/machine network.

Siemens AG accepts no liability for this!

Note
Saving the data that has been captured

The "Manage MyMachines Remote" product was developed by Siemens, also taking into
account the "Privacy By Design" principle. This means that the service provider (OEM) makes
the decision as to how long the captured data, such as information about the time period and
participation in remote sessions, is saved.

NOTICE
Allowing remote access to the SINUMERIK controller

Only allow a remote access session if you know the following:
® Have you been notified of a remote access session?
® Do you know and trust the person who is conducting the session?

Delivery form

The "Manage MyMachines /Remote Service Client" is available via the "Manage MyMachines /
Remote" application.

Manage MyMachines /Remote
Function Manual, 05/2019, A5E44039359B AD 19
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2.3 System requirements

The updates and further information on the applications and products are stored on PridaNet
and can be downloaded directly from there.

-OR -
You can contact your machine manufacturer.
-OR -

You can contact the Siemens Service & Support.

Manage MyMachines /Remote
20 Function Manual, 05/2019, A5E44039359B AD



Logging in to MindSphere

Prerequisites

You have to have a subscription to an loT Value Plan (S,M,L) in MindSphere.

Manage MyMachines /Remote
Function Manual, 05/2019, A5E44039359B AD
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Logging in fo MindSphere

Procedure

1. Click the link provided per mail by the Siemens AG.
The website is displayed: https://<your-tenant-name>.mindsphere.io

2. The "Sign In" window opens.
— Enter your e-mail address and your password.
— Click the "Sign In" button.

SIEMENS
I'hsx.mm"y{urh’fz

Sign In

EZ0NE Siemens Produet Lifecycle Management Seftware Ine. Cosporate Informatien Cookie Pol

-OR -

If you have forgotten your password, click "Forgot Password?".
The "Forgot Password?" window opens.

Enter your e-mail address and click the "Submit" button.

Your password is reset and you are informed of this via e-mail.

Manage MyMachines /Remote
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Logging in to MindSphere

SIEMENS
’hﬁ,:huifyﬁrhﬁ

Forgot Password?

19 Siermens Product Lifecycle Management Softwane Inc. C

3. The launch pad is opened.
You can access the individual applications via this user interface.

Settings

Manage MyMachines /Remote
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Open Manage MyMachines /Remote 4

Prerequisites

o The SINUMERIK control system has been successfully connected with
Manage MyMachines.

® Theowner of the tenant, in which the Manage MyMachines /Remote application is operated,
must use Multi Factor Authentication (MFA).

References

® You will find more information on how to connect a SINUMERIK control system to Manage
MyMachines in the Function Manual: Manage MyMachines, Manage MyMachines /Spindle
Monitor, in Chapter: "Setting up the SINUMERIK control system for Manage MyMachines".

e |nformation about the owners of the tenant is provided in the System Manual: User
Management, in Chapter: "Administering users"

Manage MyMachines /Remote
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Open Manage MyMachines /Remote

Procedure

26

. To open Manage MyMachines /Remote, click on the "MMM /Remote" symbol.

MMM /Remote

. The "Manage MyMachines /Remote" window opens and you have the following options:

Register machines
Additional information on this topic can be found in the following Chapter: Registering
machines (Page 27)

Manage remote access sessions
Additional information on this topic can be found in the following Chapter: Using Manage
MyMachines /Remote (Page 51)

Start new session
Additional information on this topic can be found in the following Chapter: Starting a
remote session as a SE (Page 58)

Third party software

The "Siemens third-party software disclosure document" document opens, and in
addition to important information, there is a list of the necessary software and their
associated licensing terms and conditions.

Download Manage MyMachines /Remote Service Client
Additional information on this topic can be found in the following Chapter: Download the
remote service client in the web-Ul (Page 31)

mimrmdey Ma MindSphere

Register machine Manage remote sessions Start new session

Manage Myhdachines /Remate Manage MyMachines Remobe Mlarage Mykachines Remote

Manage MyMachines /Remote
Function Manual, 05/2019, A5E44039359B AD



Registering machines

You have the possibility of registering SINUMERIK control systems for Manage MyMachines /
Remote and authorization to issue session recordings.

Parameter
Parameter/symbol Description
Machine Displays the name of the SINUMERIK control system.
Machine path Shows the path of the SINUMERIK control system.
Registration status Displays the state of the SINUMERIK control system:

® Registered
® Disconnected

Permission to record the ses- | Displays whether the authorization for recording the session is available
sion or not:

® Yes
e No

Authorization to access PLC | Displays whether authorization to access the PLC is available or not:

® Yes
* No

< The "Manage MyMachines /Remote" start page opens.

Y v Opens window "My filter" to filter the SINUMERIK control systems (ma-
chines) according to specific criteria.

+ In the "My Filters" window you add additional values for the search.

Y ~ Closes window "My filters".

b o ¢ The "Edit" symbol opens the setting options of the Manage MyMa-

chines /Remote at the SINUMERIK control system:
Manage MyMachines /Remote registration status:
® Disconnected

® Registered
If activated, then option checkbox "I hereby accept, ... " must be
activated.

Authorization to record the session:
® Yes

* No

Authorization to access PLC:

® Yes

e No

Manage MyMachines /Remote
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Registering machines

Procedure

28

1. Click on "Register machines".

Register machine

Manage Myhachines /

2. Window "Register machines" opens and displays the overview of the SINUMERIK control

systems (machines).

In the status line you can see the number of machines that have been identified as well as

the window pages.

«
Machine Machine path
0_Timezone stanbul miaTa
0104201 5AssetToggleTest ey
Olonurssecondassel mimamdew
DZonurssecondasset Lo i
11_0F_medih_1 mimamdey

11hdégokalpSocaklSasseillhlé  mmmdew

1204201 5TestFor Toggle Ty

1903201 3RegressionT estAssel AT

1AMP_840_Workpicoe_Test mmmdey

20032015 TestAsset mimamdey

21032015 TestAssed mimadew
1859 machines

Register machine

Activation status

Disconnectd

Disconnected

Registered

Discomnected

Disconnected

Disconnected

Digconmnected

DisconneCted

Dvisconnected

Disconnected

Discomnecied

T v
Recording permission PLC Access permission

Mo No O
Mo No £
Wes Yes Q
No Mo O
No No .3
Ho Mo #
Mo No ﬁ
Mo No £
No No £
Mo No #
Ho Mo %

i 2 3 4 3§ b »

3. Select a SINUMERIK control system (machine) and click on "Edit".

Manage MyMachines /Remote
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Registering machines

4. Window "Adjust Manage MyMachines /Remote settings for <Machine>" opens.
Activate the required settings.
If you do not wish to make a selection, click on "Cancel". The window is closed without
saving the selection.
-0OR -
Click "Save" if you wish to save the selection.
The window is closed.

Adjust Manage MyMachines /Remote Settings
for 02onurssecondasset

Manage MyMachines /Remote activation status:

Recording permission:

5
-

PLC Access permission

5. The setting of the SINUMERIK control system (machine) is updated in the table overview.
A message is output in the upper right-hand area of the window indicating that your selection
was successful, and the costs of the item that you selected are displayed.

Chiron FZ02 § has been successtully activated. This results in costs of 1000 €. .~

Filter machines
1. Click the "Filter" symbol.

2. The "My Filters" window opens and allows machines to be filtered according to the following
criteria:

— Machine path
— The "+" icon allows the search to be further restricted by entering text.

— Click on "Reset filter" to remove the filter selection.

Registar maching T~

4 wyrmn

Manage MyMachines /Remote
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Download the remote service client in the web-Ul

Prerequisites
The SINUMERIK control system has been successfully connected with Manage MyMachines.
References
You will find more information on how to connect a SINUMERIK controller to Manage
MyMachines in the Manage MyMachines Function Manual, in Chapter: "Connect machine with
Manage MyMachines"
Procedure

1. The "Manage MyMachines /Remote" window opens.

mmmdey Mana 5 MindSphere

Register machine Manage remote sessions Start new session

Mansge Mytaschines /Aemate manage Mybdachires Remote [

2. In the footer, click on "Download Manage MyMachines /Remote Service Client".

Download Manage MyMachines /Remaote Service Client

Manage MyMachines /Remote
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Download the remote service client in the web-U/

3. The "Download Manage MyMachines Remote Service Client" opens and lists these options:

"Manage MyMachines /Remote Service Client for machine operators - PCU": Client for
installation on the SINUMERIK control system (PCU)

— "Manage MyMachines /Remote Service Client for machine operators - IPC": Client for
installation on the IPC

— "Manage MyMachines /Remote Service Client for service engineers - 64 bit": Client for
installation on an operating PC with a 64-bit operating system

— "Manage MyMachines /Remote Service Client for service engineers - 32 bit": Client for
installation on an operating PC with a 32 bit operating system

4. Behind "Accept", click on "Terms of Use" or the small arrow and read the associated
information.
Then activate option checkbox "Accept Terms of Use".
If you wish to cancel the operation, then click "Cancel".
-0OR -
To download the corresponding version, activate the check box and click "Download".

5. Then carry out the installation and configuration.

Additional information can be found in the following chapters:

Setting up Manage MyMachines /Remote - Machine operators (MO) (Page 33)
Setting up Manage MyMachines /Remote - service engineer (SE) (Page 43)

Manage MyMachines /Remote
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Setting up Manage MyMachines /Remote - Machine
operators (MO) 7

71 Installing Manage MyMachines /Remote Service Client MO

Prerequisites

You have downloaded "Manage MyMachines /Remote Service Client MO" on the operator PC,
e.g. onto a USB flash drive.

You will find information on this in Chapter Download the remote service client in the web-UI
(Page 31).

Procedure

1. Copy "Manage MyMachines /Remote Service Client MO", e.g. from the USB flash drive to
the SINUMERIK control system or the IPC.

2. Open the directory in which "Manage MyMachines /Remote Service Client MO" has been
copied.

3. Double-click to start the "setup.exe" setup file.
The welcome dialog "Welcome to the Wizard for Manage MyMachines /Remote Service
Client MO " opens and displays the current version.
Click "Next >" to prepare the installation.

{5 Manage MyMachines /Remote Service Client MO x|

|
e Welcome to the Wizard for Manage
SIEMENS MyMachines /Remote Service Client MO
¥1.0.0.4

The Wizard vall install Manage MyMachines [Remote Service
Client MO on your computer. To continue, click Next,

B ARNING: This ted ik i
| SINUMERIK PSR

L |

I Next > | Cancel

Manage MyMachines /Remote
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Setting up Manage MyMachines /Remote - Machine operators (MO)

7.1 Installing Manage MyMachines /Remote Service Client MO

4. The "License Agreement" window opens.
Read the license agreement.

— Click "Print" if you want to print out the conditions.

— Then select the "l accept the terms in the license agreement" check box and click
"Next >".
-OR -
Click "< Back" to return to the previous window.

i:nl Manage MyMachines /Remote Service Client MO x|

License Agreement

Please read the following license agreement carefully.

The following notes and conditions shall apply for Software provided by il
Siemens by installing on your system, by filing a copy on your system during
the installation or by making available the Software in any other way.

Please note:

This software is protected under German and/or foreign Copyright Laws and
pravisions in international treaties. Unauthorized reproduction and distribution

of this software or parts of it is liable to prosecution. It will be prosecuted
according to criminal as well as civil law and may result in severe punishment =
T [N PR P N PR

(¥ 1 accept the terms in the license agreement Prink |
" 1do not accept the berms in the license agreement

<Back Next > concel |

5. The "Destination Folder" window opens.
Click "Next >" to accept the directory suggested by setup.
-OR-
Click "Change..." to change the installation directory.

[‘;,_?;-1- Manage MyMachines /Remote Service Client MO

Destination Folder
Click Next to install to this folder, or click Change to install to ach‘ferer{:

[, Instal Manage MyMachines [Remote Service Client MO to:
J C:\Program Files\StemensiMMMR SCY Change... |
< Back Next > Cancel

Manage MyMachines /Remote
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Setting up Manage MyMachines /Remote - Machine operators (MO)

7.1 Installing Manage MyMachines /Remote Service Client MO

6. The "Ready to Install the Program" window is opened.
Click the "Install" button to start the installation.

|E Manage MyMachines /Remote Service Client MO

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, click Back. Click Cancel to
exit the wizard.

<gack [ mstal | conce |

7. The "Installing Manage MyMachine /Remote Service Client MO" window is opened.
The installation is started.

|:Jr Manage MyMachines /Remote Service Client MO =10 x|

Installing Manage MyMachines /Remote Service Client MO
The program features you selected are being installed,

i Please wait while the ‘Wizard installs Manage MyMachines [Remote Service
Chent MO, This may take several minutes,

Status:
Copying new files
AENENNENEENEER

< Back Mozt > l Cancel

Manage MyMachines /Remote
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Setting up Manage MyMachines /Remote - Machine operators (MO)

7.1 Installing Manage MyMachines /Remote Service Client MO

8. The "Welcome to the Certificate Import Wizard" window opens.
Click on "Next >".

Certificate Import Wizard R x|

Welcome to the Certificate Import

— Wizard
This wizard helps you copy certificates, certificate trust

lists, and certificate revocation ksts from your disk to a
certificate store,

& certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept,

To continue, clck Next.

IN&xt:-I Car-cefl

9. The "Certificate Store" window is opened.
Select the check box "Automatically select the certificate store based on the type of
certificate".
Click "Next >".

Certificate Import Wizard i x|

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
+ putomatically select the certificate store based on the type of certificate
" Place all certificates in the following store

< Back Next > Cancel

Manage MyMachines /Remote
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Setting up Manage MyMachines /Remote - Machine operators (MO)

7.1 Installing Manage MyMachines /Remote Service Client MO

10.The "Completing the Certificate Import Wizard" window opens and shows you the settings.
Click on the "Finish" button. The certificate is imported.

Certificate Import Wizard . x|

Completing the Certificate Import
Wizard

You have successfully completed the Certificate Import
wizard.
You have specified the Following settings:

Certificate Store Selected  Automatically determined by t
Content Certificate

< J L

<Back [ Frsh | cocel |

11.You receive a message that the certificate was successfully imported.
Click "OK".

Installing Manage MyMachines /Remote Service Client MO

The program features you selected are being installed.

" Please waik while the Wizard installs Manage MyMachines [Remote Service
w Chent MO, This may take several minutes,

Status

R certincote import Wizard SUE

y The import was successful,

Manage MyMachines /Remote
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Setting up Manage MyMachines /Remote - Machine operators (MO)

7.1 Installing Manage MyMachines /Remote Service Client MO

12.The "Wizard Completed " window opens.
Click "Finish" to complete the installation.

i'::.! Manage MyMachines /Remote Service Client MO

Wizard Completed

SIEMENS

The ‘Wizard has successfully installed Manage MyMachines
{Remote Service Chient MO, Click Finish to exit the wizard,

< Back I Finish I Cancel

13.After the installation has been completed, the SINUMERIK control system or the IPC has to

be restarted.

Manage MyMachines /Remote
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Setting up Manage MyMachines /Remote - Machine operators (MO)

7.2

Overview

Procedure

7.2 Enfering the address of a proxy server

Entering the address of a proxy server

If access to the Internet is done via a proxy server, define the desired method via the proxy

settings.

Settings

Description

Do not use a proxy (direct connection)

Establishes a direct connection to the Internet.

Automatic proxy detection

Automatically determines the address of a proxy server to ac-
cess the Internet.

Use system proxy settings

The suggested setting:

Uses the setting saved in Internet Explorer to go into the Inter-
net.

Click "Internet options" to open the Internet options of the sys-
tem in order to check or change the proxy settings.

Use Manufacturing IT client proxy set-
tings

Uses the settings of the Manufacturing IT client to gain access
to the Internet.

Use automatic configuration script:

Address

Address input of the proxy server from which the proxy script is
downloaded.

Use these proxy settings (manual):

Server

Port

Address input (address and port) to specify a specific proxy
server.

Use these proxy credentials:

User name

Password

Input of the access data if the proxy server requires a login.

Remember authentication data

The access data is stored retentively in the system.

The password is stored in encoded form.

1. Open "Manage MyMachines /Remote Service Client".

2. Call "Settings" > "Proxy..." in the menu bar.
The "Proxy settings" window opens.

Manage MyMachines /Remote
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Setting up Manage MyMachines /Remote - Machine operators (MO)

7.2 Enfering the address of a proxy server

3. Select the desired proxy setting.

4. Click "OK" to save the settings.
-OR -
Click "Cancel" to reject the settings.

B8 Proxy settings ﬁ

Configuration
O Do not use a proxy (direct connection)

O Automatically detect proxy setfings
(=) Use system proxy settings Irternat opfic
(O Use Manufacturing IT dient proxy settings
O use automatic configuration script:
Address:
(0 use these proxy settings (manual):
Server: Port:

[ Use these proxy credentiaks:

User name:

Password:

[ remember authentication data

Using your own proxy logon data

If you are using your own proxy logon data, select the "Use these proxy settings (manual):"
check box.

1. Then select the check box "Use these proxy credentials:" and enter your user name and
password.

2. Select the "Remember authentication data" checkbox if you want to save your login data
permanently.

3. Click the "OK" button to save the settings.

Manage MyMachines /Remote
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Setting up Manage MyMachines /Remote - Machine operators (MO)

7.3

7.3 Infegrating an OEMFrame application info HMI s/

Integrating an OEMFrame application into HMI sl

Integrating an OEM Frame application

The Windows OEMFrame applications are used to generate and use softkeys. The required
settings are described in this chapter based on an example.

You will have to modify or create the following files:
® Configuration file "systemconfiguration.ini"

® Configuring the start softkey
In order to start an OEMFrame application from the operating software, configure a softkey
on the expansion bar of the operating area.

Example configuration file "systemconfiguration.ini"

References

In file "systemconfiguration.ini", save the call for Manage MyMachines /Remote Service Client
accordingly. Depending on the access protection level assigned to you, you extend the
"systemconfiguration.ini” file contained in the relevant directory.

<HMIlInstallDir>\\hmi\oem\sinumerik\hmi\cfg
<HMIlInstallDir>\\mi\addon\sinumerik\nmi\cfg

<HMlInstallDir>\\hmi\ \user\sinumerik\hmi\oem\

Extensions

Add the following line to the [areas] section:
AREA500=name:=MMMR, process:=ProcessOEM
Add the following line to the [processes] section:

PROC500=process:=ProcessOEM, cmdline:="C:\\Program Files (x86)\
\Siemens\\MMMR SC\\ManageMyMachinesRemoteServiceClientMO.exe",
oemframe:=true , deferred:=true, classname:="QWidget"

Adjust the indexes of the relevant entries (PROC500, AREA500) in accordance with your HMI
configuration.

The path for the executable file of the service mode client can differ from the path stated above,
depending on the version installed (32 bit/64 bit) and the path selected during installation.

You will find further general information about the options for the integration of OEMFrame
applications in the Commissioning Manual: "SINUMERIK Operate (IM9)", in Chapter
"Integrating OEMFrame applications".
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7.3 Integrating an OEMFrame application info HM/ s/
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Setting up Manage MyMachines /Remote - service
engineer (SE)

8.1 Installing Manage MyMachines /Remote Service Client SE

Prerequisites
You have downloaded the client setup.

You will find more information in Chapter: Download the remote service client in the web-UI
(Page 31).

Procedure
1. Open the installation directory on the operator PC.

2. Double-click to start the "setup.exe" setup file.
The welcome dialog "Welcome to Wizard for Manage MyMachines /Remote Service Client
SE" is opened and displays the current version.
Click "Next >" to prepare the installation.

é {5 Manage MyMachines /Remote Service Client SE ) ﬂ|
L
| Welcome to the Wizard for Manage
- | SIEMENS MyMachines /Remote Service Client SE
¥1.0.04

The Wizard will install Manage MyMachines [Remote Service
Chent SE on vour computer. To continue, click Mext.

WARNING: This program is protected by copyright law and
international treaties,

< Back Next > Cancel

Manage MyMachines /Remote
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Setting up Manage MyMachines /Remote - service engineer (SE)

8.1 Installing Manage MyMachines /Remote Service Client SE

3. The "License Agreement" window opens.
Read the license agreement.

— Click "Print" if you want to print out the conditions.

— Then select the "l accept the terms in the license agreement" check box and click

"Next >".
-OR-

Click "< Back" to return to the previous window.

i‘é’- Manage MyMachines /Remote Service Client

License Agreement

Please read the Following license agreement carefully,

Please note:

NN | A PO PR

{® T accept the kerms in the license agreement:

™ Ido not accept the terms in the license agreement

< Back I Mext = I Cancel |

The following notes and conditions shall apply for Software provided by i’
Siemens by installing on your system, by filing a copy on your system during
the installation or by making available the Software in any other way.

This software is protected under German and/or foreign Copyright Laws and
provisions in international treaties. Unauthorized reproduction and distribution

of this software or parts of it is liable to prosecution. It will be prosecuted
according to criminal as well as civil law and may result in severe punishment [

Prink |

4. The "Destination Folder" window opens.

Click "Next >" to accept the directory suggested by setup.

-OR -

Click "Change..." to change the installation directory.

|§ Manage MyMachines /Remote Service Client SE

Destination Folder

Click Next to install to this folder, or dlick Change to install to a different Fo

Install Manage MyMachines [Remote Service Chent SE to:

.J C:\Program Files\Siemens|MMMR SC|

< Back

Mext >

Cancel

44

Manage MyMachines /Remote
Function Manual, 05/2019, A5E44039359B AD



Setting up Manage MyMachines /Remote - service engineer (SE)

8.1 Installing Manage MyMachines /Remote Service Client SE

5. The "Ready to Install the Program" window is opened.
Click the "Install" button to start the installation.

[‘;,_;:! Manage MyMachines /Remote Service Client SE

Ready to Install the Program
The wizard is ready to begin installation,

Click Install to begin the instalation.

If you wank to review or change any of your installation settings, chck Back. Click Cancel to
endt the wizard.

<ok [ mnstal | coxel |

6. The "Installing Manage MyMachine /Remote Service Client SE" window is opened.
The installation is started.

{5 Manage MyMachines /Remote Service Client SE i =10 %

Installing Manage MyMachines /Remote Service Client SE
The program featuras you selected are being installed.

Please wait while the Wizard installs Manage MyMachines [Remote Service
Chent SE. This may take several minubes.

Status:
Im'taiu-!'iu'osu& JNET Framework 4.6.2
[ [ [[]]]

< Back Next > | | Cancel I
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Setting up Manage MyMachines /Remote - service engineer (SE)

8.1 Installing Manage MyMachines /Remote Service Client SE

7. The "Welcome to the Certificate Import Wizard" window is opened.

Click on "Next >".

Certificate Import Wizard

I} X

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation ksts from your disk to a
certificate store.

& certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept,

To continue, clck Next.

(e ]

Cancel |

8. The "Certificate Store" window is opened.

Select the check box "Automatically select the certificate store based on the type of

certificate".
Click "Next >".

Certificate Import Wizard x|

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for

(+ putomatically select the certificate store based on the type of certificate
" Place all certificates in the following store

46

< Back Next > Cancel

Manage MyMachines /Remote
Function Manual, 05/2019, A5E44039359B AD




Setting up Manage MyMachines /Remote - service engineer (SE)

8.1 Installing Manage MyMachines /Remote Service Client SE

9. The "Completing the Certificate Import Wizard" window is opened, and shows you the
settings.
Click on the "Finish" button to import the certificate.

Certificate Import Wizard x|

Completing the Certificate Import

Wizard

You have successfully completed the Certificate Import

wizard.

You have specified the following settings:
Certificate Store Selected  Automatically determined by t
Content Certificate
| J )|

<Bock [ Fnish | coel |

10.You receive a message that the certificate was successfully imported.
Click "OK".

=101 x|

Installing Manage MyMachines /Remote Service Client SE 4 .

The program features you selected are being installed. Q '

> i[]! Please wait while the Wizard installs Manage MyMachines jRemote Service

Client SE. This may take several minutes,

Status

T corticate Import Wizaed ST

\lj) The import was successful,
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Setting up Manage MyMachines /Remote - service engineer (SE)

8.1 Installing Manage MyMachines /Remote Service Client SE

11.The "Wizard Completed " window opens.
Click "Finish" to complete the installation.

g:' Manage MyMachines /Remote Service Client SE

Wizard Completed

SIEMENS

The Wizard has successfully installed

Manage
JRemote Service Client SE. Chick Finish to exit the wizard.

MyMachines

< Back

[ Fesh ]

Cancel I

12.After installation has been completed, the following icon appears on the desktop for starting

Manage MyMachines /Remote:

13.After the installation has been completed, a restart is required.

48
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Setting up Manage MyMachines /Remote - service engineer (SE)

8.2

Overview

Procedure

8.2 Entering the address of a proxy server

Entering the address of a proxy server

If access to the Internet is done via a proxy server, define the desired method via the proxy

settings.

Settings

Description

Do not use a proxy (direct connection)

Establishes a direct connection to the Internet.

Automatic proxy detection

Automatically determines the address of a proxy server to ac-
cess the Internet.

Use system proxy settings

The suggested setting:

Uses the setting saved in Internet Explorer to go into the Inter-
net.

Click "Internet options" to open the Internet options of the sys-
tem in order to check or change the proxy settings.

Use Manufacturing IT client proxy set-
tings

Uses the settings of the Manufacturing IT client to gain access
to the Internet.

Use automatic configuration script:

Address

Address input of the proxy server from which the proxy script is
downloaded.

Use these proxy settings (manual):

Server

Port

Address input (address and port) to specify a specific proxy
server.

Use these proxy credentials:

User name

Password

Input of the access data if the proxy server requires a login.

Remember authentication data

The access data is stored retentively in the system.

The password is stored in encoded form.

1. Open "Manage MyMachines /Remote Service Client".

2. Call "Settings" > "Proxy..." in the menu bar.
The "Proxy settings" window opens.

Manage MyMachines /Remote
Function Manual, 05/2019, A5E44039359B AD

49



Setting up Manage MyMachines /Remote - service engineer (SE)

8.2 Entering the address of a proxy server

3. Select the desired proxy setting.
4. Click "OK" to save the settings.

-OR -
Click "Cancel" to reject the settings.

funss] Proxy settings

Configuration
O Do not use a proxy (direct connection)

O Automatically detect proxy setfings

(=) Use system proxy settings TtErnet opto

(O Use Manufacturing IT dient proxy settings
O use automatic configuration script:
Address:
(0 use these proxy settings (manual):
Server: Port:
[ Use these proxy credentiaks:
User name:

Password:

[ remember authentication data

Using your own proxy logon data

50

If you are using your own proxy logon data, select the "Use these proxy settings (manual):"
check box.

1.

Then select the check box "Use these proxy credentials:" and enter your user name and

password.

Select the "Remember authentication data" checkbox if you want to save your login data

permanently.

Click the "OK" button to save the settings.
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Using Manage MyMachines /Remote

9.1 Overview of the functions

The following functions enable diagnostics to be performed and faults to be corrected via the
control. It is up to the service engineer to execute the functions for all problems via remote
access on a PC with a mouse and keyboard.

To be able to use these actions you must activate the functions in Manage MyMachines /

Remote.

Functions

Function

Description

Screen sharing

Permits the display and remote operation of a control. For safety rea-
sons, however, it is not possible to initiate machine movements or to start
NC programs.

Additional information is provided in Chapter: Screen enable (Page 65)

File transfer

Enables the transfer of one or more files or directories. Transfer can be
from the workplace PC to the control or vice versa. This allows, for ex-
ample, patches to be imported for the error correction. The control can
also be updated quickly. Even complex NC programs are transferred to
the service engineer for offline testing or for modification via file transfer.

Additional information is provided in Chapter: Transfering files
(Page 69)

Remote STEP 7

With STEP 7, the control tasks can be implemented based on the SI-
MATIC S7 automation systems.

Additional information is provided in Chapter: Remote STEP 7 via the
Internet (Page 78)

Conference call

Allows several service engineers to participate in a conference. You ei-
ther participate with an observing role or as leader of the conference.
Additional information is provided in Chapter: Transferring the confer-
ence leadership (Page 82)

Automatic recording of the
meeting

Enables the session to be recorded and stored on the server as an event
entry.

Additional information is provided in Chapter: Evaluating remote session
(Page 84)
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9.2 Remote access sessions
9.2.1 Overview
Prerequisites

The necessary client software has already been installed on the SINUMERIK control or the
operator PC and has been configured.
Additional information can be found in the following chapters:

Setting up Manage MyMachines /Remote - service engineer (SE) (Page 43)

Setting up Manage MyMachines /Remote - Machine operators (MO) (Page 33)

Example

The following description is an example scenario.

1.
2.

The machine operator contacts the service engineer with a problem.

The service engineer starts the session.
Additional information is provided in Chapter: Starting a remote session as a SE (Page 58)

3. The service engineer informs the machine operator that a session has been initiated.

52

The machine operator at the SINUMERIK control system opens the Manage MyMachines /
Remote Service Client and logs on for the session.

Additional information is provided in the following chapters: Joining a remote session as MO
(PCU/NCU) (Page 60), Joining a remote session as MO (IPC) (Page 62)

All of the functions are available as soon as both participants have entered the session:
— Remote access, including remote control
— File transfer

Additional or monitoring participants can enter a session.
Additional information on this topic is provided in Chapter: Entering a remote session
(Page 63)

. Session data are recorded and can be viewed in an overview.

The data is also available at a later point in time.
Additional information is provided in Chapter: Managing remote access sessions
(Page 54)

You can review a session in more detail - and you have the opportunity of changing and
exporting log files.

Additional information is provided in Chapters: Changing session data (Page 88)

and Exporting log files (Page 87)
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User roles

9.2 Remofe access sessions

You can participate in a session with the following roles:

1. Session leader
2. Machine operator

3. Observing service engineer

These user roles can have different states and are defined on the user interface with different

icons:

Sym- | No. | Role Status

bol

o 1 Session leader The session leader actively participates in the ses-
sion.

o] 2. | Session leader The session leader is active and hosts the session
(desktop sharing).

S 3 Machine operator The machine operator participates actively in the
session.

& 4 Machine operator The machine operator hosts the session.
The session leader does not control the remote desk-
top.

2% 5 Machine operator/service engi- Transfer control

neer

& 6 Machine operator The machine operator was present in the session,
but is currently not present.

2 7 Observing service engineer The observing service engineer participates actively
in the session.

& 8 Observing service engineer The observing service engineer was in the session,
but is currently not present.

Information

It is possible to participate as an observing service engineer as follows:

® A service engineer at the operating PC leads the session

e A machine operator at the SINUMERIK control system participates in the session

User interface

Description
Conference data
Machine ID Shows the ID of the machine.
Status Displays current information for the session.
Tenant Shows the organization of the connected machine.
Participants

Manage MyMachines /Remote
Function Manual, 05/2019, A5E44039359B AD

53



Using Manage MyMachines /Remote

9.2 Remote access sessions

Description

ship

Name Shows names and configuration of the participants.
The icon shows the role of the participant.
Status Shows the current role of the participant.
Tenant Shows the organization of the current user.
Remote access Shows a remote access.
Is only displayed for the machine operator.
=] Shows a terminated participant access.
e Shows that the function to end remote access is not available because
desktop sharing has not been started.
In this state, you cannot perform any function via the button.
File transfer Shows the data transfer. Is only displayed for the machine operator.
Transfer of leader- | | 22 Shows the transfer of leadership. Is only displayed for the observing

service engineer.

Symbols on the status bar

Symbol Description
Operating mode of the application - currently only the machine operator (MO).
Shows an active remote access.
Shows an active file transfer.
[®] Shows a session recording.
|:| Shows no participation in the conference.
ﬁ Participation in a conference has been performed.
il The conference has been interrupted because of a network error.
9.23 Managing remote access sessions

You can see all of the sessions in overview "Session overview", and you can do the following:

® View and edit additional details of a session.

® Delete session overview

® Export a log file.

For additional information, refer to Chapter: Exporting log files (Page 87)

® As service engineer start a new session.
For additional information, see Chapter: Starting a remote session as a SE (Page 58)
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9.2 Remofe access sessions

Parameter/symbol Description

Status Shows the following statuses:

a ® Shows a closed session.

v ® |ndicates that a session was saved.
. ® Opens more session details.

Session name

Indicates the session name.

Machine path

Shows the path of the SINUMERIK control system.

Recording Indicates whether the session was recorded.
i
PLC access Indicates whether the PLC was accessed or not
Initiator Shows the e-mail address of the service engineer.
Start time Shows the session date in the following format: DD-MM-YYYY hh:min:sec
<« Opens window "Manage MyMachines /Remote".
Y~ Opens window "My filters" and you can then filter the sessions according to the
following criteria:
e Name of the initiator
® Session name
® Machine path
® Recording
e Start time
+ Creates an additional filter criterion in window "My filters".
i1} Deletes a filter criterion in window "My filters".
Y A Closes window "My filters".
> Opens a window in which you configure when session information is deleted.
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Procedure

1. Click on "Manage remote sessions".

Manage remote sessions

Manage Wyhdad

2. The "Session overview" window opens and displays an overview of all sessions.
An active session is shown in color.

€ Session overview 2 T~
Seate Seiahinn naime Wad bt panhy B iwddinng PLC Bicess Initiator Seait thivee

mranmickend 1 SoeGoe 1 VAT o Sl ) BOd4AAS T mmmdsy - RO R i il - FT-05-2009 1422

. | mnmidend] dceboet 1F 147 dRa0 GOd44AST... mmmdev = WL e e . com. FP-05- 2009 101108
i | menmievAldd | #542he MeSSEIAST1FIR.. ey « NOUDD_ 150515 o s 0 kg, LT 22-05-200% 1M2121
. | menmichevialla S0 TeBI 45 ket Shisc 1ad b e GIE_MMMA_ OpenSSLL LY tess NCU_ 26 L ZI-05-2019 151787
i | menmdeBala oM TeEO T iMaihiedadl . .x GN_MMMA DpenSSLLLY et NCUEE ot ool o 20.05:2019 15:08:53
i | menmieve IMe5eibIGASESINAZEASAET... 6w » GK_MMMR DgenSELY 1.1 test WCL et T ] 20-05-2019 150606
. | menmdevdalaScdi Teba S5 3dashicledh . » GK_MMMA_ OpenSSLY 11 test NCU_26 et ol com 005,205 15:03:04
= menmdevBallasodi TeEI S5 3bashEcdadh . » GK MMMR QuenSSL1 1.1 test NCU 26 B it ] 20.05.2009 14:52:32
262 session . 1.2 3 4 5 * m

Configuring schedules
You have the option of defining when session information is deleted.
1. Click on the "Wrench" icon in the upper right-hand section of the window.

2. Window "Configure scheduler" opens.
From the spin box, select the number of days after which session information should be
deleted.

Configure scheduler

Delete files older than 3 - Oays \/‘
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Filtering session overview

1.

Changing a status

1.
2.

Click on the "Filter" icon.
The "My filters" window opens.

From the drop-down list, select an attribute for filtering and enter the associated value.
— Using the "+" symbol, define additional criteria to further restrict the search.
— You delete individual filter criteria using the "Recycle bin" icon.

— Click on "Reset filter" to display all session information.

Sessicn avervien e

Select one or more sessions.

Click the "Change status" button.
The "Are you sure you want to save the session(s)?" window opens.

Click on "Yes" to save session information.
-OR-
Click on "No" to cancel the operation.

Are you sure you want to save the session(-s)?
The sessloni-s) will not be remioved during Scheduled Deletion

Delete session overview

Note
Active session

You cannot delete an active session!
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1. Select one or more sessions.

2. Click on "Delete".
A confirmation prompt is displayed.

3. Click on "Delete" to delete session information.
-OR -
Click on "Close" to cancel the operation.

Are you sure you want to delete the session(-s)?

CIOS{‘ m

Exporting session overview
1. Select one or more sessions.
2. Click on "Export".

The file is displayed in the lower section of the window.

B conference-25-156...cs

9.24 Starting a remote session as a SE

Only a service engineer can start a remote session.

Manage MyMachines /Remote
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Procedure

1. Click on "New session".

Start new session

Manage Myhiachines /emote

-OR -
Click on "Manage remote sessions".

Manage remote sessions

Manage byhd;

The "Session overview" window opens and displays an overview of all sessions.
Click on "New session".

2. The "Select machine for remote access" window opens.
Selected the required machine path to filter the SINUMERIK control systems (machines)
that are displayed.

Select machine for remote access

Machine path e

Machine Machine p-lTh
O AT_MO_Z5 mmmdey
) CFTMMMR mmmdew
O CHIROMN_357_57 mmmdey
O FB_STG IPC mmmdey
& FB_STG_Rackd mmmdey
n 1 12 3 4 5 il

3. Activate the check box of the required SINUMERIK control system (machine) and click on
"Start session".

4. File "client_xx" is downloaded and is displayed in the lower left-hand section of the window.

Qi conference-25-156.csv
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5. Open the file.
Window "Opening client" opens.

— Activate check box "Open with" and from the drop-down list, select entry
"Manage MyMachines /Remote Service Client...".

— Click "OK" to open the client.

6. Window "Session overview" opens.

9.25 Joining a remote session as MO (PCU/NCU)

Prerequisites

As machine operator, the service engineer has informed you that he is initiating a remote
session.

Procedure
1. Start the "SINUMERIK Operate" operating software.
2. Press the menu forward key and press softkey "SINUMERIK Integrate".

3. The "SINUMERIK INTEGRATE" window opens.
For information
The "MMM /Remote" softkey is available and activated if you have integrated
Manage MyMachines /Remote as an OEMFrame application.
Additional information on this topic is provided in Chapter. Integrating an OEMFrame
application into HMI sl (Page 41).
Press the "MMM Remote" softkey.

SIEMENS w" |I;+ﬂ—lﬂ'
SIEMENS. s
|
| .
SINUMERIK INTEGRATE [r—
.

o o e
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4. The "Manage MyMachines /Remote" session window opens, and you see the session
number and the participants.

Manage MuMachines /Remote

Manage MyMachines /Remote
Session number 42-819-831-95

Participants &Machine Operator
£ Service Engineer

Conference host: Machine Operator

-OR -

You see the appropriate message in the status bar if the service engineer has still not started
a session.

Press the "Exit session" softkey if you wish to close the window.
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Manage Myfachines /Remote
Manage MylMachines /Remote
Session number -
| Participants
| Exit
| session
|
' .
A
Ho active session.

5. The participants are displayed at the PC once the participants have been registered at the
SINUMERIK control system.
You can use the following functions at the PC:

— File transfer
— Desktop sharing
— Remote STEP 7 is only available for SINUMERIK Operate with Linux

9.2.6 Joining a remote session as MO (IPC)

Prerequisites

® The "Manage MyMachines /Remote Service Client for machine operators - IPC" is installed.
You can find additional information on this topic in the following chapter: Download the
remote service client in the web-Ul (Page 31).

® As machine operator, the service engineer has informed you that he is initiating a remote
session.

® The service engineer has started the session.
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Procedure
1. Open the MO IPC client.
The "Welcome" window is opened.
— Enter "User name" and for tenant enter "your-tenant-name".
— When using the system for the first time, enter the IDs of the machines.
The machine IDs are in the URL of the machines registered for Manage MyMachines /
Remote, which you select in Manage MyMachines.
— Click "OK".
BB Manage MyMachines /Remate Service Client - o X
Conference  Setings  Lamguages  Windo Help
SIEMENS
Ingurusiy for G
Welcome
Llser name: ™ ||
Tenant: ™
MachinelD: *
——|
TRaquired Fislds.
2. The "Manage MyMachines /Remote Service Client" session window opens.
The session is established and you can see the list of participants.
E Manage MyMachines /Remote Service Client = a o
& Conference Settings Languages Window Help - &8 x
Sessorrumber: (02 - 520 - 545 - |36 Status: Meeting host hag left the sesting,
Machine ID; | Bstanbul_B280_[P90 Terant: sag-chmi
Particpants
o - o e e
D221861 Mwyty 8 Leadng servics enginess sag-chm{
D215506 Mwyhg B Hachine perater sag-chnd o
Information
You can participate as often as you want in a session that has been opened.
Only the session leader can finally close that session.
9.2.7 Entering a remote session
Prerequisite

The session is active.
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Procedure

1. The "Session overview" window is open.
In the overview, select the active session (marked in color).

2. The "Session overview of .." opens.
Click on "Join".

3. File "client_xx" is downloaded.

4. Open the file.
Window "Opening client" opens.

— Activate check box "Open with" and from the drop-down list, select entry
"Manage MyMachines /Remote Service Client...".

— Click "OK" to open the client.

Opranng dianed_ 11ISUAO0 ] memame ———
g B g b o
B L% dtetala) | B )

il L g (U] e
I gt

Wt haink F e e it tes
® Coen sin | Manags Myhischnss Mamats lanss (et .. *
s B

Pt w% Son P b T fmem rem: co

5. The "Manage MyMachines /Remote Service Client" window opens, and you are
automatically dialed into the session.

E Manage MyMachines /emcte Service Client - o »
Conference  Settngs Languages Window Help
Sessionrumber: B0 - A58 - 46R - 1 Status: | Waiting for conference hest...
Machine I0: Tenant:
Particpants:
e s - REIES
DZ1S506 Rwytyg 8 |eading serice engineer sag-chrmi)
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9.3 Screen enable

Desktop sharing enables the display and remote operation of a control. For safety reasons,
however, it is not possible to initiate machine movements or to start NC programs.

® The owner of the conference requests desktop sharing.

® The machine operator consents to screen sharing.

Prerequisites
® The connection between the PC and the SINUMERIK control system has been established.
® The machine operator consents to screen sharing.

® The "Screen sharing" function is activated.
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Procedure
1. The owner of the conference clicks the "Desktop sharing" icon to access the SINUMERIK
control.
Demo Maching operatori & rigdev0z7pc Integration (=) (=) |

2. The machine operator at the SINUMERIK control system receives a message that an
external PC wishes to access the control system.
The machine operator can either authorize or deny access.

Manage Mylachines /Remote

Remote access to system active.

Manage MylMachines /Remote

Session number 42-819-831-95
| Participants & Machine Operator
| Remote diagnostics
|
|

Notice

An external PC wants to
take over operation of the controller.

Do you want to allow this? ®_I
MEAENNENNNNNNNNNNNNNNNNNNNEND 17 -

1111111

Remote access through: Service Engineer

— The machine operator clicks "No" to deny access.
The service engineer cannot control the SINUMERIK control system of the machine
operator until access permission is issued by the machine operator.
The service engineer sees the following message:

E MMM [Remeote Service Client =

@ Request for deskiop sharing is denied by the machine operator!

(=5
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— The machine operator clicks "Yes" to authorize access.
The user interface of the SINUMERIK control system is then displayed at the operator
PC.
The service engineer can now access the SINUMERIK control system.
The "REC" icon indicates the access.

Manage Mylachines /Remote

Remote access to system active.

Manage MyMachines /Remote
Session number 42-819-831-95

Participants | Machine Operator
« Service Engineer

Note
Only one screen can be enabled.

If remote control is already active, a second screen enable cannot be started on the same
SINUMERIK control within the existing session.

Note
Scaling the screen

If you change the screen size at the PC, then the size of the operating interface is also scaled.

When access is terminated, the position and size of the screen is saved. If you reopen the same
session, then the same screen size is displayed.
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9.4

Procedure

68

Transferring conference ownership
A session enables participation of several service engineers.

In a conference, you have different roles. You will find more information on the roles in Chapter:
User roles (Page 93).

As owner of the conference, you can transfer control to other observing service engineers.

1. As owner of the conference, click the icon "Promote Owner" in the line of the service

engineer to whom you want to transfer control.

Promote
Cwner

(22

[ Transfer conference control |

After calling the function, the following message appears on your operator PC:
lm Manage MyMachine Service Client l-zhj

: Waiting for the answer of the promoted owner!

e

The following query appears on the operator PC of the selected service engineer:
E Manage MyMachine Service Client (S|

The owner of the conference would like
? to transfer the control to you! Would you
‘ like to accept the control?

—

. The observing service engineer must click the "Yes" button if he or she wishes to take over

control.

Note

If the observing service engineer rejects the transfer of control with the "No" button, a
message appears on the operator PC of the owner of the conference to indicate this.

3. Acknowledge transfer as the previous owner of the conference.

. The machine operator agrees to the transfer of control.

Control is then transferred to the chosen observing service engineer. The changed user
roles are updated accordingly in the list of participants.
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9.5 Transfering files

Prerequisites

Important icons

It is possible to transfer single or multiple files or directories between the operator PC and
SINUMERIK control and vice versa. This allows, for example, patches to be imported for error
correction.

® The connection is established between the operator PC and the SINUMERIK control.
® The machine operator (MO) participates actively in a session.

® The "File Transfer" function is current.

Icon Description
Opens the higher level in the directory tree.
E Updates the view of the directory tree. The directory list is only updated automatically when

other actions, such as navigation, copying, renaming or deleting, have been performed. If
the machine operator makes changes to the directory tree outside of the remote session,
the owner of the conference must update the view.

E Creates a new subdirectory in the selected directory level.

Displaying file properties

In the "Filetransfer" window, the following file properties are displayed in the file system in the
column view:

® File size
e Date of the last change
e Attributes

When you close the window, the window size and position are saved. When the function is
opened again, the window is restored with the same dimensions.

You can set the column width and position. However, the settings are not saved.

Start transmission

1. Click the "Open file transfer" icon to start the file transfer.

File Remote
Transfer Step7?
(=)
| Open file transfer |

2. The "Filetransfer" window is displayed once the function has been established.
You can now transfer files between your PC (local file system) and another PC (remote file
system).
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3. Use the cursor to navigate to the required files.

4. Some directories and files are protected. If you do not have sufficient access rights, the
message "Access denied" is displayed.

70

or at the remote file system.

E Manage Mybachines /Remiote Service Client

& Conference Settings Languages \Window  Help

Sessiormumber: B2 | - 053

Machine ID: | Istanbul_B280_[P30

Sl 717 =

i Status: Conference host server: D2 15506 Nwylg

Terant: sag-chmdl

. Selectthefiles or directories that you want to transfer, either at the PC (local file system) and/

e st tenant = =

D2AIEHT Nyt £ Leadng sernce enginesr sag-chmi

D215506 Myt i Machine operater sagchenl a) 3

DZ25881 Mwyhg 2 Cbserving service engineer sagchml 2%

s =] | & o [ m Y o o

(=1 Da\
$GarcurTent 522013, 1606:6  ~H- ||| $RECYCLE.EIN | 722008, 10:4407 45
SRecyde.Bn 722018, 10:4%:58 -5 Ksaver B2 2018, 11:10:15
el TEMB. 10:3453 — E programi-A005 152018, 15150 —
Doduments and Settrgs LAIT 134T 45 E Profects 13.3.2018, 1431:38
Intel 5.2.2018, 15:36:16 — SIEMENS 13.2.2018, 11:08:11
MS3Cache T8, 11:25:45 R-H- = slile= SAD 1232018, 1%:01:3F —
PerfLogs 14122017 2400 — System Volume Iiform. 1232018, 34222 45
Progeam Fies 52,2013, 11:4%58  R— user 1622018, 113654
Program Fles (x86) 13.3.2013, 4711 R
Programiata 1212018, 548000 -
D LT T SN - ﬂ

Todal progress: E

Py pes:

Source:

Target:

0]

Copy the selection into the appropriate directory using symbols ">" / "<".

No other actions can be performed during the copying procedure.

Note

The file transfer can be canceled by the machine operator. In this case, the message
"Filetransfer canceled!" appears

Note

If a directory or a file already exists in the target system, the following prompt is displayed:
"Path already exists on the remote file system. Overwrite?". The source and target

directories are also displayed.

Confirm this message with "OK".

If you no longer want to receive such messages, select the "Use on all in the operation!"
check box before confirming.

The operation is displayed on a progress indicator.
Tl progrecs: IR

Progress:
Sorce: D fletransten| .y
Targef:  D:ifemp\IM.img
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7. The machine operator must grant permission for the file transfer at the SINUMERIK control.

Note
Issuing permission for all functions of a session

If the machine operator activates option checkbox "Grant approval for all actions in this
session" then approval is also issued for the following functions of the session:

Screen sharing

File transfer

STEP 7 via Internet
Automatic session recording

Transfer is started if the machine operator presses the "Yes" softkey.
Transfer is denied if the machine operator presses the "No" softkey.
Manage MyHMachines /Remote

Manage

File 18MB.txt to be

|
: Do you want to allow files to be transferred to vour system?
| copied to /card/user.

[IGrant approval for all actions in this session.

8. You see the result at the end of the data transfer.
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E Manage My#achines /Remote Service Clhent o X
& Conference Settings Languages ‘Window (Help ]
Sessiorrumber: 82 - 063 - 717 - 13 Stahus: | Confierene host server: D215506 Nwytg
Maching ID: | Istanbul_B280 P30 Tenant: sag-chrnil
Partidpants
hame Status Terant ms
D215506 Mwyta B Machine aperstor sag-chri) E
0222693 Nwytg £ Leading service enginesr sag-chmd
D221881 Nwytg 9 Observing service enginesr sag-chmd
De\iM.img Recetve Fle Done
Do\ IM.img Send Fie Done:
%
M

Confirming data transfer at the SINUMERIK control system

The machine operator is requested to grant permission. A message window is displayed.

If the remote session with file transfer is to apply to the entire session, the machine operator
selects the "Apply to all in the process!" check box. The machine operator then enables the

remote session with "Yes".

Note
No permission for the entire session

If the machine operator does not grant general permission for all of the actions for the entire
session, the service engineer cannot access the SINUMERIK control when the confirmation
prompts are being displayed. The service engineer can see the screen of the machine operator

during this time, but can no longer perform any operations.

Only after confirmation by the machine operator can the service engineer access the

SINUMERIK control.

If, for example, the service engineer wishes to delete several files from the system of the

machine operator, then the appropriate permission is requested.
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E MMM /Remote Service Client

1 apply to allin the process!

n Do you really want to delete file 'fcardfuser(10MB. twt'?

Resuming the file transfer

If a file transfer is interrupted by a temporary network fault, the copy procedure is resumed
automatically when the connection is established again. During network failure, the
corresponding window is deactivated. As soon as the network fault has been corrected, file
transfer is automatically resumed starting from the last byte transferred successfully.

B Manage MyMachines /Remate Service Client
i Conference Setiings Languages Window Help

Sessionmumber: (06 |- (211 - 537 |- 21 Stabus: | Conflerence hoat server: Maching Operator
Machine ID0: | HOL_41_MMMA Tenant: | mmmde:
Desiinn File Rerote Promote
Hame Status Tenant Sharng Trarvifer Stap7 Cvner
Service Engineer 8 Leadng service engneer Y
Machine Operator &r\udmcosa\r mmmdey Eal 3

Remote fle system

i =] | & L ~| | & @
Ci'sers'testadmin\Deskiop Dumey feard fuser
Hame Size | Date |A|:ul:-|::: Hame Size | Date |A|:ul:-::
0,5 J42019 LILMPM  — asd 212019 4 2042PM  drwrwr-x
|| 100M3, et | W00OME  10/19/2006 241:13 . A= a cammen F409 LZLHOPM drearer-x
10ME tut 10.0 MB 1071572006 2140050 A SNAMICS 12/15/2018 3:11:5% [= 5 R BN
1348 15.0M8  G/2S/2017 75520 AM -4 a snumerk 121872018 1L52 . drwarwir-x
18, et LoME FH0L9 LISIEPM A Sy55em 12/1{3015 9:59:46 AM  drwvarworx
200B, et 290.0ME  10/21/2008 12008 A 10008, et Fl=part 10,2 MA I:l,H,-‘n B 25PN rerT—
soMg SOLOME 100182016 4L . A wosalt_Srumerk_AM.. L5KB ZZYAI H1HI4PHM S
53 5LOME  &/23/2017 LOSIIIPM A~ NOUI4_4740 NCK_PL.. ZLEME  12/15/2018 340:55 .. swrer-
L] 2.0 ME HE200 L1RS1PM A start_shre.sh @B HINOW0 9 2nIT A -
Total progress: E
Progress:
Source
Targeiz
it

If the connection cannot be re-established during the current session, then the transfer can be
continued manually in a later, separate session.

The service engineer must start the copying procedure to the same target directory again. If the
system finds the incomplete file from the previous unsuccessful transfer in this directory, then
the operation is continued from precisely this position.

Manage MyMachines /Remote
Function Manual, 05/2019, A5E44039359B AD

73



Using Manage MyMachines /Remote

9.5 Transfering files

EE Manage Mybdachines Rernote Service Client
i Conference Settings  Languages  'Window  Help

Sessorumber: 77 - 3 - £0S - &0 Status: Mesting host has left the meeting,

Machine ID: | NCU_38_MMMA Terant: | mmmdey
[Desichon File
Hame Status Tenant S Tansf
Service Engineer £ Leading service engineer mermdey
Machire Operator ‘Mndmeoperaur mmmdey &L,

T — =
|N-= Soe ||me |nﬂrh.m-.— | |N-= Soe Date: |mh.m-.—
| 100ME, et 000ME  10/19/2016 241112 . A a

G| system L1/26/2018 2:28:13 _ drwarmenrx
Total progress: [N 0% E
Progress: L 0% 237 ¥Bs
Source: | C:iUsarstestadminDesktnn Dummy | 100ME, tet
Target: | foard fser | 100MB, vt

u

Note
Check the source and target files

To ensure that the source and target files are identical, the checksums are compared first. This
calculation can take several minutes for large files (above approx. 100 MB). During this interval,
the message "Waiting for confirmation!" is displayed in the status bar.

Creating a new directory

You can create new directories on your operator PC or on the SINUMERIK control in the same

way.
1. Navigate to the required directory level.
2. Click the icon to create a new directory.

3. Assign a name to the new directory.

Performance optimization of the file transfer

The "speed" of file transfer depends on the specific network configuration and the network load.
The file transfer rate can also fluctuate substantially during transfer.

In addition to the progress bar, the current percentage and transfer rate (KB/s) can be observed.
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B Manage MyMachines /Ramote Service Cliens — [m] x
i Conference Settngs  Languages Window  Help - 8 X
Sessionnumber: 06 |- (211 - (537 - 21 Status: | Confierence hoat server: Machine Operator
Machine ID: | HCU_$1_MMMA. Terant: | mmmdey
e s - — = = —
Service Engineer £ Leading service engneer mey

Machire Operator & Machire operator

mmmdey ) 3

Progress:

Target: | joardfuser/ 1508

-c =l
lu—e lsnz Jm |.m-h.m:-: I lﬂm lsnz Jm I.erh.rtr: I
B &
1948 1S.0ME  A/ZH2017 T:55:20 A A Q numerd 12/18/20 18 3:11 —
L £ P | system 12/1/2016 9: 5946 AM  drwTwi %

Total progres=: N
L
Source: | i isars| s tadmin Desing \Oummy | 1548

Display of the file transfer in the log

The actions performed by the service engineer are shown in the dialog below the list of
participants in the log.

Log window of the file transfer

File

The log window of the file transfer opens automatically when the service engineer
performs an action.

The window can also be shown or hidden via the "Conference > File Transfer Log"
window.

The directory and the file name to which the actions performed by the service
engineer refer, are displayed in the window.

The log settings can be specified.

Action

Shows the type of action.

Status

Shows the current status of the action.

Sequence

Shows the progress as a percentage and as a progress bar. A progress bar and
percentage is also shown in the lower part of the window.

—a—

The machine operator can cancel the action via the icon.

The log is shown automatically when the service engineer starts the file transfer. Irrespective

of this, the machine operator can open and close the log manually:

1. Call the "Conference" > "File transfer log" menu.
You will see the log with the current status in the lower window.

2. During the file transfer, in addition to the name of the current file, you will see the action
performed, the status, a progress bar and an icon to cancel the file transfer in the log

window.
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Note

In the "Settings" menu, you specify whether the file functions performed during a session are
to be written to a log file.

Canceling file transfer

1. Click on icon [mxaml to cancel an ongoing file transfer.

2. A confirmation prompt is displayed.
Click on "Yes" to irrevocably cancel the file transfer.

E MBAM /Remaote Service Client - x

m Do you really want to cancel the file transfer?

) -

Deleting files
1. Select the directories or files to be deleted.
2. Right-click to call the "Delete file" menu command.

Note

If you delete a directory or a file with write protection, the following prompt is displayed: "File
is write-protected, do you still want to delete it?"

® C(Click "OK" to delete the message.

® [f you no longer want to receive such messages, select the "Use on all in the operation!"
check box before confirming.

You cannot perform any other actions during deletion.

Assigning attributes
As a remote user, you can change the attributes of transferred files or directories:
1. Select the appropriate file or directory.

2. Right-click to call the "Set attributes" menu command.
The setting dialog opens for the attributes of the selected element (file or directory).
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3. Set the required attributes via the check boxes.

4. Click "OK" to confirm the settings.
B Attributes I&

Name | 1M.img

Attributes
B4 archive
B4 Read only
[ Hidden
[ system

] ———

Ending file transfer
You end file transfer in the same way:

e Owner of the conference: You close file transfer using icon "X" in the upper right-hand
section of the window.

e Owner of the conference: You close file transfer and end the conference.
File transfer and any operations still in progress are terminated.

e Machine operator: You leave the conference.
The message "File transfer canceled!" is displayed.
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9.6 Remote STEP 7 via the Internet

With the aid of the "Remote STEP 7" function, as a remote user, you can execute all of the
functions in SIMATIC Manager.

Prerequisites

® The SIMATIC Manager must be installed on the local PC.

® The Service Engineer Client must then be installed.

® The client on the machine operator side must support "Remote STEP 7".

® The network interface of the SIMATIC Manager on the PC must be adapted.

® The "Step 7 via Internet" function is updated.

® The "Commissioning engineer" or "Service engineer" role must be assigned.

® The operator at the SINUMERIK control system must have adequate access rights.
— Machine manufacturer (password)
— Service (password)

— User (password)

Changing the network interface of the SIMATIC Manager

To be able to use the "RemoteS7" function, the network interface of SIMATIC Manager must
first be changed.

1. Open the menu "Tools" > "Set PG/PC interface..." in SIMATIC Manager.

QSIMATIE Manager - [RemotesT -- C:4Program Files'Siemens’Step74.sTproj
&P File Edt Insert PLC Wiew | Options Window Help

0= | BT = | & [, Customize.. Chrl+Alt+E
Access Prokeckion rH

B SINUMERIK Change Log '
E‘ |\_| CPU 317F-3 PH/ADP Text Libraries »
E&I S7-Programmi1) Languaqge for Display Devices. ..

@ Quellen Manage Multiingual Texts r

gy Bausteine
- CF 8400 <l Rewire. .,

-gg SINAMICS Integrated  Run-Time Froperties.

Compate Elocks,

Reference Data »
Define Global Data

Configure Mebwork,

Simulate Modules
Configure Process Diagnostics

Chx Data 3

Set PafPC Interface. ..

2. The "Set PG/PC Interface" dialog opens.
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3. Click the "Access Path" tab.
In the "Interface Parameter Assignment Used" list, navigate to the "RemoteS7" interface
parameter assignment and select the appropriate entry.

4. Click on "Diagnostics..." if you wish to test the interface parameterization.

Access Path | LLDP / DCP |
Access Poirt of the Application:

[STOMUNE  [STEP7) -> RemoleS7 =l

{Gtandard fos STEP 7)

Intesface Paameter Assignment U zed

[Remetes? cactives Froperties...

B FLCSIMIPROFIEUS)
HE PLCSIMTCPAR)
B RemoteST ictives

-l
-
B8 s7UsE - Delete

[RemoteS7 communication for 57
cormection aver RANG)

Irferfaces

Add/Remove: Select. ..

Cacel | Hep |

5. The Diagnostics dialog then opens.

Click "Test". The result is displayed in the Diagnostics dialog.
Click "OK" in both dialogs.

SIMATIC NET diagnostics - Remotes7

SR Protocol |

—5H Status

Test I access points uging thiz paramter set: ;I
-»5FOMLIMNE
SRMD_Set[..] OK
SRMD_Reset]..] OK

Wergion [D: DLL Yergion: 8.1.2003.4274

ok | Cancel Help
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Starting "Remote STEP 7"

1. Click on the "RS7" icon to remotely access the SINUMERIK control system.

Dissiey Mirschinanbackanar - Bamo e &) (e

Remote Step7

2. The function start depends on the default setting:

"Remote STEP 7" is active after a short time when the "Always request permission"
function is selected.

— If the "Always request permission" function is not selected, the machine operator must
permit access.
If the machine operator presses the "Yes" softkey, access is permitted.

e

Manage

Uill you allow user AttendingService Engineer of organization mmmdey
remote Stepd access to the machine?

[CJerant approval for all actions in this session.

3. If the machine operator presses the "No" softkey, access is denied for the remote user.
The remote user receives the following message:

== MM Remobe Service Client

@ Request for Femobe Shep? is denied by the machine oparator!

(|

Access rights at the SINUMERIK control system

80

At the PC, the service engineer clicks on "RS7".

The following access rights are required at the SINUMERIK control system to start "Remote
STEP 7"

® Access level 1 = machine manufacturer (password)
® Access level 2 = service (password)

® Access level 3 = user (password)
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Inadequate access rights
The message is also displayed if the access rights are inadequate:

== MM Remobe Service Client

® Request for Femobe Shep? is denied by the machine oparator!

(|

Inadequate access rights are:

® Access level 4 = keyswitch 3

® Access level 5 = keyswitch 2

® Access level 6 = keyswitch 1

® Access level 7 = keyswitch 0

The current access level is displayed in the lower section of the window.

[N ksl Ve @

Machine configuration

Closing "Remote STEP 7"
1. Check that no operations are active in the SIMATIC Manager.
2. Click the "RS7" icon again to end the remote access.

3. Confirm the prompt with "Yes" if you really want to terminate the function.
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9.7 Transferring the conference leadership

As conference owner, you can transfer the conference leadership to another, observing service
engineer. The owner role therefore switches to another operator.

Procedure

1. As conference owner, click the icon "Leadership transfer" the line of the service
engineer to whom you want to transfer the leadership.

Promoke
Chner
Ixﬁ

| Tramsfer conference control |

After calling the function, the following message appears on your PC:

R MMM /Remote Service Client E3

: ‘Waiting for the answer of the machine operator!

s

The following query appears on the PC of the selected service engineer:

28 MMM Remote Service Client E3

The owner of the conference would like
? to transfer the control bo you! Would wau
3 like to accept the control?

e

2. The observing service engineer must click the "Yes" button to take over the conference
leadership.

Note

If the observing service engineer rejects the transfer of leadership with the "No" button, an
appropriate message appears on the PC.
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3. As former conference leader, you must then confirm the transfer.
If the "Always request permission" function is not active, the machine operator must also
confirm the transfer of leadership. The message "Waiting for confirmation from the machine
operator!" appears on your PC and on the PC of the next conference leader.

4. The machine operator agrees to the transfer of leadership.
The conference leadership is then transferred to the desired observing service engineer.
The changed user roles are updated accordingly in the list of participants.

Note
Rejecting the transfer
If the machine operator rejects the transfer, you and the observing service engineer receive

the following message: "The transfer of leadership has been rejected by the machine
operator!"
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9.8 Evaluating remote session

In ManageMyMachines /Remote, you can evaluate and view remote sessions.

Overview of information

The following information is displayed in the "Conference" window:

Information Description

Initiator Shows the e-mail address of the session leader.
Conference ID Shows the session number of the conference.

Start time Shows the start of the conference with the date and time.
End time Shows the end of the conference with the date and time.
Duration Shows the duration of the conference.

Details Shows further information about the conference.

Further information is displayed in the "Conference details" window:

Information Description

"Participants" tab

User name Shows the e-mail address of the user.

Tenant Shows the organization.

Entry time Shows the entry time with the date and time.

Exit time Shows the exit time with the date and time.

Duration Displays the duration in hours, minutes and seconds.
"Data transfer" tab

File size Shows the file size in bytes.

File name Shows the file name.

Sender Shows the e-mail address of the sender.

Receiver Shows the e-mail address of the receiver.

Start time Shows the start time with the date and time.

End time Shows the end time with the date and time.

Duration Displays the duration in hours, minutes and seconds.

"Promote owner" tab

Current owner of the | Shows the e-mail addresses of the current and previous conference owners.
conference

Previous conference
owner

Conference owner's | Displays the duration of the owner of the conference in hours, minutes and
time seconds.
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Procedure
1. Click the "View logs" button.

g View logs

2. The "Conference" window opens and displays an overview of all sessions.

Displaying detailed information

1. If you want to take a closer look at a conference, select the desired conference and click the
">" putton in the Details column.

2. The "Conference details" window opens and offers you 3 tabs.

3. Click the "Participants" tab for more information about the participating persons.
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4. Click the "Data transfer" tab for more information about the data.

€

5. Open the "Promote owner" tab for more information about the owners of the conference.

< miarence Dotaks
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9.9 Exporting log files

You have the option of exporting the log file for a session.

Procedure

1. Click on "Manage remote access sessions".

Manage remote sessions

Manage Myhda

2. The "Session overview" window opens and displays an overview of all sessions.
Select a session and click "Export".

£ Session overview A T
Sate | Sessioe name Whachise: pash Beciediog PLC Acoess Initiate Saart time
manmidend dceboe 1F147 5] AT T mmmdey = HELZS o e ZT-05- 2079 1022
. | mnmidend] dceboet 1F 147 dRa0 GOd44AST... mmmdev = WL o - g S oo, -0 200 1RINAE
i | menmievAldd | #542he MeSSEIAST1FIR.. ey « NOUDD_ 150515 o s 1 el s gl T 22-05- 2019 10212
. | menmichevialla S0 TeBI 45 ket Shisc 1ad b e GIE_MMMA_ OpenSSLL LY tess NCU_ 26 . O Z0-05-2019 1501787
i | menmdeBala oM TeEO T iMaihiedadl . .x GN_MMMA DpenSSLLLY et NCUEE et ool com 20.05. 2005 15:08:53
i | menmieve IMe5eibIGASESINAZEASAET... 6w » GK_MMMR DgenSELY 1.1 test WCL = =T w.om 20-05- 2019 150606
. | menmdevdalaScdi Teba S5 3dashicledh . » GK_MMMA_ OpenSSLY 11 test NCU_26 Kt ool com 20.05. 2005 15:03:14
= menmdevBallasodi TeEI S5 3bashEcdadh . » GK MMMR QuenSSL1 1.1 test NCU 26 B e et T 20.05. 2019 145232
262 session . 1 2 3 4 85 » w

Export m

3. A browser window opens.
Navigate to the file in the required directory.
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9.10 Changing session data
Parameter
Parameter Description
Logs: Shows the following session data:
Session
Session ID Shows the session ID.
Start time Shows the start and end time in the following format:
End time Year-month-day (YYYY-MM-DD)
Hour:Minute:Second (hh:mm:ss)
Duration Displays the total duration of the session in the following format:
Hour:Minute:Second (hh:mm:ss)
The session is still active if the data is shown in color.
Nodes
Initiator Shows the e-mail addresses of the service engineer.
Machine opera- | Shows the machine operator.
tor
PLC access
Remote STEP 7 | Shows whether the PLC access is via Remote STEP 7:
used ® Yes
* No
Notes
Session name * | Shows the session names.
Service type Shows the following:
® Fee-based service
® Free service
Comment You can add additional comments to the session.
* Is a mandatory field and must be filled out
Manage MyMachines /Remote
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Procedure
When a session is finished, you can still edit or add session data.

1. In the overview, select a session and click on the session name.
2. The "Session information from <session name>" window opens.
— Click on the "Edit notes" button.

— The right window area is released for changes and additions.
Note: You cannot change the log data!
You can enter a different name in the "Session name" text box.
You can add further information in the "Comment" text box.

€ Session log of mmmdevd0dd 1d642be3de55824853191860effd20190522102121

79.041.673-58 b O TS M G B S 9 BT
20190522 102121

2019.05.23 o7-0802

204241

o e e o e cam
Machene Operator

3. Click on "Save" to save the changes.
-OR -
Click "Abort" to discard the entries.
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9.1

Procedure

90

Ending the remote session

For the various participants, a session is terminated in various ways

® The service engineer terminates the session:

— The machine operator at the control system sees the following message: "Session
ended".

— The other participants see the following message: "The session has been terminated by
the owner"

® An observing participant terminates the session:

— The window is closed, however the session remains active.

— The observing participant can join the active session again at any time.
® The machine operator at the control system exits the session:

— The session remains active for all of the other participants.

— The remote access function is deactivated.

Note
Closing a session

Only a service engineer at the PC can close a session.

1. The following icon is displayed in the "Remote access" column if the machine operator exits

the session: | &)

Particpants

Mame Status Terant Desklon
D215506 Nwytg £ Leading service engineer sag-chrnl)

D221881 Nwytg & Machine operator sag-chend )
D222693 Mwytg Q' Dbserving service enginesr sag-chenl

2. Select the "Conference" > "Exit" menu.

B Manage MyMschines /Memate Service Client O b4
Conference  Setings  Languages  Window  Help
2 Create -+ X ] Status: Comference host server: DZ15506 Myl
o Join Tenant: | sag-chrll
£ Leave

Filetrarefier Protocal... — Deskiop Fie femot | romate

Sharing Trarsfer Shep? Chwrer

= C¥HQ e engineer sag-chrni

oassstvtn G Maching cparator sag-chmo s 3]
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3. If actions of the service engineer are still active when you leave the session, relevant
messages are displayed.

4. Click on "Yes" to exit the session.
The functions or applications in progress are aborted.
-OR-
Click "No" if you do not yet want to exit the remote session.

E Manage MyMachine Service Client ﬁ

?

Do you really want to leave the conference?

) ———

-OR -
In the "Conference" menu, select the "Exit" function to terminate the conference.
In the right-hand upper section of the window, click on the "X" to close the window.

= Manage Myhschines Remote Serice Client - (]
|cmn SElEE  Languages  Window  HEp
| FEET § a5 Siatus: | Corderence host server: Machine Oneraor

Fleransfer Frotoon.... Tenanti mmmder

=3
[r= et [Desitop Pi= Aenoie Fromote

]Bl.lhsl Shanng Tronsfer Ste? Cwmer

Service Engineer B Leadng servce engneer e
Machine Operator  ¢f Machine operator mmmcey Sl [3]
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Client functions

10.1 User roles

You can participate in a session with the following roles:

1. Owner of the conference (SE)
2. Machine operator (MO)

3. Observing service engineer in the conference (SE)

These user roles can have different states and are defined on the user interface with different

Role

Status

Owner of the conference

The owner of the conference participates actively in
the session.

Owner of the conference

The owner of the conference is active and hosts the
session (desktop sharing).

Machine operator

The machine operator participates actively in the
session.

Machine operator

The machine operator hosts the conference.

The owner of the conference does not control the
remote desktop.

Machine operator/service engi-
neer

Transfer control

Machine operator

The machine operator was at the conference, but is
currently not present.

Observing service engineer

The observing service engineer participates actively
in the conference.

Observing service engineer

The observing service engineer was at the confer-
ence, but is currently not present.

icons:
Icon | No.
e 1
a2 2
b 3
& 4
22 |5
& |6
g |7
& 8
Information

It is possible to participate as an observing service engineer as follows:

® A service engineer at the operator PC hosts the conference

® A machine operator at the SINUMERIK control participates in the conference
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10.2 Selecting the window display

You have the option of defining how the window is displayed.

Overview

Table 10-1  Editing the window

Action

Description

Close

Closes the window that has just been selected.

Close all windows

Closes all open windows.

Split

Adjusts the size of the opened windows so that all windows share the available
space.

Cascade

Displays the opened windows one behind the other.

Next

Changes to the next open window.

Previous

Changes to the previous open window.

n <window name>

Changes to the open window with <window name>.

Close all

Til=
Cascade

v 1 Filetransfer Protocol
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10.3 Network interruption

The following error message is displayed if the network is interrupted during an active session.

All internally active functions are terminated and "Manage MyMachines /Remote Service
Client" cyclically attempts to participate in the session again.

Click the "Cancel" button to terminate the connection process.

Sessionnumber: &1 - 715 - |33 - 43 SENLS! | Metwork error Connection being re-established. ..
Machine 0= Tstankud_8280 P90 Tenant: | sag-chma
Particpants
Desktop
Name: Sabus Enant
Sharing
DZ1SS06 Mwyty o Machine cperatar sag-cherd L
DZZ1ES] Nwyty B Leadng service enginesr sag-chmid

. Mebwork rtor, Canneciion being re-established..,

===
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10.4 Setting the log-on data
You can save your login data. Your data is then automatically set when logging in.
Settings | Description
Server selection
MMM /Remote Service Serv- | Address of the Manage MyMachines /Remote Server
er
User role
Service engineer Activate the appropriate role.

Machine operator

Login data - my registered user data.

User name Entering the registered MindSphere user data to log in

Tenant

Procedure

1. Call "Settings" > "Login..." in the menu bar.
The "Login settings" window opens.

2. Enter the necessary data.
Click "OK" to save the settings.
-OR-
Click "Cancel" to reject the settings.
E Login settings é

Server Selection
MMM Remaote Service Server:  server L1.mmannsiemens, douwd

User role
(O Service engineer (=) Machine operator

User access data

My registered Usar name:
user data,
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10.5 Setting file transfer

You can log the actions in a file during a remote session. You specify the settings of the log file
in the "File Transfer Settings" window.

Settings Description

Temporary files

Directory: Specify the log directory or create a new directory in which the log files
will be stored.

The directory selection is made in the "Find Directory" window.

Max. file size [KB]: Defining the maximum number of log files.

If"0" is entered, no log files are written. When the maximum number of
files is reached, the oldest log file is deleted.

Additional drive types

Removable drives The machine operator specifies which drive types the service engineer
Remote/network drives may access. If no drive type is selected, the service engineer may only
access the available hard drives.

Procedure

1. Call "Settings" > "File transfer..." in the menu bar.
The "File Transfer Settings" window opens.

2. A standard directory is specified for the logs.
If you want to use another directory as the log directory, you can specify that here. Further
information at: "Find directory / Create new directory".

3. Specify the maximum number of log files that can be saved in the log directory.

4. Then define which drive types are supported for the file transfer.
Select the corresponding check box for each drive type that is to be supported.

5. Click "OK" to save the settings.
-OR-
Click "Cancel" to reject the settings.

B File transfer settings ﬁ

Temporary files
Location:

Max. filesize [Kbytes]:
[tonana

Additional drive types
] Removable Medias (e.q. floppy drive, flash drive or USB stick)
] remote/Metwork drives
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Find directory / Create new directory

1. Click "..." behind "Directory:" if you want to set a different directory than that specified.
The "Find Directory" window opens.

2. Select the required directory in the directory tree.
-OR-
Click "Create new directory" to create a new directory.

3. Click "OK" to specify the directory.
E Find directory Iﬂ

Choose directory:

>£C:

H

ca Dt
> @ DC3-share (X:)
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10.6 Setting the language
You can make the following language setting:
® Set the language you want the display to appear in
® Define 2 favorites to speed up setting the language.

e Use language toggling.

Changing the language in the "Languages" menu
You can change the currently displayed language on two ways.

1. Open the "Languages" menu.
All the available languages are displayed. The current language is marked.

2. Check the check box for the required language.
The user interface is changed and displays the texts in the corresponding language.

Wwindow  Help

Togale language -= DE Chrl+L

GErman

French
Italian
Spanish

Chinese

Toggling the language
You must have first defined 2 favorite languages if you wish to quickly set the language.
1. Call "Settings" > "Language..." in the menu bar.

2. The "Toggle language" window opens.
Select the favorite languages.
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3. Click "OK" to save the selection.
-OR-
Click "Cancel" to reject the selection.

E Toggle language ﬂ

Select languages

E German
B4 English
O French
[0 1talian
[0 spanish
[0 chineze

e -

4. Enter the key combination <Ctrl> and <L>.
The language changes.
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10.7 Setting the log file

A log file is frequently required for diagnostic purposes.

You can activate the creation of a log file and make further settings.

Parameter

Setting

Description

Configuration

Activate logging

Switches the log functionality on/off.

Activate diagnostics
logging

Performs the logging with an increased log level and a greater maximum file
size. More data is therefore available for diagnostic purposes.

In this mode, no maximum file size and no log level must be specified. These
values are specified by "Manage MyMachines /Remote".

Directory:

Defines or creates a directory in which the log files are stored. The directory is
created in the "Find Directory" window.

Max. file size [KB]

Specification of the maximum file size in KB.

"Manage MyMachines /Remote" creates a maximum of 2 log files. As soon as
the first file reaches the maximum size, a new log file is created. If an older file
already exists, then it is overwritten.

Log level

Specifies whether and which data is to be logged.

None

Do not log any data.

Fatal

Critical errors that prevent further program execution.

Error

Simpler errors that occur during the program execution, but that do not prevent
further execution.

Warning

Warnings that indicate problems.

Info

Information that indicates irregularities in the execution.

DebugN

Logging of the program execution. "N" specifies the level of detail.

Procedure

1. Call "Settings" > "Logging..." in the menu bar.
The "Logging settings" window opens.

2. Activate the "Enable logging" checkbox.
This activates the creation of a log file. You create log files with the default settings displayed
in the dialog. If required, you make fine settings for the logging.

3. A standard directory is specified for the log files.
If you want to use another directory as the log file directory, specify that directory; you will
find more information under: "Find directory / Create new directory".
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4. Select the "Activate diagnostics logging" check box if you want an extended log file.
However, you can then no longer manually define the maximum file size and the log level.

5. Click "OK" to save the settings.

-OR -

Click "Cancel" to reject the settings.

E Logging settings

[t

Configuration
[] Enable logging

Location: | C:\ProgramData'Siemens\AsC\Log

Max. filesize [Kbytes]:

1024

] Enable diagnosis logging

Loglevel: |Mone -

e -

Search/create directory

1. Click "..." behind "Directory:" if you want to set a different directory than that specified.
The "Find Directory" window opens.

2. Select the required directory in the directory tree.

-OR -

Click "Create new directory" to create a new directory.

3. Click "OK" to specify the directory.

E Find directory

|t

Choose directory:

=

. Cisco
) Citrix
Gt

. ManageSoft Corp

/ Microsoft
) MysQL

. Orade

. Package Cache

J regid. 1992-12. com.symantec
J regid. 2003-06. com. flexerasoftware

. Siemens

> . AmmExtensionHost

4 | ASC

| &
> . MMMRemoteExtensionHost
> JJ MotionControl

| Skype

Log

&

- ——
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Appendix

A.1 List of abbreviations

Administrator (user role)

AMM /C Analyze MyMachine /Condition

CNC Computerized Numerical Control:
COM Communication

DIR Directory:

FAQ Frequently Asked Questions

h Hour

HTTP Hypertext Transfer Protocol

HTTPS HyperText Transfer Protocol Secure,
B Commissioning engineer (user role)

ID Identification number

IE Internet Explorer

IFC Interface Client

loT Internet of Things

IPC Industrial PC

MB Megabyte

MFA Multi Factor Authentication

MLFB Machine-Readable Product Code
MMM Manage MyMachines

MMM /R Manage MyMachines /Remote

MO Machine operator

MSTT Machine control panel

NC Numerical Control: Numerical control
NCU Numerical Control Unit: NC hardware unit
OEM Original Equipment Manufacturer

OoP Operation Panel: Operating equipment
PC Personal Computer

PCU PC Unit: Computer unit

PLC Programmable Logic Control: Programmable Logic Controller
SE Service engineer

Sl SINUMERIK Integrate

SK Softkey

SW Software

URL Uniform Resource Locator, einheitlicher Ressourcenzeiger
UTC Universal Time Coordinated
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Access levels for STEP 7, 80
AMM/E remote access
Changing the conference leadership, 82

C

Conference
Evaluating, 84
Conference call, 51

D
Desktop sharing, 66

F

File transfer, 51
Assigning attributes, 76
Cancel, 76
Confirm, 72
Deleting files, 76
Entire session, 72
Execution, 69
Exit, 77
Log, 75
Performance optimization, 74
Restart, 73
Settings, 97
Start, 69

Installation
Manage MyMachines /Remote Service Client
MO, 33
Manage MyMachines /Remote Service Client
SE, 43

L

Language
Change, 99

Manage MyMachines /Remote
Function Manual, 05/2019, A5E44039359B AD

Logging settings, 101
Create folder, 102
Find directory, 102

Login MindSphere, 22

Login settings, 96

Logon
MindSphere, 22

M

Manage MyMachine /Remote
Open, 26
Manage MyMachines /Remote
Product information, 13
MindSphere
Login, 22
Product, 13

N

Network interruption, 95

O

OEMFrame application
Integrating, 41

P

Proxy settings, 39, 49
Configuration, 39, 49
Own logon data, 40, 50

R

Recording the session, 51
Remote access
Changing the network interface of the SIMATIC
Manager, 78
Remote STEP 7, 80
Remote access sessions
Exporting, 87
Overview, 56
Remote Service Client
Download on the Web UI, 31
Remote session
Evaluating, 85
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Exit, 90
Overview, 59
Remote STEP 7
Close, 81
Start, 80

S

Screen

Sharing, 66
Screen sharing, 51
Service Client

Logging settings, 101

Login data, 96

Proxy server, 39, 49

Setting the file transfer, 97
Session

Transfer control, 68
Setting the login data, 96
Settings

File transfer settings, 97

Logging, 101

Login, 96

Proxy settings, 39, 49
Step 7 via the Internet, 51
Symbols

Functions, 54

U

User interface, 53
User roles, 53

W
Window display, 94
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