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Legal information

Warning notice system
This manual contains notices you have to observe in order to ensure your personal safety, as well as to prevent damage
to property. The notices referring to your personal safety are highlighted in the manual by a safety alert symbol, notices
referring only to property damage have no safety alert symbol. These notices shown below are graded according to
the degree of danger.

A\ DANGER
indicates that death or severe personal injury will result if proper precautions are not taken.

A\ WARNING
indicates that death or severe personal injury may result if proper precautions are not taken.

A\ cauTiON
indicates that minor personal injury can result if proper precautions are not taken.

NOTICE
indicates that property damage can result if proper precautions are not taken.

If more than one degree of danger is present, the warning notice representing the highest degree of danger will be
used. A notice warning of injury to persons with a safety alert symbol may also include a warning relating to property
damage.

Qualified Personnel
The product/system described in this documentation may be operated only by personnel qualified for the specific
task in accordance with the relevant documentation, in particular its warning notices and safety instructions.
Qualified personnel are those who, based on their training and experience, are capable of identifying risks and
avoiding potential hazards when working with these products/systems.

Proper use of Siemens products
Note the following:

A\ WARNING

Siemens products may only be used for the applications described in the catalog and in the relevant technical
documentation. If products and components from other manufacturers are used, these must be recommended or
approved by Siemens. Proper transport, storage, installation, assembly, commissioning, operation and maintenance
are required to ensure that the products operate safely and without any problems. The permissible ambient
conditions must be complied with. The information in the relevant documentation must be observed.

Trademarks

All names identified by ® are registered trademarks of Siemens AG. The remaining trademarks in this publication may
be trademarks whose use by third parties for their own purposes could violate the rights of the owner.

Disclaimer of Liability
We have reviewed the contents of this publication to ensure consistency with the hardware and software described.
Since variance cannot be precluded entirely, we cannot guarantee full consistency. However, the information in this
publication is reviewed regularly and any necessary corrections are included in subsequent editions.
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General Data Protection Regulation (GDPR) 1

Personal data

Purposes

Siemens adheres to the principles of data protection, in particular the principles of data
minimization (Privacy by Design).

For this product, SIMATIC S7 Connector Configurator, this means:

There is no personal data* collected but following data is stored to allow machine to machine
communication:

¢ Industrial Edge Databus credentials

e S7+ legitimization credentials

¢ OPC-UA server login credentials

e OPC-UA server certificates for encryption and signing
¢ Tags data and metadata from field devices

e Timestamp

¢ Smart device information and app usage data

If the customer links the data mentioned above to other data (e.g., shift plans) or if the customer
saves personal information on the same medium (e.g. hard disk) and thus creates a personal
reference, the customer has to ensure that the guidelines regarding data protection are
observed.

Note

* This section refers to any personal data processed by the Application other than the personal
data contained in log-files / tracking data (if any). "Personal data" are any information relating to
anidentified or identifiable natural person. Please note that IP-addresses, device identifiers such
as IMEI, UDID, IMSI, MAC-address, MSISDN, location data or machine data (if machine data

tracks events triggered by user interaction with the machine) usually qualify as personal data.

The data mentioned above is required for the following purposes:
* Access protection and security measures

* Message system for traceability and availability

* For app diagnosis

Storage of the data is affected for a suitable purpose and is limited to what is strictly necessary,
as the information is indispensable in order to identify the authorized operators.

SIMATIC S7 Connector Configurator V1.2
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General Data Protection Regulation (GDPR)

Securing of data

Deletion policy

The above data will not be stored anonymously or pseudonymized, as the purpose
(identification of the operating personnel) cannot be achieved otherwise.

The following data will be used only within the product and within the Edge eco-system and will
not be automatically passed on to third parties or unauthorized persons:

* Industrial Edge Databus credentials
e S7+ legitimization credentials

e OPC-UA server login credentials

* OPC-UA server certificates

The above data is secured by adequate technical measures, such as storing and encryption of
process data in databases.

The tags data and metadata from field devices data will be used only within the product and will
not be automatically passed on to third parties or unauthorized persons.

The customer must ensure the access protection as part of his process configuration.

This product does not provide an automatic deletion for the databus or PLC credentials already
provided by the user. In case the user provides a different databus or PLC credentials, the
previous credentials will be overwritten. Since there is no explicit delete option, the user could
provide junk databus or PLC credentials to delete the existing valid credentials.

If the user deletes a connection or tag, then the credentials information and other details would
also be deleted.

In short, the collected log data will be automatically deleted once the limit is reached (oldest
entries first).

Data configuration

The customer can configure the data collected via the product as follows:

¢ Using the App Configurator

SIMATIC S7 Connector Configurator V1.2
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Security information

Siemens provides products and solutions with industrial security functions that support the
secure operation of plants, systems, machines, and networks.

In order to protect plants, systems, machines and networks against cyber threats, it is necessary
to implement — and continuously maintain — a holistic, state-of-the-art industrial security
concept. Siemens’ products and solutions form one element of such a concept.

Customers are responsible for preventing unauthorized access to their plants, systems,
machines and networks. These systems, machines and components should only be connected
to the enterprise network or the Internet if and only to the extent necessary and with appropriate
security measures (firewalls and/or network segmentation) in place.

You can find more information on protective measures in the area of industrial security by
visiting:

https:/lwww.siemens.com/industrialsecurity.

Siemens’ products and solutions undergo continuous development to make them more secure.
Siemens strongly recommends performing product updates as soon as they are available and
using only the latest product versions. Use of product versions that are no longer supported, and
failure to apply latest updates may increase customer’s exposure to cyber threats.

To stay informed about product updates, subscribe to the Siemens Industrial Security RSS Feed
under
https:/lwww.siemens.com/industrialsecurity.

SIMATIC S7 Connector Configurator V1.2
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Security Information for Industrial Edge App

Security information (assumption/constraint) for Industrial Edge Apps are as follows:

Only authorized internal operators will have access to Industrial Edge Device with-in secure
network using VPN connection.

Perimeter firewall configuration responsibility lies with end customer.
Security guidelines for usage of USB sticks within shop floor are applied.

Creating users with appropriate access rights needs to be done during commissioning and it
is the responsibility of the operator.

Customer is responsible for configuring the application as per the installation/user manual,
based on system requirements and technical capabilities of app documented so that the
Automation System performance is not impacted.

The systemisinstalled in an environment thatensures physical access is limited to authorized
maintenance personnel only. Managing unauthorized attachment of removable devices is
the responsibility of the operator.

The platform including hardware, firmware and operating system is securely configured and
maintained by the operator.

The operator is capable of protecting the environment from malware infection.

Centralized IT security components (Active Directory, Centralized IT Logging Server) are
provided and well secured by the operator and can be trusted.

The operator personnel accessing the system is well trained in the usage of the system and
general information security aspects like password handling, removable media, etc. are in
place.

Operator is responsible for the CIA of data stored outside the Industrial Edge Device.

Operator is responsible for configuring the PLC's with appropriate read/write access levels
(Legitimization) and configure Industrial Edge Apps with appropriate passwords for data
collection from PLC's.

Customer takes care about time sync of Industrial Edge Management and Industrial Edge
Device.

SIMATIC S7 Connector Configurator V1.2
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Introduction to SIMATIC S7 Connector 4

The SIMATIC S7 Connector connects your Industrial Edge Device to a S7-Protocol
(57-300/400/1200/1500) controller, Optimized S7-Protocol (S7-1200/1500) controller, or an
OPC UA (OPC Server). You can configure these connections using the SIMATIC S7 Connector
Configurator. You can use the configured connections to transfer the measured value series of
selected data points to the Industrial Edge Runtime of the respective Industrial Edge Device. The
Industrial Edge Runtime sends this data to the Industrial Edge Databus. You can then use the
data collected via the Industrial Edge Databus for your Industrial Edge App or other applications.

The SIMATIC S7 Connector provides easy connectivity with SIMATIC PLCs (S7-300, S7-400,
S7-1200, S7-1500) via communication channel for tags and alarms data acquisition.

The SIMATIC S7 Connector consists of the following two components:

1. SIMATIC S7 Connector Configurator in Industrial Edge Management
The SIMATIC S7 Connector Configurator in the Industrial Edge Management provides its own
user interface that you can use to manage the SIMATIC S7 Connector on the respective
Industrial Edge Device.

2. SIMATIC S7 Connector
The SIMATIC S7 Connector is an application that runs on the individual Industrial Edge
Device. You caninstall the SIMATICS7 Connector on all Industrial Edge Devices that you want
to connect to your controllers. The SIMATIC S7 Connector sends the data point values
imported from the controllers to the Industrial Edge Databus through the Industrial Edge
Runtime.

SIMATIC S7 Connector Configurator V1.2
Operating Manual, 06/2021, ASE50594971-AA 11



Introduction to SIMATIC S7 Connector
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User Interface for SIMATIC S7 Connector
Configurator Home Page 5

Prerequisite
e SIMATIC S7 Connector app must be installed and running on the Industrial Edge Device.

e SIMATIC S7 Connector Configurator must be installed and running on the Industrial Edge
Management.

Home page

When you launch SIMATIC S7 Connector Configurator, the home page is displayed as follows:

® ® T

. e e
Configure Data|Source for reed N b'ﬁl
=== =) =)
Mame Comments ~ Address Data Type Acquisition Cycle Acquisition Mode Access Mode = Actions
X T T T 5 T Y T
W | b S7Plus 0 F+i=
b 57-1500 o F+ids
¥ 57-1500-2 0 F+8=

Add Data Source Button
Delete Button

Data Source Table
Deploy Button
Start/Stop Project Button
Import/Export Icons

OIIGIOIOIOLS)

Settings Icon

Ul Elements

The following table lists the different Ul elements in the "Configure" section page:

Symbol Description
Add Data Source Button Enables to add a new data source.
Delete Button Enables to delete the data source and data points.

SIMATIC S7 Connector Configurator V1.2
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User Interface for SIMATIC S7 Connector Configurator Home Page

Symbol

Description

Data Source Table

Displays the data source and data points and their information as follows:

* "Name": Displays the name of the data point.

¢ "Comments": Displays the given comments.

* "Address": Displays the address of the data point in the controller or on the server.
* "Data Type": Displays the data point type.

* "Acquisition Cycle": Displays the acquisition cycle with which the data is sent to the Da-
tabus.

e "Acquisition Mode": Displays the acquisition mode with which the data is sent to the
Databus.

* "Access Mode": Displays the access permission.
e "Actions": Displays the "Edit Data Source", "Add Tags", and "Import Tags" options.

Deploy Button

Enables to deploy the project. If you close the SIMATIC S7 Connector Configurator, then all the
unsaved configurations are lost. The "Deploy" button saves the configuration on the Industrial
Edge Runtime of the SIMATIC S7 Connector.

Start/Stop Project Button

Enables to start and stop the project.

Import/Export Icons

Enable to import and export the configuration. For more information, refer Import/Export
Configuration (Page 45).

Settings Icon

Enables to perform the following tasks:

1. You can specify SIMATIC S7 Connector user credentials which you define in Industrial Edge
Databus Configurator.

2. You can specify configuration version of the SIMATIC S7 Connector Configurator.
For more information, refer Configure Settings (Page 40).

14
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Working with SIMATIC S7 Connector Configurator 6

The SIMATIC S7 Connector Configurator allows you to add field devices to Industrial Edge Device
and create data point lists. It supports multiple user access with the following scenarios:

* One user can access SIMATIC S7 Connector Configurator on multiple Industrial Edge Device

(IED).

But the user cannot access SIMATIC S7 Connector Configurator on the same IED in multiple

tabs of same browser or multiple browsers.

¢ Two users can access SIMATIC S7 Connector Configurator on two different IEDs

simultaneously.

When the two users access SIMATIC S7 Connector Configurator on the same IED, a message
is displayed to the second user that the IED is in use already. Therefore, the second user

cannot access SIMATIC S7 Connector Configurator.

Note

When you perform
* add, edit, or delete of a data source,
e add, edit, import, or delete of a tag,

you must click "Deploy” button to save the changes on the Industrial Edge Runtime of the

SIMATIC S7 Connector.

6.1 Managing Data Sources

A data source is a field device which provides the data. You can configure the SIMATIC S7
Connector to the field devices to consume the acquired data in the Industrial Edge Device for

value creation.

The SIMATIC S7 Connector Configurator supports the following three communication channels:

1. S7-Protocol (57-300/400/1200/1500)
2. Optimized S7-Protocol (57-1200/1500)
3. OPC UA (OPC Server)

6.1.1 Configure S7-Protocol (57-300/400/1200/1500) Data Source

You can configure S7-Protocol (S7-300/400/1200/1500) controller data source in the SIMATIC S7

Connector Configurator. The Configurator allows you to configure the S7-Protocol

(57-300/400/1200/1500) communication channel to the SIMATIC PLCs for data acquisition.

SIMATIC S7 Connector Configurator V1.2
Operating Manual, 06/2021, ASE50594971-AA
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Working with SIMATIC S7 Connector Configurator

6.1 Managing Data Sources

Example Scenario

A Plant Administrator or Industrial Edge Box Operator would like to configure the data
acquisition from the S7-Protocol (57-300/400/1200/1500) controller, and subsequently would
like to create value from the acquired data.

Prerequisite
The SIMATIC S7 Connector Configurator must be running.

Procedure
To configure S7-Protocol (S7-300/400/1200/1500) controller data source, follow these steps:

1. Launch the SIMATIC S7 Connector Configurator.
The Configurator home page is displayed.

2. Click "Add Data Source" in the upper-left corner.
The "Add" dialog box is displayed as follows:

Add X

Data Source Type: Choose Data Source Type v

Add

SIMATIC S7 Connector Configurator V1.2
16 Operating Manual, 06/2021, ASE50594971-AA



Working with SIMATIC S7 Connector Configurator

6.1 Managing Data Sources

3. Select the S7-Protocol (S7-300/400/1200/1500) data source type from the "Data Source

Type" drop-down.

The fields are displayed as follows:

Add

Data Source Type:

Name:

IP Address:

Rack Number:

Slot Number:

PLC Type:

S7-Protocol (S7-300/400/1200/1500) v

Enter PLC Name

Enter IP Address

Choose PLC Type v

Add

4. Complete the following fields:

Field Name

Definition

Name

Defines the name of the data source.

IP Address

Defines the IP address of the S7-Protocol (5S7-300/400/1200/1500) con-
troller with the desired data points.

Rack Number

Defines the rack of the S7-Protocol (57-300/400/1200/1500) controller.
The default value is 0.

Slot Number

Defines the slot of the S7-Protocol (S7-300/400/1200/1500) controller.
The default value is 1.

PLC Type

Specifies the PLC type.

Full Text Alarms

Enables the full text alarms. This field is displayed when you select "PLC
Type" as 300/400.

This checkbox is enabled only when project runtime is not running.

*All the fields are mandatory.

5. Click "Add".

The data source is added and displayed in the "Data Source" table.

SIMATIC S7 Connector Configurator V1.2
Operating Manual, 06/2021, ASE50594971-AA
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Working with SIMATIC S7 Connector Configurator

6.1 Managing Data Sources

6.1.2 Configure OPC-UA Data Source

You can configure OPC-UA server data source in the SIMATIC S7 Connector Configurator. The
Configurator allows you to configure the OPC-UA communication channel for data acquisition
using different OPC-UA messaging modes.

Example Scenario

A Plant Administrator or Industrial Edge Box Operator would like to configure the data
acquisition from the PLC's OPC-UA Server, and subsequently would like to create value from the
acquired data.

Prerequisite
The SIMATIC S7 Connector Configurator must be running.

Procedure
To configure OPC-UA server data source, follow these steps:

1. Launch the SIMATIC S7 Connector Configurator.
The Configurator home page is displayed.

2. Click "Add Data Source" in the upper-left corner.
The "Add" dialog box is displayed as follows:

Add X

Data Source Type: Choose Data Source Type v

Add

SIMATIC S7 Connector Configurator V1.2
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Working with SIMATIC S7 Connector Configurator

6.1 Managing Data Sources

3. Select the OPC UA (OPC Server) data source type from the "Data Source Type" drop-down.
The fields are displayed as follows:

Data Source Type:

OPC UA (OPC Server)

Name: Enter PLC Name
OPC-UA URL: opc.tep://
Port number: Enter Port Number

Messaging Mode:

Authentication Mode:

Choose Messaging Mode

Choose Authentication Mode

SIMATIC S7 Connector Configurator V1.2
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Working with SIMATIC S7 Connector Configurator

6.1 Managing Data Sources

20

4. Complete the following fields:

Field Name Definition
Name Defines the name of the data source.
OPC-UA URL Defines the IP address of the OPC-UA server with the desired data points.

Port number

Defines the port number of the IP address of the OPC UA server.

Authentication Mode

Specifies the authentication. The available options are as follows:

1. "Anonymous": On selecting this option, you do not need any authen-
tication.

2. "UserID & Password": On selecting this option, you must enter the
username and password that you used when configuring the OPC-UA
server in the TIA Portal.

User ID Defines the username that you used when configuring the OPC-UA server
in the TIA Portal. This field appears when authentication mode is selected
as "UserlD & Password".

Password Defines the password that you used when configuring the OPC-UA server

in the TIA Portal. This field appears when authentication mode is selected
as "UserID & Password".

Messaging Mode

Specifies the messaging mode. The available options are as follows:
1. "None": It specifies no security.

2. "Sign": It specifies secure communication with signed client and server
certificates.

3. "Sign and Encrypt": It specifies secure communication with signed cli-
ent and server certificates with additional security where the data is
encrypted from server application and sent to the client.

Security Policy

Specifies the security policies. The available options are as follows:
1. Basic128Rsa15

2. Basic256

3. Basic256Sha256

You must ensure that your selected security policy matches the algorithm
that was used to generate the certificates from the TIA portal.

This field appears when messaging mode is selected as "Sign" or "Sign and
Encrypt".

Client PKCS12 file

Specifies the client certificate which is exported from the TIA portal.
This field appears when a security policy is selected in "Security Policy" field.

You can protect the Project by selecting the "Project Protection” option in
the TIA portal. Subsequently, the "Certificate Manager" is enabled to ex-
port the certificate in ".p12' format.

When you export the "Client PKCS12 file" from the TIA portal, a password
window is displayed. You can define your own password. The same pass-
word is used in "PKCS12 Import Password" field in the SIMATIC S7 Connec-
tor Configurator.

SIMATIC S7 Connector Configurator V1.2
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Working with SIMATIC S7 Connector Configurator
6.1 Managing Data Sources

Field Name Definition
PKCS12 Import Pass- Defines the password that you used when exporting the "Client PKCS12
word file" from the TIA portal. This is used to extract the client certificate data in

the backend.
This field appears when a file is selected in "Client PKCS12 file" field.
Server DER certificate Specifies the server certificate which is exported from the TIA portal.

This field appears when a security policy is selected in "Security Policy" field.

You can protect the Project by selecting the "Project Protection" option in
the TIA portal. Subsequently, the "Certificate Manager" is enabled to ex-
port the certificate in ".der' format.

*All the fields are mandatory.

5. Click "Add".
The data source is added and displayed in the "Data Source" table.

For more information on client and server certificates, refer How to Generate OPC-UA Client and
Server Certificates? (Page 65)

Note
* Itis not mandatory to sync time between IED and PLC with UTC. By default, the IED time is
published in case of OPC-UA Tags.

* If you configure secure OPC-UA connection using certificates, you must ensure that the
certificates generated in the PLC must not be of future time. (PLC/OPC-UA server time should
not be future time.)

Note
OPC-UA Support for Non-Siemens PLC

SIMATICS7 Connector Configurator supports reading of the tag values from non-Siemens PLC for
OPC-UA connection. It supports PLC Type: OMRON NX102-1200 with Firmware version: V1.31.

When you configure non-Siemens PLCs for example OMRON, you must provide the address of
the tag in following format:

ns=urn:OMRON:NxOpcUaServer:FactoryAutomation; s="<Tag name>"

OPC-UA connection with authentication and messaging mode is not supported for OMRON PLC.

6.1.3 Configure Optimized S7-Protocol (S7-1200/1500) Data Source

You can configure Optimized S7-Protocol (S7-1200/1500) controller data source in the SIMATIC
S7 Connector Configurator. The Configurator allows you to configure the Optimized S7-Protocol
(57-1200/1500) communication channel to the SIMATIC PLCs for data acquisition.

Example Scenario

A Plant Administrator or Industrial Edge Box Operator would like to configure the data
acquisition from the Optimized S7-Protocol (S7-1200/1500) controller, and subsequently would
like to create value from the acquired data.
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Prerequisite
The SIMATIC S7 Connector Configurator must be running.

Procedure
To configure Optimized S7-Protocol (S7-1200/1500) controller data source, follow these steps:

1. Launch the SIMATIC S7 Connector Configurator.
The Configurator home page is displayed.

2. Click "Add Data Source" in the upper-left corner.
The "Add" dialog box is displayed as follows:

Data Source Type: Choose Data Source Type v

SIMATIC S7 Connector Configurator V1.2
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3. Select the Optimized S7-Protocol (57-1200/1500) data source type from the "Data Source
Type" drop-down.
The fields are displayed as follows:

Add X

Data Source Type: Optimized S7-Protocol (S7-1200/1500 +
Name: Enter PLC Name
PLC Type: Choose PLC Type v

IP Address: Enter IP Address

Access Level: Select Access Level v
Access Password: Enter Password
Add

4. Complete the following fields:

Field Name Definition

Name Defines the name of the data source.

PLC Type Specifies the PLC type.

IP Address Defines the IP address of the Optimized S7-Protocol (57-1200/1500) con-

troller with the desired data points.

Access Level Specifies the access level. The available options are as follows:
1. No Access(complete protection)

2. Full Access(no protection)

Access Password Defines the access password. This field is enabled when you select "Access
Level" as No Access(complete protection).

For more information, refer How to Configure Access Password?
(Page 73)

*All the fields are mandatory.

5. Click "Add".
The data source is added and displayed in the "Data Source" table.
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6.1.4

Prerequisite

Procedure

6.1.5

Prerequisite

Procedure
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Edit Data Source

You can edit a data source in the SIMATIC S7 Connector Configurator and update the required
details. The updated details are configured for the data source.

* The SIMATIC S7 Connector Configurator must be running.

¢ A data source must be available.

To edit a data source, follow these steps:

1. Launch the SIMATIC S7 Connector Configurator.
The Configurator home page is displayed.

2. Click [# under the "Actions" column of the data source that you want to edit.
The "Edit Data Source" dialog box is displayed.
3. Modify the relevant details.
Note
You cannot edit the "Connection Name" and "IP Address” for a data source once it is at
Industrial Edge Runtime.
4. Click "Save".

The data source is modified and displayed in the "Data Source" table.

Delete Data Source

You can delete a data source in the SIMATIC S7 Connector Configurator. The "Data Source" table
is updated with the updated list of the data sources. You must deploy the project using "Deploy"
button to reflect the deleted configuration.

* The SIMATIC S7 Connector Configurator must be running.

e A data source must be available.

To delete a data source, follow these steps:

1. Launch the SIMATIC S7 Connector Configurator.
The Configurator home page is displayed.

2. Select the data source records that you want to delete.
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3. Click "Delete" in the upper-left corner.
A confirmation message is displayed.

4. Click "OK".
The data sources are deleted and removed from the "Data Source" table.
The deleted data is hidden and only after click on "Deploy" it is deleted from the Industrial

Edge Runtime.

6.2 Managing Tags/Data Points

6.2.1 Add Tags
You can add a data point or tag from a data source in the SIMATIC S7 Connector Configurator.

Prerequisite
¢ The SIMATIC S7 Connector Configurator must be running.

e A data source must be available.

SIMATIC S7 Connector Configurator V1.2
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Procedure
To add data points from a data source, follow these steps:
1. Launch the SIMATIC S7 Connector Configurator.
The Configurator home page is displayed.
2. Click 4 under the "Actions" column of the data source to which you want to add a tag.
The "Add Tags" dialog box is displayed based on the data source as follows:
For S7-Protocol (§7-300/400/1200/1500):
Add Tags x
MName Comments Address Data Type  String Length Array  Array Size Acquisition Cycle  Acquisition Mode  Access Mode  Actions
MNama Enter Com Enter Ad Choc ~ Enter Strin Array Sizi Choose - Choose w Choose ~ |+

Add Tags

Note

* Only the 'Char' data type supports the array feature for S7-Protocol
(57-300/400/1200/1500) data source in the configurator, but the data is published as
simple scalar values for each array elements.

¢ If you have configured string datatype in TIA Portal, then by default the string length is set
to 210 for S7-Protocol (S7-300/400/1200/1500).

With "Configurator Version" as 1.2, all the array elements are published as scalar Char value.
Any value change notification of one child element results in publishing of only that child tag
value.

SIMATIC S7 Connector Configurator V1.2
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ie/mij/simatic/v1/s7ct/dp : msg.payload : Object

v object
seq: 1

¥ connections: array[1]

*8: object
name: "S7"
type: "S7"

¥ dataPoints: array[1]
v @: object

name: "default"

6.2 Managing Tags/Data Points

topic: "iefd/j/simatic/v1l/s7cl/dp/r/ST7/default”

publishType: "bulk"

¥ dataPointDefinitions: array[4]

SIMATIC S7 Connector Configurator V1.2

*8: object
name: "Charlrr/8"
id: "1e4™
dataType: "Char"
*1: obhject
name: "CharfArr/1"
id: "185"
dataType: "Char"
P 2: object
» 3: ohject
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ie/dij/simatic/v1/s7c1/dp/riST/default - msg.payload : Object
v ohject
seq: 1
vals: arrayf4]

v 8: object
id: "1e4"
qc: @
qx: 28
ts: "2821-84-01T06:20:06.8112"
wval: "A"

¥v1: object
id: "1es5"
qc: ©
qx: 28
ts: "2821-84-01T06:20:06.8112"
val: "B"

v 2: object
id: "1ees"
qc: ©
qx: 28
ts: "2821-84-01T066:20:086.811Z2"
val: "C"

» 3: object

For Optimized S7-Protocol (S7-1200/1500):

Name Comments Address Data Type  String Length Acquisition Cycle  Acquisition Mode  Access Mode  Actions
1

Enter Strin Choose v

Choose A Choose v

|

Name ‘ Enter Comi ‘ Enter Ad: ‘ Choo ~

SIMATIC S7 Connector Configurator V1.2
28 Operating Manual, 06/2021, ASE50594971-AA



Working with SIMATIC S7 Connector Configurator
6.2 Managing Tags/Data Points

Note

* Optimized S7-Protocol (S7-1200/1500) data source does not support the array feature.

¢ Ifyou have configured string datatype in TIA Portal, then by default the string length is set
to 254 for Optimized S7-Protocol (57-1200/1500).

For OPC UA (OPC Server):

Add Tags X
Name Comments Address Data Type Array Acquisition Cycle Acquisition Mode Access Mode Actions
Name Enter Comments Enter Address Cho Choose o Choose v Choose ~ | +
Add Tags
Note

* The array data for OPC UA (OPC Server) data source is published as simple scalar value as
String and Pipe separated.

e OPC UA (OPC Server) data source does not support the "String Length" field.
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3. Complete the following fields:

Field Name Definition

Name Defines the name of the data point.

Comments Defines the comments.

Address Defines the address of the data point in the controller or on the server.
For an OPC-UA server connection, the address must have the following syn-
tax: ns=3; s=<DATA_BLOCK>.<TAG>
Replace the "<DATA_BLOCK>"and "<TAG>" placeholders with the correspond-
ing address of the data point.

Data Type Specifies the data point type. For more information on the data types,

refer Data Types (Page 77).

The "Data Type" drop-down displays the data type options based on the data

source as follows:

* S7-Protocol (S7-300/400/1200/1500) supports Bool, Int, Byte, Dint, Real,
String, Word, USInt, Uint, UDInt, Dword, Date, Time, Char, DateTime, and
Char Array.

For more information on String data type, refer How to Configure String
Datatype in S7-Protocol (57-300/400/1200/1500)? (Page 64)

¢ Optimized S7-Protocol (S7-1200/1500) supports Bool, Int, Byte, Dint, Re-
al, String, Word, Lint, Sint, USInt, Uint, UDInt, ULInt, Lreal, Dword, Lword,
Date, Time, TOD, Ltime, LTOD, Char, and DateTime.

¢ OPC UA (OPC Server) supports Bool, Int, Byte, Dint, Real, String, Word,
Lint, Sint, USInt, Uint, UDInt, ULInt, Lreal, Dword, Lword, Char, Bool Array,
Int Array, Dint Array, String Array, Word Array, Lint Array, Sint Array, Uint
Array, Udint Array, ULInt Array, Real Array, Dword Array, LWOrd Array, and
Lreal Array.

String Length

Defines the string length to read the correct tag value.

If you have configured fixed length string datatype in TIA Portal, then you
must enter the correct string length in this field to read the correct tag value.

Array Enables the array feature. Array feature is used to accumulate different PLC
values in one array as required.
Array Size Defines the size of the array.

Acquisition Cycle

Specifies the acquisition cycle with which the data is sent to the Databus. The
available options are as follows:

¢ 10 milliseconds
¢ 50 milliseconds
¢ 100 milliseconds
e 250 milliseconds

¢ 500 milliseconds

e 1second
¢ 2second
e 5second

* 10 second
As a rule, the '1 second' acquisition cycle is used.

Only OPC-UA supports highspeed acquisition cycle support of 10 milliseconds
and 50 milliseconds.
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Operating Manual, 06/2021, A5SE50594971-AA



Working with SIMATIC S7 Connector Configurator

6.2 Managing Tags/Data Points

Field Name

Definition

Acquisition Mode

Specifies the acquisition mode of the data. The available options are as fol-
lows:

¢ CyclicContinuous
¢ CyclicOnChange

OPC-UA and Optimized S7 Protocol (S7-1200/1500) data source type support
only "CyclicOnChange".

Access Mode

Specifies the access mode of the tags. You can configure the tags as readable,
writable, or both readable-writable. The available options are as follows:

e "Read": This access mode is applicable only for 'Read' configured tags.

¢ "Read and Write": With this access mode, the value can be 'Read’ and
‘Write'.

*All the fields are mandatory.
You can add multiple data points as required by clicking < under the "Actions" column.

4. Click "Add Tags".

The data points are added below the data source.

6.2.2 Edit Tags

You can edit a data point or tag in the SIMATIC S7 Connector Configurator and update the
required details. The updated details are configured for the data source.

Prerequisite

* The SIMATIC S7 Connector Configurator must be running.

¢ A data source and a data point must be available.

Procedure

To edit a data point, follow these steps:

1. Launch the SIMATIC S7 Connector Configurator.
The Configurator home page is displayed.

2. Click [# under the "Actions" column of the data point that you want to edit.
The "Edit Tag" dialog box is displayed.

Note

You cannot edit the "Tag Name", "Acquisition Mode", "Data Type", and "Access Mode" for a tag
once it is at Industrial Edge Runtime.

w

4. Click "Save".

Modify the relevant details.

The data point is modified and displayed in the "Data Source" table.

SIMATIC S7 Connector Configurator V1.2
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6.2.3 Import Tags

The SIMATIC S7 Connector Configurator allows you to import multiple data points or tags
simultaneously from a TIA Portal project. You can select a file with the datapoints from the TIA
Portal and export it from the TIA Portal and import it to the SIMATIC S7 Connector Configurator.

The file must correspond to the ".xml' file type.

In addition, S7-Protocol (57-300/400/1200/1500) data source supports import of ".xls' file. The
'xIs' format support is not from TIA Portal but from TagConverter Tool.

For more information, refer How to Export Tags from TIA Portal? (Page 58)

If tag names, that you have in the imported tag file, contain specific special characters, then
these are replaced by the characters as mentioned in the following table:

Character in Tag name in TIA Mapped to SIMATIC S7 Connector
(It is removed.)

# 1

[ 2

] 3
4

< 5

> _6

+ 7

/ 8

\ 9

$ 0

This replacement is done to handle download failures, since these special characters are not

supported in SIMATIC S7 Connector.

Prerequisite

¢ The SIMATIC S7 Connector Configurator must be running.

* The required data points file must be available.

32
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Procedure

To import the data points, follow these steps:

1. Launch the SIMATIC S7 Connector Configurator.

The Configurator home page is displayed.

6.2 Managing Tags/Data Points

2. Click 5§ under the "Actions" column of the data source to which you want to import the data

points.

The "Open" dialog box is displayed as follows:

€ Open
1+ ¥ > ThisPC » Downloads

Organize « Mew folder

Mame

:;i’ importxml

| PLCTagsaxml

[ PLCTags1amli

éi’ TagObjectDSLyxml

Date modified

Type Size
XML File
AMIL File
XML File
XML File

File name: ||

v I XML Document

SIMATIC S7 Connector Configurator V1.2
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3. Select the required file and click "Open".
The "Import" dialog box is displayed as follows:

Q 18 tags found.

o 1 tags have duplicate tagnames. 5 tags have invalid characters.

Details

Itdisplays the valid tags, duplicate tags, existing tags already loaded in the configurator, tags
having invalid data types, and tags with invalid characters. You can click "Details" hyperlink
to view the invalid tags details.

4. Click "OK".
The "Import Tags" dialog box is displayed as follows:

Acquisition Cycle 1 second w Acquisition Mode CyclicOnChange ~ Access Mode Read w
[l Mame 5 Address Data Type
Y. | Search T | Search T | Search T
AlwaysFALSE 1.3 Bool
[ | | AlwaysTRUE %1.2 Bool
[] |Clock_0_5Hz %MO.7 Bool
[] |Clock_0_625Hz %MO.6 Bool
[] | Clock_10Hz %MO.0 Bool
(] | Clock_1Hz %MO.5 Bool
[1 [Clock 1 25Hz Fah0.4 Bool

5. Specify the acquisition cycle, acquisition mode, and access mode using "Acquisition Cycle”,
"Acquisition Mode", and "Access Mode" drop-down respectively.

6. Mark true against the tags that you want to import and click "Add Tags".
The tags are added below the data source.
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6.2.4

Prerequisite

Browse Tags

6.2 Managing Tags/Data Points

The SIMATIC S7 Connector Configurator allows you to browse the data points or tags from a PLC
and add them to the data source. Only OPC-UA and Optimized S7-Protocol (57-1200/1500) data
source types support the Browse Tags functionality.

If tag names, that you have browsed, contain specific special characters, then these are replaced
by the characters as mentioned in the following table:

Character in Tag name in TIA Mapped to SIMATIC S7 Connector
(It is removed.)

# 1

[ 2

] 3
4

< 5

> _6

+ 7

l 8

\ 9

$ 0

This replacement is done to handle download failures, since these special characters are not

supported in SIMATIC S7 Connector.

¢ The SIMATIC S7 Connector Configurator must be running.

¢ A data source must be available.

SIMATIC S7 Connector Configurator V1.2
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Procedure

To browse the data points, follow these steps:

1. Launch the SIMATIC S7 Connector Configurator.
The Configurator home page is displayed.

2. Click g under the "Actions" column of the data source of which you want to browse the data

points.
The "Browse" dialog box is displayed as follows:

Browse X

o 750 tags found.

0 4 tags have duplicate tagnames. 100 tags already exist. 3 tags have
invalid characters.

Details

It displays the valid tags, duplicate tags, existing tags already loaded in the configurator, tags
having invalid data types, and tags with invalid characters. You can click "Details" hyperlink
to view the invalid tags details.
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3. Click "OK".
The "Browsed Tags" dialog box is displayed as follows:

Browsed Tags (Beta) - 128 ®
Browse Filters: Tag Filter Datablock Filter S
Acquisition Cycle 1 second w Acquisition Mode CyclicOnChange w Access Mode Read w

Name + Address Data Type

T Search Y| Search Y| | Search T

Tag_1 Tag 1 Int r

Tag_10 Tag_10 Int

Tag_100 Tag_100 Int

Add Tags

You can use Datablock and tag filters to filter the required tags. A datablock is an array of tags.
The "Datablock Filter" drop-down field lists all the datablocks available in the PLC. You can use
the "Datablock Filter" drop-down to select the required datablocks. Once you select the
datablocks and click £7, the tags that are present in the selected datablocks are displayed. In
addition, you can use "Tag Filter" field to further filter the tags.

Note

* Only Optimized S7-Protocol (S7-1200/1500) supports "Datablock Filter" and "Tag Filter"
fields.

* Browsing data is cached for already browsed Optimized S7-Protocol (S7-1200/1500)
connection. But only the last browsed data depending on filters is cached.

4. Specify the acquisition cycle, acquisition mode, and access mode using "Acquisition Cycle",
"Acquisition Mode", and "Access Mode" drop-down respectively.

5. Mark true against the tags that you want to add and click "Add Tags".
The tags are added below the data source.

6.2.5 Bulk Publish Tags

The SIMATICS7 Connector Configurator allows you to group the data points or tags from the PLCs
and publish them together as a group using the "Bulk Publish" functionality. When any tag value
is updated in a group, then only the updated tag is published. All tags in same connection fall
under one group and the group name is 'default’.

The "Bulk Publish" feature is enabled by default. Click ﬁ in the upper-right corner. The "Settings"
dialog box is displayed as follows:
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Settings X
Databus ServiceName: ie-databus
UserName: Enter Username
Password: Enter Password
Configuration Version: 1.2 v

Bulk Publish:

Save

You cannot update the "Bulk Publish" checkbox as single publish is not supported.

Supported Quantity Structure
The Supported Quantity Structure for SIMATIC S7 Connector is as follows:

Connection Type Acquisition Cycle Publish Mode | Maximum Configurable
(ms) Tags

S7-Protocol 1000 Bulk 6000

(57-300/400/1200/1500)

Optimized S7-Protocol 1000 Bulk 6000

(S7-1200/1500)

OPC UA (OPC Server) 1000 Bulk 4000

S7-Protocol 100 Bulk 600

(S7-300/400/1200/1500)

Optimized S7-Protocol 100 Bulk 600

(S7-1200/1500)

OPC UA (OPC Server) 10 Bulk 50

The maximum connection supported by each driver is as follows:
» S7-Protocol (57-300/400/1200/1500): 20

e Optimized S7-Protocol (57-1200/1500): 8

e OPC UA (OPC Server): 20

SIMATIC S7 Connector Configurator V1.2
38 Operating Manual, 06/2021, ASE50594971-AA




Working with SIMATIC S7 Connector Configurator
6.2 Managing Tags/Data Points

Note

Test conditions

Mqtt Clients: The benchmarking result was obtained using one MQTT publisher client

(S7 Connector) and one lightweight MQTT subscriber client (open source MQTT Node.js client)

in a test run of five hours. For a higher number of publishers or subscribers, the supported tags
will be lower.

Connections: The benchmarking result was obtained with below mentioned number of
connections:

e S7-Protocol (S7-300/400/1200/1500): 4

e Optimized S7-Protocol (57-1200/1500): 8

e OPCUA (OPC Server): 6

Above quantity structure can be achieved by keeping number of connections less in the Bulk
Publish mode. For higher number of connections, the supported tags will be lower.

Optimized S7-Protocol (57-1200/1500) NFR was performed with all unique PLCs to get the
optimal result.

6.2.6 Delete Tags

You can delete a tag/data point in the SIMATIC S7 Connector Configurator. The "Data Source"
table is updated with the updated list of the data points. You must deploy the project using
"Deploy" button to reflect the deleted configuration.

Prerequisite
¢ The SIMATIC S7 Connector Configurator must be running.

* A data source and data point must be available.

Procedure
To delete a data point, follow these steps:

1. Launch the SIMATIC S7 Connector Configurator.
The Configurator home page is displayed.

2. Select the tag/data point records that you want to delete.

3. Click "Delete" in the upper-left corner.
A confirmation message is displayed.

4. Click "OK".
The data points are deleted and removed from the "Data Source" table.
The deleted data is hidden and only after click on "Deploy" it is deleted from the Industrial
Edge Runtime.
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6.3 Managing Project

6.3.1 Configure Settings
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When you click ¢ in the upper-right corner. The "Settings" dialog box is displayed as follows:

Settings X
Databus ServiceName: ie-databus
UserName: edge
Password: _
Configuration Version: 1.2 v

Bulk Publish:  [v/]

Save

You can perform the following tasks:

Define IE Databus Service Name

You can define the |IE Databus service name in this field.

Specify Username and Password

You can connect the SIMATIC S7 Connector Configurator to Industrial Edge Databus to publish
the data. The Industrial Edge Databus allows you to create a user and topics to this user. You must
create topics for alarms and tags data to the user in the Industrial Edge Databus. The topic name
must be as follows:

e "ie/m/j/simatic/v1/s7cl/dp" for tags metadata
where ie:industrial edge, m: metadata, j:json, s7c1: SIMATICS7 Connector instance 1, dp:
datapoint.

e "ie/d/j/simatic/v1/s7cl/dp/r/#" for tags data
where ie: industrial edge, d: data, j:json, s7c1: SIMATIC S7 Connector instance 1, dp:
datapoint

e "ie/m/j/simatic/v1/s7cl/ev" foralarms metadata
where ie:industrial edge, m: metadata, j:json, s7c1: SIMATICS7 Connector instance 1, ev:
event.
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e ie/d/j/simatic/v1/s7cl/ev/# foralarms data
where ie: industrial edge, d: data, j: json, s7c1: SIMATIC S7 Connector instance 1, dp:
datapoint

e ie/m/j/simatic/v1/s7cl/status for metadata client status
where ie: industrial edge, m: metadata, j: json, s7c1: SIMATIC S7 Connector instance 1

* ie/d/j/simatic/v1l/s7cl/dp/xr/status for tag data provider client status
where ie: industrial edge, d: data, j: json, s7c1: SIMATIC S7 Connector instance 1, dp:
datapoint

* ie/d/j/simatic/v1l/s7cl/ev/status foralarm data provider client status
where ie:industrial edge, d: data, j:json, s7c¢1:SIMATICS7 Connectorinstance 1, ev: event

When you create a user in Industrial Edge Databus, you define a username and password for the
user. You must specify this username and password combination in the "UserName" and
"Password" fields. Using this credential, the SIMATIC S7 Connector Configurator establishes
connection to Industrial Edge Databus.

Specify Configuration Version

You can specify the configuration version of the SIMATIC S7 Connector Configurator as required.
The available options are as follows:

¢ 1.1 (Deprecated)
e 1.2

For more information, refer Configuration Version 1.1 vs 1.2 (Page 77).

Bulk Publish

By default, the bulk publish is always enabled. You cannot update the "Bulk Publish" checkbox as
single publishis not supported. For more information, refer Bulk Publish Functionality (Page 37).

6.3.2 Deploy Project

Once you configure the data sources and tags/data points, you can deploy the project to the
Industrial Edge Runtime. You can select the required data points of each data source that you
wantto deploy, and only the selected data points are deployed. When you deploy the data points
to the Industrial Edge Runtime, the configuration is saved and loaded to the Industrial Edge
Runtime.

The SIMATICS7 Connector Configurator allows you to edit or delete the data points orimport the
new data points without stopping the Industrial Edge Runtime. When you deploy and start the
project using "Deploy" and "Start Project" buttons respectively, you can again use the "Deploy"
button to deploy the changes while the Industrial Edge Runtime is still running.

When you deploy the changes while the Industrial Edge Runtime is running, the metadata and
metadata client 'birth' message are also published. For more information on metadata publish,
refer JSON structure for Alarms and Tags Metadata? (Page 54)

While the Industrial Edge Runtime is running, you cannot perform the following tasks:

* Configuring OPC UA (OPC Server) data source with Authentication and Messaging Mode
connection

e Configuring Full Text Alarms
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Prerequisite
¢ The SIMATIC S7 Connector Configurator must be running.

¢ A data source and a data point must be available.

Procedure
To deploy a data point, follow these steps:
1. Launch the SIMATIC S7 Connector Configurator.
The Configurator home page is displayed.
2. Mark true against the data points that you want to deploy.
3. Click "Deploy" in the upper-right corner.
The "Deploy" dialog box is displayed as follows:
Deploy X
Search Edge Devices o = 3o0f3
. y ravi134vm
(.) 192.168.106.134
'£$5 Online
» e dhaval217
C . ) Multiple NIC
é’é‘g Online
1 Edge Device(s) selected for deployment | ::if_-,*ff:ffj:_.

4. Select the required Industrial Edge Devices on which you want to deploy the changes.

5. Click "Deploy".
The Configurator takes a while to deploy the project, and a success message is displayed
subsequently. The data points are deployed and downloaded, and a green check mark is
displayed next to the selected data points.
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Note
1. You can deploy the changes only when the Industrial Edge Devices are in "Online" state.

2. Mass deployment feature (deploying to multiple Industrial Edge Devices) is available only
when Industrial Edge Runtime for the selected Industrial Edge Devices is not running.

3. You must manually start, configure project when Industrial Edge Runtime is started, and stop
the project by launching the Ul of that Industrial Edge Device.

4. Before performing mass deployment, you must ensure that same user credentials and topic
are already added in the IE Databus Configurator for all the selected Industrial Edge Devices
where you want to perform the mass deployment.

6.3.3 Start Project

Once you successfully deploy the project to the Industrial Edge Runtime, the "Start Project"
button is enabled. You can start the project using this button. When you start the project, you
start the Industrial Edge Runtime. The Industrial Edge Runtime reads the data point values and
sends this data to the Industrial Edge Databus.

Once you start the Industrial Edge Runtime, the applications that have access to the Industrial
Edge Databus can evaluate this data and use it for their own purposes.

When Industrial Edge Runtime is started, the 'birth' message from Tag and Alarm Provider client
is published to the broker (IE Databus) indicating clients are connected to the broker.

Prerequisite

The SIMATIC S7 Connector Configurator must be running.
¢ A data source and a data point must be available.

¢ Adata point must be deployed to the Industrial Edge Runtime as described in Deploy Project
(Page 41).

Procedure
To start a project, follow these steps:

1. Launch the SIMATIC S7 Connector Configurator.
The Configurator home page is displayed.

2. Click "Start Project" in the upper-right corner.
The Configurator takes a while to start the project and a success message is displayed
subsequently.
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6.3.4

Prerequisite

Procedure

6.3.5

44

Stop Project

Once you successfully start the project, and the Industrial Edge Runtime starts the data transfer
to the Industrial Edge Databus, the SIMATIC S7 Connector Configurator converts the "Start
Project" button to "Stop Project” button.

The "Stop Project” button allows you to stop the data transfer to the Industrial Edge Databus. You
can use the "Stop Project" button anytime to stop the Industrial Edge Runtime.

When Industrial Edge Runtime is stopped, the 'will' message from Metadata, Tag, and Alarm
Provider client is published to the broker (IE Databus) indicating that clients are disconnected
from the broker.

A new start of the project is only possible after new deploy.

The SIMATIC S7 Connector Configurator must be running.
e A data source and a data point must be available.

* The Industrial Edge Runtime must be running as described in Start Project (Page 43).

To stop a project, follow these steps:

1. Launch the SIMATIC S7 Connector Configurator.
The Configurator home page is displayed.

2. Click "Stop Project” in the upper-right corner.
The Configurator takes a while to stop the project, and a success message is displayed
subsequently. The Industrial Edge Runtime stops the data transfer to the Industrial Edge
Databus.

Verify Configuration

You can create a data flow using SIMATIC Flow Creator application to verify the configurations
of the SIMATIC S7 Connector Configurator. The values can be displayed using the MQTT Broker
Node. SIMATIC S7 Connector sends the data to the IE Databus using the following topic:

* Fortagsdata:ie/d/j/simatic/v1/s7cl/dp/c/#

* Fortags metadata: ie/m/j/simatic/v1/s7¢cl/dp

* Foralarmsdata: ie/d/j/simatic/v1/s7cl/ev/#

¢ Foralarms metadata: ie/m/j/simatic/v1/s7cl/ev

* For metadata client status: ie/m/j/simatic/v1/s7cl/status

* For tag data provider client status: ie/d/j/simatic/v1/s7cl/dp/r/status

* Foralarm data provider client status: ie/d/j/simatic/v1/s7cl/ev/status
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6.4 Import/Export Configuration

The SIMATIC S7 Connector Configurator allows you to import and export the configuration. This
functionality is helpful when you want to use an existing configuration of one Industrial Edge
Device (IED) in other IEDs. This enables to take the back-up of the configuration and restore it as
required. You can export the configuration file from the required IED and import this
configuration file in the desired IED where you want to use this configuration. The configuration
file is a JSON file, and is exported in .json format.

The exported configuration file must not be modified externally. If the exported .json file is
modified externally, then the file cannot be imported. This provides a unique means of verifying
that the integrity of the file has been maintained.

Toimport and export the configuration, you can use 13 and & icons respectively present in the
upper-right corner.

Note

You can import configuration files of V1.1 and V1.2. When you import V1.1 configuration file in
V1.2, the payload is applied as per V1.1 settings. Single mode is changed to Bulk and tag Id is
published in tag data payload.
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7.1

How to Write Tags?

SIMATIC S7 Connector supports the 'Tag Write' functionality. This enables you to write a tag. You
can add a topic in IE Databus in following format to write a tag:

ie/d/j/simatic/v1/s7cl/dp/w/<connection-name>
For example, ield/jlsimatic/v1/s7c1/dplwls7plus

The JSON payload structure for Bulk subscribe is as follows:

I
L

”Seq": ’
"vals": [
I
L - " 1] L1
"id": "1@s5",
I1qcll: J
"ts": "2020-87-15T17:04:24.404Z",
I1\Ial|r :
1
12
I
L -
”ld”: ”186"-'
I1q£ll: -’
"ts": "2020-07-15T17:04: 2-‘-1.4642",
"wal": "hello”

et

[

Where, seq: unique sequence number of the payload.
vals: array of data points published in the payload.

id: unique identification of data point. You must fetch the tag ID from metadata payload based
on the tag name.

gc: quality code. Itis an optional field. It provides specific integer value to indicate the quality of
the data point value.

ts: timestamp of the data point. It is an optional field. it is in ISO 8601 Zulu format.

val: value of the Tag. Based on the data type of the data point, the value can be simple scalar
value.

Note

You can use the metadata to get the tag id published from the SIMATIC S7 connector for 'Tag
Write' functionality. You can use this tag Id in the Publisher (MQTT) to write value for that tag.

For more information on Bulk Publish, refer Bulk Publish Tags. (Page 37)
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For more information on topic format structure, refer Topic Structure for Data and Metadata
(Page 48).

7.2 Topic Structure for Data and Metadata
This section describes the topic structure for Data and Metadata. The recommended structure of
topic naming is as follows:
ie/{payloadType}/{encoding}/{msgStructureScheme}/
{msgStructureSchemeVersion}/{provideAppInstanceld}/{payloadMsgType}
and it is made of the following elements:
ie/{payloadType}/{encoding}/{msgStructureScheme}/
{msgStructureSchemeVersion}/{provideAppInstanceld}/{payloadMsgType}/
{accessmode}/{connectionname}/{collectionname}
The following table explains the above elements:

Element Description Possible Values

payloadType This indicates what the payload contains. 'd' for data

'm' for metadata

encoding This indicates payload encoding. 'j' for JSON

msgStructureScheme This indicates payload format schema model. simatic

msgStructureSchemeVer- | This indicates payload format schema version number | v1

sion

provideApplnstanceld

This indicates unique id of provider app.

's7¢1' for SIMATIC S7 Connector in-
stance 1

pose of the payload for SIMATIC S7 Connector as it
would support both read and write of Data Points.

payloadMsgType This indicates payload message content. ‘dp': DataPoints for PLC Variables (proc-
ess image)
‘ev': Events for PLC Fulltext Alarms, HMI
Alarms

accessmode This is an app specific element. This indicates the pur- | 'r' for Read from Connectors

‘w' for write to Connectors

connectionname

This is an app specific element. This indicates unique
name provided in Connector for a connectiontoa PLCin
SIMATIC S7 Connector.

Paintshop1PLC

collectionname

This is an app specific element. This indicates the col-
lection name.

‘default’ for Tags published in bulk
mode

7.2.1

JSON structure for Alarms and Tags Data

You can create a topic in IE Databus to publish the alarms and tags data.

Tags Data

With the "Bulk Publish" feature, all tags data is published under single group with topic name as:

48
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ie/d/j/simatic/v1/s7cl/dp/r/<connection-name>/default

The JSON structure is as follows:

ie/d/j/simaticiv/s7c1/dpiriopc/default - msg payload - Object

v object
seq: 1

*vals: arrayf4]

*@: object
id: "118"
qc: 3

ts: "2021-04-01T@8:25:89.2147Z"

val: @

*1: object

idz "1

gc: 3

ts: "2021-04-01T@8:25:089.214Z"

val: "this is string"

v 2: object
id: "112"
qc: 3

ts: "2021-04-01T@8:25:089.2147Z"
val: 3.4000001549684603e+38

*3: object
ks [ i
qc: 3

ts: "2821-04-01T08:25:09.2142"
val: "100 | 200"

Where, seq: unique sequence number of the payload.

vals: array of data points published in the payload.

id: unique identification of data point. You must fetch the tag ID from metadata payload based

on the tag name.

gc: quality code. It provides specific integer value to indicate the quality of the data point value.

With "Configurator Version" as 1.2, along with gc, gx is published which holds all the bits data:
quality code, sub status, extended sub status, flags, and limit. gc is published in decimal value,
for example,192. You must convert it into binary to get the bit information.

Only if when any of the bits '0 to 5'and '8 to 15'is 1, the gx field is published.
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Limits (bits 0,1)

Value Meaning Description

0 Ok Data quality unrelated to limits.

1 Low limit violation | The value has exceeded its low limit.

2 High limit violation | The value has exceeded its high limit.

3 Constant The value cannot move, no matter what the process does.

Sub-status "BAD" (sub-status bits 2..5)

Value Meaning Description

0 Non-specific There is no specific reason why the value is BAD.

1 Configuration error | The value is not useful because of some inconsistency regarding the
configuration.

2 Not connected The value is not reliable because the connection to the provider has
been disconnected at consumer-side. For example, a communication
driver actively disconnects from a PLC on user request or by design.

4 Sensor failure The value is not useful because it cannot be converted. A value from the
device (PLC) cannot be converted to the corresponding HMI tag.

5 No communica- The value is not useful because the communication to the data source

tion, with last usa- | failed, however a last known value is available.
ble value

6 No communica- The value is not useful because the communication to the data source

tion, no usable val- | failed or has never been established since it was last out of service and
ue a last known value is not available.

7 Out of service The value is not reliable because the provider side has been disabled or
shutdown. For example, a PLC is in stop mode or a tag is disabled for
maintenance purposes.

Sub-status "UNCERTAIN" (sub-status bits 2..5)

Value Meaning Description

0 Non-specific There is no specific reason why the value is UNCERTAIN.

1 Last usable value | The connection to the data source is still established, however, the data
source stopped updating the value for some reason.

2 Substitute value A predefined value is used in case of an invalid value due to communi-
cation issues with the data source or a range violation. The reason for
providing substitute values is configurable.

3 Initial value A predefined value intended for the startup of the HMI system (or a sub-
ordinate device) is used while not being able to provide values from the
data source.

5 Range violation The value lies outside the range defined by minimum value and maxi-
mum value. The limits define which direction (min or max) has been
exceeded.

6 Sub-normal Avalue derived from multiple values has less than the required number

of good sources. This includes data aggregation by means of data com-
pression algorithms.
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Sub-status "GOOD (cascade)" (sub-status bits 2..5)

Value Meaning Description
0 Non-specific No error or special condition is associated with this value.
6 Local override The value has been overridden by the user or some logic in to continue

operation. Typically, the input has been disconnected and a manually
entered value has been 'forced’, or a value has been corrected.

Quality (bits 6,7)

Value Meaning Description
0 BAD The value is not useful for reasons indicated by the sub-status.
1 UNCERTAIN The quality of the value is less than normal, but the value may still be
useful. The reason is indicated by the sub-status.
2 GOOD (non-cas- The quality of the value is good.
cade)
3 GOOD (cascade) The quality of the value is good and may be used in control.

Extended sub-status "BAD" (sub-status (bits 8..11))

Value

Meaning

Description

0

Non-specific

No CHROM specific extended bad sub-status is associated with this val-
ue.

Aggregated value

The value has been calculated out of multiple values with less than the
required number of good sources. This includes data aggregation by
means of data compression algorithms. The corresponding sub-status is
set to 'non-specific’.

Unusable value

A (logged) value has been identified to be incorrect, but a respective
correction value is not available. The corresponding sub-status is set to
‘non-specific'.

Disabled

The provider of the value (logging tag for logged value) has been disa-
bled and the previous value was BAD. The corresponding sub-status is
taken from the last (previous) sub-status.

Extended sub-status "UNCERTAIN" (sub-status (bits 8..11))

Value

Meaning

Description

0

Non-specific

No CHROM specific extended uncertain sub-status is associated with
this value.

Aggregated value

The value has been calculated out of multiple values with less than the
required number of good sources to be GOOD as well as less than re-
quired number of bad sources to be BAD. This includes data aggregation
by means of data compression algorithms. The corresponding sub-sta-
tus is set to 'non-specific'.

Disabled

The provider of the value (logging tag for logged value) has been disa-
bled and the previous value was GOOD or UNCERTAIN. In case of GOOD,
the corresponding sub-status is set to 'last usable value'. In case of UN-
CERTAIN, the corresponding sub-status is taken from the last (previous)
sub-status.
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Extended sub-status "GOOD (cascade)" (sub-status (bits 8..11))

Value Meaning Description

0 Non-specific No CHROM specific extended good sub-status is associated with this
value.

1 Aggregated value | The value has been calculated out of multiple (good) values. This in-
cludes data aggregation by means of data compression algorithms. The
corresponding sub-status is set to 'non-specific'.

2 Manual input A (logged) value has been created manually. The corresponding sub-
status is set to 'non-specific'.

3 Corrected value A (logged) value has been corrected. The corresponding sub-status is
set to 'non-specific’.

4 Last usable value | The local data source has been initialized with the last usable value if
presentinside a local persistency. The corresponding sub-status is set to
‘non-specific'.

6 Initial value The local data source has been initialized with the configured initial
value. The corresponding sub-status is set to 'non-specific'.

Flags (bit 12..15)

Value

Meaning

Description

Bit 12

Source quality

The data quality has been determined and assigned by external data
source.

Bit 13

Source time

The data timestamp has been produced and assigned by external data
source.

Bit 14

Time corrected

The data timestamp applied by external data source has been corrected
by the system. Thus, Bit 13 "Source time" is not set.

Time correction happens if the external timestamp is older than the
timestamp of the last known value.

ts: timestamp of the data point. itisin ISO 8601 Zulu format.

val: value of the Tag. Based on the data type of the data point, the value can be simple scalar

value.

Alarms Data

On the other hand, the 'Bulk Publish Functionality' does not apply for alarms data. The topic
format for alarms data is as follows:

ie/d/j/simatic/vl1/s7cl/ev/<connection-name>/FullText

The JSON structure is as follows:

52
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8/5/2020, 7-25:07 PM node: 710d31ec.1aa2b
ie/d/jisimaticiv1/sTc1/eviST300/FullText - msg.payload : Object
v object
vYevs: arrayfl]
*@: object
area: "System/HMI/DriverCommunication"
clsMame: "SystemAlarm"
vevIxt: array[1]
@: "Hostl (iowa): Partner is not fully operational™
v evixtExt: arrayf[1]
g
ids "1"
modificationTime: "2826-88-85T13:55:86.0007"
name: "PlcInStopAlarm"
origin: "iowa:571 188"
» params: arrayf1]
raisedTime: "2820-88-85T13:55:86.0600Z7"
state: 1

seq: 1

Where, evs: array of events published in the payload.

area: string containing the configured area information of the event.
clsName: name of the class of the event.

evTxt: event text. This may contain array of objects based on the event source.
evTxtExt: array of string containing additional texts of the events.
id: unique identification of the event.

modificationTime: event's last modified timestamp in UTC format.
name: name of the event.

origin: string containing the origin of the event.

params: array of parameters of the event.

raisedTime: event's raised timestamp in UTC format.

state: integer that indicates the state of the event (provider specific).

Value Description

0 Normal

1 Alarm is raised.

2 Raised and cleared.
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seq: unique sequence number of the payload.

7.2.2 JSON structure for Alarms and Tags Metadata

Tags Metadata

54

When you deploy a project as described in Deploy Project (Page 41), the metadata is also
published.

Note

You must discover the tag information from the metadata payload.

The topic format for tags metadata is as follows:
ie/m/j/simatic/v1/s7cl/dp

where ie: industrial edge, m: metadata, j: json, s7c1: SIMATIC S7 Connector instance 1, dp:
datapoint.

With the "Bulk Publish" feature, the JSON structure for tags metadata is as follows:
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iea'm.-'ja'simatiu'\ﬂ.-'s?cﬁdp 3 msg.payload 2 Object
vobject
seq: 1
* connections: arrayf1]
vB@: object
name: "opc”
type: "OPCUA™
¥ dataPeoints: array[1]
¥ 8: object

name: “"default"

7.2 Topic Structure for Data and Metadata

topic: "iefd/j/simatic/v1/s7cl/dp/r/fopc/default"

publishType: "bulk"

¥ dataPointDefinitions: array[4]

¥@: object
name: "FirstScan"
Ty [l B 15
dataType: "Bool"

¥ 1: ohject

name: "Data_block_2 String"

745 =il 11 1
dataType: "String"
*2: object

name: "Data_block_2 Real"

71 E- e g
dataType: "Real"
P 3: object

Alarms Metadata

The topic format for alarms metadata is as follows:

ie/m/j/simatic/vl/s7cl/ev

where ie: industrial edge, m: metadata, j: json, s7c1: SIMATIC S7 Connector instance 1, ev:

event.

The JSON structure for alarms metadata is as follows:
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71172020, 1:30:21 PM  node: 560cf8ar.531af6
ie/mij/simatic/vi/s7ci/ev - msg.payload : Object
*object
seg: 1
* connections: array[1]
*0: object
name: "S7-388"
type: "S7"
¥ events: array(1]
*@: object
type: "FullText"
topic: "ie/d/j/fsimatic/vl/s7cl/ev/S7-308/FullText"

Note

Alarms metadata is published only when you deploy S7 Connection with 'Full Text Alarm'
checkbox enabled before starting the project.

Once you start the Industrial Edge Runtime, you cannot configure 'Full Text Alarms' checkbox.
Therefore, the alarms metadata is not published in this case.

7.2.3 Connection and Disconnection Status

When you successfully deploy a project, the metadata packet and metadata client status are
published as follows:

12/11/2020, 1:35:55 PM node: 4c5cf855 ffbf38
ie/m/j/simatic/v1/s7c1/status : msg.payload : Object
vobject
id: o
msg: “Connected”

12/11/2020, 1:35:56 PM  node: 944a308a.706dc

—

ie/mfj/simatic/v1/s7c1/dp : msg.payload : Object

b { seq: 1, connections: array[1] }

When you successfully start a project, the tag and alarm client statuses are published with tag
and alarm data packet as follows:
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12/11/2020, 2:47:01 PM node: 41c0897c.2ed%e8
ie/d/)/simatic/v1/s7c1/dp/r/status - msg payload : Object
v object
id: @
msg: "Connected”

12/11/2020, 2:47:03 PM node: 726bdd82. 258394
iefdij/simatic/v1/s7c1/ev/status : msg.payload : Object
v object
id: @
msg: "Connected"”

When you successfully stop a project, the disconnected state from clients is published to broker
as follows:

12/11/2020, 2:50:05 PM  node: 4c5cf855 ffbfig
iefm/j/simatic/v1/s7c1/status - msg.payload : Object
v object
id: 1
msg: "Disconnected”
12/11/2020, 2:50:05 PM  node: 726bdd82 258394
iefdij/simatic/v1/s7c1/ev/status : msg.payload : Object
vobject
id: 1
msg: "Disconnected”
12/11/2020, 2:50:07 PM node: 41c0897c 2ed9e8
ie/d/)/simatic/v1/s7c1/dp/ristatus : msg.payload : Object
vobject
id: 1

msg: "Disconnected”
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Note

* "ie/m/j/simatic/v1/s7cl/status" topic must be configured in IE Databus to get
metadata client status.

* Metadata client status data is not retained.
* Tagdataclientstatusis publishedin"ie/m/j/simatic/v1/s7cl/dp/r/status™" topic.

e Alarm data client status is published in "ie/m/j/simatic/v1/s7cl/ev/sstatus"
topic.

¢ Tag data and alarm data client status data is retained.

* 'id: 0'indicates metadata, tag, and alarm MQTT Publisher client are successfully connected
to the broker, and 'id: 1" indicates these are not connected.

7.3 How to Export Tags from TIA Portal?

7.3.1 Export Tags for S7-Protocol (57-300/400/1200/1500) and Optimized S7-
Protocol (§7-1200/1500) Connection

PLC Tag Tables can be exported from TIA Portal for S7-Protocol (57-300/400/1200/1500) and
Optimized S7-Protocol (57-1200/1500) connection. To export the XML file, follow these steps:

1. Go to TIA Portal where PLC is configured.
2. Go to PLC Tags folder.
3. Click on Tag Table.

4 Slemens - DAAITPLC's projectsiSharath PC Profects\All Edge PLC projects\All PLCs of Edge STWAIL PLCs of Edge ST

Project  Edit Veew nsen Online Options Tock  Window Help To
Y sevepriecr S X 4y X D2t HDEEQ & coonine Foootine AR x 4 | H
Devices @ Tags l,ﬂ User constants b‘a System constants
W 2l 2% T & i
PLC tags
S Onling & dugnostcs - e 7O Tag table Data type Address Retein  ACCE.. | Wnte_. | Vil Superii. Co

v g Progaam blocks 3 @ Cock_THz Delaule tag mble Besl w05 = 1= = -~
W Add new block @  Cock 062%H: Defsulttagmble  Bool LT =] =] &~
& hisin [OR1) 3 @ Cock 05H: Defsult tag mble Bool RAD.T M 1= 1=
@ Ceta_block_1 [082) 4@ g Debubiaguble  Int w102 B 8 B2

B Dsts_block_2 (085 5 @ gl Delulttagtable  Int A 04 = = = L
i Daw_block_3 [oR1] 6 @ gk Delulaguble It kAT D6 v = =
@ Dota_block_4 [D88) 5 | hot Delsult tag whle (= it N 108 - =] =] [~
» ' System blocks | @ Tgs Defoult tag wble It o =] = =
b L Technclogy cbpects ¥ @ Ty Defsulttsg able  int w12 = = ~
b [ Esternal source fles 0 @ Teg1o Defulttagble  Int w114 = = =
v [g MCugs i @ mgn Debultiaguable  int 1 M M &
@ Show all tngs 2 @ Tmga2 Delsulttaguble it 18 = = =
I Add new tag table s @ mwgu Defultaguble  im w20 I~
& Delaul tag table [240] 4 @ mgs Delsulttagmble  Int w22 = = =
» Lg) FLC dats ypes 5 @ Tag s Defsul g mble At WA 24 = = =
v [ Watch and force tables % @ gl Defaulitagtable  Int w126 M M &
I Add new waich table 7 @ Teg 7 Default tag table nt Lk = = =
S5 Array Dats npes @ @ Tmgae Oefsulmguble It w130 =] =] &~
Edl Force wbie & @ gy Defaulttagable  Int a2 = & =
24l HFR_600Tags 0 @ Tglo Oefaulttagable It w34 M 8 &

3l Struct_Dew_Types #a a~ Ton WA P o e e ol P - (= | =2 [ = | =
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7.3 How to Export Tags from TIA Portal?

4. Click on "Export" icon.
The "Export" dialog box is displayed. Specify the file name with .xml extension as follows:

G AP e |
Default tag table
o Name Data type Address Retain  Acces.. Wnta.. Visibl.. Supervis.. Comment
1 @ eool Bool ()] %00 -
2 4 Bye Byte %i81
3 4 Char Char %82
4 “a Date Date Bl
5 a Dint
6 0 DWord
|z a i Path of export file:
8 a Lint | D:1All PLC's projects|57-15001TestTags xml
9 4 LReal
—— = l— Elements to be exported: v Tags
11 @ LTime_O D i
12 4@ Lword Consider usage: (®) Export all elements
13 4@ Real O export onlyused elements
14 4 Sint
15 @ Uint [ oK
16 @ UDInt '
17 4@ Uunt L ———— - e _—
12 @ usim usint %IB76 vl I~ vl
19 4@ Tme Time %iD78 Vv W vl
20 @ Time_Of Day Time_Of Day  %ID82 ] fl =
“e F . (LR T LY - F4 ﬂ ﬂ n
£ a m

5. Click "OK".

The XML file is exported.

From TIA Portal, only XML file format is supported in the SIMATIC S7 Connector Configurator.

Tags in Data Blocks cannot be exported from the TIA Portal. This can be done in SIMATIC
Manager. You can configure a 'Project’ for S7 Classic PLCin STEP 7 SIMATIC Manager and can use
this 'Project’ to create an excel sheet or XML file which can be imported in S7-Protocol
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7.3 How to Export Tags from TIA Portal?

(57-300/400/1200/1500) connection in SIMATIC S7 Connector Configurator. The procedure
steps are as follows:

1. Create a project in SIMATIC Manager and save the project.

5 B S7_Pro2 Ia 061 @ 061
= @ SIMATIC 300 Stabion
= [ crumam
S 50 57 Progran(l]
ol SoaEces
@ Blocks Project S7_ProZ’ Save As X
Uses proyects |
| Nt J Stieage path
57 Pl C-\Program Files (S5 Smmens\Step T Tpeop S
ST_Pro2 C:\Program Files [MOG/\Saemens\StepT\a ToeoS)

57300 Progset C:\Program Files MO/ Samens\StepTa ToeolS)
ST-400 PLC propsct  C\Program Fikes (6] Semens \Step M ToohS.

< 3
™ ‘With secaganization [tlow] Fi
2 | =l
r
M e
Shoeage location [pati}
:f Prosgram Fies [¥B5MSwmmens \ShepThs Tpioy Browse
e | Cancel Help |

2. Open SIMATIC WinCC Tag Converter Tool.

Totally Infegrated Automation

Wokoome g SIMATEC Wind T | aglorwerior
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3. Clickon"Create a new converter template" to create the template file. Select the Path to save
template file and choose s7p (*.s7p) project created from SIMATIC Manager.

Create a new converter template

Template

Path:  |D:\SP-57\DEMOiTest.conv

Source data

Format: | SIMATIC STEP 7 v
Source: |D:\SP-57\DEMO\SIMATIC-Manager-Projrialitrial.s7;|

4. Click "Create".

5. Select the Tags from data Block and Symbols that you want to be added in the excel sheet or
XML file.
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7.3 How to Export Tags from TIA Portal?

6. Provide Connection Name and choose the output format as .xIsx or .xml as required.

B SIMATIC WislC Tagloemens:

Aansgr HU commecton names i FLCs
PLC HIMA| Cospurrontinon i

- onannc oo [

[ v
0umﬂlm“mx'.-’ Tk Postal et
Sl b w16 diach PLC
Editng language i T4 pedtal
Ersgish fLited Wirvioe|

[ kst sty e 1 L, wmtes e

Souroe data 2
Fomal | SIMATIC 57
Byl Selecied objects
Soume PSP ATOEMOSBATE Meager Pryoaeu e LY A 5aaaT 2000 EPU AL PRD
g Bocia
Ko
Coreermein Sl £ L St

STATEC
STATE
STATE
STATE
STATE
STATE

STATE
STATE
STATE

Dty e Commant
STRRMGLS] Tow'
BTTE B=160
BOOL TRLE
REAL 3 DOO000w =200
Tilki
BaTE Cor vy 11
WORD W
NT LEM

7. Click "Convert".
The file is exported.
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7.3 How to Export Tags from TIA Portal?

7.3.2 Export Tags for OPC-UA Connection

You can export both PLC Tags and Datablock tags from TIA Portal for OPC-UA. To export the XML
file, follow these steps:

1. Go to TIA portal where PLC is configured.

2. Right-click on PLC and click "Properties” as follows:

¥ @ 1721733103 [CPU 15152 Pu) la <@  LReal Laeal %240 ol o =
= 5 172.17.33.108 [CPU 1512¢8 51 omil A am i Tens LS w020 F B =2
Bt Device conbigunation Change device &:ong:r! . : by o0 g E E
" LN il
% Online & disgnostics Open "4 Searchin project %80 = = =
= [ Progrem blocks Open in new editor 2 Cressrelerences F11 w05 (= =] =]
W A3 rew block Open BlockPLC dats e F7 i Call structure wBe0 &~ = =]
A Main [OB1] " % B Assignment kst D =] =] ~
@ Dets_block_1 [0B2 iy copy Culsc Wy Update program WO H B B
§ Deots_block_2 [DBS & et Cutsp WD e @ @
@ Onblock3foed Del | i Priprevies were H E B
@ Dot _block & [oeg ™ o w078 =l =l =
b g Sysvemn blocks BN Ci y w082 [~ =
» [ Techaclogyobjects | &' 0910 12polagy view = Export module labeling strips R — = =
g Go 1o network view u >
vDeulisview Compie " | dproperties  [Tyinfo 1] % Diagnostics |
Module —[ Download to device L
Backup from cnlene devie
GO cnlne Crlek -
Hame ;
p' Bewce configuraban N Ondine & dugnosncs CerleD
R Onbne & dugnoitil
o Pregrem blocks - Name: | Bool
# :nhnolluqrabmzlu - Data npe: | oot ]
el sounce files
= i LB Address: |00 [+]
- ¥ Copysnapshots to start values Z ;
_g| PLC dota types [T Retained

B suwnsemulanen Cirle Shithe
L oo B TN BTN N YN YT PYS ET K |

3. Click "OPC UA" > "Server" > "Export" section in "Properties" window as follows:

n Bool Boal il %£10.0 - et ! !
Tr2 T 33105 TCPUTTST2SP F-17PN] ; i ; ;
J General | 10 tags | System constants I Texts
. Time of day :_4"\__
* Protection & Security ) e
Access level Export OPC UA XML file of the standard SIMATIC server interface
Connection mecha...
Certificate manager Note: | The OPC UA server provides access to all PLC tags
Security event and DB variables which are marked as ‘Accessible
from HMIOPC UA'. It is possible to export the OPCUA
ELEC XML file o support offine configuration of OPC UA
General F:
w Server _I"
Genaml » [ Export OPC UA XML file |
Options & p Export OPC UA XML file
w Security
Secure channel B |
User authenti...
Configuration control 1
ey |3 m | B
’- oK ! i Cancel I £ |
Ta
9 Tag
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4. Click "Export OPC UA XML file" button.

5. Provide the file name to store the tags in XML file and click "Save".
The file is exported.

The exported file may look as follows:

<?xml version="1.0" encoding="utf-8"?>
<UAkNodeSet LastModified="2021-04-09T14:25:56Z" xmlns="
http://opefoundation.org/UA/2011/03/UANodeSet . xsd" xmlns:uax="
http://opcfoundation.org/UA/2008/02/Types.xsd" xmlns:si="
http://www.siemens.com/OPCUA/2017/SimaticNodeSetExtensions">
<UAVariable NodeId="ns=3;s=&quot;Tag 8&quot;" BrowseName="3:Tag 8" ParentNodeId=
"ns=3;s=0Outputs" DataType="BOOL" AccessLevel="3">
<DisplayName>Tag B</DisplayName>
<References>
<Reference ReferenceType="HasTypeDefinition">i=63</Reference>
<Reference ReferenceType="0Organizes" IsForward="false">ns=3;s=Outputs
</Reference>
</References>
</UhVariable>
<UAVariable NodeId="ns=3;s=&quot;Tag_9&quot;" BrowseName="3:Tag 9" ParentNodeIld=
"ng=3;s=0Cutputs" DataType="BOOL" Accesslevel="3">
<DisplayName>Tag 9</DisplayName>
<References>
<Reference ReferenceType="HasTypeDefinition">i=63</Reference>
<Reference ReferenceType="Organizes" IsForward="false">ns=3;s=Outputs
</Reference>
</References>
</ULVariable>
</ULNodeSet>

7.4 How to Configure String Datatype in S7-Protocol
(S7-300/400/1200/1500)?

To configure string datatype in S7-Protocol (S7-300/400/1200/1500), you must specify the
address based on offset formed in TIA Portal. The format is as follows:

<DataBlock>. <DataBlock Offset>

For example, Tag 11 < string Type> in Data Block 1 (DB1)

< = Tag8 Int 16.0 B E D
) s Tag9 Int 18.0 =2 ! =
il@@= Teglo Int 200 ! ! B
Lol Tagll String @22.0 ‘shrikant’ ! ! )
s StrType String 2780  'SIEMENS' i~ ~2 B
i . N e

Off set of Tag 11 (String tag) is 22 as depicted in the above image. The address format for Tag11
(String tag) is 'DB1.DBB22".
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You can configure the string tag data type in S7-Protocol (57-300/400/1200/1500) as follows:

s o
Mame S Comments = Address + DataType = Acquisition Cycle < Acquisition Mode * Access Mode = Actions
T T T T T T T T
» 128 (1] F+8s=
»S7 (i) F+iis
» opc 1] F+8=
»57300 (i ] & + &
StringTag %0DB81.DBB22  String 1 second CyclicContinuous Read &
You can monitor string value in TIA Portal to cross check Data Block offsets.
i Name Address Display format Monitor value Medify value b
1 *Data_block_1".Tag11[1] %DB1.DBB24 Character 's*
2 “Data_block_1".Tag11[2] %DB1.DBB25 Character 'h*
3 *Data_block_1".Tag11[3] %DB1.DBB26 Character T
4 “Data_block_1".Tag11[4] %DB1.0BB27 Character "
5 “Data_block_1".Tag11[5] %DB1.0BB28 Character k"
6 *Data_block_1".Tag11[6] %DB1.DBE29 Character ‘a’
7 “Data_block_1".Tag11[7] %DB1.DBB30 Character n'
- *Data_block_1".Tag11[8] %DB1.0BB31 Character
7.5 How to Generate OPC-UA Client and Server Certificates?

SIMATIC S7 Connector Configurator provides the following two messaging modes for secure
communication in OPC-UA:

1. Sign
2. Sign & Encrypt

"Sign & Encrypt" messaging mode enables you to encrypt the data that is sent after establishing
the communication.

For secure communication, you must create OPC-UA client and server certificates using TIA
Portal using the following steps:
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7.5 How to Generate OPC-UA Client and Server Certificates?

Step 1: Protect the Project by selecting the "Project protection” option in TIA Portal.

1. Click on "Security settings" > "Settings".
A new window is displayed for project as follow:

Project100 » Security settings » Settings

Ty

B [
Passwond policies Project protection

Y Device corguration A

§ Online & disgrastics Your project will be protected az 1o0n % you specidy e progect sdmanizrator. Then you must beg on to the project. The
[project protection cannct be removed again.

b g Sofware units ! ;

¥ g5 Program blecks ‘Thiz setting cannot be undone.

v [ Tethnclogy chier: [ Potectth propet |

b 5 External zource flez

b g PLCtags

» [ PLC data types

]

L]

L]

]

-

-

|l Watch and force takles
Ly Online backups
= Treces
4 OFC UA communsCation
b [ Device prowy data
= Pregram ink
5 PLC supenvizions & slarms
& PLC alarm teat st
¥ [ Local medules
b b Ungrouped devices
- ﬁ Secunty settings — -
ii Semings i General

| 4 Properties  ["into i) % Diagnostics |

2. Click "Protect this project".
The "Protect project” dialog box is displayed as follows:

Project protection

Password policies Project protection

Your project will be protected az zoon as you specify s project adminiztrator. Then you mustlog g
project protection cannot be removed again.

Thiz zetting cannot be undone.

[ Protect thiz project !

Protect project P

Define credentials for the project administrator

User name:

[TTTrRe il 3 The user name Must contain at > ]
least 1 characters. Enter a longer
Confirm password: A ]
Comment: |
I -- - l Cancel l rties I‘_i,* Info 4
R
General

No "properties’ available.
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3. Enter the Project Credentials.

4. Ensure the "Certificate manger" option is enabled for the project.

Devices
' 2| Pojectptecion |
Password policies Project protection

[>]

» [} Online backups
b (5 Tces
b [§4 OPCUA communication
) i Device prowydata
3 frogramink
53 PLCsupenvisions & alamns
&) PLCalarm text ists
’ 'ijI modules [
b | Ungrouped devices i
* 55 Securitysetings
fi Setings
ﬁ Users and roles
* 5= Secunity features

Your project wil be protected a5 soon 85 you specifya propect administrator. Then you must log on to the project The
project protection cannot be removed again.
This setung cannct be undone.

+ [ Common data
¥ £ Documentation settings
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Step 2: Enable Global Security Setting and prepare server and client certificates.

1. Select the device properties, click "Protection & Security” > "Certificate manager", and mark
true against "Use global security for certificate manager" checkbox.

PLC_1 [CPU 1516-3 PN/DP]

General I 10 tags ] System constants I Texts ]
SMARCMemoryCard | A d
b System diagnostics i (B
ALC alarms Global security settings
b Wb server
¥ Dis The ings for the certficate have been selected.
el | ks
Time of day Musegiobalsecurtysetings kr cematemanager |
| Protection & Security 1
Acoess level I
Comectonmechanef | Deice certificates
Certificate manager 1 !
Security event 0 Common neme of subject  Issuer Vald unil
b OPCUA <AOd new>
b System power supply
b Advanced configunaion
Connection resources =

2. Inthe"Device certificates", configure new security, and click "Add new" to add new certificate.
[ il T ' EETNg

00 o 2 Dm [T s e m K L
R = [E——

(o] Comman name of subject  Issuer Valid until

< ]
PLC_1 [CPU 1516-3 PN/DP] |

| General | 10tags | System constants
SIMATIC Memory Card ~ o gi.lﬂ'
b System disgnostics
PLC alarmsz
b Web server
b Display
Multilingual support
Time of day
w Protection & Security
Access level
Connection mechanizms
Certificate manager

CErpnty s ny

The "Create a new certificate" dialog box is displayed.
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3. Complete the following fields to create 'Server Certificate'.
— Select "Self signed" radio button.
— Define the "Common Name of Subject" as 'ServerCert'.
— Set the "Signature" as 'shaTRSA'".
— Specify the "Usage" as "OPC UA server" for server certificate.

— In"Subject Alternative Name (SAN)" field, define "IP" as IP of PLC. Delete all other fields of
SAN.

Create a new certificate X

CA
Choose how the new certificate is to be signed:

(®) selfsigned
() signed by certificate authority

CAname: [2: Siemens TA Project(pJ3olP 'l-..-‘--‘"‘:—i‘.iv'

Certificate parameter

Enter the parameters for the new certificate:

Common name of subject: |ServerCert

Signature: |shaiRrsA
Valid from: | April 23, 2019 03 :55: 25 FPM
Valid until: | April 23, 2037 12 : 00 : 00 AM

JEGEE|

Usage: | OPC UAserver

Subject Alternative Name Type Value
(SAN):
IP 192.168.0.1
(<] i Il >

4. Complete the following fields to create 'Client Certificate'.
— Select "Self signed" radio button.
— Define the "Common Name of Subject” as 'ClientCert'.
— Set the "Signature” as 'shaTRSA'".
— Specify the "Usage" as "OPC UA client" for client certificate.
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— In"Subject Alternative Name (SAN)" field, define "URI" as 'urn:<hostname>:WCClLopcua'.
Delete all other fields of SAN.

Create a new certificate
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Note

* Forclient certificate, the hostname of the container is required where OPC-UA application
is running. Provide hostname as 's7connector’ for client certificate.

* While creating the certificates, you must ensure that PLC/OPC-UA server time is not in
future time. As the certificates with future time will not be activated in SIMATIC S7
Connector Configurator when configured.

Step 3: Add the Server Certificate and Client Certificate in OPC-UA Security options.

1.

In OPC UA Device properties section, enable the "Activate OPC UA server" option by marking
true against the checkbox.

X

SIMATIC Memory Card
P System diagnostics
PFLC alarms

P Web zerver

b Dizplay

Multilingual support
Time of day

Access level
Connection mechanisms
Centificate manager
Securnty event
-

General
b Server

System and clock memory | A | »  General

* Protection & Security =

Accessibility of the server
E Activate OPC UA server
Server addresses
L
i Address
r opc.tcp:li192.168.0.1:4840
»

ope.tep:1192.168.1.1:4840

1] ] >

Standard server interface

2.

b System diagnostics
FLC alarms

b Web server

¥ Dizplay
Multilingual support
Time of day

w Protection & Security

Access level

Connection mechanisms
Certificate manager
Security event

~* OPCUA
General

b Server

In "Server certificate" option, upload the created server certificate.
» » Secure channel

Server certificate

The global security settings for the certificate manager have been selected.
Full functicnality is available.

I The server certificate is used to venfy the servers identity when it is accessed and to enable endpoint security.

T

server certificate: RN NN -
Security policies

Note: |When the "No security security policy is activated, any OPC UA client can still connect using

hais samtins canssdlars adansaciimn s astions dthas balla.
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3. Select the following security policies for server functionality which corresponds 128-bit
encryption algorithms.

SIMATIC Memory Card
» System diagnostics
PLC alarms
b Web server : 1= Basic128R:a15-Sign
¥ Display Basic128R:a15 - Sign & Encrypt
Multilingual support | Basic256 - Sign
v Protection & Security
Access level
Connection mechanisms
Certificate manager
Secunty event
- OFCUA
General

4. Add the client certificate in Trusted Client Certificate option.

SIMATIC Memory Card
System diagnostics
PLC alarms
Web server
Display
Multilingual support
Time of day
F Protection & Security
Access level
Connection mechanisms
Cenificate manager
Security event
r OPCUA

5. Save the TIA Project and download the project to PLC.
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Step 4: Export the certificate to use in SIMATIC S7 Connector Configurator.

1. Click "Security settings" > "Certificate manager".
The list of certificates is displayed as follows:

i | =
Certificate authority (CA)
% Online & diagnostics A 10 Common name of su.  lssuer Valid to Used a5 Private key
B8 Software units 1 Siemen: TIA Proje... Siemens TIA Projectl.. 042312037 Cemification authont.. Yes
o Program blocks 2 Siemen: TIA Proje... Siemens TIA Projecti.. 04/23/2037 Cemification authont.. Yes
_#l Technology objects .3__ _ T CliemCen Clum_&ﬂ_ _INJ'I_J!_IEE? i CQ_E‘!:_I_'DI ___________ Yes A
) Extemal source files 4 servercen senvercen 0412312037 OPC UA client | server... Yes
- PLCtags
% PLC data fypes

oa Watch and force tables
& Online backups

2 Traces

4 OPC UA commumnication

- w W W W W w W w w w

i Dewvice proxy data
4 Program inke
o PLC supemvizions & alarms
&) PLC alarm teut lists

» U Local modules
b i Ungrouped devices
i@ Secuntysetings

i; Semungs

4 User: and roles IW].LM
¥ i Secunty features

‘¢ Cervficate manager i
] i Log fles (ofine view) . 0 1 ﬂ Show all messages -

General | Cross-references J Compile

2. Right-click on the "servercert" and export the certificate in .der format.
3. Right-click on the "Clientcert" and export the certificate in ".p12" format.

When you export client PKCS12 file, the password window is displayed. Define your own
password. The same password must be entered in the "PKCS12 Import Password" field in SIMATIC
S7 Connector Configurator as this is used to extract the client certificate data in the backend.

Note

You can follow the above steps to create certificates with 'sha256RSA' signature value as well.

7.6 How to Configure Access Password?

SIMATIC S7 Connector Configurator supports the following two access levels in which a PLC can
be configured for Optimized S7-Protocol (57-1200/1500) connection:

1. No Access (complete protection)
2. Full Access (no protection)

The 'Access Password' is required for 'No Access' access level.
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To configure the access password, follow these steps:

1. Go to TIA portal where PLC is configured.

2. Right-click on PLC and click "Properties" as follows:

» [ 172.17.33.103 [CPU 15152 PM] L] <3 LReal LEesl
irzirsniosjounsizeramt Ll e imes 1 Tima
=1a Y Device configumsion | Chenge deviee & compare »
& Online b disgrosiics | Open B Search in project culr |
= [ Program blocks Open in new editor I Crossveferences F11
I Add new block Open bleck/PLC data type F7 Tl Call structure
& Main [OB1) oy H Aatighment kit
@ Dots_block 1 [WH 5 copy ColeC T, Update program
: ::_ﬁlﬂ-ﬁ g: N ki & rrint CarbeP
Delene Del Frint preview.
B Data_block_4 [DBS X R F2 f
» g Syrem blocks Espor Chs date
v [ Technology cbjects B Goto topology view = Export module labeling stips.
- th Goto nemwork view Elropemes_ AheEneer]
v | Details view Compie v
|| Module Download 1o device »
Backup from cnline device
¥ Go online Crrlel
Hame & Bine el
Divicn coallounasion X Onlie & dogocatics cul
| j,] Online & diagnestes |1 pecene als :
| Pregram blocks
|8 Technclagy obiece :
i External source files .’

| ngs Mpy:mpihnh 10 start values *
PLC dats types
" B sunsmulation CirlaShisted

w240

—— w320

)y WHOD
%480
| wose
| 50
| 2
| wose
| %580
| w76
| WOTE
y w082

B &
4 &
M &
g &
B &
H &
B &
o &
M &
4 &
¥ &
B &
= =3
G Properties

["iinto 1] % Diagnostics

H

&
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3. Click "Protection & Security" > "Access Level" section in "Properties" window as follows:

PLC_T[CPUT1516-3 PR/DP]

[ General —I_I(_:l tags l .Srslem constants i-.Te)ds

Communication load
Systern and clock memaory
SIMATIC Memony Card
F Systemn diagnostics
PLC alarms
- Web zerver
Genersl
Automatic update
Uzer management
Securnty
Watch tables
Uzerdefined page:
Entry page
Overview of interfaces
» Dizplay
Multilingual suppart
Time of day
» Protection & Security
Access level

Connection mechanisms |~

Certificate manager
Security event
P OPCUA
F Systemn power supply
¥ Advanced configuration
Connection rescurces
Overaew of addresses
F Runtime licenzes
<] I

Access level

Select the access level for the PLC.

Access level

[ Full access (no protection)
() Read access
r‘.l HM Bceess

@ No access (complete protection)

Mo access (complete protection):
TA Portal uzers and HM application: will not have acces: to sny unctions.

Mandatory password:
For full access, TA Portal uzers need 1o enter the "full accesz® pazsword.

Optional passwond:
Aread sccess” password can be defined for read access to all functions.
Foraccess by HM applications, an "HM access” password can be defined.

Some HM devices do not support all possible characters. H you want to access the PLC frem an HM device,
uze only the standard characters. Pleaze refer to the documentation of the device.

4. Select "No access" level and provide password for any of the above "Access level".
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7.7 How to Configure S7-1200 PLC FW version 4.5?

s iomE r| o L rn|T|r1

| General [ 10 tags l System constants I Texts
Comimivnel § 0on ed -~
System and clock memory
SIMANC Memary Card
Sytem dugnattics Selectthe access hevel for the RC
FLC alarms
Web terver

Mcess level

& f Acteis level
e

Agtomats update
Uzer management
Secunty
Watch tables
Uzerdefined page:
Entry page
Crvervew of interlaces
Dutplay No sceess (o proteton):
Mutblingual suppant TA Portal uiers and HM appliatons will not have access to any unctons.
Time of day
Protection & Secunty Mandatory par s word:
Access bevel For Rl access, TA Portal users need to enter the “lull sccess” passwond.
Connecton mechannms
Certfcate manager m """"."" .
#ccess” paiiword can be defined for read access 10 ol uncbons.
Secunty event For aceess by HM applcatons, an "HM access” pasiword canbe defined.
OFC UA

T Full seewss (mo protection)
() Read aecess

Erter paszwerd:
() o mccess P |

a Mo sccess (complete protechon) Confirrm patiwand

e - Some MM devices do nat support all potsible charscter:. M you want to sccess the PLC from an MM device,
Syptem power supply wie anly the standard characters. Feate refer to the documentatson of the device.
Advanced confguration

Connecton resources
Crveroew of addrezze:
b Ruftams bCaniel
< : n

7.7 How to Configure S7-1200 PLC FW version 4.5?

To support Tag read, write, and browsing function for Optimized S7-Protocol (S7-1200/1500)
connection for S7-1200 PLC with firmware version 4.5, you must ensure that TLS security is
disabled.

|3Properties lfj,.‘,lnfa y[j’gDiagnostics |

J General [ 10 tags ﬂ System constants H Texts

SIMATIC Memory Card || Connection mechanisms (-
b Web server I'§

Multilingual support

Time of day

Permit access with PUTGET communication from remote pariner

+* Protection & Security
Protection of the PLC c...
Access level

n 2 B
4 » Connection mechanisms

| Communication mode to TIA Portal and HM

» Connection mechanisms

Certificate manager i [] only permit secure PGIPC and HM communication

5 i S .
o bdaal PLC communication certificate |

External lcad memery
P m 1 |l ey p— «
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7.8

Configuration Version 1.1 vs 1.2

7.9 Data Types

The SIMATIC S7 Connector Configurator provides you two configuration versions' support. You
can select configuration version 1.1 or 1.2 as required.

The following table provides you the comparative view of the functionalities which differ in
configuration version 1.1 and 1.2.

Functionality

Configuration Version 1.1

Configuration Version 1.2

Metadata payload for S7 Char
array

Data type of individual element is published
as 'Char Array' in tag metadata payload.

Data type of individual elementis published as
‘Char' in tag metadata payload.

Tag data payload for S7 Char
array

With publish mode 'Bulk Publish’, all elements
are grouped together and published in a
group. Any change in notification of any one
tag results in publishing of all the elements.

The individual child elements data is publish-
ed separately. Any change in notifications of

one child element results in publishing of only
that child tag value.

Quiality code in tag data pay-
load

Quality code with enum value {0,1,2, or 3} is
published in tag data payload.

Quality code with enum value {0,1,2, or 3} is
published in tag data payload. But along
with gc, there is a new field gx which holds all
the bits data: quality code, sub status, exten-
ded substatus, flag, and limit.

e Limits bits 0,1

¢ Sub-status bits 2..5

e Quality bits 6,7

* Extended sub-status 8..11
e Flags 12..15

Value in tag data payload

Value is published as 'String'.

Value is published as per the data type and not
in 'String'. For more information, refer Data
Types (Page 77).

Value in tag data payload for
tag write feature in mqtt pub-
lisher node

Value is published in 'String' while making a
‘write' request to SIMATIC S7 Connector.

Value is published as per the data type while
making a 'write' request to SIMATIC S7 Con-
nector.

Other functionalities for configuration version 1.1 remain same as configuration version 1.2 as
described in this manual.

7.9

Data Types

This section provides the information on the data types that are used in adding the tags. For
more information about the address formatting of data types, you must refer "TIA Portal
Documentation”.
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7.9 Data Types

BOOL (bit)

78

The following table describes how the tag data is published:

Siemens Data Type

JSON Data Type

BOOL

INT

DINT

USINT

UINT

UDINT

BYTE

WORD

DWORD

SINT

INTEGER

REAL

REAL

LREAL

DOUBLE

LINT

ULINT

STRING

LTIME

CHAR

LWORD

TIME

TOD

LTOD

CHAR Array in S7

DynArray in OPCUA

STRING

DATETIME

DATE

STRING (ISO 8601 Zulu (UTC) Format)

An operand of data type BOOL represents a bit value and contains one of the following values:

* TRUE
* FALSE
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The following table shows the properties of data type BOOL:

7.9 Data Types

Length Format Value range Examples of value input
(bits)
1 Boolean FALSE or TRUE TRUE
BOOL#0 or BOOL#1 BOOL#1
BOOL#FALSE or BOOL#TRUE BOOL#TRUE
Unsigned integers (decimal system) | O or 1 1
Binary numbers 2#0 or 2#1 2#0
Octal numbers 8#0 or 8#1 8#1
Hexadecimal numbers 16#0 or 16#1 16#1
Note
Applies to CPUs of the S7-1500 series
For a block with the block property "Optimized block access”, the bit has a length of 1 byte.
BYTE
An operand of data type BYTE is a bit string of 8 bits.
The following table shows the properties of data type BYTE:
Length Format Value range Examples of value input
(bits) Constants Absolute and symbolic ad-
dresses
8 Integers” (decimal sys- | Signed integers: -128 to e 15 * B2
tem) wler . BYTE#15 . MB10
Unsigned integers: 0to 255 | | BYTE#10#15 . DB1.DBB4
¢ B#15 * Tag_Name
Binary numbers 2#0to 2#1111_1111 e 2#0000_1111

e B#2#0000_1111

*  BYTE#2#0000_1111

Octal numbers

8#0 to 8#377 .

8#17
e BYTE#8#17
o B#8#17

Hexadecimal numbers

16#0 to 16#FF .

16#0F
e BYTE#16#0F
* B#16#0F

» The value range depends on the relevant interpretation or conversion.

Note

The BYTE data type cannot be compared for more than or less than. It can only be supplied with
the same decimal data that can be processed by the SINT and USINT data types.
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7.9 Data Types

CHAR
Atag of the CHAR (Character) data type has a length of 8 bits and occupies one BYTE of memory.
The CHAR data type stores a single character in ASCIl coding. You can find information on the
encoding of special characters under "STRING".
The following table shows the value range of the CHAR data type:

Length Format Value range Example of value inputs

(bits)

8 ASCII characters ASCII character set ‘A, CHAR#'A'

DATE
The DATE data type saves the date as an unsigned integer. The representation contains the year,
the month, and the day.
The contents of an operand of DATE data type correspond in hexadecimal format to the number
of days since 01-01-1990 (16#0000).
The following table shows the properties of data type DATE:

Length Format Value range Example of value inputs

(bytes)

2 IEC date D#1990-01-01 to D#2169-06-06 D#2009-12-31, DATE#2009-12-31

(Year-Month-Day)

DINT (32-bit integers)
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An operand of data type DINT (Double INT) has a length of 32 bits and consists of two
components: a sign and a numerical value in the two's complement. The signal states of bits 0
to 30 represent the number value. The signal state of bit 31 represents the sign. The sign may
assume "0" for the positive, or "1" for the negative signal state.

An operand of data type DINT occupies four BYTE in the memory.
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The following table shows the properties of data type DINT:

7.9 Data Types

Length Format Value range Examples of value input
(bits)
32 Signed integers (decimal system) -2_147_483_648to+2_147_483_647 |« +125 790
* DINT#+125 790
e DINT#10#+125_790
o L#275
Binary numbers (only positive) 2#0to e 2#0000_0000_0000_0001_
2#0111_1111_1111_1111_111 1110_1011_0101_1110
1T * DINT#2#0000_0000_0000_
0001_1110_1011_0101_11
10
o DINT#2#10
Octal numbers (only positive) 8#0to 8#177_7777_7777 e 8#36 5536
* DINT#8#36_5536
Hexadecimal numbers 16#0 to 16#7FFF_FFFF * 16#0001_EB5SE
* DINT#16#0001_EB5E
Example
The following figure shows the integer +125790 as a binary number:
Bt 31 28 27 24 23 20 19 18 15 1211 87 43 0
lofo 0 ofoo0 0 o0fo0o0o0fooo 1|11 10]1 01 1]0o101[1110]
son T T T T
Decirmal vakies: 65536 16384 2048 512 64 16 8 4 2
32 768 l|5192 256 = 125 790
DWORD
An operand of data type DWORD is a bit string of 32 bits.
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7.9 Data Types

The following table shows the properties of data type DWORD:

« DW#+15_793_935

Binary numbers

2#0 to
2#1111_1111_1111_1
111_1111_1111_1111_
1111

« 2#0000_0000_1111
_0000_1111_1111_
0000_1111

«  DWORD#2#0000_0
000_1111_0000_11
11_1111_0000_111 1

« DW#2#0000_0000_
1111_0000_1111_1
111_0000_1111

Octal numbers

8#0to 8437 777 777 777

o 8474 177 417

« DWORD#8#74_177
417

o DW#8B#74 177 417

Hexadecimal numbers

16#0000_0000 to
164FFFF_FFFF

+ 16#00F0_FFOF

«  DWORD#16#00F0_
FFOF

* DW#16#00F0_FFOF

Decimal sequence

B#(0, 0, 0, 0) to B#(255,
255, 255, 255)

B#(127, 200, 127, 200)

Length Format Value range Examples of value input
(bits) Constants Absolute and symbolic ad-
dresses
32 Integers (decimal sys- | Signed integers: e +15 793 935 * MD10
tem) -2 147 483 647 to « DWORD# « DB1.DBDS
+2_ 147 483 647 415793 935 . Tag Name
Unsigned integers: 0 to -
4294 967_295 * DWORD#10#
- T~ +15_793_935

Note

The DWORD data type cannot be compared for more than or less than. It can only be supplied
with the same decimal data that can be processed by the DINT and UDINT data types.

INT (16-bit integers)

An operand of data type INT has a length of 16 bits and consists of two components: a sign and
a numerical value in the two's complement. The signal states of bits O to 14 represent the

number value. The signal state of bit 15 represents the sign. The sign may assume "0" for the
positive, or "1" for the negative signal state.

An operand of data type INT occupies two BYTE in the memory.
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7.9 Data Types

The following table shows the properties of data type INT:

Length Format Value range Examples of value input
(bits)
16 Signed integers (decimal system) -32_768 to +32_767 e +3.785
o INT#+3_785
e INT#10#+3_785
Binary numbers (only positive) 2#0to 2#0111_1111_1111_1111 e 2#0000_1110_1100_1001
« INT#2#0000_1110_1100_
1001
o INT#2#10
Octal numbers (only positive) 8#0 to 8#7_7777 o 8#7311
o INT#8#7311
Hexadecimal numbers (only posi- 16#0 to 16#7FFF e 16#0EC9
tive) o INT#16#0EC9

LINT (64-bit integers)

An operand of data type LINT (Long INT) has a length of 64 bits and consists of two components:
asign and a numerical value in the two's complement. The signal states of bits O to 62 represent
the number value. The signal state of bit 63 represents the sign. The sign may assume "0" for the
positive, or "1" for the negative signal state.

An operand of data type LINT occupies eight BYTE in the memory.
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7.9 Data Types

The following table shows the properties of data type LINT:

Length Format Value range Examples of value input
(bits)
64 Signed integers (decimal system) -9 223 372 036_854 775 808 to * +154 325 790 816_159
+9 223 372 _036_854_775_807
643274 930 858 /o + LINT#
+154 325 790 816_159
e LINT#10#
+154_325 790 816_159
Binary numbers (only positive) 2#0 to e 2#0000_0000_0000_0000_
2#40111_1111.1111_1111_11M 1000_1100
11111111 1111111111111 0101 1011 1100 0101 1
T1_ 111111111111 111111 11 711 o000
1111_0111_1001_1111
« LINT#2#0000_0000_0000 0
000_1000
~1100_0101_1011_1100_0
101_1111_
0000_1111_0111_1001_11
11
o LINT#2#10
Octal numbers (only positive) 8#0 to e 8#4305_5705_7417_3637
847_7777_7777_7777_77777777 | . ||INT#8#4305 5705 7417 3
637
Hexadecimal numbers (only posi- 16#0 to 16#7FFF_FFFF_FFFF_FFFF e 16#0000_8C5B_C5F0_F79F
tive) « LINT#16#0000_8C5B_C5F0_
F79F
LREAL
Operands of the data type LREAL have a length of 64 bits and are used to represent floating-
point numbers. An operand of the LREAL data type consists of the following three components:
¢ Sign: The sign is determined by the signal state of bit 63. The bit 63 assumes the value "0"
(positive) or "1" (negative).
* 11-bit exponents to base 2: The exponent is increased by a constant (base, +1023), so that
it has a value range of 0 to 2047.
¢ 52-bit mantissa: Only the fraction part of the mantissa is shown. The integer part of the
mantissa is always 1 with normalized floating-point numbers and is not stored.
The LREAL data type is processed with a precision of 15 digits.
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The following table shows the properties of data type LREAL:

7.9 Data Types

IEEE754

Floating-point numbers

Length Format Value range Examples of value input
(bits)
64 Floating-point numbersaccording to |-1.7976931348623157e+308 to 1.0e-5; LREAL#1.0e-5

-2.2250738585072014e-308
+0.0

+2.2250738585072014e-308 to
+1.7976931348623157e+308

1.0; LREAL#1.0

Note

With floating-point numbers, only the precision defined by the IEEE754 standard is stored.
Additionally specified decimals are rounded off according to IEEE754.

The number of decimal places may decrease for frequently nested arithmetic calculations.

If more decimal places are specified than can be stored by the data type, the number is rounded
to the corresponding value of the precision allowed by this value range.

LTIME (IEC time)

The contents of an operand of data type LTIME is interpreted as nanoseconds. The
representation contains information for days (d), hours (h), minutes (m), seconds (s) and

milliseconds (ms), microseconds (us), and nanoseconds (ns).

The following table shows the properties of data type LTIME:

Length Format Value range Examples of value input
(bits)
64 Signed duration LT#-106751d_23h_47m_16s_854 LT#11350d_20h_25m_14s_830

ms_775us_808ns to LT#
+106751d_23h_47m_16s_854ms
_775us_807ns

ms_652us_315ns,
LTIME#11350d_20h_25m_14s_
830ms_652us _315ns

It is not necessary to specify all time units. LT#5h10s is therefore a valid entry, for example. If
only one unit is specified, the absolute value of days, hours, and minutes must not exceed the
high orlow limits. When more than one time unit is specified, the value must not exceed 106751
days, 23 hours, 59 minutes, 59 seconds, 999 milliseconds, 999 microseconds, or 999
nanoseconds.

Note

In SIMATIC S7 Connector Configurator, LTIME value is published in nanoseconds which
represents a duration in 100 nanosecond intervals.

LTOD (LTIME_OF_DAY)

Data type LTOD (LTIME_OF_DAY) occupies two double words and stores the number of
nanoseconds since the beginning of the day (0:00 h) as unsigned integer.
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7.9 Data Types

The following table shows the properties of data type LTOD:

Length Format Value range Examples of value input
(bytes)
8 Time-of-day (hours:minutes: sec- LTOD#00:00:00.0000000 00 to LTOD#10:20:30.400_365_21 5,
onds.nanoseconds) LTOD#23:59:59.9999999 99 LTIME_OF_DAY#10:20:30.4
00 365 215
You always need to specify the hours, minutes, and seconds. The specification of nanoseconds
is optional.
Note
In SIMATIC S7 Connector Configurator, LTOD value is published in nanoseconds which
represents a duration in 100 nanosecond intervals.
LWORD
An operand of data type LWORD is a bit string of 64 bits.
SIMATIC S7 Connector Configurator V1.2
86

Operating Manual, 06/2021, A5E50594971-AA




Additional Information

The following table shows the properties of data type LWORD:

7.9 Data Types

Length Format Value range Examples of value input
(bits)
64 Integers (decimal system) Signed integers: e +26_123 590 360 715

-9 223 372 _036_854 775 808 to
+9 223 372_036_854_775_807

Unsigned integers: 0 to
18_446_744 _073_709_551_615

+ LWORD#
+26_123_590_360_715

« LWORD#10#
+26_123_590_360_715

« LW#+26_123 590 360 715

Binary numbers 2#0 to e 2#0000_0000_0000 0000
2#41111_1111_1111_1111_1111_11 0000
1 1011_1110_0001_0010_11
111111111 1111.1111 21111211 11 01
11.1111_1111_1111_111M 01.0010_1101_1110_1000
1011
e LWORD#2#0000_0000_000
0_00
00_0000_1011_1110_0001
_0010
~1111_0101_0010_1101_1
110_1 000_1011
e LW#2#0000_0000_0000_00
00_0
000_1011_1110_0001_001
011
1.0101_0010_1101_1110_
1000_1011
Octal numbers 8#0 to e 8#13 724 557 213

8#1 777 777_777_777_777_777_7
77

« LWORD#8#13_724 557 21
3

o LW#8#13_724 557 213

Hexadecimal numbers

16#0000_0000 to
164#FFFF_FFFF_FFFF_FFFF

* 16#0000_0000_5F52_DES8B

« LWORD#16#0000_0000 5F
52 DESB

* LW#16#0000_0000_5F52_D
E8B

Decimal sequence

B#(0,0,0,0,0,0,0,0) to B#(255, 255,

255, 255, 255, 255, 255, 255)

B#(127, 200, 127, 200, 127,
200, 127, 200)

Note

The LWORD data type cannot be compared for more than or less than. It can only be supplied
with the same decimal data that can be processed by the LINT and ULINT data types.
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7.9 Data Types

REAL
Operands of the data type REAL have a length of 32 bits and are used to represent floating-
point numbers. An operand of the REAL data type consists of the following three components:
¢ Sign: The sign is determined by the signal state of bit 31. The bit 31 assume the value "0"
(positive) or "1" (negative).
* 8-hit exponents to basis 2: The exponent is increased by a constant (base, +127), so that it
has a value range of 0 to 255.
¢ 23-bit mantissa: Only the fraction part of the mantissa is shown. The integer part of the
mantissa is always 1 with normalized floating-point numbers and is not stored.
The REAL data type is processed with a precision of 6 digits.
Note
With floating-point numbers, only the precision defined by the IEEE754 standard is stored.
Additionally specified decimals are rounded off according to IEEE754.
The number of decimal places may decrease for frequently nested arithmetic calculations.
If more decimal places are specified than can be stored by the data type, the number is rounded
to the value corresponding to the precision allowed by this value range.
The following table shows the properties of data type REAL:
Length Format Value range Examples of value input
(bits)
32 Floating-point numbers accordingto |-3.402823e+38 to -1.175495e-38 1.0e-5; REAL#1.0e-5
IEEE754 400
Floating-point numbers +1.175495e-38 to +3.402823e+38 1.0; REAL#1.0

SINT (8-bit integers)
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An operand of data type SINT (Short INT) has a length of 8 bits and consists of two components:
a sign and a numerical value in the two's complement. The signal states of bits O to 6 represent
the number value. The signal state of bit 7 represents the sign. The sign may assume "0" for the
positive, or "1" for the negative signal state.

An operand of data type SINT occupies one BYTE in the memory.
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The following table shows the properties of data type SINT:

7.9 Data Types

Length Format Value range Examples of value input
(bits)
8 Signed integers (decimal system) -128 to +127 e 144

o SINT#+44
e SINT#10#+44
The value range extends to a
maximum of SINT#255 when us-
ing the type SINT#. This value is
interpreted as an integer with -1.

Binary numbers (only positive) 2#0to 2#0111_1111 e 2#0010_1100
e SINT#2#0010_1100
o SINT#2#10

Octal numbers (only positive) 8#0 to 8#177 e 8#54
o SINT#8#54

Hexadecimal numbers (only posi- 16#0 to 16#7F e 16#2C

tive) « SINT#16#2C
The value range extends to a
maximum of SINT#16#FF when
using the type SINT#. This value
is interpreted as an integer with
-1.

STRING

An operand of the STRING data type saves several charactersin a character string that can consist
of up to 254 characters. In a character string, all characters of the codepage created on the
system are permitted. The characters are specified in single quotation marks.

A character string can also contain special characters. The escape character $ is used to identify

control characters, dollar signs, and single quotation marks.

Note
Different code pages

Please note that the special characters are coded using the code page currently set in Windows.
This means that a string that contains special characters can be displayed differently on a
different operating system with a different code page.

The dependency of the codepage on the created system makes an international use of the user
program more difficult. Only the characters from the 7-bit ASCII coding are internationally valid.
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7.9 Data Types

The following table shows the properties of a STRING tag:

Length Format Value range Examples of value input
(bytes)
n+2" | ASCll character string incl. special 0 to 254 characters ¢ 'Name'
characters

* STRING#NAME'

¢ STRING#'Na... (The actual
length of the string is longer
than the space available on
the screen.)

*  STRING#" (The string is emp-
ty.)

" An operand of the STRING data type occupies two bytes more than the specified maximum length in the memory.

TIME (IEC time)

The contents of an operand of the data type TIME is interpreted as milliseconds. The
representation contains information for days (d), hours (h), minutes (m), seconds (s), and
milliseconds (ms).

The following table shows the properties of data type TIME:

Length Format Value range Examples of value input
(bits)
32 Signed duration T#-24d_20h_31m_23s_648msto T# | T#10d_20h_30m_20s_630ms,
+24d_20h_31m_23s _647ms TIME#10d_20h_30m_20s_630
ms

Itis not necessary to specify all time units. T#5h10s is a valid entry, for example. If only one unitis
specified, the absolute value of days, hours, and minutes must not exceed the high or low limits.
When more than one time unit is specified, the value must not exceed 24 days, 23 hours, 59
minutes, 59 seconds, or 999 milliseconds.

Note

In SIMATIC S7 Connector Configurator, TIME value is published in nanoseconds which represents
a duration in 100 nanosecond intervals.

TIME_OF_DAY (TOD)

Data type TOD (TIME_OF_DAY) occupies a double word and stores the number of milliseconds
since the beginning of the day (0:00 h) as unsigned integer.

The following table shows the properties of data type TOD:

Length Format Value range Examples of value input
(bytes)
4 Time-of-day (hours:minutes: sec- TOD#00:00:00.000 to TOD#10:20:30.400,
onds.milliseconds) TOD#23:59:59.999 TIME_OF_DAY#10:20:30.400
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7.9 Data Types

You always need to specify the hours, minutes, and seconds. The specification of milliseconds
is optional.

Note

In SIMATIC S7 Connector Configurator, TOD value is published in nanoseconds which represents
a duration in 100 nanosecond intervals.

UDINT (32-bit integers)

An operand of data type UDINT (Unsigned Double INT) has a length of 32 bits and contains
unsigned numerical values.

An operand of data type UDINT occupies four BYTE in the memory.
The following table shows the properties of data type UDINT:

Length Format Value range Examples of value input
(bits)
32 Unsigned integers (decimal system) | O to 4_294 967_295 e 4042322 160

+ UDINT#4_042_322 160
« UDINT#10#4_042_322_160

Binary numbers 2#0to 2#1111_1111_1111_1111 e 2#1111_0000_1111_0000_
R I T B T I 111 1_0000_1111_0000
e UDINT#2#1111_0000_1111
0
000_1111_0000_1111_000
0
* UDINT#2#10
Octal numbers 8#0 to 8#377_7777_7777 e 8#360_7417_0360
* UDINT#8#360_7417_0360
Hexadecimal numbers 16#0 to 16#FFFF_FFFF * 16#FOF0_FOFO

* UDINT#16#FOFO_FOFO

UINT (16-bit integers)

An operand of data type UINT (Unsigned INT) has a length of 16 bits and contains unsigned
numerical values.

An operand of data type UINT occupies two BYTE in the memory.
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The following table shows the properties of data type UINT:

Length Format Value range Examples of value input
(bits)
16 Unsigned integers (decimal system) | O to 65_535 e 65295

« UINT#65 295
« UINT#10#65_295

Binary numbers

2#0t0 2#1111_1111_1111_1111

« 2#1111_1111_0000_1111

« UINT#2#1111_1111_0000_
1111

o UINT#2#10
Octal numbers 8#0 to 8#17_7777 o 8#17_7417

o UINT#8#17_7417
Hexadecimal numbers 16#0 to 16#FFFF e 16#FFOF

e UINT#16#FFOF

ULINT (64-bit integers)
An operand of data type ULINT (Unsigned Long INT) has a length of 64 bits and contains
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unsigned numerical values.

An operand of data type ULINT occupies eight BYTE in the memory.
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The following table shows the properties of data type ULINT:

7.9 Data Types

Length Format Value range Examples of value input
(bits)
64 Unsigned integers (decimal system) | O to 18_446_744_073_709_551_6 15|+« 154 325 790 816_159

« ULINT#154_325 790 _816_1
59

« ULINT#104154 325 790 _8
16_159

Binary numbers

2#0t0 2#1111_1111_1111_1111_11
11_1111_1111_1111_1111_1
111_1111_1111_1111_1111_
1111_1111

«  2#0000_0000_0000_0000_
1000_1100_0
101_1011_1100_0101_111
1.0000_1111
_0111_1001_1111

« ULINT#2#0000_0000_0000
~0000_1000_
1100_0101_1011_1100_01
01_1111_000
0_1111_0111_1001_1111

e ULINT#2#10

Octal numbers

8#0to 8#17_7777_7777_7777_7777
7777

. 8#4305 5705 7417 3637

« ULINT#8#4305_5705_7417
3637

Hexadecimal numbers

16#0 to 16#FFFF_FFFF_FFFF_FFFF

* 16#0000_8C5B_C5F0_F79F

« ULINT#16#0000_8C5B_C5F
0_F79F

USINT (8-bit integers)
An operand of data type USINT (Unsigned Short INT) has a length of 8 bits and contains unsigned

numerical values:

An operand of data type USINT occupies one BYTE in the memory.
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The following table shows the properties of data type USINT:

Length Format Value range Examples of value input
(bits)
8 Unsigned integers (decimal system) | O to 255 e 78
o USINT#78
e USINT#10#78
Binary numbers 2#0to 2#1111_1111 e 2#0100_1110
e USINT#2#0100_1110
e USINT#2#10
Octal numbers 8#0 to 8#377  8#116
e USINT#8#116
Hexadecimal numbers 16#0 to 16#FF e 16#4E
o USINT#16#4E
WORD
An operand of data type WORD is a bit string of 16 bits.
The following table shows the properties of data type WORD:
Length Format Value range Examples of value input
(bits) Constants Absolute and symbolic ad-
dresses
32 Integers (decimal sys- | Signed integers:-32_768 |+« 61 680 e MW10
tem) to+32_767 < WORD#61 680 « DB1.DBW2
gg‘jg‘sed integers: 010 | | \yORD#10#61 680 |+ Tag Name
* W#61 680
Binary numbers 2#0to e 2#1111_0000_1111_
2#1111_ 11111111111 0000
! e WORD#2#1111_
0000_1111_0000
o W#2#1111_0000_111
1_0000
Octal numbers 8#0to 8#177_777 e 8#170_360
* WORD#8#170_360
e W#8#170_360
Hexadecimal numbers | 16#0 to 16#FFFF e 16#FOFO0
* WORD#16#FOFO
*  W#16#FOF0
BCD C#0 to C#999 C#55
Decimal sequence B#(0, 0) to B#(255, 255) B#(127, 200)
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Note

The WORD data type cannot be compared for more than or less than. It can only be supplied with
the same decimal data that can be processed by the INT and UINT data types.

7.10 Notes on use
The following restrictions apply with the delivery of the SIMATIC S7 Connector Configurator.

Configuration update

Whenever you change the configuration in the SIMATIC S7 Connector Configurator, the system
app on the respective Industrial Edge Device (IED) gets updated only when you click on the
"Deploy" button.

You can check the status of the configuration update using the tasks icon in the IED UL.

Multiple user access to system configurators

For the system configurators, itis not possible to use the same system configurator of an IED with
two or more users' instances at the same time. When another user launches a system
configurator at the same time while a current user is working with the same system
configurator, the second user will be blocked, and the primary users continues working with the
system configurator. Just when the primary user closes the system configurator, the second user
can launch the same system configurator.

Supported language

When you provide the needed information in input fields, the Industrial Edge Management
(IEM), the system configurators, and other components only support characters from the
English language. For example, when you add a data source and tag name with special

characters like "6", "a@" or "i", these characters are not supported and result in error messages.
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Updating system configurators

¢ When you update the system configurators in the IEM, there is no specific defined sequence
for updating the configurators. For the update sequence of other components, refer https://
support.industry.siemens.com/cs/document/10979314

* If you are using IEM version v1.2, then all the system configurators must be updated to
version v1.2.

* When you update the system configurators, you must ensure to select the 'nginx conf' file
during the process. The selected file is displayed with green-check circle as follows:

Install App X

- SIMATIC S7 Connector Configurator
—\l)— g

il

** File: nginx-s7c-iems.conf + Run On IEM Network

Before you update the system configurators, take a snapshot of the cluster respectively the VM.

Job management for system configurators

The job management for all system configurators is not handled by the system configurators
themselves but by the IEM. In case of any job failure, you will be notified by the configurators.
In that case, check the jobs in the IED Ul respectively in the IEM and delete the failed or skipped
jobs from the "Job Status" screen.

High speed acquisition cycle support in OPC-UA

You can configure OPC-UA tags with acquisition cycle of 10 milliseconds. You must follow below
criteria to get tags at 10 milliseconds cycle:

PLC Type: PLC with OPC-UA server which supports "Minimum sampling interval" and "Minimum
publishing interval" of 10 milliseconds. For example, CPU 1518-4 PN/DP.
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172.17.32.77_1[CPU 15184 PN/DP] %
J General } 10 tags |J System constants ]J Texts |
Multilingual support il _ (o]
| & e—
Time of day S i =
w Protection & Security General :
Access level
Connection mechanisms Port: | 4840
Certificate manager
Securty event . S M
~ OPC UA |: x session timeout: | s
General - Max numberof OPCUA
b sessions: |20
v Server :
Max number of registered
S = nodes: | 10000
-
b Security e
Diagnostics Subscriptions
E —
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¢ m -. ) Minimum publishing interval: |10 ms | =
’ oK ” Cancel ]

Cycle time: For testing 10 milliseconds acquisition cycle, cycle time must be greater than 5
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« General
Cycle
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Identification & Mainten...
Checksums

» PROFINETinterface [X1]
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P PROFINETinterface GBIT[X3] = Minimum cycle time: |5 ms |
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Startup

Communication lcad

Maximurmn cycle time: [_8 ms

[# Enable minimum cycle time for cyclic OBs

=]

T

System and clock memory
SIMATIC Memory Card

b System diagnostics
FLCANINS [v]

<] Cm | B

[ 0K ] [ Cancel ]
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CPU Spike Issue

Data Publishing

Under resource constraints, the tags may be repeated with different timestamps within the
same packet. This behavior can happen temporarily under sudden spike in resource usage of
other processes limiting the resources availability for SIMATIC S7 Connector. To reproduce this
scenario, follow these steps:

1. Configure an IED VM with 1CPU core count and 2GB RAM.

2. Install SIMATIC S7 Connector, IE Databus, IE Flow Creator, and IE Cloud Connector
applications.

3. Configure datapoints in SIMATIC S7 Connector with low acquisition cycle supported by the
connection.

If tags are repeated and you are interested only in the newest data available in the packet, then
follow these steps:

* Parse the tag data packet received from the broker.
* Create a map with "id" as the key to hold the unique tag values.
* Incase "id" is repeated, replace the tag data which has maximum "ts" value in the packet.

If tags are repeated and you are interested in all the packets with no data loss, then follow these
steps:

* Parse the tag data packet received from the broker.
¢ Create a multi-map with "id" as the key to hold the multiple tag values for the same tag.

» Sort the tags with increasing order of timestamp before processing/storage.

Interval

TIME, LTIM, TOD, and LTOD values are published as nanosecond in 100 nanosecond intervals.

7.11 Known issues

The following are the known issues:

Issue

Troubleshooting

The delta download

from "NoAccess" to "

of S7+ connections for legitimization -
FullAccess" does not work.

You will get no response from the Ul after you click on "De- Close and reopen the SIMATIC S7 Connector Configurator. Per-

ploy", "Start", and "Stop". In that case, the operation remainsin | form again the required operation.

progress state and b

uttons are disabled.

The following characters are not supported for tag and con- | -
t><[]."+1\V.$

nection names: #

S7-1200 PLCs are not supported for OPC-UA connection in the | -
S7 Connector Configurator.
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Issue

Troubleshooting

The following data types are not supported for the "TagWrite"
operation:

e S7 data sources: DATE, TIME, and CHAR ARRAY
e S7+ data sources: DATE
¢ OPC-UA data sources: ARRAY, SInt, Ulnt, and USInt

The "DateTime" data type is not supported for S7-1200 PLCs.

Editing of "CHAR ARRAY" data types for S7 connections is not
supported.

The browse feature is provided as preview for ease of config-

uration; hence the following issues are known with regard to

this feature:

¢ Whenthe browsing data source (OPC-UA server or PLC) has
alarge number of tags, it takes approximately 2 minutes to
display the tag list.

¢ When the browsing data source (OPC-UA server or PLC) has
not responded within 2 minutes, a time out error occurs.

e When you browse S7+ data sources, editing these data
sources and browsed tags are not supported.

Configure manually the tags or import the exported files from
the TIA Portal.

The browse feature is provided as beta functionality in V1.2.0,
the complete feature will be available in V1.3.0.

If the browsing feature fails due to any reason after several
attempts.

Configure manually the tags or import the exported files from
the TIA Portal.

Browsing S7+ data sources is not supported for ET200 Open
Control PLCs.

Manual adding of symbolic addresses for S7+ tags is not sup-
ported.

Symbolic addresses are only supported in browsing S7+ data
sources.

Delta download of full text alarms is not supported.

Full text alarms are only supported in S7-300 and S7-400 PLCs
in the full download configuration. To get full text alarms, stop
the project and download the project with S7-300 or S7-400
PLCs.

When you browse an OPC-UA server from a project in the
TIA Portal with 1 function block (FB) and several data block
(DB) instances, only data of 1 DB instance is returned and thus
results in false read data.

Configure manually the OPC-UA tags or use the exported
"* xml" file of the DB instances from the TIA Portal.

Deleting a configuration of the SIMATIC S7 Connector by click-
ing the "Delete Configuration" button under the "My Installed
Apps" menu entry starts a task on the according Edge Device
but fails immediately.

A maximum array size of 999 is supported for the "CHAR AR-
RAY" data type in S7 connections.

If youimport a configuration file, which was exported from the
IEM through a SIMATIC S7 Connector Configurator version less
than 1.0.6, into the SIMATIC S7 Connector Configurator, full
downloads fail if there are S7+ tags with symbolic address.

Use imported files which are exported from a version = 1.0.6.
Browse all S7+ connections and then click "Deploy".

Connection names should be unique and names within a con-
nection tag should also be unique.
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Issue

Troubleshooting

If you import a configuration file, which was exported from the
IEM through a SIMATIC S7 Connector Configurator version less
than 1.0.9, into the SIMATIC S7 Connector Configurator, full
and delta downloads fail if you use duplicate tag names in the
same connection or if you use tag names with unsupported
characters.

Use imported files which are exported from a version = 1.0.9.

Tagsthatare displayed in the invalid table after you click on the

details link in the import or browse dialog window, follow the

following priority:

¢ Alltags that have duplicate names in the import file or that
were browsed are listed first

* Remaining tags that are present in the import file or that
were browsed and tags that are already present in the
configurator are listed next

¢ From the remaining list, tags with unsupported data types
are listed

* Finally, from the remaining list, tags that contain unsup-
ported characters in their names are listed

If column widths were resized previously, the column widths
will be reset to default size due to the following scenarios:

e Browser window is resized
¢ Browser window is refreshed

e Configurator is relaunched

Resize the column widths again.

If the number of tags is more than 4000 or if you import re-
spectively browse tags, the response of resizing columns be-
comes slow, and you may observe flickering of the Ul.

If before completion of the mass deployment operation, you
launch the Ul in one of the selected Industrial Edge Devices,
then new configuration is not reflected in the Industrial Edge
Device.

You must wait for the completion of mass deployment opera-
tion before launching Ul in other Industrial Edge Device which
was selected as part of the mass deployment.

Mass deployment feature is available only when Industrial
Edge Runtime for the selected Industrial Edge Device is not
running.

You must manually start, configure project when Industrial
Edge Runtime is started, and stop the project by launching the
Ul of that Industrial Edge Device and perform these operations.

If you select Industrial Edge Device where Industrial Edge Run-
time is running, then after the mass deployment the project
will be stopped in those Industrial Edge Devices.

You must explicitly start the Industrial Edge Runtime in those
Industrial Edge Device once again.

SIMATIC S7 Connector Configurator publishes tag data to brok-
er using unreliable Qos policy -Qos0. This may result in some
packet loss.

In SIMATIC S7 Connector Configurator, you can browse maxi-
mum of 2000 tags in OPC-UA connection. If PLC contains more
than 2000 Tags, then "Browse Timeout" error is displayed.

This is the NFR limit of OPC-UA browser. If you want to browse,
then you must use a PLC Project with less than 2000 tags.

In SIMATIC S7 Connector Configurator, you can browse maxi-
mum of 6000 tags in S7+ connection. If PLC contains more
than 6000 tags, then "Browse Timeout" error is displayed.

This is the NFR limit of S7+ browser. If you want to browse,
then you must use a PLC Project with less than 6000 tags.

Tag write does not work if it is performed repeatedly (each 100
milliseconds write operation is scheduled) for a group of Tags
configured with 100 milliseconds Acquisition Cycle.

You can reduce the frequency of Tag write operation sched-
uled or increase the Acquisition Cycle.
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Issue

Troubleshooting

S7+ browsing is not supported for following PLC type and FW
version:

* CPU1513F-1 PN V2.8

e CPU1518-4 PN/DP V2.8

e CPU 1518F-4 PN/DP V2.6.1
e (CPU1512SP-1 PN V2.8

S7+ driver supports maximum of eight connections. In the S7
Connector project, you can configure maximum eight Opti-
mized S7-Protocol (§7-1200/1500).

S7 Connector publishes multiple instances of same tag with
different timestamp to broker when IED CPU is overloaded.
This is done to ensure that no data loss happens even if there
is data delay because of low CPU resources.

You must ensure S7 Connector gets enough CPU to process all
the packets and send to broker.

In Optimized S7-Protocol (57-1200/1500), filter is supported
only for Datablocks. Tag filter based on M, Q, and | area is not
yet supported.

Browsing in Optimized S7-Protocol (S7-1200/1500) with legit-
imization enabled fetches only PLC Tags. Datablock tags are
missed.

You must disable the legitimization from the PLC and the SI-
MATIC S7 Connector Configurator and then browse to fetch
both PLC tags and datablock tags.

In OPC-UA data source,

* Browsing functionality does not support "Browse Filter"
with tag name and datablock.

e Browsing is possible only of tags with namespace=3.

You can edit the exported OPC-UA XML file and Import it in
SIMATIC S7 Connector Configurator. You can add/modify the
tag name, address namespace, and datatype. For more infor-
mation, refer Export Tags for OPC-UA Connection (Page 63).

The download fails for a project with 6000 tags if the tag name
and connection name are long.

It is recommended to use smaller tag names and connection
names, if you want to download large number of tags.
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