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Legal information

Warning notice system

This manual contains notices you have to observe in order to ensure your personal safety, as well as to prevent
damage to property. The notices referring to your personal safety are highlighted in the manual by a safety alert
symbol, notices referring only to property damage have no safety alert symbol. These notices shown below are
graded according to the degree of danger.

A\DANGER
indicates that death or severe personal injury will result if proper precautions are not taken.

A WARNING
indicates that death or severe personal injury may result if proper precautions are not taken.

AcauTion
indicates that minor personal injury can result if proper precautions are not taken.

NOTICE
indicates that property damage can result if proper precautions are not taken.

If more than one degree of danger is present, the warning notice representing the highest degree of danger will
be used. A notice warning of injury to persons with a safety alert symbol may also include a warning relating to
property damage.

Qualified Personnel

The product/system described in this documentation may be operated only by personnel qualified for the specific
task in accordance with the relevant documentation, in particular its warning notices and safety instructions.
Qualified personnel are those who, based on their training and experience, are capable of identifying risks and
avoiding potential hazards when working with these products/systems.

Proper use of Siemens products
Note the following:

A WARNING

Siemens products may only be used for the applications described in the catalog and in the relevant technical
documentation. If products and components from other manufacturers are used, these must be recommended
or approved by Siemens. Proper transport, storage, installation, assembly, commissioning, operation and
maintenance are required to ensure that the products operate safely and without any problems. The permissible
ambient conditions must be complied with. The information in the relevant documentation must be observed.

Trademarks
All names identified by ® are registered trademarks of Siemens AG. The remaining trademarks in this publication
may be trademarks whose use by third parties for their own purposes could violate the rights of the owner.
Disclaimer of Liability

We have reviewed the contents of this publication to ensure consistency with the hardware and software
described. Since variance cannot be precluded entirely, we cannot guarantee full consistency. However, the
information in this publication is reviewed regularly and any necessary corrections are included in subsequent

editions.
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Purpose

Access via the user-specific firewall is configured based on an example.

IP settings for the examples

Note

The IP settings used in the examples were freely chosen.

In a real network, you would need to adapt these IP settings to avoid possible address

conflicts.

General naming conventions

Configuring VPN tunnel

The designation . . . stands for . . .
SCT Security Configuration Tool
PST Primary Setup Tool
Device M87x
M81x
M826
S615
M87x SCALANCE M874-2
SCALANCE M874-3
SCALANCE M876-3
SCALANCE M876-4
M81x SCALANCE M812-1
SCALANCE M816-1
M826 SCALANCE M826-2
M804PB SCALANCE M804PB
S615 SCALANCE S615
M-800 SCALANCE M874-2

SCALANCE M874-3
SCALANCE M876-3
SCALANCE M876-4
SCALANCE M812-1
SCALANCE M816-1
SCALANCE M826-2
SCALANCE M804PB

Getting Started, 01/2019, C79000-G8976-C541-01
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Further documentation

Operating instructions

These documents contain information on installing and connecting the products and on
approvals for the products. The configuration and the integration of the devices in a
network are not described in these instructions.

— SCALANCE M874, M876

Entry ID: 74518712
(https://support.industry.siemens.com/cs/ww/de/view/109475909/en)

— SCALANCE M812, M816

Entry ID: 90316607
(https://support.industry.siemens.com/cs/ww/de/view/90316607/en)

— SCALANCE M804PB:

Entry ID: 109759601
(https://support.industry.siemens.com/cs/ww/en/view/109759601)

— SCALANCE M826:

Entry ID: 99450800
(https://support.industry.siemens.com/cs/ww/de/view/99450800/en)

— SCALANCE S615:

Entry ID: 109475909
(https://support.industry.siemens.com/cs/ww/de/view/109475909/en)

"Web based Management" configuration manual

This document is intended to provide you with the information you require to commission
and configure devices using the Web Based Management.

— SCALANCE M-800:

Entry ID: 109751635
(https://support.industry.siemens.com/cs/ww/de/view/109751635/en)

— SCALANCE S615:

Entry ID: 109751632
(https://support.industry.siemens.com/cs/ww/de/view/109751632/en)

Configuration manual Command Line Interface
This document contains the CLI commands supported by the devices.
— SCALANCE M-800

Entry ID: 109751634
(https://support.industry.siemens.com/cs/ww/de/view/109751634/en)

— SCALANCE S615

Entry ID: 109751633
(https://support.industry.siemens.com/cs/ww/de/view/109751633/en)

Configuring VPN tunnel
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Industrial Ethernet Security — Basics and Application

This document contains information about working with the SCT (Security Configuration
Tool).

Entry ID: 56577508 (https://support.industry.siemens.com/cs/ww/de/view/56577508/en)
SIMATIC NET Industrial Ethernet Network manual

This document contains information on other SIMATIC NET products that you can
operate along with the devices of this product line in an Industrial Ethernet network.

Entry ID: 27069465 (https://support.industry.siemens.com/cs/ww/de/view/27069465/en)

SIMATIC NET manuals

You will find SIMATIC NET manuals on the Internet pages of Siemens Industry Online

Support:

using the search function:

Link to Siemens Industry Online Support
(https://support.industry.siemens.com/cs/ww/en/ps)

Enter the entry ID of the relevant manual or the article number of the device as the
search term.

In the navigation panel on the left hand side in the area "Industrial Communication":

Link to the area "Industrial Communication"
(https://support.industry.siemens.com/cs/ww/en/ps/15247/man)

Go to the required product group and make the following settings:
"Entry list" tab, Entry type "manual”

Training, Service & Support

You will find information on Training, Service & Support in the multi--language document
"DC_support_99.pdf" on the data medium supplied with the documentation.

SIMATIC NET glossary

Explanations of many of the specialist terms used in this documentation can be found in the
SIMATIC NET glossary.

You will find the SIMATIC NET glossary on the Internet at the following address:

50305045*** NO TRANSLATION IN THIS VERSION! ***
(https://support.industry.siemens.com/cs/ww/en/view/50305045)

Configuring VPN tunnel
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Security information

Firmware

Trademarks

Siemens provides products and solutions with industrial security functions that support the
secure operation of plants, systems, machines and networks.

In order to protect plants, systems, machines and networks against cyber threats, it is
necessary to implement — and continuously maintain — a holistic, state-of-the-art industrial
security concept. Siemens’ products and solutions constitute one element of such a concept.

Customers are responsible for preventing unauthorized access to their plants, systems,
machines and networks. Such systems, machines and components should only be
connected to an enterprise network or the internet if and to the extent such a connection is
necessary and only when appropriate security measures (e.g. firewalls and/or network
segmentation) are in place.

For additional information on industrial security measures that may be implemented, please
visit

Link:*** NO TRANSLATION IN THIS VERSION! ***
(https://www.siemens.com/industrialsecurity)

Siemens’ products and solutions undergo continuous development to make them more
secure. Siemens strongly recommends that product updates are applied as soon as they are
available and that the latest product versions are used. Use of product versions that are no
longer supported, and failure to apply the latest updates may increase customers’ exposure
to cyber threats.

To stay informed about product updates, subscribe to the Siemens Industrial Security RSS
Feed under

Link:*** NO TRANSLATION IN THIS VERSION! ***
(https://www.siemens.com/industrialsecurity)

The firmware is signed and encrypted. This ensures that only firmware created by Siemens
can be downloaded to the device.

The following and possibly other names not identified by the registered trademark sign ® are
registered trademarks of Siemens AG:

SCALANCE, SINEMA, KEY-PLUG, C-PLUG

Configuring VPN tunnel
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VPN tunnel between SCALANCE M-800 and S612 1

1.1 Procedure in principle
In these examples, a secure VPN tunnel is configured between a SCALANCE M-800 and a
SCALANCE S.
e Example 1: Secure VPN tunnel with pre-shared keys (PSK)

® Example 2: Secure VPN tunnel with certificates

Structure
Internal network 1 External public network Internal network 2
SCALANCE S612
Mobile wireless network
DSL router
Fixed IPddress
U:l Fixed IP address I t
or DDNS hostname nternet
M81x
ADSL
Fixed IP address
or DDNS hostname
I VPN tunnel
B Industrial Ethernet
Internal network 1 - connection to SCALANCE M-800
® |n the test setup, in the internal network, a network node is implemented by an Admin PC
connected to an Ethernet interface of the SCALANCE M-800.
— Admin PC: Represents a node in the internal network
— M-800: SCALANCE M module for protection of the internal network
e Connection to the external, public network:
— Wireless via the antenna of the M874 to the mobile wireless network.
— Wired via the RJ-45 jack of the M81x to ADSL.
Configuring VPN tunnel
11
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VPN tunnel between SCALANCE M-800 and S612

1.1 Procedure in principle

Internal network 2 - attachment to an internal port of the SCALANCE S

In the test setup, in the internal network, each network node is implemented by one PC
connected to the internal port of the security module.

— PC: Represents a node in the internal network
— S612: Security module for protection of the internal network
Connection to the external, public network via DSL router

Access to the Internet is via a DSL modem or a DSL router connected to the external port
of the security module.

Required devices/components

Use the following components for setup:

12

Connection to the mobile wireless network

— 1 x M874 (additional option: a suitably installed standard rail with fittings)
— 1x 24V power supply with cable connector and terminal block plug

— 1 x suitable antenna

— 1 x SIM card of your mobile wireless provider. Suitable services are enabled, e.g.
Internet.

Connecting to ADSL

— 1xM812 or 1 x M816 (optionally also: a suitably installed standard rail with fittings)
— 1 x 24V power supply with cable connector and terminal block plug

— ADSL access is enabled

1 x SCALANCE S612, (additional option: a suitably installed DIN rail with fittings)

1 x 24 V power supply with cable connector and terminal block plug

1 x PC with which the SCALANCE M-800 is connected.

1 x PC with which the SCALANCE S612 is connected and on which the "Security
Configuration Tool" is installed.

1 x DSL modem or DSL router

The required network cable, TP cable (twisted pair) complying with the IE FC RJ-45
standard for Industrial Ethernet

Configuring VPN tunnel
Getting Started, 01/2019, C79000-G8976-C541-01



VPN tunnel between SCALANCE M-800 and S612

Settings used

Requirement

1.1 Procedure in principle

For the configuration example, the devices are given the following IP address settings

Internal address External address
Internal network | M-800 192.168.100.1 Fixed IP address, e.g. 90.90.90.90
1 255.255.255.0 Provider dependent

As an alternative, the DDNS host-
name can also be used.

Admin PC 192.168.100.20
255.255.255.0
Internal network | DSL router 192.168.184.254 Fixed IP address (WAN IP address),
2 255.255.255.0 e.g. 91.19.6.84
S612 Internal port External port
192.168.11.2 192.168.184.2
255.255.255.0 255.255.255.0
PC 192.168.11.100

255.255.255.0

e SCALANCE S612 is connected to the Internet via the DSL router.

On the DSL router, the PORT forwarding must be set so that the UDP packets from the
Internet addressed to ports 500 and 4500 of the router are sent to ports 500 and 4500 of
the connected SCALANCE S612 (passive module).

® The SCALANCE M-800 is connected to the WAN , refer to "Connecting SCALANCE M-
800 to the WAN".

® The SCALANCE M-800 can be reached via the Admin PC and you are logged in to the
WBM as "admin".

Steps in configuration

Configuring VPN tunnel

Example 1: Secure VPN tunnel with PSK

Configuring a VPN tunnel with the SCT V3.x

1. Creating the project and modules

2. Configuring a tunnel connection

3. Configuring the properties of the S612

4. Downloading the configuration to the S612 and saving the M-800 configuration
Configuring a VPN tunnel with the SCT V4.x

1. Creating the project and modules (Page 15)

2. Configuring a tunnel connection (Page 18)

3. Configuring the properties of the S612 (Page 19)

4. Downloading the configuration to the S612 and saving the M-800 configuration (Page 20)

Getting Started, 01/2019, C79000-G8976-C541-01 13



VPN tunnel between SCALANCE M-800 and S612

1.1 Procedure in principle
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Configuring the SCALANCE M-800

Activating VPN (Page 21)

Configuring the VPN remote end (Page 22)
Configuring a VPN connection (Page 23)
Configuring VPN authentication (Page 24)
Configuring phase 1 and phase 2 (Page 24)
Establishing the VPN connection (Page 26)

o g M w N =

Example 2: Secure VPN tunnel with certificates
Configuring a VPN tunnel with the SCT V3.x

1. Creating the project and modules

2. Configuring a tunnel connection

3. Configuring the properties of the S612

4. Downloading the configuration to the S612 and saving the M-800 configuration

Configuring a VPN tunnel with the SCT V4.x
1. Creating the project and modules (Page 28)
2. Configuring a tunnel connection (Page 31)

3. Configuring the properties of the S612 (Page 32)

4. Downloading the configuration to the S612 and saving the M-800 configuration (Page 33)

Configuring the SCALANCE M-800

Loading a certificate (Page 34)

Activating VPN (Page 40)

Configuring the VPN remote end (Page 36)
Configuring a VPN connection (Page 37)
Configuring VPN authentication (Page 38)
Configuring phase 1 and phase 2 (Page 39)
Establishing the VPN connection (Page 41)

N o gk~ wDd =
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VPN tunnel between SCALANCE M-800 and S612
1.2 Secure VPN tunnel with PSK

1.2 Secure VPN tunnel with PSK

1.2.1 Configuring a VPN tunnel with the SCT V4.x
1.211 Creating the project and modules

Procedure

1. Start the Security Configuration Tool V4.x on the PC.
2. Select the menu command "Project” > "New".

3. In the dialog that follows, create a new user with a user name and the corresponding
password. The "administrator" role is assigned to the user automatically.

4. Confirm the dialog with "OK". A new project has been created and the "Selection of a
module or software configuration" dialog is open.

Configuring VPN tunnel
Getting Started, 01/2019, C79000-G8976-C541-01 15



VPN tunnel between SCALANCE M-800 and S612

1.2 Secure VPN tunnel with PSK
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5. Enter the values assigned to the S612 from the "Settings used (Page 11)" table. In
addition to this, enter the MAC address printed on the front of the security module

£9 selection of a module or software configuration

x|

—Product type

NCP VPN client, VPN

{* SCALANCES \ /
SOFTNET configurati
" (SOFTNET Security Cc."l;“ CE M87x/MD74x,

~Module

" S6e02 5623

= SB12 \ C SE27-2M
rse3 (Y
\E o 5

—Firmware release
v (@Y |

3
2 \KE\@?/

—Configuration

Name of the module: |5612
MAC address: |0(}1 B-1B-00-00-01

|P address (ext.): |192.168.184.2 Subnet mask (ext.): |255.255.255.D ," 4
N/

Interface routing external/internal: I Routing mode

IP address (int): {192.168.11.2 Subnet mask (int):  |255.255.255.0
— Brief description
SCALANCE 5612 module (6GK5 612-0BA10-2AA3 ) for the protection of devices and networks in automation ;I

engineering and for the security of industrial communication.
Functions: VPN (128 tunnels at the same time), stateful inspection firewall, address translation (NAT/NAPT), syslog.
symbolic names, PPPoE, dyn. DNS, SNMP, userspecific firewall rules.

]

[~ Save selection

[ ok | canced | Hep |

6. Close the dialog with "OK".

7. Generate a second module with the "Insert" > "Module" menu command

Configuring VPN tunnel
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VPN tunnel between SCALANCE M-800 and S612

1.2 Secure VPN tunnel with PSK

8. Enter the values assigned to the M-800 from the "Settings used (Page 11)" table.

£9 selection of a module or software configuration

("

i
S

192.168.100.1|

9. Close the dialog with "OK".

Result

The security module S612 and the SCALANCE M-800 will then be displayed in the list of
configured modules.

Configuring VPN tunnel
Getting Started, 01/2019, C79000-G8976-C541-01 17
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1.2.1.2

Procedure

Configuring a tunnel connection

A VPN tunnel for secure communication can only be established if the M-800 and the S612

are assigned to the same VPN group.

1. Select "VPN groups" in the navigation area and create a new group with the menu
command "Insert" > "Group". The group is automatically given the name "Group1".

2. Select the "All modules" entry in the navigation panel.

3. Select the SCALANCE M-800 and the S612 in the content area. Drag the modules to
"Group1". Both modules are now assigned to "Group1".

4. Change to advanced mode with the menu command "View" > "Advanced mode".

5. Open the group properties of Group1 by selecting the "Properties ..." shortcut menu.

6. For this configuration example, configure the group properties with the following settings.

= E
—Authentication method
* Preshared key " Certificate
Key: |123455?El Name: |F'EE€EFG§.1.EL'
New... | Date issued: [2/17/2014 7:14 AM
e Dizpla
r—Advanced settings phase 1
IKE mode: | Main [ |
Phase 1 OH group: IDH group 2 (1024 bits) j
SA lifetime type: [ Time =l shlifetime: 1440 Min.
Phase 1 encryption: |3DES—1EB j Phase 1 authentication: ISHM j
—Advanced settings phase 2
SA lifetime type: | Time x| shlifetime: 1440 Min.
Phase 2 encryption: I 3DES-168 ﬂ Phase 2 authentication: I SHA1 j
™ Perfect Forward Secrecy
— Comment
0K | Cancel Help |

18

If you use different parameter settings, it is possible that the two tunnel partners will not
be able to set up a VPN connection between them.

Configuring VPN tunnel
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Result
The configuration of the tunnel connection is complete.

1.21.3 Configuring the properties of the S612
Since the S612 is connected to the Internet via a DSL router, the properties of the S612
must be configured accordingly.

Procedure

1. Select the "S612" in the content area.

2. Select the menu command "Edit" > "Properties". Click the "Routing" tab.

3. For "Default router", enter the internal IP address of the default router "192.168.184.254".
Click "Apply"

£ Module properties - 5612 :
Intsttacss | Frewsll | Intemst connsction | DNS  Routing | NAT/NAPT | Time synchronization | Log settings | VPN | DHCP-Server | SNMP | Proxy ARP |

—Settings for the standard router
Standard router |152.‘IEE.1E4.254
— Routes
Metworlk D Subnet mask Router IP address Activate rerouting

4. Click the "VPN" tab.

5. For "Permission to initiate connection establishment”, select the "Wait for partner
(responder)" entry.

6. Enter the WAN IP address of the DSL router, e.g. 91.19.6.84

g9 Module properties - 5612 .
Interfaces | Frewall | Intemet connection | DNS | Routing | NAT/NAPT | Time synchronization | Log settings VPN | DHCP-Server | SNMP | Proxy ARP |
i Dead-Peer-Detection
¥ Allow dead peer detection

Time interval in seconds |-|24} 3:

—General settings for VPN connections

Permission to initiate connection establishment IWa'rt for partner [responder) ﬂ

VAN |P address / FQON |91 15684

If no access point is specified here, the external IP address or the [P address of the DMZ port will be used.

— VPN nodes
Subnets accessible through tunnel |

Metwork 1D I Subnet mask Comment

Configuring VPN tunnel
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7. Click "Apply" and close the dialog with "OK".

8. Select the menu command "Project" > "Save". Save the security project under the
required name.

Result

The security project is configured. The settings are saved in the configuration file.

1.21.4 Downloading the configuration to the S612 and saving the M-800 configuration

Downloading the configuration to the S612

1. In the content area, select the "S612" security module and select the menu command
"Transfer" > "To module(s) ...". The following dialog opens.

g9 Download configuration data to security module ) x|
Module name: | S612
Address: [192.168.184.2
MAC address: |Dﬂ-1 B-1B-00-00-00

¥ Log on as current user

”Trarssfer type

* Modified files only Al files

Start Cancel Details == Close Help

A

2. Click the "Start" button to start the download.

If the download was completed free of errors, the security module is restarted
automatically and the new configuration activated.

Saving the SCALANCE M-800 configuration

1. In the content area, select the SCALANCE M-800 and select the menu command
"Transfer" > "To module(s) ...".

2. Save the configuration file "Projectname.M-800.txt" in your project directory.

Result
The following file will be saved in the project directory:
® Configuration file: projectname.M-800.txt

The configuration file contains the exported configuration information for the SCALANCE M-
800. Follow the instructions in the configuration file.

Configuring VPN tunnel
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1.2.2 Configuring SCALANCE M-800
1.2.2.1 Activating VPN
Procedure

1. Click on "Security" > "IPsec VPN" in the navigation area and on the "General" tab in the
content area.

2. Enable the "IPsec VPN" setting.

Internet Protocol Security (IPsec) General
'G'eneréhl ﬁemoié End"‘: Ebnnecﬁbns I 'hut"h.envt'icaﬁbn :".P.'Ilase' 1 | .F;Ilase i:-
[¥] Activate IPsec VPN

Enforce strict CRL Paolicy: no

MAT Keep Alive Time Interval[s]. 20

SetValues || Refresh |

3. Click on "Set Values".

Configuring VPN tunnel
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1.2 Secure VPN tunnel with PSK

1.2.2.2 Configuring the VPN remote end

M81x in the master station: Configuring the VPN remote end

1. Click on "Security" > "IPsec VPN" in the navigation area and on the "Remote End" tab in

the content area.

2. Enter the name of the VPN partner (tunnel endpoint) in "Remote End Name", e.g. S612.

3. Click "Create". A new row is created in the table.

4. Configure the VPN remote end with the following settings from the configuration file:

Remote Mode Standard
Remote Type Manual
Remote Address 91.19.6.84/32
WAN IP address of the DSL router
Remote Subnet 192.168.11.0/24

5. Click on "Set Values".

Internet Protocol Security (IPsec) Remote End Settings

General Remote End | Connections Authentication | Phase 1 Phase 2

Remote End Name:
Select  Name Remote Mode Remaote Type Remote Address Remote Subnet
[ s612 Standard [+] manual  [+] 91.12.6.84132 192.168.11.024

\ Create H Delete || Set Values || Refresh

Virtual IP Mode Virtual IP
none

Configuring VPN tunnel
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1.2.2.3 Configuring a VPN connection

Requirement

1.2 Secure VPN tunnel with PSK

¢ The VPN remote end has been created.

Procedure

1. Click on "Security" > "IPsec VPN" in the navigation area and on the "Connections" tab in

the content area.
2. In "Connection Name" enter a name for the VPN connection.
3. Click "Create". A new row is created in the table.

4. Configure the VPN connection with the following settings:

Operation Disabled
Keying Protocol IKEV1
Remote End S612
Name of the VPN remote station
Local Subnet 192.168.100.0/24
The local subnet 1 in CIDR notation.

5. Click on "Set Values".

Internet Protocol Security (IPsec) Connection Settings

Génerai Remote End :tbnnectibns | Authentication | Phase 1. Phase 2

Connection Name:

Select  MName Operation Keying Protocol Remote End Local Subnet
VPN-1 disabled [=] IKEW1 [+] 5612 [=] 192.168.100.0124

1 entry.

|Create|| Delete || SetValues || Refresh

Configuring VPN tunnel
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1.2.2.4 Configuring VPN authentication

Procedure

1. Click on "Security" > "IPsec VPN" in the navigation area and on the "Authentication" tab
in the content area.

2. Configure the VPN authentication with the following settings:

Authentication PSK
Local ID no entry necessary
Remote ID External IP address of the S612, e.g. 162.168.184.2
PSK / PSK Confirmation 12345678
The key that you configured in the SCT.

3. Click on "Set Values".

Internet Protocol Security (IPsec) Authentication Settings

General Remote End | Connections Phase 1| Phase 2

MName Authentication CA Certificate Local Certificate Local ID Remote Certificate  Remote ID PSK PSK Confirmation
VPM-1 PSK El - - - 162.168.184.2 ssanas sasane
1.2.2.5 Configuring phase 1 and phase 2

Configuring phase 1

1. Click on "Security" > "IPsec VPN" in the navigation area and on the "Phase 1" tab in the
content area.

2. Deselect the "Default Ciphers" check box.
3. Select the "DPD" check box.

Configuring VPN tunnel
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4. Configure phase 1 with the following settings from the configuration file:

Encryption 3DES
Authentication SHA1

Key Derivation DH group 2
Lifetime [min]: 1440

DPD Period [sec] 60
Aggressive Mode no

5. Click on "Set Values".

Internet Protocol Security (IPsec) Phase 1 Settings

Rt Connecors Aumentcanon P Phase 21
Name Default Ciphers  Encryption i Key Deri Keying Tries  Lifetime [min] ~ DPD DPD Period [sec] DPD Timeout[sec] Aggressive Mode
VPN-1 E1 3DES [=] sHA1 [=] DHaroup2 [=] 0 1440 &0 180

1 entry.

SetValues

Configuring phase 2
1. Click the "Phase 2" tab.
2. Deselect the "Default Ciphers" check box.

3. Configure phase 2 with the following settings from the configuration file:

Encryption 3DES
Authentication SHA1

Key Derivation (DFS) DH group 2
Lifetime [min]: 1440

4. Click on "Set Values".

Internet Protocol Security (IPsec) Phase 2 Settings

Geveral et v Connction Auencaion] a1 a2 1

Name Default Ciphers  Encryption Authentication Key Derivation (PFS)  Lifetime [min]  Lifebytes Protocol  Port (Range) Auto Firewall Rules
VPN-1 ] 3DES [=] sHA1 [+] DH group 2 [=] 1440 0 x *
SetValues || Refresh

Configuring VPN tunnel
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1.2.2.6 Establishing the VPN connection

Procedure
1. Click on "Security" > "IPsec VPN" in the navigation area and on the "Connections" tab in
the content area.

2. As "Operation", select "Start" and click "Set Values".

Internet Protocol Security (IPsec) Connection Settings

Garrl R B Connctir At s 1 s

Connection Name:

Select Name Operation
VPN-1 | start ¥ || IKEv1 ¥ || 8612

Keying Protocol Remote End Local Subnet Request Virtual IP Timeout [sec]
/ v | 192 168.100.0/24 D

1 entry.

[Create][Deleiz | [SetValues|[Refresh]

Result
The M-800 establishes the VPN tunnel to the S612. If the VPN tunnel is established, the
LED is lit green on the device.

You will find more detailed information in "Information" > "IPsec VPN".

Internet Protocol Security (IPsec) Information

Mame Local Host Local DN Local Subnet Remote Host Remote DM Remote Subnet Rekey Time Status
VPN-1 192.168.100.0/24 192.168.184.2| 192.168.184.0/24 50m7s established
Refresh

Configuring VPN tunnel
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In the online view of the SCT, you can see the communications status on the S612.

~
57 Online view [5612]

o | B | |

| Status I Date and time of day I Interface settings I System log I Audit log I Packet fiter log I Cache tables | User check | Communications status

Known security devices or modules

Name IP address Known by Tunnel status
By [37.83.25540

End nodes downstream: 37.83.255.40 Known by: configured

IP MAC Known by Subnet 1D/subnet mask
Tunnel properties for:  S612 (192.168.184.2)
Status Source Destination Encryption Authenti... SPI

Number of byt...  Soft expiration {gec.)

H Soft expiration (bytes) Hard expi..
enabled  192.163.100.0/25.. 152.168.11.0/255... 3DES

HMAC-.. 34717df2 0 3226 30 0
enabled 192.168.11.0/255. 1592.168.100.0/25. 3DES HMALC- cM82%e 0 3226 30 1]
€ i |
i Automatic update r2 -3 Seconds Update
{
W Cperation executing. Close Help
e

Configuring VPN tunnel
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1.3 Secure VPN tunnel with certificates

1.3 Secure VPN tunnel with certificates
1.3.1 Configuring a VPN tunnel with the SCT V4.x
1.3.1.1 Creating the project and modules

Procedure

1. Start the Security Configuration Tool V4.x on the PC.
2. Select the menu command "Project” > "New".

3. In the dialog that follows, create a new user with a user name and the corresponding
password. The "administrator" role is assigned to the user automatically.

4. Confirm the dialog with "OK". A new project has been created and the "Selection of a
module or software configuration" dialog is open.

Configuring VPN tunnel
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Configuring VPN tunnel

1.3 Secure VPN tunnel with certificates

. Enter the values assigned to the S612 from the "Settings used (Page 11)" table. In

addition to this, enter the MAC address printed on the front of the security module

£9 selection of a module or software configuration

x|

—Product type

NCP VPN client, VPN

' SCALANCES A= 1)
SOFTNET configurati @
€ (SOFTNET Security Cli CE M87x/MD74x.

—Module
" S6e02

6’5612\
rse3 (Y
\295

5623
" S627-2M

—Firmware release
v (oY) |
LOIRY:

—Configuration

Name of the module: |8612
MAC address: ID(H B-1B-00-00-01

|P address (ext.):

|192.168.184,2 Subnet mask (ext.): |255.255,255.0 (' 7

Interface routing external/internal: IRouting mode

IP address (int.): {192.168.11.2

Subnet mask (int):  [255.255.255.0

r—Brief description

engineering and for the security of industrial communication.

SCALANCE 5612 module (6GK5 612-0BA10-2AA3 ) for the protection of devices and networks in automation ;I

Functions: VPN (128 tunnels at the same time), stateful inspection firewall, address translation (NAT/NAPT), syslog.
symbolic names, PPPoE, dyn. DNS, SNMP, userspecific firewall rules.

-]

[ Save selection

oK | Cancel | Hep |

6. Close the dialog with "OK".

7. Generate a second module with the "Insert" > "Module" menu command

Getting Started, 01/2019, C79000-G8976-C541-01
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8. Enter the values assigned to the M-800 from the "Settings used (Page 11)" table.

£9 selection of a module or software configuration

192.168.100.1|

9. Close the dialog with "OK".

Result

The security module S612 and the SCALANCE M-800 will then be displayed in the list of
configured modules.

Configuring VPN tunnel
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1.3.1.2 Configuring a tunnel connection

A VPN tunnel for secure communication can only be established if the SCALANCE M and
the S612 are assigned to the same group.

Procedure
1. Select "VPN groups" in the navigation area and create a new group with the menu
command "Insert" > "Group". The group is automatically given the name "Group1".
2. Select the "All modules" entry in the navigation area.
3. Select the SCALANCE M and the S612 in the content area. Drag the modules to
"Group1". Both modules are now assigned to "Group1".
4. Change to advanced mode with the menu command "View" > "Advanced mode".
5. Open the group properties of Group1 by selecting the "Properties ..." shortcut menu.
6. For this configuration example, configure the group properties with the following settings.
=01 x]
—Authentication method
" Preshared key ¥ Certificate
Key: |e6ipRyli0F0z_5il Name: |PBESF-GIASA
Mew,.. Date issued: [2/17/2014 7:14 AM
Mew... Display...
 Advanced settings phase 1
IKE mode: IMain j
Phase 1 DH group: IDH group 2 (1024 bits) j
SA lifetime type: [ Time ~l shlifetime: 1440 Min.
Phase 1 encryption: Phase 1 authentication: ISHM j
—Advanced settings phase 2
SA lifetime type: | Time Tl salifstime: 1440 Min.
Phase 2 encryption: I 3DES-168 j Phase 2 authentication: ISHM j
[ Perfect Forward Secrecy
—Comment

ok | cancel | Help |

Configuring VPN tunnel

If you use different parameter settings, it is possible that the two tunnel partners will not
be able to set up a VPN connection between them.
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Result
The configuration of the tunnel connection is complete.

1.3.1.3 Configuring the properties of the S612
Since the S612 is connected to the Internet via a DSL router, the properties of the S612
must be configured accordingly.

Procedure

1. Select the "S612" in the content area.

2. Select the menu command "Edit" > "Properties". Click the "Routing" tab.

3. For "Default router", enter the internal IP address of the default router "192.168.184.254".
Click "Apply"

£ Module properties - 5612 :
Intsttacss | Frewsll | Intemst connsction | DNS  Routing | NAT/NAPT | Time synchronization | Log settings | VPN | DHCP-Server | SNMP | Proxy ARP |

—Settings for the standard router
Standard router |152.‘IEE.1E4.254
— Routes
Metworlk D Subnet mask Router IP address Activate rerouting

4. Click the "VPN" tab.

5. For "Permission to initiate connection establishment", select the "Wait for partner
(responder)" entry.

6. Enter the WAN IP address of the DSL router, e.g. 91.19.6.84

g9 Module properties - 5612 .
Interfaces | Frewall | Intemet connection | DNS | Routing | NAT/NAPT | Time synchronization | Log settings VPN | DHCP-Server | SNMP | Proxy ARP |
i Dead-Peer-Detection
¥ Allow dead peer detection

Time interval in seconds |-|24} 3:

—General settings for VPN connections

Permission to initiate connection establishment IWa'rt for partner [responder) ﬂ

VAN |P address / FQON |91 15684

If no access point is specified here, the external IP address or the [P address of the DMZ port will be used.

— VPN nodes
Subnets accessible through tunnel |

Metwork 1D I Subnet mask Comment

Configuring VPN tunnel
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7. Click "Apply" and close the dialog with "OK".

8. Select the menu command "Project" > "Save". Save the security project under the
required name.

Result

The security project is configured. The settings are saved in the configuration file.

1.3.1.4 Downloading the configuration to the S612 and saving the M-800 configuration

Downloading the configuration to the S612

1. In the content area, select the "S612" security module and select the menu command
"Transfer" > "To module(s) ...".

The following dialog opens.

£9 Download configuration data to security module | |
Modulename:  |S612
Address: |192.168.184.2
MAC address:  |00-1E-1B-00-00-00

¥ Log on as current user

"Transsfer type

% Modified files only Al files

St | Concel | Details>> | Close Help

A5

2. Click the "Start" button to start the download.

If the download was completed free of errors, the security module is restarted
automatically and the new configuration activated.

Saving the SCALANCE M-800 configuration

1. In the content area, select the "M-800" and select the menu command "Transfer" > "To
module(s) ...".

2. Save the configuration file "Projectname.M-800.txt" in your project folder and assign a
password for the private key of the certificate, e.g. Di1S+Xo?.

Configuring VPN tunnel
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Result
The following files will be saved in the project directory:
e Configuration file: projectname.M-800.txt
o PKCS12 file: projectname.string.M-800.p12
® Remote certificate: Projectname.group1.S612.cer

The configuration file contains the exported configuration information for the SCALANCE M-
800 including information on the additionally generated certificates. Follow the instructions in
the configuration file.

1.3.2 Configuring SCALANCE M-800 (*** NO TRANSLATION IN THIS VERSION! ***)

1.3.21 Loading a certificate

Requirement
® The correct time is set on the SCALANCE M-800, refer to the section AUTOHOTSPOT.
e (Certificates are available.

You saved the required certificates on the PC in the last section and assigned a
password for the private key.

Transfer the certificates for the SCALANCE M-800 to the Admin PC.

Procedure

1. Click on "System" > "Load&Save" in the navigation area and on the "Passwords"" tab in
the content area.

2. In the line "X509Cert" enter the password that you specified for the PKCS12 file in
"Password" and "Password confirmation".

3. Enable the password

Configuring VPN tunnel
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4. Click on "Set Values".

Load and Save via HTTP

T s

Type Description Load Save Delete

Config Startup Configuration | Load I Save |

ConfigPack Startup Config, Users and Certificates | Load |l Save |

Debug Debug Information for Siemens Support [ Save || Delete |
Firmware Firmware Update | Load |l Save |

HTTPSCert HTTPS Certificate | Load |[ Save |l |
LogFile Event, Security, Firewall Logs

MIB SCALANCE M MSPS MIB

ModemQualityLog Modem Quality Log [ Save || Delete |
RunningCLI *show running-config all' CLI settings

Startupinfo Startup Information

Users Users and Passwords | Load || Save |

WBMFav WBIM favourite pages | Load |l Save Il D

X509Cert X509 Certificates | Load | Save |

5. Click on the "HTTP" tab in the content area.

Load and Save via HTTP

e e st

Type Description Load Save Delete

Config Startup Configuration | Load | Save |

ConfigPack Startup Config, Users and Cerificates | Load || Save |

Debug Debug Information for Siemens Support [ Save || Delete |
Firmware Firmware Update | Load I Save |

HTTPSCert HTTPS Certificate | Load |[ Save |l De |
LogFile Event, Security, Firewall Logs

MIB SCALANCE M MSPS MIB

ModemQualitylLog Modem Quality Log [ Save || Delete |
RunningCLI ‘show running-config all' CLI settings

Startuplinfo Startup Information

Users Users and Passwords | Load || Save |

WBMFav WBM favourite pages | Load |l Save | Delete
X509Cert X509 Certificates | Load I Save |

Refresh

Configuring VPN tunnel

6.

For "X509Cert" click the "Loading" button. The dialog for loading a file is opened.

Navigate to the remote certificate.
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7. Click the "Open" button in the dialog.

The file is now loaded on the device. After loading successfully, confirm the next dialog
with "OK".
8. Repeat steps 5 and 6 for the PKCS12 file.

Result

Certificates are loaded and are displayed in "Security" > "Certificates". The loaded
certificates must have the status "Valid".

Internet Protocol Security (IPsec) Authentication Settings

General Remote End | Connections Authentication | Phase 1| Phase 2

Mame Authentication CA Cerlificate Local Certificate Local ID Remote Cerificate Remote ID PSK
VPN-1 Remote Cert  [«] - Konfiguration-1.[= | Konfiguration-1.{ « | U41EOEDFF@GABE

SetValues || Refresh

1.3.2.2 Configuring the VPN remote end

M81x in the master station: Configuring the VPN remote end

1. Click on "Security" > "IPsec VPN" in the navigation area and on the "Remote End" tab in
the content area.

2. Enter the name of the VPN partner (tunnel endpoint) in "Remote End Name", e.g. S612.

3. Click "Create". A new row is created in the table.

Configuring VPN tunnel
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4. Configure the VPN remote end with the following settings from the configuration file:

Remote Mode Standard
Remote Type Manual
Remote Address 91.19.6.84/32
WAN IP address of the DSL router
Remote Subnet 192.168.11.0/24

5. Click on "Set Values".

Internet Protocol Security (IPsec) Remote End Settings

General Remote End | Connections  Authentication | Phase 1 Phase 2

Remote End Mame:

Select  Name Remote Mode Remaote Type Remote Address Remote Subnet
[] sB12 Standard [+] manual  [+] 91.18.6.84/32 192.168.11.0/24

| Create || Delete || Set Values || Refresh

1.3.2.3 Configuring a VPN connection

Requirement

¢ The VPN remote end has been created.

Procedure

Virtual IP Mode Virtual IP
none

1. Click on "Security" > "IPsec VPN" in the navigation area and on the "Connections" tab in

the content area.
2. In "Connection Name" enter a name for the VPN connection.

3. Click "Create". A new row is created in the table.

Configuring VPN tunnel
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4. Configure the VPN connection with the following settings:

Operation Disabled
Keying Protocol IKEV1
Remote End S612
Name of the VPN remote station
Local Subnet 192.168.100.0/24
The local subnet 1 in CIDR notation.

5. Click on "Set Values".

Internet Protocol Security (IPsec) Connection Settings

Goner ot v Conneons Auercaton e 1 Pass 211

Connection Mame:

Selet MName Operation Keying Protocol Remote End Local Subnet Request Virtual IP Timeout [sec]
[ VPN disabled [=] IKEv1 [=] 5612 [=] 192.168.100.0124 [ 0
1 entry.

[create | [ Delete | [ Setvalues | [ Refresh

1.3.24 Configuring VPN authentication

M81x in the master station: Configuring VPN authentication

1. Click on "Security" > "IPsec VPN" in the navigation area and on the "Authentication" tab
in the content area.

2. Configure the VPN authentication with the following settings from the configuration file:

Authentication Remote Cert

Local certificate projectname.string.M-800.p12
Remote Certificate Projectname.group1.S612.cer
Remote ID Remote ID from the configuration file

3. Click on "Set Values".

Internet Protocol Security (IPsec) Authentication Settings

Goner ot v Convctons| Aeicaion s #hase 211

MName Authentication CA Certificate Local Certificate Local ID Remote Certificate  Remote ID PaK PSK Confirmation
VPN-1 Remote Cert [+ - Konfiguration-1.{+] Konfiguration-1.( w | U41EDEDFF@GABE
SetValues || Refresh

Configuring VPN tunnel
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1.3.2.5 Configuring phase 1 and phase 2

Configuring phase 1

1. Click on "Security" > "IPsec VPN" in the navigation area and on the "Phase 1" tab in the
content area.

2. Deselect the "Default Ciphers" check box.
3. Select the "DPD" check box.

4. Configure phase 1 with the following settings from the configuration file:

Encryption 3DES
Authentication SHA1

Key Derivation DH group 2
Lifetime [min]: 1440

DPD Period [sec] 60
Aggressive Mode no

5. Click on "Set Values".

Internet Protocol Security (IPsec) Phase 1 Settings

General | Remote End | Connections  Authentication | Phase 1| Phase 2

MName Default Ciphers  Encryption Authentication Key Derivation Keying Tries  Lifetime [min] DPD DPD Period [sec] DPD Timeout [sec] Aggressive Mode
VPIN-1 il 3DES [=] sHA1 [=] DHaroup2 [+ 0 1440 @ 60 180

1 entry.

SetValues

Configuring phase 2
1. Click the "Phase 2" tab.

2. Deselect the "Default Ciphers" check box.

Configuring VPN tunnel
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3. Configure phase 2 with the following settings from the configuration file:

Encryption 3DES
Authentication SHA1

Key Derivation (DFS) DH group 2
Lifetime [min]: 1440

4. Click on "Set Values".

Internet Protocol Security (IPsec) Phase 2 Settings

Goer ot onecions et s a2 1

Mame Default Ciphers  Encryption Authentication Key Derivation (PFS)  Lifetime [min]  Lifebytes Protocol  Port (Range) Auto Firewall Rules
VPN-1 [ 3DES [+] sHA1 [+] DH group 2 [=] 1440 0 x *
Refresh

1.3.2.6 Activating VPN

Procedure

1. Click on "Security" > "IPsec VPN" in the navigation area and on the "General" tab in the
content area.

2. Enable the "IPsec VPN" setting.
Internet Protocol Security (IPsec) General

General | Remote End | Connections | Authentication  Phase 1 Phase 2 -

[¥] Activate IPsec VPN
Enforce strict CRL Policy: no

MAT Keep Alive Time Interval[s]: 20

SetValues || Refresh |

3. Click on "Set Values".

Configuring VPN tunnel
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1.3.2.7 Establishing the VPN connection

Procedure

1. Click on "Security" > "IPsec VPN" in the navigation area and on the "Connections" tab in
the content area.

2. As "Operation", select "Start" and click "Set Values".

Internet Protocol Security (IPsec) Connection Settings

Garrl R B Connctor At s 1 s

Connection Mame:
Select Name Operation Keying Protocol Remote End Local Subnet Request Virtual IP Timeout [sec]
VPN-1 | start v |[IKEv1 v |[s612 v | 192.168.100.0/24 0
1 entry.

[Create][Deleiz | [SetValues|[Refresh]

Result

The SCALANCE M-800 establishes the VPN tunnel to the S612. If the VPN tunnel is
established, the & LED is lit green on the device.

You will find more detailed information in "Information" > "IPsec VPN".

Internet Protocol Security (IPsec) Information

MName Local Host Local DN Local Subnet Remote Host Remote DM Remaote Subnet Rekey Time Status
VPN-1 U8918C5AB@GI2C 192.168.100.0/24 U904E9391@G92C 192.168.184.0/24 23 h43m7s established

Configuring VPN tunnel
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You can also see the status of the tunnel connection in the online view of the SCT.

r
Online view [5612]

i

| Status I Date and time of day | Interface settings I System log | Audit log | Packet fitter log I Cache tables I User check | Communications status

Known security devices or modules

Name IP address Known by
37.82.60.103

End nodes downstream:  37.82.60.103

IP MAC Known by Subret 1D/subnet mask

Tunnel properties for: 5612 (192.168.184.2)

Ready

Status Source Destination Autherti... SPI Number of byt...  Soft expiration (sec.) H Soft expiration i
enabled  192.168.100.0/255.255.255.0  192.168.11.0/255.255.255.0 HMAC-.. 34403405 0 T L]
enabled 192.168.11.0/255.255.255.0 192.168.100.0/255.255.255.0 HMAC-... c74bZ7dd 0 NEE 80
4 r
Automatic update 2 7 Seconds Update

Close ] I Help ]

42
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1.4 Firewall with a VPN connection
You can create firewall rules for IPsec in the following ways:
e Automatic
Here, the firewall rules are created automatically for the specified VPN connection.
e Manual

Here, you define your own firewall rules for the specified VPN connection.

1.4.1 Creating firewall rules automatically

For the example, the VPN tunnel described in the section "Secure VPN tunnel with
certificates (Page 62)" is used. The devices have the following IP address setting:

Internal address
Local area network SCALANCE M-800 192.168.100.1
255.255.255.0

Remote network S612 internal port
192.168.11.2
255.255.255.0

Procedure

1. Click on "Security" > "IPsec VPN" in the navigation area and on the "Phase 2" tab in the
content area. The setting "Auto Firewall Rules" is enabled as default.

Internet Protocol Security (IPsec) Phase 2 Settings

General Remote End | Connections Authentication  Phase 1| Phase 2

Name Default Ciphers  Encryption Authentication Key Derivation (PFS)  Lifetime [min]  Lifebytes Protocol  Port (Range) Auto Firewall Rules
VPN-1 | 3DES [=] sHA1 [+] DH group 2 [=] 1440 0 * ¥

Configuring VPN tunnel
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Result

See also

44

If "Auto Firewall Rules" is enabled, the following firewall rules are active.

Action From / to Permitted For Source IP ad- | Dest. IP ad-
protocols dresses dresses
Allow Internal network All services | all ports or all ICMP 192.168.100.0/ | 192.168.11.0/24
(VLAN1) / remote packet types 24
network (IPsec
tunnel x)
Allow Remote network All services | all ports or all ICMP 192.168.11.0/2 | 192.168.100.0/24

(IPsec tunnel x) /
internal network
(VLAN1)

packet types

4

These firewall rules make data exchange between the internal network and the remote
network possible, however it is not possible for remote clients to reach the modem although
they also belong to the tunnel subnet.

Apart from ICMP Echo Request no access to the remote VPN partner.

Creating firewall rules manually (Page 45)

Configuring VPN tunnel
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1.4.2 Creating firewall rules manually

Requirement

The IP service HTTP has been created, see the section "TAUTOHOTSPOT".

Allow all nodes from the remote subnet HTTP-based access to the SCALANCE M-800.

In the following example an additional firewall rules is specified, that applies in addition to the
automatic firewall rules.

1. Click on "Security" > "Firewall" in the navigation area and on the "IP Rules" tab in the
content area.

2. Configure the firewall rule for HTTP with the following settings:

Action Accept

From IPsec VPN-1

To Device

Source (Range) 192.168.11.0/24 (all devices of the remote internal network 2)
Destination (Range) 192.168.100.1 (to the required device)

Service HTTP

3. Click on "Set Values". The SCALANCE M can be reached through the VPN tunnel and
can be configured with WBM.

Internet Protocol (IP) Rules

General | Predefined IPv4 | IP Services | ICMP Services | IP Protocols | IP Rules

IP Wersion: [ |Py4 v
Select Protocol Action From To Source (Range) Destination (Range) Service Log Precedence
IPvd Accept ¥ || IPsec VPN-1 ¥ || Device v | 192.168.11.024 192.168.100.1 HTTP v || none v |0
1 entry.
[Create|[Delete | [Set Values]| [Refresh |

Allow HTTP-based access through the VPN tunnel for a specific device

In the following example, a firewall rule is specified manually, the automatic firewall rules are
deactivated.

1. Click on "Security" > "Firewall" in the navigation area and on the "IP Services" tab in the
content area.

2. As "Service Name", enter "TCP all" and click "Create". A new entry is created in the table.
3. Configure the service with the following setting:

Transportation TCP

Configuring VPN tunnel
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4. Click on "Set Values".

Internet Protocol (IP) Services

General Predefined IPv4 | IP Services | ICMP Services | IP Protocols | IP Rules _

Service Name:

Select Service Name Transport Source Port (Range) Destination Port (Range)
0 TCP [TCP_ " .
1 entry.

[Create|[Delete][Set Values|[Refresh]|

5. Click on "Security" > "Firewall" in the navigation area and on the "IP Rules" tab in the
content area.

6. Click "Create". A new entry is created in the table.

7. Configure the firewall rule with the following settings:

Action Accept

From vlan1 (INT)

To IPsec VPN-1
Source (Range) 192.168.100.10

(only this device is allowed to communicate from internal net-
work 1 through the VPN tunnel with TCP)

Destination (Range) 0.0.0.0/0 (to all addresses)
Service TCP

8. Click "Create". A new entry is created in the table.
9. Click on "Set Values".

Internet Protocol (IP) Rules

6enem|| Predefined IP\rdlIP Services i ICMP Services | IP Protocols | IP Rules

1P Version: [ IPvd v |

Select Protocol Action From To Source (Range) Destination (Range) Service Log Precedence
] IPva [ Accept v |[viant (INT) v |[IPsec VPN-1 ¥ | 192.168.100.10 00000 | TCP ¥|lnone v |0

1 entry.

[Create|[Delete|[Sei Values | [Refresh]|

Configuring VPN tunnel
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CPs

2.1 Procedure in principle

In these examples, a secure VPN tunnel is configured between a SCALANCE M-800 and the
CP 1628.

e Example 1: Secure VPN tunnel with pre-shared keys (PSK)
e Example 2: Secure VPN tunnel with certificates
Instead of the CP 1628, a CP 343-1 Advanced or CP 434-1 Advanced can be used.

Structure

Internal network 2

Internal network 1 External public network

PC1 with CP 1628 PC2

Fixed IP address

DSL router

i
5

Internet o L [ 1] |
M81x S7-300 with ﬁ

CP 343-1 Advanced
ADSL

S7-400 with
CP 443-1 Advanced

=5~ | Fixed IP address
[Tl or DDNS hostname

O VPN tunnel
B Industrial Ethernet

Internal network 1 - connection to SCALANCE M-800

® |n the test setup, in the internal network, a network node is implemented by an Admin PC
connected to an Ethernet interface of the SCALANCE M.

— Admin PC: Represents a node in the internal network

— M-800: SCALANCE M module for protection of the internal network
e Connection to the external, public network.

— Wireless via the antenna of the M874 to the mobile wireless network.

— Wired via the RJ-45 jack of the M81x to ADSL.

Configuring VPN tunnel
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2.1 Procedure in principle

Internal network 2 - attachment to a port of the CP 1628

In the test setup, in the internal network, each network node is implemented by one PC
connected to the internal port of the security module.

— PC1 with security module 1: PC with CP 1628 for protection of the internal network
— PC2: PC with the Security Configuration Tool and STEP 7

The PC represents a node in the internal network.
Connection to the external, public network via DSL router

Access to the Internet is via a DSL modem or a DSL router connected to one of the ports
of the security module.

Required devices/components

Use the following components for setup:

48

Connection to the mobile wireless network

— 1 x M874 (additional option: a suitably installed standard rail with fittings)
— 1x 24V power supply with cable connector and terminal block plug

— 1 x suitable antenna

— 1 x SIM card of your mobile wireless provider. Suitable services are enabled, e.g.
Internet.

Connecting to ADSL

— 1xM812 or 1 x M816 (optionally also: a suitably installed standard rail with fittings)
— 1x 24V power supply with cable connector and terminal block plug

— ADSL access is enabled

1 x PC with CP 1628

1 x PC with the Security Configuration Tool and STEP 7.

1 x DSL modem or DSL router

The required network cable, TP cable (twisted pair) complying with the IE FC RJ-45
standard for Industrial Ethernet

Configuring VPN tunnel
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Settings used

2.1 Procedure in principle

For the configuration example, the devices are given the following IP address settings

Internal address

External address

Internal network | M-800 192.168.100.1 Fixed IP address, e.g.
1 255.255.255.0 90.90.90.90
Provider dependent
As an alternative, the DDNS
hostname can also be used.
Admin PC 192.168.100.20
255.255.255.0
Internal network | DSL router 192.168.184.254 Fixed IP address (WAN IP
2 255.255.255.0 address), e.g. 91.19.6.84
PC1 with CP For CP 1628: The IP address | For CP 1628: The IP address of
1628 of the NDIS interface, e.g. the Industrial Ethernet interface,
192.168.184.10. e.g. 192.168.184.2.
(is configured on PC1) For CP 343-1 Advanced or
For CP 343-1 Advanced or | CP 434-1 Advanced:
CP 434-1 Advanced: The IP The IP address of the Gbit
address of the PROFINET interface.
interface.
PC2 192.168.184.20

255.255.255.0

Requirement

e The CP 1628 is connected to the Internet via the DSL router.

® |n the properties of the CP, the internal IP address of the DSL router is configured as a
default gateway.

e the SCALANCE M-800 is connected to the WAN , refer to "Connecting SCALANCE M-
800 to the WAN".

e The SCALANCE M-800 can be reached via the Admin PC and you are logged in to the
WBM as "admin".

Steps in configuration

Example 1: Secure VPN tunnel with PSK
Configuring a VPN tunnel with the SCT V3.x

1. Creating project and modules with SCT

2. Configuring a tunnel connection

3. Downloading the configuration to the CP and saving the M-800 configuration

Configuring VPN tunnel
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2.1 Procedure in principle

Configuring a VPN tunnel with the SCT V4.x

1. Creating project and modules with SCT (Page 51)
2. Configuring a tunnel connection (Page 53)

3. Downloading the configuration to the CP and saving the M-800 configuration (Page 55)
Configuring SCALANCE M-800

Activating VPN (Page 60)

Configuring the VPN remote end (Page 55)
Configuring a VPN connection (Page 56)
Configuring VPN authentication (Page 58)
Configuring phase 1 and phase 2 (Page 58)
Establishing the VPN connection (Page 60)

I

Example 2: Secure VPN tunnel with certificates

Configuring a VPN tunnel with the SCT V3.x

1. Creating project and modules with SCT

2. Configuring a tunnel connection

3. Downloading the configuration to the CP and saving the M-800 configuration
Configuring a VPN tunnel with the SCT V3.x

1. Creating project and modules with SCT (Page 62)

2. Configuring a tunnel connection (Page 64)

3. Downloading the configuration to the CP and saving the M-800 configuration (Page 66)
Configuring SCALANCE M-800

Loading a certificate (Page 67)

Activating VPN (Page 72)

Configuring the VPN remote end (Page 69)

Configuring a VPN connection (Page 69)

Configuring VPN authentication (Page 70)

Configuring phase 1 and phase 2 (Page 71)

Establishing the VPN connection (Page 73)

N o ok~ wDdhd =
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2.2 Secure VPN tunnel with PSK

2.2 Secure VPN tunnel with PSK

2.21 Configuring a VPN tunnel with the SCT V4.x
2211 Creating project and modules with SCT
Procedure

1. On the "Security" tab of the object properties of the CP 1628, select the "Enable security"
check box.

2. In the dialog that follows, create a new user with a user name and the corresponding
password.

The "administrator" role is assigned to the user automatically.
3. Confirm the dialog with "OK". A new project is created.

4. In HW Config, open the Security Configuration Tool with the "Edit" > "Security
Configuration Tool" menu command.
The created CP is displayed in the list of configured modules.

Configuring VPN tunnel
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2.2 Secure VPN tunnel with PSK

5. Generate a second module with the "Insert" > "Module" menu command.

£9 selection of a module or software configuration

192.168.100.1|

6. Enter the values assigned to the SCALANCE M-800 from the "Settings used (Page 47)"
table.

7. Confirm the dialog with "OK".

Result
The CP and the SCALANCE M-800 will then be displayed in the list of configured modules.

Configuring VPN tunnel
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2212 Configuring a tunnel connection

A VPN tunnel for secure communication can only be established if the SCALANCE M-800
and the CP are assigned to the same VPN group.

Procedure

1. Select "VPN groups" in the navigation area and create a new group with the menu
command "Insert" > "Group". The group is automatically given the name "Group1".

2. Select the "All modules" entry in the navigation panel.

3. Select the SCALANCE M-800 and the CP in the content area. Drag the modules to
"Group1". Both modules are now assigned to "Group1".

4. Change to advanced mode with the menu command "View" > "Advanced mode".

5. Open the group properties of Group1 by selecting the "Properties ..." shortcut menu

Configuring VPN tunnel
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6. For this configuration example, configure the group properties with the following settings.

1o
—Authentication method

* Preshared key " Certificate

Key: |12345678| Name: |PEBSF-GSAS4

New... | Dateissued: [2/17/2014 7:14 AM

[ew . Display...

—Advanced settings phase 1

IKE mode: IMain j

Phase 1 DH group: IDH group 2 {1024 bits) j

Sh lifetime type: [ Time | sAlifetime: [l min

Phase 1 encryption: [3DES-168 | Phase 1 authentication: [sHAT =l
—Advanced settings phase 2

SA lifetime type: [Time ~|  SAlifetime: [t Min.

Phase 2 encryption: {3DES-168 =] Phase 2 authentication: [sHa1 |

" Perfect Forward Secrecy

— Comment

If you use different parameter settings, it is possible that the two tunnel partners will not
be able to set up a VPN connection between them.

7. Save the project with the "Project” > "Save" menu command.

Result

The configuration of the tunnel connection is complete. The settings are saved in the
configuration file.

Configuring VPN tunnel
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2213 Downloading the configuration to the CP and saving the M-800 configuration

Downloading the configuration to the CP
1. Close the Security Configuration Tool.
2. In HW Config, select the "Station" > "Save and Compile" menu.

3. Download the new configuration to the security module using the "PLC" > "Download to
Module ..." menu.

— For CP 1628: If the download was completed free of errors, the security module
restarts automatically and the new configuration is activated.

— For CP 343-1 Advanced or CP 434-1 Advanced: Restart the S7 CPU following the
download, to activate the new configuration

Saving the SCALANCE M-800 configuration

1. In STEP 7, open the Security Configuration Tool with the "Edit" > "Security Configuration
Tool" menu command.

2. In the content area, select the "M-800" and select the menu command "Transfer" > "To
module(s) ...".

3. Save the configuration file "Projectname.M-800.txt" in your project directory.

Result
The following file will be saved in the project directory:
e Configuration file: projectname.M-800.txt
The configuration file contains the exported configuration information for the SCALANCE M-
800. Follow the instructions in the configuration file.
222 Configuring SCALANCE M-800
2221 Configuring the VPN remote end
Procedure

1. Click on "Security" > "IPsec VPN" in the navigation area and on the "Remote End" tab in
the content area.

2. Enter the name of the VPN partner (tunnel endpoint) in "Remote End Name", e.g. S612.

3. Click "Create". A new row is created in the table.
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4. For the configuration example, configure the VPN remote end with the following settings:

Remote Mode Standard
Remote Type Manual
Remote Address 91.19.6.84/32
WAN IP address of the DSL router
Remote Subnet 192.168.11.0/24

5. Click on "Set Values".

Internet Protocol Security (IPsec) Remote End Settings

General | Remote End | Connections | Authentication | Phase 1| Phase 2

Remote End Name:
Select Name Remote Mode Remaote Type Remote Address Remote Subnet Virtual IP Mode Virtual IP
CP1628 Standard ¥ || manual r 192.168.184.0/24 |none
1 entry.

[Create|[Delete][Sei Values | [Refresh |

2222 Configuring a VPN connection

Requirement

¢ The VPN remote end has been created.

Procedure

1. Click on "Security" > "IPsec VPN" in the navigation area and on the "Connections" tab in
the content area.

2. In "Connection Name" enter a name for the VPN connection.

3. Click "Create". A new row is created in the table.

Configuring VPN tunnel
56 Getting Started, 01/2019, C79000-G8976-C541-01



VPN tunnel between SCALANCE M-800 and security CPs

2.2 Secure VPN tunnel with PSK

4. For the configuration example, configure the VPN connection with the following settings:

Operation Disabled
Keying Protocol IKEV1
Remote End CP1628
Name of the VPN remote station
Local Subnet 192.168.100.0/24
The local subnet 1 in CIDR notation.

5. Click on "Set Values".

Internet Protocol Security (IPsec) Connection Settings

Goner ot v Consecions Auencaton e 1 Pass 211

Connection Name:

Selet Name Operation Keying Protocol Remote End Local Subnet ReguestVitual IP Timeout [sec]
[ VPN disabled [=] IKEv1 [=] CP1625 [=] 192.168.100.0124 [ 0
1 entry.

[create | [ Delete |[ 52t values | [ Refresh

Configuring VPN tunnel
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2223 Configuring VPN authentication

Procedure

1. Click on "Security" > "IPsec VPN" in the navigation area and on the "Authentication" tab
in the content area.

2. Configure the VPN authentication with the following settings:

Authentication PSK
Local ID no entry necessary
Remote ID 192.168.184.2
The IP address of the VPN remote station.
PSK / PSK Confirmation 12345678
The key that you configured in the SCT.

3. Click on "Set Values".

Internet Protocol Security (IPsec) Authentication Settings

General Remote End | Connections Phase 1| Phase 2

MName Authentication CA Certificate Local Certificate Local ID Remote Certificate  Remote ID PSK PSK Confirmation
VPM-1 PSK - - - 162.168.184.2 ssanas sasane
2224 Configuring phase 1 and phase 2

Configuring phase 1

1. Click on "Security" > "IPsec VPN" in the navigation area and on the "Phase 1" tab in the
content area.

2. Deselect the "Default Ciphers" check box.
3. Select the "DPD" check box.

Configuring VPN tunnel
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4. Configure phase 1 with the following settings from the configuration file:

Encryption 3DES
Authentication SHA1

Key Derivation DH group 2
Lifetime [min]: 1440

DPD Period [sec] 60
Aggressive Mode no

5. Click on "Set Values".

Internet Protocol Security (IPsec) Phase 1 Settings

et Connecon entcaton] P ehase 2 10y
Name Default Ciphers  Encryption i Key Deri Keying Tries  Lifetime [min] ~ DPD DPD Period[sec] DPD Timeout[sec] Aggressive Mode
WPN-1 l 3DES [=] 3HA1 [+] DHaroup2 [+] 0 1440 &0 180

1 entry.

SetValues || Refresh

Configuring phase 2
1. Click the "Phase 2" tab.
2. Deselect the "Default Ciphers" check box.

3. Configure phase 2 with the following settings from the configuration file:

Encryption 3DES
Authentication SHA1
Key Derivation (DFS) DH group 2
Lifetime [min]: 1440

4. Click on "Set Values".

Internet Protocol Security (IPsec) Phase 2 Settings

Geveral et v Convctons Avbenicaion] a1 a2 1

Name Default Ciphers  Encryption Authentication Key Derivation (FFS)  Lifetime [min]  Lifebytes Protocol  Port (Range) Auto Firewall Rules
VPN-1 [ 3DES [+] sHA1 [+] DH group 2 [=] 1440 0 x x

SetValues || Refresh
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2225 Activating VPN

Procedure
1. Click on "Security" > "IPsec VPN" in the navigation area and on the "General" tab in the

content area.
2. Enable the "IPsec VPN" setting.

Internet Protocol Security (IPsec) General

General | Remote End | Connections | Authentication  Phase 1 Phase 2 -

Activate IPsec VPN
Enforce strict CRL Policy: no
MAT Keep Alive Time Interval[s]: 20

SetValues || Refresh |

3. Click on "Set Values".

2.2.26 Establishing the VPN connection

Procedure
1. Click on "Security" > "IPsec VPN" in the navigation area and on the "Connections" tab in

the content area.
2. As "Operation", select "Start" and click "Set Values".

Internet Protocol Security (IPsec) Connection Settings

ol Rt 5] Corvctns vt s o2

RequestVirual IP Timeout [sec]

Connection Name:
Select  MName Operation Keying Protocol Remote End Local Subnet
VPN-1 [stat v ][IKEw1 v |[cPi628 v | 192.168.100.0124 i
1 entry.

[Creaie][Deleiz |[Set Values|[Refresh]
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Result

The M-800 establishes the VPN tunnel to the CP 128. If the VPN tunnel is established, the
LED is lit green on the device.

You will find more detailed information in "Information" > "IPsec VPN".

Internet Protocol Security (IPsec) Information

Mame Local Host Local DM Local Subnet Remote Host Remaote DN Remote Subnet Rekey Time Status
VPMN-1 192.168.100.0/24 192.168.184.2| 192.168.184.0/24 50m7s established
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2.3 Secure VPN tunnel with certificates
2.3.1 Configuring a VPN tunnel with the SCT V4.x
2311 Creating project and modules with SCT
Procedure

1. On the "Security" tab of the object properties of the CP 1628, select the "Enable security
check box.

2. In the dialog that follows, create a new user with a user name and the corresponding
password.

The "administrator" role is assigned to the user automatically.
3. Confirm the dialog with "OK". A new project is created.

4. In HW Config, open the Security Configuration Tool with the "Edit" > "Security
Configuration Tool" menu command.
The created CP is displayed in the list of configured modules.
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2.3 Secure VPN tunnel with certificates

5. Generate a second module with the "Insert" > "Module" menu command.

£9 selection of a module or software configuration

-
J

192.168.100.1|

6. Enter the values assigned to the SCALANCE M-800 from the "Settings used (Page 47)"
table.

7. Confirm the dialog with "OK".

Result
The CP and the SCALANCE M-800 will then be displayed in the list of configured modules.
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23.1.2 Configuring a tunnel connection

A VPN tunnel for secure communication can only be established if the SCALANCE M-800
and the CP are assigned to the same group.

Procedure

1. Select "VPN groups" in the navigation area and create a new group with the menu
command "Insert" > "Group". The group is automatically given the name "Group1".

2. Select the "All modules" entry in the navigation area.

3. Select the SCALANCE M-800 and the CP in the content area. Drag the modules to
"Group1". Both modules are now assigned to "Group1".

4. Change to advanced mode with the menu command "View" > "Advanced mode".

5. Open the group properties of Group1 by selecting the "Properties ..." shortcut menu
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6. For this configuration example, configure the group properties with the following settings:

£9 vPN group properties - Groupl i 10| =l
—Authentication method
" Preshared key % Certificate
Key: |e6ipRyLiDFDz_5il Name: |PEBSF-GIASS
New. . | Date issued: |2.-"1?;"24]'|4 714 AM
Mew... Display...
rAdvanced settings phase 1
IKE mode: IMain j
Phase 1 DH group: IDH group 2 (1024 bits) j
SA lifetime type: | Time Tl sadifetime: 1440 Min.
Phase 1 encryption: Phase 1 authentication: ISHM j
—Advanced settings phase 2
SA lifetime type: [ Time =l sAlifetime: [1420 Min.
Phase 2 encryption: |3DES—1EB j Phase 2 authentication: ISHM j
[ Perfect Forward Secrecy
—Comment

If you use different parameter settings, it is possible that the two tunnel partners will not
be able to set up a VPN connection between them.

7. Select the menu command "Project" > "Save". Save the security project under the
required name.

Result

The configuration of the tunnel connection is complete. The settings are saved in the
configuration file.
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2313 Downloading the configuration to the CP and saving the M-800 configuration

Downloading the configuration to the CP
1. Close the Security Configuration Tool.
2. In HW Config, select the "Station" > "Save and Compile" menu.

3. Download the new configuration to the security module using the "PLC" > "Download to
Module ..." menu.

— For CP 1628: If the download was completed free of errors, the security module
restarts automatically and the new configuration is activated.

— For CP 343-1 Advanced or CP 434-1 Advanced: Restart the S7 CPU following the
download, to activate the new configuration.

Saving the SCALANCE M-800 configuration

1. In the content area, select the "M-800" and select the menu command "Transfer" > "To
module(s) ...".

2. Save the configuration file "Projectname.M-800.txt" in your project folder and assign a
password for the private key of the certificate, e.g. Di1S+Xo?.

Result
The following files will be saved in the project directory:
e Configuration file: projectname.M-800.txt
o PKCS12 file: projectname.string.M-800.p12
e Remote certificate: Projectname.group1.CP.cer

The configuration file contains the exported configuration information for the SCALANCE M-
800 including information on the additionally generated certificates. Follow the instructions in
the configuration file.
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2.3.2

23.21

Requirement

Procedure

2.3 Secure VPN tunnel with certificates

Configuring SCALANCE M-800 (*** NO TRANSLATION IN THIS VERSION! ***)

Loading a certificate

The correct time is set on the SCALANCE M-800, refer to the section AUTOHOTSPOT.
Certificates are available.

You saved the required certificates on the PC in the last section and assigned a
password for the private key.

Transfer the certificates for the SCALANCE M-800 to the Admin PC.

. Click on "System" > "Load&Save" in the navigation area and on the "Passwords"" tab in

the content area.

. In the line "X509Cert" enter the password that you specified for the PKCS12 file in

"Password" and "Password confirmation”.

3. Enable the password

4.

Click on "Set Values".

Load and Save via HTTP

e s

Type

Config
ConfigPack
Debug
Firmware
HTTPSCert
LogFile
MIB

ModemQualityLog
RunningCLI

Startuplnfo
Users
WEMFav
X508Cert

Configuring VPN tunnel
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Description Load Save Delete

Startup Configuration [ Load | Save |

Startup Config, Users and Certificates [ Load || Save |

Debug Information for Siemens Support | Save /| Delete |
Firmware Update [ Load || Save |

HTTPS Certificate [ Load || ave /| alet |
Event, Security, Firewall Logs

SCALANCE M MSPS MIB

Modem Quality Log | Save || Delete |
‘show running-config all' CLI settinas

Startup Information

Users and Passwords [ Load || Save |

WBM favourite pages [ Load | I

X500 Certificates [ Load || Save |
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5. Click on the "HTTP" tab in the content area.

Load and Save via HTTP

T s

Type Description Load Save Delete

Config Startup Configuration | Load I Save |

ConfigPack Startup Config, Users and Certificates | Load |l Save |

Debug Debug Information for Siemens Support [ Save || Delete |
Firmware Firmware Update | Load |l Save |

HTTPSCert HTTPS Certificate | Load I I |
LogFile Event, Security, Firewall Logs

MIB SCALANCE M MSPS MIB

ModemQualityLog Modem Quality Log [ Save || Delete |
RunningCLI *show running-config all' CLI settings

Startupinfo Startup Information

Users Users and Passwords | Load || Save |

WBMFav WBM favourite pages | Load |l Save Il
X509Cert X509 Certificates | Load | Save |

6. For "X509Cert" click the "Loading" button. The dialog for loading a file is opened.
Navigate to the remote certificate.
7. Click the "Open" button in the dialog.

The file is now loaded on the device. After loading successfully, confirm the next dialog
with "OK".
8. Repeat steps 5 and 6 for the PKCS12 file.

Result

Certificates are loaded and are displayed in "Security" > "Certificates". The loaded
certificates must have the status "Valid".

Internet Protocol Security (IPsec) Authentication Settings

Gonr it 8 Coneconshrcaton a1 a2 11

Name Authentication CA Certificate Local Certificate Local ID Remote Certificate  Remote ID P3K PSK Confirmation
VPN-1 Remote Cent  [+] - Konfiguration-1.[ ] Konfiguration-1.(+| U41E0EDFF@GASE
SetValues || Refresh
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23.2.2 Configuring the VPN remote end

Procedure

1. Click on "Security" > "IPsec VPN" in the navigation area and on the "Remote End" tab in
the content area.

2. Enter the name of the VPN partner (tunnel endpoint) in "Remote End Name", e.g. S612.
3. Click "Create". A new row is created in the table.

4. For the configuration example, configure the VPN remote end with the following settings:

Remote Mode Standard
Remote Type Manual
Remote Address 91.19.6.84/32
WAN IP address of the DSL router
Remote Subnet 192.168.11.0/24

5. Click on "Set Values".

Internet Protocol Security (IPsec) Remote End Settings

General Remote End | Connections Authentication Phase 1 Phase 2

Remote End Name:

Select Name Remote Mode Remote Type  Remote Address Remote Subnet Virtual IP Mode Wirtual IP
CP1628 Standard ¥ || manual i 192.168.184.0/24 |none Y
1 entry.
[Create|[Delete|[SeiValues|[Refresh|
23.23 Configuring a VPN connection

Requirement

¢ The VPN remote end has been created.

Procedure

1. Click on "Security" > "IPsec VPN" in the navigation area and on the "Connections" tab in
the content area.

2. In "Connection Name" enter a name for the VPN connection.

3. Click "Create". A new row is created in the table.
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4. For the configuration example, configure the VPN connection with the following settings:

Operation Disabled
Keying Protocol IKEV1
Remote End CP1628
Name of the VPN remote station
Local Subnet 192.168.100.0/24
The local subnet 1 in CIDR notation.

5. Click on "Set Values".

Internet Protocol Security (IPsec) Connection Settings

Goner ot v Conneons Auercaton e 1 Pass 211

Connection Mame:

Selet MName Operation Keying Protocol Remote End Local Subnet Request Virtual IP Timeout [sec]
[ VPN disabled [=] IKEv1 [=] CP1625 [=] 192.168.100.0124 [ 0
1 entry.

[create | [ Delete | [ Setvalues | [ Refresh

2324 Configuring VPN authentication

Procedure

1. Click on "Security" > "IPsec VPN" in the navigation area and on the "Authentication" tab
in the content area.

2. For the configuration example, configure the VPN authentication with the following

settings:

Authentication Remote Cert

Local certificate projectname.string.M-800.p12
Remote Certificate Projectname.group1.CP.cer

Remote ID Remote ID from the configuration file

3. Click on "Set Values".

Internet Protocol Security (IPsec) Authentication Settings

Goner o v Connctons| Aeicaion a1 e 211

MName Authentication CA Certificate Local Certificate Local ID Remote Cerificate Remote ID PSK P3SK Confirmation
VPN-1 Remate Cert [+ - Konfiguration-1.{+ Konfiguration-1.( = | U41EDEDFF@GABE
Set Values
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2.3.2.5 Configuring phase 1 and phase 2

Configuring phase 1

1. Click on "Security" > "IPsec VPN" in the navigation area and on the "Phase 1" tab in the
content area.

2. Deselect the "Default Ciphers" check box.
3. Select the "DPD" check box.

4. Configure phase 1 with the following settings from the configuration file:

Encryption 3DES
Authentication SHA1

Key Derivation DH group 2
Lifetime [min]: 1440

DPD Period [sec] 60
Aggressive Mode no

5. Click on "Set Values".

Internet Protocol Security (IPsec) Phase 1 Settings

General | Remote End | Connections | Authentication | Phase 1| Phase 2

MName Default Ciphers  Encryption Authentication Key Derivation Keying Tries  Lifetime [min] DPD DPD Period [sec] DPD Timeout [sec] Aggressive Mode
VPIN-1 il 3DES [=] sHA1 [=] DHaroup2 [+ 0 1440 @ 60 180

1 entry.

SetValues
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Configuring phase 2
1. Click the "Phase 2" tab.
2. Deselect the "Default Ciphers" check box.

3. Configure phase 2 with the following settings from the configuration file:

Encryption 3DES
Authentication SHA1

Key Derivation (DFS) DH group 2
Lifetime [min]: 1440

4. Click on "Set Values".

Internet Protocol Security (IPsec) Phase 2 Settings

Goer ot omecions uenicaton s a2 1

Name Default Ciphers  Encryption Authentication Key Derivation (PFS)  Lifetime [min]  Lifebytes Protocol  Port (Range) Auto Firewall Rules
VPN-1 [ 3DES [=] sHA1 [+] DH group 2 [=] 1440 0 * %
Refiesh

2.3.2.6 Activating VPN

Procedure

1. Click on "Security" > "IPsec VPN" in the navigation area and on the "General" tab in the
content area.

2. Enable the "IPsec VPN" setting.
Internet Protocol Security (IPsec) General

General | Remote End | Connections | Authentication  Phase 1 Phase 2 -

[¥] Activate IPsec VPN
Enforce strict CRL Policy: no

MAT Keep Alive Time Interval[s]: 20

SetValues || Refresh |

3. Click on "Set Values".
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2.3.2.7 Establishing the VPN connection

Procedure

1. Click on "Security" > "IPsec VPN" in the navigation area and on the "Connections" tab in
the content area.

2. As "Operation", select "Start" and click "Set Values".

Internet Protocol Security (IPsec) Connection Settings

Gl e o eteston] e P2

Connection Name:

Select  Name Operation Keying Protocol  Remote End Local Subnet RequestVirtual IP  Timeout [sec]
VPN-1 start v |[IKEv1 v |[cPi628 v | 192.168.100.0/24 0
1 entry.

[Creaie|[Deleiz |[Set Values|[Refresh]|

Result

The SCALANCE M-800 establishes the VPN tunnel to the CP 1628. If the VPN tunnel is
established, the & LED is lit green on the device.

You will find more detailed information in "Information" > "IPsec VPN".

Internet Protocol Security (IPsec) Information

MName Local Host Local DN Local Subnet Remote Host Remote DM Remaote Subnet Rekey Time Status
VPN-1 U8918C5AB@GI2C 192.168.100.0/24 U904E9391@G92C 192.168.184.0/24 23 h43m7s established
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Configuring VPN tunnel
74 Getting Started, 01/2019, C79000-G8976-C541-01



VPN tunnel between two M-800s 3

3.1 Procedure in principle

In this example a secure VPN connection with certificates is established between two
SCALANCE M-800 devices.

In this example of a configuration the SCALANCE M81x in the master station is the VPN
server and this can be reached from the WAN via its fixed IP address. The SCALANCE
M87x in the station is the VPN client that establishes the connection to the VPN server when
necessary.

Layout

external, public network

Master
station

Station 1

SCALANCE

Fixed IP address Dynamic

i SCALANCE
el FE or DDNS host name IP address M87x
LAN 1 (internal) LAN 2 (internal)
O VPN tunnel

B Industrial Ethernet

Internal network 1 / 2 - connection to SCALANCE M

® |n the test setup in the internal network, a network node is implemented by an Admin PC
or SIMATIC station connected to an Ethernet interface of the SCALANCE M-800.

— Admin PC: Represents a node in the internal network

— M87x\M81x: SCALANCE M module for protection of the internal network
e Connection to the external, public network:

— Wireless via the antenna of the M87x to the mobile wireless network.

— Wired via the RJ-45 jack of the M81x to ADSL.
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Required devices/components

Use the following components to set up the network:

® Connection to the mobile wireless network

— 1 x M874 (additional option: a suitably installed standard rail with fittings)

— 1x 24V power supply with cable connector and terminal block plug

— 1 x suitable antenna

— 1 x SIM card of your mobile wireless provider. Suitable services are enabled, e.g.
Internet.

e Connecting to ADSL

— 1xM812 or 1 x M816 (optionally also: a suitably installed standard rail with fittings)

— 1 x 24V power supply with cable connector and terminal block plug

— ADSL access is enabled
e 1 x PC with which the SCALANCE M is connected.

® The required network cable, TP cable (twisted pair) complying with the IE FC RJ-45
standard for Industrial Ethernet

Settings used
For the configuration example, the devices are given the following IP address settings
Interface IP address
Master M81x ADSL Vlan 2 Fixed IP address, e.g. 90.90.90.90 (VPN serv-
station (external) er)
Provider dependent
As an alternative, the DDNS hostname can
also be used.
Ethernet Vian 1 192.168.100.1
(internal) 255.255.255.0
Admin PC | Ethernet 192.168.100.20
(internal) 255.255.255.0
Station 1 | M87x Mobile wire- Vlan 2 Dynamic IP address
less (VPN client)
(external)
Ethernet Vian 1 192.168.11.2
(internal) 255.255.255.0
Admin PC | Ethernet 192.168.11.40
(internal) 255.255.255.0
Configuring VPN tunnel
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Note

For the devices located in the internal network, the IP address of the internal port must be
entered as the standard gateway.

Requirement

e The SCALANCE M87x/SCALANCE M81x is connected to the WAN, refer to "Connecting
SCALANCE M to the WAN".

e The SCALANCE M87x/SCALANCE M81x can be reached via the Admin PC and you are
logged in to the WBM as "admin".

e The "Security Configuration Tool V4.x" is installed

Steps in configuration
1. Configuring a VPN tunnel with the SCT

Creating the project and modules (Page 78)

Configuring a tunnel connection (Page 81)

Configuring VPN parameters (Page 83)

Saving the M-800 configuration (Page 84)
2. Configuring the SCALANCE M81x (VPN server)
— Loading a certificate (Page 85)
— Configuring the VPN remote end (Page 87)
— Configuring a VPN connection (Page 88)
— Configuring VPN authentication (Page 89)
— Configuring phase 1 and phase 2 (Page 90)
— Activating VPN (Page 91)
— Establishing the VPN connection (Page 92)
3. Configuring the SCALANCE M87x (VPN client)
— Loading a certificate (Page 93)
— Configuring the VPN remote end (Page 95)
— Configuring a VPN connection (Page 96)
— Configuring VPN authentication (Page 97)
— Configuring phase 1 and phase 2 (Page 98)
— Activating VPN (Page 100)
— Establishing the VPN connection (Page 100)
4. Displaying the status of the VPN connection (Page 101)
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3.2 Configuring a VPN tunnel with the SCT
3.2.1 Creating the project and modules
Procedure

1. Start the Security Configuration Tool V4.x on the PC.
2. Select the menu command "Project” > "New".

3. In the dialog that follows, create a new user with a user name and the corresponding
password. The "administrator" role is assigned to the user automatically.

4. Confirm the dialog with "OK". A new project has been created and the "Selection of a
module or software configuration" dialog is open.
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Configuring VPN tunnel

3.2 Configuring a VPN tunnel with the SCT

5. Enter the values assigned to the M87x from the "Settings used (Page 75)" table.

With the M87x, the external IP address is not relevant. For the IP address (ext) use the

default settings.

£9 selection of a module or software configuration

—Product type

* SCALANCES \ 1)
SOFTNET configurati '

" (SOFTNET Security MNCE M87x/MD74x,
NCP VPN client. VPN devi

—Module
 SE02 5623
{* 5612 ) " S627-2M
613 \? @ ?’
N—ot
—Firmware release
T va (@
3
2 (B8]
N
—Configuration
Name of the module: |5612
MAC address: IDCH B-1B-00-00-01
|P address (ext.): |192A168A184A2 Subnet mask (ext): |255A255A255AD (" 4
N
Interface routing external/internal: IRouting mode
|P address (int.): |192.168.1 12 Subnet mask (int.): |255.255.255.0
r—Brief description
SCALANCE 5612 module (6GK5 612-0BA10-2AA3 ) for the protection of devices and networks in automation ;l

engineering and for the security of industrial communication.
Functions: VPN (128 tunnels at the same time), stateful inspection firewall, address translation (NAT/NAPT), syslog.
symbolic names, PPPoE, dyn. DNS, SNMP, userspecific firewall rules.

-]

[~ Save selection

oK | Cancel | Help |

6. Close the dialog with "OK".

7. Generate a second module with the "Insert" > "Module" menu command
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8. Enter the values assigned to the M81x from the "Settings used (Page 75)" table.

£9 selection of a module or software configuration

("

e K
v

192.168.100.1|

9. Close the dialog with "OK".

Result

The devices will then be displayed in the list of configured modules.
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3.2.2 Configuring a tunnel connection

A VPN tunnel for secure communication can only be established if the SCALANCE M81x
and the SCALANCE M87x are assigned to the same group.

Procedure

1. Select "VPN groups" in the navigation area and create a new group with the menu
command "Insert" > "Group". The group is automatically given the name "Group1".

2. Select the "All modules” entry in the navigation area.

3. Select the two entries in the content area. Drag the modules to "Group1". Both modules
are now assigned to "Group1".

4. Change to advanced mode with the menu command "View" > "Advanced mode".

5. Open the group properties of Group1 by selecting the "Properties ..." shortcut menu.
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6. For this configuration example, configure the group properties with the following settings.

VPN group properties - Groupl |_|:|_| = _23_|
Authentication method
) Preshared key @ Certificate
Key: |QTCIKNRLWC kUK Name: P2CEESDE2-G384F645F52B188CA

Date issued: 671972017 1:19 PM

MNew... ] l Display...
Advanced settings phase 1
IKE mode: [Main v]
Phase 1 DH group: IDH group 14 (2048 bits) VI
SA lifetime type: Time SA lifetime: 2830 Min.
Phase 1 encryption: ’J“l.ES-123 VI Phase 1 authentication: | SHAT hd
Advanced settings phase 2
Shlifetime type: | Time v SA lifetime: 2880 Min.
Phase 2 encryption: ’J“l.ES-123 - l Phase 2 authentication: | SHA1 -

[7] Perfect Forward Secrecy

Falback VPN profiles
[] VPN prefile 1 (Certificate - Phase 1: Main, DH group 14, Time (480-2880 min.), AES-256, SHA1 - Phase 2: Time (60-2880 min.), AES-128, SHAT)

[] VPN profile 2 (Certificate - Phase 1: Main, DH group 2, Time (480-2880 min.), AES-256, SHAT - Phase 2: Time (60-2880 min.), 3DES-168, SHAT)

[T] VPN profile 3 (Certificate - Phase 1: Main, DH group 2, Time (480-2880 min.), 3DES-168, SHAT - Phase 2: Time (60-28280 min.), 3DES-168, SHAT)

[C] VPN profile 4 (Certificate - Phase 1: Main, DH group 2, Time (480-2880 min.), DES, MD5 - Phase 2: Time (60-2880 min.), 3DES-168, SHAT)

[T] VPN profile 5 (Preshared key - Phase 1: Main, DH group 2, Time (480-2880 min.), 3DES-168, SHA1 - Phase 2. Time (60-2880 min.), 3DES-168, SHAT)

Comment

[ ok || Cancel |[ Help

7. Close the dialog with "OK".

Result

The configuration of the tunnel connection is complete.
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3.2.3 Configuring VPN parameters

In this configuration example, the M81x (VPN server) is "passive". The M81x waits for the
partner M87x to initiate the connection establishment.

Configuring VPN parameters for M81x (VPN server)

Select the "M81xServer" in the content area.

. Select the menu command "Edit" > "Properties". Click the "VPN" tab.

Click on the "VPN" tab.

. For "Permission to initiate connection establishment", select the "Wait for partner

(responder)" entry.
Enter the WAN IP address e.g. 90.90.90.90
Click "Apply" and close the dialog with "OK".

Configuring VPN parameters for M87x (VPN client)

Select the "M81xServer" in the content area.

. Select the menu command "Edit" > "Properties". Click on the "VPN" tab.

Click on the "VPN" tab.

. For "Permission to initiate connection establishment”, select the "Start connection to

partner (initiator/responder)" entry.

5. Click "Apply" and close the dialog with "OK".

6. Select the "Project" > "Save" menu command. Save the security project under the

Procedure
1.
2
3.
4
5.
6.
1.
2
3.
4

Result

required name.

The security project is configured. The settings are saved in the configuration file.
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3.24 Saving the configuration

Procedure

1. In the content area, select the "M81xServer" and select the menu command "Transfer" >
"To module(s) ...".

2. Save the configuration file "Projectname.M81xServer.ixt" in your project folder and assign
a password for the private key of the certificate, e.g. Di1S+Xo?.

3. In the content area, select the "M87xClient" and select the menu command "Transfer" >
"To module(s) ...".

4. Save the configuration file "Projectname.M87xClient.txt" in your project folder and assign
a password for the private key of the certificate, e.g. Di1S+Xo?.

Result
The following files will be saved in the project directory:
® Configuration file: Project name of the module.txt
® PKCS12 file: Project name.string.name of the module.p12
® Remote certificate: Projectname.group1module name.cer

The configuration file contains the exported configuration information for the SCALANCE M-
800 devices including information on the additionally generated certificates. Follow the
instructions in the configuration file.

Configuring VPN tunnel
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3.3 Configuring the SCALANCE M81x (VPN server)

3.31 Loading a certificate

Requirement

Procedure

Configuring VPN tunnel

The certificates are necessary to authenticate the VPN node and therefore for the
establishment of a secure VPN connection.

You obtain the information which certificate is to be loaded on which device from the
configuration file.

The correct time is set on the SCALANCE M-800, refer to the section AUTOHOTSPOT.
Certificates are available.

You saved the required certificates on the PC in the last section and assigned a
password for the private key.

Transfer the certificates for the SCALANCE M-800 to the Admin PC.

. Click on "System" > "Load&Save" in the navigation area and on the "Passwords"" tab in

the content area.

. To load the file successfully on the SCALANCE M enter the password specified for the

file in the line "X509Cert" in "Password" and "Password confirmation"

When you saved the configuration files of the SCALANCE M from the Security
Configuration Tool, you were requested to assign a password for the private key of the
certificate or to use the project name for this.

. Enable the password
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4. Click on "Set Values".

Load and Save via HTTP

T s

Type

Config
ConfigPack
Debug
Firmware
HTTPSCert
LogFile

MIB
ModemQualityLog
RunningCLI
Startuplnfo
Users
WBMFav
XA09Cert

Description

Startup Configuration

Startup Config, Users and Certificates
Debug Information for Siemens Support
Firmware Update

HTTPS Cerificate

Event, Security, Firewall Logs
SCALAMNCE M MSPS MIB

Wodem Quality Log

"show running-config all' CLI settings
Startup Information

Users and Passwords

WEBM favourite pages

X500 Certificates

Load and Save via HTTP

Load Save Delete
| Load I Save |
| Load | Save |
[ Save || Delete |
| Load I Save |
[ toad [ | |
[ Save || Delete |
| Load || Save |
| Load |l Save Il D
| Load | Save |

5. Click on the "HTTP" tab in the content area.

e e st

Type

Config
ConfigPack
Debug
Firmware
HTTPSCert
LogFile

MIB
ModemQualityLog
RunningCLI
Startuplnfo
Users
WBMFav
X509Cert

Refrash
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Description

Startup Configuration

Startup Config, Users and Cerificates
Debug Information for Siemens Support
Firmware Update

HTTPS Certificate

Event, Security, Firewall Logs
SCALAMNCE M MSPS MIB

Modem Guality Log

'show running-config all' CLI settings
Startup Information

Users and Passwords

WEBM favourite pages

X509 Certificates

Load Save Delete
| Load | Save |
| Load || Save |
[ Save || Delete |
| Load | Save |
foas [ | |
[ Save || Delete |
| Load || Save |
| Load | Save | Delete
| Load I Save |

6. For "X509Cert" click the "Loading" button. The dialog for loading a file is opened.

Configuring VPN tunnel
Getting Started, 01/2019, C79000-G8976-C541-01



VPN tunnel between two M-800s

3.3 Configuring the SCALANCE M81x (VPN server)

7. Click the "Open" button in the dialog.

The file is now loaded on the device. After loading successfully, confirm the next dialog

with "OK".

8. Repeat steps 5 and 6 for the PKCS12 file.

Result

Certificates are loaded and are displayed in "Security" > "Certificates". The loaded
certificates must have the status "Valid".

Certificates Overview

Overview | Certificates

Select  Type Filename State SubjectDN

Issuer DN Issue Date Expiry Date Used

Machine Cert 1B00mB00.UBSIBCEABAG ;g C=DE O=Siemens CN=PC3C0-UB018C5AB-GI2CA  C=DE O=Siemens CN=PBESF-G7244 041212017 07-15:08 0411212037 235350 -

92CAMB1xServer Ceripem

mB00mB00 USS18CHAR@G
(ST 92CAMB1xSenver CACerp

% valid C=DE O=Siemens CN=PBB5F-G7244

C=DE O=8iemens CN=PBEB5F-G7244 04/12/2017 06:53:40 04/12/2037 23:59:59 -

Key File mB00mB00 UBSIBCSABAG i C=DE O=Siemens CN=PC3CO-UB018C5AB-GO2CA  C=DE O=Siemens CN=PBESF-G7244 04112/2017 07-15:08 0411212037 23:50'50 -

92CAME1xServer Keypem
m800mB00.Gruppe1.M8745

Remote Cert B

4 entries

valid C=DE 0=Siemens CN=PBB5F-UF063D087-G92CA C=DE O=Siemens CN=PBB5F-G7244 04M12/2017 06:54:02 04/12/2037 235959 -

3.3.2 Configuring the VPN remote end
In this example of a configuration the M81x in the master station is the VPN server that
accepts the connection of VPN partners with any IP address.

Procedure

1. Click on "Security" > "IPsec VPN" in the navigation area and on the "Remote End" tab in

the content area.

2. Enter the name of the VPN partner (tunnel endpoint) in "Remote End Name", e.g.

VPN_Client_M87x.

3. Click "Create". A new row is created in the table.

4. Configure the VPN remote end with the following settings from the configuration file:

Remote Mode

Standard

Remote Type

Any
Accepts the connection from VPN partners with any IP address
address from the remote subnet.

Remote Subnet

192.168.11.0/24
The subnet that can be reached through the VPN tunnel

5. Click on "Set Values".

Configuring VPN tunnel
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3.3.3 Configuring a VPN connection

Requirement

¢ The VPN remote end has been created.

Procedure

1. Click on "Security" > "IPsec VPN" in the navigation area and on the "Connections" tab in
the content area.

2. In "Connection Name" enter a name for the VPN connection.

3. Configure the VPN connection with the following settings:

Operation Disabled
Keying Protocol IKEv2
Remote End VPN_Client_M87x
Name of the VPN remote station
Local Subnet 192.168.100.0/24
The local subnet 1 in CIDR notation.

4. Click on "Set Values".

Configuring VPN tunnel
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3.34 Configuring VPN authentication

For secure communication via VPN, all VPN partners need to authenticate themselves with
each other. In this configuration example, the certificate of the VPN remote station.

Procedure

1. Click on "Security" > "IPsec VPN" in the navigation area and on the "Authentication" tab
in the content area.

2. Configure the VPN authentication with the following settings:

Authentication Remote Cert

Local certificate The precise names of the certificates and the remote ID can be
Remote Certificate found in the relevant configuration file.

Remote ID

3. Click on "Set Values".

Internet Protocol Security (IPsec) Authentication Settings

Gevrl et 9 Conecons  Auenicon a1 a2 1

MName Authentication CA Certificate Local Certificate Local ID Remote Certificate  Remote ID PSK P3K Confirmation
VPN-1 Remote Cert  [+] - Konfiguration-1.{+] Konfiguration-1.{ ] U41EDEDFF@GASE
Set Values

Configuring VPN tunnel
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3.3.5 Configuring phase 1 and phase 2

The settings must match on both devices.

Configuring phase 1

1. Click on "Security" > "IPsec VPN" in the navigation area and on the "Phase 1" tab in the
content area.

2. Deselect the "Default Ciphers" check box.
3. Select the "DPD" check box.

4. Configure phase 1 with the following settings from the configuration file:

Encryption AES 128
Authentication SHA1

Key Derivation DH group 14
Lifetime [min]: 2880

DPD Period [sec] 60
Aggressive Mode no

5. Click on "Set Values".

Internet Protocol Security (IPsec) Phase 1 Settings

General End C i A i Phase 1| Phase 2
MName Default Ciphers  Encryption Authentication Key Derivation Keying Tries  Lifetime [min] DPD DPD Period [sec] DPD Timeout[sec] Aggressive Mode
VPN-1 ] AES128 GCM 16 [+] SHA1 [=] DHgroup 14 [=] 0 2830 @ 30 60 ]
Setvalues

Configuring phase 2
1. Click on "Security" > "IPsec VPN" in the navigation area and on the "Phase 2" tab in the
content area.
2. Leave the "Default Ciphers" check box enabled.

When enabled, a preset list is transferred to the VPN connection partner during
connection establishment. The list contains a combination of the three algorithms
(Encryption, Authentication, Key Derivation). To establish a VPN connection, the VPN
connection partner must support at least one of the combinations. The selection depends
on the key exchange method.

3. Select the "DPD" check box.

Configuring VPN tunnel
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4. Configure phase 1 with the following settings from the configuration file:

Encryption AES128
Authentication SHA1

Key Derivation DH group 14
Lifetime [min]: 2880

5. Enable "Auto Firewall Rules" The firewall rule is created automatically for the VPN
connection.

Internet Protocol Security (IPsec) Phase 2 Settings

Goer et Covecors Auencaion] a1 e 211

MName Default Ciphers  Encryption Authentication Key Derivation (PFS)  Lifetime [min]  Lifebytes Protocol  Port (Range) Auto Firewall Rules
VPN-1 | AES128 GCM 16 [=] SHA1 [=] DH group 14 [=] 2880 0 * *
Set Values

6. Click on "Set Values".

3.3.6 Activating VPN

Procedure

1. Click on "Security" > "IPsec VPN" in the navigation area and on the "General" tab in the
content area.

2. Enable the "IPsec VPN" setting.
Internet Protocol Security (IPsec) General

General | Remote End | Connections | Authentication Phase 1|Phase 2 -

[V] Activate IPsec VPN
Enforce strict CRL Policy: no

MAT Keep Alive Time Interval[s]. 20

Set Values || Refresh |

3. Click on "Set Values".

Configuring VPN tunnel
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3.3.7 Establishing the VPN connection
The M81x (VPN server) is configured as the reponder.

Procedure
1. Click on "Security" > "IPsec VPN" in the navigation area and on the "Connections" tab in

the content area.
2. As "Operation", select "wait" and click "Set Values".

Internet Protocol Security (IPsec) Connection Settings

Gonrl et 8 Comocions aietcaion] a1 s 2 1

RequestVirual IP  Timeout [sec]

Connection Name:

Select  Mame Operation Keying Protocol Remote End Local Subnet
[~ VPN-1 wait E| IKEv2 VPM_Client_M87x 192.168.100.0/24 ] 0
1 entry.

|Create || Delete || SetValues || Refresh

Configuring VPN tunnel
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3.4 Configuring the SCALANCE M87x (VPN client)

3.4.1 Loading a certificate

Requirement

Procedure

Configuring VPN tunnel

The certificates are necessary to authenticate the VPN node and therefore for the
establishment of a secure VPN connection.

You obtain the information which certificate is to be loaded on which device from the
configuration file.

The correct time is set on the SCALANCE M-800, refer to the section AUTOHOTSPOT.
Certificates are available.

You saved the required certificates on the PC in the last section and assigned a
password for the private key.

Transfer the certificates for the SCALANCE M-800 to the Admin PC.

. Click on "System" > "Load&Save" in the navigation area and on the "Passwords"" tab in

the content area.

. To load the file successfully on the SCALANCE M enter the password specified for the

file in the line "X509Cert" in "Password" and "Password confirmation"

When you saved the configuration files of the SCALANCE M from the Security
Configuration Tool, you were requested to assign a password for the private key of the
certificate or to use the project name for this.

. Enable the password
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4. Click on "Set Values".

Load and Save via HTTP

T s

Type

Config
ConfigPack
Debug
Firmware
HTTPSCert
LogFile

MIB
ModemQualityLog
RunningCLI
Startuplnfo
Users
WBMFav
XA09Cert

Description

Startup Configuration

Startup Config, Users and Certificates
Debug Information for Siemens Support
Firmware Update

HTTPS Cerificate

Event, Security, Firewall Logs
SCALAMNCE M MSPS MIB

Wodem Quality Log

"show running-config all' CLI settings
Startup Information

Users and Passwords

WEBM favourite pages

X500 Certificates

Load and Save via HTTP

Load Save Delete
| Load I Save |
| Load | Save |
[ Save || Delete |
| Load I Save |
[ toad [ | |
[ Save || Delete |
| Load || Save |
| Load |l Save Il D
| Load | Save |

5. Click on the "HTTP" tab in the content area.

e e st

Type

Config
ConfigPack
Debug
Firmware
HTTPSCert
LogFile

MIB
ModemQualityLog
RunningCLI
Startuplnfo
Users
WBMFav
X509Cert

Refrash
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Description

Startup Configuration

Startup Config, Users and Cerificates
Debug Information for Siemens Support
Firmware Update

HTTPS Certificate

Event, Security, Firewall Logs
SCALAMNCE M MSPS MIB

Modem Guality Log

'show running-config all' CLI settings
Startup Information

Users and Passwords

WEBM favourite pages

X509 Certificates

Load Save Delete
| Load | Save |
| Load || Save |
[ Save || Delete |
| Load | Save |
foas [ | |
[ Save || Delete |
| Load || Save |
| Load | Save | Delete
| Load I Save |

6. For "X509Cert" click the "Loading" button. The dialog for loading a file is opened.

Configuring VPN tunnel
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Result

Certificates Overview

Overview | Certificates

Select  Type

Filename State

Machine Cert m800mB00.U8S18C5AB@G valid

3.4 Configuring the SCALANCE M87x (VPN client)

7. Click the "Open" button in the dialog.

The file is now loaded on the device. After loading successfully, confirm the next dialog

with "OK".

8. Repeat steps 5 and 6 for the PKCS12 file.

Certificates are loaded and are displayed in "Security" > "Certificates". The loaded
certificates must have the status "Valid".

SubjectDN
C=DE 0=8iemens CN=PC3C3-UB918C5AB-GI2CA

92CAMB1xServer Ceripem

CACer
Key File

Remote Cert

2!

mB800mB00 UBI1BC5AB@G o ~
92CAMB1xSener CACer pe valid C=DE O=Siemens CN=PBB5F-G7244
m300mB00.U8318C5AB@G valid
92CAME1xServer Keypem

m800mB00.Gruppe1.M8745

C=DE 0Q=Siemens CN=PC3C9-UB918C5AB-GI2CA

valid C=DE 0=Siemens CN=PBB5F-UF063D087-G92CA

emvercer

4 entries

3.4.2

Procedure

Configuring the VPN remote end

Issuer DN

C=DE O=8iemens CN=PBB5F-G7244

C=DE O=8iemens CN=PBEB5F-G7244

C=DE O=8iemens CN=PBB5F-G7244

C=DE O=Siemens CN=PBB5F-G7244

Issue Date

04/12/2017 07:15:08

04/12/2017 06:53:40

04/12/2017 07:15:08

04122017 06:54:02

Expiry Date

Used

04/12/2037 23:59:59 -

04/12/2037 23:59:59 -

04/12/2037 23:59:59 -

04/12/2037 23.59:59 -

In the configuration example, the M87x in the station is the VPN client that establishes the
connection to the VPN server with a fixed IP address.

1. Click on "Security" > "IPsec VPN" in the navigation area and on the "Remote End" tab in

the content area.

2. Enter the name of the VPN partner (tunnel endpoint) in "Remote End Name", e.g.

VPN_Server_M81x.

3. Click "Create". A new row is created in the table.

4. Configure the VPN remote end with the following settings from the configuration file:

Remote Mode

Standard

Remote Type

Manual

Remote Address

Fixed external IP address of the M81x e.g. 90.90.90.90

Remote Subnet

192.168.100.0/24
The subnet that can be reached through the VPN tunnel

5. Click on "Set Values".

Configuring VPN tunnel
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3.4.3 Configuring a VPN connection

Requirement

¢ The VPN remote end has been created.

Procedure

1. Click on "Security" > "IPsec VPN" in the navigation area and on the "Connections" tab in
the content area.

2. In "Connection Name" enter a name for the VPN connection.

3. Configure the VPN connection with the following settings:

Operation Disabled
Keying Protocol IKEv2
Remote End VPN_Server_M81x
Name of the VPN remote station
Local Subnet 192.168.11.0/24
The local subnet 1 in CIDR notation.

4. Click on "Set Values".

Configuring VPN tunnel
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344 Configuring VPN authentication

For secure communication via VPN, all VPN partners need to authenticate themselves with
each other. In this configuration example, the certificate of the VPN remote station.

Procedure

1. Click on "Security" > "IPsec VPN" in the navigation area and on the "Authentication" tab
in the content area.

2. Configure the VPN authentication with the following settings:

Authentication Remote Cert

Local certificate The precise names of the certificates and the remote ID can be
Remote Certificate found in the relevant configuration file.

Remote ID

3. Click on "Set Values".

Internet Protocol Security (IPsec) Authentication Settings

Gevrl et 9 Conecons  Auenicon a1 a2 1

MName Authentication CA Certificate Local Certificate Local ID Remote Certificate  Remote ID PSK P3K Confirmation
VPN-1 Remote Cert  [+] - Konfiguration-1.{+] Konfiguration-1.{ ] U41EDEDFF@GASE
Set Values

Configuring VPN tunnel
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3.4.5 Configuring phase 1 and phase 2

The settings must match on both devices.

Configuring phase 1

1. Click on "Security" > "IPsec VPN" in the navigation area and on the "Phase 1" tab in the
content area.

2. Deselect the "Default Ciphers" check box.
3. Select the "DPD" check box.

4. Configure phase 1 with the following settings from the configuration file:

Encryption AES 128
Authentication SHA1

Key Derivation DH group 14
Lifetime [min]: 2880

DPD Period [sec] 60
Aggressive Mode no

5. Click on "Set Values".

Internet Protocol Security (IPsec) Phase 1 Settings

General | End C i A lication | Phase 1| Phase 2
MName Default Ciphers  Encryption Authentication Key Derivation Keying Tries  Lifetime [min] DPD DPD Period [sec] DPD Timeout[sec] Aggressive Mode
VPN-1 ] AES128 GCM 16 [+] SHA1 [=] DHgroup 14 [=] 0 2830 @ 30 60 ]
Setvalues

Configuring VPN tunnel
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Configuring phase 2

1. Click on "Security" > "IPsec VPN" in the navigation area and on the "Phase 2" tab in the
content area.

2. Leave the "Default Ciphers" check box enabled.

When enabled, a preset list is transferred to the VPN connection partner during
connection establishment. The list contains a combination of the three algorithms
(Encryption, Authentication, Key Derivation). To establish a VPN connection, the VPN
connection partner must support at least one of the combinations. The selection depends
on the key exchange method.

3. Select the "DPD" check box.

4. Configure phase 1 with the following settings from the configuration file:

Encryption AES128
Authentication SHA1

Key Derivation DH group 14
Lifetime [min]: 2880

5. Enable "Auto Firewall Rules" The firewall rule is created automatically for the VPN
connection.

Internet Protocol Security (IPsec) Phase 2 Settings

General Remote End Connections | Authentication | Phase 1| Phase 2 |

MName Default Ciphers  Encryption Authentication Key Derivation (PFS)  Lifetime [min]  Lifebytes Protocol  Port (Range) Auto Firewall Rules
VPN-1 | AES128 GCM 16 [=] SHA1 [=] DH group 14 [=] 2880 0 * &

6. Click on "Set Values".

Configuring VPN tunnel
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3.4.6 Activating VPN

Procedure
1. Click on "Security" > "IPsec VPN" in the navigation area and on the "General" tab in the

content area.
2. Enable the "IPsec VPN" setting.

Internet Protocol Security (IPsec) General

General | Remote End | Connections | Authentication Phase 1| Phase 2 -

Activate IPsec VPN
Enforce strict CRL Policy: no
MAT Keep Alive Time Interval[s]. 20

Set Values || Refresh |

3. Click on "Set Values".

3.4.7 Establishing the VPN connection
The M87x (VPN client) is configured as the initiator of the VPN tunnel and establishes the
VPN connection to the SCALANCE M87x (VPN server)

Procedure
1. Click on "Security" > "IPsec VPN" in the navigation area and on the "Connections" tab in

the content area.
2. As "Operation", select "start" and click "Set Values".

Internet Protocol Security (IPsec) Connection Settings

Gonral et 3 Conecons ahnteaton a1 a2 1

Connection Name:
Select Name Operation Keying Protocol Remote End Local Subnet RequestVirtual IP  Timeout [sec]
[T VPN-1 start E| IKEV2 VPMN_Server_M31x 192.168.11.0/24 [ ] 0
1 entry.

| Create || Delete || SetValues ||Refre5h |

Configuring VPN tunnel
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3.5 Displaying the status of the VPN connection

The devices are configured and connected to the Internet. The M87x (VPN client) starts
connection establishment to the M81x (VPN server). To display the status of the VPN
connection, you have the following options:

e Status display in the WBM
e | ED display

Status display in the WBM

In the navigation area, click "Information" > "IPsec VPN". "Status" displays the status of the
configured VPN connection.

Internet Protocol Security (IPsec) Information

MName Local Host Local DN Local Subnet Remaote Host Remaote DN Remaote Subnet Rekey Time Status
VPN-1 UB918C5AB@Go2C 192.168.100.0/24 U904E9391@G92C 192.168.184.0/24 23 h43m7s established
LED display

If the VPN connection is established, the & LED is lit green on the device.

Configuring VPN tunnel
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Configuring VPN tunnel
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VPN tunnel between SCALANCE S615 and 4
SINEMA RC Server

4.1 Procedure in principle

Configuring VPN tunnel

In this example configuration, a service technician is to access two distributed stations for
maintenance purposes. Station 1 is connected via a SCALANCE S615 and Station 2 via a
SCALANCE M876. The service technician uses a PG/PC. Communication takes place via a
SINEMA RC Server located in the master station.

Station 2 is directly connected to the WAN via SCALANCE M876, the others via a router.

The service technician and the devices establish the OpenVPN connection to the SINEMA
RC Server, which can be reached via a static IP address. The service technician uses the
SINEMA RC Client, OpenVPN client software, to establish the VPN connection.

When establishing a connection, the devices authenticate themselves to the SINEMA RC
Server with the CA certificate.

After the connection has been established, the devices and the service technician must log
in to the SINEMA RC Server. The VPN tunnel between the devices, the service technician
and the SINEMA RC Server is only established after successful login. Depending on the
configured communication relations and the security settings, the SINEMA RC server
connects the individual VPN tunnels.
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VPN tunnel between SCALANCE S615 and
SINEMA RC Server

4.1 Procedure in principle

Master station

LAN —

Service technician

Router 3 LAN

SINEMA RC,
Client

(D
PG/PC

SINEMA RC

Station 1

O VPN tunnel
B Industrial Ethernet

Required devices/components

104

Use the following components for setup:

Master station

e 1 x PC on which the SINEMA RC Server is installed.

® 1 x PC for configuring the SINEMA RC Server

® 1 x VPN-capable DSL router

Station 1

® 1 x S615 (additional option: a suitably installed standard rail with fittings)
1 x KEY-PLUG SINEMA RC

® 1 x 24V power supply with cable connector and terminal block plug

e 1 x PC for configuration

® The required network cable, TP cable (twisted pair) complying with the IE FC RJ45
standard for Industrial Ethernet.

® 1 x VPN-capable DSL router

Configuring VPN tunnel
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VPN tunnel between SCALANCE S615 and

Station 2

® 1 x suitable antenna

4.1 Procedure in principle

1 x M876 (additional option: a suitably installed standard rail with fittings)

e 1 x SIM card of your mobile wireless provider. The required services are enabled, e.g. the

Internet.

e 1 x 24V power supply with cable connector and terminal block plug

e 1 x PC for configuration

® The required network cable, TP cable (twisted pair) complying with the IE FC RJ45
standard for Industrial Ethernet.

Service technician

® 1 x PG/PC on which the "SINEMA RC Client" is installed.
e 1 x DSL router with dynamic WAN IP address

Note

You can also use another SCALANCE M-800 or SC-600 device. The configuration described
below relates explicitly to the components mentioned in the Section "Required
devices/components".

Settings used

For the configuration example, the devices are given the following IP address settings:

Name Interface IP address
Master station SINEMA LAN port 192.168.20.250
LAN RC Server | \waN port | 255.255.255.0
(VPN serv- The WAN IP address via which the SINEMA RC
er Server can be reached is the WAN IP address of
the router in this example.
192.168.184.20
Default gateway is the LAN IP address of the router
192.168.1.2
PC1 LAN port 192.168.20.20
255.255.255.0
Router 1 LAN port 192.168.20.2
255.255.255.0
WAN port Static IP address assigned by the provider, e.g.

192.168.184.20

Configuring VPN tunnel
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Name Interface IP address
Station1 S615 LAN port P1 | 192.168.100.1
LAN (VPN client) | (vlan1) 255.255.255.0
WAN port P5 | 192.168.50.1
(vlan2) 255.255.255.0
Default gateway is the LAN IP address of the router
192.168.50.2
PC2 LAN port 192.168.100.20
255.255.255.0
Router 2 LAN port 192.168.50.2
255.255.255.0
WAN port Dynamic IP address from provider
Station2 M874 LAN port P1 | 192.168.10.1
LAN (VPN client) | (vlan1) 255.255.255.0
WAN port Dynamic IP address from provider
(pppO)
PC3 LAN port 192.168.10.20
255.255.255.0
Service techni- PG /PC LAN port 192.168.1.1
cian 255.255.255.0
Default gateway is the LAN IP address of the router
192.168.1.2
Router 3 LAN port 192.168.1.2
255.255.255.0
WAN port Dynamic IP address from provider

Note

The IP settings used in the configuration example were freely chosen.

In a real network, you would need to adapt these IP settings to avoid possible address

conflicts.

SINEMA RC Server

® The SINEMA RC Server is connected to the WAN via the DSL router. You will find the
configuration steps in the Getting Started "SINEMA Remote Connect".

The DSL router has a permanently assigned public IP address. This must be requested
from the provider and then stored in the DSL router.

Configuring VPN tunnel
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SCALANCE S615/M876

e The devices are connected to the WAN, see Getting Started "SCALANCE M-800" and
Getting Started "SCALANCE S615".

The steps in configuration are the same for all devices, the only difference being the
settings, see table "Settings used (Page 103)".

® The devices can be accessed via the configuration PC and you are logged in to the WBM
as a user with administrator rights.

e Avalid KEY-PLUG SINEMA Remote Connect is plugged into the devices.
o SCALANCE S615 is connected to the WAN via the DSL router.

Note
Port forwarding on the DSL data router

To ensure that the packets can be exchanged unhindered between PG/PC (SINEMA
Remote Connect Client), SCALANCE S615 and SINEMA Remote Connect Server, ensure
that PORT forwarding for OpenVPN and https with TCP and UDP (TCP/443, UDP/1194,
TCP/5443, TCP/6220) is enabled and forwarded to the SINEMA Remote Connect Server.

Steps in configuration
Configuring a remote connection on the SINEMA RC Server
Creating participant groups (Page 108)
Creating a device (Page 109)
Creating a user account for service technician (Page 111)

Configuring communication relations (Page 112)

o b 0w DN =

Exporting a certificate (Page 114)

Configuring a remote connection on the device

1. Loading a certificate (Page 115)

2. Configuring a route on the SCALANCE S615 (Page 116)

3. Configuring the VPN connection to the SINEMA RC (Page 117)
Establishing a remote connection with the SINEMA RC Client

1. Installing SINEMA RC Client (Page 120)

2. Logging in to SINEMA RC Server with SINEMA RC Client (Page 122)

Configuring VPN tunnel
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4.2 Configure a remote connection on the SINEMA RC Server

4.21 Creating node groups

Users and devices can be put together in participant groups. You can also specify whether
the communication between the participants of an individual group is permitted or forbidden.

For this sample configuration, the following groups are created.
e Station1: SCALANCE S615
e Station2: SCALANCE M876

® Service: For the service technician

Requirement
® The SINEMA RC Server is connected to the WAN.

Open page

1. In the address box of the Web browser, enter the WAN IP address of the SINEMA RC
Server "https://<WAN IP address>", see table "Settings used (Page 103)".

2. Log in as the "admin" user and with the corresponding password.
3. Select "Remote connections > Participant groups” in the navigation area.

4. Click "Create".
The "New participant group" page opens.

Create participant group
1. Enter the name "Station1" for "Group name".
2. You can optionally enter a description.
3. Enable the "Members may communicate with each other" option.
4

. Enable the network interface which is accessible through the VPN tunnel and click
"Save".

Configuring VPN tunnel
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Result
The "Station1" participant group has been created.
Now create the participant groups "Station2" and "Service". To do this, click "Create" and
repeat the steps described above.
Participant groups
i No filter active
| Precise maich Apply filter Show all
Grnup Membars may Reachable Number Number Number Number Number :
| : Ethernet of of of Actions
name communicate of users : of roles
interfaces devices subnets nodes
"] Service No No 0 i 0 0 0 0 %
=
Station1 Mo Mo 0 1 0 0 0 o
—
] station2 Mo No 0 1 0 0 0 ‘i’ﬁ
Create Delete
4.2.2 Create devices
Open page

1. In the navigation area, select "Remote connections > Devices".

2. Click "Create" button to create a new device.

Configuring VPN tunnel
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Enter device information

1.

Enter a device name, e.g. S615.
The following characters are allowed: a-z, A-Z, 0-9 and _. The space character is not
allowed. "conn" cannot be used as a name.

. Enter a password and confirm this password.

The password must be made up of uppercase and lowercase letters, numbers and
special characters.

3. Optionally, you can enter the manufacturer of the device.

Select the type of device from the list.

5. Make the following settings for the devices M800 Mobile, RTU 303xC, RM1224:

— Select the SMS gateway provider.
You can configure the SMS gateway provider under "System > E-mail & SMS".

— Specify the GSM number of the node to which a wake-up SMS is to be sent.

6. Specify the installation location of the device if needed.

Enter a comment if needed.

Establish OpenVPN connection

1.
2.

Select "OpenVPN" for VPN protocol.

Select the "Permanent" connection type from the list.

Configure all access

1.

Select the entry "Station1" for "Participant groups" and click "Add".

Click on "Next".
The "Network settings" page opens.

. Enable the "Device is a network gateway" option.

Click on "Finish" to complete the configuration.

Device S615 is connected.
Now create the device M876. To do this, click "Create" and repeat the steps described
above. You assign the device M876 to the participant group "Station2".

Procedure in principle (Page 103)

2.
Set Values
1
2.
Result
See also
110
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4.2.3 Creating a user account for service technician

To log in, the service technician requires a user name and a password.

Requirement

® The "Service" participant group has been created, refer to the section "Creating
participant groups".

Open page

1. In the navigation area, select "User accounts > Users and roles".
The users that have already been created are listed in the content area.

2. Click "Create".
The "New user" page opens.

Create users
1. Enter the user name e.g. Service.
2. Optionally, enter the name and contact information of the user.

3. Select "Password" for "Login procedure" and click "Next".
The "Rights" tab is displayed.

4. Specify the rights for the service technician and click on "Next".
The "Group memberships" tab is displayed.

5. Enable the "Service" participant group and click "Next".
The "VPN connection mode" tab is displayed.

6. Enable the "OpenVPN" VPN connection mode and click "Next".
The "Password" tab is displayed.

7. Specify and confirm the password for the user. Click "Complete".

Result

The "Service" user has been created. In the "Status" column you can see whether or not the
user is currently online.

Configuring VPN tunnel
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424

Requirement

Open page

112

If the user is logged on, he or she can only access the entries in the navigation area for
which he or she has rights.

* Remote Connect
b Devices

b # My Account

Configure communications relations

Communication relations are required to enable participant groups to communicate with
each other. A communication relation can be created for every direction.

For this sample configuration, the following communication relations are created:

from group to the destination group
Service Station1

Station2
Station1 Station2

In this configuration example, the communication only goes from group "Station1" to group
"Station2". In the opposite direction, no communication is possible. For the communication
from the group "Station2" to the group "Station1" another communication relation is
necessary.

The group "Service" can also communicate with the groups "Station1" and "Station2" but
they cannot communicate with "Service".

® The participant groups Service, Station1, and Station2 have been created.

1. Select "Remote connections > Participant groups" in the navigation area.
The participant groups that have already been created are listed in the content area.

Configuring VPN tunnel
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Configuring communication relations

1. For "Service", click on the = icon in the "Actions" column.
The "Destination group / Station1" page opens.

2. Enable "Station2" and click on "Save".
Click "Exit dialogx".

w

4. For "Service", click on the = icon in the "Actions" column.
The "Destination group" page opens.

5. Enable "Station1" and "Station2" and click on "Save".
Click "Exit dialogx".

o

Result
The communication relations have been created.

Click "Remote connections" > "Communication relations" in the navigation area. The created
relations are listed in the content area.

Communication relations

1 No filter active

Search filter: Source group -| Precise match Apply filter Show all
Source group = Destination group Actions
Stafionl
Service : o
Station2
Station1 Station2 o
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425 Exporting a certificate

In this configuration example, the CA certificate is used for authentication. The CA certificate
must be exported from the SINEMA Remote Connect Server since it is required for

configuring the devices.

Open page
In the navigation area, select "Security > Certificate management” .

1.
The "Certificate Management" page opens.

Exporting a certificate
1. Click on the & icon for "Actions" to export the certificate.

2. Save the certificates in a local directory.

Configuring VPN tunnel
Getting Started, 01/2019, C79000-G8976-C541-01

114



VPN tunnel between SCALANCE S615 and

SINEMA RC Server

4.3 Configure a remote connection on the device
4.3 Configure a remote connection on the device
4.3.1 Loading a certificate

In this configuration example, the device authenticates itself to the SINEMA RC Server with
the CA certificate. You have already exported the CA certificate from SINEMA RC Server,
see section "Exporting a certificate (Page 114)". Now you have to load the CA certificate into
the device.

Requirement

® The correct time is set on the devices.

Open page

1. In the address field of the Web browser, enter the LAN IP address of the S615
"https://<IP address>", see table "Settings used (Page 103)".

2. Log in as the "admin" user and with the corresponding password.

3. In the navigation area, select "System > Load & Save" and the "Passwords" tab in the
content area.

Loading a certificate
1. Enter the device password in "X509Cert". Enable the entry and click on "Set Values".
2. Click on the "HTTP" tab in the content area.

3. Click the "Load" button next to "X509Cert".
The dialog for loading a file opens.

4. Navigate to the exported server certificate. Click the "Open" button in the dialog.
The file is now loaded onto the device.

5. After loading successfully, confirm the next dialog with "OK".
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Result

The certificate is loaded. Certificates are displayed in "Security" > "Certificates". The loaded
certificates must have the status "Valid".

Certificates Overview
imn " P

Overview | Certificates

Select  Type Filename State Subject DN Issuer DN Issue Date Expiry Date Used
CA Cert CA 667356 SINEMA RC.ci valid CN=CA 667356 SINEMA RC CN=CA 867356 SINEMARC  11/28/2018 10:11:43  11/28/2028 10:11:43 Sinema RC

1 entry.

4.3.2 Configuring a route on the SCALANCE S615
The DSL router in Station1 is used as a gateway to access the SINEMA RC Server from the
SCALANCE S615. Therefore, the SCALANCE S615 configures a route to the SINEMA RC
Server with the DSL router as gateway.

Open page

1. In the address field of the Web browser, enter the LAN IP address of the S615
"https://<IP address>", see table "Settings used".

2. Log in as the "admin" user and with the corresponding password.

3. In the navigation area, select "Layer 3 > Static Routes".

Configuring a route
1. Configure the route to the router with the following settings:

Destination Network Static IP address of the SINEMA RC Server
Subnet mask 255.255.255.255
Gateway LAN IP address of the router according to the

table "Settings used"

Administrative Distance -1

2. When you have entered the values, click "Create".

3. Click "Refresh" to update the display.

Configuring VPN tunnel
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Result

The route is created.

Static Routes

Destination Network:
Subnet Mask:

Gat

Interface: auto Iz‘

Administrative Distance: -1
Select Destination Metwork Subnet Mask Gateway Interface Administrative Distance Status
192.168.184.20 255.255.255.255 192.168.50.2 notused inactive
1 entry.

[Create | [ Delete || Set values || Refresh

4.3.3 Configuring a VPN connection to the SINEMA RC Server

Requirement
e Avalid KEY-PLUG is plugged into the device.

The KEY-PLUG unlocks the SINEMA RC function. Now you can configure the connection
to SINEMA Remote Connect.

Open page
1. In the navigation area, select "System > SINEMA RC".

Configuring the VPN connection to the server
1. Clear the "SINEMA RC Server" check box.

2. For "SINEMA RC address", enter the WAN IP address of the SINEMA RC Server, see
table "Settings used (Page 103)".

3. For "CA certificate", select the valid certificate for the device.

4. Enter the appropriate ID for "Device ID".
You can find the Device ID on the SINEMA RC Server in the "Device overview" tab under
"Remote connections > Devices". Click on the € icon in the "Actions" column for the
relevant device.

5. For "Device password", enter the password that you configured for access. Confirm the
password.

Configuring VPN tunnel
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6. Enable "Auto Firewall/NAT Rules" to automatically create the required NAT and firewall

rules.

SINEMA Remote Connect (SINEMA RC)

SINEMA RC Address:
SINEMA RC Port:

Werification Type:

Fingerprint:

CA Certificate: [

Device 1D:
Device Password:
Device Password Confirmation:

Type of connection:
Use Proxy:

Autoenrollment Interval [min]:

SetValues || Refresh

7. Select the "Enable SINEMA RC" check box and click on "Set Values".

118

Enable SINEMA RC

Server Seitings
192.168.184.20
443

Server Verification
CA, Certificate v
CC:97:B3.92:A1.D7:CB:0F €

CA_B67356_SINEMA_F v

Device Credentials
5

Cptional Settings
« Auto Firewall/NAT Rules

Auto v
none v
60
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Result
The device establishes an OpenVPN tunnel to the SINEMA RC Server.
You can check in the WBM to see whether the connection was successful.

Web browser 1: In the navigation area, select "Information > SINEMA RC".

SINEMA Remote Connect (SINEMA RC) Information

Status: established
Device Name: M800_S615
Device Location: -
GSM Number:
Vendor: Siemens AG
Comment: -
Type of Connection (Server). Permanent
Type of Connection (Device): Auto
Fingerprint: o + - - - -
Remote Address:

Connected Local Subnet(s):
Connected Local Host (s): = + r———

Tunnel Interface Address: -

Connected Remote Subnet(s):

Web browser 2: In the navigation area, select "Remote connections > Devices".

Devices

i no filter active

Search filter: All v 9, | Precise match Apply filter Show all
Name of the = = 3 . Typeof VPN connection z
doviie . VPN address % Remote subnet Virtual local LAN Status 2 Location Sl e )l s Actions
5615 1 None 192.168.100.0/24 MNone & online Permanent OpenVPN o ocesEN
8615 2 None 192.168.10.0/24 None & online Permanent OpenVPN o oasEl
Create Impert Copy Delete
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Establishing a remote connection with the SINEMA RC Client

4.3.4 Installing SINEMA RC Client

Most of the installation is handled automatically. The SETUP routine itself recognizes
whether other program components apart from SINEMA RC Client itself need to be installed.
The installation routine takes the required actions as necessary.

Note
You can only install one SINEMA RC Client per PC.

Note
Multiple OpenVPN clients

If the SINEMA Remote Connect client is installed parallel to other OpenVPN clients, perfect
functioning cannot be guaranteed.

It is recommended to install only the SINEMA Remote Connect as OpenVPN client

Requirement
The SINEMA RC Client can be installed on the following operating system:
® Microsoft Windows 7 Professional 32/64-bit + Service Pack 1
® Microsoft Windows 7 Enterprise 32/64-bit + Service Pack 1
® Microsoft Windows 7 Ultimate 32/64-bit + Service Pack 1
® Microsoft Windows 8.1 Professional 64-bit
® Microsoft Windows Server 2008 R2 x64 (requirement: NET 3.5 or higher is installed)
® Microsoft Windows Server 2016 Standard (Desktop representation)
® Microsoft Windows 10 Professional 64-bit
® Microsoft Windows Server 2012 64-bit

Procedure

1. Log in to the Windows operating system as administrator. Open the Windows Explorer
and double-click on the "Setup.exe" file in the root directory of the installation DVD. As an
alternative, start the program from the Windows menu "Start > Run".

If the Auto Run function is enabled for your DVD drive, the installation will start
automatically.

2. Select the language for the Setup wizard of SINEMA RC Client and click "Continue".

3. Click the "Open source license agreement" button to display the license agreement. After
reading the license agreement, select the option "l accept the conditions of the above

Configuring VPN tunnel
120 Getting Started, 01/2019, C79000-G8976-C541-01



VPN tunnel between SCALANCE S615 and
SINEMA RC Server

0 Establishing a remote connection with the SINEMA RC Client

license agreement as well as the conditions of the Open Source license agreement" and
then click "Continue".

4. A dialog box opens containing the list of programs to be installed. Leave the preselection
of the components as it stands. These include:

— .NET Framework
— Open VPN
— Automation License Manager (ALM)

5. If you require further information about the ALM, click the "Readme" button on the right of
the dialog box.

6. Select the "Save as" button to display the current storage space of the computer.

7. Click the "Browse" button if you want to change the standard target directory and install
the application somewhere else.

8. Select the required storage location and click the "Continue" button.

Note
Memory requirements

If the drive does not have enough free storage space, click the "Browse" button to select
a different location for the installation.

The "System settings" dialog box opens.
9. Accept the changes to the system settings.

Follow the further instructions that guide you through the entire installation. This process
can take several minutes.

When it is finished, a final window is displayed for the setup. This contains a status
message about the successful installation of the SINEMA RC Client.

In the setup window, you can either restart the computer immediately or later. Select the
required option and click the "Finish" button to complete the installation.

Result

After restarting you will find a new link "SINEMA RC Client" on your desktop and a new entry
in the Start menu "All Programs > Siemens Automation > SIMATIC > SINEMA RC Client".

In addition, the network interface "TAP Windows Adapter V9" is installed. Via this interface,
the SINEMA RC Client establishes a VPN connection to the SINEMA RC Server.

Configuring VPN tunnel
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4.3.5 Logging on to SINEMA RC Server with SINEMA RC Client

Requirement
® The laptop and the SINEMA RC Server are connected to the WAN.
® The "Service" user has been created, see "AUTOHOTSPOT".

Procedure
1. Double-click on the "SINEMA RC Client" icon on your desktop.
The SINEMA RC Client starts.
2. For "SINEMA RC URL", enter the WAN IP address of the SINEMA Remote Connect
Server, see table "Settings used".
3. Enter "Service" as the user name.
4. Enter the valid password and click the "Log in" button.
After successful login, the start page appears.
5. Click the "Open VPN tunnel" button.
Result

The SINEMA RC Client downloads the OpenVPN file from the SINEMA RC Server. The file
contains the parameters required for the VPN connection to the SINEMA RC Server. After
the download, the SINEMA RC Client establishes the VPN connection with these
parameters.

The SINEMA RC Client checks at regular intervals whether a valid license key exists. If it
does not, for example if you remove the USB dongle during operation, you will receive a
system message.

The "Service" user is a member of the "Service" participant group. All devices that are
assigned to this group are displayed.

Configuring VPN tunnel
122 Getting Started, 01/2019, C79000-G8976-C541-01



	Legal information
	Preface
	Table of contents
	1 VPN tunnel between SCALANCE M-800 and S612 
	1.1 Procedure in principle
	1.2 Secure VPN tunnel with PSK
	1.2.1 Configuring a VPN tunnel with the SCT V4.x 
	1.2.1.1 Creating the project and modules
	1.2.1.2 Configuring a tunnel connection
	1.2.1.3 Configuring the properties of the S612
	1.2.1.4 Downloading the configuration to the S612 and saving the M-800 configuration

	1.2.2 Configuring SCALANCE M-800 
	1.2.2.1 Activating VPN
	1.2.2.2 Configuring the VPN remote end
	1.2.2.3 Configuring a VPN connection
	1.2.2.4 Configuring VPN authentication
	1.2.2.5 Configuring phase 1 and phase 2
	1.2.2.6 Establishing the VPN connection


	1.3 Secure VPN tunnel with certificates
	1.3.1 Configuring a VPN tunnel with the SCT V4.x 
	1.3.1.1 Creating the project and modules
	1.3.1.2 Configuring a tunnel connection
	1.3.1.3 Configuring the properties of the S612
	1.3.1.4 Downloading the configuration to the S612 and saving the M-800 configuration

	1.3.2 Configuring SCALANCE M-800 (*** NO TRANSLATION IN THIS VERSION! ***)
	1.3.2.1 Loading a certificate
	1.3.2.2 Configuring the VPN remote end
	1.3.2.3 Configuring a VPN connection
	1.3.2.4 Configuring VPN authentication
	1.3.2.5 Configuring phase 1 and phase 2
	1.3.2.6 Activating VPN
	1.3.2.7 Establishing the VPN connection


	1.4 Firewall with a VPN connection
	1.4.1 Creating firewall rules automatically
	1.4.2 Creating firewall rules manually


	2 VPN tunnel between SCALANCE M-800 and security CPs 
	2.1 Procedure in principle
	2.2 Secure VPN tunnel with PSK
	2.2.1 Configuring a VPN tunnel with the SCT V4.x 
	2.2.1.1 Creating project and modules with SCT
	2.2.1.2 Configuring a tunnel connection
	2.2.1.3 Downloading the configuration to the CP and saving the M-800 configuration

	2.2.2 Configuring SCALANCE M-800 
	2.2.2.1 Configuring the VPN remote end
	2.2.2.2 Configuring a VPN connection
	2.2.2.3 Configuring VPN authentication
	2.2.2.4 Configuring phase 1 and phase 2
	2.2.2.5 Activating VPN
	2.2.2.6 Establishing the VPN connection


	2.3 Secure VPN tunnel with certificates
	2.3.1 Configuring a VPN tunnel with the SCT V4.x
	2.3.1.1 Creating project and modules with SCT
	2.3.1.2 Configuring a tunnel connection
	2.3.1.3 Downloading the configuration to the CP and saving the M-800 configuration

	2.3.2 Configuring SCALANCE M-800 (*** NO TRANSLATION IN THIS VERSION! ***)
	2.3.2.1 Loading a certificate
	2.3.2.2 Configuring the VPN remote end
	2.3.2.3 Configuring a VPN connection
	2.3.2.4 Configuring VPN authentication
	2.3.2.5 Configuring phase 1 and phase 2
	2.3.2.6 Activating VPN
	2.3.2.7 Establishing the VPN connection



	3 VPN tunnel between two M-800s 
	3.1 Procedure in principle
	3.2 Configuring a VPN tunnel with the SCT
	3.2.1 Creating the project and modules
	3.2.2 Configuring a tunnel connection
	3.2.3 Configuring VPN parameters
	3.2.4 Saving the configuration

	3.3 Configuring the SCALANCE M81x (VPN server) 
	3.3.1 Loading a certificate
	3.3.2 Configuring the VPN remote end
	3.3.3 Configuring a VPN connection
	3.3.4 Configuring VPN authentication
	3.3.5 Configuring phase 1 and phase 2
	3.3.6 Activating VPN
	3.3.7 Establishing the VPN connection

	3.4 Configuring the SCALANCE M87x (VPN client)
	3.4.1 Loading a certificate
	3.4.2 Configuring the VPN remote end
	3.4.3 Configuring a VPN connection
	3.4.4 Configuring VPN authentication
	3.4.5 Configuring phase 1 and phase 2
	3.4.6 Activating VPN
	3.4.7 Establishing the VPN connection

	3.5 Displaying the status of the VPN connection

	4 VPN tunnel between SCALANCE S615 and SINEMA RC Server 
	4.1 Procedure in principle
	4.2 Configure a remote connection on the SINEMA RC Server
	4.2.1 Creating node groups
	4.2.2 Create devices
	4.2.3 Creating a user account for service technician
	4.2.4 Configure communications relations
	4.2.5 Exporting a certificate

	4.3 Configure a remote connection on the device
	4.3.1 Loading a certificate
	4.3.2 Configuring a route on the SCALANCE S615
	4.3.3 Configuring a VPN connection to the SINEMA RC Server 

	Establishing a remote connection with the SINEMA RC Client 
	4.3.4 Installing SINEMA RC Client
	4.3.5 Logging on to SINEMA RC Server with SINEMA RC Client



