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Legal information

Warning notice system

This manual contains notices you have to observe in order to ensure your personal safety, as well as to prevent
damage to property. The notices referring to your personal safety are highlighted in the manual by a safety alert
symbol, notices referring only to property damage have no safety alert symbol. These notices shown below are
graded according to the degree of danger.

indicates that death or severe personal injury will result if proper precautions are not taken.

A WARNING

indicates that death or severe personal injury may result if proper precautions are not taken.

Acaution

indicates that minor personal injury can result if proper precautions are not taken.

NOTICE

indicates that property damage can result if proper precautions are not taken.

If more than one degree of danger is present, the warning notice representing the highest degree of danger will
be used. A notice warning of injury to persons with a safety alert symbol may also include a warning relating to
property damage.

Qualified Personnel

The product/system described in this documentation may be operated only by personnel qualified for the specific
task in accordance with the relevant documentation, in particular its warning notices and safety instructions.
Qualified personnel are those who, based on their training and experience, are capable of identifying risks and
avoiding potential hazards when working with these products/systems.

Proper use of Siemens products

Trademarks

Note the following:

A WARNING

Siemens products may only be used for the applications described in the catalog and in the relevant technical
documentation. If products and components from other manufacturers are used, these must be recommended

or approved by Siemens. Proper transport, storage, installation, assembly, commissioning, operation and
maintenance are required to ensure that the products operate safely and without any problems. The permissible
ambient conditions must be complied with. The information in the relevant documentation must be observed.

All names identified by ® are registered trademarks of Siemens AG. The remaining trademarks in this publication
may be trademarks whose use by third parties for their own purposes could violate the rights of the owner.

Disclaimer of Liability

We have reviewed the contents of this publication to ensure consistency with the hardware and software
described. Since variance cannot be precluded entirely, we cannot guarantee full consistency. However, the
information in this publication is reviewed regularly and any necessary corrections are included in subsequent
editions.
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Security information

Security information

Siemens provides products and solutions with industrial security functions that support the
secure operation of plants, systems, machines and networks.

In order to protect plants, systems, machines and networks against cyber threats, it is
necessary to implement — and continuously maintain — a holistic, state-of-the-art industrial
security concept. Siemens’ products and solutions constitute one element of such a concept.

Customers are responsible for preventing unauthorized access to their plants, systems,
machines and networks. Such systems, machines and components should only be connected
to an enterprise network or the internet if and to the extent such a connection is necessary
and only when appropriate security measures (e.g. firewalls and/or network segmentation)
are in place.

For additional information on industrial security measures that may be implemented, please
visit https:/lwww.siemens.com/industrialsecurity.

Siemens’ products and solutions undergo continuous development to make them more
secure. Siemens strongly recommends that product updates are applied as soon as they are
available and that the latest product versions are used. Use of product versions that are no
longer supported, and failure to apply the latest updates may increase customer’s exposure to
cyber threats.

To stay informed about product updates, subscribe to the Siemens Industrial Security RSS
Feed under https://www.siemens.com/cert.
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Preface

Subject of the manual

As a distinctly open system, SIMATIC PCS 7 can be flexibly adapted to a wide range of
customer needs. The system software provides the project engineer with a great deal of
freedom in terms of project configuration, as well as in the design of the program and
visualization.

Experience has shown that subsequent modernization or plant expansion work is made much
easier if the project is configured "in conformance with PCS 7" as far as possible right from the
start. This means users must adhere to certain basic rules to ensure that the provided system
functions will offer optimum usability in the future.

This manual serves as a compendium in addition to the product documentation for SIMATIC
PCS 7. The basic tasks for creating and configuring the project are described in the form of
instructions with numerous illustrations.

The compendium is divided into the following parts:
¢ Configuration guidelines including checklist

e Process safety including two checklists

¢ Technical functions with SFC types

¢ Operation and maintenance including checklist

¢ Hardware installation including checklist

¢ Industrial Security

Compendium Part B - Process Safety (V9.1)
Operating Manual, 10/2022, A5E42576080-AB 8



Preface

Subject of Part B - Process safety

This compendium directly reflects the recommended method for configuration and
corresponds to the procedure described in the documentation for S7 F/FH Systems, whereby
numerous practical experiences were evaluated. The description relates to working with the
project and the parameter settings of the components it contains but not the application
itself. Observe the warnings in the manuals of the respective components.

Compendium Part B is dedicated to the implementation of the fail-safe part of an S7 program.
It examines the following F-software components:
¢ SIMATIC S7 F Systems

* SIMATIC S7 Safety Matrix

Checklists

You can download the checklist for the SIMATIC PCS 7 Compendium Part B as a zip file via the
"Appendix” button in the Industry Online Support Portal.

Validity
This documentation is valid for the software packages:
e SIMATIC PCS 7 V9.1
e SIMATIC S7 F Systems V6.4

e SIMATIC S7 Safety Matrix V6.3 Upd2

Compendium Part B - Process Safety (V9.1)
Operating Manual, 10/2022, A5E42576080-AB 9



Preface

Conventions

The following terms are used in this documentation...

The terms "safety engineering" and "fail-safe engineering" are used synonymously in this
manual. The same applies to the terms "fail-safe" and "F-".

"S7 F Systems" refers to the optional package "SIMATIC S7 F Systems" for the F-system
"SIMATIC S7 FIFH Systems".

"Safety Matrix" refers to the option "SIMATIC S7 Safety Matrix".

The term "safety program" refers to the fail-safe part of the user program and is used

synonymously with "fail-safe user program", "F-program", etc. For purposes of contrast,
the non-safety-related user program is referred to as the "standard user program”.

"F-CPU" denotes a CPU with fail-safe capability. An F-CPU with fail-safe capability is a
central processing unit that is approved for use in S7 FIFH Systems.

SIMATIC PCS 7 in Industry Online Support

An overview of the most important technical information and solutions for SIMATIC PCS 7 is

available at http://lwww.siemens.com/industry/onlinesupport/pcs?.

SIMATIC PCS 7 documentation

10

Full PCS 7 documentation is available to you free of charge and in multiple languages in

PDF format at www.siemens.com/pcs7-documentation.

Compendium Part B - Process Safety (V9.1)
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What's new? 3

The contents of the compendium have been updated to reflect the new functionalities and
operator input options of SIMATIC PCS 7 V9.1.

Changes and extensions were made in the following sections in particular:
¢ Cyclic interrupts
¢ Setting system parameters for F-signal modules

¢ Monitoring times and system response times

Note

Observe the compatibility statements in the compatibility tool:
http://lwww.siemens.com/kompatool

See also

SIMATIC S7 FIFH Systems — Configuring and Programming
(https:/lsupport.industry.siemens.com/cs/ww/en/view/109802562)

Compendium Part B - Process Safety (V9.1)
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Installing the fail-safe system

4.1 Software components

This documentation is based on PCS 7 V9.1 and the following additional software
components:

e SIMATICS7 F Systems V6.4
— S7 F Systems HMI V6.4
— S7 F Systems Lib V1_3 SP4
— S7 F Device Integration Pack V6.4
— S7 F Configuration Pack V5.5 SP13
e SIMATIC Safety Matrix V6.3 Upd2
— Safety Matrix Engineering Tool V6.3 Upd2
— Safety Matrix Viewer V6.3 Upd2
— Safety Matrix AS-OS Engineering V6.3 Upd2
A "S7 F-Systems RT License" is also required for operating a safety-related automation system.

All SIMATIC software must be closed during the installation process.

Note

You can find more information in the following manuals:

* SIMATIC S7 FIFH Systems — Configuring and Programming
(https:/Isupport.industry.siemens.com/cs/ww/en/view/109802562)

* SIMATIC Safety Matrix (https://support.industry.siemens.com/cs/ww/en/view/109766685)

* Information on the separately available versions of the S7 F Device Integration Pack
(https:/Isupport.industry.siemens.com/cs/ww/en/view/109782016)

Compendium Part B - Process Safety (V9.1)
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Installing the fail-safe system
4.2 Installation on the PCS 7 engineering station (ES)

4.2 Installation on the PCS 7 engineering station (ES)
4.2.1 Installing SIMATIC S7 F Systems
Procedure

1. Run SETUP.EXE to start the installation and follow the instructions in the setup program.

2. Select the "Engineering AS OS" package for installation on the ES. The following components
are selected for installation in the next window:

— S7 F Systems V6.4

— S7 F Systems HMI V6.4

— S7 F Systems Lib V1_3 SP4

— S7 F ConfigurationPack V5.5 SP13
— S7 F Device Integration Pack V6.4

3. Carry out the installation.

Note

With an update installation, check whether the new version of S7 F-Systems Lib is required or
the old version is to be retained. As of S7 F Systems V6.2, only S7 F Systems Lib as of V1_3is
supported.

When employing PCS 7, check whether PCS 7 supports the F-modules used.

Compendium Part B - Process Safety (V9.1)
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Installing the fail-safe system
4.3 Installation on the PCS 7 operator station (OS)

4.2.2 Installing SIMATIC Safety Matrix

Procedure

Safety Matrix Engineering requires an installation of S7 F Systems. Check if a corresponding

version is installed.
1. Start the installation of the Safety Matrix using SETUP.EXE.

2. Follow the instructions of the setup wizard and select the "Engineering AS OS" package. The
following components are selected for installation in the next window:

— Safety Matrix Engineering Tool V6.3 Upd2
— Safety Matrix Viewer V6.3 Upd2
— Safety Matrix AS-OS Engineering V6.3 Upd2

3. Carry out the installation.

4.3 Installation on the PCS 7 operator station (OS)

The next section outlines the installation steps for an OS client. Please follow these if you are
using an OS single station or an OS server for operation.

Compendium Part B - Process Safety (V9.1)
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Installing the fail-safe system
4.4 OS client installation

4.4 OS client installation
4.41 Installing SIMATIC S7 F Systems
Procedure

When using Secure Write Command ++ (SWC_QOS, SWC_MOS or SWC_CHG), start the
installation using SETUP.EXE and activate the "Runtime" package. The following components
are selected for installation in the next dialog:

e S7 F Systems HMI V6.4

44.2 Installing SIMATIC Safety Matrix

Procedure

Start the installation using SETUP.EXE. Follow the instructions of the setup wizard and select
the "Runtime" package. The following components are selected for installation in the next
dialog:

» Safety Matrix Viewer V6.3 Upd2

Compendium Part B - Process Safety (V9.1)
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Advanced PCS 7 ES settings 5

5.1 Access protection

An S7 FIFH system being operated as a safety system is protected by two passwords:

* The CPU password is configured in the hardware configuration and is intended to protect
the CPU against accidental downloading or the wrong program being downloaded.

* Another password is configured in the "Edit Safety Program” dialog box, It protects the fail-
safe user program and the parameters of the signal modules and, where necessary, the
parameters of the CPU (option in the "Protection” register of the CPU properties).

5.1.1 General measures

You can restrict access to the ES by implementing access protection for authorized persons:
To do this you can, for example, install the ES in an operating area that can only be accessed
by these persons.

You can use the options offered by the operating system by protecting the ES with a
password and setting a screen saver that is activated automatically.

To protect the safety program, you can implement organizational measures to ensure that:

e The passwords for the CPU and safety program can only be accessed by authorized
persons.

e The timer is reset for the security password (menu "Options > Edit safety program >
Password > Cancel" or close all applications and the SIMATIC Manager).

* Authorized persons expressly reset access authorization for the F-CPU before exiting the
ES (by selecting "CPU > Access authorization > Cancel” or closing all applications in the
SIMATIC Manager).

Compendium Part B - Process Safety (V9.1)
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Advanced PCS 7 ES settings

5.1 Access protection

5.1.2 Access protection with SIMATIC Logon

As of PCS 7 V7.0, it is possible to set up access protection for individual subprojects with
SIMATIC Logon. With a station-selective multiproject structure, this means that it is possible
to assign access rights to protect AS projects with F program.

Requirement

The SIMATIC Logon Service V1.3 SP1 or higher is installed.

Procedure

1. Activate access protection in the SIMATIC Manager with the selected project node via the
"Options > Access Protection" menu.

. SIMATIC Manager - KOMP_V81_MP_B

File Edit Insert PLC View | Options Window Help
JDE’HE?@| 9 Customize... crri+alt+E [ <1z | 98l BY | B =

£9 KOMP_V81_MP_B (Com

Change Log 3 Disable
F.OMP_Wa1_MP_B SIMATIC Logon Service. .. [amagE:
FOMP_WYE100_CPUET o Adjust in Mulbiproject
=l CPUA10F TextLibraries _ ) ' Remove fecess Protection and Change Log
P T SR Lanauaage for Disolav Devices...

The project format is changed the first time access protection is activated. A message
appears indicating that the modified project can no longer be edited with older versions of
STEP 7 (< 5.4).

2. This is followed by logon to the SIMATIC Logon Service.

The Windows user activating access protection is entered automatically as the first project
administrator. The project password is set at this time.

Note

When a multiproject is opened without prior authentication, the projects with activated
access protection are displayed grayed-out.

Compendium Part B - Process Safety (V9.1)
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Advanced PCS 7 ES settings

5.1 Access protection

Note

As of S7 F Systems V6.2, certain events from S7 F/FH Systems are logged when using SIMATIC
Logon as of V1.3 and STEP 7 as of V5.5.4 Upd9 (corresponds to PCS 7 V8.1):

» Safety mode has been enabled/disabled.

* The password for the safety program has been changed.

* Access permission for the safety program has been granted/revoked.

Compendium Part B - Process Safety (V9.1)
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Configuring S7F/FH hardware 6

The following CPU types have been released for using S7 F-systems in conjunction with
PCS 7:

« CPU410H
« CPU410E
« CPU412H
« CPU414H
« CPU416H
« CPU417H

In the SIMATIC PCS 7 catalog, safety-related automation systems can be configured and
ordered as bundles with a single or redundancy station in various designs.

Compendium Part B - Process Safety (V9.1)
Operating Manual, 10/2022, A5E42576080-AB 19



Configuring S7F/FH hardware

6.1 Adapting CPU parameters (single F-system)

6.1 Adapting CPU parameters (single F-system)

6.1.1 Password and access protection

In order to activate the safety functions contained in the H-CPU's operating system, you need
to enter a password. A prompt appears accordingly on CPU download.

The "CPU contains safety program" option also needs to be activated.

There is the option of protecting the CPU parameters with the password for the safety
program.

Properties - CPU 410-5H - (R0O/S3) il

General I Startup I CycleClock Memory | Retentive Memany | Memory I Intemupts
Time-of-Day Intemupts | Cyclic Intemupts | Diagnostics/Clock Protection | H Parameters

— Protection level
* 1. Access protection for F CPU or keyswitch setting:
¥ Can be bypassed with password
" 2 Wite-protection

™ 3 Read/writeprotection

Password:

I

Beenter password:

I

¥ Increaszed password security

¥ CPU contains safety program

¥ Protect all CPU parameters with the password for the safety program

o |t

As of PCS 7 V8.1, you can encrypt the CPU password assigned by the hardware configuration
in the project data management. The increased password security is only relevant for the
engineering system. If the check box is selected, the password entered in the data
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Configuring S7F/FH hardware

6.1 Adapting CPU parameters (single F-system)

management is stored encrypted. This setting increases the password security. The function
of the password remains the same.

NOTICE

Using the "Increased password security" functionality

Projects in which the "Increased password security" option is activated may only continue to
be used in STEP 7 V5.5 SP4 or higher, because this functionality is not backwards
compatible!

Note
At least protection level 1 and "Can be bypassed by password" must be configured.

In addition, the fail-safe program is assigned a password that is created the first time the
safety-related software or hardware is used. This password must not be the same as the CPU
password.

6.1.2 Access protection with SFC 109

There is an additional mode for SFC 109 as of firmware V6.0 of the H-CPU. With MODE = 12,
protection level 3 can be set without password authorization.

Calling of SFC 109 with MODE=0

Setting the protection level: Any applicable block that is present on password authorization is
lifted through this call.

Calling of SFC 109 with MODE=1

Setting of protection level 2 with password authorization: This means that you can lift the
write protection set with SFC 109 when knowing the valid password. Any applicable block
that is present on password authorization is lifted through this call.

Compendium Part B - Process Safety (V9.1)
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Configuring S7F/FH hardware
6.1 Adapting CPU parameters (single F-system)

Calling of SFC 109 with MODE=12

Setting of protection level 3 without password authorization: This means that you cannot lift
the read and write protection set with SFC 109 even when knowing the valid password. If, at
the time of the call up of SFC 109 with MODE=12, an authorized connection is present, the
calling of SFC 109 for this connection remains without effect.

£

5 Password

T o

Release

—™

E.g. Key switch for release
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Configuring S7F/FH hardware

6.1 Adapting CPU parameters (single F-system)

Example

The following example shows how you can switch between protection level "2" (MODE = 1)
and "3" (MODE = 12) of the CPU with a digital input signal (e.g. from a key switch) with SFC
109. When the system, or the safety program, starts up, protection level "3" is activated with

a signal "0" at the input. With a signal "1", this is reduced to protection level "2". At this
protection level, the CPU can be accessed and changes loaded into the CPU if the password is

known.

Function block SFC Frotekt 12 called cyclicaly
PROTECT IR = 0: CPQ i3 =zumsiag with proceccica level 3.
the pl:;uard is ksown accea o the CPU ia sot posaible (2o read woite pesmiasicn).
TECT .5 = 1; CPU ia runciag with ﬁrwﬂe::len level 3.
Access to CPG 4s posmible if the passwort 4s known.

FEOTecEion levela:

Whlgeonoo:

Jees prezeccics level 1. IZ pasaword suchezizacion Bes been
disabled, it i3 enabled By the call of SFC 109 wizk HODE = 0.

Weideo0ois

Jeta proTectios level I with peaawssd authesizaties. I
FEIAWOSd utRoIiz B i3 enabled, 1t 13 dizabled by
the call oI 3IFC 1 with HODE = 1.

Whl6#000C:

Seza protes ithous password suchozizasion. This
atans that ead-write protecticn ia se:, it can 20T be
digabled: eve Wi 14 paaawo-d

3FC 108 13 called 'H"P ﬂﬂ:! = 12.

FROTECT_McoEL sw1TCH_MoDEL
SWITCE FROT_LEVL oW 0\551 FROTECT eaad
Peatbiln pasy 20 Pracecs 2211
Digical 2% I s —I_ e Tl RET VAL
SERITECT_INT E0.O —{ 1 HODE
= Protection Lewvel I (Mode 12), 1 = Protection Level

Dez Bauatein 3FC Pootek: wizd zyklisch aufgesufesn

Eingang PROTECT_IN = O: Die CFU te iades : &h in Schutzatufe 3.

Auck bei Ken a82 dig CPD =Rglichk
Eingang PROTE Sshutzanule 2.

Bei Kesatnia d ie CPU =sbglich

SchutraTofen:

KOLE#o000:

Einstellen der Schucrascufe 1
[Alle FE=-Funkztieonen sind exleaube.)

Woleadodl:

Einstellen der Schucrscufe 2 mir Pasawere=LegiTimierung

Da3 Progoamm und dig Kopfiguracion der CFD kéznen nur boi Kesntois
d63 Pagawests gobadest werdes. Eis LeasIugrifil aul das Foogra=s
in der CPU isxc mbglick.

WELE#000C:

Eimstellen dex Sehunszatufe 3 Jehseib- und Leacochurs,

Das Frograsm umd die Konfiguracion d&r CFPD kdmnen aush Bel Kenmtnis
de3 ﬂl.l.!l'.lq!!i Fesswazes nizhe Jelkndere oder Jélesen werden.

Note

The figure is available in its original size as appendix to the manual in the ZIP download of the
checklists.

Compendium Part B - Process Safety (V9.1)
Operating Manual, 10/2022, A5E42576080-AB 23



Configuring S7F/FH hardware

6.1 Adapting CPU parameters (single F-system)

When the password prompt appears, disable the "Use password as default for other protected
modules/memory cards" function, so that the password is not used by the system for other
functions and is prompted again when required.

Set Up Access Rights x|

The module/memony card CPU 410-5H is password
pratected.

Paszward: I

[ Use password as default for other protected
modules/memaory cards

0K I Cancel Help
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Configuring S7F/FH hardware
6.1 Adapting CPU parameters (single F-system)

6.1.3 Cyclic interrupts

Parameter assignment

The configuration of process image partitions is generally not required for F-program parts,
because access to the F-signal modules in S7 FIFH systems occurs via F-module drivers
instead of the process image.

It is therefore recommended to select “---" for the F-signal modules as the process image in
the module properties. This avoids an additional update of a process image for the
F-signal modules and reduces CPU usage.

Properties - F-Al 8xl HART HA - (R-/52) X

General Addresses ] |dentification ] Redundancy ] Parameters I

InpLts

Start: B4z Process image:

End: 563 - hd 40
Outputs

Start: F42 Process image:

End: 545 . -

-

Cancel Help

An exception applies to the use of the F-signal modules of the ET 200SP HA when using
module redundancy. For this application, a process image must be set up in order to fully
support the diagnostic functionality within the framework of PCS 7 Asset Management.
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Configuring S7F/FH hardware

6.1 Adapting CPU parameters (single F-system)

Example ET 200SP HA F-AI8 HART, Properties of the module in the hardware configuration

Properties - F-Al 8xl HART HA - (R-/52) >
General Addresses |Iderrtiﬂcatior1| Hedundanc:rl Pararnetersl
— Inputs
Start: 542 Process image: Hiw interrupt trigaers:
End: 563 IPIP 8 vl [u]:] |4I} 3:
— Qutputs
Start: 542 Process image:
End: 546 PP =]
¥ alue status
Properties - F-Al 8xl HART HA - (R-/52) >
General I Addresses I Identification Redundancy | Parameters
— Redundancy General Settings
Reduncency -
Synchronization Role: II'\l'Iaster ;I
Module Overview:
Module | PN [R5 |iAddess | GQaddess |
F-Al 8 HART HA 100( 5) 2 b42 .. 563 542 .. BdE
F-Al 8| HART HA 100( 5) 3 520.. 541 520 ... 524

26
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Configuring S7F/FH hardware

6.1 Adapting CPU parameters (single F-system)

When a process image is assigned to an F-signal module, it must match the process image of
the cyclic interrupt in which the F-module driver is processed.

Properties - CPU 410-5H - (RD/53) |

" General I Startup I Cycle/Clock Memory I Retentive Memory I Memory I Intermupts
Time-of-Day Intemupts Cyclic Intemupts | Diagnostics,Clock I Protection I H Parameters

Priority Execution Phase offset Unit Process image partition
oB3g: |7 [5000 o fms =] [PP1 =]
oB3L: |8 [2000 o fms x| |PP2 =]
oB3Z: |3 1000 o fms x| |PP3 =]
oB33: [0 [500 o ms =| JriP2 =]
oB34: |11 [z00 o fms x| |Prs =]
oB35: [12 [100 o fms =| JrPs x|
oB3g: |13 50 o fms x| |PP7 =]
oB3z: |16 300 o fms x| |PPz x|
oB3& |17 [10 o fms =] [PPs =]

—

Note

No reduction ratio or phase offset may be configured for cyclic interrupt OBs with F-program.
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Configuring S7F/FH hardware

6.1 Adapting CPU parameters (single F-system)

The flow diagram below demonstrates one method you can use for structuring your program

according to process requirements, using the cyclic interrupt OBs.

Do you have

Yes OBa

a connection to
Quadlog?

No

o you have

Yes

v

o Bpriority: PA;

Texecution: TA

OB,

a serial

v

o Bpriority: PA;

Texecution' TA

Do you have different
requirements for the
rocess safety time?,

OB

F

Yes OBg

\ 4

o Bpriority: F’B;

Texecution: TB

OBpriority: PC;

Texecution: TC

0 you have
standard
applications?

Do you have different Yes OBy
requirements for > —
standard applications?, OBpriority' Po;

Texecution' 1D

No

OB
OBpriority: F’E;

A

Texecution: TE
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Configuring S7F/FH hardware

6.1 Adapting CPU parameters (single F-system)

The user program is divided to cyclic interrupt OBs according to the requirements:
* OBa
— Very fast applications
— For example connections, such as Quadlog or Modbus
* OBs
— Fast F applications
— For example pressure protection functions
* OBc
— (Slow) F-applications
— For example slow temperature protection functions
* OBp
— Fast standard applications
— For example fast control functions
e OBe
— Slow standard applications
— For example temperature measurements, visualization functions, enable functions
The following rules apply:
e OBato OBe:
— One of the cyclic interrupt OBs from OB30 to OB38
— Only certain cyclic interrupt OBs are available, depending on the CPU type.

®  Texecution: TA<Te<Tc<To < Te
(Texecution = The execution time of the cyclic interrupt OBs in ms configured in the CPU
properties)

b OBpriorityZ Pa > Ps > Pc> Pp > Pe
(OBgpriority = The priority of the cyclic interrupt OBs configured in the CPU properties.
Possible values are 7 to 18.)
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Configuring S7F/FH hardware

6.1 Adapting CPU parameters (single F-system)

Example 1: Reconfiguration (no Quadlog connection, no serial communication)

OB Prio Call interval Purpose Comment

OB38 |15 10 ms Empty

OB37 |17 300 ms Fast F-application

OB36 |16 1000 ms F application

OB35 |12 100 ms Fast standard application Ex.: Control

OB34 |11 200 ms Standard application Ex.: Pressure measurement

OB33 |10 500 ms Empty

OB32 |9 1000 ms Slow standard application Ex.: Temperature measurement,
visualization function,
enable function

OB31 |8 2000 ms Empty

OB30 |7 5000 ms Empty

Note

If you are using high-precision time stamping, the setting for OB 40 should be changed from
Prio16 to Prio18.

The following figure shows how the individual cyclic interrupt OBs from Example 1 are
processed over a period of 1280 ms, starting from the point in time (t) at which the CPU
begins program processing. In this example, the CPU utilization is at approximately 65%.
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Configuring S7F/FH hardware

Executi-
on time

,-\
3
@

&L

Runtime

OB38
30 OB37 =
50 OB36 =—
10 OB35 ==
25 OB34 --
OB33

320 OB32
OB31

OB30

6.1 Adapting CPU parameters (single F-system)

Processing of the cyclic interrupt OBs by the CPU

t+500ms

t+1000ms Time

Example 2: Reconfiguration/migration, for which the hardware present must be connected via

serial communication (Modbus)

OB Prio Call interval Purpose Comment

OB 38 |18 50 ms Serial communication Ex.: Modbus

OB37 |17 300 ms Fast F-application

OB36 |16 1000 ms F application

OB35 |12 100 ms Fast standard application Ex.: Control

OB34 |11 200 ms Standard application Ex.: Pressure measurement

OB33 |10 500 ms

OB32 |9 1000 ms Slow standard application Ex.: Temperature measurement,
visualization function,
enable function

OB31 |8 2000 ms Empty

OB30 |7 5000 ms Empty

Note

If you are using high-precision time stamping, the setting for OB 40 should be changed from

Prio16 to Prio19.
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Configuring S7F/FH hardware

6.1 Adapting CPU parameters (single F-system)

Example 3: Reconfiguration/migration, for which the Quadlog hardware present must be

connected via DP/IO bus link

OB Prio Call interval Purpose Comment

OB38 |17 10 ms Quadlog connection

OB37 |16 300 ms F application

OB36 |13 50 ms Empty

OB35 |12 100 ms Empty

OB34 |11 200 ms Empty

OB33 |10 500 ms Empty

OB32 |9 1000 ms Slow standard application Ex.: Temperature measurement,
visualization function,
enable function

OB31 |8 2000 ms Empty

OB30 |7 5000 ms Empty

Note

If you are using high-precision time stamping, the setting for OB40 should be changed from

Prio16 to Prio18.

CPU utilization

The cycle utilization of the system should never be above 75%, regardless of whether it

involves a standard AS or an H system.

Note

To help you determine the processing times of the individual cyclic interrupt OBs, please refer

to the FAQ "How can you calculate the cycle load of the automation system (AS) online?"

(https:/Isupport.industry.siemens.com/cs/ww/en/view/22000962)

As of PCS 7 V7.0 and an S7-400H CPU as of FW V4.5, the run times of the cyclic interrupt OBs
and the total load of the AS can be read at the CPU_RT block.
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Configuring S7F/FH hardware

6.1 Adapting CPU parameters (single F-system)

As of PCS 7 V7.0 with PCS 7 Library V7.0, the block CPU_RT will be installed in each CPU. This
block prevents a CPU STOP as a result of cycle overload. thanks to a two-stage "load-
shedding" process:

* In the first stage of load shedding, all cyclic interrupt OBs that have not been disabled for
the function by the project engineer are not processed for one cycle.

* In the second stage, none of the cyclic interrupt OBs are processed for one cycle (even the
ones that were excluded previously). If this does not have a steadying effect, whenever
cyclic interrupt OBs are processed their processing will be suspended again for one cycle.

Note

In order to prevent F-cycle-time monitoring in the CPU and the F-monitoring time on the F-
signal modules from being triggered, and the system response time from being extended,
you must disable the cyclic interrupt OBs with the F-program during the stage 1 of stop
prevention.

Alternatively, you can disable stop prevention altogether by setting the parameter for input
Max_RTRG of block CPU_RT to 0. You can find this block in the @CPU_RT chart.

For more information on the subject of CPU stop prevention, please refer to the help section
for the CPU_RT block.
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Configuring S7F/FH hardware

6.1 Adapting CPU parameters (single F-system)

6.1.4 Diagnostics/Clock

For process data to be compatible for evaluation, all components of the process control
system must work with the same time of day so that messages — regardless of the time zone
in which they are generated — can be assigned correctly in terms of temporal sequence. For
this purpose, the function of the time master is usually assigned to an OS server or an
external clock (Blirk Mobatime). All other operator stations and automation systems on the
plant bus then have the time from this time master and, therefore, identical time.

You can find additional information about configuring the time synchronization in the
manual "SIMATIC Process Control System PCS 7 Time Synchronization"
(https://support.industry.siemens.com/cs/ww/en/view/109794383).

Check that the correction factor is set to 0 ms under "Time" on the "Diagnostics/Clock” tab in a
CPU with safety program.

Properties - CPU 410-5H - (RD/S3) |

" General I Startup I Cycle/Clock Memory | Retertive Memarny I Memoary I Intemupts
Time-of-Day Intemupts I Cyclic Intemupts Diagnostics/Clock | Protection I H Parameters

— System Diagnostics
[" | Extended functions
¥ Report cause of STOP
[~ Acknowledgment4riggered reporting of SFE33-35

Mumber of messages in the diagnostics buffer: IW
rClock
Synchronization Synchronization Type Time Interval
Inthe PLC: IAS slave j If‘-lone ﬂ
[ e (P Ir'-lnne j If‘-lone ﬂ
[0 the FAEL: Ir'-lnne j IHDne j

Cormection factor: ID ms

arcnl_| b

Note

See also Compendium Part A "Configuration of the Hardware > General CPU Settings >
Diagnostics/Clock".
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Configuring S7F/FH hardware

6.1 Adapting CPU parameters (single F-system)

6.1.5 H parameters

Self-test (advanced CPU test)

Test cycle time

The CPU tests the following during the self-test:
* Processor

¢ Internal memory

¢ 1/O bus

If the test detects any faults, they are reported and the CPU goes to STOP.

The test cycle time (default setting: 90 minutes) indicates the time taken for a complete
background self-test.

Note

For S7 FIFH systems, this parameter can be increased up to a maximum of 12 hours (720
minutes).

In S7 FIFH systems, the test may not be modified by calling SFC 90, "H_CTRL".
Otherwise, the safety program will go to F-STOP after a maximum of 24 hours. Switching test
components on or off is prohibited.

In the event of a STOP, the self-test enters the following diagnostics event in the diagnostic
buffer of the F CPU: "Safety program: Error detected” (event ID 16#75E1).
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Configuring S7F/FH hardware

6.1 Adapting CPU parameters (single F-system)

Properties - CPU 410-5H - (R0/53) X|

General I Startup I Cycle/Clock Memory I Retentive Memory I Memory | Intermupts |
Time-of-Day Intermupts I Cyclic Intermupts I Diagnostics/Clock I Protection H Parameters

— Parameters for Expanded CPU Test
Test scan cycle time [min]:

7

Heaction ta Bk PN camparnzan errar: ITHOUBLESHOOTING j

r— Update the Standby CPU

=
[=]

Fd Ewinnunn Aumber of attempts:
Cyclic interrupt HE with special handling:

W aiting time bebween bwo attempts [=];

[=] o =
=

Monitoring times
Max scan cycle ime estersion [msl: Calzulate ...
I&w. communication delay [ms]: IE
I&w. dizabling time for prionty classes = 15 [ms]; IE ¥ Useonly
I, [¥ 0 retention bme [ms]; |: Szlﬁz?ted
— Redundant 110
Data block no. |1 and 2
Passivation behavior : IB:,r channels j

arce | et

Note

If you are using redundant standard signal modules, the system will generate two data blocks
in the AS: DB 1, with the number specified, and DB 2, with the number following this.

Make sure that these blocks are not used twice (e.g. in a Modbus connection). If necessary,
adjust the DB numbers in the H parameters.
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Configuring S7F/FH hardware
6.2 Adapting CPU parameters (fault-tolerant F system)

6.2 Adapting CPU parameters (fault-tolerant F system)

All settings made in the single F-system must also be made in the fault-tolerant F-system.

Note

Parameters in blue can be changed during operation on an H system.

The following settings must also be made when using redundant CPUs:
e Reaction to RAM/PIQ comparison error
e Cyclic interrupt OB with special handling

¢ Monitoring times

6.2.1 Reaction to RAM/PIQ comparison error

Troubleshooting

TROUBLESHOOTING mode is set by default in response to a comparison error (default
response). The purpose of troubleshooting is to locate a faulty CPU.

Select how the H system should react to an error generated during the comparison of the
RAM areas and the process images of the outputs:

¢ Troubleshooting:

TROUBLESHOOTING mode can only be reached from the "Redundant” system state.
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6.2.2

Priority class

38

If an error occurs in redundant mode and depending on the error, one of the CPUs goes
into TROUBLESHOOTING mode and performs a full self-test. The other CPU becomes the
master. If a hardware error is detected, the CPU goes to DEFECTIVE mode. If no error is
detected, the CPU is coupled again. The H system goes back into the "Redundant” system
state. This is followed by an automatic master-standby switchover. This ensures that when
the next error is detected in troubleshooting mode, the hardware of the previous master
CPU is tested.

Note

The events that trigger TROUBLESHOOTING mode are described in the following manuals:

* "SIMATIC High Availability Systems S7-400H
(https:/Isupport.industry.siemens.com/cs/ww/en/view/82478488)"

e "SIMATIC PCS 7 Process Control System CPU 410 Process Automation V8
(https:/Isupport.industry.siemens.com/cs/ww/en/view/109801828)"

H system STOP:
The entire H system is set to the STOP system mode.

Standby CPU STOP:
The standby CPU is set to the STOP mode. The master CPU remains in RUN (solo system
mode).

Note

Processing is also paused briefly in the master CPU for the purpose of updating a CPU that is
starting up (see Monitoring times).

If this is only to occur at certain times defined by the plant operator, "Standby STEQ" must be
selected as the error reaction. Following this, maintenance personnel must carry out a self-
test on both CPUs at an appropriate point in time, by performing a non-buffered CPU startup.

Cyclic interrupt OB with special handling

To prevent time monitoring (cyclic interrupt OB or the monitoring time of modules) from
being triggered in the event of a CPU that is starting up in the H-system being
coupled/updated, you need to set the priority of the cyclic interrupt OBs allocated to the
F-program (OB 30 to OB 38) to > 15 on the "Cyclic Interrupts” tab (see Monitoring times).
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"Cyclic interrupt OB with special handling" is an H parameter containing the number of the
cyclic interrupt OB which is called specifically by the operating system when the standby CPU
is updated, once all interrupts have been disabled. Here, enter the number of the cyclic
interrupt OB with the highest priority, to which F-blocks are assigned in CFC.

Properties - CPU 410-5H - (RD/53) |

" Generl I Startup I Cycle/Clock Memory I Retentive Memaory I Memory | Intermupts |
Time-of-Day Intermupts I Cyclic Intermupts I Diagnostics/Clock I Protection H Parameters

— Parameters for Expanded CP U Test

Test scan cycle time [min]: IB'I}

Reaction to RAM/P|Q comparison emor: ISTOP the standby CPLj
— Update the Standby CPU

Fd Ewinnunn Aumber of attempts: ITC—
| Cysiic intemupt OB with special handing: [37 |

"Waiting time bebween bwo attempts [=]; IEC

Monitoring times

Max. scan cycle time extension [ms]: IM Calculate ..

3200

Max. communication delay [ms]:

Ma. disabling time for priorty classes > 15 [ms]: IB’DD v Use only
IGD— calculated

Min. /O retention time [ms]: values

— Redundant 110
Data block no. |1 and 2
Passivation behavior : IBy channels j

e | __bes
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6.2.3 Monitoring times

During the update of the standby CPU, it is monitored whether the cycle time extension, the
communication delay and the disabling time for priority classes > 15 do not exceed the

maximum values you have set. At the same time, it is ensured that the configured minimum

I/0O retention time is maintained.

The times of relevance to the update process are summarized in the figure below.

™ T2 T3 T4
| | | |

Redundant
|

”1 mode

4— Min. 1/O retention time

or

A

Disable time for priority]
classes > 15

»Master-to-

reserve

¢ — Communications delay

changeo-
| g ver

< Cycle time extension

v

T1: End of active OBs up to priority class 15
T2: Stopping of all communication functions
T3: End of cyclic interrupt OB with special handling

T4: End of copying of outputs to standby CPU

If the update fails due to a maximum value being exceeded, the CPU will continue to run in
solo mode and try again to update the standby CPU once the specified wait time has elapsed.

Note

You will find more information in the following manuals:

* "SIMATIC High Availability Systems S7-400H

(https:/Isupport.industry.siemens.com/cs/ww/en/view/82478488)"

¢ "SIMATIC PCS 7 Process Control System CPU 410 Process Automation
(https:/lsupport.industry.siemens.com/cs/ww/en/view/109801828)"
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If the "Use only calculated values" box is checked (recommended default setting), it will not
be possible to enter or modify the monitoring times manually. The best values for the user
program can then be determined automatically by clicking the "Calculate..." button.

Note

We recommend only using calculated values.

6.2.4 Calculating monitoring times

Calculation

You can use this dialog to calculate monitoring times for updating the standby CPU.
You need to enter information about your user program for this purpose:
e Runtime of cyclic interrupt OB with special handling

e Work memory used for all data blocks in the user program
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42

Defaults from the process (monitoring times) and the current configuration (bus parameters,
number and type of DP slaves, etc.) are also used in the calculation.

Properties - CPU 410-5H - (R0/S3) ﬂ

Time-of-Day Intemupts | Cyclic Intemupts | Diagnostics/Clock | Protection  H Parameters

Max. scan cycle time extension [ms]:
Max. communication delay [ms]:

Min. /O retention time [ms]:

— Parameters for Bpanded CPU Test

Test scan cyce time [min}: [50

Reaction to RAM/PIQ comparison error | TROUBLESHOOTING ¥
— Update the Standby CPU

Meammurm number of sttempts; I'EC'—

Cyclic interrupt OB with special handling: |37

Waiting time between two attempts [s]: 'Eﬂ—

Monitoring times

Max. disabling time for prionty classes > 15 [ms]:

[e000 [ coleume ||

—Redundant /O
Data block no.: 1 and 2
Passivation behavior : | By channels =

OK |
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Run time of the cyclic interrupt concerned

If a cyclic interrupt OB with special handling has already been configured, half its execution
interval will be entered as the default setting for "Runtime of the watchdog interrupt

concerned".

Here, enter the actual runtime of the cyclic interrupt with special handling, plus some reserve
time (10 to 20%).

Note

The runtime can be calculated using the TIME_BEG and TIME_END blocks.
You can find information on this in the "How do | set the runtime and time scale of a cyclic
interrupt OB?" (https://support.industry.siemens.com/cs/ww/en/view/1023077) FAQ.

As of PCS 7 V7.0 and an S7-400H CPU as of FW V4.5, the run times for the cyclic interrupt OBs
may also be read at the CPU_RT block.

Work memory allocation (data memory)

The work memory allocation comprises all data blocks; in other words, it also includes DBs
generated dynamically. A value of 1024 KB is entered here by default. This value should be
modified to reflect the actual data memory requirements of the user program. We
recommend adding an expansion reserve of approximately 10%.

The allocation of work memory for data blocks can be read in SIMATIC Manager by selecting
the block container with the menu command "Edit > Object Properties".

Properties - Block Folder Offline x|

| Checksums I Address priority: I Fill Level I

" General

— User Program Memory

Size in load memory: 635362 bytes

Size in work memary: 358206 bytes
| Data 133404 bytes |

Total 491610 bytes

— System data memory

Size in load memory: 16412 bytes
r— Number of Blocks
0B: 18 SFB: 8
DB: 170 SFC: 3
FE: 61 UDT: 0
FC: 121 WAT: 1

Cancel Help
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Calculation

44

Once all the parameters have been set, the values are calculated by pressing the "Recalculate”
button.

If the F-signal modules are configured in safety mode in HW Config, the "Max. disabling time
for priority classes > 15" parameter is calculated using the following formula:

e Tpis (DP master system) = Tero - (2 X Ttr + Tal + TproG + Top_sT + TSLAVE_ST)
(determined for each DP master system)

e Tris_upin ms = 0.7 x size of DBs in work memory in bytes/1024 + 75

where:

¢ Tero = Shortest F-monitoring time configured on an F-signal module

e Trwr=Target rotation time of the PROFIBUS line

e Ta = Call time of the cyclic interrupt OB

¢ Teroc = Runtime of the cyclic interrupt OB

¢ Tor st = DP switchover time

¢ Tsiave_st = Slave switchover time

e Tris_up = Time for copying the DBs of the user program (UP)

Calculating the parameters may cause one of the following messages to appear:

* "The F-monitoring times cannot be adhered to due to the configuration specified. Times
which can no longer be used were output.”

if:

"Maximum disabling time for priority classes > 15" < "Minimum /O retention time" + 50
ms

* "Due to the configuration specified, monitoring times have been calculated to ensure that
the F-monitoring time can be adhered to. It cannot be guaranteed that each attempt at
coupling and updating will be successful."

if:

Te1s (DP master system) < Tpis_up
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The "Maximum communication delay" and "Maximum scan cycle time extension" are
calculated from the "Maximum disabling time for priority classes > 15" by multiplying this
setting once by 4 and once by 10.

Note

When determining the shortest F-monitoring time configured on an F-signal module, none of
the monitoring times set in PROFIsafe PA devices are taken into account.

Maximum disabling time for priority classes

Check the value for "Maximum disabling time for priority classes > 15".

Note

We recommend doing this again on the plant once commissioning is complete.

Follow the steps outlined below:

¢ Start up the standby CPU in an H-system.
Observe the FAQ "What do | have to keep in mind when downloading changes of an
H-system with safety program?"
(https:/Isupport.industry.siemens.com/cs/ww/en/view/89330232).

¢ The "Maximum disabling time for priority classes > 15" must be greater than the update
time that is named in event 16#7303 "Transition to redundant mode" (diagnostics buffer
of the master CPU). Make sure you factor reserve time of approximately 20% into your
setting.

Note

For more information and remedies, refer to the following manuals:

¢ "SIMATIC High Availability Systems S7-400H
(https:/Isupport.industry.siemens.com/cs/ww/en/view/82478488)"

e "SIMATIC PCS 7 Process Control System CPU 410 Process Automation V8
(https:/lsupport.industry.siemens.com/cs/ww/en/view/109801828)"
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6.3 Communications module parameters/Networks

The settings for communication modules are explained in Compendium Part A.

It may be advisable to operate the F-1/O on a separate DP master system when there are
numerous nodes or nodes with low transmission speeds.

PROFINET
PROFINET with PROFINET IO is increasingly used in automation engineering.

PROFINET 10 is the open standard defined according to the PROFINET standard for
communication between controller and 1/0 devices based on Switched Ethernet.

The PROFIsafe specification has been expanded for fail-safe communication between
controller and PROFINET I0s, and is used in version PROFIsafe V2.x with PROFINET.

You can find additional information about PROFINET IO in the entry "PROFINET in Process
Automation with SIMATIC PCS 7"
(https:/Isupport.industry.siemens.com/cs/ww/en/view/72887082).

Requirements for using PROFINET with S7 F Systems

PROFIsafe version V2, which is required for fail-safe communication via PROFINET, is available
in S7 F Systems as of V6.0.

The following components are required to use PROFINET with S7 F Systems:

Software requirements:

PCS 7 V8.0 SP2 or higher

S7 F Systems as of V6.1 SP1

S7 F Systems Lib as of V1_3

S7 F Configuration Pack V5.5 SP11 or higher
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Hardware requirements:

* CPU (CPU 412-5H PN/DP, CPU 414-5H PN/DP, CPU 416-5H PN/DP, CPU 417-5H PN/DP or
CPU 410-5H, CPU 410E)

* |0 modules ET 200M:
— SM 326F, DI 24xDC24V (6ES7 326-1BK02-0AB0)
— SM 326F, DO 10xDC24VI2A, P-switching (6ES7 326-2BF10-0ABO)
— SM 326F, DO 8xDC24VI2A, P-M-switching (6ES7 326-2BF41-0ABO)
— SM 336F, Al 6x0/4...20mA HART (6ES7 336-4GE00-0ABO)

¢ 1/0 modules ET 200SP HA (S7 F Systems as of V6.3):
— F-DI 16xDC24V HA (6DL1136-6BA00-0PH1)
— F-DQ 10xDC24V/2A PP HA (6DL1136-6DA00-0PH1)

¢ 1/0O modules ET 200SP HA (S7 F Systems as of V6.4):

— F-Al 8xl 2/4-wire HART HA (6DL1136-6AA00-0PH1)
When using F-Al in PCS 7 V9.1, you also need the PCS 7 hardware upgrade package
"PCS 7 V9.1 HUP ET 200SP HA F-Al8xI 2/4-wire HART HA"
(https:/lsupport.industry.siemens.com/cs/ww/en/view/109801821).

Note

Before you use the fail-safe devices make sure that they support PROFIsafe V2 mode
(F_Par_Version = 1) on PROFINET 10 as well as in the downstream networks (PROFINET 10 or
PROFIBUS DP).

The set PROFIsafe mode of the device is documented in the hardware printout.
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Example

Fail-safe signal modules on PROFINET
10

Fail-safe signal modules on PROFINET
10 as well as on PROFIBUS DP*

Fail-safe signal modules on PROFINET
10 as well as in the downstream
PROFIBUS DP* via IE/PB Link

oo

oo

oo

PROFlsafe V2-Mode

oo

oo

oo

PROFlsafe V2-Mode

PROFIsafe V1-Mode

oo
=]

ao

oo

PROFlsafe V2-Mode

* PROFlIsafe V1 mode possible

* PROFIsafe V2 mode required
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Fail-safe signal modules on PROFINET 10 Fail-safe signal modules on PROFINET 10 as well as on

PROFIBUS DP*

— — = —
a o o i
o o o o o o o o
=} =)
=} a
(=} a o o
=} a
a a o a
a a

PROFIsafe V2-Mode

UL

o
[
T

PROFIsafe V2-Mode

LE

i
ool

PROFlsafe V1-Mode

* PROFlIsafe V1 mode possible
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Fail-safe signal modules on PROFINET 10 as well as in the downstream PROFIBUS DP* via IE/PB Link in combination
with signal modules on PROFIBUS DP

o
o

oo

oo

PROFIsafe V2-Mode

PROFlsafe V1-Mode

* PROFIsafe V2 mode required
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6.4 Setting system parameters for F-signal modules

Similar to standard modules, F-signal modules are configured in HW Config. This requires the
corresponding S7 F Configuration Pack as well as the S7 F Device Integration Pack.

Unused channels can be added during operation, provided that, during first commissioning,
they have been activated in HW Config and equipped with resistors in order to suppress
channel faults.

Procedure
Once you have added the F-signal modules to the station in HW Config, you can access the
"Properties” dialog by selecting the menu command "Edit > Object Properties" or double-
clicking the corresponding F-signal module.

6.4.1 Operating mode

Safety mode

For the F-signal modules of the ET 200M, you can use the "Operating mode" parameter to
specify whether the modules are to be used in standard mode (use as standard signal
modules except SM 326; DO 8 X DC 24V/2A (6ES7326-2BF40-0ABO, 6ES7326-2BF41-0ABO),
SM 326 F DO 10xDC24VI2A PP (6ES7326-2BF10-0ABO) and SM 336 F Al6x0/4..20mA HART
(6ES7336-4GE00-0ABO)) or safety mode.

F-signal modules of the ET 200SP HA and ET 200iSP can only be used in safety mode.

6.4.2 PROFIsafe addresses

F source and destination addresses

The PROFIsafe addresses (F_SOURCE_ADD, F_DEST_ADD) are used to uniquely identify the
source and destination during PROFIsafe communication. The F_DEST_ADD uniquely
identifies the PROFIsafe destination (the module). The F_DEST_ADD must, therefore, be
unique across both the network and the station. The F_SOURCE_ADD is permanently assigned
to the CPU.

To prevent parameter assignment errors, the F_SOURCE_ADD and the F_DEST_ADD are
assigned automatically.
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Assigning the F-destination address via DIP switch positions

F-signal modules, such as the ET 200M, have DIP switches with which you assign the unique
F_DEST_ADD. The DIP switch setting is the binary representation of the F_DEST ADD. It must
be set on the F-signal module DIP switches before you install the F-signal module.

Standard mode Safety mode
All possible combinations that do not correspond
I |
to standard mode
Z ©OOTNOO NWOOD0
O 8ISHh&TCTT EEEEE | (e
<N
o g geipgEaNe"
<N~
9876543210
I|I I|I|I|I|I|I|I|I|
Module start address 192 corresponds to
Z OO AN N o
O 33IEHLTCT F_DEST_ADD 24
<t AN

When these modules are in standard mode, F_DEST_ADD is always set to "0" (delivery
condition).

In the case of older module versions, the F_DEST_ADD is dependent on the module start
address. The following applies: F_DEST_ADD = Module start address/8.

Assigning the F-destination address in the engineering system

F-signal modules, such as the ET 200SP HA, do not have a DIP switch with which you assign
the unique F_DEST_ADD. Here, you assign the PROFIsafe address (F_SOURCE_ADD,
F_DEST_ADD) directly from the engineering system. The following is a description of the
basic procedure:

1. Configure the F_DEST_ADD in HW Config.
2. Switch to online mode and start the tool for assigning the F-destination address.

3. ldentify the F-signal modules in the distributed 1/O to which you want to assign the
configured F_DEST_ADD (together with the F_SOURCE_ADD).

4. Assign the F_DEST_ADD (together with the F_SOURCE_ADD) to the F-signal modules.
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Note

You can find additional information on the procedure in the manual "SIMATIC S7 F/FH

Systems - Configuring and Programming

(https:/Isupport.industry.siemens.com/cs/ww/en/view/109802562)".

F monitoring time

If you are operating the F-signal module in safety mode, this is where, you set the F-

monitoring time for safety-related communication between the F-CPU and F-signal module

(PROFIsafe monitoring time).

Note

You can find information on setting the PROFIsafe monitoring time in the "Monitoring and

system reaction times (Page 195)" section.
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6.4.3

Module parameters - general

Properties - FDIBxNAMUR [EEx ib] - (R-/54) X|

-Genemll Addresses  Parameters | F{edundancyl

Parameters Walue -
[+ Parameters
[Z] Operating mode Safety mode
F parameters
[£] F_source_address 1: CPU 410-5H
[£] F_target_address 1
L[] DIP switch setting {9 to 0) 0000000001
L[Z] F monitoring time {ms) 2500
Module parameters
I£] Diagnostic interrupt
[£] Evaluation of the sensars lool evaluation
[£] Behavior after channel faults Passivate the channel
EH=H Channel 0
[£] Group diagnostics e
[£] Discrepancy time (ms) 10
£5] Channel 1
|:[§] Group diagnostics
[£] Discrepancy time (ms) 10

[_] Channel 2
|_] Channel 3
.7 Channel 4 j

Cancel | Hep |

Diagnostic interrupt

To enable the PCS 7 driver blocks to report interrupts, the diagnostic interrupt for the F-signal
module must always be activated in safety mode.

Various error events, which the fail-safe signal module can define using its diagnostics
function, trigger a diagnostics interrupt. The diagnostics events which occur are made
available by the F CPU module.

Group diagnostics

54

If you check this box for a specific channel, a channel-specific event (a wire break, for
example) will trigger an error reaction in the safety program (the substitute value is activated
on the channel driver and QBAD is set). If "Enable diagnostics interrupt” is selected, a
diagnostics interrupt will be triggered in the CPU and a corresponding process control
message will be sent on the OS.

The "Group diagnostics" parameter is used to activate and deactivate the transfer of channel-
specific diagnostic messages (e.g. wire break, short-circuit) on F-signal modules to the CPU.
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For the following F-signal modules of the ET 200M, group diagnostics must also be activated
when a channel is activated:

¢ SM 326; DI 8 x NAMUR (order no. 6ES7326-1RF00-0ABO; 6ES7326-1RFO1-0ABO)

¢ SM 326; DI 24 x DC 24 V (order no. 6ES7326-1BK00-0ABO)

¢ SM 336; DO 10 x DC 24V/2A (order no. 6ES7326-2BF00-0ABO; 6ES7326-2BF01-0ABO)

e SM 326; Al 6 x 13 Bit (order no. 6ES7336-1HE00-0ABO)

With all other F-signal modules, this takes place automatically when you activate a channel.

To maintain an overview, you should deactivate group diagnostics on input or output
channels which are not in use on the F-signal modules or wire the module so that no channel
errors occur.

Note

Where fail-safe input and output modules in safety mode are concerned, group diagnostics
must be active on all connected channels. Please check that group diagnostics has only been
deactivated for input and output channels which are not in use.

6.4.4 Activating channels

With fail-safe signal modules, it is not possible to make and download changes in runtime
due to their design.

You can find additional information about changes in HW Config in the section Changes in
HW Config (Page 250).

In order to be able to use free channels on F-signal modules for expansion during operation,
the channels in the HW Config must be enabled and configured accordingly beforehand.
Configure the channels differently in order to be able to connect different sensor types. Due
to the diagnostics for the F-signal modules, however, activated channels lead to pending
errors, which you can suppress by equipping the channels with equivalent resistors. Channel
drivers are not required for these channels. After acknowledgment at an existing F-channel
driver, all channels of the affected module are reintegrated.
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6.4 Setting system parameters for F-signal modules

ET 200SP HA, F-DI 16 x DC 24V HA (6DL1136-6BA00-0PH1)

Set module parameters

Determine sensor evaluation

Determine sensor supply

If necessary, set discrepancy reaction and discrepancy time
Activate channel, if needed

Set channel parameters

Define potential group

The following applies for unconnected channels, provided that the sensor supply is
provided by the module: Connect the input to the sensor supply via a resistor (e.qg.
27 Kilohm).

ET 200SP HA, F-DQ 10 x DC 24V/ 2A PP HA (6DL1136-6DA00-0PH1)

Set module parameters
Activate channel, if needed
Set channel parameters
Define potential group

To simulate an actuator, connect the output with a resistor (e.g. 1.8 Kilohm) downstream
of the ground connection

ET 200SP HA, F-Al 8xl HART HA (6DL1136-6AA00-0PH1)

56

Set module parameters
Set measurement type
Set measuring range
Set channel parameters
Define potential group

For unconnected channels, connect the plus input of the channel to the supply voltage via
a resistor (e.g. 3.9 Kilohm) and connect the minus input to ground
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6.4 Setting system parameters for F-signal modules

ET 200M, SM326; F-DI 8 x NAMUR [EEx ib] (6ES7326-1RF00-0ABO / 6ES7326-1RF01-0ABO)

Determine operating mode

Determine operating parameters
Determine module parameters

Activate group diagnostics for the channel

For the suppression of channel errors with unconnected channels, the terminals of the
channel can be connected to a resistor (minimum 1 kilohm, optimum 11 kilohms)

ET 200M, SM326; F-DI 24 x DC 24V (6ES7326-1BK00-0ABO / 6ES7326-1BK01-0ABO / 6ES7326-

1BK02-0AB0)

Determine operating mode

Determine module parameters

Determine sensor supply

Activate channel

Determine sensor evaluation

Determine type of sensor interconnection

If necessary, set discrepancy reaction and discrepancy time

Provided that the sensor supply comes from the module:
Connect input to the sensor supply via a resistor (e.g.: 1 kilohm).

ET 200M, SM326; F-DO 10 x DC 24V/2A (6ES7326-2BF01-0ABO)

Determine operating mode
Determine module parameters
Activate group diagnostics for the channel

For unconnected channels, to simulate an actuator, connect the output with a resistor
(e.g. 2.7 Kilohm) downstream of the ground connection
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6.4 Setting system parameters for F-signal modules

ET 200M, SM326; F-DO 10 x DC 24V/2A PP (6ES7326-2BF10-0AB0)
¢ Determine module parameters
¢ Activate group diagnostics for the channel

¢ For unconnected channels, to simulate an actuator, connect the output with a resistor
(e.g. 2.7 Kilohm) downstream of the ground connection

ET 200M, SM326; F-DO 8 x DC 24V/2A PM (6ES7326-2BF40-0AB0 / 6ES7326-2BF41-0AB0)
¢ Determine module parameters
* Activate group diagnostics for the channel

e For unconnected channels, to simulate an actuator, connect the output with a resistor
(e.g. 2.7 Kilohm) downstream of the ground connection

ET 200M, SM 336; F-Al 6 x 13 Bit (6ES7336-1HE00-0ABO)
¢ Determine module parameters
¢ Activate group diagnostics for the channel
¢ Make channel-specific settings

* For unconnected channels, connect the plus input of the channel to the supply voltage via
a resistor (e.g. 3.9 Kilohm) and connect the minus input to ground

ET 200M, SM 336; F-Al 6 x 0/4...20mA HART (6ES7336-4GE00-0ABO)
¢ Determine module parameters
¢ Determine type of sensor interconnection
* Make channel-specific settings
¢ Make HART communication settings

¢ For unconnected channels, connect the plus input of the channel to the supply voltage via
a resistor (e.g. 3.9 Kilohm) and connect the minus input to ground
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6.4 Setting system parameters for F-signal modules

ET 200iSP, EM; F-DI 8 x NAMUR Ex (6ES7138-7FN00-0ABO)

Determine module parameters

Determine sensor supply

Activate channel

Determine sensor evaluation

Determine type of sensor interconnection

If necessary, set discrepancy reaction and discrepancy time

The following applies for unconnected channels, provided that the sensor supply is
provided by the module: Connect the input to the sensor supply via a resistor (minimum
1 kilohm, optimum 11 kilohms).

ET 200iSP, EM; F-DO 4 x 17.4V/40mA Ex (6ES7138-7FD00-0ABO)

Determine module parameters
Activate group diagnostics for the channel

For unconnected channels, to simulate an actuator, connect the output with a resistor
(e.g. 2.7 Kilohm) downstream of the ground connection

ET 200iSP, EM; F-Al 4 x 0/4...20mA Ex HART (6ES7138-7FA00-0ABO)

See also

Determine module parameters
Make channel-specific settings
Make HART communication settings

For unconnected channels, connect the plus input of the channel via a resistor (e.qg.
3.9 Kilohm) to the minus input of the channel

SIMATIC S7 FIFH Systems — Configuring and Programming

(https:/Isupport.industry.siemens.com/cs/ww/en/view/109802562)

Compendium Part B - Process Safety (V9.1)
Operating Manual, 10/2022, A5E42576080-AB 59


https://support.industry.siemens.com/cs/ww/en/view/109802562

Configuring S7F/FH hardware

6.4 Setting system parameters for F-signal modules

6.4.5 Configuration for ET 200SP HA, F-DI 16 x DC 24V HA

Properties - F-DI 16:24VDC HA - (R-/53) e

General | Addresses | Identfication Parameters |

Parameters | Walue A
S
145 F-parameters
[Z] F_source_address 1:CPU 410-5H
[Z] F_destination_address £5334
[Z] F_monitoring time (ms) 2500
3 Cross-channel
=+_3 Module parameters
[Z] Diagnostics missing power supply voltage L+
[Z] Behavior after channel fault Passivate the channel
= Channel 0, 8
—[Z] Sensor evaluation lool evaluation
—[Z] Sensor supply for 1oa2 Each sensor has its own sen...
—[Z] Discrepancy behavior Supply last valid value
—[Z] Discrepancy time (ms) 30
—[£] Reintegration after discrepancy error Test 0 signal not necessary
=+ Channel 0
[Z] Channel activated
[Z] Diagnostics wire break ]
[Z] Input delay (ms) 3.2
[£] Pulse stretching (s) none
[Z] Flutter monitoring 1 ¥

Sensor supply

You can set whether the sensor is supplied via the F-signal module using these parameters.
Additionally, you can also activate a short-circuit test for the supply through the F-signal

group.

Short-circuit test

Here, you activate the short-circuit detection for the channels of the F-module for which an
internal sensor supply is set.

The short-circuit test is only possible if an internal sensor supply is set. A short-circuit test is
not possible for sensors with power supply, e.g. 3-/4-wire proximity switches.
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6.4 Setting system parameters for F-signal modules

Short-circuit detection disconnects the sensor supply briefly. The switch-off duration is the
same as the configured "Time for short-circuit test (ms)".

If a short-circuit is detected, the F-module triggers a diagnostic interrupt in the F-CPU and the
input is passivated.

Sensor evaluation
* 71001 evaluation
A sensor connected 1-channel to the F-signal module
¢ 1002 non-equivalent evaluation
¢ 1002 equivalent evaluation

For a process signal one or two sensors are connected to two inputs on an F-signal module.
The signal states of inputs (equivalence or non-equivalence) are compared internally.

Discrepancy behavior

For "discrepancy behavior", parameterize the value provided to the safety program in the F
CPU during the discrepancy between the two affected input channels — i.e. during running
discrepancy time. You configure the discrepancy behavior as follows:

e "Supply last valid value" or

e "Supply 0 value"

Discrepancy time
Where "1001 evaluation" is concerned, the value displayed is not relevant.

In most cases, the discrepancy time is started but does not completely elapse because the
signal differences even out after a short time.

Select a sufficiently long discrepancy time so that in the error-free case the difference
between the two signals always disappears before the discrepancy time expires (when
testing for non-equivalence: the equivalence of the two signals).
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6.4 Setting system parameters for F-signal modules

Reintegration after discrepancy error

Potential group

62

You can use this parameter to determine when a discrepancy error is considered lifted and,
therefore, when a reintegration of the affected input channels is possible. You can choose
between the following parameter options:

e "Test 0 signal required"
e "Test 0 signal not required”
Option "Test O signal required":

* If you have configured "Test O signal required", a discrepancy error is only considered to be
lifted when a O signal is again present at both input channels concerned.

* If you use non-equivalent sensors, that is, you have set the "Sensor evaluation" to "1002
evaluation, non-equivalent", then the result of the channel pair must be "0" again.

Option "Test O signal not required":

* If you have configured "Test O signal not required”, a discrepancy error is regarded as
corrected when a discrepancy is no longer present at both of the affected input channels.

Specifies whether the I/O module is located on a terminal block with supply voltage infeed

Note

You can find additional information on configuration in the manual "SIMATIC ET 200SP HA
Digital Input Module F-DI 16x24VDC
(https:/Isupport.industry.siemens.com/cs/ww/en/view/109802477)"
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Configuring S7F/FH hardware

6.4.6

6.4 Setting system parameters for F-signal modules

Configuration for ET 200SP HA, F-DQ 10 x DC 24V/ 2A PP HA

Properties - F-DO 10x24YDC/24 PP HA - (R-/54)

General | Addresses | Identification Parameters

| Yalue

Parameters ”
S
[£] Operating mode Safety mode (5IL3)
J—;ﬁ F-parameters
—[Z] F_source_address 1:CPU 410-5H
—[Z] F_destination_address £5533
—[£] F_monitoring time (ms) 2500
3 Cross-channel
=+-3 Module parameters
—[Z] Diagnostics missing power supply voltage L+
—[£] Behavior after channel fault Passivate channel
—[Z] Reaction to CPU stop Supply value 0
—[Z] Maximum test period (s 1000
=+ Channel 0
[£] Channel activated
[£] Diagnostics wire break
[£] Activated light test
[£] Max. time light test / dark test (ms) 0,8/1,0ms
#3 Channel 1
#H23 Channel 2
#3 Channel 3
#H7 Channel 4 ¥
Cancel Help

Behavior after channel fault

You can use this parameter to specify whether the entire I/O module is passivated after a

channel error or if only the faulty channel(s) is/are passivated:

¢ "Passivate entire module"

e "Passivate channel"
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6.4 Setting system parameters for F-signal modules

Response to CPU STOP

Defines the behavior of the digital output at CPU STOP or in case of a communication failure
between interface module and CPU:

e Supply 0 value

e Supply last valid value

Maximum test time

You can use this parameter to define the time within which the light, dark and switch-on

tests (complete bit pattern test) are performed module-wide. After this time elapses the tests
are repeated.

e Use "1000 s", for example, to spare your actuators

e Use"100 s" to detect errors faster

Light test activated

The "Light test activated" parameter is only for display. The light test is always active when
the channel is activated.

Max. time for light test/dark test

You can use this parameter to set the times for readback during the light test and the dark
test.

Note
Effects of "Max. time light test/dark test" on the error response time
Since the error response time is increased by the time "Max. time light test/dark test", we

recommend that you set this time as low as possible, but high enough so that the output
channel is not passivated.
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6.4 Setting system parameters for F-signal modules

Potential group

Specifies whether the I/O module is located on a terminal block with supply voltage infeed

Note

You can find additional information on configuration in the manual "SIMATIC ET 200SP HA
Digital Output Module F-DQ 10x24VDC/2A PP HA
(https:/Isupport.industry.siemens.com/cs/ww/en/view/109802499)"

6.4.7 Configuration for ET 200SP HA, F-Al 8xl 2-/4-wire HART HA

Properties - F-Al 8 HART H4 - (R-/55) -

General I Addresses I Identification FParameters I

Parameters | Yalue )
Sl
=15 F-parameters
—[Z] F_source_address LCPU 410-3H
—[Z] F_destination_address 65332
_[Z] F_monitoring time (ms) 2500
FH_T Cross-channel
=H=3 Module parameters
—[Z] Diagnostics missing power supply voltage L+
—[Z] Behavior after channel fault Passivate channel
—[Z] HART gate Off
—[Z] Interference frequency suppression 50 Hz
=H=5] Channel 0
—[Z] Measurement type 2-wire
—[Z] Measuring range 4..20mA
—[Z] Smoothing 1
—[Z] Diagnostics wire break
—[Z] HART enabled []
—[Z] Mumber HART message frame repetitions 5
[£] Diagnostics HART
3 Channel 1
#1771 Channel 2 ¥
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Configuring S7F/FH hardware

6.4 Setting system parameters for F-signal modules

Measurement type

You can use this parameter to choose between 2-wire and 4-wire transmitters. With a 2-wire
transmitter, the sensor supply is internal, with a 4-wire transmitter it is external. To
deactivate unused channels, select "deactivated”. If you deactivate unused channels, the
response time of the F-1/O module is reduced.

Note

Behavior of the internal sensor supply with measurement type "2-wire"

After activation of the internal sensor supply (e.g. during the module startup or after a short-
circuit of the sensor supply), the "Wire break” diagnostic and "Low limit violated" are
suppressed for three seconds to avoid passivation of the respective channel by the sensor
ramp-up. During this time, the module provides the safe process value 0 on all channels.

Measuring range

Filter

66

At an active channel, you can choose between different measuring ranges via the parameter.
The /O module has the following measuring ranges:

¢ 0to 20 mA (4-wire)
e 41020 mA (2-wire | 4-wire)

HART operation is only possible with a measuring range of 4 to 20 mA. HART communication
is not switched off even at currents below 4 mA.

Compensates for measured value fluctuations. Individual measured values are smoothed
using filtering. Smoothing is achieved by the F-1/0 module forming the moving average of a
number of digitized analog values specified with the "Smoothing" parameter.

Note

Smoothing is reset after startup, short-circuit, wire break or another channel error. If
smoothing is configured with 16 conversion cycles and all channels are active, for example, it
takes up to 2400 ms with a set interference frequency suppression of 50 Hz until the process
value is reported. Until the first valid process value, the I/O module reports the value 0 and QI
= 0 for the channel.
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6.4 Setting system parameters for F-signal modules

Diagnostics wire break

Enable wire break detection. The module can only detect a wire break when the parameter is
enabled. Here, you enable wire break detection for a configured measuring range of 4 to
20 mA. If you do not need a channel, disable it. Then there is no wire break detection.

HART gate

You can use this parameter to enable the HART communication for the I/O module. The
"HART gate" parameter acts as a module-wide, fail-safe "main switch". The following
parameter assignments are possible:

e "On": HART communication is enabled

e "Off": HART communication is disabled

HART enabled

You can use this parameter to enable HART communication for the relevant channel. Can
only be configured if "HART gate" is enabled and the measuring range "4 to 20 mA" is set. The
parameter is not safety-related, that is, no fail-safe switch-off of the HART communication is
possible with this parameter.

Number of HART telegram repetitions

Specifies the number of HART telegram repetitions. If the I/0 module receives no response or
an incorrect response to a HART telegram sent to the field device, the telegram is repeated
accordingly, that is, it is sent to the field device again. The parameter is only relevant if the
"HART enabled" parameter is activated.

HART diagnostics

Enabling the diagnostics for the HART telegram-specific supervisions and the status
information supplied by the connected field device in the HART telegram. The parameter is
only relevant if the "HART enabled" parameter is activated. HART diagnostics are reported as
maintenance events.
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6.4 Setting system parameters for F-signal modules

Behavior after channel fault

You can use this parameter to specify whether the entire F-module is passivated after
channel errors have occurred, or only the faulty channels are passivated:

e "Passivate entire module"

e "Passivate channel"

Interference frequency suppression

Suppresses the interference caused by the frequency of the AC network used. The following
parameter assignments are possible:

¢ 50 Hz (integration time 20 ms)

¢ 60 Hz (integration time 16.6 ms)

Potential group

Specifies whether the I/0 module is located on a terminal block with supply voltage infeed

Note

You can find additional information on configuration in the manual "SIMATIC ET 200SP HA
Analog Input Module F-Al 8xl 2-/4-wire HART HA
(https:/Isupport.industry.siemens.com/cs/ww/en/view/109802504)"
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6.4 Setting system parameters for F-signal modules

6.4.8 Configuration for ET 200M, SM326; DI 8 x NAMUR
x
General I Addresses  Parameters | Redundancy I
Farameters Walue -
(=] Parameters
[£] operating mode Safety mode
F parameters
[£] F_source_address 1: CPU 410-5H
[£] F_target_address 1
|_[£] DIP switch setting (3 to 0) 0000000001
L[Z] F monitoring time {ms) 2500
Module parameters
[£] Diagnostic interrupt
[£] Evaluation of the sensars 1oo2 evaluation
—[£] Behavior after channel faults Passivate the channel
=H=5 Channel 0 —
[£] Group diagnostics
[£] Discrepancy time (ms) 10
=H=3 Channel 1
[£] Group diagnostics
[£] Discrepancy time (ms) 10
-3 Channel 2
trg] Group diagnostics ]
[Z] Discrepancy time (ms) 10 j
Concel | b |
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6.4 Setting system parameters for F-signal modules

Sensor evaluation
* 1001 evaluation
A sensor connected 1-channel to the F-signal module
* 1002 evaluation

For a process signal one or two sensors are connected to two opposite inputs on a F-signal
module. The signal states of inputs (equivalence or non-equivalence) are compared
internally.

The following safety classes can be achieved:

* 1-channel - SIL 2; in the case of multiple channels SIL 3 can be achieved via evaluation in
the CPU.

e 2-channel - SIL 3 (evaluation on module)

Group diagnostics

Group diagnostics must be activated for all used channels.

Discrepancy time
Where "1001 evaluation" is concerned, the value displayed is not relevant.

The discrepancy analysis is used for fail-safe inputs in order to detect errors from the
temporal characteristic of two signals with identical functionality.

The discrepancy analysis is started if different levels are determined for two associated input
signals. A test is run to see whether the difference disappears once a configurable period of
time known as the discrepancy time has elapsed. If not, there is a discrepancy error.
Monitoring of the discrepancy time extends the system response time. Therefore, select the
lowest possible number of channels with discrepancy evaluation.

Note

You can find additional information on configuration in the manual "SIMATIC Automation
System S7-300 ET 200M Distributed /O Device Fail-safe Signal Modules
(https:/Isupport.industry.siemens.com/cs/ww/en/view/19026151)"
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6.4.9

6.4 Setting system parameters for F-signal modules

General I Addresses  Parameters | Iderrtiﬂcationl F{edundancyl

Configuration for ET 200M, SM326; DI 24 x DC 24V

Properties - FDI24xDC24V - (R-/55)

E] Type of sensor interc...
[£] Behavior at discrepancy
[£] Discrepancy time (ms)

#H_7 Channel 1, 13

Farameters Walue -
(=] Parameters
J;{l% Operating mode Safety mode
= F parameters
[£] F_source_address 1: CPU 410-5H
[£] F_target_address 1020
|_[£] DIP switch setting (3 to 0) 1111111100
L[Z] F monitoring time {ms) 2500
-3 Module parameters
[£] Diagnostic interrupt
—[£] Behavior after channel faults Passivate the channel
=H=3 Supply group 1Vs/3Vs
[£] sensor supply via module [w]
[£] Short-dircuit test [w]
-3 Channel 0, 12 -
[£] Enabled
[£] Evaluation of the sensors | 1002 evaluation

2-channel non-equivalent

Supply last valid value

10

Cancel |

Hep |

Sensor supply via module

You can set whether the sensor is supplied via the F-signal module using these parameters.

Additionally, you can also activate a short-circuit test for the supply through the F-signal

group.

Short-circuit test

You can use this parameter to activate short-circuit detection for the F-signal module.

The short-circuit test can only be activated for sensors that are supplied by the F-signal

module.

Short-circuit detection disconnects the sensor supply briefly and tests the input signal. In so

doing, a cross circuit is detected between the channels and an "L+" fault at the active inputs.

Whenever a short-circuit is detected, the F-signal module will trigger a diagnostic interrupt on

the CPU and send a corresponding process control message to the OS.

Compendium Part B - Process Safety (V9.1)
Operating Manual, 10/2022, A5E42576080-AB

71



Configuring S7F/FH hardware

6.4 Setting system parameters for F-signal modules

Sensor evaluation

1001 evaluation
A sensor connected 1-channel to the F-signal module.

1002 evaluation

For a process signal one or two sensors are connected to two opposite inputs of an F-
signal module. The signal states of inputs (equivalence or non-equivalence) are compared
internally.

The following safety classes can be achieved:

1-channel - SIL 2; in the case of multiple channels SIL 3 can be achieved via evaluation in
the CPU.

2-channel - SIL 3 (evaluation on module)

Type of sensor interconnection

If "1002 sensor evaluation” is selected, you can select the type of sensor interconnection for

each input channel (exception: SM 326; DI 8 x NAMUR, for which this parameter does not

exist. For this module, only 2-channel equivalent sensor interconnection can generally be

selected where "1002 evaluation" is concerned.):

72

"2-channel equivalent”
A two-channel sensor or two single-channel sensors (2-channel connection) is/are
connected to two opposite input channels

"2-channel non-equivalent”
One non-equivalent sensor or two single-channel, non-equivalent sensors (2-channel
connection) is/are connected to two opposite input channels

"1-channel"
A sensor (1-channel) is connected to two opposite inputs.

Note

If you are using the "2-channel non-equivalent" or "1-channel" type of sensor
interconnection, and the internal sensor supply and the short-circuit test are configured,
the Vss supply voltage from the left-hand side of the F-signal module must be used.
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6.4 Setting system parameters for F-signal modules

Discrepancy behavior

For "discrepancy behavior", parameterize the value provided to the safety program in the F
CPU during the discrepancy between the two affected input channels — i.e. during running
discrepancy time. You parameterize the discrepancy behavior as follows.

e "Supply last valid value" or

e "Supply O value"

Discrepancy time
Where "1001 evaluation" is concerned, the value displayed is not relevant.

The discrepancy analysis for equivalence/non-equivalence is used for fail-safe inputs in order
to detect errors from the temporal characteristic of two signals with identical functionality.

The discrepancy analysis is started whenever different levels (when testing for non-
equivalence: the same level) are detected on two associated input signals. A test is run to see
whether, once a configurable period of time known as the discrepancy time has elapsed, the
difference (when testing for non-equivalence: the match) disappears. If not, there is a
discrepancy error. The discrepancy time extends the system response time. Therefore, select
as low a discrepancy arrangement of the sensor as possible in the process.

Note

You can find additional information on configuration in the manual "SIMATIC Automation
System S7-300 ET 200M Distributed 1/0 Device Fail-safe Signal Modules
(https:/Isupport.industry.siemens.com/cs/ww/en/view/19026151)"
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6.4 Setting system parameters for F-signal modules

6.4.10

Configuration for ET 200M, SM326; DO 10 x DC 24V/2A

Properties - FDO10xDC24V/ 24 - (R-/510) X|

-Genemll Addresses  Parameters | F{edundancyl

Parameters Walue -
[+ Parameters
[Z] Operating mode Safety mode compliant with SIL3 [ AKS,6
F parameters

[£] F_source_address 1: CPU 410-5H
[£] F_target_address 3

L[] DIP switch setting (3 to 0) 0000001000
L[Z] F monitoring time {ms) 2500

Module parameters
I£] Diagnostic interrupt
[£] Disable light test
I-[£] Behavior at CPU STOP Apply substitute value
[£] Behavior after channel faults Passivate the channel
[+ DO channel 0
[£] Group diagnostics [w] |
[£] Apply substitute value "1" [ ]
EH=3 DO channel 1
|:[§] Group diagnostics [w]
[£] Apply substitute value "1" [ ]
H_7] DO channel 2
.7 DO channel 3 hd

Cancel | Hep |

On fail-safe output modules, the required safety class is achieved by injecting test signals.

Deactivating the light test

74

For the purpose of the test, 1-signals are connected to the output while the output is inactive
(output signal "0"). This setting activates the output briefly (< 1T ms) (= "light period").

The dark test, which the module performs cyclically, is sufficient for SIL 2. This involves
connecting 0 signals to the output while it is active. The output is deactivated briefly (< 1 ms)
("dark period") in order to detect short circuits. In order to detect cross circuits between
outputs, during the dark test various bit patterns are issued one after the other to a group of
outputs (first the left half of the module, then the right half).

For SIL 3, the light test also needs to be performed or the output switched at least once a day.

Note

You can find additional information on configuration in the manual "SIMATIC Automation
System S7-300 ET 200M Distributed 1/O Device Fail-safe Signal Modules
(https:/Isupport.industry.siemens.com/cs/ww/en/view/19026151)"
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6.4.11

Maximum test time

Response to CPU STOP

6.4 Setting system parameters for F-signal modules

Properties - FDO10xDC24V/2A - (R-/56)

General I Addresses  Parameters | Iderrtiﬂcationl F{edundancyl

Configuration for ET 200M, SM326; F-DO 10 x DC 24V/2A PP

x|

[£] Behavior at CPU STOP
—[£] Behavior after channel faults
-3 Channels 0-4
[£] Diagnostics load voltage ...
DO channel 0
[£] Enabled
[£] Diagnostics: wire break
[£] Light test active
[£] Max. light test time {ms)
[Z] Max. readback time d...

Farameters Walue -
(=] Parameters
[£] operating mode Safety mode (51L3)
F parameters
[£] F_source_address 1: CPU 410-5H
[£] F_target_address 1022
|_[£] DIP switch setting (3 to 0) 1111111110
L[Z] F monitoring time {ms) 2500
Module parameters
[£] Diagnostic interrupt
—[Z] Maximum test time (s) 1000 o

Use substitute value 0

Passivate the channel

v]

[v]

10

1 Ad
Cancel | Hep |

actuator needs to be cleared.

Load voltage failure diagnostics

Compendium Part B - Process Safety (V9.1)
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With the parameter "maximum test time(s)", you determine the time within which the light
and dark tests are to be conducted (in all combinations) for the whole module. After this time
elapses the tests are repeated. Enter 100s if an error is to be detected quickly, or 1000s if an

If "Keep last valid value" is set for this parameter, the last valid process value O or 1 is keptin
events such as an abortion of PROFIsafe communication or STOP of the F CPU.

This parameter activates the diagnostic message for a load voltage failure to 2L+ and 3L+.
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6.4 Setting system parameters for F-signal modules

Light test activated

The module conducts complete bit pattern tests within the configured maximum test time. If
the output is active in the "good condition", a dark test is always conducted. If the output is
not active in the "good condition”, activate the light test with this parameter. If the signal
changes daily or more often, SIL3/Kat.4/PLe can be achieved even without a light test. If this
is not reached with a "0" signal, the light test must be activated which then fulfills this
condition.

Maximum light test time
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With the parameter "maximum test time(s)", you determine the time within which the light
and dark tests are to be conducted (in all combinations) for the whole module. After this time
elapses the tests are repeated.

Light periods arise during the complete bit pattern test. In this process, a test signal is
connected to the output from the fail-safe output module while the output is inactive ("0"
output signal). This then activates the output briefly (= "light period"). A sufficiently inactive
actuator does not respond to this and remains deactivated.

Each output channel has its own configurable maximum light test time.

The maximum light test time should be set sufficiently high if the affected channel switches
high capacitive loads. If the maximum light test time is set too low for a controlled capacitive
load, the output channel is passivated because charging does not occur within the configured
time.

In the event of faulty readback signals, the light test signal is available for the parameterized
maximum light test time at the output before the error "Short circuit to M" leads to the
passivation of the output channel.

Set maximum light test time:

1. If an output channel is continuously being passivated with an intact F SM, this can be in
contact with a capacitive component of the controlled load that is too large.
In such an instance, configure the maximum light test time to the maximum value of 5 ms.
If passivation of the channel continues to occur, either an external fault is present or the
connected capacity lies outside of the permitted range.

2. Since the fault reaction time is extended by the configured maximum light test time, the
light test time should be set as low as possible by trial and error (however, high enough to
avoid passivating the output channel).

3. If you have set a maximum light test time in a way that results in the output channel being
passivated sporadically, set the next higher value of the maximum light time.

Compendium Part B - Process Safety (V9.1)
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6.4 Setting system parameters for F-signal modules

Maximum dark test readback time

Dark times occur during the complete bit pattern test. In this process, a test signal is
connected to the output from the fail-safe output module while the output is active ("1"
output signal). This deactivates the output briefly (= "dark period"). A sufficiently inactive
actuator does not respond to this and remains activated. Each output channel has its own
configurable maximum readback time for the dark test.

The maximum readback time should be set sufficiently high if the affected channel switches
high capacitive loads. If the maximum readback time is set too low for a connected capacitive
load, the output channel is passivated, since discharge does not occur within the configured
time.

Configure these parameters so that the module reads back correctly and your actuator still
does not react to the switch-off pulse.

Set readback times:

1. If an output channel is continuously being passivated with an intact F-SM, this can be in
contact with a capacitive component of the controlled load that is too large.
In such an instance, configure the readback time to the maximum value of 400 ms. If
passivation of the channel continues to occur, either an external fault is present or the
connected capacity lies outside of the permitted range.

2. Since the fault response time is extended by the readback time, the readback time should be
set as short as possible when testing (but long enough so the output channel is not
passivated).

3. If you have set a readback time in a way that results in the output channel being sporadically
passivated, set the next higher value for the maximum readback time dark test. Dark periods
arise during deactivation tests and the complete bit pattern test. In this process, a test signal
is connected to the output from the fail-safe output module while the output is active ("1"
output signal).
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Redundant interconnection

With this parameter you set whether this channel is operated redundantly.

Note

If you do not activate this channel with a redundant interconnection the "Short circuit of
output to L+ or output driver defect" diagnosis is reported.

Note

You can find additional information on configuration in the manual "SIMATIC Automation
System S7-300 ET 200M Distributed 1/0O Device Fail-safe Signal Modules
(https:/Isupport.industry.siemens.com/cs/ww/en/view/19026151)"

6.4.12 Configuration for ET 200M, SM326; F-DO 8 x DC24 V/2A PM

Properties - FDOBxDC24V/2A - (R-/512) ﬂ

" General I Addresses Farameters | Identification I

Farameters Walue -
5] 5) Parameters
[£] Operating mode Safety mode
F parameters

—[£] F_source_address 1: CPU 410-5H
[£] F_target_address 1018

L[] DIP switch setting (3 to 0) 1111111010
L[Z] F monitoring time {ms) 2500

Module parameters
—[£] Diagnostic interrupt
[Z] Behavior after channel faults Passivate the channel
=H_3 DO channel O
[£] Enabled
[Z] Diagnostics: wire break
EH_F DO channel 1
[£] Enabled
[Z] Diagnostics: wire break
EH_§ DO channel 2
|:|§| Enabled

[Z] Diagnostics: wire break

ZH_§ DO channel 3 hd!

e | __bep |

The module can only be used in safety mode, not redundantly. For the purpose of switching
an actuator, each module is provided with one switch in the plus line (P switch) and one in
the minus line (M switch). An actuator must be connected between the P and M switches to

[=][=]

L=l

L=l

enable the module to be used for safety applications up to SIL 3.
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Diagnostic interrupt

The diagnostic interrupt for the F-signal module must always be activated in safety mode.

Enabled

Activates channel processing

Diagnostics: Wire break

6.4 Setting system parameters for F-signal modules

Activates wire-break monitoring on the channel

Note

You can find additional information on configuration in the manual "SIMATIC Automation

System S7-300 ET 200M Distributed I/O Device Fail-safe Signal Modules
(https:/Isupport.industry.siemens.com/cs/ww/en/view/19026151)"

6.4.13 Configuration for ET 200M, SM336; Al 6 x 13Bit

Properties - FAIGx13Bit - (R-/513)

General I Addresses  Parameters | F{edundancyl

[£] Measuring type

[£] Measuring range

[£] Discrepancy time (ms)
[£] Tolerance window (%)

Pararneters Walue -
(=] Parameters
[£] operating mode Safety mode
(7] F parameters
[—H=3] Module parameters
-[£] Diagnostic interrupt
[&] Behavior after channel faults Passivate the channel
[&] Evaluation of the sensors 1002 evaluation
—|§| Type of sensor interconnection | 2 Sensors
(] Interference frequency sup... 50 Hz
[Z] Integration time 20 ms
=H=5 Channel 0
[£] Group diagnostics [w]
[£] F wire break detection [w]

Current {4-Wire Measuring Transducer)

4..20 mA

(=}

5

[£] Unit value MAX,
FH_ 3 Channel 1
-3 Channel 2 hd!
oot | 0|

Compendium Part B - Process Safety (V9.1)
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6.4 Setting system parameters for F-signal modules

Sensor evaluation (analog inputs)

1002 evaluation

1 sensor connected 1-channel redundantly (evaluation on module). The module has six

SIL 3 capable channels.

Safety class SIL3 can be achieved here:

SM 336;
Al6x13Bit o 1] L+ 21 o Lr2av
—3 " e
_— 00— S
24 < MVp.
CHO Mg, o 5 2-Wire- 25 Mlg,. CHO
Mo. 6 E:Transformer 26 O M.
- + 27 MV1+
CH1 Ml g [ 28 < Mly+ CH1
W
Mi. 5 9 [ | [29 5 M.
MANA ~ 10 30 MaANA
—_— — (0O ""_O_
o T o
CH2 Miy, 12 32 Ml CH2
Mo. 13| [2-Wire- 2-Wire- 33 Mo.
O Transformer [ Transformer 34 O MV3.,
CH3 Mig, 15 -+ -+ 35 Mlz, CH3
M. O—% | 36~ Ms
Mige = 17 37~ Migy
CH4 O O CH4
My 518 38 o Ma
CH5 m—o—'f'* ;g _0_4312 m'5+ CH5
55 O—5-

Type of sensor interconnection (analog inputs)

When safety mode is activated 1 or 2 sensors can be configured per input channel.
Discrepancy handling can be set accordingly.

Interference frequency suppression

Setting interference frequency suppression for the line frequency The corresponding
integration time of the analog digital converter is displayed.

If you change this setting, the increment for the F-monitoring time and for the discrepancy
times will also change automatically. The values set there will be adjusted to the next lowest

value.
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6.4 Setting system parameters for F-signal modules

F wire-break detection

You can set whether a wire-break check is to be performed for each individual channel
(< 3.6 mA; otherwise, detected at 1.18 mA underflow).

If wire break is detected, a diagnostics interrupt will be triggered in the CPU and a
corresponding process control message will be sent on the OS.

F-short-circuit detection

If a short-circuit is detected, a diagnostics interrupt will be triggered in the CPU and a
corresponding process control message will be sent on the OS.

Advanced short-circuit diagnostics can be triggered when required by means of additional
limit-value monitoring.

Measurement type
The measurement type depends on the operating mode selected.

The operating mode can be selected for each channel. In safety mode the following
measurement types are available:

e "2DMU" or "4DMU" for current measurements. (4 to 20mA)

¢ "Deactivated": The channel is not processed by the module.

Measuring range

The selection options in the measuring range field vary depending on the selected mode
(safety mode activated or deactivated) as well as the measurement type. If a channel is
deactivated, it will not be possible to select a measuring range.

Note

If you are using Marshalled Termination Assemblies (MTAs), you should select 4DMU for the
configuration, since the supply is provided via the MTAs.

Note

In safety mode, only the 4 to 20 mA measuring range is permitted. In this measuring range, a
current of < 3.6 mA will produce a wire-break signal. If you have to process signals that are
lower due to the sensor (e.g. gas sensor), you can deactivate this F-wire break detection. In
this case, a current of < 1.18 mA will produce an underflow message.
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6.4 Setting system parameters for F-signal modules

Discrepancy handling (analog inputs)

6.4.14

82

In the processing industry, no evaluation is generally performed between 2 signals on the
module. 1001 is set for sensor evaluation. This makes all the signals available in the user
program, where they can be linked in 1002 or 2003, depending on what is required. If T002
evaluation is to be implemented on the module, you can find the parameter description for
discrepancy handling in the online help.

Note

You can find details on possible wiring variants in the application example "Wiring and Voting
Architectures for ET 200M F-Al
(https:/lsupport.industry.siemens.com/cs/ww/en/view/24690377)".

Note

You can find additional information on configuration in the manual "SIMATIC Automation
System S7-300 ET 200M Distributed 1/O Device Fail-safe Signal Modules
(https:/Isupport.industry.siemens.com/cs/ww/en/view/19026151)"

Configuration for ET 200M, SM336; F-Al 6 x 0/4...20mA HART

Properties - FAI6x15Bit HART - (R-/57) ﬂ

.Generclll Addresses FParameters | Idemmcationl F{edundancyl

4 Channel 0, 3
[£] Evaluation of the sensors

Parameters Walue -
[ =5 Parameters
LSS F parameters
[£] F_source_address 1: CPU 410-5H
[£] F_target_address 1021
L[] DIP switch setting (3 to 0) 1111111101
L[Z] F monitoring time {ms) 2500
-3 Module parameters
- [£] Diagnostic interrupt
-] Behavior after channel faults Passivate the channel
| [E] HART _Gate off
] Interference frequency sup... 50 Hz

1oo1 evaluation

Channel 0

E] Measuring range 4to 20 mA

[Z] F wire break detection

[Z] smoothing 1

Channel 3

E] Measuring range 4to 20 mA

[Z] F wire break detection hd!
cocd | _ |
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6.4 Setting system parameters for F-signal modules

Diagnostic interrupt

The diagnostic interrupt for the F-signal module must always be activated in safety mode.

HART gate

This enables HART communication with the transducers to be controlled. ON/OFF switches
HART communication on or off for the entire module, in a safety-related manner. If "Can be
switched" is set here, HART communication may be enabled or disabled on the F-channel
driver.

Interference frequency suppression

Setting interference frequency suppression for the line frequency The corresponding
integration time of the analog digital converter is displayed.

If you change this setting, the increment for the F-monitoring time and for the discrepancy
times will also change automatically. The values set there will be adjusted to the next lowest
value.

Sensor evaluation

¢ 1001 evaluation: Each channel is considered individually and the input value forwarded to
the CPU.

¢ 1002 evaluation: 2 channels are combined in all cases (0/3, 1/4, and 2/5). A discrepancy
analysis is performed on the module and the configured input value is forwarded to the
CPU. With this setting, the parameters for the discrepancy analysis can be configured.

Measuring range

The measuring ranges 0 to 20 mA and 4 to 20 mA are available for selection. With 0 to 20
mA, HART communication is not possible.

F wire-break detection

In the 4 to 20 mA measuring range and with wire-break detection activated, a message is
issued when a current of < 3.6 mA is present. If wire-break detection is deactivated, an
underflow message is issued if a current of < 0.4444 mA is present (as with the 0 to 20 mA

measuring range).

Compendium Part B - Process Safety (V9.1)
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6.4 Setting system parameters for F-signal modules

Filter

The module filters the input signal throughout the specified number of acquisition cycles.

Please note that input signal filtering will lengthen the system's reaction time.

Discrepancy handling (analog inputs)

In the processing industry, no evaluation is generally performed between 2 signals on the
module. 1001 is set for sensor evaluation. This makes all the signals available in the user
program, where they can be linked in 1002 or 2003, depending on what is required. If T002
evaluation is to be implemented on the module, you can find the parameter description for

discrepancy handling in the online help.

Properties - FAI6x15Bit HART - (R-/57)

.Generclll Addresses FParameters | Idemmcationl F{edundancyl

x|

Parameters

Walue

EHE Module parameters

I£] Diagnostic interrupt

[£] Behavior after channel faults
| [£] HART_Gate

EH=H Channel 0, 3
[£] Evaluation of the sensars

|_] Channel 0
|_] Channel 3
[£] Discrepancy time (ms)

[£] Tolerance window % rel.
[Z] Unit value

H_7 Channel 1, 4

H_7 Channel 2, 5

EHIY HART

EHE3) Channel 0

FE] HART function on

[Z] HART repetitions
[£] HART group diagnostics

Passivate the channel

switchable

[Z] Interference frequency sup...

50 Hz

1001 evaluation

[£] Tolerance window % abs.

Cancel | Hep |

HART

Here, you can switch off HART communication on specific channels in a non-safety-related
manner, as well as enable HART diagnostics options and determine how often the module
will attempt to establish HART communication with the transducer before a message is

issued.
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6.4 Setting system parameters for F-signal modules

In the case of HART devices for which parameter assignment cannot be interlocked, HART
communication must be switched off.

Note

You can find additional information on configuration in the manual "SIMATIC Automation
System S7-300 ET 200M Distributed 1/O Device Fail-safe Signal Modules
(https:/Isupport.industry.siemens.com/cs/ww/en/view/19026151)".

See also

Software components (Page 12)
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6.4 Setting system parameters for F-signal modules

6.4.15 Configuration for ET 200iSP, EM 8 F-DI NAMUR Ex
x4
" General I Addresses I Identification FParameters |
Farameters Walue :I
L=y Channel 0
—E] Sensor type MNAMUR. sensor
] Input delay 3 (ms)
=H_5 Sensor supply test
[£] Time for sensor test | 10 (ms)
[£] Startup time of se... | 10 (ms)
[+ Diagnostics
[£] short dircuit [v]
[£] wire break [v]
Flutter monitoring [
|:|§| Mumber of sign. ..
[Z] Monitoring win. ..
L[] Pulse extension -—
=Y Channel 4
—E] Sensor type MAMUR. sensor
—[Z] Input delay 3 {ms)
H_ 1 Sensor supply test
) Dagosts A
s ||

Reintegration following a discrepancy error

You use this parameter to determine when a discrepancy error is considered lifted and,
therefore, when a reintegration of the affected input channels is possible. You can choose

between the following parameter options:

e "Test 0 signal required"

If you have configured "Test O signal required", a discrepancy error is only considered lifted
once a 0 signal is present at both input channels concerned.

If you employ non-equivalent sensors — i.e. "sensor evaluation” is configured to "1002
non-equivalent evaluation" — then a 0 signal must be present at the lower value channel

of the pair.
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¢ "Test 0 signal not required”
If you have configured "Test O signal not required”, a discrepancy error is considered lifted

6.4 Setting system parameters for F-signal modules

if no discrepancy is present any more at both input channels.

Properties - 8 F-DI NAMUR, Ex - (R-/S5)

Generdl I Addressesl Identification Parameters |

+H{Z7 Channel 1
fH_ 7] Channel 2

7] Channel 4
tH_7] Channel 5

E
E:
FH_ Channel 3
E:
E:

Sl W S

Farameters Walue :I
=) Channel 4
Fi:] Sensor type MAMUR. sensar
[Z] Input delay 3 (ms)
(77 Sensor supply test
(7] Diagnostics
[£] Pulse extension
7 Channel 1, 5
7 Channel 2, &
1 Channel 3, 7
=H_ Time-of-day stamp
125 Channel 0
|:|§| Time stamp [v]
[£] Edge evaluation incoming... ||Faling edge 1 -+ 0 j

|Falling edge 1 -> [

X

Cancel |

Help

Time stamp

Changes to input signals are provided with a time stamp (date and time) during time

stamping and reported as a coming event.

Note

You can find additional information on configuration in the manual "SIMATIC Distributed /O

Distributed I/O device ET 200iSP — Fail-safe Modules

(https:/Isupport.industry.siemens.com/cs/wwl/en/view/47357221)".
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6.4 Setting system parameters for F-signal modules

6.4.16 Configuration for ET 200iSP, EM 4 F-DO Ex 17.4V/40mA

Properties - 4 F-DO 40mA, Ex - (R-/S6) |

" General I Addressesl Identification FParameters |

Farameters Walue
5] 5) Parameters
[Z] operating mode Safety mode (S1L.3)
F-parameters
(] F_source_address 1: CPL 410-5H
[Z] F_dest_address 1015
|_[Z] DIP switch setting (3...0) 1iiiii01i1
L[Z] F monitoring time {ms) 2500
[£] Behavior after channel faults supported by channels

[Z] Behavior at CPU STOP

Switch fail-safe value 0

H[E] Maximum test time {s)

1000

(] Parallel interconnection chan. ..

|

HZT DO channel O

HZ7 DO channel 1

H[Z] Parallel interconnection chan. ..

0

[H_1) DO channel 2

H_ DO channel 3

Cancel Help

"Maximum test time" parameter

With the parameter "maximum test time(s)", you determine the time within which the light
and dark tests are to be conducted (in all combinations) for the whole module. After this time

elapses the tests are repeated.
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6.4 Setting system parameters for F-signal modules

Parallel interconnection

To improve performance you can connect two digital outputs of the module for an actuator
in parallel (channel coupling). This increase in performance is only permitted on the same
module and between the following channels:

¢ Channel 0 and channel 1: Connection between terminal 3 and 7

¢ Channel 2 and channel 3: Connection between terminal 11 and 15

&
General I Addressesl Idertfication Parameters |
Parameters Walue ;l
155 DO channel 0

[£] Activated [w]

[£] Light test activated []

[£] Light test time {ms) 0.8

[Z] max. read-back time dar... 1 (ms)
Diagnostics
[Z] short dircvit
[£] short-circuit level (Ohm) | 80 {Ohm)
[£] owverload ]
[£] wire break [w]

=3 DO channel 1

[£] Activated [w]

[£] Light test activated []

[Z] Light test time (ms) 0.8

[£] max. read-back time dar... 1 (ms)
Diagnostics
[Z] short dircvit
[Z] short-circuit level (Ohm) | 80 {Ohm) LI
e I TR R | —

s ||

Maximum dark test readback time

Dark periods arise during deactivation tests and the complete bit pattern test. In this process,
a test signal is connected to the output from the fail-safe output module while the output is

active ("1" output signal).

This deactivates the output briefly (= "dark period"). A sufficiently inactive actuator does not
respond to this and remains activated. Each output channel has its own configurable
maximum readback time for the dark test. Configure these parameters so that the module
reads back correctly and your actuator still does not react to the switch-off pulse.

Short-circuit level

The "short-circuit level" parameter determines the value of the load which, if undershot, leads
to the module diagnosing a short circuit and switching off the channel.
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6.4 Setting system parameters for F-signal modules

This means that in the range between employing the current limiting (the inflection point on
the output curve) and the reaching of the short-circuit level, no diagnostics are transmitted.
The channel remains switched on until the load undershoots the short-circuit level.

Overload

If you use the parameter "overload" in addition to the parameter "short-circuit level", the
following will result:

¢ In the range between employing the current limiting (the inflection point on the output
curve) up to the reaching of the short-circuit level, an "overload" diagnostic is transmitted
and an entry in the diagnostics buffer is made, without the module switching off the
channel.

* The "short-circuit level" parameter in turn determines the value of the load which, if
undershot, leads to the module diagnosing a short circuit and switching off the channel.

Note

You can find additional information on configuration in the manual "SIMATIC Distributed /O
Distributed I/O device ET 200iSP — Fail-safe Modules
(https:/Isupport.industry.siemens.com/cs/wwl/enlview/47357221)".
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6.4 Setting system parameters for F-signal modules

6.4.17 Configuration for ET 200iSP, EM 4 F-Al Ex HART
x4
Generdl I Addressesl Identification Parameters |
Farameters Walue -
5] 5) Parameters
[Z] operating mode Safety mode
F-parameters
(] F_source_address 1: CPU 410-5H
[Z] F_dest_address 1017
|_[Z] DIP switch setting (3...0) 1111111001
L[Z] F monitoring time {ms) 2500
Module parameter
[£] Behavior after channel faults supported by channels
—E] Freguency interference sup... 50 Hz
[£] HART Fast Made off
= Channel 0
[£] Activated
Fi:] Measuring range 4..20 mA
[Z] Smoothing 1 e
[£] HART gate off
[£] HART repetitions 1
| 2] Dagnostis A
s ||

HART Fast Mode

The electronic module is HART Fast Mode-capable and supports the processing of HART
commands as an SHC (Successive HART Command) sequence. If a HART command is detected
by the electronic module with a set SHC bit for a channel, the complete HART command
processing is reserved for approx. 2 seconds on the electronic module for this channel. For all
other channels of the electronic module, no HART command processing occurs during this
time.

For each additional HART command with a set SHC bit, the electronic module reserves the
HART command processing for this channel again for a further 2 s. If a HART command is
recognized for this channel without a set SHC bit, or if no further command for this channel
arrives within 2 seconds after the previous HART command, the electronic module returns to
"normal” HART command processing. Result: All HART channels are re-processed.
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6.4 Setting system parameters for F-signal modules

Properties - 4 F-AI HART, Ex - (R-/54) |

"General I Addressesl Identification FParameters |

Farameters

L=y Channel 0

[Z] Activated

[£] Measuring range

[Z] Smoathing

[£] HART gate

[£] HART repetitions
Diagnostics
[£] short dircuit
[£] wire break
[£] overflowjunderflow
[£] HART diagnostics
[£] HART warning

LI J=]=]i=]

= Channel 1

[£] Activated

[£] Smoathing
[£] HART gate

T Mo Fen

[£] Measuring range

=
2

[£] HART repetitions

Cancel | Hep |

HART diagnostics

HART warning

92

If you enable these parameters, a diagnostics interrupt is triggered during subsequent HART

diagnostics.

* HART analog output current specified

* HART analog output current saturated

¢ HART communication error

* HART primary variable outside limits

* HART secondary variable outside limits

¢ HART error function HART device

If you enable these parameters, a diagnostics interrupt is then triggered during subsequent

HART diagnostics:

e HART further status available

¢ HART configuration changed
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6.4 Setting system parameters for F-signal modules

HART secondary variables

x
General | Addresses | Identication Parameters |
Parameters Walue ﬂ
[£] HART gate off
[£] HART repetitions 1
[_7] Diagnostics
(7] Channel 2
(1] Channel 3
HART auxiliary variable
f—}a Auxiliary value 1
[£] IEEE variable main variable
[Z] channel 0
= Auxiliary value 2
[£] IEEE variable 1. auxiliary variable
[£] Channel 1
EH Auxdliary value 3
[£] IEEE variable 2. auxiliary variable
[Z] channel 2
= Auxiliary value 4
[£] IEEE variable 1. auxiliary variable
[£] channel 3 =

wcel | __teb |

The configured HART secondary variables of the 4 F-Al HART module (6ES7 138-7FA00-0ABO)
are not supported by the PCS7 channel driver blocks.

You can find more information in the manual "SIMATIC Distributed 1/O Distributed I/O device
ET 200iSP - Fail-safe module"
(https:/Isupport.industry.siemens.com/cs/ww/en/view/47357221).
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6.5 Configuring redundant F-signal modules

6.5

6.5.1

94

Configuring redundant F-signal modules

For redundant, fail-safe digital input modules, the F channel driver F_CH_Dl can run a
discrepancy analysis to increase availability when S7 F Systems Lib V1_3 is being used. You
need to set the "Discrepancy time" parameter in the hardware configuration for this purpose.
Set a discrepancy time of "0" to deactivate the discrepancy analysis.

The F-channel driver F_CH_DI provides the result of the discrepancy analysis at output DISCF
or DISCF_R. The signals must either be further processed in the logic or signaled with a signal
module.

F_CH_AIl does not perform a discrepancy analysis prior to S7 F Systems Lib 1_3 SP1 Upd1.

As of S7 F Systems Lib V1_3 SP2, F_CH_Al can also perform a discrepancy analysis. The
function must be enabled at the DISC_ON input and discrepancy time (DISC_TIM) and
deviation (DELTA) must be configured at the corresponding inputs. As with F_CH_DlI, the
discrepancy error output (DISCF) must be connected to a message block to signal the error.

10 redundancy of ET 200SP HA

You can use the F-signal modules of the ET 200SP HA redundantly. For |10 redundancy, two
input/output modules (module pair) of the same type are plugged into a special terminal
block next to one another. This terminal block connects the respective process signals of both
modules to a common process terminal.

With F-signal modules configured with redundancy, please note the following:

¢ Both F-signal modules have the same article number, the same firmware version and a
compatible hardware version.

¢ Both F-signal modules of the same type must be placed directly next to each other on a
terminal block for 10 redundancy of the ET 200SP HA. This terminal block connects the
respective process signals of the two modules to a common process terminal. The F-signal
module on the left must be plugged into a slot with an even slot number; this is then the
master. The F-signal module of the same type placed to the right of it is always the slave.
The assignment of the synchronization role cannot be changed.

* If the F-signal modules of the ET 200SP HA are used redundantly, a process image
partition must be set for these modules to fully support the diagnostic functionality within
the scope of PCS 7 Asset Management. It is not permitted to install the process image
partition of the F-module and the call of the F-driver module in different cyclic interrupt
OBs.
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Procedure

6.5 Configuring redundant F-signal modules

1. In HW Config, you configure the two F-signal modules in the ET 200SP HA station.

2. For one of the two redundant F-signal modules, select the "2 modules" operating mode in

the "Redundancy"” tab. For the F-signal module placed on the left with the even slot number,

the "Master" setting is then automatically displayed in the "Synchronization role" selection

field. "Slave" is displayed for the F-signal module placed on the right.

3. Set further parameters as necessary. For redundant F-signal modules, changes can only be
made at the master, except for the "F_DEST_ADD". The changes are automatically adopted

by the slave.

4. Check the default discrepancy time for redundant, fail-safe digital input modules.

FRedundancy General Settings

Redundancy:  |ETEENES

Properties - F-DI 1@ DC HA - (R-752)

General | Addreszes | Identification HEdundanc}']PalathElS

Sunchronization Fole: | b aster

Module Overview:

x

Module | FH | [ address |
F-DI 16:24VDC Ha 1oa( 1) 0. 4

F-DI 16:24VDC Ha 1oa( 1) 9. 12
Additional Parameters
Parameters
mhe | Farameters

[E] Time discrepancy (ms)
Cancel Help

5. Create a symbol for the lower I/O address and interconnect the channel driver with this

address.
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6.5 Configuring redundant F-signal modules

6.5.2

96

10 redundancy of ET 200M

With redundantly deployed fail-safe signal input modules of the ET 200M, there are two
application cases.

* One sensor: The sensor is wired to both redundant F-signal modules.

* Two sensors: One sensor is wired to each of the redundant F-signal modules (module and
sensor are redundant).

If you have wired one sensor to both F-signal modules, Zener diodes are required so that the
electrical circuit is not interrupted when a redundant module is pulled. If you require a
discrepancy analysis for the purpose of monitoring Zener diodes, select the same procedure
as for two sensors. As an alternative, an MTA which already contains the Zener diodes can be
used. Also refer to the section "Marshalled Termination Assemblies (MTA) for ET 200M

(Page 99)".

If you are using two sensors, then both signals should also be available in the user program.
In this case, it is not possible to use the redundancy function of the F-Al module. Read both
signals in and use block F_Too2Al for signal selection and discrepancy analysis purposes.

Note

You can find additional information on the configuration of redundant F-signal modules in
the manual "SIMATIC S7 F/IFH Systems - Configuring and Programming
(https://support.industry.siemens.com/cs/ww/en/view/109802562)".

You can use the fail-safe signal modules S7-300 (F-signal modules) — with the exception of
the F-DO 8 x DC 24V/2A PM — redundantly in one ET 200M or in several different ET 200Ms.
With F-signal modules configured with redundancy, please note the following:

¢ The two F-signal modules are of the same FW and HW product versions.

¢ "Safety mode" is set for both F-signal modules.
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6.5 Configuring redundant F-signal modules

Procedure
1. In HW Config, configure both F-signal modules in the ET 200M stations.

2. Configure the first F-signal module:
Activate "Safety mode" in the "Parameters" tab.

3. Configure the second F-signal module:
Activate "Safety mode" in the "Parameters” tab.

4. For the second F-signal module, select "2 modules" mode in the "Redundancy" tab.

5. In the "Find redundant module" dialog for the F-signal module, select the redundant F-signal
module.

6. Set further parameters as necessary. The settings are automatically adopted for the
redundant F-signal module. As soon as two F-signal modules are redundant, changes to the
parameter settings for one of them will automatically be applied for the other.

7. Check the default discrepancy time for redundant, fail-safe digital input modules.

Properties - FDI24xDC24V - (R-[55) x|

General I Addressesl Parameters I Identification Redundancy |

— Redundancy General Settings

Redundancy: Redundant module: Find ...

Module Cverview:

Module | op R[5 [laddress | Qaddess |

FDI2&xDC24V 11( 4) 5 16... 25 16.. 19
FDI2&xDC24V 1(3) 12 53.. 102 53.. 96

— Additional Parameters

Parameter | Walue
B |
LZ] Time discrepancy (ms) |10

e ||

8. Create a symbol for the lower I/O address and interconnect the channel driver with this

address.
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6.5 Configuring redundant F-signal modules

If you are operating a HART device on a channel of a redundant module, you also need to
follow the steps outlined below:

1. Configure a "HART field device" in both modules on the corresponding channel.

2. In the properties, select "On" or "Can be switched" under the HART _gate parameter and
activate the HART function of the relevant channel with the field device.

3. Double-click the HART field device of the module with the lower I/O address and configure
the field device in PDM.

4. When you save your settings in PDM, they will all be applied to both modules.

Note

You can find additional information on configuring redundant I/0O modules in the "SIMATIC
Process Control System PCS 7 Compendium Part A - Configuration Guidelines".
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6.6 Marshalled Termination Assemblies (MTA) for ET 200M

6.6 Marshalled Termination Assemblies (MTA) for ET 200M

The MTA Terminal Modules enable you to connect field devices, sensors, and actuators
quickly and easily to the F signal modules of the ET 200M distributed /0. MTAs are available
for standard and F signal modules.

Pre-assembled cables are used to wire the MTAs to the singular or redundant ET 200M
modules. MTAs can be used to significantly reduce the time and money spent on cabling and
commissioning; they also help to avoid wiring errors.

The figure below shows how an MTA is incorporated into the automation system. Integration
can be singular and redundant.

Dl Qb

@ ET 200M, redundant
® ET 200M singular
® Prefabricated cable with front connector
®@ MTA
Note

You can find additional information in the manual "ET 200M Marshalled Termination
Assemblies Remote /O Modules
(https:/Isupport.industry.siemens.com/cs/ww/en/view/22091986)".
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6.7 Use cases of I/0O Module of ET 200SP HA

6.7 Use cases of 1/0 Module of ET 200SP HA

The achievable safety class of the F-1/O depends on different conditions. The following
sections provide an overview of the I/O modules of the ET 200SP HA. You can find detailed
information in the respective manuals.

6.7.1 Use cases of Analog Input Module F-Al 8xl 2-/4-wire HART HA

The following figure will help you select the application according to the requirements for
fault tolerance.

Required
Safety class?

SIL3/Cat.3/PLd SIL3/Cat.4/PLe

Module voting L i Software voting

Module Yes Module Yes
redundant? redundant?
Voting: loo1 2003 loo2
Transmitter: A J Y
2-wire See case 1 See case 1a
See case 3 See case 4 See case 3a
4-wire See case 2 See case 2a
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Conditions for achieving SIL/Cat./PL

The table below lists the conditions which must be met for achieving at least the

corresponding safety requirements.

6.7 Use cases of I/0 Module of ET 200SP HA

Application Sensor evaluation Sensor supply Achievable
SIL/Cat./PL
1 1001 Internal, because 2-wire transmitter | 3/3/d
1a 1001 Internal, because 2-wire transmitter
2 1001 External, because 4-wire transmit-
ter
2a 1001 External, because 4-wire transmit-
ter
3 1002 ¢ Internal, if 2-wire transmitter 3/4]e
(not on the module, only in e External, if 4-wire transmitter
the F-program)
3a 1002 ¢ Internal, if 2-wire transmitter
(not on the module, only in e External, if 4-wire transmitter
the F-program)
4 1003 * Internal, if 2-wire transmitter
(not on the module, only in » External, if 4-wire transmitter
the F-program)

Note that to achieve SIL 3 in the single-channel configuration (application cases 1, 1a, 2, 2a),

a sensor must be used that is itself SIL 3 capable. If the sensor quality is not as high as

required by the required safety class, the sensor must be deployed redundantly with a 2-

channel connection and voting.

Note

Note the additional information on use cases in the following document: "SIMATIC ET 200SP
HA Analog Input Module F-Al 8xl 2-/4-wire HART HA
(https:/Isupport.industry.siemens.com/cs/de/en/view/109802504)"
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6.7 Use cases of I/0O Module of ET 200SP HA

6.7.2 Use cases of Digital Input Module F-DI 16x24VDC HA

The diagram below supports you in selecting the application that suits your fail-safe
requirements.

Required
Safety class?

SIL3/Cat.3/PLd SIL3/Cat.3/PLe SIL3/Cat.4/PLe

Applications 1to 3

1 2 3
See case See case See cases
1 2 3.1
3.2
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Conditions for achieving SIL/Cat./PL

6.7 Use cases

of I/0 Module of ET 200SP HA

The table below lists the conditions which must be met for achieving at least the

corresponding safety requirements.

Application Sensor evaluation Sensor supply Achievable
SIL/Cat./PL

1 1001 Internal or external 3/13/d

2 1002 ¢ Internal, without short-circuit 3/3/e
equivalent test

* External

3.1 1002 Internal, with short-circuit test 3/41le
equivalent

3.2 1002 Externallinternal, with short-circuit
non-equivalent test

Note that to achieve SIL 3 in the single-channel configuration (application case 1), a sensor
must be used that is itself SIL 3 capable. If the sensor quality is not as high as required by the
required safety class, the sensor must be deployed redundantly with a 2-channel connection

and voting.

Note

Note the additional information on use cases in the following document: SIMATIC ET 200SP

HA Digital Input Module F-DI 16x24VDC

(https:/Isupport.industry.siemens.com/cs/de/en/view/109802477)
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6.7 Use cases of I/0O Module of ET 200SP HA

6.7.3

Use cases of Digital Output Module F-DQ 10x24VDC/2A PP HA

The following figure provides an overview of the application cases for a redundant or non-

redundant I/O module.

Module
redundant?

Yes

SIL3/Cat.4/PLe

SIL3/Cat.4/PLe

Y

Applications

see Application 1

see Application 2|

The achievable safety class depends on the routing of the ground cable.

Interconnection

Achievable safety class

Single ground cable

Double ground cable

Connection of the
load to the termi-

nal block

nal Mn of the termi-

SIL3/Cat.4/PLe

Not required

Connection of the
load to the ground
of the power sup-

ply unit

SIL3/Cat.3/PLd

SIL3/Cat.4/PLe
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6.8 Wiring & Voting Architectures for ET 200M

Note

Note the additional information on use cases in the following document: "SIMATIC ET 200SP
HA Digital Output Module F-DQ 10x24VDC/2A PP HA
(https:/Isupport.industry.siemens.com/cs/de/en/view/109802499)"

6.8 Wiring & Voting Architectures for ET 200M

Note

You can find details on possible types of interconnection in the following documents:
* Wiring and Voting Architectures for ET 200M F-Al
(https:/Isupport.industry.siemens.com/cs/wwl/en/view/24690377)

¢ Wiring and Voting Architectures for ET 200M F-DI and F-DO
(https:/lsupport.industry.siemens.com/cs/ww/en/view/37236961)

The 1002 evaluation of fail-safe input signals can be performed in the F-signal module as well
as in the user program.

A 2003 evaluation of three fail-safe signals can be implemented in the CFC with a function
block or in the Safety Matrix.
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6.8 Wiring & Voting Architectures for ET 200M

6.8.1 Evaluation on the module or in the CPU

The following examples show different evaluation variants.

SIL 3 by evaluation in the F-user program

F-DI
Left Right
Sensor 1 (Ul (Clal P Sensor 2
O—o 12——0O
SIL2 SIL2 CPU
F_CH_DI 1002
Voting
Logic
I SIL 3
SIL 3 by evaluation in module
F-DI
Left Right
Sensor 1 (Sl (Sl Sensor 2
O——o=z=s | co--0—0O
SIL2 1002 SIL2 CPU
Evaluation

F_ CH_DI

I SIL 3

Note

Suitable sensors are required to achieve a specific SIL with this wiring.
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6.8 Wiring & Voting Architectures for ET 200M

6.8.2 2003 evaluation with F-Al
2-out-of-3 selection uses three sensors and, for example, three F-Al modules.

In the example, each sensor is wired to channel 0 of an F-Al module. The individual signals
are then evaluated in the user program. SIL 3 can be achieved with a 2-channel
configuration.

F-Al
Cho...5
Sensor 1
O—p---
|
|
I
F-Al
Cho...5
CPU
Sensor 2 FCH Al 2003
O—O— = =9 Voting
| Logic
|
| [
F-Al
Cho...5
Sensor 3
O—p---
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7.1 Introduction

Fail-safe user program

Use the F-blocks supplied in a library with the S7 F-Systems optional package to create a fail-
safe user program (F program or safety program) with the CFC editor.

Note

The figure is available in its original size as appendix to the manual in the ZIP download of the
checklists.

As well as functions for programming safety functions, the F-blocks contain functions for
detecting and reacting to errors. In other words, they ensure that failures and errors are
detected and that an appropriate reaction is triggered to maintain the F-system in or switch it
to a safe state. The safe state in a fail-safe function is generally "0"; i.e. a "0" signal at an input
or output leads to disconnection.

The user program in the CPU can be created from F-and non-F blocks. The F-program is
configured in separate runtime groups.
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7.1 Introduction

Data transfer between the standard program and the F-program is handled using conversion
blocks. Please note that safety functions must be implemented with F-blocks consistently
from the input driver to the output driver. Standard signals may only change the state of a
safe output if the safety function is in a healthy state.

During compilation, specific functions for detecting and reacting to errors are automatically
added to the F-program. The S7 F-System optional package also features functions for
comparing F-programs and providing support for the acceptance and approval procedure for
F-programs, such as functions for generating a signature via the F-program which can be
used to detect changes to functions and parameters. This signature is saved during the plant
acceptance procedure.

Program structure of the safety program

The figure below shows a diagram illustrating the structure of a safety program comprising
CFC charts with F-blocks which are assigned to F-runtime groups.

User program Safety program F library
/OB 3x E ) /F-system chart ) [ A
Fcyc co| &—F——11| k.
F-ASG 1 i I F-control blocks
—c—= L
F-ALG 1 S Automatically inserted F
R blocks
°
F-ALG x

M Charts with F blocks

L]
F-ASG x |_- F-user blocks

5
Ready-made F blocks for
Standard connecting F I/0,
runtime group i communication, data
I I conversion, etc.

N J
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7.2 Creating the safety program

7.2

Requirements

110

Some of the properties possessed by the various components are:

The safety program contains F-runtime groups and the charts assigned to them. The
charts contain F-blocks with their parameter settings and interconnection.

The F-runtime groups are added to one or more cyclic interrupt OBs.
F-runtime groups can be combined in F-shutdown groups (F-SG).
The cyclic interrupt OB can also contain standard runtime groups.

The F-blocks in the S7 F-Systems F-library appear in yellow on the CFC chart in order to
highlight the fact that there is a safety program involved.

The CFC charts and F-runtime groups with F-blocks appear in yellow and are marked "F" in
order to distinguish them from charts and runtime groups associated with the standard
user program.

Creating the safety program

You must have created a project structure in the SIMATIC Manager.

Prior to programming, you must have configured the hardware components of your
project, in particular the F-CPU and the F-signal modules, for safety mode.

You must have assigned your safety program to an F-capable CPU, for example, a CPU
410-5H.
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Library

The F-user blocks must always be used for configuration.

£
£
£
£
£
£
[
[
[
[
[

7F Systems Lib V1_3

“[£H F-Control Blocks\Blocks

F_20UT3 [FB305: F_:2003 evaluation of BOOL Inputs]
F_AND4 [FE301: F_:AND 4 Inputs]

F_MOT [FB304: F_:Inverter]

F_OR4 [FE302: F_:OR 4 Inputs]

: F_¥OR2 [FE303: F_:EXOR 2 Inputs]

F_XOUTY [FB30&: F_:XooY evaluation of BOOL Inputs]
vy COM_FUNC

r- 4y COMPARE

r|- 4y CONVERT

r|-- 4y DRIVER

|- F_SYSTEM

o4y FLIPFLOP

vy IEC_TC

r|- &y IMPULS

ey MATH_FP

ey MATH_INT

rl- @ MULTIPLX

[

o VOTER

[+ F-User Blocks\Templates
[]...4 SafetyMatrix Lib (V1_3)
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7.2 Creating the safety program

7.2.1

Defining the program structure

In addition to considering the standard scenario, you need to answer the following questions
when drafting a safety program:

*  Which parts of the user program need to be fail-safe?
* Which response times do you need to achieve?

You will need to split your F-program into various cyclic interrupt OBs (OB 30 to OB 38) in
accordance with these requirements.

You will improve performance if you program parts of the program which are not needed for
the safety functions in the standard user program.

In terms of dividing your program between the standard user program and the safety
program, please remember that the standard user program is easier to change and download
to the F-CPU. Changes to the standard user program do not usually need to undergo
acceptance and approval.

Rules governing program structure

112

When drafting a safety program for S7 F/IFH Systems, you need to observe the following rules:
¢ F-runtime groups with F-blocks can only be assigned to cyclic interrupts OB 30 to OB 38.

¢ A chart can contain both F-blocks and standard blocks; they need to be inserted in
separate runtime groups in this case. You are not permitted to use these charts as F-block

types.

* In the safety program, access to the F-signal modules is only permitted via the F-channel
driver (F_CH_xx).
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7.2.2 Creating CFC charts

Inserting CFC charts

Individual CFC charts are added to the chart folder or plant hierarchy (PH) in the same way as
for standard user programs:

¢ In the SIMATIC Manager, in the chart container "Insert new object > CFC".

¢ Directly in the PH or process object view in the respective hierarchy folder "Insert New
Object > CFC".

Inserting F blocks

Blocks are inserted into the chart from the library "S7 F Systems Lib V1_3 > F User Blocks"
using drag-and-drop. There is no limit on the number of times a block can be dragged and

dropped.

Note

If a block type has been dragged and dropped from the library before, the process can be
completed more quickly the next time by using the "CFC block catalog”, "Blocks" tab.

7.2.3 Assigning parameters to and interconnecting F-blocks

Inputs and outputs of F-blocks are configured and interconnected using the standard CFC

procedure.

Note

You are not permitted to interconnect EN/ENO 1/Os of F-blocks and F-runtime groups. You
may not assign a value of 0 (FALSE) to EN 1/Os either.

Special F-data types in a safety data format are used for fail-safe block 1/0s. The safety data
format enables data and address errors to be detected.
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In terms of programming, the F-data types are realized as structures in which always only the
"DATA" component is relevant for the user.

VHRANGE [STRUCT]' HIGH RANGE OF PROCESS VALUE'

PAR_ID fw/ORD]: 16HAZ4 Properties - InputfOutput
.. COMPLEM [DWORD]: 16H#FFFFFFFF
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Example: Structural element F_Real VHRANGE [STRUCT]"HIGH RANGE OF PROCESS VALUE"
You can change the structure comment to whatever you wish.

If you wish to change the value (default) of a block I/O with an F-data type, you may only
change the DATA component.

Changes to the input parameters of F-blocks with F-data types can be made as follows:
e Offline with the assistance of the CFC editor

¢ Online using CFC test mode with safety mode deactivated

» Offline in the process object view

¢ Online in the process object view with deactivated safety mode

Note

Values of PAR_ID and COMPLEM must not be changed.

If errors in the safety data format are detected during the execution of the safety program, an

F-STOP is triggered.
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7.2.4

Run sequence of F-blocks

Defining the run sequence

You define the run sequence in the CFC editor in the same way as for a standard user

program. Changing the run sequence also changes the collective signature.

Correct run sequence of F-blocks

116

The sequence of the F-blocks within the F-shutdown group is relevant. The number of F-

runtime groups the F-shutdown group has been split into is of no relevance.

Essentially, the correct run sequence of the various F-block types is as follows:

1.

Placed automatically:

— F module driver for F-signal modules with inputs or with inputs and outputs
— F-communications blocks and F-system blocks for receiving

— F blocks for data conversion from standard value to F-structure

—  F modules with OS connection

. F channel drivers for inputs
. F blocks for user logic
. F channel drivers for outputs

. Placed automatically:

— Fblock F_PLK

— Fblock F_PSG_M

— F module driver for F-signal modules with outputs or with inputs and outputs
— F-communications blocks and F-system blocks for sending

— Fblock F_PLK_O

— F block F_DIAG (S7 F-Systems Lib V1_3 and higher)

The run sequence of the blocks listed under items 1 and 5 is adjusted automatically when the

F-program is compiled.

As if S7 F Systems Lib V1_3, separate runtime groups are created for the F blocks listed under

points 1 and 5 during the first compilation.
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The IPO principle (input, process, output) must always be observed when placing F-channel
drivers and F-blocks for user logic. This ensures that all inputs are read first, the relevant
processing steps are performed, and all outputs are then written.

Furthermore, F-runtime groups and F-monitoring blocks that are only visible following
compilation are also added automatically.

Note

No changes may be made in the automatically added runtime groups with the exception of
the scan cycle monitoring on "F_CYC_CO" blocks and the parameter assignment of the
"F_SHUTDN" block.

7.2.5 F-runtime groups

During the programming of the safety program, F-blocks cannot be inserted directly into
tasks (cyclic interrupt OBs). When a new CFC chart is created in PCS 7, the system will
automatically generate a runtime group of the same name, into which the F-blocks placed in
the corresponding CFC chart can then be inserted.

An F-runtime group only becomes an F-runtime group (identified by a yellow folder and "F")
when F-blocks are called in it.

=-JH 0837 [Cydicinterrupt?] (300 ms)
. ecrurmEcPU_RT
Q @F_ShutDn_37 {300 ms)
k]},j @F_ShutDn (300 ms)
Em @F_CycCo-0B37 (300 ms)
. g @F_CycCo-0B37VF_CYC_CO-0B37
. @ @F _cycco-0B3ITE_TEST
g @F_CycCo-0B37\F_TESTC
m @F TestMode (300 ms)
7Bl @F_IN_37_0 (300 ms)
m SFC_109_F (300 ms)
m AI_F (300 ms)
m H5104_F (300 ms)
. -[Bll @ _OUT_37_0 (300 ms)
(-0 @F_Dblnit1 (300 ms)
...... 0B38 [Cydic interruptd] (10 ms)

HH
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Runtime groups of an F-program

The F-program is divided into several runtime groups, as shown in the table below.

Note

xx = Number of the cyclic interrupt OB

y = Consecutive numbering if several shutdown groups exist in a single cyclic interrupt OB

Chart

F blocks

@F_ShutDn_xx

Shutdown logic of cyclic interrupt OB
The shutdown logic is created with RTGLOGIC and standard logic blocks.

@F_ShutDn

Shutdown block

Where an F-program is present in several cyclic interrupt OBs, this runtime
group is integrated into the cyclic interrupt OB with the shortest call time.

The shutdown logic is created with F_SHUTDN, RTGLOGIC, and standard logic
blocks.

@F_CycCo-OBxx

F_CYC_CO, F_TEST and F_TESTC (for tests)

@F_TestMode

F_TESTM for managing safety mode

@F _IN_xx_y

F blocks which supply input values for the F-program
(F_QUITES, communication receive blocks, conversion blocks from standard to
F-data types, drivers for F-input modules)

Runtime groups with user logic, in the sequence in which they were created by
the user

@F_OUT xx_y

Blocks which further process output values of F-blocks (communication send
blocks, conversion blocks from F-to standard data types, drivers for F-output
modules, F_PLK, F_PLK_O, and F_DIAG for program sequence control)

@F_Dblnitxx

DB_INIT function block required for the cold restart of an F-runtime group

All required error OBs are added to the block container in the SIMATIC Manager.

There should only be one @F_IN_xx_y runtime group before the first F-user runtime group

and one @F_OUT_xx_y runtime group after the last F-use runtime group. If the safety

program consist of several shutdown groups (see section 6.2.6 (Page 120)), there is the

@F_IN_xx_y and @F_OUT_xx_y runtime group both before and after the F-user runtime

group in the shutdown groups.

118

Compendium Part B - Process Safety (V9.1)
Operating Manual, 10/2022, A5E42576080-AB




Configuring the safety program
7.2 Creating the safety program

Rules for F-runtime groups in the safety program

¢ We recommend that you proceed as follows in order to make the lengths of the F-cycles

as uniform as possible:

If you mix F-and standard runtime groups in a cyclic interrupt OB, you must execute the F-
runtime groups before the standard runtime groups.

¢ The following defaults are set for properties of an F-runtime group:
— Reduction ratio=1

— Phase offset=0

Properties - Runtime Group il

Task: Oes?

Hane: |H5104_F

LComment:
Beduction ratio:

Phasze offset:

Dptimize run gequence

I

Active:

Cancel | Help |

* You are not permitted to move automatically generated F-runtime groups (identified by
@).

Note

The feature: Optimize Run Sequence in CFC can lead to a change in the collective signature
and impair the response times of the safety program, and therefore should not be used in F-

runtime groups.

With PCS 7 V7.0 SP1 and higher, it is no longer possible to optimize the run sequence for
cyclic interrupt OBs with F-runtime groups.
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7.2.6

F-shutdown groups

An F-shutdown group is a self-contained unit in your safety program. It contains user logic
which is executed or shut down simultaneously. The F-shutdown group contains one or a
number of F-runtime groups which are assigned to a common cyclic interrupt OB. You can
choose whether an error during execution of the safety program causes a full shutdown or a
partial shutdown of the safety program. With a partial shutdown, only the F-shutdown group
in which the error occurred is shut down.

Rules for F-shutdown groups in the safety program

You are not permitted to directly interconnect F-blocks in different F-shutdown groups. Data
can only be exchanged between F-shutdown groups using special communication blocks
(F_S xx, F_R xxfor F_BOOL and F_REAL data structures). Therefore, all F-channel drivers in
an F-signal module must be in the same F-shutdown group, together with the module driver
of the F-signal module.

Defining F-shutdown groups

As soon as you place F-blocks in the CFC editor for the first time, all of the F-runtime groups
in a single cyclic interrupt OB will form an F-shutdown group.

You can configure each F-runtime group as the last F-runtime group in an F-shutdown group
by placing the F_PSG_M "selection block". The F-system then creates a new F-shutdown
group for all subsequent F-runtime groups until another F_PSG_M block is found.

Distribution/Combination by means of manual placing of F_PSG_M

120

If you add or delete one or a number of F_PSG_M blocks in your project, the order of your F-
shutdown groups will change. If you make a change to the layout of your F-shutdown
groups, you must make sure that the F-module drivers and all assigned F-channel drivers are
integrated in the same F-shutdown group.

You can split one F-shutdown group into two F-shutdown groups.

To do this, in the CFC editor's runtime editor, place the F_PSG_M block in the last F-runtime
group which is to be assigned to the first F-shutdown group. All subsequent F-runtime groups
will then be assigned to the second F-shutdown group.

The number of F-shutdown groups is limited to 110 in all cyclic interrupt OBs. The system
restricts the number of F-runtime groups in an F-shutdown group.
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You have the option of combining two F-shutdown groups. To do this, in the runtime editor
of the CFC editor, delete the F_PSG_M block between the F-shutdown groups.

If you combine a number of F-shutdown groups which exchange data via F-communication

blocks in a single F-shutdown group, you need to remove these F-communications blocks and

replace them with direct interconnections.

Programming data exchange between F-shutdown groups

If you wish to exchange data between two F-shutdown groups, you are not permitted to

interconnect the inputs and outputs directly. You need to use the following F-system blocks

for data exchange between F blocks in different F-shutdown groups:

F block Description
F S RIFRR Safe transfer of 5 data of the F_REAL type
F_S BOIF_R BO Safe transfer of 5 data of the F_BOOL type

Procedure for data exchange

1.

In the F-shutdown group from which data is to be transferred, addan F S Ror F_S BO type
F-block.

In the F-shutdown group to which data is to be transferred, add an F_ R Ror F_R BO type F-
block.

. Interconnect the SD_R xx inputs of the F_S R or the SD_BO_xx inputs of the F_S BO with

the data to be transferred.

Interconnect the RD_R xx outputs of the F_ R_Ror the RD_BO_xx outputs of the F_R_BO with
the inputs of the F-block for further processing of the data received.

Interconnect the S_DB output of the send block with the S_DB input of the associated
receive block.

. Configure the TIMEOUT inputs of the F_R_Rand F_R_BO receive blocks with the F-

monitoring time calculated.

Configure the receive block substitute values for the scenario of a shutdown of the sending
shutdown group.
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Extract from a chart for shutdown group 1 with send block:

Rbzchaltgsuppe 1 Daten senden

Shur dews greup 1 send dama

l"|
8
.

I.‘ Ih'
it

[

2_ri| - oo \ReasterhiAgication\\AE_REC_F(A, 1)4\F_REC BO 1
?_ OB COMNECTION FROM T_3 BO

@

i

M
7 080

Markierungsbaustein in der letsten

Ablaufgzuppe siner Abschalsgzuppe

Marker Blsek plazed inside she lass
rancime group of the shus dewn group

[

4
F_PIG_ M
F_Farzia

The connection to shutdown group 2 is established by linking output S_DB of block F_S BO_1
in shutdown group 1 with input S_DB on block F_R_BO_1 in shutdown group 2.

Extract from a chart for shutdown group 2 with receive block:

Abschaltgzsuppe I Daten smpfangen

Zhut down gzoup I recisve data

. .\ReaztorA\Agitaticn\\AB_SEND_F (A, 1) \F_SEND_BO_1
5 DB CONNECTICH TO F _R_EO|

SUBBD 08
3 L'EED:':"‘
SUBBO 08
g L'ESD_"_‘S

See also

Monitoring times and system response times (Page 195)
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7.2.7 Data exchange between the F user program and standard user program

The standard program and the F-program use different data formats. Accordingly, special
conversion blocks have to be used for data exchange.

F-CPU

F-program

Conversion blocks

v

Standard program

Converting F-data types to standard data types

If you need the standard user program to process data from the F-program further (for
monitoring on the PCS 7 OS, for example), a block for F_FDatatype_Datatype data conversion
will have to be interconnected in the user program so that the F-data types can be converted
into standard data types. This converter blocks must be called in the standard user program
(standard runtime group).

Extract from a process tag chart; converting the "QBAD" signal from F_BOOL to BOOL:

Note

The figure is available in its original size as appendix to the manual in the ZIP download of the
checklists.
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Standard and F-blocks are in different runtime groups.

As shown here, some F-blocks have outputs (depicted in gray), which can be directly
interconnected with standard PCS 7 blocks.

PCS 7 blocks such as MonAnL, MonDil, Event and their associated faceplates and process
symbols are used to visualize fail-safe analog values and status messages as well as system
states and operating states.

If parameters cannot be directly further interconnected due to the safety data format, the
conversion blocks described above can be used.

Converting standard data types into F-data types

If data from the standard user program is to be processed further in the F-program, it will
need to be converted.

The blocks for data conversion from standard data types to F-data types
(F_datatype Fdatatype) can only be used in the F-program (F-runtime group).

Extract from an F-chart, conversion from REAL to F_REAL:

ET_110_F (&,1)}\ET_110_CH

V_DATA FROCESS VALUE DATA

F_MUL R
F_:Multi

if4

CE25)

7.2.8

124

(5]

Note

The conversion blocks only perform data conversion; in other words, you will need to
program additional measures in the F-program for plausibility checking purposes (with
F_LIM_R, for example), in order to ensure that only non-hazardous values are possible.

How F-blocks with floating-point operations respond to number range
overflows

Within the context of analog value processing, number range overflows/underflows can occur
during arithmetic calculations (with division by 0, root from a negative number or number
range overflow).

With S7 F Systems Lib V1_3 and higher, the response is as follows in this case:
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The results "Overflow (+ infinite)", "Denormalized floating-point number" or "Invalid floating-
point number (NaN)" are:
¢ Either output at the output and can be processed further by subsequent F blocks

* orsignaled at special outputs. If necessary, a substitute value is output.

If the floating-point operation produces an invalid floating-point number (NaN) and no
invalid floating-point number (NaN) existed as an address prior to this, the following
diagnostics event will be entered in the F-CPU's diagnostics buffer:

"Safety program: Invalid REAL number in DB" (event ID 16#75D9)

You can use this entry in the diagnostics buffer to identify the F-block with the invalid
floating-point number (NaN).

If you are not able to prevent these events from occurring in your safety program, you will
need to decide, on the basis of your application, whether you wish to respond to them in

your safety program.
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You can use the F_LIM_R F block to check the result of a floating-point operation for overflow

(= infinite) and invalid floating-point number (NaN).

* Alimitviolation is indicated by IN > MAX or "+ infinite". MAX is output at OUT. OUTU is set
to 1and OUTL to O.

* Alimit violation is indicated by IN < MIN or "- infinite". MIN is output at OUT. OUTU is set
toOand OUTLto 1.

e If INis between MIN and MAX, the input IN is forwarded to the output OUT. OUTU and
OUTL are set to 0.

e If INis aninvalid floating-point number (NaN), the substitute value SUBS_IN is output at

OUT. OUTU and OUTL are set to 1.
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Note

You can find a detailed description of the F-blocks in the help for the blocks, as well as in the
"SIMATIC S7 FIFH Systems — Configuring and Programming"”
(https://support.industry.siemens.com/cs/ww/en/view/109802562) manual.

Control Module Types

Control Module Types (CMT) with F-blocks

Control Module Types (CMT) with F-modules can be used as of S7 F Systems V6.4.

p VALUE_T
=52 FDI2

L ACK_REI

U WALUE_2
=82 FDI3
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< >
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F_D_2o03

Comment

Operating icon
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Set as default option

O
M

Author

Version

_uu”ﬁ
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B
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b
B
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128

You can find additional information on Control Module Types (CMT) in the documentation for
CFC "SIMATIC Process Control System PCS 7; CFC for SIMATIC S7"
(https:/Isupport.industry.siemens.com/cs/ww/en/view/109782631).

Compared to CMT with standard modules, CMT with F-modules are subject to various
restrictions.

You can find detailed information in the programming and operating manual "SIMATIC S7
FIFH Systems - Configuring and Programming"
(https://support.industry.siemens.com/cs/ww/en/view/109802562).

Pay particular attention to the warnings described there.
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7.2 Creating the safety program

To transfer changes from the Control Module Type to the instance, the control module (CM),
the type and instance are synchronized. Create a backup of your multi-project before making
changes through the synchronization.

Check the changes in each instance after the synchronization. To do this, use the change
tracking functions described in the section "Tracking changes in the safety program
(Page 253)".

Only the respective instances (CM) in the safety program are relevant for the acceptance of
the safety program.

After synchronization, check the safety program for unintentional changes to the run
sequence. This can occur when using automatically placed F-modules. See section "Run
sequence of F-blocks (Page 116)".

To prevent changes to the run sequence order by type synchronization, the "with run
sequence” option in the "Synchronize technological types" dialog must not be selected.

B 57Pro_CMT_SWC_Prj - Synchronize plant types 7 *
E‘@ 57Fra_CMT = CM l EM] EF'H] &5 Functinns] & Eommandsl E&. Status
E-“-GEEIEMTS Technological ... 4 | Type | Comment | PH path
LB} Prosess tag tpes F_CMT_F_Al Control Modle Type S7Pro_CMT\F_CMTs\
F_CMT_Motor Control Module Type S7Pro_CMTWF_CMTs"
F_CMT_Valve Control Module Type S7Pro_CMTAWF_CMTs
F_DI_2o003 Control Module Type S7Pro_CMTWF_CMTs"
€ >
Close synchonize...| | [~ itk un sequUENCE [~ with graphic coordinates [~ with internal reference to block variable

Note

Follow the instructions in the manuals:

e SIMATIC S7 FIFH Systems — Configuring and Programming
(https:/Isupport.industry.siemens.com/cs/ww/en/view/109802562)

¢ "SIMATIC Process Control System PCS 7 CFC for SIMATIC S7
(https:/Isupport.industry.siemens.com/cs/ww/en/view/109782631)"
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7.3 Configuring fail-safe AS-AS communication

7.3 Configuring fail-safe AS-AS communication

Like standard communication, safety-related communication between the safety programs of
F CPUs via S7 connections is implemented using connection tables in NetPro.

In S7 FIFH systems, safety-related communication via S7 connections is possible between all
41x-xH CPUs.

As of S7 F Systems V6.0 with S7 F Systems Lib V1_3, fail-safe communication to S7
Distributed Safety is also supported with the following F CPUs:

* CPU416F

* CPU31xF

Note

Safety-related AS-AS communication is not permitted via public networks.

7.3.1 Configuring S7 connections

Configure S7 connections for safety-related AS-AS communication in exactly the same way as
for standard communication (you might need also need to set up a fault-tolerant S7
connection).

Note

You can find instructions on how to do this in the "SIMATIC Process Control System PCS 7
Compendium Part A - Configuration Guidelines".
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During communication between automation systems in various subprojects, please make
sure that the S7 subnet ID is the same in each of the respective projects. This ID is involved in
the calculation of the CRC sum at the send and receive blocks and must, therefore, be the
same in each case.

x
General |
Name: IEthemetH}
57 subnet 1D: IDMF - II}I}1I}
Project path: |KOMP_VE100_CPUB1T\Ethemet(1)
Storage location
of the project: |D:\Projed\MuelIerD\Komp_Vﬁ“KOMP_‘u’B‘I\KOMP_‘u’_‘I
Authar: I
Date created: 10/09/2014 12:30:28 PM
Last modified: 12/04/2014 03:28:00 PM
Comment: :I
Cocel ||

You can find instructions about how to create a specified communication connection
between two multiprojects in the FAQ "How can data be sent with PCS 7 to an H-CPU which
was not created in the same multiproject?"
(https:/Isupport.industry.siemens.com/cs/ww/en/view/43033406).
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Configuring the safety program

7.3 Configuring fail-safe AS-AS communication

7.3.2 Configuring F-communications blocks
F-CPU 1,e.9. CPU 417-4H |e.g. F-CPU 2, e.g. CPU417-4H |eg.
~ | CP 4431 - CP 443-1
Safety program Safety program
|F_SENDx/F_SDS_BO|| >| F_RCVx/F_RDS_BO |
| F_RCVx/F_RDS_BO |< ||F_SENDx/F_SDS_BO|

e.g. Industrial Ethernet

The following fail-safe blocks are available for communication between safety programs on
various CPUs:

Block Description

F_SENDBO/F_RCVBO Safe transmission of 20 F_BOOL data type parameters
F_SENDR/F_RCVR: Safe transmission of 20 F_REAL data type parameters

F_SDS BO Fail-safe sending of 32 F_BOOL data type objects to another F-CPU

(as of S7 F Systems V6.0)

F_RDS_BO Fail-safe reception of 32 F_BOOL data type objects from another F-CPU

(as of S7 F Systems V6.0)

Requirements
The follow requirements must be fulfilled prior to configuration:
¢ The S7 connections between the F-CPUs involved must be configured in NetPro.
¢ Both CPUs must be configured as F-CPUs:
— The password for the F-CPU must be entered.

— The "CPU contains safety program" option must be activated.
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7.3 Configuring fail-safe AS-AS communication

Procedure

Follow the steps outlined below:

1. Add the send block (F_SENDBO/F_SENDR) to the safety program from which data is to be

transmitted.

2. Add the receive block (F_RCVBOIF_RCVR) to the safety program to which data is to be

transmitted.

3. Assign the relevant IDs of the configured S7 connections to the "ID" inputs.

4. Configure the R_ID inputs. This defines the relationship between a send block and a receive

block:

The associated fail-safe blocks are assigned the same (freely selectable, uneven value for

R_ID. Please note that the R_ID+1 value is also assigned automatically.

Example: Local AS1 is sender, partner AS2 is recipient

Connection in NetPro
AS1

AS2

Local D |Partner IO | Partner Local ID

Partner I

Partner

1 2 CPU410FH / CPU 410-5H / CPU 410-5H(1) 2

1

CPU410F / CPU 410-5H

SEND TO AS2 1
F_SENDR |
F_:Send 23/2
la#1l [(ID ERROR |—
16#1 |R_ID SUBS_ON [—

0.0—SD_R_00 163872
0.0—SD_E_01
0.0—{SD R 02
0.0—{SD R 03
0.0—SD R 04
0.0—SD R 05
0.0—SD R 06
0.0—SD R 07
0.0—SD _R_08&
0.0— 5D _R_09
0.0—{SD_E_10
a
a
a
a
a
a
a
a
a

.0—{SD R_11
.0—{SD R 12
.0—{SD R 13
.0—{SD R _14
.0—{SD_R_15
.0—{SD_R_16
.0—{SD_R_17
.0—{SD_R_18
.0—{SD R _19

16487286510 |CRC_IMP

600ms |TIMEOUT
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7.3 Configuring fail-safe AS-AS communication
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Note

If the R_ID is not an uneven number, the following error message will appear when the
CFC charts are compiled:

"Module/connection with address/R_ID 16#0002/16#00000004 is used by more than one
module. [Assign a module/connection with this address/R_ID to no more than one block
and use only uneven R_IDs.]"

. Interconnect the ACK_REQ outputs of the F_RCVBO, F_RCVR, or F_RDS_BO F-blocks to

ascertain whether acknowledgment is required on reintegration following communication
error elimination.

. Interconnect the relevant ACK_REl inputs of the F_RCVBO, F_RCVR, or F_RDS_BO F-blocks

with the signal for reintegration.

Note

If the S7 connections between the automation systems have been changed, the safety
program will need to be recompiled.

User acknowledgment is always required for reintegration following PROFIsafe
communication errors (ACK_REQ output set).

. Configure the TIMEOUT inputs of the send and receive blocks with the same calculated

timeout value.

8. Configure the receive block substitute values for the scenario of a communication fault.

Communication is established internally in both directions (sending and receiving) for the F-
communication. Keep in the mind the maximum communication load of the AS.
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7.3 Configuring fail-safe AS-AS communication

If the maximum communications load of a system is 100 requests per second, for example,
this results in a total of 20 communications requests with 5 F_RECVX and 5 F_SENDX-B
blocks. If these are configured in OB 37 (1 s), this corresponds to a communication load of
20%. These blocks, which are integrated into OB 38 (300 ms), correspond to a
communication load of 66%.

Note

As of S7 F Systems Lib V1.3 SP2, the fail-safe communication blocks have the new input
parameter, "COMMVER_USED". You can find additional information about the configuration
of the parameter in the FAQ "What should you watch out for when using the fail-safe
communication blocks of S7 F Systems Lib V1.3 SP2 and higher".
(https:/Isupport.industry.siemens.com/cs/ww/en/view/109752514)
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7.3 Configuring fail-safe AS-AS communication

7.3.3 Monitoring times

For safety-oriented AS-AS communication, the monitoring times "Send Keepalives for
Connections”, "Monitoring time of the physical connection" and "F-monitoring time of the

communication blocks" must be observed. The steps that are necessary for determining and
setting the monitoring times are described below using configuration examples.

F-communication AS 410 high-availability — AS 410 high-availability

AS 410FH AS 410FH
— -  — —
o o o o
o o o ]

(=] L= L
o=
=
o=

I
o] =

Follow the steps outlined below:

1. Use s7ftime (https://support.industry.siemens.com/cs/ww/en/view/22557362) to calculate

the minimum value of the F-monitoring time of the communication blocks as described in
the section "Monitoring time of the safety-related communication between F-CPUs
(Page 217)".

b CPU1 CP CP
Communication T T T i Industrial T, T T T
e iyt iRt CiRmaxt CiRtmaad CiRa Delayd i
‘i ST interconnections 100 ms 200 ms 0 ms 0 ms CT 0 ms 0 ms 200 ms 100 ms.
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7.3 Configuring fail-safe AS-AS communication

2. Set the "Send Keepalives for Connections” parameter for both CPUs.

This is the interval time with which sign-of-life telegrams are sent to the communication
partner. Depending on which interface you are using for communication, you set this
parameter in the properties of the internal PROFINET interface of the CPU or the CP443-1.

Internal PROFINET interface of the AS 410

Properties - PN-10-X5 (R0/53.5) *
Gerneral ] Addrezses I FROFINET I Secuity Events ] Synchronization ]
tedia redundancy I Time-of-Lay Synchronization Dptions

Send keepalive for connections

Interyal: 30 z

Cancel Help

Leave the interval for "Send Keepalives for Connections" at the default setting of 30 s.
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7.3 Configuring fail-safe AS-AS communication

CP 443-1
Properties - CP 443-1 - (R0/S3) >
SMMP I Wwieb | Disgriostics |
General Addrezzes Options ] Time-of-Day Synchronization IP Access Protection ]

todule Access Protection
Pratection level |N0t locked ﬂ

Ethermet Profile for Fault-Tolerant Connections
v Activate fast switchover of the connections

Send Keepalives for Connections

Interval [zeconds] [value range 0-E5535) 30

IJDF Buffering
[~ Dizable UDP frame buffering

File Spstem

[~ Match case [case sensitive)

Cancel Help

When high-availability S7 connections via a CP 443-1 are used, you enable "Activate fast

switchover of the connections” function at "Ethernet Profile for Fault Tolerant
Connections”. Leave the interval for "Send Keepalives for Connections" at the default
setting of 30 s.
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7.3 Configuring fail-safe AS-AS communication

3. Set the "Monitoring time of the physical connection".

You can use the parameter to set the monitoring time of the high-availability S7
connection via TCP. A telegram is expected from the communication partner within this
time. You can find the parameter in the properties of the high-availability connection in
NetPro.

Internal PROFINET interface of the AS 410

Properties - fault-tolerant 57 connection *

General | Status Information

Lozal Connection End Point Block, Parameters
[ Local ID [Hex]: WH1EHT
r 1

[v Establish an active connection

[~ Send operating mode rmessages Default

Connection Path

Local Fartrer
End Paint A5/ AS2d
na Font CPU 410-5H [R0/53) CPU 410-6H (RO/53]
Intertace: [P0 [RO/53) | |PuiDxE3(RO/ST) -]
Local interface Address Subnet Fartner interface Address
PM-105 [RO/53) 152168.01 Ethermet{3] PH-I0-+5-3 [RO/S3) 19216803
PM-1045-2 [R1/53) 15216802 Ethermet{3] PH-I0-+5-4 [R1/53] 152168.0.4
I Monitaring time 5 [ 100 ms] Multiplier 2 Address Details,
Redundancy
o

Cancel Help

Set the monitoring time as described in section "SOFTNET-IE/HARDNET-IE S7
REDCONNECT" of the performance data and quantity frameworks of the SIMATIC NET PC
software V16 document in the FAQ "What are the quantity frameworks and performance
data of each of the SIMATIC NET products?
(https:/Isupport.industry.siemens.com/cs/wwl/en/view/15227599)".
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7.3 Configuring fail-safe AS-AS communication

CP 443-1

Properties - fault-tolerant 57 connection *

General | Status Information

Local Connection End Paint Block. Parameters
B Local ID [Hex): w1 EH1
r 1

Iv Establizh an active connection

™ Send operating mode messages Drefault

Connection Path

Local Partrer
AP 251/ 52/
nd Foin CPU 410-5H [RO/53) CPU 410-5H [RO/53)
Intertace: [P0 (RO/S5) ~| |Pni0-3(ROsSE) -]
Local interface Address Subret Partrer interface Address
PN-I0 [RO/55] 192.168.0.1 Ethemet(3) PN-I0-3 [RO/55] 192.168.0.3
PN-I0-2 [R1/55) 192.168.0.2 Ethemet(3) PN-I0-4 [R1/55)] 192.168.0.4

I TCPAP [ Moritaring time ] [+ 100mz]  Multiplier |4 I Address Details...

Redundancy
o

Cancel | Help

Set the monitoring time to at least 2 s. Background is the time after switching the

connection as of which telegrams are once again sent by the CP443-1 (6GK7443-1EX30-
OXEO | 6GK7443-1EX30-0XE1); the time is 1 s.

Note

The monitoring/switchover time for high-availability connections via ISO is approx. 1 s.
The value applies to all high-availability connections via ISO regardless of the number of
connections.
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7.3 Configuring fail-safe AS-AS communication

4. Set the value of the input "TIMEOUT" (F-monitoring time) of the send and receive blocks.

SEND_TO_AS2_1 REC_FR_AS1 1
F_SENDED = F_RCVED p—
F_:fend 8/z F_:Recei 5/1
1681 |ID ERROR |— 1642 |10 ACK_FEQ|——
1641 |R_ID STES_ON|— 1641 |E_ID ERROR [—
0—{5D_B0_00 16487266510 |CRC_INF STES_ON|—
0—sD_BO_01 E@ RD_E0_00 [—
0—5D_E0_02 ———F———AlK REL RD_E0_ 01—
0— 5D_E0_03 0— SUBE0_00 RD_E0_0Z —
0— SD_E0_04 0— SUBEO_01 FD_E0_03[—
0—5D_Bo_05 0—| SUBEQ_02 RD_E0_D4[—
0—{5D_BO_06 0— SUEEQ_03 ED_EBO_05—
0—sD_E0_07 0— SUBE0_04 FD_E0_06 —
0—5D_E0_08& 0— SUBEO_0& RD_E0_07—
0—5D_E0_083 0— SUBEO_0& FD_E0_08 —
0—5D_E0_10 0— SUBE0_07 FD_E0_09 —
0—sD_BO_11 01— $UBE0_08 BD_EO0_10(—
0—{5D_BO_12 i— $UBE0_09 ED_EO_11[—
0—{5D_BO_13 0— $UBED_10 ED_BO_12[—
0—5D_B0_14 0— $UBEO_11 ED_BO_13[—
0—5D_BO_15 0— $UBE0_12 ED_BO_ld/—
0—{sD_BO 16 0— $UBE0_13 ED_BO_15—
0—SD_E0_17 0— SUBED_14 RD_E0_16—
0—SD_E0_18 0— SUBEO_15 RD_E0_ 17—
0—5D_E0_18 0—|SUBEO_1& RD_E0_18—
16487286510 |CRC InP 0— SUBEO_17 RD_E0_19—
= roeor) 0—{SUBEQ_15 SENDNODE [—
0—| SUBBO_19

The value of the input "TIMEOUT" (F-monitoring time) of the send and receive blocks
F_SENDR and F_RCVR or F_SENDBO and F_RCVBO must be at least twice as high as the
monitoring time of the physical connection. From the resulting value and the minimum
value initially calculated in s7ftime, you set the greater of the two for the communication
blocks.
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Example for internal PROFINET interface of the AS 410:

2 x monitoring time of the physical connection=2x(5x 100 msx2)=2s
Minimum value from s7ftime=3.6's

= Set TIMEOUT to at least 3.6 s.

Example for CP 443-1:

2 x monitoring time of the physical connection=2x(5x 100 ms x4) =4 s
Minimum value from s7ftime =3.6 s

= Set TIMEOUT to at least 4 s.

F-communication AS 410 high-availability - AS 410 single

AS 410FH AS 410FH

ol 5 |l sl o
A l
B i
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7.3 Configuring fail-safe AS-AS communication

Follow the steps outlined below:

1. Use s7ftime (https://support.industry.siemens.com/cs/ww/en/view/22557362) to calculate

the minimum value of the F-monitoring time of the communication blocks as described in

the section "Monitoring time of the safety-related communication between F-CPUs
(Page 217)".

s CPU1 CP CP CPU2
COMmUNICation Te T T T Industrisl o T T, =
" | Dyt v ] Dertad
wia ST 100 e F200 e 0 s 0 ahc, 0 ma. ) i 0 s 100 s

2. Set the "Send Keepalives for Connections” parameter for both CPUs.

This is the interval time with which sign-of-life telegrams are sent to the communication
partner. Depending on which interface you are using for communication, you set this
parameter in the properties of the internal PROFINET interface of the CPU or the CP443-1.

Internal PROFINET interface of the AS 410 high-availability and single

Properties - PN-10-X3 (R0/S53.5) *
General ] Addrezzes ] PROFINET ] Security Events ] Synchronization ]
Media redundancy ] Time-of-Day Synchronization Dptions

Send keepalive for connections

Interyal: 30 z

Cancel Help

Leave the interval for "Send Keepalives for Connections" at the default setting of 30 s.
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7.3 Configuring fail-safe AS-AS communication

CP 443-1 of the AS 410 high-availability

Properties - CP 443-1 - (R0/S3) >
SMMP I Wwieb | Disgriostics |
General Addrezzes Options ] Time-of-Day Synchronization IP Access Protection ]

todule Access Protection
Pratection level |N0t locked ﬂ

Ethermet Profile for Fault-Tolerant Connections
v Activate fast switchover of the connections

Send Keepalives for Connections

Interval [zeconds] [value range 0-E5535) 30

IJDF Buffering
[~ Dizable UDP frame buffering

File Spstem

[~ Match case [case sensitive)

Cancel Help

When high-availability S7 connections via a CP 443-1 are used, you activate "Activate fast

switchover of the connections” function at "Ethernet Profile for Fault Tolerant
Connections”. Leave the interval for "Send Keepalives for Connections" at the default
setting of 30 s.
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7.3 Configuring fail-safe AS-AS communication

CP 443-1 of the AS 410 single

Properties - CP 443-1 - (RO/54)

SMMP | weh
General Addrezzes Dptions ] Time-of-Day Synchronization

todule Access Protection

*

Diagnostics
IP Access Protection ]

Fratection level | Mot locked

Ethernet Profile for Fault-Tolerant Connections
[~ Activate fast switchover of the connections

=

Send Keepalives for Connections
Interval [zeconds] [value range 0-65535)

—

IIOP Buffering
[~ Dizable UDP frame buffering

File Spstem

[¥ Match case [case sensitive]

Cancel Help

Leave the interval for "Send Keepalives for Connections" at the default setting of 30 s.
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7.3 Configuring fail-safe AS-AS communication

3. Set the "Monitoring time of the physical connection".

You can use the parameter to set the monitoring time of the high-availability S7
connection via TCP. A telegram is expected from the communication partner within this
time. You can find the parameter in the properties of the high-availability connection in
NetPro.

Internal PROFINET interface of the AS 410

Properties - fault-tolerant 57 connection *
General | Status Information
Local Connection End Paint Block. Parameters
B Local ID [Hex): w1 EH1
o ,17
Iv Establizh an active connection
[~ Send operating mode messages Default
Connection Path
Local Fartrer
EndPoint  [-o/ e
: CPU 410-5H [RO/S3) CPU 410-5H [RO/S3)
Intertace: [P0 [RO/53) |PH-102¢5-3 (R04S3) -]
Local interface Address Subnet Fartrer interface Address
PH-I0-+5 [RO/S3) 152168.01 Ethermet{3] PM-10-%5-3 (RO/S3) 192.168.0.3
PH-I0-+5-2 [R1/53] 15216802 Ethermet{3] PM-10-%5-4 (R1/53) 192.168.0.4
I Monitaring time 5 [ 100 ms] Multiplier 2 I Address Details.
Redundancy
o
Cancel Help
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7.3 Configuring fail-safe AS-AS communication

Set the monitoring time as described in section "SOFTNET-IE/HARDNET-IE S7
REDCONNECT" of the performance data and quantity frameworks of the SIMATIC NET PC
software V16 document in the FAQ "What are the quantity frameworks and performance
data of each of the SIMATIC NET products?
(https:/Isupport.industry.siemens.com/cs/wwl/en/view/15227599)".

CP 443-1

Properties - fault-tolerant 57 connection

General l Statuz [nformation

Lozal Connection End Point Block, Parameters
[ Local ID [Hex]: WH1EHT
r 1
[v Establish an active connection
[~ Send operating made messages Default
Connection Path
Local Fartrer
End Paint 451/ AS24
: CPU 410-5H [RO/S3) CPU 410-8H (RO/53)

Intertace: [P0 (RO/S5) =] |PudD-3[RO/SS) -]

Local interface Address Subnet Fartner interface Address

PM-I0 [RO/SH) 152168.01 Ethermet{3] PH-I0-3 [RO/SE) 19216803

PM-I0-2 [R1/55] 15216802 Ethermet{3] PH-I0-4 [R1/55) 152168.0.4
TCRAP W Moritaring time ] [+ 100mz]  Multiplier |4 Address Details...

Redundancy

o

Cancel | Help

Set the monitoring time to at least 2 s. Background is the time after switching the
connection as of which telegrams are once again sent by the CP443-1 (6GK7443-1EX30-
OXEO / 6GK7443-1EX30-0XE1); the time is 1 s.

Note

The monitoring/switchover time for high-availability connections via ISO is approx. 1 s.
The value applies to all high-availability connections via ISO regardless of the number of
connections.
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7.3 Configuring fail-safe AS-AS communication

4. Set the value of the input "TIMEOUT" (F-monitoring time) of the send and receive blocks.

SEND_TO_ASZ 1 REC_FR_AS1 1
F_SENDED = F_RCVED p—
F_:Send a7 F_:Recei 5/1
1681 |1D ERROR |— 1642 |10 ACE_REQ|——
1641 |R_ID STES_ON|— 1641 |E_ID ERROR [—
0—{5p_E0_oo 16487266510 |CRC_INF SUBS_0 | —
0—{sp_BO_01 E@ RD_BO_00 [—
0—{5D_E0_nz ———F———AlK REL FD_BO_ 01—
0—{sD_E0_03 0— SUBE0_00 FD_BO_ 02—
0—{sD_E0_04 0— SUBEO_01 FD_BO_03[—
0—$D_B0_05 0—| SUBEQ_02 FD_BO_04|—
0—{sp_BO_ 06 0— SUEEQ_03 ED_BO_05—
0—{5D_E0_07 0— SUBE0_04 FD_BO_06 —
0—{5D_E0_0& 0— SUBEO_0& FD_BO_ 07—
0—{5D_E0_09 0— SUBEO_0& FD_BO_08 —
0—{5D_E0_10 0— SUBE0_07 FD_BO_09 —
0—sD_BO_11 01— $UBE0_08 ED_BO_10(—
o0—{sp_BO_12 i— $UBE0_09 ED_BO_11|—
o0—{sp_BO_13 0— $UBED_10 ED_BO_12[—
0—{3D_B0_14 0— $UBEO_11 ED_BO_13|—
o—{sp_BO_15 0— $UBE0_12 ED_BO_ldf—
o0—{sp B0 16 0— $UBE0_13 ED B0 15—
0—{5D_E0_17 0— SUBED_14 FD_BO_ 16—
0—{5D_E0_18 0— SUBEO_15 FD_BO 17—
0—{5D_E0_19 0—|SUBEO_1& FD_BO_ 18—
16487286510 |CRC IMP 0— SUBEO_17 FD_BO_ 19—
I= tineor] 0—{SUBEQ_15 SENDMODE [—
0—| SUBBO_19

The value of the input "TIMEOUT" (F-monitoring time) of the send and receive blocks
F_SENDR and F_RCVR or F_SENDBO and F_RCVBO must be at least twice as high as the
monitoring time of the physical connection. From the resulting value and the minimum
value initially calculated in s7ftime, you set the greater of the two for the communication
blocks.

Example for internal PROFINET interface of the AS 410:

2 x monitoring time of the physical connection=2x(5x 100 ms x2)=2s
Minimum value from s7ftime=3.6s

= Set TIMEOUT to at least 3.6 s.

Example for CP 443-1:

2 x monitoring time of the physical connection=2x(5x100 msx4) =4s
Minimum value from s7ftime =3.6 s

= Set TIMEOUT to at least 4 s.
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7.4 F-STOP

7.4 F-STOP

In the event of an F STOP, either the entire F program (full shutdown) or just the F shutdown

group in which the error occurred (partial shutdown) is shut down. All F runtime groups in an

F shutdown group are shut down at the same time. The F CPU's standard user program will

continue to run in the event of an F STOP.

When F shutdown groups are shut down:

The outputs of the F signal modules driven by the F shutdown group are passivated.

As of S7 F Systems Lib V1_3: The F channel drivers of the F shutdown group set the
outputs QBAD to "1" and QUALITY to "0".

Safety-related communication between the F shutdown group and other F CPUs is
interrupted.

Data exchange between the F shutdown group and other F shutdown groups is
interrupted.

Where data exchange between the safety program and the standard user program is
concerned, the standard user program is supplied with the last valid values.

Block F_SHUTDN generates messages which are displayed automatically on the PCS 7 OS.
With S7 F Systems Lib V1_3 SP2, the messages have the following message text:

— Safety program: Partial shutdown
— Safety program: Complete shutdown

The corresponding diagnostics events are written to the F CPU's diagnostics buffer.

7.4.1 Complete shutdown

All of the F-CPU's F-shutdown groups are shut down. Shutdown proceeds in the following

order:

First, the F-shutdown group in which the error was detected is shut down.

All other F-shutdown groups are then shut down within double the time period you set as
the F monitoring time for the slowest cyclic interrupt OB.

7.4.2 Partial shutdown

Only the F-shutdown group in which the error was detected is shut down.
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7.4 F-STOP
7.4.3 Parameter assignment for shutdown behavior
From S7 F Systems V6.0 with S7 F Systems Lib V1_3 and higher, the shutdown behavior in
the event of an F-STOP is defined in the "Safety Program” dialog using the "Shutdown
behavior" button.
x
& Dffline  Orline Rack: 1] Slot: 3
Current compilation: |1 2/09/2004 08:05:59, Collective signature: |1 eRdeTi Logs... |
Reference: 12/08/2014 01:11:25  Collective signature: |cb28d37e Compare... |
Lastonline change:  [12/08/2014 010251 Collective [426a3bat
F-Shutdown behaviar... | I.&ccording to the configuration of F_SHUTDM S ave reference |
Safety program wview:
% Blocks  © Runtime group: © Charts & Shutdown groups
_Blnck T x| Library wersion... |
FCF10 IS? F Spztems LibW1_3
:E. FC755 Select the behavior of the zafety program when an enor iz detected:
FCYa7
EFC?ED  Full shutdown
IE' FC7R4 % According to the configuration of F_SHUTDM
5 FC7ES |
T Fo7es Safety mode. .
i Forer Cance 4|H =P [Orknown
T FCPER —rorow —_—
fFcim FOTAO afda
ﬁ' FC77l FC77l d5d3
frcers Fora 3070 Possword..__|
fFcire PO clefi .
fFC77s FO7TS 1a7l =l i |
Cloze | Refresh Help |
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7.4 F-STOP

You can use the "Shutdown behavior" dialog to select how the safety program should behave
when an error is detected (in other words, in the event of an F-STOP):

e "Complete shutdown":

All F-shutdown groups associated with a safety program are shut down the first time an
error is detected in an F-shutdown group.

¢ "Acc. to parameter assignment at F_SHUTDN":

Block F_SHUTDN is located in the @F _ShutDn chart. At the SHUTDOWN input, you can
choose from:

"Partial":

The faulty F-shutdown group(s) is (are) shut down the first time an error is detected in
an F-shutdown group (partial shutdown).

or

- "Full™:
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7.4 F-STOP

All F shutdown groups associated with a safety program are shut down the first time an

error is detected in an F shutdown group.

OR_OB37 —
R
: oBaT|
inserte 2’,1
F_SHUTDN
F_SHUTDN
= OBa7
inserted a/1
o—|RESTART FULL_SD
i sp_zvs|
1—{Rg FULL ENW_INIT
16$1E54E701 |F_ERE 31 SAFE _M|—
Fh—{MSG TIME F 3Ic oU|—
Properties - Input/Output |
Block: F_SHUTDM.F_SHUTDM
|40 SHUTDOWMN - IN[BOOL)
Walue: Full - EF_OUT_a7_n__ 224 —
J = Ireverted - —
Full - P— oBa7
Text O: [ Inwisible 2/3
Tewt1: [Fui I™ wiatched
BF_OUT_37_n_164 —
BTELOGI _
Commert: |SHUTDOWHN MODE N o
Archi — BE_OUT_37_1 116 —
N -
rchive: IND archiving J RIGLOGI aman—
inserte 2;5
Operator authorization level: IU 05 additional text: I
BF_Tes=tMode —
BTELOGI oman—
inserte 2/€

If you change the shutdown behavior, you must recompile the F program. This applies even if

you have changed the shutdown behavior online in CFC.
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7.4 F-STOP

7.4.4 Causes of errors

Errors that trigger an F-STOP
¢ Distortion of:
— Data
— Program sequence
— Code

e CPU error

Errors that always trigger an F-STOP with full shutdown

Irrespective of the parameter assignment for F-STOP, a full shutdown is always triggered in
the event of a cyclic interrupt OB request error (caused by a CPU/OB overload, for example).
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7.4 F-STOP

7.4.5 Execution of an F-STOP in S7 F/FH systems

F-STOP illustration

Error in RAM (Master)

Reaction

Error in RAM (Reserve)

Reaction

Error in RAM (F-STOP)

Reaction

/ Error

@ RUN (Master)
@ sTopP
Standard program

F-Program

Error in master:

Before a safety program in a redundant F CPU goes into F-STOP, it completes the following

steps:

* The S7 FIFH system performs a master-to-standby switchover.

* The previous master goes into the configured operating state (default setting:

TROUBLESHOOTING).
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7.4 F-STOP

If no errors are detected, the F CPU reconnects.

Note

Refer to the following manuals for more information:

¢ "SIMATIC High Availability Systems S7-400H
(https:/Isupport.industry.siemens.com/cs/ww/en/view/82478488)"

e "SIMATIC PCS 7 Process Control System CPU 410 Process Automation V8
(https:/Isupport.industry.siemens.com/cs/ww/en/view/109801828)"

If an error is detected, the previous master goes into FAULT mode (all LEDs on the affected
CPU flash).

On redundant F CPUs, errors on one communications partner will not stop program
execution.

Error in both F CPUs:

The safety program goes into F-STOP immediately.

7.4.6 Exiting an F-STOP

Run an F-startup as described in the following chapter.
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7.5 F startup and (re)start protection

7.5 F startup and (re)start protection

7.5.1 F-startup

S7 F-systems do not make a distinction between a CPU cold restart and a CPU warm restart.
An exception are the F-blocks F_MOV_R (from S7 F Systems Lib V1_3), F_SWC_CB and
F_SWC_CR (part of the "Secure Write Command++" function).

Both a CPU cold restart and a CPU warm restart will generate an F-startup. With an F-startup,
the safety program launches automatically with the initial values.

An F-startup is performed:
e Aftera CPU STOP, when you perform an F-CPU warm restart

e Afteran F-STOP, when the "F_SHUTDN" F-block detects a positive edge at the RESTART
input
Following a partial shutdown of the safety program, only the F-shutdown groups involved
in the F-STOP perform an F-startup. F shutdown groups with errors remain in F-STOP.
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7.5.2 (Re)start protection
If the process does not permit the safety program to start up automatically with the initial
values, you will need to program a response to F-startup.
The F_START F-block is used to signal an F-startup of the safety program with the initial
values. The COLDSTRT output parameter tells you that an F-startup has been triggered.
Treiberbausteine werden beim Anlauf passiviert.
Um die Treiber zu aktivieren, muas der Anlaufmerker wvom Bediener zuriickgesetzt werden.
Channel driver will be passivated after start up.
Operator has to reset start up latch to activate the channel driver.
SWC_ACE P START UP
F_SWC_P ATEn SWC_QOS e
F_:Proce 5/1 Acknowle 10/1
1— EN_SWC ADR_OSPA ADR_SWC
IDENT '5TART_UP_LATCH'—|HOTE
1m— MEX TIME LKT Q
1—ACKE REQ
SWC_BO_STARTUP
F_SWC_BO e
F_:Proce 5/2
0—5 ouUT
0—R BKT VAL FDO_CH4
0 |cs vaL L 0B35
F -Fail- 6/3
= 5 CHRADDR PASS OUT
1&#0— CHADDE_R QBAD
= 5 CH_INF Q5IM
1630—CH_INF R VALUE
0—I QUALITY
F_START UP START UP_LATCH 0—{SIM I ACE_REQ
F_STRRT 0B3S F_SR_FF 0B35S 0— 5IM MOD
F :Colds 9/1 F :5R-Fl 9/2 0— SIM ON
COLDSTRT 5 Q PASS ON
R o 1—ACE_NEC
0— ACK REI

In this example, a flip-flop is set when the F-program is started up, which passivates the
output drivers. Once all the process conditions have been fulfilled, the operator can release
the F-output signals by resetting the flip-flop using the F-acknowledgment function.

As of S7 F Systems V6.2 with S7 F Systems Lib V1_3 SP2, you can control the restart of F /Os
via the ES/OS with "Safety Write Command++" ("SWC++") (F_SWC_BO and SWC_QOS). You

Compendium Part B - Process Safety (V9.1)
Operating Manual, 10/2022, A5E42576080-AB 157



Configuring the safety program

7.5 F startup and (re)start protection

can find additional information about using SWC_QOS in the section Fail-safe
acknowledgment (SWC_QOS) (Page 178).

Note

Additional options for programming a startup (and restart) protection and "Secure Write
Command++" in the manual "SIMATIC Industrial software S7 FIFH Systems - Configuring and
Programming” (https://support.industry.siemens.com/cs/ww/en/view/109802562).
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7.6 1/0 access via F channel driver blocks

7.6 1/0 access via F channel driver blocks

In S7 F systems, F signal modules are accessed via F channel driver blocks and not via the

process image. For this purpose, the following driver blocks are used in the program:

¢ Fchannel driver (e.g. F_CH_xx) for access to the input/output channels of F signal

modules.

One F-channel driver is required for every input or output channel used. Only one F-

channel driver is required for redundant channels.

In your safety program, F channel drivers provide the interface with a channel of an F

signal module and perform signal processing. F channel drivers vary depending on the F-

signal modules. They are placed and interconnected in the safety program by the user.

@F_(1) (&,1)\FAI6x15Bit_HAR 1
CHADDRIOE ADDRESS INPUT PROCESS DATR BYTE 06

"PT_111" EWS1E&
Reactor preasure 2 / Reaktordruck 2

01_Flant_A\Reactori\Acknowledgment\\F_ACK (A, 1)\ QUIT_OR,
QUT OUTEUT

BF_(1) (&, 2) \FDI24xDC24V 1
CHADDRIOO ADDRESS INPUT PROCESS DATA BYTE 00

BF_(1) (&, 2) \FDIZ4xDC24V 1
CHADDRIO3 ADDRESS INPUT PROCESS DATA BYTE 03

"E_STOE" El16.0
= Emergency button not pressed / Not-Stop nicht aktiw

BT_111_CH
F_CH AT 0B37
F_:Fail- 1572
CHRDDR PAS5 OUT [—
16#0— CHRDDR R QBAD —
VALUE Q5SIM—
20.0— VHRENGE QSUBS [—
0.0—VLRENGE Vi—
0— CH_F ON V_DRTR|—
0.0—CH F HL QUALITY [—
0.0—CH F LL V_MOD[—
0.0—5IM ¥V ACK REQ—
0— 5IM ON
20.0—SUBS_W
1— 5UBS_ON
0— EA5S5 ON
1— ACKE NEC
ACK BEI
E_STOP_CH
F_CH DI 0B37
F_:Fail- 15/3
CHRDDR PAS5 OUT [—
16#0— CHRDDR R QBAD —
CH _INF Q5SIM—
16#0—CH _INF R 5]
VALUE QN —
0—5IM I Q_DRTR—
0— 5IM ON QUALITY [—
0— EA5S5 ON Q_MOD—
1— ACKE NEC ACK REQ—
ACK BEI
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7.7 Passivation and reintegration of input/output channels

e The CFC compiler creates and interconnects one F-module driver per module for PROFIsafe

communication purposes.

Note

When changing the address of an F_CH_AIl channel driver block via delta download, read

the following FAQ: "What do you have to consider if you want to transfer an address

change to an F_CH_Al channel driver module via a delta download?"

(https://support.industry.siemens.com/cs/ww/en/view/109756529)

7.7 Passivation and reintegration of input/output channels

7.7.1 Passivation - general

Passivation means that in the event of an error, one or a number of channels on an F signal

module are switched to a safe state. In the event of a channel error (a faulty sensor, for

example), only the affected channel is passivated.

In the event of a module error (a communication error, for example), all channels on the fail-

safe I/O module are passivated.

If an F signal module detects an error, it switches the affected channel or all of its channels to

the safe state; in other words, the channels on this module are passivated. The fail-safe F

signal module sends a message to the F channel driver and the PCS 7 OS to indicate that it

has detected an error.

160

1650

o—
o—
1

GI_100_CH

F_CH_I.jI CE3T|
F :Fail— 12/5
CHADDR BA33_OUT
CHADDE, R QBAD
CH INE QIIM
CH_IKE R Q
VALUE on
SIM I 2 DATA
5IM ON QUALITY
PAZS ON R _MCD
ACE_KEC ACE_REQ
LCF. REI

—1

160

PA33_OUT = 1 & QBAD = 1
Eanal oder Baugruppenfehlexr

Channel or module failure

Ack Reg Orl
Or0E
Quittier

Inl
0— In2
In3
Ing
In5
0— InE
In7
0—{InA
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See also

7.7.2

7.7 Passivation and reintegration of input/output channels

The PASS_ON input can also be used to activate and deactivate the passivation of a channel
in the safety program, e.g. by using a specific condition in the program sequence or restart
protection.

When output channels are passivated, the outputs are de-energized (set to a zero-current or
zero-voltage state). The F channel driver of a passivated digital output channel issues a
substitute value with the quality code (QUALITY) 16#48 and the QBAD output is setto 1.

When input channels are passivated, substitute values are forwarded to the safety program,
regardless of the actual process signal.

The F channel driver of a passivated digital input channel outputs substitute value 0 with
quality code (QUALITY) 16#48 and the QBAD output is set to 1. In accordance with the
parameter assignment at the SUBS_ON input, the F channel driver of an analog input channel
will output either a substitute value with quality code (QUALITY) 16#48 or the last valid value
with quality code (QUALITY) 16#44. The QBAD output is also set to 1 and, if a substitute value
is output, the QSUBS outputis setto 1.

F startup and (re)start protection (Page 156)

Group passivation

If, during passivation of an F-1/O or a channel of an F-1/O, you wish to activate passivation of
other F-1/0s, you can use the PASS_OUT output/PASS_ON input to perform group passivation
of related F-1/Os.

Group passivation via PASS_OUT/PASS_ON can be used, for example, to force the
simultaneous re-integration of all F 1/Os after the S7 F system starts.
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7.7 Passivation and reintegration of input/output channels

CH_DI_001
F CH DI
F_:Fail-

To enable group passivation, you must link all PASS_OUT outputs of the F-channel drivers in
this group with F_OR4 F-blocks, and interconnect the OUT output result of F_OR4 with all
PASS_ON inputs of the F-channel drivers in this group.

CH_DI_003
F_CH DI
F_:Fail-

moL b

162

W

K REI
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7.7 Passivation and reintegration of input/output channels

7.7.3 Reintegration following elimination of errors
Reintegration means:

« Valid process values start to be output again at the output channels of the fail-safe output
modules.

* The F-channel drivers associated with the fail-safe input modules resume the forwarding
of valid process values to the safety program.

* Once a channel error has been eliminated, a channel on a fail-safe module can be
reintegrated automatically or following user acknowledgment. You can use the ACK_NEC
input of an F-channel driver to specify whether or not user acknowledgment is required:

— Value 0: Automatic reintegration without user acknowledgment

— Value 1: Prompt for user acknowledgment for reintegration following error elimination

E STOP CH -2 .
F CH DI Abn_KEL =
F_:Fail- e ]
= Quittieranforderung nach gegangenem Kanalfehler (ACK_REQ = 1)
CHADDR BASS OUT—
16#0— CHADDR_R QBAD [— Acknowledge request after channel failure is gone (RCK_REQ = 1)
CH_INF QSIMI—
1640 —CH_INF_R Q=
VALUE Qi
0—5IM I Q DARTA—
0— 5IM_OH QUALITY
0—|BASS_ oW Q MoDI—
1—|ACK_REC ACE_REQ
ACH REI

If passivation was triggered by setting PASS_ON = 1, user acknowledgment will not be
required for reintegration.

Note

The ACK_NEC input can only be set to O if the process permits automatic reintegration from a
safety-related point of view.
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7.7.4

7.7.5

164

Automatic reintegration on channel error

If the ACK_NEC input is not set and once a channel error has been corrected, the affected
channel is reintegrated automatically (depassivated) as follows:

e With input modules - immediately

e With output modules - within a matter of minutes (due to required test signal injections,
after 2 successful test cycles).

Note

User acknowledgment is always required for reintegration following module errors (ACK_REQ
output set), even if ACK_NEC has not been set. An interconnection of the ACK_REIl input with
an automatically generated signal is not permitted.

Programming reintegration following module errors or channel errors
requiring acknowledgment

A value of 1 at the ACK_REQ output of the F-channel driver indicates that the error has been
eliminated and user acknowledgment for reintegration is possible.

When the ACK_NEC input is set, reintegration of the input or output channel is only
performed a positive edge at the ACK_REl input of the F-channel driver.
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7.7 Passivation and reintegration of input/output channels

Options for user acknowledgment
¢ An acknowledgment button is connected to a fail-safe digital input module

¢ Manual input from an ES or a local operator station via SWC_QOS

.........................................

Note

The figure is available in its original size as appendix to the manual in the ZIP download of the
checklists.

If you use an acknowledgment button for user acknowledgment, in the event of a module
error on the F-signal module group to which the acknowledgment button has been
connected, you will no longer be able to trigger acknowledgment to reintegrate this F-signal
module group. An additional acknowledgment option must be provided for this module
group, for example: with a "SWC_QOS" block.

Note

Automatic user acknowledgment is generally not permitted!

Note

You can find additional information about programming fail-safe acknowledgment with
"Secure Write Command++" in the manual "SIMATIC Industrial software S7 FIFH Systems -
Configuring and Programming
(https:/Isupport.industry.siemens.com/cs/ww/en/view/109802562)".
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7.8 Compiling the F-program

7.8

7.8.1

166

Compiling the F-program

If an S7 program contains charts with F blocks, these will be compiled when the CFC charts
are compiled. Measures for eliminating errors will also be expanded and additional safety-
relevant checks carried out.

Password protection for safety-related functions and settings

A password protects the fail-safe program and the parameters of the F-modules against
unauthorized changes. The password is requested when accessing fail-safe parts of the
system, e.g. when editing a fail-safe CFC, when compiling changes in the safety program or
when opening the properties of a fail-safe module in the hardware configuration.

As of S7 F Systems V6.2, you can use a more secure password by activating the "Increased
password security" option box; this must comply with the "Conditions for a secure password":

e Password length: minimum 8, maximum 32 characters

e At least one capital letter of the Latin alphabet (A - Z); also diacritical characters (umlauts
and letters with accents)

* Atleast one lowercase letter of the Latin alphabet (a- z); also "B" and diacritical characters
(umlauts and letters with accents)

* Atleast one digit (0-9)

¢ At least one of the following special characters:
~1@#$% A& _-+="\O{}[]:;""<>,.2]

Note

The use of the "Increased password security” option in the "Create password for safety
program” dialog is recommended.

This option is activated by default as of S7 F Systems V6.3. When using Safety Matrix with
version V6.2.2 or earlier, the option "Increased password safety" must not be activated.

If the password is entered, it remains valid for one hour. If you have finished your work, reset
the password's period of validity.

To do this, in the SIMATIC Manager select the CPU that contains the safety program and use
the "Options > Edit Safety Program" menu command to open the relevant dialog.

There you can find the "Password" button that opens the "Create Password for Safety
Program" window. The "Clear" button sets the validity period to "0".
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You also have the option of changing the password.

Create password for safety program

x|

Target spstem: CPU 410-5H

Proaram narne:

ASOSCPU 410-8H8S 7 Program(2]

0ld paszword I

Mews pazzword ||

Reenter pazsword I

Increazed password security [

— ACCESs pEMMISsian

Remaining walidity [in minutes]:

I 47 Lagout |

Cancel | Help

7.8 Compiling the F-program

If a standard user program and a fail-safe program are running in one CPU, changes to the

standard part can be compiled without the need to enter the F-password. This assumes that

no changes have been made to the safety program.
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7.8 Compiling the F-program

7.8.2 Parameterizing the maximum F cycle monitoring time

The F-CPU runs F-cycle time monitoring for every cyclic interrupt OB containing F-runtime
groups. The first time the F-program is compiled, for each cyclic interrupt OB which contains
an F-program you will be prompted to enter a value for the maximum cycle time (MAX_CYC)
that may elapse between two calls of this cyclic interrupt OB.

x

Compilation

[

Cancel |
Enter a value x|

Enter a walue for Ma=_Cv'C [in me) for Tazk OB37

Current walue: Oms

[000 Help | ok |

The default for the maximum F-cycle time is 3,000 milliseconds.

Check whether this setting is suitable for your process. Change the default if necessary.

Note

You can change the default value at the MAX_CYC input of the F_CYC_CO block in chart
@F_CycCo-OB3x whenever you wish.

You can find information about setting the F-monitoring time and response times in section
"Monitoring times and system response times (Page 195)".
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7.8.3

Compiling the S7 program

7.8 Compiling the F-program

During compilation, the S7 program is automatically expanded to include diagnostics drivers

(contained in the @ system charts) and F-specific parts.

F system blocks are stored in @F_xxxx charts.

E® KOMP_V81_MP_B (Component view) -- D:\Project\MuellerD\Komp_V81\KOMP.

KOMP_W81_MP_B

[
[

KOMF_vE100_CPUS

E-E8 CPUM0F

=- [ CPU 4108H

| E-E7 S7Basiz

(B Sources-Buelen
€8 Blocks-Bausteine
Charts-Flaere
g Matrizen

CP 4431

CP 4435 Ext

il F_TvPICAL

-l CPU410FH

=8 ESA0

- [ winCs Appl
LGFR 0S50

£

f-{_7] Shared Declarations

i KOMP_vaT00_Lib

Object name Yerzion | PH Assignment | Tupe
@) 0.0001 CFC
BEa2) 0,000 CFC
@3] 0.0001 CFC
B@) 0,000 CFC
& @5 0.0001 CFC
B @) 0.0001 CFC
Bar 0,000 CFC
B 0.0001 CFC
[ @CPU_RT 0.0001 CFC
BEhaEF_ 1) 0.0001 CFC
(Bl @F_CycCo0B37 0.0001 CFC
[ @F_Dbinitt 0.0001 CFC
[y @F_Inid 0.0001 CFC
[Eh @F_RitgDiag! 0.0001 CFC
(Bl @F_RtgDiag? 0.0001 CFC
Y @F_ShutDn 0.0001 CFC
[Eh@F_TestMade 0.0001 CFC
Y @FMatrices 0.0001 CFC
[ @Ps,_CPU 0.0007 CFC

Note

Placements, interconnections, and parameter assignments for F-system blocks completed

automatically during the compilation process must not be changed.

You must not change or delete F blocks in the block container.

The CFC compiler also automatically places F system blocks needed for the operation of the

safety program in runtime groups. The names of these runtime groups begin with "@F "
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7.8 Compiling the F-program

D&% b @ |[I w5 e § oo =% X |E B Zaa|asmw|

Tl 0836 [Cyclic interrupts] (50 ms) _~| | Contents of '0B37Y | Type | Pos | I.. | Sampin...| Comment
[=}-J3 ©OB37 [Cydicinterrupt7] (300 ms) i ecPuRT@CPURT  CPURT 1f- 300ms  CPUPerformance Block
— f}F @cru RTV@CPU RT J @F_shutDn_37 Runtime group 2/ - 300ms  inserted by FTool
=) 4] @F Shutdn_37 (300 ms) J51 @F _shutn Runtime group 3 /- 300ms  inserted by FTool
- — 1 eF_shutbnor_oe37 (Bl @F _Cycco-0837 Runtime group 4/ - 00ms  inserted by FTool
ﬂ @F_Shuthn\@F_CycCo-0B3_225 ﬁ @F _TestMode Runtime group 5/- 300 ms inserted by FTool
O @F shuon\er_ouT 37.0_164 (8 eF v 370 Runtme oroup 6 | - W00ms  F_Tool internal

i fF @F_shutDn\@F_OUT_37_0_116 (3 _m Runtme growp 7/ - 100 me

I': QI g jﬁiiﬂhuggﬁ:fesmwe Ll F_ack Runtme group B /- 300 ms
F VL o Shunn¥_SHUTON [Edl F_sTarT Runtime group 9/ - 300 ms
E53-[B ©F CycCo-0B37 (300 me) Ll sFc_ws_F Runtime group 10/ - 300 ms
4 @F_cycco-0837F_cvC_c0-0837 Errior Runtime group 11/~ 300 ms
ﬁ. @F_CycCo-0B37\F_TEST m PT_112 113 F Runtime group 2/- 300 ms
. ff @F _CycCo-OB37F_TESTC 8l a1 F Runtime group 13/~ 300 ms
[=-fEll ©F TestMode (300 ms) LEdl v 104 F Runtime group 14/ - 300 ms
T @F_TestMode\F_TESTM ﬁ AB_SEND_F Runtime group 15/ - 300 ms
m @F _IN_37 0 (300 ms) @ SafetyMatrix37 Runtime group 16 - 300 ms Safety Matrix
LER INV_NUM (300 ms) I8 eF_out 370 Runtime group 17/ - W00ms  F_Tool_internal
ﬁ F_ACK (300 ms) ﬁ @F_IN_37_1 Runtime group Bsf- 300 ms F_Tool_internal
LE# F_START (300 ms) [Ell 26 _reC_F Runtime group 19/ - 300 ms
L SFC_109F (300 ms) JH eF_our 371 Runtme group 20/ - 00ms  F_Tool_internal
L& PT_110_F (300 ms) J3 @F _pbinit1 Runtme group  21/- ?  300ms  inserted by FTool
LB PT_112 113 F (300 ms) J eF_our_s_os37 Runtme group 22 - 300ms  inserted by FTool
@ ALF (300 ms) Brll m_SafetyMatrix37 Runtime group 23/ - 300 ms Safety Matrix

LR HS104_F (300 ms)

LB AB_SEND_F (300 ms)

[HE SafetyMatrix37 (300 ms)
LB @F_0UT_37_0 (300ms)
LB @F_IN_37_1 (300 ms)
LBl AB_REC_F (300 ms)

LB @F_0UT_37_1 (300 ms)
,LI @F_DbIritl (300 ms)

JE5 ©F_OUT_S_0B37 (300 ms)
-JE3 m_SafetyMatrix37 (300 ms)
OB38 [Cydicinterrupt8] (10 ms)

EHEEEEEEEEEEEEEEEEesE

Note

The CFC charts and runtime groups with fail-safe blocks appear in yellow and are marked "F"
to distinguish them from standard charts.
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7.9 Safety mode and downloading the safety program

Safety mode of the safety program in the F-CPU can be temporarily deactivated and
reactivated. This enables you to make changes to the safety program in RUN mode.

7.9.1 Information on safety mode

The safety mode of the safety program in the F-CPU is automatically activated after startup. In
safety mode, all functions present in the system for system error detection and for the fail-
safe user program are activated. In this state, it is not possible to change the safety program
during operation (RUN). To perform online changes of fail-safe parameters from "CFC Online"
or to load changes into the fail-safe program, some of the diagnostic functions must be
switched off. This is done by disabling safety mode before the changes are performed or
loaded online. Before disabling safety mode, it must be ensured that the process is in a non-
critical state and is being monitored by an operator during this time (monitored operation). In
order to be able to load program changes with disabled safety mode, the parts of the
monitoring that would detect changes to the software and trigger an F-STOP are switched
off. "Random hardware faults" continue to be detected and the diagnostics for the modules
remain active. The safety program continues to be executed, so that a "request" from the field
leads to the activation of the safety function. Once the changes have been made, or at the
end of the download process, safety mode must be reactivated immediately. Additional
required measures may result from the risk analysis.

7.9.2 Deactivating safety mode

Safety mode can be deactivated/activated if a relevant system prompt appears, or from the
SIMATIC Manager. To do this, select the CPU that contains the safety program and use the
"Options > Edit Safety Program" menu command to open the relevant window.

The field underneath the "Safety Mode..." button shows you whether safety mode is
"activated" or "deactivated". If the safety program does not match the safety program in the F-
CPU or communication with the F-CPU has failed, "unknown" will appear here.

If there is a connection between the engineering station and the CPU, the current status of
the safety program is displayed and can be changed using the "Safety Mode..." button. An
additional prompt appears before the status is changed.

The safety mode status is entered in the CPU diagnostics buffer and reported on the OS, and
can be checked in chart @F_Shutdn at the SAFE_M output of the F_SHUTDN block.
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Preconditions for deactivating safety mode

Procedure

172

¢ The CPU must be in the RUN state (mode switch in RUN or RUN-P).

¢ Safety mode must be activated.

1. Select the CPU or its S7 program in the SIMATIC Manager.

2. Select the menu command "Options > Edit Safety Program".

Safety program - KOMP_¥&100

 Orline Rack:

& Dffline

Current cornpilation:
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3. Click the "Safety mode" button and (if applicable) enter the password for the safety

program.

. Confirm the deactivation of the safety mode.

Note

The F_SHUTDN block generates a message when safety mode is activated/deactivated.

The parameter for the message repetition time is assigned at the F_ SHUTDN block in chart
@F_ShutDn.
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Please note the following when deactivating safety mode

Manual intervention in the safety mode of fail-safe systems requires particular care and
attention.

¢ Any changes must be made in accordance with current change management guidelines.

¢ Aninfluence analysis must be carried out on any changes to be made to the active
process.

¢ If changes are made, the influence on the system behavior must always be analyzed
(program run time, etc.) before the program is imported into the running system.
Following this, a final function test of all systems affected by the changes (validation)
must take place.

¢ The appropriate procedures for approval must be put in place before safety mode can be
deactivated.
Notification of the plant personnel in charge, deactivation of safety mode, change
downloading (delta downloading), and, finally, activation of safety mode must be
accompanied by the relevant documentation.

¢ This documentation will then include the results of the change comparison and its
analysis, the log of the relevant function test, and the updated hardware and software
documents, together with modified signatures.

Note

Note the section "Tracking changes in the safety program (Page 253)".

While safety mode is deactivated, we highly recommend operating the plant with a high level
of supervision by the operating personnel. The measures required for this purpose are
derived from the influence analysis. This is urgently recommended due to the concluding
safety validation before a program change.

Safety mode should be reactivated as soon as the changes have been performed.
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7.9.3 Activating safety mode

Following a download of changes, you will need to reactivate safety mode in order to ensure
secure execution of the the safety program.

Procedure
1. Select the CPU or its S7 program in the SIMATIC Manager.
2. Select the menu command "Options > Edit Safety Program"”.
3. Click the "Safety mode" button.

4. Confirm activation of the safety mode.

Note

If, when safety mode is deactivated, the safety program detects a safety-related error, it will
disable the option to activate safety mode. A corresponding message will appear indicating
how you can rectify the problem.
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7.9.4 Downloading the safety program

After compilation, you can download the program. Depending on whether safety mode is
activated or deactivated, you can download program changes as follows:

Download AS in STOP AS in RUN AS in RUN
Single/H-system Safety mode active Safety mode inactive
... of the entire program Possible/Possible Not possible Not possible
... of changes in the standard Possible/Not possible Possible Possible
program
... of changes in the safety pro- | Possible/Not possible Not possible Possible
gram
Requirements

¢ The station's hardware configuration data has been downloaded to the CPU.
¢ The user program has been compiled without errors.
* You have access rights to the CPU.

¢ There is an online connection between the CPU and your ES.

Rules for downloading

¢ Prior to loading the safety program, perform a consistency test. The signature in the
program information section and in the footer of the safety printout must be the same.

e Empty F-runtime groups may arise when deleting safety functions. Delete these prior to
compilation. To do this with PCS 7 V7.0 and higher, perform the following operation in
the CFC editor: "Edit > Delete Empty Runtime Groups".

¢ You can only download the safety program from the CFC editor or the SIMATIC Manager
via the chart folder.

¢ Once you have downloaded an acceptance-tested safety program, you will need to check
the collective signature in the same way as during acceptance testing.
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Procedure

See also

176

To download the safety program, select the menu command "CPU > Download > Entire
program" in the CFC editor. This will set the F CPU to STOP.

To download changes made to the safety program, select the menu command "CPU >
Download > Changes" in the CFC editor. Depending on the CFC editor version you are
working with, you may need to deactivate safety mode in the SIMATIC Manager before this
process takes place and reactivate it afterwards. Alternatively, a prompt may be issued in CFC
offering you the option of deactivating safety mode directly and reactivating it after
downloading has taken place.

Note

Before the safety program is downloaded you will be prompted to enter the CPU password if
changes are detected in the fail-safe part of the program.

Once you have downloaded the program to the CPU, you will need to compare this program's
collective signature with the collective signature in the acceptance-tested printout. With high-
availability F-systems, you have to run this comparison for both CPUs.

Tracking changes in the safety program (Page 253)
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7.10 Operating and changing safety-related parameters on a PCS 7 OS

Changes to fail-safe parameters of a PCS 7 OS can be made using the following functions:

Secure Write Command++ (SWC++)

The "Secure Write Command++" (SWC++) function enables safety-related changes to be

made to F parameters in the safety program of an F CPU via an operator station (OS).

Various functions are possible with SWC. Each function consists of several blocks in AS and

a faceplate in APL style on the OS and:

SWC_QOS function for acknowledgment
The function reports an acknowledgment request as an operator prompt. After
successful operation, an acknowledgment pulse is generated.

SWC_CHG fnction for changing an F Bool or F Real value
A corresponding F parameter can be changed in the safety program depending on
whether an F_SWC_CB or F_SWC_CR block is used in the function.

SWC_MOS Maintenance Override Switch

This function is suited for maintenance work. It can be used, for example, to switch up
to 3 channel drivers from one faceplate into simulation mode and to set a common
simulation value. The duration of the simulation can be limited in time and the output
value (process value/simulation value) and the value of the module can be displayed by
each channel driver for control purposes.

Safety Matrix

Additional software for configuring safety functions that supports various operating

options such as maintenance, bypass or reset for each cause and effect.

Note

The following functions are recommended for changing fail-safe parameters from a PCS 7 OS:

Fail-safe acknowledgment (SWC_QOS)

Change process values (SWC_CHG)
Maintenance Override Switch (SWC_MOS)
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7.10.1 Fail-safe acknowledgment (SWC_QOS)

Introduction

From within the OS, you have the option of re-integrating F I/Os via the "fail-safe
acknowledgment" function.

Note

As of S7 F Systems V6.2 with S7 F Systems Lib V1_3 SP2, you can control the re-integration of
F I/Os via ES/IOS with "SWC++".

The function for "fail-safe acknowledgment" consists of several blocks:
e Three F components, which you integrate into the CFCs of your safety program:
— F_SWC_P: Central control of operation via the OS
— F_SWC_BO: Processing of an F_BOOL data type parameter for operation via the OS
— SWC_QOS: Interface for displaying the "Fail-safe acknowledgment" function on the OS.

* A faceplate that you can integrate into your OS.

Transaction for "Fail-safe acknowledgment"

With "Fail-safe acknowledgment”, you can re-integrate F channel drivers into the safety
program of an F CPU if you execute a specific operating sequence on the OS within a
specified time.

Operator types for "Fail-safe acknowledgment"

A transaction can only be performed by an individual operator who initiates, checks, and
confirms the change. However, one transaction can be performed by two operators. The first
operator initiates the change (initiator) and the second re-enters, checks, and confirms the
value (confirmer).

Operator control permissions are set in the faceplate properties. The connection IDs are
generated by the system automatically. In this process, the system uses the "CPU Plant
Designation" property or the "IDENT" input of the "F_SWC_P" block. If you assign a plant
designation in the general properties of the CPU in HW Config, there is no need to assign a
parameter for the "IDENT" input of the "F_SWC_P" block. If you place several F_SWC_P
protocol blocks for each shutdown group so that several simultaneous operations are
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possible from the OS, then connect the ADR_OSPA output of F_ SWC P to the ADR_SWC input
of the "SWC_QOS" faceplate.

Note

As of S7 F Systems V6.2 with S7 F Systems Lib V1_3 SP2, it is possible to place several
protocol blocks for each shutdown group and thus enable several simultaneous operations
from the OS.

With the "Fail-safe acknowledgment" function, the OS can generated fail-safe pulses in the F
program of the automation system. For the F parameters, there is a block ("F_SWC BO") in
the AS at which the assigned signal is available. The fail-safe output of the block is used in the
safety program and the standard output for visualization of the current value is
interconnected to the "SWC_QOS" block .

Connect the "AKT_VAL" output on the "F_SWC_ BO" block to the "AKT_Q" input on the
"SWC_QOS" block for "fail-safe acknowledgment" from the OS.

Connect the "OUT" output on the F block "F_SWC_BO" to the inputs ACK_REI of the F blocks
which are to be re-integrated from the OS by the "fail-safe acknowledgment".

Connect the "ACK_REQ" output of the fail-safe channel driver devices to the "ACK_REQ" input
on the "SWC_QOS" device for the "fail-safe acknowledgment" from the OS.

Note

One "SWC_QOS" must be placed for each operator function and inserted into the plant
hierarchy...

Function-related names are to be assigned to the "SWC_QOS" blocks. The names are
displayed in the faceplate and simplify identifying the function.

An"F_SWC_P" block is necessary for each shutdown group. It implements a special safety
protocol and monitors the required operator sequence from the OS. With the "EN_SWC" input
of the block, the operation of all transactions in a shutdown group can be enabled ("1") or
disabled ("0"). When the operation is locked, all activated signals are reset. At the
"MAX_TIME" input, the maximum time for the sequence of operations is set on the OS. If a
plant designation was assigned in the properties of the CPU, the "IDENT" input does not have
to be configured.
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Example

The following figure shows by way of example how fail-safe acknowledgment of F I/Os can be
implemented with the "F_SWC_P", "F_SWC_BO" and "SWC_QOS" blocks:

ACE_CH_DO
SUE_Q0%
hekpowle

—L

OF_[1]{A,1)\FDOLODC24Y_2A_1|
CHADDROO0  ADDRESS OUTFUT FROCESS DATA BYTE 040

OF_{1){A,1)\FOOLONDC24Y_2A_1|
CHADDRIOD ADDREES INPUT FROCESS DATA BYTE 00
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The faceplate for re-integration is shown here.

& Acknowledgement/ACK_CH_DO

This implementation in the CFC allows the operator to initiate "fail-safe acknowledgment".

P\cknowledgementfrom 0s e
BEEC N mm )

X
50

0

Identifier |

sl

Acknowledge Override
Tag name

Request Acknowledge

| true |

SWC_BO_ACK

Time remaining: 555

Operation was verified and can be activated!

Cancel
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7.10.2 Change process values (SWC_CHG)

Introduction

The "Change process values" function offers you the possibility to change F parameters in the
safety program of the OS.

For the "Change process values" function S7 F Systems:
¢ Four F blocks, which you integrate into the CFC charts in your safety program:
— F_SWC _P: Central control of operation via the OS

— F_SWC_CB: Processing of an F_BOOL data type parameter for operation via the OS

F_SWC_CR: Processing of an F_REAL data type parameter for operation via the OS
— SWC_CHG: Interface for displaying the "Process value change" function on the OS.

¢ Associated faceplates, which you integrate into your OS.

Transaction for "Change process values"

With the "Change process values" function, you can change F parameters in the safety
program of an F CPU if you perform a specific operating sequence on the OS within a
specified time. The entire change operation is referred to as a "transaction".

Operator types for "Change process values"

A transaction can only be performed by an individual operator who initiates, checks, and
confirms the change. However, one transaction can be performed by two operators. The first
operator initiates the change (initiator) and the second re-enters, checks, and confirms the
value (confirmer).

Operator control permissions are set in the faceplate properties. The connection IDs are
generated by the system automatically. In this process, the system uses the "CPU Plant
Designation" property or the "IDENT" input of the "F_SWC_P" block. If you assign a plant
designation in the general properties of the CPU in HW Config, there is no need to assign a
parameter for the "IDENT" input of the "F_SWC_P" block. If you place several F_ SWC_P
protocol blocks for each shutdown group so that several simultaneous operations are
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possible from the OS, then connect the ADR_OSPA output of F_ SWC_P to the ADR_SWC input
of the corresponding SWC_CHG faceplate.

Note

As of S7 F Systems V6.2 with S7 F Systems Lib V1_3 SP2, it is possible to place several
protocol blocks for each shutdown group and thus enable several simultaneous operations
from the OS.

With the "Change process values” function, a BOOL value can be switched on/off by the OS or
a REAL value can be specified. For each F parameter, there is a block ("F_SWC_CB",
"F_SWC_CR") in the AS at which the assigned signal is available. The fail-safe output of the
block is used in the safety program and the standard output is connected to the "SWC_CHG"
block to visualize the current value.

Connect the "AKT_VAL" output on the "F_SWC_CB" block to the "AKT_V_B" input on the
"SWC_CHG" block for changing a BOOL value.

Connect the "AKT_VAL" output on the "F_SWC_CR" block to the "SWC_CHG" block AKT_V_R
input for changing a REAL value.

The changed process value is available for further processing in the safety program at the
"OUT" output of the "F_SWC_CB" and "F_SWC_CR" F devices.

Note

One "SWC_CHG" must be placed for each operator function and inserted into the plant
hierarchy.
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Function-related names are to be assigned to the "SWC_CHG" blocks. The names are

displayed in the faceplate and simplify identifying the function.

An "F_SWC_P" block is necessary for each shutdown group. It implements a special safety

protocol and monitors the required operator sequence from the OS. With the "EN_SWC" input

of the block, the operation of all transactions in a shutdown group can be enabled ("1") or

disabled ("0"). When the operation is locked, all activated signals are reset. At the

"MAX_TIME" input, the maximum time for the sequence of operations is set on the OS. If a

plant designation was assigned in the properties of the CPU, the "IDENT" input does not have

to be configured.

Example

The following figure shows how an F parameter of type BOOL and REAL can be changed in
the AS:
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This implementation in the CFC allows the operator to specify the process values. The

faceplate for changing a REAL value is shown here.

4 SDW_SWC/SWC_CHG_R_D1

L

|_F'rocessing of 1 Parameter BooliReal e
EREEE - m—— 1

5lE||x

Identifier | sIs|
Change Value
Tag name Current Value Hew Value
SWC_R_01 | 2075°C | c

Command successfully completed

7.10.3 Maintenance Override Switch (SWC_MOS)

Maintenance Override gives you the option to set bypasses in the safety program from the OS
as well as the safety-oriented changing of F-parameters in the safety program of an F-CPU

from an OS.

A special safety protocol is used to make changes to F-parameters in safety mode. This meets
Safety Integrity Level requirements up to SIL3 in accordance with IEC 61508.

S7 F-systems offers the following for MOS:

* Four F-blocks, which you integrate into the CFC charts in your safety program:

F_SWC_P: Central control of operation via the OS
F_SWC _BO: Processing of an F_BOOL data type parameter for operation via the OS
F_SWC_R: Processing of an F_REAL data type parameter for operation via the OS

SWC_MOS: Interface for the display of the MOS function on the OS.

e Atemplate for the temporal limitation of the change (SWC_TR)

* Associated faceplates, which you integrate into your OS.
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Transaction for MOS

You can use MOS to modify an F-parameter in the safety program of an F-CPU if you perform
a specific sequence of operations on the OS within a specified period of time. The entire
change operation is known as a "transaction".

Operator types for MOS

A transaction can only be performed by an individual operator who initiates, checks, and
confirms the change. However, one transaction can be performed by two operators. The first
operator initiates the change (initiator) and the second re-enters, checks, and confirms the

value (confirmer).

Operator control permissions are set in the faceplate properties. The connection IDs are
generated by the system automatically. In this process, the system uses the "CPU Plant
Designation” property or the "IDENT" input of the "F_SWC_P" block. If you assign a plant
designation in the general properties of the CPU in HW Config, there is no need to assign a
parameter for the "IDENT" input of the "F_SWC_P" block.

Properties - COPFU 410-5H - (RD/S3)

Time-of-Day Intemupts | Cyclic Intesnupts | Diagnastics/Clock | Protection | H Parameters
Gonedd | Stamup | Cyche/Clock Memory | ReterdiveMemors | Memoy | Intemupts

Sheoit Descaption CPU 41054

A SWC_MOS,/SIM_F-Kanal_R

?lambenanoe Override iﬂﬁ‘, | 53'?

Al

ail-toderant & Fad-zafe capabity. controlie for all pectors of the process . Identifier _______Q Sﬂﬂ
e of e PLS 7 Topcat 110 48M ey oo e —
time of the M0 ineg
memesy: 1'DP, PN and 2 sot ot yric moddes: PROFINET IO | Maintenance Override
Oider Mo/ femwere:  GEST 410.5HXI9.04B0 / VA1, bl Bypass V.MOD
Hame [Fusomn SIM_ON_CH02 1881460 1881469
T = SIM_OM_CH03 | 3990074 [ on || 3999074
st | SIM_ON_CHO4 3999974
Fail-safe value [_ q' : 10 _]
Coammrt Resel lime ' 2n
E Time remaining: 525
b | Operation was verified and can be activated!
| Confim |
ot | e
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Using the MOS function, up to three BOOL values from the OS can be activated or deactivated
and a further BOOL or REAL value can be entered. For each value there is a block
("F_SWC_BO", "F_SWC_R") in the AS to which the assigned signal is available. The fail-safe
output of the block is used in the safety program and the standard output for visualization of
the current value is interconnected to the "SWC_MOS" block . The "F_SWC_BO" blocks have an
input for setting and an input for resetting values, whereby the output value can also be
controlled by the safety program. For each of these three BOOL values, a further two BOOL or
REAL values for the display can be interconnected to the "SWC_MOS2" block (inputs:
"VMOD_BxB", "Q_BxB" or "VMOD_BxR", "V_BxR"). Function-related names should be assigned
to the "F_SWC BO" blocks. The names are displayed in the faceplate and simplify identifying
the function.

The additional BOOL or REAL value is interconnected to the "AKT_V_B" or "AKT _V_R" input of
the "SWC_MOS" block.

At the "MODE" input of the "SWC_MOS" block, it is determined whether all three BOOL values
can be activated at the same time ("Norestrictions"), or if just one ("MutualExcIBypass") BOOL
value can be activated in each case.

The maximum activation period for the three BOOL values can be limited by using the
"SWC_TR" template. After placing the template and connecting the "AKT_TR" output with the
"AKT_TR" input of the "SWC_MOS" block, the further connections are established
automatically during compilation. The time can be triggered again from the OS before it
expires. Through configuring the "T_WARN" input to the "SWC_MOS" block, an alarm is
generated prior to the maximum time elapsing.

An"F_SWC_P" block is necessary for each shutdown group. It implements a special safety
protocol and monitors the required operator sequence from the OS. With the block's
"EN_SWC" input, the operation of all MOS functions in a shutdown group can be enabled ("1")
or blocked ("0"). When the operation is locked, all activated signals are reset. At the
"MAX_TIME" input, the maximum time for the sequence of operations is set on the OS. If a
plant designation was assigned in the properties of the CPU, the "IDENT" input does not have
to be configured.
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Example

The figure below shows an example of a temporally restricted maintenance function that is,
for example, required for a cyclic proof test at a fail-safe analog input and an error
acknowledgment:
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Note

The figure is available in its original size as appendix to the manual in the ZIP download of the
checklists.

The CFC chart in this example shows how a REAL value is entered as a simulation value for an
"F_CH_AI" block with the MOS function. The first BOOL value is used for the switchover of the
"F_CH_AI" block in "Simulation" mode. First enter an appropriate simulation value. With the
second BOOL value a fault at the channel driver is acknowledged.

Compendium Part B - Process Safety (V9.1)
Operating Manual, 10/2022, A5E42576080-AB 187



Configuring the safety program

7.10 Operating and changing safety-related parameters on a PCS 7 OS

188

Both BOOL values are reset after 4h.

4 SWC_MOS/SIM_F-Kanal R x|

|Maintenance Owverride Switch

SRR e mm -

<

a | [

Identifier | sis|
Maintenance Override
Tag name Value Bypass V_MOD
SIM_ON_CH02
SIM_ON_CH03 _on || 3000074
SIM_ON_CH04 3,099974

Fail-safe value

10 |

Reset time

Canfirm

Operation was venfied and can be activated!

Time remaining: 52s
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7.10.4 Migration from a "Safety Data Write"/F_QUITES configuration to the "Secure
Write Command" configuration (SWC)

Introduction

The "S7 F Systems Migration Tool" can be used to migrate existing projects with
configurations for "Safety Data Write" (SDW) and fail-safe acknowledgment via the
"F_QUITES" block in configurations with "Secure Write Command" (SWC).

¢ During migration, blocks of types "F_CHG_BO", "F_CHG_R" and "F_QUITES" are
automatically replaced by their corresponding SWC solutions.

¢ The migration affects the signature of the safety program. Therefore, acceptance of
changes to the plant is also required.

The tool is available as "S7FMigrationTool.exe" in a zip file. You can find the file on the
installation CD in the "Options\S7FMigrationTool" directory.

Example for migration of an F_QUITES configuration

The starting point for using the "S7 F Systems Migration Tool" is fail-safe acknowledgment via
the "F_QUITES" block.

FDO_CHO
F_CH_DOD 0B35S
F_:Fail- 977
16§0=—| CHADDR. PASS_0UT |—
16§0—| CHADDER_R OBAD |—
16#0— CH_INF Q5IM|—
16§0—CH_INF R VALUE
o0—1I QUALITY |-
0—{STH_I ACK_FEQ|—
0—{ SIH_HOD
ACK_PEI_0S 0—{ SIH_ON
F_QUITES B35 O—PASS_ON
F_:ickno 8/16 0—| ACK_NEC
0 |IN ouT ACK_PEI
o
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Close the affected project in the SIMATIC Manager during the migration. Start the file
"S7FMigrationTool.exe" and select "File > Open Project” from the menu bar.

57 F Systems Migration Tool

File | Options  Help

Open Project Chrl4+0 Protocol ——

Start Migration for Selected CFC Plans  Chrl+Shift+C

Protocol... b

Exit; Alt+F4

After successful selection, all CFCs found are displayed in the window "CFCs to be migrated".
In the list, clear the check boxes for the CFCs that are not to be migrated.

Before you start the migration process via the menu command "File > Migrate selected CFCs",
select how a protocol block "F_SWC_P" is to be placed in the "Options" area. If you select the
option "One F_SWC_P device per SWC instance", several simultaneous operations are possible
from the OS.

Note

Once the migration is started, the password for the safety program is requested, so that
unauthorized persons are not able to change the safety program.
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After migration, the corresponding logs are displayed in the "Migration log" and "Application

log" windows. If required, you can display the log using the menu command "File > Print

migration log".

SLIE
Fle  Options  Help
CFC Flans ta Migrate  Migration Protocol
Tl Ack_Fieq [ -]
| Discrepency
el HS_103 - L .
¥ L5100 » Executing migration for CFC plan 'SIF_Ack’ ..
i FT_110 o )
vl PT_111 mmmm=GTART Migration F_CHG_BO toF_SWE_CE {single SWIC_P per PS5 femme=
Il SIF_tiek CFC 'SIF_Ack" No migration neceszand
1 SIF_Agitation wmmmsEND Migration F_CHG_BO to F_SWC_CE [single SWC_P per P56 wemen il
[l SIF_Gas
wl SIF_Level =====START Migration T_CHG_R to F_SWC_CR [singls SWC_P pat PSG[=====
sl SIF_Pressue CFC 'SIF_ck Na rigration recessand
il SIF_PT_SIM a====END Migration F_CHG_R to F_SWIC_CR [single SWC_P per PSG[====s
] 2110
] 2_121
5 s 131 =====START Migration F_QUITES to SWIC_005 fsingle SWC_P per PSG ==a==
=] }q\r:H,n Imported block tppe F_SWC_P fnom 57 F Systems LibW1_3 inbo project.
Impoited block type F_SWC_BO0' from 57 F Systems LibV1_Jinto project.
Imparted block ype 'SWC_00S' lrom 57 F Systems LibV1_3inte projecl.
-3 Migraling irgut black 'SIF_AeldACK_REI_DS'...
Ciested block '8C¥_REI_051' of lype F_SWC_BO'
i nbasd bie sl WACF DO MICVY i ks Thaf™ MNCH LI
~ Apphzation Log
22,08, 201 7 09:35:35) Evecuting migration F_CHG_BID to F_SWC_CB [sirgle SWC_P per PSG fos CFC plan 'SIF bk B
ammzwﬁmsmmmm configured input block ypes.
22.08. 2017 0%:35:35) Found 0 blocks of ype F_CHG_BO in CFC Plan SIF_Ack'
22,08, 200 7 09:35:35] CFC "SIF_Ack® Mo erma;!
22,08 2017 03:35:35) E vecuting migration F_CHG_R to F_SWC_CR [single SWIC_P per PSGJ for CFT plan ‘SIF_Ack. =
EMM?M‘ﬁlﬁ]Smlmmm conhgurad input block L
) zan&an?u&ﬁaﬁlrmnundmfwr _CHG_R in CFC Plan SIF_Ack’
- Optionz | |[i22.00 2017 09:35:35] CFC ‘SIF_Ack" N ;
& Single F_SWE P bock per Parial Shuldomn Grour %%%;gﬁsﬁ gmw .lwm QUi Tei‘m swc_nnms\ﬁ?u PSG] for CFC plan SIF_Ack .
" Single F_SWE._F biock per SWIC instance [22.08. 2017 09:35:35) Found 1 m‘dms QUITES in CFC Plan SIF_Ack
i i 22.08.2007 09:35.351 Fsobving block ype 1D Tor caréigueee] output block. ypes.. =l
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If the migration was completed, the previously used "F_QUITES" block was replaced by the
"F_SWC_P", "F_SWC_BO" and "SWC_QOS" blocks when the option "One F_SWC_P module per
SWC instance" was selected beforehand.

ACKE_FEI 051 ACKE_FEL D53
F_sWC_F o SHC_Q05 P
[kutomati gz Jutomati 822 |

ACK_BEI_032 FDO_CHO
F_3WC_BO = F_CH_Di

lhurouars y 21 F_:Fail- a7
—: L6080 —{ CHADDR PASS_0UT|—
—{F AKT_VAL L6#0—| CHADDR_R UBAD [—
1640— CH_IRF 03IM—
L6#0—|CH_INF Bt VALUE
0—1 QUALITY
0—{sIN_I KCE_REQ
o—{SIM_MoD
o—{5IH_ow
0—{ PAZS_ON
0—{ ACK_KEC

Note

If an error occurs during the migration, the respective migration is not performed! The CFC to
be migrated is then in the state it was before the migration. This prevents inconsistencies

caused by a failed migration.

Check and test the safety program after migration. After successful migration, download to
the CPU is only possible in STOP mode. Once the CFCs have been migrated, the program must
be compiled again. Since the migration affects the signature of the safety program,
acceptance of changes to the plant is also required.
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7.10.5 Operator authorizations for Secure Write Command

Adapting the operator control permissions using SWC_QOS as an example

The required operator control permissions can be adapted in the properties of the block icon
in the Graphics Designer. The procedure for changing the "Levellnitiate" and "LevelConfirm"
operator control permissions is described below using SWC_QOS as an example:

1. Double-click the picture file in the plant view of the PCS 7 project.
WinCC Explorer is started and the picture file is opened in the Graphics Designer.

2. Select the block icon of the SWC_QOS block and open the object properties.
3. In the "Properties" tab, select the "Configurations" entry.

4. Assign the desired permissions to the "Levellnitiate" and "LevelConfirm" attributes. In this
example, "LevelConfirm" was changed to "Confirmer" and "Levellnitiate" was left at the
default permission.

M Graphics Designer - Safety.pdl

File Edit View Amange Tools Window Help

DBEE P sAaB 0 @ [N e
| @SWC_00S_APL ! L LA X TR

APL_BLOCK ICON Altribute Static Dyma.. Upda. Indi.
Geometry FaceplatePosLeft 123,000000 ¢ o
Calors FaceplatePosTop 0,000000e +000 9 o

- Styles FaceplateDefaul Pos Yes Q a]
Font Levellnitiate Process contralling @ o
System LevelConfirm Confirm 9 (=]
Miscellaneous
Links

5. Save and close the picture file.

Compendium Part B - Process Safety (V9.1)
Operating Manual, 10/2022, A5E42576080-AB 193



Configuring the safety program

7.10 Operating and changing safety-related parameters on a PCS 7 OS

After the adjustments, the configured authorization levels are required to operate the
SWC_QOS faceplate. In this example, an operator with the Process operations authorization
level can initiate the transaction, after which an operator with the Confirmer authorization
level (e.g. the safety engineer) must confirm the transaction for it to take effect. The
Confirmer permission level must be created in the "User Administrator” in WinCC Explorer and
assigned to the user.

Note

You can find additional information about the procedure for assigning rights in the "User
Administrator" in the manual: "SIMATIC PCS 7 Operator Station”
(https://support.industry.siemens.com/cs/wwl/en/view/109794374) .

Note

You can find additional information about the Secure Write Command in the manual
"SIMATIC Industrial software S7 F/IFH Systems - Configuring and Programming"
(https:/Isupport.industry.siemens.com/cs/ww/en/view/109802562).

Use of an additional enable (for example, key switch)

194

During an operation, input EN_SWC must be 1 on the F_SWC_P F block.

To ensure that operations can only be performed in certain process states or after enabling,
connect the EN_SWC input to the input signal of a key switch or connect it to a logic. If input
EN_SWC =0, all existing bypasses are disabled. However, the configured substitute values are
retained.
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7.1 Monitoring times and system response times

A fail-safe system must switch the process to a safe state within a defined response time in
the event of a system error (e.g. CPU failure, F-signal module failure, communications failure,
program execution error).

To achieve this, a variety of monitoring times have been implemented to ensure that the
affected functions are brought to a safe state if this time is exceeded.

What is the purpose of monitoring times and system response times?
For the S7-400 F/FH, there are essentially two different types of monitoring/error response:

¢ If the monitoring times of the fail-safe program are exceeded, the affected F-program
switches off and the inputs/outputs of the F-signal modules are passivated.

* If the monitoring time for PROFIsafe communication between the F-CPU and F-signal
modules is exceeded, the inputs/outputs of the affected F-signal modules are passivated
and the corresponding substitute values are forwarded to the CPU.

When configuring the monitoring times, the safety must be primarily considered but also the
availability of the S7 FIFH system and the process.

o Safety:
The monitoring times must be set sufficiently low to prevent the process safety time from
being exceeded.

¢ Availability:
The monitoring times must be set sufficiently high to prevent time monitoring from being
triggered when no errors are present.

The rule of thumb is that a non-redundant S7 FIFH system supports shorter monitoring times
and, therefore, shorter response times in the event of an error. For a redundant system,
longer monitoring times have to be configured to allow for switchover of the components
(PROFIBUS, interface modules) and the coupling/updating of the H-CPU.
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Calculation

An Excel file is used for the monitoring and reaction times calculated below. You can find this

file on the Internet by pointing your browser to the following link:

(https://support.industry.siemens.com/cs/ww/en/view/22557362)

The Excel file consists of the following sheets:

196

Max. runtime F ASG Lib V1_3 SP4

Here, you can find the run times of the F-blocks from S7 F Systems Lib V1_3 SP4 in the
various types of CPU. You can use these to estimate the runtime of your F-program during
the configuration stage of your project.

Max. runtime F ASG Lib V1_3 SP3

Here, you can find the run times of the F-blocks from S7 F Systems Lib V1_3 SP3 in the
various types of CPU. You can use these to estimate the runtime of your F-program during
the configuration stage of your project.

Max. runtime F ASG Lib V1_3 SP2

Here, you can find the run times of the F-blocks from S7 F Systems Lib V1_3 SP2 in the
various types of CPU. You can use these to estimate the runtime of your F-program during
the configuration stage of your project.

Max. runtime F ASG Lib V1_3

Here, you can find the run times of the F blocks from S7 F Systems Lib V1_3 in the various
types of CPU. You can use these to estimate the runtime of your F-program during the
configuration stage of your project.

min. F-specific monitoring times

This sheet contains formulae for calculating minimum values:

- MAX_CYC
Maximum time between 2 calls of the cyclic interrupt OB with F-program

— PROFIsafe monitoring time
Maximum time between 2 frames from the master to the F-1/0.

— TIMEOUT between F-shutdown groups
Timeout value for fail-safe communication between F-shutdown groups in an F-CPU

— TIMEOUT between F-CPUs
Timeout value for fail-safe communication between two F-CPUs
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* Max. response times
You can use this to determine the maximum runtime of a signal from an input to an
output in the system, with various types of configuration taken into account.

¢ Response time wizard
A wizard for estimating the typical response time.

¢ Max. runtime SM V6.3
Here, you find the runtime of the causes, effects and intersections of Safety Matrix V6.3 in
the different CPU types. Transfer the result into the table "Max. runtime F-ASG Lib V1.3..."
into the field "F-FBs/F-FCs from other F-library" to estimate the runtime of your F-program
in the configuration phase.

Note that blocks outside the Safety Matrix (e.g. channel driver, pre-processing) are not
included in the result.

7.11.1 Diagnostic block "CPU_RT"

Diagnostic block "CPU_RT"

In PCS 7 V7.0 and above the "CPU_RT" diagnostic block is inserted with "Generate module
drivers" in the @CPU_RT chart. Channel/diagnostic blocks in PCS 7 Library V7.0 and above
must be used for this.

The "CPU_RT" diagnostic block implements a new controller and cycle behavior in the
overload range. When there is a cycle overload in the CPU, the time intervals between two
calls of the interrupt OBs are increased (the number of calls are reduced). In the safety
program, this may cause 1/0 modules to be passivated or an F-STOP to be triggered,
depending on the setting of the subsequently calculated monitoring times. To avoid this, the
cyclic interrupt OB with security program must be disabled to reduce the calls. To do this, set
the OBxx_ATT input (xx = no. of the cyclic interrupt OB with safety program) at the CPU_RT
block to "0".
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A performance analysis of the AS load is also possible. The performance analysis depends on
the CPU firmware (CPU FW V4.5 and above). If the CPU FW supports SFC78, the performance
data can be read via "CPU_RT". The performance data is shown in the diagnostic area of PCS 7

Asset Management.

ﬁ(ﬁ: - [@CPU_RT -- KOMP_V8100_CPUS1\CPU410F\CPU 410-5H)\...]

[ chart Edit Insert ©CPU Debug ‘Wiew Options window Help

D& & +2R[mEEs|2 | et ¥ 6 x =% 5B

Set 0B3x_ATI =

0 for 0B with safety logic

0B3x_ATI = 0 setzen fiir den OB mit Sicherheitsprogramm.

w
IR

ECFU_RT
[CEU_RT
[CEU Perf

50 —|MBEX RTRG

0 —MBX_LIM
0 —{MBX_VAL
0—HYS
0—{RESET
01— RSTMAX
1—0B30_ATT
1—0B31_ATT
1—0B32_LTT
1—0B33_ATT
1—0B34_ATT
1—0B35_ATT
1—0B36 ATT

I 0—{0B37_ATT

T—|0B3E_AIT
s—{N_REQ_ER
5—UNDO_CYC

IDLE_CYC
OB30_H 5
0B31_H_3
0B3Z_H 3
0B33_H 5
0B34 H 3
0B35_H 5
0B36_H 5
0B3T_H_3
0B3E_H 3
OB30_H C
OB3L H C
0B32_H C
0B33_H C
0B34_N C
0B35S N C
0B36 N C
OB37 H C
0B38_H C
DAT_ELAT
SFCTE_EX
SL OB
SL_0B_EX
N_0Bl_CY
MEXCYCTT
TOTALCUR
TOTALAV
TOTALMAX

TOTALMIN

Note

You can find additional information on "CPU_RT" in the section "Family: @System" of the

"SIMATIC Process Control System PCS 7 Basic Library"

(https://support.industry.siemens.com/cs/ww/en/view/109794382) manual.
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7.11.2 Calculating the F-cycle monitoring time (for block F_CYC_CO)

The F-CPU runs execution time monitoring for every cyclic interrupt OB (OB 30 - OB 38)

containing F-runtime groups.

F_C¥YC_CO-0B37
F_CYC CO
ingerted

4/1

Q0B37|

3a |MAX_cyC

FATILED

EF_ShutDn(Z,1)\OR 0B37
Il

Procedure

The first time the F-program is compiled, you will be prompted to enter a value for the

maximum cycle time (MAX_CYC) which may elapse between two calls to this cyclic interrupt

OB. The default for the maximum F-cycle time is 3000 ms.

Should this default value not be suitable for your process, you can modify it directly at the
F_CYC _CO block (located in the automatically generated @F_CycCo-OB3x chart).

You will need the following parameters for an exact calculation of the scan cycle monitoring

time for a cyclic interrupt OB:

block is called.

Ta Configured execution time of the cyclic interrupt OB in which the F_CYC_CO F-function

Tr1s Configured "max. disabling time for priority classes > 15"

Only relevant for redundant systems. Enter a O if you are not using an FH system.

Special If the OB is entered as a cyclic interrupt OB with special handling, set "Yes" here.
handling

Tprog Program runtime of the cyclic interrupt OB

Tcir CiR synchronization time

TciRmax Upper limit of the CiR synchronization time (default setting: 1's)

Tcimax Shortest possible time for scan cycle monitoring of the cyclic interrupt OB
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Extract from the Excel file " s7ftime.xlsm":

23 Configuring the monitoring time of the F-cycle time

24 Ty 100 ms
25 | Toys b 500 ms
26_Specia| handling h Yes
2?: Runtime of the program execution in the cyclic interrupt OB h 30 ms
28 | Teim b 0ms
29 | Temma b 0ms
30- Minimum value for MAX_CYC b Teimax 530 ms

To prevent monitoring from being triggered when no errors are present, MAX_CYC must be
set higher than the Tamax calculated for the corresponding cyclic interrupt OB.

* For non-redundant S7 F/FH systems:

— The setting for Tamax must be at least as high as the configured execution time (Ta) of
the cyclic interrupt OB.

* Forredundant S7 F/FH systems:

— A priority > 15 is used in the S7 F/FH-system for cyclic interrupt OBs with a safety
program. The maximum disabling time for priority classes > 15 (Tr15) must also be
taken into account for updating here.
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You can find the value for Ta in the "Execution” column of the relevant cyclic interrupt OB,
located on the "Cyclic Interrupts" tab in the CPU properties.

Properties - CPU 410-5H - (RD/53) |

" General I Startup I Cycle/Clock Memory I Retentive Memory I Memory I Intermupts
Time-of-Day Intemupts Cyclic Intemupts | Diagnostics,Clock I Protection I H Parameters

Priority Execution Phase offset Unit Process image partition
oB3g: |7 [5000 o fms =] [PP1 =]
oB3L: |8 [2000 o fms x| |PP2 =]
oB3Z: |3 1000 o fms x| |PP3 =]
oB33: [0 [500 o ms =| JriP2 =]
oB34: |11 [z00 o fms x| |Prs =]
oB35: [12 [100 o fms =| JrPs x|
oB3g: |13 50 o fms x| |PP7 =]
oB3z: |16 300 o fms x| |PPz x|
oB3& |17 [10 o fms =] [PPs =]

—
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from the H parameters of the CPU.

Parameter Tris is the same as the "Max. disabling time for priority classes > 15" parameter

x
" General I Startup I Cycle/Clock Memory I Retentive Memory I Memory | Intermupts |
Time-of-Day Intermupts I Cyclic Intermupts I Diagnostics/Clock I Protection H Parameters

— Parameters for Expanded CP U Test
Test scan cycle time [min]: IH’D
Reaction to RAM/P|Q comparison emor: ISTOP the standby CPLj
— Update the Standby CPU
bl it murmber of attemmpts: 10
Cyclic interrupt OB with special handling: IE»T-"—
W aiting time bebween bwo attempts [s]; &0
Monitoring times
Max. scan cycle time extension [ms]: IM Calculate ..
Max. communication delay [ms]: I‘?‘QM
I Ma. disabling time for priorty classes > 15 [ms): IE’M I v Use only
Min. /0 retention time [ms]: I'E'D S::S;!:Imd
— Redundant 110
Data block no.: I1
Passivation behavior : IB:.' channels j
o |t |

If the cyclic interrupt OB in which the F_CYC_CO block is called has been entered as a "cyclic

interrupt OB with special handling”, set "Yes" for special handling in the Excel table.

You only have to enter parameters Tcir and Tcirmax if you are not using an H system and have

activated the CiR function. If you are not using CiR, enter O for both values.

Tcirmax is set to 1 s in the system, but can be changed by calling SFC 104.
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Parameter Tcir can be found in the singular system with the CiR function activated, in the

7.11 Monitoring times and system response times

"Properties" dialog of the CiR object created.

CiR object properties

General |

The addtional number of the DP slaves is imited to:
Guaranteed:

Mazdmum:

I CiR Synchronization time

¥ Extra Settings

r— Sum of address ranges

Input bytes:

Qutput bytes:

— Bus parameters

Thr: 1462 ms
Tir typical: 59 ms
Watchdog: 3534 ms
renl | i

Note

You can find additional information on CiR in the manual "SIMATIC PCS 7 Process Control

System CPU 410 Process Automation

(https:/Isupport.industry.siemens.com/cs/ww/en/view/109801828).

ve"
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7.11.3 Communication monitoring time for F CPU/F signal modules

Time monitoring of PROFIsafe communication is implemented in the F-signal module groups
and in the F-CPU using F-module drivers.

The value is entered while assigning parameters for the F-signal modules in HW Config
("F_monitoring time" parameter) and applied automatically when the F-module drivers are

generated.
x
-Eenerall Addresses  Parameters | Ida‘rtiﬁcationl Hﬂdundanql
Parameters Walue
[+ Parameters

F parameters
[£] F_source_address 1: CPU 410-5H

. Channel 0
R
] Channel 2 |

To prevent either monitoring in the F-module driver or monitoring in the F-signal module

from being triggered when no errors are present, the F-monitoring time Testo must be set to a
sufficiently high value.

The lowest possible F-monitoring time can be determined with S7tftime.xlsm.

34
50 minimum PROFisafe monitoring time

S7ftime.xIsm distinguishes 7 possibilities depending on the hardware configuration:
* Version 1: Single-channel F 1/0s via PROFIBUS-DP or PROFINET 10

* Version 2: Single-channel switched F 1/Os or redundantly switched F 1/Os via PROFIBUS-DP
or PROFINET 10

* Variant 3: Single-channel F PA field device via DP/PA coupler
» Variant 4: Single channel F PA device via DP/PA Link

* Variant 5: Single-channel switched F PA device via DP/PA Link
* Variant 6: Single-channel switched F 1/0 via Y-Link

* Version 7: Single-channel F 1/Os via IE/PB link

¢ Variant 8: Single-channel F PA field device via CFU
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The F-monitoring time must be calculated for the relevant variant of each F-signal module

type or each device,

and the values for the cyclic interrupt OB must be calculated as well. To

do this, select the appropriate configuration variant and enter the parameters in the

corresponding line.

Variant 2: PROFIBUS-OP /
singhe-channel switched VO ':‘:PU {FH !‘rﬂi:'!] CP PROFINET IO "] ElUo .
or Ter Tormax Teeaoa Toe ooy Tm Tatere Tour with inguts
redundant switched F 1O via T and outpts ?
FROFIBUS-DP 100 ms 500 ms 30 ms oms 25 ms oms 20 ms Ho
of via TFPROG i3 nottaken inbs accoust 7., Trro Tor 0/ Tru_so Tt
PROFINET IO 300 ms 100 ms 30 ms

You need the following parameters for the calculation depending on the variant:

Ta

Configured execution time of the cyclic interrupt OB in which the F-module
driver is processed

TrprOG

Program runtime of the cyclic interrupt OB in which the F-module driver is
processed

Tcimax

Time set at the F_CYC_CO block for scan cycle monitoring of the cyclic inter-
rupt OB

Top by

Additional delay time with external DP interface (via CP 443-5 Extended)

TTRITRI

Maximum target rotation time for the DP master system

TTR2

Maximum target rotation time for the subordinate DP master system on the
Y link, or maximum target rotation time for the subordinate PA master sys-
tem on the DP/PA coupler

ToppA L DLY

Delay time with a DP/PA link

Ty L Ly

Delay time with a Y link

Tieop_pLy

Delay time with an IE/PB link

Tslave

Maximum delay time with IM 153-2 / IM 153-4 (typical value for ET 200M = 1
ms)

Toat

Maximum acknowledgment time of the fail-safe /0 module in safety mode
(F-signal module group data sheet)

With inputs and out-
puts

If you are using F-signal modules with inputs and outputs, set "Yes" here,
(e.g. ET 200pro). If you are using an ET 200M, set "No".

Top_FD

Maximum DP error detection time

Only relevant for redundant IM 153-2 (switched 1/0).
Enter O if you are not using a redundant IM.

Top_so

Maximum DP switchover time

Only relevant for redundant IM 153-2 (switched 1/0).
Enter O if you are not using a redundant IM.
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TSLAVE_sO Max. switchover time of the slaves

Only relevant for redundant IM 153-2 (switched 1/0).

Enter O if you are not using a redundant IM.
Top_pLy Additional delay time with external DP interface (via CP 443-5 Extended)
Tcru_bLy Additional delay time due to the CFU - fixed system property of the CFU

(100ms)

When PROFINET 10 is used, the following PROFINET network parameters are required

Twp

Watchdog timer of the PROFINET 1/O device.

You can find these in the "lO Cycle" tab in the properties of the interface of
the PROFINET I/O device. The response monitoring time for the 1/0 device is
by default triple the update time from the properties of the PROFINET 10 sys-
tem if this has not been changed by the user.

TeNn_FD

Max. PROFINET IO error detection time from the H-parameters tab of the
properties of the bus system

TeN_so

Max. PROFINET IO switchover time from the H-parameters tab of the proper-
ties of the bus system
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Tor_bLY parameter

You can find the Tor_piy parameter on the "Operating Mode" tab of the CP 443-5 ext
properties in HW Config.

| [OURZAL x|
1 PS5 407 104 , _
Gener.:lll Addreszes Optionsl Diagnostics
3 CPU 410-5H
" NoDP
Xt i f

& DP master

DF delay time [ms]: ID.D

DP mode: DPVI j

QK | Cancel Help

Note

When using an MRP ring, note the setting of the watchdog timer as described in the section
"Media redundancy with MRP" of the document "PROFINET in SIMATIC PCS 7 — Guidelines and
Blueprints" (https://support.industry.siemens.com/cs/ww/en/view/72887082).
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Parameter Two_

You can find the TWD parameter in the HW Config in the "IO Cycle" tab in the properties of

the interface of the PROFINET 1/O device.

DEe-8 § (& 2 dba Do 2

Ef0 UR2ALUH
PN_CPU_Rack(: PROFINET 0-System (100)

1 PS 405 104

3 CPU 410-5H I

o o5 & (11IM15586

IFi H-Sync-Modul

IF2 H-Sync-Modul

X5 P-CPU-0X5 T

XEPT R Lot ¥ Properties - PN-10 (1) w

X5F2R Poit 2

X8 PNCEU-OXE = enersl | Addresses | Synchionization 10 Cycle | Media redundancy | Time-of.Day Synchronization |

X8FIA Poul 7 ,

XBF2A Fort 2 ~Update Tims

5 Mode: [Butomatic |4

? Factor Send clock [s)

; Updale time [me} [122000 | = [128 -] x [1.000

3 ! J

~Walchdog Time- |
Mumber of accepted update cycles with missing 10 data: 3 X

1) URzZaLUH I""' bedog ims st [pex000

1 PS 405 104 -

3 [8 cPu #105H)

X oF

IF1 H-Sync-Modul

IF2 H-Sync-Modul

XE PN-CPLE T

XEPTR Pt T

XEP2R Pt 2

X8 PNCPLETXE

X2P1R Pout 1 _I- —_———

X8P2R Poit 2

5

B

7

8

2 Cancel Help

€
| (1) M1555PNHAY 2
' Order ruamber Comment
EDL T 155-EALGO-GFHE

XF2E || AwlRME

| &02 7 785500848
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Parameter T trrrrimrR2 / Top_rp [ Tor_so

onfig - [CPU410FH [Configuration)

KOMP_VEL00_CPUBL]

W Roton Bt Jmat PLC View Options Windew Hel

values can be taken are shown:

7.11 Monitoring times and system response times

You can find the parameters in the properties of the PROFIBUS DP or PA master system by
double-clicking the bus line. In HW Config, the following screens from which the relevant

D@ B & R ke DO

'

PN _CPU Rkl PROFINET0-System (100}

| N
PROFIBUSIT) DF master sysiem (1)
3 Ecrua105A 1 .
Xt @A) [@EMI5E
IF1
IF2
= I l
XEPIR
KEFZR
X8
XEPIR
2R
5
£
7
g
]
y F5 407 104
3 CPU 410-50(1)

Bus Parameters..
—ill |
ROFTHLIS [ ,El
" B T Porametens | Bus Parametes
A e |~ Swich-overtme DP: [ 140 m| TP SO
Talot_lnk: I 300 tbe Talot: 00 b_be
MaTed: [ 150 the T2 150 bt Enree detnctice: ma DP: [ 2% =] Top
R N T Ty M ebe
Toa: | = Tidl: 37 b
Tau: = | 00 i bk Tml
. 120 ms
Gpfactor [ 105 Tirtypcady: 220 bt
. 19 ms
it |
P, Watzhdog:
[ 0616 ¢ bt
- dm
Freoplouinte I
_ o | Gt | b | o Cocd | Heb
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TsLave_so parameter

Tstave_so depends on the IM used.

PROFINET IO system ET 200SP HA with IM Switchover time Configuration
155
TsLAve_so -OPMO 100 ms Expansion up to 15 modules only from cate-
gory O
-OPMO 200 ms Full expansion with random modules

The 110 modules of the ET 200SP HA are divided into different categories regarding their user
data:

¢ (Category 0: Module versions with a user data length < 32 bytes

¢ Category > 0: Module versions with a user data length < 32 bytes

DP master system ET 200M with IM 153 Switchover time Configuration
TsLAVE_so -2AA02 70 ms Any configuration
-2ABO01 30 ms ...without F, FM, or HART module or similar
-2Bx00 30 ms Any configuration
-2Bxx1 30 ms Any configuration
-2Bxx2 30 ms Any configuration
-2BA10/-2BA70 30 ms Any configuration

DP master system

ET 200iSP with IM 152

Switchover time

Configuration

TSLAVE_so

-TAAO

50 ms

Any configuration
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Torpa_L_DLY parameter
* Additional delay time with a DP/PA coupler in a singular system

* Or additional delay time and switchover time due to a DP/PA link in the redundant system

Precondition Switchover time

Switchover time with unchanged PA configuration Typ.: 70 ms + number of PA field devices x 51 ms

Max.: 820 ms + number of PA field devices x 50 ms

Switchover time when configuration is changed during oper- | Typ.: 80 ms + number of PA field devices* x 67 ms

ation Max.: 800 ms + number of PA field devices* x 130 ms

* With unchanged PA field device addresses

Tv_L oLy parameter

¢ Additional delay time with a Y link in the redundant system

Precondition Switchover time

Delay time with a Y link 5ms

Tcru_pLy parameter

¢ Additional delay time by the CFU

Precondition Switchover time

Delay time by CFU 100 ms
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Tsiave parameter
Maximum delay time with the IM:

e ET 200SP HA
The delay time must be calculated for the ET 200SP HA.

— System connection S1/S2:
Response time [ms] = Configured update time + 2 ms

— System connection R1:
Response time [ms] = Max. switchover time of the slave

* ET200M
A typical value is 1 ms for the ET 200M with IM 153

e ET 200iSP
The delay time must be calculated for the ET 200iSP. The following equation enables an
approximate calculation of the ET 200iSP response time with the IM 152: Response time
[ms]=g+0.065msxb
Explanation of the parameters:

— ¢: Base value of the IM 152 depending on the operating mode
— b: Sum of all input and output bytes of the electronic modules

The following assignment applies to the base value of the IM 152:

Operating mode Base value (g)*
No redundancy mode IM 152 1.5ms
Redundancy mode IM 152 2ms

* The specified base values are valid only for cyclic data exchange. Acyclic activities (for example, diagnostic interrupts) are

not considered.
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Example for determining all input/output bytes with F-modules

The table is only intended as an example and does not include all ET 200iSP modules. You
need to add the modules used as required.

Existing standard modules in ET 200iSP must also be taken into account (see the manual
"SIMATIC Distributed 1/0O ET 200iSP"
(https://support.industry.siemens.com/cs/ww/en/view/109775437)).

Electronics module Number of 1/0 bytes | Number of modules Total I/O bytes
4 F-Al HART. Ex 1214 1 16
6ES7 138-7FA00-0ABO

8 F-DI NAMUR, Ex 6/4 1 10
6ES7 138-7FN0O0-0ABO

4 F-DO 40mA, Ex 5/5 1 10
6ES7 138-7FD00-0ABO

4 Al without HART 8 1 8
6ES7134-7TD0O0-0ABO

4 Al with HART 28(max.) 1 28
6ES7134-7TD0O0-0ABO

8 DI NAMUR with digital inputs 3 -

6ES7131-7RFO0-0ABO

8 DI NAMUR with counter inputs 7 -

6ES7131-7RFO0-0ABO

Sum 36
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Toat parameter

7.11 Monitoring times and system response times

You can find the maximum acknowledgment time of the F-signal modules in the

corresponding data sheet for the I1/0 module concerned. The following table shows the max.

acknowledgment time of selected F-signal groups:

6DL1136-6AA00-0PH1

Module Acknowledgment time in safety mode
ET 200SP HA, F-DI 16 x DC 24V HA Max. 12 ms

6DL1136-6BA00-0PH1

ET 200SP HA, F-DQ 10 x DC 24V/ 2A PP HA | Max. 12 ms

6DL1136-6DA00-0PH1

ET 200SP HA, F-Al 8xl 2/4-wire HART HA Max. 50 ms

ET 200M, SM326; DI x 24 DC 24V
6ES7326-1BK01-0ABO

With sensor evaluation 1001: Max. 29 ms

With sensor evaluation 1002: Max. 30 ms

ET 200M, SM326; DI x 24 DC 24V
6ES7326-1BK02-0ABO

With sensor evaluation 1Too1: Max. 29 ms

With sensor evaluation 1002: Max. 29 ms

6ES7326-2BF41-0ABO

ET 200M, SM326; DI 8 x NAMUR Max. 68 ms
6ES7326-1RFO0-0ABO
6ES7326-1RFO1-0ABO
ET 200M, SM326; DO 10 x DC 24VI2A Max. 20 ms
6ES7326-2BF01-0ABO
ET 200M, SM326; F-DO 10 x DC 24V/2A PP | Max. 10 ms
6ES7326-2BF10-0ABO
ET 200M, SM326; F-DO 8 x DC 24VI2A PM | Max. 14 ms
6ES7326-2BF40-0ABO
ET 200M, SM326; F-DO 8 x DC 24V/I2APM | Max. 18 ms

ET 200M, SM336; Al 6 x 13Bit
6ES7336-1HEO0-OABO

Acknowledgment time = Maximum response time
= Maximum response time per channel x N + maximum basic response time
(N = Number of activated channels)

* Response time per activated channel:
— At 50 Hz: Max. 50 ms
— At 60 Hz: Max. 44 ms
e Basicresponse time:
— At 50 Hz: Max. 50 ms
— At 60 Hz: Max. 44 ms
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6ES7138-7FD00-0ABO

Module Acknowledgment time in safety mode
ET 200M, SM336; F-Al 6 x 0/4 ... 20 mA 100 ms

HART

6ES7336-4GEO0-0ABO

ET 200iSP, EM 8 F-DI Ex NAMUR Max. 26 ms

6ES7138-7FNO0-0ABO

ET 200iSP, EM 4 F-DO Ex 17.4V/40mA Max. 59 ms

ET 200iSP, EM 4 F-Al Ex HART
6ES7138-7FA00-0ABO

e Typ. reaction time (when no errors present) = conversion cycle time x filter

e Max. response time (when no errors resent) = 2 x conversion cycle time x
filter

* Integration time
— At50Hz 20 ms
- At60Hz16.67 ms
* Response time per channel
- At50Hz 23 ms
- At60Hz 20 ms
e Basicresponse time: 17 ms

e Conversion cycle time = basic response time + (n x response time per chan-
nel)
(n = number of active channels)

e Conversion cycle time at 50 Hz, all channels active: 109 ms
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7.11.4 Monitoring time for safety-related communication between F-CPUs

Introduction

Time monitoring of fail-safe communication between 2 F-CPUs is implemented in the send
and receive blocks F_SENDR and F_RCVR or F_SENDBO and F_RCVBO with the same TIMEOUT
monitoring time, which needs to be configured on both the send and receive blocks. The

lowest value for the timeout can be determined using S7ftime.xlsm.

Kosnmundcation Ton Toutart Towms Temars Indugerial Tostmans Tesa Towtg Tea

Gber ST Verbndungen 100 rres 3200 ms 0 0ms wte. Oms Dms 3200 ms 100 ms

You will need the following parameters to calculate the "TIMEOUT" parameter:

Communication between F-CPUs (TIMEOUT parameter)

CPU 1, sender

Tan

Configured cycle time of the cyclic interrupt OB in which the send blocks
F_SENDBO or F_SENDR are called.

TDeIay1

Maximum communication delay when updating the standby in the S7 FH system
with call of F_SENDBO or F_SENDR.

Only relevant for redundant S7 FH systems.

Enter a O if you are not using an S7 FH system.

Tcir1

CiR synchronization time
Enter O if you do not use CiR.

TciRmax1

Upper limit of the CiR synchronization time (default setting: 1s)
Enter O if you do not use CiR.

CPU 2, recipient

TciRmax2

Upper limit of the CiR synchronization time (default setting: 1s). Enter 0 if you do
not use CiR.

Tcir2

CiR synchronization time Enter O if you do not use CiR.

TDeIayZ

Maximum communication delay when updating the standby in the FH system
with call of F_RCVBO or F_RCVR.

Only relevant for redundant S7 FH systems,

Enter O if you are not using an S7 FH-system.

Taz

Configured cycle time of the cyclic interrupt OB in which the receive blocks
F_RCVBO or F_RCVR are called.
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With the exception of the Toelay1/Delay2 parameters, all the parameters are described in Section

Monitoring times and system response times (Page 195).

Tbelay1/Delay2 parameters

218

You can find these parameters in the H parameters within the CPU properties.

Pararmeters for Expanded CPU Test
Test zcan cycle time [min]:

Reaction to RAM/PIO comparizon efrar:;
Update the Standby CFU

T

|STOP the standby CPL - |

10
. 5 : ) TDE' ayl
Cyclic interrupt OB with special handling: KT T
Delay2
ED
tonitoring times
taw. zcan cypcle time extension [ms]: 2000
I tar. communication delay [mz]: |32DD Calculate ..
taw. dizabling time for prionity clazzes > 15 [me]: |BDD ¥ Use anly

tin, 10 retention time [mz];

Redundant [/0

’307 calculated
values

*

Froperties - CPU 410-5H - {RO/53)
General Startup ] CucleClock Memaon ] Retentive Memarny I b emory ] Interrupts ]
Time-of-D ay Interrupts ] Cyclic Interrupts ] Diagnostics/Clock. ] Protection H Parameters

[ ata block na.: 1 and 2
Fassivation behavior : |BBJ channels j
Cancel | Help

The value should be taken from the transmitting or receiving CPU.
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7.11.5 Monitoring communication between F-shutdown groups

Time monitoring is implemented in the F_R_BO or F_R_RF FBs and configured at the
"TIMEOUT" input parameter of the receive block.

To prevent time monitoring being triggered when no errors are pending, the TIMEOUT
monitoring time must be set to a value which is at least equal to the higher of the two
maximum cyclic interrupt cycle times of F S RorF_ S BOand F_R Ror F_R BO. The lowest
value for the timeout can be determined using S7ftime.xls.

Al cdlia wn
minimum value 500 ms

1. F-shutdown gw 2. F-shutdown grou
Teimaxt Teinuz
300 ms 500 ms

You will need the following parameters to calculate the "TIMEOUT" parameter:

Tcimax1 Maximum cycle time of the cyclic interrupt OB in which the associated send block
F_ S BOorF_S Ris called.

Tcimax2 Maximum cycle time of the cyclic interrupt OB in which the receive block F_R_BO
or F_R Ris called.

The values for Tamax1 [Tamax2 can be found in chart @F_CycCo-OBxx, at input MAX_CYC of the
F_CYC_CO-OBxx F function block (xx = Number of the cyclic interrupt OB with the
send/receive block).

7.11.6 Response times of safety functions

Definition of response time

The response time is the time between the detection of an input signal and the changing of a
linked output signal.

The actual response time is always between a minimum and a maximum response time.
When configuring your plant, you must always assume the maximum response time.

The maximum response time of a safety function must be shorter than the process safety
time.
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Definition of process safety time

The process safety time is the time within which the process can be left to its own devices
without creating a dangerous situation.

Within the process safety time, the S7 FIFH system controlling the process is not under
control; in other words, it might malfunction or fail completely. The error tolerance time of a
process depends on the type of process and is determined or estimated individually by
process engineering.

How to calculate the response time

In S7ftime.xIsm, the path of a signal from the sensor from the system to the actuator is
divided into five possible sections:

1. Input:
Runtime from sensor to user program

2. Processing in the 1st F CPU:
Cycle time and runtime of F program

3. F CPU-to-F CPU communication:
Sends the signal to a second F-CPU (optional)

4. Processing in the 2nd F CPU:
Cycle time and runtime of F program in the second F CPU (optional)

5. Output:
Runtime from user program to actuator

Different variants may be used in each section. To calculate the maximum reaction time,
select the relevant variant from the header line of each section and enter the corresponding
values in the variants.
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Depending on the hardware configuration of the system, 5 variants are possible here. In

terms of the input and output, the variants are exactly the same, with the sole exception that

the blocks for the output are in the reverse sequence to those for the input.

You will need the following parameters for the calculation:

Tsensor_bLY/TActuator_DLY

Delay time of sensor or actuator

Tois

Maximum discrepancy time

Twcot

Worst Case Delay Time

Maximum response time when no errors are present

TorpT

One Fault Delay Time

Maximum response time when an error is present

Toat

Maximum acknowledgment time of the fail-safe /O module in safety
mode (F-signal module group data sheet)

TesTo, configured

Configured PROFIsafe monitoring time

Tslave

Maximum delay time with IM 153-2 (typical value for ET 200M = 1 ms)

TTRITRI

Maximum target rotation time for the DP master system

TTR2

Maximum target rotation time for the subordinate DP master system on
the Y link, or maximum target rotation time for the subordinate PA master
system on the DP/PA coupler

ToppA L DLY

Delay time with a DP/PA link

Ty L bLy

Delay time with a Y link

Tieop_pLy

Delay time with an IE/PB link

Top_pLY

Additional delay time with external DP interface (via CP 443-5 Extended)

Tcru_bLy

Additional delay time due to the CFU - fixed system property of the CFU
(100ms)

Tsensor_pLY[TActuator DLY parameters

The delay times in the table are assumed to be 100 ms in each case; if necessary, the values

for these will need to be obtained from the device data sheets.
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7.11 Monitoring times and system response times

Tois parameter

222

You set the discrepancy time when 1002 has been selected in the hardware configuration of
the F-signal module.

x
" General I Addresses Parameters | Redundancy I
Parameters Walue -
[ =5 Parameters
[Z] Operating mode Safety mode
F parameters
-] F_source_address 1: CPU 410-5H
-[£] F_target_address 1
|_[&] DIP switch setting (3 to 0) 0000000001
L[] F monitoring time (ms) 2500
Module parameters
- [£] Diagnostic interrupt
-] Evaluation of the sensors 1oo2 evaluation
-] Behavior after channel faults Passivate the channel
43 Channel 0 —
(2] Group diagniostics [w]
[2] Discrepancy time (ms) 0 |
=3 Channel 1
[Z] Group diagnostics
[Z] Discrepancy time (ms) 10
3 Channel 2
|:[§] Group diagnostics 1
[£] Discrepancy time (ms) 10 ;I
o | |

Enter O if:

No 1002 evaluation is performed on the module.

The value 0 is immediately output in the event of a discrepancy.
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7.11 Monitoring times and system response times

Tweot/ToroT parameters

Note

Whether errors are present or not, the maximum response times depend on the type of

module, and can be obtained from the following manuals:

SIMATIC ET 200SP HA Digital Input Module F-DI 16x24VDC HA
(https:/Isupport.industry.siemens.com/cs/ww/en/view/109802477)

SIMATIC ET 200SP HA Digital Output Module F-DQ 10x24VDC/2A PP HA
(https:/Isupport.industry.siemens.com/cs/ww/en/view/109802499)

SIMATIC ET 200SP HA Analog Input Module F-Al 8xI 2-/4-wire HART HA
(https:/Isupport.industry.siemens.com/cs/ww/en/view/109802504)

SIMATIC Automation System S7-300 ET 200M Distributed I/O Device Fail-safe Signal
Modules (https://support.industry.siemens.com/cs/ww/en/view/19026151)

Distributed I/O Distributed /O device ET 200iSP — Fail-safe Module
(https:/Isupport.industry.siemens.com/cs/ww/en/view/47357221)
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Configuring the safety program

7.11 Monitoring times and system response times

F-signal module

Twept TorpT

ET 200SP HA, F-DI 16 x DC 24V HA
6DL1136-6BA00-0PH1

In the error-free case with 1001 evaluation, sensor supply without short-circuit
test:
<=2 x Teyce + input delay.

In the error-free case with Too1 evaluation, sensor supply with short-circuit
test:
<=2 x Teyce + input delay + T1 + T2

In the error-free case with 1002 evaluation, sensor supply without short-circuit
test:
<=2 x Teyce + input delay + discrepancy time™

In the error-free case with 1002 evaluation, sensor supply with short-circuit
test:

<=2 x Teyce + 2 x input delay + max. (T1p + T2p, T1s + T2s) + discrepancy
time™

For external short-circuits:

<=2 x Teycle + 2 x (N x 10 x Teycle) + 2 x total [x=0...15](T1x + T2x)

Discrepancy error for 1002 evaluation:
<=2 x Teyce + 2 x input delay + discrepancy time + max (T1p + T2p, T1s + T2s).

Teycle Max. cycle time =6 ms

T1 Time for short-circuit test

T2 Ramp-up time of sensor after short-circuit test

T1p Test time for sensor supply of sensor 1

T2p Ramp-up time of sensor after short-circuit test (sensor 1)
T1s Test time for sensor supply of sensor 2

T2s Ramp-up time of sensor after short-circuit test (sensor 2)
T1x Time for sensor test

T2x Ramp-up time of sensor after short-circuit test

n number of sensor supplies with activated short-circuit test

x sensor supply

) not applicable for discrepancy behavior "Supply O value".

ET 200SP HA, F-DQ 10 x DC 24V/ 2A PP HA
6DL1136-6DA00-0PH1

In the error-free case:
<=2 X Tcycle + T2

If a channel error is detected by readback:
<=4 x Tcycle +T1+T2

When a channel error is detected by bit pattern test:
<= maximum test time
Tcycle Max. cycle time = 6 ms

T1 Light test time / Readback time
T2 Dark test time
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7.11 Monitoring times and system response times

F-signal module

Twept

TorpT

ET 200SP HA, F-Al 8xI 2-/4-wire HART HA
6DL1136-6AA00-0PH1

(2 * N * response time per channel +
3 * basic response time) * smooth-
ing.

Response time per channel/channel
pair

At 50 Hz =30 ms

At 60 Hz =27 ms

Basic response time = 25 ms

N number of activated channel pairs

=2 * N * response time per channel + 3
* basic response time

ET 200M, DI 24 x DC 24 V
6ES7326-1BK02-0ABO

= Max. internal processing time + in-
put delay + short-circuit test time
=23ms+3ms+6ms=32ms

=31 ms with 1Too1 evaluation

=29 ms with 1002 evaluation
With parameter assignment: "Supply

last valid value”, the set discrepancy
time has to be added.

ET 200M, DI 8 x NAMUR
6ES7326-1RFO0-0ABO
6ES7326-1RFO1-0ABO

= Internal processing time + input delay

=55ms+3 ms=58ms

If an error is present, the response time is extended by the configured discrep-
ancy time, if "1002 - evaluation” of the sensors has been configured.

ET 200M, F-DO 8 x DC 24VI2A PM
6ES7326-2BF40-0ABO

= Max. internal processing time
=14 ms

ET 200M, F-DO 8 x DC 24VI2A PM
6ES7326-2BF41-0ABO

= Max. internal processing time
=14 ms

ET 200M, DO 10 x DC 24VI2A
6ES7326-2BF01-0ABO

= Internal processing time =24 ms

ET 200M, F-DO 10 x DC 24V/2A PP
6ES7326-2BF10-0ABO

Max. response time = 2 x internal processing time + MAX{ Max. dark test read-
back time, max. light test time } + 10 ms =2 x 8 ms + MAX{ 1 ms, 0.6 ms } +
10 ms =27 ms

ET 200M, Al 6 x 13Bit
6ES7336-1HEO0-OABO

= N x response time per activated channel + basic response time

e E.g.:N=6, interference frequency of 50 Hz
=6 x50 ms + 50 ms =350 ms

¢ E.g.:N=6, interference frequency of 60 Hz
=6 x 44 ms + 44 ms =308 ms

If an error is present, the response time is extended by the configured discrep-

ancy time, if "2 sensors" was configured and the signal does not have a secure

failure direction (or the "unit value" was not configured in accordance with this
secure failure direction).
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7.11 Monitoring times and system response times

F-signal module

Twept

TorpT

ET 200M, F-Al 6 x 0/4 ... 20 mA HART
6ES7336-4GEO0-OABO

With 1001:
= 2 x conversion cycle time x filter

¢ E.g.:interference frequency of 50
Hz,
filter = 1 conversion cycle, 3 ac-
tive channel pairs
=2x(3x25ms+50ms) x 1
=250 ms

= 2 x conversion cycle time

e.g.: interference frequency of 50 Hz,
3 active channel pairs
=2x(3x25ms+50ms)

=250 ms

With 1002:

= 2 x conversion cycle time x
smoothing + 2 x conversion cycle
time + discrepancy time

e E.g.:Interference frequency 50
Hz,
filter = 1 conversion cycle,
3 active channel pairs
=2x(3x25ms+50ms) x1+2
x (3 x25 ms +50 ms) + 1000ms
= 1500 ms

¢ Conversion cycle time = (Basic response time + N x response time per chan-

nel pair) (N = Number of activated channel pairs)
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7.11 Monitoring times and system response times

F-signal module

Twept

TorpT

ET 200iSP, EM 8 F-DI Ex NAMUR
6ES7138-7FNO0-0ABO

Internal processing time

Sensor supply test

Sensor supply test

Deactivated Activated
1001 evaluation 22 ms 25 ms
1002 evaluation with discrepancy | 22 ms 25 ms
behavior = "Supply 0 value"
1002 evaluation with discrepancy | 35 ms 48 ms

behavior = "Supply last valid
value"
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7.11 Monitoring times and system response times

F-signal module

Twept TorpT

Response time with 1001 evaluation (operation with and without errors)
Response time = Internal processing time" + Input delay + {Time for sensor
test + ramp-up time of the sensor after sensor test}2)

Response time at 1002 evaluation with discrepancy behavior = "Supply 0
value" (operation with and without errors)

Response time = Internal processing time" + input delay + MAX { (time for
sensor test CHANNEL(n) + ramp-up time of the sensor after sensor
testCHANNEL(n)?, (time for sensor testCHANNEL(n+4) + ramp-up time of
the sensor after sensor testCHANNEL(n+4))2:3 }

Response time at 1002 evaluation with discrepancy behavior = "Supply last
valid value" (operation without errors)

Response time = Internal processing time" + input delay + discrepancy
time + (time for sensor test CHANNEL(n) + ramp-up time of the sensor after
sensor testCHANNEL(Nn))? + (time for sensor test CHANNEL(n+4) + ramp-up
time of the sensor after sensor testCHANNEL(n+4))2-3)If the sensor supply
test fails, the test is repeated. This repetition only has an effect on the re-
sponse time for 1002 evaluation with discrepancy behavior = "Supply last
valid value".

Response time for 1002 evaluation with discrepancy behavior = "Supply last
valid value" (operation with errors)

Response time = Internal processing time" + input delay + discrepancy
time + 2 x { (time for sensor testCHANNEL(n) + ramp-up time of the sensor
after sensor testCHANNEL(n))? + (time for sensor testCHANNEL(n+4) +
ramp-up time of the sensor after sensor testCHANNEL(n+4))2-3)}

Explanations:

D Internal processing time dependent on parameter assignment — see above

table "Internal processing time of the EM 8 F-DI Ex NAMUR based on parameter

assignment”

2) Response time dependent on the sensor supply test parameter:

Deactivated: For the times within the bracket terms zero values are to be
inserted

Activated: For the times within the bracket terms the values from assigned
parameters are to be inserted

3) Response time is based on the sensor supply for 1002 parameter:

Sensor n and n+4 to Vs n: For the times within the bracket terms zero val-
ues are to be inserted

Each sensor to separate Vs: For the times within the bracket terms the val-
ues from assigned parameters are to be inserted
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7.11 Monitoring times and system response times

F-signal module

Twept TorpT

Example calculation of the response time of EM 8 F-DI Ex NAMUR:

Parameter assignment:

— 1002 evaluation (equivalent or non-equivalent)

— Discrepancy behavior: Supply last valid value

— Discrepancy time: 400 ms

— Sensor supply for 1002: Sensor n and n+4 to Vs n

— Input delay: 3 ms

— Sensor supply test: Activated

— Time for sensor test: 10 ms

— Ramp-up time of the sensor after sensor test: 100 ms

Response time = Internal processing time + input delay + discrepancy time

+ (time for sensor testCHANNEL(n) + ramp-up time of the sensor after sen-
sor testCHANNEL(n)) + (time for sensor testCHANNEL(n+4) + ramp-up time
of the sensor after sensor testCHANNEL(n+4))

Result: Response time =48 ms + 3 ms + 400 ms + (10 ms +100 ms ) + (0) =
561 ms

Response time = Internal processing time + input delay + discrepancy time
+ 2 x { (time for sensor testCHANNEL(n) + ramp-up time of the sensor after
sensor testCHANNEL(N)) + (time for sensor testCHANNEL(n+4) + ramp-up
time of the sensor after sensor testCHANNEL(n+4)) }

Result: Response time = 48 ms + 3 ms + 400 ms + 2x{(10 ms +100 ms ) +
(0)}=671ms
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7.11 Monitoring times and system response times

F-signal module Twept Toror
ET 200iSP, EM 4 F-DO Ex 17.4V/40mA Cycle time = 7 ms + configured light test time
6ES7138-7FD0O0-0ABO .

Response time = 9 ms + max. {configured light test time; configured max.
dark test readback time}

Example:
e Parameter assignment:

— Light test time: 3 ms

— Max. dark test readback time: 10 ms
e Cycletime:7ms+3ms=10ms

¢ Response time: 9 ms + max. {3, 10} =9 ms+ 10 ms =19 ms

ET 200iSP, EM 4 F-Al Ex HART Typical response time (when no Maximum response time (with channel er-
6ES7138-7FA00-0ABO errors present) = conversion cycle | ror) = 2 x conversion cycle time
time x filter Example:

Maximum response time (when | |nterference frequency 50 Hz, 4 active

no errors present) = 2 x conver- channels

sion cycle time x filter . . .
y ¢ Maximum response time (with channel

Example: error)=2x 109 ms=218 ms
¢ Interference frequency 50 Hz,
filter = 1 conversion cycle

time, 4 active channels

¢ Maximum response time
(when no errors present) = 2
x 109 msx 1=218ms

The discrepancy time is not contained in Toror. It should always be entered at parameter Tors.

Other parameters

The remaining parameters have been discussed in the preceding sections of this section.

Processing in the 1st CPU/Processing in the 2nd CPU
Processing in the 2nd CPU is optional. It involves the same variants as in the 1st CPU.
There are 2 different variants:
¢ One F-shutdown group is present in the signal flow being examined.

¢ Two F-shutdown groups are present in the signal flow being examined.
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You will need the following parameters for the calculation:

TalTanTa2 Configured cycle time of the cyclic interrupt OB in which the F-function
block has been installed in each case

Tcimax.proj. / Tcimax.proj.1 | Ta Time set in chart @F_CyCCO'OBXX, at input MAX_CYC of the F_CYC_CO'

max.proj.2 OBxx F-function block (xx = Number of corresponding cyclic interrupt OB).
TrproG/TFPROG1/TFPROG2 Program runtime of the corresponding cyclic interrupt OB
TIMEOUT Time parameterized at the TIMEOUT input of the F_R_BO or F_R_R block

CPU-to-CPU communication (optional)

If your signal is transferred from one CPU to another, select "Yes" in the header. For
calculation purposes, you require the time parameterized at the TIMEOUT input of the send
and receive blocks for communication.

If CPU-to-CPU communication is not taking place, leave the default setting ("No") unchanged.
The next section, "Processing in the 2nd CPU", will not be taken into account during
calculation in this case.

Result

S7ftime.xls returns two groups each with 3 times.

if there are no faults/errors
if there is a fault/error

for any runtime of the standard or H-System

if there are no faults/errors
if there is a fault/error
for any runtime of the standard or H-System

The lower group takes into account the delay times of the sensor and actuator.

Check that the times calculated meet the requirements of your process.
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8.1 Creating and configuring a Safety Matrix

Versioning

Operator input

Note

For information on creating and configuring a Safety Matrix, refer to the "SIMATIC Safety
Matrix" (https://support.industry.siemens.com/cs/ww/en/view/109766685) manual.

A Safety Matrix is determined by its version number, file version, and signature. Each time the
matrix is saved, the file version changes along with the minor version number depending on
the change made. Changing the minor version number also changes the signature. Both
values are downloaded to the AS. During online access from the engineering tool or OS, the
values are compared and a message is output if any differences are detected. If a matrix with
a modified version number and signature is downloaded to the CPU, the OS server and single
stations will need to be compiled and downloaded as well.

The operation of the Safety Matrix must be enabled in the CFC by a "1" signal at the EN_SWC
input. This can be done by logic or interconnection to the input channel driver of a key
switch. The F-password is also requested in an online mode of the ES. The operator
permissions configured in the Safety Matrix Engineering Tool are required for the operation
of an OS. If password prompting and operator control permission are adequate for access
protection, you can set the EN_SWC input in the Safety Matrix block permanently to "1" with
an interconnection to the output of an F_NOT block. This prevents a configured "1" from
being overwritten when the Safety Matrix is transferred to the CFC.

All active maintenance functions for Causes/Effects of a Safety Matrix, that is, simulations,
soft bypasses and override functions, can be deactivated together via an external signal, for
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8.1 Creating and configuring a Safety Matrix

example, if no visualization is available (or no longer available). To this end, the following

inputs are available in the interface of the nested chart of the matrix logic:

¢ EN_GDM, data type F_BOOL; enable for the group deactivation function.

The EN_GDM input must be TRUE so that group deactivation can take place via the

SET_GDM input. The active status of the input is indicated by a message in Engineering

Tool and Viewer.

e SET_GDM, data type F_BOOL; group deactivation function.
With a rising edge at this input, all active simulations, soft bypasses and override functions

for Causes/Effects of a Safety Matrix are deactivated. Group deactivation is done, for

example, via a keyswitch.

2370 CFC - [Matrix2 -- SM_SEQ_Prj\Plant]

Chart  Edit Insert CPU Debug Wiew Options

Window Help

D& e DB Be | &« | 0| etds| 9 =% | EON &
Matrix2
EN_SWC gibt die Bedienung frei.
Channel Driv ;. Verschalten Sie den Eingang auf ein
) : Eingangssignal (z.B.:
(0—PASS_ON Schliisselschalter) oder Logik.
EN_SWC enables operation.
Connect it to an input signal
(e.g.: key switch)or logic.
i @Matrix2
F_NOT
F_:Inver ;ﬁ
0—IN ouT EN_SWC Errorf—
0—EN_GDN Any CA[—
0—{SET_GDM Any EA|—
16#71E0AS6 1l —Matrixsi CByp_Nun |—
EByp_Num|—
AL_Chart Msec|—
:?_ HaxMsec|—
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8.2 Documenting a Safety Matrix

Warning
Group deactivation of maintenance functions requires additional safety measures:
¢ Ensure that deactivation can only be performed if this does not affect the plant safety.
¢ To enable group deactivation, you need to use the EN_GDM input provided, for example,
by controlling it with a keyswitch or process-dependent via the safety program.
¢ Ensure that the enable for group deactivation is only set for the desired period.
* Ensure that the following steps for group deactivation cannot be executed by a single
condition.
1. Enable group deactivation (EN_GDM=1)
2. Execution of the group deactivation (SET_GDM=1)
3. Reset of the enable for group deactivation (EN_GDM=0)
* Ensure that only authorized persons can perform group deactivation.
8.2 Documenting a Safety Matrix

Documentation of a Safety Matrix is made via the menu command "Options > Create Report >
Configuration”. The configuration report contains the complete configuration of the Safety
Matrix. This displays all configurations of the matrix in a text file; they can then be printed or
saved in this format. The same matrix can be reconfigured on the basis of this text file,

In addition, the Safety Matrix itself can also be printed out with the menu command "File >
Print". To ensure that as much information as possible is retained in this printout, activate all
options in the "General" tab prior to printing (accessible via "View > Adapt > Layout");
otherwise, fields that are not visible will not be printed.
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8.3 Organizing matrices into different shutdown groups

8.3 Organizing matrices into different shutdown groups

The information below is intended to demonstrate how two matrices located in different
shutdown groups but the same OB are installed. This is carried out using S7 F-
Systems Lib V1_3.

Creating shutdown groups
The F-module driver of an F-signal module may only be assigned to one shutdown group.

Therefore, when creating shutdown groups you must make sure that all signals in an F-signal
module are used in the same shutdown group. The use of signals in an F-signal module in
different shutdown groups results in errors during compiling due to invalid interconnections.

In the example below, the intention is to have two matrices be executed with a matrix cycle
time of 300 ms, but in separate shutdown groups.

The starting point is the existing program, including the first matrix to have been compiled.

- 0B35 [Cydicinterrupts] (100 ms)
0B36 [Cydicinterrupts] (50 ms)
;LE SafetyMatrix36 (50 ms)
k]},j @Matrix2 (50 ms)

[+-JE0 m_SafetyMatrix36 (50 ms)
[—];;H 0B37 [Cydicinterrupt?] (300 ms)
. fF @cPu_RT\@CPU_RT
[}-JZ3 PST_Template_St_In(s) (300 ms)
- J2) PST_Template_St_Out(s) (300 ms)
;g @F_shutbn_37 (300 ms)
k]},j @F_ShutDn (300 ms)
m @F_CycCo-0B37 (300 ms)
m @F_TestMode (300 ms)
BB @F_IN_37_0 (300 ms)
m PST_Temp {300 ms)
m INV_NUM (300 ms)

- (Bl F_ACK (300 ms)

- (ER F_START (300 ms)

m SFC_109_F (300 ms)
m PT 110 F (300 ms)

m PT_112_113 F (300 ms)
m AI_F (300 ms)

m H5104_F (300 ms)

[+-LER AB_SEND_F (300 ms)
- (B SafetyMatrix37 (300 ms)
m @F_OUT_37_0 (300 ms)
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Inserting a new matrix in a new shutdown group.
To insert a new matrix and assign it to a new shutdown group, proceed as outlined below.

1. Create a new matrix and, in the Safety Matrix engineering tool, for the matrix cycle time
select a cyclic interrupt OB that is not in use and into which no matrices have yet been
inserted.

2. Create your safety function and transfer the matrix. In the cyclic interrupt OB, three runtime
groups will be created for this matrix.

3. Move all three runtime groups to the destination cyclic interrupt OB (in this case, cyclic
interrupt OB 37) and placing them before the first runtime group of the safety program.

- 0B35 [Cydicinterrupts] (100 ms)
0B36 [Cydicinterrupts] (50 ms)
;LE SafetyMatrix36 (50 ms)
k]},j @Matrix2 (50 ms)

(-2 m_SafetyMatrix36 (50 ms)
[—];;H 0B37 [Cydicinterrupt?] (300 ms)
.. f ecPu_RT\ECPU_RT

- [20) PST_Template_St_In(5) (300 ms)
/23] PST_Template_St_Out(5) (300 ms)
Q @F_ShutDn_37 (300 ms)
k]},j @F _ShutDn (300 ms)

m @F_CycCo-0B37 (300 ms)
-[Efl @F TestMode (300 ms)
m @F_IN_37_0 (300 ms)
--[Edl PST_Temp (300 ms)

LB NV_NUM (300 ms)

-[Efl F_ACK (300 ms)

--[Efl F_START (300 ms)

-[Efl SFC_109_F (300 ms)

m PT_110_F {300 ms)

LBl PT_112_113_F (300 ms)
m AI_F (300 ms)

-[Ef H5104_F (300 ms)

m AB_SEND_F (300 ms)

-[Ffl SafetyMatrix37 (300 ms)
m @F_QUT_37_0 (300 ms)

RS ca Moo e s B e M B e
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8.3 Organizing matrices into different shutdown groups

4. Place the F_PSG_M block in the matrix chart to create the required shutdown group. Make
sure to insert it at the end of the new matrix runtime group.

T 0B35 [Cydicinterrupts] (100 ms) «| | Contents of '0B37\Safe.... | Type | Pos | I.. | Samplin... | Comment
i~ T8 0B38& [Cycicinterrupts] (50 ms) ..
= Jll 0837 (Cydicinterrupt?] (300 ms) B Matix2\WMatrixziPass... F_OR4 4f1 300ms  Safety Matrix
it ecrurT\ECPURT i Matrix2\@Matrin2\C_... F_StatDa 42 300ms  Safety Matrix
B4 PST_Template_St_In(5) (300 ms) i Matrixz\@Matrix2\E_... F_StatDB 4/3 Woms  Safety Matrix
E- i PST_Template_St Cut(s) (300 ms) B Matrix2WMatrin2'E_PN... F_CH_DI 4/4 30ms  F_:Fai-safe Channel Driver Digital In...
4B Safem_mx‘% ("_’mms} i MatixZ\@Matrix2\C1  F_Cause 4/s 300ms  Safety Matrix
| Mabtx2\MabtZ\PacsOn1 T Matrix2\@Matrix2yint... F_inters 406 W0ms  Safety Matrix
| Matrix2\@Matrix2\C_Status B Matix2\@Matrix2\El  F_Effect 407 300ms  Safety Matrix
i fi Matrix2\@Matrix2|E_Status _ _ )
i i Matrix2Matrix2\F_PN_E83_0 & Matl!xZ'@Mat'!xE‘ifa... F_Matctl 4{3 300ms  F_:Matrix control
_ ﬁ' Matrix2\@Matrix2IC 1 IﬂMatan'n,@Malﬂxz‘uh... F_AND4 4/9 300 ms Safety Matriv
1 ﬂ. Matrix2\@Matrix2 Inters ﬂ Matrix2\1 F_PSG_M 4 /... 300 ms F_Partial Shutdown Group Marker Block I
i i Matrix2\@Matrix2 E1
A Matrix2\@Matrix2\Matrin2
i i Matrix2\@Matrix2\ibvers
o AT matrixau |
- @Matrix2 (300 ms)

5. In order to transfer any changes that may be made in the Safety Matrix engineering tool to
the correct runtime/shutdown group as well, you will then need to set the matrix cycle time
to the current value, which in this case is 300 ms (OB 37).

6. Transfer the matrix with the modified cyclic interrupt OB setting to the project. When
changes are transferred, the engineering tool will locate the runtime group that has been
created and moved, and transfer changes to it as well. The following information appears
briefly in the status bar of the Safety Matrix engineering tool:

| The Matrix Runtime Group has been renamed (SafetyMatrix36) [This may be changed during transfer]|

Compendium Part B - Process Safety (V9.1)
Operating Manual, 10/2022, A5E42576080-AB 237



Configuration with Safety

Matrix

8.3 Organizing matrices into different shutdown groups

7. Compile the S7 program.

The compiler will create the newly generated shutdown group and the additional runtime

groups @F_IN_<OBNr>_xx and @F_OUT_<OBNr>_xx.

0OB36 [Cydicinterrupts] (50 ms)

(= J3 0837 [Cydicinterrupt?] (300 ms)

------ i a&cru_rT\@CPU_RT

H;D @F_ShutDn_37 (300 ms)
-2 @F_ShutDn (300 ms)
(B @F_CycCo-0B37 (300 ms)
t}-[Bf @F TestMode (300 ms)

-2 PST_Template_St_In(5) (300 ms)
-2 PST_Template_St_Out(5) (300 ms)

- [Ef @ _IN_37_0_1 (300 ms)
o-[Bf SafetyMatrix36 (300 ms)
H;D @Matrix2 (300 ms)

-] m_SafetyMatrix36 (300 ms)
H--[Ef @F_OUT_37_0_1 {300 ms)

. @F_IN_37_0 (300 ms)
]m PST_Temp (300 ms)
]m INV_MUM (300 ms)
i-[Ef F_ACK (300 ms)

rl-[Ef F_START (300 ms)
]m SFC_109_F (300 ms)
]m FT_110_F (300 ms)
]m PT_112_113 F (300 ms)
ol-[Ef AI_F (300 ms)

]m H5104_F (300 ms)
]m AB_SEMD_F {300 ms)
o-[Bf SafetyMatrix37 (300 ms)

H
H
H
H
H
E
E
H
H
H
E
H
H
H
H
H
H
H
H
H
H
H
H
E

f @F_OUT_37_1 (300 ms)

[0 @F_Dbinit1 (300 ms)

Q @F_OUT_S_0B37 (300 ms)
- Ji0) m_SafetyMatrix37 (300 ms)
OB38 [Cydicinterruptd] (10 ms)

Note

Please note that if the matrix CFC shutdown groups are subsequently moved or the safety

program is subsequently divided into shutdown groups, the amount of additional effort may

be considerable in terms of the change configuration work involved. For this reason, you

must make sure that division into shutdown groups takes place at the start of configuration

and that the F-signal modules are assigned to shutdown groups.
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8.4 Exporting/importing matrices

8.4 Exporting/importing matrices

To keep the same selected settings, such as SIF assignments (safety instrumented function
groups), in another matrix, it is possible to export the matrix template to a table document.
The table document is created in the format "*.ods". It can then be imported into an existing
or new/empty Safety Matrix.

The exported Safety Matrix can be opened and adapted for mass data engineering in a
spreadsheet program. When exporting, the configuration data of a matrix is stored in several
worksheets of the spreadsheet document.

e Matrix properties

e Alarm profiles

¢ Configuration of Causes
* Overview of intersections
¢ Configuration of Effects

* Legend

Exporting

1. In the Safety Matrix Engineering Tool, open the matrix whose data you want to export to a
table document.

2. Select the menu command File > Export.

3. In the following selection window, select the desired directory and the file name of the table
document.

4. Click "Save".

The export of the Safety Matrix data to the table document is started. A message is displayed
when the process is complete.
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8.5 User authorizations for the Safety Matrix Viewer

Importing

8.5

240

1. In the Safety Matrix Engineering Tool, open the desired Safety Matrix into which you want
to import the data of the table document.

2. Select the menu command File > Import... .

3. In the following selection window, select the directory and the table document to be
imported.

4. Click "Open".

When the process is complete, the Safety Matrix is displayed and the Reports window opens
with the import log in the "Import/Export" tab. After importing a table document "*.ods", the
following values are entered in the "Matrix comparison" section of the import log:

e "Source" = Table document "*.ods".

» "Reference” = Safety Matrix before import. In the dialog shown below, enter a new name
for the matrix; this must be different from the one assigned to the template.

User authorizations for the Safety Matrix Viewer

In the properties of the Safety Matrix in the Safety Matrix Engineering Tool, you can set up a
separate user authorization for each action and assign it to selected users.

In addition to the "Initiator" and/or "Confirmer" authorization, users must have the specified
authorization level for the respective operator function to be executed. In the example
configuration shown below, there is a "User" who has "Initiator" (authorization level 100)
rights. In addition to the "Initiator", it has the "Process control" authorization (authorization
level 5) and the "Higher-level process control" (authorization level 6).

To confirm a transaction (4-eyes principle), a "user" is required who has "Confirmer"
(authorization level 101) rights. In addition to "Confirmer", the "User" must be assigned the
"Process control” authorization (authorization level 5) and the "Higher-order process control”
(authorization level 6).

Compendium Part B - Process Safety (V9.1)
Operating Manual, 10/2022, A5E42576080-AB



Configuration with Safety Matrix

8.5 User authorizations for the Safety Matrix Viewer

If a "User" is to initiate and confirm a specific action (acknowledgment driver), this action

must be assigned its own user level and the "User" must have "Initiator" (authorization level

100) and "Confirmer" (authorization level 101) rights.

Properties - SafetyMatri1) et
General “ersion Storage Statistics Parameter Alarms
Permissions O35

QOperator roles Permission levels
Initiator 100
Confirmer 101
Operator control functions Permission levels
Cause Acknowledge 5
Cause Bypass 5
Cause Tag Bypass 5
Cause Tag Simulation On/Off 5
Cause Tag Simulation Value g
Cause First-Out Alarm Clear 5
Cause Group Acknowledge 3]
Alarm Clear 5
Effect Override 5
Effect Reset 5
Effect Bypass 3]
Effect Tag Simulation On/Off 3]
Effect Tag Simulation Value 6
Effect Group Reset 3]
Events Clear 5
Channel Driver Acknowledge 5
oK Cancel Help
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8.5 User authorizations for the Safety Matrix Viewer

User Administrator - WinCC Configuration Studio

File Edit View Help

User Administrator

<«

== Authorizations [ Operator_1 ]

=-§9 User Administrator D Function Enable |01_Plant_a
Em Administrator-Group 111 User administration =
- § Administrator 2|2 Authorization for area
m Maintenance 33 System change
. ## Operator 4 4 Monitoring
§ Operator_1 | 5 |5 Process controlling
: § Operator 2 6 |6 Higher process controlling
Eﬂ'l safety 7|7 Report system |
L} safeng 1 8 |100 Safety Initiate
- 9 101 Safety Confirm ]
""" 110 |1000  Activate remote ] ]
Tag Management |11 (1001 Configure remote I O
@ — 112 /1002 Web Access - monitoring only ] =
113 1100 Highest process controlling [ [
ﬂ: Tag Logging (14 (1101 Advanced operation 1 | O
15 [1102  Advanced operation 2 [l [l
o llo - R ¥ | Authorizations I
Ready | NUM | English (United States)

User Administrator - WinCC Configuration Studio

Eile Edit View Help

User Administrator

#«

== Authorizations [ SafEng_1 ]

E-§9 User Administrator
E* Administrator-Group
§ Administrator
m Maintenance

Em Operator

i Operator_1

: § Operator_2

- #if safety

i o -

1D

B[ |5[e]=|v|o]u]a]w]s]-

13
14
15

=l R W R

100

101

1000
1001
1002
1100
1101
1102

18

Function

User administration
Authorization for area
System change

Maonitaring

Process controlling

Higher process controlling
Report system

Safety Initiate

Safety Confirm

Activate remote

Configure remote

Web Access - monitoring only
Highest process controlling
Advanced operation 1
Advanced operation 2

Enable

|01_Plant_A

O0OOoO0OEOOEEEEEO

OoooEa

4 4 » ¥ | Authorizations

English (United States)
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8.6 Interconnections between the matrix and safety program

8.6 Interconnections between the matrix and safety program

When establishing interconnections between the matrix and the remainder of the safety
program, you must ensure that the interconnected blocks are all in the same shutdown
group, or that the right communication blocks have been installed between the shutdown
groups.

8.7 Using external F-channel drivers in the matrix

There is a difference between internal and external F-channel drivers in the Safety Matrix.
Internal F-channel drivers are created by the Safety Matrix during transfer in a "Driver chart"
and interconnected with the Safety Matrix. If the Safety Matrix is transferred again, this chart
may be regenerated, whereby changed parameters at the inputs of the F-channel drivers are
overwritten with the values set in the Safety Matrix. Therefore, you may not change, rename,
add or delete any blocks in this "Driver chart". Furthermore, you are not allowed to delete any
interconnections. With Safety Matrix V6.3, manually created interconnections at outputs of F-
channel drivers are retained.

If parameter changes are required to the F-channel drivers (an extended input signal range
for example) or if-signals used by an F-channel driver also used elsewhere, in the program
(for example, for display or as interlocking in the standard program) it is recommended to
create a CFC for the F-channel driver yourself. In this case, you can activate the "Integrate
external channel drivers" function when transferring the matrix to the project.

In this way, not only the process value and its status is interconnected to the Safety Matrix,
the inputs "SIM_IN", "SIM_ON", and "SIM_V", which the matrix uses for the maintenance
function, as well as "ACK_REI" and "ACK_REQ", are also used to signal an acknowledgment
request in the Safety Matrix and perform acknowledgment from here.

To enable the Safety Matrix to integrate external F-channel drivers into its full scope of
functions, the "SIM_IN", SIM_ON?", "SIM_V", and "ACK_REI" I/Os may not be interconnected,
since the Safety Matrix does not change the existing logic and thus cannot interconnect the
inputs of the F-channel driver.
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8.7 Using external F-channel drivers in the matrix

Channel drivers of types F_CH...*, F_PA..., F_Q... and F-block types can be incorporated from
Safety Matrix V6.2 and higher using the "customer-specific" option.

* however, not those explicitly indicated F_CH_Al, F_CH_DI/DO, F_CH_BI/BO

Note

The max. runtime of the Safety Matrix must be taken into account in the s7ftime.xIsm for the
monitoring and system response times. To this end, the number of Causes, Effects and the
intersections must be entered in the "max. runtime SM V6.3" table worksheet.
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9.1 General information

Operational procedures

During maintenance work in or while making changes to a plant, the operational procedures
must be followed at all times.

Before changes can be made to safety-related parts of the plant or functions, a risk
assessment relating to the change itself and how it is to be made must be carried out,
particularly if it is to be made during operation. Only make changes if a risk assessment has
been carried out beforehand and ensure that change instructions resulting from this are
followed. If necessary, test program changes by loading them into a test CPU and checking
the function.

An S7-400 F/FH system being operated as a safety system is protected by at least two
passwords. Make sure you have the required access authorizations.

Note

You can find more information in section Access protection (Page 16).

If changes are to be downloaded during operation, safety mode must be deactivated on the
AS and then reactivated once downloading is complete.

Note

You can find more information in section Safety mode and downloading the safety program
(Page 171).
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9.2 Preparing for changes

9.2 Preparing for changes

Offline/online comparison
Before each CFC change, make sure that the offline and online programs are identical.
¢ Todo this, open a chart from the AS in the CFC editor and switch to online mode.

¢ If there are differences between the offline and online versions, a message with an
additional system prompt will appear; otherwise, the system will switch to online mode
without prompting.

In the case of fail-safe functions in the AS, you must also check whether the signature from
the last compilation matches the online signature in the AS (see Section Tracking changes in
the safety program (Page 253)).

« If the signatures are not identical, or a prompt indicating that there are differences
between the programs appears when you switch to online mode, you must determine
what has changed and whether these changes can be downloaded.

Version Cross Manager

The "Version Cross Manager" can be used as a tool for comparing two project versions, as well
as the current project with a backed-up version of it (see section Tracking changes in the
safety program (Page 253)).

¢ The comparison function in S7 F-Systems can be used to list the differences in the safety
program. You can access this comparison function by clicking the "Compare..." button in
the "Edit Safety Program" window.

¢ The next window enables you to choose the versions to be compared.

Do not make any other changes if the offline and online versions are different and you do not
know what the differences are.
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CPU utilization

Before making any changes, check the CPU utilization with regard to memory and cycle time.
You can query how much memory has been allocated using the "Module Information..."
function in the CPU.

¢ To do this, open "Module Information..." in the CPU and check how much memory is
allocated at present on the "Memory" tab.

¢ To determine the cycle utilization, blocks TIME_BEG and TIME_ENG must be installed in
the OBs in use and interconnected with one another. In the relevant CFC, check the
runtimes of the OBs at output TM_DIFF_TI of the respective TIME_END block. Note that the
run times of higher-priority OBs are also measured when this method of measuring the
run times of lower-priority OBs is used, and will need to be subtracted accordingly.
As of PCS V7.0 and an S7-400H CPU as of FW V4.5, the gross and net run times of the
cyclic interrupt OBs can also be read at the CPU_RT block.

Note

You can find more information in section Cyclic interrupts (Page 25).

Checking the H parameters
In fault-tolerant systems, you must check the H parameters of the CPU.
¢ To do this, open the Object Properties of the CPU and switch to the "H Parameters" tab.

e If a"Cyclic interrupt OB with special handling" has been specified here, and the option
"Use only calculated values" has been activated, use the "Calculate..." button to open the
"Update the Standby CPU: Calculation of Monitoring Times" window.

¢ Here, check the values in the entry fields "Runtime of the watchdog interrupt concerned
[ms]" and "Work memory used for all data blocks in the user program [Kbyte]".

e Compare the runtime entered in the "Runtime of the watchdog interrupt concerned [ms]"
field, for the cyclic interrupt OB with special handling, with the measured runtime
(TIME_BEG, TIME_END of OB) or the runtime read at the CPU_RT block. The value entered
should be approximately 10% greater than the measured one.
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9.2 Preparing for changes

e Compare the value for "Work memory used for all data blocks in the user program [Kbyte]"
with the object properties of the CPU block folder. There, in the "Blocks" register under
"Size in work memory: Data", you will find the amount of memory that is occupied by data
blocks (in bytes). This value (expressed in Kbytes), plus some reserve, must be entered in
the "Work memory used for all data blocks in the user program [Kbyte]" field.

* If the values in the entry fields do not match the actual values, you must enter the current
values and determine the H parameters using the "Calculate..." button.

Note

You can find more information in section Calculating monitoring times (Page 41).

Checking the hardware before downloading

Before downloading the changes - and in particular, before downloading hardware
configuration changes with HCiR - make sure that no errors are present in the system.

¢ The HCIR procedure involves stopping a CPU, performing the download, and then
restarting the CPU.

* Immediately after the transition to RUN Redundant, the other CPU is stopped and
restarted, during which time it is updated to the current configuration.

* If an error of a redundant component occurs (e. g., the interface module of the ET 200M),
this can cause the connection to a PROFIBUS slave to fail and input/output modules to be
passivated.
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9.3 Changes in CFC

9.3 Changes in CFC

Changing the user program

Before you make changes to the standard or fail-safe program of an S7 F/FH systems, make
sure that you can also download and check these changes. Changes to the standard or fail-
safe program cannot be compiled or downloaded as part of a separate process. Therefore,
you must follow the sequence below in full to make changes:

¢ Change CFC

e Check

¢ Compile

¢ Download

¢ Offline/online comparison
e Test

* Document

To change or add a fail-safe function, open the relevant CFC or add a new one.

Runtime groups

When a new CFC is added, the system creates a new runtime group with the same name.
Check whether its insert position in the editor is the position you require.

When deleting safety functions, empty F-runtime groups may arise, which also have to be
deleted. To do this with PCS 7 V7.0 and higher, execute the following command in the CFC
editor: "Edit > Delete Empty Runtime Groups".

With PCS 7 V6.1, activate the option "Delete Empty Runtime Groups" when compiling.

Before inserting blocks, establish the predecessor block. When inserting blocks, make sure
that the sequence of the blocks corresponds to the signal flow. If necessary, change the block
sequence in the runtime editor. The "Optimize run sequence" function does not optimize F-
runtime groups. These are excluded from optimization.
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9.4 Changes in HW Config

Function test

9.4

250

To test your functions, you can use S7 PLCSIM or SIMIT Virtual Controller (VC) depending on
your PCS 7 version, you can download your program to a real test AS. Use the "Load to test
AS" function. To perform testing with S7-PLCSIM, start S7-PLCSIM and download HW Config
and the CFC charts. Depending on the version of S7-PLCSIM you are working with, you may
need to enter either the password "plcsim” (up to PLCSIM V5.3) or the configured CPU
password (PLCSIM V5.4 and higher) in order to download CFC charts.

You can find information on the configuration and use of the SIMIT Virtual Controller in the
manual "SIMATIC SIMIT Simulation Platform"
(https:/Isupport.industry.siemens.com/cs/ww/en/view/109801804).

A test with S7 PLCSIM or SIMIT Virtual Controller (VC) does not replace the function test in the
plant.

Changes in HW Config

Different changes are possible during operation depending on the I/O line used. Changes to
safety-relevant parameters can generally only be loaded in the STOP state of the AS.

When using the ET 200SP HA, you can add F-signal modules at any free slots or remove
existing F-signal modules via CiR or H-CiR.

When using the ET 200M, CiR can be used to add or remove F-signal modules at the end of a
rack. Using H-CiR, you can add new F-signal modules at any free slots or remove existing F-
signal modules.

By removing and adding F-signal modules in two steps, you can change the configuration
without the AS in STOP. Re-configuration in one step is not supported.
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9.4 Changes in HW Config

An attempt to change a parameter on an F-signal module is rejected by the system with an
error message during the CiR loading process. As of S7 F Configuration Pack V5.5 SP12, you
are notified that loading is only possible in the STOP state of the AS.

Note

Follow the instructions in the manuals:

¢ "SIMATIC High Availability Systems S7-400H"
(https:/Isupport.industry.siemens.com/cs/ww/en/view/82478488)

e "SIMATIC PCS 7 Process Control System CPU 410 Process Automation V8
(https:/Isupport.industry.siemens.com/cs/ww/en/view/109801828)"

Signature value of the signal module

Safety-related settings of the fail-safe signal modules are entered in the signature of the fail-
safe program. The signature value of a fail-safe signal module appears as an input parameter
on the F-module driver.

To update this value, after safety-related parameters have been changed in the HW
configuration the changes need to be compiled using "Generate module drivers" and
downloaded in the CFC editor.

Safety information

In HW Config, you will receive a message when you make changes to safety-related
parameters. If you are unable to or do not wish to finalize the changes for the reason
specified above, you can cancel them here and close HW Config without saving.
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9.5 Downloading changes/Complete downloading

9.5 Downloading changes/Complete downloading

Standard program

Safety program

252

In an S7-400 F/FH system with a safety and standard program, changes can be made in the
standard program in exactly the same way as with a standard system.

However, since the fail-safe program may also be affected by a program error in the standard
program (e.g. an infinite loop in a user block), changes in the standard program should be
treated in the same way as changes in the safety program.

The procedure for downloading changes/complete downloading of programs with F-blocks is
identical to the one used for the standard program. Additionally, safety mode must be
deactivated before downloading changes and then reactivated once this is complete. Prior to
loading the safety program, perform a consistency test. The signatures in the program
information section and in the footer of the safety printout must be the same.

Note

You can find more information in section Safety mode and downloading the safety program
(Page 171).

During a complete download, the CPU is stopped and must be restarted once the download is
complete. When the CPU starts up, it goes into safety mode.
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9.6 Tracking changes in the safety program

9.6 Tracking changes in the safety program

Backing up projects

In order to track changes, it is necessary to back up the project at regular intervals both
before and after changes are made. A plant-wide decision should be taken regarding where
project backups are to be stored and how the individual versions are to be named.

Program comparison

The "Version Cross Manager" can be used for the entire program as a tool for comparing two
program versions, as well as for comparing the current project with a backed-up version of it.

Options for comparing the safety program can be accessed by clicking the "Compare..."
button in the "Edit Safety Program"” dialog.

You can use this dialog to compare two safety programs and show and print the differences
between them.
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¢ Chart view
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9.6 Tracking changes in the safety program

Using the "Compare with" drop-down list box, you can determine which programs you intend

to compare.

* If you have activated the "Program" option button, you will be able to select one of the

following programs here:

Reference

Last reference saved for this program

Last compilation

Last compilation of the program

Online

Program in the state currently downloaded on the F-CPU

Another project

Any offline program, click ("Browse..." to select)

¢ If you have activated the "Reference" option button, you will be presented with the
following selection options:

Current program

Current offline program

Last compilation

Last compilation of the program

Online

Program in the state currently downloaded on the F-CPU

Another project

Any offline program, click ("Browse..." to select)

Signature of the safety program

The program signature is used to identify a safety program. It changes each time a change is

made to the safety program. As a result, comparing the signature values of two safety

programs provides an initial indication of what changes have been made in the safety

program.
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9.6 Tracking changes in the safety program

The signature of the current safety program in an AS can be found in the "Edit Safety
Program" window. To do this, in the SIMATIC Manager select the CPU that contains the safety
program and use the "Options > Edit Safety Program" menu command to open the relevant
dialog. In this dialog, you can find three signatures with an associated date:

e The date on which CFCs were last compiled and the signature formed. This date is
changed after delta compiling with changes to the safety program and after complete
compiling without changes to the safety program.

* The date on which a safety program was saved as a reference, and which signature the
reference program has.

* The date of the last online change and the signature formed for this. Several online
changes may have been made since the last compilation.

Save the program you have checked as a reference using the "Reference" button in the "Edit
Safety Program" window; enter the password if requested to do so and answer "Yes" to the
query that appears following this.

The signatures shown offline in the "Edit Safety Program" window do not need to match the
signature in the AS. It may, for example, be possible that the most recent changes were
compiled, but not downloaded and checked.

For this reason, you must also check the signature in the AS.
¢ In the online view of the "Edit Safety Program" dialog box
or

¢ While online, you can view the signature of the safety program in the AS at output
F_SIG_OUT of the F_SHUTDN block.

For change tracking purposes, it is worth manually documenting both the signature value of
the safety program and the name of the project backup in a log file.

Note

You can find additional information about changing the time stamp and signature in the FAQ
"When do the time stamp and signature change in the "Edit Safety Program" dialog?"
(https:/Isupport.industry.siemens.com/cs/ww/en/view/62046624).
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Printing program data

9.7 Printing program data

You can use the "Edit Safety Program” dialog box to view, compare, and document many of

the attributes of the safety program. It lists all the blocks that are contained in the safety

program. F-runtime groups and charts can also be displayed.

Here, you will also find options for documenting the current safety program:

Flzaze zelect the data to be printed:

¥ Chart [both standard and safety)
; V¥ Safety program: blocks list and sianatures

o

[V Print zafety-related parameters
[™ | Safety progran: Funtime groups list and signatures
[" Safety progran: shutdows groups list andlsignatures
[ Safety proaranm: charts list and signatures
v Hw Configuration

X

Cancel |

Help |

If you want to print all the charts, select the "Chart (standard and F-chart)" option. Individual

charts or all F-charts can be printed from the SIMATIC Manager. If the printout is made from

the "Security Program" window, a footer with the S7 F Systems version and the program

signature is printed on each page.

Activate the options shown above to print the safety program and the hardware.
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9.7 Printing program data

Before the hardware is printed, another dialog appears:

I x|

r— Printer

Mame: IF'DFCleatnl j Properties. . |

Statuz Ready

Type: PDFCreator
Location:  PDFCreator:
Comment;  elioc Printer [ Frint to file
— Print Range
& Al
¥ Module description
IV :
[ Sync domain list
" Selection
— Optionz
v with parameter description
I With asset D
Character Set
’7 {* Standard " Advanced

Cancel | Help |

Here, select the "All", "Module description”, and "Address list" options.
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9.7 Printing program data

To print individual or multiple charts from the SIMATIC Manager, you must make the CFC
editor settings in the "Print" dialog. For this purpose, open a chart in CFC, go to the "Chart >
Print" menu, and then select the printout options shown below.

x
r— Printer
Marne: IF'DFl:reator j Properties |
Status: Ready
Type: PDFCreator
Location:  PDFCreator:
Cormment:  eDac Printer [~ Print to file
— Prirt what
" Current sheet
= Current chart partition " Chart without chart 1/0s
' Al chart partitions " Chart /0% only
v Oyerdew v Sheets -
DOptiohs |
¥ Include nested charts [from SIMATIC Manager)

ok I Cloze | Cancel | Help |

In the chart directory of your AS, within the SIMATIC Manager you then have the option of
highlighting charts for printing purposes, and printing the selected charts using the "File >
Print > Object Content" menu command.
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9.8 Plant acceptance

9.8

9.9

260

Plant acceptance

Note

The procedure for acceptance of a system, acceptance of changes or acceptance of F-block
types as described in the "SIMATIC Industrial Software S7 FIFH Systems - Configuring and
Programming” (https://support.industry.siemens.com/cs/ww/en/view/109802562) manual

must be followed.

Two checklists are available for system documentation purposes:

* "Process Safety — Configuration" checklist
This list is used for documenting the system design and the software and hardware
settings of the automation system in use.

* "Process Safety — Verification/Testing"
This list enables you to document that the components in use have been tested against
their requirements and specifications, and that the relevant function tests have been
performed.

These lists are only templates and may be adapted to the requirements of your plant at any
time.

Replacing fail-safe hardware

If it becomes necessary to replace an F-signal module or F-CPU during plant operation, for
example, due to a hardware defect, observe the notes on change management in the context
of functional safety management in the relevant standards or guidelines such as IEC 61511 or
VDI/VDE 2180.

Basically, the new module must be of the same type and downward compatible to the
predecessor module. You can find this information in the technical specifications of the
modules at the Industry Online Support Portal (https://support.industry.siemens.com).

If the downward compatibility is ensured and the wiring remains unchanged, it is possible to
immediately replace the module without further tests from the product point of view.
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Service and support 1 O

Industry Online Support
Do you have questions or need assistance?

Using the Industry Online Support, you have round-the-clock access to expertise spanning the
entire range of service and support, as well as to our services.

Industry Online Support is the central address for information about our products, solutions
and services.

Product information, manuals, downloads, FAQs and application examples — all information
can be accessed with just a few mouse clicks: https://support.industry.siemens.com/.

Industry Online Support App

The "Siemens Industry Online Support" app provides you with optimal support even when you
are on the go. The app is available for Apple iOS, Android and Windows Phone:
https://support.industry.siemens.com/cs/ww/en/sc/2067

Technical Forum

Exchange your experience and know-how about our products or systems or benefit from the
knowledge of others.

Have discussions on special products or general topics, discover new ideas and inspiration
and help yourself and others on the Technical Forum
(http:/lwww.siemens.com/automation/forum) — free of charge, outside office hours and at

the weekend.

Technical Support

The Siemens Industry Technical Support offers you fast and competent support for any
technical queries you may have with a number of tailor-made solutions — ranging from basic
support to individual support contracts.

Send your queries to Technical Support using the following web form:
www.siemens.com/industry/supportrequest.

Compendium Part B - Process Safety (V9.1)
Operating Manual, 10/2022, A5E42576080-AB 261


https://support.industry.siemens.com/
https://support.industry.siemens.com/cs/ww/en/sc/2067
http://www.siemens.com/automation/forum
http://www.siemens.com/industry/supportrequest

Service and support

Range of services

Contact partner

262

Our range of services includes the following:

Product training courses

Plant data services

Spare parts services

Repair services

On-site and maintenance services
Retrofitting and modernization services

Service programs and contracts

You can find detailed information on our range of services in the service catalog:

https://support.industry.siemens.com/cs/sc.

If you have any questions or need support, please contact your local representative, who will

put you in contact with the responsible service center. You can find your contact partner in

the contact database: www.siemens.com/yourcontact.
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