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Legal information

Use of application examples
Application examples illustrate the solution of automation tasks through an interaction of several
components in the form of text, graphics and/or software modules. The application examples are
a free service by Siemens AG and/or a subsidiary of Siemens AG (“Siemens”). They are non-
binding and make no claim to completeness or functionality regarding configuration and
equipment. The application examples merely offer help with typical tasks; they do not constitute
customer-specific solutions. You yourself are responsible for the proper and safe operation of the
products in accordance with applicable regulations and must also check the function of the
respective application example and customize it for your system.
Siemens grants you the non-exclusive, non-sublicensable and non-transferable right to have the
application examples used by technically trained personnel. Any change to the application
examples is your responsibility. Sharing the application examples with third parties or copying the
application examples or excerpts thereof is permitted only in combination with your own products.
The application examples are not required to undergo the customary tests and quality inspections
of a chargeable product; they may have functional and performance defects as well as errors. It is
your responsibility to use them in such a manner that any malfunctions that may occur do not
result in property damage or injury to persons.

Disclaimer of liability
Siemens shall not assume any liability, for any legal reason whatsoever, including, without
limitation, liability for the usability, availability, completeness and freedom from defects of the
application examples as well as for related information, configuration and performance data and
any damage caused thereby. This shall not apply in cases of mandatory liability, for example
under the German Product Liability Act, or in cases of intent, gross negligence, or culpable loss of
life, bodily injury or damage to health, non-compliance with a guarantee, fraudulent
non-disclosure of a defect, or culpable breach of material contractual obligations. Claims for
damages arising from a breach of material contractual obligations shall however be limited to the
foreseeable damage typical of the type of agreement, unless liability arises from intent or gross
negligence or is based on loss of life, bodily injury or damage to health. The foregoing provisions
do not imply any change in the burden of proof to your detriment. You shall indemnify Siemens
against existing or future claims of third parties in this connection except where Siemens is
mandatorily liable.
By using the application examples you acknowledge that Siemens cannot be held liable for any
damage beyond the liability provisions described.

Other information
Siemens reserves the right to make changes to the application examples at any time without
notice. In case of discrepancies between the suggestions in the application examples and other
Siemens publications such as catalogs, the content of the other documentation shall have
precedence.
The Siemens terms of use (https://support.industry.siemens.com) shall also apply.

Security information
Siemens provides products and solutions with industrial security functions that support the secure
operation of plants, systems, machines and networks.
In order to protect plants, systems, machines and networks against cyber threats, it is necessary
to implement — and continuously maintain — a holistic, state-of-the-art industrial security concept.
Siemens’ products and solutions constitute one element of such a concept.
Customers are responsible for preventing unauthorized access to their plants, systems, machines
and networks. Such systems, machines and components should only be connected to an
enterprise network or the Internet if and to the extent such a connection is necessary and only
when appropriate security measures (e.g. firewalls and/or network segmentation) are in place.
For additional information on industrial security measures that may be implemented, please visit
https://www.siemens.com/industrialsecurity.
Siemens’ products and solutions undergo continuous development to make them more secure.
Siemens strongly recommends that product updates are applied as soon as they are available
and that the latest product versions are used. Use of product versions that are no longer
supported, and failure to apply the latest updates may increase customer’s exposure to cyber
threats.
To stay informed about product updates, subscribe to the Siemens Industrial Security RSS Feed
at: https://www.siemens.com/industrialsecurity.
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1 Introduction

1

1.1

Introduction

Overview

Redundant system S7-1500R/H

In an S7-1500R/H redundant system, the CPUs are duplicated (i.e. redundantly
available). Both CPUs process the same project data and the same user program
in parallel. Both CPUs synchronize over two redundancy connections. If one CPU
fails, the other CPU maintains control over the process.

HMI operator device on a S7-1500R/H

1.2

1.3

If an HMI operator device is connected to a redundant system such as the
S7-1500R/H, the operator device must be connected to the active CPU.

There are two ways of switching over to the active CPU:

e The SIMATIC S7-1500R/H controller can be configured in such a way that,
should one PLC module fail, the HMI operator device will automatically connect
with the second, still running, PLC module.

e Alternatively, there is the option of switching from the failed PLC module to the
running PLC module with the help of a script in the HMI configuration.

Task

You wish to connect an HMI operator device with a SIMATIC S7-1500R/H

controller.
You also want to evaluate the current status of each CPU (Stop/Run).

Figure 1-1

S7-1500H S7-1500H —

T T
1
M
[
LU

= ____@

I —

Synchronisation

l PN (MRP)

Scope of the application example

The application example describes:

e how to redundantly link a SIMATIC Comfort Panel or a SIMATIC Basic Panel
to an S7-1500R/H controller.

e how to link a SIMATIC Comfort Panel to an S7-1500R/H controller and switch
the connection using scripts.

¢ how to evaluate the operating mode of the S7-1500R/H controller with a
function block and output it via the HMI operator device.

Verbindung HMI-Panel und S7-1500R/H
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1 Introduction

1.4

Components used

The following hardware and software components were used to create this

application example:
Table 1-1

Components Quantity Item number Note
SIMATIC WIinCC TIA 1 6AV210.-....6-0 Alternatively, a newer
Portal V16 version
SIMATIC STEP 7 1 6ES7822-1AA06-0YA5 | Alternatively, a newer
Professional V16 version
CPU 1517H-3 PN 2 6ES7517-3HP00-0ABO | --

TP1200 Comfort 1 6AV2124-0MCO01-0AX0 | --
KTP1200 Basic 1 6AV2123-2MB03-0AX0 | --
SCALANCE X308-2 1 6GK5308-2GG00-2AA2 | --

This application example consists of the following components:

Table 1-2
Components File name Note
Documentation 109781687_Panels_and_1500H_DOC _en -
HMI library 109781687_S7_1500H_Monitoring_Lib
Project_01 109781687_S7_1500H_Monitoring_ MRP
Project_02 109781687_S7_1500H_ChangeConnection

Verbindung HMI-Panel und S7-1500R/H
Article ID: 109781687, V1.0, 10/2020
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2 Redundantly linking a SIMATIC Panel to an
S7-1500R/H controller

If a redundant connection between the HMI operator device and the controller is
required, then use the X1 interfaces on the PLC modules. If one connection
between the PLC and the operator device fails, then there is always another
connection via the second port of the operator device.

The switchover of the connection between an HMI operator device and the
S7-1500H controller will occur automatically in this case.

Note The configuration for this chapter can be found in the project
"109781687_S7_1500H_Monitoring_MRP ".

Connection between panel «— PLC via the "X1 P1 R" and "X1 P2 R" PROFINET interfaces

The operator device is integrated in the redundant PROFINET ring of PLC modules
directly via the "X1 P1 R" and "X1 P2 R" PROFINET interfaces.

e The PROFINET ring is based on media redundancy (MRP).
Media redundancy is a function that ensures network and system availability.

e Al PROFINET devices in this PROFINET ring must support media redundancy
(MRP). A detailed description of the "MRP" topic can be found here: \3\.

e The interface has the advantage that, in the event of an error (failure of a
CPU), the connection to the HMI operator device remains intact without
additional configuration effort.

2.1 Panel directly in the redundant PROFINET ring

In this chapter, the HMI operator device is integrated directly via the
PLC PROFINET interfaces "X1 P1 R" and "X1 P2 R".

The HMI operator device must have two ports in order to do this.
Figure 2-1
M Industrial Ethernet

H-PLC H-PLC
= L=nm =l
ni ZHRE
I_EL':IJ LEU:‘_I
XTPZR 1 x1P1R X1P2R ] 51 PR
HMI

enonness
L---- [ EE R NN
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2 Redundantly linking a SIMATIC Panel to an S7-1500R/H controller

Creating a connection

1. Use the Project tree to open the device configuration of the first PLC module

and then select "Topology view" (1).

The X1 PROFINET interface "Port_2 [X1 P2]" is already networked with both

PLC modules by default (2).
Figure 2-2

|5'? Topology view

57-1500RH-Sys ...
57-1500R/H-5ta..

||ﬁg'h Network view

||—[|'f Device view |

TP1200 Cornfort
TP1200 Comfort

=
=]

2. Network the "X1" PLC interfaces and the interfaces of the Comfort Panel such

that they form a closed ring.

To use the example:
PLC_2\Port_1[X1 P1 R]
PLC_1\Port_1[X1 P1 R]

<< >> TP900 Comfort_CP_1\Port_1
<< >> TP900 Comfort_CP_1\Port_2

Figure 2-3
|E Topology view ||EE,] Network view "—[l'f Device view |
B S W =
=]
57-1500RH-Sys .. TP1200 Comfort
5 7-1500RH-5ta... TF1200 Comfort
L
Note You must network the devices on the hardware level exactly as you have

arranged them in the configuration.

Verbindung HMI-Panel und S7-1500R/H
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3. Select the Comfort Panel (1) and open the "Media redundancy” menu item (2)
via the Properties.
(PROFINET interface [X1] > Advanced options > Media redundancy).
Use the drop-down list under "Media redundancy role" (3) to select the option

"Client".
Figure 2-4
|§ Topology view ||5En Network view |mf Device view |
B W E =
'
57-1500RH-Sys... TP1200 Comfort

57-1500R/H-5ta ... TP1200 Cornfort :

<] m 100% -] —y— @
T
J Topology overview " Topology comparison |
|§Properties ||"_i.'.lnfo y"ﬂ Diagnostics |

J General ” 10 tags " System constants ” Texts |
~ General [l §

Catalog information > WMiseln (EEmEERE @
w PROFINET Interface [x1]

General MRF domain |mrpdurnam-'l ai

B eiieeses Media redundancy role: |C|\ent -

Operating rmode

Ring port 1: | FROFIMET Interface_1 [%1]Wart_1 [%1 P1 R]

Ring port 2: | PROFINET Interface_1 [x1\Part_2 [1 P2 R] [+]
Diagnostics interrupts
Interface options 5

b MPIDP Interface [%2]

~ Advanced options
» Port[¥1 P1R]
} Port[¥1 P2 R]

T\ =

4. Switch to the "Device view" (1). Select the "X1" PROFINET interface of the first
PLC (2) and specify an IP address (3) for the first PLC under the "Ethernet
addresses" menu.

Figure 2-5
‘In,!"Tupulugyview Hﬁﬂ-h Netvrork view ‘meeviceview L
i =
[
<
< =
v v v
oo 1 2 3 4 5 3
Rail_0
[l
€] i 100% i sl SrwrriilL. ||
| ——
|§Pruperties H‘_'\.'.Infu y"ﬂ Diagnostics ‘
J General H 10 tags || System constants H Texts
General I
o Ethernet addresses
Time-of-day synchronization Interface networked with
* Advanced options
Interface options Subnet: | PIIE_1 I=)
eciaredundorcy
» Realtime settings
b Fart[x1 F1 R IP pratocol
b Fort[x1 F2 R
IPaddress: | 172 .16 .34 100
‘ Subnet mask:
C [ T
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2 Redundantly linking a SIMATIC Panel to an S7-1500R/H controller

5.

In the section below, enable the option "Enable system IP address for switched
communication” and enter an IP address.

The HMI operator device will use this IP address to communicate with the PLC.
Make sure that the IP address is in the same IP range as the IP address
specified previously.

Figure 2-6
‘gprnperties ||'3'.Infn y”ﬂ Diagnostics ‘
J General ” 10 tags " System constants " Texts |
General il Router address: |0 .0 o .o

Ethetnet addresses!

Time-of-day synchronization System IP address for switched communication
w advanced options

Interface options [V Enable the systerm IP address for switched communication

Media redundancy Faddress: [172 16 34 02
b Real time settings " "
b Port [¥1 P1R] Subnetrmask: [255 255 .0 .0

Part [X1 P2 R] wirtual MAC address: 00 00- 5E- 00- 01-

-

Click an "empty" field in the Device view and scroll to the second PLC module.
There, select the "Ethernet addresses” menu item and enter an IP address.

In the section below that, the configuration of the first PLC has already enabled
the option "Enable system IP address for switched communication”.

Switch to the Network view (1).
Highlight the Comfort Panel and select the menu item "Ethernet addresses” via
the properties. Enter an IP address (2).

Figure 2-7
[ & Topology view | Network view |} Device view |
5;" Metwork uu Connections L1 Relations ﬂkj % i __i _|j Qt :_".

TP1200 Cornfort

S7-1500RH-5ys ..
57-1500RH-5ta... TF1200 Comfort D
IETTEE ! 1

PMAE_1
[<] i (]
L T
|§,Pruperties u"_i.‘,lnfu y"ﬂ Diagnostics |
J General || 10 tags ” System constants ” Texts |
General Il

Ethernet addresses

Ethernet addre
Interface networked with

Cperating mode

¥ Advanced options

subnet: | FNJIE_1 [+

Add new subnet

IP protocol

@ Set IP address in the project

IPaddress: | 172 .16 . 34 . 200
U Subnetmask: | 255 . 255 . 0 .0

Verbindung HMI-Panel und S7-1500R/H
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2 Redundantly linking a SIMATIC Panel to an S7-1500R/H controller

8.

In the Network view, select the "Connections" tab (1).

Left-click to select the "X1" interface (2) of the first PLC, then hold down the left
mouse button and drag a connection to the Ethernet interface of the HMI
operator device. A selection window opens.

Here, select "S7-1500R/H-System_1" (3).

Figure 2-8

“:_5 Topology view uﬁﬂh Network view | [If Device view

™ Hetwatk uu Connectiohs Jd Relations e :g W @l &2 =
\CD

S7-1500R/H-Sys ... TP1200 Comfort

57-1500R/H-51a. TF1200 Comfort u
CEn nection partners
PLC_1
57-1500RH-System_1

PMAE_1

The settings in the hardware configuration are now complete.

The figure below shows an overview of the configured network.
(Network view > Connections. Left-click on the HMI connection and select a
connection. Then click on the connection again).

Figure 2-9
| &% Topology view [, Network view |[If Device view
58 Neswork [1] connections 53 relerions [ 2 W 2 ([§ @ s E
1 Highlighted: Connection
S7-1500RM-Sys TP1200 Comfort

57-1500RIH-5ta TF1200 Cornfort

=] i 100% - —— &
i o
| & Properties  [*ilinfo 1] % Diagnostics |
|| General | 10tags | System constants | Texts
General [l
General

Protocol setting
e ss paint Connection
Time synchronization

Mame: |HMI_Connection_1

Connection path

Local Farmer

J o

End point: | TP1200 Comfort [FLC_1 [CPU1517H-3 FN]

Interface: |TP900 Cornfort._CF_1, PROFINET Interface_1 [X1] [+]  [PLE_1, PROFINET interface_1[x1] [+

J

)

Inerface type: |Ethemet |Ethernet ]
Subnet: | FIVIE_1 | = [Prne_1 |

Address: | 172.16.34.200 | 1721634004 ]

[¥] Use the system IP address for switched communication

[ Find connection path
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2 Redundantly linking a SIMATIC Panel to an S7-1500R/H controller

2.2 Panel in redundant PROFINET ring via a switch

In this chapter, the HMI operator device is integrated directly into the "X1 P1 R"
and "X1 P2 R" PLC PROFINET interfaces via an MRP-capable switch.

In comparison to the previous configuration, the HMI operator device is only
connected with the PLC modules by only one port (Ethernet cable).

Figure 2-10
M Industrial Ethernet

H-PLC H-PLC
|e=mm)] ] |R=N 0| |
n
ac o
— |
XIP2R I xa PR X1PZRI v1p1R
HMI

d

Switch
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2 Redundantly linking a SIMATIC Panel to an S7-1500R/H controller

Creating a connection

1.

Use the Project tree to open the device configuration of the first PLC module
and then select "Topology view" (1).

By default, the PROFINET X1 interface is already networked (2) with both

PLC modules.

Add an MRP-capable switch from the catalog, in this case a SCALANCE X308-
2 (3).

Figure 2-11

| Topology view [ Network view @ Device view Options
e WEHE Qs =]

~|~| catalog

[<search>

57-1500RH-5ys TP1200 Comfart [+ Filcer Frofile: | <Alk

57-1500R/H-5ta TP1200 Comfart ~ [ Metwark components
w [ IE switches

_ » [l compact Switch Modules

= [l SCALANCE X-300 managed
w [l SCALANCE X300
» [l SCALANCE X304-2
b [l SCALANCE X306-1
» [l SCALANCE X307-3

$]001 aUlUQ EH

~ [l SCALANCE x308-2

Swich_1 I 665 308-2FL0D-2AA3
SCALANCE X30 I Esci AR
Mot assigned W scks A2

T .GKS 3NA-TGET M0 AKD

gt
g
5

Network the PLC interfaces and the SCALANCE X308 so that they form a
closed ring.

Note
Only the first two ports on the SCALANCE X308 are MRP-capable!

To use the example:

a. PLC 2\Port_ 1[X1P1R] <<>> Switch_1\Port_1

b. PLC 1\Port 1[X1P1R] <<>> Switch 1\Port 2

c. TP900 Comfort.CP_1\Port_1 << >> Switch_1\Port 3

Figure 2-12

|5'? Topology view ||ﬁg,] Network view "ﬁf Device view |

s

TP1200 Comfort

TP1200 Comfort

S7-1500RM-5ys ..
57-1500R/H-5ta...

=

Switch_1
SCALANCE X30...

Mot assigned
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2 Redundantly linking a SIMATIC Panel to an S7-1500R/H controller

3. Select the SCALANCE X308 (1) and open "Media redundancy" via the
properties (2). ("PROFINET interface [X1] > Advanced options > Media
redundancy > MRP instance 1").

Use the drop-down list under "Media redundancy role" (3) to select the option
“Client".

Figure 2-13

|E"" Topology view "Eg‘h Metwork view uﬁ‘f Device view ‘

B Oa Wi Qs =
B

Switch_1
SCALAMCE X30...

Mot sssigned

!7| i - 5] [To0% ] —§5— W
|§Pruperties || Info J”J Diagnostics ‘

J General || 10 tags || System constants || Texts |

» General Il

> » MRPinstancel

w FROFIMET interface [x1]
General i
Ethernet addresses 2) MRF instance |‘I

w Advanced options ~

MRF dornain | rarpdormain-1

Interface options

Media redundancy role: | Client

b e dia redundancy
MRF instance 1 Rihg port 1: |SC.ALANCE interface_1 [X1]\Part_1 [x1 F1 R]

itsifal

MRP instance 2
MRF instance 3

1

Rihg port 2: | SCALANCE interface_1 [X11\Part_2 [x1 P2 R]

D Diaghostics interrupts

4. Select the Comfort Panel (1) and open the "Media redundancy" menu item (2)
via the Properties (PROFINET interface [X1] > Advanced options > Media
redundancy).

Use the drop-down list under "Media redundancy role" (3) to select the option
"Client".

Figure 2-14

|,._5’ Topology view ||ﬁ|§-h Network view ”—[“ Device view ‘

oW WEE Qs =
=

S7-1500R/H-Sys... TP1200 Cornfart

57-1500R/H-5ta TF1200 Camfort D

[ w ] 100% ] —y— &

|QPmperties || Info _J”JDlagnustlcs |

JGeneraI || 10 tags ” System constants || Texts |

» General §
> Media redundancy

w FROFIMNET Interface [x1] @
General
Ethernet addresses MRF domain |mrpdumain-1 :

Operating mode Media redundancy role: |C|ient m
+ Advanced options .
- .
> RanlE ) > Ring port 1: | PROFINET Interface_1 [x1]\Part_1 [x1 1 R] [+]
» Fart[x1 F2R] - Ring port 2: | PROFINET Interface_1 [1]\Part_2 [x1 P2 R] [+]
Interface opt\ons “ Diagnostics interrupts
» MPIDF Interace [X2] 4
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2 Redundantly linking a SIMATIC Panel to an S7-1500R/H controller

5.

Change to the network view.

Right-click to select the SCALANCE X308 (1).
In the context menu, select the option

"Assign to new DP master / 10 controller" (2)

Figure 2-15

§7_1500H_Monitoring MRP » Devices & networks

¥ Network 4§ Connections [ comection || f1 Reletions ' 8 £ [H] ® 2

TP1200 Cornfort

TP1200 Comfort D
BranE 1 L |

S7-1500RMH-5ys5 ...
57-1500R/H-5ta..

FRJIE_1
|
Switch_1 u'f Device configuration
SCALANCE x30... Change device
Mot assigned M cur e
Eg Copy Ctrl+C
:g Paste Ctrl+%

¥ Delete Del }é}
Rename 7
Assign to new DP master /10 contraoller

Disconnect from DF master systerm [ 1O system

<

[ Il @ Properties Al E N

Another window opens.
Assign the two 10 controllers (1) to the SCALANCE X308.

Figure 2-16

Select 10 controller X

MName /@)

57-LA00RH-5ystern_1.FLC_1.PROFINET-Schnittstelle_1
¥
=271 SOORSH-Sy i

Swvitch_1
SCALAMCE x30..

Mot assigned

r Ok 1 | Cancel
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2 Redundantly linking a SIMATIC Panel to an S7-1500R/H controller

6.

Highlight the Comfort Panel (1) and select the menu item "Ethernet addresses"
via the properties. Enter an IP address (2).

Figure 2-17

[ Topology view | Network view  [If Device view |

h Metwork un Connections ﬂ, Relations i % w3 @. -4 =

TP1200 Comfort |
TF1200 Comfort : ‘
e e 71 T
| PMAE_1

B w ]

S7-1500RH-Sys
S7-1500RH-5ta. ..

<]

iy Info _J"JDlagnnstlcs |

|§, Properties u‘

JGeneraI || 10 tags ” System constants ” Texts |

General

Ethernet ad 5;
Operating mode Interface networked with
b Advanced options

Ethernet addresses

Subnet: | FRUIE_T [~

Add new subnet

IP protocol

(8) Set P address in the project

IPaddress: | 172 . 186

Subnetmask: | 255 . 255 . 0 .0

In the Network view, select the "Connections" tab (1).

Left-click to select the "X1" interface (2) of the first PLC, then hold down the left
mouse button and drag a connection to the Ethernet interface of the HMI
operator device. A selection window opens.

Here, select "S7-1500R/H-System_1" (3).

Figure 2-18
|E"" Topology view ”ﬁgh Network view  |[If Device view
™ Metwork 13 Connections m & Relations i % | = _|j Q‘ =}

57-1500R/H-Sys TP1200 Camfort
57-1500RH-5ta. TF1200 Comiort
Connectian partners
PLC_1
1 PMAIE_T | S7-1500RH-System_1

The settings in the hardware configuration are now complete.
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3 Linking a SIMATIC Panel to an S7-1500R/H controller

3 Linking a SIMATIC Panel to an S7-1500R/H
controller

If no redundant connection between the HMI operator device and the controller is
required, then you can connect the HMI operator device via the
X2 interface of the PLC modules.

In this case, the automatic switchover of the connection between an HMI operator
device and the S7-1500H controller will be accomplished with three scripts.

Note The configuration for this chapter can be found in the project
"109781687_S7_1500H_ChangeConnection”.

Connection between panel — PLC via the PROFINET X2 interface
The operator device is connected via the "X2 interface" of the PLC module.

e The operator device is not integrated into the redundant PROFINET ring of the
PLC modules.

¢ Inthe event of a fault, the connection will be switched over with scripts in the
HMI configuration. For this purpose, the HMI operator device must support
script functionality.

e Here, the HMI operator device is connected to the CPU with only one port

(Ethernet cable).
e The switch being used does not have to be MRP-capable.
Figure 3-1
B Industrial Ethernet HMI PC
= APPL.
pre— E
appaBERs LZ;
H-PLC H-PLC
T = T

]
LE“_[

X2|

X1P2ZR X1P1R X1P2R

X1P1R
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3.1 Creating connections

So that the connection is automatically routed to the second controller if the first
one fails, a total of three connections must be created.

1. Use the Project tree to open the device configuration and then select the
"Network view" (1).

Figure 3-2

|,5.5 Topology view | g Network view i [IY Device view
ﬁ—\u Metwork uu Conhections ﬁ Relations T‘uj !g 'i ’

bl
[E

S7-1500RM-Sys ...
57-1500RH-5ta...

TF1200 Comfort D

2. Select the first PLC module and, in the Properties, open the menu "PROFINET
interface [X2] > Ethernet addresses” (1).
Specify an IP address (2) for the first PLC, in the example "192.168.0.100".
Then select the second PLC module (3) and enter another IP address under
"PROFINET interface [X2] > Ethernet addresses", in the example
"192.168.0.102".

Figure 3-3
|E Topology view \|ﬁgh Network view Y Device view

% Metwork, uu Cohnections ﬁ Relations s 2 W E (O =]

5 7-1500RH-5ys TR1200 Camfor

57-1500RH-5ta... TP1200 Comfort D
[ w 100% Y =% |
L T T

|2 Properties |71, Info y"ﬂ Diagnostics |

J General ” 10 tags " System constants " Texts |
» General Z_ ad Ll
» PROFINET interface [X1] I @emet adicresses =
* PROFINET interface [X2] q nterface networked with

General

\

Ethernet addres

Subnet: | PIE_1 [+]

Time-of-day synchroniz... | Add new subnet

b Advanced options

-

Synchraonization interface...

S m IP protocol
» Synchronization interface... "
Startu b
P 4 IPaddress: | 192 . 165 .0 . 100
Cycle |
Coammunication load Subnetmask: | 255 . 255 . 255 . @
Systern and clock mermaory D Use router
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3 Linking a SIMATIC Panel to an S7-1500R/H controller

3.

Select the Comfort Panel and open the menu "PROFINET interface [X1] >
Ethernet addresses" in the Properties. Enter an IP address (1), in the example
"192.168.0.200".

Figure 3-4
|E Topology view ”ﬁgh Network view I Device view
gﬂ" Metwark '“] Connectiohs ﬁ Relations @ % 'i J Jj Q! :_”.
S7-1500RM-Sys... TP1200 Comfart
57-1500R/H-51a... TP1200 Comfore D
PNAE_T |
(<] m 100% -] —§— &
L ) ) |
|§, Properties ||"_i.‘.lnfo y"ﬂ Diagnostics |
J General ” 10 tags " System constants " Texts |
General [

Ethernet addresses

Ethernet addres
Qperating mode Interface networked with
» Advanced options

Subnet: | PRIIE_] [~

| Add new subnet

IP protocol

(#) SetIF address in the praject

IFaddress: | 192 . 165 . O 200
Subnet mask: | 255 . 255 . 255 . 0

H=@ rnuter

In the Network view, select the "Connections" tab (1). Left-click to select the
"X2 interface" of the first PLC (2), then hold down the left mouse button and
drag a connection to the Ethernet interface of the HMI operator device.

A selection window opens.

Here, select "PLC_1" (3).

Figure 3-5

‘; Topology view \|ﬁgh Network view ”—l]f Device view ‘

b_‘u Metwork uu Conrnagtions ﬂ Relations @ !g i J Qi :_".

$7-1500R/H-3ys . TP1200Comfor...
57-1500R/H-5ta... TP1200 Comfart u

=
Connection partnels

PLC_1
PMAE_1 57-1500RH-System_1
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3 Linking a SIMATIC Panel to an S7-1500R/H controller

5.

Left-click to select the "X2 interface" of the second PLC (2), then hold down the
left mouse button and drag a connection to the Ethernet interface of the

HMI operator device. A selection window opens.

Here, select "PLC_2" (3).

Figure 3-6

|E Topology view ”Eg'h Network view JI} Device wiew
% Metwork (1§ connections J2 Relations - B :g W Qt =
[A]

S§7-1500R/H-5ys TP1 200Camfor
57-1500RH-51a... TF1 200 Comfore u
Connection parneks
pLC_2
PNAE_T 57-1500RH-System_1

A third HMI connection is needed so that the connection to the HMI operator
device automatically switches over in the event of a fault (failure of a PLC). The
switchover is accomplished with scripts in the HMI configuration.

Via the Project tree, select the Comfort Panel and open the "Connection” (1).
You will see the two connections that you created earlier (2).
Manually add a third connection with "<Add new>" (3).

Figure 3-7
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3 Linking a SIMATIC Panel to an S7-1500R/H controller

Enter the following parameters:
- Name: Connection12

- Communication driver: SIMATIC S7 1500
- HMl device: (IP address of the Comfort Panel; in the example this is

"192.168.0.200")

- PLC: IP address of the first PLC module, the example "192.168.0.100".

Figure 3-8

#F Connections to 57 PLCs in Devices & netwarks =)
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[ e
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3 Linking a SIMATIC Panel to an S7-1500R/H controller

3.2

Creating tags

1. Open the Tag editor via "Project tree > HMI tags > Application".
2. Create the following tags:

Table 3-1
Tag Type Connection

con_state_PLC1 Integer Internal tag
con_state PLC2 Integer Internal tag
connected_to WString Internal tag
triggerBitPLC1 Bool HMI_Connectionl
(Clock memory)

triggerBitPLC2 Bool HMI_Connection2
(Clock memory)

Figure 3-9

Devices

S7_1500H_ChangeConnection » TP1200Comfort_ChangeConnection [TP1200 Comfort] »

Ej B+ %
TagTable
b [§) Screen management Mame = Data type Connection FLCname  Address Acquisition cycle
- ré Hml tags < con_state_PLCT Int =Internal tags= 13
Z5 showall tags 4 con_state_PLC2  Int <nternal tag> 15
B¢ Add new tag table < connected_to WString <Internal tags 15
24 Default tag table [2] < triggetBitPLCT Eool HMI_Connectionl  FLC_1 %M10.5 100 ms
~ [&] Application | triggerBitPLC2 Bool HMI_Connection?2  PLC_2 %M10.5 100 ms
% TagTable [5] <Add news

b [iz] TemplateSuite
"2, Connections
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3. Specify the tag properties.

a. triggerBitPLC1
"Properties > Events > Value change"
- Call the script "connection_PLC1".

"Properties > Properties > Settings"
- Acquisition mode: Cyclic continuous
- Acquisition cycle: 100 ms

b. triggerBitPLC2
"Properties > Events > Value change"
- Call the script "connection_PLC2".

"Properties > Properties > Settings"

- Acquisition mode: Cyclic continuous
- Acquisition cycle: 100 ms
Figure 3-10

..1angeConnection » TP1200Comfort_ChangeConnection [TP1200 Comfort] » HMItags »

Devices

£ ¥ 2+ %
TagTable
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w [&] Application 1 @ triggerBitPLC2 Boal HMI_Connection2 [] FLC_2 wn105 ] 100 ms =
QL. TagTable [5] ihdd news
» [&] Templatesuite
Z Connections |< " L ———
[ HMl alarins

[
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E Scheduled tasks 2 1T RHRE X
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» [E) reports il Value change

connection_PLC2

44 Text and graphic lists
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Note Default communication between the H CPU and the HMI operator device

happens over the connection "Connection12".
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3 Linking a SIMATIC Panel to an S7-1500R/H controller

3.3 Creating scripts

Three scripts are used for the automatic switchover between the PLC controller

and the HMI operator device:
e connection_lost

e connection_PLC1

e connection_PLC2

Script "connection_lost"

You do not need to modify this script for the application.
The script is called once every minute by the Task scheduler.

Script "connection_PLC1"

Modify the parameters to suit your application.
The script is called once a second via the tag "triggerBitPIc" (clock memory).

1. Call the script with "Project tree > Scripts > VB scripts >
ApplicationChangeConnection".

2. You have to adjust the parameters of the "ChangeConnection" function in line

40 (1) and line 55 (2).

- Connection name: The name must match the name stored under
"Connections". In this case, the name is "Connection12" (3).

- Modify the IP address as per the first connection (4).

Figure 3-11

Project tree

Devices

it
i

Ul Historical data
7 C?j Scripts
- ﬂm B scripts
B Add new B function
= (%] applicationChangeConnection
% cohnection_lost

o connection_PLCT

| connection_FLCZ2
» [%z] HMI Ternplate Suite
5] scheduled tasks
ﬁ] Cycles
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14} Text and graphic lists
ili User administration
3 % Ungrouped devices
» 5§ Security settings
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33
39
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42
43

a8 «8 1z % I Gn o ML Q= G N
! Hwitch ower / Umschalrten

' of the status tag for the connection to PLC_Z2 reache
tatusvariabhle fiir die Verbindung =zu PLCZ einen Gren

TEEEE I

AiartTags("con_state PLCE2™) »= 11 Then

If SwartTags{"comnected_to™] = "PFLC_Z" Then
ChangeComnnection "Connectionl2™, "192Z.168.0,100", 1, O
SwartTags|"con_state _PLC2|) = 100
SmartTags|“comnected to™) |= "PLC_17

Elself SmartTags("connected_t|”) = "PLC_L" TipEn
SmartTags|"con_state _PLC2|) = 100

End If
End If

'Beintegration / Wiedereintritt
comnection brake the first repaired connection will
talausfall wird die Datenverbindung auf die Paramter

fiartTags [ "commected_to") = "comnection lost” Then

ChangeConnection “Connectionla™, "192.168.0.100", 1, 0O
SmwartTags ("con_state_PLCZ2™) = 100
SmartTags ("connected to™) = "PLC_L™

End If

End Sub
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Script "connection_PLC2"

Modify the parameters to suit your application.
The script is called once a second via the tag "triggerBitPlc2" (clock memory).

1. Call the script with "Project tree > Scripts > VB scripts >
ApplicationChangeConnection".

2. You have to adjust the parameters of the "ChangeConnection” function in line

41 (1) and line 55 (2).

- Connection name: The name must match the name stored under
"Connections". In this case, the name is "Connection12" (3).

- Modify the IP address as per the second connection (4).

Figure 3-12

Project tree

Devices

e =
T =

Ul Historical data
= [:j Scripts
= [ E scripts
B Add new VB function
~ [tz] applicationChangeConnection
ﬁ connection_lost
ﬁ connection_FLCT

ﬁ connection_FLC2

» [£z] HMI Terplate Suite
E Scheduled tasks
™ Cycles
» E]]] Reparts

Q:_d Text and graphic lists

i{,‘ User adrinistration
3 [E Ungrouped devices
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3.4 Task scheduler

Pma et MOABG AN, HRDD DL

' dwitch ower / Umschalten
'iz the limit of the status tay for the connection to PLC_Z reach
'Erreicht tatusvariable fir die Verbindung zu PLCZ einen Grel
If Zmag, "con state PLC1™) »= 11 Then
#ZC SmartTags("connecred _to™) = "PLC_L" Then
ChangeConnection "Comnnectionl2™, "192.164.0.1027, 1, 1
SmartTags(“con_state_FLCL|) = 100
SmartTags(“connected _to™) |= "PLC_Z27
ElseIf SmartTags("comnected to") = "PLC_Z" Then
SmartTags|“con_state PFLCL'|) = 100
End If
End If
'Reintegration / Wiedereintritt
'after a onnection brake the first repaired connection will
'Nach eiry alausfall wird die Datenverbindung auf die Paramte
If AartTags ("connected_to™) = "comnection lost”™ Then

ChangeConnection "Connectionlz™, "192.163.0.1027, 1, L
SmartTags ("con state PLC1™) = 100
Smar tTags ("connected_to™) = "PLC_27

End If

End Sub

The "connection_lost" script is called once a minute by the Task scheduler.
"Project tree > Task scheduler > Events"
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3 Linking a SIMATIC Panel to an S7-1500R/H controller

3.5 "20_PlcMonitoring" screen

The "20_PIcMonitoring" screen shows a graphical connection between the
HMI operator device and the two PLC modules.

An animated graphic (1) displays the current status of the two PLC modules.
Additionally, a text field indicates which controller the HMI operator device is
currently communicating (2).

Figure 3-13
Agpiation R T : sasaaace
. |—|i‘a;ek..,t [l]] 7] \ o [11] \ |—|';i'21"1“.?§n“,".7::39 [11] \
@\ |
SPS1 SPS 2
d .
2N ] RN L
] @ I ©

[ 5PS Status Maschine 01 Maschine 02

Animated graphic (1)

The tag "triggerBitPLC1" is used for the first PLC module under "Properties >
Animation > Display > Appearance"”. Similarly, the tag "triggerBitPlc2" is used for
the second PLC module.

Text field (2)

The tag "connected_to" is assigned to the text field under "Properties > Properties
> General".

The value assignment for the tag comes from the scripts "connection_PLC1" or
"connection_PLC2".
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4 Evaluating the operating state of the connection

4

4.1

Evaluating the operating state of the
connection

A complete configuration as well as a library are included with the application
example.

The library contains:

e All necessary blocks.

e Afully configured TP1200 Comfort Panel project.

e A fully configured KTP1200 Basic project.

The following description pertains to the included configuration.

Evaluating the PLC state

The blocks from the AWB "Diagnostics of the operating state of an S7-1500R/H
system using a function block" have been used for the evaluation of the PLC
status.

You can find the article at the following link: \4\

PLC program overview

The folder labeled with (1) contains the blocks for diagnosing the operating state.
The blocks come from the AWB "Diagnostics of the operating state of an
S7-1500R/H system using a function block".

The folder labeled with (2) contains the blocks for outputting the PLC status via the
HMI operator device.
Figure 4-1
~ [mg 57-1500R/H-System_1 [$7-1500RH-Station] ~
E H'f Device configuration
g %| Online & diagnostics
= [ PLC_1 [CPU 1517H-3 PN]
E HT Device configuration

% Online & diagnostics
» %@ Sofrware units

ke
> ¢ Prograrm blocks e

ﬁﬁdd new: block /\ZJ
b (%] PlcBlocksApplication /CD

» rL: PLCFunctionBlock_Lib_R_H_Sys_Status_%16

b i Systerm blocks
¥ :ﬁ Technology objects
» External source files
v [ FLCtags

~ [ PLC data types
K Add new data type /®
b [%2] PlcDataType_Lib_R_H_Sys_Status_wW16

b i Systern dats types

Verbindung HMI-Panel und S7-1500R/H
Article ID: 109781687, V1.0, 10/2020 26



© Siemens AG 2020 Al rights reserved

4 Evaluating the operating state of the connection

41.1 Parameterization of "R_H_Sys_Status" (FB3)

e The function block FB3 is called via the OB "Main" (OB1).

e The input parameters for the FB can be found under the "System constants" of
the PLC (Device configuration > Network view > Properties > System

constants).
Figure 4-2
% Metwork uu Connections |HMI connection |V|£ Relstions e % b |

S7-1500RMH-Sys ..
57-1500RH-5ta...

|,:_5’ Topology view ",J-E-h Metwork view

TP1200 Comfart
TP1 200 Comfort

I} Device view

IEJICY

lr_:l

=
=l

{PrirE_1 |
R] ] [1o0% &
L [ | v |
|8 Properties ||"_i',|nfn y"ﬂ Diagnostics |
| General || 10 tags || Systemn constants || Texts |
| Show hardware system constam:i v|
Marme Type Hardware identifier  Used by Comment
B Locall~Device Hiwv_Device 65132 PLC 1
& Locall-MC Hw_SubModule 65151 FLC_1
f Locall~Common Huw_Submodule 65150 FLC_1
& Locall~Configuration Hwe_SubModule 65133 PLC_1
f Locall~RHSystem Hw_Device 34 FLC_1
8 Locall-Display Hw_SubModule 65154 PLC_1
S Locall~Exec Hw_SubModule 65152 FLC_1
8 Local Hw_SubModule 65149 FLC_1
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Configured "FB3"
(1) Input parameters with the system constants
(2) You can navigate to the system constants using the button.
System constants in use (HW identifier)
Figure 4-3

|_d,, Properties ||"_i.'.lnfo y"ﬂ Diagnostics

| General || 10 tags || System constants || Texts

| Show hardware system constand v|

Mame Type Hardware iden... Used by
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a2 I o i
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- 65147 -PLC_1

- 65347 —-PLC_2

- 34 -PLC 1

- 65164 -PLC 1

- 65364 —-PLC 2
(3) Output parameters used for further evaluation.
Figure 4-4
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Other blocks for "FB3"
¢ "FB3" needs other blocks to evaluate the PLC status.

e The blocks are not called separately, instead they are only loaded into the
controller. You can find the blocks in the included library.

Figure 4-5
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4 Evaluating the operating state of the connection

4.1.2

Parameterization of "plcStateEvaluation" (FB102)

e This FB evaluates the output signals from "FB3" and forwards them to the

HMI operator device.

e The function block is called via the OB "Main" (OB1).
e The input parameters of "FB102" (1) correspond to the output parameters of

the FB "R_H_Sys_Status" (FB3).

The individual PLC states are forwarded to the HMI operator device via the
output parameters (2). A faceplate is created for the display.

Figure 4-6
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4 Evaluating the operating state of the connection

4.1.3

"MonitoringS7_1500" library

All blocks listed above can be found in the global library "MonitoringS7_1500".

(1) PLC program blocks

e If, for example, you select a "folder" and add it to your project, all blocks inside

that folder will also be added. This ensures that no blocks are forgotten.
e The numbers marked in "red" describe the order in which you should add the

folders (program elements) to your project.

Figure 4-7
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4.2 HMI configuration for Comfort Panel
The HMI configuration is composed of the HMI Template Suite and the screens
and objects for evaluating the PLC status.
e For the sake of recognizability, the screens, tags, etc. used for evaluating the
PLC status are stored in the folders with the label "Application”.
e The screens, tags, etc. used for the "Template Suite" are stored in the folders
with the label "TemplateSuite".
You can find a precise description of the HMI Template Suite at the following link:
\8\
4.2.1 Tags

The tags are located in the folder "TagsApplication_TP" (1); they are the output
parameters of the function block "FB102". These are passed to the faceplate and
its interface.

Figure 4-8
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Tag "hmiDatatransferTP1200_plcStopMonitoring"
Two properties are assigned to the tags.
e Properties > Properties > Settings
- Acquisition mode: Cyclic continuous
- Acquisition cycle: 500 ms
e Properties > Events > Value change
- SetTag (see figure)

Figure 4-9
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4 Evaluating the operating state of the connection

4.2.2

4.2.3

Faceplate

The faceplate displays the status of the two PLC modules.
Tag assignment is carried out via the "interface" (see figure).
Figure 4-10
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For a description of creating a faceplate, refer to \9\.
Script "plcStopMonitoring”

The script is called once every minute by the Task scheduler.

If both PLC controllers fail, or if the connection between PLC and HMI operator
device fail completely, then the PLC cannot perform any "action/function”.

The script serves to evaluate this edge case.

Principle of operation

4.2.4

e A fixed value of "200" for the tag "plcStopMonitoring" is passed via the
controller.

e This value is overwritten by the script once a minute with the value "zero".

e Aslong as there is a connection, the value reset by the script is in turn
overwritten with "200".

e If there is no connection, then the value remains "zero" and an alarm is output
via the HMI operator device after a delay period.

Task scheduler

The "plcStopMonitoring” script is called once a minute with the Task scheduler.
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4 Evaluating the operating state of the connection

4.2.5 "20_PIlcMonitoring" screen

The "20_PlcMonitoring" screen has been created for the evaluation. The screen
contains a faceplate which outputs the PLC status.

The faceplate is stored in the attached project and in the library.
Figure 4-11
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4 Evaluating the operating state of the connection

4.3 HMI configuration for KTP1200 Basic

In addition to the TP1200 Comfort, the AWB also contains a KTP1200 Basic
configuration.

The functionality is equivalent to that of the TP1200 Comfort configuration.
The differences are briefly described below.
e The panel does not use a "faceplate" to output the PLC status, but rather

individual objects. Connection to the controller is effected with the same tags.

e The panel does not support scripts.

e Aclock memory is used to evaluate the edge case (both CPUs in STOP or
connection is completely severed).

e The status of the PLC is output with an animated graphic (circle).
- Blinking graphic => At least one PLC is in "RUN".

- Graphic not blinking => The connection or both PLC controllers are in
"STOP".
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5 Appendix

5
5.1

Appendix

Service and support

Industry Online Support

Do you have any questions or need assistance?

Siemens Industry Online Support offers round the clock access to our entire
service and support know-how and portfolio.

The Industry Online Support is the central address for information about our
products, solutions and services.

Product information, manuals, downloads, FAQs, application examples and videos
— all information is accessible with just a few mouse clicks:
https://support.industry.siemens.com

Technical Support

The Technical Support of Siemens Industry provides you fast and competent
support regarding all technical queries with numerous tailor-made offers

— ranging from basic support to individual support contracts. Please send queries
to Technical Support via Web form:

www.siemens.com/industry/supportrequest

SITRAIN - Training for Industry

We support you with our globally available training courses for industry with
practical experience, innovative learning methods and a concept that’s tailored to
the customer’s specific needs.

For more information on our offered trainings and courses, as well as their
locations and dates, refer to our web page:
Www.siemens.com/sitrain

Service offer

Our range of services includes the following:
e Plant data services

e Spare parts services

e Repair services

¢ On-site and maintenance services

e Retrofitting and modernization services
e Service programs and contracts

You can find detailed information on our range of services in the service catalog
web page:
https://support.industry.siemens.com/cs/sc

Industry Online Support app

You will receive optimum support wherever you are with the "Siemens Industry
Online Support" app. The app is available for Apple iOS, Android and Windows
Phone:

https://support.industry.siemens.com/cs/ww/en/sc/2067
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5 Appendix

5.2 Links and literature
Table 5-1

No. Subject

\1\ Siemens Industry Online Support
https://support.industry.siemens.com

\2\ Link to the article page of the application example
https://support.industry.siemens.com/cs/ww/en/view/109781687

\3\ SIMATIC S7-1500 redundant system S7-1500R/H
https://support.industry.siemens.com/cs/ww/en/view/109754833

\4\ Diagnostics of the operating state of an S7-1500R/H system using a function block
https://support.industry.siemens.com/cs/ww/en/view/109763768

\5\ SIMATIC S7-1500R/H Getting Started
https://support.industry.siemens.com/cs/ww/en/view/109757712

\6\ SIMATIC HMI operator devices - Comfort Panels
https://support.industry.siemens.com/cs/ww/en/view/49313233

\7\ SIMATIC HMI operator devices - Basic Panels 2nd Generation
https://support.industry.siemens.com/cs/ww/en/view/90114350

\8\ HMI design with the HMI Template Suite
https://support.industry.siemens.com/cs/ww/en/view/91174767

\9\ Creating Faceplates with WinCC Runtime Advanced and Comfort Panels
https://support.industry.siemens.com/cs/ww/en/view/68014632

5.3 Change documentation
Table 5-2
Version Date Change
V1.0 10/2020 First edition
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